Network Address Translation (NAT)

ZIZTE, Xy hT—27 T RLUALEH (NAT) & ZOFREHFECHOWTHBHALET,
« NAT ZfEHT 2BH (1 _—)

« NAT DFER (2 _—2)

*NATDOHA RZ7A v (83—)

« XA F w7 NAT (18 X—Y)

« BAF w7 PAT (27 —)

« AHXT 47 NAT (50 =*—)

cTAT T 47 4 NAT (64 <X—7)

NAT DE=Z VU 7 (71 =)

« NAT DJEE (72 ~—2)

NAT Z 9 ©EH

PRy hNT—ZHDOFZEa L Ea—ZBLRTF AL ZTIE, AR NEBRMTAEEDOIP 7 R
ANED B THENTWET, NXTV T IPAT FLANRRELTWATZD, ZNHDIPT K
VADKEIZIETTAR=FTHY, TITARXR—=F DRERY NT—T DOHEIN—T 4 T
TXFEHA, RFC1918 TlX, 7 RAX A I, WHTHEHTE 2794 X—KIPT K
VABKRD L HICERINTWVET,

«10.0.0.0 ~ 10.255.255.255

« 172.16.0.0 ~ 172.31.255.255

*192.168.0.0 ~ 192.168.255.255

NAT O ERERED 1 DI, TITAX—=FIP Ry hT—I NS X —Fy MR TEDH LD
2T 52 LTI, NAT X, 7ITARX—hKIPT RLAEXRT U w7 IPIZEEHEZ, NHT 71
N— K Xy NT—FTHNDODTFF7ARX—F T RLRAZXXTY o7 4L Z—Fy N THEHBIRERIE
KO, V=T 4 VT RHERT FVAICEBRLET, ZDOLHICLT, NATIIXT U v o7 TR
VAZHFILET, 2, *y NT—7 2RI LTI 20T Y » 7 7 RURATET &AM
B/ IBRIZT RN A XFTBHEIITNAT 2 ETE D72 TT,

NAT OfthOFEREIZ X, DB Y T,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B vwrozs

cBX 2 UT 4 N7 RLUAZERRR L., BEEREZGIELET,

CIPA—T 47 VU a—al NAT AT 281X, BEEIP T FLAXRMBEIZRY F
A,

o MR AMERCER ATREZR N T Y v 7 T R LA BE B2 I, NESIP T KLy v
72%%A%ﬁﬁfﬁi?otkiﬁ\4V&%Z/%u77th%&#%N@%Q\
A=y NHICEZEIP 7 RUAEHMEFRFCE ET 03, NHIZIT—07 FL 2%
EHTXxET,

qw4&wm(w%%/F%%P@A)@W@W@(Nﬁyay9mnuh) : IPv4 % v
KT —ZIZIPv6 X v NU— 7 6T 288135 NAT ZfEHT25 L. 2 20X A4 T7DT
RLUARBCEHRTE T,

A\

G¥) Mwmﬁﬁfm%@iﬁmo%E@b?74y7ﬁyhaMﬁ%ﬁﬁ WG AE, FDO T
T A TIIEBEINFTEAN, EF2V 740 R =13 TN TEFEYICEHSNET,

NAT O ER

Z ZTlE. NAT OFEERIZOW T L E T,

NAT O FH3zE

COw=a T VT, ROMEBEEFEALTCHET,

e EEDT RLVA/KRAMEXy NI—=J /0 F—=Tx A A BEEOT RLALIE, RART
EFZINTWD, BHATOT RLATY, WXy NT—=2 P97 78295 L&
WER > BT — 7 ZEET 5 &0 ) BRI NAT O+ U ATk, Ry b7 —27 0
[EBED ] Fy MU= EF, WEkry T —27 7210 Thel, T30 AR I
TWAEBEDOX Yy NU—JIIETEDLZLICTEBELTLEEIY, LEB-T, M7 R
VAEREBRT DL IOICNATERE L7256, [EEDO] X, /xry b —27 BNEF v
FU—&K?&tXLt&%@%%Z/FU—&%%Liﬁo

ey BV T T RLARANMNEYy NI—J /LA v B =Tz A<y T T RLAEIT
EEEOT RVANEMINDST RLATYT, Ny NI =7 BINRIZT 78295 & &
WCNER Y U — 7 BT 5 &) BRI 72 NAT O U A Tid, Aty T —7
NI~y 7] Xy NU—=2ZI120 £,

)

GE) T RLARAOEHF, TNA R AL HF—T oA ATHEINT IP
T RLURAFEHBEINER A,
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I Network Address Translation (NAT)
nat 547 |

s WHMODBLE : AXT 4 v 27 NAT TiX, WHRICEREETEET, 2F0, A B
O E R A SO OEROM G Z BB TE £7,

s EETTB L USEHED NAT  fEED X7 MZHOWT, EETIPT FLALSEHEIP T R
ADl )& NAT L—/L E B U, 1 DE Il 2 E#T 5, EI3EB LR &R
TEET, AXT 4 v 7 NAT DA, —LINFETH D70, =& z21F. BEOR:
Bems 58] 7 RUADPLRAETLHHATH, 2004 RE@ELTOa~vy REBILOGH]
Tix REEI] BEO 5% DMEHINTWD Z LICEE LTS LS,

NAT 2 A4 7

NAT |3, ROFGEEFEH L CEETEET,

e A AFI I NAT: EBEDOIP T RLAD I L—TF0, G@FILZ. L0/hEW) v
TJIPT RVADITN—FIRFBIBE T~ B 7S E T, EEORA NIRRT 7 4 v
I EBMGMTEXET, ¥4 FI v NAT (18 ~3—) 2B T,

e HAFI T R—hF T FLALEH (PAT)  EEOIPT RLADITL—T723, 1 DD IP
T RLAIZ w7 ENET, ZOIPT RLAO—EDEETAR— FRMEHAINET,
AT w7 PAT (27 _—) ZBRLTLIIFEN,

c AXZT 4 I NAT : EEDOIPT FLAL= Y BT IPT RFLRALDOBTO—E LI~y
v, WMEEIC N T 7 4 v 7 &BIETEET, AXT 4 v 7 NAT (50 X—) &M
LTL7Z&W,

c TATUT 4T 4 NAT : HEEEDOT RLUARFE—T RVRIZAZT 4 v 7 ITEB S, H
ABNZNAT A NALET, KR T RLAD I V=T 2EHmT55D0, /hEWN
T RLADOY Ty MIGHRT 81T, NATZ ZDOHETRETEET, 74707 4
T4 NAT (64 ~—2) ZHHLTIIEEN,

Network Object NAT & & U twice NAT

Network Object NAT 35 X OV twice NAT &9 2 FEFED HETT KL AL Ha s EIETE 9,

twice NAT DB AIFERE 2 LB & L7254 13X, Network Object NATZ i35 Z L 2 B#1d L E
9, Network Object NAT DFXENE S T, Voice over IP (VoIP) 72 D7 7 r—3 3 Tl
BHEMENEWRENH Y £4 (VIP TliX, V=L THASNTWAEAF TV =7 FoWFhic
bR I RWHEEET RUADEBP KT 52 RnHV ET) .

Network Object NAT

XY NI—=I F T2V RONRT A= L UTHESIVTWNDH TN TONAT L—/ UL, Network
Object NAT b—/L L H7p SVET, ZiUd, Ry NI —2 A7V =7 MINAT 2RETHT7-
DORENSHERHETT, L, ZA—FFT7 V7 MR LTINS DL — L Z2 R
TAHZLIITEEREA,
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B twicenar

Iy NT—0 F T2l NEBRETHE, ZOF TV O~ LT T RLRAEA VT
AT RLRELT, FREMOXY VU= AT 20 "Ry NU—0 T2 b
=T DONTNNnE LTHATED L) £7,

Ny NRA B —T oA AZAD & EFILIPT KL A LGP T K LA D 5 5% Network
ObjectNAT /L—/L L G SV E T, HRIOREIMTONL%GG. N7y NNOEETLT RL&
T RURIL, RO —Z L > TEBRTE ET, ZNbD—LiX, FHAIZHKEOMT
HBNTWERA, NI 74 v 2700 T, B MAEDLEONL—VEFEHTEET,

JL—)VINT NI 5 Z &1k T= %, sourceA/destinationA C sourceA/destinationB & [ Bl D ZE#4
PATOND XIICHRET HZ LT TEETA, ZOMEORRIZIE, twice NAT ZfEHT 252 &
T, 1 DONV— )V TEEILT RLABIO%EET FLAZ#RBITCE £,

twice NAT

twice NAT TlX, 1 DDO/NL—/LTEEILT KL A L5%T RLUADOM G Z#BI T 3, %#F
LT RUVA LT RUADE F&FRTET D &, sourceA/destinationA C sourceA/destinationB &
WXRIDEBIMT LI D LI ETEE T,

)

GE)  RA¥T 4 v 7 NAT OYa, V—VIR IR TH D80, 7ok 21X, FFEOHERN 5k 7
RUANLRATIHAETH, 2004 F2BELTOa~y RBIXOHHATIE I#E1L BX
O T3 MERASNTND Z EICEBREL TSN, e xiE, A— 7 L ALHREF A
TAHEAZT 47 NAT R E L. F#ELT FL A% Telnet — 3¢ L TIRET 2HA1C.
Telnet V— ZEN D T_XTD T 7 4 v 7 OFR— F & 2323 v 5 23 [CEBT HI12i%, BHad
DEETEAR— b (FEEE 23, v~ v B :2323) ZRETHILENRH Y £, Telnet h— 37
RLAZRETT FLALE LTHRELTWAEZD, TORETR— FEEELET,

5T RLRIA T a T, 57 RLAZIETHHE. 5E7 FLAZBHICv v v
YIFDM (FAT T 47 4 NAT) . BIOT RL Ry BV 7 TEET, sikv v By
T, BICAZT 4 v I <=7 TY,

Network Object NAT & twice NAT O tbB%
HE) NAT & F#) NAT O ER2E WL, kD LB TY,
c ET7 FLADEZRFIE,

e Xy NIT—7 ATVl NNAT: X bT—07 ATV hORT A=K L LT

NATZE#HLET, Ry NUV—2 47 =7 ME, IPAA b, &, £33 7%
NDOLFTIEIEET A7, EEOIP 7 RLATIIRLS, NAT2 7 X2l —T 3
VRNDOFT Vel NEERATEET, XYy RU—T ATV ROIP T RL R,

KT RLALE L THELET, ZOHETIE, REOMOE Sy T TITHH ST
HHDTHH-TH, Xy NI—27 37V =7 MIfHEIC NAT Z BT £9,

e twice NAT : EFRDOT KL AL <v B 77 RLAMFIZHOWT, v NU—7F T
VUVl NERIIRY NI ATV N T NA—TEFBILET, ZDHE. NAT
Xy NT—0 ATV hONRTA—=ZTEHY EFHA, Xy NT—7 AT V<
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NAT L—ILDJEF .

I FEFIFITNVN—TN, NATRED/NNT A—F L2 F3, EEOT FLADFR v
NTD—0 T2 N ITN—THERHTEDZ L1E, twiceNATINE D Ar—F 7)1
THDHZEEEWLET,

« K170 JO%E S NAT 0 F3E 514,
* Network Object NAT : #-/L— L%, 737 v hOBE(EILE 72 1T58 DOV 1 m i@ ¢
EFET, 0D, EETXTIPT RLVA, 58P 7 RLAIZEREN T DT, &2
ODON—NANFEREINDIHELHVET, 20k 2o000— L& 12FEE L.
PEAETC/HASEA TR U T E O 2 5 Z LI TE EH A,

o twice NAT : 1 DD —/WIZ LV BE T LDl TmAEBINET, 1 DD/ v b
E1ODL— M Lin—8ET, UBEOL— M ETF =y 7 SnEEA, 7 a0
ST RVAEZRELRWEETH, v v T 732537y M, 1 -O0 twice NAT
= NTEFIC—H L ET, EFETBLOSEITHAICREOTT bNns72H, EELE
SEAEDMAGORITE LT, BAe2FHedEHcE 7, 72& X, EEx A%k
A DRTITIE, BEETC ABEE B ORT L3R 2B AT TE £,

* NAT /L— VDB,
* Network Object NAT : NAT 7 — 7 /L CHBMIZNEFfHT S E T,

* twice NAT : NAT 7 — 7 /L CFE) CIEFfHT LE T (Network Object NAT /L—/L DR
EIFE)

NAT L—ILD]ERF

Network Object NAT 33 & OY twice NAT /b—/UiE, 1 DOT — 7 MIRFEENET, ZOT7—7
MI3 oD 7 vaiipElSnET, BPICEZ a1 O—, Wik a2,
BB ar3 ) Lo, —BRRONLECIEFICESNET, L 2iE B
a1 TERAOomAE, B var 2w a 3 TiHMEiENER A, ROFE
2, &t valNOL—LDIEFEZRLET,

\ )

GE) ®Z7var0bdbb, Zokv7vasidid, VAT APMEHT H7ZOIER S D NAT L—
wﬁ@ihfwi#o_h6®Wwwi\mwﬁmf@w%wib%ﬁ%éhi?o:ﬂ6®
N—ET AT ATHBIFICER S, LEIZSC Cxlate X7 V7 &N Ed, 730
T, =L OB, e, EIFEFITTEEEA,
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B vr—romEs

R1:NAT)L—)L F—T L

Network Address Translation (NAT)

F—TILD+t
o3y

L—IL B4 T

o arvHDIL—ILDIER

7 al

twice NAT

RIEIBRG T 2IEIC, HAO—BAN—ATHH SET,
BHIO—ENEAIND -0, — &7 — L ORI E
BHONL—LINkD L H1 ﬁébgﬂﬁbiﬁo%obﬁ
WS, BEAOL— LV EHIRFE B0 IS T X 2RV ATRE
HERHY £9, 7 74/ FTIL, twice NAT L—/Lid&
Jvav IiZBlEnNET,

[EAHOL—LVEFIZ] EiF, ROZEEZERLET,

o RO L— VBN L — LV ORNICELE T 2 LB B Y
F9,

o GRS A G L — UL EEITLEBD LD L — )L
OFNCEET A LERH Y £,

BETCT RUAEFSEET P L RITEESHTEEO L —
SV SN D ATREMEN B 5 BT DL — L AR T &
RVGEEIL. AL OHERFIRIZHE S K O ITRFICIER L
TLEEY,

a2

Network Object NAT

v gl T—ERROVLLRWES, B2 a2
DIL— L BRIRDIAFCEHA SN E T,

1. AET 47 L—Jb

2. XA FIvr L—)b
BIL—ILBATTIX, RDIEFHA KS4 UnMERSH
£¥9,

1 EEOIPT RLAOEE /M HRDIE, 728 %
. T RLABR IO T =27 ME, 7 RLan
WEOATY =7 LY bERICGHES N E T,

2. BELFRIUEESICTIE, IPT RLAEBSE (B0 bE
KET) MEHINET, 7=& 21, 10.1.1.0 1%,
11.1.1.0 L v b eicitis 4,

3. FUIPT RLABEREINAEE. Xy NU—27 F

T2 NOARINT NI 7y METHEEINE
9, 7= & 21X, abracadabra /i catwoman £ U S IZEE
fliEnE7,
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NaT 1> 5—7z42 [

F—TILD+E
A IL—ILBAT a3 vHDIL—ILDIERE
v 273 33 |twice NAT FEE—BRRONLRWEGEA, B a3 D —Rn

AT 4 X2 b—a VCBRGTDIEIC, BHD—E—
ATHAINET, Z20®T7 v allid, &b —KHR
N—NEEDLMENRHY T, Z0kv7 v a ik n
TH, — RN —VORNZEADOL— L0 KD L H I
THULERHY 9, 9 LanEE, &l Lr—iu
DA SN ET,

e ziEErvar 20— TR, Xy NT—27 7V 27 PRIZEBZESINTWAKRD IP
T RUVARHDELET,

©192.168.1.024 (AXT 4 v )
©192.168.1.024 (XA F I v 7)
«10.1.1.024 (A&7 14> 7)
©192.168.1.1/32 (A¥ T 4 v )
©172.16.1.024 (XA F v 7)) (7Y =2 | def)
©172.16.1.024 (¥4 F v 7)) (7T =2 | abe)

ZOfER, FHINDIEFIFRO EEBY T,
©192.168.1.1/32 (RAZT 4 v )

«10.1.1.024 (AF¥T 4 v 7)
*192.168.1.024 (AXT 4 v )

< 172.16.1.024 (¥ A4 F v 7)) (A7T =2 | abe)
«172.16.1.024 (¥ A F v 7)) (7Y =7 | def)
©192.168.1.024 (¥ A F I v 7)

NATA B2 —T x4 R

TV TN—T ANR—= A B =T 2 A AEREMANLEDA L H—T A A (DFD, T
RTCDA B —T A R) ITHEHASNANATLV—LEHRELTY . FEOEEDOA ¥ —T =
AR T A E—T oA AEHBH LT TEET, BEOT RLRIZIHMEEDA
H—T 2 ABEETEET, v BT A F—T o RAI/FEDA v X —T =4 A%E
ETEET, FiE, 2O L AEETT,

723, HEDOA A —T A ATRILTTAX—=FT RLRAEZFEHL, IMB~DT 7 A
BRI _RTDOA v B —T oA AZRR L0 — )L F—) VBT A6, EBEOT L AIZ
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B wosqrsay

NAT O /i A

Network Address Translation (NAT) |

FEEDA v E—T oA AFEEL, v L7 7 RLXZZoutside £ ¥ — 7 = A AEFEE
L/\i‘é—(]

1:EBDA B —T T4 ADIEE

f s &
——— (\Dumde )

A

i

P

10.1.2.0—> 2[]9.155.2[]1.1zxxxx|
Securily
z Appliance
II ,
"1r 10.1.2.0 101.2.0 10.1.2.0
o Ir’-"'__"' I,--—" T
any | Eng ﬂ]: C I".ﬂkt-g_m; { HR :lJ
| '«.__x__._ A 'M,_\h e NEE L 4

=1L, MEE] OA A —T oA ZOWEIE, TV vV I —T AN~ A —T = A
2R SN E A, EE] DAV EZ—T oA RAEHRETDHE, TXTCOT Y vV F—
TAUNR—= A B =T 2 A ARSI SNET, EDTeD, TV ¥ T —T AN —|ZNAT
EEMATHIE, A=A H =T 2 A RAERETHLERH Y £9, ZOFKRE, 1204
VH—T 2 A ADINBEIRDEEO NV — VR SZHIER S ND Z L2720 5, 7V v UEEA
vHE—T x4 A (BVD) BIRICNAT ZRETHIEIETET, AN~ AU H—T A AT
DHNAT R ETEET,

N

ZIZTIE. NAT ZRET D7D DOHA KT A AT HOWTEERNCHA L £9,

NATDOO27AT7 04— ILE—FDHAESA

NATiZ. V=T v RE—KRLETFUVART LU N T AT U4 —)LE— RTHHR—FINT
I/\i—a—o
72720, TV T N—=T R NR—=DA v BZ—=T 2 A A (TP ITNV—TREA L F—T =
AAD—FTHDA v H—T7 A A, BVD) TO NAT ZTEITITKROFHIRBH D £5,
e TNV TN—TDAUN=IINAT ZRET DI, A=A F—T A AEHEE
LET, NAT2 7 U w3 IA—F A #—T x4 A& (BVI) AERICRETAZ LIXTX
FH A,

TV TN—T A N—=DA v H—T A AW TNAT 2 EI77 5 & 12k, EEOR
LU~y BV SNET RUAREET ZMERHY ET, A& —7 = AL LT M
B AEETAZLIITEEYA,

A B—=T 24 AHEHEINTWBIP T FLARRNW=D, < v B 7 ENET FL X
NI D TN —TF A N—DA B —T oA A ThHAIGE. A FZ—T A APAT %
RETHZ LT TEFERA,
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s NAT 07 4 k51> [

CEEITA HE—T A AREFA =T 2 A ADRRI LT v T N—T DA NRN—TH
HYE . IPvA 2y RU—27 L IPv6 v hU—7 (NAT64/46) [Fl 522425 = LILTX
FHA, AXT 17 NAT/PAT 44/66, %A T v 7 NAT44/66, BLORNE A+ v 7
PAT44 DAHPFF R SIVTWDFIETH Y, ¥ AT v 7 PAT66 [TV A — FZivEH A,
7270, BTV v IN—TDAN—[RL, F2E3T7Y) v TN—TDRA R~
GEETL) EHEML—T v RA VX —T oA A (58%E) ORI TIEINAT64/46 21T 5 Z &M
TEET,

IPVe NATDHA K541 >

NAT TlZ. IPv6 DY R— MDD HA KT A4 EHIEBENET,

AEHED N —FT v R E—RDA L Z—T = A ZADOHAIT, IPvd & IPv6 & D THLEHTX
i‘g—o

cFLTV Y TN—=T DAL N—=ToHDHA X —TxA ATE, IPv4 & IPv6 DDA
ILTEEHA, 220D IPv6 F v NT—JRIE 21T 2 DD IPv4 F v U — 7 [ TO R
TEFET, ZOHIRIZ, A F—T2A ARRRD TV v TN—T DAL NR—=ThH DY
By FF TV Y IN—T DR N— EFER IR —T y R A U F—T = ZADRIZ
TS LEEA,

cRCTYV I N—TNDA B —T =2 AW TEMRT D551, IPVoHED X A F X v
7 PAT (NAT66) IfEHTCEEHA, ZOHIRIX. A1 > F—T = A ANRRDHTY v
TN—=TDANR—=THDHGE. TV v TNA—T DA L N— L BN 72V —T >
RAVE—T A ZADOBNITREY LEE A,

« ABTF 4 w7 NAT DEAIE. /64 ETOIPV6e V7 3y FEHRETEET, ZHED HK
EWH TRy NI FR—FINFEHA,

« FTP % NAT46 & & H I HT 28581, IPVAFTP 7 7 A 7 b3 IPv6 FTP H— Tk
THLEXI, VT4 T2 MIPEERRYy T — K (EPSV) F7/23WEER—F £—F
(EPRT) #4204 NH Y £4, PASV 2~ REB LU PORT =2~ RiL IPv6 Tl
TR—bFEINFEHA,

IPv6 NAT DR R TS5 H T4 R

NAT 45 L, IPv6 kv hT—Z7[, EHICIPVABIOIPV6 %y T — 7 O TEHT
xFT MW—TFT v RE—FDHR) , RORXAKNTIF37T 4 AZHRELFET,

« NAT66 (IPv6-to-IPv6) : AXT 4 v 7 NAT i+ 52 L A2HRLES, ¥4 FI v 7
NAT F72X PAT ZfEFH TE £33, IPv6 7 KL RAIIKEIZH D=0, XA F I v 7 NAT
PREATIVNERH Y FHA, VE—2 " T T4 v 7 BT LRWGEARIT. AXT 40
NAT L—/LZE—FEIZTE £7  (twice NAT DH)

e NAT46 (IPv4-to-IPv6) : AZ 5 4 v 7 NAT AT A2 L 2HIEL E9, IPv6 7 KL X
ET. VH—2 FF T4 v I EFALARCEAE, AXT 1 v 7 NAT L—/L & i
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B wozotons ks

IZCEET (twiceNATDA) , IPv6H 7 % v MIEHT H5E (96LLTF) | fERO~ >
BT T RVARET 740 N TIPVAOIAZIPV6 7 KL A LD E5, ZDOT RLAT
1Z. IPVAT7 RLZAD 32 E Y FRIPVv6 S L7 v 7 ZADBIZEDIAENTWET, 2L %
WE.IPV6E T LT 4w T AN T LT 4w 7 ADEE, IPVAT KL AL, 7 L ADOKHE
D32y MIBMENET, =& 2iE, 201b::0/96 12 192.168.1.024 2~ v ¥ 7+ 5
Ay 192.168.1.4 1% 201b::0.192.168.1.4 I~ v B 7S E T (REEFLTER) , /6472

EL K0T LT 4 v 7 ADYE, IPVAT RLART LT 4 v 7 ADOKITIBINS 1L,

P74 AD0s N IPv4 T RLADORKRITBMSNET, /2, BT, *v MEOT K
VAZEBRTEET, ZOHEE. AIDOIPv6 T KL AIZIRAIDIPv4 T KL A, 2% H IPv6
T RUVARIZ2EFEHDIPVA T RL A, OXHIc~vv 7 LET,

NAT64 (IPv6-to-IPv4) : IPv6 7 KL ZADEITKHIETE D158 IPvd 7 R L AR 200
BEnHN T3, KEDIPv4 BHEIRAET H72DI124 A F I v 7 PAT 7—NV2EHAT 5
TEEHERLET,

NAT D ZDMDHA 54>

TN TN—=TDRAN=THI A Z—=T 2 ADEHIF, A=A F—T =
A ZAHDONAT V=NV EFTR LEST, 7V v IREA X —T7 = A 2 BVI) BRIk S
NAT L—/V 3t TE X/ A,

« A MW VPN THEHSNAIE v A v H—T =A A (VTI) O NAT b—/UT/ER
TEXFEHA, VIIOFETLA v Z—T = A ADN—VEERT S &, NAT I VPN ko2
M SN ERA, VIITh R Y 7 ENTZ VPN T 7 ¢ v 72 S5 NAT
N—IVEAERT DI, A v H—T =2 AL LT [any] ZHERATH2LERHY £, A~

F—=T7 =2 A A4 ZWIRIICHRET 2 Z LIXTE £EA,

«  (Network Object NAT D) , ¥EDA TV =7 M LT 12D NAT L—L721F % E
FBTEET, A7V27 MTH L TEEDO NAT L— L AR ETHHEAIE. RUIPT L
AEARET DRI DAROERDOA TV =7 N EAERT DLERH D £,

e AV E—T 2 A AT VPN BERINTWDLIGE, TOA L F—T A ADFHE(E ESP K7
T4y ZITIENAT v—VididE ] SLER A, AT A, HELHEHO VPN b VRV %
LCORESP b T 7 4 w7 &FFa L, BEEFED b FMZEEM T BN TR s T 7 4
i Fey7ENET, ZOHEIL. ESPEBIZOUDP OF— k 500 & 4500 (2@ S E
7T

XA F I v PAT T 57 A ADEHRDT /SA A (VPN UDP AR— | 500 & 4500
IXFEBRICEH SN DR — N TERVY) THA ME VPN Z2EHR L72%A. PAT 7734 AD
TRIZHDT A, ANLEREZRETILENHY F9, ELWR— FEERDLNL RN
72, VARV AT XR2YT 4 7Y —ay (SA) ZBBTE£H A,

NAT 2V 7 4 Xal—ala2BRELEEXC, BFEOEBRNY A LT 7 5 FE T
FWCHLWNAT 20 7 4 Fab—va U EHATES L9517 5I12iE,. 7731 A CLI
Tclear xlate =2~ RAfH L TEHBT — TV E2HELET, 72770, BT —7 1%
ETH e, BHEFEH L T ABIEOHERN T XUl SnET,
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I Network Address Translation (NAT)
NAT Dz Dt 74 k54> [

BETF O (VPN h o 72 8) IC#EAT 58 LW NAT V— v 2B T D54 1%, clear
connZfEH L TG AR T I 20ENH Y 3, Z0%, e EMIL LY &35 L,
NAT /L—/L A3 &, B IE L < NAT B2H s E 9,

N

G¥) A AF I v 7 NAT £721Z PAT L —L 2B L. Bl LZL—
WCEENDT FLALEET LIy 77 FLRAZETHH LN
=L EBINT S & BB ST — VBT BT
DN A A LT 7 M4 5, clear xlate % 721 clear conn =~
YREFHLTIZ VT ENDET, FriLvr— I S E+
oo ZOFTHFEOBINT T, RILT RLUABREHDO AR A MIHE
DY THNARNEIITTEET,

*SCTP b T 7 4 v 7 BT DERIL. A¥T 47 Xy NT—2 T/ ks NAT O
HEFEHLET, XA T2 NAT/PAT IF5Frf S VERH A, AH¥ T 4 v 7 Twice NAT %
FETEXFETAN, SCIP T Vo —a VDS HRSD AR RRATHL-H, D
Ko EIFHR I ET A,

NAT THEHSNLDA T V=7 BRI OAT V2l b IN—THRERIZTTHZ LILTE
FHAe PT RLAZEOLLERHY £7,

1 ODF TV 7 N Z—FIZIPv4 & IPv6 Dl DT RL A2 EH5HZ LT TXEH
o TVl M ITN—=I00F, 1DODEZATDOT RLADIREEGEDDHVLENDH D F9°,

(twice NATD %) , NAT /L—/L CEEL7 KL AL LTany #3554, lany] b
74 v DEFH (IPva & IPv6) [T — k> TR 3, ASA Ry ML
T NAT ZE1T7T 5012, 737 v b2 IPv6-to-IPv6 F 7213 IPv4-to-IPv4d TH HMLENRH Y £
T, ZOFMHESEMETIL, ASA IE, NAT L—/L® any DIE&#RETE ET, 7=2& 213,
fany| 2B IPVO— "D — LV EFRELTEY, ZOT—RIPvET KL ALY
B 7 ENTWAEA, any i HEEDOIPV6 T 7 4 v 7 | ZEWRLET, "any" 205
"any" ~DN— L ERELTEBY, EETLEA LV H—T A AIPVET RLARIZY v BT
THEE, v~ v BT A B =T 2 ADT RLAIZL > THided IPvd TH D Z LUK
ENB7w, any ik HEEDIPVE b T 7 4 v 7| ZERLET,

R LT ATy NI N—TE D NAT L — LA $£9,
vy ELVIIPT RLAR F— Lz, RDT RLRAEREDBHZ LITTExERA,

BT A A =T 2 ADIPT RV A, —/UZ lany] £ X —7 =1 A%&fg
ETDHE, TRTDOAL L EF—T A ADIPT RLABNESSNET, /1 ¥4 —T =
A APAT (JL—TFT v RE—RDIK) OIFAIEFE, A1 X —T7 x4 AT RLADKRDY
WA B —T oA AL EFELET,

c Tx— )LF—NR— [ B —T 2 ADIPT FL X,
e (FFUAXT LU FE—R) BHIPT FL A,

o (FA4F v NAT) VPNRIERRIGEAEIF, AN A0 H—T A ZADIPT K
L,
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« D VPN F— /L DT KL A,

CAXT 4 I BEIOF AT I NATRY —TIEEET L AZFEH LRV T ZE
W, TmE T, BET RLAZERTLHE, PPTPOE D U VHENE AT I v 7 xlate
TIERL AZT 4 v 712k v b LT25E . PPTPEERE DOMENLIZ I A ATREMERN B 0 F 97,

eNAT L—VDEETT RLALVE—FT7 7 EBAVPNT RLAT—)LOEET KL AT
EHTEEHA,

e NATRCPAT IZHES T U r—3 g VHEDOHIIBIZOWTIZ, 74NN A AT g
VL NAT IZBHT 2 HIRFHEHZSR L TS EI,

« (83(1). 83(Q2). 84(1) TAT T 47 4 NAT D7 7+ /L FNEMET, 7wk ARP (L
FAE—TMIENET, THUERETEEEA, B4Q) LK) TAF T 47 4 NAT
DT 7+ NEWET, 7BFX T ARP (FA X —T7 &, MORAZ T ¢ > 7 NAT L—/L
E—ELET, BEILLTT 2%y ARP 2 TX £9, FHMIC DOV TIE, NAT X
Ty NON—T 4 T ESRLTIEIN,

- arppermit-nonconnected =~ o &G T DL, vy BT INTET R ARER S
TWLH 7Ry hO—HTIER, Lhb, vy B 73N T0WELA U F—T (A%
NAT V—VIZFRE Lol (oFD ., Tany] A ¥ —7 = AEEL) HEIZ
VAT MEARP ERICISE LEH A, ZOMBEEMRRT I, v/t/7ém%4/
B —T 2 AfFELET,

L=V THA L H—T oA ABFRETDHE, V=T 4 T T—TNTh— FDBREIN
LTI, FOAVE—T oA APMNA L F—T A A LTHEHRHISNET, 27
L. TAT YT 47 4 NAT DA, ROVICV— b vy I T v T E2ERT AT 3
B 9, 83(1) —84(1) TlE. TAT T 4T A4 NAT X EICN—T 47 T—7
NEHEHLET,

e NFS P—_R—~ D M &5 SunRPC FF 7 v 7 T PAT #4284, PAT
DORBELIRDR— 1N 1024 L0 HREWE | NFS — =03\ 2 559 2 /TREME N &
HZEITHEELTLEZ W, NFSH—_—0DF 7 4 /)L FaRETIE, 1024 LV HRKE VR —
ML OERITIESEINET, =T —A v&—1%, 8% [Permission Denied (FERRAE
HINELE) | T, MLOR— EPFHTERWEEIC T77 Y N 47> a v
EEALTCRKRERRF—-MESEEHATDIE, 1024 L0 b REVWF— D~ v B 7 RRAE
THREEMENRDH Y T FRZT7 T v MEFIC TNOR— N2 G047 v a VEBIRL T
WRWIEE) o PAT 7 — O AR — MEEFHIZ TRIFE AR — K (1 —-1023) 28D 5473
VEFRLARWES, 1024 L0 b REWVWR— DO~ v B 7 RNEAELET, ZoREAE
BETHIZIE, TRCOR— FEFZFAITDHLIICNFS b—"—DOfRE LT L £,

*NATIX, BB T 7 4 v 71T WHEINET, VATAIELoTEREINZN T 74 v
71, NAT O%F4IC i&@iﬁw

*NATD F T %7 varyaliy b ETLVEMATLE VAT LDONRNT y—v A L(F
MM ESE D2 ENTEET, FEMICOWTIL, —RAIZREBERE T A RO E
DEEZSRLTLIEIY, ZOF T a3 Ui, [Conﬁguratlons] [Device Management] >
[Advanced] > [Rule Engine] ® FiZdH D £9°,
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I Network Address Translation (NAT)
TYEVT FRLRATSY bDFy k7= A 7524 FNATDHA k51> [

e Xy NU—IF TV NERIZT V=T D PAT 7— VT, RIF &N FEEE
DR LAFIE TN TLIEEN,

cHAMA TV a VEEICT A NAHICAZITHY, T_TOT 1 s /L THEET D L ITIR
DEHA, 72&2I1E, SIP T, NAT 2 L TSIP ~y ¥ —42 I 57201271 b
A VAT g VIRLETT N, BEAHEFRIZT D & Z OB TONERE A,

* Protocol Independent Multicast (PIM) L A% DWHEE~NA m— RTNAT 2325 Z &%
TEEHA,

o (twiceNAT) T a7 VISPA v H—T x2A Ay T v 7 Ob—T 4 VTR ETYH—FE
AV T TN —=A N TETI7AVA L H—T 2 A RERY I T T A H—
7 A A) ONATV—VEAERT H5EE. — I THEEREZFRE LR NTI SN,
TIARVA L HE =T 2 A ADV—IVINN T T v A H—T A AD)—)L IV HE]
WChHDZ MR LTIIEIN, ZHUCKY, 7L R, TI7A4~VISPHFIHTE R
WA, BIEDIL—T ¢ PIREBICE S W TIE LW NAT 56551 v % — 7 = A A% 8iR
TEET, AT V=7 FEBET D L. NAT V—Uid, FBE LARWEAICITEEY
BN—NDTFZA<) A H—T 2 A FITERLET,

A B =T 2 RTEFRESNIZNAT L— b —F LW T 7 4 v 71220 TASP K

= v 7 B i nat-no-xlate-to-pat-pool 23R SN LG EIX, HEEAZTDLNT T4 v I DT AT
YT AT ANAT V= VERELT, 774 v PEBSNTITEBETELLOICLE
R

*GRE b /vy RARA PO NAT #RETHHAEIT, = FRRA L N TCHF—TT I 4
THEENZTHMEND D £, ERHCLAWnE, PR EHEITEEFA, =0 FR
A MEI F—TTI7A4AT%TDOT FLAIZEELET,

IVEVTD ZFRLRARA IO MDR Y FIT—9 AT ~NAT
DAA LS4
HAFI v NAT DAL, ~ v BT EINET FLARZXR LT T V=7 FERIF T —
TERERTALERHY ET, DX A 7D NAT ORAIE, A7 V=7 VERIZIN—T %
BT 2520, A TA4 T RLVAEEHTAZELTEET, XYy NY—27 TV

h ZNA—1%, FEEGRRIP T RL AOHFPHFEZITEEDORA o7 32y S THER IS
v BT T RUREIERT D 5E 1 ZFRICEHRI T,

vy BT T RLVADET V=7 MEERTDHHEIE. ROTA RTA4 E2FE LTS
A%

1 ODFRy NT—7 FT V=7 b =12, IPvd 7 KL AL IPv6 7 KL ADWNT i
MN—HDOFT =2l hRA L TAY T RLRAEANDZENTEET, IPAT RL AL
IPV6 7 RVADM FE T N—FIZANDZ LIZTEERA, 120X TETIREENT
WAHRENRH D 77,

HEENAYYELYZIPT RLRIZOWTIL, NAT DFDOMDOT A RF4 2 (10 ~=2—
V) BEERLTLLIEZ N,
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B =07 L2470 hBEURYELT FRLRA A TO Y +O Twice NATDFHA K54 >

e Xy NU—IF TV NERIZTN—TF D PAT 7— VT, RIFE/INTFEEE
DRETLAFIE TN TLIEE,

« A4 7F v 7 NAT:

A TA T FLVRIEMTEERA, Xy NV —2 AT V=7 FERIEFI AT
ERESTDLERD Y E7,

ATV PELFITNA=TIE, YT XR Y b eE0L I LIETEERA, ATV
7 MI, fHEZERTOILERDHY £, F7A—T7I2F, SR EFEHEEOL L
MTEET,

sy BT ENTEF Y NT—7 ATVl MIHEHIHERA NPT RV ADM G NE
FNTWAEES, #IZA A F I v 7 NAT IS &, A A RIP 7 RL AT PAT
DT F—)L Xy 7 L THERAENET,

« XA F v PAT ([Eifk)

ATV VEERTARDVIZ, FETA U TIA LV HRANT RURERIET DD,
FEFAE—T oA AT RLAZEETXET,

ATV NEFRTAGEIE. ATV NEFRIII AT TRy N EED D
ZliETEERA, ATV T ML 1 ODOKRAR M, FEEFE (PAT F— 0
B BEBRTAHAVNERSLY T, FA—F (PAT 7/ —LOHEE) 121X, BEOE A
LHHASD DL LN TEET,

« AXT 4wV NAT /213K — NE#AZFEHTDHAXT 4 v NAT :

ATV bVEMBHATAHROVIC, AT T RVRERET D0, £lidA v
H—T 2 A AT RLAZBETEET (F— "NEHAEFEHTDIAXT 47 NAT D

o

cF TVl VEMHT AR, ATV = NERIFI A=A A M, &, £7-
BV 7 xy hEANDZ ERTEET,

s T AT T 4T 4 NAT
ATVl MEMHTHRDVIZ, A T4 T RULAZRETEET,

ATV NEERAT IR, ATV =7 ME, BRTIEEOT RL AL —ET
HUENRDY ET,

EEOT7RKLRAA TSz FELEUVITVELST FRLR AT Y
k@D Twice NATDHA KS 4 >

NAT L—/L 228, RICET IRy NI —27 727 FERIEI I N—T %2 4 DFETHREL
F7,

EFETEDOFEBEOT RLA
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FBOT LA TUTH bEEURVELY 7 ELR ATV +O Twice NAT0H A E51> [l

cEFEILO~Y Y BT T KRR
SESEDEBRDOT R LA

%
SO~ LT T RLA

TRCOKINT T 4 w7 %R any *—T— R A T4, T85O HX A 7D NAT O%E

XA V2 —T 2 A AT R AZF T interface ¥ — 7V — RZEELRWESIZ. 7 V=7 w2

METT, Ry NU—2 727 b ZA—F1%, FEEFIR P T R L 2O E - 1385

DRARRY T 2y h TSNS~y B 7 7 RLRABERT D 5A 1B I R T,

Twice NAT D47 ¥ =7 S aVERT DEE1E. ROBTA 74 0 E2FF LTI,

el ODXY NI =0 FT V=V b I—T120%, IPvd T RL A& IPv6 7 KL ADWT 1
MN—FHDET 2 hRA LV TA L T RLVAZANDZ ENTEET, IPV4 7T KL AL
IPVv6 7 RVADE i TN —TICAND Z LI TEFERA, 120X AT NEENT
WAMBENH Y F9,
HELEENATYELYZIPT RLRIZOWTIL, NAT DFDOMDO T A RF4 > (10 ~=2—
V) ZBRLTLLIEE N,
e X NT—IF TVl NEIZTN—TD PAT 7 — VT IE. KILTF & /INSCRE AL
e AT RN TS EE N,
c EETLHF AT I w7 NAT :
HEFEIL. EBEOT FLADORKREWITIL—TFN/NEWIT IL—T w785 k9
ICRTELET,
BT ENTEF TV 2 FERIFIL—TITE, TRy hEEDL LT TE
FHA, ATV ME, BHEERERTOILERHY ET, FJA—T12F, FAME
HEAEEDDLZENTEET,

e BT ENTRX Y NI — F Ty MIEHERA NPT L ADOM NG
FNTWAEE, #HIIE AT I v 7 NAT IR SN, A R IP 7 KL A1 PAT
D7 F—IL RNy 7L LUTHEAINET,

c KETLE AT v PAT ([Eifk)
TVl FEFERATARRIE, AT NERIIIN—TITT TRy FEEDD
TEIETEERA, ATV NI 1 ODFRRAR N, FFEH (PAT S—L DG
B) BEZRTAHAMLERHY T, Z1—7 (PAT F—/LDOHE) 121X, BEOKRZ
CHHASD DL N TEET,

CEETLAHAT 4 v 7 NAT £/ — NEHARE LIZAX T (v NAT :

BT ENTA TV 2 FEIF =TT, RA N, &, £ Ty
NG bZ ENTEET,

CAXAT 4wl =y B, @EIA1ITY, LERoT, EEOT FLRE<w o
V7 T RUAOEIIFRILTY, 72770, SHBEIZG U TRRDIEICTH I ENTEE
R
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B roonsecnsacrsa

cEETLT AT T 4T 4 NAT
cEEDOA TV Ny BT EINTEA TV 2 MR AMLERHY 4, W
FICRICATZ7 V=7 baelT52Lb, RCIPT RLAREGENDEBIOLT T =
7 NEERT A2 b TEET,

CSLHAZT 47 NAT 7013 — NEBAFRIE LT AZ T 4 v 7 NAT (SiieDEHITHE

\ZAZT 47 TY)
 Twice NAT D E/RBEREIT, 555 IP 7 RL A2 EH5HZ L TR, %887 FL A IETA
Ta T, kT FLRAZBRE LGS, 20T FLVRIZAZT 4 v 7 BAamk
ETED, HIZTAT T 47 4 NAT 2 CEE7, 567 FLAZHHET
|2 Twice NAT % E LT, FEBEOT RLRIZKkT LRy NT—2 7P/ b F
N—F O £ I IXFE TOAL— LV ONEFATT & & Te, Twice NAT O ORE O —HF
EIEAT 2N TcEET, FEMIC OV TIL, Network Object NAT & twice NAT DLt
i (4 N—) EZRLTLLEIN,

e TATFT T 4T 4 NAT TlE, EBEOF TV he~wov BT EnNE-47=7
N—FTHLERSHY £T, WHFICRUAT V=7 b2fT2286, RLCIPT
KL AREENAWEBOA TV =7 VT A2 &b TEET,

CAZT 4y Iy EUZE, BE 11T, Lo T, EREOT FLRrb~vy
YT RUVAOEIFRCTY, 722l REISUTRRIBIITL LN TEE
D

e AR—FEH W—T7T v RE—FRDOHR) BDRESNTZAZT A v I A F—T AR
NAT CTif, ~v BV T T RLVRADR Yy NT—F TV NI A—TTiEiR<,
interface ¥ — VU — RAZFEETE £,

» www.example.com 7¢ EDOEEEM KA A 4%, BliREnz (v 7 Ehi)
sisde e LTHEMTE £, B OV TR, FQDNSLEDTA T 1> (16—)
AL TLLTZE,

FADN 585D A A 54 >

IP7 RLUADRDYIZERMERM KA A %4 (FQDN) * v NI —7 4727 N LT,
twice NAT /L— /W (v v B ) 5EhEEEETEET, 72L& 21X, www.example.com
Web —N—%50%5 L +D5 8T 7 4 v ZIZHESWVTA— L EERTEET,

FQDN i3 % &, A7 AIZDNS iR Z UG L, RS N72T L RAITHS W T NAT L—
NEEXABFET, HBIDDNS —_"— TN —TEEH L TWAEEIE, T4 NVE RAAL
DB SN, 74 NZIZHSONCTHEE R 7 L—T 5T RUARER XN ET, DNSH—/3—
DOBEHOT RUAZRET 256, FHINDT FLRAIZROBERICESETET,

CHELIEA VX —TxA AR UV T Xy b EIZT RUARHIGHIT. £DOT KLAN
ERASNET, RCY TRy MIFEELBRWEA., OICEINET RUVAMEA S
7,
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EBOR— FBEUIVELYT K— bOY—ER A TSz bO Twice NATO A1 K512 [

« B DOEE T EBBREDOGEIHRDOIP XA T 1F—H L TV DIRHERH Y T3, =& x0T,

B DFEETLT RLUANIPY6 DEE ., FQDN ATV =7 MIT RLAZ A 7 & LTIPv6
EHRETLOMLENH Y £7, BEEOFEEICH IPvd DS, FQDN A7 2= 7 MIT R
VAZA T LTIPVE ZFET HMERDH D 77,

FE)NAT 5B ESN DRy NU—2 VL —TFIZFQDN A7 V=7 NagHd 2 LI T
FH A, NAT Tlik, 1 DD5E%EHR A RN ZDH A 7D NAT /L—/LZH L TS 728,
FQDN A7 ¥ =7 MIEMTHEMATLILNERH D 7,

FQDN % IP 7 K L AR TE 204 DNSHRIEAEG SN D & CU— TS RE L £ ¥ A,

EEDR— LIV VYET R—FDH—ERXR ATV D
Twice NATDHA K54 >

VBEIZIS LT, RMOYP—ERA F TV "ERETEET,
cEETDEEDR—F (RETA4VIDH) FIZIIREDEEDR—
CREETDIVEUT R—F (REAT 49 IDH) £-I13BEDT Y ELYT R—

Twice NAT DA 7 ¥ =7 S &BERT H5581E, ROTA K74 0 E2EB LT EEN,

« NAT |X, TCP, UDP, BLUSCTP DH%EHKR—hLET, A— FE2EHRTIHA, FEE
DYV —EAFT V=l bOTFr bartwy 7 =R ATV O han
OMFEFECICLET (& 2EM G EH TCPIZLET) , SCTP AR— h DA ZE G Te A
T 47 Twice NAT L— /L ZFRETE E 328, SCTP 7 Y v —3 3 »DIILERT D
Ao URARHATH L0, ZHTHER SN EH A, SCTPIZH L TROVICAZT 4 v
A7V N NAT #EH L £,

« lnotequal (L <72\ | (neq) EEFITVFR— RSN TOEREA,

cTAT VT AT 4 A— FEHTIE, BEEOR— I~y BT R— O HFIZECV—
EAF TV FEERATEET,

c HEILF AT I v 7 NAT : MEL X A F X v 7 NAT TlE, A— MEBTY R — b ShvE
B A,

B ETLFA T v PAT (B  BELH AT I v 7 PAT Tit, A— MEHIIVFR—
FENFEEA,

s EFEITLAXT 4 v I NAT, R— NEBERE LTZAXT 4 v NAT, 7237477«
T A NAT : H—ER A7V M, HELAR— FESER— O FEEDDHZ &
NTEET, 2L, WMADYV—EZ2 47V M, BETAR— M EZITSER—FD
wfﬂﬂ%#*#ézgﬁ%@ifofﬁ%@7f97—vayﬁﬂﬁm%%ﬁﬁ~%%
AT 258 (—HO DNS H— —72 &) IZEETA— MBI U%EER— O % 5
m?‘éb%ﬁ\%@ifm\ BEEDEFE LR — MID s I ENERA, T2&xIX, &*
BIAA FNOR— N E2ERTDEAIE, B E T —ERAZRELET,
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B AXT 4 v 7 NAT £7213 R — NE#EZRE LT AKX T 4 v 7 NAT (FiicoEHI T

WCAZT 47 TY) 1 IERAZT 4 v 7 IRF(EIE NAT Tlk, 580 TORR— MEHLE F
ITCEET, = ARAAT V=7 MUTEE LA — R ESEER— FNOM G EEDH Z LN
TEXETH, ZOHAE., A — MR FEREINET, EETR— bR ELLE
. EHINET,

A4+ 3w NAT

ZIZTEH, AAF v NAT EFORTETFHEIZHOWTHALET,

SA4F v NATIZDL\T

XA F v NAT Tld, EBOT RLADO T L—F1F, s8ery NI—27 L Tr—F 47
R~y B T RVAD T —NVICEBENET, v~ v B 7 ENT—NMIHDT KL R

=

EE, EEOITN—TL 007272 9, BRI EORA NP5y NV—71ZT 7

2T HE, NATIL, v~ v BT ENEZT—ANBIPT RLAZZORA MIE D 5 TET,
LT, FEREORA MR ABMG LT & XTI ER SN E T, BRI R LT\ b
MIETEDNTHY, BRNZA LTI NT5HE, ZO2—FIERCIP 7T RLAZRFLEYE
o LTIZBoT, T EANL—NAVTEOERPFTAISNTVWDLIHEETYH, %Ry hUV—7 0
2—WE, XA F I v 7 NAT 2T HF A b~OfE e 2 Bt T A,

\)

GE)

BHAHERE L TV DR, 727 B A L—)L CHA I THOIUE, U E— b AR MIEHRE R
2%&®%ﬁ%%#f%i# T RLVRIITHIARFEETH A7, A M~OEFIIMHESL. S
FHA, L. ZOHESE. TZ7EAL—AOEX2 )T 4 ICIKGFETEET,

WO, — IR ZAF I I NAT DY T VA Z2RLET, EEDOKRA NEZTNNAT & v
a v EERTE, IWE N T4 v IR ENET,

K 2:54F+ 32 v NAT

10.1.1.1

10.1.1.2

Security
Appliance /

209.165.201.1

209.165.201.2

»

T

)
¥

Inside 7 Culside

WDOKIZ, ~ v BT 7T RLUANOERBMGERATHNDYE—F KA NERLET, 20D
T R R, BEE TSR T — T vz, Xy i Fey 7 ENnET,
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s4+3voNToxEeFE

3:RYEVYT T RLA~NOERRBERA TS E—F KX b+

.Y =)
Web Server

WL AT |'.'I| e.com

209.165.201.10

Saecurity

Appliance *

3 —
1224

BA4FIVONATORAEF A
XA F w7 NAT IZiE, IROREBRH Y 77,

BT ENTET =T H DT RUARERD T N—T L DA, PRI
FTT 4T INENE, T RLUABRRETSAEEMENRH Y 97,

PAT TiX., 1 OOT7 L ADR— &2 L T 64,000 B2 5 EMAE N TE 5720,
DA R SPBEBEICRATHHEIT. PAT E72IXPAT D7 4 — Ny 7 FREFEH L E
7,

ey BT T VTIEN—T 4 VT HRERT R R EZEERAT D2MNERH D DI, —
T A VTR T RL RIS HEHABETERWEARH Y £7,

X AF I w7 NAT OFEIL. —Ho 72 ha /LR PAT #EHTX R0 \WH 2 LT, =&
ZIE, PAT 3R OGEIIHEEE L £/ A,

cGRENRX—V g3 0D LoT, A= =m0 — KT B572DDHR— "N WIP 7' haj
TIIELEEA,

o« —HDNTFRAT 4T TV =gl X o, 120OKR—FEIT—X AR —
L2uEEL, BIOR— N EICHB AR ZEL, A—7 0 A E— RTERRnWT 7)) r—
varyTHEEEL EHE A,

NAT 3 X OVPAT O R— b OFEMIZOWTIE, T 74/ F 4 VAT g & NAT I2B
HEIRFEEZSR LTIV,
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B s rzv0x9ro—v 300 NaTORE

BALFIvY 2y bT—0 T2y b NAT DERTE

COHETI, FATIVINATORY NU—7 37V K NAT ZHET HHTEICHONT
BALES,

FIE

ATV TN FHELZEEDOR Y NU—2 7V =7 MINAT 2B L £,

LWy NU—7 A7 V=7 MEBINIT 5121, [Configuration] > [Firewall] > [NAT Rules]
%% L. [Add] > [Add Network Object NAT Rule] #7 U v 7 LE£7,

WOy T —2 ATV =7 NI NAT ZBI$ 5121d, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z R L, K NI —7 A7 =7 MEHEELET,

AT T2 HLWAT V=7 FOYEIE, IROT 4 — /L RIZEEATILET,

a) [Name]: 7 V=2 b, a~z, A~Z, 0~9, VAR ~NA7v hr~, £72iX
ToHE—=AaT OXFEMEHLTIEE N, 4L 64 LFLUTIZT20ENH D £7,

b) [Type] : WA b, Xy hU—7 F7oIX&EiPH,

¢) [IPAddresses] : IPv4 £721XIPv6 7 RL- A, KA FDOPFHITH—DOT FL 2%, #HOEA
BT RLR LT RL 2%, 73y hOGEITIPVE Ry NT—2 7T RL AKX
O~A7 (=& z21E, 10.100.10.0255.255.255.0) £721XIPv6 7 RLABIRT LT 4 v 7
25 (7= & 21X, 2001:DB8:0:CD30::/60) = A/ LET,

RAT9 T3 [NAT]BEZ v a U RFERENTWRWEAIE, [NAT] 227V v 7 LTk v a v 2 REELE
D
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I Network Address Translation (NAT)
S4F2v0 w2y b7—0 470z TRz [

ann Add Network Object
MName: MylnsMet
Type: Network v
IP Address: 10.1.2.0
Netmask: 255.255.255.0 e
Description:
NAT &

v Add Automatic Address Translation Rules

Type: Dynamic
Translated Addr:

PAT Pool Translated Address:

LG

Extend PAT uniqueness to per destination instead of per interface
DP pOrts inka '-fi' range ": B5535
Fall through to interface PAT(dest intf):

Advanced...

Help Cancel 0K

a3

AT v 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A1 LET,

ATw 7S [Type] ku vy 7 H > U X M5, [Dynamic] Z3#R L £,

AT w F6 [Translated Addr] 7 4 —/V ROEDOEZWAR X LB Vw7 L, ~v BT T RLVARGEND
Iy NT—0 T2l VERIEIRY NI —0 T V=27 N TA—TEERLET,
VEIZIECTH LWA T V=7 MEERTEET,

FTV 2 NERIZITN—T1E, 7Ry bEEFLeZ LIXTEERA, [PV T KL X L IPV6
T RUVADOEEEITN—TICAND ZEIETEERTA, 1 DOX A TETREENTNDHLE
BH FI,

AT9FT1 (EE, ~ v BT EINTA U E—T oA ANETV vV TI—T A= L EDRH)
Dy T RUARTNTEY Y THELBOGEICA L F—T = A AIPT FLA&ENy T
T w7k E LCEAT AIZiE, [Fall through to interface PAT (dest intf)] = v 7 R 7 A% 74
NILTC, A H—T a2 A A Ry T A VA INNLBRLET, /X4 —T A AD
IPv6 7 R L A ZfE AT 5121%, [UseIPv6 forinterface PAT] F= v 7 R 7 A% A2 LET,

Network Address Translation (NAT) .
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B 5727 wicenaT iz

- failif
management

e

™ Fall through te interface PAT(dest intf): CLLCI 0 o

Use IPvE for interface PAT
Advanced...

3T

ATy 78 (EE) [Advanced] %27 U > 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A TIROA T 3
VERELTOK]Z27Y v 7 LET,

* [Translate DNS replies for rule] : DNS JSENDIP 7 R L A& EH L £9, DNS A A7
A VBAF—T VIR TWNDH I EEHRLTLIIEEWY (F 74/ N TlEA RX—7 LT
) o HEMCOWTIE, INAT 2 L7ZDNS 7 =) LIREoESHZ | #2588 LTL
ZE,

s (TN VT N—=T A NR—=DA U H—T = A AZHHE) [Interface] : = D NAT /L—/L %
HHTEREOA 2 —T 242 (FEER) BIR~vy &7 A0 F—T7 A4 (3B5)
EIRELET, 7740 FTEH, —UET ) vV I—T A R—=FRLTRTDA
VH =T oA AZHEHINET,

ATwF9 [OK]. F\WT[Apply] 227 U v 7 LET,

> — = = |
A4+ =% Twice NAT DR TE
ZDOHETIX, XA F 3 w7 NAT O Twice NAT %% ET 2 HIEIZ OV T L E T,
FIIg
AT w71 [Configuration] > [Firewall] > [NAT Rules] %R L T, kOWFNrEETLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U v 7 L£79,

* [Add] > [Add NAT Rule After Network Object NAT Rules] #7 V v 7 L7,

» Twice NAT — /L& ER L C[Edit] 27 UV v 7 LE7,

[Add NAT Rule] ¥4 70 7R > 7 ANRFRSNET,

. Network Address Translation (NAT)
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I Network Address Translation (NAT)

4+ = v % Twice NAT DERE .

ann Add NAT Rule

Match Criteria: Original Packet

Source Interface: -~ Any -- +| Destination Interface: | -- Any -- ~
Source Address: any E] Destination Address. | any D
Service: any D

Action: Translated Packet

Source NAT Type: Static

Source Address: == Driginal -- D Destination Address: | == Original --

@ |

l I Service: -- Original --

* 1 PAT u per destination instead of perinterface
Pa Include range 1-1023
Qug o 8 rAa
Use IPvE for interface PAT
Options
¥ Enable rule
_ Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table 1o locate egress interface
Direction: Both
Description:
Help_ C_a!-ncel : {‘J_K

ATYT2 (TVT TN—=T AN—=DA B =T = RLHE) FETA v F—T =4 ABLU%
A H—T 2 A AEFRELET,
=Ty RE= KT, 77 40 MERIET LSOR S OA ¥ —7 x4 2T, Wih
FRIIMTOF T a i, BEDA L H—T oA AZBIRTEE9, 7L, 7V vV 7/
N=TAN=DA L F =T 2 A RN —NZflib T 5 LT, A P =T = AZERT S
VERHY FET, Tany) [IZINHDA U F—T oA ANREENTWVERA,
a) [Match Criteria: Original Packet] > [Source Interface] K& v 77X 7 U X kv, ¥FLA

H—T o f AR LET,

b) [Match Criteria: Original Packet] > [Destination Interface] Kv v 7% 7 U A hinD | 36561
VH—T 2 AEERLET,

(B Add NAT Rule

-+
Match Criteria: Original Packet o
Source Interface: | inside -v_i Destination Interface: | outside VJ %

AT w73 [Action: Transated Packet] > [Source NAT Type] Ku v 7% 7 U A h/>5, [Dynamic] % 3R
LET,

Network Address Translation (NAT) .
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ATvT4

Network Address Translation (NAT) |

s

axX ;&

COBREITEETLT FLACOREH SN ET, 50EOEHITEICAZT 4 v 72D £7,

Action: Translated Padeet
Source MAT Type: | Dynamic ‘;1I

240840

Ry FOTEDIPVE F121XIPV6 DT KL A, DF 0D | FETLA X —T A ARy hT—2

WCHHTDEEZDOR7y hOT KL A (FEORELT RLRA L~y B 75687 KL R)

AWl LET, DTy M EEBENT ATy FOFIZHONTIE, ROKEZRL TS ZE

VY,
Source Destination
/_f"_'\_\ /_/_“L_\I
I:llﬁside ) ( Outside )—|:|i
— g —_ —_—
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1
10.1.2.2 ---> 10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet
a) [Match Criteria: Original Packet] > [Source Address] {IZ 2\ T, A Z %7 U v 7 LTEE

b)

FOXy NI—0 FT7Vx7 NERIZTN—T%EINT %), [Browse Original Source
Address] XA 7Ry I AMLH L WA T V= NERIZITN—TE2/ERK LET, IPv4
T RLAEIPV6 T RLAD & T A—TICAND ZEIXTEEHA, 120X A 772
NEENTVDIRLERDY T, 7744 Miany TH,

({f£&) [Match Criteria: Original Packet] > [Destination Address] {22\ T, A X % 7
Vo2 LTHFOR Y NU—7 ATV b, TN—T ETid3A v F—7 = A A% 3R
9% 7>, [Browse Original Destination Address] A 7 2 7R v 7 ANBH LA T V=7 K
FIITN—TEER LET, IPvd T KL AL IPv6 7 RV ADI % 7 V—TIZ AL
TEETEEHA, 1 ODF A TEIFREENTODIRLERNHY 7,

Twice NAT D E7efEREIX, S8EIPT RLRAEEDDH T ETTMN, 58T RLRITAF TV g
/T? ST RVAZRE LSS, ZOT RLVACAY T 4 v 7V B RETE D
N BUICTAT T 47 4 NAT 2 CTE £9, %687 L A2 M3 Twice NAT
B EL’C EEOT RLAIZKTDHRY NU—7 TV r b I A—T7 A EIZ

FETONL— IV ONEFTHT 2 &Te, Twice NAT ODMMORBEO—HZ2IEHTHZ LN TE
T, FEMIZ DUV TIL, Network Object NAT & twice NAT DLkl (4 X—) LT
<IEEW,

R NEMEFRELIZAXT 47 A2 —T A ANAT IZBRY | [Browse] XA 7 1
T/7275>B/f/§7 T A AZFRLET, P—EALBMEUTRELET, ZOF
v 3 »TlE. [Source Interface] ICFFEDA > H —T = A AEHRETHHLENH Y T, 7
MZOWTIE, [R— MERERELTZAZT 4 v 7 NAT (51 X—2) ] 2L TL
7230,

AT TS Ry NOEBINIZIPvA 721X IPv6 DT RL A, ©DF V| silef X —T A A F v k

]7\._.
R) HBIUET, MBS U T, IPv4 & IPv6 D CEB T £,

7 PICHBT L&Dy FOT FLA (v B ZHELT FLUAEFEEDSEET R
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ATvT6

4+ = v % Twice NAT DERE .

a) [Action: Translated Packet] > [Source Address] (Z DWW T, A Z %227 Y v 7 L TEEFD
Fy NI—0 7Tz NEFIFTN—T%3INT 570>, [Browse Translated Source Address]
HATaT Ry I ANLH L WA T V= NEREITNA—TEERLET,

HAF I v INATTliE, B8F. KEWIEETT RLAD T NL—TRWIRESWITN—T 1< v
v rsEnEd,

GE) FT7V s NERIIINV=T1F, Y7 Xy bEGL I LIITEEEA,

b) [Action: Translated Packet] > [Destination Address] |2 DWW C, ZAR X &7 U v 7 L CEEFF
DFy NT—7 FT V=l NEFILTN—T%3INT 57, [Browse Translated Destination
Address] ¥4 7 J Ry 7 ANLH LWAT V=7 NEIZIN—TE2ERLET, 565
D~y 7 7T RUVAIZFEQDN % bV —27 A7V b+ 52 b TE £,

ST RVADT AT T 47 4 NAT Tlk, EBEOT7 KL AL~y BT 7 RLUADM
FHIWCHIZRI AT V=7 VERIZIN—T2EHLFET,

SETET RVAEEBT DG, A¥T v 7 v~ v B 7%, BF 131 TF, Liedio
T, EBEOT FL ALy E 7 7 FLADKIZFRILTY, 72720, HEISCTRRD
BT D ENTEET, FEMICONTIE, A¥T 4 v 7 NAT (50 X—) ST
LI, HERESNA~YELTIPT RLARIZOWTIE. NAT DFDMDOH A K54 >
(10 X—2) B L TSN,

(EE) Y —EAEB|OSEEY— X R— &l L £ 7,

LDy b AR— K (wy B %R — 1) ZinILE T, [Match Criteria: Original
Packet] > [Service] (DWW T, ZIARZ %27 U » 27 LTTCP AR— F£72/T UDP "— F &
BETORMFEOY— X A7 =7 F&EIRT 57>, [Browse Original Service] A 7 1 2
Ry ANLH LA T V27 FEAERLET,

BRI TNy b AR— b (FEBROSSEAR— ) ZFkBI L £7, [Action: Original Packet]
> [Service] IZDWT, AKX %27 Y v 27 LTCTCP A— M £ 721X UDP A — L & 487ET
LDV — R AT V= MEIERIRT 57>, [Browse Translated Service] %4 7 1 7 78
JAMBEH LWA TV =7 FEERLET,

KA F v NAT Tlk, A— MEEHHR— P ShEEA, UL, 5B sutsic 2y

T A IIROT, AR — M L TAR— NEBAFEITCEET, —EXAAT7 V=7 MIX
EETLR— N ESEER— O G EEDDHZ ENTEXETN, ZOHAIL., sk — FETR
RS ET, FMEICAR— MEEE LSS, BRI ET, NAT TiL, TCP £7-1X UDP ®
HRYFHR—FSNET, R— b 2ERT 256, EEOV— 2377 horm hark
oY= R F TV bOT 0 b OB ERECICARSEHICLET (e b
TCP £7213M 5 & H UDP) . 7 AT 7 47 4 NAT Ti, EEOR— I~y 7R —h
OMFIZFA Y —EALT =y N TXxEd, Tnotequal (FFL L2V | (1=) [HE
FIIV R — P EINTWERA,

I &R L ET,
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B 5727 wicenaT iz

ATy 717

B0 Add Service Object.
Name: web
Service Type: | 1 tep i

Destination Port/Range: | 80

Source Port/Range:

Description:

-

Help A ’.:Canr_el 3

o)

Match Criteria: Qriginal Packet

Source Interface: [ inside

;-_;-] Destination Interface: [outside

Source Address:

obj-192.168.251.164

G Destination Address:  obj-172.25.23.32

Service: web
800 Add Service Object.
Name: web_map
Service Type: | m tep s

Destination Port/Range: | B08(

Source Port/Range:

Description:

( Help }

{ L
(_ Cancel

o)

Action: Translated Packet

Source NAT Type: Static

3

ool

Source Address:

PAT Pool Translated Address:

(EE.

DYy EL T SPIMETLT FLARTTIZH D B THOR TV DHEIT,
T RV RAZNy 7Ty T OFEE LU THMT %IZIE, [Fall through to interface PAT] F = » 7
Ry A% A AT LET, IPV6 A v X —T =4 A 7 KL A% AT 5121, [Use IPv6 for
interface PAT] F = v 7 R 7 AH AN LET,

ohj-192.168.252.128

D Destination Address:  obj-172.25.23.32

a

web_map

G Service:

&

o TENTEA L E =T 2 A ARIET Y o TN—TF A R—=D L EDH)
A B —T A AP

A =T 2 A AP T RUABMEESNET, ZDOF 7T a3 id, FFED [Destination

Interface] Z X ET DL AT TE £7,
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s45svoear i

Action: Translated Packet

Source NAT Type: Dynamic H
Source Address: groupl E] Destir
.| PAT Pool Translated Address: [:] Servic
Round Robin

(¥ Fall through to interface PAT

E ki)

Use IPvE for interface PAT

ATv 78 ({LE) [Options] fHIK T NAT A7 > a v ZHELET,

Options
F‘W Enable rule

| Translate DNS replies that match this rule

COKUD route tapie [0 [ocate egress interface
Direction

Description:

Help 3 Camcel_: l[ 0K }

e [Enablerule] : Z D NAT L— /L&A X —T I LET, ZDOL—UEITFT 7 4L T 12—
TN o THVET,

o KETLHHANL—/VDYE) [Translate DNS replies that match this rule] : DNS &2 PN D DNS
ALa—RazHFEIMIET, DNSA U AXRT Vg UPA R—T /W72 > TWD Z L Z D
LTLEZESW (F74N FTREAR—=TNANTY) , 51%7 FLAZRIET 256, DNSE
EERETEET A, FFIZONTIL, INAT 2l L7= DNS 7 = U LJREADEX
Z1 #ZBL TSN,

* [Description] : /L —/VICBAS 2R & 200 SCFLANTIBIN L £,

AT T [OK]Z27 Vw7 L, T [Applyl 227 UV w7 LET,

A4+ v PAT

WD N7 TliE, X4 FI v 7 PATIZOWCHALET,
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B 5 rzvsoprarionT

HAF =

v/ PAT [ZDULNT

HAF I w7 PAT TiE, EBEOT FLABIOEELAR— IR 1 DO~V 7 RLAE
FOBEBAOR— MIEBRINDZ LICL->T, BEOEEOT RLANR1 DO~y B 7 1P
7 RUVRICEBIIET,

EEITEAR— IR T L IC B 570, BSHERICIIBIOE T v a URKETT, e
1. 10.1.1.1:1025 1TiZ. 10.1.1.1:1026 & 1 IRIODOZEHAA MAEE T,

WL, XA F v PAT D— kM2 F ) A2 R LET, EEOKRA MNZIT N NAT & v
LA vEERTEX, ISE NI T4 v I RHREINET, v LT T RLRIZEDOEBRTE[AE
CTIN, R—=F"RNEAFTI v 7IZEHYYTHNET,

X 4:54+3vY PAT

Security
Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021
'
10.1.1.2:1025 Z 209.165.201.1:2022 >

Inside /Outside

B L TV A, 77 BA L= LTRSS CWIUL, siEry R —2 EOUE— |
RA MIEHEHRA B ~OER B TEET, BEOR—KN T FLABLIOwyE T
A=K T RVAZIELEL L FHRIRABETH D7D, RA MOEERIIMSL I NERA, 7272
L. 2OBEE. 7T78AL—NLOEFa T 4 ITEETEXET,

BB OB RN YIS &, A— NEBELEDHIBRYINICZY £5, v~ LTy a3 PAT
TlX, PATOZA LT U N (74 FTIX30) BNMERAEINET, By 3 T& D PAT
TIiE (9.0(1) LAF%) | xlate 237= 72 HICHIBR S U E T,

)

GE)

AV B =T 2 AA AT LR D PAT 7 — VAT L L 2BEID LET, DA 27—
T A A, BT Tany] A v H =T 2 A AR LT —VEFERTDE, TR ITHEE L,

HLWEHIEH TE AR — P20 £,

FALFT IV PATORZEF R

EAFIv 7 PAT T, 1 DO~y BT 7T RLAREHTEXL20, L—TFT 4 7 A[RER
T RUARHEHRENET, S5, ASAAM LV Z—T A AZADIPT RLAZPAT T FL AL L
THEHTxET,

FILTY v TN —THNDOA v Z—T = A A TEWT HIBE51L, IPV6 JSDF A F I v 7
PAT (NAT66) IfEHCTEEtA, ZOHIRIL, A X —T A ARRRLT Y v T —F
DAN—THDHEE. £T-13T7 Y o2 T —TF DR = LR —TFT > K A L Z—
Tz A ADOMIZITEE LER A,
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PAT T—L 470z boAi14 k51> |

FAF v PATIE, HlI A LIZRRT =52 A M) —L2ffo MO~V FAT 4T 7
TV r— g o TIIBEE L £ ¥ A, NAT BLXUVPAT OV R— FOFEMIZOWTIE, T 7 /L
M AVART gl NAT IZET 5HIRFEAZSR L TS IEE0,

HAFI v PATIZE T, B—DIPT RLANLEEENT- L O ITRZ 58 ok
TERREND ZERHV ET, ZOHA, ZORNT 7 4 v 713 H—/3T DoS B & L TR &
NAFEEMERHVET, T RLADPAT —AEZRELT, PATT RLADT 7 Rty
OB CEHERATDHE, ZORMEEMTEET,

PAT T—L ATz bDAARZAY

PAT 7—NVDX v NT—27 FT7 V=7 NEERTD25E1E. IROTA RTA4 - TL
éb\o

PAT 7—/LDi5&

o R— ML, 1024 — 65535 DFFADOFE A RER R — N~ vy B 7 SinE 3, LEIGL,
1024 HFERGGDO THRIAR— N2 EH T, A— MR E LRI b TEET,

7T AZTEWET D56, 7 RLVAZEIZSREOR— DT a v I BT TAFD A
N=IZED Y Ton, TNHEOR— M Tary I NTwy B IRNThnET, 7uy 7E
DY THEMILEGAIE, 7y 7 0 Y THA XIE->TR— RSB ESNET, 2
DOF 7 )R 512 TT,

*PAT 7/ —/MZxt L CT7 r y 7RI Y CTEENIT 256, A— 71 v 7111024~ 65535
DEFATORED Y THNET, ZDRD, 77V r—a BN/ ER— &S (1~
1023) ZMEET 5L XL, BRELAWVWREERH Y 9, /=& 21X, A—F22 (SSH)
ZERTDHT U —3 3 0%, 1024 ~ 65535 OFPHN T, mA MIED Y THRET
gy /7RO, v v BT Inich— e RELET,

cFBUPAT /=N AT V=l "2 00RLINV—NLOFTHEATIHEAT. HTRUEA
T a v EENA—IVCHEELTLIEIN, 72& 201X, 1 DO/ — )L THLIE PAT N EE S
DB, b —FHDONL— L THILE PAT NMEESNDIMNERDH Y 7,

o TRA MTEF OGN H DT, FOHR A M S OLIOEEXE U PATIP 7 KL &
EEALET, BHTERR— FBRWGE, ST OND RS £3, 20
FIEEZ T 512X, v Raer a2 LET,

PAT 7— )L D53k PAT DIH&

L DT TNV —a A AT g T, JEEPAT IZHR— FENTWERA,
HHR— NBADA L ART L a v DEER—EIZHONWTIE, T4V A AT Vg
v & NAT ([ZBHT BHlfRFHA SR L T E a0,

« XA F 3 w7 PAT Lb— LIZ% L CHEIR PAT A 2 — 7 WIZT D84, PAT 7—/LOT K

LA%, R—bF hT AL — g0 b—)LEFOHDAET 47 NAT D PAT 7 KL
AL LTHHEHATIZ EIETEETA, &2, PAT 7—/LIZ 10111 BREENTWD
Ba. PAT7 RLAELTI10.1L1 Z2HT 5, A—F FT U Ab— a2 b— L&k
DAL T 4 v 7 NAT IIERRTE 8 A,
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Network Address Translation (NAT) |
B s rzvrxvro—s4T0zs L PaT (B ORE

ePAT "—NEMEHL., 7+ —NA NI DAL H—T A ARIEETAEE. JEEPAT %
FHCTE A,

+ ICE %7213 TURN %9 % VoIP Bl& TiX., $EE PAT 2 L2V T 7Z& W, ICER
FJO'TURN 1L, T X TOFEIKH L TR L THATZDITPAT XA T 4V TIHETFL T
W9,

« VI ABZND=y [N THLIE PAT 2T 5 Z LI TEXEH A,
cHEBE PAT 1. /A A TORAEYEHZENBEML F9,

PAT 7—ILD59 > K OEVAKXDES
o TRA MTIEF OGN H DT, FOHR A M S OLIBOEEXE U PATIP 7 KL &
EHEALET (F—FFBREHTRETHLHA) . 72720, 20 TEE) 1L, 7=—
F—=N—=RRAET L LERDNET, TXAANT 2=V F—R_—=F 5L TAINPLDE
DG TIIERAID IP 7 RUABER SN2 WEEERH Y £,

sPAT 7=V — /T FarbEy =LA H—T A APAT L—/LIR[REI LA & —
T A ALETCRIELTNDE, IPT RLAD TREM] b 28 sZ11Ed, 8ELA >
H—T 2 A ATPAT 7—IVEFIFA v X —T =2 A APAT ODWTHMNEIBIRL 9, 5iE
92 PAT /L — WIERL L2 TL T2 &0,

« T Ru B TIE, FRCIEE PAT EARDEZGAIC, KEOAEY MHEINE
4, NAT 7= Vi~ v o7 &b 7 e ha)U/IP 7 KL A/R— M Z L ITERf &S b
72, T Ra vy TlEkE < OFRIFNAT 77— L MERR S, AEUBMER SN ET,
JEBE PAT CTiX, S 512% < OEEENAT 7 — VMER SV E 7,

BAFIVO XYy NI—9 ATy FPAT ([Eikk) DT
ZDHETIE., PAT 77— L OOV ICEWBD O DHE—DT L AZFHT 54473 v 7 PAT
BEif) Oy hI—2 A7V x7 FNAT ZRET D HIEICHOWTHHAL £,

FIE

ATV TN FHELZEEOR Y U —2 7V =27 MINAT ZBML £,

cHLWA Y NY—2 A7 x s MiBMT 5IZ1X, [Configuration] > [Firewall] > [NAT Rules]
%3 L, [Add] > [Add Network Object NAT Rule] %7 VY v 7 LE7,

WEFDOFR Y VT —27 ATV =7 NI NAT ZiBIN$ 5121E, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z IR L, Fv NI —27 A7V =7 M EfRELET,

AT T2 HLWAT V=7 bOBEIE, ROT7 4 — LV RIZEEASTLET,
a) [Name]: A7 V=7 ", a~z, A~Z, 0~9, BUFRK A7 Dhr=, 2
ToE—=RAaT OLFEMEH LTS, ARNE 64 LFUTICT HHENDH Y 77,
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S4F395 2y kT—s A70z4 reaT (8 ozz [

b) [Type] : ARA ~, Ry MNU—2  F72 1L,

¢) [IPAddresses] : IPv4 £7-1ZIPv6 7 FL A, KRR FOBEIFHE—DT FL 2%, fHHOEE
BT RLREKTTY RL 2%, 7%y NOBEILIPvE Xy hT—7 7T RLAB X
U~z 7 (=& Z21E, 10.100.10.0255.255.255.0) £7-1ZIPv6 7 RLABIRT LT 4 v 7
25 (7= & 21X, 2001:DB8:0:CD30::/60) % AS)LET,

ATYT3 [NAT B2 v a UARRINTORWESIE, [NAT] 227 YV v 7 LT v a A REMALE
75

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A2 LET,

RATY 5 [Type] ku v 7 &7 U R L)v5, [Dynamic PAT (Hide)] 23R L 9,

ano Add Network Object
MName: MylnsMet
Type: Network v
IP Address: 10.1.2.0
Netmask: 255.255.255.0 P
Description:
NAT 2

i_T-'_'l Add Automatic Address Translation Rules

Type: Dynamic PAT (Hide)

Translated Addr: |

GG

Advanced...

Help Cancel [ oK ]

8
"
RT9T6 v w7 T KL A% 1 DFEE L £, [Translated Addr] 7 4 —/L KT, IROWT N
1ToTC~o 7 IPT FLAZIRELET,
e RARNIPT FLAZ AN LET,

cBRARE L E I Y I L, RARN XY NTU—27 A7V NERIRLET (7001385 L
WRA N Ry NT—2 77 NEERRLET) o

e GET VoD IN—=T A NR—=DA v B =T 2 A ADRH) A Z—T 2 A A& ANI)T
B, FTIBMAR Y %7 ) v L, [Browse Translated Addr] ¥ 4 7 2 Z R v 7 ATA
VE—T oA ZAEBEIRLET,
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Network Address Translation (NAT) |
B v zEmT 843z vs Ry kD=4 F T PATORE

= Inkerfaces
£ inside
B8 outside

240775

AV E—T oA AL EIRETHHEAIT, AV 2 —T 2 A APAT 2 A X —7MIZLTL T
SV, TOLEIHELIEAVE—T A AIPT RLARS LT T RLRELTH
HanEd, IPv6 A > X —T7 A4 AT RUAEMEHT 5HI2IE, [Use IPv6 for interface PAT]
Frzvl Ry I AL NCTHIVLERHY ET, A X —T A APATIZL > T, NAT
N—IET Y o TN—=T DA N—ZR D EMBRVEESNT e~y BT U H—
T x2A AZOBBEASNET (I =T = A APATZHEH LRWEE, V—WidT 7+
WRTERTOS U E =T oA ATHASNET) o FTVAXT LY FE= TR, A
VH—T oA ABRETHIEITTEERA,

ATv 71 (EE) [Advanced] 227 U > 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A CTIROA T 3
VEBRELTCOK] 27V v 7 LET,

s (TV oV ITN—=T A N—=DA v Z—T = A AZHE) [Interface] : Z D NAT L—/L %
WHTFEEOA o F—T7 24X (FEER) BIW~vy b7 A4 —T7xA4 A (3B5)
ERRELET, T 74 FTEH, —UET ) vV I—T A R—=F R T RTDA
VE—=T A ATHEHAIIVET,

ATv T8 [OK]. #HWT[Apply]l] &7 U v LET,

PAT 7—IILZEERTE5A4FT IV X2y hT—9 AT FPAT
DELTE
ZOHETIE, PAT 7— NV E2HHT LA T IV I PATOFR Yy NU—F 77 h NAT %
BETDHHEICONTHALE T,

FIE

ATV Tl FRELFIEFEOR Y FU—27 7927 MTINAT ZBMLEI,

cHLWRY hU—2 F 7Y FNATL—/L 4B %121, [Configuration] > [Firewall] >
[NAT Rules] Z3&R L. [Add] > [Add Network Object NAT Rule] Z#7 U v 7 L %7,

WOy VT —2 ATV =7 NI NAT B3 521E, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] #3{R L, X~ NV —7 &7V MaffE L E
R

RT9T2 HLWAT V=7 bOBFEIE, ROT7 4 — N RIZfEEATILET,
a) [Name]: A7 Y=/ MM, a~z, A~Z, 0~9, EUF RN ~"A T o~ X
ToH=AaT OXFEMEH LT IEE N, 4HNE 64 LFLTICT 20ERH D £7,
b) [Type] : RA b, F» FU—27 E7ITHH,
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I Network Address Translation (NAT)
PAT F—LEEAT 551+ 3 v 1y kI—s 17514 reaToiz |

c) [IPAddresses] : IPv4 £721XIPv6 7 KL A, KA NOHFHITH—DOT RL A% #HHOGE
FBALET RL AL TT L 2%, 373y hOSRITIPVE Xy FU—7 T FLABX
W~ 7 (=& %1%, 10.100.10.0255.255.255.0) F72iEIPv6e 7 RLAB LT V7 1 v 7
AEF (7= & %1Z, 2001:DB8:0:CD30::/60) % AS)LF7,

ATYT3 [NAT] &7 v a URERENTWARWEAIL, [NAT] 227V v 7 LTk 7 v a v &2REBELE

—g‘O
a.0.0 Add Network Object

Name: Myinshet
Type: Network B
IP Address: 10.1.2.0
Netmask: 255.255.255.0 v
Description:
NAT &

v Add Automatic Address Translation Rules

Type: Dynamic
Translated Addr:

PAT Pool Translated Address:

mia

Extend PAT uniqueness to per destination instead of per interface
DP ports
Fall through to interface PAT(dest intf):

Advanced...

Help Cancel OK

<k crp]

AT w74 [Add Automatic Translation Rules] = v 7 R v 7 A% 4 N2 LE T,
ATV TS PAT 7V aEHTHH4 4TI v 7 PAT i E L TWDHHATY [Type] Kr vy 7H4 U A
k75 [Dynamic] Z34R L £ 97,
ATvT6 PAT 77— N ERET HITIE, ROFIMEEZIATLET,
a) [Translated Addr] 7  —/V FIZIZEZ AET, ZHOEEIZLTIEZSN,
b) [PAT Pool Translated Address] &= v 7 Ry 7 A& AN LThb, BREZ %7 ) v 7
LT, PAT =V T RLARGEND Ry N =27 ATV =7 NERIZTNV—T %R
LE9, F72id. [Browse Translated PAT Pool Address] X4 7 0 7R v 7 A HH LWVA T
V7 FEERLET,

GE) PAT " — N F 7Vl NEIZITNA—FIZH TRy PR EENATWHTEIRY
Hh, IPVAT RL AL IPv6 7 RLADWF 2 7 V—FIC ANSZ LI TEE
Hh, 1 OOXZATTEFNREENTWABLENRDY 5,
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B v zEmT 843z vs Ry kD=4 F T PATORE

c)

NAT £
M Add Autematic Address Translation Rules
Type: (Oyamic ¥
Translated Addr: D
@ PAT Pool Translated Address: . 9

' Round Robin

(A 7ay) BEICSUT, RO T arZRIRLET,

*[RoundRobin] : 7 RLABIOAR— 2T v Kby FATE Y THEE, 7
TN RTIEZ 7 RrEAMER ST, 1 DO PAT 7 RLADR— M3~ TH
DETHNDERDOPATTY RLUAMEHSNET, U Rrbe s FXTix, 7—n
DK PAT 7 RLZNH 1 OFTOT7 RLA/R—MRED Y THRL ERIIOT R
AR, WIZ2FBEHDOT FLAEWD LY IZAICER & ET,

» [Extend PAT uniqueness to per destination instead of per interface] (8.4(3) AR, 7272 L
8.5(1) £721x 8.6(1) ITFH £ : i8R PAT 23 2 5A ., JLIE PAT Tlx, ZHlEH
DFEIET RVAELR— R E2ED, IPT RLAZTETIEARL, —EBERAZ LI 65535 H
DR—FMERSNET, @HF . PAT BHOIERFFIZSTER— M7 RLATBRES
N2 7=, PAT 7 KL AHT20 65535 DR — MIHIRS N E 9, =& 2iE, fiE
PAT ZfEH LT, 192.168.1.7:23 IZ[A12> 9 HH @ 10.1.1.1:1027 OZEH, B I
192.168.1.7:80 127> 9 A D 10.1.1.1:1027 OEHZERR T £,

« [Include Reserved Ports (1 to 1023)] : 7 K L AZEHAIT ] T& 5 R — b OFPHIZ THIBF
HBAR—F (1—-1023) 280FT, ZOF T arZ2HEELR2WES. 7 L%
1024 — 65535 OEFNDO R — F DRI EHBLINE T,

* [Enable Block Allocation] (9.5.1 LAf&) : R— b7 m v 7EID ¥ TEA F—T L
F9, F¥ U T UL — RELIIREFE PAT Tld, NATIZ 1 JEIZ 1 DDOR— FE#H A E|
DETCEEDLOTIEARL, ERANMIAR— b OT v 7 2E VY THZ ENTEE

T, R—=rD7 v 7 280 Y4 CHEE, FANDLOBBEOEITT v v 7 NOH
LWVMEEBIRSNIZA— FE2EHLET, RBEIISUT, AR MBIEOT 7 v 7 HO
TRTOR—NMIBELTT 77 4 7R FF LA IEMO 7 vy 7 350 ¥ ThH
NET, R—=hr7 v 71T, 1024~ 65535 DFPHTOLE D Y THNET, "—FD
Ty ZEOYTIT U R E BN H D £37, JRIEPAT & —FEICfEH T
HZELIFTEERA, Flr. AV F—T A APATO T +— ARy 7 E2EHTHZ &
HLTEERA,

AT9T1 (EE, v~y BT INTA L E—T 2 A ARFETV v T TN—T A R=D L EDH) (il
DYy BT T RUARTXTEHO Y THELDOGEA =T = A ZAIPT RV A&y
T w7 kL LCHEMT AIZiE, [Fall through to interface PAT] = v 7 R 7 A& A4 2L
T AVE—T AR RayFHZ L VAINPLERLET, /1 X —T A ADIPV6 T
KL R &fEHT 5121E, [Use IPv6 for interface PAT] = v 7 Ry 7 A=A 12 LET,
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I Network Address Translation (NAT)
S4F3v2 Twice PAT (B8 iz [

- failif
management

S

I;_ﬁ Fall through to interface PAT(dest intf): -5='-"='»"-"ﬁﬁ'= |

Use IPvE for interface PAT
Advanced...

3T

ATy 78 (EE) [Advanced] %27 U > 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A TIROA T 3
VERELTOK]Z27 Y v 7 LET,

s (TV oV ITN—T A N—=DA Z—T = A AZHB) [Interface] : Z D NAT L—/L %
WHTFEEDOA o F—T 242 (FEER) B~y A0 2—T x4 (58%)
ERELET, T 74V FTEH, —UE TN v I—T A R—FRLTRTDOA
VE—=T A AT IIVET,

ATFwF9 [OK]. ¥ C[Applyl #2 VU v 7 LET,

A4+ =4 Twice PAT ([Z2#&k) DIRTE

ZOHETIE, PAT =L OROVICEBDT-ODE—~DT RLAZFEHT 2545 v 7 PAT
(BZiik) @ Twice NAT Z 5% ET D HEIZOWTHBA L £9,

Fg
AT w71 [Configuration] > [Firewall] > [NAT Rules] Z3#R L T, ROWFTNNEFEITLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U > 7 L£797,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 27 U v 7 L%,

s Twice NAT L— /L& BR L C[Edit] 27 UV v 7 LE7,

[AddNAT Rule] A4 70 7R v 7 ANFREINET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
SA4+ 3y Twice PAT ([B#&k) DRE

ann Add NAT Rule

Match Criteria: Original Packet

Source Interface: -~ Any -- +| Destination Interface: | -- Any -- ~
Source Address: any E] Destination Address. | any D
Service: any D

Action: Translated Packet

Source NAT Type: Static

Source Address: == Driginal -- D Destination Address: | == Original --

@ |

l I Service: -- Original --

Use IPvG for interface PAT
Options
¥ Enable rule

_ Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table 1o locate egress interface

Direction: Both

Description:

Help_ C_a!-ncel : {‘J_K

ATYT2 (TVyT TN—=T AN—=DA B =T = RLHE) EETLA v F—T =4 ABLV%

AL =T oA AEFELET,

N—Fy K= RT, 77 7 MEREETE LS OT S OA 2 4 —7 =4 ZATF, L

FREMFTOA T a N, BEDA v E—T =4 AERIRTEET, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTLIRTHEEIT, A F—T oA AZBRT5H

VERHY FT, Tany) [IZINHDA U H—T oA ANREENTHERF A,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv XFLA
H—T 2 AEFENL £7,

b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% 7 U 2 kb FEieA
VH—T 2 AEFERLET,

(B Add NAT Rule

-+
Match Criteria: Original Packet o
Source Interface: | inside -v_i Destination Interface: | outside VJ %

AT w73 [Action: Transated Packet] > [Source NAT Type] ke v 7 Z U 2 k)25, [Dynamic PAT
(Hide)] %8R L E 7,
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S4+3 v wice PAT (188 0z [

ZOFREIFTEETLT FLARIZOAZMEH SNE T, SBHREOBRIIEICAZ T 4 v 712780 £7,

Match Criteria: Original Packet
Seurce Interface: |inside

GE)

Source Address:

Acrion: Translated Packet

Source NAT Type: | Dynamic PAT (Hide) V_]

PAT 7 — V&4 25 %A F 3 v 7 PAT 2% &+ 5121, [Dynamic PAT (Hide)] ®
R4 ¥ IZ [Dynamic] Z#IR L FET, PAT 7 — V= HHT 5 XA F I 7 Twice PAT
DFEE (40 X—2) ZHRL TSN,

rule

| Destinaton Interface: |cutside |

myInsidahiatwark [: Destinaton Address: | DMZrataorkl

e

Service:

248819

2Ty T4 Xy NOTEOIPVE ET-IZIPV6 DT KL A, DFD . EETA v F—T =24 ARy NT—7

FICHBT 2L XDy bOT RUR (EEORELT RLA L~y BV 7%5ET KL R)
EEAILET, DN Ty FEEBRINTZ Ny ORI ONWTIE, ROKEZZRL TLEE
/AN

Source Destination

o il ey
Inside ( Outsid
| €S Lousise)— )
Real: 10.1.2.2 Real: 192.168.1.1

Mapped: 192.168.2.2

a)

b)

Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 192.168.2.2 ---> 192.168.1.1

Original Packet Translated Packet

[Match Criteria: Original Packet] > [Source Address] (Z2WC, A %7 U v 27 LCEE
TFOFRy NI—0 ATV =7 NEIZTNV—T%3IRT 5D, [Browse Original Source
Address]| XA 7 a7 Ry I AMLHT L WA T V= NERIZITN—TE2/ERK LET, IPv4
T RUVREIPV6 T RLADWM G 2 7 NV—TICAND Z LT TEERAL, 1 DDOZA T2
WEENTVDRENRDHY £7°, 774/ MMEany TT,

hame a1 1P Address Hetmask
=) IPv4 Metwork Objects "
B oA 10.111 0111 255.255.255... I
- af) DMZnetworkl 209.165.201.0  255,255.255... g

—FECr m ommm mms mmm s e

(f£#&) [Match Criteria: Original Packet] > [Destination Address] D6, AR X %7 U v
JLTBFEDOR Yy NT—0 AT V=l b, IN—T Fle3A v —T=4 A FET Vv
CIN—T AN DA =T A ADH) EEIRNT D), [Browse Original Destination
Address] XA 7R IRy 7 AMLHLNAT V=7 hERIFITNV—TZ2ER L £, IPv4
T RVREIPV6 T RLADW A 7 NV—TICAND ZEIFTEERA, 1 DDXA T2
DEENTVWDOILENDY 77,

Twice NAT D FE7ofREIL. S8EIPT RLRAEZEDDH T ETTMN, 56T FLRITA T g
VTT, ST RLAEBELEES. 207 RLRIZAXT 4 v IV EMMEHZRETX S
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B 5592 wicePar (2R o

M BIZTAT T 47 4 NAT 2 CE £, 5657 KL A2 A3 Twice NAT
EHRELT, EBEOT FLRZHT LRy NI—2 A7V =7 N T —TOEMAE721%
FHETON—VONEFA T Z2ETe, Twice NAT DfMOFFE DO &G T2 2 ¢ N TEx %
9, FEMIC DUV TIE, Network Object NAT & twice NAT DLl (4 ~<—3) &ML T

<TEEW,

R— MNEMERE LIZAFT 47 £ H—T x4 ANATIZ[RY | [Browse] ¥4 7 a7
Ry I ANBA L E—T = ZAEERLET, V—ERABMELTRELET, 04T
=3 TlE. [Source Interface] IZFFEDA V' H —T7 = A ALRET HMENDHY £7,
MZOWTIE, [R— MEBMAERTE LA T 4 v 7 NAT (51 X—2) | 22 LTL
7ZEW,

ATy TS Xy NOBHINT-IPv4 £721FXIPv6e DT KL A, DF 0, 5idef v F—T A A Fv b
U—7 FIZHBT 2L ZD0RT7y bOT RLR (o B 7EETLT RUAEEEDEET R
LA) B#AWLUET, LEIZSEUT, IPv4 & IPv6 O TEHRTE £,

a)

b)

[Action: Translated Packet] > [Source Address] (Z2WC, AKX %27 U v 7 LTHA L
T RVARAEFA U E—T 2 A AZEETDRFEORY NV =0 ATV 27 FEBRT S
7>, [Browse Translated Source Address] % A 7 B 7 ARy 7 AMBHLWA T V=7 b &1ERK
LET, AV F =T RAFTV vV ITN—T A RN—l 5 LIXTEEHA,

AUE =Tz A ADIPv6 T R L AZMEHT 5I21%, [Use IPv6 for interface PAT] F = v 7
Ry I A A AT LET,

Source Address: outside D

| S

3 Use IPv6 for interface PAT E

({f£&) [Action: Translated Packet] > [Destination Address] |22\ C, A X %7V v 7
LTHFEOR Y NI —7 7 V=7 FERIF T N—T %8RS 5>, [Browse Translated
Destination Address] ¥4 7 R 7Ry 7 AMBHLWAT V=7 NEIZITNV—TZER L
F9. IPVAT FLRLIPV6 T RLADW G 2 7 V=TI AND Z LT TEEEA, 12D
BATIETNEENTODMENRSY £, sEED~ Y27 7 R AIZFQDN % v
V=0 A7V=7 T2 LbTEET,

ST RVADT AT T 47 4 NAT TlE, EEOT KL ALy BT 7 RLADHM
FICBIZRICA T V=7 FERIZIINAN—T %2 L E7,

AT RVABEBRTDGE, AT 47 <~y 70, @E 151 Ty, Lizho
T, EBEOT FL ALy BT T RLAOHEIFFRICTY, 72720, BEISUTRRD
BT HZENTEET, SOV TIE, AXT 4 v 7 NAT (50 <—) &ML T
FEEW, HEENAYYE LY ZIPT FLAIZOWTIE, NATOH A K542 (82—
V) BERIRLTLIEIN,
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S4+3 v wice PAT (188 0z [

(FE) —e 2ok — 2 R— Faial L x4,

s LD/ b AR— b (wy B IR — ) &AL E£J, [Match Criteria: Original
Packet] > [Service] IZ DWW T, ZMAZ %7 U » 7 LCTCP AA— M E72/Z UDP R— h %
BET OGO — R A7V F&EIRT 50>, [Browse Original Service] &4 A 7 1 2
Ry 7 AMBEHLNWAT V=7 MEAER L ET,

BRI NNy b AR— b (FEBEOsESEAR— N) &AL £ 7, [Action: Original Packet]
> [Service] (IZ2WTC, AR X %27 Y v 7 LCTCP R— 721X UDP A— b & fRET
LPAFOV—E R AT V= NEIEIRT H7)>, [Browse Translated Service] % 4 7 1 77K
JAPLH LA T V7 FEEHRLET,

HAF v NAT CTid, A— FEHIITFR— SN EEA, L, SBEEHITFITAHZ

T A I IROT, SR — M LU TR— MEAFITTEET, h—EXFT7 V=7 NI
BEEITLHR— MR — PO FEEDDZ ENTEETN, ZOGEEIL, SR — FZTN
HINET, EETR— MRE LSS, BRI ET, NAT Tk, TCP %7213 UDP ®
HBPYR— R SNET, N— F2ERT 256, EEOV— 2477 ho7m hark
2TV —ERAF TV bOT e ba O ERFECIZRB L I LET (\hHED
TCP £721XM & H UDP) . 7 AT 7 47 4 NAT TlE, EEOR— I~y 7R —h
OWMFIZFE Y —EALFT V=7 il TEEd, Inotequal (ELL 22V | (1=) HEHE
FiIP R —FENTWERA,

R R L ET,
. Tals! Add Service Object
Mame: _\.;reb
Service Type: | mertep Tl

Destination Port/Range: [ EL‘I

Source Port/Range:

Description:

[ B Y

Help (" Cancel ) l: oK j

Match Criteria: Original Packet

Source Interface: L inside :} Destination Interface: -r outside = 1

&
O

Source Address: obj-192.168.251.164 G Destination Address:  obj-172.25.23.32

Service: web

Network Address Translation (NAT) .



B Pt L EERT B84 3 99 Twice PAT DERE

Network Address Translation (NAT) |

. Tals! Add Service Object
Name: _\.;reb_m ;p
Service Type: = tep T\‘
Destination Port/Range: [ BUB[ i
Source Port/Range:
Description:
i Help Y Cancel ) [: oK j
Action: Translated Packet
[ Static T]

Source NAT Type:

Source Address: obj-192.168.252.128

PAT Poc r ted Addre
PAT Poo ransiated Acdress

ATy 71

Options
E? Enable rule
| Translate DNS replies that match this rule

2 Proxy ARP on egres

LooKUp route 1abie 1o locate ¢
Direction

Description;

[3 Destination Address:  obj-172.25.23.32

5]
(] sewice )

web_map

(f£7&) [Options] fEIL T NAT 47> a V2R EL £,

Help )

{ Cancel ) ( Ok }

* [Enable rule] :
TN o TWNET,

Z O NAT L— L% A F—

T LET, ZON—IUTIF 7+ )L FTA X—

* [Description] : /L —/UIZBAF 214 200 SCFLANTEINIL £37,

ATYF8 [OK]ZZ7 Vw7 L, HEWT[Applyl &2 U v 7 LET,

PAT 7—ILZEARAT 5547 3 v Twice PAT D

ZOIETIL, PAT 7=V EERHT D545

AL £,

. Network Address Translation (NAT)
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I Network Address Translation (NAT)

&

ATvT2

PAT J7—)LE&EFAT 54514 F = v ¥ Twice PAT DR E .

FIE

[Configuration] > [Firewall] > [NAT Rules] Z##{R L T, IROWTNEFEITLET,

* [Add] %7213 [Add] > [Add NAT Rule Before Network Object NAT Rules) 7 U v 7 L %

‘j‘o
+ [Add] > [Add NAT Rule After Network Object NAT Rules] 27 U v 7 L%,
» Twice NAT L — /L &I L C[Edit] #27 UV v 7 LET,

[AddNAT Rule] A 7 0 7R v 7 ANFREINET,

800 Add NAT Rule

Match Criteria: Original Packet

Source Interface: -- Any -- Destination Interface: | -- Any -~
Source Address: any E] Destination Address. | any
Service: any
Action: Translated Packet
Source NAT Type: Static
Source Address: == Original -- E] Destination Address: | —= Original --

-~ Original --

U to-one address translation
PAT Pool Translated Address ! l Service:

Options
¥ Enable rule
_ Translate DN5 replies that match this rule
Disable Proxy ARP on egress interface
Leockup route table to locate egress interface

Direction: Both

Description:

Help_ Ca!-:cel 0K

L0

0 O

(VT TN—F A NR=DA L H—T = A ATWE) EETA F—T =1 AB L%

FoA =T = AEHRELET,

N—T v RE—FRKTIX, T 74/ MIEETRELLEOM DA X —T = ATT, DT
FIWM GO T g Nl BEDA v E—T oA ABRBIRTEE4, 727°L, 7V w2 7
N—=T" A N—=DA L H—T 2 AIN—VETLBTDHEEI, S X —T o ALBEINT S

VENHY ET, Tany) IIFZHEDA =T 24 ANEGENTVERA,

Network Address Translation (NAT) .
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B Pt L EERT B84 3 99 Twice PAT DERE

ATvT3

ATvT4

a) [Match Criteria: Original Packet] >[SourceInterface] K v 7 & 7 U X Minb | 5T
A B—Txf AEBRLET,

b) [Match Criteria: Original Packet] > [Destination Interface] Kz v 7 &7 U 2 kb, 50
A HE—T oA AEBINLET,

Match Criteria: Original Packet
Source Interface: |inside

2480814

v-i Destination Interface: | cutside v

[Action: Trandated Packet] > [Source NAT Type] Kr > 7% 7 U A k5, [Dynamic] % &R
LET,

ZOREITERELT FLRAZORBEH SNET, SEEOEBIIFICAZT 1 v 712720 7,

Action: Translated Padeet
Source HAT Type: | Dynamic ".i

240040

Ry ROITEDOIPVE F721XIPV6 DT RL A, DF 0 | BETXA X —T 24 A Fy NT—7
FICHBIT 22L&y FOT R R (EEOEEFEILT KL A<y B 75T K1R)
EEAMLUET, TNy MEBHINTZ Ny FOBIZHOWTIE, ROKESHRLTLEE
/AN

Source Destination
/__/"_""x_\_\\ _/_/—-L'\.
I:l!—(\_[nside ) ( Outside ) |:|i

— .._,_/—/I -
Real: 10.1.2.2

Real: 192.168.
1

1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 >

Original Packet

a) [Match Criteria: Original Packet] > [Source Address] (2> C, AR X %2271 v 7 LT
BEOXy NU—2 7Vl NERIZTNV—T%EINT 5D, [Browse Original Source
Address]| ¥ A 72 Ry IV ANLHFH L WA T V= NERIZITN—TE2/ERK L ET, IPv4
7 RLALIPV6 T RLAD &2 T N—TICAND Z EIXTE LA, 120X A 7T
DEENTVWDIRENSY £7, 77 4/L MIany TT,

b) (L&) [Match Criteria: Original Packet] > [Destination Address] D4, BRR K % 7
Vo7 LTBEOR Y NI =0 T V= b IN—T i3 F—T7=4A4 A GE7
VP TN—T RANR—=DA U H—T =2 ADRH) %R 57>, [Browse Original
Destination Address] % 4 7 27 Ry 7 AMLH LWAT V=V NELIXTNV—TEER L

F9, IPVAT RLRAELIPV6E T RLADH FZ 7NV —TIZ ANDZ LI TEFERTA, 1 DOD
A TIETNEENTOHBLEND Y 7,

Twice NAT D E7eEEIX, SECIPT RLAZEHDH I LTI, 5T RLRAFZAT v =
YT, ST FUREIRELIZSE, ZOT FLRICAZ T 4 v IV EBRERETE 2
2, BUCTAT T 47 4 NAT A TE £, 5657 ML A& 91 Twice NAT
ERELT, EBEOT FLRIIKT DRy NI —2 727 N I A=A E1%
FETONL— NV OIEFAHT 2 & T, Twice NAT OfMORE O M ETEHT 52 LN TEE

192.168.2.2 -—-> 192.168.1.1

Translated Packet

. Network Address Translation (NAT)
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PAT T— L&A 554+ 3 v Twice PATORE [

9, FEAIIZ DUV TIX. Network Object NAT & twice NAT O fbilg (4 X—30) &ML T
<TEEWY,

N— NEERELT-AZT 47 A F—T A ANATIZ[RY | [Browse] # A 7 1
Ry I AN, =T 2 A ABRLET, Y- AEBMELTHRELET, 2047
T 3 > ClE, [Source Interface] IZFFEDA X —T = A AERETILENH Y £7, §f
AZONWTIE, TR — MEREZRE LAY T v 7 NAT (51 *—2) | #BHLTL
7230,

ATFwTE Ny NOEBENTZIPvE £721XIPv6 DT KL A, D%V, sk A v F—T = A X b
U—7 FICHBLT 5L EDN Ty FOT FL A (wy B ZFELT LA EERDEHRET N
LA) EAILET, LEIZIS U T, IPv4 & IPv6 D CEHTE £,
a) [PAT Pool Translated Address] F = > 7 Ry 7 A F AL Thb, ZRAZ %27 v
LTEEFORY NU—0 A7V NEFRIZTNV—T %IRRT 5 ), [Browse Translated
PAT Pool Address] ¥ A4 7 2 VAR 7 ANLHLWAT V=V NELIZITNV—T %/ L £
9, 3£ : [Source Address] 7 4 —/V NIZEDOEFIZL TEREET,

Action: Translated Packet

Source NAT Type: Dynamic
Source Address: == Original -- I__J Destination Address:
| PAT Pool Translated Address: [_J Service:
Round Robin

Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535

Fall through to interface PAT

GE) FTV=7 VERIBIN=TE, VTR Bl LIITEEEA,

b) ({EE) [Action: Translated Packet] > [Destination Address] (2 DWW T, ZRAX %7 U v
JLTRGEDOR Yy NU—7 37V NERIZTN—T %N 50, [Browse Translated
Destination Address] %4 7 2 7Ry 7 AMLH LWAT V=V NELIXTNV—TEER L
£7

ST RVADT AT T 47 4 NAT Tid, EEOT KL Rt~y 7 7 KL ADM
FHWCHIZRCA T V=27 VERIIIN—T 2R LET,

T RVAEZEWT DA, AT 4 vy <~ v 7, @ 1x1 T, Lizdio
T, EEOT RL AL BT 7 RLAOHITRE L TY, 72720, HEIZSUTELRS
BT D5 ENTEET, FEFICOWVWTIL, A¥ T 4 v 7 NAT (50 <—) LT
LIPEW, HEENADA~YYEUTIPT RLARIZOWTIE, NATOH A RIA v (82—
V) ML TLLEEN,

ATvT6 (FE) —v 2oy — v 2 S— M a2 LEd,

LDy b AR— K (v B U5 AR— ) i LET, [Match Criteria: Original
Packet] > [Service] IZDW T, ZMAZ %27 U » 7 L CTCP AR — MEIXUDP A — &
BETLHREGFOY— A AT V7 NE&EIRT 520>, [Browse Original Service] % 1 7 & 2
Ry 7 ADLH LNAT V7 NEERLET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B Pt L EERT B84 3 99 Twice PAT DERE

ST Ny b AR— b (FEEOsEER— ) AL £, [Action: Transated
Packet] > [Service] (22T, A% %2V » 7 LTTCPAR— M E72IXUDP R— %
BETHEFO—E R A7V xr FNE®RINT 575>, [Browse Translated Service] % 1 7 1
TR I ANLH LA T V27 FEERLET,

HAF w7 NAT CTid, A— FEHIFTFR—FSNEFA, UL, SBAEEHBRITFICAHX
T4 IO T, SEHEAR— MR L TAR— MEMEZFEITCEET, —E A AT V=7 M
FEITLR— N AR — FDOEFEEDDHZENTEETN, ZOEEIL, sEhEFR— TN
fEHESET, FEILAR— MEEE LSS, BRI ET, NAT TiL, TCP £7-1% UDP ®
HBIPIYPR— SN ET, N—  EeEWT 556, FEOVP— A4 T7V=7 ho7a hark
oY= R F TV bOTa haLDOBERECICARSEIICLET (WhEb
TCP £7213M 5 & H UDP) . 7 AT 7 47 4 NAT Ti, EEOR— R~y 7HR—h
OmMFIZFA Y —ALT =y N TEXET, Tnotequal (FFLL 722V | (1=) HE
T AR— M ENTWHERA,

WITHI 2R LET,
. Tals! Add Service Object
Name: ‘web
Service Type: | mecp Tf

Destination Port/Range: [ EU

Source Port/Range:

Description:

-

Help Y ( Cancel ) (_ OK :j

Match Criteria: Original Packet

Source Interface: \mSIdE _:] Destimation Interface: -[ outside = ]
Source Address: obj-192.168.251.164 B Destination Address:  obj-172.25.23.32 G
Service: web G
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ATy T1

PAT F— L&A 551+ 3 v Twice PATOEE [

. Tals! Add Service Object
MNamae: \.;reb_m ap
Service Type: = tep T\‘

Destination Port/Range: [ BUB[

Source Port/Range:

Description:

i Help Y Cancel ) [: oK j

Action: Translated Packet

Source NAT Type: " Static >
Source Address: obj-192.168.252.128 (L) Destination Address: | obj-172.25.23.32 ()
PAT Pool Translated Address D Service: web_map D

(&) PAT 7—LOEAI., LEIJSUTROA T a v ERELET,

[RoundRobin] : 7 RV A/AR—h&TF 7 Ruebr FATEHIV B TEHE, 774/ 8T
ET7 7 R il ENT, 1 DDPAT 7 RLADKR— R T RTEV Y THND &
WOPAT 7 RLAMEHENE T, v Fueber Tk, 77—V NOKPAT 7 KL
AN 1 DFTODT RVRA/R—IBREN L TOND ERPOT RUVRIZRED . RIZ2FEH
OF RLRELWH Ko IRICHER S ET,

[Extend PAT uniqueness to per destination instead of per interface] (8.4(3) LARE, 7272 L 8.5(1)
FILRO6() IXEET) LR PAT 2 H T 235G, HKIE PAT Tlk, B#ERO%ET
RLALER—=FZ2ED, IPT RLAZETIERL, =R T LI265535H DR — kil
HAEhEd, @%, PAT ZHOIERIFICSEER— &7 FLRIZERB I Wiz, PAT
7 KL ABHT=D 65535 HOR— MIHIRSNE T, 728 21X, $EEPAT 2 EH L T,
192.168.1.7:23 IZ[A 7> 5 %55 10.1.1.1:1027 OZEHL, 3 L1V 192.168.1.7:80 (271 D & D
10.1.1.1:1027 DEHZAERRL TE £,

[Translate TCP or UDP ports into flat range (1024-65535)] (8.4(3) LAKE, 7272 L 8.5(1) 721
8O IFEET) : R—FDEIVYTHIZ 1 DD 7T » FREIPHE LT 1024 ~ 65535 D
A— N EERT 256, BRO~ Yy BV T R— "NESERIRT S L &2, ASAICL -
T, fEHATRER G B ITFERDORGE LR — P ESHEHNSNET, 2L, ZoFTvar
ERELRWE, EBEOR— MBIMEHTERWEES, 7740 Tk, BEEOR— &S
ER AR — M (1~ 511, 512~ 1023, BLU1024 ~ 65535) b~y BT R— |
MERENET, MMILOFHEATHR— MR RETL2OEEHET HITIE, ZOREEZITVE
o 1~ 65535 OAHPH A2 5121%, [Includerange 1t0 1023]1 F = v 7 R v 7 At A4
W LET,
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B Pt L EERT B84 3 99 Twice PAT DERE

ATvT8

&

.| PAT Pool Translated Address:

« [Include Reserved Ports (1t0 1023)] : 7 K L AZEHUZMEH CTE 28— b OFPHIZ FHIFE AR —

b (1—1023) Z&0HET, ZOF 7Y a2 ELRWES. 7 KL A1%1024 — 65535
DOHFIPANOR— FOIRICEH S E T,

* [Enable Block Allocation] (9.5.1 LAR§) : R— b7y 7EOV Y TE2 A RX—T M LE

T Fx VT L— REITREM PAT T, NATIZ 1 EIZ 1 DOR— MEHEZED Y
TIHLZOTIERL, HEFRAMIAR— DTy 72BN Y TCHZENTEET, A—F
DTy 7 EEDYTHEE, FARNPLORBEOERILT a0 v 7 NOFH LMEERRS
NeR— b E2EALEST, ZEIOSUT, AAMRTEOT 1 v 7 NOTRTOR— M
LCT 7T 4 7tz omaiBmo 7oy 7 RE0 Y TonEd, R—hr7 oy
1%, 1024 ~ 65535 DHEIPFATOAE D ¥ TOHNET, A— DTy 7EV ¥ TET VR
oy EEMBRENRDH Y ETN, JEIRPAT & —RICEHT 2 Lk EtA, 20 A4
VHE—T 2 APAT D7 — NNy 7 AT HZ L TEEREA,

UEE., v~ v T ENTA B —T oA ANET Y v T—T A R—D L XxDH)
DYy B 7 SNIEELT FUARTTIZED B TOEN TV HAIC, A2 F—T A AIP
T RUVARENy 7T T OFEE L TERT 5ITiE, [Fall through to interface PAT] F = » 7
Ry 2% A AT UET, IPV6 A v X —T =4 A T KL A% AT 5121, [Use IPv6 for
interface PAT]| = v 7 Ry 7 AL A I LET,

A B —T 2 A AP T RLABNERINET, 2047 v a id, FFED [Destination
Interface] X ET DA EHTE £,
Action: Translated Packet

Source NAT Type: Dynamic

Source Address: groupl E] Destir

Servic

Round Robin

:ﬁ Fall through to interface PAT

Use IPv6 for interface PAT

ko]

(f£7) [Options] fEILCTNAT 47> a V2R EL £,

Options
EW Enable rule

| Translate DNS replies that match this rule

COKUPp route tapie [0 [oCate eqress interface

Direction

Description:

3 Help A € CanceI; ( 0K }
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N PE R T L |

« [Enable rule] : Z® NAT L— /L&A X —T /I LET, ZDOL—UEFT 7 4/L FTA F—
TIN5 TVET,

* [Description] : /L —/WIZBAF 250 & 200 SCFLANTIBM L £,

ATvF10 [OK]ZZ7 Vw7 L, HW\WT[Applyl 227 U v LET,

R—bk JOvJEYHTIZK S PAT DERTE

Xx U7 ZL— REFLIIRHE PAT TlZ, NATIZ 1 EIC 1 DOR— FEHAE D L TEHED
DOTIFRL, FHRANMIR— DT a7 2EY Y THZ LN TEET (RFC6888 2L
TLEEY) , A= bDOTuv 7 Z2E0ETH L, FAMDPOLOZEOROER T, 7uav
WNOZ MRS NAH LWVAR— MBMEH SR ET, HEIEC T, AA MBRITOT R v
JHNDOFTXTOR—=MIFALTTY 77 4 7 REREZFFOGEITBMO 7T m y 78380 4 Thih
F9, 70w OR—FEEHTLEEO xlate NHIBRESND &, Ta vy 2 RSN ET,

Wk 71y 7 280 ST HERBIL, aXr ZOM/NTT, K=k 7a v 700 4T
MEER SN, BEEAEESNETA, K— b 7 e v 7 TR S Uiz xlate IEFEER S L EH A,
—J7, a7 oMk L v REEC R Y 9,

R—h D70 v 7131024~ 65535 DFEFHTOLEV B THRET, 2Dk, 77V r—va
YIRS VWAR— RS (1~1023) #0EETHEEE, HRELARVWARIERH Y £3, &
ZIE, A— 122 (SSH) #FRTHT 7V r— a3 0%, 1024 ~ 65535 OFEPANT, KA b
WZEID Y ToERZTry 7N, v~ v B SR — RS LET, KO R— MRS A
AT 277V r—vavizx LTy ay 780 Y TEMERH LARVWERO NAT V—/L &2 ERl T
X F 9, Twice NAT DA IT., L— A RHEEICTa vy Z7E DY TL—LORIckSs L5 LT
7T

1R BHHEIIZ
NAT /L — LD EDOEE -

* [RoundRobin] 47> 3 X EDH Z ENTEET N, PAT —EMOIEER, /2131 ¥ —
T2 A APAT ~D T —)VANV—IZEHTDHA T a 3 EDDHENTEFEFRA, FD
DEEITT/HEDT R AL R— MERLIFTENET,

DN — N EEEEZ DAL, NAT 2B E T 5T _XTCOr— A LAk, BEHz D
— VB E T S xlate 227 V7T 50 RH Y £9, T, HHLVIL— L EHFIHIIT
LI DICETT, ZNOLEIRIICZ VT 350, EREFHEICY A LT U MIRDHET
FbEd, 7 I7AXTOMEDEA., 77 AX 2K Txlate &7 20— U2y VT 455
ERH D £,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B & r+onvsavucizszraronE

\}

G¥) @BHOPAT L— &7 vy 7E DY TPAT L—La2Y)0 25
per. A7V N NAT Tlid, T L—LZHIBR L TH D xlate
VT THMENRSY ET, ZO%, LA T V=2 FNAT
N—NVEERCE £, £ L&, showaspdrop /i
pat-port-block-state-mismatch K& v 73 F /R S vE 7,

« FFED PAT 7 —iZxt L, £ — NV EFEHT 5T XToL—izxt L7 ay 7 &b
MTEIBETD (FRITEELRY) BRERHY T, 1 DOL—izT ay 7 ZE DY
THZEIFETET, JIOL—MZEHY Y THZ L TEERA, HET D PAT 7—L 3
Froy 7EID Y CRERBESELZLIITEEFRA, T2, A= EHBL—LEETe
ABZT 4y NAT L7 — VA EEIEDLZ LI TEEEA,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [PAT Port Block Allocation] R L, RO E %

fFoET.
 [Size of the block] : 47 1 v 7 DR — M, #ilHIE 32 ~ 4096 TI, F7 4/ MEL512 T
—g—O

FI7 4 R EER LRSI, BIR LY A A 64,512 1R ICHEILTWD L &l
ABLET (1024 ~65535 DHFPHO R — MK . MERBEZREDH &, HHTE 20 A— FB3REA
L9, =& z0E, 100 2fET5E. REORMEHAR— 1BV £9°,

[Maximum block allocation perhost] : IRA h T EIZEIV Y TAHZ LN TE A7 v v 7 DK
¥, HIRIZ7 e ha /LT EICERESNDOT, HIR 4] (X, ZARZTEDO RN 45D
UDP 7w 7 45O TCP 7y, BLUR4ODICMP 70 v/ THHI EEERL
F9, HECTEXHMEOFMAIL 1 ~8 T, T 74/ ME4TT,

[PBA Interim Logging] : fE&Z AT DL, VAT ATEHERX L V™A 32—T /WD %
T 77 A/ T, R—F 7oy 7 OFEME LOHIBRTIZS AT LT syslog A vtE—
UBNERENE T, BERX L S EA F—TNMITEHE, FBELEZMBTRO A vE—Y
DERSNET, AvE—VF, ZORATEHILETONTWATRTOT VT 47 R—
N7wvyr&%LAR—KMLET (Fr bz ICMP, TCP, UDP) . (570 L U%ELA
VHE—=T A A IPT FLVA, RA—hk 7Tuav7z&t) . BRIT 21600 ~ 604800 > (6
Rl 7 HE) #HET 22N TEET,

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interface:real_host_ip to mapped_interface:mapped_ip_address/start_port_num-end_port_num

RT9 T2 PAT 7 —1NO7my 7E 0 Y TEEHNTH NAT L— /L ZBIL £,
a) [Configuration] > [Firewall] > [NAT Rules] Z &R L £,
b) A7 V= b NAT F720% Twice NAT /L— /L 23BN E 72 13MWE L £,
) Dl LbROA T a NIRELTLIEEN,
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Per-Session PAT = 7= [+ Multi-Session PAT (/i—3 3 > a00) 1) 0%z [

+ (Twice NAT, ) [Original Packet] >[Source Address] THIE7LT RL A& EHRT L4
TV MEBRLET,

* [Type] = [Dynamic]

* [Pat Pool Translated Address] PAT 7' —/V X v N —2 2 EHRT DXy NT—T A7V =
7 MEEIRLET,

* [Enable Block Allocation]

d) [OK]%27VUvZ LET,

Per-Session PAT & /- (& Multi-Session PAT (/N\—<° 3 2 9.0(1) LAf%) D

=JL ==

ax &

T 74NV ETE, TXTOTCPPAT 77 4 v 7 BEXOTRXTHOUDPDNS b7 7 4 v 7
Per-Session PAT ZfifH L ¥4, »7 7 4 v 7T Multi-Session PAT Z i fi3" 521X, Per-Session
PAT N —/V&FHE L FT, #FA]/L— LT Per-Session PAT Z {1l L. fE45/L— /1 C Multi-Session
PAT M L %7,

Per-session PAT |2 X > C PAT YRR R E L, 7 T AZ ) VT OBEITKEA L /N—a2=y
MZAME O PAT #fi 2 H TX % L 9127e Y £9°, Multi-Session PAT #&fci%, Hlfil—=v b
WCHEE LTl ==y FEFTER L THOXLENRNH Y 7, Per-Session PAT 7 v 2 3 » DKL T HF
2. ASA B Uty MG S, HUEIZ xlate BHIBRSNE T, 20V Ey MILoT, =
v R — FIZEVE B 2 fif it L. TIME WAIT JREEZ [ L £ 47, XfBRAYIZ, Multi-Session
PAT Ci&, PAT #A A7 U FMMEHENET (T 741 FTIE308)

HTTP °HTTPS 72 & D Tk v =2 KT ) NT77 4 v 7 OA | Per-Session PAT X, 12D
T FLARIZE S THAR— FSNDEEREE RIBICHECT Z L3 CTE £9, Per-Session PAT % fif
HLARWGEEIEZ, FEDIP 7'r hauiZxd 5 17 L AD KB ERITH 200080 TT,
Per-Session PAT #4258, HEDIP Fu 3 bicxtd 517 N L R2DOHEKRIT 65535/
ST A T HA LTY,

Multi-SessionPAT D A U » NEIEHATEA NI 7 4 v 7 72L& 21X H.323, SIP, Skinny (Zxf L
C Per-session PAT %7 4 & — 7 /LT T 512X, Per-session EE5 LV — /LA VERR LEd, 7272 L.
oo ha)L T A UDP AR— Mot v g UHALO PAT BT 528513, #1
DIZFF AL — NV ZERT DR ERH Y 7,
1R BHHIIZ
F 74N N T, WONL—ILINA VA R—/LEINET,

cany (IPv4 5L UOVIPv6) 7°5 any (IPv4 33 L TNIPv6) ~D TCP % FFA[ 75,

cany (IPv4 B L NIPV6) 77 RA A L~ UDP ZFFA[4 %,

INEDONL— L, T INIERENET A,
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NSO —FHIBETEER A, 2SO — RIS, FEER ST — L D% TETE
LET, V= VEFRIGGHMESND DT, T 74/ M — 1V EBhcd s EnTEET, 7=
X, INLDON— IV EREIINESE DL, ROBLOEZBMLET,

cany (IPv4 BLOVIPv6) 75 any (IPvd B L OVIPv6) ~D TCP ZHET 5,

cany (IPv4 BEOVIPv6) 725 KA A ~D UDP 5T 5,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [Per-Session NAT Rules] % #4R L £,
RT9T2 RONWTNNEFRITLET,

* [Add] > [Add Per-Session NAT Rule] % &R L £,
cN—VEEBINLCIEdit)| 27V v 7 LET,

ATFYT3 L—NLERELET,

s [Action] : [Permit] £721% [Deny] %2 U » 27 LEF, FFr[/L—/LIiX, per-session PAT % fifi
L. #E75/V—/ VL multi-session PAT Z i L &7,

*[Source] : 7 RV AZAJITHM, FRF[JRF LV EZI7 Vv L, A7V FEER
LT, B¥ERLT FLRAEZRELET, h—E2A0HA, UDP £7/-1X TCP IR L £,
BRI — NETEBRELETN, R TEETLR— M EHEETE E7, [UDP/port]
F X [TCPport] IZATIT B, [L]REZ %27V v 7 LT, BBOEELIIAT =7
k&SR L E 9,

s [Destination] : 7 KLV AZANT D, FE[NRF &2 Vv I L, ATV Feik
RLUT, 587 RLAZEEELET, —EADYA, UDP £721X TCP # &N L £,
ZHUTEE LY — R =T HMERH Y FT, [LETHEFR— NEEETEET,
[UDP/port] £ 721 [TCP/port] ICASIT 57, [ ARZ 227V v 7 LT, WlEOMEEIT
FTV 7 MEBBRLET, HET (1= FELLRWY), > (KR | < (Kvh/hs
VW) ) BERTLZEL, N Ty (T8 ZIE 100-200) ZFEETHIELTEET,

ATy T4 0Kl %27 Vw7 L, EWT[Applyl &2 U v 7 LET,

AR T4 v NAT

ZITlE. AXT 4 v U NAT L ZOFEHFECHONTHILET,
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24857 ¢voNaTizo0T [

A3T4 92 NATIZDINT

AHZT 47 NAT TlE, EFEOT RLANS< vy B 7 7 R ZA~OEEEBIER S E
T, v BT T RUVRTHEGT AR CRIL TH D20, A¥T 4 v 7 NAT Tix, WFH
MO (FA R~OEH L R A M OEEROMm ) ZMTEET s 75677t
A NV—VINFIET D56) o —Ji. X477 NAT BLOPAT Tld, &HF A NRLBEO%
BRI L TR DT RUAE IR — NeEAT 5720, MGMOBBIEYR— N IhEd
Ao

WO, — B2 AZT 4 v 7 NAT DY F VA ERLET, ZOBBIIEICT 7T 47T
HHID, EEORAREVE—F KA OGN BIBTE 7,

HK5:2%7F4v%9 NAT

)

GE)  #SEISCT, WHMET 4 =7/ TEET,

R— FEBREERTFELI-AZ2T 1 v NAT
N— NEBERBIE LICAS T 4 v 7 NAT Tl EFROT B hatBLUOR—-he~vy By
77 v halrBIOR—MEEETE T,
AT 47 NAT L CR— b EBET I HE, A — MERIZIP 7 FUX%EF UHEIC
< B TTE0, BIOMEIC~ v B ST ANEBIRTE £,
WOBNT, RN— NEPRE SN2 KR AL T 4 v 7 NAT DY F VA ZnRmLEd, HY
vy B LEEAR— e, BOfEIC Yy B T LER—FOMGTEZRLTHNET, WTRo
F—ATH, IPT FLAFMOEIC v B 7 ENTWET, ZOEHRIIEICT 7T 47 Th
Lz, BHEINTZAAREYE— N RR MO TR A G TE £,
R6:K— FEBREBRELIRE T4 v NATO— BRI F A
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B xz0x55cv5naT

= ML — NV ERELTZAZT 4 v 7 NAT 1%, FRESNTZAR—FD5EIP T KL ADH
W27 7B A&EHIBRLET, NAT L— L BADRIDOR— F TP T RL AT 7 ALK
FETHE, BN T ey SnET, S 5IT, twice NAT DA, NAT L—/LD%[EIC 1P
T RUVAE—HLARWNT T 4w 7B IP T LA E—ET D54, sideh— MR
K ReyZEnNFET, Lan-oT, 36HEIPT RLAIZKH L THATINAMOTXTO T

T4y JIGEN— NV EBNT HMERHY 9, X A—MEREETICIPT R
ANWZARZT 47 NAT V=V EFREL, R— FEHL— L DE%AICEFNERE TX 9,

)

GE) XV FmNOT PV r— g A VAR gy BSMERT 7Y r—3 3 (FTP,
VoIP 72 &) AT 25481E. NAT XRBHFMICE I XY A— a7,

WIZ, R—= "EWARELIZAZT 4 v 7 NAT OF OO REIO—#H %2R~ L £,
TFATOTATA R—FEBRERELIZRZT 499 NAT

WY ) —A~DNHT 7 B A ZfiF b TEET, 2, BAe52KR— T —EX%
25 3 oD ROV —,X (FTP, HTTP, SMTP72 &) NHLH5LAIE. TR o0 —E
AT VR AT HIDDOHE—~DIP T KL AZNHr—FICRkce I, 2%, 74
TUTAT A R—MNERERELIZAZT 4 v I NATEREL, 77EALELIELT
WAR— MIESWT, B—OAEIP T FLRAZES—NR—DIELWIP T RLRIZ< v
VY7 TCEEY, A EEOR— N (ERER 21, 80, BLU25) AL T
L1z, R— b%ﬁﬁﬁézgi%@iﬁho:@M@&Eﬁ&:owfm FTP, HTTP,
BLOSMTP OH—7 LA (R— NEBERELIZAX T 4 v 7 NAT) 2L TL
7ZEW,

BEUNDKR— FDR— FEBRERELIZRAZT 4 Y9 NAT

R— NEWAERELIZAZT 4 v 7 NAT 2T L. PRIBERR— b BIERELIS O

R— h~DOEHL, TOWOEMELFATTEET, 72L& 21X, NEE Web H— 308K — K
wm%@mﬁéﬁm A— b 80 IZHHt T 5 Z L AN —FIZFFAI L, ZDt%, EHfix
JEDOR— 8080 IZKT Z ENTEXET, [AEKIZ, BEX =2V T 4 2 ELIZEDHITIE. Web
=PI HEHELIAN DR — - 6785 128 T D L H IR L., TDh, Bz R— b 80IZRE
T EMTEET,
—FEBRERELIZRITAY I A3 —T 4R NAT

ART 47 NAT 1L, BEOT FLAZRA L Z—T A AT FLALR—FOMHED
BB THEICRETEET, e 2E, T/ ADIA v H—T = A A~
D Telnet 77 ¥ AZNIHEA MU XA LY T 556, WEARA FDIP 7 KL A/R—
N23ENHA L H—T 2 A AT RLA/R—F 23wy B/ TXET,

1%5ZDRX2T 1Y% NAT

WE., AT 4 v I NATIE LI 1Oy 7 TRELET, L, BAICk-TE, 1
DOEREEDOT RLAZER DO~y 7 7T RVAICRETAHZEBNHY 3 (1 %%) . 1%t
ZDART 4 v 7 NAT X ET D56, FEORA NN NI 70 v 7 2T 5 &, FITk

MO<o 77 RUABNMERASINET, LML, AR MNIAETCTRGBEINTZ N T 747D
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198024551y NAT

e, RO~y BT T RUVASND N T 7 4 v 7 HRMBTE, 1OOFEBEOT N LA IZITE
I FEH A,

WO, — 72 1 KIZDAZT 47 NAT T VAR LET, EEORA NG
Ll WO~y BT T RUAMEH SN 72D, EEDOKRA N IPHEHRAIO~ v BT
IP OZEHIE, FLERAUIITRT A D B T E T,

R7:13%2DX2 71979 NAT

Security
Appliance

10.1.2.27

209.165.201.3
>

«
10.1.2.27 209.165.201.4
«

10.1.2.27 209.165.201.5 S

Inside ¢ Qutside

7-E 2R, 101227128 — R R UYRFETDHELET, BREIND URLIZGLT, b7
T4y EELWWeb — NIV XA L7 bLET, ZORIORETECHOWTIR, #ED
v BT T RLRA (AXT 4 w7 NAT, 1 %t%) ZEFONEHa— K X7 0325 L TL
72X,

R8:1BDRET 4 v NATDHI

Undo Tranzlation
209.165.201.5 ~»= 10.1.2.27

Undo Translation
209.165.201.3 = 10.1.2.27
I |
| |
|I !
Unda Translation
209.165.201.4 — 10.1.2.27 \
Y

k\ FE—— —_—
N -
__F\‘H.. P "
_\_\_\__'_'J’;\_ 8
Weh Servers E
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B to<veos orur Gegm

o<y ELY FUA (FEHE)

NATIZIE, 1xF 1, TRZRET TR, X%, 25, ZR 1R SEEORBOAS T (v
I~y BT T UAEEMTE L L VOFHMERDH Y 5, 151wy BT RFT10E
Ty BT EHEAT O L BRI LET, INODOMO~y BT AT T a iE T
LR WRERDFEAET D REMED B Y £

BEREAIZIZ, DB 1 Z LR TE, 7275 L. REDEHEICRY, EBEO~ v B 7RO
LHTHLNIRLRWAEEMERH BT, BLE LT IEBEOLT FL AR LTIXZO
EERERTHZ a2 LET, & 2IE, DRIZOTT VA TR, DHOEEDOT FLX
WL D~y 7 7T RLAICERIC Yy 7 EnET (AlX 1, BiE2, ClE3) .
TOEBEOT FLART v BT ENTH, ROy BT T RUARRYIDOEREDOT KA
vy BTSN, TR_RTOR Y BT RLART v V7SN ETHRITESNET (Al
4, BiL5, ClE6) ., ZOFEHE, EBEOKZT FLRITH L THEEO~ v B 7 7 B L ANFE
THZEERVET, 1 HZORED LI, BAIDO~ v B ZIZFRRIGMTHY . LD
vy BT TR, BEOFRA NSO NT T 4y 7 EZGTEETN, BEOKRA M HDT X
TDOLT7 74y 7iE BEITORNO~ Yy 7 T RVARTE2ENTEET,

WO, —fRIIDRIZ DA R T 47 NAT >+ V) A& kL ET,
9: VX EBEDRET 499 NAT

xR EITZIH1Iar T 4 Fal—varTHE, vy BV T RLALD L DEFEOT
RUABTFELET, EBEOT RLABRET DL BANT, v~y U7 T RLABRRZELE
To MHMORMGEFERTEL01E, B MIOFEEDOIP 7 FL AL~y BT TF—/LORT
2T BT EEEIT T, BODO MiOFEROT LRI N 7 4 v 7 2B TEE
TN, INE~D T 74 v 7 BB TEERA, ROV X —2 T 7 4 v 7%, BEROE
DS HOOFEHE GEEILIP, 585 P, KELA— b, sR—b, 7o han) I2L-> Tl
U707 FL R RSN ET,

)

GE)

LRI £ 721355 1 O NAT 12 PAT TlEdH D £H A, 2 DOFEEOKA M2 FE UEFETAR— bk
T g A LR UAME Y — "B X ONE U TCP4E5E AR — M T 7 B AT DA%, M OR
AZRRFEIUCIPT RLAIZEBEIND E, T RLVADBENRDD 5ODXR TILB—E TR
7=, WO R Yy hahvET,

WO, —fRIIRERIDDART 47 NAT > F V) A& Rk LET,
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I Network Address Translation (NAT)
ARBFAYY 2y R T—=H FTPH FNAT FER— FEBRERELI=RAE T« v9 NAT DERE .

10: 2 VDRET 1499 NAT

s

TOEICARZT 4o I = VEFEHTHOTIERL . RGROGEVLEELETE NI 7 4w
TIZIR1DONA—NVEER L, FBODT RLAZEZA T I v I —NEERTDHZEEBED
L/i‘j—o

ARETA4YI 2y bT—=0 T2 FNAT FER— EHBRE
ELRAZT 10 NAT DEETE

ZOWETHEH, Xy hI—27 47727 PNAT ZFEHLTAXT 4 v 7 NAT V— L EZRET
2B DWW T L E1,

FIE

ATV TN FHELZEGEDOR Y NU—2 7V =27 MINAT 2B L £,

LWy NU—T A7 V=7 MEBINT 5121, [Configuration] > [Firewall] > [NAT Rules]
%% L. [Add] > [Add Network Object NAT Rule] #7 U v 7 LE£7,

WOy NT—2 ATV =7 NI NAT B3 5121E, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] # R L, X NV —27 7V =7 FEfmELET,

AT9T2 LA T V=7 NOBFEIT, ROT 4 — L RIZEEADLET,
*[Name] : 7Y =7 b, a~z, A~Z, 0~9, EUF R, AT B~ £l2lE
T U —AaT DX FEMEHA LT EEN, AL 64 LFLUTICTHHERH D £,
*[Type] : R A b, R NU—27  F73HPH,

« [IP Addresses] : IPv4 £7-1ZIPv6 7 KL 2, A FOEPAIFH—DOT FL 2%, #HHOE
AEBET LA LT RL R %, 7Ry NOBFEILIPVvE Xy U —2 7T RL 2B
O~z (=& zi1E, 10.100.10.0255.255.255.0) F7/21XIPv6 7 RLAB LT L7 4 v
7 25 (=& 21X, 2001:DB8:0:CD30::/60) % AL £,

AT9 T3 [NAT]BEZ v a U RERENTWRWEAIE, [NAT] 227V v 7 LTk v a v 2 RELE

R
AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 2 LET,
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. ABFAVI 2y b T—=9 F TP H FNAT Fl=(FR— FEBRERELE=RAE T4 v NATDRE

ATY 5 [Type] K w7 Z o A KD, [Static] ZER L £,

ann Add Network Object
MName: MyLBHost
Type: Host H
IP Address: 10.1.2.27
Description:
NAT Y

™ Add Automatic Address Translation Rules

Type: _S:emr_

Translated Addr:

Advanced...

Help ; Cancel [ 0K ] =
B
=]
AT v F6 [Translated Addr] 7 4 —/L R T, = v 7P 7 RLAZKROWTANE LTHEELET, #
OISR IOy B ST, EBEOT FLALEIUEO~Y Yy 7 7 RLAEZHRELET,
L22L, 7T RLZAOEN—FHLLWESLH D 4, FHEMICOWTIE, AZT 1 v 7 NAT (50
N—=) EBRRLTIEEN,

¢ RARNIPT RVAZANLET, ZHICEY, FAMET V=7 MZIX 1O~y BV
TR ENE T, YT Ry b TV FOBFEIF, A TAUHRA T FLAICHL
TRLCFRy hb~A7B™MEHEN, ~ v EVTENTA L TAVEA MDY TRy RRNDT
RL Rkt LTt 1 o3 fThnET, ®fE4 7 =7 FogGAIE, v v BV Sh
7 RLRIZE, @A 7Y =27 MZH DR CEDOFA MREER, ZRbid~vy T
ENTZHRART RULANLIAED 3, 72& 20, FEBEOT RLA210.1.1.1 ~ 10.1.1.6
OHIFAL LTERIN, 1722011 2~ v BV 7 7T RLRAE LTHRETAHEE, v v BV
JHEIPAIZIE, 172.20.1.1 ~ 172.20.1.6 & AL E T, NAT46 F721L NAT66 ZEH#2TiX, IPv6
X hNT—27 7 RURZEETXET,

CBBERLLEI VI L, Fy NT—2 ATV s FEBIRLET (ERH LVFy b
J— 7 727 FEERLET) ., IPT7 FLZAOHEHFIZ 151 O~y B 7 E24T9 12
X, RCEDOT L A2gGte@ifl e gied 7o/ FaBIRLE T,
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ARBFAYY 2y R T—=H FTPH FNAT FER— FEBRERELI=RAE T« v9 NAT DERE .

o (R—"EBMERELIASXT 4 v 7 NAT DFADR) A V2 —T =2 A A% EANTD
M, FRFBRARZ %7 Y v L, [Browse Translated Addr] 4 7 2 7R > 7 ATA v
H—=T oA RERBIRLET, TV TN—T R NR—=DA L F—T = A%EIRT B
ZEIITEERA,

.ﬂl:&
S outside

240775

IPv6 A > Z—T7 = A A7 RLUAZMHT HIZIX, [UseIPv6 for interface PAT] F = v 7 7R
JABEANTTHEMENSH Y £9, [Advanced] 7 U v 7 L TH—E R R— NEH# L LT
RELET (FZUVAXRT LU ME—RTIE, A VX —T oA REEETHZLILTEE
HA)

ATwT1 (EE) NAT46 D4, [Use one-to-one address translation] % A4 12 L £, NAT 46 D4,
WAIDIPvA 7 RL A& RADOIPv6 7 KL A, 2FHBDIPVAT RL A% 2FHDIPv6 7 KL
AL LUFFERRIC 1560 1 THRICAB T 2 LD ITHREL ST, 2047 v a VEEELRWES
X IPVABLOIAL G ABMEN S E T, 151 BHMOLEIT. ZOF—TU— N2l T 5 0E
N ET,

ATy 78 (EE) [Advanced] %27 U » 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A CTIROA T 3
VERELTCOK| 227V v LET,

* [Translate DNS replies for rule] : DNS JSZEND P 7 F LA ZEH L F9, DNS A A7
A YBA R =T Mo TND I EEMER LT IEEW (F 740 FTEAR—T LT
) o FEMICOVWTIE, INAT 2 L7 DNS 7 = U LISEDFE Mz ] 25HLTL
720N,

+ [Disable Proxy ARP on egress interface] : ¥~ v B 7 IP 7 KL A~NDERF /Ty ho7a X
VARPET 4 =TI LET, XY ARP DT 4 B—T AL NI L 7p B AREMEM
HDHRWIZHONWTIL, v~ v BT T RLAEL—T 4 VT HBRL T EEN,

s (TV YT ITN—T AN —=DA U H—T = A AIHEE) [Interface] : T D NAT /L—/L %
WHTLHEEOA 2 —T A4 A (FEETX) BIP~oy 7 A ¥—T7x1 A (38%)
ERELET, T4V FTE, = Z T oY TA—T A R—F R TRTOA
VHE—T oA AZEHSNET,

s [Service] : N — NEHAARKE LIZAZT 4 v I NATARELET, 72 ha/LzERL T
N, FFEOR— vy BV R— 2 AN LET, A— MESELEIBEMOR— N4
(http 72 &) ZEHTEET,

ATv7F9 [OK], #HWT[Apply]l &7 U v LET,

ABT 47 =N HHTHD BlhEERORA NOMTHFT5) 72D, NAT L—
VT =T MIFEAEZT 47 =Wk LT, EHANT 1 DT D2 2072 R R LET,
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B

. AR T 4% Twice NAT £z IE7/R— b EBREFRE LR Z T 1 v NAT DERTE

Configuration > Firewall > NAT Rules
$add » EEdt [Jodete + & § 82 @l - G Find B Disgram < Packet Trace
Match Criteria: Original Packet Action: Translated Packet
Source Intf Dest Intf Source Degtnation Service Source Degtination Service
1 insde outside = staticl 2 HTTP_SERWER - servicel =1 staticZ (S) 2| HTTP_SERVER rer- servicel
outside insde Bl HTTP_SERVER B stabtic? - service 1 B HTTP_SERVER (5] M statici B service 1
= Metwork Object” NAT (Rule 2) w
2 inside outside Bl HTTP_SERVER & by - hittp B 209.165.201.3(5)  -- Original - ek hittp &
outside inside & ony 8 209.155.201.3 b htip == Criginal -- &} HTTP_SERVER - hitp %

AT 4 v Twice NAT £ /= (I R— FEBZERTE LRI T4 v
NAT D&

ZDETIE, Twice NAT i L CTAX T 4 v 7 NAT V— /L ERET D FIEICHOW T L
iﬁ—o

FE
AT w71 [Configuration] > [Firewall] > [NAT Rules] Z#{R L T, kOWTF Nz ETLET,
* [Add] %721 [Add] > [Add NAT Rule Before Network Object NAT Rules] %7 U v 7 L &7,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 7 U v 7 L %1,
« Twice NAT L—/L 23R L C [Edit] 227V v 7 LET,

[AddNAT Rule] # A 7 0 7R v 7 ANFR I ET,
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ATy T2

ATvT3

AB T 4% Twice NAT Ff=zlE/R— FEBRFRE LA E T 1 v NAT DRE .

ann Add NAT Rule

Match Criteria: Original Packet

Source Interface: -~ Any -- +| Destination Interface: | -- Any -- ~
Source Address: any E] Destination Address. | any D
Service: any D

Action: Translated Packet

Source NAT Type: Static

Source Address: == Driginal -- D Destination Address: | == Original --

@

0

slated Address l I Service: -- Original --

xtend PAT unigueness te des e
Pa clude q
5 C Q 8 rmA
Use IPvb Tor interface PAT
Options
¥ Enable rule
_ Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table 1o locate egress interface
Direction: Both
Description:
Help_ C_a!-ncel {‘J_K

(FV oD ITN—=F A NR=DA o H—T = A ATWNE) EETA X —T =1 2B L%
A v HZ—T oA ZABEFELET,

=Ty RE= KT, 77 40 MERIET LSOR S OA ¥ —7 x4 2T, Wih

FREWIFTOA T a N, BEDA v E—T =4 AERIRTE LT, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTIRTHEEIT, A F—T oA AZBRT5H

VERHY FET, Tany) [IZINHDA U F—T oA ANREENTWVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v 77X 7 U X kv, ¥FLA
H—T o f AR LET,

b) [Match Criteria: Original Packet] > [Destination Interface] Kv v 7% 7 U A hinD | 36561
VH—T 2 AEERLET,

Match Criteria: Original Packet
Source Interface: | inside -v_i Destination Interface: | outside v_i

240014

[Action: Trandated Packet] > [Source NAT Type] Ku v 7 & 72U A R, [Static] & 3R L
F9, [Static] BT 7 + /L FDRETT,
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B 257 vy Twice NAT £ - i3K— FERERE LIRS T 1 v 5 NAT DERE

DFREITEE LT FLACORBEA SN ET, S0EOEHITH AL T 1 v 71230 %7,

Action: Translated Packet
Source MAT Type: | Static :’I

240042

ATFYT8 X7y FOTEDIPVE £721XIPV6 DT KL A, DFV | KEXA LV HA—T =2 A Xy hT—7
WCHHTDEZD7y bOT KL A (FEORELT RLRAE~ v B 75687 RLR)
EAILET, DN T Y FEEBRINTZ ATy ORI ONWTIE, ROKEZRL TLEE

W,
Source Destination
/_f"_'\_\ /_/_“L_\I
I:llﬁside ) { Outside )—|:|i
— g —_ —
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 -—-> 192.168.1.1

Original Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] {IZ 2\ T, A Z %27 U v 7 LTEE
FOXy NI—07 7Vl NEFRIZTN—T%EINT %), [Browse Original Source
Address] #A 7T TRy 7 AMBH LWAT V=7 bERIFINV—TE2ER L £, IPv4
T RUVAEIPV6 T RLADW % 7 NV—TICAND Z EIXTEERA, 1 2DZA 72T
NEENTVWDIVERHY 9, T 740 Mtany TTW, 74T 7T 47 4 NAT %k
WTIEZDOAT v a 2 LRN TS 7ZE0,

Hame i [P Address Metmasik

= IPv4 Metwork Objects
- L I 10.1.1.1 155,255.2%5...
nguu-kl 209.165.201.0 285, 255,255...

— T cr man mma mEs mer e

240775

b) ({LE) [Match Criteria: Original Packet] > [Destination Address] {Z-2W\\TC, AKX %7
Vo2 LTHFOR Y NU—7 ATV b, TN—T ETid3A 0 F—7 = A A %8R
9% 7>, [Browse Original Destination Address] A 7 R 7R v 7 AMbLH LA T V=7 b
FIRTTN—T B L E T,

Twice NAT D EZRBEREIE, 48 IPT FLAZEHD I & TTN, 56k7 FLRATA T3
/TT ST FUAZE LSRG, ZOT RLVAILAZT 4 v 7V BWERETE D
N BUIZTAT T 47 4 NAT 2 CE £9, %6887 N A2 M3 Twice NAT
%&ELT FEEOT RLARIZxTHRy NT—7 ATV N TA—TOFERAEIZ
FERTON—VDNEFFTT 2 & Te, Twice NAT DMOEE D —HZIHEH+T 2 LN TE=E
T, FEMIZ OV TIL, Network Object NAT & twice NAT O Lb#g (4 X—) LT
<TEEW,

ATV TE Ny NOEBEINT-IPvA 721X IPv6 D7 RL A, DF VD $iA v F—T A A F v k

U—7 FICHBRT DL E0N7y bOT FLA (wy BV EETLT VAL EBEOZELET R
) EEMLUET, LEISU T, IPv4 & IPve O TEBTX F7,
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R8T 14 v Twice NAT £ 113K — b EERE L5 7« v o NaToEE [l

a) [Action: Translated Packet] > [Source Address] (Z DWW T, A Z %227 Y v 7 L TEEFD
Fy NI—0 7Tz NEFIFTN—T%3INT 570>, [Browse Translated Source Address]
HATaT Ry I ANLH L WA T V= NEREITNA—TEERLET,

ABT 4 I NAT O B 70, @BE1Ix1TT, LieRoT, EEOT FLAL<y
BT RLAOEIZFREILCTY, 72720, MBS U TR AT B ENRTEET,

R— MEBPRESNTAZT 4 v/ A B =T = ANAT Tk, vy B2 7 T LA
DFy NT—0 ATVl NIN—TTlEel, A V2 —T A AERETEET, A
VHE—=T A ADIPv6 7 KL A ZHHT HIZIE, [Use IPv6 for interface PAT] 7 = » 7 78 v
TAEBFTANATLET, TV P TN—T A NR—DA VA —T o AZERTHZ LT

TEEHE A,
Source Address: outside D
|
| S
P Gf
ﬂ Use IPvG for interface PAT 5

FANZOWTIL, R— MEWAEBRTE LI AT T 4 v 7 NAT (51 =) 2L TL7E
W, HEHENA Y ELYTIPT RLAIZOWTIE, NATDOH A RIA4 2 (8§ 2—)
FHRLTLLEEN,

b) (f£&) [Action: Translated Packet] > [Destination Address] (Z 2O\ T, A Z %27 ) v 7
LTEEGFORY NU—27 A7V =7 NERIZTNV—T %IRRT 5 ), [Browse Translated
Destination Address] %4 7 27 Ry 7 AMLH LWAT V=V NELIXTNV—TEER L
F9, WEO~Yy L T T RLVAIZFQDN 2y NU—27 A7V "N+ 6%
TEET,

ATvTe6 (FTFvay) Y= REHROREILH—E R R— FELIFSET— X RN— FE#HI L E
—é—O

« LD NOFEEITLAR— M FEIISEEAR— b (EEORE LA — MERE~ >y B 7%
HeAR— 1) ZFkAI L £9, [Match Criteria: Original Packet] > [Service] (DT, ZIEAR &
7 Vw7 LTHR— b ERETIHEFEDT —ERAFTTVxr MEEIRT B>, [Browse
Original Service] ¥4 7 2 VAR v 7 ANHLH LA T V=7 NaERk L E9,

c BHASNT Ty FOREILR— FEIISER—F (Y B TEELAR— PERIEE
BEDsE e — b)) %5 LE 7, [Action: Original Packet] > [Service] IZ- DT, BIAR ¥ >
7 Vw7 LTHR— NEefRET OB FO—ERX 7= 2 MEBRT 57>, [Browse
Translated Service] # 4 7B 7R v 7 APHLH LWAT V=7 MEERLET,

F—E R AT Vm s bE, BETH— LSRR FOWAEEL T LR TEET, ERO
FoER AT Vs Ny EL S B R ATV 2y FORHIC, R N E I35
SR FOVPRDERET ALERD Y £, SHAOTFY r—v 2 L AEEORIET
B b EFEITBHA (—H0 DNS =372 &) ICRETEHR— b L USSR — b Oy
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B <551 29 Twice NAT £ (5K — FEBRERELIRE T 1 v NATORE

ERRETLOIHLERDH Y T2, FHEOEE LR — MIv-mIHENnNEEA, £7V=7 b
TEEILAR— P ESER— FOMFERET D22 EIRTEALEH Y THEAN, ZOHEITIT,
DRy FOYP—ERA AT V27 MCEEORETR— M~y B 7 ENT5EkR— )
GENET, THENT ATy OV —E R ATV M, vy B S ENTEREE TR —
MEBEOSEHER— FBEENET, N— FNaZEM]MT 256, ZEOV—ERXA A7V =7 b
TJubhartwy S YA ATV b7 balomFERICIZLET (ZEx
Xl E S TCPIZLET) o TAT T 47 4 NAT Tlit, EBEOFR— e~y 7 RK— kK
OmMFIZRA Y —ARA AT Vs N T&xET, Tnotequal (L 72V | (I=) HE
FIEHFR— IR THERA,

wichlzE R LET,
B0 Add Service Object.
Name: web
Service Type: | o tep e

Destination Port/Range: | 80

Source Port/Range:

Description:

-

Help A .fCanr_eI} { OK j

Match Criteria: Original Packet

Source Interface: \ inside a Destination Interface: [Duls'rde . ."'}
Source Address: - obj-192.1658.251.164 G Destination Address: . obj-172.25.23.32 G
Service: web G
AOD Add Service Object
Name: wieb_map
Service Type: | metcp e

Destination Port/Range: | B08(

Source Port/Range:

Description:

( Help | .”Cancel} [ Ok j
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AB T 4% Twice NAT Ff=zlE/R— FEBRFRE LA E T 1 v NAT DRE .

Action: Translated Packet

Source NAT Type: " Static o
Source Address: obj-192.168.252.128 [3 Destination Address: | obj-172.25.23.32 [3

PAT Pool Translated Address D Service: web_map D

ATy T1 (FEE) NAT46 D4, [Use one-to-one address translation] 7= v 7 R v 7 A& 4 (2 L £ 9,
NAT 46 Oer. D IPv4 7 RL AR RO IPv6 7 RL A, 2HKBBADIPvA 7 L 2% 2 %
HOIPve 7 R LA LUFREARIZ 1% 1 CHAICAEHT 2 KO ICHELET, 2047 va %
FBE LZRWIGEIE, IPVA DAL ARER SN ET, 131 BOLAEIL, ZOF—U—FK
EHEATAMLENRHY 7,
ATy 78 ({EE) [Options] K CTNAT 47> a v ZRELET,
Options
EW Enable rule

| Translate DNS replies that match this rule

pokup route table to locate egress interfac
Direction

Description:

( Help ) ( CanceI; ( 0K }

* [Enablerule] : 2D NAT L—/L &2 A X—F M LET, ZONL—VITF 7 4L FTA F—
TN TWET,

o (BETLHEHANL—/VDYE) [Translate DNS replies that match this rule] : DNS J&Z PN @ DNS
AL a—REEXHZET, DNSA VAT v a Vidg F—T VTR >TWD Z & & fifEd
LTLEEN (F7HNV P TEAR—=TATY) , 58ET FLRAEZRET 2586, DNSE
FIFRETEEE A, FEMICONTIE, INAT 26 L7 DNS 7 =V &JREDOEX
Z] #BRLTLIIZEN,

« [Disable Proxy ARP on egress interface] : ¥ B 7 [P 7 RLASNDERF Ny o7 v ¥
VARP AT 4 E—T I LET, FEMICONWTIE, [y BT T RLRAEL—T 1
7] #BRLTLIIEEN,

* [Direction] : /L—/ L% H 27 HIZ1%, [Unidirectional] Z388R L 9, 7 7 # /L ;i [Both]
T, = ZHLFAEIZT L L, 5887 RLVABNEREDOT N A~OERZ G+ 5 0%
B CE £,

* [Description] : /L —/UIZBIF 2B A 200 SCFLANTEIIL £,

RATYF9 [OK]Z27 Vw7 L, EWT[Applyl &2 U v 7 LET,
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B 7777« nar

7AT2T4T 4 NAT

IP7 RLAZBEFICER T AIVEDHHNAT 2 7 4 Fal—ya VU ERETEET, &
ZIE, NAT 253y NU—ZIZHT5H0D, 1 OOy NU—27 % NAT LRIV &0
) IRFIN— IV EERT DA, AXT 4 v 7 NAT V=L Z{ER LT, 7 KL AZHHIZE
BCEXET, TATVT 4T ANAT X, 7 7A4T > 8 NF77 4 v 7% NAT LIRS D4
FEDHHYE— K 77 EAVPN OBRSICTHETT,

WO, — 72T AT T 47 4 NAT DOV F VA &R LET,

11:7A4F2T 14T 1 NAT

T TAT T 4T 4 NAT OFREFTEIZHOWTHA L £,

TATUOTATA XY NI—9 AT FNAT DETFE
TOWETHEH, Xy hNI—7 7727 PNATR2FEHLTCT AT T 47 4 NAT L— L &%
ET B HEIZHOWTHIALET,

FIE

ATy Tl FHELFEFEOR Y NU—27 727 MINAT ZBMNMLE9,

LWy NU—T A7 V=7 MEBIIT 5121, [Configuration] > [Firewall] > [NAT Rules]
Z3#IR L. [Add] > [Add Network Object NAT Rule] #7 U v 27 L%,

WOy T —2 ATV =7 NI NAT ZBIN$ 521E, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] # R L, X NV —2 7V =7 MEfmELET,
AT9T2 HLWAT V=7 FOBEIT KOT 4= FICEE AN LET,

*[Name] : 7Y =7 b, a~z, A~Z, 0~9, EUF R, AT B, £l2lE
T —=A2aTOXFERMEH LTI EE N, AHNT 64 LFLUTIZT20ERH Y £,

«[Type] : RA N, Ry MU—2  FTHH,

« [IP Addresses] : IPv4 £7-1ZIPv6 7 KL 2, A FOEFHIFH—DOT FL 2%, #FHOE
BEBRBT RLREKTTY RL 2%, 7%y NOBEIXIPvE Xy NT—7 7 RLAE
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FA4FvFa54 2y ko—s A7y rnaToiE [l

T~ 7 (=& z1E. 10.100.10.0255.255.255.0) F72I1XIPv6 7T FLAB LT L7 ¢ >
7 2 F (7= & 21E. 2001:DB8:0:CD30::/60) Z# AL £,

ATY T3 [NAT]BEZ v a U RFERENTWRWEAIE, [NAT] 227V v 7 LTk v a v 2 REEALE
D

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 2 LET,

AT9 TS5 [Type] Re vy 7 X w2 UR NG, [Static] 23R L 9,

800 Add Metwork Object
Name: MyLBHost
Type: Host H
IP Address: 10.1.2.27
Description:
LNAT 2

{_?_'. Add Automatic Address Translation Rules

Type: Static

Translated Addr:

Advanced...

Help Cancel [ oK |

B[ITE

AT 76 [Translated Addr] 7 4 —/L KT, IROWTHNAOEMELZITVNET,

e IRANA TVl FOBEEIE. RILT RL2AZ AN LET, @A TV =7 NOHEEIT.
FEEOFHICBIT DRI OT KL AZ AN LET EEHNOR UEOT L2 S
EF9) . VT Ry bAT V=7 FOBEIL, EEOV TRy FNIZHDEEDT RV A%
ADLET (7 Xy FNOTRTOT FLABRFEHINET) |

MR Z L H ) L, Ry NI ATVl FEBRBRLET (FRIH LRy
U—0 3702l VBl LET) . 7 RVAORPAICT AT 7T 47 4 NAT 2% €T
HExF, ZoXT g EFERALET,

AT9 71 (EE) [Advanced] 7 U » 7 L. [AdvancedNAT Settings] % 7 12 7R v 7 A CIROA T =
VEFRELTCOK]Z27 Y w7 LET,
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B 77277« wiceNATOBE

s [Translate DNS replies forrule] : 747 7 47 4 NATICZ DA > 3 VEFHELRNT
<IEEW,

* [Disable Proxy ARP on egress interface] : ¥ v B> 7 [P 7 RLA~NDERF 7y o7 a ¥
VARPET 4 E—T NI LET, T uFTARP OF 1 B —T ALK L 72 5 ATREMED
HHRUUZHONWTIL, v~y BT T RLRENL—=T 4 T HZRLTITEEZN,

e =T v RE—FR, f ¥ —7xA A%&HE) [Lookup route table to locate egress interface] :
NAT =2~ RIZHEE LA v 2 =T = A Z &I RDVIZ, v—F vy I T v T %
HLTHIA =T 2 A Z2RELET, FFMCO VL, THOM =T = A 2
DRE] #ZRL TSI,

s (TN T ITN—T A N—=DA L H—T = A A [Interface] : T D NAT L—/L %
BT 2EROA =T =4 X (FEER) BLO~v T A2 =T =2 (5B5k)
ERELET, T7A4NVBRTEH, = ET ) Y T—T AN —%RTRTOA
YH—=T A AT S ET,

s [Service] : TAT T 4T A NATIZZ DA T a R E LRNTLEEN,

ATw 78 [OK]. FW\T[Apply] 227 U v 27 LET,
AT 4T N—)VINTHFRATHD BlEEEBEORR MO THAT5) 72, v— kv
I F T arBERLURWEY . NATL—)L T —TIEARAEZT 4 v 7 — LTk L
T, BHMIT1 DT D207 F - LET,

Configuration > Firewall > NAT Rules
Sadd - Fedt [Jockete + & F B2 @l - ©Q Find B Diagrom <7 Packet Trace
Match Criteria: Original Packet Action: Translated Packet
Seurce Intf Dest Intf Source Destristion Service Seures Destination Service
1 insde outside = statiel 2| HTTP_SERVER pir- servicel =1 staticz (5) =\ HTTP_SERVER. fr. servicel
outside inside B HTTP_SERVER M stabic2 - service 1 S HTTP_SERVER (5] = stabel il service 1
5 Metwork Object” NAT (Rule 2) o
2 insde outide [ HTTP SERVER & any 5 http 8, 209.165.201.3(5) -~ Originel — mehp
autside inside @ any B} 209.165.201.3 &e- http - Original -- &} HTTP_SERVER - hitp E

7AT2T 4T« Twice NAT DERTE

ZDIETIE, Twice NAT 2 LCT AT T 47 4 NAT b— LV ZRET B IFEICHOWV TR
Eﬁ L/iﬁ‘o

FIE

AT w71 [Configuration] > [Firewall] > [NAT Rules] &R L T, kOWFNEETLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U v 7 L£79,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 7 V v 7 L %7,
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ATy T2

ATvT3

74707 17 4 TwiceNaT D& [

s Twice NAT L— LV ZIBIRLC[Bdit) 27 U v 7 LET,

[AddNAT Rule] ¥4 71 7R v 7 ANRFRSINET,

N Tels! Add NAT Rule
Match Criteria: Original Packet
Source Interface: [ ==Any == '$] Destination Interface: ;.-L-;;-ﬁ.ir - ™
Source Address: any \_, Destination Address:  any \;i
Service: any &

Action: Translated Packet
Suurcek-ﬂ-lT Type: | Static +E

Source Address: == Original -~ - Destination Address:  -- QOriginal --

Service: -- Original --

Options
ﬁ Enable rule

[ Translate DMS replies that match this rule
[ Disable Proxy ARP on egress interface

~ Leckup route table to locate egress interface

Direction: | Both =
Description:
£ B

Help | i Cancel | ( OK }

(TV oY TN—T A NR—=DA L H—T =24 AHLHE) EETLA F—T = ABLV%
WA v B—T oA AR ELET,

N—T v FE=FTE, 774/ MIEE L EFEDT T DA v F—7 = A AT, Wi

EEWFOFT > a s, FEDA X —T oA ZAZBIRTEEST, 2L, 7V vy 7

N—T AU N=DA B =T oA A=V EFTIRTHEEIL, A F—T =2 AZERT D

VERHY FF, Tany) [IZINHDAL U H—T oA ANREENTWVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv, #FEA
=Tz AETRLET,

b) [Match Criteria: Original Packet] > [Destination Interface] K& > 7 # 7 U X kv 8561
VH—T o ABRIRLET,

@ Add NAT Rule
Match Criteria: Original Packet
Source Interface: |inside q Destination Interface: |outside _\q

2488414

[Action: Transated Packet] > [Source NAT Type] Kr» 7% 72U A KD, [Static] 3R L
F£9, [Static] 23T 7 4 /L FDOERETT,
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B 77257« wicenaT D

ATv74

Action: Translated Packet
Source MAT Type: | Static :’I

DFREITEE LT FLACORBEA SN ET, S0EOEHITH AL T 1 v 71230 %7,

240042

RNy FOTTOIPVAE X IPv6 DT RL A, oF 0 BETXRA v EZ—T =2 A Fy NT—7

ICHET 2L S0y bOT FLA (BEOKEILT FL AL~y B 75587 RV A)

EAILET, DN T Y FEEBRINTZ ATy ORI ONWTIE, ROKEZRL TLEE
Wy TIZTE, WHIEARNCTTAT T 47 4 NAT ZFITLETH, IMBAA NEEH L F

R
Source Destination
ﬂd\_ _/oms.d | |:|7
: Ny
10.1.2.2 Real: 192168 A
Identity Mapped: 10.1.1.1

a)

b)

Original Packet

10.1.2.2 --->10.1.1.1 > 10.1.2.2 ---> 192.168.1.1

Translated Packet

[Match Criteria: Original Packet] > [Source Address] {22\ T, A X %27 U v 7 LTEE
FOXy NI—27 FT7Vxl NEFRIZTN—T%EINT %), [Browse Original Source
Address] #A 7T TRy 7 AMBH LWA T V=7 bERIFINV—TE2ER L £, IPv4
T RUVAEIPV6 T RLADW 2 7 NV—TICAND Z EIXTEERA, 1 2DFA 72T
ﬁéihf“é%%ﬁ%@i# F 73 MEany T, ZOF T a it vy S
T RLVZS any ICRETDHEICOREN L ET,

Hame a3 [P Address Metmask
=}~ Ifvd Metworlk Objects
oA 10111 0,111 255,255.255...
Jﬂmm1 209.165.201.0 255, 255.255...

—FECr e ommm mma mmm me =

240775

(f£%E) [Match Criteria: Original Packet] > [Destination Address] {Z- D\ T, KR Z & 7
Vo7 LTBEDOR Y NI =0 AT V=7 b TN—T FIiFIA v F—7 = A R %R
927>, [Browse Original Destination Address] # 4 7 2 7Ry 7 AMBLH LWAT V=7 b
FIITN—TEAER L ET,

Twice NAT D E728HE1X, S8CIP T RLAZEHH I L TTN, 58T FLARIIA T =
VT, ST RLUAZIELIEEE., ZOT7 RLRICALT 4 v IV EMERETE 5D

D, BUIZTAT T 47 4 NAT 2T E9, 5887 R A& HE 712 Twice NAT
EHRELT, EEOT FLRZHT LRy NT—2 7V =7 N TV —TOERE721E

FETONL—LVDIEFATT 2 ETr, Twice NAT DMOKFE D —EA2TEHTHZ N TEF
9, FEABIZ DU TIX, Network Object NAT & twice NAT Dbl (4 <X—3) ZHH LT

TEEW,

RN EAERELT-AZT 4 v I A Z—T oA ANATIZRY, f v H—T 2 A A%
BIRLET, v F—T 2 AEEETIHREE., L PV — 2B EERE LTI, FHM
IZHOWTIE, RN— A ﬁbtx&74/ﬁNM‘61~~9)%§%L1<ké
U,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
74727 17 ¢ TwiceNAT0EE [

AT TS BHENT Ay 8T RLRAEZHBNLEST, 2FV, 58k X —T =2 A Xy hT—T|C

FRINDNNTy P T FVRA (o B 7KRELT FLAEEEDET FLR) TT,

a) [Action: Translated Packet] > [Source Address] IZ DT, AKX %7 U v 7 LT [Browse
Translated Source Address] 4 7 B 7R v 7 AP BLEBEDIREILT RLURITERIRLIZHD L
MRy NT—=2 A7V x7 hEFRIIIN—T 2R LET, EBEOT FL X (Zany 245
ELZSEA T any ZEH L £,

b) [Match Criteria: Translated Packet] > [Destination Address] (Z 2O\ C, AL 227 U v 7 L
THEFOFR Yy NI—0 A7 V=7 bERIFZNV—T %3INT 50>, [Browse Translated
Destination Address] %4 7 2 7Ry 7 AMLH LWAT V=V NELIXTNV—TEER L
9, WEOYyELT T RLVAIZFQDN 2y NU—2 A7V "NelT52 6%
TEET,

T RVADT AT T 47 4 NAT Tld, EEOT RL AL~y BT 7T RLUADM
FHIWCHIZRCA T V=7 VERIIIN—T 2R LET,

SETET RVAEEMT GG, A¥T vy v~ v EU71E, @F 131 T, Lizdio
T, EEOT FL AL BT RLAOEIZFICTY, 7272 L, REIS U TEARD
BIZTHTENTEET, FRHICOVWTIE, A¥ T 4 v 27 NAT (50 ~—) &ML T
LIPEW, HEENDH~YYEUTIPT RLRIZOWTIE, NATOH A RIA 2 (82—
V) BBBLTLIIEEND,

ATvT6 (FFvay) P—EREROFREILH— R R— M ET5EEY — A F— &AL E
RS

« LDO/NT y FOFEEILAR— M EIFSER— b (EEOFEE LA — MERE~y B 7%
JeaR— K) ZFBI L £ 9, [Match Criteria: Original Packet] > [Service] {2 DT, BEAKR ¥ v
27U w7 LTHR—FERETHIHGEOY —E R 7V =7 M %IRRT 5 ), [Browse
Original Service] ¥4 7 0 VAR 7 ANBH L WA T V=7 MEER L £,

c BRIy POREILAR— FEZITSER - (v y B EETAR— FERIEE
BEogEeAR— k) 5B L £ 9, [Action: Original Packet] > [Service] 2D\ TC, SR & >
7V w7 LTHR—FERETLIHGFOV—ERA 4T V=7 FEIRINT 57>, [Browse
Translated Service] ¥4 7 2 7Ry J AMBH LA T V=7 NEERRLET,

=R ATVl ME, FEILAR— MR- OB G EELZ LN TEET, EED
YP—bEA ATVl Nevwov BT =R FT Vs MOWHFIZ, EETTR— NELIT5
FER—=TFOWTNPEEETHILENHY 3, THEHOT 7Y r—a UREEDEEIT
A—M2EHT 255 (—#0 DNS — =72 &) ([ZEFE TR — M X O%EEAR— hOli s
EIRETDHIHLENRHY £, BEEOEELR— MNIbsmicfHESNE A, A7 V=7 b
TEEIAR— MR — FOM B EZEET L2 EIXFEALEH D THEAN, ZOEAITIE,
JEDRT sy ROY—E R FT V=l MIEBEOREILAR— M~y B VS sfer— MR
GENET, BWMENTZ ATy OV —E AL T V27 ML, vy B 7 SN EETR—
MNEBEOSEHEFR— MR EENET, N— FEaERT 556, EEOV—EX A7 T=2 bO
Tuhartewy S =R ATV bOT e haLOmFERICIZLET (& X
Xl G EBTCPIZLET) o TAT 7T 47 4 NAT Tlid, EBEOR— vy B 7 HK—F
DOEFIZFR Y —ERA ATV M TEET, Inotequal (FELL 2V | (=) HE
TP AR— IR THERA,
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B 77257« wicenaT D

ATy 717

RICH 2R L ET,

Name: web

Service Type: [ re tep

Destination Port/Range: ' B0

Source Port/Range:

Description:

.'[ Help ) [Cancel) E-—“ﬂlf—-a

Match Criteria: Qriginal Packet
Source Interface: [ inside

F#]  Destination Interface: | outside

Source Address: obj-192.168.251.164

D Destination Address:  obj-172.25.23.32

Service: web

Mame: web_map

Service Type: |T¢;-l-(p

Destination Port/Range: ' BOB(

Source Port/Range:

Description:

( Help ) (cCancel ) (e

Action: Translated Packet

Source NAT Type: | Static

-

Source Address: obj-192.168.252.128

_| PAT Pool Translated Address:

(&) [Options] fHI CNAT 47> a v %

oa]

D Destination Address: | obj-172.25.23.32

G Service: web_map

RiELET,

Qoo
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naroe=5y>5 I

Options
I'U'f Enable rule

| Translate DNS replies that match this rule

Jirection

Description:

( Help ) ( Cancel ) (E0Ks)

s [Enable rule] : Z D NAT L— V& A X —T W LET, ZONL—)UIT 74 /L K TA F—
T o TV ET,

o GEELHANL—/LDA) [Translate DNS replies that match this rule] : 5657 K L A %%

ELRWEATHLZOF T v a v EERTEETN, 7 RLRAZZNAHITERL TS
D TDNSIGEIEENBERNZD, ZOF T a3 ET7 AT T 47 4 NAT 13
SNFEHA,

+ [Disable Proxy ARP on egress interface] : ¥~ v B> 7 IP 7 KLV A~DERF /Ty ho7a X
VARP ET 4 E—T M LET, FEICONWTIE, [y BT T RLREL—T v
7 ZBRL TSN,

s NM—7 v RE—R, £ ¥ —7 =1 A%E) [Lookuproute table to locate egress interface] :
NAT 2~ RIHRE LIcA v =T = A AT 500, v—F Vw77 v 7%
EHLTHIA =T oA R RELET, FEMIZO VT, A F—T=A R
DRFE] BB L TITIEEN,

* [Direction] : /L —/ L% HFEIZT 521X, [Unidirectional] Z#8&R L %9, 7 7 4/ ;i [Both]
T, = VEZHEEMICTDE, NTT7 4 v I REBRDT RUA~OERZRET 50 %
B CEET, ZORTIE. TAMOEDIHERTLIHAERHY 7,

* [Description] : /L —/VIZBET BB % 200 SCFLINTEM L £,

ATv T8 [OK] %7 Vw7 L, fi\WT[Applyl &7 Vw7 LET,

NATOE=_AXR Y
IRDR—=I 5 NAT I A 7 7 2R R TEET,

+ [Monitoring] > [Properties] > [Connection Graphs] > [Xlates] : {# ] FF @ xlate 3 JX OV bl i &
N T2 xlate 23779 5 121%, [Xlate Utilization] 7°7 7 Z38R L £ 3, Ziuik. showxlate
o< ]\\‘ & IEJ%TTJ*O

* [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] : NAT D /X7 #+—~< A {EH %
FoRd HITiE, [Xlate Perfmon] 77 7 @R L £9°, Ziud, show perfmon =~ Kb
O xlate 1§ & [R5 TY,
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B woe=

NAT O & &

Network Address Translation (NAT)

F3v b
TA—L)
e 1) —2X 5 BA
X NU—2 7Y/ b NAT 8.3(1) Xy NI—2 ATV 7 hOIP T KL AD NAT %%
ELET,
WROBEMAZANEIITEHE S E Lz, [Configuration]
> [Firewall] > [NAT Rules] [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]
Twice NAT 8.3(1) Twice NAT Tl, 1 DD/L—/LTERETLTT FLAB IO

5097 R L ADMWT il T& £,

WO R NE T Z41E L7, [Configuration] > [Firewall]
> [NAT Rules],
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nat oEE

HaE

iy

TS5y bk
T4 —L
y—2

B

TAT T 4T 4 NAT D% ENAlRE R 7 1
FYARP BLON— Ly I T v

8.4(2)/8.5(1)

TATYT 4T 4 NAT DLUHIOU U —ATlE, Fax
VARPIIT 4 =T M EN, A2 —T = A R
DOWEIIEFIZNV— b vy 7 Ty IREH ST E
L7z, INHERETHILITTETERATLZ, 84(Q)
Pk, TAT T 4T 4 NAT OF 7 /L FEMEIZfh O
AXT 4w I NAT 27 4 X2 b— 3 OEMEIC—
BIdL2EEsNnNE Lz, Zhucky, 77400
TR FY ARP (34 F—7 &, NAT 27 ¢

Fal—valiZhOVHNA v Z—T oA ADBREZ I
HEDIRVELE FEESNTVWDLIEE) ., ZIbD
REEZTOEFFERITLLTEETL, @A x—7
NEREIT =TT DL TEET, BEDOXA
2T 4 v I NATOTF xS ARPET 4 B—7 T 5
TEHLTEDIHITRHoTVET,

83 LV LRHIDEREDSGE . 8.4(2) LAFE~D NAT ik
JL—/L (natOaccess-list =~ F) OBITICIE, 7 1%
YV ARP %7 4 £— 7 WIZT HF— T — R no-proxy-arp
BIONV—=F VoI T vy T a2l T5%F—U—F
route-lookup 23% 0 £9°, 8.3(2) B L 8.4(1) ~DFAT
(A &7z unidirectional & — 7 — Ri%, BITICfE A
SN0 E L, 83(1). 83(2). 8.4(1) 75 8.4(2)
Ty I 7= T 5L, B R T 5720,
RCDTAT YT ATANAT 2L T 4 Falb—Ta
(\Z no-proxy-arp % — Y — K & route-lookup ¥—7— R
NEEND LI/ >TWET, unidirectional ¥ — 17—
RIZHIBR SV E LT,

ZDOWDEH AT I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object] >
[Advanced NAT Settings], [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit NAT Rule],
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B wors
73wk
TH—L4LY

HEER IJ—2 e

PAT 7’—VEBLOTZ v Rrey 7 R XA
VNG

8.4(2)/8.5(1)

1507 RLADRKDYIZ, PATT KL ADF— L5248
ETEDXHT20E Lz, £72, A7 3T, PAT
7 RLVADOTRTOR— M EHFEHLTHL S —LNOK
DT RVAEERTZDOTIZRL, PATT KLAD T
T ReE B Y CEALS RX—TMITHIELTEE
T, ZHDHOKEEIZ. 1 DD PAT 7 FL A TEH D
B AT> CODIEAIZZIND DoS WEBOX G L 72D =
EERIETADICENLLET, R OREICLY, £
BDOPAT 7 LA Z IR ETE ET,

ZDOWDEH AT I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT
Rule],

7 Ra by PAT 7—/LVEID YT T, BE [8.4(3) T Ra b BN YT TPAT F— L2+ 5% & X
FOFRANDEICUIP T RLAZEHAT S W2, BA NMIBEFOEGERH DGH. TDHRA RNLOD
Bl DB TlX, AR— FAMEHAFRE THIULIE U PAT
IP7 FLARNEHINET,
EREINHEEITH Y TR A,
Z ORI, 85(1) 721X 8.6(1) Tl TE £H A,
PAT 7 —/L @ PAT "— ~D 7 5 » ~o&ips | 8.4(03) EHTE 2546, EBRORELR— MNEFR~ Y BT

A—MILTERAINET, 2720, EBEOFR— IR
FHTERWEAIE, T 74V T, v v BT R—
MIFEBEOR— FEZ LR CR— REE (0~511, 512
~ 1023, BLV 1024 ~ 65535) NOBIRENET, #
D=, 1024 LV H FOR— MMIIE, /NEW PAT 7'—
INDOBRH Y F9,

TALAR— NEEHEEHAT S T 7 4 v I B EEL H DY
B, PAT 7 — V2T 5 & &2, A XNER 5
3oDBOMRDVIZT T v MR — M AT 5 X
INTHRETE £9, 1024 ~ 65535 £721L 1 ~ 65535 C
7T

ZDOWDE AT I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z OFREIL, 85(1) 721X 8.6(1) TIXfFH CTE £H A,
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nat oEE

TS5y bk
TA—L1Y)
HERER )—= ELE)
PAT 7 — /L D HLEE PAT 8.4(3) A PATIP 7 KL A TIE, K 65535 oA — k&2 fEH

TE X1, 65535(HD AR — h TEHN AR5 78581,
PAT 7 — %t U CTHEIR PAT 2 A X — 7 /LT H 2 L
DTEFET, JLBE PAT Tix, B RO ET N LA
EIR—IEED, IPT RLATETIIRL, H—E X
T LIz 65535 fHOKR— FAMEH SNE T,

ZOWRDHEENEL SLE L7z, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z OMBEIX. 85(1) £/ 86(0) TIIEHTEEHA,
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B wors
TS5y bk
TA—L1Y)
HEeS )—2=R Bz
VPN ET7DOua—h/LIP T KL ZA&2H8 L T |8.4(3) Fhiz, WEry hU—27 T, By Y Ton/-ue—h

BT DOEEEO P 7 R L AT H#) NAT
JL— )

IP7 RLATIZRL, VPNETOEEDIPT KL A%
AT 2BE1/H Y £4, VPN CTldds. WNEx > b
U— T 78 AT HD, BoYTobni-a—nb1
IP7 RLABRETIHEESNET, 272 L, N —
NR=BIOFRy b= X2V T 4 NET DEED
IP7 RLRIZESIGAEREIL, a—BIP T R &
EEBLCETOEBEONRTY 7 IPT RLAIZREY
BENRHY F9,

ZOBEREIX, hU RV TA—T T LT DDA U H—
T2 ATARX—TINZTHIENRTEET, VPNt Y
Va UNESLETIRUIBI S NS & AT Y27 R NAT
JL—LISENIZIE NG K OHIBR SV E T, /L—/bidshow
nat 2> REMHL TR RTEET,

N—T 4 T DORIED TS, T OFREN ML TRV
X, ZOMREOMITHER LA, THEHOX Y b
U — 7 L OMERED AN A i3 5 1TIE, Cisco TAC I
BREWEDOELIZEI W, ROFIRFHEZMRL TS
A

*CiscolPsec BX XX T 74T~ ODHNY
A—hrZNET,

*NAT RV —BLOVPNRY >—REHINS X

AN, XTI IPT RLVA~NDY X —2 bT
T4 TIZASACNV—T 4 VT EINDEVLENH Y
T,

e — KARZ U R— SN ERA (L—
T4 T OMEDD)

cn—3IF (RTY vy IPERE) THR—FEh
FH A,

ASDM TliZZa<y Nig¥hAR— SN EHA, <
VRIA Y= VEFERA L Cavr REAHLLTLE
él/\o
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nat oEE

TS5y bk
TH—LY
HEeS IJ—= Bz
IPv6 D NAT ®DHR— | 9.0(1) NAT BIPv6 N T 7 4 v 7 Y R—1+FT25X912720,

IPv4 & IPv6 DREIOER LR — SIS Ed, IPv4 &
IPv6 DOER T, FTF L AT L2 b F— KT
R—FrEnhEHAiA,

WOHEENEF SILE L7z, [Configuration] > [Firewall]
> [Objects] > [Network Objects/Group]. [Configuration] >
[Firewall] > [NAT Rules],

Wig| & DNS/V v 7 7 v 7 H O NAT O 7R— | 9.0(1)
S

NAT /L—)LI3A 2 —T JVIZ ST DNS A VAT ¥ g
V&S B IPv4 NAT, IPv6 NAT, B X UNNAT64 %
EHT %6, NAT 35| & DNS vy 7 7 v 7D
DNSPTR L a— ROE#Z VR — T 5L 912720 F
L7,

Per-Session PAT 9.0(1)

Per-session PAT #EHEIZ & o T PAT O4EaRMED A B L
JTAZY T DGHEITEA N — =y MIME D
PAT #ft A fEH CT& 5 X 91272V £9°, Multi-Session
PAT #f5e1d, M= Mzt L CHlfl== > b &
FIEE & THMLENHY F9, Per-SessionPAT & v+ 3
VO THRIZ, ASA NS U 'y MG S, BIEIZ
xlate IR ENE T, 2DV kY MZEk-oT, =K
J— RIZRNEEZ e & fiftfik L. TIME_WAIT JRHE % [a]58E
L %9, XMAYIC. Multi-Session PAT Ti, PAT # A
LT MBMERENEST (F 74 M TIE308) .

ey b= KTv) bT7 74 v 7, 728 ZITHTTPR
HTTPS DA 1%, Per-sessionfEREIC L > T, 1 7 KL &
THR— R ENDEHRDKIBIEMNTHZER3H0 £
9, Per-session HEREZFEH L 72 WEEIE. FFEDIP 7
0 k3RS D 17 R L RO REEGERITR 2000/F
T, Per-session BREAFH T 255813, FFEDIP 7
0 k3T H 1T R U AOEEEERIL 65535/ %) 7 A
THALNTT,

T 74N K TlE, TRTOTCP b7 7« v 7 B L VUDP
DNS k7 ¢ w7 7\, Per-session PAT xlate Zfif f§ L &%
9, Multi-SessionPAT 2 L &5 8T 7 4 v 7 T2
Z X H.323, SIP, Skinny {Z%} L C Per-session PAT %7 «
=T MIZT BITIL, Per-session fH5/L— /L& AERK L
R

WOWE DA S4E LTz, [Configuration] > [Firewall]
> [Advanced] > [Per-Session NAT Rules],
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HaE

iy

TS5y bk
T4 —L
y—2

B

NAT/L—)L =D RT3 g0 a
Ty hETH

9.3(1)

A FZ—TINDOEPA . NAT L— /LD EHFITL—/L 2%
ANDFETHRICEH S, V—IVRBEDNT y—< R
WCHBRRIFTZL1TIH 0 FHA,

[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] i |2 NAT 3 BIIS NV E LT,

X4 U7 Z L— K NAT O¥LE

9.5(1)

Xy V7T 7 b— FEIITREUE PAT Tld, NAT T 1
W1 DDOR— FMEHAZRI D B TLOTIE RS, FHA R
WA= hrD7uy 7280 YTHENTEET (RFC
6888 AL TS Z&EW)

[Configuration] > [Firewall] > [Advanced] > [PAT Port
Block Allocation] =< K238 & 41E L7z, [Enable
Block Allocation] 473 = 7 k NAT 3 & O Twice NAT
AT aT Ry 7 APBIMIIE LT,

SCTP IZ%f3 % NAT R — k

9.5(2)

ABT 47 Ty NT—7 ATV =7 FNAT L—/LIZ
SCTPAR— hZFRETEH LIV E LIz, AFT 4>
7 Twice NAT T® SCTP DfEIIHEE S N EH A, ¥
A 72 v 7 NAT/PAT |Z SCTP ZH7R— h L T\ EH
oo

WOMHAAE T XU E L7z : [Configuration] > [Firewall] >
INAT] BIVAREEA 2T 4 v 7 Xy NV =0 TV =)
K NAT /b—/L, [Advanced NAT Settings] % 4 7 &2 7 7R v
7 A,

NAT D=k 70y 7810 4TI 58
w7

9.12(1)

NATOR— b7y 7 OEVYTEFHNTHE, F—
~7'm w7 OFERE L OHIBRHIZ S A7 A Tsyslog A v
t—UnNERSINET, BERZ OREERNICT S
L. RELEMTA v E—305017 N EK S ET,
AvE—UF, TOREETED Y THLNATHDTRTO
TIT4 7 HR—hTuay LR —FLET (Fu b
=z (ICMP, TCP, UDP) . *fEtd K U%ESEA v ¥ —
TxA A IPT RLA, A"— K Ty 7 %258 .

WOBEHEHAEE S4VE LT, [#A (Configuration) ]>
[Z74724—IL (Firewall) | > [FHE%E
(Advanced) |>[PATOR— bk TR YV EIY BT (PAT
Port Block Allocation) 1,
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Nt oEE |

TS5y bk
TA—L1Y)

HaE )—R

iy

B

I AR T TOPAT 7 RL2E 0 T |9.15(1)
DT, PAT F—LDflat 7> 3 VBT
T AN NTHEBIRY, RETERIRDE
L7,

PAT 7 RLANRT T AL DA L X— TG &N D 7k
NEFINFET, LA, 7 RV RIZTZ TAZD A
IN—IZEAT ST W72, PAT ' —)WZid T T A X
A= b 1 DOT7 RUVARMETL
7o ML= MIFK PAT 77—/ 7 FL ZZH LY
ARXDR— T a7 8L, TNbET TAZ AL
N=ZEAATH LD E LTz, HFA L —IZiE, [A
CPAT7 RLADR— T av 73 b0E4, Lizdo
T, J#E PAT (SR HEE & (TG UC, PAT 7' —/L D
B A XE 1 ODIPT RLAKETHOLT I ENTEFE
9, RN— b7 v v ZiE, 1024~ 65535 OHFIPHTS512 R—
fo7wvy 7 BEMTHYYTONET, A7 a T,
PAT 7 — W —VERETHEXIZ, 20Ty 7E
DY TICFRIR—F1—1023 %505 2 ENTEET,
7 z1E, B~/ —RTIXPAT 77—V IP T KL A&H 7=
0 65535 HOBHGT X CEMHET LD L, 4/ —FK
JIAZTIH, K/ — NI RBoOTa v 7 285 L.
PAT 7—/VIP 7 R L A 720 16384 fH DHEf: 2 WL ¢
xFET,

IOEFEO—BRELT, AX L RTarFl3r TAHX
WCTOEMEICEID V72, T XTD T AT LADPAT 7' —
IV, 7T MR — MEPH 1023 — 65535 i T&
HE DT F LI, LENL, flat 72 3 % PAT

TN NN EDDHZ LT, 77 v N E A4
varyCERATEELE, flaaF—U— KiZVR— K&
N0 EL, PAT 7—/VITHEIC T Ty M2 D

¥, includereserve % —7 — K%, LLEI flat Y7
F—U— RTLZA, PAT 7 — /LN OANT L 72 % —
J—RIZRVELE, ZOFTFvarz2Eif+se.

PAT 7 —/LNIZ 1 — 1023 DR — MEHZ G D H Z &N
TEET,

A= 7oy 7EYYTEEET S (block-allocation
PAT —nNA7var) &, T 740D 512 HK8—h
Tuy 7 T, EOT vy Z7EY Y TH A XM
AEnEd, £/2. 79 RAFZHNDY AT LD PAT F—
JVIZPEBR PAT X ET H Z L TE £ A,

FrBL/ZE S S FU7- i : [NAT PAT Pool configuration]
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B woe=
AN
2+—L4L1)

HEER 1) —X BEL]

VAT LTEFED NAT L—/LOFT Lkt 7
a0,

9.16(1)

FLnvkEZ >3 08 NAT b— LT — 7 LZBINS
Flic, Zok®Z v aid, VAT LOMERICRES R
FT, VAT ANEFITHEET 272D E R T XTO
NAT /L= Z D7 v a AZBmEh, Zhboi—
JUFIERC Lo — v K0 b S E T, DL, v &
TAEFRDONL—NLNE T v a v HBNE, 22— —
EFDN—)VINT AT KOO BERE & 15T 2 "TRetE
HOVELE, B a3 000 — V%8B0, HWE, £/
WEHIBRT 5 Z 1T £ ALY, show nat detail =~ >
NHICR R ESNET,

Ltk (<> 71%) OsEst L L TOEESR
KA A 4% (FQDN) A7 2= b® Twice
NAT Y74 — h,

9.17(1)

www.example.com Zf§E % FQDN * v U —27 A7
YV FE. TwiceNAT /L— /L OB (= 71%) O
ST L AL LT TEET, A7 A TIE, DNS
P R—=PHIRINZIP 7 KL AIZE SN TL— R
BRESIVET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



