ENAIL XY FT—O DA VARG D3

-~/

WDETIE, LTER EDERA )V 2y b= THASND 70 b aiZwtd a7 7Y 7r—
AU A VAR aAIOWTIALET, INHDAf AR g E, Fx T T
AV ANRKETT, FEOT e ha/ WL T, VAT v a v EFERTHILERH HH
H, BXOA AT v a v EEAT 220072 5B WL, 77V 5r—var Ay
Ta ha)l 4 AR T a COEEESRL T EE N,

cENRAN Ry NT—F A AR a rOE (1 3—)

cENAN Ry NT—F Fa halt A AT arDIT LA (10 %—)

cGIPA LV AXRT v arDF 74/ (10 2—)

¢ ENRA)N Ry NT—F A ART g VOERE (11 =)

CENAN Ry NT—F AU AR a v DE=HFY T (37 X—)

cENRAIN Ky NT—F A AT g DR (42 2—)

ENAW ALY NT—=D A VAR O3 VOBE

WO TIE, LTER EDENA NV Xy MU= THERAESNEZ 70 b a izt b A v AL
g il OWTEHBHLET, A VAR g TMZTSCTP b7 7 4 v 7 TR TE 5
P—r 2z bH Y £97,

GTP A VAR L a3 VDHRE

GPRS b U 7 7 b zbid, General Packet Radio Service (GPRS) 7 7 ¢ w7 HIZ
GSM, UMTS BLO'LTE * v hU—7 T &N E 9, GTP X, b Rl L OVEEL
a0 hanEEiLET, ZoTa hanlc kb bRV oERR, BE, BLOHIBRICK Y, E
NA N AT —3aIZGPRS 2y T —27 T 7 v ANREENET, GTPIX, 2—HP— F—
Ry NOBIEIZS N RV T A=A LEEHLET,

=R FunfF— 3y FU—=27F GTP 2 LT, = FRA » ME D GPRS /N 7
A=y LTCvATFTa harv oy he hrxr ) 7 LET, GTPvO-1 Tk, GTP I
gateway GPRS supportnode (GGSN) & serving GPRS supportnode (SGSN) [Ho> 7V 7 d

AR E AN Z SV PEVE |


asdm-719-firewall-config_chapter12.pdf#nameddest=unique_25
asdm-719-firewall-config_chapter12.pdf#nameddest=unique_25

ENALFY RT—0DA ARG ay |
B = 1 sxosmEEoRs

7O S ET, GTPV2 TliL. 77 U v 71X Packet Data Network Gateway (PGW) &
Serving Gateway (SGW) B L UMD = R4 > METITHiILET, GGSN/PGW (X, GPRS
TAX VAT —H Xy NTI—T DRy NTO—TJRDA X —T A ATT, SGSN/SGW
X, VT4, T—X By va VERH BT —HEMEFEITLET,

ASA ZH LT, RERR—I 7 /8~ M — kT HR#EZITZAET, T3 A& HR—2A
D GGSN/PGW . RiRA > b LEh L72 SGSN/SGW = RARA > FEICEEL, 77 4 v
JECGIPA VAT v a v BHALET, GTP A VAT v a v id, ZnbDT Y RKRA
YEIEDNT T 4 v 7 TOHEELET, GTPv2 TIX, ZiUES5/S8A v X —T7 = AL LT
BN TWET,

GTP 35 L U4 2 Blk& (3, 3GPP (H 3 = hT =2 o7 T my=2 b)) ICX->TEH
SNFET, FEMIZOWTIL, http/www.3gpp.org Z B LT &0,

TN LI KD BT EE DB

GTPA v AT v a U EERTH L. BENANAMKROBHOEEZ B CE £, BToLH
BB DL, RERE— U TGERERKET D DIENIOHBARH Y £9, =& 2E, A
A NVHRRD, KE ORISR OE T 30 3 UNICBEIT 572 8 & 2850505
WZH D 2RO CREN L 255 8T,

LEiou X 72T DL, AT Al International Mobile Subscriber Identity (IMSI) &
IR LW E T IEE S NGO syslog A v E—TU % L ET,

324010 (FH LWVPDP =227 % X hOfERk A /R L, #EmEEOE 22— R (MCC) | E/3A
NV Ry hU—27 a—F (MNC) ., fF#ER, BLOKEIE U Ta—F —NBIEREGR S
NTHWAELIDDREENET, BAIDIZ, B 72— LRl (CGI) F 721X E-UTRAN
v Jo— LBl (ECGI) b EnE T,

+ 324011 1%, IMSIZAPDP 22> 7 F X hOIERPIRGESINTZ 00 OBEI L2 L 2R L

9, Avb—I0F, URIBLOEALEDMCC/MNC, BFHRESR, BIUOWEIILLTE
JVID BRFERENET,

T 7V N TIL, syslog A v =X A LA UTERITEENEFA, ZNHDOA v E—
PEONMLTHY 2nn— 7 2@l 55813, A4 L A2 T EHENNIT HHEND
DNEFT, ¥FALAZ LT XU TIEGTPA VAT vay v v A IEENERA,
[Configuration] > [Device M anagement] > [L ogging] > [Syslog Setup] {Z##) L, [Enable Timestamp
on Syslog Messages] 4 7'v 3 AR L £ 7,

BT O X 7 OFMEICET MOV TE, GTP A v A7 v ary K v— vy 7D
wiE (12°—2) 2ZRLTIZEN,

GTP 4 VARY L 3 VDFIREIE
WIZ, GTP A VAT v a T BHIBFHEEO —# 2R~ LET,

*GTPV2 EFXF— Ny 7 Ay t—VF I R— SN TWEEA, IRBIFEIZFr Yy 7 ER
i—a—o

. ENALRYRT—=IDA VARG 3y


http://www.3gpp.org

| EXqLrybo—oDA02R Y3y
Stream Control Transmission Protocol (SCTP) A Y AARY L 32 &7 Rl .

» GTPv2 emergency UE attach %, IMSI (International Mobile Subscriber Identity) 737 £41 T\
LHENDHYR— P ENET,

¢ GTPA VAT ¥ a IO T — X dHmELE¥A, 2FV, By a VEROERE
#yot v a VISEOIERENIZ PGW £ 721X SGW MO EENT-TF—F D Z & T,

« GTPV2 DA, A v ALY 3 21X 3GPP 29.274 V15.5.0 £ CHAR— R ENTWET,
GTPvl D34 . 3GPP 29.060 V15.2.0 £ THAR— FENTWET, GTPvO DA, U U —
A8 FEFTHHR—FLTWNET,

cGIPA VAT g iE, B FIUPDP 2T H A RA~DSGSNEINY RAT7 &P R—
FLTWEREA, f VAT vavid, 794~V B0 X ViEFOPDP 27
R MUY RET7H2FEITTILERDHY £4°,

cGTP A VAT L a v EHIMNTT A L. GTP-in-GTP I 7B /AL EE AT AEEITHIC R
oy FENET,

Stream Control Transmission Protocol (SCTP) £ Y ARSH L q&TH
t R il fE]

SCTP (Stream Control Transmission Protocol) 1% RFC 4960 CinBH I CW£9, 71 ha/uik
IPREAOTLV 7 =— 7 F V7 7a hanSS7Ta2YR— kL TEY, 4GLTE T34 )L
Xy NT—=0 T —=%T7 7 F X IZBTDEHDA v Z—T A AJOEEET T haLThHH D F
7,

SCTP (%, TCP°UDP L[Aff, 7 ha)L AZ v 7 D IP O LI CTENWET D h T v AKR— |k
JE7a haTd, 72770, SCTPIE, 1O EDOREIILIP T RLAE721356% 1P 7 L |
D2HODT R ) —FRETT Y vm—ay EMEEN BN RdET v 2V 2B L E 7,
RIS ATFR—I U EMEINEY, TY YT —a TR, &/ — R FEExEsdk) T
DIPT RLADEy e, £/ —RFRTOR—FIRERINET, By NNOEEDOIP T KL
2T, OB AR T A0 07 Vo —3 g VZBEET bR T—Z 3y RO
EETLEIFERIP T RLAE L THEATEET, F#ENTIE, AvE—Va2%ETHE
DIEEE DA N —LFET D A[REENH Y £9, SCTP ND A kU — AL, iR T 7
Vor—varya—4 FyrxLezRLET,

WKORIL, T/ xm—3aretFOARN)—ALEOBGERERLTWET,

AR E AN Z SV PEVE |



ENALFY FT=O DA VAR V3 |

B scrxs—ronqozrsay

E1:8CTP7 ) T—LaveERX M) —LOER

SCTP Caontrol Chunks

SCTP Streams

SCTP Streams

SCTP Streams

ASA Zili 95 SCTP b7 7 4 v 7 o 586, SCTP AR— MIESWTT 7B A%l L,
TTVr—va b BOA AR va v EFATLC, Bz ANIL, A7 v arTtlifa—
K7a havID CTZ4NE2 ) TETD, 77V —va yEERNIC ey 7 v 725
k. FoiTL— MR TE £9,

A

GE) &K /—FiZ, R3ODIP T RLAZFESZ LN TEET, FRTHDHIZBAT-T FL X
FERESN, 7YY= ailEGEnNEtA, BB UFVIPT FLADE U AR—E, H
& T, ZNOEFATL5T 7RG — L ZFTERT 2 0EITH D EH A

WOHETIE, SCTP F 7 7 4 v 7 THHTE 2T —E ROV TEELLSEHALET,

SCTPRAT—FIILA VAR 7Y

TCP L FIEE, SCTP v 7 7 4 w7k, ELLEELEINTZ T 7 4 v 7 & RFC 4960 DIREN
REAIZONT LA PATHEIMICRESNE T, ROV o Fa VEENRKREI N, @HIN
i‘é—o

cTFX L IDEAT TTT BIOREE,

s BRREZ 7,

cEETR— B ESER—F, TYVZ—var UEA L7 NEBEEEST20,

«IP 7 KL%,
SCTP AT — K7V A VAT T aif, T/ vT—a VORBIZHE SN Ty oS
ANVETITHER EZITVET,

DTV E— 3 VHENED T2 O 4 SRR Y — 7 v A DRRGE,

T YT —a rBXIOA R —AND TSN OHEEEBR IO MR,

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY
scrp 7o w2408 [

e N—hE— NDOEEIZLDZHWT ¥ 7 MR LT EDT Y vyo— 3 OFE T, SCTP
TV RAA YV ME, BHBBIOEE L THE T vy o 7 2B ET 25860800 £,

INHOEHIF = v 7 BITORWGEEIE, BEDNT 7 4 v I 7T ADEHRORE (T3TD
HP—ER) THBHAINTWDE IO, BEDNT 7 4 v Y 7T AWK L SCTP A7 — kK /3o
INAEBRETCEET,

SCTP 7 U & A il{if

SCTP 77 4 w7 DT 7B A=V aET&EE3, ZThbHD/L—/LZTCP/UDP AR —  ~_—
AOL—NEBITHEY, 7r hant LTHIC sotp 2 L, R— FE 5L SCTP H— kT
T SCTP OV —VE A I T V=7 NERIBIN—TE2EKT B0, i3 F— N2 HBEETE
TEET, WOHEESZRLTIIZS0Y,

e —bERA ATV Y —ER T IN—TORIE
« JE3E ACL OF% T

e TV EA JL—I)LDERTE

SCTP NAT

SCTPT V¥ T—3 g UL A v E—Y DT NLRICAZT 4 v/ Xy hI—0 F 7P = 2 b
NAT ZH C& £9, A¥T 4 v 7 Twice NAT ZRETEX T8, SCTP7 /v T— 3 D
FEAEEYD MR PRTATH D0, ZHITHERSNEE A, ¥ A F X v 7 NAT/PAT %1f
AT5ZLIETEEEA,

SCTPHHDONAT X, SCTP 7 7 U — a9 LA YDA L ART g TiE7e< . SCTP AT —
RNINA VAR g Al oTREDET, Lo T, SCTP AT — F XA NRZAEZREL
TWAEAINE. NAT F T 7 4 v 713 TEEHA,

SCTP 7 Y45 — 3> LAVYDA VARY O3y

SCTP 7 7V —3 9 SCTPA VAR gt T4 NR ) TEANCTHZ &Ik,
TIRAN—NEILIIKRYIATZ ENTEET, X/ r—FK 7 ha/LID (PPID) (25
WT, SCTP NI 7 4 w7 7T AZERRIC N e v, a7k, 2030 — MHIRT 25 2
EMTEET,

PPID T7 4 VW& U 7T 58A1F, ROMICEE LTI EIV,

*PPID (X7 — X DO T=E D OFIZH Y, FED/ N7y NMIEEOT—% Fy o7 21
ODOHEHT ¥ 7 ZFFOZ LN TEET, Ty M1 OOHEITF ¥ 7 721385
T F X I INEENTWAEE, Blv Y TonzT77varR ey 7SI Tho8
Ty MIRry7EnEEA,

*PPID 7 4 VEZ VT HRMBHL Ty b Ray P E2idb— MlRT 2551, M7
VAIvHIZEY Rey SNy RREREIND I EICERELTLES Y, b—h
HilFR 2318 H & 4u7= PPID D37 v MIFFATCHBT 2 AR H Y 30, Rry 7S
NIZPPID D7y MIFOR ey 7ENET, Xy hT—7 EOZ DX 5 72BN K >
T ORMEERE TS D Z N TEET,

AR E AN Z SV PEVE |


asdm-719-firewall-config_chapter16.pdf#nameddest=unique_261
asdm-719-firewall-config_chapter16.pdf#nameddest=unique_261
asdm-719-firewall-config_chapter3.pdf#nameddest=unique_66
asdm-719-firewall-config_chapter4.pdf#nameddest=unique_81
asdm-719-firewall-config_chapter2.pdf#nameddest=unique_51

ENALFY RT—0DA ARG ay |
B scricevasimssE

SCTP (B89 5 HIfREI1E
SCTP ¥R — MITKOHIRFENEG ENET,

oK) —RiZ. MR3IDODDIPT RLAZFHFLSOZENTEET, EBRTHAZIZWEA-T R

VAFEHSN, 7Y vz—vailEgdEnEzti, B FYVIPT RLADE Vik—
T, BEIRICBHE £, SO E2FAT57 7 B Rl — L Z25ER T 2 0B ITH 0 £
A,

fEH SRRV E R —/WE SHRICHAA LT U P LET,

e VINFHR—A T RRA L "NDF 2TV AE 7 IPvd BLOIPV6 7 R LA XY R—k
INEHEA,

e Xy NT—0 F TV b RAET 4w NATIE, M~V R —FEN TS XA 7D NAT
T9, £7-. NAT46 B L ONAT64 TV AR — K SN EH A,

«SCTP Xy hDT7 T T AT — g ) 787 UL, Diameter, M3UA, 3 L OXSCTP
D PPID R—ADA L AXRT 2 a V) TUEINTZ N T T 4 v 7 IZDOHRFITENET,

*SCTP TIP 7 R LR ZENANITBINE 72 I1ZHIFRT B 7= DI &4 5 ASCONF F v > 7 i3,
PR—FENFEHA,

IP 7 RLRIZRERTEDHRA NAERETDHT-OIMEH IS, INIT B L OV INIT-ACK
SCTP A v & —=YHNDARA M/ T A —=2F, PR—FShEHA,

«ASA, F23FR Y U= HAOMOGFT THREINTNDNE D NNInrb b,
SCTP/M3UA (3% =3 X h =L F /R RA JL—F 4 2 (ECMP) ZH¥HR—F LEHA, ECMP
EHAT L E, BEORA N ARREN L Oy MEBRICV—T 7 TEET, 2
L. H—0D%%~D SCTP/M3UA /X7 v MGEIL, BHESN/EE RS 2 —T = A
AR DR H D T, IWERMIUAT—N—0LEEENDAREERHH E L TH,
WICEHENTE X LRIV F—T oA ATRHILENH Y £, ZOREDIERE L
T, SCTPINIT-ACK /37 > "3 Ry 7EjuES, Z4uE, show asp drop flow
sctp-chunk-init-timeout 7 o > % THER CTE £ 7,

Flow drop:
SCTP INIT timed out (not receiving INIT ACK) (sctp-chunk-init-timeout)

ZOMBENEELEEAIE, MUA Y —R—~DRAEZT v 7 — hERET DI, £
IR —_R—=2 L—F T ZRE LT, INIT-ACK /347 > RN INIT 2347 > b LA
CAVH—T oA AZMRIGERT DXy N -G 2 3T 5 Z L TRk TE £,

Diameter 1 AN 3>

Diameter /X, LTE (Long Term Evolution) 35X UM IMS (IP Multimedia Subsystem) @ EPS

(Evolved Packet System) 72 & DOWHARE A A L & EEEBKBER Y NV —7 THEHIN D
ik, WA, BT AU T 47 (AAA) 78 b =0T, RADIUS X° TACACS 28 2415
D> b U —27 T Diameter IZEX#x SN FE T,

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY

mavA 1 >z a> [

Diameter X b 7 > AR — KFE L L TTCP BLWSCTP Zf#f L. TCP/TLS & X ' SCTP/DTLS
Lo TCRERRELET, $7-. 73 a v T, 77— X470V FORE L LRIt TX F
9, Diameter DFEMIIZ-OUVTIL, RFC 6733 &ML T30,

Diameter 7 7’ U 7 —3 3 I, e —V—T 7t A, b—ERFEE, QoS, BLUL—
DIRTEE WS T —EREFHZ X7 2 E4TLET, Diameter 77V 7 —3 3 X LTE 7 —F
TIFyDEESFERa s be—N T —r A H—T x4 ATHEHAINETHMN, ASA I,
WDA 2 H—T A ZZDONTDI, Diameter 2~ > K 2— REB L OVEMEE~RT (AVP) %K
HELET,

*S6a: FEEVT 4 ~FX—V AL N T 4T 4 (MME) -dh—2 WV T A7) Fog Ly P—
B2 (HSS)

*S9 : PDN #— b+ 7 =A (PDG) -3GPP AAA 7’12 % I/H—/3—

«Rx : RY T —/ie L —LiEE (PCRE) - 2—/L & v i g HilfEsE (CSCF)

Diameter { o A7 I 3 > Cl&, Diameter =2 KA > b HIZE B —/L % BV CiR{E % 7 HE
WCLET, ZDOA AT g0, 3GPP A—V 3 > 12 2% R— kL, RFC 6733 ([ZHEHLL
TWET, TCP/TLS (M v AT v a kA X —TNVICTDHELEEICTLS ZEET25E) BL
NSCTP [ZIEfEH T £9°2%, SCTP/DTLS (ZiEfEH T £+ A, SCTP Diameter & 3 I
X2 VT 4 BEMT BT IPsec ZfEAH L £97,

Ny MNROEHRO Fa y T EEn X o 7 EORR T Vv a vy EEAT L0,
g v C, Diameter f VAT gy R — <o T HFEAL, TV A4A— 31D, o<
YR a—R BEOAVPIZESWT NI 74w 7527 4 VEZ ) 7 TEET, FBlICEES
7= Diameter 7 7 U 7 —3 a3 YOG A X I AVP HERRCTEX 4, 7402 ) 72k,
Xy NU—7 CHATDHNT 7 4 v 7 BT TCE £,

\}

GE)

oA Z—T A A LTENESTZT 7V 7r—3 3 %9 % Diameter A v — 13T 7 4 /v
FCEHFAESN, ESNET, 2ZL, 77 r—var Do TInbnTr 7 r— s
VEMWEET S0 O Diameter f L ANRT L a Ly R VU— <y T ERETEETN, b0
PR—=FINTWRNT T Y r— g AR LTa~v sy K a— RERIZAVPIZESNTT 2
valrERETDHILIITEERA,

M3UAA VAR 3V

MTP3 User Adaptation (M3UA) (. SS7 Message Transfer Part 3 (MTP3) LA v &iE#&E§ 5 IP
R=2AT7 TV = a VHADSST Ry NI =7 ~DF— T = A Z BT 27 T4 T 0 M —
N—7n1 ha)rcd, M3UAIZLY, IP*ry hU—2 ECSS7T2—H— 33— (ISUP 7 &)
ZFEATTH I EDNATREIC/R Y £9, M3UA JE RFC 4666 TER STV ET,

M3UA IZSCTP % F T v AR— @& LTHEHALET, SCTP AR— bk 2905 237 7 # /L k HR—
k9,

MTIP3L A YiZ, V=T 4T BLO/)—RT7 Ry o7 REDOxy NU—7ReZ i L
FTN, = FOBBINZARA > N a—FEEHALET, MUABIZ, BEXRA N 2—F

AR E AN Z SV PEVE |



B wsuasoronem

ENALRY bT=ODA VAR Y3y |

(OPC) BLOEARA > 22— F (DPC) #AHLET, Tk, IPBNIPT RL A%
LT/ — R&Eipl4 a2 & Pk 4,

M3UAA Y AT va d, RESIZT m b 2V AR L £3, 47 a T, BifER
TN =gy == Tt A (ASP) DAT—F Fxuv 7 BIOEIRINZA vE—
POBMDA v =V OMGEEFETEET, BERASPORAT — F F = v 7 BLERDIE,
AT — N TNV T == V= N—BUEIRGE | 737 T AN TOBERLERGATT,
7220, B ASP OAT— K Fz v 7id, EEXE—RFTOLEEL, r—Fy =T VU
TEFIZTE—RFX ¥ A N F— FTHEITLTWVAEAITEEL A (RFC4666 L V) . A
VAR avik, TURKRA U NI EICASP N1 O THDL EIRELET,

FFarsT, RA N a—RERFIYT—ER AU —% (S IZHESNWTT 7 ERRY
v—EEATEET, ¥ AvE—TC0Or I ABIRE A FITE ST L— MR EZ T
=FET,

M3UA 7’0 o)L ¥

M3UA A >V AT 2 a > Tlid, ROBEINETT ha sk cxEd, A AT g
X, BHEWS WSy b RFoy LT ZIZEeg L ET,

cHEDRA =V Ny H— A AT g T, Ny F—NOTRTDHT —L
REfER LET,

e NR—=Tar 1Dk,

AV E—VORINELIRESNTWDOILERDD £7,

s TRIBHDEEFRH LI A v —Y 24 7OV T AFFFTINEREA,
A vE—Y 7T ANTOESRA v =V IDITFHFTSNEEA,

NS a— R TF—HF Avyb—,
CHETEDH AT D1 DDO/RT A—=HDOHBPHFASHET,
eSCTP A F U —AL 0 TOT—X Avb—UIEHrENEE A,

* [Affected PointCode] 7 4 — /L RIZIRD A v B —VIZEHEENTVDHILENRH D . HENLTH
RS, Ave—ViE ey FEnET, FIHREZRsEE (DAVA) | FIFTE 7004l
St (DUNA) | s8/cfREER A (DAUD) . v 7+ U 7z (SCON) | FIF T 7220
s —H—# (DUPU) | #lfR&+7=%8% (DRST) .

DAy E—TINZONWTRA Y= X TORGEEBENCT DL, FFEDT 4 —/L FONE
PHERB I UORIEINE T, MIETAEK Loz A vt —Vik Ry 7S ET,
cFIHTE RV ——E (DUPU) : oo—H—/FH 7 ¢ —/L RME(E L, F&h7p
HEBLIOZ—V— a—FOAEREENTWNIXLERH Y 4,
e LT — T RTOMNMET 4=V SBEFEEL., A ENTEDOILNEG EN TV D LENR
HVFET, - T— Ao bB—I2F, FOZT— a—RFNOMNAT 41—V KREFEN
TWHMERHD 7,

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY
M3UA 1 > 2 <5 >3 vosirEE ]

I AT —HRALA TBIORT =X AEFERT 4 —/L RIZIE, FFA] SNTEDO HIN
BENLTWDOLERDHY 7,

T TV r—vary —n—TratR (ASP) OEEKERIEZAENCTHE, VAT
LI M3UA £ >3 D ASP DIRFEZHERF L, MRGEAERICIESWTASP A v E— T %5
AIEIEFr Yy 7 LET, ASP OB RIREBMGEA B2 T 5 &, T XTDASP A vE—
UHIRE I TICELE I NET,

M3UA £/ VAR L 3 VDFHIBREIE
WIZ, M3UA A VAT ¥ a3 BT BHIBHFEHO —# a2~ LET,
o NAT %, M3UA T —XIZHODIAEFNTWABIPT FLATIER— SN FEHA,

e M3UA D727 U r—3 g v —_"— 7ot A (ASP) WREEDFEZRIL. SCTP AT —
KNV A VAR g ARTFEDRH Y £9, SCTP A7 — k /XA /XA & M3UA D%
7R ASPHERRIZ. MU N T 7 4 v 7 ETHFEITLARNTLIEEN,

« B TR ASP DAT — N F = v I BUBEROF, AT — 7V 72— LA — R— 3N
B, £330 ZFAZNTOMERLERGAETY, 727200, BER ASPDOAT— |
Frxo it FEXE—-FTOLEEL, o— R =27 V7 Ei7e—RKey X b
T— FTHEITLTWAEAITEELEHEA (RFC4666 LV) , A A7 a)E, =
VRBRA VNI EIZASP N1 DT HDL EIRELET,

RADIUS 7HOUT AT AVARY L I VDBE

RADIUS 7 H 7 T 4 v A v AT 9 O B, RADIUS $— 3—%ffi f§ L7~ GPRS
Py FU— 7 OBRFERKEEZESZE T, RADIUSTADU YT A T A VAT v a %k
FTTHDI ¥ VT T4 ABFIMELHY FHEAN, GTP A VAT v a v BFEITL,
GPRS Z % E LARITHUTERDZH D £/ A,

GPRS % v F U — 27 OBFEFERKEZ, 22— LT, FHLTWARNWF—E 20Dk
KEITWET, ZOHE. BEOHDLBEE L, V—"—~DEHiEty b7 v 7L, SGSN
MHIPT RLAZESGLET, WBRENa—AEZKTLTH, WBEDOY——T/7 v b
DEEZFTET, 2037y MIGGSNICLE > T Fay FENETA, — =05 O
X777 4 77 FEETT, WEFIZHV Y TONTWIPT RUARfREKE L, Efa—F—
WCHED Y TCINDLOT, Efa—F—X, XBEEPFHT L - 205 ETHRENLZ
LT ET,

RADIUST WO T 4 T A AT g 0d, GGSN~D RT 7 4 v ZINIEHDOBEDMNE D
DEMERTHIEIZED, ZOXIREBEZEEET, RADIUST WU T 1 7 OHRE%R IE
LSRERELTELS &, ASA X, RADIUS TH YV T 4 V THROBMEA v E—T LT A >
T —UIZE £ 5 Framed IP JBME & OIRAFERIZE SO TERZUIMILE T, KT A v E—Y
® Framed IP BEED IP 7 RLANR—H L TWAHEAE, ASA L, —EHT 5 1P 7 KL A& FFOi%
Bt & O T X THREBELET,

AR E AN Z SV PEVE |



ERAL Y RT=IDA AR vay |
B = rxvro—sToraraozrsvavosieoz

ASATA v E—VEBRIETE 5 L 912, RADIUSH —N"—L OFFIHAMEF—Z2HETHZ
L TEET, HEMEBENREINTWRWES, ASA L., Y—AIP 7 KL A RADIUS
Aot —VERETEXALIRESNTZIPT FLATHLEVWI Z P52 F =7 LET,

Y

() GPRSZA FX—T7J/WIZLTRADIUS TH T T 4> T AV AXRT v a v ilfT 5L, ASA
XTI T 4 v T ERD STOP A v & — T 3GPP-Session-Stop-Indicator 2 = » 77 L T,
v HFVPDP 2T XA REZIELS B 9, BRIZIE, ASA T, 7Th oo T 4~
THEROKT A v =V PNa—PF—t v a rBLOBEET LT X CTOBREK T DRI,
A & —1Z 3GPP-SGSN-Address BN G ENHMERH Y £3, —#HOH— K X—F 1 D
GGSN (X, ZOREMNEZT 7 4L FTHEE LWEARH Y £97,

ENAII 2y FD—4S TJORAILAVARSS T UD
F4 2R

WKDOTa haLdDA AR g 00E, OBIZEEHFINTNDETA B ANKLETT,

* GTP
* SCTP,
* Diameter
* M3UA
ETIL AU REH
ASA A (ET V) ¥¥ U7 T4V A (F7 4L hTIEA F—T V)
Cisco Secure Firewall 3100 vy UT IA4EA
Firepower 4100 Xy UT IA4EA
Firepower 9300 X U7 T4 A
oI _XToOET IV XX VT FA BV AIIMMOET LV TIIEHATEEFA, 20T han
IIHRAETEEE A,

GTP A/ VARG 3 DTIAIL K

GTPA v AT v a U NETF 740 b TIEA X —T NI R> TnER A, 7L, 2—V—HY
DA VART gy <y FREEFTICAX—TNMICTBE, RONWEEITH>FT 74/ F~ v
TITIMEHEINET, v TERETIVNENDDDIL, B ENPMLERIGAEDHETT,

. ENALRYRT—=IDA VARG 3y
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TR L3y rI—8 1 v2xsvav08E |

s LT TR S NERA,
o BUR O Fe K ERIE 200 T,

o NNV DEREIT500TT, ZHE, PDPaT XX L (my RBRA 2 N OBITHEY
LET,

*GTP=V FARA L bDHA LT MI305TT, =2 KR A > MZiE, GSN (GTPv0,1)
B LOSGW/PGW (GTPv2) REENTWET,

*PDP 27T FAMDHA LT D ME3045TT, GTPv2 TiX., ZiUIRT I7- 27 F A
b A LT T RTY,

cHIROXA LT U NI TT,

T FVT BALT T RME305TT,
s bRV T DEA LT T MEKEFITT,
s T3ISEHXA LT 7 MI 20T,

« REAZ2 A v —VIDAFFA SN E T, matchmessageviiv2idrange 2~ R&FRE L T,

PAR—bFIh TR avy RRFA SN TV RWVWa~vy RE Ry 7 Leh, v 75
LT CEET, REROA v E—VRVATATHR— IR TWARWGTP Y U —
ATERINTZA v E—VIIRHLE Rl s E T,

ENAILAYRT—D A ARG 3 VDETE

FERA N Fy NI THEHENA T 3D Af AT 2 a3 3T 7 40 F CTHEII -
TWERAL, TSNV Ry hT—7 Y R—FTDHIZ0E, TNOLERETHLENHY £7,

FIE

ATV Tl (EE) GTPA v AU gy R — v 7ORE (122—)
AT T2 (EE) SCTP A v A~V ary R r— <y 7OHRE (16 2—)
ATw T3 ({EE) Diameter f V' A7 g v R — <=y FOHE (18 2—) |
V7 MU =T TIEEEYR— FENTWRWEMEERT (AVP) T7Z A NVZ V7T 554

X, Diameter f V' AT g R v— <y THEHTDHIHAZ L AVP ZERTEE9, &
A A I Diameter JEVEERT (AVP) OFERK (21 =) 2L T E I,

ATy T4 (TE) BE b &7z Diameter TCP/TLS F 7 7 4 v 7 AT AEE1E. (ROMBAIZHE-> T,
VB2 TLS X v 2B L £, BE5{k X172 Diameter ¥ v & g VO (22 X—)

ATFYTE5 (TE) MIUAA L AT gy R vr— vy 7OHRE 30 —)
ATFYT6 FERNAN Ry NT—T AL ART g DO —ERA R —0FE (343—)
ATy T1 (EE) RADIUSTH LT 4 v T AV AT a3 rDFTE B55—)

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B oroxrsoasgkys—<viome

RADIUS 7H T T 4 v 7 A v ART g 0T, BREEERKE) OFE#ELFT,

GTP A VAR 3 RYSO—T vy TOHRTE

&M
ATvT2

ATv73

ATvT4

ATy TH

GIP b7 7 4 w7 TBIMDNRT A—F —52FITTHRICT 74V b = TR =— Xl &
RWEAIT. GTP vy 72BN L. RELET,

IR HEIIC

—¥DO T T 4w IV BREAF T a T, BADEDICERERZHEHALET, b7 7
=7 D1 2EFEHT L5681, RONICIEREZRELIZIERERDO Y T2 ~ v 72 ERLE
7,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [GTP] Z&&R L £7°,
WROWTNNEEITLET,
c[Add] %7 UV v 27 LT, Ly 7 ZEMLET,

cNEBEERRTDHYy T HRIRLET, vy 7 ZmET HITIL, [Customize] 7 U v 7 LE
To ZOBRODFIATIL, v~y TENAZA XERITENT DL LET,

B~y 7OEE, 4l (K40 30F) EaZ AN LET, vy 7 E2RET D & 1
ERETEDLOITHADLTY,

[GTP Inspect Map] % 7 1 77~ » 7 A D [Security Level] = — T, < v 7 OBEDKE % HeZd
L%,

Ea—d~vy 7NT 740 MEZEH L TWL 00, FFAAZ A AL TWDLDNERL
FT, REZSOICHAZ YA AT DUEND L5EIE, [Details] 227 U v 7 L, FIAEHKT
£

Evk [IMSI Prefix Filtering] 78 % > 1%, ZOFIHOHZ YT INDHIMSI L7 4 v 7 A
TANB Y T EREST D a— My FTT,

[Permit Parameters] ¥ 74 7 U v 7 L CRERA T a UV EFRELET,

* [Permit Response] : ASA 78 GTP A V' A7 a3 V2 FITTH8A. 77 4/L hTASA

X, GTP ER THE I TV GSN £721X PGW 5D GTP &% Fu v 7 LET,
ZHUE, GSN/PGW = RARA > O T — )L ca— RANT v v 7%/ LT, GPRS
DOWRLAT—FT VT 4 Z2@mDTND L ZITRELET,

GSN/PGW /' — VU U 7 HFREL, B— K T T aPR—bT57-DI2, GSN/PGW
T RRA VY bERET DR Y VT =27 A7V =7 b I A—T%EK L, 2% [From
Object Group| & L CEIRL FE9, FERIZ, SGSN/SGW D7Dz xry NU—7 FT7 V=

. ENALRYRT—=IDA VARG 3y
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ATvT6

ATy T17

6P v2xsvay Kys—vy Tz [

7~ FVv—T7%{ER L, [ToObject Group) & L TEIRL ET, IEEITH GSN/PGW
28 GTP ERDEEYE GSN/PGW ERILA TV 27 b ZA—FIZBLTEY, ISELTWY
% GSN/PGW 12 £ D GTP IGEDEERFHFAI SN TWDEDA TV =7 b 7 —T T
SGSN/SGW 2% 5412, ASA TIENTF TSN E 7,

X NT—0 F T2 N ITA—T1F, = RRA L FEFRA N T RLAERIFT U R
RA MG TRy O LEIITE T,

s [PermitErrors] : %72/ hoA VAR U a VIRHIZ T — RO ooy N
FEy 7 LRWTASAMNLIRET D LZ2FFAIT MM E I DRELET,
[General Parameters] % 7 %7 U > 7 L, B Ad 7 a R ELET,

* [Maximum Number of Requests] : JGZEFEH TH = —THM S5 GTP BR O KEZ 7% E
LET,

* [Maximum Number of Tunnels] : # R & DT 7 7 1 772 GTP h U RNV OIEKREAETRE L
F9, AL PDPa VT XA MELITT Y RARA V FOICHY LES, T 740 M
500 T, HTLWERIZ M RVORERRIICET L Fry S ivET,

* [Enforce Timeout] : IRDOEEDT A KV XA LT T NEFATTHENEIDFEELET, ¥
A A7 7 b hh: mm: ss XTI,

* [Endpoint] : GTP = RAKRA > FDHIBRE D ETOIET 77 4 TR O R KIETT,

« [PDP-Context] : GTP £ v a > D PDP 2T F A FZHIfR+T 5L COIIET /T 47
R O KA T, GTPV2 TliX, ZAUIRT 77— a T F A LT,

*[Request] : V7 = A R Y VA N Fa—0bHIBRSND ETOIET 77 4 THRID
BKRIETYT, oy 7 SNEER~OEBBEOINES Ky 7anE T,

* [Signaling] : GTP > 77V ' ZBHIR SN D £ TOI T 77 4 TR O KIE T,
* [T3-Response timeout] : #f5t 4 HIFRT 5 £ TO, B HIRFH O R KIE T,

s [Tunnel] : GTP b > XU & D ETOIET 77 4 T OHRKME T,

WAL U C[IMSI Prefix Filtering] # 7427 U » 7 LT, IMSI V7 4 v VA T4 VB ) 7
e LET,

T 74N NTIE, GTP A Y AT 3 Uik, Ah7eE"f V1 R a— K (MCC) LEAN
AN Fy hU—7 a—F (MNC) OlAaeb¥sF v/ LEHA, IMSI LT 4 w7 A
TANEY T aBETDHE, ZIE37 v PO IMSI O MCC & MNC 23, #%7E & 7= MCC &
MNC OfiAGbHE &S E§, &I, Drop A7 v 3 VIZESHTROWTNNDT 7
varnNETINET,
« Dropnotselected (77 4/L k) : FOMAGOLEICHL—HL2VWEA, X7y MRy
TENET,

« Drop selected : 272< &b 1 DOMAE ORI —ET 256, Ny MIkey 7S
‘j‘o

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B oroxrsoasgkys—<viome

ATvT8

ENAN AR a—=RF0UADIHOETT, IMTEII2MfioEO T V7 4 v 7 AL L
TONBIMENET, EAAN Ry NT—2 a— NI 2HE-1E 308 FE T,

FFAEZII R v 75T _XTOMCC & MNC OfAGDEEZBINLET, 77 4/0 hTiL,
ASA [ MNC & MCC ODMAGDENRFENTHINE I DET = v 7 Lz, BRE LT
HEDENRENTHDINE I DEMHERT HILENH Y £9, MCCE ILOMNC 22— ROFEMIC
DWW TIEL, ITU E.212 )45 [ldentification Plan for Land Mobile Sations] ZZ& M L TL &0,

[Inspections] # 7% 27 Vw27 L, NT77 4 v 7 OFHEICHESNTERET DREDA VAT g
YEEFRLET,
a) WOWTNNEFATLET,

*[Add] 227 U v 7 LT, HILWEHEZBML £7,

cBETFORELRIRL, [Edit) 227V v 7 LET,

b) REHEO—FHZ AL LT, [Match] (b7 7 4 v 7 3HHEL KT HXLENRH D) 21T
[NoMatch] (N7 7 ¢ v 71 3EEHEL B DZ0ERNH D) Z@BRLET, KRIT, KEZRE
L/ij‘o

* [Access Point Name] : f8&E L2 IERERBLE T ERRBL Z A LT 78R RA LV M
W—BLET, 774NV T, BRRT 7V EARA Y MERFOTRITOA vE—
UREIN, EOARITHIFAENET,

« [Message ID] : 1 ~255 DA v — IDIC—HLET, | DOME IO %
ETEET, A vE—I2 GTPvl [MIFH (GTPvO & de) | GTPV2 M A4 ET
DRENRHVET, T 74N BFTEH, IXTOEDRA v E—VIDRHFRIEINET,

* [Message Length] : UDP <A 10— RO I3, & LIi/IME & I KIEDRMIZH D A >
“TZ*“‘/“(Z*@Q Ljﬁj‘o

s [Version] : 0 ~ 255 D GTP N— 3 NZ—HK L ET, 1| DOEE 7B O 2 &
TEET, T7AHNVETHE, TXTOGTP N—V a UBRFAEINET,

« [MSISDN] : PDP = > 7 F X MEZEER, v g UMERESR, BT T —&H
JEED A = NDFENAL L AT — g VEBRY T R 5 A NEEERE (MSISDN)
OIERERZ T L IEAEREIIERER 7 A LA LET, EHERETIL,
7€ ¢ MSISDN % 7213 MSISDN D #iilH % Fef1) D x M2 H DWW TRk C & £97, MSISDN
74N T GTPvI B OVGTPV2 DA THR— FENTWHWET,

* [Selection Mode] : PDP =1 > 7 & A MERELRNOBRINE— FOIFHRERZ G L E
T, BIRE— RFTIE, AvE—JICT 27 EBARA L M (APN) ORETEIEELE
TR, WOWTINTRD T, BRE—F 7400 &V 7%, GTPvl B L U'GTPv2
DHTHHR—FINTHET,

e 0 : MEERWEIr, APNIZENRA N AT — g U FERIIR Y N2> THES
NTEY, Y722V F g UBRHERINTWET,

el EFENAIN AT =23 APNIZTENSA L AT —3 g ko THREESNTE
D, 727V F g ANIFERINTOERA,

. ENALRYRT—=IDA VARG 3y
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6P v2xsvay Kys—vy Tz [

2: Xy hU—2, APNIZR Y hU—ZIZLkoTHREENTEY, 722717
Va VFHERINTWER AL

<3 THRIEA CREA)

) AvE—YIDO—HKZIX, ry hERay T TL03y MO L— NIlRR %5 5
HZDDONTNNERIR LT, LOTRCTO—HDOT 7 v aif, "y hE ey L
FI, TRTO—FIH L TaF U T oA X—TMITH0E I MRINTE ET,

d) [OK]ZZ7 Vw7 LT, A AXTvaryzBMLEd, LESUTTrEAZ# YKL
£

ATw 79 [Anti-Replay Protection] ¥ 7% 27 U w7 L, ToF VT A 7 varaRELET,

* [Enable Data Packet Replay Window] : GTP-U A v &—YDATAT 47 U4 RU %R
ELT, TVF VT VLA ZBINCTENEIDERELET, AT9A4T 47 U4 Ky
DY A RFA =D THY, 128, 256, 512, F721X102412720 £3, Ah7p A >
T URERENDE, U4V RTIEH LW — AR FIIBITLET, —A 2%
F1E 0~ 65535 DHEIPHTH Y, IRKMEICET HE T v B 73INET, £, Zhbid
PDPa T FA NI LIZ—ETY, Avt—IF, VT RAEENTY 4 FUNTHN
FHEBERRENET, ToF VT VAL ANy =B GIPT—H Ty h Xy 7T x
L. oz LA T5 X BRETHARERO LBy v a sy N Y x v 7 < DoS
B Z S OITHESL B £,

ATw 710 [User-Spoofingl| ¥ 7% 7 U L, TVFATS =T 4T FTva B ELET,

* [GTP Header Check] : GTP 7 — 4 /37 > hOWHANA 02— REZER L, P~y X —ndH
LDBEITEONTy N Ray P T omE I, Ty FRAT—T 4 0 T &FET 5T,
ZOFTva rEERTOINEND Y T,

[Anti-Spoofing] : Wi~ A B— RDOIP~y X —NOENA )L 2—HF—IP7 FL AR, &>
a UERRISE R E D GTP Il A v —JIZB0 S THNTWAIP T KL R E—FT 5
MEIMERRL, IPT FLAR—HLRWGHEEFZOA vyE—V% Ruy 755059
7 GTP-CZEUTEIN U THELOTIERWIIDIP 7 RUREMEH L TNy I—2R50
BETHLLICES (RS =T 4 07) ARHELRHV T, 7o F AT =T 0 T
SN TWD GTP-U T RLANHEFRIC GTP-C #H L CEV LY TEEDTHLEINE D
MEERLET, ZOMIRTIE, IPv4, IPv6, LUV IPv4v6 PDN ¥ A 73R — h &
S

ENANIHAI DHCP 2 L CTEDOT KL AZBET 5846, GTPv2 TOT Y Ro—
PF—DIP 7 KL 2% 0.0.0.0 (IPv4) F7-1% prefix:0 (IPv6) (2720 £3, TDOHE, VA
FRNINE Ay TR LERYIOIP T FRLAZEH LTy Ra—F—1P 7 RL &
EEHLET, KOXF—U— &AL T, DHCPTH&E LT RLADT 7 4 /v kD)
VEEELTEET,
* GTPV2-DHCP-ByPass : 7 KL% 0.0.0.0 £ 7= (% prefix:0 Z# HH L A, OV
(2. = F2—F—DIP 7 KL AN 0.0.0.0 721 prefix:0 DAL/ v b &2FFa]
LET, IP7 RLADOEIRIZDHCP 235 &, 2047 v a v iZT7 v FAT—
T4 T Tz I BNARALET,

AR E AN Z SV PEVE |



ERAL Y RT=IDA AR vay |
B scrroxxovasRys—<yTomE

+ GTPV2-DHCP-DROP : 7 FL % 0.0.0.0 £ 7213 prefix:0 ZHH L A, TDONRDY
2, T R2—H#—D 1P 7 KL A3 0.0.0.0 £721% prefix:0 DLGAITTXTONRT >
FeRay 7 LEY, 20O+ 7V a i, IPT KLU ADORAIZDHCP 2 H4 252 —
P77 B AT EET,

AT 71 [Location-Logging] ¥ 7% 7 U v/ L, ur—yaruX 7 7 ar#RELET,

« [LocationLogging] : /A AR DOGET DR 2B 572012, 7 A7 T A SO
O Z\ZEERT 2mE I M ERELE T, BITOELEZ BT 5L, RERR—I U5
KREFA T DD E T, Hion 72/ + 5 &, A7 LldInternational Mobile
Subscriber Identity (IMSI) Z &2 LV (X v E—7324010) GrEmidER I (A
t—30324011) SO syslog A v —T&2ARKLET,

2 — W —NEEREINTWAE/L 22— LD (CGI) #7213 E-UTRAN B/ 7' —
ZOVERI (BCGD) 8B 27 A vE—UIlEGH 56 1E, [Cal-ID] A7 a &R L
7T

AT F12 [GTPInspect Map] ¥ A 7 /Ry 7 AD[OK] %27 U7 LET,

INT, GTPA VAT a DY —E AR —T, A VAT vary vyl eERATE
F9,

RDBERY

<y T EERTREODL AR a R V—ERETELLIITRVFELE, AL
Iy RT =0 A AR g DY —ERARY —0FRE (B343—) ZBRLTLLEE
v,

SCTP 4 VAR g RO —TvTDHETE

L— MEIRZR2EDOT Y r— g VEEDNA v — R 7 h=/LID (PPID) (23T SCTP
N7 4w PIRET 7 var 2T A3, P—EARY —THEH I SSCTPA > &
Ry ary R — vy TEER LET,

)

GE)  PPIDIZT —H#DO0=E 0 OFIzH Y, FFED/ N7y MIEROT—% Fx 7731250
T v 7 2RO EMTEET, Xy MT1OOHIET v v 7 38RO T—% Fv
VINEENTVWHEES, BlvSToN-T7varBniey 7SR ThH 7y MIRey 7
SNFEHA, 2L 2IE, PPID26 % K2y 795 SCTP A Y AT v ary KR v— <y &5k
ETDHE, PPID26 7 —H F % 71X, Diameter PPID 7 — % F v 7 ZFpo7 v MIHES
S, Zory MIRey7FXEnEFdi,

. ENALRYRT—=IDA VARG 3y
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ATy
ATvT2

ATvT3

ATvT4

ATy TH

SCTP A v2xs a3y Ky v—vyT0EE [

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SCTP] #&{R L £7°,
RONWTNNEFEITLET,

c[Add] 27 UV v 27 LT, HLWw~y 72BNl ET,
e~y VEEBIRLCIBI) 227 Y v 7 LET,

LWy 7O8E, a1 (K40 XF) EHAZANDLET, v~ v 72RET D & XD,
EHETEXDDITHADHRTT,
SCTP 7—# Fx 7 DO PPID IZHESNWC, I 74 v 7% Kuy/, L— MR, £iinm

A

a)

b)

d)

e)

TREk L £,
RONTNNEFATLET,
*[Add] 227 U v 27 LT, HILWAEZEBINL £,
WEfFOREELZRINL, [Edi) 227V v 7 LET,
HHEO—H 2 (7L LT, [Match] (F7 74 v ZIXPPID & —ETHMENRH D) F72lZ
[NoMatch] (F7 7 4 v 71X PPID & R7RDZMENRSH D) ZEIRLET,
7o & 21X, Diameter PPID T [No Match] %8R L 72354 1%, Diameter % & < 9T PPID
WITA~Sy T InbERINSIET,
[Minimum Payload PID] Z &R L, {LE T, A7 5 [Maximum Payload PID] %8R L £ 7,
ATETITFE S (0~ 4294967295) TPPID # AJTE£7, PPID DU X Finbi&EIRT 5
Wik, 74—V RTLIRZ%Z27 Y w7 LET, KO PPID 2R L6, B
&1 PPID OFEPHICIEH S AL E 9,
SCTP PPID OEAED U A it
http://www.iana.org/assignments/sctp-parameters/sctp-parameters.xhtml#sctp-parameters-25 CTHERS
TEET,
—HET Ly e RFey 7 (LTrZICEER) T250, v ZIZiekd 20, £0Fr—
IR (FFr ey M (kbps) HAL) T 2200 &@IRL £,
[OK]ZZ7 Vw7 LT, AV AT varzBMLET, LEOSL T e RAZ2E YKL

£,

[SCTP Inspect Map] XA 7 R Ry 7 AD [OK] %27V v 27 LET,

INT, SCTPA VAT gy P—ERRY—TA VAR vary <~y EBEHTES
Lo F9,

AR E AN Z SV PEVE |
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ENALFY RT—0DA ARG ay |
B oviemeter 1o zxRxH a0 KL — <y ToRE

RDERY

< TEFERTREODAL AR g R V=R ETEL LRV ELE, AL
Iy RT =0 A AR g DY —ERARY —ORE (342—) ZBRLTLEE
v,

Diameter f VARSI a3V R —I v TDHRTE
S ¥ &% 72 Diameter 7' h FNVERTT 4V Z Y 7S 572D Diameter A & AT g v
RV ==y TEfERTEET, TOK, HEH2ERNIC e y £ de ZICiE T %
ﬁ—o

Diameter A & — 74 V2 ) 7 EHFET DI, 207w ha/VERITIRFC B EIW
B TER SN TND DT, ZNDLDOBERIZOWTH LWHGZ R > T HRERH Y £
9, 72 & 21X, IETFIZIX. http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml (2
RYBERFEHT TV r—var, avr Fa—F BROBEMHEST DU X RBRH Y 328,
Diameter f > A7 23 TV A RSN TWAHLTRXTOHEAZYR—FLTWEREA, il
HARIZOWTIE, 3GPP Web A F 2B L TS 7Z&0y,

A7 a & LT, Diameter f Y AT gy 7T A <7 a{E L, Diameter A > A~XY
arPAyE—U T gNE ) T HEELFERTEET, MOF T a L LTI, Diameter
AVARI Y ary R o=y T TTIANE Y T HREREEERT LI b TEET, 7
TART BT D LA VAT v ay vy T TTANE ) VA EEERT D
ZEDEWE, 7 TA Yy I TIIEMRREREELERTE, V7 A vy TEHAIATE S
EVIETT, ZOFETIEA AT v ay v v TICOWTHALETRN, 7 7A <y
THEH &N 25—, [Inspection] # 7T B2 FIETHHAINTHE LD LR L TT,
[Configuration] > [Firewall] > [Objects] > [Class Maps] > [Diameter] Z 3R 50>, F72idA
AR vay vy T OFRERFITHERT D Z LI L - T, Diameter 7 7 A ¥ v 7 ERETEF
R

Je

EXb UTFTHHATLIFIRCMZA T, =R R —DERFICA v ART g v vy TEHHEE
TEET, v~y TOREE. MERTIEICBERZRSFE LT,

1R BHEIIZ

—¥D N T T 4 VBREAF T T a T, BAEDTEDICERERZHEHALET, b7
=IO 1 OEEATLIHEIE. AW ERZREZIZERERO I 72 v 7 E2ERLE
7,

FlE
AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter] Z &R L 9,

ATY T2 ROWTNNEFRITLET,
c[Add] %7 Vv 27 LT, Ly 7 ZEMLET,
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ENALITY RT—=IDA VARG 3y

ATvT3

ATvT4

ATy TH

Diameter f VAR 23V K — Ty TOHRE .

vy TEBBRLUT[EA) 227 ) v 7358, TONKERRTEET,

L~y 7ORE ARl (RK40 XTF) EHEANLET, v v 7 ERET D L XL,
EHETELHOITHADOAHTT,

[INTA—% (Parameters) | # 7 &7 Vv 7 L, AT ar Z@RIRLET, AR — LM%
RALD Diameter EREZe A v —T % u ZII5ET 2008 5 D,

* [Unsupported Parameters] : 73— %54t D Diameter R A Fie A v — V% 1 7508k
THME DD, AR — hREIL D [ApplicationID], [Command Code], T 7213 [Attribute Value
Pair] D#EF A 0 JICFEkCTE £,

* [Strict Diameter Validation Parameters] : RFC 6733 ~®D ik 72 Diameter 7' 12 b =2 /L O HEHL A
Mz LET, 774NV BT, A AT 23 28 - T, Diameter ® 7 L — A7 RFC
CHELL TV D Z LR INET, By va VBERA v E— VORI LOAT — h+
TUORGEZBINTE £7,

[Inspections] ¥ 7% 27 U w7 L, T 7 4 v 7 OFEICHESNWCTRETIHEDA LV ART g
VEEFRLET,
Diameter 7 7 A < v FIZIHSNWTC, FREFA VAT v ar vy T T BEEERETDHZ
LiTkoT, FRIFEDOWGTT, NI 74 v 7 O—HEHRELTERTEET,
a) KOWTNEEITLET,
c[Add] %7 VU » 27 LT, FHLWEEZBEMLET,
EFEOREEZTEIR L, [Edit) 227V v 27 LET,
b) [Single Match] Z R U CHIEZ BEHEER T 5. F£7213 [Multiple Match] & 3R L T
% EFHT D Diameter 7 7 A ~ v T HFEINLET,
c) HHEZZ I TERLEGEIZ., KO- AT L LT [Match] (77 4 v 7 3HHEL

—HTHMENRDH D) F£7IL[NoMatch] (FT7 7 4 v V7 IZEMEL B DM ERDH D) ik
RUET, KIZ, HKEZLDUTOLIICHELET,

* [Application ID] : Diameter 7 7'V 7r—3 a3 V OLRTE 7213E S (0 ~ 4294967295) %
ANLET, BETHEGE TV ENTET 7Y r—a COEBPRS 25513, 2
ZHODZEDHZENTEET, 77V —va COARTE L IXE SN HE %
EFRTE, F1IDBLUE2ID OBOTRTOFZITHEHSNET,

INGOT Y r—a VTIANA BRI NE T, RoaT 77U r—va R
A—=FENETN, MOT TV r—ra b7 VAU TEET,

* 3gpp-rx-ts29214 (16777236)
« 3gpp-sba (16777251)
* 3gpp-s9 (16777267)

« common-message (0) , (F5A Diameter 7= | =1/L)

* [Command Code] : Diameter 2~ > K 21— ROLRTET2I1ZEF S (0 ~4294967295) %= A
HLET, BETAEERESNfTEN-a~r F a— RSN LBEIT. 2&B
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B oviemeter 1o zxRxH a0 KL — <y ToRE

d)

DA—FEZFHHIENTEET, Iv2 N 2— FOAFTEIZITH RN FHPE 2 &5
TE, F1a3—FBIUHE2 23— FOBOTXTORSITHEHSNET,

72 & 21X, Capability Exchange Request/Answer =~ > R =— K CER/CEA &7 5 1C
1%, cer-cea & ASJLET,

» [Attribute Value Pair] : BIEOAIZ L D AVP, AVP OFIFH, F2I3EMEOMEIZIKS<
AVP # & T £9, [AVP Begin Value] DAL, B A X L AVP D4 T, £721%
RFC & 721 3GPP HAIARICEEE I N TWNC, Y7 MU= 7 THEHEYR— ST
LDLDOD4FIERETEET, VA IPO@REIRTHIZIX, 74—V RFTL)RZ %
7w LET,

AVP O EZBAT AT, FBE DAL D [AVP End Value] Z48E L9, fHIC
KXo TAVP 2 AT HHEIE. 2BFHOa—RE2HEETEEHA,

F 7 3 @ [Vendor ID] % 0 ~ 4294967295 O#iPH TIRET 52 & T, BAEEZ I LIT
WiAteZ N TEET, 7= xIE, 3GPP XU ¥ — 1D (% 10415, IETF (%0,

AVP DT —4 XA TRV HR— SN TWIEEIZOR, [EOREEZRETETET,
Tl ZIE, TRVAT =X XA TRNHDAVPDIP T KL AZFRETE £, AVP
DV AN, FNENOT—H XA THRFRENET, FOLHIEEEET D0
X, AVP OF — X X A FIZL > TR £,

+ [Diameter Identity], [Diameter URI], [Octet String] : 2L HDT —4 X A T %A
THOINTEREBRFELIEREFRO I FA G TV FEERLET,

* [Address] : FRAT 5 IPv4 £72121Pv6 7 FL A ZFRE L £4, 72 & 21,
10.100.10.10 % 721% 2001:DB8::0DB8:800:200C:417A,

o [Time] : BRAGHRE LK T HEFZIBELET, W2 EETILNENDHY £, HF
M 24 BRI CHRE L £,

* [Numeric] : HHOHHZIFEE L ET, ANRFEFORMMBIX, 77— XA F12ko
TEp £7,

« Integer32 : -2147483647 ~ 2147483647

« Integer64 : -9223372036854775807 ~ 9223372036854775807
« Unsigned32 : 0 ~ 4294967295

« Unsigned64 : 0 ~ 18446744073709551615

* Float32 : 8 1D /MEUR KRBl

* Float64 : 16 A5 D /NMIURF L

—HTDHNT T4 v I L CFETTHT 7 vay Xy b Ray | #50O Re v
7L EREFeX ) BBIRLET,

[OK|ZZ VU7 LT, A VAT aryzBMLET, LEISCTTrERALZEEY KL
£,

. ENALRYRT—=IDA VARG 3y
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$ 2% L Diameter BEE~7 (AP) fer: [

AT 76 [Diameter Inspect Map] ¥ A 72 7R 7 AD[0K] %27 Vv 7 LET,

T, Diameter f > AT L a DY —ERA R —T, f AT ary vy TxfEH
TEFET,

RDRERY

< TEFERTREODOAL AR g R —ERETEL LRV E L, ERALL
I NI =0 A AR g DY —ERARY —DHRIE 342—) ZBRLTLLEE
Uy,

$H X 32 L Diameter BE{ER T (AVP) DYERL

ATy T
ATy T2

ATy T3

HLWBMEET (AVP) BNEFEI ., BRI D L&, I AKX A Diameter AVP % 1Ef% L T,
Diameter { > AXT v a R —<woAENGEERL, FHTAHZLENRTEET, RFC
FITAVP 2 EET HZDMD Y — 2035 AVP DIERRIC L E R R Z BS L £7,

B AK NAVP I, AVPBBEH @ Diameter f > A7 v a vy R — <= FFERIF I T A=y
TTHEATLIHAICOR, ERLET,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter AVP] Z3&#R L £,
[Add] #7 U v 7 LT, HLWAVP 2B L £,

AVP ZiRET D & XX, SiHOAEETTEXET,
WDOF T g EBRELET,

* [Name] : fER L TW 5 A% L AVP OAHT (K32 3CF) o BHEEE~T ORE 2 E#H
HEE1X. Diameter f v AT g R — <o T ERNT T TA v T TIDOLEZE
ZHRLTLLIEEN,

« [Custom Code] : 77 A X I AVP 21— R (256 ~4294967295) , ¥ AT LA CTEFRFHD T —
RERUE—ID OMAHEDOEEATTTSHZ LT TEERA,

« [Data Type] : AVP DF —% X A4 7, IROWTNNOTTAVP ZEHETE £, HLWL
AVP 3BIORIDBEA X, Z DD I A % I AVP 1T/ERRTE £ A,

7 L2 (IPT FLADHR)

* Diameter ID

+ Diameter Uniform Resource Identifier (URI)
«32 By MREVINEUR

e 64 B MEEIINEUR
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B ==ishi Diameter v 3 v oBE

+32 by MK

<64 B ML

T Ty NIFS

« BFZ

+32 By FOFFE R LK

<64 By hORFE e LI
* [VendorID] :  (fEE) AVP &ZEH L7z ¥ —D 0~ 4294967295 O ID F 5, =& 213,
3GPP X 4 —ID |% 10415, IETF |3 0,

* [Description] : (fE&) AVP Ot (F Kk 80 L)

ATy T4 [OK]Z27 V7 LET,

=S5 I f- Diameter v 3 U DBEE

Diameter 7 7V 7r—3 3 N TCP LTI SL N7 — X 2T 256, 1 VAT V3

VNEA =TV DT 4N E ) TN N E T DI DIy NNEER T H I LILTEE

@m LTl oT, Z4VZ VT —EERL, ZNDEREB{EINTTCP N7 7 4 v

WHEATHEE, TLS 7 a X v 2R ETLHMLENDY £7, bz T 70>

Tﬁﬁ@7mhzw% EAHT2I2E, Ped b B TY, ZOKEIXSCTP/DTLS h 7 7 1 v
T SN EE A,

TLS 7 u X3t s LTHELET, Zo7aXxid, I 74 v o z2E kL, AL
ThOHERSEL, BIOSERICHEHELET, Lienos T, EHOmMl (Diameter #—/3—
L Diameter 7 74 72 F) X ASA ZEHHTHILERH Y, T X TONEENLERIAFEL
AL TWARENRSY 7, TLS /v X v 2R ET DL, 7 VX VG EL 5B fE L
THEILERHY F9, ASA BB ETA ROF X VGEHEICHETAEL BB L TLFE
A

KOKL, Diameter D27 T A T > PRI UY—3—& ASA DHOBEKR L BHEHKLT 57
OOBEE LR LET, TOET /AT, Diameter 7 74 7 MIMME (EE Y7 1 <
F—TALNZT AT 1) THY, T Ra—HF—TEbV £HA, V7 DOHEMDCAZE
AEIX. U7 ORGHUIOGAEDBAIHEHA SN LD T, =& 2iE, ASAT ¥ TLS
Y —/3— CA REMFE(L, Diameter/TLS 7 7 A 7> FEEOELIEH S D DT,
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2:DiameterTLS A VAR 3>

B5{t &Ntz Diameter £ v v 3o 0BE [

—_—

Diameter TLS 7 54 7 >+ (MME)
e 7547 IDIFAE
¢« ASATLS 7 v H—/3—0D

IDFEFAEDBAICEHIND
CA FFHAE

ASA 7’'a %> TLS P—/3—
o« Br——ID GEHIE
e Diameter TLS 7 7 A 7 > @ 1D

AEEDZEAIHE A S D CA
AIERA

ASA 7uaxT TLS 7 747 b

« JTIAT LV RNID (REZT (47
721X LDC) FiFE

* Diameter TLS H—/X—® 1D zEBH

EOBELIMHH IS CAFEH
=

=]

Diameter TLS #—/3— (7L 71
V)
o P— 3—ID G E
cASA' B XL TLSZ FA4 7 b

DIDFEAEDELIZFEH SIS
CA FFF &=

Diameter TCP ¥—/3— (TLS %7
7— K)

Diameter f ' AX7 2 a VDO TLS 7 a X E2RET HITIE. ROFT T arndhv £9,

« 7JLTLS 7 ¥ : ASA 3 O Diameter 7 71 7 > b & ASA 1 X O Diameter h—/3—
IO T 74 v 7 #fEE{b LET, TLS Y — — L OEHEBERE ML T 121X, koA
varnbnET,

CRBT 4w TR IITALT N NTANKRA Y FEMHEHLET, ASA X,
Diameter —/N— L OB(EIFZ, §°XTO Diameter 7 7 4 7 > MMZE UFEAEZR L
F 9, Diameter —/"—IZL > TR TA TV MBRILELIICRADZDT, 7747
VRTEIEINEY — B R RMET S Z LIETEERA, ., ZOF T v a iR

LDC 5LV L EE T,

s —ANHFAF Iy ZiEE (LDC) ZHEHLET, o4 7 a2l T5H L.
ASA T Diameter ¥-—/3— & OIBEWEIC, Diameter 7 7 A 7> F T &Il —E DIEHE
ZaxLET, LDCIE, AT —& ASA ML OB LWEBAERE, ZIELEZ 94T
Y NIDFEAENL DT XTOT 4 — /)L RE2RFELET, ZDHFETIE, Diameter —
N—TITAT N T 740y OfHMERR EL, 7 T4 7 > FMEHZEORMICH
DSNTEINE —ERAZ R TEH L IR £,
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B oiemeter 5572t 09— —EEERORE

« TLS A7 11— K : ASA & Diameter 7 7 A 7 > NED 8T 7 4 v 7 ZHEBAL L £ 325, ASA
& Diameter ' —N—[TZ U 77X X MEREZEH LET, ZOF 7 a1E, 7314 X
RO KT 7 4 v 7 DMEESNGETNLEEN D Z L0320 RS LTV A35A12. Diameter
P—R—=NASA LRI LT — 2o ¥ —ICHIUXFATRRETT, TLS A7 v — K&/
b, VEREESAIEENRL DT, N7 44— AR LEIELENTEET, =
W, A7 a v OFTHRHETY, Diameter v —3—%, 7 FA T FDIPT KL AD
FRZFEDSWTEIE Y —E A2 TEE T,

30T RTCDHAT Y g 1%, ASA & Diameter 7 7 4 7 > M OIEHEBAGR IS L CIR URR & 2 4#
HALET,

N

GE) TLS 7 FIIITLSVIO~ 12 Z2EHALET, TLSDONX—Ta UV EEFAASL — 2R TETEE
7,

& OIETIX, Diameter £ > A7 2 g VDO TLS 72X 2RET D HEICOWTHHALE
7,

Diameter 7 5S4 7> DY —N\—EEBERDHRTE

ASA X, Diameter 7 7 A4 7> MIX L TTLS 7y —_"—L U CTHREL =9, FHE(EHHE
BIRZ NI+ D121
* ASA DY — R—FEAE~DBLIMEA INT-FEER (CA) FEAE% Diameter 7 74 7 2
MZA UHAR— b TDHIHLERDHD ET, ZHIEX. 7747 PO CAGEAER N T £2137
FGAT v NIMERTAMOBFTIRESN TWAEA N H Y £, FFHEOMEHOFERIC
DN, ZI9AT UV MO RF2 A MEZBRBLTLIEE N,
CASAWN T TAT v M EEETE S L 51T, DiameterTLS 7 T A 7 M DFFHAE~DE4L |Z
ER&ENTZ CASFHELZ A VAR — MTAMLERND D F17,

RO TNETIL, Diameter 7 7 A 7 > N DOFEHE~OBLITMEHA SN CAFEBHELZ A AR — |k
L. ASATLS 7r X ¥ H—_"—THHT 5 IDAEHEL A A — b5 HFIECONTHH L E
9, IDFEAEEZ A AR — 95DV IZ, ASATHOBAEAELZER T £4, £7/-. TLS
TaX T EERTHEXICINODHEEA VR— b THZ L TEET,

FIE

AT w71 Diameter 7 74 7 2 FDOFEHE~DZBLITHEH S TS CAFEHEELZ ASA N T A iAo v~
MZA v AR—FLET,

ZDOFEIZ L > T, ASA 2 Diameter 7 7 A4 7 FEIEHETE E9,

a) [Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [CA Certificates] %
EIRLET,

. ENALRYRT—=IDA VARG 3y
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Diameter 1 Y ARI LI VADRE T4 v I V5472 MEAEICE S ILTS TOXF L ORE .

b) [Add] %27 Vv 27 L, FTZARMKA L bOARIZATILET, 72L& 2L, diameter-clients
mEE AN LETS,
c) FEFAEZEBMLET,

SFAEZLZ 7 7 A b A AR — T 5D, PEMIER TR Y 11T 55>, F£7212 SCEP 2 1{#
LCAVAR—=FrTEET,
d) [Install Certificate] %27 V v 7 L7,
AT T2 GFHEEZ A VAR—FL, ASA7 X2 $—R—DIDIFHEB L OF—XTHD b T X bRA
v R EERLET,
ZDOFIAIZ X - T, Diameter 7 7 A4 72 F2S ASA ZEfHTCE £,

a) [Configuration] > [Firewall] > [Advanced] > [Certificate M anagement] > [l dentity Certificates]
ZIEIRLET,
b) [Add]Z7 VU >Z L, hTAMKRA LU FNOLARIZATILET, 72L& 2L, tlsproxy-server-tp
mEEANLET,
¢) [Import the identity certificate from a file] ZFR L, @5 X7 L —X&E AL, 77 AV
(pkes12 ) 2L £7,

FlE, FLVGEAEEZER X £,
d) [Add Certificate] %7 V v 27 L £,

Diameter 1 AR O 3 VDR BT A4V I V54T MEBRAEIZKBHTIITLS 7O+
TDETE
Diameter " —/N—23F_XTD Y T4 7 > MIX L TR CIFAEZZITAND Z BN TE D55
X, Diameter ' —X— L @ET D L XIMHEHT L ASAHDORZT v 7547 > FiEAE
ERETEET,
ZORETIE. ASA L7 547 MY (Diameter 7 A 7 2 k& DY — R—EHHEROHE

(24 =) THHINTWAXH1T) . BLUASA & Diameter V— X—[ICFE A DOIEFE
BARZ ML TAMENSH Y £9, ASA & Diameter — X—OEFEEHIIR DO L B Y TT,

* Diameter Y—/3—® ID FEHE~DBELIZMHEH SN7= CAFEHELEZ A VAR — T2 MR
HDHDOT, ASAIL, TLS N> Ry =A 7 Y —_"—D IDFEHEEZRIETE £,

* Diameter ' —/N—HEHE L TWD 7 FA T 2 FEHAEZEEZ A VAR — b THOXERHY 97,
Diameter " — N—MNFZFEHAELZEFE L TWWRWEAIL, OB IMHH S5 CAGEH
EE2Y— =t AR — LT, ZEHICOWVWTIL, DiameterV—X—D RF 2 X + %
ZHLTLIEEN,

FIE

AT w71 [Configuration] > [Firewall] > [Unified Communications] > [TLSProxy] = &R L £,
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. Diameter f VAR LA VADRAT A VY V54TV MEBHEIZKSTILTS TOXF S DHRE

ATy T2
ATvT3
ATv74

ATy T5

ATvT6

[Add] 7 U v 7 LET,
TLS VX4 & EELET (72 & 2 if diameter-tis-static-proxy) . [Next]ZZ7 U 7 LET,

Diameter 7 74 7 > b & DOV —N—EHEEFROEE (24 X—) TEML TLS —r3—
ToaXx U IDIEAEEZBEBINLET, [Next)] 227 U v 7 LET,

FRIDFEAEEZER L TR, [Managel 27 U v 7 L CGEIITCE £97, [Install TLS
Server’s Certificate] # 2 U v 2 LC, Diameter 7 7 A4 7> D CAFEHELZ A VA F—LT5 2
L TEET,

MEIE L, =" =MEHTE X270 7Y XA (55X %2, EHATRERT

NAYZXADYANET 7T 4T TATY XADY A MBITT 52 LIk o TERTE £

T, B FREBELRZWEA, 774V MOV AT AORESHABNEHR I ET,

GE) T A NAMOYA, £7E Diameter 7 74 7 2 M EEEHTE S LHEE L TCWDIGE
Ik, ZOFEEZAF Y F LT, TLS 7ux 37 4 F 2 L—3 3 > T [Enable
client authentication during TLS Proxy handshake] % SRR C& £,

[Specify the proxy certificate for TLS client] Z &R L, RK&E=FEIT L ET,
a) ASATLS 7uxy 7747 NHOFEHELZEIRL 7,

FIEREHELAZBIML T RWEEAIL, [Manage] 27 Vv 7 LTAT<BIMLET,

b) Diameter —/N—DFEE~DBALTMEH S 7z CAGEEZ 7280 L TW e WnGETE,
[Install TLS Client’s Certificate] 27 U > 7 L CiBML £,

o) ULE) Z7I7A4AT YV IPMERHTE2EX2 T 0 7T XA (HEEHFR) &, A6

BRTNVIYZXLDYANNST 7T 47 T7AT) ZLDOY A MIBITTAHAZLICL>TE
#LET,
TLS 7' & & U MER AREZe k5 A B L TV R WA, 7 1% 23 [Configuration] >
[Device M anagement] > [Advanced] > [SSL Settings] D 5 LF% EIC L » CTEZRINT- 7/ v —
I AL — N LET, T 740 h T, 7 r—ULlE 5 L ~UL i medium
T9, 2F V., NULL-SHA, DES-CBC-SHA, 3 X O'RC4-MDS5 % (< X TCTOR B H N
HTE £9, ASA T RICHEHATTREZR LD L IT R D AL — M EFATHHEAITDI,
TLS 71 & @B o 5 A fE LET,

d) [Next|Z27 Uwv7 LET,
[Finish) #7 V » 27 LT 6, [Applyl 227 U v o LET,

RDEZRY

Diameter f ' A7 2 a ) TTLS 7uX v EFHATED L9172 L7z, AL Ry b
T—0 LA AT g DY =R R —DFRE (B42—) 2R LTLIEEN,

. ENALRYRT—=IDA VARG 3y
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Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

Diameter 1 ARSI O a3 VAOO—AIL ZAAF IV URAEIZLS LTS 7OXSD

[ 19—

ax &

ATy
ATvT2
ATvT3
ATv74

ATy T5

Diameter ' —/3—T2 74 72 b T LI —BOFFHENLBER2GA/IT, a—IV XA F I v 7
FEE (LDC) ZAKT 2 KOOI ASAZRET LN TEET, ZNLOFERAFEIZ, 77
AT IR L CODHFE L, EO®RITMIESNET,

ZORETIE, ASA &7 T A 7 Ml (Diameter 7 7 A 7 > b & DY — R —{ZHEBRORE
(24 N—) THHENTWS L) . BLOYASA & Diameter Y— 3 —RIZFH A OFHH
PR ZTENL T ALERNH Y 4, REIL Diameter f V' AT a VDA XT 47 754
T2 MREBAEIC LD 7N TLS 7u X O E 25 3—) TillHAT 20 L RETT R,
Diameter 7 7 A 7 > FEHEZLZ A VAR — T 50O VICASA ETLDC 2ty b7 v 7T 55
NHE72 0 £9, ASA & Diameter — N—DEFHEHIIRDO LB Y TT,

» Diameter Y—/N—® ID GEBE~DBL I H S 4172 CAFEHELS A AR — b3 2 4E)N
HDHDOT, ASAIL, TLS N> Ry =A 7P —_"—D ID FEHEEZRIETE £,

«LDC F 7 A bARA & FEAERT DR H Y £7°, LDC H——D CAFEHEL =7 2
A— bk L. Diameter ' ——{Z4 U R— T HLENRHY £9, =7 AR — FREITKRD
LB T, AEDOA AR— FOFEMIZOWTIX, Diameterr—N—D RF¥ 2 A &
ZHLTLEEN,

Tl
X

FIE

[Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] Z#R L £,

[Add] %7V v 7 LET,

TLS 7u x4 % HELET (7= & 21X diameter-tls-ldc-proxy) .

Diameter 7 7 A 7 > k& DY — N—FEAKRORE (24 ~—) TEMLTZ TLS $—r3—

X IDREAEEZRNLET, Next) 227V v 7 LET,

F72ID GEAEZER L Tt i, [Manage]l 27 U v 7 L CBIMTE £9, [Install TLS

Server’s Certificate] 22 U 7 L C, Diameter 7 7 A 7> FD CAGFHEEZ A VA h—9 52

EHTEET,

MBS L, == TE X270 73U XA (EEHX) %2, HATRERT

NAYZLDYARNOT 7747 TNAITYZLDY A MIBITTHZ LICL o TERTEE

T WisHRERELRWEA. 774V OV AT AOKFHAMEH SN ET,

GE) T A NBWOYA, £idDiameter 7 7 A 72 M E[GHETE 5 L#E L TWDHIGA

I, ZOFNEEZAF Y7 LT, TLS 7% a7 4 ¥ a2 L —3 3 T [Enable
client authentication during TLS Proxy handshake] % SeRUiE[RC & 97,

[Specify the internal Certificate Authority to sign for local dynamic certificates] Z %R L. WO FH%E
FITLET (P 74 VBI#OT F 2 MIERL T ZIW)

COFNET, FEAFL F—DRIERLTH L Z L 2RHEE LTWET, LEREHEFEL F—%21F
REHDEGEIE, TNEZRIRL, EX2 VT 4 7T Y ZLAOFEICHEA T ZSV,
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B viemeter 1 2 RH LAV BOO—HL FAF S v HTRBICE B TS TOFLORE

b)

<)

d)
e)

2

h)

)

k)

)

0)

0= EA Ty VAAEOF— XTOHAIE, New] 227 Vv 7 LET, (BR¥v
BFRRTAHINIFA T TRy 7 ADY A ReBHTHLERHY £, )
FLnF—~7D4HE] (Idc-sgner-key 72 &) TIHH RSAGEHEZ/ERM L £7, [Generate
Now] #27 U w7 LT, ¥—%{ERLET,

[Manage Identity Certificates] & A 7 2 77K v 7 ZAIZRYD £7,

[Certificate] Z 3R L C [Manage] %2 VU >~ 7 L, ASATLS 7uXx 7747 N DL
HES IO —2ERL £,

[Manage Identity Certificates] A 7 227 7Ry 7 AT[Add) =7 U v 7 LET,

NI A MRA v MCAETZMITET (de-server 72 L)

[Add a new identity certificate] Z 3R L F 7,

[Key Pair] TiX, m—Hh/V A F I v Z7iEAEF—HIT/ER L2 D & [F L% — 28R
LET,

[Certificate Subnet DN] Cid, L E7eikil4 BIELZ S IRL £,

TR, ZAOIEA LT 7 4V hTF, Diameter 7 7Y r—a Y TV =7 R4AICH
TAHEEOEMLEND B E D DEMHR L ET,

[Generate self-signed certificate] Z R L E T, ZD/NT A —F [THHETT,

[Act as a local certificate authority and issue dynamic certificates to TLS Proxy] Z 3R L £ 77,
ZOFTva Il ko T, ZOEHEN LDC FHITIIC R £,

[Add Certificate] 27 V v 7 L £ 7,

[Manage Identity Certificates] &% A 7 1 77K v 7 AR YD £7,

FERR L7213 02 0 OFEAEZEI L, [Export] 7 U v 27 LET,

Diameter —/3—|ZA VAR — N TE D LD IFEAEL 7 AR — M T HHLERH Y £7,
77 A% & PEM ERXEZFEE L. [Export Certificate] 227 U v 7 LET,

[Manage Identity Certificates] & A 7 1 77K v 7 AR YD £7,
AEAEZRINLIZEET, 0K 227V v o7 LET,

[TLS Proxy] 7 « %' — RIZIR YD £9°, FEFAED [Certificate] 7 4 —/L RTEINI LT 72
WEAIE, AT EIRLET,

(EE) 7947 METEREX2) T 0 703 XA (5 HK) &2, W
RERTNALIY XLDY A NNST T 47T AITY XLDOY X NMIBITTAHZLIZk-
TEHLET,

TLS 7' & % o 3 MEH AIRE 725 B N a B3 L W24, 7 'a % 203 [Configuration] >
[Device M anagement] > [Advanced] > [SSL Settings] D5 5{LEEIC L > TERSINTZ S
0= U BAL — A LET, T 74/ 8T, Zu—UliEE L ~ULik
medium T9, 2% ¥, NULL-SHA, DES-CBC-SHA. 1 X U'RC4-MDS5 %#Fr< X TD
W FMER TE E£9, ASATRIZHEHFEER D EITERLR DAL — T %
Bz DI, TLS 7'u F AEBI oK 5 5 Nz e L £,

[Next] #7 U > 27 LET,
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ATv 76
ATy 17

Diameter 1 2<% >3 VAGTNS# 70— FIck 5 Ts 7o+ oz [

[Finish] #7 U v 27 LThrb, [Applyl &7 U v 7 LET,

LDC CA FEBHE % Diameter —/3—(ZA Vi R— hT&EB L H IR0 F L=, FIREIZOWTIEL,
Diameter " —/3—D KF¥F =2 A F 2B L TLZEV, T—HF (L Base64 XA TH D = LIk
BELTLIEEY, = =21 F VA E 7213 DER BB M E 225513, OpenSSL Y — /b
EHEALTEREEBRTIHILERH D £,

RDZRY

Diameter f ' AX7 2 a  CTILS 7’aXx v EFHTEL K R0 ELE, ENAL Xy b
D=0 A VAR g DY —ERA R —DOFRE (B342—) 2L TN,

Diameter 1 VAR 3 VADTIS A 70— KFIZKA TS 7OX L DETE

ATvT1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

ASA & Diameter & — S—[HDF v h T —27 NRANLETHD EHEELTHDLEA1E. ASA &
PR DOT — X Zh 5t T /T p—~v A aANEEBTCEET, TLSA 78— K%
92 &. TLS 73 (X Diameter 7 7 A 7 b & ASA DB D® v v a9 v & 2{b/AE 51k
L¥9 7, Diameter V' —/X—TZ7 V7 T A M&fH L £9,

ZDORETIL, ASA LT T4 T2 MO AEDOEHEBREMHNLTHMLENHY ., 21Ul XL
D ERENE L SN ET, ROTFNEEEITT DRI, Diameter 7 74 7 > b & DH— — (51
BfROBRE 24 =) OFIEEETLET,

FIE

[Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] Z &R L £79°,

[Add] 27 Vw7 LET,

TLS a4 % HELET (72 & 21X diameter-tis-offload-proxy) .

Diameter 7 7 A 7 > b & DY —"—FHEAKOKRE (24 ~X—) TEMLZ TLS ¥—/3—
77XV IDREHEEZRINLET, [Next) 227V v 7 LET,

F72ID GEHEZER L Tt uiX, [Manage]l 27 U » 7 L CEMTE £97, [Install TLS
Server’s Certificate] # 7 U »» 2 LC, Diameter 7 74 7 D CAGEAEEZ A VA F—1LT 52
EHLTEET,

VBIZS T, == TELEF 2T 0 7Y XL (EEHR) &2, EHATRERT

WA ZXEDYARNET VT 4T TNAAYXADY A MIBITTHZEICL s TERTEE

T WS AZELRWEE. 774V bOVRT LAOK ST ABEH EhET,

GE) T A NEMOYA, £7-iXDiameter 7 7 A 7V M EFFETE 5 EMEE L TWAHEGA
X, ZOFNEEAAFY LT, TLS ¥y a7 4 ¥ =2 L —3 3 > C [Enable
client authentication during TLS Proxy handshake] % S&4Rfi#fR T & 97,

[Configure the proxy client to use clear text to communicate with the remote TCP client] % 38&4R L |

Next] #7 U > 27 LET,
[Finish] #27 U > 27 LT 6, [Applyl 227 U v 7 LET,

AR E AN Z SV PEVE |
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B wuarozxovaskys—<yiomE

AT 77 Diameter I"n— L TCP & TLS TIZ &4 5728, Diameter V—/ =057 T AT h~D b7
74 o7k LTHE, TCP A"— b & TLS iR — MIZEHL4 5 NAT L— L A#RELET,

£ Diameter 4 —/N—HDOF 7T =7 F NAT L— V& {ERR LE 9,

a) [Configuration] > [Firewall] > [NAT] Z#R L £,
b) [Add]>[Object NAT Rulel #27 V v 7 L£7,
c) HARMTuRT 4 EBEELET,

*[Name] : =7 Y= 2 b4 (7o & 21X, DiameterServerA) .
*[Type] (A7 =7 FDBFE) : [Host] ZRRL 57,
« [IP Version] : i . IPv4 % 7213 IPv6,
« [IP Address] : Diameter —/X—® IP7 KL & (/=& 2%, 10.100.10.10) ,
« [Add Automatic Address Translation] : Z D4 7Y g NIMLTIEIRNL TLZE W,
* [Type] (NAT L—/LD&4E)  : [Static] IR L £,
* [Translated Addr] : Diameter —/3—® IP 7 KL A, Ziix, £ 7V=2 FOIPT F
VA LR CICA2 0 £ (72 & %1% 10.100.10.10)
d) [Advanced] 7 V v 7 L, KO [Interface] 35 L U\ [Service] 7> a V EHELE T,
* [Source Interface] : Diameter % —/SN—ZHf T 54 & —T7 = A A RINL ET,

* [Destination Interface] : Diameter 7 7 A 7 > MI$ERET 64 V¥ —T7 = A AZER L F
ﬁ‘o

* [Protocol] : [TCP] Z3&R L £,
* [Real Port] : 3868 & AJJLET, Ziuk., 7 7 4 /L k@ Diameter TCP A" — &K 5T,

* [Mapped Port] : 5868 & Ay LEF, ZiuL, 7 7 4/L k@ Diameter TLS A" — h &5 T
R

e) [OK]% 7 U7 L. [AddNetwork Object] ¥4 7R 7Ry 7 AT[OK] % b D7V v
LET,

RDBRY

Diameter f > A7 2 a V) TTLS 7u X v EHHTEA L2122 L7z, EA/L Ry b
D=0 L VAR g DY —E AR —DORE B43—) 2BRLTLTEE N,

M3UAA VARV RYS— Ty TODERTE

M3UA A VAT vary R vr— <o 7w FEHLT, A2 b a— NI T 7 & Al
ERELET, F72, 7 TARLKATHNZA vE—V% RNy 7B L — MlBETE £97,

. ENALRYRT—=IDA VARG 3y
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&
ATvT2

ATvT3

ATvT4

M3UA £ v 2<5 33y Ky v—yTnEE [

T 7 XNV RDORA Y b a—RFERZXITUTT, JIOEXEZFER L TCWAEAIE. AU r—<y
TTERINAIEXEZHEELET,

RAVEF a—FRFEHREFA =Y 7T RCESNTRY —%2@H L2 WnWiEaid,. M3UA R
VY — <o 7ERETHILETLYVETA, v TR LTA VAR g VAN TEE
-3‘0

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [M3UA] %I L £ 7,
WONWT N EFEITLET,

c[Add] %7 UV v 7 LT, HiLve vy 7 ZEMLET,

eV T EMmET DI, vy TEBRLTCIBA) 227 U v 7 LET,

B~y 7OEE, 401 (K40 30F) EaZ AN LET, vy 7 E2RET 2 & 21
EETEDL0EMPOHLTY,
[Parameters] ¥ 7% 27 Vw7 L, MERA TV a U EFRELET,

«[SS7]: X FU—Z THEHIHLHSSTD/NU 7> bk ITU, ANSI, Japan, China, Z D#
FralioT, KAV N a—RFOFENREABRELES, A7 a v EaRHELT
M3UARY v —%EAL72%IE, RY U—ZHIBRLARWRY EF I TEEA, T 741
kDR Y T 2 MZITU TY,

[Enable M3UA Application Server Process (ASP) state validation] : F#& 727 7Y r—3 3 v

== TR (ASP) WEOHGRZFIATTH20E I D, VAT AIMIUA LYV 3
> D ASP DIRHEA HERF L, MEERSRICHESWTASP A v —T% K v LE9, ASP
DR 7 RERGE AR 2T D &, TXTD ASP A v —VRMRE SN TITIRE SN E
T, EBRASPDAT — b F v 7 BNERDIT, AT — M7V 7 2 =)L — =R
EGa, 70037 T AZNTOEERLEREETT, 7272 L., BER ASP DA T —
FFxvZit, EEXE—RFTOLEWEL, D— Ry =7V o7 FHE7n—RFEy 2 b
E—RTETLTWDLEAIEFEELEEAL (RFC4666 LV) . AV ATzl =
VRBRA L RZEIWZASP RN 1 OB D EIREL £,

[Enforce Timeout] > [Endpoint] : M3UA = RARA > N OFEEHEREZHIBRT 57 14 Fv &
A L7 TN (hhmmss BR) o, A4 L7 T FEAHTRWIGEIL, 02 EEL T EEN,
77 /L MiE 3043 (0:30:00) T

[Enforce Timeout] > [Session] : g% 72 ASP IRREDHER ZH AT L TV DG D, M3UA
vy a v EHIBRT ATZODOT A KV XA LT DU M hhmmiss B THELES, A
LT U P eI RNERIE, 0ZIEEL TS EE W, 77 4/0 ME304 (0:30:00) T,
ZDEALT U BT LE, RILTcEy v a Y ORIBRZIIETE £,
[Message Tag Validation] : FEE L7 A vt —Y XA TORED 7 4 —/v KONEZ ERE
FORRGET 20 E 9D, MEETE Loz A vy =V ey 7 ERET, MREEE
A=V AATIZHoTRRV IS, BRET DA v E—VERIRLET,

AR E AN Z SV PEVE |
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c FIATE v gEde——E (DUPU) : oo—H—/HAE 7 ¢+ —)L RBIEEL., Bhre
HARHBLIO2—— a— ROANEGFEFNLTWDHLENRH D F9,

T — TNTOMHET 4 —/V EPHEL, FRSNEDOHBEEN TNV D LEN
HVET, HFTIT— Ay E—VI2F, £OTT— a— FOUHET L —/V FREEN
TWOHRENDH Y £,

I AT —HRALA TBLIORT —X AERT 4 —/L RIZIE, §FA SNTEDOHN
BENLTVWOLERDHY 7,

ATy 5 [Inspections] ¥ 7427 V> L, NT77 4 v 7 ODRECESHNTEETDHHFEDA LAY Ve
CEEELET,

a) WMOWVWTINNEFITLET,
c[Add] 27 U w7 LT, HrLWEREEZEBEML £,
cBETFORELRIRL, [Edit) 227V v 7 LET,

b) HBEO—FKZA 7L LT, Match] (F7 7 4 v 7 I3RKEL T HLERH D) 2T
[NoMatch] (K77 ¢ v 7 3L B VENH D) ZBINLET, KRIC, BEZRE
LET,

*[ClassID] : MBUA X vt —T D7 T AL XA THRAELET, ROFKIZ, HiHATHE
EERLET, ZNHEDORX v E—UDFHMMIZOWNTIE, M3UADRFCE LN RF 2 £
UT—varEZRBLTLEIN,

M3UA A vt—C 95 R Ayt—TIDERAT
0 (BHEHAYE—) 0~ 1
1 (A vt—) 1

2 SSTV T F VT Xy hU—ZEE |1 ~6
A yt—)

3 (ASPHRIEA LT F A2 A vtE—) |[1~6

4 (ASP NI 74w AUTF LA Ay |1 ~4
—)

9 N—T 47 —FHAvE—Y) |1~4

«[OPC]: ¥IERA > a—FK, 2F0 + T 74 v 7 DEETEZRALET, A1 b
o — RX zone-region-sp JEZU T, A EEFRITMHH FTREZ2EIX SS7T NU 7 M Lo THE
ZAQL/B 3

ITU : RA v b a— R 3-8-3 XD 14 vy METT, EOFHIT,
[0-7]-[0-255]-[0-7] T,

. ENALRYRT—=IDA VARG 3y
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M3UA £ v 2<5 33y Ky v—yTnEE [

*ANS| : KA > b a2— RIiL8-8-8 KD 24 & METT, fEOFIFHIL,
[0-255]-[0-255]-[0-255] T3,

«Japan : RA >k 3= RIiE54-7 XD 16 £y METT, EOHFHIL,
[0-31]-[0-15]-[0-127] T,

eChina: R"A > b a— KX 888 XD 24 vy METY, [HDOHPHIL.
[0-255]-[0-255]-[0-255] T,

« [DPC] : #ESERA o h a—RERELET, AA 2 ha— &, OPCIZOWTHML
TW5 BV, zoneregion-sp XTI,

* [Service Indicator] : y—E R A P —2FKSERELET (0~ 15) . HEHAREZR
P—ER AP —HTROLEEY TT, TNHOH—ERX 4 D7 —X DI
DNTIE, M3UARFCBEURF 2 A FEBRL T EEN,

0:

« 10
o 11

<12

«13:

.14

« 15

VIFVT Ry NI ERRA v E—Y

I TFIV T Xy NI =7 TARNBIORA TR Ave—
T FV T Ry N TARBROA T F U RFRIIA vy E—Y
: SCCP

D HEah e —

: ISDN = —H —f

DT =P (2B LOERBEEO 2 v —)

T =P FEMOBBRBELINFr L A vE—Y)

: MTP 7 Ak —H—{IT THIRE 2+

: 71— RN R ISDN = — % —#f

: %774 b ISDN . —H—%)

D TR A

CAALZA T2 7 F U 7

AT T —IEAT = — L

=T AHEHT 2 k=
PRI

) ZIZ7AIDO—HKZiX, Xy hERey Ty MO L— NHIBR AT 5 0
DOWTNPERIRLET, LOTRXTO—FOT 7 v a i, ~ry e Ry 7 LE

T, TRTO—HIZH L TRXF L T E2AR—TNICTLH0E I DEIRTE ET,

[OK]ZZ7 Vv 7 LT, A VAXZvaryZBEMLET, DB T rERAZH0 KL

d)

£7,

AR E AN Z SV PEVE |
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B = rrx0 b0 10250 3009—ER Ky v—0RE

ATvT6

[M3UA Inspect Map] XA 7 a 7Ry 7 ZAD[0K] %7 U v 27 LET,

M3UA A VAT g P—ERA R —TCA VAT vary vy TR TEE L9127k
D\i‘a—o

RDRERY

< T EFEHTATEODA AR a AR = ERETEDHEIITRDE L, AL
I NI =0 A AR g DY —ERARY —DHRE 342—) ZBERLTLLEE
Uy,

ENAILRY RT—=D A VAR a3 vDY—ER KR O—DEFE

ATy T

ATy T2
ATvT3

ATy T4

EFERA N Ry U= THEAENL T hardf v 2Ry g ld, T 740 DA A
7ary R —TIEADIR>TNRNDT, TNHDA AT ¥ a Y PERGEITE
T HHERHY £, T 74N DT =N f AR T gy R U—kiRET D
JT, INHDA AR v a yEBINTEET, £0id, HEFAM 2 F—T7 A4 XEFD
RY o —7p 8 MBS UTH LW —E X R —2EfT 528 TxFET,

FIE

[Configuration] > [Firewall] > [Service Policy] Z#K L C, /L—/L & B & 7,

« T 7 AN DT a— LR Y —ERET HITIE, [Global] 7 4 /L4 @ [inspection_default)
N—)VERIRLC, [Edit] %7 U v 27 LET,

« B LUWL— L Z2ERET 5 121E. [Add] > [Add Service Policy Rule] 227 U v 27 L£4, 74
P — K® [Rules] X— Y F THeAFE T,

CENRAN Ry NT =7 AV ART g = ARNHLEE. EEIEINALDAL AR
varvEBMTAHL—ANHLGEF, FNERRL, [Bdit) 227 Vv 27 LET,

[Rule Actions] 7 « #'— K ~X—F 7213 % 7T, [Protocol Inspection] % 7 % R L F 7,
(FERFORY —2EHT GG, ) BRpHA AT ary R v— <y 7 E2EHTS
TDIERATORY =5 fFET 2HEE, A AT va & T =7 ML, HLing
AR arR) V= vy SHTHREA XTI LET,

a) PIHET LI TCICERIN TWAETF 2y I/ Ry 7 A% A T7IZLET : [GTP], [SCTP],

[Diameter]
b) [OK]%7 Vv 7 LET,
o) [EMH (Apply) 127 U > 27 LET,
d) ZOFNEZEMEY K L T [Protocol Inspections] % 72D F 97,

HEIDEANA )NV Xy hU—27 7o haL&ER L E9 : [GTP]. [SCTP]. [Diameter]

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY
RADIUS 7 H o7 4 25 1 v2xs v avnEE [

RTFY TS b7 hard 1O EICR LT 7 40 NUSDOA VAR v g URRERGEE, A
T a ORIZH B [Configurel &7 U w7 LT, AP EFEITLET,
a) T AN 2y T EERAT LN, FREE YV —DRERE LA AT a R —
Yy T ERMEHTL0EERLET, ZORATY y 7E2ERTE £77,
b)  (Diameter D7, ) BEB{L SN 72 A v —? Diameter 1 > AT ¥ g VU EHNTT HIT
I%. [Enable Encrypted Traffic Inspection] 233 L, 18 S(LITMEH 32 TLS 71 & o 2 j384R
LET,

GE) Diameter f > A7 2 3 VDO TLS 7 a2 % Z+EE L. Diameter —/X— 7
T4 VIINAT R—F UEA L7 a v 2EALESRES (e 21X, A—h
5868 225 3868 IZH— " — NTF T 4 w7 B VXA LY bTDHRE) 1, Fr—
P, FFIEATNA B —T 2 ADIRTA VAT v a v wRELET,
HMhA v B =T 2 R TA AT g % T 5 &, NATed Diameter b &
T4 IIEA AT g BRI LET,

c) [SelectInspectMap] XA 7 a2/ Ry 7 AD[OK] %7 Vv 7 LET,
ZFv 76 [OK] £7213 [Finish] 27 U v 7 LT, H—ER K v— L— 2 RFLET,

— g ~ E ]
RADIUS 7Hh O VT AV AVARD I UVDERTE
RADIUS T H U v T 4 v T A VAT 2 g 03T 7 4V FTldA X—T N> TWHWERA,
RADIUS 7AWV LT 4 v T AV ART 2 a U RVLBERBESITHREL T EEN,

FIE

ATV 1T RADIUS THI VT 4 v T A LA gy R o— <y TORE 353—)
AT T2 RADIUS 7 H T T 4 P A AR g DY —EZRY —0#E 36 2—)

RADUS 7HO VT AT AVARY I RYS— Ty TOHRE
BEICLER B AR ETARADIUS TH YT A v T A VAR gy R o— vy Tk
ERS L £,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [RADIUS Accounting] % 3 L £,
RT9T2 ROWNTNNERITLET,

c[Add] 27V vy 7 LT, HLnw~y 7ZiBMLET,

s v HIBIRLC[Edit] 227 U v 27 LET,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |
B rows7aoo 505 0 rRI L v H—ER K L —DBE

ATYT3 HlLuwy FOLa, Al (K40 XF) EHHEZANLET, vy T aimET 5 & &3,
EHETEXDOIEHHADOAHATT,

AT w74 [Host Parameters] ¥ 7% 7 U » 7 L, 4% RADIUS #—/N—F72{X GGSN O IP 7 K L A &iB /0
LET,

ASANRA v —VEFATEH LY EETHMEX—2EDLZNTEET, F—2N20
EHVIPT RLAFETFNF v 7 SNET, ASAIZ, ZHHDKRA RNPBHRADIUS T B 7 T 4
VI A=V Davr—EZELET,

AT 75 [Other Parameters] ¥ 7% 27 U v 7 L, LBt 7 a 2R ELET,

* [Send responses to the originator of the RADIUS accounting message] : /N7 —% ESMTP H—
N=INHY AT T HNEIDPRELET,

* [Enforce user timeout] : L —W—DT A KV XA LT U MEFEITTEHENE I, Fl-, #
ALTY MEZRELET, 7740 M 1LKRHETT,

* [Enable detection of GPRS accounting] : GPRS i@ RIFER O LRFEL FITT D0 E 5 i E L
T, BB X UPDP 2T XA N EHEUNCAELT 5728, ASA X, Accounting-Request
Stop ¥ & U Disconnect A & —3? 3GPP VSA26-10415 J@tEa F = v 7 LET, ZOEME
DIFET DA, ASAIE, BREA VX —T 2 ADZ—F—IP T KL AT 5V —
AP Z FF o T O 2 YT L 97,

* [Validate Attribute] : Accounting-Request Start A > & — Y 22535, =2—HF—T o

NDOT =T NEAERT A EITERT 28NN, 2o OBEMEIX. ASA DB & DI
LMEIMERET DHHGAITELLET,
REET DB MBME AR E L2 WIEEIE, FramedIP 7 RLRAEMHD P 7 R L ADHIZHS
WCIRESNE T, BIEMEZRE L, ASANBEBHSNTCWAT RLAEZELN, £
DM DOKRZEST D BIENBRIR DT T T 4V TBBA v =V 2% 3T 5 L. HWEMEE
L CRAT 5T _RToOERHT. IP7 FLARHF LV —F—CHE Y L TEN LN
JIHRET, UrSnET,

EOHEPHIL 1 ~191 T, Zoa~vy NIEERALTE £, BIEESBIUHADOYU 2
MZ DWW T, http://www.iana.org/assignments/radius-types & S L T 72 &0,

ATy 76 [OK] 227 V7 LET,

INT. RADIUS T H I T A v T A AR a DY —ERARY L —T, f VAT g
vy EHERHTEET,

RADUS 7 HO VT AT A VAR aVDY—ER R O—DERE

TN IDA AT a3 R —TlE, RADIUST AU T 4T A VAT g
1A F—T N ENTRWIZD, ZORENSVERGEITA F—7 VI LET, RADIUST %
TUT AT A ART g T ASAD N T T 4 v 7 IR ENE T O T, EREL— /LT
Ee, BEA AR g — L E LTRELTLEEN,

. ENALRYRT—=IDA VARG 3y
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TR Lty rI—H 2R avnE=4 5 |

FIE

AT 71 [Configuration] > [Firewall] >[Service Policy] Z3#&{R L C, L—/LZB& £7,

o LWL — VBB T HI21E, [Add] > [Add Management Service Policy Rule] 27 U v 7 L
F9., VAP — RO [Rules] X—VFE TR ET,

sRADIUS T H VT 4T A AT ay b—/LETziE, RADIUS T AV T 47
A VAR g VEBINTAEBL—LANHHEE1F. THE2EIR LT, [Edit) 227V v
7 L. [Rule Actions] ¥ 7% 27V v 7 LET,

ATvF2 HEHFORY —2ZET 5213 EHFORY —2FHE L THOA » A7 v a R
==y FEMMTHITIE, RADIUST AT YT 4 7 A VAR Vg B L TNG,
HLWA AT gy R v— <~y TOLRITCTHEA X —7 M LTLEE,
a) RADIUS 7 #7747 < v 7T [None] R L £7,
b) [OK]%ZZ7 VU7 LET,
o) [EH (Apply) 127U > 27 LET,
d) ZOFNEAE MY I LT [Protocol Inspections] Z 7 V2RV £,

ATwv 73 HID [RADIUS Accounting Map] Z#R L £9°, Z ORI T~ v 7 &2{ElTE 9, FEMiIco
WTiX, RADIUS 7H DT 4T A VAT ary R — <y 7OHRE (354—)
EHRLTLEEN,

RATw T8 [OK] £720F [Finish) 227V v 7 L TR VALY b —ERARY v— L—LERFLET,

ENAILRZYRT—D A ARG I UDE=ZARY Y

TITHEH BN R NI A AR g FHRSE ) T A FEICONTEHBAL
F7,

GTP A VAR O3 VDE=ZZY Y

GTP 2> 7 4 ¥ a b — a3 U ERRT HITIEL, Rk EXEC & — R T show service-policy inspect
gtp A~ REANLET, a~> RE AT 5L, [Tools] > [Command Line Interface] %
EIRLET,

show service-policy inspect gtp statistics =~ > K& LT, GTP A » A7 ¥ a3 > Otk
WaEFRLET, RICH TN ERLET,

firewall (config)# show service-policy inspect gtp statistics

GPRS GTP Statistics:
version not support
unknown_msg
unexpected data msg
mandatory ie missing
optional ie incorrect
ie out of order

msg_too_short
unexpected sig msg

ie duplicated
mandatory ie incorrect
ie_unknown

ie unexpected

O O O O o o
O O O O o o
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B crrixxsvaor=5ysy

total_ forwarded 67 total_ dropped 1
signalling msg dropped 1 data_msg_dropped 0
signalling msg forwarded 67 data_msg_forwarded 0
total created pdp 33 total deleted pdp 32
total created pdpmcb 31 total deleted pdpmcb 30
total dup sig mcbinfo 0 total dup data mcbinfo 0
no_new_sgw_sig mcbinfo 0 no_new_sgw_data mcbinfo 0
pdp_non_existent 1

show service-policy inspect gtp statisticsip_address =~ > RIZIP 7 RLAZ AN D L, KFE
D GTP = FARA > FORFHEREZ TG TE £,

firewall (config)# show service-policy inspect gtp statistics 10.9.9.9
1 in use, 1 most used, timeout 0:30:00
GTP GSN Statistics for 10.9.9.9, Idle 0:00:34, restart counter O

Tunnels Active 0
Tunnels Created 1
Tunnels Destroyed 0
Total Messages Received 1

Signalling Messages Data Messages
total received 1 0
dropped 0 0
forwarded 1 0

show service-policy inspect gtp pdp-context ==~ > RKZ{#f L C, PDP =7 % X M4 51
WEFoRLET, GTPV2 DS, ZHERT 77— arTF A KT, RIZFIZRLET,

ciscoasa(config)# show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe9%6:eec,

SGSN Addr 10.0.203.22, Idle 0:52:01, Timeout 3:00:00, APN ssenoauthl46
Version v2, TID 0505420121517056, MS Addr 100.100.100.102,

SGW Addr 10.0.203.24, Idle 0:00:05, Timeout 3:00:00, APN ssenocauthl46
Version v2, TID 0505420121517057, MS Addr 100.100.100.103,

SGW Addr 10.0.203.25, Idle 0:00:04, Timeout 3:00:00, APN ssenocauthl46
Version v2, TID 0505420121517055, MS Addr 100.100.100.101,

SGW Addr 10.0.203.23, Idle 0:00:06, Timeout 3:00:00, APN ssenocauthl46

ciscoasa(config) # show service-policy inspect gtp pdp-context detail
1 in use, 1 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe96:eec,

SGSN Addr 10.0.203.22, Idle 0:06:14, Timeout 3:00:00, APN ssenoauthl46
user_name (IMSI): 50502410121507 MS address: 2005:a00::250:56ff:fe%96:eec
nsapi: 5 linked nsapi: 5
primary pdp: Y sgsn is Remote
sgsn_addr signal: 10.0.203.22 sgsn_addr_data: 10.0.203.22
ggsn_addr_signal: 10.0.202.22 ggsn_addr _data: 10.0.202.22
sgsn control teid: 0x00000001 sgsn data teid: 0x000003e8
ggsn control teid: 0x000£4240 ggsn data teid: 0x001e8480
signal sequence: 18 state: Ready
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scroe=51u>7 |

PDP £ 72137 77— a7 % A MM, IMSI & NSAPI (GTPv0-1) F 721X IMSI & EBI (GTPv2)
DEOHAEHLETHD o x/lID (TID) IZX-> TikBlENET, GTP Fr Lk, #h?
NEMED GSN £ 721X SGW/PGW / — RiZh 5, 2 OOHET a0 T H A ML TERS

1,

Rz IDIZ L > TEBIENET, GTP hrxuid, ATy y hF—F 2y T —27

EENANYTRTTAN (MS) 2—HF—L DM Ty PR 258 ILETT,

SCTPOE=4)

9

KDa~y REfERLT, SCTPAE=4—T&F£¥, a~vr Rx AT 521%, [Tools] >
[Command Line Interface] %33R L £,

show service-policy inspect sctp

SCTP A v AT v a »OfaHE#RAFR R LE T, sctp-drop-override 77 7 > % X, PPID 73
Ray 777 a Al—8T 27NTHEM LU E T2, /X7 > MIIEPPID BN ER 57 —4
DIPTZEDREENTNZOTR Ty ME Ry 7aiuEd A, RICHEZRLET,

ciscoasa# show service-policy inspect sctp
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: sctp sctp, packet 153302, lock fail 0, drop 20665, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0, sctp-drop-override 4910
Match ppid 30 35
rate-limit 1000 kbps, chunk 2354, dropped 10, bytes 21408, dropped-bytes
958
Match: ppid 40
drop, chunk 5849
Match: ppid 55
log, chunk 9546

show sctp [detail]

BI{ED SCTP Cookie B L7 Vo — a4 FR_LET, SCTP 7 Vi x=—3 3 2B
T AR EFRT HITIL, detail F—TU— RFZEBEMLET, FFHE—12X, ~LF
B—Iv 7, HEOA N —Lb, BXOT7 T 7 A FEERICET AERbEFETSSNE
ﬁ—o

ciscoasa# show sctp

AssocID: 7ladebl5

Local: 192.168.107.12/50001 (ESTABLISHED)

Remote: 192.168.108.122/2905 (ESTABLISHED)

Secondary Conn List:
192.168.108.12(192.168.108.12) :2905 to 192.168.107.122(192.168.107.122) :50001
192.168.107.122(192.168.107.122) :50001 to 192.168.108.12(192.168.108.12):2905
192.168.108.122(192.168.108.122) :2905 to 192.168.107.122(192.168.107.122) :50001

192.168.107.122(192.168.107.122) :50001 to 192.168.108.122(192.168.108.122) :2905

192.168.108.12(192.168.108.12) :2905 to 192.168.107.12(192.168.107.12) :50001
192.168.107.12(192.168.107.12) :50001 to 192.168.108.12(192.168.108.12):2905

show conn protocol sctp
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BIED SCTP Hfe(C A4 Dz #m L £ 7,
« show local-host [connection sctp start[-end]]

A B =T 2 A AT LT, ASAZFEH L CSCTPEHE 24T 9 AR A MCBT DIEHR AR L
F4, BrEOE - IIHPA O SCTP G 2 H5OR 2 h DA% FRT 5121, connection sctp
F—U—REBMLET,

« show traffic

sysopt traffic detailed-statistics =~ > RZHNZ L TV DGAIE, A1 v ¥ —T = A AT L
D SCTPHfe & A v AT 3 a v OFEERN TR INET,

Diameter D E=42 1) >4

WD a~r RaEfHL T, Diameter #E=4—T&F7, 2~ N&E AT HIZIL, [Tools] >
[Command LineInterface] %2R L £,

« show service-policy inspect diameter

Diameter f > A7 ¥ a OfeHEREF R LET, RICHZRLET,

ciscoasa# show service-policy inspect diameter
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: Diameter Diameter map, packet 0, lock fail 0, drop 0, -drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0
Class-map: log app
Log: 5849
Class-map: block ip
drop-connection: 2

 show diameter

% Diameter it D A 7T — X AR EF R LET, RIHZEZRLET,

ciscoasa# show diameter
Total active diameter sessions: 5
Session 3638

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : 0O
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

« show conn detail
fmeiE A FRon LE 9, Diameter #5%, Q 77 7 &AL C~—7 SN ET,
« show tls-proxy

TLS 7’1 % L % Diameter f > AX7 ¥ a U CEHTIHAEIT,. 207 v X ICBT5EH
NFRINFET,
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M3UADE=A')>4Y

Woa~<y REFEHALT, M3UA2E=4—C&Z%73, a~vr K2 AT 5I21E, [Tools >
[Command Line Interface] % E4R L £,

» show service-policy inspect m3ua drops
M3UA A Y AT v a AR D Fry 7OfmEHERE R R LET,
« show service-policy inspect m3ua endpoint [IP_address]

M3UA = RARA » FOMEHERERRLET, =V RARA L FDIP T RLRAEZFEEL
T, BFEDOZY RARA Y MIBETAEREFRRTEET, A TA TV T 2137
TR ENTZ Y AT A TIE, FEHERIT2 =y P LRt s, 2=y FE TR S
NEFA, WIZHZRLET,

ciscoasa# sh service-policy inspect m3ua endpoint
M3UA Endpoint Statistics for 10.0.0.100, Idle : 0:00:06 :

Forwarded Dropped Total Received
All Messages 21 5 26
DATA Messages 9 5 14
M3UA Endpoint Statistics for 10.0.0.110, Idle : 0:00:06 :
Forwarded Dropped Total Received
All Messages 21 8 29
DATA Messages 9 8 17

show service-policy inspect m3ua session

BT ) r—va v —oN— T ak R (ASP) IRREDHER ZHNCT 5 &, M3UA
Ty va VBT AEHRARRINET, BRI FELT Y2 —Ta D, By
Al N TNVETIEIE T NANNT ORI TH D, £le, 7 TAZOEEITT TAF
F—F—kyviarit RNy Ty Ty a OV TNTHLNNEGENE T, 320U E
D=y b7 TAZTIE, 2=y BRI TAENLRITTEHBICRE > TRLEE, &
WAy 7T oy ra b NEREINDIENHDET, ZNHEOEHFWE Y 3 13,

Ty var HALT T RNEEHLTHRTIIL, ¥4 L7 0 MEERCHIBRENE T,

Ciscoasa# show service-policy inspect m3ua session
0 in use, 0 most used
Flags: o - cluster owner session, b - cluster backup session
d - double exchange , s - single exchange
AssocID: cfc59fbe in Down state, 1dle:0:00:05, timeout:0:01:00, bd
AssocID: dac2el23 in Active state, 1dle:0:00:18, timeout:0:01:00, os

show service-policy inspect m3uatable
DN —NEELT A DMUAA VAR gy T—TVERRLET,
« show conn detail

BrEmA R R LET, MUAHESHT. v o7 2L C~—2 ShET,
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ENAILRY TP A VARG 3 VDER

1) =2 HRETEER

HaE

GTPV2 A A7 g & GTPvO/1 A > A~2|9.5(1) GTP A VAT 2 3 L GTPV2 2B TX 5 L H T
Ja Dk DNEL, £, TRXTONRN—T g3 DOGTPA VAT
g TIPV6 7 RUANYR—FEND LR EL
.

GTPvl B LU GTPV2 IZ—ET HflBlD A v &— ID %
BHETE S L 912, [GTPInspect Map] > [Inspections] #
AT TRy 7 ANELIIE L2, [General] /X7 A —
% X 7T, [GSN] # A 57 7 K3 [Endpoint] % A LT 7
MZ72 £ L7z,

Y

SCTP A V AXRT g v/ 9.5(2) ~_Aue—K 7a havID (PPID) IZES3WTT 7 v 3
YEBAT LI, T v a VA VAR
< = % Stream Control Transmission Protocol (SCTP) K
T4y ZICHHATEDLEDIZRD E LT,

OB R SNEAINE 72 I1TEE SfvE L7z, [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [SCTP].
[Configuration] > [Firewall] > [Service Policy] iBN/fwE
v ¢ % — F® [RuleActions] > [Protocol I nspection] % ~7',

Diameter 1 o A7 3 5 9.5(2) TS r— g VA v ALY 3 % Diameter kT
T4y ZICHMATEALIICRY, TV r—vay
ID, 2w Ka— K, BXOEMEST (AVP) O 7 ¢
NEY TSN TCT 7 v avra#EfTEs o7
nE L,

IROBHEABINE L IFEEL SvE L7, [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [Diameter] 35 &

" [Diameter AVP], [Configuration] > [Firewall] >[Service
Policy] 1B N/#REE ™~ + ¥ — K [Rule Actions] > [Protocol
Inspection] % 7,

Diameter A > A7 ¥ 3 > D 9.6(1) TCP/TLS k7 7 4 v 7 |-® Diameter & # L, Bsi7e 7
o fa VLT =y 7 B L, 7 T A X £ — FTSCTP
E® Diameter ZHETE D L1270 F L1,

WOBEHE BN E I ITEE ZvE L7, [Configuration] >
[Firewall] > [Objects] > [Inspect M aps] > [Diameter].
[Configuration] > [Firewall] > [Service Policy] @ [add/edit]
v ¢ ¥— R o [RuleActions] > [Protocol I nspection] # 7',
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ERALFy rI—0 422202 300BE [

HEES J1)—x BERETEHR

75 AK F— RTOHSCTP A5 — K7L A |9.6(1) SCTPAT— NI ALV ART I a vy BT FAE T— R

VAR g TEET AL FELE, £/2, 7T AXZE—RT
SCTP AT — "IN A LV ART 2 g9 WA NAERET
HZEHLTEET,
BMEZEFET I N-EHIZH D T A,

MTP3 User Adaptation (M3UA) A > A7 [9.6(2) M3UA LT 7 4 v 7 ERAETEL LIV ELRE, £

va s,

7. ™A R a—F, $y—bER A TFr—% BIOY
A=V DI TARAELIATIHESNCTT /v a kil
MATELE21TRVEL,
WONX—UPNEMEIFERINE L
[Configuration] > [Firewall] > [Objects] > [Inspection
Maps] > [M3UA], #—E R RV ¥ — L—L DA
[Rule Action] > [Protocol I nspection] % 7,

SCTP v /VTF A MY —=I v T OW~KZ LV
TR TN, BIORTITTA T = a0D
PR— b, SCTP = RiRA > MO 1P
7 RUVANERE S 72 SCTP v /L F R —3
T OV R— b,

9.7(1)

ZDOVATF AL, SCTP = /LF A N —3 > F Ol ~%%
Z. VTRV TN, BEXOT I T A T—Vvarbms
IZHAR—RFLTEY, ZHNIZEYSCTP N7 7 4 v 7iZ
%9 % Diameter 38 X U M3IUA A AT > 5 VOAFR)
MERRBEESNTVET, ZOVAT AT, Fo RRA
v MZBEEDOIPT RUADRRE S L7z SCTP v /LT K —
R HYAR—FLTWET, vATEHR—I 7T
THTY T RUARZKERE VR —VE T AT N3
KDOT, ¥ T VT RLRZFAITHI2DDOT 7R
N— N a—PF—NHRET HLETH Y FH A, SCTP
TV RRA Y ME, ENEN3DDIPT R L AHIBRS
DUBENHY FT,

2R Xi7- ASDM HEHEILH V FH A,

M3UA A v AT v g » DUE,

9.7(1)

M3UAA v AT g id, ATF—h 77 =—)LF—
N— BT TAZY T B AT HR—I T
EYR—FTDHE9RVELE, £, 77V r—
vay Y—— T rat R (ASP) DIREED EE e FRFE
R, SFESFERAVE—VORELERETE LT, ASP
RIED BB I AEIL, AT — h 7V 7 = — LA —s3— L
7 TAEZY U TIIHETT,

WOMEHEAEE I LE Lz, [Configuration] >[Firewall] >
[Objects] > [Inspection Maps] > [M3UA] [Add/Edit] % 1 7
ary Ry T A,
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HaE

iy

)1)—2R

HAETRER

TLS 7 m % ¥ $—/3—@ SSL I 5 A A — |
DREHAH— |

9.8(1)

ASA MR TLS 7 ¥ Hh—n"—t LTEEL TV D5EE
(T, SSLIF S AA — hZRETE DL IITRV ELL,
LRI, [Configuration] > [Device Management] >
[Advanced] > [SSL Settings] > [Encryption] ~~— " TASA
DT a—rS)VEREDHINAIRET LTz,

WOEENER SUE L7z, [Configuration] > [Firewall] >
[Unified Communications] > [TLSProxy]. B/iREZ A
7w A7 A [Server Configuration] ~—37,

MSISDN B L V&ERE— RKDOT7 4 &2 Y
T, TrFI LA, BLR2—W— T —
T4 U TIREICKT D GTP A VAT Tm
> DFEREIETR,

9.10(1)

ENAN AT = a VEBEY T R T A NEEEEE
(MSISDN) F7-13®IRE— FIZHESWTPDP =2 7 %
A RNDOERA v —T% Ky 795X HICGTPA A
RI v a v ERETCEDLOECRVELE, £, TV
FIV T a—HY—RT—T 4 V7 R#ELRETEE
ERS

[%%E (Configuration) |>[Z 74 74—l
(Firewall) [>[#7> %9 k (Objects) >[4 VARY
L3> <7 (Inspection Maps) ]>[GTP] > [BN/#RE
(Add/Edit) | ¥4 TRy 7 AEERELE LR,

GTPvl U U —Z 10.12 DK — K

9.12(1)

VAT ATGTIPYI VU —R2 1020839 R—FENns k)
W0 E Lz, VX, VU —R61 03 KR—FIhT
WE L7z, HLWHaR— h Tk, 254F0 GTPvl A vt —
UE XV 66 HEOERERZORHE N BEMES N TNET,

5, BEOEELH Y 9, RHZEA v E—TID
N IND L0 £ L, Daid, RBARRA
=iy a3, vl sncnE L,

BEIMFEZEFEAEINZEHEIEEH A,

ENANVIRKROSGFTOu X7 (GTPA > A
RXRy7Tay) .,

9.13(1)

GTP A VAT v a VERETDHE, EXAIVEREDY]
MOYAT & ZNLEDY T OAE R 21 JIZ5ek T £
T BTOERZBHTHE, RiEkua—I 2 75k%E
AT D DITRNEDGE R H D £,

WOBE R AEHE S U L7z, [Configuration] > [Firewall] >
[Objects] > [Inspect Maps] > [GTP],

GTPV2 B L OYGTPvl U U — A 15 397K — b
SNTWVWET,

9.13(1)

2 AT 5T GTPV23GPP29.274VIS5.0 RY-R— h&h b
X 912720 £ L=, GTPvl ¥4, 3GPP 29.060 V15.2.0
EFTHR—FLTWES, FrLWYFR—FTIE, 240
A=V B IO HFOFREREORFEHIBEINMENT
WET,

BMEZFEFESNZEAENTID D T8 A,
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ISR DI OUDEY I |

)1)—2R

HAETRR

GTPA L AT v arTRry 7 EN5 IMSI
TVT 4 v I AERET DHEETT

9.16(1)

GTP A > A7 3 Cl&, #F7 5 Mobile Country
Code/Mobile Network Code (MCC/MNC) DO#lAEHE %
AT AT DI, IMSL LT 4 T AT 4B Y
ERETEET, Fu v 7925 MCCMNC OFHAGHHE
WXL TIMSI 7 4 V2 ) T HFTTELH LD
L7, Zhicky, EFELLABRWVHAGDEZ Y X |
LT, T 740 FTHOT X TOMAG LY ZFFAT
HZENTEET,
ROBEHNETSINELEZ i GTPA VAT v a <y
7°® [IMSI Prefix Filtering] # 7'(Z [Drop] 47" 3 > 3B
mainE Lz,

¥y U7 T4 % AD Secure Firewall 3100 -
A—k

9.18(1)

¥+ U7 T4 AL, Diameter, GTP/GPRS, SCTP ¥
BEEABIMZLET,

PrlL/Z8 5 X du7= i [Configuration] > [Device
Management] > [Licensing] > [Smart Licensing],
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



