EXRA A —y b 7AMIILDA R
RNy

TITIE RS v EZ =Xy b T a haoT I = ay f AR Vg ATONWTER
BLET, BEDO7a haViclLTA v AR v a VEERTAMLENG LR, BIOI
VARV a v EERTASKRN R FIECOWTE, 7Y A~ ary LAY S han A
VAR va rOEESZRL T IEI N,

*DCERPC A V' A7 gy (2°3—Y)

*DNS A v AT gy (5§3—)

oFTP A VAR vay (9X—)

HTTP A ' A7 gy (14 =)

s ICMP A AT gy (19 °%—Y)

e ICMP =T — A VA7 gy (19 3—Y)

CILS A VAT v ay (20 —)

A VAF U N A=V A AT g (21 =)

cIPATar A AR gy (23 3—2)

e IPsec NAANL— 4 L ART g (25 2—2)

o IPV6 A VAR gy (27 X—Y)

e NetBIOS A ' AT g v (29 _—)

«PPTP A VA7 3y (30 <—Y)

*RSH A A7 gy (30 2—2)

« SMTP 35 L UWEIE SMTP A A7 v g3 (31 ~X—Y)

*SNMP A AT g (35—7)

* SQL*Net f ' A7 a3 (36 ~—)

e SunRPC A V' AT v g (37 =)

«TFTP A VAT v g (38 X—)

¢« XDMCP A v A7 v gy (39 X—=)

e VXLAN A VAT gy (39 X—)

e AWM v —%y N Fa ha A4 AT g L DERE (40 2—3)
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BERAVA—Fy F FArILDA VAR VA |
B ocerrc i xxvLay

DCERPC f AR 3>

T I FINV DA LAY g KR —"TiX, DCERPC A VAT v g URA F—T I E
NTWeWd, ZOBRENRLERGEIFAX—TMILET, 774V DT v —r3L A
AR gy R —ZfRET ST, DCERPC A 2~ g v ABINTE XY, £
I, R FA =T 2 A AFFORY —72 8, LEIISELTH LW —ERARY o—%
BBz &b TEET,

WDIETIE, DCERPC A > AT gy AW THB LET,

DCERPC D&

DCERPC (Z£-5< Microsoft ) £— F 71—+ 22—/ (MSRPC) !X, Microsoft /37
ATV FPBELIO—AR"—=T 7Y =T arTEAL{EHSNTWS e haLrThy, Y7 |
=T IIAT IR ==t ST LY E— FTHEITTEALIITLET,

B, Zo7a haloE T, 7747 v R TRERAR— NESTEREZ T AND
Y RFRA U R yR— )= N—T MERT—ERIZONWTHE AT I v ZIZEHD Y TS
N3y hU—JEREBWEDEET, RIZ, 74T ME, y—ERAZHEH_ LTS
Y= R—=DA L AB L ANDE I F VY Ty 7 LET, EX2 VT4 T 7747
VAL, WYIRAR— b EBER Y NI =T T KL A~OB A F ) a7 L, MBI T
TNAT Z@EH L £,

DCERPC A VA7 v a v =V d, EPM & U =)V ) U TCPAR— 135 LDV T4 T
NeDMORAT 47 TCPHEREEHRELET, 7747 NHICEPM O~ v B 7 vy s
Ty TR R—= b ENTWET, 74T e —n"—F, EOeXaVT 4V —lbho
THENENERA, HOIAENEZF—R—DIPT FL 2 ER— FEFIL, EPMOSHDIGE R v
YU TZITRY ET, 77472 FNEPM D HIREIN - —/"—D R — MIXF L THEED
B e R D FREMENHH DT, EUAR—ADEEEATEX, 2—F—RZDOXA LTV N
RETEDLLIICRSoTVET,

DCE A v A7 v a %, ROPWH—E#@HF (UUID) & Ayte—Y % R—FLET,
eV FARA Y F~ys3— (EPM) UUID, T XTHEPM A vt =V R Y R—FSNET,
* ISystemMapper UUID (FE EPM) , AR — hSNDH A vt— XA 73RO LB TT,
« RemoteCreatelnstance opnum4

* RemoteGetClassObject opnum3

» OxidResolver UUID (FEEPM) , R — FENB XA v =KD ERBY TY,

* ServerAlive2 opnum5

cIP7 FLAFEZEIFR— MEREEERVMEEDOA vE—Y (INHD A vE—VTIIHRAE
DOERIRNT=D)
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| #2414 58—%y b FOPaLDA VARSI
DCERPC £ w2 <45 L3> Ky v— vy TnEE [

DCERPC f VARG 3 RYS— Ty TDHRTE

DCERPC A > A7 2 a »DBMD/RT A —Z BEET HI121E, DCERPC A VA7 g v
RV — =R ER LET, fER LA v AT a3y R Y — < 7%, DCERPC A >
AR g v EAF—TNMCTALEATXET,

N7 74y O—BHEELERTHEEIT, VIR TEERT D0, FEFAR) —~<
FZmatch A7 — M AV NEEBEGDDIZLNTEET, /7Ry TE2ERTHZEE, A
VAR ary RV = vy TNTHEHSE NI 74 v VBREEZERTDHZEOENL, 7T A
vy T EFERATEL8TT, RIZ, A AT v ay R v— <y 7OFIRIZOW TR
LCWETH, 77 A~y 7 THANER N 7 4 v 7 OO W THHALET, 7
T A~ v P EVERT 5121, [Configuration] > [Firewall] > [Objects] > [ClassM aps] > [DCERPC]
DNEIZEIR L F 5,

Je

EXr UTFTHBATLIFIRIMA T, Y= KU —OERPIZA VAT v a v <y TERE
TEET, vy 7ONFE, MERGIEICERL SR LT,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DCERPC] % &R L £,
ATY T2 ROWNTNANEFATLET,
c[Add] %7 UV v 7 LT, HLvwy 7 ZEMLET,
CTHNEERTTDH Y TEBRLET, EXa2 V74 VA ZEHBEEETLII LD,

[Customize]| =27 UV v 7 LTy 7 E2RETHZ L L TEET, ZOBROFIRTIEH, v 7
BRAAZ A RETITBINT 56D & LET,

ATYTI LW~y TOEA, 4R (K40 LF) EMHEZANLET, v~ v 7 E2mET D &3
BETEHDIFHHOATT,

AT w74 [DCERPC Inspect Map] %A 7 12 77K v 77 A®D [Security Level] D =—T, LT D
BTNV EBRIRLET,
Tty b L OWNT N EMSE T H5E, UETKRTTI, [OK]227 U v L,
O OFENEL LI L. DCERPC £ > A7 > a D —EZ RY — L— LT~ v T & f
L\i‘a—o
REE SDICHAF A AT HLEND DH5GEE, [Details] 7V v 27 L, FllEEHTET,

ek [UUID Filtering] R % 1%, ZOFIEOBLETHIASNDE A vE— 7 4 L7 Y
TERETDHa— by FTT,

ENZ—

R

ATy TS BB F T g o BRELET,

* [Pinhole Timeout] : B> R—/V XA LT U NERELET, 7747 MBMEHT L9 —
N—{ERIE, BEOBHRDOT Y RFRA Vb~ o= b RENDIGENRD LT, XA A
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B ocerrc L xxv ALKy — <y ToRE

ATvT6

ATy FT17

T MEXZ GAT U NOT Y — g UEREAZEE L CHRELET, SEIE. 0:0:1
~ 1193:0:0 T9,

* [Enforce endpoint-mapper service] : ¥ —E XD N T 7 ¢ v 7 ZF BN IND L. N A
TATRCE Y RRA U b o= Y —ERZFTT o E I DPRELET,

* [Enable endpoint-mapper service lookup] : =2 KRR A > h v v X—H—E2ADNL v I T v 7
BEZA X =T MZT M EIMRELET, VY—ERA VY I T v TDIA LT T b
MTEET, ZA LTV FERELRWVIGEIE, BEUR—V 24077 FBEH SE
j—o

(fI=&) [Inspections] # 7% 27 U w7 LT, FFEDX A TDA = IR LTFEITTHT 7
varEERLET,
DCERPC 7 7 A = v FIZHADNWT, FlFA VAT v ary vy P T—HEEERET HZ
LIZEHoT, FRFEFOWMET, N T T4 v O—BIMELE TR TEET,

a)

b)

d)

e)

IKONTNNEETLET,
c[Add] 2727 U w7 LT, HrLWEEEZEML £,
 EFORYELRIR L, [Edit) 227V v 7 LET,

[Single Match] ZJ#4R L CHMEZ EHEEFRK T D0, F£ 7213 [Multiple Match] % 38R L TH:HE
% EFeT 5 DCERPC 7 7 A ~ v V&R L £,
HUYLR Z ZCERLESGAIE, BEO—HX 4 7L LT [Match] (K77 4 v 7 | 3HUEL
—HTHMENDH D) F£7L[NoMatch] (M7 7 4 v V7 IZRKMEL BRIV ENH D) &
WLUEF, KT, HET 5 UUID Z&IRL 9,

« ms-rpc-epm : Microsoft RPC EPM # vt — VA BAE L £,

» ms-rpc-isystemactivator : ISystemMapper A v — V&2 BRE L E7,

« ms-rpc-oxidresolver : OxidResolver A vt —YZ WA L £7,
Bz )ty b3 50, OTICREFTHINERINLET, Bz VY M52 L 28R
L7=%a, BX o 72NN 52 b TEET, #izV ey bTHE, Xy B R
2y &R, BRSO, Y= —F 7 T4 T MITCP U &y MR EE S E

7
[OK] %7 Vw27 LT, EEZBENMLEST, HREISCUTTrEAZEY KL ET,

[0K] %2V v 2 LET,
ZHT, DCERPC A Y A7 v a v OP—ER K =T, A A7 var ~y T %M
T&EET,
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ons (v zxxsvay [

RDBERY

< T EEHAT DDA AN g R —2RETELLHICRVELE, 77U
—ar A IR FaL AL AR a Ly DHRTE SR L T I,

DNS 1/ ARy 3>

DNSA VAT 2 g AT 7 4L b TA R —T N> TWET, 57 4/0 MESAO LB,
BERPEAICOBRRETHVLERHVET, ZZ2TlE. DNST7TFU r—sa A VAT g
NZOWTHALET,

DNS 1 VAR 3>DTIHIL bk

DNS A VAT g 0%, RO X H 72 preset dns map A AT gy 7T A~y T EEH
LT, T74NFTAR—=TNITIR>TVET,

ey KDNS A v E—URIE, 51234 N CT9,
« DNS over TCP A > A7 3 3 35T,

e RKZTIAT L EDNS Avbt—VEIT, VY—R La—RZ—#HT5 X9 I CHBICR
EINFET,

¢ DNS H'— RiFA 2—T7IZ72 0 . ASAIZ X > TDNSISENEEIN S L3 <IT, ASA I
DNS 7 = U IZBH#fT HALTWADDNS v a a2 UIlr L Ed, ASAILEZ, A vE—
O AT =X — L TCDNSISEDIDADNS 7= UDID & —FHT5Z L 2R LET,

« NAT O EICH S DNS U a— ROEHIIA 2 —T I TT,

o 7 haLOFRHNIA R—T N THY, DNSAX v —UKF = v 7 ¥MThbitEd, KX
AU BDEFEEN 255 LFLUF., 7-ULOESN 63 305, JEMG, V—7F RA L ZDF = v
7 ETY,

DNS £ VARG 3 RYS— Ty TDHRTE

FIFN DA ARV a VEWER R Y RU =218 o TS TROWEA., DNSA v A
ar RV — <y FEEHRLTDNS A VAR gy T/ avh AR, ATEE
7T

F7ar LT DNSA VAR vay 7T A<y TEERL, DNSA VAT gD
NG T4 JTABRERTEET, oA 7T a0 LTiE. DNSA VAT g R
V=TI T4 VT ARABREREERTHIE L TEET, VIR Ty T EERT D
TEEA AN v ary vy TR T4 v IV OREEEEERT DI LEOEWNL, 7T A
~ v T TCIIEM R A RRERLER T, 77 A~y TE2HFATEL LWVWH HTT, ZOFIA
TEHA VAR v ar=y AZOVWTHALETR, 77 A~y 7 THEAIND —EHENE,
[Inspection] # 7 \ZBI4 2 FIECHA I TWVWAH LD LR L T9, [Configuration] > [Firewall] >
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BERAVA—Fy F FArILDA VAR VA |

B ovsozxrovaskys—<yTiomE

[Objects] > [ClassMaps] > [DNS] #ER 957>, £721TA v AT v a v vy T ORERIC/E
KT HZLILE->T, DNSV TR Yy TERETEXET,

Je

Exh DFCEHATA2FIEMZT, P—ERA R —DIERPIZA v AT v ary vy T

&
ATFw T2

ATvT3

ATvT4

ATvTh

TEET, v v 7ONFL, MERGEICERLFE LT,

R

il

1R BHHIIZ

WD LT T4 v IBEFT L a TR, REDLEOICERERZEMLES, ZhbnT 7
=y 7D 15T 56, RINCERKRREZBZEREZRO 72 < v 7 2Bl L £
ﬁ‘o

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS] % i#R L £ 9,
RONTINNEFEITLET,
c[Add] 27V w27 LT, HLw~y 7ZBIMLET,
cHNEERRTDHYy THBNLET, X2V T4 LUVEEBEERET LI LD,

[Customize]#7 V v 7 LT~y 7 amET 22 TEET, ZOHDOFIATIE, v~ 7
HHAZ A ZETITEMNT 26D E LET,

L~y 7O%A, ARl (K40 XF) EERAEANTLET, vy T E2RET D & XL
EHETEDLOIEBHOALTT,

[DNS Inspect Map] %A 7 2 7 7R 7 2D [Security Level] B2 — T, MEpar 7 4 ¥a L —
varbRbILETLHLNERIRLET, 7740 bO UL [Low] T,
Ty N LAV ONTONESE BT 556, LETKRTTI, [OK]Z27 U v 2 L,
BRYOFNEEZAXF YT LT, DNSA AT v a D —ER KR — L— Ty T &l
HALET,

REZ EDIZHAZ YA XTHUERHL5E1E. [Details] #27 Vv 7 L, FlEEZHTET,
[Protocol Conformance] % 7% 7 U w7 L, ®BERA T a U EARIRLET,

* [Enable DNS guard function] : DNS 7 — RZfiH L £ 9, ASA (2L > TDNSJSENIRE X

5 ET<IZ, ASAIEDNS 7 = U —IZBH#fT T 6 TS DNS By v g &2 Uik L&
T, ASAIXE-, AvbE—VKHEE=FZ—LTDNSIGEDIDADNS 7= DID &
T DL EHERLET,

» [Enable NAT re-write function] : DNS L 21— R % NAT OF%EICFKSWTER L F7,

« [Enable protocol enforcement] : DNS * vt —VHEAXDOF = v 7 &4 F—T7MicLEd, K
AL B DEENSLFLLT, 7V DOR SN I LT, Effi, V=T RA L ZDF =y
7R ETT,
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HERKAVE—Ry b FOPILDA VARG 3

ATvT6

ATy T1

ATvT8

DNS 1 v 2R5 a3y Kys—vyTngE [

* [Randomize the DNS identifier for DNS query],

* [Enable TCP inspection] : DNSoverTCP k7 7 4 v 7 DA VAT v a U EHMLET,

DNS/TCPHR— K53 77 4 w73, DNSA VAR v a v &+ 57 7 A0—HTh
LIEERMRLET, A VAT a DT T 7T A&, TCP/S3 3G £ T
\i—a—o

* [Enforce TSIG resource record to be present in DNS message] : ¥E#L L T\ 2\ w37y h & R
By 7EFIeX S TEEY, METHIUL, Fry S ry her¥ o /T
£

[Filtering] # 7% 27 Vv 7 L, Bt 7T a 2RRNLET,

* [Global Settings] : 77 74 7 > M 72T — =D ELENENCERRL, FBE LKA
REBZD/NTy M Ry 7T 50E50&EBIRLET (512 ~65535 /31 1)

* [Server Settings] : [Drop packets that exceed specified maximum length] 33 2 O [Drop packets sent
to server that exceed length indicated by the RR] : #—/3—DNS A vt —Y DR KELZRE
LET (512 ~65535 31 b) | £7iE, kkkZD Y —A La— FTOEICHREL X

To MFOREEAR—TMIT DL, NSWHOMEPEH S NET,

[Client Settings] : [Drop packets that exceed specified maximum length] 35 &2 UF [Drop packets sent
to server that exceed length indicated by the RR] : 7 7 A4 7> Kk DNS A v —V DR KEL
BELET (512~65535 /34 1) | F72iE, mARZY Y —A La— FTOMREICERE L
EFT, MTOREELA F—TNVITDHE, NSWHOEMER SN ET,

[Mismatch Rate] # 7% 7 U » 2 LT, DNSID R—# L — "EE L7 LEVMEE B2 7255
DRFLTHBENIT2MEINPEBRLET, L2 LEWEZIBHLD 30 HOR
—HUCRETEET,

[Inspections] ¥ 7% 7 U w27 L, b7 7 4 v 7 ORHEICIHESWTERET LR EDA VAT g
CEERLET,

DNS 7 T A = v FZHASNT, FHFA AT vary v v T TBEEERETHI LI
KoT, FHEFFOMET, NI 74 v O—FHBELTEETEET,

a) WMOWVWTINNEFITLET,
c[Add] 27 U w7 LT, HrLWEREEZEML £,
HEFORELTINL, [Bditj 227V v 27 LET,

b) [Single Match] 2384 U CTEEA EHEFRT 57 . £ 721E [Multiple Match] A i%4R L T HE:7E
ZEFTDHDNS 7 7 X vy T HBRL LT,

c) HMAEZZ I TERLEGEII. KO- AT L LT [Match] (T 7 4 v 73R HEL
—HTHMENRDH D) F7iX[NoMatch] (T 7 4 v VXKML B0 ERNH D) &k
WLET, 7=&z1E. CFF Texamplecom) T[NoMatch] Z23%R L7-5%54 .  lexample.com)
EEie N T 74 v 7IETRTI T Ay T OGN £, WRIT, EEEZLTOL D
IZRRE L £,
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B ovsozxrovaskys—<yTiomE

ATvT9

d)

2

* [Header Flag] : 7 7 /7 NELWKLERH L0, FLIHESNTHEEELMLER D D
DERIRUEHR, N~y & — 7774 5BIRT 50, Fid~y & —0 16 il (0x0
~O0xfff) ZANILET, HEO~y X —lERIRT 5556, [FELW] [ ZTXTo7
TIWNRT y MIFETAMERS D Z EERL, G lTWnFhnl o777
TH7 Y MFEETIRIWZ L 2R LE T, ~v & — 77740, AA (RS
) . QR (/7xVU—) | RA (T 5HIF) . RD (LELFHR) . TC (W0 #H
<) TY,

[Type] : /37 v RODNS XA 7 7 4 =/ FOARTETLFMETY, 74—/ FAIE A
(IPv47 FLZ) | AXFR (70— 45%) | CNAME (EBIOART) | IXFR (4
Y —VHRE) o NS (MERRF— A —s3—) | SOA (HERY —>DBtA) . TSIG (h
TV ayEL) T, I DNS 247 7 =L FD 0~ 65535 DIEE DK
T, FEOMEIITMEO@MIHE AT LET,

[Class] : /3%~ B DNS 7 7 A 7 4 —)L KOLFITE72I1HME T, HHATRERME—D
7 4 —/V K413 Internet T3, fEi%X. DNS 7 7 A 7 4 —/L KD 0 ~ 65535 DEEDE
FTT, BENEEIMEOHKMEZ AN LET,

» [Question] : DNS * vt — Y OERHS T,

« [Resource Record] : DNS DY Y —Z L oi— R T4, B, &, HEROKY V—2 L
a—RFk7varybBETLNEINEBRLET,

—H LTI 74 v I L CEATTHFEERT Vv a VERBIRLET, Ty O R

0y BEROUW, v AT (N B =TT T —EOBEDOR) | T LRV, OWTh
NTI,

DX T AT NELXT 4 B—TMZT H0E I DEEIRLET, TSIG % 53
AHEEIT, uX S EF 4 —T AT AVERH Y 1,

TSIG U Y —A L a— ROIFEZEBHIT 5N E I 0ERIRLET, 7y b Ra vy,

Ry houaXo s, £y b Ryl aX o SRARETY, @, TSIG &
5l 9™ % |2 1% [Primary Action] C [None] Z 3R L. [Log] T [Disable] Z &R 5 MLE N3 H Y
T, 2L, "o X =TT T —HOGREIL, R IOT T4 T Irarvklld
W2 TSIG 2 H TE £ 7,

[OK]Z 27Uy 7 LT, A VAT arzEBNMLET, LECLLTTrERAZEY KL
£7,

[Umbrella Connections] # 7% 27 U v 7 LT, 757 RKTO Cisco Umbrella ~DHEERi &= HZhZ L
i TO

Z®O X 7%, [Configuration] > [Firewall] > [Objects] > [Umbrella] ~<— " C Cisco Umbrella £
ERELTEHAICOBEELES, ZOX T TH S a2 E L. Cisco Umbrella (27 73 A
AERGE LT, TDT /A ANDNS /Ly 77 w7 % CiscoUmbrella (IZ U # A L7 FT& 5 XL

g,

WCTH0ERHY EF, ZNEITH &, CiscoUmbrella (F FQDN X—ZXDEF = UF 4 R

—HWATE L L5 F9, FEMIZOWVWTIL, Cisco Umbrellaz 2 L TL 72 &y,

* [Umbrella] : Cisco Umbrella Z# HZNZ LE T, HEIIL U T, 734 R{Z#H T 5 Cisco
Umbrella 78 U > — D44 Hii % [Umbrella Tag] 7 4 —/V RIZEEL T, RY v —%HFELR
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| #2414 58—%y b FOPaLDA VARSI
pqvzssvay |

WIEEIE, T 740 O ACL R INET, BENZETT 5 &, Umbrella DT /31 A
ID 3% ZORICFRTRENE T,

» [Enable Dnscrypt] : DNScrypt & H 202 L CT 734 & & Cisco Umbrella ] O 2 B 51k L
F 9, DNScrypt ZH2hZ9 % &, Umbrella V Y L NNEDF—ZHA L v RABBB SN E
T, F—RHA Ly NiE, 1L I AR DN R oA 7 52F(TL, F LW
B CTT N, A& FH LT, DNScrypt TiX UDP/443 2+ 572, ZDHR— FR

DNS A VAR v a NMEHT L7 TA vy FZEENTND Z L 2 MERT D2MNER D
DNET, TTHNVEIDA AR gy 77 ATILDNS A AT ¥ 3 2 UDP/443 )3
FTTICEENTNET,

« 7x—)LA—T > : UmbrellaDNS H— 3=l H T & 72 5412 DNS fRik 2 B E S H 5
i, 72— A —T A X—T NI LET, 72— A —T L DIREET CiscoUmbrella
DNS H— =T 2 WEEIE, ZOKRY — < v 7T Unmbrella HIANT 4 & —7
JZ72 0 . DNS B3R & 2 A7 A FICERE SN2 DNS —— (F1ET558) 0B
B TE 5L 912720 £9, UmbrellaDNS Y — N—3F M HAREIC /2D &, AU v—~v v
TIEENSOEAZHBELET, 204 T a o 2@RLARVWEA, DNSERIZT 7 & %
TX 720 Umbrella U Y IV RA~BE# LT 50T, IWVEIIBGEINEEA,

AT w710 [DNS Inspect Map] ZA 702 Ry 7 ZAD[OK] %27 U v LET,

DNSA VAR g b= AR —TA LV AT ar <y Tl TEsL92R20
i‘j‘o

RDBERY

2T EEHAT DDA LA g R —2RETEL LRV ELE, 77U
—ar A IR NI AL AR arDHRTE SR LTL I,

-~ O N -~
FTIPA AR 3
FTPA v AT v aifk, T 74NV TAX—T IR > TWET, T 7 /L FELINOMLEE R

VBERERICOBRET HIVLERH Y £, ZZTiE, FIPA VAT g P 02o0n
T L E9,

FTIP A VAR 3 VU DOE
FTP 7 U r—a A AXT3a s d, FIPEy T a v BBEL., RO4HODE AT &E
1ITLET,

« FTP 7 — X HRIE D= DICEI R XY T— 2T ¥y x V2 LET, Zhbo

F ¥ F/LDKR— I, PORT 2~ REZIFPASV a~r FafHLCxrIvo— &R
£, BN XY FrxME, TrANVT vy T R—F Ty Fura— R E£00F
TALT R DAKN AR EAOIRETH DB THNET,
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BERAVA—Fy F FArILDA VAR VA |
B z=nee

«FTP o~V NINEY —F7 U AZ B LET,
o EEREEIR A AR L £,
BB EIIT v T — RENTET 7 AN T EICER L 2— R303002 3 EESNET,

* Audit record 201005 is generated if the secondary dynamic channel preparation failed due to
memory shortage.

c WAL IP 7 L ALZLEW L 97,

)

GE) FIPA L AU varvieT =70 bE, BE2—V =12y 7 E— FTLOEER
BIMACE <720, BEFTPIITRTT 4 B—7 02720 £9,

X 73 FTP

BEE 7R FTP 245 & . Web 7T 7728 FTP EsRNOMbD AL o~ REEETE 2R
L, RESNTRYy NI —27 DX T o ML EINET, BERFTP 2 A X —7/LIZ
9 51Z1L. [Configuration] > [Firewall] > [Service Policy Rules] > [Edit Service Policy Rule] > [Rule
Actions] > [Protocol Inspection] % 7 C, FTP O#fIZ& 5 [Configure] Z¥ > %27 Vv 27 LET,
BRI FTP 2425 & X3, A7V a vV TFIPA VAT gy R — <y PTHIEEL
T, ASA ZHIHT 5 Z ENFFAISNARWFTP 2~ REfRETE ET,
FEE T2 FTP A AT ¥ a VU Clik, IROBMENIEH S Ed,

«FIP a2~V FAMERIGE SN THH TRWVWE, ASAIFHTLWa~y REHFTLEEA,

« ASA T, H®IAHL vy REERETHHERE Fuey 7 LET,

©227 A~ FELPORT 2v 2 FA, =7 —XFINIFKRSNRN LD ICHREES L E T,

A

IE OB FTP 2445 L. FTP RFC |[ZEEICHERLL CWRWETP 7 74 72 MIKWT 5 2
ERHVFET, EBIT,. A VATV a B FIP AR— FORICEMATALERHY £5 (GF
WO FTP R— X TCP21 T9) , FEFTP b T 7 4 v VITEER FIP A VAT V3 V&

MIHE, BRICHTTP F 77 4 v 27 T) THILRWRNT 7 0 v 7K BRAET D RS H
D i‘g‘o

BB FTP A VA7 25 0 Tld, K FIP a~y REISED L —4 v AZBE L. kOB
BT ITAET AR ETF v 7 LET,

DB TCEINZa~2 F:PORT a2~ FREBLOPASV InE a~ 2 ROH U ~DHMN 5 T
HAEMEIDDFERENTE T, B ~DED 5 TRWIEEIE. PORT 2~ RRE)D #C
BNTWAE RS, TCPHERIZFA L bET,

B ExA 58—y b TFORANDAI YRR VY
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AP v2Rsv a3y Rys—vyTonz ]

« RiEZ2aa< 2 K : FTP 22~ K3, RFC DFER LIV |2 <CR><LF> LFTHKR T LTWD
MNEIPREREINET, BT LTWARWESIT., EERAHULNET,

*RETR 2<% K& STOR =< ROH A X : 26, BEDERE BT = v 7 ShE
T VA ANEBELY KREWEAIT, =9 — A vt —URuXo 7 &h, #ENETbh
\i‘g—(}

e v RAS—7 427 :PORT 2~<> Kit, W27 747 MnbHikfEEET, PORT
a=y KR —R— 5K EIND5E. TCP it S ET,

CNEAT—T 47 PASV I IRE o< R (227) X, W —ARN— OB EINET,
PASV |G&a~2 RN TA T b ESNLHE,. TCPEFIIIERINE T, Zh
W2k, 22— —n 1227 xxxxxal,a2,a3, a4, pl,p2] ZF(TTHHEOEXF2V T 4 K—

IR FTEET,
«TCP A b VU —AfmEE : ASAIE, TCP A MU —AfREABH LB EICEEAH LN E
j—O

cHENR— h R —T gy xAT T — FENTEFAF I v 7 R— MEDR., 1024 Fi
THANEIDPRFARLNET, 1 ~1024DEHOR— MERIL., THELEERICIEE
ENTWATD, I — FENT-R— MR ZOFHPFANTH - =84, TCPHER LR
SnET,

e v RNRXATT A4 :PORT 2~ K& PASVIRE o~y FRNDOR— FESD%ICEL
SCFEDS, BED 8 LA LNET, 8§ LV KREIWIEAIE, TCP VLA L b ET,

¢ ASAIESYST i~ RICHTAFIP Y — _R—DnZE & Hig L7 X CEE# L T, —_—
DYAT I EZATNFIP 7 74T v MZALNZWEIICLET, ZOF 74/ O
VEZ NI HI2IE, FTP ~ » 7 C. nomask-syst-reply =~ > R&2ifH L £,

(e} ~ [¢] ~ O E ]
FIPA AR 3 R)O—T Y TDERFE
BREEIR FTP A VAR a2, X207 4 LHlEZ A LSS 00a~w K 7 4L
VTl Xa VT4 Ty 7B ENAESINTOWET, e harto@EatEo 1 o AL
JvallF, Xy FOESOF =2y s, TUVIZERTYy OB OF =y /7, avw R
DE—=IFX—ZDF vy, Blla~vy FORIEREGEENFE T,

Flo, =P —DEIZESWCFTPHSiZ 70 v 7 TELHDT, FTPH A MIF U r— FH
DT FANEBE, T/ AEZFEDZ—P—ZFIHIRTEET, 77AVDE AT F—
N BEOMOBMEICE SN T, FIPEA 7 vy 7 TEET, 4 AT 23 VIRFICFTP
BN R SND &, VAT A Av—Tou 7 BMMERSNET,

FTP A ' A7 3 a V CFIP Yy —R—NZDL AT L XA T% FIP 7 74T > MIABT 5
ZEEFFRL, FFAIT S FTP 2~ REHIRT 5856, FIPA VA7 v ay R v— <y
TEERBIORELET, ER LI~y 71X, FTIPA VAT v a v e F—T NI T 5L
HWHTEET,

FFar LT FIPA VAR v ay I A<y FEERL, FTPA VA7 3D
N7 490 VTAEEFETCEET, o4 7 a E LTE, FIPA VA7 v a v R
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B rrxrsvaskys—<viome

V=TI T4 VTR EREERTHIE L TEET, VIR Sy T EERT D
TLEAARI v ary vy T TR I T4y I OREEEEERT DI EOE N, 7T A
~ v T TR RAERRELER T, 7 IR~y TEHFHATEDL LWVWH HTT, ZOTFIA
TEHA VAR ar <y TIZOWTHALETR, 77 A~y 7Tl IS BT,
[Inspection] # 7 \ZBI4 2 FIECHA I TCWVWAH L L [A L T9, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [FTP] &R T 57, £72i3A AT v a v <y TORERIT/E
KT HZEICE ST, DNSZ TA Yy TEFRETEET,

Je

Evb UTFTHATLIFIRCMZ T, =R R —DIERFICA v ART g v <y THHRE

ATy T
ATvT2

ATvT3

ATv74

ATy TH

TEET, v~ v TORNFIL, ERFIEICEFZRZR LR T TT,

1R & BHEIIZ

—E DT T 4 v IBREAT T a TR, BEDOTEOICERFRAEA LES, b7
=7 D1 OEFEHTLIHAIR. RUICEREHELIFZEREHRDO I I X v~y P2 ERLE
7,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [FTP] Z &R L £9°,
WONWT NN EFITLET,

c[Add] 27 U >y 7 LT, HiLnw=wy 72BNl ET,

CNEEFRTRT DYy THBIRLET, BXa VT 4 LA EEBEEFETL LG,

[Customize]l| %7 U v 7 LT~y VA2 MmETLHI L TEEST, ZOBROFIATIE, v > 7
ERHASA XETNLEMT A0 E LET,

L~y 7O5E, AT K40 3XF) EHE AN LET, v v 7 amET 5 & &1L
EHTEDHOITMHADOHTT,

[FTP Inspect Map] A 7 & 7" 7R 7 A®D [Security Level] = —"T, S%E R 7 1 F ol —
variRbELEHTB L ERRNLET, 774/ hO LU [High]) TT,
Ty b LXLOWTNODBEME BT A5, LETKRTTT, [OK1Z27 Vv 2 L,
KO DOFIEEAX Yy 7 LT, FTIPA VAT v a O —EX R v— b— )L Cv v T &l
}ﬂ Liﬁ—o

WEZ I DI ARG A XTLHMENH DAL, [Details] 27V v 7 L, FlEEZKTET,

ek [File Type Filtering] /R % X7 7 A /v AT 4 T ETIEMIME Z A 7 DA o A7
VavERETLHILOOYa— Iy b TT, ZHIZOWTIIZR TR LET,

[Parameters] ¥ 7% 7 U v 7 L, H— =00 ORI —%~ A7 T E 90, 2k
SYST a2~ R DISE L~ AT THmE D AR L ET,
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ATvT6

AP v2Rsv a3y Rys—vyTonz ]

INLDHEAZ~AITHILICLST, 77472 MIHBERTHARERDH B P —r3—
BHROMHEES Z LM TEET,
[Inspections] # 7% 27 Vw27 L, NT77 4 v 7 OFHEICESNTERET DREDA VAT g
VEEHRELET,
FTP 7/ 52 ~ v FIZEASNT, FRIIA v AT v ay v v P C—HEPEERETHZ LI
KoT, FRFZFOmMI T, VT 74 v 7 O—HEELEETETET,
a) WOWTNMNEFEITLET,
c[Add] 27V v 7 LT, HLWEELZBINL £,
 EFOREEARINL, [Edi) 22 Y v 7 LET,

b) [Single Match] ZJ#R U CHREZEHERT 57>, £7213 [Multiple Match] % 3R L T EE4E
EERTDHFIP 7 7A vy THRINLET,

c) HMEELZZTERLIEGAIT, BEO—HF A7 LT [Match] (FF77 ¢ v 7 3HEHEL
—HTHMENRDH D) F7X[NoMatch] (T 7 4 v V7 3B L BV ERDH D) #iRk
RLUET, 7=&z0E, 55 lexamplecom| T[NoMatch] %R L7254, example.com]
EEL N T 74 v 73T NTr T Ay TOMEINTAR Y 9, WIS, EEEZLTO LD

WICRELET,
* [File Name] : BRI S D 7 7 A VDA RITZ, B L7 IEHIRBLE 72IZTE#RBLY 7 2
EHRAELET,

* [File Type] : #5k&ND 7 7 A VD MIME L7213 AT 4 7 XA 7%, BN LI ERE
BEITIERER 7 JALBELET,

s [Server] : FTP % — _—D4fi%, BN L IEREREZITERER I 72 LHBELE

R

«[User] : =7 A v 22—V =DA%, SR LI EHKRBEELITEHRR Y 7 2 L RE
LET,

* [Request Command] : /X7 > N T S5 FTP 2+ > R TY, LU FOEEOMAE
T,

«APPE : 7 7 A MITEIL £,

«CDUP : BUEDIEXET 4 L7 U OET 4 L7 FVICERLET,
*DELE : #——0D7 7 A VEZHIBRL £,

«GET : == b7 7 A VERRLET,

*HELP : ~ VI @AfREE L £,

*MKD : —="—{ZF7 1 L7 MU ZERCL 7,

cPUT : 77 A NEH—N"—IZEELET,

*RMD : —=_—DF 4 L7 b Y ZHIERL £,
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| WS PrD,

*RNFR: [EWRiDO|] 77 ANAERELET,
*RNTO : EFHKD| 77 ANLERELET,

¢ SITE : r—NR—[EHFOa~vy FOFEHEHINET, @, Zid)E— Mg
HCFEA I ET,

+STOU : —HBMIR T 7 ANZEHFALTC 7 7 A NVERFLET,

d) BX T 2L X—TNERIETT A =T NITENEIDERIRLES, 7273 Ui3HE
WAV Yy P LET, Xy bERoy 7L CEREZHL, —"—F37 947
YMZTCP Uty hEEEFELET,

e) [OK]ZZ Uv 7 LT, AV A7 ar&EBMMLET, BEIGL T A2 L
7,

ZF w71 [FTP Inspect Map] XA 7027 Ry 7 ZAD[OK] %2 VU v 7 LET,

FIPA > AT a3y —ERA RV —TA VAT gy v v TPHERHTEALHITRD
F9,

RDBERY

v T EEHTAEZODA AR g R —ERETEALHICRVELE, 77V
=gy A R Ral A AT a VORIE EBBLTLIEE N,

HTTP A Y ZRS v a3y

HTTP A v AT 2 a ANIT TN MDA LV ART g RY —TliEA X —7 s Enzn
72, ZOAUANRY Vg URMBERGAIIA R —TNVIZTOIRERHY £, =L, T
7 4 v R® inspect 7 T ANZIET 7 A/ O HTTP R— R EENTWAEDT, T 74/ D
Ta—rN A AR gy RN = ERET DT THITP A VAR &g V& BIITE
FT, FE, HEAFA =T A RAERORY =72 MEITGUTH LN —E R
R —ZET 52 b TEET,

ZIZTiE, HTITPA VAT g v A2 OV T L E 4,

HTTP £ VAR O 3 VOHE

HTTP A VA7 gy =P U R LT, HTTP b7 7 4 v 7 ICERT D HE DRSS Z
DD AR L F 5,

HTTP 7 7V r—a v A VAR g V CHTTP O~y A — KL ZAFx vy L, &£&8F
RF—=AF vy I NTEET, ZHODF = v/ T, HTTPHE, av T 247 hx
nruabran, Ayvb—YFabharhlfRntxa VT4 TTI9A TV AZBEBRTHIEE
71 =
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| #2414 58—%y b FOPaLDA VARSI

HTTP w2 X523y Ky v—vy 70z [

YEAEHTTP A VAT v a UHEBEIXT 7V r—a v 77 A T U3 —v & HFEE., HTTP A
VAR R) vy T ERETHEEIMHEHTEET, ZNUCE- T, WEBEN R Y
N —27 X2 VT4 RU—IZEDLRWHTTP A v —2 2 FHTE VWL S I LET,

HTTP 7 7V r—a v A VAR v arThyrx/v 77U r— a2 & ASCI DS O LT
e HTTP BRSO E 27 vy 7 LT, BEOH DL a7 YN Web h— NZEIET S 2
EERFIEET, HTTPEROLE Sy X — DS EIEREEO Y A AHIR, URLOT 7 > ¥
7. HITP =R~y X — H A TDAT—T 4 T HPR— I THET,

JEBE HTTP A VAT v g i, T XTCOHTTP A v — IO TRDO S AR L E T,
* RFC 2616 ~®D #Eil
«RFC TEHI N FXZTEHHL TN Z &
o BN FEHE~ D HEHL

HTTP A1 VARG O3 RYSO— Ty TOHRTE

A=V NRRTA—HIER LTZEEDT 7 a v ERETHITE, HTTP A VAT v 3
YR = =y TR LET, ER LA AR v g v R v— < v FiE, HTTP A
A a AR =TT L EEATEET,

FFart LT, HITPA VAT v ay 7T A<y F2ER L, HTTP A > A7 g
DRNTT 4w IV TAEERTEET, o473 LT, HITPA VAT ¥ 3 iR
Vo=~ P ThIT 47 JIAXEBEERT DL TEET, 7T A~y Tkt
HIElbA VARV ary <y TRI T4 v ODREEEREERTHZLEOEWNE, 77 A
~ v TCITEMER G EERER CE, V7 A Yy TEHAHTE LV RTT, ZOFIA
TEHA VAR v ar <y TIZONWTHH LETN, 77 A~y TEMIN D B,
[Inspection] & 7 \ZB9 2 FIETHA ST\ 5 b D L [A L T9, [Configuration] > [Firewall] >
[Objects] > [ClassMaps] > [HTTP] Zi&IR 57>, F/0ldA v AT v a v <y TORERFIC
ERT 52 LIk >» T, HITP ZV 9 A ~ v T HRETEE7,

je
Evb UFTHHTAFEINAT, y—E 2 VY —DERPICA v AT v a v <y TP ae#iE
TEET, vy TONEIT, ERFIEICEFRR A LT,
1R & BRI

—EDO N T T4 v IVREAT T a TR, MAEDTEOICERERRAZERALEST, b7
=701 OEFHT L2581, RONCEREBRELIIERERDO I T2 ~ v 7 E2ERL F
j—o

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [HTTP] Z#R L £,
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HTTP Y RARY L3V R ¥— 2y TOBRE

ATV T2 KOWTINEFETLET,
c[Add] %7 UV » 27 LT, Ly 7 ZEMLET,

cHNRERTT Oy T EBRLET, EF2UT7 4 LYULVEEBEEFETLII LG,
[Customize]Z#27 V v 7 LT~y 7 amET 22 b TEET, ZOBOFIRTIE, ~ v
ERHASA XEITBNT A0 E LET,

RT9T3 HLO~y TOEE AR (RK40 T E@AZANLET, v~ v 7 2RET D & X1,
ERETEDLDOITHADALTT,

AT 74 [HTTP Inspect Map] # A 7 12 7 7R 77 AD [Security Level] £ —TC, MERar 7 4 Fal—
varbgbI BT DH LIV ERRLET, T 740 bO UL [Low] T,

Tty b L OWNT IR EME BT o5E, ETKRTTY, [OK]Z27 U »2 L,
HBOOFEEAX Y7 LT, HTTPA VAT v g VDY —ERRY — — LT v 7T &fE
ALET,

RIEL EBIZHAZ A XT HRERHDHEEE, [Details] 227 U v 7 L, FlAzkT 7,

Evk [URI Filtering] 78 # NI ERURI DA AT v a U ERETHIZ0OD a— oy
T, ZHICOWTIEIE THALE1,

AT w75 [Parameters] ¥ 7% 27 U v/ L, AT arERELET,

* [Body Match Maximum] : HTTP A vt — Y OARLRERFICHRB I ND, KL TFHTT,
77 AV biE20031 B TT, RERMEZFET DL, N7+ =~ P RCKEREEE T
ZET,

[Check for protocol violations] : /X% 23 HTTP 7’1 f I VIZHEPLL TWAHMNE D & hk
RBLET, EXLTWDGE, #ito Faey 7 Uiy b, Flidn 7/ ~0&Ea1ro 2
ENTEES, Foy7E 3V ty bT258E, nX¥ 72/ RX—TMTH2LD
TEET,

« [Spoofserverstring] : Y—/3N—HTTP~ v ¥ —DEAIEE L= XFHNCE 2 £, &K
82 ILF T,

AT 6 [Inspections] ¥ 7% 27 Vw7 L, NT7 4 v 7 ODREICESNTEETHHFEDA L ART Vg
YEEFRLET,

HTTP 7 T A= v ZIZHESNWT, i3 A AT var <y P T HEEERTET LI LI
LFoT, ERIFFOWMIET, "I 74 v 7 O—HIHELERTETET,

a) ROWFNNEEITLET,
s[Add] 27 U v 27 LT, HLWEELZBMLET,
cBETFORMELRIRL, [Edit) 227V v 7 LET,

b) [Single Match] 2 4R U TAEA EHHEFR T 57 . F72IE [Multiple Match] A J%4R L TH:7E
ZEFRT D HITP 7 7 A = v T 2@ R L7,
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c) FUERZ I TERLEBGAE, KO HZ A 7L LT [Match] (T 7 ¢ v 7 3HUEL
—HTHMENRDH D) £7X[NoMatch] (T 7 4 v V7 I3EEL B ZMERDH D) #ik
WLUFET, 7=&2E, UFH] lexample.com] T[NoMatch] 28R L7254, [example.com]
EEL NI 74y 7 IETRTI TAYy 7O/ £9, WIC, BELZLITO LD
IZRRE L £,

* [Request/Response Content Type Mismatch] : [ D 2 7 2 X A T HBERD accept
T4 =)V RFDOMIME Z A 7D 15L B LR\ Ty FERELET,

* [Request Arguments] : ZRDF[$ %, SR L7 EHRBLE X EHRELY 7 2 LRE
L/SETO

* [Request Body Length] : BROARSIBHFE L7231 LY KRE W ATy RERELE
R

* [Request Body] : ZROAL %, BN LI IEREREZITEREKE 2 JA LA LE
‘a’_‘o

* [Request Header Field Count] : RO~ & — 7 ¢ —/L ROEDFEE LI LD Lo
Ty bERAELET, 74—V RO~y X — 2 A TR IERRBETLITERFHDHZ A
TERETEET, BERELDZATIXRO EFLY TT, accept, accept-charset,
accept-encoding, accept-language, allow, authorization, cache-control, connection,
content-encoding, content-language. content-length, content-location, content-md5.
content-range, content-type. cookie, date, expect, expires, from, host, if-match,
if-modified-since, if-none-match, if-range. if-unmodified-since. last-modified.
max-forwards, pragma, proxy-authorization, range, referer, te, trailer, transfer-encoding,
upgrade, user-agent, via, warning,

* [Request Header Field Length] : ZRD~ v & — 7 ¢ —)L ROR I PHEE LI2AA MK
FORENARTFy FERGLET, 74—V RO~y X — Z A TR IERRBLEI2ILE
BEADODIA T EBETEET, EREADX A 71X, LD [Request Header Field Count]
W —HE R LT,

* [Request Header Field] : ZROBER L7~y X — 7 4 —/L RONEZ, BIRLIZEH
REVETTIEHEB 2 I A LRBE LET, FAIERSNT~y X —F A TEHET D
2, ERITERRBEAHEHL TNy X —2RINTE ET,

* [Request Header Count] : R D~ X —DOBZIEE LI2EL 0 207y FERE L

iﬁ—o

* [Request Header Length] : B3R D~ X —D R IPRE LIZAA ML KE Wy
FERAELET,

* [Request Header Non-ASCII] : BR D~ #—|Z ASCIH UAN D LFNEEND /37 > b
ERAELET,

* [RequestMethod] : B3R A Y v RNEFRFAD X A T ETITEIR L2 EHERBLD L <X
ERRB TAL =BT LTy FERELET, ERFHLOZA SITRO LB T
9, bcopy. bdelete, bmove, bpropfind, bproppatch, connect, copy. delete, edit, get,
getattribute, getattributenames, getproperties, head, index, lock, mkcol, mkdir, move,
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B vrrozrovaskys—<yToRE

d)

notify, options, poll, post. propfind, proppatch, put, revadd. revlabel, revlog., revnum,
save, search, sctattribute, startrev, stoprev. subscribe, trace. unedit, unlock,
unsubscribe,

[Request URI Length] : ERD URI D S NFEE L7231 ML Y KREWSTy M &R
é\ Lij‘o

[Request URI] : B3R URI ONF %, IR L IERERFZITERER 7 7 X LIRE
L/\gz—éﬂo

[Request Body] : ZROAT %, IR LI IEMEHEILIERER Y 7 25250 0%
ActiveX £zt Java 7 Ly FORNBELBRELET,

[Response Body Length] : J&E DAL DR SWNFRE LT Ml R w7y b &
MAELET,

[Response Header Field Count] : JRE D~y X — 7 ¢ — /L ROFBRE L2 L Y Z W0
NRry FeBRELET, 74—V ROy X —Z A T2 ERRBEITERF DX
ATLEMETEET, ERFLDXA TIXRD EFY TY, accept-ranges, age. allow,
cache-control, connection, content-encoding, content-language, content-length,

content-location, content-md5. content-range. content-type. date. etag. expires,
last-modified, location, pragma, proxy-authenticate, retry-after, server, set-cookie.
trailer, transfer-encoding, upgrade, vary, via, warning, www-authenticate,

[Response Header Field Length] : J&E D~ X — 7 4 —)L ROE SHPIRE L1231 Mk
FORENAT Yy NERAELET, 74—V RO~y X —Z A T EREFBEIITE
BHEHBDEA T ERETEET, ERFHDHX A 71X, O [Response Header Field
Count] |Zk}3 25— &R L TT,

* [Response Header Field] : J&E& DRI LTz~y X — 7 4 —)L RONEZ, BN L7Z1EH
REVETIIEHERB Y FALRMELET, FRIERS N~y X —F A TEREET D
N FEFERKRBRZHEH L T~y ¥ —2EIRTEET,

* [Response Header Count] : JGE D~y X —OEMNEE LKLY 207y hEREL
i‘é—c

« [Response Header Length] : JGE D~ X —DREESMRE LT, ML D REVW STy
FERAELET,

* [Response Header Non-ASCII] : It D~ v #—|Z ASCII SO STF N EEND /N v
FEREGLET,

« [Response Status Line] : JEED AT —Z ZITONER 4, IR LI- IEHFH E -1 3EHRE
B 7 AEMELET,

B Fay 7 Uiy b, EE0 7 ~OFR8EIT I 00 E 2 ERLET, o R
2y 7ERIFYVEY hOGAEIE, aX T EA XTI NELET BT MITEET,
[OK]Z 27Uy 7 LT, A VAT aryzBMLET, LEILCTTrERALZEYIKL
£7
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icMp 1 > z2<5 23> |

AT w771 [HTTP Inspect Map] XA 70/ Ry 7 AD[0K] %7 Vv 27 LET,

HITP A v A7 gy =R R —TA VAT v ary v T REHTES L HITR
D\i‘a—o

RDZRY

<y TGRS EEDDA AT g R = RETED LRV E L, 77V
=gy AV TR AL A AT g DORE EBRBRL TSN,

ICMP f VAR 23>

ICMP A VAR v ay VAT 2L ICMP 77 4w 278 TRy ary) #FO
£2187B7, TCP 877 4 v Z7RUDP N7 7 4 v 7 DX IITHMETHZ ENAREIZAD
FT, ICMP A AT g v m VU EFERH LR 0EATX, ACL TICMP 28 ASA % i
HDEIETHZLEHIELEST, AT —F TN A AT g v E2FTLARVE . ICMP B
Fv MU= BEBIZFIHSND AREMERH D 9, ICMP A VAT v g o Vugd, Bk
TETSEN I ORETTHL L, V=T U ARENIELWI LR LET,

72720, ASAA V2 —T =2 A RAZERFBEINDICMP 8T 7 4 v 71F, ICMP A AR V3 v
A= LTEGETOHREINEYA, Lo T, ASANRNNY I T v 7 574/ K
N— At LTCERETE DFE b= a—BRDBEE SNTHE R L. FEORI T Tid,
AU B =T 2 A A~D ping (2 —FRK) NIRRT DAEMERH Y 5,

\}

G¥)

7 varEfLET,

NAT (%, ICMP £ > A7 v a VB LTH, X7y hEEHTH L XITICMP A > A2

ICMPA v ANRT g A RX—TNVZTBHFEZOWTIR, 77V 45— a2 1A Fua b
N A ART g VDOBREESZH LT IZEN,

ICMP TS5 — A VAR O3y

ICMPL T — A4 LV ART I g kA R—TNICT5HE. ASAIZINAT OFTEICESWT, ICMP
TT— Avb—VEEETIFHMEA Yy THOEBRYE v a U EERLE T, ASA IF. Btk
DIPT RLATNry haeEEXLET,

T 4= NOEE, ASAIL, ICMP =7 — X ve— V& ART HHH /) — NHOERE »
TarEERLEE A, WEIFRANE ASA OMIZH HHH / — RIZ X > THERK S #1172 ICMP
TT—AybE—UF, NATU YV —R%Z2ZnLL EEE TS 2 /el AMBAA MCBELET,
HNERAS A k7S traceroute 2~ 2 K& L C ASA ONERICH D50 E TOR Yy 7% b L—2F
D86, ZAUTHEEITIEH D £ A, ASARHRIR Y T2 EH L 2WIEE, T TOHRMA v
FlE, vy BT ENTSEEIP T RLREE B IZFERENET,
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B osoxxooay
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BERAVA—Fy F FArILDA VAR VA |

6=

NAT 73 ICMP /%7 v F CEF &N B ATREMEN H DA 1E. WIZICMP =7 — A AT L g
VEANITAMLENRH Y £9, NAT 1L, ICMP A v A7 3 g U A LTV T ICMP
Ny MZRFUTICMP A AT g »a HEIICSATT 5720, v~ v B 7S5k
RUVAZEEFEILT RV AL L THERTHE, AF Y —BRXy NV EZRELTNDE LI
RZ2AMEMERH Y F9, 72 2E ICMP =T — A4 VAT 2 a B AT > TV
£ ICMP % A ARSI DIAEN Tz a—FR Ny hOBENEBRIND &, A1 L
BB ER DI~ v X —Tlid, B INI5EENEETT LA LTS E T, ICMP
TT— A VAR g VEENCT H L, A A LNBEIZR S TCIEEITLT RV AIZIE LVMEDER
EENET,

ICMP=T—A VAT v a i X—TNMZTDHHEZOWTEE, 77V r—varlbA¥
TR AN A ANRT g DOREESB LTI,

ILS 1 VAR 3y

Internet Locator Service (ILS) A > A7 g oI, LDAPZEHA LT L2 Y
T % ILS Y—/N— L Z5H#89° % Microsoft NetMeeting, SiteServer, 33 2 OY Active Directory D 4%
InlZxf L CNAT % 4R— b LET, LDAP 77— X X—R|ZIXIP 7 FL AL TR RIESIND

728

VILS A AR g UTCTPAT IHMER T 8 A,

LDAP % — R—2 MBI B B EE . WNERE 7 230 LDAP - — X — 28k S RiECcu — 0

IV

BETEXAL91C. MBISEICH L TNAT ZHA4 52 & 2Bmat L TLZE&V, NAT &

@ﬂﬁ‘éz\%ﬁ%ﬁ”ﬂ CRNT = AR SR, AT g B
TIZTAHZ L AR L £9,

ILS $—/3—7% ASA BER OIS H 5551, éE_ﬁﬁ#ﬁ%ﬁ:&ﬂ@Diﬁozm%
B T4 T EES LA — R GEFIXTCP389) @O LDAP H—/"— 7 7 & AT
Bl DFR—IVRNEE L 72 ) £97,

N

GE)

ILS N7 7 4 v2 (H225 33—/ 7 F U 7) 1 ZkA 2 Y UDP F ¥ RAET TRAET L1
¥, TCP #feld TCP 3ET 7 7« ZTHIRO®RIZUIM SN ES, 774/ FTIE Z ORI 60
7T, ZOfEIX, TCPtimeout 2~ RAMH LTI TX £9, ASDM TlE, ZiuZ
[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] ~<- > Z& O £7°,

ILS A VA7 g 213, ROEIRHEENH Y £4,

 BAETRRCINZIZVR—FENEHEA,
DT 4L N Da—F—=IHAESNEE A,
HHDOT 4L NUICEHDOID ZHF> CWAHAHE—O 2 — — X NAT I s 8

/\Jo
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| #2414 58—%y b FOPaLDA VARSI
4vREv bk Avt—UqvrRRsvay ||

ILSA VAR Vg v X —TWITDHHEZOWCIE, 77V r—var b Af¥7aha
WA VART v aDREESHR LTI,

A IARARBZ N A=V A VARG DY

A ABEL N AyE—Y (IM) A VAT a0 ERFERTAE, IMORy NU—2
FEFZHIE L, BEHEROWRE, V—20%E, BLORERY NU—T ~DZDMOEB %
Bk TEET,

IMALART g NET 7HNVEIDA AR gy R —TiEA F—T MZEN2 W2
O, ZOA AT T a UPRBERGEIFIA X T NMIT HMERHY T, L, T4
v @Dinspect 7 7 ANZIET 7 ANV FDIMA— FBREENTVWEDT, T 74/ DT a—
NAVART v ay R U—5fmETIHETTIMA AT v a vEiBINCEEd, £/
W, A E =T A AEAORY) =L, MBS THLWY—ERARY —%
B+ 52 b TE £,

IMA VAR v a v RBETIHERT, AvE—VNRRTRA—ZIERK LIEZSGEOT 7=
VERETAMA AR Vg R — vy TERETAHZEHTEET, ROFIET
. IMA AT g R =<y IZOWTHALET,

FFarE LT IMA VAR Y ay 7522y TEERL, IMA Y ARZ a0 k
T4 I TAEERCTEEY, oA 7T a b LTE IMA VAT v a R v—
Y~y TTCRI T4l VIRAREEERTHI LB TEET, VI I7AXA vy T afild 52L&
LA VARI v ary vy T TR I 74y 7 ORBEEHEERTHILOEWT, 77 A vy
T CIIEME A REELERTE, V7 A Yy THHAATEDL L VWO ETY, ZOFIRTIE
AVART v arzy IOV THHLETN, F I 74 v 7BEDT 7 v a VEIRELRN
ZEERE, 7T A <y FEEARMIZE U TY, [Configuration] > [Firewall] > [Objects] > [Class
Maps] > [Instant Messaging (IM)] DJRIZIRINTH Z LIZL > T, IM 7 T A v FEHETEE
D

Je

b UTFTHMT2FIEICMAZ T, = A RY —DIERTICA v AT v a v~y TERE
TEET, vy TONFIE, MERITEICERR SR T,

1R BRI

—MDONT T 4 VREF T T a rTIE, BEOLDICERERZHEALET, b7
=7 D1 OEFHT L2580, RONICEREZRELIERERD I T A ~ v 7 E2ERL F
ﬁ—o

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Instant Messaging (IM)] DJIEIZE&4R
L\i‘é—O
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B x5 rrve—vaozrsoay

ATYT2 ROVTNNEFEITLET,

c[Add] %7 UV » 27 LT, Ly 7 ZEMLET,
sy HBRLC[Edit] 27 U v 27 LET,

ATY T3 HLn~y 7TOEE, &A1 (BEK40 XF) LHEATILET, ~ v 7TE2RET D & &3,
EHETXDLDOITHADLTT,

77 4w ODREICHESNCTEIET DRFEDA VAR v a v EERLET,

MV T2y FICHEASNT, FHREFA VAT Vay v v P T—HEPBEERETHZ LI
LoT, FHITFOWMITT, "I 74 v D—HEELTERTXET,

ATvT4

a)

RONWTINZEITLET,

c[Add] %7 U v 27 LT, HLWAEELZBINL T,
« BEFOREMEZRIR L, [Edit) 227 Vv 7 LET,

b) [Single Match] ZJ#R U CHREZ EHIERT 57>, £7213 [Multiple Match] %2R L T EEHE

EERTHAIMIZ TAy TEBERLET, [Manage] 7V 7 LT, HLWITA <y

TERAERR L ET,

HUELZ I CERLEGAIE, BEO—HX A 7L LT [Match] (K77 ¢ v 7 | 3HUEL
—HTHMENRDH D) F7iE[NoMatch] (T 7 4 v VXML B DZMERH D) &R
WLUET, 7=&z0E, 55 lexample.com| T[NoMatch] 3% L7254, lexample.com]

EEL NI 74w 73T RTY TRy TORBICRY £9, wic, EUELHRELE

‘@—O

* [Protocol] : F#E D IM 71 ks =2/L- (Yahoo Messenger > MSN Messenger 72 £) @ k7
T4 v ERELET,

s [Service] : FFED M P —E R (F¥ v b, 77 A/VEEE, Web W AT, HEFRF ¥ v
b, i, SRy ZRAELET,

[Version] : IM A v E—Y D=2 g U BIR LG IEBIRBLETITIEHREL, 7 X &
BAELET,

s [Client Login Name] : &R U7 IERBELEZITEREI 7 T AL IM A v E2—VD%(E
T TAT U oA oA ERELET,

* [Client Peer Login Name] : R L7 EHRBLE X EHKRI I FALE M A v E—TD
T ORI A ERELET,

* [Source IP Address] : ZEFTLDIP T KL AB I N~ A7 WAL ET,
s [Destination IP Address] : 58D IP 7 KL AR IO~ A 7 #BELET,

s [Filename] : IM X v &= D7 7 A )V %, TR LT IEBIRBLE DI TIEHRBLY 7 2
EHRAELET,
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ATy TH

IPA T3

PrTvar1vzxovay |

d) BEoRey 7, Uky b FRE3u0l7~0RGETI>NEI RN LET, BHEOR
0y 7EREFV Y FOBAER. o X2 A X—TNEREET =TI TEET,

&) [OK]ZZ U w7 LT, AV AT L g v ZBEMLET, BEICELTT e R4 EL
F9,

[IM Inspect Map] A 7 22 Ry 7 AD[0K] %27 Vv 7 LET,

IMA AT gy —ERARY I —TCA VAT gy <y FPERERATEALSITRD E
7,

RDEZRY

~ o TEERAT DDA AR g R U RETEDEIICRVELE, 77V
r—ay AV TR AN A AR g DR E EZBRBLTLIEE N,

-~ LN O > LN

SAARNG Y

IPATva s A VAR v arzZFELT, 2~y ko~ X —O[IPOptions] 7 4 —/L KD =2
T UVIZFESNWTEDIP XNy hEFATAENIOWTHIEITE T, BELI WAL
TarnbbstRry N Raey X LY, FFarE 207 (LT 7y REFFR) L
D, BEFERLTry "L TEET,

IPA 7V a o TREES A HIEREREIX, —H ORI TIILEATT N, 1FEA SO
TIFAETT, BRI, IPA 7Y a i3 F A b AZ T XU T 4, BIOW K
N—T 4 VT ORENEGEENTWET, IPAT v a VOFERIMEETHY., ZD7 41— RIZ
AT a a0, L, FREEnUEEDDLZ ENTEET,

IP A7 a2 v BILUEET S RFC ODZMD Y 2 MIOWTIEL, JANA D_—
(http://www.iana.org/assignments/ip-parameters/ip-parameters. xhtml) ZZ M L T 7230,

IPAT > a DA VART v a NI T 74V N THEDZ/Z>TWETRN, RSVP T 7 4 v 7
WXL TOHERSDTWET, TTZFNV IO TNHF L TWDLEDOLUSMGBMOA T > 3
VEHFFRTON, FEET IANVNUNDOA AR v ay NI T 4T T TRy T EE
AT LICLoTDOXATDNT 7 4 v 7 IZHAT2HEICOHR, ZHERET HMLEN
HoET,

\}

=)

RIE, AT a BT T AN VT ENEE A,

PATFar A AT auid, 797X MEERT 7y NTITEIELE R A, T2 &

WOETIX, IPA T ary A AT g ATHOWTCEaRBALET,
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B riivavqizxovavorornt

PATI3 A VARGO I VDT IAILE

IPA TV ay A AT 23 1%, default ip options map f " AX7 v gy R — <
TERMBHLT, RSVP R T 7 4 v 7 DT 74V hOHRTHMZR Y E5,

e Router Alert 77" 3 TFFAI SN E T,

ZOF T a sk, k=2l Ty ROSEENRZE DN —F TRWGAETE, X
o hDarFUoVEBRETLE @A LET, ZOA AT T a E, RSVP & FELE
LTWAEAITRII L ET, RO 7 e hanid, "7y hOEME A Lich b r—4
TOLEHEME PR 2 B L L £ 9, RouterAlert 473 a U BN E EN/ZRSVP /7 v |
ZRuey 7958, VoIlP OFEETRHENELLZ BBV 7,

s FOMDA T arEEL Sy MIFry T ENET,

AANRT gl HoTARTy bR Fr y 7 ENLHT-TNT, syslog 106012 23R4T S E
T AvE—UTIE RNy 7ORKIZR T4 T > a VISR EivE T, show service-policy
inspect ip-options =~ > R&AMH LT, &4 7 a VOFEHERZRRLET,

PATLaoAVARG I RYO—T Y TDHRTE

FIFNRNUADIP AT g A AT g BFETTAEST. P SV ay A AR
Jvary R — <=7 EERLT, 4T gy 24 TONRGEZIRELET,

Je

Evk UTTEMBTAFECMEZ T, =R RY —DOERFIZA v 2T gy vy TERE

ATy I
ATy T2

ATvT3

ATvT4

TEET, v~y 7OREE MERTIEICBERZRSFE LT,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [IP Options] % &R L £ 7,
WROWTINNEFEITLET,

c[Add] %7 UV v 27 LT, Ly 7 ZEBMNMLET,

vy TEBINRLC[Et) 227 Y v 7 LET,

i~y 7OEE, 4l (K40 30F) LA EZ AN LET, vy 7 E2RET D & 1L
EETEDL0EMPOHLTY,
PR 547 v a % [Drop] U A G [Allow] U A MIBEI L TRIRL £,

WOEY FEZBBEL TN,

s IFTANI ATV TR vy FICEENTOARNAT Y 3 Y OF 7 40 b OB
MEESNET, Zh% [Allowed] U 2 MIBBH L2841, [Drop] U A MIRRENT
WHA T a bR EhET,
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IPsec K2 ZL— A v2<o vy [

c FRTDHA T a T, [Clear] Ry 7 A% AN 52 LT, Ay MEXRET DHIIC
Ry b~y B —mb A7 arEEIBRTEET,

s —HDOA T a N, AT ar FATEFIMNIY A NSET, BFHlFeL TV a v
EATDOE I Ty b (a— JTA BXOATvarv&E) T A7y ot
v a Y OFRFHIIETTEDHY A, INEOFT v ar XA T, EEOLAT v a v
WCFRRESNRWAREMERN H Y 3, IEEREL TV a v id, /¥ —F v b 71 h2)LREC
791, http:/tools.ietf.org/html/rfc791 TEFR I N TR I ND ¥ A TR INEOEXTH 544
ERH Y FT,

e Ry MTBEEOA T a A TREENTODIEHEE. TNEDZA TONTNIITK
THET 7 arynRry he Ry 7452 L ThuE, Ty MIikey 7E3nE
‘j‘o

IP A7V 3 BLOBET D RFC OZMO Y X MIOWTIE, TANA O~—Y
(http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml) % £ L T 720y,

ATvTS [OK] %27V v 7 LET,

PHFar A AT g P—ERARY L —TA L ARI gy vy FEFEHTEXS L
T F9,

RDBRY

<y TEHERATEEDDAL AT g R —ERETED LRV ELE, 77V
r—a A Y TR NI A ART g DRTE SR T I,

IPsec /\RAR)L— A VARG 3

IPsec 7RAAN— AV ART L a U NFT IANV I DAV ART T a vy RN —TlidA x—T /v
WZENRNTZD, ZDA LV ART 2 a VIRERGEIEFA =T WIZT HRERH Y 3, 7o
72U, 774/ D inspect 7 T ANZIET 7 4V D IPsec R— R EENTWHDT, 77 4
WRDTa—rS) A VAR gy R —EfmET D750 TIPsec £ AT 2= U &BN
TEET, FhE, HEAFA U E—T oA AFFORY >—7p 8 BTG T TH LN —
ERARY =2 FT 52 L b TEET,

ZZTliE. IPsec RAANL— AL VAR gy DU OWTEBA L ET,

IPsec /XA R)L— A VARG L 3 VDOBE

Internet Protocol Security (IPsec) X, 7 —4 A h U —ADK P/ 7 v FEZFEGEL L OR 5L
DT EICEoT PHlfEEEX= YT 4 THRETDODOTE b=k 24— FTH, IPsec iZ
I By va CoOBIER, BIUE Y e VRIIEN SO SR —DR T — 9 OB
WIS, ==V = MNHOHARIEZ LT 572007 8 Fa b b BEENTWET, [Psec &
EALT, RAN (ArEa—F a—P—F7Fh—"—2L) OXTH, EX=2V7 15—

BERAva—Ry bk Forarnsrzrovay |
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BERAVA—Fy F FArILDA VAR VA |

B orsecixz— sz as Kys— <y ToRE

FT=A V=R T 7 AT U472 E) OXTH, Flidtx=2V7 4 F— b= A Lk
A NEOTF—% Tn—ZRETEET,

IPsec RAA)L—T TV r—3g v A A2 g 0%, IKEUDP A— b 500 #5572 BEEEfT T
S ESP (IP Fr F=L50) BLWRAH (IP a2 Fa51) o7 ¢ v 7 Bl <
EFE9T, ZOA AT g T, ERACLa Yy 7 X2 —3 g %ML CESP B XL
RNAH b7 7 4 v 7 BRI L, XA LT U hERKEEEFEHL X2 7 0 bR L E
7,

ESPE7/21ZAH N7 7 4 v 7 OHIBEFEET 5121, IPsec XAANL—DRY — v T Hi%
ELET, 727947 b0 ORKEREE., 74 KV AL LT U MERETETET,

NAT BXUIENAT b7 7 4 v ZIF3FFRSNET, 72720, PATIIV A —FSNnFEHA,

=JL =

IPsec /AR RAIL— A 2VARG O 3RO —ITY TDERTE

IPsec /S A A )L— <~ v 7 Tl, IPsec NAANL—T F U lr—2 g9 LA VAT 9 0DF 7+
UV NREMAEEE TXET, IPsec AR N— v FE2liH+THE, 778X U X NEMEHEL
R Th, BED 7o —ZFHA T £,

AT A4FX 2 L=V alEENDT 74V~ v default_ipsec passthru_map Tl%, ESP
BEtlokt 9257 747 T E ORREIIHIRZe LICERES L, ESPT A RV ZA L7 U M
10 DICRESNET, BALDMENLERGS, T AHMEARET 2HLERHLH551CD
e AVART v ay R — vy TERETDHDMLERDHD £7,

Je

Evk DUTFTTHBHATAFECMZ T, F—ERA R —DOERTIZA v AT gy v TFTHRE

ATy T
ATy T2

ATvT3

ATvT4

TEET, v~ v 7ORNFIL, MERGIEICERLFE LT,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] >[I Psec Pass Through] Z8&4R L £ 7,
WONWTNNEFITLET,

c[Add] 27 Vv 7 LT, HiLnwsy 7Bl ET,

CTHEERTTDHY Y TEBRLET, EX2V 74 L NWEBEHBEEETLZ & D,

[Customize] #7 V v 7 LT~y 752 mETHZLHTEET, ZOBROFIRTIE, v~ 7
EHAS<A XETBNT 260 LET,

L~y 7OgE 401 (kK40 XF) EHAEZADNLET, vy 7 E2mET D L &3
EHETEDDFAIADHTT,

[IPsec Pass Through Inspect Map] % A 7 &2 7 7~ v 77 A D [Security Level] £ = —T, %E/Rp=a
TA4FXalb—rvarigbI—ETH b2 IRL £,
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ATy TH

ATvT6

1 v2xovay ]

Tty b L OWNT IR EMSE T H5E, UETKRTTI, [OK]227 U7 L,
HBOOFNEEZAF T LT, IPsec/’SAANL—A LV ART g DY —EARY — L—/LT
v v T ERERALET,

RELE SDIZHAZ A RTHVEND H5E1X, [Details] 27 Vv 27 L, FlRZEHIT 9,
ESPBELONAH Mo RNV EFA[TEHIMNE I NEBEIRL F T,

Ta hanl i, KT TA T MIFTFA SNBSS L OTA RV 24 57 7 FHi%
ETEET,

[OK] %27 Vv 27 LET,

IPsec NAAN—F T a A VAR gy =R R —TA VAT Varyr <o/
EREHATEAL 2D ET,

IPv6 f AR 32

IPv6 A VAT vaywEFEHT D E, JRESY X —IZHEDSNTIPYG N T 7 ¢ v 7 &38RI
OZIZEEE LY Ry 7 L7 TEFET, 512, IPV6A AT g o TiE, IPv6 /37
FNNOPLIEA~» X —D Z A 7 L EFHS REC 2460 IZHEHLL TV AN E I ML R TE £,

IPV6 A LV AR 2 a NIT 74V hDA VAR gy RY o —TlEA X —7 /LI ENR 0
oD, ZOAVANRT v a UBRRBERGEIFAR—TNVICTLIRNERS Y ET, T 74N D
Ta—r\)V A AR a R v RELTIPV6 A VAR v a UEBINTEES, £
T2k, 2 2EA =T 2 A AEFDORY =72, BEIILEUTH LW —ERARY o—
PERT AL b TEET,

IPv6 1 VAR 32DTIHILE

IPV6 A VAR va kA X =TI L, A VAT a VR r—< o T ERELRNE,
TNV IDIPVE A L ART g R v— <y PIMERSI., ROT 7 v a v BEITSH
F7,

« BN O IPV6 Lok~ =D Az FFl LET, ERLRW ATy MIRry 7 Sh, v
Rk SN E T

* RFC 2460 LR CEZRIN TV D IPV6 JEE~ v X —DJEFZ @A LEJ, HER L2 0R
Ty MIRuey S, v ZICEESNET,

N—=T 4 T BT N B =Gy e Fay 7 LET,

BERAva—Ry bk Forarnsrzrovay |



BERAVA—Fy F FArILDA VAR VA |

B rosrxrvavgkys—<yionE

IPv6 £ VAR 3R O—T v TDETE

ATy T
ATvT2

ATvT3

ATvT4

ATy T5

Ney ZFEEe X 7T 500ESy ¥ —2BET 2L, 3Ty NomGEEET 1« & —
TMZTDHITIE, = AR —THHEINDIPV6 A v AT v ar R v—~v T &E
Eibijéo

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [IPv6] % &R L £ 9,
RONWTINNEFEITLET,

c[Add]ZZ7 Vv 7 LT, HiLnwey 7 ZBMLET,

vy THEBBRLCEd) 27 Vv 7 LET,

L~y 7ORE Al (K40 3XF) EHEZ AN LET, vy 7 EmET D L XL,
EHETELOIEHHDOHRTT,
[Enforcement] % 7 % 7 U > 7 L, BEFI®D IPV6 JE3REA~ v X —7EF 23535008 9 M, F2ik
RFC 2460 TEFR STV D IPv6 L~ v X —DIEFZ #2708 9 2 aEIR L £7, 4Bl
LiavWwry NI ke y 7 s, v7iliddgksnE 7,
({£E) [Header Matches] # 7% 27 U v 7 L, IPv6 A v E—V D~y X — |l STk v
FIe ZICRERT AN T T v P ERELET,
a) MONWTNNEFEITLET,

c[Add] %7 U » 27 LT, FHLWEEZBMNMLET,

 EFORYEZIEINL, [Edit) 27 J v 7 LET,

b) —ET 2D IPv6 i~y A — & BIR L 7,
PRk (AH) GERE~» & —,

CGISEA TV a v Ny H—,

s TEMEEF 2V T 4 XA m—F (ESP) ~v ¥ —,

T TTRAN Ny B —,

ARy TN Ry T AT ary ~yH—,

* [Routing header] : 1 DD~y ¥ — Z A THK G ETIIHFZOFHMHEFREL £,

* [HeaderCount] : /X7 v h& Ku v 7 Eizide 75k LW CTHF a3 2 E5E~ v & —
DIRRNBEFRELET,

* [Routing header address count] : /X7 > & Nu v FE7idn 725k L2V TR
LAATON—=T 4T L —NDT R ADRRBEHELET,
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ATvT6

NetBIoS 1 vz <53 [

) Ty xRy 7T5)h, /Il o0 a@RLET, Ny bae Fey 7458
BlE, X T EA =T MITHZE L TEET,

d) [OK]ZZ7 U7 LT, fAXT v arzBMLET, LEISLTTrER @KL
£7

[IPv6 Inspect Map] ¥ 4 727 Ry 7 AD[OK] %7 U v 7 LET,

IPv6 f VAR gy b—ERAR) S —TCA VAR gy vy PHEHTEAL91270
i‘g‘o

RDEZRY

v T EERATATZDODLN AT g R —ERETEAHILHIZRVELE, 77V
r—ar A 7 hal A AT g OREZSHMLTLITEE N,

NetBIOS 1 2 AXT <3 Y

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

NetBIOS 7 7 U r—3 3 o A v A2 ¥ 3 »ClE, NetBIOS % — A #—E A (NBNS) /37 v
FBEONetBIOS 7—4 77 L H—E R 7y MIEDAEN TS IP 7 FLATNAT &
FAITLET, £o. TR baLET = v 7 &7 T, SEIFERT 4 =L FOKPR IO
et ER LET,

NETBIOS A V' AT 2 a 3T 7 4/ hTA F—T M > THOET, SHEIZG T T, NetBIOS
v ha)ERKE ey 7ERiEn ZICiEEaT oR ) v— vy T EERTEE T, ROTFIE
T, NetBIOS f V' AT gy R r— <7 ERETDHHEIOWOTHBALET,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [NetBIOS] %41 L £,
KOWTNNEFITLET,

c[Add] %7 U v 27 LT, HrLnvwy 7 ZEMLET,

e~y TEBINLCIEt) 227 Y v 7 LET,

L~y 7ORE, ARl RK403F) EHHZANLEYS, vy 7E2mETDH LT
EHETELDITHADAHRTT,

[Check for Protocol Violations] Z3#IR L £9°, ZDOF 7T a VERIRLARWEGE, ~ v 7 &2 1EK
THEHRITIH Y EHEA,

FITTLT 7 aEk ANy FO Ry FETe RN bEIRLES, Ny FE R
By 7T LORAIE. nX T EA XTI THIE B TEET,
[OK]Z27 U w7 LET,

BERAva—Ry bk Forarnsrzrovay |
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B rrriozrsoay

BERAVA—Fy F FArILDA VAR VA |

NetBIOS A v A7 gy H—E AR —TA LA gy vy PHEATELLH(1C
AN/ S

RDEZRY

T EERTEEODAL AT g R U—ERETEDLIICRVELE, TV
re—al A Y T NI A ART g DRTE SR T XN,

PPTP £ VAN 3 Y

PPTP %, PPP 7 7 4 v 7 D bRV IR EIND T banr T, PPTP Y v a v
X, 125D TCP F v %)L L@ 22D PPTPGRE b > /L CHERL & E 3, TCP F v /Wi,
PPTPGRE kDT x— f EEHICHEH SN D6 F v r/LT9, GRE b > R,
2ODFKEARNEDOPPP v g aiakLET,

PPTP 7 /U r—va A VAR v a i, A x—T7WZikbE, PPTP 7 u fai 7y
REMAE L, PPTP hT 7 4 v 7 AT 572D LE 7 GRE #t & xlate 4 A T3 v 71T
ERE L £,

BREIZIZ, ASAIX., PPTPDONN— g Vi@AI & BIEa— L DOERIGE S — 7 v A&t L%
4, RFC2637 TEZEINTWSHPPTP A=V g VI ZRBESINET, EH 600058
MENTZN—=T 3 U=V 3 1 TRWEGES., TCPHIEITF ¥ 2L TOEFNLIED A o AT
aAIT 4 =T NICR Y £, . BET-AOEREISEDOY—F v A TBF SN E
T, HER L Olate 1L, IO D HXVGRET —% T 7 4 v 7 AT 57201, ME
WIELT, XA FI v 7180 ETonET,

PPTP A v AT gy 2P d, PPTP N T 7 4 v 7 % PAT TEMATEZ 5L 912, 4 X—
TICTHHERDHY £3, Fiz, MTi]WWH?%@??Z»TWEA~V5/@®E
(RFC2637) NxIvm— hINGAICRY . £O GREIZX L TETEITINET, PAT
@\*@EA—VH/®@E(M@UM\MCNM)Li%ﬁéﬂiﬁAo

PPTP A v AR v a v R—TNMITBHHIEZO>WTCIR, 77V r—varbAv7Fuk
AN A AT g VOBREEZBRLTL &N,

RSHA VAR O3>

RSH A VAT v a NET 7 4/ b TA F—T W27 >TWEJ, RSH 7’1 b 2/1ix, TCP
R—HF514 TRSHZ 747 > b3 RSH Y —R_R—~DTCP ¥ A EH L Ed, 7 74T b
==, 7 T4 7 "D STDERR HJA R Y — A %ZfE5T 5 TCP A— hEHFER TV
T—hLET, RSHA VAT Va4t LBICSLT, xEvz=— IR — S5O
NAT ZH AR —hLET,

RSH A v AT g DA R —T LD HOWTIE, 77U A4 —Yary LAY Fu b=
WA UART L g VOREESH LT IEE N,
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| #2414 58—%y b FOPaLDA VARSI
SMTP &5 & UiiEE SMTP 1 w2 <o v 3> [

SMTP B &K UHEEESMTP 4 VAR 3 Y

ESMTP A V' A7 g Tldk, AL, T4 v T, REEARA v VKB Ny 77
F—N—Ta— /T =T —RB EOREERELET, £, TSV r—varkEXa
VT4 &7a ha/L#ERLUC LY | EEFZRESMTIP A v —U 7R 2@ L, E2EEBI A —
NHHEO T vy 7 HITWET,

ESMTP A v AT 2 a NI T 74V b TAL RX—T N2> TWET, T 74V~ A L ARY
var vy ERRRLNEPNMERIGAEIIOR, RETHLERHY 7,

ZIZTHEH, ESMTP A v AR Vg TP Al OWCRHRIFL £97,

SMTP 8 XU ESMTP 1 VAN L 3 VDOBE

PEE SMTP (ESMTP) 77U r—a v A VAR a v i+ 56, ASA ZEETX 5
SMTP 2~ RORFEEZHIR L, E=% —fREZ1BMNT 5 Z £I12L > T, SMTP X— A DK E
N6 L0 REICIR#ETE £9, ESMTPIZSMTP 71 b /L OHRET, 1E& A L OB TSMTP
WL CnET,

ESMIP 7 7 U — g v A VAR g 0F, a—YP—NMEHTxa~vr REP——N0
WETHA =L, 208AEB S LET, ESMTP A A7 g Uid, RO 3D
DEERE AT ZFITLET,

« SMTP R %A 7 DDA SMTIP 2i~v > K& 8§ oDfriEa~y FIZHIBL £4, AR —HKE&
nNada<r Rigko Lty T,

« L3k SMTP : AUTH, EHLO, ETRN, HELP, SAML, SEND, SOML, STARTTLS,
B LU VRFY,

« SMTP (RFC 821) : DATA, HELO, MAIL, NOOP, QUIT, RCPT. RSET,

*SMTP =2~ RInE Y —7 v AT =H—LFET,

o BEESEBR O AR A—L T FLANICHDIAEN TWIEN R L ENBEER L DL &

12, B L a— R 108002 4Rk LE T, FEMIC OV TIE, RFC21#ZMM L T,
ESMTP A v A7 g T, IROBHERL T=F ¥y N0 E I, avwr REREDS —
FUARAEE=E—LET,

cYnETonza~v R

e RIEZRa~ v Ff&UE (KCR><LR> TR T L TW7RWY)

e MAIL =< > R& RCPT 2~ RTlE, A—VOEEHEZEENECSINET, BER
LFINIRNI, A= T RUARAFT Yy ENET, fitE () 3EBsh (77071
EHEEINET) . <] BLEO [>] ZA—V T RLAZERTLIHAICORTFTENE
T (> Xvanc <) R0 RHY F3) |

« SMTP #——|Z L 5 REDOBAT

BERAva—Ry bk Forarnsrzrovay |



BERAVA—Fy F FArILDA VAR VA |
B esvwr ozxxsvavorFarn

c REETITIR— PR DI~ FITH L, A AT varxzvf, ~ry B
DT RTOXTFEXIZERL, ZNUHIENEHT— "=l Lo THERINET, ZO/E
X, 500 Command unknown: 'XXX'| DX 972 A -V TERRINET, FEBHha~
VR BEESNET,

PR — bxEAL O ESMTP =< > RiZ ATRN, ONEX, VERB, CHUNKING T, 77 A ~X—
MEETTY,

« TCP % U — AfRtE

cATU R ALTTL Y

\}

(GE)  ESMTPA v AT v a v uwAd X—TMIT 5856, IROL—/MZHEDRWE | x5O SMTP
(AT 2 Telnet Z v > a UAMEIET D2 ERHY £9, SMIP 2~ ROE S IE4 7 E
T DHERHY ET, BRELITTRTIHILENRD Y 7, ROIEZRITT DENHLE
DISE =T HHNERDH Y £,

ESMTP f VAR 3 vDTI7+I)L b

ESMTP A > A7 2= &, default esmtp map f v AT T a v KR v— <y 7 E2HEHL
T, 774/ THEIIRD £,

o = N— NP — I~ R 7 ENFT, ESMTP A L AXRT g =0k, XF 2] .
0] . o) B P —"—=D SMTP N —DXFET AZ Y ATIZEFRLEYT, HiF
(CR) . BLOYAT (LF) 13RI ET,

o BESALBERE N ATRE T3, ME SR ER A,

« FEMEZEMOT U ADRRCTFIIRHI S NS, 77 v a VITETSNEE A,
AV RTOREIN 512 LV REWERIZ, Foy7ZshTr 7Sy,

« ZAEEN 100 XV ZWVEHHE, FryZanTr ZIZiEsnET,

e RLDEINIG A, P RENWA =V JICiiEk S ET,

ANy Z—TORIN 9B LV REWERIZ, FryZXshTr 7S d,

*MIME 7 7 A VAR 255 LFEVEWAvE—1F, FeyZance Ziligksng
7,

+ lothers] (Z—%9 % EHLO J&ENRXT A —H I~ A7 I ET,
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ESMTP 1 ARSI 3 0 RYS— Iy TOHRE .

ESMTP 4 AR a3V RYSo— Iy TDHRTE

Ay T—UNRGRA—RIGER LT E2OT 7 a3 ZRETHICIE, ESMTP A A7 3
VAR — ww PEERLET, ERRLIEA v AT gy RY — < 1. ESMTP A
VAR g v kAR —T I T AL EATEET,

1R BHHIIZ

—¥BDO T T 4 VREF TV a T, BADEDICERERZHEHLET, b7
=IO 1 DEFEATIHER. R ERFRRELIZERRE O 79X vy 72 ERLE
ﬁ‘o

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [ESMTP] %z &R L £,
RAT9T2 RONTNNEFETLET,
c[Add] 27 Vv 7 LT, L~y 7ZBIMLET,
cHNEERTT Oy THBRBIRLET, EX2 VT4 LNV ZEEEETLHIEDL,

[Customize] %7 U v 7 LT~y 7 amETLHI L HTEET, ZORDFIATIE, v > 7
EHASA XEITBINT A0 E LET,

AT T3 HLW~y 7OGE, ARl (kK40 307 EFBEANLET, vy 7T EHETH L XX
EHETEDLDITRHADILTY,

AT w74 [ESMTPInspectMap] & A 7 1 7 7R v 7 A®D [Security Level] B == —C, SE/RaL 7 4 Fal—
VariEbE BT AL EEIRLET,
Tty b L OWNT IR ENE BT o5E, U ETKRTTY, [OK]Z227 U v2 L,
BYOFNEEZAX 7 LT, ESMIPA V' AXT g DY —ERARY — — LT 7%
ERLET,

RIEL EBIZHAZ A XT HRENHDHHEE, [Details] 227 U v 7 L, FlAzkT £,

Evk [MIME File Type Filtering]) " % NI 7 7 AV ZA T DA L ANT 2 a VERET D
7Dy a— 1y FTTH, ZHIZOWTIEIZRTHIALET,

AT w75 [Parameters]| ¥ V&7 U w7 L, BRA T a v ERELET,

* [Mask Server Banner] : ESMTP % —/X—=7/n 6D N =2~ X7 550 E 95 Dy,

* [Encrypted Packet Inspection] : A > A7 3/ = 72 L C ESMTP over TLS (K5 5k I 7= 8%
W) EFFAIT M E DD, VBN U T, bz e ZicidékcsEd, 7
TANBITE, A VAR aryDORWTLS By v a VY AFAILET, 2047 va v
DFRERIRT D &0 VAT LIt > 2 a3 UEGAIT S STARTTLS A & 27—
ZEHIBRL, BEC L — T X R MR R IT O ET,

RATw 6 [Filtering] ¥ 7% 7 Vw7 L, Bt 7y a b ZRELET,

BERAva—Ry bk Forarnsrzrovay |
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ESMTP £ Y XR4 &3y RY v— <y TORE

* [Configure mailrelay] : A —/LHHED N A A A EFRELET, #id ey 7L, MLEIC
JELTe ICRETEET, FRE, e S ~0OREIETEITI L b TEET,

» [Check for special characters] : 1 A —/VOREE ETITZEET N L RIFR ST 3A 7

D RNy Z7 74—  NULBEENDA v E—VIIHLTEITT DT 7 v a V& fiE

LET, #ix Foy 7L, BREDSC T SRR TE£d, 03, v~k
JETOZELTEET,

AT F T [Inspections] ¥ 7% 2 Vw7 L, NT7 4 v 7 OREICESNTERET HRHFEDA LV ART Vg
YEERLET,
a) WOWVWTNNEIATLET,
*[Add] 27 U v 27 LT, #HLWEEZEBNLET,

 EFORYEZIEINL, [Edit) 27 J v 7 LET,

b) HHEO—-FHZ A 7L LT, Match] (K77 4 w7 3L —HTHXLERDH D) F2iL
[NoMatch] (FT7 7 ¢ v 7| 3FEHEL B DZMNERNH D) ZBIRLET, 72L& I, X5
lexample.com| “C [No Match] Zi®IR L7354, lexamplecom| #&ie b7 7 4 v 71X F
RCYTA Sy TOREINTTe D 3, WiZ, BEEHRELET,
* [BodyLength] : ESMTP AL A v —YDEEIMRE LI AL ME D REWA v E—
TE—HLET,
« [Body Line Length] : ESMTP A A v —Y DITORSVRE L7z bk v k&
l/\)( \\/)Z‘—?\/\\kgﬁbij‘o

« [Commands] : A vE—YOa~<wy F#jEE—HLET, ROa~v FO1OEITHE
HatEE CX £, auth, data, ehlo, etrn, helo, help, mail, noop. quit, rcpt, rset,
saml, soml, vrfy,

* [Command Recipient Count] : ZEFDOENIEELZEL Y KEWA vE—U L —8 L
£7

* [Command Line Length] : =~ > FE)FOITOR S BFEE LIS ML Y REWA v
?_Tykgﬁ L/ij—o

* [EHLO Reply Parameters] : ESMTP EHLO J&& /N7 A —& L —F L E3, IRD/NT A —
2D 1 DEITEE A E TE £7, 8bitmime, auth, binaryname, checkpoint, dsn,
etrn, others, pipelining, size. vrfy,

* [HeaderLength] : ESMTP ~ v ¥ — DRI BB ELIZAA MEELD RKRENWA vE—T L

* [Header Line Length] : ESMTP~ > X —DITOR I BHEE LI2AA ML KE WA
“‘Z _ ?\/\‘ k #ﬁ I/ i ‘/Jﬂo

« [Header To: Fields Count] : ~v % —® To 7 4 —/V KOENFEE LML Y KE WA v
-l —ELET,

B ExA 58—y b TFORANDAI YRR VY



| #2414 58—%y b FOPaLDA VARSI

ATy T8

snwp 1 >2<sva> [

* [Invalid Recipients Count] : HEZWRZEHFOEPRE LML Y REWA vy -V L —
BLET,

* [MIME File Type] : MIME £7213AT 47 77 ANV XA 7%, fRELIZIEREHRE-
IXEREH S FALBAELET,

* [MIME Filename Length] : 7 7 A VAREE LTS MLV REWA vE—T L —
ﬁLiTO

« [MIME Encoding] : MIME = 2 —F 4 7 24 F & —HLET, ROXATD 15
FRIIEE A FRE CX 9, 7bit, 8bit, base64. binary, others, quoted-printable,

* [Sender Address] : E[FEHDE T A—/N T KL A%, F8E L7 IEHFHE-IXEHREDR
7 ITAERELET,

s [Sender AddressLength] : :6{EZF D7 RVABEE LA NI Y KEWA v E—T
E—ELET,

) BfioRay 7, Uty b, E3a s ~0OEEITINE I MRIRLET, B0 R
0y 7EREFV Y FOBAER, o X 02 A RX—TNERET =TI TEET,
a< 2 RBLWEHLOISE NN T A =X Df, a~v o ReEv A 7352 L TExET, o
<~ RO—HOEE, 1 Oy NEHIRZEATS2 2 b TEET,

d) [OK]ZZ7 VU7 LT, fAXT v arzBMLET, LESELTT e AEEY KL
£7

[ESMTP Inspect Map] ¥ A 707 Ry 7 AD[0K] =7 Vv 7 LET,

ESMTP A v A7 g v P —E AR —TA VAT varvy TR TEs L9127k
Di‘é—o

RDBRY

<y T EERATEEDDAL AT g R —HRETED LRV ELE, 77V
r—ar A Y IR NI A ART g DRTE SR T EN,

SNMP £ AR <3y

SNMP7 7V r—s g A ATy gt TRAAND T T w7 TN ARRED |k
ST 4y OmMFICHMENET, 2D AT g 0T, 2—F—R3EDSNMP & % k
WZHIBR S 415 SNMP v3 23X ET A AICMETT, 4 VAT v a VR LOYA, BRI
72v3 2=V IMEEOHF A ENTZHRA NNST A RER—Y 7 T&EET, SNMP A A
X7 aNET 7 AN MR—= N TIET 74V S TEM > T D728, T 7 44 MUA D
A= AT 258ICORBRETILENHY T, 77 4/4 hR— NI UDP/161, 162 T
HY (TRTOT A AL A ) | FXOSIZUDP/161 TV v A4 572, FXOS 3715
7 /34 AL UDP/4161 T,

BERAva—Ry bk Forarnsrzrovay |
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BERAVA—Fy F FArILDA VAR VA |

B osonetrozxooay

T 7 ) FTiE, SNMP A VAR v g IR —V U TR IS N—2 g SIZHIRB L £
j—o

\}

GE)  ZoOTFT7x/ FOEMEX, ASA914 T S EE A, SNMPAR—Y > 7 2k S iz 3 —

ATy I
ATv T2

ATFvT3
ATvT4

Va VIZHIET 521X, SNMPIREEZFHNNCTEILENH Y £, SNMPA AT g vk
BN L TW WS, SNMP R—VU 7, Bk Sz N— g ScBR2R<, v BXIOD
V2 TEITENET,

VBT LT, SNMP R T 7 4 v 7 M EDAA— 3 O SNMPIZHIRET S 2 & b TEE9,
PIRTOD/R— g D SNMP T2 EMEMENWZ0, Bx 2T 40 RY —Z2HH L THED

SNMP N—V 5 U A BT OMEREL L6 0HV T, AT AL, SNMP A— 5
1, 2, 2c, £33 ZEATEET, FFalT25 =2 0%, LFICHBT S X 512, SNMP
~ v TEERLUTHIE L ES, N—Ta CEGIET 2 0ERRVGAIL. ~ > 778 LT SNMP
A VAR a rEAEMILET,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SNMP] % 3&4R L £ 7,

[Add|Z 27V w7350, ~v7&ERL, [Edit| 227V v 7 LET, ~ v 7OBEINMC~ v
e NTJLET,

A9 5 SNMP D /3— 3 &I L £,

[OK1 %227 U v Z LET,

RDBRY

<y TEEATEEDDAL AT g R —HRETED LRV ELE, 77V
r—ar A Y IR NI A ART g DRTE SR T EN,

SOL*Net 1 ARy o3>

SQL*Net A Y AT ¥ 3 NIT 74NV ETA X =T NV oTWET, A VAT gy T
I UE, SQLNet N—V a 1B I U2 2P AR — L TWET A, BT Transparent Network
Substrate (TNS) DB TY, A VAT a3 T, #EXT—4% 2 Y —2L4 (TDS) %
FAR—FLTWEFA, SQL*Net A v tE—I1E, HOIAENTZT RL ALK — MMIDWNTRA

Fy I, LEIDEUTNAT OESHRIAEASNET,

SQL*Net ®F 7 # /b h DR — NEID 2 TiX 1521 TF, ZAUE, Oracle 2% SQL*Net FIZfEH L
TWAETT RN, #HELBASEE (SQL) DIANAR— FEID YT~ LE¥A, 77V
r—a VNPIOR— b EFERTLIHEAIF. TOR— b EEL T 7 4 v 7 7T AT SQL*Net
AVART g rEBMALET,
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\)

sunRpc 1 >z~ >3

6=

SQL fillf#l TCP A8 — k 1521 & [6 UAR— kT SQL 7 — X Haik M 7o 841, SQL*Net DA
VAR v a kT 4 =TI LET, SQL*NetA L ANRT g VA F—T TR o TV
HE, ¥X2VT 4 TTIAT L ATT R E LTHEL, 27947 O 4 Ry W

A X% 65000 1> 5K 16000 (12 H 9728, T —HEREDORIENEE L E T,

SQL*Net f Y AT va A F—TNWZTDHHIEZONTL, 77V r—var bAyvy 7
ORI AR g OREEZSRLTL N,

SunRPC 1 AN 3>

COWETI, SmRPC T IV r— g AV AR g O TR LET,

SunRPC f VAR L 3 VDE

SunRPC 7’1 k)b A VAR 3 U ET 7 4/ b TliEA *—7/L"CF, Sun RPC H—/3—
T—TNEERT LT, 7747 VA VOBBEEFAI SN TWA Y —E A& TX &
9, 7272 L. NFS O hR—fbid, == T =T NVOREN2L THE Y — " —THELT
SNET,

SunRPC (%, NFSHB L O'NIS TEH &£ 7, SunRPC H—E R [ZEDR— L THEITTE
9, == FEDOSunRPCYH—LRIZT I/ A LLDETB7T7A4T 2 MI, OV —E R
MEITSNTWDR— FEHDMENH Y T, £OOITIE, TRFEAR— K111 THR— b
~wN— kA (@FILrpebind) TS L ET,

II7AT Y IR —EAD SunRPC 7177 LAFKFEEETHE, K—F vy =Tk
T —EADOR— " EFENELET, 7747 ME, A—F vy X—=TatRL-T
FFESNTEAR—FEEL T, SunRPC 7 =V —%2H— _—ZEEFLET, — =0T
HELASAITZ DNy FERITZE L. £ DR — K TTCP & UDP Ofifi 5 Ok & B &
£7,

Sun RPC A 12— RIEHD NAT £721X PAT I3V A — F SR TWEFA,

SunRPC H—EXDEH

Sun RPC —E R 7 —7 L& H LT, #3472 Sun RPC & v & 3 2 F-350 T Sun RPC
N7 7 4 w7 BHIEIL £9,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [SUNRPC Server] ##4R L £,
RAT9T2 RONTNNEFETLET,

BERAva—Ry bk Forarnsrzrovay |
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B rriozxsooay

ATvT3

ATvT4
ATy TH

BERAVA—Fy F FArILDA VAR VA |

c[Add] 27 U v 7 LTH LW —_—%BIML F9,
o P—N—ZFR L C[Edit] 227V v LET,

=R TR T 4 ERELET,
« [Interface Name] : H—/"—~D FTF 7 4 v I PNeESNDHA v H—T =4 A,
e [IP Address/Mask] : Sun RPC #—/S—D 7T FL X,

e [Service ID] : H—_"—DHF—ERX Z AT H—ER X A7 (100003 72 L) ZHET HIC
X, Sun RPC H—/ 3— = 0 ® UNIX £721% Linux =~ RZ A T, sunrpcinfo =~ >/
RE[HALET,

* [Protocol] : —E AN 71 handt LCEHAT D TCP 721 UDP,
« [Port/Port Range] : V" —E R L > THEHINTWDHAR— NEIIHA— h O,

* [Timeout] : SunRPC A AT L a3 N Ko TEBOTZDIZENINIZE L E—1LDT A K
IV BEA LT TR,

[OK] %7 Vw7 LET,
(AFvay) oo —vAMIEREIN - F— N EE=F—LET,

Sun RPC —E X TN TV D B U R —/)L &R RT HITIE, show sunrpc-server active 2+
YREADLET, a~r F&E AT 5Hi21E, [Tools] > [Command Line Interface] % &R L £
T WITHIZRLET,

hostname# show sunrpc-server active
LOCAL FOREIGN SERVICE TIMEOUT

1 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
2 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
3 209.165.200.5/0 192.168.100.2/647 100005 0:30:00
4 209.165.200.5/0 192.168.100.2/650 100005 0:30:00

LOCALH Z LDy MU, WEA v X —T 2 A ADT FAT 2 FERIFH—R—=DIPT K
VA%~ LE T, FOREIGN /1 7 LADOfEIX, KA v F—T =A ZADT T4 T MERITT—
NR—DIPT RFLAEZRLET,

VENE D, ROa~v REEHLTINGDOY—ERXRE2 7 VT 352 M TEET, cear
sunrpc-server active

TFIPA AR 3 Y

TFTP A L AT 2 5 ANITF T4V N TA R—T N2> TWET,

TFTP %, RFC 1350 iIZidid SN CWB L Hi2, TFIP YV — =L 7 54T FOED 7 7 A )b
DFAHEXHITHI OO 70 )L T9,

B ExA 58—y b TFORANDAI YRR VY



| #2414 58—%y b FOPaLDA VARSI
xomep 1 > z2<5 o3> |

A VAR a0, TRTP AR Y Zk (RRQ) |\ HXIAAZER (WRQ) . BLD
T 7 —@% (ERROR) ZHMAEL., LEJSUTEA T v 71T & Bz /E L. TFTP 7
FGAT U N —NR—DDOT7 7 A NEEEZTFA L ET,

HNei 7 E 0 %5k (RRQ) FodEXIAALER (WRQ) 2#%ET5HE, HLEILLT, &
AFI v Il ZY) Fyrprl PATEHRNEID LY TOENEST, Z0ovh o FY Fy 3L
X, TP TFTP I L > T 7 A ViinibkF i T —@amAIcEHA S ET,

TFTP Y — =20 NRN b Z) FXx BB DONT7 7 4 v 7 B TE$9, £7-. TFIP

AT eV —N—DMITFETEDARTBRRED XY Fr XTI HETTT, H—
NR=NHDOTT—@HRHDE, B Z) Frr/UWIHTET,
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