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Certificate) | #8eiR L, ifEEZ X v o —RLET,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [CA Certificates] % 4R
LET,

ATy T2 [Add] 227V v 7 LET,
AT9 73 FSRERA Y MG (ctx] £721F umbrella_server 72 &) Z AL ET,
AT v 74 [Paste Certificate in PEM Format] 3R L, FEHEZ R v 7 220 £ 9,
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T — 27 T34 AD APl % —% Umbrella % v > 2R — KL AERKR L ET,

* Cisco Umbrella & &g — N—DFFHAELS 4 A b—L L F 1,
FIgE

[Configuration] > [Firewall] > [Objects] > [Umbrella] Z&&R L £7,

[Enable Umbrella] % 3 L £,

[Token] 7 4 —/V RIZ APl h—2 & A) LET,

(f£&) DNS A v A7 ¥ g KR v— <7 TDNSerypt &1 32— 7T EH5E1F. &
PG U CREB EDRRFEIZ DNSerypt 7R3 X —DRAF—ZHETETET, F—Z2REL
RN AIE, BRI SIVTWADT 7 40 OAF —ABEECEH S E T,

F—I32 4 FO 16 H#EHIETT, 2314 FZ Ll aw r TXY)o 7 ASCIL @ 16 HEH % A
HLET, F—FI1T 7934 b T, ZDF—IL Cisco Umbrella 7> & HfF L £,

T 7V b F—iZ
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79 T
7

7T 7 4 FOAHF—OEMICETICIE, F—% [PublicKey] 7 4 —/V R HHIFRL 97,

({f£&) [EDNS Timeout] Z# IR L TCT7 A RV XA LT U FEERELET, FORRBEGET
HETH—=R=NEDIEENRNEA. 7 T4 7T > b)xb Umbrella — /S —~DEEE 13 HI B
EhEd,

X A 5T v b hours:minutes:seconds DT, 0:0:0 ~ 1193:0:0 DEFFH THRETE 4, 7
7 b ME0:02:00 (243) T,

(FEE) VLN IPVA B LN JILNIPv6 T, 4% DNS BsR & fif#k4 55 7 4L b LA
#® Cisco Umbrella DNS %— _R—D7 KL 2 &R EL £,

INLDOAT Y arZRELRVIEE, YAT AIT 74V bV —"—2 AL X3,

(f£E) Umbrella DA XAV E a0 —H )b AL VA ERELFET,
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Cisco Umbrella & /XA /XA T HMEDH S DNS ERTa—h/)L RAAL UZRFEL, fAhbviz
RIEFE D DNS y— N —|CEHEBEIT A Z N TE LT, 2L 2, TXTONEER
T XNDZEEMEL T, WELDNS B — S—THHRD KA A L Z DT XRTOLFEfFI T
i—a_o

B—HL RAL U RERTHERERA TV =7 Mg, 1 DOERER Y 5 AZRET S
Zlb, EREBRAT V=S MELTEBANMEANTHZLLTEEY, Zhbor 2%
MAADES Z L b TEETH, HETEHDE 1 SETTT,

A=A FAL D NAIRRERRBY SAA TV a > OR{IZH S [ Manage | RZ %227 U
I LT 7AEERLET, o, ERERBLOSEIL[AIVEd) ¥ A 7 7 27K » 27 AT [Manage]
RE BTV 7 LT, 2NHDOFT V=7 MafElT 52 L TEET,

DNS 4/ AR 3 R S— < TTOH Umbrella D1 r—J )Lt

ATy T
ATy T2
ATvT3

7' —/3)L Umbrella 3% € DERIE. T3 ADBBEBLIOEADNS VY 7 7T w7 VXA LT FD
HIMEIZBWNT S TIEIH Y £8 A, 77T 4 TRDNSA AT g o O—F L LT Umbrella
ZEMTH2LENRH Y FT,

Umbrella % preset_dns map DNS f > A7 v = v R —< v FIZEBIMLT, Z7a— 1l
AFR—=TNVIZTHZENTEET,

2L, BAZSARENTZDNS A VAT g U BERLT, Blb A AT 90 R
Vo— w7 BRBDNTT7 40 v7 772 ZHEAT 55E1E. Unbrella 29— X2 03 L
THITAZLICA X =T NCTIHHERH Y 3,

WDOFNETIX, Umbrella 70— S )UZFEEST D HFIEIZOWTEHALE S, I AZ~A XS
7-DNS RV v —~ v T NHHEEIE. DNSA VAT gy R v— <~y 7 ORE 25
LTL7EEN,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS] ##R L £ 7,

presst dnsmap f VAT v ary v T EZ TNV Y v LTHRELET,

[Umbrella Connections] # 7% 27 U v 7 LC, 27 7 KT® Cisco Umbrella ~D¥E#Hi & AN L
ij‘o

* [Umbrella] : Cisco Umbrella Z A2 LET, MBS U T, 731 A5 H T 5 Cisco
Umbrella 78 U 2 — D4 Hii % [Umbrella Tag] 7 4 —/L RITHEEL £ 9, RNU T —&RE LA
WIAIE, 7740 O ACL B S ET, BENTE T 5 L. Umbrella D7 /31 A
ID B ¥ 7 OREICFERSNET,

* [Enable Dnscrypt] : DNScrypt % A 202 L C7 731 A & Cisco Umbrella [ DOFE 2 551k L
%9, DNScrypt ZHNTT5H &, Umbrella U VLN EDF—AZHA L v KRB ENE
T, F—AHAL » KT, 1T SV AN EDAN R oA 7 2FT L, 5 LUV
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Umbrella & $%7E:2

BYETT XA A% EH LE 9, DNScrypt TiZ UDP/443 24572, ZDHR— FH
DNS A VAR 2 a NMEHTH7 TA 2y FIZEENTWNWD Z EEHERT HLEND
NET, TT7HNV DAL AR gy 77 ATILDNS A AT 2 g 2 UDP/443 )3
TTIZHEENTWET,

« 7x—J)LA—T 2 : Umbrella DNS H—/3—73fi H] T & 72 W 5412 DNS il 2 BhifE S H 5
Wi, 72—V A =T E A X =TI LET, 7::*—/1/21““—7 > OYRHE T Cisco Umbrella
DNS $r— =M T R2WEAIE, ZOKRY — < v 7T Unmbrella HIANT 4 & —7
V2720 DNS ER%E VAT A LICERE SN DNS Y—— (FFET DHE) 1B
B TE 5L 912720 £9, UmbrellaDNS Y — N—3FEMHAREIC /2D &, AU v—~ v
FIXENSOHEHAZBEBLET, 2047y 3 U E2BIRLAWSES, DNSERILT 7 & 2
TE720) Umbrella U Y L ASA~BE) LEET 5O T, JSEIFEGESNEE A,

RTFv T4 [OK] %27V v 7 LET,

Umbrella O & §3 &2

Umbrella ® 27 1 —/NVERE 4 FE4T L, DNS A A7 ¥ 5 C Umbrella & A 32— 7 /LI LTz
5. T3 A)35 Cisco Umbrella (2856 L TRERZIT O MLENH VY £9°, Cisco Umbrella (25
NAAID PIEESINTNDINE I NEHERT DI LT, BENEFIZET LIEnE )k
F v TXET,

o< R&EAJT B2, [Tools] >[Command Linelnterface] £721ZSSHE v a & HHAL
\ijqo

BN —E AR Y 2 —DOFEHE R Z MR L. Umbrella D& EREREZ M L E9, Z 212,
Cisco Umbrella TiEMH SN HARY o— (¥ 7) | B HTTP A7 —% A (401 (X API h—7
UNIELL RWZ AR L, 409 13T 234 AD39TIZ Cisco Umbrella ICfF(ETH 2 & 2L E
T) . BEOT AL ZAIDDBPRENTWERLERHY 97,

Umbrella® U Y L R[ERRCIE, VY ANRNPERETHD I LA RT I EIETEEEA, BLE
DEAIX, T7BAHHARY —TZNOHDIP 7 KL AIZXT 5 DNSHEENBWTND Z &
ERERLET, ZHUT RO FREE S H Y T8, v—T 4 VT OREEZRL TV
BEbdo ET,

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop O
message-length maximum 512, drop O
dns-guard, count 0
protocol-enforcement, drop O
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53
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Unbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

£, EfTarv4Xal—vary (RIVv—<yFTOT7 4 VFNHE) LERTEET, K
Jy—~<y7Dumbrella 2~ RZFHFLT, XA XD EFKRLET, ZOa~vr FaA
F—=TMILTh, TS AID 2 EHERET DI LI TEEEA, ROFIT, WAz L
TEIES 5 1WA FR LET, Umbrella (IS S5 % DNS A Y AR Vg v <~y T L
TASDM DT A AID % T 52 &6 TEE9, IDIX, [Umbrella Connections] & 7 |22 7R
SNET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760fdd6d3
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map

Umbrella Connector D E=4 1) >4

Z ZCl¥. Umbrella Connector & & =4 —3 5 HiEIZOWTaA L FE T,

Umbrella H—E X 7R o —D#EHIBEHROE=2 1) 25

Umbrella 24 X —7 W2 F 5 & DNS A ALY 2 g o OFEEMOME & 365/ 2 @ 7 2R
TEET,

o< R&E AT 521, [Tools]>[Command Linelnterface] £7-1XSSHE v a »AfFHL
£9

show service-policy inspect dns [detail]

detail ¥— 7 — F&FH L2V E, T _XTOIEARLRDNS A AT Vg v 7w # L Unbrella
DFREBENETREINET, AT —H X 7 4 —/)L FNIZ, AT AT Cisco Umbrella ~D &gk %
AT 57200 HITP AT —H# A a— R&fEEL £,

U Y uAERE, A F 0 Umbrella —/N—2 R LES, ZA6DERIZE > T, H—r3—
DISEELNE D, EFBTEY — =P EHRENE 2 02T 572D AT AT

PNk FA—THRPE 5 MDY EF, 72— F—F B ROBE, VAT AT
DNS ZLRMFFA] SO DNS —/3— (REI N TV D5E) ICBBIL 3, £t oE—
R4 Umbrella $-— /N — 23S DO 1L DNS ZoR CISE 2 UG TE £H A,
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Umbrella 4 —E 2 K1) o —ogitEgoz=421>7 |

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override O

message-length maximum client auto, drop O

message-length maximum 512, drop O

dns-guard, count 0O

protocol-enforcement, drop O

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53

Umbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject 0
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

FEAEZ2 ) CIE, DNSerypt #iaHE#R & S o F—RREhET,

asa (config) # show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns_umbrella, packet 12, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override O
message-length maximum client auto, drop O
message-length maximum 1500, drop O
dns-guard, count 3
protocol-enforcement, drop O
nat-rewrite, count 0
Umbrella registration: mode: fail-open tag: default, status: 200 SUCCESS,
device-id: 010af97abf89abc3, retry O
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53
Umbrella: bypass 0, req inject 6 - sent 6, res recv 6 - inject 6
local-domain-bypass 10
Umbrella app-id fail, count O
Unmbrella flow alloc fail, count 0
Umbrella block alloc fail, count 0
Umbrella client flow expired, count 0
Umbrella server flow expired, count 0
Umbrella request drop, count O
Umbrella response drop, count 0
DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6
DNScrypt ingress: rcvd 18, decrypt 6, bypass 12, inject 6
DNScrypt length error, count 0O
DNScrypt add padding error, count O
DNScrypt encryption error, count 0
DNScrypt magic mismatch error, count 0
DNScrypt disabled, count 0
DNScrypt flow error, count O
DNScrypt nonce error, count O
DNScrypt: Certificate Update: completion 1, failure 1
DNScrypt Receive internal drop count 0O
DNScrypt Receive on wrong channel drop count 0
DNScrypt Receive cannot queue drop count 0

Cisco Umbrella .
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DNScrypt No memory to create channel count 0

DNScrypt Send no output interface count 1

DNScrypt Send open channel failed count 0

DNScrypt Send no handle count 0

DNScrypt Send dupb failure count O

DNScrypt Create cert update no memory count 0

DNScrypt Store cert no memory count 0

DNScrypt Certificate invalid length count 0

DNScrypt Certificate invalid magic count 0

DNScrypt Certificate invalid major version count 0

DNScrypt Certificate invalid minor version count 0

DNScrypt Certificate invalid signature count 0

Last Successful: 01:42:29 UTC May 2 2018, Last Failed: None

Magic DNSC, Major Version 0x0001, Minor Version 0x0000,

Query Magic 0x714e7a696d657555, Serial Number 1517943461,

Start Time 1517943461 (18:57:41 UTC Feb 6 2018)

End Time 1549479461 (18:57:41 UTC Feb 6 2019)

Server Public Key
240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7 :AESB:AD2F:921F:9577:514D:E226:D552:6836

Client Secret Key Hash
48DD:E6D3:C058:D063:1098:C6B4:BA6F:D8A7:FO0F8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE

Client Public key
6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1:A7EC:A0B6:1A58

NM key Hash
9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Umbrella @ syslog * v &—2DE=421) 7
K@ Umbrella BIHE D syslog A v — T % E=F—TXET,
« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |

Umbrella ¥ —/X—~D/L— b NFIETHZ L, BIOHIA V¥ —7 = A4 ANFRSHIE
WITHEEL TWA Z E2MR LT 7E SV, F£72, DNScrypt HIZERE S Lo AB F—08
ELWZ & HiER L T2 &V, Cisco Umbrella 2258 LN — 2 BT 2 MLENEL D
LandHn £7,
« [%ASA-3-339002: Umbrella device registration failed with error code error_code. |
KrxT— a— RFONKFIZ, KOLEBY TT,
<400 : ZROBAXE T a7 o VICRERH Y £9, b—27 URETE D), KR
LTCWBAREERH Y £9, b—27 2 Umbrella % v ¥ 2R — RO h—27 L —&KL
TWDHZEZMER LTI,

©401 : API F—7 VBRI TWER AL, b7 VEFRTE L TLZ XV, Umbrella
KoL aldm—RO =7 ERmHTH581E, LTHLWE—7 U ZFHL TS
AN

« 409 : TNA A D BRIOHME & BEE L TWET, MEORNEIZ DOV T Umbrella & #
FITHERR LT F &,

« 500 : NEBHY—"— =T —, BHEEONEFIZOWT Umbrella EFE IR L T ZE
AN
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Cisco Umbrella Connector 0 /& FE .

+ [%ASA-6-339003: Umbrella device registration was successful. |

+ [9%ASA-3-339004: Umbrella device registration failed due to missing token. |

Cisco Umbrella 7>% API b—72 > ZHuf5 L. Umbrella ® 7 00— N )LERE CRET D LEN

HYET,

+ [9%ASA-3-339005: Umbrella device registration failed after number retries.
syslog 339002 A v E—VZfER L, BIETHOMEOSH LT —%RELET,

« [%ASA-3-339006: Umbrella resolver |P_address is reachable, resuming Umbrella redirect. |
ZDAyE=UF, VAT ARHEEFIEEL TS I L2RLET, £O7D, x4

TBEDH Y FH A,

+ [%ASA-3-339007: Umbrella resolver IP_addressis unresponsive and fail-close mode used, starting

probe to resolver. |

Txz—)b 7a—XE— RFEMFEHLTWVWAD, Unmbrella DNS —/ =074 T A VIR
% % T DNS ZRIZkT BB 2B TE T8 A, BEIHREL2WVEAIT, VAT 20
5 Umbrella — N —~D/L— b BNFETH 2 L. BLOT 7B ZHIHIARY & —TH——
~DODNS b7 7 4w I BFHFASNTNDZ EZHERLTITEIN,

Cisco Umbrella Connector O & &

T3y bT+—
HEEA L))—R 5 BA
Cisco Umbrella V7" — b, 9.10(1) Cisco Umbrella TEHR SN TWAH = X —FF7 4 X X2l

T4 R —ha—P—EEICETE 5 X 912 DNS Esk A&
Cisco Umbrella ~V Z A4 L7 b5 XD ZT A AEHETE
F9, FQDNIZEDSWTHERi AT £72137 vy 7 TEET,
F721E, % LV FQDN D413 Cisco Umbrella f 7 VU ¥ =
YhTeF U= —% YU XA L7 NLTURL 7 4 V&V
VT FLTTEET, Umbrella % EIL, DNSA AT g
VAR —IZEENTVET,

WOWEE ZBMEZIFZEE LE L7, [Configuration] >
[Firewall] >[Objects] >[Umbrella], [Configuration] > [Firewall]
> [Objects] > [Inspect Maps] > DNS.
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Cisco Umbrella |

T3y bT+—
HERESR L) )—R SR BA
Cisco Umbrella @584k, 9.12(1) Cisco Umbrella Z /NA /RATHMERNH L —T1 /) RAA 4

FRETETEARLOICRDELE, 26D KA A D DNS 3
KiZ., Umbrella Z ZLEEH4"DNS S — R —|ZEBEEE SN E T,
F 72, DNS ZROEFIZAEH T % Umbrella $—/3— 4 FiE T
X5 L9220 EL, E5IZ, Umbrellar— " —%fHTX
WA, DNSERN 7 8 v 7 &7 X 912, Umbrella
AR gy R =T =)L =T UNCERETH
EMTEET,

ROBEENEE I E L7z, [Configuration] > [Firewall] >
[Objects] >[Umbrella], [Configuration] >[Firewall] >[Objects] >
[Inspect Maps] > [DNS],
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