TORAGEDATo o b+

FT7 Vs e, a7 4 X2 —a AT AEDOFEAATRERa R -3 BT
T ATAIPT RLVA, =R A7 EDRDVIZ, CiscoASA 27 4 F = L —
varTAIVY FEERL, FHTEET, ATV VS FEFEHTLE, 2T 4K
L= a VDAV TFUARKGIZD T, 2, et 7 V=7 FELEEL, ZD
72 FPESRLTWAMOT R TOGANIIKMTELNHLTY, A7V =7 bEMFAL
RTAUE, TRIZTEET 0TI, BB U TEERED /RT A —X 2 BT T 5 MLEH
HVET, 22T XY NV —2 FTV 27 MEoTIPT FLABLIOY T2y b v &
INERINTEY, ZOT FLAEZEETIHE, ZOIPT L AZZRT HK5HEETIX
B, ATV FERBTT RLRAEZERT LI LT NRMLIETT,

ATV NOHA KTy (1 3—)

e F TVl FOFE (2—Y)

TV FOE=HY T (15 3—=Y)

ATVl FOJERE (15 =)

IOV FDHARSAY

IPV6DHA K514
IPv6 DR — MIIFTRDHFINENE T,

1 ODXY NT—I F T2 N ITA—TDORTIPvaB L IPv6 D ) ZR{ES®
HIEMTEETN, NATIZH L TIE, IBREA T V=7 b I A—FIIMEHTEEEA,

ZOMDAA F54 2 EHIRER

ATVl hBROAT V27 b IA—TRERLF— b A=A AT 20, 4T
Yl NOARNIEA O O TRITIIXR Y £8 A, [Engineering] & W I ARTOFR > b
J—0 7=V § ZV—7& [Engineering] L WHIARIOY—ER F 7= b7
N—TEERT DA, ViR b1 oDFT V=V NI A—THOEKICHNT (£
X 12 7) ) ZBIMLT, ZOA4RTEEAEDOLDIZT L0ENHY £7, 72& I,

LA PP N |



ToeRHEMOA TS b |
B ooy rom:

[Engineering_admins| & [Engineering hosts] & WO ARIZMEHT oL, A7 V=7 b7
N—TDA4FIEBEGDOEDIZ L TREBRRICT A Z ENTEET,

«ACL £72137 7 B A L— /LT, EFETEITFHRT LA, HDHVITAE T T35
=R EHOEHEZ AT DHE, ASDM TERLOHEBAIZR L TT LT 4 v 7 A
DM_INLINE D47 ¥ =7 b V=T PHBIERSNE T, b4 7V s b
i, A7 V27 b R=VIIEERENEFAR, T ATEERSNLTWET,

ATVl M, X BT BEOI@H#$% &()- {} HED T, 64 LT E TITHIIR S
NTWET, 777 MIE, RXTFENPLTEREIENFET,

77201 FOERE

ROFHTIE, EICT7 78R3 bu— AV THEASNLGAT V=7 bERET D HIEIZONT
AL £,

XY NT—D AT FETIL—TDEFE

Fy NT—27 F 727 FBIOIZA—F13, IPT7 FLAETIFIARA MAEHBELET, =
oA 727 b7/ vA aryra—L JRAMCTHERALT, V=L E2HELTEET,

2YRIT—=O X TOxH FDOERTE
1Oo0OFy NTI—2 77 NMIE, 1 OOFRA N, 2y NT—ZIPT RLA_IPT KL
ADFIFH, FIXmEM N A A 4 (FQDN) # ANDZ LM TEET,

Flo, A7V MR LTNAT V=L E2A RX—TMZTHZ LB TEET (FQDNA T V=
7 NaEBRL) o AT T 7 N NAT OFREDFEMIZ DUV TIE, Network Address Translation (NAT)
ML T I,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Network Objects/Group] % &R L ¥ 9,
ATV T2 KOWTINEFEITLET,

* [Add] > [Network Object] Z IR L, HrL WA TV =7 bEBMLET, 4z AL, (£
BT E AT LET,

MFEOFT V= MR, [Edit) 227 U v 7 LET,
ATV T3 A7V =7 Fd[Type] 7 4 —/v K& [IPversion] 7 4 —/L RIZESNCT, A7V =7 hOT K
LV AZBIELET,

e [Host] : H—AF A h@D IPv4 721X IPv6 7 KL A, 7= & %13, 10.1.1.1 £7=21%
2001:DB8::0DB8:800:200C:417A,

B 7/tx4@0+rIos b
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| 7oE2$WOFTSH b
2vro—s4Ivzo b v—JozE ||

s [Network] : x> hU—2 7 KL X, IPv4 DAL, ~A7 2G0T, &3, IP
address= 10.0.0.0 Netmask = 255.0.0.0, IPv6 D ¥4 1%, |P Address=2001:DB8:0:CD30::
PrefixLength=60 D L 512, L7 4 v 7 ZA%EFDET,

* [Range] : 7 KL AD#iFH, IPv4 7213 IPv6 OHIPHZIEECTEET, vAZ FE37 L
T4 I AEEFEDRNTIEEN,

 [FQDN] : 52&f&ffi KA A >4, DF V., www.example.com D X 9 72K A M4,

ATy T4 0Kl %27 Vw7 L, EWT[Applyl &2 U v 7 LET,

IHNTRA—IVDERFFIZZ DRy NI =20 A7V 27 FEfEHTEET, A7V =7 Mtk
L7est. ZEARZIHBNICEOF 7V =7 M HT 5T X TOL— /MK SV E T,

F2YNIDI—DF Tz R TIL—TDERE

Fy NT—7 F T2 N IA—FITE, ATy Fv hT—7 0K R N EREEEICERD
Ry NT—=T F T2 FNegGhb Il ENTEEST, Xy NIV—I 4T V7 b T A—T 1%,
IPv4 & IPv6 Dl DT RLUADIREEZEDAZ LN TXET,

72720, IPv4 & IPV6 WIRAET 247 V=2 h Z/b—7R, FQDN A7 ¥ =7 FREENA T
ATV =T b IN—T % NATIHEMT 22 L3 TEERA,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Network Objects/Groups] & Ze4R L £,
ATYT2 RONTNNEFEITLET,

* [Add] > [Network Object Group] ZiER L, HrL WA 7 =7 FEBEINLET, 4RiE AT
L. fEE T EZ A LET,

WEFOAT 2 NEBIRL, [Bdit) 227 Vv 27 LET,

AT9 T3 ROBEEMABEDLETHEHRLT, V=712 y NIT—27 A7 V=7 MEBIMLET,

cBEORY EIT—=0 F Tz MIL—T T TICEREINTVWDE Ry NU—T F T
Vxl FERFIN—TEEIRL, [Add] 27 U v 7 LTI A—TIZEDET,

cHLWRY R T—0 AT R AVNDER : HiLWVWR Yy NU—F ATV =7 FDS
HaEANL, [Add]Z 27 ) v 7 LET, A7V =7 MIABTEMNT 54, ZEAEAT

BEFHLNAT Vs MMEREN, ZA—FIBMSHET, AA REERy hT—
U BB B, AHIEERE T,

RTYTE TRTOALANFT V27 MEBEMLTEDL, [OK]EZ27 Vv 27 LThb, [Applyl 27 U w7 L
£

LA PP N |
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B ycxto0z0rey—ExsL—ToBE

THNTIA—LVOEREIZZOXRy NTO—0 T W I A—T%FHATxET, REL
TVl b IN—TORE, EERARIIEBHNCZED I NV—T % HT 5T TD/L—Z
AR S ET,

Y—ERXRFA TV FEY—ERTIL—TNDEHRTE
P —bERF T2 N N—T L, PR FalBLOR—EEELET, 2NHDOFT
V2l T/ BAaryia—L JAMNCHEALT, VL E2EHENTEET,
HY—EX ATV FOEFE
P—bE R ATy MNF, o7 a ha iR ESH B LN TEET,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Service Object/Group] %R L £,
ATV T2 KOWTINEFETLET,

« [Add]>[Service Object] Z# IR L, HL WA TV =7 FZBIMLET, 4Tz AL L, (EE
TmHE AN LET,

WEFOA T NEBIRL, [Bdit)| 227 Vv 27 LET,

ATV T3 —bRZA TR, LEIEUCHEEMZ A LET,
« 7 b3l 0~ 255 OFFADOEKIE E 7= Xip, tcp, udp. gre’e EOBEAIO 4R,

*ICMP, ICMP6 : A v —Y A4S La—RDT7 4 —/VREZEHAOEFIZTHE,
ICMP/ICMP R — a6 DHHWPDHA v —VIl—HIEL ENTEET, ICMP ¥ A
TELAMELITES (0~255) THRETAHILET, A7 V27 baZTDRAvE—Y XA
TIHIRETCEET (A ay) . FATERETLHEE. TOX A7 (1 ~255) 1%
THICMP 22— REAEETHETEET, 2— FEZRELRWESE, T XToa— i
EHEET,

« TCP, UDP, SCTP : %1270, %65E. £/RIEZFOMGFICK LT, fEETHR— M2 ETE %
T, R— M, LETEZIIHFSTHEETEET, ROBERTFE2EDLZLENTEET,

o< KV/EWN, & RIE <80
> KLV REW, 72&ZIE >80
l= LRV, & ZEL =80
- (N T7Y) EOBRER R, 72 & 21X, 100-200

B 7/tx4@0+rIos b
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ATy 74 [OK], HWT[Apply]l &7 U v LET,

HS—ERXRTIL—TDHEFE
1O —E ATV N ITNA—T120F, SEIELRT 0 FaMEELTWHET, KLEIZ

LT, ZNbE2FERTA7e haloREolB L0 ER— ., BLOICMP O ¥ 4 7B &
Na—RFE2ANDZ ENTEET,

458 HHEIIZ

ZZTHHT LI RN —EA ATV N IA—TEFEHLT, TRTOY—ERAEE
T TEET, 72720, ASA83() LV bENZMERAARETCH TV —ER T N—T F T V=
I NDEATHFRETHIELTEET, 29 LIEkoA 7Y =7 MMZiX, TCP/UDP/TCP-UDP
R—=hITN—7, Tabaliin—7 BIXOICMP/ V—7NE&FENET, ZNHDTN—
TOarT 7 E, ICMP6 £ ICMP 22— RZ 4R — K L72WICMP 7 v—7 %Br< . —fi%
72— EA A7Vl N ZV—7OETHREICHYLET, ZRODEROF TV =
7 MEFEH LZWEEIL, object-service 2 > RIZBIT 27 % Cisco.com D=~ K U 77
VU ATHERB LTS EE 0,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Service Objects/Groups] % %R L F 7,
ATV T2 RONTNPEFITLET,
* [Add]>[Service Group] Zi#IR L, HLWWAT V=7 FEBIMLET, 4RiZ AL, &
T E AT LET,

BtfFDA TV 27 bEEIRL, [Edit] 227V v 7 LET,

ATY T3 ROBELMHAGOETHEALT, ZA—TICh—ER AT V=7 FEBINLET,

cBEBEDOY—ERP—ERXRTIL—T : T TICERESINTVWHLY—E R, =R 4TV
I b, FREITNA—TEBERL, [AMd| 227 Vv 7 LTI N—TIZEDHET,

cHLWAUADER : LW —E A ATV bOFRMEEZATIL, [Add| 227V v L
FI, ATV T MNCARTEMTOGE. BREAEATLEHLWAT V=7 FBERES
. ZN—FIBMENET, £9 TRWEE, ARIORWAT V=7 MIZOZ—7
DAL RTE, TCP-UDP 47 Y =7 MIARIEMNITHZ LT TEEHA, DT
FOITN—TFTF DAL NTT,

AFYTE TRCDALVAFT Vs FEBEMLEDS, [OK]Z22 U v 27 LTHE, [Apply] 22 U v 2 L
*7,

LA PP N |



ToeRHEMOA TS b |
B <709 Ex47020 rEry bI—0 4—ERF TS b TL—TORE

TN TA—LOERBICZ DO — R F Ty N I A—T%FEHTEXET, ELE-AT
Vxl b IN—TORE, BEERNRITHEBHNCZE D I NV— T2 HT 5T TO/— Tk
IhET,

2 NT—OY—ERF TV bERYMNIT—OH—ERA TV
N O E l_|_I

T 0IL—TDOEKFE
Iy NI —0 =R ATVl bERIIRY NT—F =R 4T VT b T N—TT
X, B—07 7V r—varaERLET, 77V — 30, DNS RAA U4
(example.com 72 &) | IPH 7 Xy b, BLOA T arTFr havbR— (TCP/RO 72
Y) THERLTEZET, Lo TC, Xy N =R ATV MERITIXRYy NU—S
Y= R ATl b IN—TEERHTHZET, By NU—F T b EY—
EA ATVl FONEER 1 O0F 7TV 27 MIFEETEET,

JEBEACL TRy NU—7 H—EA AT V=7 b IA—T%ER LT, —b~v7 (K
= R—2 =T 4 THER) L TR arbr—b—b BEIOVPN 7 4 L Z Tl
FATEET, ACLTIZX Y NU—27 H—E A AT V=7 b (FNA—FTIER) & EH
TERVWZLIZHEBELTLKESWY, JA—F ATV 2T 2I2%, RUICA TV s
NI N—T FT Py MZBMTAHLERD D F7°,

RAAL U DIEEEFTATSHE. DNSAX—E L 72 LT, k0BG —% —0 DNS
FRZBELUTHSLEZIP T RLAREBFSNET, kY., BEROBMBIRFIZIP 7 FLA
DEERFTRRIC 720 . DO NT y Ehvb— s vy e T 72X ary ha—L )L—/LZ Lo
THEFNIEL LB I ET,

FYNIT—=O H—ERFTTI FDAARSAY

e Fy N —UH—E R AT =2 MIDNS KA A L ZDOHAEEZEDDHEAEIL, DNSA A
N a UBBETT, DNSA VAT g AITF 74V FTA X —T N> TWVE
T, Xy NI H—ER FT Vs NEMGHTIHEE, BT L2nTLEE0,

¢« DNS AX—¥ 7. UDPDNS /347 v h TOHRFEITEI. TCP £721X HTTPDNS /47 v

FCITFEITEINFR A, BEEHIRAA L HAT V2T FETRRY, T77®8AV A LT
FTV 2 bR LR TH, Xy MU= P —E R FA AL AERIZRIEIZ A X —7 X
nET,

*DNSA LAY v a v iR v—~ v Tdnserypt # HNZT 5 Z LIXTE EH A, dnscrypt

X, XY NU— 2P =R A7V NTHEHSND RAL U DIP T RLAZEIGT 5
72D E/R DNS AX—E 2 7 L HBMERH Y A, FAAL U HEEET Ry FU—
7 =R AT V=l MIEMERRRICZRY, BH#ET 27 7 Af#Ele s UL E
NE.UR

K124 D%y NI —7H—E R TN —THERTEET, 2770, ZOHIBRIZTAF
VTAT A TIAT UF—OR— ) a—PF =T —T g INnET, EEINE
Iy NI —=T =R T N—FTLI12, 200V —F =TV —TE{ERTE 1,

B 7/tx4@0+rIos b
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g =% NS H— i [

e Xy T =7 H—ER T N—TONFIZTEFEL THLELENVEEAN, Xy =T —F
AT N—T DFERIREMEERTHZ LIXTEERHA,

{ERETZ % DNS H—/\DHERK

ATvT1

ATy T2

Xy R =P —ERAF TV hTCRAAL VA ERETHE, DNSERISENT 7 4 v 7
DAX =B TIZHSTDNS RAAL UAIZKHET DIPT RUARNIUEES L, EORERNF ¥ >
VaINET, TTDDNS ERNIGEEZAX—E T TEET,

AX—=E U7 EINAHLa— NI, A, AAAA, BIXOMX TT, R 7 &4 Bl i w6 il
relRfE] (TTL) 2S@H S4v, S/IMEIL 2 47, &RMEIL 24 R C©9, Zhic kv, ¥y vi=
Dl bR NE S ITRIES N E T,

X2 VT 4 EOBEBENS, T2 DNS Y —N"—%2EFKTHZ L TDNS AX—E 2 7D
FHARIR CX E7, BHEINTWRWDNS —/3—=~DDNS 77 1 v 7 | THH I, Fv
N =B =R ATVl FOy BT ORGBIHEHSNETAL, 7740 N T, &E
BLOFEHEINLTRXTODNS —_"—REFEHINET, BEHTELY A NEHIRT 256
DHAEFEP LI F97,

1R BHEIIZ

DNS AX—E > 7L, T 74/ N THEMI2 > TWBDNS A VAT ¥ g VNRIFLTWE
Ty DNSA VAT U a U/ -> TN Z E &R LTS Z I, £/, DSNAX—
VIR ORERE L HHAPEN RN 2D, DNS A V AR_T gy R v— <o 7 TEDaA~
REFZ LN TLZEW, dnserypt

FIE

[# /X (Configuration) ]>[T/31 A& (DeviceManagement) ]>[DNS]>[DNSY? 54 7 >
k (DNSClient) | DEIZER L E 7,

[{E%8 &SN f=DNSH—/3— (Trusted DNSServer) | C ., GfHT 2V —R_—%RETDH-ODOA
TrarERELET,

a) (R RIS E SNTZHE SN2 DNS — 2B E 2I3HIR L £,

[EM (Add) 1227 U w7 LTH LW —2_"EBIL, IP XA 7 (IPv4 £7213 IPv6)
PEIRL, y—DIPT7T RLAZANLT, [OK]Z27 U v 7 LET,

« T RLAZEFETLHITIE, —"E@RL, [fRE (EBdit) 12270 27 LET,
o P NERINL, [HIFR (Delete) 1227V v 7 LTEEINZ)—DY R MNDHZE
DY — " ZHIFRL 7,
b) ROAT v a &R E IR IRRR L £ 7,

cUEE (Any) ]1: T XTODNS $—_"ZEFL, T _XTEAX—E 7 LET, 20D
FT v a NI T T AV N TIERESIC o TWET,

LA PP N |
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B coro—v9—txtIvzsromE

o (M S 7= Y —~3 (Configured-Servers) | : DNS — N7 )L— 7 THE S NP —
EEETLINE I, ZOFTva ik, 774N NTHEHTT,

« [DHCP” 7 A 7~ (DHCP-Client) ]: DHCP 2 Z A 7 > k & DHCP #—/\f{jD A X —
BT Ay E—VIC Lo TEE SN — 03, SN2 DNS — R E R I
LINEID, TOF T aE, T AN N THHTT,

« [DHCP”*—/L (DHCP-Pools) ]: 7 /3 AA ¥ —7 = A A TIF{TZH T\ % DHCP
P—=RENLTCT RVREEGT D27 747 D DHCP 77— VIR EEN TV D
DNS $—NRZEETLHNE 90, ZOF T a ik, 574/ N THERTT,

« [DHCP YU L — (DHCP-Relay) ]: DHCP 7 7 A 7 > k& DHCP % — SO A X —¥"
Vb= Ayt—UICLoTEEINIZY— 0 B SN/ DNS h— e R s
NDHINEI D, ZOF T aix, T 74V N THEHTT,

ATv T3 [Applyl 27 VU v 27 LET,

F2YNIT—OH—ERAFTOH FDOEKRE

ATy T

ATy T2

ATvT3

ATv74

Iy MU= =R FT V=l bTIE, BT SV r—va v BERLET, £ W
T Xy MR LY —KAIZIZI DNS RAA A DONWTNNIT L > TT 7Y r—3 3 O5RET
FEHFELFET, MEISUT, YR bhalbtiR—r2ED T, 77V r—a COFHAZEKD
ADET,

Xy NI—I H—ERAFT V=7 NI, XY NI = =R ITN—T FT V=7 N TOH
EHCTEET, 77 2AH#Y A=Y (ACE) TRy hU—2 $—EX AT V=2 b
FESFEAT AL LIITEEREA,

FIE

[#R (Configuration) 1>[Z 74 72 4—JL (Firewall) 1>[# 72 ¥ k (Objects) [>[H v
FD—9 H—ERF TV xH bMJIL—TF (Network Services Objects/Groups) | Z 3R L £
D

WDONTNNEEITLET,

«[BAN (Add) 1> [®*y kT—9F TPz b (Network Object) | DJEIZIER L, #H LW
FT7V=7 FEBMLES, A2 AL, EETHHAEZATLET,

MFEOFT V= MR, [Edit) 227 Vv 7 LET,

(A7 ay) App-ID 74—V RIZT7 7V r—va > ID #BIMLET,

BEDT 7 r—3 a3 A% LTI AandEn BTl 1 ~ 4294967295 DO#EIFHD —E DFEZT
T, Zoawy R, BT A, A=Y 2 HT 28R LET,

F T M1 DO ED A R—%BINLE9,

B 7/tx4@0+rIos b
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2y kI—s 4—Ex+Ivzs k su—TosE |

[H LW A X —D1ERL (CreateNew Member) | CIRDOWT L& IR L, #1727 KL A

HHREALET,
e domain : £ K253 LD DNS 4, Z ORI, ERER%  (www.example.com 72 &)

F 2T 072400 (example.com 72 &) 2T 5 Z ENTEET, HOHIRLARIOY
B TRTOVT RAAL v DFED ZOL4RTEELT R TOY —/—
(www.example.com, www]1.example.com, long.server.name.example.com 72 &) (Z—%
LET, BR—EDHL5EIT. HbREVWARTTHERAREGINET, FAL 41T
BEDIP T R L AITRTEET,

esubnet : X FU—27 DT RLZ, IPvd ¥ 7%y FOEAEIE, 10.0.0.0255.0.0.0 D XK 5
2. Xy b= T RLRES R EEDET, IPv6 DEIE, 2001:DB8:0:CD30::/60
DEDIZ, TRVRALT VLT 4 w7 AE2FZOET, WHR7 4 — RIEE A LE

o
b) [h—ERAZ AT (ServiceType) ] TIROWTInE IR L, b7 4 — /L RIZAHLE

j‘o
e protocol : tep, udp. ip7R &, R THEM NS0 haL T, 7V =7 Mt —

E AT L72WE ST 51ciE, Hicip EATILET,
etep F7/21Fudp : 1 ~ 65535 DAR— FEFDPwww e EO=—F=v 7 E AN LET,
H—DR—=FO5EEIE, R—FESGE2ANT LT T, BROKR—FOREE, RO
HAETORIZETEEDOD LN TEET,

<X, HELEAR—FEFLVNSWEEDOR— FZEHRLET,

> X, BELIEAR—-IFEFZLVREVEEOR—FNEEBKRLET,

srange . FEELT-2ODKR— FOMOIEEDOR— F2EKLET, KODOKR—
FEFIE, 2BFBHDOR— FES LD /NS WESTRITINIERY /A,

¢ [EM (Add) |27V v 27 LT, Xy FI—IH—ERX&A7 V=7 MIBMLES, ¥—
EAZHIRT 5121, 20— AZER L T [HIFR (Delete) 1227 U v 27 LET,
d) BELRTNTOEENRAT V=7 MTEMENDSET, ZO7rERAE2#0ELET,

ATw 75 [OK]Z#27 U 7 LET,

XY NIT—H H—ER ATz H M T IL—TDEFE

Fy NI =P —ERTN—FZF, Xy NT—IH—ER ATy N EFRERYT TR
FEZIFIRAS MR EED DN TEET, RV R—RAV—FT 4 F TR
re—L, BEORVPN 74V EZOT7 %A a2 ha—L UA = J (ACE) T%v k

J— Y —bERAF Ty NEERATXET,

Py NT—=IH—ERITN—T%2FEHL T, RCHFETURTIVNERLNHLT S r—ya
DOHTFIYVEERLET, & 21E. BEANT~OY A FEVPN F LTI, A& —

LA PP N |
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B ~ro—v9-Ex479z0rs0—TozE

ATy T

ATy T2

ATvT3

ATvT4

Iy MIRNT T4 I BRET AT AV — a VB ERTIE—D I NV—T R TE F
ﬁ—o

Py "= Y —ER ATl b IA—T12, HRHIZ, £2ERy NUV—I Y —E X %
T2l hADBRICES>TEDLT TV r— g o OBICHIBIES Y ¥ A,

FIE

[#8mk (Configuration) 1>[Z 74 7 4—JL (Firewall) >[4 x4 k (Objects) 1>[FY
FD—OH—EXRF TP Y M IL—T (Network ServicesObjects/Groups) & 34R L 97,

RONWTIINEFETLET,

BN (Add) ]>[#v bT—9 H—EX JJ)L—7T (Network ServiceGroup) ] &R L,
LnwAT7v=r MEBIMLET, ARix AL, LETHMHEATILET,

BEFEOA TV 2y FEFR L, [ (EBdit) 1227V v7 LET,

WO —ERAFT V=7 a7 N—TITBIMLET,

a) [BEfFoxy NU—2 % —E 2 A7 =7 | (Existing Network-Services Objects) ] & 3R L
£75

b) [EM (Add) 122V vy 7 LTHT V=7 a7 V—IZBMLES, 77V =7 FaHl
PRy 2iiE, 2047V =27 FEBIRLU T [HIFR (Delete) 1227V v 27 LET,

) MERTRCOAT V=l "RTNV—TIZBIMENDLET, ZOTRERAEMEYIKLF
R

IN—THNTI AU EDA L AN—ZEREERT HI2IE, ROFIAEZFATLET,

a) Ly hU—7 =R FT7Tx7 h A "—OfER (Create New Network-Services
Object Member) | ZRIN L 7,

b) ROWTNNEBIRL, WYREFFEREAD LET,

« domain : iz K253 X FODNS 4, Z D4R, 2eEhi% (www.example.com 72 &)
FIIEER R 724 HT (example.com 72 &) 12T B Z ENTEEI, MWOMRLARTOL
G TRTCOVT RAL LV DFEVZOL4HIEELT X TOHP—/3—

(www.example.com, wwwl.example.com, long.server.name.example.com 72 &) (Z—%K
LET, BE—EDRHL58IE. RORWARNTTHERLPRESNET, NAL A
BEOIP 7 LA TE £,

esubnet : Xy FT—2 D7 RL A, IPvAY 7%y FOEATE. 10.0.0.0255.0.00 D % 9
2. Xy hU—Z T RLAL<ARZ EEDET, IPv6 DAL, 2001:DB8:0:CD30::/60
DL, TRVRET VT 4w 7 A%EDET, @R T7 4 — L RIEEZ A LE
_aAO

c) [h—ERAZ AT (ServiceType) | CIROWT N EBIR L, IR 7 4 — /L RICASILE
ﬁ—o

e protocol : tep, udp. ip7R &, R THEM SN T haL Ty, A7V =7 Mt —
EREFICT HITIE, BiZip EADLET,

B 7/tx4@0+rIos b
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etep £720Fudp 0 1~ 65535 DAR— FEEDLwww R ED=—F=v 7 2 AN LET,
H—DAR—FOEEIE, A= FEFOREATLET, EEOKR— FOEEIL, KO
HE T O®BICA— NEBERETHZENTEET,

e<lI, HELLEA—FEELV/ISWVEEOR— FEERLET,

>, HELEA—FEELIVREVEEDOR— FEEWKLET,

srangelE. FEELZ 2 DR — FOBOIEBEOR—FZ2ER L ET, HIDOKR—
FEFIX, 2FHOR—FESLD /NS WRERH Y £5,

d) B (Add) 1227 Vv 27 LT, Xy hU—2 $—EREZTL—FTBNLES, +—b
AEHIRTHI2E, 20— 22BN LT [HI (Deete) |27V v 7 LET,
e) MERTRTCOMENIN—TIZEENDIET, ZOT v RAE®EYIRLET,

ATy 75 [OK] &7 Vv 7 LET,

A—AIl 1—H—FIL—TDHETF

e Lo — O a2a—F— I N—T1%, TAT T 4T 4 Z77AT I —LEYR—FrT53
KEEETHHATEE T, 2OV —T72WBEACLICANS L, T2 217 7 BRA L—LTHif
HATEBL51Th £,

ASA X, ActiveDirectory RAA > a2 hr—F T/ r—VLIERINTWH—H— 7 )L—
ZIZ2W T, Active Directory %—/3—{(Z LDAP 7 =V Z3%E L £ 9, ASA X, TDOIN—7
ETAT VT AT A NX—=ADNV—VHIZA VFR— b LET, 2EL, v—h 714 X3hi=t

X274 R v—%Foum—IN a—V— FN—T2UhEET5H, ITa—VUIERSH
TWARWR Y hT—27 JY—=ZARASAIZE Y r—H T4 RSNTWALHAERDHY £F, n—
H v 2—H— F)—TZI1L, Active Directory "HA AR — &b, RA RSN V—T
BLO2—W— TN —T2E5D5Z ENTEET, ASAIL, v—H/L VL —75 L Active
Directory 7 V—7 % &L E T,

a—WF—ix, m—Hh ) 2—%— F)L—7 & Active Directory 22 H A VAR — h I a—HF— 7
N—TI BT HIENTEET,

ACLCa—WY—£ta—P— I N—THZ2HEFHTX 5D, KOLEIZETr—0/1 22—
YP— TN—THRETOHLERD Y 7,

e — PN F—ER—ATCERINTWDL2—F—D I N—T 2 e 5,
*AD Y= AR—TERINTVWIH D2 —F = 7N —=TTh v I F ¥ SN0l —
P—FriFa—F— TN —TD I N—TEERT 5,
F|i§

AT w71 [Configuration] > [Firewall] > [Objects] > [Local User Groups] % &R L &£ 7,
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B cx205«o0—F+70z0r s—FoRE

ATYT2 ROVTNNEFEITLET,

«[Add] ZBR L, HrLWAT V=2 FEBMLET, ARz AL, EETHHAZ AL L
£7,

WEFOAT 2 NERIRL, [Bdit) 227 Vv 27 LET,

ATV T3 KOWTIIOTEEFERALT, 7 V=7 Mia—F—F3 7V —7%8MLET,

cBEDA—Y—F@FITIN—TEER: 20—V —F I NN—T 2G5 R AL VA& L
ThH, 2=V —ZFEFIN—TLE2 )V A SPLHTRL, [AdMd| 27V v 7 LET, U
A RNMEWGE, 22— —0RKZVR— T 57O [Find] RNy 7 2AZEHRALET, 4
ANE, BIRESNTZ RAAL O — =BG SNET,

s A—HY—REFHTAN : 2V —LFTIIN—T4 % TEOMER » 7 AIZATI L,
[Add] 27 U v 7 T 22T, ZOHERFENTL L. BRI B A A AT A S
e RAALVAERELTCORWERIIT 740k RASURMERHESNE T, 2—F—D
Yitr. 74—~ v MZ domain_name\username; for groups, there is a double \\,
domain_name\\group_name T,

RTYTE TRTOAANFT V27 EBMLEDL, [OK]Z27 Vv 27 LThb, [Apply]lZ27 U w7 L
P

TN THL—VOIERF I Da—— 4TV N IN—T a2 EATEET, MELE-ATY
Cx 7 I N—TORE, EENRITHEHICZEZ D I NV—T%{HHT 5T TO/— LT Hk
SNFET,

tXaYFA IIN—T ATz TIL—TDEE

ER L= x 2T 4 INV—TF7 V=7 b Z—71%, Cisco TrustSec Z VR — k9 B HERE
THEATEET, TOITN—T%ERACLICANDS &, 2L 21ET7 78 A V— L CHEATE
LI ET,

Cisco TrustSec EFEINTWND EEE, ASAIFISENSHEX =2 )T 40 J—TOFHREZX Y
va—RLET, ISEIXT7 AT T 474 VAR Y ELTHEMEL. Cisco TrustSec % 7 >
b= =T AT T 4T A ~D< 7 L Cisco TrustSec & 7 ) HH—r3— U ) — 2~
DYy EVTEITVET, X2 VT4 J—FACLOT bt Ya =7 BLOEHEIE, F
RAEFRICISE ECITET,

7277l o= 94 XENTEX 2V T4 R)v—%2Fou—Lr X2 VT 4 I—"T%
WEET L, 7o — VLCERSNTWRWRY T —27 U Y —ZARASAIZ LYV r— T4
AENTWBEAERHV ET, v—hLtXa T4 ZJ—7120F, ISEnHF U yn— K&
Nz, RFARNEINTEZEXR 2V T 4 TN—T2EDDHLENRTEET, ASA L, m—h e
ROYX2 YT 4 IN—TEHRELET,

ASA FTo— X240 FA—TZ2EKTAHI21%, v— x5 A7)
N IN—TEERLET, | 20Ou— IV X2V T 4 ATV b =T, 1 DLk
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| 7oE2$WOFTSH b
txayss n—F 175z k S—T70%z [

DAARNENTZEF 2V T4 AT N IV —TF 38X 570 IDERITEF2Y
TA ITN—THEANNDZENTEES, =2—PF—L, ASA EIZHFELZVH LV EX 2
TAIDERITEXF VT 4 I —THEERTHZ L T ET,

ASA FTHERRLT- X2 VT 4 AT V27 P A= %, Xy hT—F VY —RA~DT 7%
AZADOHIFENAFEHTEXES, X VT4 AT N ITN—T%, T EBX TL—F0h—
EA R —D—f L L THERHTEET,

Je

EVb ASAICE S TARBZRZ VR4 FTIE R LT NV—F2ERT D84, FDOX VR4FIINISE T
R ENDET, TOITN—T2HEHT DT XTOAL—NNIET 7T 0 71220 £T,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Security Group Object Groups] % Z4R L £ 7,
ATV T2 KOWTINEFRITLET,

c[Add] Z3BIRL, FrLWAT V=7 FEBIMLET, AAia AL, EETHHEZ AL
\i‘g—(}

BFOAT Y= FEBRL, [Edi) 227 ) v 7 LET,

ATV T3 KONTNILOFEEZFRALT, A7V NMeExa VT4 JA—T7E2BMLET,

BEOO—ALEX2)Ta TL—TF TSI b FIL—THFBR . T TClTERSNT
WHEET V27 FOUARNPLEIRL, [Add] 227V v 27 LET, VARREWEE, 4
TV = NOMBREY R — T 5720 [Findl Ry 7 Z&FHLET,

CSEMbRRHEENEX ) T4 JIL—T%E&ER . BEEDOITN—TDY A SIS T N—7
ZIEIRL, [Add 227V v 7 LET,

ctXal) T4 BTFERIZBREZEFETEM : ¥ /&5 E 3t x2 VT4 INV—T4%
TEOMER v 7 ZIZAN L, [Addl %7 Vv 7 $ 5720 TH, Z71E, 105 65533 %
TO¥FTH Y, IEEE 802.1X #85E, Web i¥iE, FE7-IX ISE (2 X 5 MAC #BRE/NA /XA
(MAB) U CT A RIZHVYToHNET, X2V T 4 ZA—TD4ARINLISE E
THER S, EX 2T 4 T A—TE2DLNRT WA CTHBITE AL 21 ET, &
X2 VT4 IN—T T—=TNIEkoT, SGTREF2 T4 IN—TZHIl~v v BT &
NET, A7 X 7 EAFNIOWTI, ISEORTEEZBL T ZE0,

ATYTE TRTCOAUNF TVl bEBMLIZS, [OK]EZ27 U v 27 LThH, [Applyl 227 U w7 L
i‘j‘o

INTA—NVDOERIZZOEX2 VT 4 IN—T A7V N IA—TEFEHTEET,
M LTcA T V=7 NN —T D6, EEARITIEHEBNICEO 7 V=723 254 <XTo
= VITHER S E T,
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B snesons:

FFMREE B D E% TE

WEHIFEPHA 7 > = 7 MiE, BAAIEZ], #THEZI, BROA T v a v oLz b U CHERL
SNABEORAZERLET, CNHDOFT V= s NI, HEORREE 72 3G I B~ —
ATT 7B AT HIZDIZACLV— AV THEHSNET, & T, BB OZEFE DY —
Ne=~DT JR-ABTAT DT 7 BAN—IVEAERLTEET,

)

GE) KR A 7 V7 MITEBEOEMN = N A2 ED LI ENTEET, | DORFEEFHIC
absolute fE & periodic fED M 7 235 E S LTV D 5E1E, periodic 1L absolute D BRAAKREZ] 22
B L 72RO HFM S 4, absolute OFE THREZNZ B L 72 % IX5HM S AL EE A

FEM#FHZER L CHL T NS A~ T 7B RTHIR SN E XA, ZOFNETIE, BREEFHZT
FERLET, FOH%, T7E8ZA 2 b a— N — )L THF TVl NefEHTALERHY
F7,

FIE

AT w71 [Configuration] > [Firewall] > [Objects] > [Time Ranges] %z %R L £,

ATV T2 KOWTINEFRITLET,
o [Add) Z IR L, T LWERFEEPH 28 L E3, ARix AL, [EETHAZ AT LET,
« EF ORI Z B L, [Edit]) 227 Y v 7 LET,

ATy 73 EREZRBARZ T L O TR 2@ IR L £,

TN PTEATSHIBL, KTTH52 L1130 EEAN, HEODHRELRET LI LHT
& F4, FEREEEMICIE, AN LR b EENET,

ATy Th (AT ar) BEEEENT 7T 4 7122 50 HARCBEEALOM D IR LIERRR . 2T 7
T4 7RI Y K LI AR E L E T,
a) [Add] %27 V> 73250, BRFEOBMZERLT[Edt] 22V v 27 LET,
b) KOWTHAIEFETLET,

* [Specify days of the week and times on which this recurring range will be active] 2= 27 U ~ 7
L. UR DD BAFEREZ 2RI L £,

* [Specify a weekly interval when this recurring range will be active] 22 U v 27 L., U A k7
O HAT LA AR L £7,

) [OK]%#7Vvr7 LET,
ATy TE [OK] 227 VU7 L, ELIC[Applyl 27 Vw7 LET,
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| 7oE2$WOFTSH b

+ovzsrne=52>5 |

7oz bDEZRYDT

Xy FT—=7 =R BIOEF2VT 4 ZV—TF FT7 V=7 MIBELT, HxDF7
Y7 hOERIRILE 53T T & £9, [Configuration] > [Firewall] > [Objects] 7 # /L Z 12 5 4%
T2 FDOAR—=T T, [Where Used] R¥ %27 U w7 LET,

T NU—0 F T2 bDOFE,

[NotUsed]| RZ > &2 U w745 &, N—/VETiZMMOF

T2l FCHERAESNTWARWAT V2l NERSTH2 8 TEET, ZOFERIZELT,
REAOAT V=7 PEMEICHIBR T 2 X 12720 7,

~ O

Aoz

7 bDERE

T3y bT4—
Ls
HERES 1)1)—=x B
FTx b IN—T 7.0(1) F T2 b I—TIE 5T, ACL DA E A T F v A
NFEL I ET,
EHEFHEBLIORY v—~v 7 |72(1) AVART gy R v— 2y THEASD IEHEB X
WRY v— <=y 7REAINE L7z, classmap typeregex =
~ U R, regex 2 v R, BLUmatchregex 2~ > RVUEA S
nE L,
R AVES/ AN 8.3(1) ATl FOYR— RN EASHE LT,
TATFUT 4T 4 7747 74— |84Q) TATUTATA T 7AT VA= NDILODA—Y—=F TV x
NTDL—Y—FT T N T J N TN—TRNEANSNE LT,
IL—7DfEH
Cisco TrustSec D7=HDEF =V 8.4(2) Cisco TrustSec D71=b DY F =2 VT 4 IN—TF TV b F

TAITN—T F T2 N T N—
-

N—TPREANSHE LT,

IPv4d B L OVNIPv6 DIRE XY h T —
O F T N IT—F

9.0(1)

CIENE. Ry NU—2 7V =27 h I A—TICEENTWD
DX, TXTIPVAT RLVATHD, T XCTIPv6 7 RL AT
TR FHATLE, BIETIH, Xy NU—7 47 V=
7 N ZI—TW, IPv4 & IPV6 D DT KL ADIRE %Y
R—hrTHEoR0ELE,

GE) BEA T2 N I NV—TFE2NAT T35 L
TTEFEHA,
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HaE

iy

T3y bT4—
Ls

)1)—x

BLL

ICMP =2— R{Z Lk > TCTICMP ko

TA T BT ANE) L TTBHED
DOYLIE ACL & 47 ¥ = 7 MssEEL
iR

9.0(1)

ICMP 22— R{ZHEASWTICMP b T 7 ¢ v 7 OFF Al £ 7135w
MTEAHIHIITRVFELE,

ROBEPFEANELTEFSINE LT,

[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups].
[Configuration] > [Firewall] > [Access Rule]

Stream Control Transmission Protocol
(SCTP) OH—E A ATV =7 b
DY R—h

9.5(2)

FEED SCTP AR — MKk 29— A A7V =7 FBIUYS
N—THZERTE DL DI E LT,
[Configuration] > [Firewall] > [Objects] > [Service ObjectsGroups]
NR=UTH—ERFT V7 NBLOT V—TDBENMRES
ATl Ry 7 ANERINE LT,

Iy NT—I Y —bERFT Vs
fe, RY—_R=2DN—F 1
TELOT 72 AT 5% >
NT—2 —EAFT V27 bD
]

9.17(1)

Py NT—=IH—CAFT =7 FEFREL, ZN5 EHLIE
T7EAarybe— L YRARNCHEHLT, AY——2
N—=T 4T N—h vy TBIRT 78X artn—n 7
N—TTMHHTEET, XYy NV —2o P —ERXFT7 V=7 |
21X, IP Y7 %y EZIEDNS KA A 4 OIERERE £h,
A Farcra bharlR— b MoEEBEERET, 2D
I, BAWIZR Yy NU—I AT V2l heY—ERF TS
FEAEA LET, ZOHERIZIE, [FETE 2% DNS h—n—%
E# LT, DNS FAA VAR TE H2XME TN 6 IP T
RLRAZHEICRGTEL LT 2L EENLTVET,
WROBEEPBMNE I IIERESNE LT,

* [Configuration] > [Device Setup] > [Routing] > [Route M aps)
DIEZBEE L, [Ad/Edit) A4 T a2/ Ry 7 A&BMLE
D

* [Configuration] > [Device Setup] > [Interface Settings] >
[Interfaces] DNEIZKEH) L, [Add/Edit]) ¥4 727Ky 7 A
L ET,

* [Configuration] > [Firewall] > [Objects] > [Network Services
ObjectsGroups|

* [Configuration] > [Device Management] > [DNS] > [DNS
Client]

Fy hNIT—7 F—ER T L—TFD
PAR— b

9.19(1)

BERIQ24DF v hU—27 p—ER T NL—FHEHETXH LD
W20 E L7,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



