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cASAIEZ. SNMP 7 S5A T > " O P F—252 T L LEHA,

cFERIIZHDOT VA br—L— L ENAT V=3 b D56, BREDY A XIZL -
TR RRED LT r—a URT OND RN H D . ZOFRER, AZ 1 (2
=y RIRAREZ A HEFTE TIRRBICET 2 £ COMRMAELS RV £9, Ziud, 2V —
/l/it ISSHE Y v arva N LV r—ya U HICAZ A 2=y NIRRT D
FRE WEEGZLWRERS Y £, REOVT IV r—a b ONT 4 —< U A%
Léﬁé ¥, asp rule-engine transactional-commit access-group 3 & O~ asp rule-engine
transactional-commit nat =~ > RZEH LT, 77 EA/L—/L & NAT O 5T k7
Jvaraly VERMITLET,

C AB NN B IBATT AT XA TNV T A RXT D=y NI, 77747 2=>
cMermy 7 ZR#LET,

i

firepower#show clock
01:00:52 UTC Mar 1 2022

01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock
Sync Config Sync File System Detected an Active mate

N FRLSEYTADFE=HDT T —ILA—/\— .
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firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022

AT RAFGEY T 4 (Tx2— A — =) D=y NI, Zav 7 ZENICFELEE
Ao RITOND & EDA XY FORIZRITRLET,

T LUWHA X7 ™MER &SNS,
« HA 23Rl S CHEER SN D,
e T x— LA — =1 T BN LTBENTE SN, LSS,
« no failover/failover % 7213 configure high-availability suspend/resume (Threat Defense
CLISH) o~V RZEAL T, 72— F—NR—A T —H ANFEH LRI N,
e 7Ty N7+ —LTETINTUVSD ASA/Threat Defense HA ~27 Tlx. [FIHIL ASA/Threat
Defense 72 EDT 7V r—v a NZORHBEHA I, vy — VT S EE A,

*HA ZHNZT D L, T_XTOA— PRI HIFRS FL. HA OHEITHRT 7 7« 7IRTE
ICEbo T2 BICHEBMShET, 207 x—XHICHEENKROND ATREMRH Y £7,

cEHY S —FRIT A, AR =T — 2 LIS BB O @ i RO R 8
RUTeh 2 ) BRI~ = Y FOT X TORFOMA, BIRLTZT T A < U HEBS
o=y P ERINTERICES R NS0, @t (HA) OERFICTZ
A~V a=y FERHEBEIZERRLET, 2Lxid BFEOT 74~V 2=y MIEENREE
L. iiFFAT (RMA) ZfH LTt L72BRIC HA 238 CTRERL S L7256 HA OfF
R =y et oA ) o=y PELTGERRLT, @RLET I/~ 2=y |
PR = MCERSLET,

TJx—I)LA—/IN\—DTIT#I)L k

T HNVRTHE, 72— A == R = IROFENEGEN T T,
« AT — KTV Tz =LA —"—TO HTTP HEIIThh EH A,
B DA B =T 2 A ARETT = — A== TONET,
AV HE—T 2 A ADKR—V 7T S B TT,
e A U H—T 2 A ZADF—/V FERfIX 25 B TF,
HEEOR—Y 7 RRIT 1T,
AEEOR—/L FEFIT 15 BT,
A MAC 7 RLUA I AT a7 H R ME— RTHEILINTWVETR,
T RTCOYERA L H—T 2 A REET=H ) T LET,

. N FRLASEYTADF=HDT T—I)LA—/\—
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TOTATIREINA TT—)ILF—IN—DEE .

TO9T4TIRRAINA TT—I)LA—I/IN\—DERTE

&

ATy T2

TIT 4 TIAR N, T 2= VA== R ETHIE, I/~ VEEEED TV EE
DO ST CEARN I 7 2 — VA —N—FRELHBRL L ET, TOMTXTOREEL T T4~V i
TOIToT-%. Bh o FVEBICREXRHSEET,

High Availability and Scalability Wizard Z il L €, FIEEFEATT 7T 4 TIA L XA T =2 —
NFA—R— a7 4 Fal—a BB T AN TEET,

FIE

[Wizards] > [High Availability and Scalability] Z®&R L £3, IROFIETZ DD 4 F— RDOH A
RIA4 U ZHER LTI TEEN,

[Failover Peer Connectivity and Compatibility] [H{fi C, ET7EEEDIP 7 RLAEZ A LES, Z
DT RL AL, ASDMT 7 B ABA F—=T Moo TNDA v B —T = A ATHDLLENRH Y
£,

TI7FNETIE, BT 7 RLRAIZASDMERA »Z =T 2 ADAZ 8 T R L AIZEND
BTHNET,

AT w73 [LAN Link Configuration] [ TR D L 5 ITHEL E7,

o[ X —7 A A (Interface) |: WA ¥ —T7 A AID, ¥ 714 ¥ —7 =1 AID,
% 721X EtherChannel f > % —7 = A A ID Z#+$5/& C& £¥, Firepower 1010 TiX, 1 » ¥ —
TxARIT 7 AT V=N A B =T AIDTT, AA vF R—hFID £/
VLANID #48E€9 5 Z & I1XTX £t A, Firepower 4100/9300 TiL, [EEOT —X XA 7
A2 =T AL TEET,

* [Active IP Address] : 2D IP 7 RL A%, RIEHOY T Xy  EIZHLILERHY £,
ZOV TRy MIIPT RLAN22751F 031 By b (255.255.255.254) I[29 52 MW T
T EJ, 169.254.0.0/16 & £d00:0:0:*::/64 [ZNEHHIAEH SN LT Xy FTHY, 7 =—
NF—=N=Y I RRAT— N 7 IEATHZ EIXTEERA,

* [Standby IP Address] : ZDIP 7 RV AL, 77747 IPT7T RLALHEURY hU—7 L
WZHDHMERH Y FT,

« (A7 =3 ) [Communications Encryption] : 7 = —/LA—/3— U > 7 OfF % %ﬂib
F9, FEEF—ORDYIC, Psec FHFEAF—ZFEHTLZL2BBIOLET, 2

NET AP =R T LERICRETEET (T2— A —"—DORELHE 41~—)
=2 .

ATV T8 AT = TN T 2= VA —=N=JIPDA 2 —7 = Z&EIRT 555513, [State Link

Configuration] H i TR DK E ZITWVVE T,

* [Active IP Address] : 2D IP 7 FL AL, 7 z—/LA—_— U7 LITRAR 5 RKMEHOY
T3y b EIZHDZVERSHY T, 2OV T Xy MIIPT RLAR2OEIFO31IEy b
(255.255.255.254) 12T 52N TEET, 169.254.0.0/16 & £d00:0:0:*::/64 I ZNERAYIZfE
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B 77079747 7z—nt—n—omz

MEN2 7%y b THY, 72— NF ==V I7RAT— ) U7 Il T5Z L%
TEEHA,

s [Standby IP Address] : ZDIP 7 RV AL, 727747 1IP7 RLALHEURY hU—7 |
W DHMENH Y ET,

RTw TS [Finish)| %7 U v 2795 &, U % — Kid[Waiting for Config Sync] iz #/x L £ 77,
FEE SR RGE Lz, V4 F—RiIe b T VERICT 2 — A —N"—FREZ LG
L, 72— VA —R_"—RENET LI & an T HEREEDN R RINET,
« T2 VA== T VIEETA R—T /IR > TN E S b bW
X, FRE LERRI7Z R B £,
o 72— )V —NR—RNFTTIZA X —T NI ERDD-> T DE4E 1L, [Skip configuring peer]
7y LET,

BN HVIEETT 2 — VA== X—=T )L TRV ERDN> TWAHEEIL, [Stop
waiting XX more seconds] %7 U v 74 5L, Tx— A —N"—DT—rRA T v TERET
TSI AV EEISKESNET,

FYOTF4TI7HT4T TJx—ILA—/I\—DETE
ST TITATIT T 4T T — )L —R— DR EFTIEIZOW TR L E T,

High Availability and Scalability Wizard %1/l L C. FIEZBEATT 25 4 717 25 47 7 = —
N —R— a7 4 FXalb—a B ERTAZZENTEET,

FIE

AT w71 [Wizards] >[High Availability and Scalability] Z##R L £3, ROFIETZDOD 4 F—RKDOH A
R4 2R LTS TEENY,

AT w 72 [Failover Peer Connectivity and Compatibility Check] i CiZ, 7 D IP 7 KL A{X, ASDM 7
T HADPENIRSTNDA L F—T A ATHLILERH Y £7,

T 74/ NTIE, 7 7 RLAX, ASDM O#EifeA v X —T7 2 A ADAZ A T KL A
WCEID M THENET,

AT 73 [Security Context Configuration] [H[fi CTlX, 7 4 — KNT<LF a2 TF A T— RITEHRL
TG, BHa TR POLRFRENET, U4 F— FERT LRImO a7 %2 b
B TEET,

AT w74 [LAN Link Configuration] [ CIRD X H TR E L £,

* [Interface] : YA L X —T = A AID, YT A Z—T =2 AID, LEA L F—T A A
ID. F 7213 EtherChannel f > % —7 = A A ID Z+HE TX £, ASA 5506H-X DFAIZR

. N FRLASEYTADF=HDT T—I)LA—/\—
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7974970747 7z—nA—rn—ozz |

D, EHINA L H—T2A AT z2— VA== 7 L LTHEETEET, TOHEA
X, REEZRGFLTOOLT A A2 — RTHMLERODET, T3/ A%V —FKL
7HIx, ZDA v H—T = A AL ASAFirePOWER £ = — /LDl i & 7 = — /L4 —/3—
WA & 72 < 72 £3, ASAFirePOWER £ ¥ = — /VIZIZEHHA v X —7 = A AR
HEThY, ZOA 2 —T xA AT 1 DOERRIZORHHTE £, Firepower 4100/9300
Tl EEDT— A EA T A A —T = A& TEET,

* [Active IP Address] : 2D IP 7 KL A%, REEHOYF T Xy N EIZHLHILERDHY £,
OV TRy MIIPT RUAR 277D 31 By b (255.255.255.254) (23252 &R T
T ET, 169.254.0.0/16 & £d00:0:0:*::/64 IZNHIHEH SN LT Xy FTHY, 7=—
NFA—=NR=Y 7 ROAT— N U TIEHTHZ LT TEERA,

* [Standby IP Address] : ZDIP 7 KLV AiX, 777 47 IPT7T RV RALE LAY hU—7 k
WZHDMENH Y F5,

+ (A7 =3 ) [Communications Encryption] : 7 = —/LA—/N— 1 > 7 Oi@fE &K 5L L
F9. EREF—ORDVIT, IPsec FHAHAF—ZEMT 2RO LES, 2
AUV AP —FRERTLEBICRETZET (T — A —"—DOFELE 41—)
=B .

ATV TS AT — "IN T2 — A —_—RIZHOA ¥ —T = A4 A% RINT HE451%, [State Link
Configuration] H [l TR DFXE ZITVVE T,

* [Active IP Address] : 2D IP 7 KL AL, 7 x=—/Ld—_— U7 L3R5 RMEHDOY
T3y NEICHAIVERSHY ET, OV TRy MIIPT RLAR22EF D31 €y b

(255.255.255.254) 1295 Z &N TEET, 169.254.0.0/16 & £d00:0:0:*::/64 | XPFHIIZfE
HEnsH 7%y hTHY, 72— NA ==Y IRRAT— ) U7 IERTHZ LT
TEEHEA,

« [Standby IP Address] : ZDIP 7 RV A{X, 77747 IPT7 RLALRI LRy hU—7 |
WZHDHMERH Y FT,

RTw 6 [Finish) 227 U v 7325 &, 74— Kid [Waiting for Config Sync] i & &R~ L £,
EESNT-FFARBE LB, Y4 F—RIe b o FUVEBICT 2 — A —"—RELEE
L, 7oL —R—FENET LI 2RI EHREmEA R RIS NET,

o Tz — VA== DT VEETA R—T IR > TWNDENE I Db bRV E
%, fBE LER7Z R B £,

o 72— )V — NN T T F—T NI T ERDho TV DA%, [Skip configuring peer]
7 Vv LET,

BB FVEETT 2= A== R TN TR RO TVDHEEIE, [Stop
waiting Xx more seconds] #27 V v 745 & V== A —N"—=DT = A MT v TREF
TSI D XV EBICEESNLET,
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B 70— nt—n—nsx—s08E

AT a3 DT —ILA—IN—INSA—BDHEE

MBS U T T 2=V F—N—REE D AZ~ A XA TXET,

TJI—I)LA—N\—RHELZDMDERTFEDIERK

&

ATvT2

ATvT3

COHETEFARERZE L D/IRT A—=H DT 7 4 )V hREIZOWTIL, 72—/ F—_"—DF
T B0—) EBRBLTLKEIN, 72774 7/T7 7747 F—FRKTlE, 1 FEAED
St T 2 — NI —RN— TN —F TR ELET, Z2TE T2 T4TIT T 4T E—
RCTHDT 2=V F == T N—T T L OHTTPEB DA 2 —T MU OWTHA LT, 77
T A4 TIAK N, F— R TCHITP B EZRET DHEIL. 72— A ——DOFELEF (41
N—=) ERRLTIEEN,

18 H B HIIC
cvNF AT FHFAN T ROVAT KAFATAN— A TROBEETVET,
e 2=y FDO~VA FE=%Y 7O Bidirectional Forwarding Detection (BFD) (22U TIZk
DR ZZ ML TS ZEV,
* FirePOWER 9300 35 X TF 4100 D 7~
T ITT A TIAZ L INA DI

c =T v K E—RFDH

FIE

[Configuration] > [Device M anagement] > [High Availability and Scalability] > [Failover] ®JIHIZ
FEIRL £,

AP UNRABEBE L FA T XA IO T 4 X2 b — g VEEHBEAE TERNEDICTD
21X, [Setup] # 7% 7 U 7 L. [Disable configuration changes on the standby unit] 7= » 7 7~ »
J A AT LET,

FI7 4N FTlE, AZ RS, o=y NETRIFIRFZ RN, 2 THRAMNIKTEHa 7 4K
L—a g, BE Ay — DX THAESNFET,

[BFD Health Check] T, [Manage] #2 V v 2 LT, 7 = —/LA—"—D~ L ZRHIZMHE AT 5
BFD 7> 7L — h & EHLE T, CPUDHEHERFHWGE, BFOa2=y hOE=F) 7
WX VRBSTT 77— 2N BAETHREEMERH D £9°, BFD A Y v NI ENTWTH720,
CPU O RN E WA THEMEICEZBIIH Y T A,

[Configuration] > [Device Setup] > [Routing] > [BFD] > [Template] ~*— Y23 & 97, [Add] &
27Uy LT, Y INRy T T T = AR LET, v ATFRy I R— 3T
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ATv74
ATy 75

ATvT6

ATy 1

ATvT8

ATvT9

Jr—nt—rn—g#LzomonzoEn [

FH A, BROREITIE. IVRERETEET, A7 2PV A—FESNTHWETA, T

V7L — FOFEMIZOWTIL, BED 77 L— FOER 28R LT EEW,

[Criteria]l # 7% 27 U v 7 LET,

HEEOR—Y) 7MW ERELET,

[Failover Poll Times] ST, WA RE L £,
* [Unit Failover] : #£E ] Hello A v & — Y OO, #FHIL 1 ~ 15 7 F 7213 200 ~ 999
TIHTT,
« [Unit Hold Time] : 3EA 7 = —/LA4—/3— U o7 [ THello A vt — Y %25 2 05BN
b LI (ZOWRFMICEZAE LD o 72358 1E, EEN YT OREDOT A N 7at A4tk
T5) #RELET, ®PHIX 1~ 45 FEIL800~999 I UM TY, A—V T HEMD
3ELDDIRVEIZATITE ERA,

G¥) ZDONRA U DOMMDBREXT 7T 4 TIAZ N, T— RIZOBWAENES, 77
FUATIT T 4T BT— TR, To— T —RN— TR —F T LY DI/NTF A—
HERETHLERH Y 7,

(TITATIT 7T 47 F—RDH) [Active/Activel ¥ 7 %27 Vw7 L, 7 =—)LF—/3—
ITN—T%ERLTCI[Eit)| 227 Vv 7 LET,

(TO2T 47177747 F—RKDH) V2T a TOEHRKICT 2 — A —"— 7
N—T O+ B a— VA LTS HI2IE, [Primary] £ 7213 [Secondary] 7 V v 7 L £,

TA = REFEA LGS, 72— A== =T 1E T T A~ VEEEIZE D S TN,
T2 VA== T —T 23 XV EEEIZEI D Y THNE T, EAELSORRE D LB R
ek, MOEEAEBETHEOIHEETEET, INHLOREX, VT a VLD
WEEHHLCOREHSNE T, F/L—7 O primary % 7213 secondary D% E 207 53,
W7D T7 2= VA== T N—T NPT — b LTca=y b TT 7 T4 72V ET (Zh
ORFFFCEE L2 LI D2HAETH, — D=y "RRINZT 77 4 7120 ET) |

(TOT4TITIT 4T = ROR) T z— A== =T F VT a VERET
5IZ1E, [Preempt after booting with optional delay of] F— > 7 Ry 7 A& A NZ L ET,

T N—7"® primary F 721% secondary DR EIZ0O LT, WMFD T = — LA —— T —7F

NPT — L=y b CT 7T 4 7R VET (FNORRFICEH L-ZLOICRZD

BEThb, — 0=y NRAEWINZT 77 4 712780 £F) .

F7Ya D delay [EICHE A AN LT, ZORM T = — /LA —"— Z L — T RNHAEDHEE T

T T 4 TIREICHERF SN, FORIHEE SN EECTCEIMICT 7T 4 71235 L HICTE

£, Ah7AMEIZ 1 ~ 1200 T,

FETT =2 — A —NRN—F 2L PV T gV UBOF T g UREREINET,

G¥) AT — "IN T 2=V —R—=R A =T VDA, VT a0, 72—
VA= IN—= T INN—TNEET 7T 4 T o> TWAEENSEGENE I NS E T
BIEINET,

[Interface Policy] Z#&¢E L ¥,

N FRLSEYTADFE=HDT T —ILA—/\— .
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B - r—rn—sgrzomomEoms

ATy 710

ATvIN

« [Number of failed interfaces that triggers failover] : 7 = —/LA—/3—% Kk U H—F 5 7=

BEREENEE LA V2 —T = A ZADER 8% 1 ~250 TEFLET, EENRAE
LicE= =R, H—T o ADEBRE L EB 2D E, ASAILT = — /LA —
N—LET,

» [Percentage of failed interfaces that triggers failover] : 7 =— V4 —/"—% h U H—3 5 72DIC

VB EENRE LR EFHA LV E—T oA ADENEZERZLET, BENEAE LT
SR TR H =T 2 A ADOEBHRELTEEGEBLD L. ASAILT = — /A —/—1
7,

GE) [Use system failover interface policy] 47" a I H L7V T 728V, Bl AT

ZIN—FTLDORY S —DBPERETEXET,

(TIT4TIARZ N, FT—R) f 2 F—T 2 ADKR—Y V" THEMZRELET,
[Failover Poll Time] i}k C, WZRE L £7,
« Monitored Interfaces: £ > % —7 = A4 ADR—Y » ZIEMEZIEET LET, T I hello /¥

iy NEEET DS E O AR, #Eitl ~ 15 EZIT500~999 2 URTT, T
7 F )V NI 5 BT,

* [Link State] : 7 7 4/ T, 7 == F—_—DXT D ASA T, f v H—T A A

DY A7 — MR 500 VBT LICHERINET, politime [IHAX~v A XA TEET,
7= & 21X, polltime % 300 X VFIZERET D &, ASA THEA V¥ —T = A ADREESC K
H—=D7 = —NF—=_"—% L) B TEL L1720 £9, H#PHIZ300~799 I VR
‘(3‘3‘0

e InterfaceHold Time: 7 == "ML DO®REZIZZE LZhello A v =T A U X —T =

A AT A NORMEDORIORR GHREE LT 2REL T, A V¥ —T oA ADREENEE
WL ET, Fio, A X —T7 x4 AT A MOHM % holdtime/16 & LT E L 7,
BH72MEIX 5~ 75 TF, T 7 4/L M, polltime D5f%Td, polltime D 55 XL 0 H W
holdtime fEIZ A/ TE £/ A,

AV H—=T 2 A AT A NeBMGT 5 E TORE (y) Z3HET 212X, ROXHICLET,

1. x=(holdtime/politime)/2, #x bITWEHIZAD LN ET, (4LITIEYY FiF, 5Lk
X8 B, )

2. y=x*polltime

7ot 21X, 77 4/L k@ holdtime % 25 T, polltime 7% 5 DFA Ty 1X 15 TH,

TIT4TIT 7T 47— ROYA . [Add/EditFailover Group] % A 7 2 7R v 7 ATA X —
TxA ARV TR ERELET,

(T2 T4 71777 47 F—RKD&H) HITP %A A x—7 /W2 F 5 IZ1L. [Enable HTTP
Replication] = v 7 Ry 7 A% A NI LET,
tyoTaroEL— MNMIoOWTIE, (72— A Fd—R"—ORELEHE (41 2—) | OHEE
SZHRLTLZE0,
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ATvT12

ATvT13

428—T4RE=4 YL IORES&URE V1 7 ELROERE [

GE) T VA= R—B LTS & XD, RZ A BN S HTTP 7 2 — & BB
T2 EBENRAELCET, Z D72 showconncount H7J1ZiE, 7277« 7HE LA
BUNALGETRRDIBBFRREND ZLNDHY T, BBfFoTa~vy Fais
1T756&, MFOEETHR UL Y BRERINET,

RAEMAC 7 L2 ELET,

TV T 4 T|AK LA F— K : [MAC Addresses] ¥ 7% 27 U w7 L, [Add| 227V v 7 L
£7,

[Add/Edit Interface MAC Address] % A 7 2 7R v 7 ANEKREINET,
T IT A TIT T 47 F—F :[Active/Active] [¥ 7 O FENZEBE L F T,

MOFEEFEHA L TMACT RLAEZRETHIELTEETH, 1 DOFELETEHEHRT S
TLrAEMWRLET, BHROFEEFHLTMACTY RLAZRELESESIZ. COMACT R
LANEHENDDNIZL ORAEHEFZIC L > TIREDL-H, FHITERNWZ ER”HY £,

a) [Physical Interface] K12 v 77X 7 U A b A 2 —T 2 ZAZEIRLET,

b) [Active MAC Address] 7 4 —/V RIZ, 77T 47 A X —T7 A ZADF LWMAC T KL
A& NTJLET,

¢) [Standby MAC Address] 7 4 —/LV KiZ, AX L NNA A Z—T A ADFHF LWVMACT KL
A NI LET,

d [OK]Z27 Vv 27 LEd, (TI2T47I70T 47 F—FRDOHR) HE[OK|ZZ7 Vv L
£

[Applyl 7 U v 27 LET,

AB—TTAREFZR)VIDEEESLUVREZUINA TELAD

)

ax AE

T 74N F T, TXRTOYBEA % —7 = A A, F721% Firepower 1010 DA, §XTD
VLAN A V' H =T = A A TE=H VI PADIR>THWES, [ 57— 7:4x%ﬁ&)
> 7 DA . Firepower 1010 A A v F iR— R 3% 42T,

FEEOERONR Y N —J IR SN TWAA v F—T 2 A AN T = — )L F—"— R I —|T
B2 NI IR TEET,

EZTLICRERI025DA v B —T 2 A AT F—TxFT (L F aLTFTFANE—RD
?AT@3/7#XF Zhiro7T) .

AP —=RTRAE NPT RVAZRE Lo GA81E, FEITHRETCEET,

1R BHIIZ
“NF aATFARE—RT, FEaTHFA MDA EZ—T oA ZERELET,
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B o ic—5 1o oshtnry h OB R— FORE (FUF4IITHF47 E—F)

ATy

ATy T2

ATvT3

ATv74

ATy TH

ERFIZIL—T o T ENT=/\ry FDHYR—
T7OT47 EF—

FIE

7V E— RTlE, [Configuration] > [Device Management] > [High Availability] > [Failover] >
[Interfaces] DIEIZEIR L £,

v NF ar7Tx AN E— RNTIE, 227 %A M T [Configuration] > [Device Management] >
[Failover] > [Interfaces] Z &R L £,

' Configuration > Device Management > High Availability and Scalability > Failowver
| Setup MLTTIET<TWM Criteria MAC Addresses

Define interface standby IP addresses and monitoring status. Double-click on a standby address or
click on a monitoring checkbox to edit it. Press the Tab or Enter key after editing an address.

Subnet Mask/
Prefix Length

255.255.252.0

Interface Name Name Active IP Address

Standby IP Address  Monitored
GigabitEthernetd /0 £ 10.86.118.12

[10.86.118.13| -
GigabitEthernet0/4 ccl
Manage mentd /0 mgmt @

=]
=]
=)
=
o

REINTVWEAL L H—T 2 A ADY A MR, FRINET, [Monitored] 7 7 A2, 7 =—/L
F—N—HHEDO L L TA LV H =T 2 APT=H—SNTNDENE I PRFRENET,
FE=H—EINTWDEAIL, [Monitored] T = v 7 Ry 7 ANRF 272> THVET,

KA B =T 2 A ADIP T KL AN [Active IP Address] 1 7 LMIFEREINET, /¥ —T =
AADAR L INAIPT RUANRRE SN TV DHEEIE, [Standby IP address] 7 7 LZFE RS
FT, Joa—NF—NR"—= VI BLOAT—F VU ZIZONWTIIP 7 RLR TR RS NEYE
o ZNHDT FLAZZDH TMNHLERTEX A,

FBRENTWAAL L E—T 2 A ADE=Z) T 52T =TT AT A v F—T A
A®D [Monitored] = v 7Ry 7 A4 712 LET,

FRENTWAAL L E—T 2 A ADE=F ) L T F—TNMICTAITIE, A X —T A A
@ [Monitored] = v 7Ry 7 A&A AL ET,

AL NPT RV AZFFOTWRWEA L F—T = A ATk LT, [Standby IP Address] 7 4 —
IWREBZXTNLI Y 7 LTT74— )V RIZIPT RLRAEZATILET,

WA B —RA Y MERIUZ 31 By b BT Ry b AT 2T L5E6. AP T
RUAZRELRNTSIZENY,

[Applyl 27 U v 27 LET,

=L o — ;

NTE (7O T47/
)

FUFATIT VT 4T T e A N TOEITRIC . E TR R LBk S
ISR B b %, EENRETAEAND I ETF, 20y FERETS ASA I
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ERICIN—F 1 VT SRty kDY R— rOBE (FoF74T707475—8) |

WIF DRy FOBEFERA W01, Xy MIRey7aEnEd, 2O Re v 7R£L<L
WIETADIL, TIZTATIT I T 4T T 2= F—"— T D2EDASA NER A —E
A TN X =T INTEY, 77 MU RERHI NAT 7 R L ARHEH STV RN
BATY,

WENT sy RO Ra AL, FERFRCV—T 0 T ENTeR Ty NEFATHZ LI~ TRL
STENTEET, TOEDITIE, ZNEND ASA DDA X —7 = A A% [F L ASR 7
N—FICEBY B TET, 722, WD ASA D, WA > ¥ —7 = A 2 TR UNEE v
U —2CHE LW D — 5, ANIA v Z—T = A ATIIRID ISP ICHEH R L T\ b & LET,
TIAVEET, 77747 aTXFANOINGA X —T7 = A A% ASR 7 L—7" 1 |ZE|
DUT, BHHXVEETH, 77747 2 TFAMOINHRA % —7 = A A%[H U ASR
TN—TUEID LB TES, T4~ VEEOINEA X —T A AWty g SNEREFFZ
VN NEZETDHE, RIUZA—T (ZOBFEASR 7 V—T1) NOARAK L NAf 3
TXANOMDA v H—T 2 ADy v a fEHfET =y 7 LET, —HTHERNELO)
HRWGAE, Ny NIty 7EnET, BT HIERNAO0D & ROBED 9 HIng
DB L E T,

cEREFT T4y I PETHEBICRESND L, LAY 2Ny X =D EITTNTHE
TEEIN, Ty MIhoEEICV AL LY FERET, ZOYVEAL LT NI, By s
VINT VT 4 T THDHRYBAITEINET,

cHEE N T T4 v I RRICEBEDORDA =T oA AIREENDE, LAY 2Ny X —
D—FEZITTRTREEEIN, Ny MIA M) —AIZHEASRET,

)

G¥)

ZOREI. FERL—T 4 SRR L ER A, FERFRICLV—T 4 TSNy R ETE
LWA L HF—T A AR LET,

RO, FERFRCN—T 4 T INT Ty FOflZRLET,
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B o ic—5 1o oshtnry h OB R— FORE (FUF4IITHF47 E—F)

6: ASR Dl

ISPA ) "ISF’ B
S L
iR =g

192.155.1.1: 192.168.2.2

1Ll 19216821 192.188.1.2 =
i =
SecAppA ﬂl‘iz

1 S Failover/State link

-~

\'Ii'

1]
== == Outhound Traffic ks

Retur Tratfic A i
network |

SecAppB

- -
500E3

1. 7ML REYya v, 777 4772 SecAppA 2> 7 F A M & FFD ASA Zifila L
T4, ZORT Y ME, A FZ—T = A ZAFDISP-A (192.168.1.1) MHEEINET,

2. RN —TFT A LI NT v T AN —ADE N TREESNTWNAED, UX—2 FT
T4 VL, T 7T 4772 SecAppB 2T ¥ A M EFFO ASA DA U H—T = A ZAIERD
ISP-B (192.1682.2) #H TRV £7,

3. @, VH—2 b T T 4w IE, FDOA L H—T A A 19216822 LI HX—2 R
T4 ZIlBlT Dy va UEBRBRNOT, FryZInET, LrLl, 2OA U F—
TxAAX, ASRZNA—T 1O E L THESNTHET, HEEX, AL ASR 71—
ZID TRESNIAMhDA v Z—T 24 2 DBy a v EZFELET,

4. ZoOkya UERIE. SecAppB A FFOUE LD A Z UM REDA X —T = A A
outsideISP-A (192.168.1.2) IZHV EF, AT — 7V 7= —/LA— 3—[X, SecAppA 7>
5 SecAppB I v v a UEHREBER L E T,

5 Rey7IisR00VIZ, LAT2ay X —d3A ¥ —T 2 A A192.168.1.1 DfFHR THEX
BHEN, hTF 74973408 =724 A192.1681206 VXA L7 bEaNET, £
b, BETOEEOA X —T A A%KHELTRY £7 (SecAppA ™ 192.168.1.1) , =
OFEEIE, BBEWIGU T, By va B TT2ETHRITSNET,
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sr—nr—ri—ogE |

1R BHIIZ
AT — "IN T z— )L F—R— T IT 4T Tx— )V —R_— T )—FIHBHA L FX—
T2 ADEYaryDATF— MERE, AX LN, Tx— )b F—N— T —F|ZEL
i‘j‘o
e replicationhttp : HTTP & v 3 5 D AT — MEWRIT, AF A T = — LA —/— T )L—
TIIESNIRNTZD, AZ N, A H—T 2 A AFELE T . ASADIESIRITL—
T AT ENTHTITP XNy N —T 4 7 T& 5L 912, HTTP A7 — MEHREHE
2 VNBENH Y F9,
e IV EERBION I A VEEODR T VT 47 aTXAMTIOFIEELFEITL
i‘j‘o
s AT HXARMNIZASR I N—T L N T T 4w V=Dl FERETHI LI TEFER

oo AVTERA NI =L 2BELEES. POy TFAMA X —T x4 A ASR
TN—TIZEDDHZ LILTTEEE A,

FIE

RT9TN 774~ VEBOT 7T 7 27 F A hT, [Configuration] > [Device Setup] > [Routing] >
[ASR Groups] DJFRIZEIR L E T,

ATV T2 FEHRN—T 4 v T INTATry NeZEGT 54 02 —T7 A AZONWT, RayTFyy
UA RN ASRTIL—TID &R L ET,

ATV T3 [Applyl 227 Vw7 L, BENEZRITa 74 F 2L —va IR EFELET,

ATY T4 ASDM 2 h o XV EHEEICHER L, 7794~V EBEOa L TXANEREOT 7T 47 3
TXANEERLET,

AT w75 [Configuration] > [Device Setup] > [Routing] > [ASR Groups] DJEIZERN L F 9,
RTYT6 ZOEBOFRBEDOA L H—T oA AZONWT, RLASRYIL—TID Zi@R L 7,
ATvTT [Applyl 227 Vv L, BEAREFE T 74 Fab—ra NRFELET,

Jrx—J)LA—/\—DEIHE

ZOHETIE, 72—V A== DREEETTDHHIE, bIEENOGHOEEICT = —/L 4 —
N—Z B FITT B HERE, 72— Fd—R_— ZHEMELT-HBIC 7 = — L — R — EE %
IR A HFIEICOWTEHB LET,

J—I)LA—N\—DHRTEELEHE

T AV —=REEHL2WEES, REZLFTIH/IC. FHTT2— L —R"—52RETE
i#c::fﬁ\v4$%PKaiﬂfw&wt@$%T RETDHDMNENSHDROA TV a v
IZOWTHEBH L £,
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B o r—rn-onz

ATy T

ATy T2

ATvT3

ATvT4

NA TRLASEYTADI=HDT z—)LA—/"— |
Ead

o T VA —R— "TT 4 v I BT DD D IPsec FRIHLA F—
« HTTP #l L — b

HTTP HEH (777 4 T/AHX 34 £—K)

IR HEIIZ
2 NNF AT XFARN T—FTIE, VAT AETAR—ACIOFIEEZEITLET,

FIE

> 7 VE— RTCiX, [Configuration] > [Device M anagement] > [High Availability and Scalability] >
[Failover] > [Setup] DJIEIZIER L £,

~NF arTHxF AR E—RTHE, VAT LFETA—Z T [Configuration] > [Device Management]
> [Failover] > [Setup] Z 3R L £,

[Enable Failover] = v 7 R v 7 A& A4 N2 LET,

Gx) FNRARAEEZTBHTAET, 72— T — " TFEEIZIFZA R—T N2 F
A,

Tz NG ==V I BIRAT—F V7 OBEEHESALTDHITE. RO T aro
W EFERLET,

* [IPsec Preshared Key] (fB4¢) : 7 = — /LA — _—3E@EM O 7 = — /L4 —/— 1 7 T IPsec
LAN-to-LAN k> RV &ML T H 721, IKEV2 IZ X » T S5 SRt 5 — TT

7 = —/b A4 —/,3—LAN-to-LAN k> 3/LiE, IPsec (fthod VPN) Z A & AL H
SNEHA,

* [SecretKey] : 7 = — /LA — N"—@E O SLICHEA SN IWEXF—Z AN LET, 2O
T4V REZAOFE I LIEHEAIT, avr FERPICREENI a7 4 Fa b —
va rNONRAT— REF-EF— 75:;2.&)\ T 2= VA= R—@BENT VT TFAMIRY
\i‘g—c

[Use 32 hexadecimal character key] : A % —I1Z 32 SLFD 16 X —2FHT 51T 7))
Frv s Ry A%F N LET,

[LAN Failover] fEI C, 7 =— /LA — "= U T DRO/IRT A= ZFHELET,

* [Interface] : 7 =— /A== VUV IERAT LA 0 —T7 =2 Z@RLES, 7 =—
NA— ST A 8 —T = APSBIECTIS, RF— TN T 2 oS b f
VHE—T A RAEHATEET,

ZDOYANMIE, REEDA L H—T 2 A ZAETNIT T A F—T 24 ADHDPERS
N, 72— WA —=n"=U 7 L LTERTEET, /I —T =2 AT =— /LA —/3—
V7 ET D E. DA ¥ —7 = A A [Configuration] > [Interfaces] 21 > Tl
L£TEXERA,
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Jr—nt—n—ozzezE ]

* [Logical Name] : [failover] 72 XD 7 = — A —N"—@EIMEHTEA X —T =2 A AD
ML ERRELE T, ZOARNIEREZEET 57200 DTT,

s[ActiveIP] : f > X —T =2 A ADT 7T 47 IPT7T RVAZRELE T, IPT KL AIX,
IPvd F721XIPV6 7 L ADEBLBIZTAHZEHLTEET, ZOIPT RLVAIRFEHDY
T2 v b IR NER Y A,

*[Standby IP] : £ ' F—T 2 A ADAZ L NAPT RLAZEELET, 77747 P7T
RLALRUEY TRy b EOT7T FLRAEZRELET,

* [Subnet Mask] : 7R v b v A7 ZIEE L ET,

o [Preferred Role] : = D ASA DIESE SN D0 — AN T I3 < VEBTH LB &) HiE
THDHIPERET H7-9IZ, [Primary] F 721 [Secondary] % &R L £ 7,

AT Ts (AT vay) WOFETAT—F Vo7 aFELET,

s [Interface] : A7 — K~ UV 7T HA 2 —T oA ZAZBINLET, BIRTE LD,
RKREDA VB —T 2 A RAERFVTA L F—T A A, To— VA==V 7 Fi
IZ [--Use Named--] 47"+ 3 > T3,

GE) Tx—NF—NR—=J  IJEALS VX —T 2 f AL AT — R NV IEHA X —
T2 A AD2ODA LB —T 2 A A&MAIMERNTHZ L 2HTLE T,

RKBEEDA LV E—T oA AFETNIT TA v —T 2 A ABER LTS, #0400 F—
T2 ADTIT4TIP, TRV EIRY, HEBA. BLIOREZUNALIPEATTS
VR 77,

Tz NFE ==Y 7 BBR LG EE. 7O T47IP TRy bIRY | REA,
BLOREUNA IPOEEZRET D2LETHY FHA, 72— A —— U 7ITHEE
SNTWDHEAEA S ET,

[--Use Named--] 47> a3 > #8IR L7254, [Logical Name] 7 « —/V RiX, AHID DW=
AE=T A AD KRy THE T YANMIBRYVET, ZOVRAMNBA L Z—T =R
FERLET, POTA4TIP, TRV CIRAIITLIAVIRADES, RE2 NS IP
DEZRETHLEETHY FHA, TOAL L F—T =2 RTHRESNTENMERINE
7T

* [Logical Name] : [state] 72 EDAT — MBEIHEHT LA 7 —7 = A4 ZDOFmE4 16 7E
LET, ZOAFNIFEREZRUEST D200 6D TY,

s [ActiveIP] : f VX —T =2 A ADT 7T 47 IPT RLAZEELET, IPT FL AL,
IPv4 £721XIPV6 7 L ADEBLBIZT A2 TEET, ZOIPT RLAL, 72—V
=X D 7 LIFRRDREROV T 2y b EIZRT IR0 A,

* [Standby IP] : A > X —T = A ADAX L NAIPT KVAZERELEY, 77747 1P 7T
RLVALRILY 7Ry hEOT RLAZBEELET,

* [Subnet Mask] : 7 %> b v R ZHEELET,
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B - vr—r—onmes

s (ATvarv, TUT 4 TIAK L NA D) [Enable HTTP Replication] : Z DA 7T 3
WXV, 7757 4 7HTTP Y a VB AZ LR, T AT I3 —UIlat—F AT —
F TV T 2= VA —R—3 A 2 =TI ) £, HTTP ERA AT LW 4. HTTP
B L 7 = — VA — N—ORERZOIW SNE T, 77T 4717 7T 47 F— RTIE,
T =)V A== J)—TF T L ICHTTP R AR E L £,

GE) Tz A —NR—EFH L TND L EIT, AZ U NAEEENGHTTP 7 0 —%
HIBRd 2 EBIENAE L £3, Z D=8 show conn count (2%, 7277 47
TEELEAZ NS EEBTRRDBNFRREINDZENHY 3, HHFF->T=
YU REBEITTLHE, MFOEETH UL Y MRERRINET,

AT v 76 [Replication] fEIKC, v a HHUL— 2 1 bl ERCTRELE T, /B LUK
RKU—MIET ML TREVET, T 74NV MIKKL—FTT, 774V NEHTS
IZ1%. [Use Default] F= v 7R > 7 A& F AT LET,

RTY T [Applyl 227 VU v 7 LET,
AT AKX 2 L= a VBT AL RARIEENE T,

ATFYT8 T2l — R f F—TNITDHE, TNV A—NR—ETERETDHOOEA TS

Ry 7 ANRFEREINET,
s TT = — A — = TR L CTFICRROEREZITHOHAIE. Nol 22 U v
]\/ij—o

«ASDM IC X > THEIMIC 7 = — VA —_— 7 FOBEET S 7 = — LA — R—EN]T
DB LT BT, [Yes]Z27 U 27 LET, [PeerIP Address] 7 « —/v RIZET @ IP
T RLRABRELET,

J 1 —)LA—/N\—DEIET

AL N, B EBEINCT 7T 4 7T DI ROFIEZFATLET,

1R BHEIIC
“NVF aLTHRANET—=RTHE, VAT LAETAN—ATCZOFIEEZETLET,

FIE

ATV TN Tz A — "= E L~ TR D IR 2TV E T,
a) T F AN E— RIOG U CHEifEERR L ET,

s IV AT H A N E— RTIL, [Monitoring] > [Properties] > [Failover] > [Status] %
HEIRL £,
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Jr—nt—n—-o7Fs =Tt ||

e v )LF 2T XA K E— FTIX, A7 AT [Monitoring] > [Failover] > [System] % i3
RLUET,

b) ROWTNLDORZ %7V v LET,
« [Make Active] 7 U v 75 L. ZOMEENT 7T 4 THBIZ/RD £77,
* [Make Standby] 27 V v 7§25 & tHHFEENRT 77 1 7HEEIZRD £7,

RT9T2 (TIT47I70T 47 F—RKROR) Tx— A —N"—%T7 x2—)LF—"— T )—7 L~L
THRHIT D ITITREZITVE T,
a) A7 AT, [Monitoring] > [Failover] > [Failover Group #] Z# B & £ 37, #iX, #5257 =—
WA == TN—T DFZTT,
b) ROWTNNHORE %7 ) v LET,

« [MakeActive] 7 UV v 745 L, ZOEETT 2—NVF—R—=T)V—TNT 7T 47
2720 F9,

[Make Standby] 27 UV v 7325 L, fTFEETT =— A== T IL—TNRT 7T 4
2720 E£7,

Jx—J)LA—1N—DTF 1 t—TI)Lit

| DFEFIEH T DOEETT = — VA —NR"—%T =TT HE, Vr— RTHETEE
DT IT 4 TBIOPRAZ U ANAREPHERFSILET, 77747W77477:—w¢~ﬂ—
X7 OEE, EOREERELETHILIICRESNTNEY &, To— A== TN —T1IT
IT AT THLITRXTOEETT 77 4 7IREO E EHERF SN ET,

T2 NVH—N—%T 4 =TI HEE ROFEEZSRLTIES N,

-x&yﬂ4%%my?%xbﬁx&yﬂ4% FOFEFHFF SN D DT, BHOEET
N7 7 4w DfREERBLEEAL (2 B A Z XA ARRE L FEIENE )

c AFUNRAMEE/aA T XA NI, T T4 THEEBE/ 2T XA MEEREINTWRWES
THEDAF U NAIPT RL ARG &EFaEHLET,

c AZUNAEEBE /AT RAMILD, V2= A== FICBIT A HRICHT DY v R
ViR S NE T, T2 AR T T 4 TEE/a TR A N THEAS X—T L
T DE, ZOar 74X a2 b— a0k NFERBIEINZRIC, AX g EEE/
T XA RNDPEEDAX NAIRREICED £,

e AR UNAIEETCFH T 2 — VA — N2 A X =T ML TT 7T 4 7L L2 T2
S, bz, 7=z— A —"—DMifi|FAT 44 —) ZZRLTLLEIN, X4
UNABEBTT 2= V=R F—=T /I T DL, MACT KL RADBEENRFEAEL.
IPv6 N T 7 4 v 73l SnDREMERH D 5,
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B s=vnsirzgroes

ATy T

ATy T2
ATvT3

ATy T4 %4

¢« BRI T 2 — )V —N—%F =TT HIZE, nofailover 27 4 F a2l — g
EAR— R Ty F ar7 4 ¥ al—ya REELTAS Y r—RLET,

IR B I
N F AL TFHRARNT—RTIE, VAT LAE[TAR—ZATCZOFEEEITLET,

FIE

v 7 VE— RCiL, [Configuration] > [Device M anagement] > [High Availability and Scalability] >
[Failover] > [Setup] PNEIZER L F 9,

~VNTF AT HFANET—RTIEL, AT L5FTA— A T [Configuration] > [Device Management]
> [Failover] > [Setup] ZE&R L £,

[Enable Failover] = v 7 R v 7 A& F 712 LET,

[Applyl &7 U v 7 LET,

W7 2= N F—R—%F =TT HITE, a7 Fal—a U ERELTEY
o— RKLET,

a) [Savel] h¥ %27 Vv 7 LET,

b) [Tools] > [System Reload] Z# &R LT, ASA %V r—RKLET,

[EENREL-EEDET

ATy

B AR L B A R O 72\ RIBIC T B 11, RO FIEE ETLET,

1R BHIIC
~“NVF aLTHRANET—=RTHE, VAT LAETAN—ATCZOFEEZETLET,

FIE

72— AN =R E LAV TR IT T DR ATV E T
a) AUTFHFANE— NG U CHEZRRLET,

s IV AT H A N E— RTIL, [Monitoring] > [Properties] > [Failover] > [Status] %
FEIRL £,

e w)LF 2T FA N E— RFTIL, A7 AT [Monitoring] > [Failover] > [System] % 3%
RLUET,

b) [Reset Failover] #7 U v 7 L%,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
avrsxar—varorRg [

ART9FT2 (TIT47I 77T 47 F—RDHR) Tz— VA —n_"—% T z— LA —"— T L—T L~L
THEITT DITIFREZITOET,
a) A7 AT, [Monitoring] > [Failover] > [Failover Group #] Z B & £ 37, #iX, #4257 =—
N == TN —T DFFTT,
b) [Reset Failover] 27 U v 7 L£79,

a4 xXal— a3 OERER

Bllsnza~ry N, #rar7 o Xal—ra VIRFEESRET, #filaniza~r Fe
ABUNAYEEDT T v 2 A VIRTGET HI2IX, [File] > [Save Running Configuration to
Flash] DJIRIZEIR L £ 7,

TJ1—)LA—/IN—DFTE=R Y Y

ORI aryOFBEICHSI LT, To— NI —N"—DATFT— R AT —TXF7,

TJx—)LA—/IN\— A wyt&—

T LA RN R AT A L D ASA N AT A A v —UEREELET,

Jx—I)LA—/N\—®D syslog A v t—

ASA 1E, TRAVRERT T IA AV T 4 L2 DT = — A —3—=IZHON T, EHED
syslog A v —VERITLET, ZNDHDRA v E—T%FRTDHITIL, syslog A vE— B A
REZMLTIEEY, 72— A —"—CBEMT bR TND A vt — ID OFPHIZRD
B TI : 10Ixxx, 102xxx, 103xxx, 104xxx. 105xxx. 210xxx, 311xxx. 709xxx. 727XXX,
7=& 2 0E, 105032 BLUN 105043 137 = —)vA—"— J o7 L OMEE R L TWET,

\}

GE) Tz A — =D, ASAITIRBEIMICY v v N T LTz, A X —T =4 A% LH)
L. syslog A »t&— 411001 35X N411002 4% L ET, ZTBEOT 7T 48T 4T
‘j‘o

TJx—ILA—nN—TFN\vHG Avyt—

TRy T A= EFRT HITIE, debugfover 2~ REASNLET, sEHICOWTIL,
av U R U7 7 LR EZRLTLIEIN,
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B ssweooz—nt—rn—r597

\)

GE)  CPUTuBATET ANy ZTHINZE T ZAF VT 4 BEDHBTHRTWDTD, T3y 7))
AT LV AT ANRT 3 —v P ACRELSEET LI LRHV T, Z07d, FrEDRED
NFGTNY a—T 4 v TEITIHERR, CiscoTACED KT T Nva—T 4T yralsDd
MIZFR Y debugfover i~ REMAL T ZE0,

SNMPD 7 x— /LA —/N\— Sy T

7 = — VA —3—Zx 3% SNMPsyslog N 7 v 7 & %Z[EF 521X, SNMP K7 > 7% SNMP &
AT —va VB ETDHEOICSNMP =—2 = h&RE L, sysloghA FZEFRL, B
VD SNMP FBLA 7 — 3 = T Cisco syslog MIB % =2 > /34 )L L E T,

TJI— LA —NN—RTFT—RADE=HZ) Y
A\

GE) Tz VA= R AR NRAE LR, T ADE=HY T ki 51213, ASDM
BT 570, F£721% [Devices] A SNIERINDHNDOT A AZEI Y X T, JLD ASA
\ZR D FIAEFATTHMENH Y T, ZOBIENLERDIL, ASDMBT /31 A5Gl &
NCHEFSNIEA, HE0T=X ) o FRFEHEN S0 T=H T,

[Monitoring] > [Properties] > [Failover] Z®IR LT, 777 4 T/ AZ A Tz — )L A —/—
E=HZ—LET,

[Monitoring] > [Properties] > [Failover] FE CIROBEHZFEH LT, 72774 7/ 77T 47 7= —
N —=NR—T = —LET,
System

[System] ™A NZIE, VAT LD T = — LA —R—RENFTRENET, £/2. VAT LD
7 =)A= N =IREB R RO T IETHIEICE £77,

cTFNRARADT VT 4 TIAZ U IRAREZE D EZ D,
FEENEE LT A 22 )y NI 5,
s AR UNAEEERE Y v — KT 5,

J4—ILF

[Failover state of the system] : F/RELH, ASA D7 = — LA — "—REEEZFRLET, #RIN
L 1EHIE, showfailover =~ F T2 L LR T, KRHDIZET LFEMICHONT
I, I~ R UV 77 L0 A5 RLTLEIN,

[System] A > TliX, ROT 7 v a v &HTEET,
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« [Make Active] : 77 7 4 T/ AX LN, 2T 4 FXal—rar T, ZORIEZT )
TFTBE ASANT VT 4 THEEBIZRVET, 72747179747 a7 4Falb—
arT, ZOREEI Y7 TBHE, ASATHED T 2 — VA —_— J)L—T N7
TT 4 TR0 ET,

« [MakeStandby] : 77 T 4 T/AZ LA XT T, TORA %7 Vw7 FT5HE ASAINA
HUNRAIEEIZIRVES, TITATIT VT 47 27 4FX2lb—a3 T, ZORL
VEIZY T AHE, ASA THHD T = — LA —/N— Z)—T N AR S AIREEIZT2 D
i‘j‘o

* [Reset Failover] : ZORZ &7 Y v 7 LT, VAT AEEERIEND A Z 31 IREEIC
Uty hLET, VAT LET 77T 4 7RIy hTEERHA, 7774 7THEET
CORE BTV ITHE AZURAEER Y NENET,

* [Reload Standby] : ZDHRZ %27 Vw7 LT, AZ U \AIEEEZREIFIICY va— R LE
—a_o

s [Refresh] : 2R %27 U w7 LT, [system] 7 4 —/b KD T =— /LA — "—IREEIZH
HAT—HAEREY 7Ly a2 LET,

TJx—LA—N=TL—T1ELVTz—IF—N—TIL—T2
[Failover Group 1] X+ >3 & O\ [Failover Group 2] A1 2%, IR L7V —TF D7 = —)1
= N—RENRFREINET, T, IN—TOT 7T 4 T/AX U SAIREEEYI 0 FEZ D h,
FIFREENBEL LN —T 2y LT, JA—T D7 =— LA —"—RELHIET S
ZEHTEET,

J4—IJLEF

[Failover state of Group[X]] : F#/REH, BIR L= 7 = — LA — "~ T —T DT = — )L A —/3—
RieRFoR LET, HRENHHHRIL. showfailover group =~ RTZITERAH A LFE LT
D
ZORLA U TROT 7 v a v EFITTEET,
* [MakeActive] : ZORF %7 Vw7 LT, Tx— VA== N—T%ASADT 77T 4
7 a=y MILET,

« [Make Standby] : ZDRF %27V v LT, 7 =—/bA— 3= )L—7% ASA Tl
IZAZ L RAARBBIZLE T,

* [Reset Failover] : ZDORZ &7 Y v 7 LT, VAT LEEFRIENDG A Z A IREEIC
Uty NLET, VAT LET 774 7REBIZIXY £y FTEERA, 77T 1 7THEET
COREZET VT DHE, AFZUNLEEN Y FERET,

* [Refresh] : ZOARF %27 U w7 LT, [system] 7 4 —/L RD T = — /LA — —KEIZH
HAT—HAEREY 7Ly a LET,
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HeER )1y—= HRETER

TITATIAB N T x— LT — N — 7.0(1) ZOBERENEASIILE LT,
TITATNT T 47 72— A——  |7.0(1) ZOMRENEANSIVE LT,

7 =LA — = =D 16 WEEE Y AR — k| 7.0(4) 7 )b == U v 7 DR BT 16 AR E

TEDHEIITRVELE,

WOMENEFIZ/2Y £ L7, [Configuration] > [Device
Management] > [High Availability] > [Failover] > [Setup],

Tz )V —R—F—Dv AKX — 27 L—|83(1)
ADHAR—

Tx— LA —R—F =N, Effar 74 Fal—i g
kX?%F7/7:/74%;V%ya/@ LH S —%
WaltdT o~AZ— A7 L —X%EHR— T 5HL51C
720 FE LTz, —HO ASA MHMIGICIEREE 2 —
T5%A. tkz&tnmmwamwwmmgwMQ:V/
REFEH LT, EFICRESIEA¥—2a ' — L TEY

sz enTEET,

GE) failover key DI R 1L, show
running-config ® H 71T ####* L RIRI N FE
T TOVAZ INeF—Fat—T&EE
s

ASDM OEFEZH Y FHEATLT,

T x— )L F— "= IPv6 DHFR— FHEM [8.2(2)

ROBHEPEESNLE LT,

[Configuration] > [Device Management] > [High Availability]

> [Failover] > [Setup],
[Configuration] > [Device Management] > [High Availability]
> [Failover] > [Interfaces],

(Al 7— h7 v 7D 7 = —nF—3—|9.0(1)
TN—TFDa=y NDOREDOEE

PRION—=Y 2> Y 7 by =7 T TFEFE) 77—k

T TRHFRENTW ), 72— F—/N— T —
TEEE =y NCT 7T 4 71T S preempt 2w 2 R
WIMEH Y FHEATLE, LL, ZOEREIX., mWEFD
T = VA= N TN —T NN EN T A 2=y T
TIT 4 TICRDEIIERINE LT,
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| M 7RASEYTFADEODT T —ILF—1—

Jr—nt—ri—oBE |

IJ IJ—X

HAETRER

Tx— A== VI BLORT— Y
V7 OIBE &Kt 3 5 IPsec LAN-to-LAN h
VFRILDHPIR— |k

9.1(2)

Tz — V== % — A O S bR T A0
I, 72— NI ==V 7 BILOAT—F 7D
H 51T IPsec LAN-to-LAN b > FURNMEHTE 5 X9
12720 F L7,

G¥) 7 = —/LA—/3—LAN-to-LAN k> /LI,
IPsec (ZDLd VPN) T A & A2 1L i
ShEHA,

WO S4uE L7z, [Configuration] > [Device
Management] > [High Availability] > [Failover] > [Setup]s

IN—RT 2T T 2— LD~V AEF=ZY
v 7 O E

9.3(1)

ASAZT 74/ R T, £ VA M= NFEHN— KT T
£ a2—/L (ASA FirePOWER £ 2 —/L72 &) D~JL
AE=Z Y T EITVET, FFEDON— Ry =T E
Va—DEEICL ST T 2= A— =% N H—7F
HZENEFELLRWVERIT, EV2a—LDOE=HD v
THTF 4 —T NI TEET,

WO AN XjuE L7z, [Configuration] > [Device

Management] > [High Availability and Scalability] > [Failover]
> [Interfaces]

T 2= LR T D AKX N, HEEE T
[FAZ R, 2 THFAIDIL T 4 F 2
L—ya v EHEoay

9.3(2)

WHOaAL 7 4 Falb—va rORMZERVTAZ N
A HEE ETEFERTERVE DI, AZ A AHE (T
TT A TIAL N, T 2= )b F— =) FFAHZ
NAAVTXAN (TITATITIT 47 72—V —
N=) a7 4 Falb—rvarBHiny 7 TELHH
N7 F LT,

WO EMNET S3LE L7, [Configuration] > [Device

Management] > [High Availability and Scalability] > [Failover]
> [Setup]

ASA 5506H D7 = — /LA —"— J 7 L L
T, BEINA VF—T = A& AR

9.5(1)

BH/ A X —T = A AL, ASAS506H (Z[RY 7 = —
NA—=NR=Y 7 LTHRETEDLEIICRD E LT,
ZOMERIZEYD, TR ADMDA B —T = A%

FT—HAH =T oA AL L THEHATEET, ZOKE
ZHH L7234 . ASA FirePOWER & = —/LIZfli il ©
EEHA, ZOFV2— L TIFEHR NI A F—T =A
ALWEDERA L HE—T oA AL LTHERFT 252 20
WETT,

WOMEHENET S3LE L7, [Configuration] > [Device

Management] > [High Availability and Scalability] > [Failover]
> [Setup]
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HaE

iy

)1)—2R

BERETEHR

Xv U7 7 L— RNAT DL 7 = — /A4 —19.5(2)
N—=BIWASA 7 T A% o JTHiR—F

X U7 7 L— REIZRHBUL PAT Cl, NATIZ 1 /&
W21 2OOR— MEHZEID B TEXELDTIEFERL, &F
ANMIFA—F DTy 72BN Y THENTEET

(RFC6888 ML TL &) , ZOMREIX, 7 =—

N —=NR—BLONASA 7 T AXDEANTHER— I
7,

EERSNHEEITSH Y £H A,

TIT 4 TIAR N, T =)L F—3— % | 9.6(2)
3% & &? AnyConnect 7 7 A 7 b InD

DEAF I v 7 ACLIZRIT 2 FRIHARE R Dk
S

(=]

7 = — /LA —/3—X7 T AnyConnect 77 7 A 7 > b %Al
ﬁ#ék% BEIEATI O TWAHH A F I v 27 ACL
(dACL) 2B} D AKX v f 2= b~ [RIIFER A
&%éMELtouwi K2 dJACL DA, A X
R 2=y NRRTAMEOEW Ny 7T TR S
O TIEe < FIHIVEZE T LWV RN, (R 2N R R
MEZENRHY E LT,

EERSNHEEIZSH Y £H A,

~/VF 2T F A RE— KD AnyConnect 7 | 9.6(2)
TAT v NERDOAT— NIV T = — )L —

IN—

v Far7THF A E— KT AnyConnect 7 714 7 > |k
RO AT — N 7 7 = — LA — =3 R— F &S
Lo FE LT,

AR SNIZEHEITH Y A,

X0 REICHRHEITI 7oA v Z2—7 A |9.7(1)

AZADY I AT — R NE=X ) R ERERRE

T 7 h T, 72— F— "= XT D ASA L. 500
RIS E—T 2 A ADY T AT — &
Frv 7 LET, A=V 7OMEE 300 2 UL
79 S VOB TRETEDLEICRVELE, 2E 1
X, A=V 7HFE %300 T UV RICERET D &, ASALE
AVE=T A AFEERL NI H—DT = — )V A —"—%
KO RHICHHTE £,

WO NET Ik L7z, [Configuration] > [Device

M anagement] > [High Availability and Scalability] >
[Failover] > [Criteria]

FirePOWER 9300 35 L 184100 THO 7 7 7 1 7/|9.7(1)
AR N, T z2—)VE— " — LR FT=H
Vo7, MEWTZ 4T —T 4 v 7
(BFD) N R—bhENE LT,

ﬁmmmm%m%iwmmim77%47m&yﬂ4
N7 D2 oD = FMEDT = —)LF—/3— ~JL R
F w7k LT, BFmT7 U —F ¢ > 7 (BED)
EAENCCTEDL LRV ELE, "R TF v
BFD#fH32E, 774V O~V AF =7 LUAE
FMEAEED . CPUDHHZMA S5 Z &N TEET,

WO NET Ik L7, [Configuration] > [Device
M anagement] > [High Availability and Scalability] >
[Failover] > [Setup]
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Jr—nt—ri—oBE |

HaE

iy

1)—2A

HAETRER

T =)L — NI AE D ML

9.15(1)

7V w7 N—F %7213 IPv6 DAD AT 584,
Tz VA= NR—=RRETLHE HILWT T T
=y NI, AZo M=y PRy NU—F T XA
7 H5ET LTAY U RARIBITBATT 5 F T, K 3000
SUMHELET, 0%, T/ T 47 2=y MILT
T4y OZFELERBTE T, Z ORLEZ AR
LI, FHERFRAINCT H L, AU fa2=y
NRBAT T DRNCT VT 4 7T 2=y bW NT 7 4 v I D
ZWELEBBLET,

BBl E 721328 S 7=l : [Configuration] > [Device

Management] > [High Availability and Scalability] >
[Failover] > [Enable switchover waiting for peer state]
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