Secure Firewall 3100 ) ASA U S5 A A

52BN T ERBATSE, DO ASA BT L—F LT 1 DORBT AL A LT H L
MNTEET, 7 T7AXIL, B—FT 4 20T RCOFNEH (B, xvy N —7 ~OHRE) %
iz D —HT, BET A AL >TEWVWAL—Ty b BIOEEEERLET,

)

CE) 7 7AZ VT EERTIEHE, ORI R—FESnERA, 7 T7AX ) T THR—
FERNRVERE (79 2—2) ZZBRRLTLITEEN,

cASA 7 T AR T OE (1 S—)

CASA TV TAZN) T DTA LA (53—=)

«ASA 7 T AR v T OB EFHESRE (7T 3—)

CASA VT RAR YT DHA RTA L (9—)

cASA 7 T AH ) T DOFEE (15 2—2)

« 7T AL ) — ROEH (50 2—7)

CASA VT AZDE=L) T (57 =)

cASA VT AZ Y T DR (59 2—)

« JTARN T DEEEE (79 N—)

« Secure Firewall 3100 ® ASA 7 7 A% V) » 7 DJERE (97 <—)

ASA D SRR 2T DEE

CITE, VTARF VT T =T I F v L OEEICOWTHALET,

DIR3Zxy FI—VICEESELAE

7T AZE, BEOT 7 AT VA=A THEESHL, ZhbiZl202=y h& LTHEEL %
To T7AT VA= NEI TAZLLTHESEDITIT. ROA T TANT 7 F v BLET
RS
77 AZNBEMD., Wi hlo@mE Ny 77—y NU—2, 7T RAZHIHY 7
TN ET,

Secure Firewall 3100 ) ASA 7 S5 X % .



B /5x5 00—

Secure Firewall 3100 D ASA ¥ S5 X & |

BT AT I —N~ADEHT /X (a7 4 FXal—arBILORE=FY 70D
&b) [e]

VITAB Sy NT—NICEET D L XX, 7 T AN EZETLHT —ZOa— R KR7 v
Ik, Ty T AN —LABIORE T AN —AD)—H I AN R EtherChannel % L
TCTEDLIENMETT, JITAZNOEEBDA L RO B —T oA A% 7NV —T{ LTI
@ EtherChannel & L $ 7, Z @ EtherChannel A2 =y FilOm— KT v 7 HFITLE
R

DRI AN—

JTGAR AUNR—3EHE L TEMEL, X2V T4 RV —BIXO N7 4 v 7u—nit
EHEEHERLET, Z2TiEH, FA A= — LOERICOWTEBA LET,

TJ—RrRAFSYyTavI4FalL—>ay

BFNRARAT, /RO T— R A NTF T arv 7 4Xal—vay (VIR 75 AR
WYL A B—T 2 A R ED I TARERE) ZxELET, BE., 7 T7AXV T EH%)
T DO — R3HIE, — R £, UBEO ) — R LTI ITRAZY T E A R—
TMZTDHE, FDO /) —RFZT—%/—RELTI TRAZIIBMLET,

H /) — rET—%/ — FDERE

T TGABRNDA L XR—=D 10 ) — RiZ7e 0 3, HED 7 7 A% 7 — KPR A S F
AN DA, il — KX, 7—hMAR Ty T a7 FXal—varWNOTT7A44Y
TAREILLSTREDET, TT7A4FVT 41X 1 ~ 100 OFEFHANTEE S, 1 DimD 7
TAFVT 4T, OFTRTDORALN—IT—H ) — R TE, &I, 7 7 A% &1Ek
L7 CIRONSIBIN LT, — R, — R e £9, ZHITHIZ, TORRETY T AXIC
FETHME—D ) — R THHENSTT,

TRCOary 74 Fal—ya i (F— ATy T ar7 s Fal—ra r#2K<)
X, #lfH ) — R EOARTIEATTHMERHY ET, a7 Fal—vaid, 7—% /—F
WCERENET, BHENT Y b (RIS v H—T A RA) OFEE, HIEH ) — oo
TAX 2l —va NI RCOT—F ) —RKETIT7—=V 7 anEd, &z, WNEkA v
=Tz AR LTA =YXy MIREREL, NS X —T 2 A R LTA—P Xy /I
ERELEGE, INL0A X2 —T oA AINHTBIONNHA 4 —T = f AL LTT—H
J—RTHEHENET,

MEREIC L o TUE, 2T AZNTAZ = 7 LN DRH Y, Z0 X 5 72l >\ T
) — KRBT _XTCORNT 7 4w 7 BELET,

DRI ARA—T AR

F—R A B —T x A A%, A% K EtherChannel, FEfIZHOWTIL, /7 9AF A X —T =
A ZZHONT (15 8—2) ZBRBL T &N,

. Secure Firewall 3100 M ASA & S5 X &



I Secure Firewall 3100 D ASA - S5 X %
s5za4my >y ||

2 2R ZE) >

Ka=y b, PR EH1IODNN—RU 2T AL E—T oA A% 7 T AZHIEY 7 EH &
TAHRLERHY £, Mz VWL, 727 A2ZHHEY) 7 (16 —) L TLEE
A

O 74FaLb—o 32 NER

7T ABNDTRTHD ) — Rid, BH—0OREZIAELET, REOLEILHIE ) — K ToOHA]
BE (T— A MT v TRETKRL) T, BRI T AZIZEENA2MOTXTO /) — RIZHE)
IR S 9,

ASA U S A3 EHE

ASAV T ABZ Y VT EFERTLHZEOFED1OIE, BHEHOLRLTETY, 22T, 7T %
2 BRI A HFIEICOWTE L E T,

BBy FTJ—4

TRTCO2=y NEH—OFHER Yy N —JZICHHT D2 L AHRELET, 2Oy NU—72
X, 7 7 ALY 7 LTI b DT,

EEA A —T4R

FEA L —T oA AZONTIE, BHEHA V4 —T = AD 1 OEMAT 5 2 & &R L
F9, BEHA LA —T oA AL, HRIA X =T 2 AL LTHRETDHZILEL =T v F
E—RERNT AT LU R E—ROMK) . A3 KEtherChannel f % —7 = A AL LT
RETDZELTEET,

BWEAIE, BERA v F—T oA ABHERT L EEHRLET, FERA v F—T = A A5
W, BES U TH 2=y MOERERH G CX £33, A3 REtherChannel f & ¥ —7 = A A
T, BEOHE~=y b~DV T— FMERH LN TE ETHA,

\}

GE) BHHA L H—T 2 AR LTEATIVvIN—T 4 T A RF—TNITEHZLITTE TR
o AZT 47 V— b EEHTHLERSH D 9,

ERIA o H =T 2 ADEEIT, AA T TAZIPT RLVAZFDOI T AZDOBEET KA
THYH, WIZBEOHEI=y NIBLET, 1 ¥ —T oA AT LIZ, BHEEITT FL A
FHERELET, T, 2=y b BEOHEL=y FbEFENET) BZOFFHAND

B—HNVT RUVAZEHATELLIIRVET, ZOAAL 7 TAZIPT RLARIZL-T,

EHT 7 8AOT RUAR—KbLInET, =y "RERINDE, A7 TAXIP
T RLAFH LWFlEle =y MIBEIT 50T, 7 7 AXOERE L — ALV AIHITTEE

9, B—ANVIPT RLRIZ, V=T 4 7RIS, NI TNy a—T 40 7T LD
£7,

Secure Firewall 3100 ) ASA 7 S5 X % .



Secure Firewall 3100 D ASA ¥ S5 X & |
B o=y remer—sa1=y rEm

72 ziE, VTR EEMTDICNIAA LI TAZIP T RLRICE R LET, ZOT7 KL X
WLEZ, BEOHIE= v MCEEMTIT O TWET, Hx DA U RNEEFHTHITIE, va—h
JVIP T R AIZEER LET,

TFTP X° syslog 7e EOFREEI N T 7 4 v 7 OYE, filfHla=y NEFrKa=y ML, v—
HNVIP T RUAZMHEH L CH— " — |8k LE T,

A3y R EtherChannel f % —7 = A4 ADAEIEL, IP 7 RLRIX 1 DIETFRETE, 2D 1P
7 FUAREICHIE = = v MZBS#EfHT 5 E§, EtherChannel > % —7 = A AZFEH LT
F—H o=y MIEEERTHZ EIXTEERA, BHA VY —T = f ZHERA VX —T =
AAELTRETHILEEZMRLET, Fa=y MR TEL L IICTH7DTT, 734
A v — 77 )V EtherChannel & B T& £7°,

flHli=—y FEBLET -1y NEE

TRTCOFEHRLEE=FT 73, — RTIEITTEET, HIH, — b, $XTo/—F
DT o ZA LEEHEHR, VY — ARG, ZofoE=2Y o UiFREAHETEET, £
7ol VG RAENDOTRTO ) — RIZH L Ta<wy RERITLIZD, aryV— A vbE—T%
T ) — Kol — FicER L0 T E,

VEIG LT, 7—F /) — RaE#EE=2T& ¥, §lill) — o bARETT R, 77 AL
BB BREDNY I T v TRAA—VOEHHRE) 27 —F /) —FETIFITTEET, RO
RElZ. il — R i3 TE A,

o )= RIT LI ITRAFEFREHROE=HY T,

)R L DSyslog B =4 U s (A I LT br— g VTR A Y —
JVIZIE(E S5 Syslog Z#FR<)

* SNMP
* NetFlow

§5 5 —HEY
) — R E TS —2ERT 25 &, FOXF—IIT_XTOTFT—F /) — FicERENnNET, 2
AT FTABZIPT RLA~NDSSHE Y a v BNb o854, il ) — R CEENEAETSH 8
OIS NET, FHLWEIE , — RT3k, SSHERIZX LTRIUF—2MEHINST7-0, 5
LUWVHIE ) — RICH#T 5 & X2, Fv v aEAD SSH AR A M —Z2FHd 208 13H
D EHEA

ASDM HE#EIBAZIP 7 FLAT—F

F 74V h T, HOBLIEHEIX, o—b/VIP 7 R UL RSV T ASDM #fIf#H &
T3, ASDMEHHLCAA L7 TAXIPT RLAICEERiTDHE, IPT KL AR—FICEET
LEER v =V RRRENDIGENRHY T, ZhE, GEHETHEH I TV O —7
WIPT RLVATHY, AL LT TAXIPT RLVATIIRWZDTT, ZORAv— T EH
LT, ASDM#E ML TE F4, 7277 L. ZOMOELEZ BT 5121, 5 LWEEHEZ &
L, ZOHTAL L IV TRAZIPT RLRE IPT RLA T —=A0nLOTXTOR—/LVIP
T RUVAZELET, ZOEHAELK T TAX AU NTHERLET, FElIc OV T,

. Secure Firewall 3100 M ASA & S5 X &



I Secure Firewall 3100 D ASA - S5 X %
s4 5258025 |

[https://www.cisco.com/c/en/us/td/docs/security/asdm/identity-cert/cert-instalLhtml| ZZf L T 72
AN

Y4 ROV SRAZY) T
YA FHEIA VA = DGE, #ERINDETA RTA4 N> TWIUE, ASAZ T RAZ Y T
FIMATEET,
Ky TAE ry—E, @OV A FIDICBTAEIICHETEET,

A MIDIE, A FEADOMACT RLABEIWIP T RLALHEBEILET, 7 T AXNLE
a7y ME, A FEAEDOMACT RLABLIOIP T FLAZEHAT L0 L. 7
FAZTZAZ LIz Ny MlE, Za— 0 MACT RLABEIQRIPT RLAEBHALET, =
DOHEREIZ LV, MAC 7 7 v BV T DRI E 225 2 ORI DR — N THlHGFDOY A FBRET
Ia—/N)VMACT RLAZAAL v FRNFET L2001 LET, bz, AL vy FIIHA
FOMACT RLADAKRZFEHLET, A FEADMACT RLUABIWIP Y FLAE, A
X2 R EtherChannel D4 &2 L7/ —F v R EB— R THR—FENET,

P FIDIX, LISPA VAT v avafilT527e— T4, T—XBU =D A k
M7 A2V TONRT—v A% EL, U RNy TRHOBIL A D S 5729
DF 4V H a—h)EB—var, BEONTI 74w 7 70—0DR I T v 7 F—F =0k
WA —F— LBV A N2 IOV A NUEEEADCT H-DICbERESNET,
YA N7 TAZ Y TOFEMICHONTIE, UFTOEEZBRL T EEN,

« Data Center Interconnect DY+ 2> 7"+ ASA 7 5 AKXV 7 OE(E: L GRSt (72—
D)

e A NEIDOHA RFTA L :ASA TV TAR Y LT DHA RTA Y (9—)
CJITAF Tu—F VT ADRE: VTAX 77— VT L DOHRTE (46 2—2)

T AL E u—H VP =g DN ASA 7 T AEDIERNT A—FORE (38
%)

e A NILEMOFERN : ASA 7 T AZDEANRT A —2DRE (38 2—)
oA FETOH : YA FE T T AZY T OR (75 _—)

ASA U SRANITDSA4 R
Smart Software Manager Regular & U4 > TL I R

Fa=y MIT, BEET A (T 74V FTAHE) ERIUKESET A & ZABRMEETT,
TAC AR —HOMBELRERET 57202, 772XV T2 AMNIT DN, T/ B
P RNTHE2=y FDOTA B RZRGT L a0 LET, $/o, mERTLT A&
AT 2561, 77 A2 Y 7 ORI HRE G AL £,

Secure Firewall 3100 ) ASA 7 S5 X % .


https://www.cisco.com/c/en/us/td/docs/security/asdm/identity-cert/cert-install.html

Secure Firewall 3100 D ASA ¥ S5 X & |
B ssavsz5usv054102

77 A2 Y HERARICITIA R ARIMEDHY FHA, T—H A=y FOIATHRARTA
T ANTIBIEHEIE D FE A,

EER LT A AL, B b—2 U EEAT S & MR ERDBEEOYA BEINICAR)
fbENFET., ASARE CAME SN D SR 5k (3DES/AES) HERET A & o AT DWW T,
UTFTaEZRLTIEE N,
ASA T AU ARETIE, BHETA B RAITRTOZ=y NTHIZT 74V N TEDR-
TWET, #lfflz=y MNZOZAV— " TA B AERETETET, HEFT —F2=v M
@%éniﬁﬁ —HDOTA AR LTUE, T—H 2=y MNIZOREEFHLEEA,
DREFF v v V2 REBOET IRV, fili#la=y FOBRZOTA B AZHRLET,
74t/zi$ DI FTAETA B RZEEDON, 7 T7AXDOEKE 2=y P THEFINE
T, TOENTA B AET—F 2=y MILX Y v 2SN, ZOHFO 1 D3k H =
=y hepottEERENET, T4 B A XA FIFRO X HIRFLE N E T

EVE Ko = vy ML, =R LOEHED T A B ABNLE T,

e LT FAL = FOBRY—R—nE L TFTXANTA B AZTERLET,

FI4HN N CHEEFT LB RAT20A LT IR NEEGIA, TRTDI F AKX AL N— LT
FEELEY, K=y NOEET AL 2DO[EE, flflz=y hOa T2 A T L
ZDMEIE, BRENTZI TAZTA B ATDT T v b7 +—LHlRETHESNET,
KIZHIE R LET,

o« 7T AHFNIZ 6 DD Secure Firewall 3100 3V £9°, EHET AL R X203 7%
ANeGEHhET, 6=y FOHBA, A TROaVTIFAMNMAESE T, HIE
2=y FETEMD20 20T F AR TIA BV AEZRELET, LEN-T, EHS
NI TARTGAB L AERNDODaAryTHFANEERET, VY— T DT T b
74— LDOHIRENR 100 TH DD, FEGINTETA B ATIERK100 D2 T F A
FRFFESNET, 32307 F 2 MIHIROFEHNTT, Licn->T, flflz=y K
FETRRRAVTHFAIERECEET, &7 —F2=v b, a7 1Fal—
arOBEMENL TR aryTXFA MRS &I £,

o« 7T AKX NIZ 3 DD Secure Firewall 3100 2= "X H Y F7, EHET AL RT2D
AVTHRANEERET, 3=y FORE, GEFC6DarTXF A MRMAEINE
T, flfflz=y F ETEMD 100 2T FA T A B RAEZFELET, Lizdo

T, BRENTZI TAEZTA B RIFTI06D AL THRA NGt d, 2=y FT L
DT T 87 F—LDOHIRMN 100 THH720, HEINTZT A o ATITHRK 100 D
aUTHRARRHFEENET, 1062 TF R MIFIREBELZ CHET, LzRo T,

filfElr =y N ETHRKI100 D> THANOLEHRETEET, 7 —¥=2=v h

H, REOHMEZNLTI00D 2L THA MEFOZ L1220 9, ZOHATIL,

Hfl 2=y bDaLTHFAITIALA B AL LTHU DAL THFANDILRERTET DM
ERHY 7,

s EERS 3DES) CGEBHMEMH) —dflfle=y FOLENRZDOTA B AZHERL, T
AU AOERMZLIDV TR TO2=y PR INEEHTE £,

LW =y FRBESND L, ZOa2=y FIERNT A B A Zh| S LET,
Flo, flifllr=y FOTA B AEZHERT LD, F¥vaSioT A B AREbE

. Secure Firewall 3100 M ASA & S5 X &



I Secure Firewall 3100 D ASA 7 S5 X &
asa o524y vrnEk ezt [

ALET, Wifilfle=y PR T—F 2=y hE LTI FAXIIHESNT S &, filffle=y
FDT A v AMERA SR SET, TAhH UL MIRARRER T A & AR WA,
F—Ha=y NINTA B AERRILT HENC, flffla=y hOTA B AR TITAT A
ELORREIZ 2D Z N H 0 £9, REFESNTZTA B AL 30 HREIAZI TR, Z OR TR
Db a7 o4 TV RAER ERDGE, Rl T A B A2 0B LT HBRBOREL B E21T
RZFERA, L, BMECIZEEL Y /A, HILWT 7T 0 TERIZ, TABVADa
TIAT VAPFER SN D E TSI L ICHRARREHEREZFELET, T4 B RATK
NERMHEINDET, REOEFEZEZ TSN, 2=y b7 T A NSNS
Ay ¥y v vasiieflifllae=y FOREIFHIRINET, — T, 2=y N T L OMHRITHR
FEShEdT, ZO54A, 7I7AXNDZ=y OV THFARNTA B AZHERTHLEN
H0EF,

KIESTAEADTH

KETA B A THTDICNE, Vv —Y Il OT A 2AEH#EAL, 7T R2FZY T
ERETDHRNZTA B ABENITDLERILY FT,

ASA U S RAB 1) VT DEMH ERIREMN

ETILOEH

* Secure Firewall 3100 : fg K 8 == |k

ASADN—F9xz7HEVYVI Iz T7TEH
PTG ARNDOTXTOZ=y I :

*[f]C DRAM ZfEHI T 2R CET A THLIMERH Y £7T, 77 va AE ORERERILF
—ThHLHLMLETHY £EA,

ARV T T T — R RE, RILY 7 b =T 23735 0ER”HY £, v b

VAT w77 L— KRRV R—FESNET, V7 =T A= g NN ERT 53—
T UADME T T ARREMERH D7D, TXTHO /) — REFECA T ABBITTY v 77
L—RTBEICLTLEEN,

X2 VT4 AT FAN T RR—EHLTWAMLERHY FT (I VERIT~L
F)

(o7 arsFXxANE—F) 7747 04—V E—RRP—HLTWDLIMERDHD F
T =T v FERIZI T AT LU R)

a7 4 Xab—ra VERFIOYM Y T AZHEY 7 BEDTOIL, HLWg T AKX
AN —%, =y b EL[EC SSL B ZkaxiE (sd encryption 2~ F) ZfiHT 5%
VENRH Y F3,

Secure Firewall 3100 ) ASA 7 S5 X % .



Secure Firewall 3100 D ASA ¥ S5 X & |
B ssaosz5uvo0msemesn

A yFEH
cASATY FARZY VT HRBETDHANI, AA v TFDIAaL 74 Xalb—ralBE 1T 50
ERHY ET,

s HHR—FINTWVWBAL T DY A PMIOWTIE, [Cisco ASA Compatibility] [FFE] &%
LT ZEN,

ASA DEH
ez NEBEEHR Y NU—ZIZEBMTHH1IC, —EOIPT RLAZK2=y MM L
i‘g—o

 ASA ~DOERB I OEEIP 7 KL ADOFRTEIZET 5EMIc Wik, EHAT 251
2] OEEZML T ZEN,

cfilfflz=y b (BWIIHRONTT T AXIZBNENZ2=y F) THHENSIPT R
LAZRE, ZTNHOERIP 7 FL R IT—IHICER SN 71T T4,

T A=y ERTTARZIBNT DL, BHA =T oA AREF T AS —=
=y I LOBEICES BRI DNET,

Y4 +EY S A4 1 >4 FHO Data Center Interconnect DH A 24

WOEE L RIZSEOERIEZ 7 T 22 #1#Y 27 =T 7 ¢ > 27 F3IZ DataCenter Interconnect (DCI)
ICHERT AMLEND D £7°,

# of cluster members per site

2

X cluster control link size per member

A URDENET A P TRRDEA, FHREICIIKREWTOMEEHEH LE T, DCIDORER/INFHRIE
W, 1 DODA NIk T 257 T AZGHY) 7 DOV A ARWGICTDHZ LI TEEEA,

WITH &R L ET,

4 A FD2AUN—DEE,
cBE4 T TRE A N—
o KHA h2 A N—
« AL R—HT= 0 5Gbps 7 T ALY v

THI7 % DCI #iE = 5 Gbps  (2/2 x 5 Gbps)

3YA D6 AN=DFE, YA XIHIML £,
cBE6 T TRE AL R—
e B A RT3 AL N— H A B 21T 2 A= H A b 3T 1 AR —
« AL =720 10 Gbps 7 7 A ZHIEHY > 7

. Secure Firewall 3100 M ASA & S5 X &


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

I Secure Firewall 3100 D ASA - S5 X %
AsA s 52480 r0s1 k54> ||

P99 2 DCI #5805 = 15 Gbps  (3/2 x 10 Gbps)
2 WA D2 A NR—DGE,

cBE 2T RE A R—

¢ FHA R1 AL N—

e AU R—5H7210 10 Gbps 7 7 A Xl Y > 7

T3 DCI #735liE = 10 Gbps (1/2x 10 Gbps =5 Gbps, 7272 U/ NFIRiE 2 7 7 2 4 il 4
Y7 (10 Gbps) DM A ZKGmIZe > TIER Y FHA)

ZDHOEH

Z—=IF NP ==L T, I_XTCDIITRZ A RNa=y bOaryy—)L R — M7
JRATHZLEBED LET, PIHRELLOHERNRER (=y MRF D LTz &R
E) T I == RN Y E— MEBICELDLET,

ASA Y SRAYTDHA KSA4 Y

AVTXFRME—F
F—FNE BAN— 2=y P ET—H LTV OIRERDY 7,

7470+ —ILE—F

TNV E—ROBE., VAT UF— I ET— KN TRTCO2=y b T—FHL TW\DHLLEN
H0FET,

Jx—J)LA—i—

T =)V — =L, VTR IR ENETA,

IPv6
7 ARG 1%, IPvd DB AL THR—FENET,

RARAYTF

RSN TWVWADAL TN, VIR T—H A F—T 2 A AL T TAXGEIY) 7 A
VHE—=T 2 A ZADWHTDOMTIU & —FHLTWDH I MR LET, 77 AZHBYY 74
VE—T A ZADMIUIL, T—F A Z—T A AZADMTU £V 100 34 FELEREL
RIET DMENHY T, TOTD, AL vFEidT 27 7 AZHHY 7 2 #EUIcEx
ELTLESN, ZIZRAZHIEY 7D NT T 4 v 7IET =23y NEEREEND
e, VALY L IXT —E 3y NRIEOY A RITIMA T FAZNT T 497
DA ==~y NIZHRIET D HERH Y 77,

Secure Firewall 3100 ) ASA 7 S5 X % .



Secure Firewall 3100 D ASA ¥ S5 X & |

B ssavszsuv0hqrs40

CiscoIOS XR V' AT A TT 7 4/ F LSO MTU R ET HHEIE. 7 T AXT/NA AD
MTU £ 0D H 14 54 FREWIOSXR A U H—T7 = ADMTU R ELET, £ L7
W& mtu-ignore A Y U AEBER LZRWBR Y | OSPF BEHEBIRE T U o 7 DRI T 8 R
TOHAHREMERH Y 9, 7 T AXT /A ZMTU iZ, I0S XRIPVAMTU & —E S5 038
RHYET, ZOFHEEIL, CiscoCatalyst 35 & O CiscoNexus A A v FTIHMLEDH D FH A,

JIABZRIY T A =T 2 A ADAAL v FTIX, VT AKX 2=y MIERIND
AA v F R— M L TAN= Y Y —PortFast & A X — 7 NWZ T B2 L TXF T,
ZOEICTHE, FHa=y b e R 2 EE{LTEET,

AA v FTlE, EtherChannel 72— K/XZ o 07 7))L 3 J X A source-dest-ip & 7213
source-dest-ip-port (Cisco Nexus OS 33 & U Cisco I0S-XE @ port-channel load-balance =~
v l\“’ﬁ:?’?%’) EERTL2ZL2B8DLET, 7 I7AXDT ARG T 4 v 7 AR

DT 25608H5DT, a— R AT 27T Y AATlEvian ¥—V— F&fH
Lﬁw1<téwo7§x&%ﬂ4z@?7¢wk®u~FN?V&V??»ﬁUXAH
EELBNWTL 7ZE0,

A A »F @ EtherChannel 2 — RXXF > 7 T ZALAEZEHTLHE, AL vFD
EtherChannel { > % —7 = A AZ—BFINC N T 7 4 v 7 DEREEEIL L, A= 7Y U —
o baPFERELET, FT T 4 v 2 BRFORNAETETIZ, D U F
j‘o

—W DAL v F X, LACP TOLAFIv 7 R—bF TI7A4F VT 2P R—FLTVE
YU (TI27TATBIORX R VD)  XAFI T R—b T34 4V T 4 %
k45 Z & T, A/ K EtherChannel & D HHVEAZ EH DB Z N TE £9,

I ABENY 7 RADAAL v FTIE, L4 F =y 7 B AEBIEL2WVWE ST B 05
WV ET, VIAZGEEY I RETI XA L7 NS MT 740 v 71Z1%, ELW
L4 F v 7P EARRESNTWERTA, L4 F = v 7Y LERIET DAL vFIZk, b
T4y IRy T ENDARENRH D FT,

A= F ¥RV RN RAVDE T HF A AT, REENTWBEX—=TT T, T A H—N
VEBZ IR T8 A,

Supervisor 2T EtherChannel TiZ, 7 7 #/V b D /Ny ¥ 2 E 7V 3 Y X AT EIGH TH,
VSSEFHCTOIRFR N T 7 1w 7 ZRET DITIE, 7 T AL TS RATERHE STV H AR —
KNF¥ RN TONY T2 TLITY RLEFFEREICEELET,

router(config)# port-channel id hash-distribution fixed
TNAY ALZ 70— VIERLRNWTLZEW, VSS BT U v 7 i2xk U Cids s
THhAY ZNEHEHTEET,

CiscoNexus AA v F DY T A X IZHHr S 729X T D EtherChannel f > % —7 = A AT,
LACP 7L —RA T )V a L N—Vx VAR ET 4 B— 7 MZTHR0ERH D £7,

EtherChannel

15.1(1)S2 &V B Catalyst 3750-X Cisco I0OS ¥ 7 h 7 =7 NR—=T g TlE, JT9AF =
=v MIAA vF AH v 7T EtherChannel 285t 952 &t 2R —F L TWVWEHEATL

. Secure Firewall 3100 M ASA & S5 X &



I Secure Firewall 3100 D ASA 7 S5 X &

AsA s 52480 r0s1 k54> ||

oo T7AHNWVNDAAL v FEETIE, 7 7 AX 2=y b EtherChannel 237 7 A AKX v 7 |Z
B ShTWaga, filflle=y hOAL v FOBRENA 71205 L, FRODAAL v FIT
Bt AU TS EtherChannel (328 L 8 A, AHEZED 5729, stack-mac persistent
timer 2~ > RZFEL T, +7V o— R Z R TE 2 KRE2E, 728 21X 87,

0 (EEHIIR) 72X Z2@RELET, 203 1502728, KVRELIEAL vF V7 b

VT N a U NIT ST — RTEET,

o 2% K EtherChannel & 5 /34 A & —# /L EtherChannel D27 4 ¥ =2 L —3 g 2« AN
> K EtherChannel & 7 /XA A 17— /)L EtherChannel (Z5%f L CAA v F HHUNIEREL F

7T
¢ /X R EtherChannel : 77 7 A% ==+ | A, K EtherChannel (7 7 A% O T
DALNIIRB D) DFEE, BEDOA v F—T = A4 ARFEESNTAA v F LOH
—® EtherChannel & 720 F£9, KA X —T 2 A ANAAL v F EORICF v 3V 7
N—TRNICHDH T EEHERLTITEEN,

Switch Switch
RIGHT WRONG

VLAN 101 | | Spanned Data Ifc VIQN 101| | Spanned Data Ifc
port-chi || port-chi i poRychi | | port-chi Nge 1

//\\ //\\ N

\ oo

port-ch2

>

port-ch3

D
)

.ch4 -
N eth1/2 [y

Ul V L

s 7 /34 A 1 —7 )L EtherChannel : 7 7 A% ==~ |~ 7 /34 A 1 —J1/L EtherChannel

(7 7 AZ Y > 7 FICE%E S 72 BtherChannel b ZAUZE FNET) 1L, Fh%E

AL L 7= EtherChannel & L CAA v F ETHREL T ZEW, AL vF ETHED
7 7 AH .= b EtherChannel Z & L C 120 EtherChannel & L 72\ T<L 72 X0,

Secure Firewall 3100 ) ASA 7 S5 X % .



Secure Firewall 3100 D ASA & S X & |

B ssavszsuv0hqrs40

Switch Switch
RIGHT WRONG
VLAN 101| | Cluster Control Link AN 101( | Cluster Control Link
port-ch1 port-ch1 Node 1 -cht port-ch1 N
M\ thi/2 A\ ethi2

a e
[Uj {u) eth1/3 ‘u’ eth1/3 e

ort-ch2 ort-ch1

P 3 eth1/2 Node 2
[ ) ] ethi/3
S NS

t-ch3 ort-ch1 ort-ch1
porie i eth1/2 T i
eth1/3 el/3
LJ v} {V S
porlchd || poront /> Node 4 PO etnire NN 4
() (T e | ] | ehis®
7 W ) \/ \/ lel

B4 RREDHA KS4
YA L2 TAL Y L TICONTH, ROTA BTV EBRLT S,

« VT AKHMEY 7 ORBIEN, T R MU w FEEE] (RTT) 20 ms Kiiti TH D MLENH
D ihd—o

« 7T AZHIEHY 7%, WEFORELAT y O Ry TR WEEEOS NS D TH S
VERHY £, e xiE R 7 2EHT20ERH Y £,

OB ERE LRV TLES W, BV A b7 T A7 A L\ & 7
TEEHEA

CASAIHAY 7 Th DD, T—H X —FAER (DC) THEASNTVWDLIEHEAT
b, VITAXEEY U TEEREINDT—X VT 7 4 v 7 B E L LEE A, A——1
A4 7 U AR— ML (OTV) 2RI 556, £72ida— AV EH KA A U OANT
7T ARG 7 YRET 55EA1X. OTE #4 L7= 802.1AE MacSec 72 & DL — &
THB{LERETEE7,

. Secure Firewall 3100 D ASA 7 5 X 42



I Secure Firewall 3100 D ASA - S5 X %

AsA s 52480 r0s1 k54> ||

7T AFDORETIE, BEHEEHAOEEOY A b TAUAARKENERA, Lizho
T, FFEOBSICKRTT DRt O v — AR DO YA MCETERL5ERH 0 £,
BESNTWDENETT, L, T4V 7 ¥ un—B IV E—Ta 2N THE, v—
ANT 4 L7 D= (A FIDIZHEST) WIHA—TF — LR UV A hbik
RENFET, o, £OF—FT—IREENBETDLE, a—DLT 4 L7 ZRELCYA K
THLWA—F—ZBRLET F: A MEAITHIT7 7 0 v 7 BIEFFRT, DA —F—
WCIEENFEAELILEZED VE— A OIS N7 7 0 v 7 3B AET D56, U E—
A RO — RBFRAT 4T T4 RUNTT =X 3y aZET 55810132
DYVE—=FIA DO —=RKBRFLWA—F—Ldn3HYE9) .,

FTALIA =RV —=a TR RONT T 4w 7 A4 TDOu—h)¥—a %
BR—=FLTWEHA, NATEZIZPATO T 7 4t w7 SCTP A VAT gk
TH9 T 7490, FA—F—DT7F T AL F— gy 7z,

N Z7 AT L b= ROBE, WELV—H LA — 2 DTN T A X &BlE

5L (AKA/ —A BT REEAN) | WGFONHAL—FZBEICMACT RLAZILAE L, W

DOINNL—ZBFECMACT RV AZETHMENOHDET, YA M1 DT TAEZ A

IN=IRH A N2 DA UN—TEE R AR T D & & 5850 MAC 7 RLURITHERF S NLE T,

MACT RUABRY A b1 OL—F ERIUTHIGEICDR, X7y NIV A b2 D—
ELET,

N7 AT L NE— ROGE, Wl y NI—JBO7 747 74— /VHIZETA K
DT —H Fy NIT—7 L= oo V—FINZ7 TAZZELET S E (AKAA—A b
7 A NMEAN) . K7 — b~ T =A L—HF [T, HSRP 7 & ® First Hop Redundancy Protocol
(FHRP) ZMH LT, &% A F TR UMEIPB L OMACT FL 2055224 L E4,
7 —4% VLAN |&, A——1 A KT AR — ML (OTV) F7iXFEERO S O %A
LTHA MeRIChblsTIREENEST, v — IV T — "2 N—F5ETD T T 4
7 ISDCHEH TLO T A MIEE SRV E 21T DI i T 4 NVE AR DB B
DET, Y= U xA N—FN12OOH A N TEERRICRSTHAE, NF 74 v 7 0IE
WO A SO~ T = A ([CRETEDL LT A NVEEHIRTILERD D 7,

N7V ART Ly hE—RTIX, 77 AZBPHSRP V— X IZHGE SNV TV D55, b—X
D HSRPMAC 7 RL ZZ I MAC 7 RL AT —7 L h U & LT ASA (BT 5 4%
ERHVET (VP TN—TDAXT 47 MACT KL ADBEMEZRR) , Bt
JL—H CTHSRP MER &N 258A. HSRPIP 7 KL A% TD ~ 7 7 4 v 71X HSRP MAC
T RVRIZERFEBSNETE, VE— T T4 v TITFEDODLV—Z DA L H—T = AD
MAC 7T RL AR5 HSRP X7 CTEfEESNET, LR >T, ASAMACT RLAT—7 )L
ﬁ@ﬁ\HWPPTFVX@A&UWP? Ty b U RSHIREIAIZZ2 D . ASA 723 ARP
FREZXE L USNEEZZE LEGAICOARAEHFINET, ASAD ARP 7 —7 /L= R
L7 7 4V b T 14400 P41 %m@m BROETHA, MACT RLZTF—7 L= T
F 7 F /b b T 300 B ICHIREINIC /A B2, MAC 7 RL AT —7 L OHIRYIN F T
T4 7Dy T BT H7-OICHIMAC T RLAT Y M BRLETT,

A%y K EtherChannel #fEfH L7z/v—7 > K E— RKTit, 1 NEHFDOMACT KL A%

HELET, OTVELIEFREO L OEMHEM L TY A haficT— &WAN%#%Li¢

7 a—/N)LMACT RLVASETD T 7 4 v 7 BDCLREATHO Y A MIEE IRV E
2T BT, ZANVEZEERTHDMERSY £3, 7T AZN1O0O% A F TEEERGE

Secure Firewall 3100 ) ASA 7 S5 X % .


asdm-718-general-config_chapter26.pdf#nameddest=unique_506

Secure Firewall 3100 D ASA ¥ S5 X & |
B ssavszsuv0hqrs40

o BE. NI 74 IOV A DT FAE ) — RICIERICERETEX A L91C
TANAEBHIRTAMLENDY £, XA FI v I V=T 471, VA MNEZ T REZN
WEE AL D77 —A N Ry P L—F L L THETIHEAS I R— NS EEA,

ZOMDHA K514

« KxH)72 iR a DEENEAT HE (EtherChannel A % — 7 = A ADBINE 721 XHI B,
ASA ETOA U —T 2 A ZAETIFAAL v T OEMEE TR, VSS, vPC,

StackWise, & 72 1& StackWise Virtual Z 2T D 72O DEBMA A » FOEMRE) | ~ILA
F v VTHEEREN A VX —T 2 A ADA B —T 2 A AF=Z ) TN T DA
ERHVET, MARYOEENRETLT, a7 4 FXalb—ra EERTATO
=y MZElESnb, A2 —T 2 ADNVAF = v 7 BEREZTFERNCTEET,

c2=y NEMGFEOZ ZAZIZEMLIZEER, 2=y M2 Ur— RLZE X, R

W2, REMZ2 N7y MRt R vy 7RRELET, ZIUITEERY OEETT, HE
WZEoTiE, Fey7FEni Ty MRRERTERNA N 735208 H0ET, Ttz
X, FTP 86i D FINACK /X7 v b R v 7 E&Nnb &, FIP 2 A4 T "7 LE
T ZOHIEL, FTP 8 L3 2 MENH D £77,

+ A% R EtherChannel (Z#%#¢ S #1172 Windows 2003 Server 2 H L TV 5354, syslog —
N R—="BE T L, = N=RNICMP =7 — A vbE—UZRELLWE 2H0
ICMP A vy =V ASA 7 T AZICEESNET, ZOXI A vyE—I2LD, ASA
7T AZD—HOa=y b TCPUMMRNDES R | N7 4 —~ 2 ATEET 5 et
B ET, ICMP =7 — X v E—VaMifiT 52 L 2R LET,

« VFALZNOTRTO=y MIEEBEREN D E TIEEBA»»Y £, 22
X, ATV NN —TEERTET 7R3y bu—b—/L (REARICER DL —
MIHEISND) BT 52 EDORIRERLZITI &, EREOTE TITHLERIFHEN T F
AL 2=y MREIHA =V TIETE 54 A LTV MEBA B RN H Y T, 2
DA, Tfailedtoreplicatecommand] W9 A v B —UNFRINDIZENRHY £, =
DA yE—VFERTEET,

ASAY SRR UGTDTIHILE

e 2% K EtherChannel Z{# 4% & X%, cLACP > AT A ID IXHEAERMIIL. VAT A
TIAF VT 41 ET 74V T TY,

o JTRAADANIVAF = VTREBEIZ. T 7 4V N TEMNIRD . A—L RERI 3T,
FIT7FNBETIE, TRTCDODA L H =T 2 A ATA LV E—FRy b ~NVARAE=Z Y VT NH
T 72> TWET,

R LT T AXGEAY 7 DY T A X EIEERERED 5 /0 B ITEHIBBISRI TSN E T,

R LTeT =2 A =T =4 2D T AZ AEIEMAHEEIL. So%E. 2ITREIN
XN CAF T3 R TS E T,

BEEAOENT. T 7 AV R TIREGIC > TWET, RSB E ARSI LESEED, T
7 4V N OAMIERHRERIL 5 T,

. Secure Firewall 3100 M ASA & S5 X &



I Secure Firewall 3100 D ASA - S5 X %
asav 524y vionE [

*HTTP F 7 7 v 7 TlX, 5 ROEREELEIEN T 7 4L N THIZ > TOET,

ASA D S RZ) VT DEE
D IREY T ERET BT, KO %) & FAT LT
A\

CE) I I9RFV T EENELITEDNTDHIE, 2 =85 (CLIOEA) £7-1X ASDM #
AL £,

AV I4xXaLb—a3 DNy hH Ty T (R
FeH A=y NCITTRARY T A X—TNCTBRE, BIIEOa 7 4 X2 1b—3 3 VIEF
LT 7747 2=y hOREICEBEHRZONET, 77 AXREREMBRTH5E, #H
BRAEHA L E—T oA A AT (X2l —a DRy I Tyl a7 4 Xal— gy
ZHLS TEL ERLSHANRH Y 97,
IR B
Ba=y "ORY I T v T HETLET,

FIE
ATvT1 [Y—IL (Tools) |>[/\v ¥ 7w T&HE (Backup Configurations) | Z#R L F7,

ATy 72 HETHLIATar 74 Xalb—rar a7 o7 LET, FEMRTIEICOWTE, a2
TA4X 2= a T3 T7 7 A NDNRy 7T v 7 EETESRLTLIEE N,

A=y bDT—TIERES LU 2 —T 24 ADEKTE

7 IALN T ERET HENS, 7T ALY 7 2y FU—2 [ BEHRY PU—7 BX
OF =4 Xy NT—=0 %7 —7NVTHERHRLET, RIZ, A 0 F—T A AEZRELET,

DRI AEF—=D124RIZTDONT

F—H AR —T x4 AL, A’ K EtherChannel, £7-. fa2=v +®, DXt H 12D
N— R 2T A F—T A A&7 TAZGHY) VIV EHETLHILERDHY 7,

Secure Firewall 3100 ) ASA 7 S5 X % .


asdm-718-general-config_chapter44.pdf#nameddest=unique_67
asdm-718-general-config_chapter44.pdf#nameddest=unique_67

Secure Firewall 3100 D ASA ¥ S5 X & |
B 5xsnmuoy

DS ABHE) Y

Ka=y bD, VR EH1ODN—RT 2T A LB —T oA A% 7 T AZHIE) 7 HH L
TAHLENHY F9, AReRGAIX, 7 7 A Z &Y o 7 12 EtherChannel Z#fE 3 2 = & &4
ﬁ‘[—/iﬁ‘o

I IRABHY 7 T T 4y 7 OB
ARG 7 NT T 4w IR, I ET =2 DOWMEDONT T 4 v I REENET,
FIE R Z 7 4 v 7RO L ONEENET,
o H4H ) — R OFIR,
« BREDOHER,
e NLVA T H YT
F—H NTT 4w 7RO OB EENET,
< RRED R,
. Pefo

it

=

FiAHEs =) BLOT— Ry Mgk,

JTAREIY T A B —T oA A Xy NT—7
ORI ERRE, 7T AZEHIEY) 7 IIMEEDT —X A Vo H—T oA ABFEHTEET,
*VLIAN YT A v H—T 2 A A% FAZHIEH) 7 L LTHERATHZ LIXTEERA,

EH XA AT 2 A AT TAXZEIEY) 7 E L THERT A EIETEEEA (B
7> EtherChannel 7MZ 202 597)

EtherChannel 1 > ¥ —7 = A A& T&X £9,

U SGAREMY 71, RICY TRy FEOIPT FLAZELES, 2oV 7%y M
MOTRTDORT T 4 v 70BITEEL. ASA Z T ZAZHIEHY 7 B —T = A AT H
BENDL L OICLTLEE N,

2QAUIN— T T AEDYA. ASA & ASA D% 7 T AXKIEY 7 CHEHEER LW T
S, AU F—T oA AEEEER LGS, —HFOa=y NTEENEETLE, 7T AH
Y > 7 BEgREE T, MO EF 2=y NOEELRLS RV ET, AL v FENLTY T A
AN 7 R LIZBAIE, EERa=y MZOWTETZ 7 AXFHIEY > 7 1 XEE % #EFRr
LET,

I AREEY s AT T
ARECHIL. £ v —TDOTHRENAZANL—Ty MIEDLETIZ S AZEMY v 7 2 a D
VITAVLENHYET, FoThuE. 7T AZEHIHY v BN REOF Y AN TE E
—g—O

I AZEEY 7 NT T 4y 7 ORFITEIC, RET v 77— bk STy BT
Fo VI RZHHY 7 TO T T 4 v 7 ORITFEIZELLET, IESND T T4 v 7D

. Secure Firewall 3100 M ASA & S5 X &



I Secure Firewall 3100 D ASA 7 5 X 2
vs5za4my vy onet [

X, e— FKRZ U ORI, FdRRETRIERED DD+ N T T 0 v I R3D
BEMEIMDITL - TIRED T, RITHERLET,

* NAT TlIEER O — K NT UV ITPMETTHDT, 3 XTCONVZ—2 "NT T4 v T %
ElWwa=y MIFORT A LERHY £,

e Xy NI =TT I HRIXT D AAA IT—TIRERETH D720, T_XTCDORNT T 4 v 7
D= MIERE SN ET,

CAUN—VTINERIND L, VT TAFIKREOEGOBESHEVLEL T 520, —iF
M7 T A XY 7 OFIREZ KEICHERA L ET,

T AZEIEY 7 ORIIEERELTEH L, A=Yy IMNEFRINZ L EONKI EHE
12720, A—Fy hOR MLty 7 HERTEET,

\}

GE) 77 RAZICKREOIAH (BoBSN) NT7 74 v 7 Wb25E1%, 77 A 26#@Y) 7o
YA X RELSTLHLENRHY £,

7T ALY o DTLEM:

7 ALY > 7 121X EtherChannel {325 Z L #H#E U E 7, TUEMEEH LN,
EtherChannel NOBEE DY 72 v T 7 4 v 7 BET I ENTEET,

RO, BAA v F 7 A7 L (VSS) | BN — R F v /b (VPC) | StackWise, %
721% StackWise Virtual BREE T2 7 A Z il U > 7 & L T EtherChannel Z i3 5 HiEz ~ L E
9, EtherChannel DT XTDY I NRT 7T 47 TT, AA vTFNALEVAT O THD
A%, [F U EtherChannel ND 7 7 A 7 7 4 —/v A VB —T = A A ZFNTI., LRV AT A
WO DAL v FICHFECEET, AA v T A ¥ —7 = A AX[A U EtherChannel 77— b
FXRNA LB =T 2 ZADALNTT, FHEOBBNIDAAL v FBRE—DZA v F O &5 28
1§34 257525 T3, Z @ EtherChannel X, A3 K EtherChannel Ti{Z72< . T/ A g —H /L' T
HDHZLITEBE LTIV,

Virtual Switch Link
irtual Switch Lin Switch
>
| | | |
&= &L
Node 2 Node 3

77 ALHEY 7 OIERENE

7T ALY 7 OEEZRFET HI2iL, ==y MEOZ 7 R MY v 7K (RTT) 2320
ms RIEIZA2 B L9 LET, ZORKEEICLY . BAAZHMBNY A MoA VA =L EH

Secure Firewall 3100 ) ASA 7 S5 X % .



Secure Firewall 3100 D ASA ¥ S5 X & |

B /sxs8mur0ms

727 T AH A NEOEMERM ELET, BEEZFHNDICIE, 2=y MEOZ T ZAXFIE Y
> 7 Tping FEITLET,

7T ALFIEY 7 1E, NEFOREry O Fa vy IR WVEEEOENL DO THDHLE
BHYFET, e ziE, 1 MNHOEAOSE, FHY V7 2EHT20ERHY £77,

7 ALY 7 DkEE

2=y NOZFAXEY LR T harnE L LERe. VAR Y T 4 —
TR ET, T—H A X —T 2 A AT vy N ZT U ENET, 772X v
DIEEH%, VI AZ ) T EBEAX—TMILTFETY T 2AZICESNTHALERH Y F
7

\ )

GE)  ASAWIET /T 4710 d e, §R_XTCDT—Z A EZ—T =24 ANV Yy hET LV ENFET,

A /\> K EtherChannel

BHERA X —T 2 A ADHBN T T 4 v 7 BEZFETEET, BEA VX —7 =4 AL,
ZTDa=y NI TALIP T —=NANEZITH -T2 IP 7 R L A& LTl & & BEikpe &
N ETF, ZFEL, Va—KRKT2388, 77 AX Ty NBERIET V7T 4 712/ oTND
ELEBA LA =T A RAIT IV EATEEEAL (Hlflz=y FERIUASL LV IPT LA
BRI 5720) , ENLUBEOa T 4 F 2 b—ra AMEEIE, a2y Y— A R—bbEHT S
VERH D FT,

VX =VHEVIOU DA S =T 2 A A TN—TE LT, I TAI DT RTOY X —
\ZJRAY% EtherChannel & 372 Z &£ 23 CT& ¥ 9, EtherChannel (2 X > T, F ¥ RO HATHE
RYIRTCDT VT AT AVE—T2AAD ST T 4 v 7 BEHZIET, A3 K EtherChannel
I V=T v RE AT VAT LY hDELLDT 7 AT U4 —/LE— FTHLRETE LT,
JL—F v K &— FTiL, EtherChannel IZEH—DIP 7 FL A2 oL —T v R A H—T A
2L LCHREESNET, FTFUARXT LU FE—FRTIE, IPT RLREFT Y v FL—F R
VRDA H—T 2 A ATIER < BVHIZEI D ¥ CToHMET, EtherChannel iZf]H N6, m— K
NT vy THERE 2 HARREMED —E8 & LT A TWETS

. Secure Firewall 3100 M ASA & S5 X &



I Secure Firewall 3100 D ASA 7 S5 X &

gxzL—Tv roAq k51> [

Inside Switch Outside Switch
yF ]
[\ et Kz einie |\
port-channel 5 | | ethirs qf cih1/0 port-channel 6
Inside " Outside
Spanned Spanned
port-channel 1 port-channel 2
10.1.1.1 Node3 509 165.201.1
eth1/2 }
eth1/2
V Y V

BHRAN—T"> "OTA RTA
BRANV—Ty hHFEHRTHIE, kROZEEHELE T,

cEHTAR— R AT Ny a TATY XNT TR ThAEIICLET, o
FU, ELo0HMMNLDNTy MBRERIU ANy 2 88T, A3 K EtherChannel N
DFEIC ASAIZIEFELET, FEILEMHROIP T RLA (F7 /0 ) ETEELss
FDR— oy o PAITY ALELTHERATLZ EA#IRELET,

CASA B AL v FUICHERET 5 & XIE, ALAATDTA v = REMHLET, 72T
Py MEREA Y Y a TS RARER SN L5 ICT 50T,

n—RKNRTT

EtherChannel V > 7 1%, #¥ETLE/ITSEHEIP 7 FL A, TCP A— B XN UDP R— FEEIT
HANT, EHONy 2 TAITY ZAEFERLUCRIRENET,

)

GE) ASATIE, 77400 —RKNRT T TAIY RAEELTLLRNWTLIEIVN, A v
FTIE, 7T VY X A source-dest-ip & 7213 source-dest-ip-port (Cisco Nexus OS & 721% Cisco
10S @ port-channel load-balance =~ > R&Z &) AT L2228 LET, 77X %
WD ASA D FT 7 4 v 7 BEEICGBREINRLRDIEND LI, n— R KRT 7
T XAATIE, vlan ¥—U— REFEHLRNTEI N,

Secure Firewall 3100 ) ASA 7 S5 X % .



. EtherChannel D &1

EtherChannel @i &1k

Secure Firewall 3100 D ASA ¥ S5 X & |

EtherChannel NV 7 T — K XT3 o B2 ME L FE T,

KPR — R RZ U U ZIXRICRE E X R Y £H A, NAT 2% ET H5L81E. 74V — K7
oy RV E =2y hETIPT RUASRSKR— MR FT, U H— /k774/&
Ny Al THIO =y MIIHMEEIND 2D, 7 TAXIREEAED Y H—2 v T T 4
JaEELWL=y MZUXA VLY b TR ERLY 7,

EtherChannel (Z1%. TLEMMENHAAEN TWHET, 21U, T XTOY 7 DEfE 7 a b
AN ATF—HRAEE=A—LET, VDI OTHEEREETLE, NT 740713V
U7 TCHAMSVET, EtherChannel DX TD U > 7 PFFED = § L THEIE L7223,
MEO2=y NREET 7T 4 T THDIHERIL. TO2=y MITZTAXPLHIBRENET,

TREAA v F VAT hDHE:

1 2D ASAICOEBEHDOA L Z—T = A A%, AN K EtherChannel IZANLDZ LN TEF
T 1 ODASAILOEBEEDA v X —T = A ANBHIESTHODIE. VSS. vPC. StackWise. ¥+
7-1Z StackWise Virtual Dl J7 D A A~ FIHkid 5 & & T1,

AA v FIZ L > TE, A% K EtherChannel (ZH K32EDT 75 4 7 U v 7 R ETEE T,

ZOHERETIE, VPCHNODOI S DAL v F 3, TNENI6MEDT 77 4 7 U > 7 O EtherChannel
ZYR— T DHMENRH Y £ (] : CiscoNexus 7000 & F2 2V —X 10 ¥ > b A —H

v hEVa—)

EtherChannel C8{HDT 75 4 7V 0 %2R — T 52, v FOHEE, TEVATLT2E
DAA v FIEERiT B L. A% K EtherChannel IZi R 16 [HOT 75 4 7V 0 2H/ETX
ij‘o

A% K EtherChannel T8 L VL DT 77 47 Vo7 AT IHEEIL. AX LAY
/&%@mféiﬁh I~NMWEDT 7T 47 Vo7 Y R— T35 i AB R
7 O HEREICT D cLACP XA F v 7 K=K T I7A4F VT 4% T 4 8—T NI TH0E
NHVET, TNTH, RETHIE, HE2T1EDOAAL v FIEEHT L EXIC, SEHOT
ITF 4T V7 ERBDAZ LN, Y BTE T,

WO TIE, 8/ —RIZFAXBINI6 ) —FITFGREZTORTIT 4TIV TDAN R
EtherChannel 2~ L £,

. Secure Firewall 3100 M ASA & S5 X &



I Secure Firewall 3100 D ASA 7 S5 X &

AEx1 vF 27 L~0kE

Router or Router or
Access Switch Access Switch
Switch 1 S Switch 2 Switch 1 =t Switch 2
ﬁi Virtual Switch Link ﬁl EI_ Virtual Switch Link _EI

-chanhel1

WO TIE, 4 /) —FITAZBIORS ) —RITAZTDIOT V7T 47 VT DANS R
EtherChannel Z/R L £,

Secure Firewall 3100 ) ASA 7 S5 X % .



Secure Firewall 3100 D ASA & S X & |

B asxrv7o270~088E

Switch 1

Router or
Access Switch

Virtual Switch Link

Switch 2 Switch 1

& .

|
port-ch

' Node3 |
anneld

ﬁfﬂ‘,i "

port-channeld

Router or
Access Switch

Virtual Switch Link

Switch 2

WDOKTIE, 4 /—RKITAZBIONE ) —RITAXTOWURD 8T I T 4 T/8 AKX L INA
Vo7 DAR K EtherChannel 2R LES, 727747 UV ZIXFERT, 77747 Vv
TIEEBMTRLUTWET, cLACP 12— RXF v 7%, EtherChannel DV > 7 @ 9 B B D
SAZHBEIMICEINRL CT /7 4 7IZT&EET, DFD, cLACPIE, Y7 LLTOr—FR
N v TRERBICESLHET,
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D5RB A=y rDF—INEGET v TR FU—LekUgyvz by —LigzosE [

Router or Router or
Access Switch Access Switch

Switch 2 Switch 1 Switch 2

Virtual Switch Link

Switch 1
Virtual Switch Link

i I

[:u:Jrl-channel1NOde 3[:n:th-c:hanneH

DSRBAZY b —TIWEHRET Y TR M) —LBEUST OV R M) — LHEREDE

JIGARY T ERETDHENS, 7T AXGEY 7 2y hU—7 EEHEXy -7 BX&
ONF—% Xy NU—=T 2 —7 VT LET,

FIE

TR T Ry NU— By NU—7 BXOT—% Xy NI B —T

IVTCHHRE LE T,

GE) JIARIIZEBMTDEIIC2=y ERETDENS., Vel &b, 777477
FTALHIEY 7 Ry NT— 7 BRI TT,
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B #01-vrcns528 108—T242 T FORE

TyTARN)—LEHT T AN —AOMEHRET DMLENH Y 7, 72& %X, EtherChannel
Z 9 53HA 1%, EtherChannel D7 7 A kU —AL/Z 7 A b — AEER 2R E T D LEN
HYET,

HEHI=Y FTDISRAE A VE—T AR E—FDETE

T T AR T EREMNIT SRS, A3 REtherChannel ZfEHA+5 L5177 A4 T o +—/L
EEMTANERHYET, 7 IRAZV LTI Lo THATE A, ¥ —7 = A4 ZAOFEENH
[REnsicd, ZO7rEATHE, BMEOREICHBIEDR WA 2 —T 2 A ZARHDHNE D
MWERERL, YR—FEINTWRNAS U H—T 2 AERETERWVWEIICLET,

\}

G¥) Hlilz=y " BT =X 2=y FEBMLZWEST., filfflz=y 2T TR L2 =y +D
AV H—T oA AE— REZOHEHOBRIIHES TEFHTRETALENLY F9, flflz=v
b E ) 2=y NEBMT585E81E. ASDMBT —X 2=y hDA L H—T = A A
T— REHEBICRELET,

188 BRI

FEHERHA =T 2 ATV OTH, HRA =T = A (fELE) L L THRETEE
T, BHA L X —T oA AL, HA X —T 2 A AL THZENTEET (FT AR
TLy s T77AT 04—V E—RDLETYH) ,

EHA LR —T oA ZAERA B —T oA AL LTHRETDHE, BHEHA LA —T AR
WKL THEAF I IN—T 4 T A F—T NI TEERA, AET 4 v 7 — F&ff
50N H Y £,

FIE

ATv 1 #lifl=~> F® ASDM T, [Tools] >[Command Linelnterface] DIEIZEIN L E3, AHEDZR
WA 7 4 Falb—varyEFfRL, BmilllicA =T A A F—FIZLTHTa T o
Fal—YaryzBIETELL0ICLEY, ZOavwr FTEE—-FILESNEEA,

cluster interface-mode spanned check-details

1 -
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HE1=y rTOs528 1v8—7x142 2= roRE [

@no

Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command

(#) Single Line Multiple Line [ Enable context sensitive help @)

cluster interface-mode spanned check-details

Response:

Result of the command: "cluster interface-mode spanned check-details"

ERROR: Please modify the following configuration elements that are incompatible with ‘spanned' interface-mode.
= A cluster IP address pool must be specified on interface Gi@/@(outside). Or remove IP address configuration.
= A cluster IP address pool must be specified on interface Han@Emanagement]‘ Or remove IP address configuration.

Clear Response

_Help | [ Close | [CSend ]
IE AUHE =T A AE— RERELIEZIT, A ¥ —T oA AR TEZDH LD
W0 ET, L, 27 AZ ) TEMBICEAT DR OICEEAS VX —T A A
EHRETAHAMCIASAZ IR — KT 5L (&L, 7I7AXIP 7—L%EEBINTD
72) I TAZLEHEBEDIRNA U H =T 2 A AT 4 X 2 b— g VIR
Ehnd, B TE2< e Ed, TOHAIF, Y — B — MIEHRLT
AV B —T 2R AT 4 Fal—a ZEETHLENHY 4,

RTF9T2 77ABV U THICA v H—T oA A E— REZRELET,
cluster interface-mode spanned force

1 -
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B #o2-vrcors528 108—Tx142 T FOEE

ATvT3

@no Command Line Interface

Type a command to be sent directly to the device. For command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.

Command
(*) Single Line Multiple Line [ Enable context sensitive help ()
cluster interface-mode spanned force e
Response:

Result of the command: "cluster interface-mode spanned force"

WARNING: Cluster interface-mode is changed to 'spanned' without walidating compatibility of the running configurat

Clear Response

Help Close

TNV IIRTEIEH Y EE A, HRICE— FE2ERTIXLERH YV E, T—FREZHRTLT
WRWEARE, 7T AX D VT A X—TNIZTEERE A,

force 47 a v EIEET D &, HEMEORWa Ly 7 4 X o L— g COREIIITHOFICE—
RMNEEEINET, 2074 X2 —2aryOfENDLILAIE. T— FE2ELE L-R%RICTH
TIRRT HMERHVET, (X —T oA XA AT 4 Fal— g VOEERTXHDIE
F— ROBRTERICIEOLNLDT, forced I a v BEATAIAZ 2B LEST, 2D LT
THE., HIETH, BBEOa L 7 4 X2 b—2a vV ORENLBETEXEST, ST X
ANMBEIRGANEL, T— R&R%E L7 C check-details 47> 2 2 HFEITLE T,

force 47 a v EZIEELRWE, AfEOR NI T 4 Fa Ll —a v RNHLBRAE, v
T4 Xal—varE7VT7LTIa—RT5K5kOoNDDT, a2y —LiR— M
BLTEHT 7B RAEHRETHILERHY £9, a7 4 X b— g NZHBMOREN
WA (ENr—R) | B RRPEEIN, a7 4 X b— g TR SN ET,
AT 4 X2l —varEZ VT LELSBWEASIE. nZ AL Ta~vr REKTLET,

A B —T 2 A A F— R&EfEERT 5121, nocluster interfacemode =~ > F&Z AN LET,
ASDM ##4T7L, Ve—RLET, VI7AF A X —T oA A EF— RIZIELLFHETAH LD

\Z ASDM Z HiEBI T 52 L ERH Y £9, Unr— KDk, F—L ~X— U2 [ASA Cluster] Z 773
FRENET,

. Secure Firewall 3100 M ASA & S5 X &



I Secure Firewall 3100 D ASA 7 S5 X &
(8, TAFILTHR FE—RTRBA $@1=y rToqvs—Tz120%% [

Device Information

| General = License

Cluster Interface Mode: Spanned EtherChannel

Cluster is not enabled.

Details

(HE, ILFIAVTFRME—FTREBA) #IEHLIZY FTHOA V2 —T 4 ADHK

E
AR T AT HENC, BEIP T RLARRESNTWDEAS VX —T = A%V
TASFINCEE T LZ0ERNH Y 9, V< &b, ASDM BHIEER SN TV EH A
H =T 2 ALBERBTIHIVLERNHYET, oA X —T 2 A RTONWTIE, FTAX) T
BAF—TMITHAELII LR CTRETEET, B2 ary 74 Fab—vayBHHLn
JZAL ZNERMT AL, TRTOAS U H—T oA AZFRNIHRET HZ & HELEL
FT, vAF arTFXFARNE-RNTIE, ZOHOFIEEZFEH LT, BEfFOA v F—T = A A
PEET LN, LA VU F—T 2 AERETDHVLERDY T, —FH, VI NVE—FRT
X, ZOIEEAME L. High Availability and Scalability 7 ¢ %' — R CIHil@A v ¥ —T =4 X XF
A—HERETCEET EAHEY 4 F—FRE2HEH L7272 7 AZOEMRETIEZSIN (34 *—
D) AR , ERA 2 —T7 = A A D EtherChannel DERL 72 EDEERA X —T =4 A
BREFT 4P — FTEHFETTERNI LITHER LTI EEN,

CITIE 2T AZ VY THBLRD DA I =T = ZAEET DB OV THH L
gﬁﬁ‘o

EEHA U A—D A REENA A —T A RELTERET S

@RA =T =2 ATBEONV—TFT v KA EZ—T 24 ATHY, TNENNEHDOIP T
RLAZIPT RLA =AU BGELET, AV Z7TAXIPT RLRIE, FOJ T AHK
DI=OOEET RLVATHY, HICHEDT 74~ 2=y MIBLET,

BEHA L H—T oA ABHBA A —T 2 A AL LTRETDHZEAHRLET, FHEHA
VHE—T oA AIRBIE, MBI U TE =y MIESEREHGE CE £, A3 K EtherChannel
A B2 =T 2 A ATIE, BEOT T4~ 2=y b~DER LN T EHA,

1R BRI

cwNTF AUTHXARN BT ROBAIE, ZOFIEEE L THFARNTIITLET, 22
UTHXAR AU T 4 X2l — a3 E— RICAS TWRWEATE, changeto context name
a<> K& AJJ L% 7, [Configuration] > [Device List] A > T, 77T 4 T72T /54 AD
IP7 RLADFIZHDHATIRANELT LI Y v 7 LET,

e (ATFvav) AU H—T A A ET /N Aa—N/LEtherChannel f ' #—7 = A X & L
THRETH, BEIOH T A o X —T oA ZAEBETHEELLEIS U TITOET,
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B s= o s—oz25@UI E—TrRELTHRET S

« EtherChannel ®¥34 . Z @ EtherChannel (3> =y MNMIXLTCa—h L THV, A/
K EtherChannel TliddH W £ A

cASDM L TEHA v X —T = A A2V T— MR L TW AL, kot h o
AV 2=y FOBIEDIP 7 R L A T—RH722 b DT,

s HAUNIE, TTIAFY 2=y PTCERINZI TAXIP F—A0EIPT KL XA
NE Y THNET,

« VT AHIP S —/VIE, FRDOEI X VIPT RLAZEGT, *v NU—2TITT
WEATOT RLAZEGEDDHZ LT TEEREA,

WIZHI R L E T,

1. 794~V 2=y MZ10.1.1.1 Z&ELET,

2. fho== MZiE, 10.1.1.2, 10.1.1.3, 10.1.1.4 Z6EH L E7,

3 FI9A~) 2=y hDITALZDIP F—IVERETDHHA. AT THLH20

122, 3. ADT RLAZTF—NIZEDHZ LITTEXEH A,
4. Rbvilz, 5, 6, .7. 8OEH7, Fy hIT—7DMOIP 7 KL AZFEHTS
VERH Y F9,

\}

GE) 77—, 7I9A4~) 2=y FEEDRT TAZDRA LSO
T RUVARMETT, TDO 1T RLVRIFIAAL S VTAXIPT R
VATHY, BEDT T4~ 2=y hDOHLDOTT,

5. 7T AZIBMT DL EN—RFNRT FLUATBEES L, oLfr CEMTE X
TO

FIE

AT w71 [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] ~2A > &R L £,
AT T2 A X —T oA ZfTHRIRLC, [Edit] 227V v 7 LET, f X —T 2 ADNRT A —H %
RELET, ROHTA RTA4 U HZBRLTITZIN,
[ZDA U E =T oA AL EHEHIZT 5 (Dedicate this interface to managementonly) ] :
VHE =T A AEEHERET—NIREL TR 74 vy 7 RBLARVWE I LET, 7
T4 T, BEYATOA X —T oA ATEREH L L TRESNET, FFR
X7 Ly b E=RTE, 2Oavy NIEFRY A TOA 0 F—T oA ATk L THEITA
R—=T MR £,

« [Use Static IP] : DHCP & PPPoE IZ K — h S EH A,
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BEALA— T REERA V-T2 LTRETS ]

ATV T3 IPv4 7 TAZIP 7 —/b, MACT KL R 7F—)L, BLIOY A FIOMACT KL RAZBINT 5

ATy T4

121X, [Advanced] ¥ 7% 27V v 7 LT, [ASACluster] TV 7 /RTG A =X EHRELET,

a) [IP AddressPool] 7 4 —/V ROFEIZH D L] ARF L Z 7 Vv I LTI FAXIP 7F— L&
L Ed, #RENDERHEPAIL, [General]l # 7 TRETHAAL L IPT KL AZX Yk
ELET,

b) [Add] %2 V> 2 LET,

Q) AAY I TALDIPT RLAREERWT FLARHZRELET, *v hT—JNT
BEEH SN TWDT RLALEAET A, &L, 722X T RLrE W) L oHIT,
7 FAZDYA RZEPETHRICKRELS T IMNENRD Y £7,

8no Add IPvé Pool
Name: inside_pool
Starting IP Address: | 192.168.1.2 D
Ending IP Address: | 192.168.1.9 [_]

Subnet Mask: 255.255.255.04 :'

Help Cancel oK |

JMe4

d) [OK]%Z7 YUy 27 LT, LT —E2ERLET,

e) TERL7=8r LT — L& @R LT, [Assign]ZZ U v 27 L, WIC[OK] &2 Y v 7 LET,
7 — L4473 [IP Address Pool] 7 4 —/V RIZERENE T,

) (EE) (7T ar) MACT RLREFEITHRET 2%A X, [MAC Address Pool] %
RELET,

IPv6 7 RV AZREET DI, [IPV6] ¥ 7% 7 U w7 LET,

a) [Enable IPv6] T = v 7Ry 7 A&F NI LET,
b) [Interface IPv6 Addresses] =V 7 C, [Add] 227 U v 27 LT,

[Enable address autoconfiguration] 47" = AR — h ZFH A,
[Add IPv6 Address for Interface] %A 7 1 V7R v 7 ANF/RIILET,

c) [Address/Prefix Length] 7 4 —/L KIZ, 72—/ L IPv6 7 RL AL IPV6 'V 7 4 v 7 AD
FE&XEANDLET, =& xiE. 12001:0DB8::BA98:0:3210/48) DX HIT AN L ET,

d) [IARFEZIVy 7 LT, JTAZIP T—LVEHRELET,

e) [Add]Z=7 1V v 7 LET,

Secure Firewall 3100 ) ASA 7 S5 X % .



Secure Firewall 3100 D ASA ¥ S5 X & |
. Z /%> K EtherChannel D% 5E

- HaNs] Add IPvE Pool
Name: inside_ipwt_pool
Starting IP Address: 2001:DBE::1002 -
Prefix Length: 32

Number of Addresses: SI

Help Cancel | OK

) T—IOBHIPT KLA (Ry NI—2 TV T4 v I R) | LT 497 AR, 7KL
ABERELET,
g [OK]Z7 Uy 27 LT, LT —alERLET,
h)y TERL7=H LW — L AR LT, [Assign]| 227V v 7 L, KICOK] 227 U7 LET,
[ASA Cluster IP Pool] 7 4 —/L RIZF—/VinFoRrENET,
i) [OK]Z27VUvyZ7 LET,
ATw 75 [OK] %27 U7 LT, [Interfaces] A VIR Y £7°,
ATv76 [EH (Apply) 127V 27 LET,

Z 7% K EtherChannel D% 5E

A%y K EtherChannel (%, 7 7 AXNDTXTDASAIZIEND HDTH Y . EtherChannel D E)
ED—HELTr—RNRT U T RITHI ZENRTEET,

1R BHEIIZ
o A% K EtherChannel 1/ > Z—7 = A A E— NIZTAHALERH Y £77,

AT AT HRANEF—ROGEIE, ZOFIEEL VAT LFATAN—ZATHBELET,
FEVAT A AT 4 FXalb—vay = RICA> TWRWEAIT, [Configuration] >
[Device List] <A > C, 77T 4 77T /34 ADIP T KL AD F|ZH 5 [System] & & 7 /L
7y 7 LET,

¢ NTUART LU N BE—FROBEARIF, TV v IA—TERELET, 7V v IAREA
VH—=T x4 X (BVI) OEREEZZHL T ZE,
e EtherChannel IZIZHE KRB L OB/ D Y 7 a8 E L72WTL 728, EtherChannel O
KBLORAND Y 7 HDIETIE, ASAL AL v FDEBLLIZBWNTHIThRWT & 24
[BLET, INOHEEATILNENDLHEAIE, ROSIZEELTLEEN,
*ASA ETRHREIND Y 7 OBRKEIX., 7 T7ARAXBIEROT 7T 47 R—sDEFE
T, AA vTF ETHRESINTZHRERY V7 HOMEN., ASA TOEEZEBZ TWRNI L
ZHEER L TL &,
cASA L TRHREINDIHT/NI 7T, R—FF ¥RV A X —T A A& EENT D
T2DDEINT 7T 4 TR =g (2=v bH72V) T, AA vF LETIE, &NV~
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ATy T

ATy T2

ATvT3

R8> K EtherChannel D% E .

IINE T T AEBROE/N) 7B TH DTS, ZOfEIZASA TOE LI —H L £
A,

T T AN MDOR—RKRFZ U TN ALEEFLRNTLIEE N, A1 v F Tl
73U X A source-dest-ip F 7213 source-dest-ip-port (Cisco Nexus OS 35 & U8 Cisco 10S
® port-channel load-balance =~ > F&# &) Z#HT L2 L 2B LET, 77X %
WD ASA~D b T 7 4 v 7 BNEFEIZGREINRLRDIEND L2, m— T
Y TNAAY ALTE, vlan F—U— FEEH LRV T 7230,

o ZA/% R EtherChannel Z il L CWAHE, 7T AX ) VT RERIZA XF—T MR DE
T, R=F;F ¥RV A Z—T oA RAIEELETA, ZOBELZLY, 7TRAEZDT Y
TATTERNZ=y NI NT T 4 v 7 BEBESNDOREBINET,

FIE

AT HF AR EFT—RICEoTRO L IICERLY £,

o« UV E— ROEE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] 2
A 2R ET,

s VT E— ROBFE, VAT LAFEITAA—AT, [Configuration] > [Context Management] >
[Interfaces] ~A > ZHR L £ 7,

[Add] > [Ether Channel Interface] DIEIZEER L E 7,
[Add EtherChannel Interface] A 7 02 778 v 7 ANREKRIIVET,

WhaAF—T NV LET,
* [Port Channel I1D]
* [Span Ether Channel acrossthe ASA cluster]

« [EnableInterface] (577 #+ /v b TAH TR £9)

* [Members in Group] : [Members in Group] U A hMZ, A > X —T = A ZA%&/L72 LH 1 DB
MTHMERHY F, o=y T LIZERDA % —7 = A A7) EtherChannel 125 £ 11
TWb &, VSS, vPC, StackWise, F7-21% StackWise Virtual D A A » FIZERET HHEIC
BANLHET, TTANRTIE, ZTAZORALNTRRKIMADT 7 74T A 4 —T =
AADH B, AN K EtherChannel 2MEH CE 2 DIX 8T THH Z LICHEFEE LT
S, BODSA L H—T oA ATV VI BEEREOTZODDAX L NATT, 8L £
DT IT 4T AVE =T A ZA&MHT LI 2l LAZ AL A F =T = AT
1$72<) V. XA FIv I A=K T I9A4F VT 02T 4—T M LET, ¥14FIv7o
RN—bFTIAFTVT 45T 4 —=TNMIT DL, 7 TAZRERTRKRREDT 7T 47
Uy s aRATEET, 2EXIE 1I6BDASANLED 7 T A2 DEFAIL, % ASA T
K2MEDA B —T = A A& TE, A3 F EtherChannel D&FHE 32 A v 4 —7 =
A RLIRYET,
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. Z /%> K EtherChannel D% 5E

TRTCODA L F—T 2 AANRRULZA T EHETHDLILHICLET, BMIENTEHA
H—T x A A2 X > T, EtherChannel DX A 7" L HENRED F9, —FH LW A L F—
Tz A RAEBINTDHE, ZTOA L H—T oA AXEIRREIZ/Z2 Y £9, ASDM TlE, —#
LWA v Z—T = A ZOBEINIFGIEENEH A,

ZOBEEDIEY DT 4 —)b &, ZTOFIEOEN,-THH L E,

ATvT4 (AT ay) TRTCODAUNN— A H =T 2 RIONWT, AT 4T FA 7, “HEi#E,
HE, 7e—floR—X 7 L —A% EFEEX T 5I2IE, [Configure Hardware Properties] & 2 U v
JLET, TNEDRIT A= ETTF ¥ RNV ITN—TDTRCDA v H—T oA AT—HLTWN
HMBENH DT, ZOFERXINGDNTA—FERETHa— by MIRY ET,

[OK] %2 U w2 L C [Hardware Properties] D2 8 %5217 AL E T,

ATY TS MACT RLABIOAT v a3y NI A—FEFRET HITIE, [Advanced] ¥ 7 %27 U v 7 LE
7

* [MAC Address Cloning] 8% C, EtherChannel ® T8/ 17— )L MAC 7 RL AZRE L £

Ty AZ UL MACT RLZZRELRNTL SN, BHEIAES, BENRER Y b
U — 7 ORI Z Bl 5 7212, A% K EtherChannel 21X 27 17 —/3)L MAC 7 R L
AEHRETIHVNENHY E4, MACT FLARFBRESHTWDLEE., FDOMAC T
RLURAFBIEOHIE 2=y MIEED £9, MACT RLAZEE L TWARWEAIZ,
o=y FAEEINTZGE, LWl =y MIA 2 —T7 = A ZITH LV MAC T
RULAZBEALEST, 2k, —IRxy MU —27 OEIEREAT 5 REERH D
e

~YNAFALTFHRARNE—RTIE, a0 TFFAMNITA o2 —T7 oA AT 85815,
MAC 7 RLZADOBHEVERZ AN LT, FEITMAC Y RLAZRELZRLS TTEr L D
WCLET, FAA L H—T 2 A ADOLHIF, ZO0a~vr REEHLTMACT RL2%
FEITHRETDHDLENDD Z EITHEE LT EEN,

« (=T v RE—FK) ¥4 MEZ T AHZ Y 7 DA, [ASA Cluster] 58I T, ¥4 FE
ADOMACT7 FLRABLIWIPT RV AZRET H2HOIC, [Add]Z27 Vv 7 LT, A b
ID(1~8 OMACT RLABLIRIP 7 FLAZIEELET, K8 O>DY A FT LR
DOFNEEZ#YIKLFET, VA FEFDOIPT KLAX, 77— LIP T RLALR LY
Fv M REICHAIRERSHY ET, 2=y NCHEHAT LIV A MNEADO MAC T FLAB LW
IP7 RLAE, 2=y DT —F AT v T a7 4 X2 b— g VIRELEZYA
MIDIZL - TR £,

o (A7 3 ) VSS, vPC, StackWise, F7ziX StackWise Virtual D 2 5D A A v FIZ ASA
EHHET DAL, [VSSEZIIVPCE— R CTAL v F AT MO a— KT v v 7 6%
{29 % (Enable load balancing between switch pairs in VSS or vPC mode) | F = v 7 R v 7 A
EAZLT, VSSE— ATy v T h A X—=TMITHRERS Y £7, Z O
i3 2 L. ASA & VSS (F721 vPC, StackWise, StackWise VirtualvPC) <7 & DD
WELY 7 Bt OAM PRI S IVET,

[Member Interface Configuration] i3 C, 1 72X 2D EL LD AL v FITHEDA ¥ —
T oA AP T DN ERET OMENDH Y 7,
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ATvT6

ATy T1

ATvT8
ATvT9

ATy 710

ATy TN
ATvT12

ATy 713

R8> K EtherChannel D% E .

G¥) [Minimum Active Members] & [Maximum Active Members] 1Z5% & L 722 & ZHELE L
7,

(7> a) Z O EtherChannel (Z VLAN 7 4 ¥ —T7 = f A&FHELET, ZOFIED

B OEE, Y TA =T AZHEHSINET,

(FVF ar7HZX L E—F) ZOFHZTETTLHRIC, 2 TFAMA I —T AR

ZEID Y THLERDY £,

a) [OK] %27 Vw7 LTERNELZMELET,

by £ X —T A AEEIN L TET,

c) —W—DEETHALTHFAMNEETLET, [Device List] XA T, 77T 47727
NAZDIPT RVADTZHDHALTHRAMNEZT TNV Y v LET,

d) [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <A > Zi®IN L, WA F~
ARXFTHR—=RNTF XY RN A F—T A AZRIRNLT, [Edit)| 27 Vv 27 LET,

[Edit Interface] 4 7 2 V7R v 7 ANRERINET,

[Generall| # 7% 7 V) v 7 LET,

(hZ AT L b E—F) [BridgeGroup] KR v FHZ T UARIMNSL, ZDOA L HF—T =
ARZEFNOYBTEHT ) v TV —TEERLET,

[Interface Name] 7 « —/V RIZ, 4Ri% 48 LFELUNTATI LET,

[Security level] 7 4 —/L RIZ, 0 (&IK) ~ 100 (Fm) OV~ Li A LET,

(L—7 v RE—NK) IPv4 7 R L RIZ% LT [Use StaticIP] A7 va v K& %7 U v L,
IPBIO~AZ & AN LET, DHCP & PPPoE (IH AR — hIhEHA, KA PV =K1
MEGROSE, 31 By hOY TRy b= A7 (255255.255.254) e ETEET, ZOHA.
Xy FNT—2 F£72137 0 —RFEx 2 F 7 RLAHOIP 7 LRI TFRENEEA, FT %
N7 L b F— ROEAIL, EtherChannel 1 % —7 = A ATIERL, TV v I—7F 4
VHE—T 2 A ADIPT RLAEZHELET,

=7 RE—NR) IPv6 7 RVRAERRET DHITIE, [IPV6] ¥ 757 U v 7 LET,

N7 VAT Lk = ROYAIE, EtherChannel f > % —7 = A AT, 7V v¥ 7
N—T A B =T 2 A ADIPT RLAZHFELET,

a) [Enable IPv6] F = v 7Ry 7 A& F T LET,

b) [Interface IPv6 Addresses] =V 7 C, [Add]| &2 U v 27 LET,

[Add IPv6 Address for Interface] ¥ A 7 2 V7R v 7 ANMFRIINET,
GE) [Enable address autoconfiguration] 47" a 3R — b S EH A,

¢) [Address/Prefix Length] 7  —/L RIZ, 72— L IPv6 7 RL AL IPV6 V7 4 v 7 AD
EI&# AN LET, 72& 21, 2001:DB8::BA98:0:3210/64,

d FFvay) FARNT RLAELTModified EUL-64 1 > % —7 = A A ID 23 %1
1L, [EUL64] T = v 7 Ry 7 A% AN LET, ZOAETE, BT [Address/Prefix Length]
TA—=IVRZT VT 4w 7 A ATTLET,

e) [OK]#27 Vv LET,
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ATv 714 [OK] %27 VY v 7 LT, [Interfaces] W& IZFEY £,
ATv 715 [Applyl 27V v LET,

BEAANY 4 F— REGA LY 52 OEREESM

77257\?@%/%%75‘7725 WZEMT5I1I2iE, 77— FA N7 v FREDPLETT,  (FHlHE
— KiZ72%) 1 £ /— K T High Availability and Scalability ™7 ¢ ¥ — F&ZFIT L Tr 7 A
5’ EERR L, T—% /— R&EEBMLET,

\}

GE) I, — RIZ% LT, cLACP 27 A ID BLOMEBEIEM.OT 7 4V N2 ERT L8468, U4
P—RNIMFEHACTES, FTAXEZFEHCTRETDHDVLENDHY £9,

1a s BRI
e wNTF AT HFANE—RTIE, VAT AFATAR—ATROFIEEZFATLE T, £72
VAT ary7 4 Xal— gy ET— FIZA>TWRWESA, [Configuration] > [Device
List] XA > T, 77T 4 TIRTNNAAZADIP T RLAD FIZH D [System]| Z X TNT V) v
7 LET,

U TAZMEHY T A H =T 2 f ANMEHT oA F—T = A AL, RSN AA v
FCT v PRI 5> TV B LERS D £,

BT D s T AL — REBINT 5 & —RpIZ, RERIR T > bHERE R v > 778
RETHZ LY iﬁ“ﬁ\ ZHITRENOEMETT,

FIE

ZF w71 [Wizards > [High Availability and Scalability Wizard] OIEICER U EF, KkOTFIETZ O ¢
P—RDOHA RTA U ZMHER LTI TEEN,

AT v 72 [Interfaces] M /> 5 138 LV EtherChannel Z1ER CT& £ A (7 7 AZHY o 7 <)

AT w73 [ASA Cluster Configuration] Hi[fi C, 7 — hA NT v 7 OEREEHK L T,

o [A 2 N—DESENEN. (Member Priority) ] : il / — FEMIZ, 20O/ — KOEIEIAN
Z 1~ 100 OFPHANTHRE L ET, 1 D OEEIEN. T,

o[ Ob—7 v KE—F, A% KEtherChannel €— K) # A bAoA 7 v 27 A ((Routedmode;
Spanned EtherChannel mode) Site Index) |: ¥+ FHZ 7 A U 72 FERT H551L. 2
D/ —FO¥A D EZRELT, A MEADMACT R LA u~8>wﬁmén5;
HIZLET,

o (AT av) [FEHEX— (SharedKey) ]: 7 7 AXHIEY > 7 OHIE ST 7 4~ 7 OB
R —ZHELE T, WHEMBIL, 1 ~ 63 XFD ASCH XFHITd, HAMEIL. e
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F—EERTHEOIHEHEINET, ZORTA—HL, T—FA T T 4vr (B
KRBT » 77— MRHRESND NNy b ) [T EBELEY A, 7—F XA NT T4y
i, W72V T THFARNELTEFEENET, XAT— RO L —E A% A X—7
MIZTBHEICH, ZONRNT A= ERETIHLERDH Y 7,

« (72 = ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :

Bt OB E AL LE T, ZONRTA=ZIIT T 4N FTIET 4B =TT o T
£, AROHLEI. 7T AZ O ASATEMRNCARIERZ AL, AFTOD0-> T
DT A ANBATDDIRNT S, ZTH LW A 47— R LE T, AfE#E 22
TOMMRZ, 1~ 360 DOFANTIHREL LT, ZORTA=FFT, 77— AT v T&
EO—EHTIERL, il — o7 =4/ — NicER s ET,

GE) HA M RARE I LI OB OB ERE LW TLEEn, £5
A NDTTAE AT O TEEE AL

e (FFa) [VFTARAENDZDOT AL AD~NVAE=L Y T HANCT % (Enable
health monitoring of this device within the cluster) ]: 7 7 A% J — R~V A F = v 7 HEHE
EPCLET, ) — RONVAZRERT D70, ASADY T ALK ) — Rix7 T ALY
VI THD ) — Rii—FE— R Ave—UEFEEFELET, /— FBAREERNICET
=R RhbNAN— =M Ao tE—UEZELRWGESE, ZOET /) — NUNERREEIT
Ty NMRgL R IhET,

GE) AIENO MR VEEEITH) EE (L2, T—F A X —T A ZAD;B
FIFHIBR, ASAFEZIEAS v T EOA L H—T 24 ZADA F—T ML FE 21T
T 4 B—T Mk, VSS £721E vPC ZTERKT D A A v F OB E) 1L, ~v
AF 2wl BT 48—T ML, TAE=T NI LIEA VF—T =2 ADE=
VT HT 4 B—TWITHHNENRHYET, PR YOEENET LT,
REDEENTRTO /) — NZFEH SN, ~VATF = 7 ZHEADNTT
xFET,

o [TRA ANFEEIRRETS L R &N 5 F TORMERFRE  (Time to Wait Before Device
ConsideredFailed) ]: ZDfEIX, / —FDOX—TF T T4 T AT —X A X vE&—T DI
Wzt E LET, #PAIL03~45HTY, 7741 MI3IBTT,

« (A7 =3 ) [Broadcast keepalive messages to all EtherChannel cluster control link ports
for VSS/VPC support] : 77 7 A X {filffll Y > 7 73 EtherChannel & L CE%E I TWT (i
$E) | VSS EIL VPC T ICER SN TV A HEIEL, CoFTvaraf x—T L
IZFT D ENBEICRDGENRLY 3, —HOAA v FTiE, VSSVPCD 15D
J—=R3vyy N UFETITEBIT 5 & £ DAL » FITHEE S 4172 EtherChannel
AU B =T = A AP ASAIZK LTCT v RETHD L OICRAETRH, 2
NoDA =T 2 A AFIAAL Y TFMO T T 4 v 7 Zd L TWOEF A, ASAholdtime
timeout Z KV ME (0.8 7072 &) ITRE LT8G, ASANFR- T 7 A MO HIBRE
LEREMED B D . ASAIIAN— R E— | A v =% 26 DOV O EtherChannel
A B —=T A RTHELET, ZOFTvar i A FX—TMITDHE ASAITY T
ABHIH Y 7 OF T D EtherChannel £ 4 —7 = f AT/H—hE—k XA vt—¥
77974V T LT, DR EBLIBRDOAL T RENEZ[ETEDHI LML
£75
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s (AFvav) [ary— v EEET S (Replicate console output) ]: 7 —& J — Kin»
HHlE ) — R~ a =g A LET, ZOMEEIZT 7 40 b CEICHRE S
NWTWET, ASAIL, FEEDEKRA RV MR ELZE X, AvE—VhkEEa Y —
MIHNTDHERHY T, ar Yy —VEREEMHTHE, T—% 7 — Kbl

J—RiZaryy—nNRAyvt—UNEEENDLIDOT, TE=XTIHLERHLDIET T AXZD
Y= )LR— M1DOFETFTT, ZONRT A= E, T—FA LT v TEEO—HETILA
<, Ml — b7 —42 7 — RicERsnET,

* [Cluster Control Link] : 7 7 A Xl ) 7 4 2 —T = A4 AZHEELET,

[MTU] : 7 ZAZHIFNY > 7 A B —T 2 A ADFKRIrE ) — RERELET, 7—
BAE—=T 2 A ZADHFRRKMTU L0 D7 &1 100 234 FEME (1400 ~ 9198 /N
A4 bOFH) ZRELET, T 74/ D MTU X 1500 /XA F T3, MTU % g KE
WCRETHZ MR LET, 7 IAFXHEI 7 DNT T 4 v 7IZIZT—F "y
MRENEGENDTZD, 7T AAFEEY) 7137 —2 3 v MEIROY A 2z T
JITAENT T 4T DE ==~y RIZOHRETHRERDHY £, & 2X, &
KMTU 9198 XA R THDHI, T—HA X —T A ADHK MTU IZ 9098 |2
R0, 7T ALEY 19198 ICRRETE £,

AT Tl [~"NAE=HY) TG DA v H—T = A A (Interfaces for Health Monitoring) ] [ T, —#&B
DA FZ =T 2 A AEWEDT=4 Y U TRHEPLRA TS ET, e 2, BEA 7 —
T2 AR E, MWBEUNDA VH—T 2 f ADNNVAET=R Y T o2T 4 8—TNMZTHI L
DTEET,

(G¥) END AR VEFRETIEE (FE2E, T A X —T A4 ZADBME
WIEIEE, ASAETITAAL v F DA v H—T 2 A ADA X —T ML ETZIET 4 B—
TAb, VSS £721E vPC ZIEALT D AA v T OBMRE) (X, ~NVA F v T %
F4E—=T ML, TAE=TNVZILEA VE—T 2 A ADE=X ) T HT 4
=TT AHMERH Y ET, PR POEERET LT, REOEENT T
D) —RIZRAPENTZS, ~NAF =y 7 ZRERNTEET,

ARTYTS [ F—T oA AHBFEEAHE (Interface Auto Rejoin settings) i T, A X —7 = A A
FFT T ALK o7 TEENBELELGEOHBHEGRELNAZ~YA ALET, ¥
AT, ROFT v a v ERETEET,

* [Maximum Rejoin Attempts] : 27 7 A & ~DHfER OFATREZ EFK T H72DIZ, [Unlimited]
FIE 0~ 65535 OFEPATHARE LT, OIFABHHGET 4 E—T M LET, 7
T AN MEIX, 7 TR A H—T 2 A ADEAE [Unlimited], 7—% A > X —7 = A
ADHETE 3 T,

* [Rejoin Interval] : FHREAFAATRHIRORH 2 EFR T D720, 2 ~ 60 OHiPH CHERAZHRE L
9, T 4N MEXESTT, 7T AZ~OESBME /) — RBNRITT 2 R EHEEM
1%, B DOREERAERNS 14400 4> (10 H) ICHIR S ET,

* [Interval Variation] : 1 ~ 3 O#iH T%E L T, MRBAHEMIEL0EINEERLET
(1:ZBHRL, 2: EHATORREO 2 f5, 3: EHATOMBRO 3 %) . =& xiX, MRz 557
ICRRE L, B3 % 2 ICRIE LTGEIE, mAOFRATN 553%, 2 BIHORITH 10 58 (2
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x5) . 3MHORITA205% 2x10) £V FET, TTHINVMEL, FTAXA K —
TxA ADEHRIT L, T—FA L H—T = A ZADEFAF 2 T,

AT w76 [Finish) #2727 LET,

AT T ASAITEfTa L 74 Xal—a a2 Ay LT, 2T AZ Y 35 L TR WEEEED
FHEHLa~ ROFEAZFHRET, 740 har 74 Xal—Taiihbdavr Ry, o
NN T D EnBb Y T, BEFMEOR Vo~ REHIRTAIIZ[0K] %2 Y v 7 LET,
[Cancel] 27 V w7 §5&, 7T AX Y U TIFADIRD FHA,

LIZ6EL<35E, ASDMAB Y T AX #H/3ME LT ASAIZHEER L. ASANY T AXIZBINE
iz Z & 2R3 5 [Information] B A3 F/R SV E T,

G¥) LRI EoTE, VA4 —FRORTRIZZ TAXIISMLUEBRIC=T —BNRETD
AREMERH Y £, ASDM I ST 5 &, ASDMIZZENICHEK =T —% ASA
NHZ[ELERFA, ASDMICHEERE LTt b 7 7 AXZ Y IR T 4 B—T VOYHE
X, ASA a2 YV — )L iR— NI LT, 77 AX VU ITRT 4 8—T N7 5T
WAHFEIZR =T — R A I 2 BN H Y 3, 72 xiE, 77 AXGIEY >
WA LTWAHAREERH D 7,

ATV T—% /) —REBINT DL, 1T (Yes) 1227V w7 LET,

HH S, — Frb v 4 = NeBETT 256, VAP — FERMICBmT oL I [ T A
IR A X —% BT 5 (Add another member to the cluster) ] 472 a V&I L CF—#
J— RzZBENTEET,

AT w79 [Deployment Options] Ik T, ¥ ® [Deploy By] 7' v a v OWT oz RIRL 7,

[4F<YE—ha=y MICLI 2~v > F%&iX{E7 % (Sending CLI commands to the remote
unitnow) ]: 7 — MR LT v TREET —H /— 8 (—KF) HELIP 7 FLAZHELE
T, T—H /) —REHIPT RLA, 2—W—4, RRAT—KEAHLET,

c[E SN CLl vy REFETab—L 7T, VE—ha=y MIAEV T2 (Copying
generated CLI commands to paste on the remote unit manually) |: 7 —% /— R® CLI T2+
YREHDY RT U RN—=ZFT&SH, £721XASDM O CLI Y — L& T&E 5 L Hic=a
<> F&EARK L E T, [Commandsto Deploy] R v 7 AT, B THEHTIZHODOa~v K
BRLTavr—LFET,
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Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet(/4
no shutdown
cluster group clusterl
local-unit asall
priority 2

cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test

enable as-data-node- noconfirm

DIRBVITEHEDHAREZTAX

PITGARY T ~IVA TR Y T TCP G EMOBIE, 7a—0EE ) T 1, MORKE
b AR~ X TEET,

Hl# /) — R TROFMEEZFEITLET,

ASA U S R B DEKXRING A —F DERTE

HfH ) — R ED I FAZEREEINASARXTEET, I TAZ~D /) — ROBINZY 4 —
REHEHLRWGEEIEL, 7 7AZRIA—FE2FEHTHRETEET, TTILZI7AZ Y TN
AX—=TNTHIUL, W DDDT TAK RT AR ERETEET, JTAXV U THRA
X =T M5 TV HITRETE WL DIE, LA/ FRaEnET, ZOFIEICE, ¥«
P—RIZEENTWRWEER T A= L EFENET,

1R BHHIIZ

o U4 = REFEHET, FEITY 7 AXICSMTIHLEIE. 7 7 AZIISMT D01, 4
)= RTITALZHIEY v I A H—T oA AEHRRET HLERHY £, VoI
AE—=T A ADLGE, A F—TNMIZTIHLERH Y F3, HOFRELEMHK LR NTL
72 &V, EtherChannel A > % —7 = A ADEEIL. A F—7 /L2 LT, EtherChannel &—
KEFNBEELET,

s T AT HRARNE— RTIE, #iliHl ) — K EDOV AT AFATAN— 2 TROFIEE FELT
LET, FEVAT LI T 4 Fal—ay T—RIA>TORWES.
[Configuration] > [DeviceList] XA > C, 77T A TRT A ADIPT RKLAD FIZH D
[System] Z X 727V v 7 LET,
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FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] D JI&
(IR L £

T T TAZIZT A APRBEIMSATNT, ZRRHEE ) — ROBEIE, ZO_A X7
7 AHFTE (Cluster Configuration) | % 712HV £,

AT w 72 [Configure ASA cluster settings] = v 7R v 7 A& AN LET,

T IRy I RA%A 71T HE, REDHEINET, NTA—FORENTXTETTDH
% T, [Participate in ASA cluster] &4 N2 L72WVTL 72 &0,

GE) JIGREY T kA F—T NMIZ LTz%%, [Configure ASA cluster settings] = v 7 7R &
I RAEFTIT H5EE, BREISEFLIE) A TITo TS, 71275
LT RTDOIFTRAEZ a7 4 Falb—a N7 U7 S, ASDM 23 S
TWAEHA VA —T 2 A A ELTRTOA U H—T 2 Ab v ¥y hE DL
F, ZOWA. BERAETTHICE, 2 Y — L R—FMTCLIIKT 7k 2T+ %
VERH Y £,

ATYT3I ROT— b AT T NRTA=HERELET,

* [Cluster Name] : 7 7 A X\ ZARTZAHT £, 40T 1 ~ 38 305D ASCI L FHITH D =
EMMETYT, /) RIELICRETEDZ TAFXZIIDET T, JI7AZDTRTDA
UANE CARTEEHT 208N B D £,

* [Member Name] : Z D7 T A% A L 3D[EAGD4HTE 1 ~ 38 LF0 ASCI LFHTHiE
LET,

o [A U N—DENARL (Member Priority) | : #lf#l /) — N®EMHIZ, Z D/ — KOESLNARL
Z 1~ 100 OFEFANTHE LET, 1 D OESEIEL T,

o[ Ob—7 v KE— K, A/\2 REtherChannel€— R) A hA 27 v 7 A ((Routed mode;
Spanned EtherChannel mode) Site Index) ]: %A R~ 27 T 2%V o ZE2EHT 28581%, 2
D/ —RKO¥A MDD EZRELT, I MEADOMACT FL-A (1 ~8) MMEEHEND L
INZLET,

« (A7 = ) [SitePeriodic GARP] : ASA Ti, Gratuitous ARP (GARP) /3% v k&AL
LCAALS v F U T AT TARNT I Fx 2 HITEFOREBIRDET, A FOBEEIA
NAEDR B B EWA NN E ST, 78— UVMAC/IPT RUADGARP b7 7 4 v 7 BNE
AR S vE 9, % A3 K EtherChannel ® / — K&, 4 FMACBLXO'IPT KL
AT LT A NID ZHETDHE, GARP BT 7 4/ N THI/ W £7, GARP [#lFE%
1 ~ 1000000 AR E L ET, 7 7 4/ T 290 B TH,

I TAANLRGEENTZYA FTEOMACKBEXOIP T KL R L X7 o R34 KEA O
MACT RVABLOIP T RLVAZEHTHIOICK L, 7T AZTRE LNy MM
7a— 7LV MACT RLABIQRIP 7Y RLAZEHLEST, T 74 v R8T m—L
MAC 7 R L AN EMICAER SR WGEE, 72—V MACT RLADAA v F T
MACT RVADZA LT T MPIETHAREMENHV ET, A4 L7 7 MRIZZTa—N
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NMACT RVASND T T 4w IVIRAAL v TF U T AT TARNT I TF v 2Rizbizn 7
ToT AT EN, TRICED AR T —= 2B L0 X2 T 4 LOENRET S
EMNHY FEF,

(A7 a ) [SharedKey] : 7 7 AZHIHY > 7 OFH N T 7 4 v 7 DR F — % 3% E

LEd, HAMEIL. 1~ 63 XFD ASCI X4 T, HAWEIX, HEF—24Akd
LHIDIEHINET, TORTA=FE, T—FNRA NTFT T4y r (BERET v
T— MREEIND Ty M E) I3 BLEYA, T—F XA NTT7 4w 71%, FIZ
VT THRARE LTEEENET, AU — ROEE{bY—E 2% A X—T NI T 58
B, ZORTFRA—FEZRETLHILERH Y 7,

(4732 ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :
HRROBFIMEAMELET, ZONRTA=ZET 73NV FTRET 4= 12> T
£, AVOLEIT. 7T A2 O ASA ITEHRINCARERZ AW L. ARFON-> T
DT A AINBAMDDIRNT S 2T LWt A A7 v — FLET, AREHRE ]
TOMMEZ. 1 ~360 POHFHANTIREL £, ZONRTA=FE, 7= AT v T&
EO—ERTIER L, Hilfll ) — b7 —% 7 — FicElRlsn g7,

[Enable cluster load monitor] : 7 7 AX AL ND NT 7 4 v JAMEE=FZ—TEZ5H LT
720 FE LT, JRITIE, BRHEERE. CPUL AEY DR, Ny Ty Fay 7R ERE
FNFET, ANRETEILHE. BOVDO ) — NBAMELBTXAE8IE, / —KDr T
ALY T FETENCT D0, IMNBAAL v FOr— RRT o T RS 50 &
RCTEET, ZOKRIZ, 774V FTAR—TMIENTWET, T 71 v 7 DAR
HEMCE=F—TC&ET, AMPET L5581, /—NTI/IF7RF ) 7% FHT
BN T D L ZBIRTEET,

ROMEZBELET,

s[Timelnterval]: E=% U > 7 A »E—UROKM %, 10 ~ 360 P OFPH CRE L £
9, T 7 4L MI 20T,

* [ Number Of interval]: ASA 237 — & Z{RFFT D RIFROE A 1 ~ 60 DOHEiFH TRE L £
9, T 74V ML 30 TT,

N7 7 4 v A EFRT HITIE, [Monitoring] > [ASA Cluster] >[Cluster L oad-M onitoring]
LTS IEEN,

(AT a) [VTAZNTIOTNA ADNVAE=Z Y T % H323 % (Enable
health monitoring of this device within the cluster) ]: 7 7 A% / — RO~V AT = v 7 HERE
EHEMIZLT, /J—FK/—hE—h AT =X 2 X vt—VMORMBEREZRELET,
031 HA5FHOMTERTEET, T 74V MI3BTT, F:HLWW —REI TR
WML TWT, ASAEZIFAAL v F D MR URNERINDEHE, 7T AXNERT D
EFTIOBREE —RICT 4 E—7 VML, Tae—T SNl v Z—T = A ADA
VH—T A RF=ZRZ VTS T 4 =TT HRERG D £ (B

(Configuration) 1>[7/\1 REHE (DeviceManagement) |>[N\A 7RAL S EUT a4 ER
—35E 1T 4 (High Availability and Scalability) ] >[ASA%Z 524 (ASA Clugter) | >
[V5ARBZAVA—D A AANLRAEZL ) V45 (Cluger InterfaceHealth Monitoring) 1)
JITABE NRRYOEENET LIzb, ZOWREBEFHEAS R—7MITHIENTEE
T /= RONVAEHRT D720, ASAD Y T AKX ) — RiZ7 7 ALHIEY > 7 Tio
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J—FRliin—btE—h Aob—UEELET, /— FRREEEHNICIET J— Kb
N—FE—=F A=V EZELRVES, TOET ) — NISEREEZITT v RIkEE
LR ENET,

« (A7 =3 ) [Broadcast keepalive messages to all EtherChannel cluster control link ports
for VSS/VPC support] : 77 7 A X itV > 7 73 EtherChannel & L Ca%E I TWT (i
$E) | VSS EILVPC T ICER SN WA EEIEL, oFTvaraf x—T L
IZT D ENBEICRDGENRLY 3, —HOAA v FTiE, VSSVPCD 15D
J—=R3vyy N UFETITEEIT 5 & £ DA A FITHEE S 4172 EtherChannel
AU B =T 2 A AP ASAIZK LTT v RETHD L OICRAETRH, 2
NoDA L Z—=T A AFIAAL Y TFMO T 7 4 v 7 Zd L TOEF A, ASAholdtime
timeout Z KV Ml (0.8 7072 &) ITRRE LT8G, ASANTR- T 7 A ML HIBRE R
LAREMED B D . ASAIIAN— R E—F A v E—T% 26 OV 7O EtherChannel
AVB—=T A RAZEELET, TOFTvarazAX—TMITDHE, ASAIZY T
A B Y > 7 OF T BtherChannel f % —7 = A AT/N—hE—h X vt—¥
7797 4T LT, DR EBLIBDOAL T RENEZ[ETEDHI LR L
£75

« (XFvar) [T/ AWH (Debounce Time) ] : ASA 23A > X —7 = A A& [EEN
FELTWDLERRL, 7T AXMNE ) — FREIBRENDETOT NN AR Z R E L
T, ZOREIZED, A ¥ —T oA ADEEE LV REITHRHTEET, TRV R
R 2 < 5 &, BBREOMREMENREL D Z LICEELTLESY, f ¥ —T =4
ADAT—HATHNEAETDHE, ASAIFA X —T =2 A AEEL L (~v—F L, 77
ABING ) — REHIRT D& THRESNZ I U L £, EtherChannel 234 7 >k
NS T v IRBEBIZBITT 2568 (AL vF B a— K&/, AA v F T EtherChannel
DEMM 2o 1272 ) | TAT AN LD EL 720, =Dy FUZBWTHIO
7T AH ) — ROGINERR =D, JTAX ) —RTA U H—T 2 ADEENREREN
LHIEEBTHZENDHDET, T 74N DT NT U ARER]IL 500 ms T, BRI LED
P IZ 300 ms ~ 9 BT,

(FFvav) [y — ) E#ERT 5 (Replicate console output) | : 77— / — K

SHIE ) — R~y — R ZENC LET, ZOMEEILT 7 41 b TEICHRE S
NCWET, ASAIL, BIEDOEKRA RV MBRELZEXIC, AvE—VZEEa Y —
JNZHT 556050 £, avr Y —VEREEMIT L L. T—% 7 — Ribiil
J—=RIZary—nNRAyvt—UNEEENDLIDT, T=XTHLENRHLIDITT T AZD
V= VR— RO TT, ZONRTA=HF, T—F AT v TEEO—FTIEA
<, W/ — Ko7 —4% ) — RicER S ET,

(A7vay) 95R82)05 g0—EFEYF 454 2—TIIZLET, LISP A A2
7 alORTE (47X—=) ZBBLTLIEE N,

(473 3 ) [Enable Director Localization for inter-DC cluster] : 7 —# &> ¥ —DH% A k
M7 A2 T TRIT =< A% ESHETT U RNy TR OIRIE 2 BHET 5
WX, 747 2=V EB—va kA x—7MILET, @BE, FrLunEsiie—F
NI UAINT, BEDOYA FNDI TAZ AU NR—ZL Vg ENET, 72720, ASA
X7 4 V7 X OEEEZATEOTA R TAUA=IZEIV Y CTES, T4L7Fa—h)E—
Tail kv, BT 4 vy ZEEINA F—T TR0 EF, ZhUuE, fraE s FECY
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A MIFHET 20—V T4 L7 28 AEEDOY A MIRETE 570 —" v T4 L7

ZTY, FiAELT AV 2R UYA MIRET LI LT, N7+ —~v U ANMELE
T Fio, TOFAE TEERRELILSS, v—L T4 L7 23 RUYA FTHL
WEERETA B 2 BINLE3, 7T RAZ A AN=HDOY A FTHA SN TWDERED /N

7y NEZETHIHEE, Ju—L T L7 2RI NET,

(A 7> =3 ) [Site Redundancy] : A FDEENS 7 v —%2RKi#ET 272012, A FD

TEMEFENCCEET, BN\ 7T v I —F =B A4 —F—ERULYA NMIHDGE
I, A FOREEND 7 a—%2R#T 572012, BMONY 7T v 7T A —F—RBRl0H A
FOBBIRENET, T L7 ¥ u—h)EB—Ta g NoOTEMETR A O¥EET
To TDOHIHLD 1 DELFMFERETHIENTEET,

(A7 vay) HRIFAMT 72T L—2 a3 28421 % (Enable config sync
acceleration) ]: 7 —% / — KA/ — K &6 UAERROS G, MRORIZ A% > 7 L,
armat LET, ZOKRIZT 74/ b TA X—T MIR>TWET, T OBRRITA
J— RCTEREIIN, §ilf#l /) — FhbTr—4% /7 — Rl snEwi,

GE) —WOREa~YY RiX, 7 7 AZEEOEEILE ERERH Y A, D
DA<y KR — RIAFIET D56, 7 7 AXRBEOEBEENEINI /2> T
TH, REDOFMNIFICHELET, 7 7AXEEORBELLIEIE DI
I, EHPEO R WEREEBIBRT 2 0B B D 97, show cluster info
unit-join-acceleration incompatible-config Z £ /] L T, A#ED /2GR E % R
LET,

s (B D LY r— N & H#HZT % (Enable parallel configuration replicate) | : 7 — %
J— REWAT L TRRIEERENRSLEND Koz, #iIHl ) —FE2 Az LEd, £95 LA
W RIEINIEEIZET SN, ZL<ORERIR DML ZENHY £7,

« [Cluster Control Link] : 7 7 Z#Hilffl Y > 7 A 2 5 —T = ZAZAEE LET, ZOA v 57—
T A AL, RESHTODAMEBEATE T8 A, BHTERAS V¥ —7 = 2N R
By E Ty YA RNMIERINET,

o [Interface] : f > % —7 =A AID, TZ T EtherChamnel {58 E L £, 74 ¥ —
T2 AALEHIA T AU F—T oA AFHFAINER A,

«[IPAddress] : IP7 L Z|ZIXIPvAT RLAZ$EELET, IPvold, 2D X —T =
AZATIIYR—FSNEHA,

* [SubnetMask] : 47 Ry h v A7 HEELET,

«[MTU] : 7 F AZHHY v 7 A v H—T =2 A ADR Kk /) — REEELET, T—
BALUE—=T 2 A ZADHRRKMTU L0 D7e< &1 100 234 FE M (1400 ~ 9198 /N
A Fo#H) ZHELET, T 74/ FOMTUIZ150034 T, 7T 2 XY
YIDRNTT 4y ZIET—H Ny MEENEEND 2D, 7 T AXEHIEY 7%
T =2y NEIKOY A RNZIMZ T TAZ NT T 4 v 7 DA —_"—~y RIZH%f
ST AMENHY £T, 7T AZEEY 7 OMTU KMl 72 & 21F. R AMTU
1X9198 XA N TH DD, T—HA L H—T =2 ADHKKMTU (L9098 (2720, 7
T ALZEIEY 1L 9198 IR ETE 7,
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1v8—7x42D~LR =8y v psvanERsonE

« (A7 =3 ) [Cluster LACP] : A3 R EtherChannel % fl3~% & & (X, ASA X cLACP

L TRAN— A A v F & DO TEtherChannel D% = —3 3 %47\ 9, cLACP
FAL =g VORI, RILZ 7 AFND ASA IZHEWICEEET 2720, A4 v FITiE
120 (HAR) THRAATHLINOEIICRZET,

* [Enable static port priority] : LACP DX A X v 7 R— s T I7AF VT 4 &7 1 &—7
MILET, —BOAAL v TFIEAFTIv I B—hF TI7A4F VT 4P AR—FLT
WRWDT, ZONRTA—=HIZLY AL v FOEEENRM ELET, 512, 8L
D% DT I T 4 772 A K EtherChannel X > /XD IR — M3 A X —T 270 F
T ORK3I2AUN) , ZORTA=FEFHLRNE, PR—FENDDEF8HD
TIT 4T ANESEDAS N A NOBTT, TDONRNTA—H oA x—T
M LTSGR, AZ A AN TEEHA, TRXTOAANT 77 47T
T TONRTRA=FE, T— b A RNT v TREO—EHTIERL, HIH/ — b7 —
2 ) — RIZERENET,

* [Virtual System MAC Address] : MAC 7 RV A TH 5 cLACP v A7 A ID & TE

LET, TXTOASARR LI AT AIDZMEHALET, ZUTdlE, — ik~ T
HBEVEREN (F7408) ( T_XToO®HFY ) —RIcERENE T, HH0T
HHH O TFETRET S 2 b TEET, HiIZl6 By b 16 T, &
ZIE. MAC 7 R " A 00-0C-F1-42-4C-DE /%, 000C.F1424CDE * AJjL %3, Z oD/
FA=HIE, T—=PFART v TEREO—EHTIERL, §lf# /) — b7 —% /—KRIiZ
BRIIXNET, 720, 20X, 7 T7AF ) T BN LT EICORET T
EJr AN

« [System Priority] : 1 ~ 65535 D#PATI AT L FIA AV T 4 R ELET, T4
FVT A EEBREELHY T 5 ) — FOREIHEHNINET, 774/ FTiE, ASA
W7 I7A4FV 741 REDTITAFV T 4) #EHLET, ZOTTA44V T 113,
AL TFDTITAFTVT 4 LD EENT ENRVETT, ZONRNTA—FF, T—F2R
NT o TEEO—ETIIRL, H# ) — Ko7 —% — NcERSET, 272
L, ZOfflL, 72 7AZ Y T EEHNLESGRICORERTEET,

AT w74 [Participate in ASA cluster] = v 7Ry 7 A% A NI LT, 7 7AXIISIMLET,
AT975 [Applyl 227 U v 7 LET,

AVB—TIARADANIVRAEZR ) VT BLVBEBEREDHRTE

e xiX, BHA LV —T oA R0, MWAUSNDA L Z—T 2 f ADNVAE=H Y T %
FAE—TNCTDHZENTEET, EEOR—F F¥ R/ ID, EID, H—0OY# 1

H—T 2 A XD, Y E=H—TxFT, ~NAEF=FIY U IZVLAN Y IA L Z—T = A

A, FTZIX VNI RBVI R EORBA X2 —T oA ATIEEITEINE A, 7T AXFIEY >
JDFE=Z ) TR ETEEEA, ZOV U 7ITHICE=F—SNTWET,
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B sz 120 0z 228 vrBrvEDBREADRE

ATy T

ATy T2

ATvT3

FIE

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] DNEIZERIN L F 97,

[Monitored Interfaces] AN 7 A TA »Z —7 = A A% %R L, [Add] %~ U » 27 L T [Unmonitored
Interfaces] N 7 ANZEDA o F—T = A4 A% BE L E7,

AVHE—T 2 ARART—HA XAy E—VIZL>T, Vo I7BEMBENET, FFEOHE
A B—=T 2 A ADTRTOWYHEKR— b2, FFED /) — F ETIIEENEA LA, Blo/ —
REDORI U#HEAA v X —T 2 A ATT VT 4 TR— I RHDLEE. FD ) —Ridr I 2L005
IS nEd, /— RBBR—L REFEINICA V=T 2 A AT —H A A v —V52Z(EL
ROGEIZ, ASAR A U N—% 7 TAZNLHIBRT 5 TORMIEL, A v ¥ —T A ADHA
T, FD ) — RBWENLE A L NTHLD, FITT7 TAZIIBIMLL S ELTWDNIT
Lo THRARVET, 774N ITEH, ~NAF =2y 7 IFTRTOAS U HF—T 2 ATA F—7
T TR o TWET,

T 2, WA =T oA A Y WAUSNDA VB =T 2 A ZADNVAE=L ) T %
TAE—TNMITHZIENTEET, F—FF ¥ ID LUK ID, £HFHE—-OYELL
H—T 2 A ADEH/ETEET, ~"NAE=HXY U TIIVLANY T A X —T = A, Tz
IZ VNI °BVI 2 EDORIEA » H—T7 = A4 ATRFETSINERA, 7 T7AXFMY > 7 DE=
Y UTIIRETETERA, TV U 7ITFHICE=F—INTVET,

SO WA VER (e 23T =5 A X —7 = AOBMEIER, ASA, F72ITAAL >
FEDA 2 H—T =4 ADOFME/IEL, VSS, vPC, StackWise, F 7213 StackWise Virtual %
BT 2 AL v FOBM) 2179 & &L, ~VA F =y 7 BEZEDCL (RE
(Configuration) ]> [T/34 A& (DeviceManagement) | > [&RIAEERY—FEY T4
(High Availability and Scalability) ]>[ASAY 5 X% (ASACluster) ) . HfbL7z1 v % —
T2A ADE=LZ Y T HEHZLTLTZES, PARTYOETENET LT, REDEENT
RXTO/— R ENTH, ~NAF =y ZHBREEHEGICTEET,

A B =T A A, VAT A, FETTAXEEY 7 IEERRE LIZGAEO BEIERES
DREE N AR~ A ZTHIZ1E, [AutoRejoin] ¥ 7% 27 U v 7 LET, %44 712 L C[Edit]
7w LTIROREZITWVET,

+ [Maximum Rejoin Attempts] : 27 7 A ¥ ~DHEFEG OFITEIEZ EFHRT 572912, [Unlimited]

F721T 0~ 65535 DHIFTHEARELE T, OIXABHFFEEEZT A E—7MICLET, T
TAV MElE, 7T AE A B —T 2 A ADOEAT [Unlimited], ¥—4% A >4 —7 = A
2B LY AT AOBREIE[3] T

* [Rejoin Interval] : FfEAATHBOREZ ERT D722, 2 ~ 60 OFIPH CHIREAE X E L
F9, T7ANVMEIZEGTT, 7T AX~OBESINE J — RPRITT DR KGR
otk DBEEFE ARG 14400 43 (10 H) IZHIRS4LE T

* [Interval Variation] : 1 ~ 3 O#PH T E L T, MBEAEMSELNEIDEERLET
(1:E®ERL, 2: HATOMRO 2%, 3: ERTOMRD 3 £5) . =& 2%, MRE 55
WCRRE L, 0% 2ICRE LTS EIE, PORITN 5 0%, 2 [BIHORITH 10 o0tk (2
x5) . 3BEEHORITAN200% 2x10) &7V ET, T AN MEIX, FTAX A HF—
T2 A ADHEIT[]. T—F A v Z—T =24 ZAB LRV AT LOAI1E[2] TT,
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525 P noEEnEE [

77 4V FEREIZETIZIX, [Restore Defaults] 27 Y v 7 LE 7,

ATy T4 [Applyl 227 VU v 7 LET,

7S5 RA3 TCP ERDEEDERTE

TCP #fii D 7 7 A X EWHOBIL A HME LT, T4 L7 XN 7T v 7 7a—ElRORBIEIC
L FE AW v —CBE# T 5 TRERIESE) ZHRTEET, T4 L2 X/ I Ty
T 7u—=PMERESNDENC =y bRKET L2551, Enb0T7e—2EETHZ LILTE
FHA, FRRIC, 70 —%2ET 2RI T 7 0 vy 7Bl =y MIHHEINLIHGE. it
nNxERETHZ LI TEERA, TCPOT X M Z ML D N7 7 4 v 27 O TCP DR
DBEIEEF L LR NWE ST HHERH Y £,

FIE

X T w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication]. DNIAIZEIR L £,
ATV T2 [Add| %27V v 7 LTROEEHRELET,
* [Replication delay] : 1 ~ 15 O#iH TR 2% E L £7°,
« [HTTP] : 3 XCOHTTP F7 7 4 v 7 OBILEFRE L £,
* [Source Criteria]
* [Source] : IEZILIP T RLAEZHELET,
* [Service] : (A 7'Ta ) FMETLAR— FERELET, W@HFIX, EEICELITIEILR—
FOWTNDERET D0, WL BITRELEEA,
* [Destination Criteria]
s [Source] : 584G IP 7 KL AZFHREL 7,

e [Service] : (A 7'Ta ) FEeER—FERELET, @FIL, FEIXCEITFEIER—
FOWFNNZRET D0 WL BITRE L EE A,

ATy F3I [OK] &7 V7 LET,
ATY T4 [Applyl 227 U 7 LET,

YA FEREEDER

E
A N2 TAZY T DRE, RN ELEMETD 512010, BIEEH A v XTEE

_'j—
j—
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B /5x570—=zev7 0mE

HS5RA 72— EEYTFLDEFE

LISPO T 7 4 w7 2BELT, h—_"=0VA NEEZBHTIHFICTu—F YT %48
Mz TEET,

LISPA A7 g /ZDNT

LISP {ZDu T

ASA LISP ®H R — |

LISP DA KZ A >

LISP N7 7 4 v 7 2HETHZLET, A MNEO7e—DFE ) T 4 2HhIcTEET,

VMware vMotion 72 E DF —Z L Z— R~ U DFEE Y T 41Tk o T, =37 947
v b ~DOEG MR D ERIFFIC, T2 A —REBEITEET, ZokoRT -4k
Z—=P—=NEEYT 4 &2V R— T2, P—"OBERFICT— S ~D AT — & —
ZREHHTELMEDNH Y £7, Cisco Locator/ID Separation Protocol (LISP) O7 —F%7 7 F ¥
. 731 A ID, DEV = RARA 2 MID (BID) D%, 2EVL—FT 47 nlr—
% (RLOC) B2 ODRRDF L NY T AR=ZIHHE L, b—"OBITEZ 7 T4 T b
WXL CEBIICLET, 72& 2 E, T—BF LW BEi L, 7 747 b3 —IZ
N7 47 %EETHE, V—ZIFTHLWEFIC N7 74 72U XA L7 NLET,

LISP CiX, LISP ®iJj > v b—% (ETR) . AJJh> o —% (ITR) . 77 —A K
Ry TP —%, =7 U (MR) . BB~y 7 — MS) REDOHD—EDI—
JNZBW TN —F LV —"BUETT, T—PBRON—Z TR INTND Z L2 —0
Ty —ANEKY T INV—=EZNEINTHE, FONL—=Z[IMDOTRTONL—Z LT —HZX—2 %
FH L, 7747 MIBRINTWDLITRN N7 7 4 v 7 #RITZE LT 7L, #
LW — SNOEGFICEETEDL LT LET,

ASA IZ LISP BIRZFAT L ERAN, BITOEFIZEATHLISP N7 7 4 v 7 &L, v —
LVRAIR 7 T2 o TEEDT-DIZZ DOIFREMEH TE E T, LISPOREEITORWVIGE,
Y= DBH LY A MIBETLE, FT T4 v 7307 e—F—F—0RPYIT, FLw
A NTASA T TAZ A NR—=Z/20FET, FHTLWOASANENFA FDOASAIZNT 7 4 v
JEERE L%, W ASA L, P ANZRIET LD N T T 4 v 7 EH LT A MZEY
WTMENBYVET, ZOMTT7 4y 7a—dKETlEe<., ThraryrR—=v7] F7=2X
(~NTE=07) IR ET,

LISP HEAIZ LD, ASA 7 T AKX AU N—X, BHIOKR v 7 )L—4 & ETR £7/2X ITR [H TR
DY SNAHLISP T 74 v 7B REBEL, 7Re—0OfBEEEZH LA MIEETX E4,

CASA VT AR AN —F, A DT 7 —A N Ky T L—F L ITR £7-1Z ETR OHIC
FAELTWARLERH Y £, ASA 7 FAZAKREIEREE S AL DT 7 —A hky
N—HRIZTHILIEITEERA,

cEEGMINTZ 7o —ORRYR—NEhET, —mfbEhiz7e—, Eoshiz>
n—, FLEfEc0 /= RIZBL WD 7o — 3 LA —F—li@3BEsnEzti, ¥
SEENTZ 70 —ZIZSIPREDT F ) r—varNEaEnTBy, Slvu—LZzn4~
TOF7u—RNHEUL ASAICL > TS ET,
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ASA LISP 53t

ASALISP D% .

I TAZFLAYIBLIP4AD T —RELZBE SE L7 TT, —#HOT7 7Y r—a
YT NEDND AR H Y 7,

cFEFO 70— £ X E VR ACARA R TRWT 0 —DE4E, A—T—0BENIA A TR
WHEEMERH D £, A A7 v a RN v—2RETDH LI, ZOBETHR— b
SNDIT T4 DEATEHGIEITEES, Flo, 7r—FEV T A ZRAIRR T
T4y ZICHIRT 2 0ENH Y ET,

Z OMEEIZIE, BHEOMEICBRT 2R ENGTENTVET (ENHIZOWVWTITRTIDE
THBALET) o

1

(fEE) SABNERIEIT—NIP T FLAIZHESSBRAEMNZR EID OFR : 77 —A bk Fy
T IV—H1L, ASA 7 T AZNEE L TWARWERA FEZITR Yy PU—Z I EID @A v
TV EEETIHGENDHVET, T, 7 TAXCHEET LV "FETRy b

U —7 OFHIZEID ZHIRTEET, 2L 21X, 7 TRAEZNR220H A NOHRIZEHE LTV
D3, LISPR3ODY A R TEITEINTWAEAIL, 77 AZICEHELTWS 205041
MZxF L TOREID 2 F O L LENH Y £,

LISP N7 7 4 w7 A VAT a2 ASA X, 77 —A bRy 7 L—% L ITR £721%
ETR O TEEENS EID A A v B —I128WW T, UDP AR— k 4342 DO LISP 5
T4 vV ERELET, ASA L, EID &U 4 b ID #BHEAIT S EID 7 — 7 VA RFFL £
T, e xE, BRUIOB Yy T NV—FDOHEFEITLIP T R AL ITR £721X ETR O%EE7 KL
A% HOLISP T 7 4 v 7 ERETDOMLENRHY T, LISP hT7 7 4 v 7T 4 LY
ARFED LB THNTEOT, LISP N7 7 4 7 AT 7 A2 REBOILFIZSM LN
LICHEBELTLLEE N,

BESNIE NI 74y TO7u— YT 4 2HMNTHY—ER R —: VR
AINVTAANIR T T 4w 7 T7a—FE )T 4 2ANTINENHY £, 2L
X, 7r—FEE U7 4%, HTTPS N7 7 4 v 7 OHRIZHIR L2V | FFEDH—3 & DI
TRV SND T 7 4 v 7 OBRIZHIRLIZY TEET,

YA FID: ASAX, K7 TAZ ) —FOY A FIDEFERALTHLWOA—FT—2HELE
7,

Ta— VT 4 EHMNIT DI TALZLNVDORE : 7 TAX L)L THL7r— FE
VT 4 Z2HNTHVENRSY £, 204 /A7 OB AHEHTHZ LT, BED
JIGADNT T4 v T ERIEIT ) r—va kLT 7ue—%2E )T 4 2fHHICAD £
i cE £,

LISP A » AT 2 a V DRRIE

LISPO T 7 4 w7 2BELT, —_"=0NVA "HZBIHTIHFICTa— YT 4 %28
M TEET,
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B usprozxxsvaone

&

ATy T2

1R BHHEIIZ

cASA VT AL DEANRTG A—ZDRE B82—) - T, KV TAX 2=y b &
A NIDIZEY B TET,

CLISPO NT 7 4 v T IHN A VAT ay NFTT 4w 0 7T ATEENRN-
O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHDO 7 7 A%FET HHLENH Y F
‘j‘o

FIE

(fEE) LISPA > AT v ary~yTEHFELT, IPT FLAZEDSOTHRERF D EID &

flFR L, LISP OFRiHAF—Z2RELET,

a) [#R (Configuration) 1>[Z7 74 72 +—JL (Firewall) 1>[47< x4 k (Objects) ]>
[#E~ v 7 (Inspect Maps) ]>[LISP] &R L £,

b) [Add] %27 Vv 7 LT, Ly 7 EBMLET,

c) 4l (K40 3X7F) LHHAEZANLET,

d) Allowed-EID access-list {22V Tld, [Manage] #7 UV v 7 LET,

[ACL Manager] 2358 & £7,

Ty —A KKy T N—HELITITRETR 1L, ASA 7 7 AZBEE L TWRWAR MET
IFX Yy NU—ZIZEIDBHIA v —VE2EETLZERHVET, 20D, 7 F7RAFIC
B 5 —N_"—F = E Ry NU—7 DHRICEID #HIRC&x £, 7m&ziE, 77 AN
2O0DY A FORIZEEG L TWBN, LISPA3 DDV A S TIEITENTWHEAIE, 7T
AFICEHELTWD 20094 M LTOHREID &0 0LENH D £,

e) 77 AT UA—IVDORENA RIZHE->T, D7<EH 120 ACE TACL ZEL E7,
f) MEISUT, BREF—FATILET,
b —%2 a3 — L%A1E, [Encrypted| v a v RA¥ a7 ) v 7 LET,
o) [OK] %27V vr LET,
F—ERARY = =L ZBEMLUTLISP A VAT v a v EFRELET,
a)  [HRL (Configuration) 1>[Z 74 72 4—JL (Firewall) |>[H—EXKRY —)L—JL
(Service Policy Rules) 1% 3&IR L £,
b) [B (Add) 1227 Vv LET,

c) [Service Policy] ~X—C, A X —7 = A A~D/—)LE 72137 10— L7 —)L % il
% l_/iﬁ‘o

MEOY—E A R) > —THEAT I LORHNIE, ZORY —Ib—LZ&BMLE
4, T 74/ h T, ASA (Tl global_policy L MEEND 7 o — L R =g ENE
T, RV —%7m— VU@ LRWSEEIE, A2 —T7x2A XAT L1 DO —F
ARY —FERTHZE B TEET, LISPA VAT vavid, WHFBICNT 7 4 v
JICHEHT 5720, BETLEMEOT DA LV H—T 24 AT —ERRY v —% i A
FTHUEETHVETAL, NT T4y BB RO 7 TR BT 556, V—LEEH
THALH =T oA AIHADT DT 7 4 v 7 DT XTREEEZITET,
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ATvT3

ATvT4

d)

2)
h)
i)
j)

k)

usp 1 vz~ avonzE |

[Traffic Classification Criteria] ~—73""C, [Create a new traffic class] &2 U v~ L. [Traffic
Match Criteria] @ T8¢ [Source and Destination IP Address (uses ACL)|& 4 > IZ L E T,
Next] #7 U v 7 LET,

AVANT A BAT) T T4 vV BIBELET, 77 —A M ARy T —4 L UDP
R— R 4342 ODITR £72IXETR DO 7 7 4 v 7 ZFE L £ 7, IPv4 ACL 3 LTV IPv6
ACL D EBHHITH N L TNET,

[Next] 27 U v 7 LT,

[Rule Actions] 7 o« #'— K ~_X—F72F ¥ 7T, [Protocol Inspection] % 7 Z &R L £ 7,
[LISP] F =y /Ry 7 A% A N LET,

(A7 a ) [Configure] 7 V w7 LC, /B LTcA U ART g~y THBERL
ESr AN

[Finish] #27 VU v 27 LT, #¥—EZXA RY > — L—LZRFELET,

P—EA R — L—LZBENMLT, BEER NI 74y 70O 7u— )T 028 LFE

—é—O
a)

b)
<)

d)

e)

2)
h)

)

i)

[#8mk (Configuration) 1>[Z 74 72 +—JL (Firewall) 1> [H—EXKRJ >—)L—)L
(Service Policy Rules) % i®R L 7,

GEM (Add) 1227V v 27 LET,

[Service Policy] ~—""C, LISP A VAT v g VIMEHAT AR LY —E AR v—%i%

WLET,

[Traffic Classification Criteria] ~X— " C. [Create a new traffic class] &2 UV > 7 L. [Traffic

Match Criteria] @ T [Source and Destination IP Address (uses ACL)]Z 4 2 L7,

Next] #7 U v 7 LET,

Y= N—= YA NEEHET D& EITHRERTA MIHEHV Y TTD, EOoRRA 7 VT4

AN T T4y 7 HeELET, lc&xid, 7e—EFE VT & HTTPS 77 1 v

IBIWELITHEDY —N—~D T 7 4 v 7 ORIZHIRTE EF, IPv4 ACL B X

WMPV6 ACL D E DL HIZH 5t L TWET,

[Next] Z#27 U v 27 LET,

[Rule Actions] 7 « ¥'— K ~X— & 7213 % 7 C, [Cluster] ¥ 7 Z %R L £,

[Enable Cluster flow-mobility triggered by LISP EID messages] &= v 7 AR v 7 A% A 12 L

*7,

[Finish] 27V v 27 LT, ¥y—EZA RY > — L—LZRFELET,

[#m (Configuration) ]>[T/%f A& (DeviceManagement) | > [EaAKERT—SE Y
T 4 (High Availability and Scalability) ]>[ASAY 5 R4 (ASA Cluster) | >[4 5 R4 &E

(Cluster Members) |DJEIZEIR L, [/ FAZ V77— VT 4 AT 5 (Enable
Clustering flow mobility) | F = v 7Ry 7 ZAZ&F I LET,

ATy 75 A (Apply) 127V v27 LET,
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B 5z —roum

DSARAZ/—FDEHE

JIGAREBALIHIE, 274 FXal—arvEEEL, V5RAX ) — NEEHTXFE
TO

HEH/ — DL DF LT —%/ — FDIEN

Hl# ) — R 7 FARICT —4 7 — R&BJITC& £7, High Availability and Scalability ™7 ¢
P—=REFEHL T —% /= N2BINTA5Z b TEET, /) — "7y —4%/— Rz
m¥dse, 77A2GHY 7 2R ETE, BINT LT —4 /) — RV TAZ A F—T =
AAFT—RERECTEDEVNI AT v bBHY £,

FlolEk, 7%/ —RKinrs AL, /S RETEHEI FAX Y TERETHILEHTEE
T, 2L, VTRV T ERA =TI LTERIE, ASDMtE v &g VRIS DT,
T 20BN H D 7,

58 H BRI
e wNT AT HAN ET—RTIE, VAT LAFTAXR—ATROFIEEZFEITLES, 72
VAT Aary7 4 Xal— gy ET— FIZA>TWRWESA, [Configuration] > [Device
List]) XA > T, 77T 4 TIRTNNAAZADIPT RLAD FIZH D [System]| Z X T/NT V) v
7 LET,
EHA Y NT— LTI = RN T T a7 4 Xab—a L EEETIRAIL. T—
B )—RIZT 7 ERARERIP T FLARSH D Z & 2R LT E,

FIE

AT w71 [#R (Configuration) 1>[7 /34 XA EE (Device Management) | > [ERI M ERT—FEY
4 (High Availability and Scalability) ]>[ASA%Y S X4 (ASA Cluster) |>[9S5RA AL
/N— (Cluster Members) | DJAIZEIR L F7,

ATv 72 BN (Add) 1227V v27 LET,

ATV T3 RONRTA—ZERELET,
« [Member Name] : Z D7 7 A% A L SOEF ORI E 1~ 38 370D ASCIL L5 T E
Liﬁ‘o

o [A U N—DENARL (Member Priority) | : #lf#l /) — N®EMHIZ, =D/ — NOELNERL
1~ 100 OFHEHENTHRELE T, 1 BDEEOELIAM T,

o [7 T AXHEN Y > 2 (Cluster Control Link) ]>[IP7 KL A (IP Address) ] : fillf#l / — Ko
7 ALY 7 ERICRy hT—2 BT, 2T RAZEIHY 7 DDA N—IT R
DIPT RLAZEELET,
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k707497 —rizs |}

s JEBA 72 2 > (Deployment Options) ] fEIk T, K® [Deploy By] A 7v a2 > DWW Ui
ZIERLE T,

[T <CVUE— b=y MICLIZ~Y K& %{57 5 (Sending CLI commands to the remote
unitnow) ]: 7= NART v TREEZT —F /= F () BHIPT FLRCHFEL
9, T4/ —FEHIPT LR, 2—PF—4, A2U—F2AHLET,

s [k SN/ CLl 2~y FEFEICat— LT, VE— b=y MY fFT 5
(Copying generated CLI commands to paste on the remote unit manually) ]: 7 —% /— K
DCLITavwy Fahy b7 FN—=AFT&%, £721E ASDM @ CLI Y — /L & ffi
AT )ica~vy F&4 L E7, [Commands to Deploy] 7~ 27 AT, & T
THDOavry Fa@RLTat—LEd,

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually =

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet0/4
no shutdown
cluster group clusterl
local-unit asald
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- noconfirm

ATy T8 [OK]Z7 V7L, LI [Applyl 227 Vw7 LET,

7O T4T/—KIZHED
I ITARDIET T 4TI AN DIZNE, V7 TAX Y T ary7 4 Falb—ya 3R
BN, FO)—RETIITAFZ ) T E T 42— LET,

\)

GE)  ASAWR (FEIT, I NAT =2y 7 2T7—I1280) T 7T 472D E, TXTOT—
BAE=T A ANy MU ENET, BHEHA X —T oA ZADBNR T T 4 v
JEFEZETEET, N7 74y 7 7 —%2HEAIELITL, 7 TAX IV TEFOA, X —7
MZLET, T, 2O/ —FEI7 TRAXPLREEICHIRLET, BEHA V¥ —T A R
X, ZD ) — KB T TAZIP F—NAnbZ T Wo72 1P 7 RV AZHEH L THl & it X Bk RE
L0 FET, L, Ve—RLTHE/ =BT TFAXNTERT 7T 4 7 TERWEE (7
FTALY T INEN I RIE TR EERG LA ) | BEA V¥ — T oA AT/
FT, TNLBEOa LT X b—ra UERITE, 2 Y — VR — hEERTOIHNERH Y
E3
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B o —rroor—s/—rok7o74 Ttk

15D HHEIIC
cINNTF ATHRAL T RFOERIE, ZOFE AT DFETANR=ATIATLET,
FIEVAT A AT 4FXFalb—vay = RICA> TWARWEGAIL, [Configuration] >

[Device List] A > T, 77T A4 T72T /A ADIPT RLAD FIZ&H 5 [System] & ¥ 7 /L
7V w7 LET,

FIE

AT 71 [#m (Configuration) ]>[7T/\A4 RAEHE (DeviceManagement) |>[ErAEERT—FE
5 4 (High Availability and Scalability) ]>[ASA%Y S5 X% (ASA Cluster) ]>[9 SR A BE
(Cluster Members) | DIEIZEN L F 9,

AT 72 [Participate in ASA cluster] = v 7 Ry 7 A& 4712 LET,

GE) [Configure ASA cluster settings] 7= > 7 7R > 7 A% F 7T LRNWTLZEWN, 7
2T 2L, TRTCOITAZ a7 4 Falb—a N7 U7 &, ASDM 34
SN TWDLEHA =T =2 A FGRT N TOA =T A AT ¥y MY
v LET, ZOHA, BA T 51, 2 Y — L A= FCTCLIIZT 7 &
AT HMBERH D T,

AT T3 [Applyl 227 U v LET,

HEH/ — koD T—2/—FDETI T4 T4
F st ) KEIT 1T 4 FNT B, KOFMEETLET,

N

CE)  ASAWVFET /T 47D e, T _XCHOT—H AL H—T A ANV Yy ML SNET,

BHERAA LA =T 2 A ADHBN T T 4 v 7 BEZETEEY, P T T4y Tu—%HH
THINE, 7T7AX VT EEERNILET, BEHA VY —T oA AL, T —KNIZ

ABIP =N TSP T VAR L Tl EHaBERES 20 3, =721,

Jar—RLTh /) =R TAZNTEET 7T 4 7 TERWGGE (7T 22 7R
WRETHRELRFLIEGERE) | BHA V=T = A ZTENIRY F¥, ThlED =

T4Xalb—a MEEE 2y Y=L R— R EERTAVNERH Y 5,

1R8O HHIIZ

YNANF ATHEARN T ROHEIE, ZOFIEEV AT LFEITAR—ATETLET, £
VAT A AT 4 X2 b— g F— RIZ ATV WEA L, [Configuration]>[Device List]
NRAT, TITATIRTNNAADIPT RLAD FIZH % [System] X TV Vv 7 LET,
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s5z28~0Esm ||

FIE

ATv 71 [#K (Configuration) ]>[7T/31 RAEHE (DeviceManagement) |>[ErIHAEERT—FE Y
5 4 (High Availability and Scalability) ]>[ASA% 524 (ASACluster) ] DIEIZER L £,

ATY T2 HIfRd DT —4% /) — R&EER LT [HIBR (Delete) 1227 U2 LET,
F—H ) —RDT— ATy a7 4 Xal—2a EZRAUTHY ., FOREEELH - L
BB T—% ) — RFREHBanct&E£d,

AT T3 [Applyl 227 U v 7 LET,

D3RI ~DBSM

= RWR7 T AZNGHIBRENTZIGE (ol 2, BENBELILA VF—T = A ZDGE,
ELFAAR=ZFITHT 7T 4 72 LIEHE) 1, 7 7 AZICFHTHSNT DLENH
nET,

B8 HHEIIZ

« JTARN T HHAFI—T T HIZIE, Y= R — FNEFEHATLIMNERH D F
T, DA L F—T 2 ATy NET U ENET, 7272, ASDM T T AZ Y 7
FEICEMCLIZSA, REZMBEFELTCY a— KL 284815, ASDMTZ 7 A4
Vo7 HBOEMNCTEET, Va— g, FHA X —T = XN/ D720, =
VI T IR ANT TARY T O HME—DITETT,

eI TF AT XA T ROLEEF, ZOFEE VAT LFITAR—ATEITLET,

FEVAT L a7 4F¥alb—valy B— FNIA>TWRWESIX, [Configuration] >

[Device List] XA > C, T T 4 77T /N4 ADIP T RLVAD FIZH B [System] & & 7 /v
7V w7 LET,

« I T ABZSOFBMETITT DR, BEENRLESINTND I EE2ERLET,
FiE

ATYT1 ASDMICELET 7 AL TWDEEIE, BA 1 —7 /T2 /7 — FIZ ASDM % #efe L T,

ASDM TZ ZAZ Y v 7 HFOENNCT D2 LN TEET,

FLWAUAN=L LTEMLTWRWRY | 7 —% ) — RO Z 22 Y 7%l — Rind

BOAMCTHZ LI TEEHA,

a) [#mK (Configuration) 1>[7/\f X & (DeviceManagement) | > [ErRIAMELERT—3
E'JF 1« (High Availability and Scalability) ]1>[ASA% 5 X4 (ASA Cluster) | DIl
RLUET,

b) [Participate in ASA cluster] = v 7R v 7 A& A4 N LET,

Secure Firewall 3100 ) ASA 7 S5 X % .
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ATy T2

ATy T3

Secure Firewall 3100 D ASA ¥ S X % |

c) [Applyl %7 U v 7 LET,

ASDM #fE C&E WA 1 av Y — LT, JI7AX a7 4Xalb— a3y T— &tk
L/\i‘a_o

cluster group name

1

ciscoasa (config)# cluster group podl

JIGAR) T A 2 =T LET,
enable

552505 DRR

ATy T

ATy T2

T T AENEERIIET AT, VTAF T— A NI v T ar7Z 4 Xal—ra 2R
FHIBRT AMERH Y E3, &/ — ROBEOa L 74 Fal—valid TI/T7472=y
MMrGRIIENT) RUTHDLTD, ZITAZNLRET A E, 7 T7AX Y U THiDa 7 4
a2l —var iR\ I T TN T 50, IPT RLADOBAERT Db ar 7 ¥
L—a VEEELTHIOLLRVET Z LB 7,

IR BRI

a Y= IR —FEERHTAMNENLDET, 77RO aLr T4 Falb—ra BHRTS
L BEHA LA =T 2 AA AL T TRAEHIEY I HETe T R TDA B —T 2 A ANT ¥ v b
X o EnET,

FIE

T2 )= FRORE. 7 T7AZ) T EROLDITESELET,
cluster group cluster_name no enable

51

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

JIGABY) TN TF—H ) — R ETA F—T NIl TWAMIE, a7 4 X2l — g U5
FAEITH Z LT TEERE A,

JSGAR AT 4 Xal—arE U7 LET,

clear configure cluster
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ATvT3

ATy T4

ATy T5

ATvT6

HEH/, — KD

sims —rozE ||

ASALT, BHA L H—T AR TRAZFHI) VI 2 ELTRXTOA U F—T oA AT v v
T LET,

JITAR A B —T 2 A AE—ReT =T NMILET,

no cluster interface-mode

F—FNEar7sFab—rvalIRFESRVWED, FEITY vy FTO2R8ERHY F
RS

Ry T T ar7Z o Xal—rarBbdBt, FTar74Fal—raliiny s Ty
T arZ4Xal—varkgavr—LFET,
copy backup_cfg running-config

1 :

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

AT 4 X2l —a B AR— T FIREELET,

write memory

R T o7 a4 Xal—ya BN RWEEIT, BT 7 2A2H/BRELET, 2& %
X, A HF—T A AIPT RLVRAEZEHEL, ELWKA MEEITLLET,

=E
A\

TE KIS — REEFTDREOITIEL, /) — N Tr 7220 78 L, B Ll

=y FOBRREFFS> T D, 77 AZ Y 7 2BEGINITLH7ETYT, 6l —FZTs
J— RERBIIRET DLERD HE0E. COHOFIELEHR LY, =720, PREpm
EREDS AL, ZOFIAAMEM L THIE , — FEE 258425 & TR Fr vy 7Eh
DT, HrLWHIE Y — B L THiz fHESL T 2 =R H Y 97,

HilfE ) — R 2B 512FE, ROFIEZFITLET,

1R BRI

YNATF arTXRA N T ROBEIE. ZOFHE VAT DETAR—ATIITLES, £72
VAT A AT 4 X2 b— g E— RIZASTW WAL, [Configuration]>[Device List]
RAVT, TITATIRT A ADIPT FLAD FIZH D [System| 2 X T NV7 Vw7 LET,
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B /5xs265c0a< roxs

FIE

AT 71 [Monitoring] > [ASA Cluster] > [Cluster Summary] % 3 L £,

AT9FT2 Fay7Zo )R Mol ) — RiZT 57 —4% /) — RE&ERL, #lill ) — RIicT 282
Vw7 LET,

RT9T3 HlHl ) — ROELEMRTHEIICRODLENET, [Yes] 227 Vw7 LET,

ATV T4 ASDMZEZRKT L, AL 7 TAZIP T FUALEMEN L THER L ET,

_ . W
HDSRARERTOATY FOETT
avy K& TAZRNOTRTO )/ — RIZ, EFREFED /) — REETHIE. ROFIEZ
FIFLET, show a2~ RETRTD /) — RIZREETE L, T_XTOHAPINE S U THIE
D) —RKparyy)—iFzrEnET, Fofoa~r R, 728 z1F captureC copy . 7
TAZBERTOFATEIEHTEET,
1a s BRI
A< RIAL v A H—T oA A Y=L TCZOFNEEZEITLET, [Tools] > [Command Line
Interface] % &R L F 7,

FIE

FRTO/ = Rica~y FERELET, /— FAGEE LA, HED / — FICEEL
EX

cluster exec [unit node_name] =~ > K

51

ciscoasa# cluster exec show xlate

) — R&&2FRTHI21E, custer execunit? (RIED / — RERELS T RTOLARINERIN
%) EASTHH, showcuster info i~ RE AT LET,

il

FILX Y 7T Y77 ANET TRAENOTTO ) — RS REFFIZ TFTP — N2 =
E—3 22X, il — FCkoa<r FEANLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap
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asasszane=4y>5 |

BEDPCAP 7 7 AV (% — K6 1 5F2) B TFTP h—NZa v —ahEd,
SHEDF ¥ T v 7 7 A NAHIITEEIZ , — RABAINE 4L, capturel asal.pcap.
capturel_asa2.pcap 72 & L7 D £4, ZDOHITIX, asal & asa2 [T/ T AF /) — R4 T
j—O

W OFITIL, cluster exec show port-channel summary =~ > KO L, 77 A XD
4%/ — R ® EtherChannel {F#N R RSN TWET,

ciscoasa# cluster exec show port-channel summary
master(LocAL) :***********************************************************
Number of channel-groups in use: 2
Group Port-channel Protocol Span-cluster Ports
—————— L it Lt i
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)

Slave-******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e Ao
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)

ASA D SARADMDE=RY2Y

7 IAZDIREBLER AT —BILO NI TN 2a—T 4 VT TEET,

DIRAZRAT—FADEZ=R) VY
7T AZDRBEDE=H Y 72OV TIE, ROBHZBB LTS,
e [Monitoring] > [ASA Cluster] > [Cluster Summary]

ZORLUATIE, B TO ) —RE I FRAXDOFDOMD ) — ROERRERINET,
Fm, O T IASY )= REEFETLHZENTEET,

* [Cluster Dashboard]

T34 <) ) — RDOKR—L_X—TD[F T AL H v 2R — R (Cluster Dashboard) ] & [Z
FALT 7 AT T —& v 28— K (Cluster Firewall Dashboard) ] Zfifl L CTZ T &
A=K TEET,

HSRAREDIT Y FOF Y TF v

7T AETONRTy hOXvr FF v ICHONTIE, ROBEEHAZHEL T 7ZE0,
[Wizards] > [Packet Capture Wizard]
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B /sx5vv—z0x=5y>y

JFGARBIRD NT TN a—TF 4 T Y R— 512, Bl — R ETos I AZEE
N T4y 0DF Yy PFvZHEMMILET, ZNT, ZI7AFZNOTITOT—F ) —FTh
HEIRNZA N2 0 £,

DIRRAYI—RADE=Z YT
JTGARY Y —ADE=H Y U TIZONTE, ROBEHZ B L T 7ZE0,
* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [CPU]
ZONRA TR, 7T AY ) — RERO CPUENREZRT 7T 7 72137 — 7V E AR
TELIENTEET,

* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory], Z D<A > TlL, 7
FAK ) — RERD [22&% AE Y (Free Memory) ] & [fliH## A€V (Used Memory) |
BRRTDHTTTELNEIT T NVEERTHZ ENTEET,

D2RZ b2 7490DEZR)Y
JITRE NG T 4 I DE=ZY U TIZHONTE, ROBEIEESR LT E I,

* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections]s
ZDONA T, 7 TAZ AN BROE e~ 77 7 E 3T =T NV EERT S 2 &
MTEET,
[Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Throughput],
ZORA YT, JTAZAYNEBERD ST T 4 v 7 DANV—=T"y MR d 777 £zl
T NEERT D ENTEET,

[E=42 1 >4 (Monitoring) ]>[ASAY 5 X% (ASACluster) [>[7 SALERDE=S
1) >4 (Cluster Load-Monitoring) ]

Z Z TIZ. [Load Monitor-Information] 3 >~ & [Load-Monitor Details] =<1 > {22V T
LET, A—REZZ—BRICIT. BKEDOAN X —NVDI FTRALANDNT T 4 v
A, BLORESINEHBOAFEOFYE (7744 FTiX30) BERRINET, &M
b DA A & F2v 3 5121, [Load-Monitor Details] <A1 > Z{# H L 97,

— 2 — »
DSREGE) o ODEZR) Y
7T AZDREDE=HY 72OV TIE, ROMEHEZSRL T EE0,
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],

ZDRA T, 7T AXEEY 7 D [Receival] 3 L O [Transmittal] A EFE LA FKRT D
T TENEIT =T NVEERTHZ ENTEET,
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s52800—F1vv0E=8y>5 ||

DIREDIL—TA4VITDE=RYT
I TAZDN—T 4 TIZHONTIEL, ROBEZSZRL T EIN,
* [Monitoring] > [Routing] > [L1SP-EID Table]
EIDs &%+ b ID #7~"3 ASAEID 7 —7 V&R R LET,

— » N » E I-LI
DIRZYo0AX2 I DHETE
JIGREY L TOaX T OEEIZOWTIL, ROBEEAEZRL T 7ZE,
[Configuration] > [Device Management] > [L ogging] > [Syslog Setup]

7T ABNOE ) — RIiL, syslog A v —VZFRNCAERKR L ET, Rl—F721ZRR5T7 34 X
ID &% Tsyslog A vE—VHERTDHIENTE, VFITAXZNORI—FRITERD ) — FK»
BDOAYyE=VDIIHEDLZENTEET,

ASA S RB 1) 2T DAl

PLTFOFNZIE, — 728 ACTO ASA DY G AZBEEOTRTOaL 7 4 X2 l— 3 RN
HENET,

ASABLURAYFOaAT4xaL—a3>20f

WD T 4 X2 — g 1%, ASAL AL v TFBOIRDA o Z—T = AP LET,

ASAAL UARA—D A | RAYFA A —T A
R A

A —H v /2 GigabitEthernet 1/0/15

A —H %k 1/3 GigabitEthernet 1/0/16

A —Hxv k 1/4 GigabitEthernet 1/0/17

A —H % k1/5 GigabitEthernet 1/0/18

BAZY DA VB —T AR E—FK

cluster interface-mode spanned force
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ASA1 HlfHlA=w FDT— R +S vy TEHE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

cluster group Moya
local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0

priority 10
key emphyri0
enable noconfirm

ASA2 T—R 1=y rDT—FRA SV TEHTE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode

no shutdown
|

on

on

interface Port-channell

description Clustering Interface

|
cluster group Moya
local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0

priority 11
key emphyriO
enable as-slave

HELI=y FDAE—T (R

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode
no shutdown

|

interface Ethernetl/3
channel-group 10 mode
no shutdown

|

interface Ethernetl/4
channel-group 11 mode
no shutdown

|

interface Ethernetl/5
channel-group 11 mode

. Secure Firewall 3100 M ASA & S5 X &
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active

active

active
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Ciscol0S A v FDa> T4 FaL—vay

no shutdown

|
interface Managementl/1

management-only

nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100

no shutdown

|
interface Port-channellO

port-channel span-cluster

mac-address aaaa.bbbb.cccc

nameif inside

security-level 100

ip address 209.165.200.225 255.255.255.224
|

interface Port-channelll

port-channel span-cluster

mac-address aaaa.dddd.cccc

nameif outside

security-level O

ip address 209.165.201.1 255.255.255.224

Ciscol0OS XA/ v FNDaAV T4 Fal—>ay

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl1/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201
switchport mode access

interface Port-channelll

switchport access vlan 401
switchport mode access
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B =<7 vrtoo74791—n

ATAVILEDT7AT7o4+—IL

Node 1
management
10.1.1.1/24 (Pool; .2-.9),
: 2001:DB8::1002/64
© = @ - .| (Pool: 8 IPs)
i o = = = o
© E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 5001:DB8:2:5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

— ]

c""--—-—.__ ,_,.>
. | port-ch5 |
Switch o VLAN 10, VLAN 20 Trunk o
= o™
= =
3 <
= S
l @)
=
A y
Client Server

WieBEXa VT4 RAALUDODT—2 77 4 v 7121, #72% VLAN 3BT Hi
F9, & 2ENET Ry b U —27 HIZiX VLAN 10, #MEry FU—Z7 121X VLAN20 & L

T K ASAITH—OYEAR—IRH Y | INBAAL v FEFINV—FITHERSNET, FT
XU TBA R =T NI o TWNDEDT, MY 7 EOTXTO/ry b3g02.1q 1 74k
EN x4, ASA X, VLAN 10 & VLAN20 DD 7 7 A4 727 4 —/LTT,

A%y K EtherChannel ZfE 45 & &1k, AA v FMTI_XTOT—F VIR N—7{E
T 1o EtherChannel & 72V £9°, ASAWMEARAIREIZ /R o 728 B 11X, A A v FIFEY o=
=y MEATIrI 740 v 7 BB LET,
FE1ZY DAV E—T AR E—F

cluster interface-mode spanned force
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interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZY b2TF—22=Zy FDT—FR S Y THRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

A=y br3TF—4E22A=y bDT— R I Y THRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave

HE1L=w bDA B —T 24 AKRTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1

channel-group 1 mode active
no shutdown
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B 5o o0

interface port-channel 1
port-channel span-cluster

interface port-channel 1.10

vlan 10
nameif inside

ip address 10.10.10.5 255.255.255.0

ipvé address 2001:DB8:1:

:5/64

mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20
nameif outside

ip address 209.165.201.1 255.255.255.224

ipvé address 2001:DB8:2:

:8/64

mac-address 000C.F142.5CDE

S T4 9O DRE

Cluster Control Link

_ port-ch1
éﬁT - 192.168.1.1, .2, and .3
11C|
Node 1
BN /\ ethi/e
glp [ ethirz @5
A =N/ A\ ethi/8 (Y eth2/1 -
o
- ©
= -
?.lf\} 53 "SJ. 08 3
3 od 21z =g o
3 Y% S*=aT3 eth2/1] SVES
7y 2401 T T2
T =283 AR89
T mgmt P 3
N 25 3
m o
E¥aY %? =g\ ethie S9%e3 9
sl ] | J*l | eini/z &
o a\]ﬂJem@ NJeth2/1 | | @
v V i V V
mgmt |
management
10.1.1.1 (Pool: .2-.9)
2001:DB8::1002/64 (Pool: 8 IPs)

Switch

Lya-uod

WESAR Y FU—27 LANER Y FU =2 ORIT, M7 7 4 v 7 WIS CE £,

EoKITRT LT, ARl

WET, A
Ekiz
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BAZY rDA VB —T AR E—FK

cluster interface-mode spanned force

A=y MEIEHIZY FOT—FR S5y TEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZw br2TF—422A=y bDT— RSV THE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

A=y k3IT—RA=Y FDT— R SV TEHRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL
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cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave

HE1L=w FDA B —T M4 AKRTE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

A /N> K EtherChannel £ /Ny o7y T )2y (RFED8TFTHU T4 7/8
AR INA)

ESK D EtherChannel D7 7 7 4 7 AR — F DI KREIT, AA v T UMD §ICHIBEINET, 8
2=y bSO D T T AE NS Y, EtherChannel (2= Fd72 0 2 R— FZ2%E|0 Y THFE
X, BFF1I6AR—FDI L8R —FERAX L NA E—RIZTHMERHY £7, ASAIL, D
Vo0 %T 0T 4T EIZFTAZ L ANAZTD0E, LACP 2L Cxravym—hLET,

VSS. vPC. StackWise. T 713 StackWise Virtual 2/ f L T~ /L F A A » F EtherChannel % A
F—=T M LIEEAIE, A v TFHIOTUENEZFERTEE3, ASATIE, T XTOYEKR— k
BEPICA TR v FEFIE, RICA— FEFIBICERbNET, ROKTIE, FBBEO/NI DR —
Ry THIEL RN— k&Y (/=& 21X Ethernet1/1) . fLF [5—% | R"—hr &R0 FET (=
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Z/%> F EtherChannel £ /Xy 07y T U2y (ED8TH T4 TBRAINA)

& 2L Ethernet1/2) , /»— R U = TR OXMFELRIET 2 M ERH Y £7, 2F D, T
OHHY 7 XTI BEDAL v FPEIHERD . TRTOT—X U 73RO AA v F 3 & &
ROTWAMERHY T (UEAAL v TF VAT LAMEA SN TWAEE) . RORIE, 75
ABZBMT D=y FAMEZTU 7 OREMEM LI E &I, EOXHThdNnERLT
WET,

Router or
Access Switch

Router or
Access Switch

Router or
Access Switch

Switch 1

Virtual Switch Link

Switch 2

Switch 2 Switch 1 Switch 2 Switch 1

Virtual Switch Link Virtual Switch Link

3

1. Upto 4 nodes

2. 5thnode joined

3. Maximum of 8 nodes

JFHIE LT, FIDICTF ¥ RANDT 7T 4 TR— M ERRILL, D5 2T, 77T 477
HEIR— RN T I T 4 T T —2R—FOHDONTG L AEELET, SEHOZ=y N7 5
AZWBMUIZE&EE, VT 74 v 7R TR_RTCO2=y MIBEIIIHHENR2NZ L ITEER
LTLZEN,

Vo7 ERFIT A AOBENBE L X, RURAITLABEIAET, ZOFRE, v—F
NT oy TREARRRIREEIZIE R b b H Y £, ROKIE, 42=2 FDT T AH
ZRLTWET, ZO2=y rD12>T, VU JEENEELTHET,
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B =< FEtherChamnel /Xy s F YT UL Y HEEDBTHT 4 TBRE L)

Router or
Access Switch

Switch 1 Switch 2

Virtual Switch Link

=3
=2

v b U —27 NIZHEEL D EtherChannel 2 5% ET 25 Z £ b &2 b E T, IO TIL, EtherChannel
DNEBIZ 1D, FMBIZ 128D £7°, ASAIL. —F @ EtherChannel THlIfHl & 7 — % Ol 5 D Y
VI REERIEIC 2 S TG AT T AZNOHIBRSILE T, ZiHUX, £ D ASA BT TIZHER
Fv T =7 ~OERiE Ko THDIZEPDL LT, MRy NT—I b NT 7 4 v T &%
BT20%<T2HTT,
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Z/%> F EtherChannel £ /Xy 07y T U2y (ED8TH T4 TBRAINA) .

Router or
Access Switch

N\
74
7

=Y
&

-\/-N;e-‘”\

_/,,ff” Node 4

N 7
e

Inside

Switch 4

N Z

Router or
Access Switch

LAY DA VB —T AR E—FK

cluster interface-mode spanned force
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A=y MEIEHIZY fODT— R S5y TEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

AZY b2TF—22=Zy FDT—FR S Y THRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave
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A=Yy R3F—RA=Y rDT—FrRA RSy T

kg
it

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave

AZY MT—ER2=Zy FDT— RS Y THRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa4

cluster-interface port-channell ip 192.168.1.4 255.255.255.0
priority 4

key chuntheunavoidable

enable as-slave
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HE1I=y FDA 2V EF—T 4 RAKFE

ip local pool mgmt 10.1.1.2-10.1.1.9

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
security-level 100

management-only

interface ethernet 2/6
channel-group 3 mode active vss-id 1
no shutdown

interface ethernet 2/7
channel-group 3 mode active vss-id 2
no shutdown

interface port-channel 3

port-channel span-cluster vss-load-balance
nameif inside

ip address 10.10.10.5 255.255.255.0
mac-address 000C.F142.4CDE

interface ethernet 2/8
channel-group 4 mode active vss-id 1
no shutdown

interface ethernet 2/9
channel-group 4 mode active vss-id 2
no shutdown

interface port-channel 4

port-channel span-cluster vss-load-balance
nameif outside

ip address 209.165.201.1 255.255.255.224
mac-address 000C.F142.5CDE

W—T Y RKFE—FKHYAFEIISRE)2TD0TVERE

AN K EtherChannel Z i L7=/L—7 v K E— RIZ&$T B9 A "NEZ T ALY 7DD
X, OTV OEYIRRE L E=F Y Tk > TR £9, OTVIE, DCI &KIZ N7y M &
Rk 52 & T, BEAKEEZRLZLET, OTVIL, kT —7/LIZMACT R L R &2 4
HEXIZOH, DCIERIZZ=F ¥ A b Ty ML LET, MACT RL A OTV Hik
T MIFEINTWRWES, 2=y A~ Xy MIRey7SnETd,

0TV X E D5l

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs
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10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
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otv flood mac 0050.56A8.3D22 vlan 3151

YA FEEDOEHIZBRELZOIV I ILEIDEER

YA "N ET L LESEEIE, Ju— LV MACT RLREZZNU ET vy 7 L THE X D
W2, 74 V2% OTV MBHEIBRT AMLENRH Y £, HERWSDODDBIMRENH D £,

BEEEL CWD YA FTOTV AA v F LD ASA 72— )L MAC 7 RLRIZRITHAXT 4 v
7 o N EEBMTALERHY EI, 20 bIZk-T, KEHAO OTV iF4——1
A AV H—=T oA AZINHEOZY N ZBITEET, h—1"E7 T 472 MZASA HO
ARP = MU BT TIZH 256 (ZHIBFOBROSETT) | ARP IZHEE SRV
T, ZOFERLIIZRD FT, LER-T, OTVITEEET — 7 /LT ASA 7 72— 3L MAC
T R AZEETHESITIHY FH A, OTVICITEEET —7 LN 2 — S LMACT R L &
DR, OTV OG0TV A — N~ A f X —T 2 AA A% L TL=F % A h X
Ty NET Ty T 4 LRNOT, =%y A L Xy NI — " h 0 7 e —30 MAC
T RV Ry 7, BFOBERITUIB S E T,

//O0TV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151

//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

oY A FBETX LGSR, 74NV ZEHEBINLT, OTV CIDAZT 4 v 7 Tk
PHIBRTAMLENHD T, Fa—)LMACT FLADA—R_R—L A = NV EZ 7 UTT5
Wi, D OTV CHXAFIv I MACT RLR F—TN% 7 VT35 LRIEFICEET
KR

MAC7 RLR T—JLDI Y7

YA W WET L, T u—2LMACT RLAANDREZT v 7 2 MU 0TV IZiBIENn
HIEEIT, D OTV A —R—L A f L H—T = AD T 11—,V MAC 7 KL R Z528 T
XDHEVCTHMERDHY T, MOV A FREEBLEZL, 260 NI E7 YT T 540
ERHYFET, OTVOEET —TLICINbDTy FYRRNWT & 2HETH-DI1C. MAC
T RUVA T =T N EMLTHELTITEIN,

cluster-N7k6-0TV# show mac address-table
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s4 rmo 522U 506 |

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— -t ——————
G - d867.d900.2e42 static - F F sup-ethl (R)

O 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP X v v aDE=ZY LY

OTVIZ. OTVA LV A —T 2 A AR THFEEHLIZIP 7 FLRITHT S 712 % 2 ARP ~D ARP
FyvrahbfERFELET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

YA EYSRE ) 2T D

ROPITIZ, YR—hSND7 TAZHEANEZRLET,

Y4 FEIAEDMACTY FLRAELUIPT KL R ZE{#FEALT=X/\> KEtherChannel )L—TF Y

FE— ~DHI

WOBTIE, &A1 bOF—bU=A —F LN AR Yy NUT—7RNIEBRE SN (f—A b
U ANMEAN) 2007 =X B X —DFENTIUI2DDT T AL AUN—RHH55% R L
FI, VTAX A=, DCIRHO 7 T AZHIHY 7 Ic ko Tt s g, &1
A RNDTTAE AR —F, WER L OSNEHF O R v b U —271Zx%F LAY K EtherChannel
FEHLTCa—hv AL v F I8k LE9, 4 EtherChannel (X, 7 7 AZHNDOTXTHOY v —
VNCAR L ENET,

T —4 VLAN |, A——1L A [T 2F— ML (OTV) (F7EFREOL D) ZFH
LTHA MEICIBEESNE T, N T 74 v I BRI FAZETTHLILAEIZNT 7 4 v 27 3DCI
i L oY MZEE SNV E T DI, 72—V MACT KL A&7 0 v/
THTANEEBNTHLERSY ET, 1 OOV A "DV T AX ) — KPREIERREIC/L -7
BE. NI T4 v MDY A N DI T AE )= RICEEEND LT 4 NV FEHIRT D%
ENRHDET, VaclZHH LT, Z7a—S)LOMACT RLADT 4 )VE U I T H0ERH
DET, F32V—XT74 20— RBFF I N7 Nexus 72 EO DAL »FTlE, Zm—n
JVMAC T RLUAMNLD ARP Ny b a7y 7T 51202 ARP A VAT v a b T
HVERHY £9, ARP A A7 2 3 Tlid, ASA THA FOMACT KL A EH A D
IP7 RVADWGEZRET HLENHY T, 14 NOMACT RLADAEFET HEHEIX
VP ARP A VART Vg VEBEHIIL TS IEEN,
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B 5 -E50MACT FLRABETIP 7 KLR £ LR/ K EtherChannel L—F v K E— KOl

T IGARE, WERy NO—7 D7 — b= L THRELET, TXTHOIT T AKX ) — R
THAHEIND 7 a— V7 fEEMAC X, N7y NEZETLHEDFEFIERSNVET, #E
Ny NI, FDC T TZAZNLOY A NEADOMACT RUAZEHLES, ZOKREICX
D, AL v TFN2ODRRDEHR—NTHEOYA FBRITZ B—L MAC 7 R L A% FE
LTCLEIDEBHNTHET, MACT7 T v E L IRBEELZRVWE S, 1 B MACT KL &
DHEFEHLUET,

ZOLGEOYFT IV FIFRO LB TT,

e VT AIMNLEEINDTXTOHIINRNT Y M, V1 FOMACT FUAZFEAHL,
F—HAE =T —h T XAENFET,

« I TGARADTRTOAT Ny ME, Z7a— )L MACT FLARFEHLTEEINS
72, MOV A MZHDHERD /) — R TRETEET, OTVO 7 4 VX IZE-T, T—
Lo Z—ND KT T 4B —hT74 XZNET,

B s

QOutside
Global MAC

(blocked by OTV between si

Data Center
Interconnect

Data Center 1

Data Center 2
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

A /\> K EtherChannel F5 VAR7L Uk E—FK /—XY X Y4 FREIDOH

WOBITIL, WEL—4 LA — 2 ORI S iz (/=235 X4FAN) 2507 — 4+
VE—DENZIUC2 DDI TFTAE A N—R3bLEERLET, 7T AY AL N—E,
DCIEH D7 T AZEIHY o 7\ Lo TEEINTHWET, A FDT T AH A _"—T,
WS L UMD A 23 N EtherChannels 2 L T — /L A4 v FICHHF L ET, &
EtherChannel |%., 7 7 AZNDTRTDOY ¥ —UNZANENET,

KT =AY A —DNEN—H ENERL—2 T OSPF Z L, hT7 AT L |k ASA %
Wil LET, MAC LIZELRY, —ZDIPIZT X TCONL—F T—ETY, DCLIZEH=T A b

N— R EEDBTHZLIZLY, FFEDOYA N TTRTDT TFAZ AUN—=R3Z 7 LIV [R
D, NI 740738 T—HEUo X —NICHRFSNE T, 7 T A X NIERTRE OB & HEFFd
L7280, ASA BT HIK=a A Fo— ME, A FTRICT Y v A —T7 2/l %
VBENRH D ET, 1DODFA FDOTRXTDT T AF AU N—IEENEE LGS, N T 74y
JIIEN—2 00 DCIRERRTHOY A RD T T AH A N—|ZELIET,

KA ROAL v TFOEREIZIZ, ROLDOEEDHDDL LN TEET,

o Y1 K VSS. vPC. StackWise. StackWise Virtual : 2O F U AT, 5—F b Z—
LIZ1IBEDAAL v T HAL VA=V, T—FEBLHZ—2Z0DAL vTF &AL A F—)L
LEd, 1o0OF 7T a3 e LT, %\T Ao H—D7TFTAH ) —RKia—hILAA v
FRETFICER L, WEAA T T 7 40 v 7 IDCIERB LET, ZOHRA, #iolFs
W E DI T — LB X = LT = VICHERF SN E T, DCINRSR T 7 4 v
IR TE D5A, LEINUT, %/ — RZDCIRRHETHFD AL v F I T £
¢0_®% \F??%yﬁ@@ﬁ@?~5ﬁy&~mﬁﬁéﬂékb\DG%#%K@
[ Y oY e s 2 N1 7 N G

« &P A FDdr—7/L VSS, vPC, StackWise, StackWise Virtual : A1 v FOITEM:% @& o
LI, BV A MC2ODRBRDILEAL v TFXT A VA =L TEET, ZOHA.
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