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F ¥ 1) OBMELIWEA X —T 24 ADFREEZHRL T EN,

BHA LA —T 2 A ANMETT, ZOFHAS X —T A AL, V¥ —VOFHORIZ
fERENEy—VEBA X —T 2 ALFRLTEHY FHA (FXOS Tix, v —v
BEHA B —T = A AL MGMT, management) D L 9 7244 FTCERRINET) o

V=T TAE N TDgGE, AV — VIR UERAS X —T = AEBIMLE
7,

VXY=V TAZY T TR, AUNR—A U BE—T 2 A A% T TAZEEY 7D
EtherChannel (5 7 # /b k TIiEAR— b F ¥ /1 48) 2B L F 9, EtherChannel (ZR— h
Fx x) OEMEZSRLTLEIN,

VX —YWNITTREN T DA IN— [ Z—T 2 ZAEBMLRNTLIEE D, AV
N=ZBMTEHE, Y —FIDOITRAEIRNY—VETHD ERZ L, BIIEA
K Etherchannel DA %A TEX A L 512720 £,

[f 5 —7 x4 (Interfaces) | # 7 T, "— K FX¥ XNV A8 IV T AL ZAT DA X —
T oA R, AUNAE—T 2 A APEGEILTWRWEAIL, [EfEKEE (Operation
State) ] % [REX (failed) | EFRRLET, ¥ —V NI ZRAX Y T OYE, Z0O
EtherChannel (X A > /N f V¥ —T oA A% ME L LWz, ZOBEEREIZER L TH
WEHEA,

VX —VICR LA N, U F—T oA ZAZBMLET, 7T AXFHIEY) o 7F, K2 v—
DT A A v —H /L EtherChannel T9, T /3 A Z LT AA v T Tl EtherChannel
ZHEMALET, v —T /2 T AH Y 27O EtherChannel (ZOWTOFEMIL, 7T A%V
YT HARTA L EHIREE (122—) 2L TSN,

BT /34 A (Logical Devices) | Zi®R L £ 7,
m (Add) >[5 R42 (Cluster) 1 %227 U7 L, RONRTA—REFZELET,
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| Firepower 4100/9300 1> ASA & 5 X &

ATv74

ATy Th

ATvT6

asa s 525206k

Add Cluster x|
I want to: Create New Cluster ki
Device Name: clusterl
Template: Cisco: Adaptive Security Appliance G
Image Version: 9.13.0.6 v
Instance Type: Native i
QK Cancel

a) [LEDEEME (wantto) |>[EH LWL SRXEDER (CreateNew Cluster) ] Z#R L £
D

b) TNARBEATILET,
ZOARNE, Y =V A= SN, PREHRELAIT > TA VX —T oA A%EHV Y THI
ODIZNETHEHALET, ZAUIT 7V r—ra VERETHHASNDIT A AL TIEH Y £
A,

¢) [T 7 b—1 (Template) 121X, [Cisco #ISHEF =2V T ¢ 77T A7 % (Cisco
Adaptive Security Appliance) ] Z &R L £ 7,

d) [Image Version] Z %R L ¥ 7,

€) [Instance Type] Ti&, [Native] ¥ A FDHNHKR—FINFET,

) [OK]Z27VUvyZ LET,

[Provisioning - devicename] ¥ .t > RUBRFRINE T,

ZDI7TARZIZRIN Y THA U F—T = AR L ET,

FIHV R TIE, TRTCOEGRA LV E—T A ZARED B TENTWET, wLF 7T AL
HATDA U HE—T 2 ABEHZLIZGEIE., T XTORREZMEREL, 1 DOBREIRLET,

BEPROTNA AT A arm )y 7 LET,

AT TRy I ANERISIN, IIOT— A NI v TREEZITIZENTEET, ZNb
DORTEVL., PIHBEAER, 72037022 VAR AT, @EOEHTIE, 77
r—3 g CCLIREDIZFEAEDEAEFTE £,

[7 7 A& (Cluster Information) ] X—C, IROTFIEEZFEITLET,

Firepower 4100/9300 O ASA 7 5 X & .
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Cisco: Adaptive Security Appliance - Bootstrap

Configuration

Cluster Information Settings

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis 1D:

?

*

Firepower 4100/9300  ASA ¥ 5 2% |

1
Site ID: 1
Cluster Key: sane
Confirm Cluster Key: -
Cluster Group Name: asa_cluster
Management Interface: Ethernetl/4 W
CCL Subnet IP: Eg:x.x.0.0
DEFAULT
Address Type: IPv4 only Bl
IPvd
Management IP Pool: 10.89.5.10 - 110.89.5.22
Virtual IPv4 Address: 10.89.5.25
Network Mask: 255,255,255.192
Network Gateway: 10.89.5.1

QK Cancel

a) VX =V TAZY L TTE, Yy —YIDT7 4=V RIZ, Yy—YIDEASLET,
I TGAEDE Y ¥ —ZEHADOID AT HIHLERHY 3,

ZDT 44—V Ri%, 7T AZHIEY 7 Port-Channel 48 |[Z A L X— f L B —T = A% B
MUTEBRICORERENET,

by YA NI TAZY L TDOYA, [ FID (SiteID) 17 4 —/L RiZ, ZOY¥ ¥ —r D
A4 FID%1~8DHPFHTANLET,

¢) [ClusterKey] 7 4 —/V R T, 7 7 ALY > 7 OHIE - Z 7 4 v 7 HOGRAEF — Z 5 E
LET,
HWEIL, 1 ~63LFD ASCIH LFFH| T, WHWEIT, F—2ERTHZOITHEHS
NET, ZOF T aid, 7—FR"ANTFTT7 v 7 (BEpkET v 77— MBS
By N E) WIEEEBE L E A, T—FRA N T 4o E, W7 VT XA
ELTEFEINET,

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &
asa v 5240k i

d) [7 7 A% 7 V—74% (Cluster Group Name) ] Za% /& LET, Tk, w7 /34 A
DY FALR T N—T4TT,

BT 1~ 38 XFD ASCI XFHTH D Z & BMLETT,

e
it

e) [Management Interface] Z 3R L 97,

DA HE—T A A, WRBETANA RAEEHTADIHEHINET, 204 HF—
T A AL, Uy —UEHR— N IR L 0T,

f) EHALH—T A AD[T KLAX AT (Address Type) ]| 2N L F 97,
ZOBERIL, ASARRETEIA VX —T oA AERET HLEOIHERINET, ROEH
ERELET,
s [FHIP7—/L (ManagementIPPool) | : BR#tAT RL ALK T T RL A& ANA 7T
HoTAJIL, a—HIVIPT RLADT—LEHRELET, ZDOIHD 1 OB A v
H—T o AHICEKE T T AX 2=y MZEID B THENET,

KIEKTH, 7I7AXAO2Z=y MIERILEOT FLAREEND LIICLTLES
V), Firepower9300 DA, T _XTHOETV a— /L Ay "BR#EE ST RNELTH,
V=V ZEIZ3DDT RLREEDLMLENSH Z EIZERE LTSI, 77X
HAEYET D TEDEEIX, 7 FLAEZEOLET, BUEOHI#E=y MIBT 51K
FBIPT RLAR (ALY V7 TFAXIPT RLAELMEIND) 1. ZOS—LO—ETlE
HVEEA, BT, FALEY FTU—TDIPT RLAD I DEAAL LI TAZIPT F
L ARICHER L TL7EE W, IPVA T RFL AL IPV6 7 FL A (EH 60— H]) &
FEHTEET,

XY NT—=OIRRGFIRTITLI«AvIRE
ek RT—HF— kYA

« URAHIPT R LA (Virtual IP address) | : BUEDOHIfH— =y FOEFHIP 7 F L R & E
LET, ZOIPT RLAE, 7FAZ P— )L T RLAELREULRY NU—2 FIZETE
LTWAKERHD F, F—ILIEENTWTIEERY FHA,

ATy FT  [Settings] N— T, UTFZFETLET,

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password: sesnnnna

a) [Z7747 74—/ E—F (FirewallMode) ] K v 7 X7 URXEINE, [T VAT
L b (Transparent) ] £721X [/L—7 v F (Routed) ] Z3&IR L £,

J—T > KE— R T, ThreatDefense | IR > NV —27HNON—X Ky F LRI NET,
N—TFT A TEITIEA H—T =2 AR T2y b REIZHY FT, —FH., FTF v

Firepower 4100/9300 O ASA 7 5 X & .
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ATvT8
ATvT9

ATy 710

Firepower 4100/9300  ASA ¥ 5 2% |

AXT LY N 7747 U4 —/iX, [BumpInTheWire] £721X [ATNVA T 7 AT U+ —
V] DEITHERET DL A V27 74T U+—ATHY, BEREINTZT A A~DNL—H
Ry 7 LTS EE A,

T 7 AT U F—E— RIZVHEREFICOARZELET, 7— A NT v 7 ORTE % FHib
HT 256, ZOREIXMEHINETA,
b) EHHFZ—HF O [Password] Z A ) L THER L, XAU—RZHMLET,

HATRE SN TWD ASAEFHE 2 —P (TR T — FoRIER I LB £ 4, FXOST 7 &
ANTELPRE, BHEL—Y RAU—Rasniz Xy FTEET,

[OK]1 %227 Uwv 7 LT, REXATRITHRy 7 AZALET,

[(R1F (Save) 1227V v 27 LET,

Yy —UI. BELEY 7 2T AR—=VarE A yra—RL, TV =Y a A VARH
VAT = FARNT O TRELEHA LI —T A AREE TS v 2T HI LT, TS
AxEANLET, [FWET/N1 R (Logical Devices) ] X—Y T, HLWVGHET A ADAT —
ZAZERLET, BT NA ZAD[AT—H A (Status) 12 [F > T A > (Online) | & FoR
SINTWDEE, BOVDOI TAZ Uy —VZBINT 50, VY —YNITRAZY 7 TT 7Y
F—=1a DI TAXOBREERBETEET, ZOT A0 ELELT, [EX=2UT 4FE
VU a— )LBRIHE L TWER A (Security module not responding) | E VYD AT — X ANFIRI I
LENBYET, TOAT—ZRIEFETHY, —HRETT,

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& |Fe || &
Status
@ online {ZC;' .*:B el

VXY=V TALZY T TR, VT TAZICROY y—vEBMLET,

a) Chassis Manager D f]D v ¥ —C, A LD [EEDZFK (Show Configuration) |7 A =/
Vw7 LT, BRARINDY TALZREL AL —LET,

b) WD ¥ — D ChassisManager \Z#t L. Z OFINAICHE > TR 7 /31 A Z2 8L £,

c) [MELREME (Iwantto:) 1> [BEFED Y 7 A Z ~DHNN (Join an Existing Cluster) | Z %R L
e

d [OK]%ZZ7 Vw27 LET,

e) [/ 7 AHZFEMD 2’ — (CopyClusterDetails) |7 v 7 AT, WAIOT ¥ — D7 T AL
ExMATT, [OK] 227 Y v 7 LET,

. Firepower 4100/9300 O ASA 7 5 X &
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) WHETFEOTSIAATAarz27 Uy 7 LET, 77 AXERITKIITFRNIZATIFEAT
TR, ROBRETELTLMLERDHY £,
e[ —ID (ChassisID) ]: —EDOv—IDEANHLET,
e 4 ~ID (SitelD) : ELWHA FIDAEZASLET,

* 7S5 RAA F— (Clugter Key) : (FRIICADEN TNV RLZ T AKX F—% A
HLET,

[OK] %7 Vw27 LET,
g) [tRTF (Save) 1272 VU v LET,

Ty —UE, HBELLEY 7 My T A=Y arEF v ran—KL, T r—var A
AP AT = MARNT O TRELEEA L H =T 2 A ARKEE S v a$THI LT, @
HFNAZEBEANLET, K7 TAX AL RN—0 [T /31 A (Logical Devices) ] ~<4—
T, HLWVGRBLT N, ZADAT —H AZMER LET, K7 T AL AL N—DFa#T /A
AD [AT—H A (Status) [IWZ[AF> T A (Online) | &EFXAINTEL, TV r— 3
VTUTAEDREERBTEET, ZOTrv A0 —8LLT, [EF2VT 4 EV2—
ARIEELTWERA (Securitymodulenotresponding) ] & WD AT —X ABRKRIIND Z
ERHVET, TORAT—HXRAFEETHY, —FFORIRETT,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

Pl B

ATy TN o=y FASAICHER L C, VI RAZ YV ITREEZDAZ~A X LET,

DS RE A NDIEM
ASA VT AF AU N—FBINFEITEEHBE LTI,

Firepower 4100/9300 O ASA 7 5 X & .
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Firepower 4100/9300  ASA ¥ 5 2% |

A\

GE) ZoFHEIZL. y—IoBEMFrEERicorERESNE T, 772X Y IR TITHERIC

ATy T

ATy T2

ATvT3

ATy T4
RATvTH
ATv 76
ATvT1

725 T\ % Firepower 9300 |[ZE ¥ = — VA BINE - IXEHRT 2546, Y2 —/WXAEINIZE
MEET,

1R BHEIIZ
BEFDY TAKIZ, ZOHFHLWA L ANHOEERIP T RLAT—VNTHL72IP T KL A
DEIN B THENTNDLIICLTLESY, ZNLSADEEIE. ZOHF LA R EB
THENC, B v —Y EOBIED I FAH T— A NT v TREXRET DVENH Y £
T, TOEFRIZXLVHIET A, ANHREN L F9,
A B —T oA ADERTIF. FLNO ¥ —L TORTEFUTHHLENH Y £, FXOS
VX —VREFTIAR—IPBIOA VAR— L, 2OFO B RERGHICTTHI ENTE
7,
INF AT HRARET=RNTIE, YOI TAZ ANODASAT 7 ) r—a T
Far7FXALT-REANILET, BINMOT TAE AN FwVF a7 A b
T— NREZ BEIICHR L E T,

FIE

BEAFD 7 Z A % @ Chassis Manager T, [fZl7 /34 A (Logical Devices) | %R L C [T
/NA A (Logical Devices) | ~—T % & E£7,

F Lo [#E % (Show Configuration) 174 2> (7)) 22Uy 7 LT, #RENDHZ T
AL DFEEE I —LET,

L v — @ Chassis Manager (28t L C, [:Bh0 (Add) ]>[2 5 RX42 (Cluster) | &7
Vw27 LET,

| Add Cluster 2|

I want to: Join Existing Cluster 7

Device Name: clusterl

QK Cancel

[l want to:] > [Join an Existing Cluster] Z &R L £,

[Device Name] (ZF@EET /S A A D4 FiIAZ AT LET,

[OK] %7 Vw7 LET,

[7 T AH§EHOD = 2 — (Copy Cluster Details) [ AR v 7 A2, BAIOT ¥ — DI T AHHE
ZREEOAFT, [OK1 227 U v 27 LET,

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 ® ASA 2 S5 X %
ASA: J7AT794—)LE—FEAVTHFR L E—FOERE .

ATYT8 BETROTNAATA w27 )y LET, 77 AZERITRPLITFANCATIERTT
B, WMOREFERETLLERD Y £,

*[>v—ID (ChassisID) ]: —EOYvy—IDEASHLET,
¥4 ~ID (SitelD) : ELWH A FIDAEZASLET,

* D3R5 F— (Cluster Key) : (FRHICATI SN TWARWY) RL7 7A% F—2 AL
£7

[OK] %7 Vw7 LET,

AT T [#1E (Save) 127V w7 LET,

Vx—UiE BELLEY 7 b T ANV arvEFyra—RL, TV S—var A VAL
VALT = MARNT yTRELEIA L E =T 2 A AREE T v aTDH LT, WET A
AEBANLET, K7 TAX AL N—0 a7 31 A (Logical Devices) | ~<—C, #H LW
LT NA ADAT —H AR LET, K7 TAX AU N—DGET A AD [AT —H A
(Status) 1T [A T A (Online) | &ERRINIZL, 7TV —2a T ITAZDRER
B cEET, 207aERAO—RELT, [EX2 VT4 EV2—ARRELTHERA
(Security module notresponding) ] & W) AT —H ANRFREINDZ ENRHVFET, ZORAT—
A ZTIEFETHY | —RRYZRIREET T,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

LA

@D R e

ASA: D747 94— IILEF—FKEQAVUTEFRMNE—FDEE
FITHNLFTIEE, FXOS V% —3N—TFT v R 7747 U0+— /L E— K, BLOY 7L =
VTHRANE—RTITAZERERLET,

« 77 AT UF—/LE— ROEHE : BEZICE— FE2EETLI12T, filfflza=y hTE—F
EEFLET, ZHIZXY, I _RTOTF—F 2=y bOF— KR —ET5 X o ICHEBRIC
BREINFT, 22 LTLKEZEN, 774 T UF—LE—F (VU7 E—FK) OF

Firepower 4100/9300 O ASA 7 5 X & .
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Firepower 4100/9300  ASA ¥ 5 2% |
B ash: 55 125—Tzqzo8E

EVNF arTEARE—RTIE, aVTFFARNTERE T 7A T U4+ —)L B— RERE
LET, EXxa2VT 4 avTFF A MNOREEZEZERLTLIEE N,

s AT AUT A RE— RICEE  BRRICY AT U TR R MR- RICEET 5101,
Hiflz=y hTE—FEETLET, THUCLY, TRTOF—F2=y hOE— FH—
BTALIICABNIICETFINRET, v L F a0 TFF RN EB— ROEMMEEBBLTL
722N,

ASA : T—R A3 —T 4 ADEKTE

ZOFNETIX, FXOSIZZ FAX ZREE LI L X7 TAXIZEHV Y Ton&T —% 1 v
B—T 2 ADIERWIRNRT A =B ERELET, VY — VM TAX) TOgE, T—4
A B —T = A AL IZ A K EtherChannel A > % —7 = A ATY,

)

(F) BEHALH—TzA AL, 7 T7AZEREBALEEEICHRRRESNE Lz, ASA TEH A~
B—T 2 A ARG A=A EEFEFTLHI L L TEETH, ZOTFIETT—F A V¥ —T A
WCESEZYTTOWET, BB v —T oA R, AN A U F—T oA R ETHBIIC,
ERIDA > B2 —T 24 ATT, FFHICONTIE, EFHEA VA —T =2 f R (65—) | &
SR LT &N,

18 BRI
XN TF AT HRARNET-ROBEIE, TOFIHEEZ AT LFATAN—ATHIBLET,
FLEVAT A a7 4Falb—vay EF— RCASTWRWEEIE, [Configuration] >
[Device List] XA > T, 7277 4 T72T /A ADIPT KL AD FIZH % [System] & ¥ 7 /L
707 LET,
e NI UAXRT LU N E—ROGAIZ, 7V oY IA—T%2RELET, 7V v IREA
P =T x4 X (BVD) ORELZRLTIZIN,
eV —VM 7 T AKX Y I AR REtherChannel 2 L CWAGE, 77 AX Y 7
MERICHANZIRDET, R Fr A7 —T7 o4 ATREBLETA, OB
KV, VRO T T 4 T TIE RV =y M NT T 4y I BEREES D ORI E
R

FIE

ATFYT1 arTFFARNEFT—RICEoTRDOEIITHEARLY £,

« V)V E— FDH4E . [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] 2
A IR ET,

s T E— ROYE, VAT LAFEITAL—XT, [Configuration] > [Context Management] >
[Interfaces] ~A > Z &R L 77,
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| Firepower 4100/9300 1> ASA & 5 X &
asa: 7—4 1 va—7x120%% |

ATY T2 AH =Tz A AL, [Edit] 227V v 7 LET,
[Edit Interface] A 7 2 VR v 7 ANERINET,
ATV T3 ROBEETVET,

+ (EtherChannel ®¥54) [MIO Port-channel ID] : FXOS TEHA SN 5D L ID Z AL
7,

« [Enable Interface] (57 # /L F TA TR £9)

ZOBEEDIEY DT 4 —/b L, TOFIEOEN,-THH L E5,

ATvT4 MACT RLABIOA TV ay NI A—FEFHETHITIL, [Advanced] ¥ 7527 U v 7 LE
7

 [MAC Address Cloning] #E8% C, EtherChannel ® F#)j/ 27—/ )L MAC 7 RV AZFRKE L F

Ty AZUNAL MACT RLZEZRELARNWTL SN, BRENET, BENSRR Y B
U — 7 OHEGRE % BET 5 7212, A3 K EtherChannel 12137 @ —/ )L MAC 7 R L
AEBETAVNENRHY EFT, MACT RLANRFEHBREINTWALES, £ MAC 7
RUAFBEORE2 =y MIBED 7, MACT RLAZERE L TWaWEAID, il
Hoa=y FREREINTELZE, FILWEIEH2=y MIA v F—T = A ZATEH LV MAC T
RUARZEHLES, iUk, —FRry NU—7 OEIERBET HRREMENRH D
e

<IN FaALTEFARNE—RTIE, aVTHRA MNEITA v F—7 = A 252 EHT 55T,
MAC 7 RLAOHBEVEMRZANZL T, FEITMAC Y RLAZRELZRS TTr LD
WLET, AL F—T oA ZADOHEIL, ZOa~v FEZEHLTMACT RL A%
TFTHCERETHDVENDDZ EIEELTLLIEE,

YA M7 T AE Y T DA, [ASA Cluster] fHIK T, 4 FEBEDMACT7 FLR %,
N—T v RE—ROLGHIXIP T RLAZRET H7-0I2, [Add] 227 Vv 27 LT, YA
FID (1~8) OMACT RLABIOIPT FLAEZRELET, K8 oDV A FTL
FLOFEAZ BV KL ET, A REHFDOIP T RLAX, 72— VLIP 7 KL A LR LW
T3y b EICHDHZVERSHY T, 2=y NTHEHAT LA FNEADO MACT RLAEB X
WIP7 RV AL, 2=y hOT— ATy T arr7 s ¥alb—Ta BELLEY
A FIDICX > TR £9,

ATvTh (A7 a3 ) Z @ EtherChannel |Z VLAN 7 A ' H—T = 4 ZAZRELET, ZOFIED
B OEZE, VT A =T oA AT S NET,
ATvT6 (wF ar7HF AR E=F) ZOFIEZETTLHHIC, 2 TFAMA U F =T oA A
ZEND Y THLERNDH Y £,
a) [OK]Z27 Vv LTERNREZRELET,
by A1 —TxA4A%EIVYTET,
) T—W—NRETHILTFANEELHLLET, [Device List] XA > T, 77T 47727
NRAADIPT RVADTFIZHDAVTHRAMMEL TNV v 7 LET,
d) [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] <A > Z BN L, I A Z~
ARXTER—=FF 3NV A F—T o AEEIRLT, [Edit] 27V v 7 LET,
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B ssav5z588E0024874%

ATvT17
ATvT8

ATvT9

ATy 710
ATvIN

AT T12

ATy 713
ATv 714

[Edit Interface] A 7 2 V7R v 7 ANERINET,

[Generall| # 7% 27 Vv 7 LET,

(FZ2AX7T LY hE—N) [BridgeGroup] Fu vy 77X JRXA MM, ZOA X —T =
AREEOYTHT Y v IN—TEFIRLET,

[Interface Name] 7 « —/L RIT, 4Hi% 48 SLFLUNTATI LET,

[Security level] 7 4 —/L FIZ, 0 (&IK) ~ 100 (Fem) OV~ Lz A LET,

=7 RE—FR) IPv47 RLRIZxF LT [UseStaticIP] A7 a v REZ %27 U w7 L,
IPBIXO~AZ%ZAS)LET, DHCP & PPPoE [V R — SN FHA, HA L MY —RA v
MEGEOSA, 318y ROV TRy kv A7 (255.255.255.254) ZIEETEET, ZOHE,
Xy NU—2 F-137 0 —REX AR T RLAHFADIP T RLAFTHENERA, FF %
X7 L b F— ROHAIL, EtherChannel 1 > % —7 = A A TiEL, TV I —7 A
VH—T 2 A ADIPT RLAZRELET,

=7y RE—=NF) IPVv6 7 RLAZRETHITIE, [IPv6] ¥ 7% 7 U v 7 LET,

N7 AT L b B— FOEFATL, EtherChannel f ' Z—7 = A A TIIRL., 7V w2 7
N—=TF A B =T 2 ADIPT RLAZRELET,

a) [Enable IPv6] = v 7Ry 7 A%&F NI LET,

b) [Interface IPv6 Addresses] =V 7T, [Add] Z#7 U v 7 L7,

[Add IPv6 Address for Interface] % 1A 7 1 77K v 7 ANFRIILET,
GE) [Enable address autoconfiguration] 47" z 3R — h S EH A,

c) [Address/Prefix Length] 7 4 —/L NIZ, 78— UL IPv6 7 KL AL IPv6 LT 4 v 7 2D
ESZ AN LET, =& %X, 2001:DB8::BA98:0:3210/64

d F7var) FANT RLALELTModified EUI-64 A > 4% —7 =4 ZA1ID i T 5
&, [EUL-64) F = v 7Ry 7 A% F AL ET, ZO%AIE. HUZ [Address/Prefix Length]
TA4—NVRIZT VT 47 AN LET,

e) [OK]Z#27 Vw27 LET,

[OK] %2727 U v 2 LT, [Interfaces] HIMIZEREY £,
[Applyl &7 U v 7 LET,

ASA : VS RABEDHAATAR

IR BRI LI-BICT — AN v TREEZEFTTIHHARC, 7 T7AZV VT ~)LVA T
=2V 7, TCPHEFEROEIE, “u— Tt )T, BIUOZotokE ke s, Bio
F 7y a vERETHHAE, Hla=y hTITHYZ ENTEET,

ASA VS R BDERING A —F DERTE

fillr=y b EDI TAIRELND AL~ A XTEET,
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1R BHHIIZ

e wNTFALrTHRRARNE—RTHE, filflz=y b EOV AT LAFATAN—ZATROFIEE FE
ITLET, VAT L a7 4 Falb—ay T— RIZA->TWARWEA,
[Configuration] > [DeviceList] A > C, 77T A 72T A ADIPT KLAD FIZH D
[System] Z X 77V v 7 LET,

» local-unit Member Name 35 X OV DO DA 7 > 2 > 1E, FXOS ¥ v — ¥ TOHRHKIE
TAHZENRTEXFET, F-. FNOLOF T aid, 7IF3AX ) U T EEHIC L TWAHE
HIZASA TOLLEETEET, O, WOFBEIZITEENTWVER A,

FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] D JI&
WBIRL £,
ATvFT2 (TE) ROFTarv RNTA—LEZRELET,

o [T AL A ROHIR (Cluster Member Limit) | : 7 7 AKX A L 8D KEx A 2 — 16 1[Zi%
ELET, 774NV MI16TT, ZITAXZBRRD 16 2=y FLD DR b
o TNDIGEIE, EBEOHE2=y MIERETHZ EAMRELET, FR2=v ML
ERETHE, VITAZOY Y —AFHN M ELET, &L, A—F7 N AZEH
(PAT) ZEHT 2546, filille=y MIFE I A A=A — T r v 7 ZEY
MCTHIENTE, FHTLZTFEORNVBINO=2Z=y NHIZAR— 2 TRTH0EN L
e ET,

Site Periodic GARP—The ASA generates gratuitous ARP (GARP) packets to keep the switching
infrastructure up to date: the highest priority member at each site periodically generates GARP traffic

for the global MAC/IP addresses. %A ~X>/ R EtherChannel ®~ =~ K & ¥4 Kk MAC X
WIP7 FLAZ LY A FID ZRET DL, GARP 3T 7 4L F THINZR D £,
GARP [{f# 2 1~ 1000000 2 E L E£T, 774/ b & 290 B TT,

T ITAEMBEEEINTZTA FTEOMACBEIIP T KL R E Ny RV A RNEAFD
MAC7 RLABIWIP T RLRAEFEHT LD L, 7 7 AXTZE L7 v M,
Jua—)VMAC T RVABEWRIP T RLREFEHALET, T 740 v RN r— L
MAC 7 R L AL EMICAER SR 0WEE, 78—V MACT RLADAA v FT
MAC 7 RVADH A LT 7 NBRETHARENERH D £9, XA LT 7 MEIZZ7 v —nN
IWMACT RVASND NT T 4 VIRAAL v F U T AT TANT 7 F X RRIZHIZY 7
FSYTF4UTEN, THICEOARN T =2 2B LI NEX 2 VT 4 FORMENKAET S 2
ERH FET,

[Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] : $%#5¢t D F-47
EAR=TMILES, TONTA=ZEIT 74NV FTIET A E—T N> THET,
ARDOEEE. 7T AL D ASAFTEBRICARMHHRZ L, AMOD»->THNDT A
A ZAMBAREDDIRNT SA AT LA 47 n— FLET, AREREZ 2T 2 H
@z, 1~360 DORANTIHELET, ZORTA—XE, 7= A Ty T ar7y
Fal—arOo—#HTER fl#flz=y b7 —Fa=y MNIERINET,
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[Enable cluster load monitor] : 7 7 AX AL ND T 7 4 v JAMEE=FZ—TE5H LT
720 F Uiz, xR, AR, CPUE AE VDR, Ny 77 Kay 7 ENE
FNET, ARMAETELAES. By FRAMAAHETX 2851F. 2=y O
7 TAL) e FBTHEDIT D0, IMEAAL v FOu— KRT v 7t s 50
FIBIRCTEXET, ZOKREIX, 774V FTAX—7 &N TWET, & xE, %
X —UIZ3O0DEF 2 VT 4 FY 2 —/LEEH S L7 Firepower 9300 O 2 ¥ — [ 7 Z
AZN L TDGE, VX —VHND2ODEXa VT 4 E 2 — NI TAZEHEND &,
ZDOY X —VICHTHECED FT 7 4 v 7KDY DFY 2 —/MTEE S, BARTICR
LAHBEMERH D 3, N T 74 v OAMEERNICE=4—T&ET, AMPETED
BalE, 2=y N T/ ZRAZ Y U 72 FETENCTHZ L 2N TE ET,

ROMEEFELET,

s [Timelnterval]: €E=% YV 7 X v E—MOK A, 10 ~ 360 B OHIPH THRE L *
T T 7 A4V MT 20 BTT,

* [ Number Of interval]: ASA 237 — % Z{RFFT D RIBOE A 1 ~ 60 OHiH CHE L £
9, T 7 4/L ME 30 TY,

N7 7 4 v 7 AR EFERT S, [Monitoring] >[ASA Cluster] > [Cluster L oad-M onitoring]
EHBLTLLESN,

[Enable health monitoring of this device within the cluster] : 7 7 A& L= FD~NVLVAF = v
IHREANILT, 2=y b —FE— s AT —=Z X XAyt —VHOMEE 30545
BOMTHRELET, 774V MI3PTT, F  Hilnva=y &7 7 AX|TBEMLT
WTC, ASAFETIEAAL v TF D MR URNERINDGE. 7 T AZNPERT HETIORK
RBZ RN T 4 E—7 ML, T4 =TSNV E—T 2 ADA L F—T =
AAE=LZY T ST 4 =T NICT H0ERSH Y £7 ([Configuration] > [Device
Management] > [High Availability and Scalability] > [ASA Cluster] > [Cluster InterfaceHealth
Monitoring]) . 7 7 A# & MR POEENET Lich, ZOWEEE FHEA X —7 /M3
HTENTEET, 2=y hONVRALHERT D7D, ASADV FALZ 2=y NI T
2L 7 iD=y M=M= M A v E—UZFELET, 2=y FIRY
REENICE Y 2=y bvb A= b E— s A vt —U2ZE LRWGAIL, 20T 2=y
MIBBEREELIZT v RRREBE RS ET,

[Debounce Time] : ASA XA X —7 = A RTEENFEL TWDHERRL, 7T AH)»
b=y FBHIRENDETOT AN AR EZRE LET, ZOKREICLY, 12—
T oA ADEEEZ LV REICHRHTEET, TAVCARREZELS T 5L, BRRHOFTRE
MEREL 2D EICHEBLTLKEEIN, AUV H—T A ADAT —H AFHNFHEAET D
ELVASAITA VA —T 2 AEEEL LY=L, ZT7AEZNba=y bEHIRT 5 F
THESINTEZIVRESE L9, 47 RENSBEBENRIEIZEIT L T\ 5 EtherChannel
O%E (AL vFNnVa— RENE, FREAAL v FNENT 7 - T A EtherChannel 73
E) L TAUUAREEELS TAHIET, D7 FAX 2= hOFMRHR— hDO/ KL
DIHNEWHIBRZNT T, 7 9AF 2=y FETA U H—T 2 f ARZT—FIRINDD
RIS ZEMTEET, T 74 hOT Y U ARERIE500ms T, A Zh 72 B OHFHIE 300
ms ~ 9 LTI,
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* [Replicate console output] : 7— % 2= r L Hlflz=> h~D a2V —VEREZ G

LET, ZORERILT 74 /L M THENCHRESALTWET, ASAIL, FFEDOEKRA X |
DIAELIZEXIT, AvbE—VREEa Y —VICHHTHHEERHVET, a2V —L
BWRAEA X—TNMZTDHE, T—F2=y b bflflz=y MZar Y — L RX vyt—TRn
EEENDIDOT, T=F—BNUEIRDEDFT TALDay ) —LR— 1 D1EF L7720
F9, ZONRTA=HF, =AM Ty T arv 4 Xalb—varo—@ciEinl., #l
=y "hbTF—F 2=y MIERINET,

HSRBEYUG 20— FEY T4 ZBMLET, LISP A L AT v a v OFKE (39
N—=) EBRLTLEIN,

[Enable Director Localization for inter-DC cluster] : 7 — ¥ % —DH A NHZ FZAX Y
T CNRT =AM ESETTI VRN v TR OBIEZ EHET 512X, T4 L7
g u—RVEB—va AN LET, BE, TLWERIEIr— R N7 23T,k
EDYFA NNDT FZALZ AUN=ICXVFAEESNET, 72720, ASAIET 4 L7 X Dtk
HNEALE DY A N TAUAN=ZEDYTES, T o7 Fn—RVEB—va kv, B
MDT 4 V7 ZBEEINAF—T W20 EF, Ziuk, A& LR LY A MIAFET S
=N T4 LI EE AREOY A MIRETES27 e — VT 4 L7 ZTT, TaHE
ET AV ZERIUYA MCEETHZET, N7 r—~ U ANRMELET, £/, LD
FTAHE CRENKE LGS, e—IA T 0 L7 21X, RUYA M THLOERTTAE %
BIRLET, 7T AZ AR =DR|OYA N THAINTWDERO Ty 25T 5
Baix, Zue— T L7 ARERINET,

[Site Redundancy] : ¥4 FDOEENDL 70 —2R#ET 57012, A NOTLEEEZGIC
TEFET, NI T v A —F =04 —F—L R U A MZHDIEGEIE. A FORE
ENL T —ER#ET D0, BMONY 7T v 7 d—F—0RRDO% A S HEIRI N
T, T4V Fxu—BVE—vart A NOTLERIIRI L OEETT, £0HH0D1
DELIEMFERET DI ENTEET,

[Enable config sync acceleration] : 7 —# .= "Dl = b & [A U OEA . Rk
DFMEAF 7L, fEEmEbLET, ZOBEIL, 7740 F T RX—T 1S
TWET, ZOMRIT=y FZEICRESN, fil#la=y "D T —F 2=y MNIIIHE
MINEE A,

GE) —WOREa~YY RiX, 7 7 AZEEOEEILE ERERH Y FHA, D
Davy FRa=y MUFET DHE. 7 7 AZMEa0mE B aMcz->T
WTh, RECFRMITFEICHELET, 7 7AFEEOEELEZEIESE DI
W, EHPEO R WEREEBIBRT 2 03B 0 97, show cluster info
unit-join-acceleration incompatible-config Z £ ] L T, A#ED /2GR E % R
LET,

* [Enable parallel configuration replicate] : 7 —# == k LI {7 L CTRELENFRBL NS
IO, #ilfla=y FEAENILET, £ Lane, AHBNIEFRIZET I, £< DR
BIRDPNDZ ENRHY T,

AT w73 [Cluster Control Link] fHIK T, 7 7 A XY > 7 O MTU 2% ETX 9, ZDHEIROZ DM
DA T a1, ASA TIERETEEH A,
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ATv74

ATy TH

«[MTU] : 7 ZRAZEHHHY I A4 o F—T 2 A ADRKIEEL=y NEEELET, 7 —4

AU H—=T 2 A ADHRRKMTU LD D7 &8 10051 MEWEEZEELET, MTU O

KAE% 9184 /34 MIFRE L. H/MEZ 1400 XA MIRETHZ EaBEIOLET, 77
ABHEHY T DT T 4 ZIZET =Xy NBEEREENH D, 7T XXl
YINET—E Ny NEIROY A RZIMZA T TAZ NT T 4 v T DA — "=~ RITH
ST HMERH Y 97,

72l 21X, AMTUIZ 9184 XA N THDHI-D, T—H A X —T x4 ADHKKXMTU IZ
9084 12720, 7T AZHEY 71X 9184 IZRETEET,

(fE#&) [Cluster LACP] fHIK T, AX T 4 v 7 KR— s OELIEN 2 H I TEEJ, ASA T
cLACP Z{#f§ L T. EtherChannel & %A N— XA v FDORIL T — 3 L %{TWET, cLACP
F AT —a ORI, R T AZND ASAITAEWCHEET LD, A4 v FI2iZ 1o

DO B TNAALAATHLIZPOL IR ZET, ZOEBOZOMDA T a i, 7T AKX

UVﬁ%ﬁ@ﬁﬁwaﬁAfb RETEEE A,
« [Enable static port priority] : LACP DX A F I v 7 R— s T I7A4 AV T 1 %T 4 B—7VIC

LET, —HDAL v TFIIXAFTIvI A=K T4V T 2R —FLTWVR2ND
T, ZONRT ALY AL v TFOEBERM ELET, 512, sEEIVEZI DT
T 4 772 A3 R EtherChannel A L /3D H R — RIS A F—T /2720 £ (K32 A
N) o ZONTGA=HEFEHLRNE, PR—NINDDIE8EDT VT 47 AN E 8
DAL IS AUIRDIRTT, ZONRT AR F—T M LT2HGE, AX A
AUNTHERATEEYEA, TRTCDAURIBT 7T 4T TT, TONRTA—=H|L, 7—h
ANT T ar74Xab—2arO—TIEARL, =y b TF ==y M
BRlanEd,

(f£&)  (Firepower 9300 ™ 7%) [Parallel Join of Units Per Chassis] fE}k ¢, > v — V\] DExa
U7 4 BV 2a—AR7 TAZZFREIZSINL, bT7 7 4 v 7 R3EY 2 — /L THEIIGHMmIN
TWHZ LR TEET, MOET 22—V LD DRV ANCBMLTIEEY 22— T, o
Va— VREEAR A TERVID, BEPLEO R T 4 v 7 ERET DI LNDY X

To

e num_of_units: ¥ 22— N7 FAZICSINT HRNCHERT LML ERH LR C S v — N

DEY 2—NVDOR/NE (1~3) 28ELET, T 74V MI1 T, 2FV, TV a—
Mif&@%\‘/“;%/vwﬁﬂﬂ%T BRI, VAR T A EaEWRLET, =&
21T, BEIICHELESEES . FFY a2 — WTRIOBIERMOM., 72133 27T ToE
V:~w@ﬁwwm7¢5ifﬁﬁbfﬂg&7xa_£MLE¢‘30#&1@%/1
NABIZRIERIFFZZ ZAZ DS MEZER L, R N7 7 0 v 7 OZEEZRGLET,

* [Maximum Join Delay] : #x KIEZERF Z 3 BAL (0 ~304)) THELE7, Z ORI
WTHE, BEY2—/MIMDEY 2 — VOERNRTE T T 50RO LERDT, 7T R
ZIZBMLET, 774NV MIOTT, 2FVD, TV a—/MIMOEY 2 — LVOUE(FEZ T
EREETIC, 7 7AZIIBMTHIEEBRLET, /BN EZ LICRE LSS, 20
X0 T HMERH Y £, RN Z 2 FIF3ICHRELESEA. ZOfiT 1L ki

TAVENHDET, ZOXA~—IFTE 22— TLDXA~—TTN, HAIDEY =2 —

WIRT FAZIIBMNT HE, ZOMTXTOEY 22— VDI A~—RBET L, EHDOE
Da— VNI T AZIIEBIMLET,
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ATvT6

1v8—7x42D~LR =8y v psvanERsonE

el 21X, RADNBEALE 3, RRKBIELZ SaELET, EVa— NI nE#TLHE, £DS5
DD EA v —DHIEINET, EV2— A 2R 20%ICEBTL L. ZO5HHOZ A ~v—
DG ENET, EVa—A3N 1 RICGEEL, TXTOEY 2 —AN45/55TY 7AL
WCBMLET, EPa—WEFAA~—DNETTHETHELETA, TV2—L3NER LA
WIS, BV 2=V LIES A A~—DKTIRHZZ ZAXICSIML, EVa2—L2 3L
9, B2 N2F XA ~—DNEE25HATWVWETHN, AA~—NRETITHETHELFE
A,

[Applyl 27 U v 7 LET,

AVE—DTITARADANILRA EZA ) 9B LVEEBHEEDERTE

ATy T

ATy T2

T2, BEHA L H—T oA AL WAUSNDA VB —T 2 A ADNVAE=L Y T %
TAE—TNITHIENTEET, F—FF ¥V ID, FLEFHE—OYIHA L X —T = A
AIDEEFE=H—TEFET, ~NAEF=HY TIEIVLANY T A X —T =4 A, F£721F VNI
RBVIZ EDORIEA V H—T = A ATIEETEINERF AL, 7 T7AZGY D=5 7
ERETEETA, 2OV 73T =F—ShTWnET,

FIE

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] DJIEIZEN L £,

[Monitored Interfaces] /R~ 7 A TA v H—T = A A% ER L, [Add] 227 ) v 7 LTEDA
4 —7 = A A% [Unmonitored Interfaces] &~ > 7 AZEHE L £,

AVE—T 2 A ARAT—R A Ayt —UICLoT, VorEEMBENET, BEOHMT
AVHE—=T A ADTRTCOYHER— IR, HEDOL=y b ETIEEENREAE LN, o=
=y N EORIUHEEA V H—T 2 A ATT 7T 47 K= BBDHEGE, TDO2=y MNIT TR
ZPOHIBRENET, 2=y FBF—V FIFENIZA U F—T 2 A A AT —H A A vE—
G L7 WIGAIZ, ASAWNA U N%E T T AENGEIRT D TORMIZ, /¥ —7 = A A
DEAT L, ZFDO=y NPHEILIEHFA N TH DL, 2037 TAXIZSMLE S E LT
HNNCE TRV ET, T74NVEFTIHE, ~MMAF 2w 7 TTRTCOAS X —T = ATA
=T NI TWET,

T2, BEHA L —T oA A WAUSNDA VB =T 2 A ZADNVAE=Z Y T %
TAR—TNITHZENTEET, F—FF ¥V ID, FLFHE—-OYHA X —T = A
AID ZfRETEET, ~"NAET=HY U TIEVLAN YT A o H—T oA A, £721X VNI R
BVIZR EDOEBA 2 —T = A ATIEFEITEINERE A, ZT7AFXEHBEY 7 0e=4Y 7%
BETEEHA, 2OV U ZITEICE=F—INTNET,

fAIE0O NARRUER (2237 —% A % —7 A 2ADENM/EIER., ASA. Firepower
4100/9300 > v —3/, FTFAAL v F EDA v H—T = A4 ADOHI/AEMNE., VSS. vPC,
StackWise, F 721& StackWise Virtual ZTEZKT 5 A4 »F DB #1795 & XI2iF, ~L A
F v VHREZ I L ([R%E (Configuration) > [T/34 R & (DeviceManagement) >
[ERAKE RS —SEY T4 (High Availability and Scalability) ]>[ASAY 5 X4 (ASA
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Cluster) 1) . EILLIZA v F—T =24 ZADFE=F VU T HEHICL T EE, FRrY
DEFENRZTTLT, A7 4Fa2lb—va EBERTXRTO2=y MRS H, ~ LA
F vV HEEEFEA X —TNMITEET,

ATFYT3 A H—T xR, VAT L, £ 7 T AZHIE) 7 ICEERREE LSO BBIEES
DREE N AR~ A ZT 521X, [AutoRejoin] ¥ 7% 27 U v 7 LET, %44 712 L C[Edit]
7w LTIROBREZITWVET,

« [Maximum Rejoin Attempts] : 77 7 A X ~DOFfEG OFATEIEZ EF&KT 272912, [Unlimited]
FTIL 0~ 65535 OFIPHACTHEARELET, OIFHBHFEFHEGET A E—7 M LET, T
T AV MElE, 7T AE A B —T 2 A ADEAT [Unlimited], ¥—4% A >4 —7 = A
2B LIV AT AOBREIE[3] T

* [Rejoin Interval] : FfEAATHBOREZ EFRT D722, 2 ~ 60 OFEIPH CHIMREA R E L
F9, T AN MEIZSHTT, 7 T7AX~OFEEGE L=y NBRITT DR KGR
(X, BtEORMDN S 14,400 7 IZBR B TWE T,

* [Interval Variation] : 1 ~ 3 O#FH T E L T, MBEEMIELNEIDEERLET
(1: %L, 2: BHATOMRO 2%, 3: ERIOMRD 315 . =& 2%, MRE 55
WCRRE L. B % 2ICRE LTEGEIEL. &AOBATN 5 5%, 2 BIHORITH 10 5% (2
x5) . 3BEEHORITN200% 2x10) &7V ET, T AN MEIX, FTAX A H—
T2 ADHEIT[]. T—Z A v Z—T =24 ZAB LRV AT LOA1E[2] TT,

T 7 )V MR EIZRE T2, [Restore Defaults] #7 U v 7 L¥ 4,

ATy T4 [Applyl 227 U v 7 LET,

7S5 RA3 TCP ERDEEDERTE

TCP #f5t D 7 7 A X OB A FNMLL T, T4 L7 XNy 7T v 7 7a—{ERlOIBIEIC
K DRI A ELN T v —CBE T 5 TREREE] ZHRCEES, T4 LI XN I Ty
77 —=MERSILDRNC =y RBRKRIT 25681, o0 7 a—%2FET 52 LIETE
FHA, FRRIC, 70 —%ERT2R1C N T 7 40 v 7 BBlO2 =y MIEFREINLIHE, it
nNzaRETHZEFTEERrA, TCP DT X 2 E LT D FT7 7 4 v 27 O TCP DFER
ORIEEFGIME LR NE ST HIHNERH Y £7,

FIE

AT 71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication]. DJIEIZER L £,

AT9FT2 [Add] %27V v 7 LTROEEZHELET,
* [Replication delay] : 1 ~ 15 O#iH T EHEL £,

« [HTTP] : T XTCOHTTIP h 7 7 4 v 7 DIEZRE L ET, 7 74/ FTlE, ZOREIT
SHHTAEIMEENTVET,
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* [Source Criteria]
* [Source] : EETLIP T RLAZHELET,
e [Service] : (A 7'Tra ) FMEILAR— FERELET, @FIL, EEICELITSETR—
FOWFNNZRET DH, W7 & BITHRELEE A,
» [Destination Criteria]
* [Source] : 485EIP 7 FL A& E L £,

*[Service] : (A7 a ) sEeR— FaERELET, BEIE, HETELITSEER—
FOWPTNNERET D, WG EbICHELERA,

ATy T3 [OK]Z7 V7 LET,
ATy T4 [Applyl 227 VU v/ LET,

A e

=L

A AE.

YA HZ FZAZY T OGE TR L ZENZ®mO L2, REZNAS A ATESE
‘d‘o

522 72— FEEYTFLDETE

LISPO NI 7 4 w7 BRELT, h—"—=00A NEEZBHT I Ta— )T 4524
N CTEFET,

LISP A 2 AXRT g TN T

LISP {Z2W T

LISP "7 7 4 v 7 ABETHILT, VA FMEOTZ7o—DEE ) T4 AN TEET,

VMware vMotion 72 E DT — X B X —(fl~ T VDEE VT 418> T, =27 747
v b DB MRS D ERIFFIC, T2 X —RERBETEET, ko hT—F
H—=P—=NEE YT 4 &2V R— T DI, —"OBERFIC— S ~DAT)— & —
ANHHTEHNENDH Y £, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¢
. 7 AID, DFEV T FARA Y MID (EID) ZZDHT, DEVV—T 17 ul—
% (RLOC) B2 ODRRLFTUNY T A=A L, Y —_OBITE 7 747 b
WXL CHEBIICLET, 72& 2 E, T—BFH LWIGFTCBEI L, 7 747 v b3 —IC
N7 4w BRETDHE, V—FITHLWGINC N7 74 v 7BV XA L7 FLET,

LISP TiX, LISP i) b > )b b—% (ETR) . AJj b —% (ITR) . 77 —A b
Ry n—2, <7 UYL (MR) . BEO~y 7 H— (MS) REOHDH—EDT—
JMZBWTN—Z L= "PUETT, = PRIONL—F TR SN TND I a2 —0
Ty —ARNKRYy T INN—ERNEMTLHE, FOL—FIMOTXTONL—F LF—FXN—2 %
FH L, 7747 MIERINTWDLITRNS N7 7 4 v 7 #RITZE LT 7L L, #r
LW — NOETCEETE L LI LET,

Firepower 4100/9300 O ASA 7 5 X & .



Firepower 4100/9300  ASA ¥ 5 2% |

B secure Firewall AsA LISP o>+ — K

Secure Firewall ASA LISP ® %74 — bk

LISP DA KZ A~

ASA LISP Dk

ASA IX LISP HRZFEITLEEAN, BETOEHEIZEHTHLISP N7 74 v 7 2 &EL, v —
LVRAR T T2 o TEREDT-OIZZ DIFREMEH TE EJ, LISPOREG EITORWIGE,
=R FH LY A MIBEITL2E, NI 74y 230 7e—F—F—DRbviz, HLn
A NTASA T TAZ A NR—=Z720ET, HTLWOASANENFA RO ASAIZNT 7 1 v
7 HERE LT, WO ASA L, P ANZRIET LD N T T 4 v 7 EH LT A MZEY
WTMENBVET, ZOMT 74 v 7a—3xE I, Threryrv—=r7] £
~TvEe="7] LT ET,

LISPHEIZEL D, ASA 7 T AL A RN—X, HBPIDOK v 7 —%2 L ETR £721L ITR [H T
DELD SNDHLISP T 7 4 w7 %RAEL, 7a—OFEEEZH LW A MIAEFETXET,

cASA VT AR AN —F, YA DT 7 —A N Ky T L—F L ITR £7-1Z ETR OHIC
TFELTWALERHY FT, ASA 7 FAX AKEILEE AL v DT 7 — A MRy S
N—HRIZTHILIXITEERA,

cERGBEINT T =R P R—NEET, ks e— Bolshie T
n—, ¥EEcD = RIZBL TS 7 a—3l LA —F —ICi3BE S nEEA, F
SENTZ 70 —IZESIPREDT F Y r—a v NEENTEY, Hloo—LZ034x
TOF7ua—RNEUL ASAICL > TSN ET,

I TAZIFVAYIBLIP4AD T —RELZBE SE LT, —#HO7 7Y r—a
VTN EDND AR H D 7,

IO 7 0 —FHIXE PR ACARA R TR T B —0g4A, A—F—0Bihifg Tk
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a) [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [LISP] Z &R L 9,

b) [Ad]Z27 Vv 27 LT, Ly FZBEMLET,

c) 4l (K40 30F) LaiE A LET,

d) Allowed-EID access-list {22\ Tid, [Manage] #27 V v 7 LE T,

[ACL Manager] 2388 & £7,
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P—EZXRY > — = LZBIMLUTLISP A VAT Vg U ERELET,
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d)

2)
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i)
j)

k)

[Configuration] > [Firewall] > [Service Policy Rules] ®JIHIZE#IN L F 5,

LEM (Add) 1227V v 27 LET,

[Service Policy] X— T, A X —7 = A A~D—)VE 21T T v — L 7p)L— )L % i
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[Traffic Classification Criteria] ~~—<""C, [Create a new traffic class] 27 U v 2 L. [Traffic
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AT 71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] DJIEIZ

BIRL £,
AT 72 [VPN Cluster Mode] fEIk C, 7 7 A% ® [VPN Mode] % [Centralized] % 7= I [Distributed] 7> 5> i3
RLUET,
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s ZOFHEIF, 7 T AZ Ol =y bTEITTOLEND Y £,

FIE

[Monitoring] > [ASA Cluster] > [ASA Cluster] > [Cluster Summary] > [VPN Cluster Summary] % 3&4R
LT, 77747 vviavbRNy 7y vyra BN AR ED XD IThAMm S
NTWDLENERRLET,

BRIy aroE 7 7 A2 OAMIIIEC T, ZHITIFRHEA 1S ZLB8H 0 *

T, HEAMT 7T AT A BRETDHE, ROTL—R (BLUOZ ZIZIEFEREN TRV
DY AT LOFEM) % ETe Syslog MRl vE T,

Syslog 7 L—X x

VPN session redistribution started Bl L= FDH

Sent request to move number sessions from orig-member-name | #i|ffl— =« k D &
to dest-member-name

Failed to send session redistribution message to member-name | |l = v k DI

Received request to move number sessions from F—H 2=y FDI
orig-member-name to dest-member-name

Moved number sessions to member-name LEiftX 7 I AR BB LT 7
T4 T v va D,

Failed to receive session move response from L= DI
dest-member-name

VPN session completed HlfEl L= FDH

Cluster topology change detected. VPN session redistribution
aborted.

[Re-Distribute] 7 U » 7 LE7,

[Monitoring] > [ASA Cluster] > [ASA Cluster] > [ClusterSummary] > [VPN Cluster Summary] % 5 5T
LT, BEAT 774 €7 4 OFERZHRLET,

BFEADKII L, EEMRV AT LAERIZE Yy a v T2 T4 ET 4 B ho-88. VAT
LDNRZ UAPERON., ZOT7 7Y a s T LET,
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Tl ziE, N—RU =T EREFERy NV OEENRRT, 77 AF 2=y NIV TFAHZI)N
LHBMICHIBRSNET, ZOHIBRIT. RMEMEESNDIETO—RNRLDTHDLD, 7
FAZIIHSBMTEET, £, FRTIIRAZV VBT HI L TEET,

TINA ANBIED T A X NITHFIET DD \ErR T 5121, Chassis Manager [fi 7 734 A (Logical
Devices) | ~X— T, showcluster info 2~ FEFEHALTT 7Y r—a v NO7 FAX A
T &X%ﬁﬁﬂ‘h Li—é—o

& |Fe || &
Management Port Status
Ethernet1/4 ® cniine @D 7 ¢
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
CLUSTER-ROLE : none
CLUSTER-IP $127.21
MGMT-URL ¢ hittps:/10.89.5.35/
JuID : Bed59170-451d-11e9-8475-f22f06c32630

TN = a s TOITAZY TN 7T r—a CCLIZEHLTY 7 A
YT BT 5 2 LN TE ET, cluster removeunitname 2~ R&Z AL T, 1
T4 L TWbH2=y NUANDTRCO2=y FEHIBRLET, 7—hANT T av
T4Falb—TaIEEINT, fliflr=y M oRBICEAHENTZa 7 1 FaL—
T arbETOEETHLHDT, a7 4F¥al—rvard2hkbPFIBTEDa=y M 2H
EBMTEEd, filflla=y F2HIBRTH7-OICT —F 2=y hTZOa~vr RE AL
e aid. LWl =y FNBESNET,

TNRAANET VT 472D e, TRXRTDT—Z A LA —T o2 ANV ¥y N T &
nNET, FHEHA L —T oA ADHBN T T 4 v I BEZEFETEET, T T4
Ta—%B/HT AR, FIRFV T ERERMCILET, BEHA Y —T oA RT

FD2=y KR T—RMARNT v THENPLZITESZIP T FLAEFH L Tl &k
BREEL 720 £9, 7L, Ve—RLTbhba=y MR TRAXNTERLET 77 47 Tl
RWGE (VT AE ) TN IRE CIREERIE L= GER YY) | BHEA VX —T =
A AT 720 £7,

75 ALY T EFEEANCT HITIE,. ASA T cluster group name & A/ L TH 5 enable
EANTTLET,
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TN —va s A VAL ADIENE : Chassis Manager @ [F@ElT /31 A (Logical
Dwmg]&—yfﬁﬁax34a’d35:ﬁ w7V w7 LET, BHGRSAE (
O ) wpmLcmomErmicT sz LnTEET,

X2 VT 4 BV 2/ VY DY v hF T Chassis Manager @ [£% = U7 ¢
EYa—)V/m TV (Security Module/Engine) | X— T, [EIRA 7 (Power Off) |17 A
arvxE7 Yy LET,

e ¥ — DYy v X Chassis Manager® [H#E% (Overview) ]X—TC, [¥ v b
A7 (ShutDown) | 7 A4 227y 7 LET,

SER AR
ROFIEEEHR LT, 7T AF A NEFRITHRTEET,

o FRELT NA A DHIBR : Chassis Manager @ [F@#l7 /314 A (Logical Devices) | X—Y T, %
7 Uy LET, ZOh, AX Y KT R UOFRBT NA ARH LN T A X &R LT-
D, FLCZ TZAZIZH LWVRELT A A2 BN T52 b TEET,

s —EANLDOT Y= FERITEF 2V T 4 BV 2 VDI = EANLT NS R
IR+ 2881, KBHAN—RI 2T 275 AFZOHFLNA =L L TEMNMTXET,

ASA: VS RB AUINDEE

TSR EBEBALTHZIL, 2374 Xa2lb—2arE3ERE L, VAKX AUNEEHTXE
7,

T T4 THEAN—IZTED

DT ABDIET T 4 TIRRAN=ZIRBICNE, VIARZ) T a7 4 Falb—y g 38
HHPIC, FO/)—RETI 522 T 5F 42— LET,

\}

GE)  ASAD (FEIC, ERIEMATF 2y 7 2T —128Y) T 7T 471D E, T_RTOT—

BAUHE =Tz A ANy vy NEDINET, BEHEHA ¥ — 714x®ﬁﬁb?74/
7%L FECc&FEd, NI 74 v T7m— %ﬁ%éﬁé X, 7T AZ Y T EHOA F—

VIZLET, 72013, 20O/ —R&E7 TAZNLRE2ICHIBRLE T, FBA ¥ — 7:1:4’2
ﬁ\%@/—Fﬁﬁ?x&mjLw#%ﬁﬁﬁOkETvaéﬁﬁbf%%ﬁ%%@%%
EFET, L, Ve—RLTH/ — KRBT TRINTERLET 7T 40 7 TlE7eWigse (7
TARN T INEHIRIE CRIEERIE LIS ERY) | BHA VX —T oA AT
F9, ThLBEOa 7 4 Fab—a MEEICX, 2 Y=V AR— T IMLERH Y
£7

Firepower 4100/9300 O ASA 7 5 X & .
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B sw1-vrroor—sa1=vrokrs74T1t

1R BHHEIIZ

cINTF AT HFARNE-ROREIE, ZOFIEEZ AT LFTAN—ATETLET,
FIEVAT A AT 4FXFalb—vay = RICA> TWARWEGAIL, [Configuration] >
[Device List] A > T, 77T A4 T72T /A ADIPT RLAD FIZ&H 5 [System] & ¥ 7 /L
7wy LET,

FIE

AT 71 [#m (Configuration) ]>[7T/\A4 RAEHE (DeviceManagement) |>[ErAEERT—FE
5 4 (High Availability and Scalability) ]>[ASA%Y S5 X% (ASA Cluster) ]>[9 SR A BE
(Cluster Members) | DIEIZEN L F 9,

AT w 72 [Participate in ASA cluster] F= v 7 Ry 7 A& 4712 LET,

GE) [Configure ASA cluster settings] 7= > 7 7R > 7 A% F 7T LRNWTLZEWN, 7
2T 2L, TRTCOITAZ a7 4 Falb—a N7 U7 &, ASDM 34
SN TWDLEHA =T =2 A FGRT N TOA =T A AT ¥y MY
v LET, ZOHA, BA T 51, 2 Y — L A= FCTCLIIZT 7 &
AT HMBERH D T,

AT T3 [Applyl 227 U v LET,

HE=y bSO T—221=y FDET I T4 71
F—H ) —=REIET 7T 4 7T HI0E, ROFINEAEEITLET,

N

GE)  ASAWIET /T 47l n b, TRXTCODT—H AL X —T oA ANV Y v hE T ENET,
BHEHAA LA —T 2 A ADHBNNT T 4 v 7 B2 EZGETEET, VT 74y r 7u—%FHH
THIZNE, V7 TARZV T EREANNILET, BEA LV F—T A R X, DO/ — KB T T
AZIP T—=NIPDZ TR T-IP T RUVAZEHA LT S xBEREL 00 4, 72720,
Jo—RLTHL/— KRB TFAXNTERET 7T 4 T TIERWEE (7T A% TR
WRETHRELRGFELESRARY) | BHA VX —T oA AR £, TRLFEO =2
TA4Xalb—va MEETR, 2 Y=V R— b EERATLILERH Y T,

1R8O HHIIZ

YNANF ATHEARN T ROHEIE, ZOFIEEV AT LFEITAR—ATETLET, £
VAT A AT 4 X2 b— g F— RIZ ATV WEA L, [Configuration]>[Device List]
NRAT, TITATIRTNNAADIPT RLAD FIZH % [System] X TV Vv 7 LET,
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FIE

ATv 71 [#K (Configuration) ]>[7T/31 RAEHE (DeviceManagement) |>[ErIHAEERT—FE Y
5 4 (High Availability and Scalability) ]>[ASA% 524 (ASACluster) ] DIEIZER L £,

ATY T2 HIfRd DT —4% /) — R&EER LT [HIBR (Delete) 1227 U2 LET,
F—H ) —RDT— ATy a7 4 Xal—2a EZRAUTHY ., FOREEELH - L
BB T—% ) — RFREHBanct&E£d,

AT T3 [Applyl 227 U v 7 LET,

D3RI ~DBSM

= RWR7 T AZNGHIBRENTZIGE (ol 2, BENBELILA VF—T = A ZDGE,
ELFAAR=ZFITHT 7T 4 72 LIEHE) 1, 7 7 AZICFHTHSNT DLENH
nET,

B8 HHEIIZ

« JTARN T HHAFI—T T HIZIE, Y= R — FNEFEHATLIMNERH D F
T, DA L F—T 2 ATy NET U ENET, 7272, ASDM T T AZ Y 7
FEICEMCLIZSA, REZMBEFELTCY a— KL 284815, ASDMTZ 7 A4
Vo7 HBOEMNCTEET, Va— g, FHA X —T = XN/ D720, =
VI T IR ANT TARY T O HME—DITETT,

eI TF AT XA T ROLEEF, ZOFEE VAT LFITAR—ATEITLET,

FEVAT L a7 4F¥alb—valy B— FNIA>TWRWESIX, [Configuration] >

[Device List] XA > C, T T 4 77T /N4 ADIP T RLVAD FIZH B [System] & & 7 /v
7V w7 LET,

« I T ABZSOFBMETITT DR, BEENRLESINTND I EE2ERLET,
FiE

ATYT1 ASDMICELET 7 AL TWDEEIE, BA 1 —7 /T2 /7 — FIZ ASDM % #efe L T,

ASDM TZ ZAZ Y v 7 HFOENNCT D2 LN TEET,

FLWAUAN=L LTEMLTWRWRY | 7 —% ) — RO Z 22 Y 7%l — Rind

BOAMCTHZ LI TEEHA,

a) [#mK (Configuration) 1>[7/\f X & (DeviceManagement) | > [ErRIAMELERT—3
E'JF 1« (High Availability and Scalability) ]1>[ASA% 5 X4 (ASA Cluster) | DIl
RLUET,

b) [Participate in ASA cluster] = v 7R v 7 A& A4 N LET,

Firepower 4100/9300 O ASA 7 5 X & .
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B sw1-vroz=

c) [Applyl %7 U v 7 LET,

ATFvT2 ASDMZfEATCERWESE : av Y —VT, JT7AX a7 44X a2l — gy — FaBth
L/\i‘a—o

cluster group name

1

ciscoasa (config)# cluster group podl

AFYT3 75 ARZY T A F—T M LET,
enable

FE1I=w FOZEE
A\

AR M — FaZR T 5EROGIEL, Gl — N Ty 7220 72 W L, B Ll =
=y FOBRREFFS> T b, 77 AZ Y 7 2BEAINIT 50716 TY, 6/ —FZT5s
J— REREICIRET 2LER S L5EIE, ZOHOFIEAEH L ET, 2720, Plsgpil
EREDS B, ZOFIELMEN L THIE /) — FEE 258425 & T TOHR) Fr vy 7Eh
HDT, FHLWHHTE — B ETH 2 BT 2 BN H Y £,

HfE ) — P2 2B 512, ROFIHEZFATLET,

1R BHHIIZ

~ATF AT HRRAL T ROEEIE. ZOFIRET AT DETAR—ATETLET, 72
VAT A AT 4 X2 b— g E— RIZ Ao TW e WAL, [Configuration] > [Device List]
NRAVT, TIT A4 TIRT A ADIPT RLAD FIZH 5 [System] X T2V w7 LET,

FIE

AT w71 [Monitoring] > [ASA Cluster] > [Cluster Summary] % 4R L £ 97,

ATvFT2 FryT7Zy U Aol ) — T 257 —4% 7 — REBRIRL, §ilffl ) — NZT 2R8>
7V LET,

ATV T3 Hlfl ) — ROELZHRTDHEIIROLNET, [Yes] &7V v 7 LET,

RATY T8 ASDMZEZKT L, ALY 7 TAXIPT RUVARAZMER L CTHERLET,
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HDSRBAEAETOATY FOET
aAvy R TAZHNDOTXTORA LN, FTIFFFED A U ANITHEHET DR, ROFIEE
FITLET, show 2v > RETRTOA U NRN—ZEET DL E, TRTOHAIBIES L TH
fEDax=y hDary—/IEKrENET, (EiF, §lHl==y FTshow 2~ F& AT
THET T AEZREROFGEEHRE R R TEET, ) captureC copy 2 EDZ DD =~ K
b, 7 TR R TOETEEHTEET,

1R BRI

av U RIA U AV E—T 2 A Y — )V TZOFNEEFATL £, [Tools] > [Command Line
Interface] IR L £,

FIE

I

AV R T _NTOANIHELET, 2=y MERELEEEIE. FFED A k]
SNET,

cluster exec [unit unit_name] =~ > K

&1

pall

cluster exec show xlate

AU N—K EFoRT AL, duster execunit? 2w REAT B BEO=Z=v FEEL
TRTOLRTEZFr~T5HE) . showcluster info=~> REZASLET,

il

FILXY ST 77 ANET TAZNOTXTO=y )5 FRIEEC TFTP H—/3—
Wabe—7 252k, filfle=y hTROa~<w> REATILET,

cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BHDOPCAP 7 7 A4V (= B 129 2) NTFIP Vr—R_R—lZabt’—IhE
T, DX Y T TF ¥ 7 A NVAITITHEIC =y MADMIIIS {,

capturel asal.pcap, capturel asa2.pcap 72 & & 720 F3, Z ORI TIL, asal 3L asa2
WITAZ 2=y NMTT,

KD cluster exec show memory =2~ RO ABITIL, 7 TAZDEKE AL /N—D AE
UHEBRNF RSN TWET,

cluster exec show memory
unit_l_l (LOCAL) :******************************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)

Firepower 4100/9300 O ASA 7 5 X & .
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Total memory: 118111600640 bytes (100%)

unit_l_3o*************************************************************

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_l_Zo*************************************************************

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

ASA : TDOASAY S RAME=41)>7% Firepower
4100/9300 <~ v+ — </

7 TAZDRE LR AT =S —BLO NI TN 2a—T 4 VT TEET,

DIARZAT—RADEZ=Z)Y
I IAZOIREOE=FY U 7IZHONTIE, ROBEIHEZSHRRL T ZIN,
e [Monitoring] > [ASA Cluster] > [Cluster Summary]

ZONRA N, B FO2 =y eI T AXZDOEDOMD =y FOBFERNRERINE
T, T, 2O U TCTIA~VEBEERTTHIENTEXET,

* [Cluster Dashboard]

TTA = U EEE DR — L ~_X— D [Cluster Dashboard] & [Cluster Firewall Dashboard] % 15
LTI TAR = —TEET,

HSRRREDIT Y FOF Y TF v

0T AETONRTy hOXr FF Y ICHONTIE, ROBEEHAZHEL T 7ZE0,
[Wizards] > [Packet Capture Wizard]

JIAABIERD ST TN 2a—T 4 T HEYR— T B2, i) — K ETHOr 7 AXER
N7 40 DX T F 2T LET, ZNT, ZVITRAZNDODTRTOT—F /) — KR Th
HEIRIZA NI 20 £,
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DIRARANY—RADE=AR) VYT
JFALY )= ADEF=L Y T ONTIE, ROBEHEZSRL T EE0N,
* [Monitoring] > [ASA Cluster] > [System Resour ces Graphs] > [CPU]
ZDORAUTIE, 7 TAE AUNERO CPUMHEEZIRT VT 7 7137 — 7 NV E1EK
THILBTEET,
* [Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory],

ZDORA T, 7T AH AL REIRD [Free Memory] & [Used Memory] 23/~ d 5 7 7
TEIT TNV EERT D LR TEET,

V2R3 b2 7490DEZZ)2Y
JTAZ 8T T4y DE=LZY TIZONTE, ROBEAZSRL T ZE0,
* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections]s

ZDORL T, I TAZ AUNRBROE i E T 77 7 £33 7 — 7 NV EERT 52 &
NTEFET,

* [Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Throughput],

DXL TR, ZITARAZAUNEERD NT T 4 T DAN—T" NeRT 7T 7F 701X
T—TNVEERTDHZENTEET,

* [Monitoring] > [ASA Cluster] > [Cluster Load-Monitoring]

Z ZTClZ. [Load Monitor-Information] - >~ & [Load-Monitor Details] <A1 > {22\ TEtH

LEd, A—RFEZSZ—BRICIT. BKEDOA I —NVDI FRALZAIND T T 4 07
Aff, BLUOBESINEBBOAFEOYY) (77 44 FTiE30) BFERINET, KM
a2 Al % R 9 5 121E, [Load-Monitor Details] 21 > Z i L £ 7,

DSRAF@) O DEZR) T
I TGALZDIREEDET =4V 72O TIE, ROBIHEZZB LTI EEN,
[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],
ZDORA T, 77 AZIEY 7 O [Receival] 35 & U [Transmittal] & £ HE % F£rnT 5

T 7ENET =T NEERT D ENTEET,
DIRAEZDIL—T 4O DEZ=ZZY2Y
T TAEDN—T 4 TIZHONTIL, IROBEEZZH L TS 7ZEN,

* [Monitoring] > [Routing] > [L1SP-EID Table]
EIDs &4+ b ID #/”9 ASAEID 7 —7 V& F R LET,

Firepower 4100/9300 O ASA 7 5 X & .
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B suzsswnor=sy2s

DB S2SVPNDE=Z2 ) VT
VPN 7 FAY AT —HADE=HL Y 2O THE, ROBEHEZSZRL T EI0,
 [Monitoring] > [ASA Cluster] >[ASA Cluster] > [Cluster Summary] >[VPN Cluster Summary]
I IAZEERDE yvarDofieRoR L, By e CERBRAMT OMEARIEL £,
« [Monitoring] > [VPN] > [VPN Statistics] > [Sessions]|

7 AZDMHE=y N T =S a=y hOWGRFERINET,
DANRN=%27 U v 7 LTITEEN,

FEHIHOWTIT., £E

— A N N E |_._|
D9SRRZYTOAFXF T DERE
JIAEY 70X T OREICONTIE, IROEHZSHRL T IEI,
[Configuration] > [Device Management] > [Logging] > [Syslog Setup]

7T AZNDE ) — RiX, syslog A v =V % EBNCAER L ET, R—FTRRLT7T /A X
ID i} & Tsyslog A vt —VaAERTDIENTE, 7 IAXANDR—FITE8 LD ) — K
LOAyE—=VDLICREDLZENMTEET,

PR S2SVPND S T a—TFTa T

7 EE VPN D@D

BB VPN ZFEIT L TWBE Y TR T, IROT T —IRMBRA L-HE.

wollE N7 L—

REdh A ye—UNEMINET,

K%

EAN

TIABIBMLE Y ELTWB ExIT, BE
FOELIFBIMLTCND Y FAL T —H 2=y
k233 VPN £ — RIZ72WiGE1E, ko
Aye—URBEMEINET,

New cluster member (member-name) rejected due to vpn

mode mismatch.
BIW
~ AKX — (control-name) X, VPN F— FHEREIZ~ A X —DFRE

EOHEBMEN2NEWVWHIEHT2=y ;b (unit-name) 76 DBERE
KEHESLET,

SEHOIVPND YV T AL A R—=TT7 4R
MNIELLSEREINTWRWGAEIE, RO A >
t—URmmEhEd,

ERROR: Master requested cluster vpn-mode change to
distributed. Unable to change mode due to missing
Carrier License.

ZAE L2 IKEV2 /X7y D SPI TH A b AKX
VIETNIA N— 1D DERY RS IX. RO
Ao —UN@mMmEhE T,

Expired SPI received

F7x

Corrupted SPI detected

. Firepower 4100/9300 O ASA 7 5 X &
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K%

EAN

JITALNNR I T v 7 vy a s BERT
EXRWVWEARIL, ROA v E—URNBHINE
‘a‘o

Failed to create the backup for an IKEv2 session.

IKEv2 1825 (IC) Bl—Z — DA,
DA —IRN@AMESNET,

IKEv2 Negotiation aborted due to ERROR: Stale backup
session found on backup

HEAADOMBEOLGEIL, RO A vE—V 0@
mEhnxd,

Failed to send session redistribution message to
member-name

Failed to receive session move response from
member-name (< AHX—DH)

tyrva rOFEMARIZ AR URERE IR
TFHAIT. ROA v E—UREHESNET,

Cluster topology change detected. VPN session
redistribution aborted.

ROVWTNHODKRENEELTLSAREENHY FT,
« port-channel load-balance src-dst 14port =~ > RZ#H L TNIK A4 v FlZm— R RF

T T Y XNE LT Lport DX EINLTWDHEA, L2LVPN By v a idr 7 X
HHNDOY v —2 D1 DICOREMAINET, . 7 T7AX By a rOEY L TOREZKRIZ
RLUET,

SSP-Cluster/slave (cfg-cluster) # show cluster vpn-sessiondb distribution

Member 0 (unit-1-3): active: 0

Member 1 (unit-2-2): active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
5(2660)

Member 2 (unit-2-3): active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
5(2122)

Member 3 (unit-2-1): active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),
5(2501)

Member 4 (unit-1-1): active: O

Member 5 (unit-1-2): active: 0

L2L IKEv2 VPN 1345 AR — b L5658 R — RO IR — k 500 #9572, IKE /%
7w MENTK & vy —VRBICER SR —F Fr 2ANDY 7 D 1 DIZDHERE S
nEJ,

port-channel load-balance src-dst ip-l14port ZfEHH LT, N7IK = — K RXT v 7 7=

UALEIPBLRL4FR— MIAEELET, 0%, IKE T vy MITRXTOY 7%
fEEND DT, f5D Firepower9300 3 ¥ — NIEE SN ET,

K0 BEEIZHEE T 511X, ASA 7 T X Z Offilfl~ = > kT cluster redistributevpn-sessiondb
EFEITTDHILT, 77747 VPN By v a v ey vy =2 D7 T AL A=
L TR 3= I

Firepower 4100/9300 O ASA 7 5 X & .
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B ssaosz5u2508

ASA D S RZ )25 DM

INHLOHNZIE, —RIREADRZTENET,

ATAVILEDT7AT7o4+—IL

MAC: 000C.F142.4CDE |

MAC: 000C.F142.5CDE

Node 1
= £ =l B | E
L o o = = o
© E E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
< portchi Spanned | >

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

port-ch1.10 inside VLAN 10 10.10.10.5/24, - 2001 DB8:2::5/64

I
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

“\
|

|
\U

port-ch5 |

VLAN 10, VLAN 20 Trunk

Switch

lVLAN 10|

J

l,[

A/
Client Server

Wb eXxa2 T4 FAAUNLDT—HX N7 7 40 v 7120%, 2725 VLAN BNEER T Hh

9, & 2IENESR Yy U —2 HIZIZ VLAN 10, Ay hU—27Z

IZVLAN20 & L %

T K ASAITH—OYHAR—IRH Y | INBAL v TFEIV—FICHEREINET, FT
XTI WA F—T 725 TWDHDT, MY > 7 EOTRTH/7r v FR802.1g 7 7Lk

SHET, ASA L, VLAN 10 & VLAN20 DD 7 7 A4 T U +—/L"TT,

A% K EtherChannel ZfE 3% & &1L, AA v FHIT ﬁ“/\“C@T Z Y NI N—TE
LT 1>® EtherChannel & 720 F9, ASANRFEHRAREIZR o T25A1E. A1 v FI3EV O

=y MATKNZ 74 v 7 ZHOBMLET,
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NS T4 v D

L N |

Cluster Control Link
port-ch1
192.168.1.1, .2, and .3
Node 1
§/\ /\ eth1/6 .
ol J [ ] ethirz __
A =N A ethl/8 \P eth2/1 o
—_ w
O mgmt | =
g5 Node 2 3
8 M 30 EJE eth1/6 o8 3
i Eitn: = b= -
" sl ) o2 313 ethi/7 S5, 8
S R\ SF=SX eth1/8 eth21| aRES g
T1E O WS Y] o - — ;
o nRg® Inad S
=3 oy (-]
- N mgmt 2% 5 .
Ng = o=
- 58 3 Node 3 om &
A O [B/\ _ethl/6 g =k
1] EEERERE — %
@/ X | [ 2V ethiss ctho/1 | | &
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WEF Y U =27 LR Y FU =2 DRIT, 877 4 v 7 2RI TEECE £

FoRicRT L 9c, ENc—F DA 3 REtherChannel 3% 0 . WNESA A v F IS T
WET, MHFITERICH Y INBAAL v FICHRR SN TOVET, LETHIUE, 45 EtherChannel
FIZVLAN B 7 A v Z—T = A Z%AETHZ b T ET,

A/\> K EtherChannel £E/N\v O 7y T Y2y (WED8THUT47/8

AR INA)

1€ D EtherChannel D7 7 7 4 7 R — M DR AREIT, A1 v FAINGO R ITHIBRINET, 8
=y "B D 7 T AEZNHY | EtherChannel I = bH72 0 2 7 R— b &2 E[Y B TS
F. AHI16R—=FDIBL8R— 2 AZ R, T—=FIZTHHLERDHY £, ASAIL. £D
VoD %T 0T 4T EIRTAZ L NALIZT500%, LACP AL Txrav=— M LET,

VSS. vPC. StackWise. 771 StackWise Virtual Z{#H L T~ /L F A A » F EtherChannel % A
X—T M LA, AL v TFHOTEMZFEITE 9, ASA T, T XTOMHAKR—
DN AT v FEFIE, RICR— FEZIEICERbNET, ROKTIE, FBFO/NSNOR—
FAS THIE) R—FE7220 (72 & ZI1EEthernet1/1) . iy 5 —% ) R—F L7320 F£9 (=
& %X Ethernet1/2) , /~— KU = THRHEDORIFMELRGET 2 ML E R H O £F, DFD, 7T
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B =< EEtherchamnel /Xy ST YT UL Y HEERDETH T TBRE L)

DFAHY > 7 1Z1BDAAL v FRREIEL 20 TXTOT—=Z U 713D A A~ Fh5fkin &
RoOTWOIRERDY £F (URAA vy F VAT LAPERN SN TWDLEE) . ROKIE, 77
AZNWEMT D=y PP TY 7 ORBPEIMLIZL 2, EOXITRDLMERLT
b\i‘ﬁ‘o

Router or Router or Router or
Access Switch Access Switch Access Switch

Switch 2 Switch 1

8 B

Switch 2 Switch 1 Switch 2

A
Virtual Switch Link Ei

Virtual Switch Link Virtual Switch Link

1. Up to 4 nodes

2. 5th node joined |

Node 8
3. Maximum of 8 nodes

JFHIE LT, AIDICTF ¥ RAVNDT 7T 4 TR— M ERRILL, D5 2T, 77T 477

HHEIR— T 7T 4 TRTF—ER—=FDEDNRT AL ET, SEHOZ=Y "NV T

ABIWZBMUTIZEEIE, b T 74 v 7 BRT_RTO2=y MIHEEIISRENRN D LICEER

LTLZ&EW,

Vo 7 A AOBENEA LSS, RUFERITOUEIET, ZO/ME, n—F
RT3y TP RREBICII R SR b0 T, ROKIL, 4=y FDI T AL
ERLTWET, Z0a=y bO 12T, B U 7EENEELTOET,

Il Firepower 4100/9300 ® ASA & 5 2 4



| Firepower 4100/9300  ASA - 5 2 %

Z/%> F EtherChannel £ /Xy 07y T U2y (ED8TH T4 TBRAINA) .

Router or
Access Switch

Switch 1 Switch 2

Virtual Switch Link

=3
=2

v b U —27 NIZHE%L D EtherChannel 2 5% ET 25 Z £ b &2 b E T, IO TIL, EtherChannel
DNEBIZ 1D, FMBIZ 128D £7°, ASAIL. —F @ EtherChannel THlfHl & 7 — % Ol 5 D Y
VI REERIEIZ 2 S TG AT T AZNOHIBRSILE T, ZiUX, D ASA BT TIZHER
F v T =7 ~OERiE RS> TWDBIZEPDb LT, MRy NI—I b NT 7 4 v T %
BT20%<T2HTT,
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B ore—ryrrmoszauvsoovis

Router or
Access Switch

N\
74
7

-
\

Y

Node t ~~~__, Node2 ~_ _~ “Node 3 \ /-N;a-ct

~_ \  /
R W

N Z

Router or
Access Switch

W—TY FEE—FHYAFEISRAE)TDO0TVERE

A3 K EtherChannel 2 L7-V—F v K B— FNIZxd 50 A FHZ 7 A% T ORI
X, OTV Dbk E L T =XV o 7L » TRV 4, OTV X, DCI &R Ay M &
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k452 & ¢, HERKREZREZLET, OTVIL, IET —7/WIIMACT R L A 252384
HEEIWZDIH, DCIEBERIC2=F ¥ A N "y MEEEELET, MAC T KL AD OTV H5ik
T—TZFEEENTWRWES, 2=y A M Xy M ke y7anEd,

0TV FRE DI

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
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ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

YA FEEDEOIZTHEGZOIV IS ILIDER

A SRE T LTSI, 70— UV MACT FLAZZNLL ET7 ey 7 L THED LD
2. 74 E % OTV O HIRT 20ENH Y £3, LERW ONOBINRER DY £7,

BEEEL CWD YA FTOTV AA v F LD ASA 72— )L MAC 7 RLVRIZKRITHAXT 4 v
7 2 M) EBINTALERSHY £T, 2oy FUIZko T, KEHAIO OTV (34— — 1
A AVH—=T oA AZINHEDOTY N ZBIMTEET, h—1"E7 7472 MZASA HO
ARP = MU BT TIZH 256 (ZHIBFOBROSETT) | ARP IFHEE SRV
T, ZOFENSRMLEIZRY ET, LR >T, OTVITHEET — 7 /WZ ASA 7 1 —/3L MAC
T R RAZEETHESITIHY FH A, OTVICITHEET —7 LN 12— LMACT R L&
N, OTV OFFZTEIZOTVIZA— N~ A f X —T 2 A% N L TL=F ¥ A kX
Ty NET Ty T 4T LRNDOT, =%y A L Xy NI — b 07— MAC
T RV Ry 7, BFOBRITUIB S E T,

//0TV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow

50 permit ip any mac

ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site
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s4 rmo 522U 506 |

oV A "N ET LI EIE. 74V ZEFREBMLT, OTV CIDAZT v = R
FHIRTAMLERHY FET, Fu—LMACT RLADF—R—L A = "N E27VTT 5
Wi, WHD OTV THAFI v MACT RLAF—T %7 ) 7352 EREFICEET
ﬁ—o

MAC7 FLR T—JILDU )T

YA R E T L, Zu—SLMACT RLANDREZT w7 =2 MUNOTVISENEN
HEETE, D OTV A —R—L A f L H =T =2 AD T 11—V MAC 7 KL R Z528 T
EXDHEOCTHHERHY T, OV A FREEBILEZL, 260 NI ET VT T4
ERH D ET, OTV DEEET — 7N ZNSHDT Y Y RRNT & 2HERT 57012, MAC
T RUVA T =T NELTHELTIEIN,

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B D T R e T e L L e P Lt
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP v v aDE=A )Y

OTVIZ. OTVA v H =T 2 A AR THEEHLIZIP 7 FL AT 27 1% ARP ~D ARP
FyvarbfERFLET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

YA EYSRE ) 2T D

ROBITIE, YR—bEND7 TAZEANEZRLET,

Y4 FEEDMACT FLRAELUIPT7 KL RA%E{FEAL=X/\> K EtherChannel )L—F

K E— FDHI

WROHFITIE, VA bOF— b U= —F ERNEXy NT—FZRIICRE SN (A —A R

VA NAN) 200T —H B HX—DENFIUI2DODT TAZ AU N—RNhHGEERL
FT, VTAZ A N—F, DCIRRH D7 Z AZHIHY > 71K > TSN TWET, &4
A MDY TAEZ A R—F, WEBZONTmE SOy b U —27 2% LA 3 K EtherChannel
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B 5 -E50MACT FLRABETIP 7 KLR £ LR/ K EtherChannel L—F v K E— KOl

AL Ca—HhV AL v FIZ8H LE9, £ EtherChannel (X, 7 7 AZHNDOTXTHY v —
SATARENET,

7 —# VLAN (X, A——L A T AKR— ML (OTV) (F72EFEBEDOL D) &
LCHA MRS NE T, T 74 v I NI TAEETCTHLHAICNT 7 4 v 7 13DCI
ZEiE Lo YA MIEE SNV E 5 I2T 51T, 7u—Awwmc7bvx%7u/7
THTANEEBINTHLERHY £, 1 OOV A FDZ T AX ) — KRRBERREICR -T2
e, N2 74 v 0BV A NI T AL ) — RICEEESND LT 4 NV ZEHIRT D4
ERHVFET, VacdlZFHEH LT, Z8—)LDOMACT RLADT 4 VE Y 7T H0NERD
DNET, F3LY—XT7 40— RNEFH I N2 Nexus 2 ED—FRD AL v FTlE, /r—nN
JVMAC 7 RLADLD ARP Ny b7 8y 7§ 5722 ARP A U AT g U H AT
HUHENRHY ET, ARPA AT g Tk, ASA THA FOMACT RL ALY A RO
IP7 RLVADWFEFHET DMERHY £T, V14 FOMACT RLADAHEZHET HIHETE

WP ARP A VAR g UEEHIZ LT E,

TIGARE, NERy NO—I7 D7 — b= L THRELET, TXTHIT T AKX ) — K
THAHEIND T a— V7 MAC X, N7y NEZET LD FIERSNVET, ¥E
Ny NI, FDC T TZAZNLOY A NEADOMACT RUAZEHLES, ZOKREICX

D, AL v FNR2OORIRDHAR—NTH IOV A MPBREIC 72— L MAC 7 R LR %588
LTCLEIDEHNTHET, MACT7 T v E L IRREELZRVWE S, 1 N MACT KL &
DHZEFELET,

ZOBEDYT I IR DOLERBY T,

¢« VITAIMNLEEFEINDETXTOHII Ty M, V1 FOMACT RUVAZFEAHL,
TR H—Ta— DT RENFET,

o I TGRAB DT XTDOANSIRNT sy ME, Za— S MACT RLAZERA L TEEEND
72, WHEOYA MIHIEED ) — R TZIETEET, OTVOTZ 4 LZ|ZE-T, T—
BY B —HNDNT T4 v 7Ba—T4 RENET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

g R

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

ZX/\> K EtherChannel F 5V ARF7 LU N E—FK /J—XYH9X Y4 FEIDH

WOHITIE, WEiL—Z LA — 2 OfICEE Sz (/—AV T AFHA) 2507 —4% &
VE—DENENIZ2DODT TAE RUN=RNhHLGEERLET, 7T AL A=,
DCIFEH D7 T A A Y 71k > THH SN TWET, BV A FD7 T AZ X —(d,
R L OWNER D A 23 K EtherChannels 2 L Ca—Hh /b XA v FIZEER LE T, &
EtherChannel |Z, 27 7 AZNDOTXTDOY ¥ —UNIANRIIET,

KT —H B A —DNERIL—HF LA —Z X OSPF L., R AT Lk ASA %
WL ET, MAC LiIXEARD, V—FDIP X TR TONL—FT—ETYT, DCLIZFE=2 A b
N—REEIVYTHZLIZLY, $FEDYA FTITRXTDIT TAL A NR—=RNE T LIRWR
D, NI 74w P 38T =X —RNICHERRESNE T, 7 7 A X BIEFE O & HEFF T
L7, ASA AT AKX FoL— NI, EVA FTRILTZ Y v ¥ T A—7 %87 5
PVERHYET, 120F A FOTRXTOT T AE AU N—|ZEENRELILSEE, T 710>
TIIEN—2 0 DCIRRBTHOY A RDZ T AL A N—|ZEBNET,

FTYA DPDAAL vy FOFKEIZIT, ROLOZEFHLILNTETET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

o %A LM VSS, vPC. StackWise, StackWise Virtual : =D F U 4 Tlk, F—H ko ¥ —
LIC1BDOAAL v TF A A =N 1L, T—FBH—=2ITHDAL v T %A LA F—)L
LET, 1Oo0FTFvar LT, T —Fv o X—DITAL ) —RiZu—GNLAAfy
FIEFICER L, TEAA YT b T 74 v 7 IEDCL 2B LET, ZOHE, Eioie
W E DI T — 2B X = LT = VCHRF SN E T, DCIBRSR T 7 4 v
IR TE DA, LEIDNUT, %/ — RZDCIRHTH FD AL v F I TE £
T, ZOHAE, VT T4 v 7 FEEOT -2 X —ITBEND D, DClAIEFITE
T DO R R TY,

#H A hor—71L VSS, vPC, StackWise, StackWise Virtual : A4 » FDILEMZ @0
HITE, HYA MI2ODRBRDTNEAAL v TFXT 2 A M=V TEET, ZOHAE.

7 FAH ) —RiE, WGFOa—NAAL v FIEFICERIN T — 2t 2—1Dv ¥ —
V. BRBENRLDOU—ANAL v FIERSNIZT =2 X =207 ¢ — T TE AN
> K EtherChannel % L £ 323, A% K EtherChannel (ZEAMIZ [/08fE] LT\ E

T, Zua—hIIEAA v FiL, A3 K EtherChannel % %A b @ — /L ® EtherChannel
ELTRBRLET,

— i LI

(_ Internet

Router Bevmsgen 2 -"'"""'------.._______Iftouter

_ / ﬁ\"_‘Hfgher cast route Spanned Higher cost route —f O
f N\ EtherChannel \
= Outside " [

|
|
%Iode 1 ;\

Data Center
Interconnect

| Inside
Spanned
EtherChannel _\ -

_/

Higher cost route %

Router Router

Cluster
Control

Data Center 1 Data Center 2
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2% K EtherChannel k5 Y ZRFLY k E—K4—2 koz 2 k44 rE0H ]

A /\> K EtherChannel FS 2V ARZPLU M E—FA—X DR +HYA FREDH

WOBITIE, VA FOF—b T =g =L 2O0NEFY NT—2 (TFVr—vav
Xy hU—27LDBRy hU—7) MICEEINE (A —A MU =X MFA) 2207 —% %
VHE—=DENFINI2 DD TAE A UN=RBH555% R~ LET, 7T AKX A 3—F,
DCIRH D7 T A ZHIH Y o 7 I ko T SN TWET, HHA FDT T RE X8 —[F,
Wl L OSSN T 7 r—ra 2 hU—27 L DB 3*y hT—7 O FIZA/R R
EtherChannels ZfH L Cr—H/LV A4 v FIZHHE L E T, 4 EtherChannel |X, 7 7 A X ND
TRTOV ¥ —INZANRNENET,

%ﬁ%b®5—#ﬁi4ww5ﬁ\H%P&E@HRP%@%LT\%ﬁ%#fﬁDﬁ%®ﬁ
TBMACT FLA LIPT RLAZRMALET, MACT RLADTHERT T v B2 7 &HElS
57‘_&5 e N = A N—H DFERD MAC T R A% ASAMAC 7 R L AT — 7 /LIZEIIC
EMTHZE2BEOLET, ZROHOZ RUBRNE, A MO —F T =AY A K
207 = A LBETLIHEIC, TORNT 74y V7 RASAZ BB LT, WA ¥ —T =
A APGBYA F22IZBFEL LD E LT, BERRAETLAREMERNH Y £, 57— VLANIE,
F—=—=Ub A T AR— ML (OTV) (F7EFEERO b D) 2 L TH A MEICHE
RSNET, NT 74w I B = VoA V—FETTHLILEEICNT 7 0 v 7 3 DCl %@
WL THOY A MIEEESNRNE T DI, 74NV FEBINTOILERHY £4, 1
DOV A NDOF— T = A —FPREFERRRIC 2o T25E6. N T 7 4 v 7 B™oYA Fo S — b
W:%K%ﬁéﬂé;5&74»&%%%#6%%ﬁ%@i#0

e N

( Iinternet )
J

g O = s

EE R

Gateway Router: P \_, Gateway Router:

Virtual MACs and IPs

Virtual MACs and IPs
(FHRP)

(FHRP)

Spanned EtherChannel

Spanned EtherChannel

;@— -7 Cluster *@— *@—
% Node 2 Node 3 Node 4 SS=s=8

’ Cluster
¢ | Control

ose| S

1
1
T
'
1
1
1
[
1

- Spanned ElherChannel

= K —

[ _ — = =
| s — —
\ ! Spanned EtherChannel 5 i

Data Center
Interconnect
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Swich ~P7 NV Ml M 1T PPN guiten |

Data Center 1

P2RZ3)

Data Center 2

TDEEEMN

OB aTE, VI ARZY U OBEICET AEEMERN S ENE T,
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ASA DEEEE Y SR B VT

ASA D—HDOHEREIZL ASA 7 T A& Y 7 TIEYAR— T, —HOBREITHIE 2 — 720
THR—FENET, TOMOEEIC OV TITEY 2EHICET2EERL 5NV £
¥,
P9I RZ) G THR— kNGRS
KOBHEREIL, 7 7 AZ Y VIR L SETRETE T, a~r RITESINET,
cTLS 7ux &I Hr2=7 74 K ala=r—3 3 U
« UE—h 727 A VPN (SSL VPN ¥ L Ut IPSec VPN)
A N RNA B —T = A A (VTI)
cIS-ISV—T 4 T
cKDT TV —vary A VAR v a v
« CTIQBE
*« H323, H225, B L URAS
* [Psec /XA AL —
« MGCP
« MMP
« RTSP
+ SCCP (Skinny)
« WAAS
« WCCP

ARy bRy RTT AT T 4NE
* Auto Update Server

«DHCP 7/ A4 T b, —_— BLOFax, DHCPV L —|3VAR—FrINTWE
‘é‘o

cVPNE— R RT3y

o 7o — )L — —

CHEN—T 4 TBIOTY v
« 7 v FEEfei it (DCD)

* FIPS €E— K
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P3R5 T OHhREFRIKLEE
WOBSHEIL, Il — R LR THR— R ShET, 77 2A20BAbAr—) v 7 ShEd

GE)  rhoERSRED T T v 2R, 2T AZHIEHY V7 BRATA =) — FBE S — R
WCHRE SN ET,
FHOHRSRE A 25 a0%, TRETRREED N5 7 ¢ v 7 A E I REgRE L L TR E
AR EHSBNTHOILT, §lfHl ) — RUSD ) — RICEERESND Z ERHY £, ZOHRE
WX, NI 7 4 v 7 DHE D — Rk iKESnE T,

Hh e R ARERE IZ DWW T, I — R CREENREAT DL ETRTOEREN Fe y 7EN5D
T, HrLWHEIE ) — N L O 2 B T 2 0B R”H D £,

CROT TV r—ar A AT gy
* DCERPC
« ESMTP
- IM
* NetBIOS
* PPTP
* RADIUS
*« RSH
* SNMP
« SQLNET
* SUNRPC
* TFTP
* XDMCP

CAXRT 4T N— KN FE=H YT
s Ry NT—7 T AOFFEB LR, ThU T 4 ZI3IEEHTITT,

s T4 NE VT P—ER

o %A M VPN

FHE— RTIX, VPNERRIZZ 7 AZ ORI ) — R DRELINET, UL VPN
FGARY T DT 7 )V b F—RFTT, A FEVPNIE, DB VPNE— R CTHERR T
F9, ZOHE. S2SIKEv2 VPN #f#2Y / — FREITHBEN £ 3,
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B Eco1=v ricEmsh o

cIGMP v /L FF¥ XA s v ha—)L FL—>r Fa ha)Vll (F—&% 7L —di5kiTs
T AL BRI S ET)

PIM~/NLFFxArarha—)L FL—r7u ha) Vil (5F—% 7L — Gk s o
AL RIS IVET)

AT I I N—T 4T

Brna1=y bERSH HHEE
SRBOBIEIE. 77 AL RKELIFME ) — FTIEARL, & ASA  — FIClfl ShET,

*QoS:QoSARY v—iF, ar 74 FXal—a GO L LTY I RAZEETHY S
nNET, =720, AU vr—13&/ — RcfEslicEf s E 3, 726X, HAlexL TR
Vo T RBETDHHAIT, AL — FBIOGEA S—X MEIX, FED ASA 5 HT
ﬁ<b374/7_ﬁméhi# 3 =K MOlD7TAENHY, FTT 4 v
WAL TWDEA, @A L — MIERICZ A0 — MO 3512700 £7°,

o BRI BRI, — R EICEBNCHEE L E3, 7o & 2. EAFGEHERIZ — R
BAETT, 2ExiE, F—FAX vy URHEPHEELZ2VOIL, AXvy > 8T 70 v 7 BRE
J— KRB Ta— KT v 78N, 1 OO/ —RTIRTDNT T 4 v 7 BHERTER
W2 b T9,

U Y—AEFH v L FalTHFRANE—RNTOY Y—2AFH T, o— b /UFEARDUZIES
WTE ) — RIEBNC#EH S vE T,

eLISP NS5 7 47 :UDPAR— 14342 FOLISP FF 7 4 v 713, &%/ — RIizk»T
BMAESINETHN, T L7 Z2FTE0 Y TOHRETA, %/ — i, 7725WT EF S
5 EID 7—7 /W2 BMEE TN, LISP b7 7 4 v 7 BIKIZZ 7 A ZIRBEDO A IS
LEHA,

FYRT—=O FTHOERAFADAAED SRBYDY

Xy NU—27 T EAHO AAA X, FRRE, FFRl. T T4 7 D300ARmR—R b
THERL SN E T, FREEE IR, 77 AZ U 7 Hil ) — R EChRErhRlgEE L | CFHEES
nNTEY, T—HEENRI TAXT—H ) — Kl %’E%éﬂi@“o I, — R EIR SN2
S %4%%®M£%ﬁi—% BI O —H —CBE T DN T-FF ] &2 5 & e & Pl 7e < &
%ﬁét [CHBE 2T _RTOFEREZH LOHIE ) — RBRE LET, 22— —FEiED T A KL
BIO¥etZ A4 A7 0 M, il — FREE I L& bR I nE T,

THTT 4TI, 7?25V\70)/\%ﬁﬁ”1‘%§f CLTCEEINLTWET, ThU T4 70X
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T— ME#REEELET,
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F—F—0ETFT A L7 RN EDESL LT, Ay FREETEET, 1 DOERFIC
RKLTT 4 LI RIS T T, T L7 2RKRTHE, A—F—FHLWT o LY
H AR LET,
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YA NI TABZ Y TOT 4 v 2 u—h ) B—varaBictse, n—hmL5 4
VI RETa— VT 4 LI ZD2ODT 4 L ZMERPKBIEET, A—TF I, [
—H% A b SiteldiZESX) Oov—LT 4 L7 ZELT, FiA—FT—BHZERINLE
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I X —NoA—F—HEERGTEHDT, T4 L7 XIZHWEOEDLLENRRN &
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R ENRNDT, T4 L7 EZ~ORWEDLERLETT) , fFeifnmnro—
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TITA NSRBI D I T AL ) —RlZa— KT T E8NLEENRH Y £, o
TRy MAE, BEIEA— R EER— MIEERT, s T2 EF ) —KRiir—F
RI UV TENDEENHY ET, 777 A2 MTEEIZT Iy F2ET 2
TNT B0, EETHELRIP T FLRALER—= DNy 2SNV TT 4 L7 X E2RE
TEET, LWEROBAIZ., 777 AL NOFTAENEGRITAE & L TRESNLE
To ZNDBEGFOEROYE, 77 7 A MNITEEIL, 77 AXEEY 7 =0 LT, 8
ESNTEHRAITAEICTRTO 7T 7 A "etrik LET, TO®%, BHEOFTAEEITT
TOT7 T T A NEEEELET,
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multi-session) 73, 7 T AZ D ED A NP LVEREDO A —F—IZR 50T E L 7,
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« per-session PAT : A —F—I&, #KORMD/Nr v NeZET 5/ — FTT,
7 7 4/ N TlL, TCP B X UXDNSUDP k7 7 1 » 7 IX per-session PAT Zfi H L £ 7,

o multi-session PAT : A —7F —IXFICHIME / — FT9, multi-session PAT #5035 — &% J — K
THRAINCZEINDBE, T—% /) — KRZF0EHZHE ) — RIciEELET,

7 7 #/V b Tix, UDP (DNSUDP %#Br<) BILOICMP b7 7 ¢ v 7 % multi-session PAT
AT A0, TNOOEGILEICHE ) — NIk TairgE SN TVnE,

TCP 3 XL TN UDP O per-session PAT 7 7 4 /L N ERTE L0 T, ZibD 7 1 b a /L O

I, FOREIZIS LT per-session F 72 1 multi-session TUEL XL E T, ICMP DAL, 7 7 +

JV N @ multi-session PAT "B EH 925 Z &1L TE £ A, per-session PAT DFEMIIZ DUV TIL,
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DTy MEZ FAZHHY 7 2 LTA—F—/ — FiZisiksnE 3, dihmo 7o —n
Mo — RICEE LIESEIE, T/ — Ry v7 FahET,

TCPOY > TILT—2 70—
WOBIE, # LGOS %7 LT

1. SYN 1. SYN

SYN/AC

Inside
L Director
Client

After step 4, all : 2. SYN/ACK
remaining packets «<—
are forwarded /]
directly to the owner. Forwarder

. J

Cluster

1. SYNXXZ Y "7 T4 T " BFRIESI, ASAD 1D (a— K NF o7 HEICE
S) WKWhREENET, it —F—¢R0 9, A—F—F7e—%2ERL., 4—
F—IE#f A= a2 — R LT SYN Cookie #4RK L, 7 v &Y — Tk L 1,
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2. SYN-ACK /’7 v bR — 0BG S, B ASA (v— K RXT oo 7 g S
) IWEBMEENZET, ZDASAIT T+ U —FT1,

3. THU—XIIZOEEEZITA L TUIWRWD T, F—F—1H#H % SYN Cookie 757 22—
RFL, A—F =~k 7 0 —%1E L, SYN-ACK %4 —F—IZ#ak L£7,

4, F—F—lIT 4 VLI HITRET v 7T — FEEE L, SYN-ACK #7 747 > MIigiE L
F7,

5. F LU HERIET v FF— h A B E(E L, AT DT m—H B L.
S &[RRI TCP RIS A TR LE T, 71 L7 A1, ZOBRD Sy 7 97
dde b LT ORE R £

6. ZhUKE, 74T —HITEMESNT/r v MITRT, A—F— ik E T,

7. NTy EBRZEOMO ) — RICEME SNIZES. £0/ — N7 4 L7 ZICHWEbET
F—F—%REL, 7u—%ZMHLLE T,

8. Zu—MRENEILLIEZEEIE. RET v 7T — M F—F—0bT 4 L7 XITEREEN
F7,

ICMP 5& U UDP DY > TILTF—2 70—

WO, B LW OS2~ LET,
1. HE2:ICcMPE LU UDPT—42 o0O—

1. 1st UDP Packet

4. 1st UDP Packet

9. 2nd UDP
Server

Packet
y—— y_
‘Ql' Inside Outside y
II-==’ —

A
Client

AEE—

5. 2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder

Cluster
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UDP /N7y R TZA4A T bBREIN, 12D ASA (B— KANT v T HRICHES
) WEfEESNET,

WDy b ERE LTI/ — R, #METSEEIP T RLAER— Dy 2D
WCBRENT L7 Z ) —R&rx) LET,

T4 LI ZFHFEO 7 e—2 T, T4 Ly X T7u—2{ER LT, LRiD ) — RN
by REERELET, 2FEV., THALIZANRZOT7Ta—0DF—F—FER L2 LITY
ij—o

F—F—F7u—%ER L., T4 L7 ZIRET v 7T — FEREFE LT, =i
Ty b EERELET,

2FBEDOUDP /N7y MEIYP— =0 BREIN, 713V —XIZBMESNET,

TxHU—FET 4 V7 IR U CEITEWER#RE 7 =) LET, fEmHENAEV 7 o — (DNS
&) DS, 7T —ZiF7 VTR0V Yy NERIEIZT 0 L7 XITEFE L.
FTAVLIEZNZFON)ry b d—F =T ELET,

T4 LI XA HEERE 7 2 V= IGRIELET,

Tx U= FFHE 7 v — 2 AER L TA— T aiisk L. Ty AT 2Rk L
=7,

F—=F =3y bl T4 T MR LET,

Firepower 4100/9300 ) ASA U S R &) V5 DER

HaE

R

N— | BREER

oav

Firepower 4100/9300 T
DI FGAZEY U THD
PAT R— h 7o v 7 &l
VYT OLE

9.16(1) |PAT AN — 71w 7D B TOLFIC LY | HliHl>==y NI/ — 2T 572012

A— N EMEE L, REHAOR— FZ2EBOICHEANHATE X2 9, #0Y4T
b A 72912, custer-member-limit =~ > R&FEH LT, 7 5 A ZNICHET
HPEDORK /) — REFRETEET, ZHUTLy, filffl==y MIFtEH I/ —F
BUIZAR—F T my 7 2B Y THZENTE, EHT LI TFEDORVEND , — RHIC
A= ETPRTLHMENRLDET, T 74 MI16 7/ —RTT, £, syslog
747046 ZEEM LT, LW/ — RIEHTE LR — MR+ HD 2 L&l T 52
Ly TEET,

FB/ZE T S 7= [Configuration] > [Device M anagement] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster Configuration] > [Cluster Member Limit] 7 ¢ —
S

show cluster history =
~ v ROWE

9.16(1) | show cluster history =~ > RO AN BEMENE LT,

FR/AET &2~ R @ showcluster history brief, show cluster history latest, show
cluster history reverse, show cluster history time
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HERE# N— | HEREER
3y
T—Fa=y hOF|9140) |l = N TIL, T 74N P THRELEENT —F 2=y b EFRFFCFERBESND X
E O[] 4] D720 E L, LAAME, NEFIZFRBAITHOITVE L,
B/ T X 7= E : [Configuration] > [Device Management] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster Configuration] > [Enable parallel configuration
replicate] = v 7 R v 7 &
7 T ABSOSIMK|914() | 7 T A B 2= NI T AZ~OBINRBLTZGEC, 7 7 A X ZBER L2546 0
RHIBRD A v E— FLWA =23 showcluster history =2~ > RlZiBMSivE Lz,
2 BB s BFR/EE S22~ K show cluster history
L7z, show cluster
history BB/ Sl 2 L,
T v REEes 9.13() | 7 v R (DCD) &A% L7=%A1%, show conn detail =~ > RZ&fH LT
(DCD) DI & M EJSBEANCRET 2 ERABRGTEET, 7y Rt 2iH+2 &, T2
CINEMOIEHR, B X T4 T AR T 9, showconn DL, =2 RARA v T e—T 3
W7 7 AKX NO DCD THHENRENET, EHIC, DCONY FAX THR—FENDH L IRV E LT,
PIA= L I S BT B 9 E A,
PIABDETT7 4y |9 B I TFRAEAANDNT T 4y VA EE=F—TEDLL IR E LT, ThITIE,

7 B DE=H —

ARHEGE, CPU EAEVDOMEHE, Ny 77 Fay7RERGENET, AMN
BT ELGA. By NRAWMELBE T 2581, 2=y MDD T AHX Y v
T FEB TG D0, AL v F O — RT3 7 i a5 23R T
EFET, ZORRIZ, T 7 ANV P TA XTI ENTWET,

B LVAEE ST

+ [Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA
Cluster] > [Cluster Configuration] > [Enable Cluster Load Monitor] = v 7 78 v 7
A

* [Monitoring] > [ASA Cluster] > [Cluster L oad-M onitoring]
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7 T AL G OEEL

9.13(1)

T—da=y PRl =y FERUREDOEE, REDCFEMZAX Y7L, fiax
mEELLET, ZOMEBIX, 7740 P TARX—TMZENTWET, ORI
=y FTLIIRESN, flfflz=y hbTF—Fa=y MNIUIBERINEEA,

GE) —HOREA~Y Y FiE, 7 7 A2 0ommEhe BN H Y A, Z
Nooavwy RRa=y MUFET D56, 7 7 A XA ORI ER)
2725 TV Th, REDCFEMITFICHAELEY, 7 7 AFHa0EEbs:
ESE 21T, A#MEORWEREZHIFRT 208X H D £7, show
cluster info unit-join-acceleration incompatible-config % f# f L C. A#it
DIRVREEFR R LET,

B/ T S 7= : [Configuration] > [Device Management] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster Configuration] > [Enable config sync acceleration]
Frzv IRy T A

YA NTEDTTAE
Y 7' Gratuitous
ARP

9.12(1)

ASA TiX, Gratuitous ARP (GARP) /7> hEZAEM L TAAL v F 7 275 A |
T F v B HITRFOREIR S L e Lz, &4 NOBEEIAMNAED K &
WAL NIZE ST, 77— VMAC/IP T RLUAD GARP N7 7 ¢ v 7 BNEMWIZA
BEIET, 7 TAEZNLEFRINTZTA NTEDOMACKEEIOIPT RLRAE Ty
RV A FEBFDOMACT RLABIWIPT FLAEZFEHT DI L, 7 T AHXT
ZE LIy NI, 77—V MACT RLABEXOIP T KL AZMHLES, b
T4y N7 a—r L MAC 7 RLADLESWICER SN2 WS, 7 a— Vb
MACT RLADAA v FTMACT RLADX A LT 7 MRFETHAEEMERH Y F
Ty FALT T MR T—NLVMACT RLAND T T 4 I NAAL v F T A
VITARNT I FXBRIRIIDIEV T T T4 T N, UK N T v R
SO X2 T4 FOMBERRET D ZENH D £, £ A3 K EtherChannel
=y FBEIOY A FMACT RLAZLIZH A FID Z§%ET D E. GARP T 7 4L
NTHIZRY 5,

PL/ZE T S 7= i : [Configuration] > [Device M anagement] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster Configuration] > [Site Periodic GARP]~ .t —/L
e

Firepower 9300 > ¥ —
vl =y DX
VAIA ST L

9.10(1)

Firepower 9300 D355, ZOMWRRIZED . v —IHNOEXF 2V T 4 EVa— AR
FARIZRBIBINL, FT T4 v 7 BT 2— LB THHEIIHMESNS L HIThkb
FT, MOET 22— XD ERRVANCSIMLICEY 2 —/WE, fOEY 2 — LR E
FAMEATE WD, MBEUEO NI 74 v 722 ETHERHD 7,
B8 S AT

[Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA
Cluster]

/AT I /=472 a  : [Parallel Join of Units Per Chassis] = U 7
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Firepower 4100/9300 @
7T ALY 7D
T AL <A X ARETR TP
7 KL A

9.10(1)

7 IAZHIEY 7 DT T 0 hTIE 127.2.00/16 X U= MEREINET, =
NTFXOSTY FJAXERHTHLIICX Yy NV BRETEET, Ur—id.
Y —vIDB LA v FID (127.2.chassis id.dot_id) (ZH3WT, HF2=v b®D
PIAZEIY) I A H—T A AIPT RLAZHEVAERLET, 72720, —H
DF vy b T — 7 BTl \umawmh774/7iﬂxf%iﬁho%@tw\
N—T 327 (127.0.0.0/8) BLU~/LFF+v 2 b (224.0.0.0/4) 7 RL A&z,
FXOSIZ7 T AZHIEHY 7 DHAZLN6 YT Fy FEERTE D LR EL
776

BTH/ZS B X372 Chassis Manager (B :

[Logical Devices] > [Add Device] >

HH/ERSN-A T a

[Cluster Information]

[CCL Subnet IP] 7 4 —/L

JIARA B —T =
A A TNy AR
X, X7 REN DR

9.10(1)

AV B=T 2 A ADAT—Z ZAEHENEAETDH L ASAITA v F—T = A A%EEH L
LT~v—27 L, 7 7A&nba=y F&HlERT % % T health-check monitor-interface
debounce-time =~ > N'% 72|13 ASDM [Configuration] > [Device Management] > [High

ERRBICAEE 51 Availability and Scalability] > [ASA Cluster] Eii CHE Sz I VS L £, =
H—T A RATHHEH S DFEREIX. X U L IRENCEBEENIREBICAET T 51 /5’ T AZHMAIND LI
nNaHIH7nEL R0 FE L, e ZiE, XU RED DBENIREEIZFEAT L TV 5 EtherChannel D54
7 (AL v TRV a— I, THREFAAL v TFREDITA - TS EtherChannel 72
E) L TR AR ERLSTHZE T MOI TRAE 2=y NOFRKR— D
RADPRENE WS BIHIZT T, 779 AF 2=y F ETA U F—T oA ANT T —HKR
ENDHOEHSZENTEET,
EFRINZEEHIZIHY EH A,
NESREERE A% ICHEN |99Q2) | LIANE, < DT —IREICEV 7 T AF 2= bR TAEZNLHIBRENTHEL

Iz 7 T A X IZHSMN
75

ko:@%%%%&Lk%‘i@f&?x&’ﬁ%mfézgﬁhbibtoﬁ@
X, 2=y MET 74/ TS5, . BXON20 % @W%f77x& EEES]N
HamezfrLET, oo Ef%i#omﬂ®ﬁ ik, 77V =3
Vﬁ%@&%ATW%\%ELKTiU&—Vayx% &xﬁ&#%@iﬁo

B E 7213 W 7= #iE : [Configuration] > [Device M anagement] > [High Availability
and Scalability] > [ASA Cluster] > [Auto Rejoin]

7T AR DOIEHEMEDE
WhT U AR—Kk 71
ragxtoe—r0k
Z v AR— MZREE
DEHEROFETR

9.92)

2=y NI EDT TAXDIEFEMEDEW N T VAR — N Ry 7 7 EAREHER LT
Ny TZyrRnaryba—/L FL—rTHo W7o &7y b Fa v 7ol

BERETED LR E LT,
P EIFET SN2~ K : show cluster info transport cp detail

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &

Firepower 4100/9300 £ AsA 2 525 1) w7 0BEE [

HERER N— | BEEEIFER
3y
B{EL —E9 Heluster |9-9(1) | cluster removeunit =< > KiX, noenable =~ RERERIC, 7T AX Y 72X
removeunit=~ > KM Va— REFECHEANNITLZET, 77240 ba=y FEHIBRT D L1220
#/Eno enable FE L7z, UM, FXOS 67— M A NI v I RECHBIEHTLE, 77 AF V7
DHEEANIRY £ LT, BN AT—F A%, 77— FA T v TREDOHE
DA THMFFSNDEOICRVELT, 7272l ASAZYr—FJ5L, 77X
Z U TINHEAINIRD £7,
B E 71T A T S U7 [Configuration] > [Device Management] > [High
Availability and Scalability] > [ASA Cluster]
XD —|99() | vy =T VAT oy 7 OB Z X O ARME (100ms) I[ZERETE DL H IR
NWAF = v 7 OfEE F L7z, DAETO &/ MEIX 300ms TL72, H/hOfEA R (interval x retry-count) 13,
ok 600 X URDRIMGIZT HZ LITTERVWI LICERE LTI &N,
FRELIIAT SN za~ 2 R : app-agent heartbeat interval
ASDM YR — hMEdH D £H A,
728N T OYA(990) | A NHOTIEMICEY, VT 74y Ta—DORy I T v T XA —

T RAE

FT—=L IO Y A MTEINET, ZOWEICEL > T, ¥ FOREENORESNE
7o

B E 7213 W 7=l - [Configuration] > [Device M anagement] > [High Availability
and Scalability] > [ASA Cluster]
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Firepower 9300 L7 [9.9(1) |Firepower9300 LD ASA 7 7 A # X, 5H#kE— R THA M VPNZVR— K LET,
FGAFY) TN KBy SEE—RTIEL, EFE—FRED) Hlfl=y NIF T2, ASAT T AL D A
BRI £ R VPN UR—FTEE DY A ] IPsec IKEv2 VPN ##5i 2 0SB 5 Z LR TE x4, 2h
W2 L0, HERA VPN OMFEA B 2 T VPN Vi — M 2N KIRICHEIE & v, & Al A 3E
BLET, OBIUS2SVPNILZ, ZNENHKIDDEY 2 — I EGLHRK2OD Y ¥ —
DI TAE (BE6 DD I TAE A=) ETEHEL., £EY 2 — /TR KK
36,000 D7 7T 4 7 By iar (B T72,00002% L. &K 6,000 DT 7T 47 &
var (% 12,0000 ZVHR—FLFET,

FHRE AT SN

[Monitoring] > [ASA Cluster] > [ASA Cluster] > [VPN Cluster Summary]

[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]

[Configuration] > [Device M anagement] > [High Availablility and Scalability] > [ASA
Cluster]

[Wizards] > [Site-to-Sit€]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
[Monitoring] > [ASA Cluster] > [ASA Cluster] > [VPN Cluster Summary]

[Monitoring] > [ASA Cluster] > [ASA Cluster] > [System Resource Graphs] >
[CPU/Memory]

[Monitoring] > [Logging] > [Real-Time Log Viewer]
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Dk E AFx—L%&H, arybta—)L FL—rDF—=FTITATNMNLT—F T L—rD/— |

t—MIEELET, "~ M= 2EHTLHE, 2 b= L —2CPUDK Y
X TRAT Y a— 1 T DRBIEDE L Z TN T2, 7T AZ Y 7 OEfFEEL
JREMEN M ELET, REFMAECRET DL, ZIRAZGIHY) 7 DAy E—Y
YT ITAET A BHINT D2 LICHER LTS, RERH 25 < BET 2 Al
Wxy NU—2 %052 a8 LET, Lt xiE, HORERRBRORIC
3OMD/N—hE—K XAy B—UNFET LD, 7T7AZGEY) 7B L ThHDH2
=y IPBRIOL = <D ping DEREERFEAB LAINICERE S Z L 2B L E 9, (REFFE
203 ~07ICRELIZICASA Y 7 N =T X0 7 L—RLEEE, Ly
RENFR—FENTVWARNDT, ZOREITTFT 74V FDIBITREY £3,
WOMmmEAZZA T LE L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster]
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WL TA v Z—7x |98(1) |ASANA v H—T oA AEFENRBELTCNDERRL, 7T AXNL2=v FHHI
A2 %FEEHEE LTy — FRENDETOT AT ARMERETEHLIICRVELE, ZOMRERIZEY, o
7D DICRE AR VHE—T oA ADMEELEZ IV RBITRHTEET, TAVCARMEELSTHE, A
TRT N v ARER] BHEOMREMENEL D Z EICEBRLTLEESWN, /U H—T 2 f ADAT—H AH
Firepower 4100/9300 HNFETHE, ASAIZA v E—T oA AEEEL L Ty—2V L, V7 IRAEZNHa
vy —v =y MHIBRTHAETHESNZI VBB LET, T 740 FOT AT 2 R
1% 500 ms C. Ah72MEOHIFHIL 300 ms ~ 9 F» T,
PR E 21T A T S~ HiE : [Configuration] > [Device M anagement] > [High Availability
and Scalability] > [ASA Cluster]
Firepower 4100/9300  |9.7(1) |ASA 7 7 A X BT % &, T LD Firepower 4100/9300 * % — > DH A K ID %
V¥ —v EDASAD BECTEXET, UANLASAT 7Y 7 —2 a3 Y NTHA N ID 2R ETHILERD Y
%4F%7?X&UV L7z, 2O LWEEEIL, #WIHPEAZRIZ L ET, ASAMERNTY A b ID 2% 7E
7 DOYR TERL o ZEIZEBELTLLEE N, £, A MNEZ TRHZ Y 7 LD HEHME
RO DO, BEME RT —~ o AT HEHOSENEG EH D ASA 9.7(1)
BXOFXOS2.1.1IZ7 v 77/ L —F45Z L aHERLET,
WO RNET X E L=, [Configuration] >[DeviceManagement] >[High Availability
and Scalability] > [ASA Cluster] > [Cluster Configuration]
Favrxua—n1 |990) |FT—F B A =D T v AEB L, YA NI TAEZV L TDRNTT 4T
Y—rvar . 5y—4% EHERFT D720, Ta v un—hEB—va rEAEMCTEET, @E, Ly
VHE—DYA NET T PHCIIFFEDT A FND T T AKX A= |ZXoTr— R AT 231, ATF SN
AR T DOk E TWET, L2, ASAIFEEDOYA FDALNRN—IT 4 L7 ¥ n—/L&E D YT
9, T =RV E—va ik, FiEE LRI A hou—hL T 4
VI EDOY A MCUOFERER 70— L T4 LI Z N BIMOT 4 L7 4
0= NG T, FTEEET 4 L7 EARE—YA MIFET D L AT 3 —
~ AWM ELET, £, TOFAENKRRLIZGE, v — AT 4 L7 2L
CHA FTHLWVEROFNTEZELZRBRLET, Fn—"ART VLI XL, JTAHK
AUR=RR DY A TR SNDEERHO AT v NEZETL2HEICHEHINET,
WO &8 LE L7=, [Configuration] > [Device Management] > [High Availability
and Scalability] > [Cluster Configuration]
D16 EHD > v — D [9.6(2) |Firepower4100 >V — X TR KI6HDO Y v —2 %7 T AXIBINTE S L HIT/D
7R — b Firepower F L7z,
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—F v RBIRZ,%9.6(1) | 2, KEtherChannel D)V —F v KE— RTOY A "7 F2EZ ) o TOEE. A
> K EtherChannel &— MEBIDO MAC T KL AZMZ T, B MABIDIP 7 RUAZERETEZDH L9172
KoY A MEA D TP FL=, YA FIPT FLAZBMNTHZLIZED, 72— 3V MACT RLADHD
T RLADR— | ARP IGE#HIET 572012, V—T 4 7 RIEDRRIZ 72 Y 32720 Data Center
Interconnect (DCI) BHADOBENZ L 54— —L A ~T o AR— M (OTV) T
INAAD ARP REZFEHTHZ M TEET, MACT FLRAZT 4 VAT 5T
OIZ VACL i TE 72\ A1 wvFIZiL, ARP AN METT,
WOME %A LE L7z, [Configuration] > [Device Setup] >[I nterface Settings] >
[Interfaces] > [Add/Edit Ether Channel Interface] > [Advanced]
16 DEY 2—)LD 952D |FXOS1.1.3 Tlix, ¥ —T/H., SBIZHA "EZ TFAZ ) v 7/ TE £, &

Y —VIM I T ALY
> 7, ¥ X Firepower
9300 ASA 7'V r—
TarohA MEY T
Y N

K16 DEFEY 2—)LEEBHTLZENTEET, 2EziE 160D ¥y —2T1ODFE
Ca— )V EFHLEZY, 80Dy —T2oODEY a— VA LT, K16 DE
Va—VEMAEDEDLIENTEET,

BRI NHEEITH Y EE A,

N—=T vy RT77A47T
=L E— RO AR
> K EtherChannel ™
A NEIZZAEZY T
PR—FDOHA N
MAC 7 FL &

9.5(2)

JL—TF v KE— KTlX, A/ KEtherChannel A 7 F A XY v THEHTHZ
EMTEET, MACT RLRADT7 I v B 7 %2BSITIE, HA Vv E—T = A ZADY
A MHNOMACT RLARY A hD2=y F FCHETELLIIC, T TARHF A
N—DH A MNID #HELET,

WO A2 ¥ L ¥ L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster] > [Cluster Configuration]

AVHE—T A AFET
X7 T ALHIEY o
DR LT85 0
auto-rejoin E{ED ASA
I TGAE DAL <A
=

9.5(2)

Ao p—T = A RETRY T ALY v SR LT
B A ACEET,

WO ZE A LE L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster] > [Auto Rejoin]

auto-rejoin EifEZ 71 A

ASA 7 T AT,
GTPvl & GTPv2 %
R—bhLET

9.5(2)

ASA 7 T A XX, GTPvl BLOGTPV2 A V' AT g &Y R—bMLET,
EREINHEELZH Y TR A,

TCPHERID 7 T A X1
R AE

9.5(2)

COBRET., TA4 LI XNy T v T T a—EROEEIC X D FER IR EN T B —
(CBE S TREREE] 2R TE £,

WOME%ZEA LE L7, [Configuration] >[Device Management] > [High Availability
and Scalability] > [ASA Cluster Replication]

. Firepower 4100/9300 O ASA 7 5 X &



| Firepower 4100/9300 1> ASA & 5 X &

Firepower 4100/9300 £ ASA 5252 1) L T OEE |

HaES N— | HEEETRER
oay
P4 FE 7 r—%E U |95(2) |Cisco Locator/ID Separation Protocol (LISP) D7 —x7 7 F ¥ %, T/34 A ID XD
7 4 D LISP A ¥ A3 GG 2 ODRIND T L NY T AN—=RGHEL, b= N—DBITE Y T4 T
Jvayv MR L TEBANC LE T, ASA T, BATEEOLISP M T 7 1 v 7 ZfE L, £D
HMa s — AV AR7 T 22 ) o ZENTEMNTEET, ASAZ T AZ A _—(L,
BARIDOAR T —2 T bRy b— R E IS b ARV L— 2 OO LISP k
FI74 vl EREL, Tr— F—F—OFTESIEFRY A MCAELET,
WOBEENEANEIFER S NE LT,
[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA
Cluster] > [Cluster Configuration]
[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [L1SP]
[Configuration] > [Firewall] > [Service Policy Rules] > [Protocol | nspection]
[Configuration] > [Firewall] > [Service Policy Rules] > [Cluster]
[Monitoring] > [Routing] > [L1SP-EID Table]
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AR Y T TY BATYHR—FENET,
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Az N ORGEHE YRUSMZ, P —2ARy T 7IZEHENE T, LV B _vDA X hasD FL—
A 2z iR D722, 7T AZDRNF V=R LNV ERETEET,
EEINIZHEEIZD Y FH A,
Firepower 9300 9.4 FirePOWER 9300 > ¥ — N TlE, K3 20X 2V T 0 TV 2a—NVET7 T AX{
VY—VPNASAZ T | WD | TExEF, Yy —YHNOTRTOEY 2 —UE, 7 TAZITBL TV ALERSH Y
2By T R

WO % EHA LE L7z, [Configuration] > [Device Management] > [High Availability
and Scalability] > [ASA Cluster Replication]
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