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Y
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X, A2 = T o7 HA REZH LTI,

I'BOOTSTRAP

! Cluster interface mode

cluster interface mode individual

|

! VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

|

! Alternate object group representation
! object-network xyz

! range 10.6.6.51 10.6.6.54

! object-group network cluster-peers
! network-object object xyz

|

|

! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7

description CCL VTEP src ifc

nve-only cluster

nameif ccl

security-level 0

ip address 10.6.6.51 255.255.255.0

no shutdown

|

! VXLAN Network Identifier (VNI) interface
interface vnil

segment-id 1

vtep-nve 1

|

! Set the CCL MTU

mtu ccl 1664

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan

source-interface ccl

peer—-group cluster-peers
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|

! Management Interface Using DHCP
interface management 0/0

nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt_ pool
! no shutdown

|

|

Cluster Config
cluster group clusterl
local-unit A
cluster-interface vnil ip 10.2.2.1 255.255.255.0
priority 1
enable noconfirm
|
! INTERFACES
|
ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
|
interface GigabitEthernet0/1
nameif inside
security-level 100
ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0

nameif outside

security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

' JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

F—% /— K Day0 3% E

T =% ) — RKOWKD Dayd X EIZIL, 7T—FA N T v TREOANEENTNET, KFOT
F A ME, HlfH /) — RO Day0 s ENOEET ZMERH HEE R L TWET,

\)

GE) ZOHREIIE, 7 TAXHPLOFREDOHFNEZENET, Day0 sk ElZlL, 74 A, SSHT

JEA, ASDM 7 7 B A EOMOFRE S E DO HMENH Y £9, Day0 s EDFEMIZ DN T
X, A= T o7 A RESRLTITEIN,

I'BOOTSTRAP

! Cluster interface mode

cluster interface mode individual
|

! VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54
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Alternate object group representation
object-network xyz

range 10.6.6.51 10.6.6.54

! object-group network cluster-peers

! network-object object xyz
|

! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7
description CCL VTEP src ifc
nve-only cluster
nameif ccl

security-level O

ip address 10.6.6.52 255.255.255.0

no shutdown

|

! VXLAN Network Identifier (VNI) interface
interface vnil

segment-id 1
vtep-nve 1

|

! Set the CCL MTU
mtu ccl 1664

|

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan

source-interface ccl

peer-group cluster-peers

|

! Management Interface Using DHCP

interface management 0/0
nameif management

ip address dhcp setroute
no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt pool
! no shutdown

|

! Cluster Config

cluster group clusterl

local-unit B

cluster-interface vnil ip 10.2.2.2 255.255.255.0
priority 2

enable noconfirm

!

| INTERFACES

!

ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
!

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
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'JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

RERDASAREI S A2 VT DERE

ASARAR DEBRIC Y AKXV U T HBET DL, ROX AT #FITLET,

aAVT74FXaL—Sa3 DNy o7y T (R

F—B A=y NCITAZN T A F—T N T D e, BIEDOI LT 4 ¥ 2 b—3 3 Vi
ML7eT 7747 2=y hOREICEZIMZIONET, 77 AX2UREMRT 256, R
BEREEHA LA —T oA A2 a7 4 X2l —a Oy 77y 7 a7 4 Xalb—gy
BES TR ERNDGAENH Y £7,

IR B
o=y bONRY I T v T EFETLET,

FIE

ATvT1 [Y—IL (Tools) |>[/\v ¥ 7w T&E (Backup Configurations) | Z#R L £7°,
AT9T2 R THLFETa V74 Xab—va a2y 7y 7 LET, sl FIEICONTIE, =2
T4 X2 L= a VEIEEOMD T 7 ANDNRy 7T v FEETEESRBLTLLEE N,

SA—
A3 —T 14 RADEXRTE
DY TAZ A B =Tz AE—RE, Hfll ) —RFRODA L X —T A RAERELET, 1
H—T A AT, 7T AXIISNTDHEET—% /) — RicERIInNET, 7722
Vo OWERIE, 77— MARNT v ar 7 40 FXFal—2a FETHASN TSI LICER
LTL7EEY,

DHIE/ —FTOSFRAZAVEZ—TIARE—FZRET S

I TARN T EENCT LN, HaADA v F—T 2 A%FEHATHEIICT 7 AT U4 —
NWEBBTHIVENHVET, VITAX ) T THERATE A X —7 = A AOFEFEN
RS D72, ZDOF vt ATIE, BHFEOREIZHBIED IR NA L F—T 2 A ARDHDHNE
IMEMRL, PR—=FENTWRNAS U H—T 2 AZRETERNEITLET,
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DHE ) — KTH528 A v8—T 14X E—Fx&ETS |

\)

6=

ATy T

Tz A AF— Fae ZOHDOHIIE > TFHITHRET DLENHY £, Hil#l/ — Fnrbd

# 7 — RziBid 25813, ASDMABT —4 ) — RDA » F—7 = A 2% — F& HBIZ

Liﬁ‘o

HilfE ) — o7 —4 7 — FZiBLgnigaid, fill ) — F7Z2Th<a/ —FoA 2 —

5‘—‘\__

BN

AxX A&

FIE

p S N . S
fHf# / — Ko ASDM T, [Tools] >[Command Linelnterface] DJEIZEIR L E§, HHED 20
N > N — - N S s N >
AT 4 Falb—rarEFRRL, BHEHRICA =T 2 AT FICLTHRTa Y 74X
L—2a v BBETELLIICLET, Z0a~vy RTIETE— NZIZEINFEREA,
cluster interface-modeindividual check-details
1: A9V R A4V AVE—TART I Ty b
[] [ ] Command Line Interface
Type a command to be sent directly to the device. Fer command help, type a command followed by a question mark. For commands that would
prompt for confirmation, add an appropriate noconfirm option as parameter to the command and send it to the device. To make the changes
permanent, use the File > Save Running Configuration to Flash menu option to save the configuration to flash.
Command
© Single Line Multiple Line Enable context sensitive help (7)
cluster interface-mode individual check-details <
Response:
Result of the command: “cluster interface-mode individual check-details"
ERROR: Please modify the following configuration elements that are incompatible with ‘'individual' interface-mode.
- A cluster IP address pool must be specified on interface Gil/1l(outside). Or remove IP address configuration.
- A cluster IP address pool must be specified on interface Gil/2(inside). Or remove IP address configuration.
- IPVE6 autoconfig is configured on interface Gil/2(inside).
- DHCP Client cannot be enabled on interface, Gil/3(dmzl)
- DHCP Client cannot be enabled on interface, Gil/4(dmz2)
Clear Response
Help Close -
= N N = A ==d - 24 Ay N - s s 2
EE A H =T 2 A A= FERE LRI, FICA o F—T = ATHHTELH LD

W2 ET, L, 77 AZ ) THEMBCEHAET DL ICEEA VX —T oA R
ERETDHRNCASAZ I —RT5L (ZExiE, 7 7AXIP = L&BINT5
72O, FZIEDHCP B IP 7 RVAZRSGTH7280) . 77 A% & ABMED 20
A B =T oA AT 4 FX¥al—arRNHIRENL-0H, BT RY
£9., TOBEAIE., TRETHNIEI Y —LR— MR L T v ¥ —T = A 2
V74X 2= a v EEETAMNERDD £7,

ATFYT2 VT3 RAZYV U ITRHICA A —T 24 A ET— REHRELET,
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cluster interface-mode individual force

1 -
B2: 48— T4 R E—KDHETE

[B Command Line Interface =
|
| Type a command to be sent directly to the device. For command help, type a command followed by a question mark For commands that would prompt for confirmation, add an appropriate noconfirm option as parameter to the command and
send it to the device. To make the changes permanent, usz the File > Save Running Configurztion to Flash menu option to save the configuration to flash.
Command
1
(O single Line (@) Mutiple Line Enable context sensiive help (2)

cluster interface-mode individus

| Responsa:
Result of the command: "cluster interface-mods individual forcen

WERNING: Cluster interface-mode is changed to 'individual' without validating compatibility of the running configuration. Please make sure to resclve all remaining cenfigurat

T

FI7 NV IEREEH Y A, WRIICE— FE2BIRTLILERSHY £9, E— FE2RELT
WRWEARIE, 7T AX VU T A X—TNIZTEER A,

force A7 a L EBET AL, AfMEDORWa L T 4 X a2 L—2 g COREIITHOTICE—
FRERTINET, a7 4F2b—2a OfEND L5, T— FNEEE LICRICFH)
TIRRT HMERHVET, (v FZ—T oA XA AT 4 Fal— g VOEBEERTX HDIE
F— FOFREBRICEOENDDT, forced 7V a v AT 2B LET, ZDLHIC
FTHE, FIETH, BBFEOaL 7 4 X2l —a rORENOBBCEXET, IBIChHA Xy
ANMBIRGANL, T— R& % E L7 C check-details 47> a2 2 HFEITLE T,

force4 7 a v ZEELRWE, EHMEDORWa Ly 74X a2 b —aBb A, o
T4FXal—rvariEz7) 7L TVe—RTaLo kbbbt T, 2y —R—hk (7
BRRGE) ICER L CEET 7 ERAEZHRET LIMLENRHVET, a7 Fal—ra il
HHMEORIEN 2 WEAIE (Enkr—R) | BE— RRLEEIh, a7 4F2b— a3
MFFESNET, av 74 Xa2b—var a7 VT LELSRWEAIE, n2Z AL Tavr K
BTLET,

A B =T A A FT— REfERT 5121, nocluster interfacemode =~ > R&Z AN LET,
ATV T3 ASDMEHKTL, Va—FRLEd, /I9RAF A F—T 2 A FT—RIZELLAETD LD

\Z ASDM Z HiEBI T2 LR H Y £9, U — KOtk, &—2L ~X—TIZ [ASA Cluster] % 773
FKRENET,

3:ASDM DEFHHANKHE
Device Information
General ASA Cluster virtual Resources License

Cluster Interface Mode: Individual Interface
Cluster is not enabled.
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s —rcosszasmy vongE |

HlE/ — FTOI SR EHIE) U DERE

JTARZEMT HENC, 7 TAZEEY I A4 H—T 2 A ADVXLANA V' H—T =4 A
EFTLET, VXLANBEOZ 7 A2 HIfH Y > 7 OFMICONTIE, 7 5 A XY > 7
(5§ ~=2) ZZWLTITZS,

1R8O HHEIIZ

SRR 7 THERT A AR T L —ATREAINC LT, 7T AZEEY 7D

MTU ZHESEICRETE DRI LET, VXY AT L —LE/HTHE, ASAR Y r—
FanEd, [BRE (Configuration) |> [T/ XDty b7 v T (DeviceSetup) > [1 >

A—T x4 RFEFE (Interface Settings) | > [4 2 —7 x4 X (Interfaces) | M ffEad L £
7T

)

GE) &K —FRTHEIICS Yy R L—APREEDNCTALERH Y F7,

ATy T

ATy T2

FIE

Xy NT—0 ATV b F—FHNO VXLAN b kb RKiRA > b (VIEP) 7 IP
7 R RAZEAIL £,

Xy NU—=0 FT V= b IA—TOFEMIC OV T, [Configuration > Firewall > Objects>
Network Objects/Groups)] ~—¥, BLOPASA 77 A T U+— /) a7 4Falb—va i
4 K@ TObjects for Access Control] DFEAZ S L TS0,

VTEP B DOHEREL 725 1P * v b U —27 X, VXLAN F* v U —275&B+ (VNI) A X —7 =
A ADMERT 52 T ALEIY v 7 Fy NI — 2 BN L TWET, 4 VIEP V— A A >
H—T A AL, ALY TRy hEOIPT RLARHY ET, ZOH 73y b, thod
NXTOT T4y I 0BIIREEL, 27 ZAZ2HIY) 74 =T =4 AT REENRD LD
IZLTLESN,

VTEP &G 7eA v X —7 = A AZFHELET,

VTEPAETiA v ¥ —7 = A AlX, VNIA ¥ —7 = A ZZBAEM T B D FEDERED ASA

A B =T A ATT, | DOVIEP VY —AA L Z—T = A R% 7 T AZHY 7 & L

THEIET DL OICRETEET, YA H—T A RL, 7T AXHIFY > 7 O HEA

TS TWET,

a) [#m (Configuration) |>[7 /34 AMEKE (DeviceSetup) ]>[4 V8 —T 4 ARE
(Interface Settings) 1 >[4 % —2 x4 X (Interfaces) ] DIEIZEIR L, VTEP {51
VHE =T 2 RAERT DA H—T o AERELET,

b) A1V —TIARBERELET,

c) [VTEP Source Interface (cluster)] &= v 7 Rv 7 A4 1 LET,

d) [Enable Interface] 412 L £ 7,

e) ERIPVA T RLAZRELET,

ASAUSREDY S AL EREYT S
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B 56 —rcosszesmyrrogE

ATvT3

RATv74

IP7 RLAF, Ry NI—7 ATV N T NA—TDOET D1 DL LTEDIVLEND
D\i‘g_(]

f) [Advanced] # 7% 27 Vw7 L, MTUZT —4# A% —7 A ADHFAKMTU LV $4072<
EH 154 31 FELSEHELET,
TIAZGINY 7 DNTT 4w TIZET —H Ny MBEREGEND D, 7T A X
Y 23T =2y hERIKOYV A RZMATITAF T T 4 v 7 DOF—/—~ R
(100 XA ) BELOVXLAN OA—r3—~ K (54 54 1) IZHXIGETLD2HERH Y T
. MTU % 1554 ~ 9198 /N1 FOTRELET, 7 74/L h®D MTU 1% 1554 /3A R T
To T—HALH—T A ARI500ICHESILTCNDEEIT, 7 7 AXFI#EY 27 OMTU
1654 ICRETHZEZBEOLET, ZOMEICITY v — RBKERY v VR T L—2L
DTNV TT,
2TV AR T =L EEH L TWDIGE, K MTU X 9198 N1 N TH LT,
F— LA H =T 2 A ADIKMTU L 9044 (2720 . 7 T AXHIE Y > 71X 9198 IZRRE
TEET,

g [OK1ZZVUvZ LET,

VTEP ¥ —AA U H =T = A A%Xy b =7 kT RARA > & (NVE) (2B £

R

a) [#RL (Configuration) ]>[T /31 ADEKE (DeviceSetup) | >[4 32 —T =4 REFE

(Interface Settings) ] >[VXLAN] DJIEIZEIR L E 9,

b) (ER) 774/ k4789 HAEET 5354 1X, [VXLAN Destination Port] DfE% AJj L &
ﬁ—O

c) [Enable Network Virtualization Endpoint encapsulation using VXLAN] F = > 77 7R v 7 A& 4
IZLET,

d) Fwuvy 7% U AR5 [VTEP Tunnel Interface] 38R L £9-,

e) [Configure PacketRecipient] 7= > 7 7N v 7 A% F 2 L, [PeerGroup]| A 7> a ViR Z v %&
7 U7 LT AER LI T 70— 23R L E 7,

f) [Applyl %7 Vw27 LET,

VNI A v B —7 = A ZA&AERR L £ T,

VNI A X —T =2 A AL VLAN A X —7 = A R TWET, VNI A X —T7 = A AL,
BRETEFRALTEHEODYIRA L E—T oA ATDFRY NT—27 8T 7 4 v 7 OSEIZHER
THRBA o H—T =2 ATT, BRECTEDL VNI A X —T A AL 1 DEFTY,

a) [#M (Configuration) ]>[7/34 XRE&E (DeviceSetup) | >[4 VB2 —T =4 REE
(Interface Settings) >[4 2 —7 =4 X (Interfaces) |DJEIZERIN L, [:BH0 (Add) 1>
[VNI4 2 —2 4R (VNI Interface) 127 VU v 27 LET,

b) [VNIID] (% 1 ~ 10000 DR CTAS L ET,

ZDIDIINEA v X —T = A AR TT,
¢) [VNI Segment ID] 1% 1 ~ 16777215 DI TAH L E T,
¥ 7 AL FIDIXVXLAN Z X 2R SN E T,

d) [NVE Mapped to VTEP Interface] = v 7 Ry 7 A& A2 LET,
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Bansra—7z1208% |

TOBREIZEY ., UNIA L Z—T x4 AN VTEP HETA v F— 7 = A ZZEEMMT S
\iﬁqo

e) [OK]. o\ T [Applyl 27 U v 7 LET,

BrOAE—T A4 ADETE

U TAZN T ERENCT AR, BEIP T RLARRESN TWDHAS VA —T =2 A%
T AL %I ’ﬁﬁféz%ﬁ>%bifr BEHICHWIP 7 RLAZERT 255X, Dl &
H. ASDM DA EIN TWAERA LV ¥ —T 2 A ZAZEETAHVNERNSH AR H D £
T, DA X —T 2 A RZONWTIR, 7T AZ ) T EEMET DRIETZIFZF OBICHET
XFET, BERAL T A XL =T arBNH LW TRAZ )= RERMITA LT, TTO
AVHE—T 2 A AEFEAICRET D EEHERLE T,

Tl DA BT 2 A AN TAZ Y T HME IR DX IA U H—T = f A%
ETDHIEZONWTHILET, HBlA 2 —T oA ATEHEDONLV—T v KA X —T = A A
ThHY, TRENVLHEHDOIPT FLAZIPT RLA =AM BELET, A7 T RAH
IP7 RLRZ, TDVFTAZDIZODBEET RLATH Y, HICHAEDOHIE /) — FIZE L £
T, TRTCOT =X A X —T = A AI@EBA > 7 — 714xfkéz%#%91¢o

WAL B —T oA AT, IPT FL AT — L &FETHH, DHCPZH T £4, FH A
VHE—=T 2 A ADIHNPDHCP DT KL ADEEGE YR — K LTWET, DHCP #EHT 5
AR, ZOFREEZMFEH LT ZEn, b, 8% EBVICRELET b—T v R
= RO A v H—T oA A NRT A= DRELEBR)

1R B
(A7vay) Y742 —T oA AR ELET,
EHA U H—T oA AL, BT RUAERERT 50, DHCPA2fEH CTx £9, ¥#MHIP

7bvx%ﬁ%bfk0\MDM%ﬁ%LT£@4/ﬁ T AT E— MNMTHEE LT
WAHEAIE, [ RkOT—% 7 — FOBED IP 7 KL AT —KH) 72 b O TY,

e H AL, I — R TERBENTZ I TAZIP F—AMSIP T FLANEID Y
T%ﬂi?o

« VT AHIP =X, RO FVIPT RLAZET, Xy NU—7 TTT
WEHTOT7T RLAZEDDHZ LT TEEEA,

Wz & m LET,
1. I — K 10.1.1.1 2% EL £,
2. fthod/ — Fizix, 10.1.1.2, 10.1.1.3, 10.1.1.4 Z{FEH L E£9,

3. Hili#l ) — DI FAXDIP S —NVERETDHHAE, FHFPTHDIH-HI2, 3. 4
DT RLVRE S —NVIZEOHZ LIITEEEA,

4. fRbVIZ, 5. 6, .7, 8DLHIR, Xy MIT—T7DMOIP T RV RAEEHT S
VBN H Y £,
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\}

ATy
ATvT2

ATvT3

ATy T4

GE) 7=zt il — REEL I T AZDA NGO T RLA
NPUNETT, D 1T RLRFAALS VI TAXIPT RLATH
D, BEOHIE ) — KoL T,

5. 7T AZIBMT DL EN—RFNRT FLATHEES L, MoGir TEMTE %
TO

FIE

[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] ~<1 % 3&K L £ 9,

AVE—T 24 A{TEHEIRL T, [Bdit) 22 Vv 7 LET, [StaticIP] Z=R L E 3, DHCP &

PPPoE [TV AR — h & E A,

IPv4d 7 5 AP F—)L, MACT RL A 7—)L, BLOYA RO MACT KL 2B 5

IZ1%. [Advanced] # 7% 27 U w27 L, [ASACluster] =V 7 NT A —H ZRELET,

a) [IP AddressPool] 7 4 —/V ROFEIZH D L] ARF L Z 7 Vw7 LTI FAXIP 7S—NLEE
L £, #RENDEREPAIL, [General]l # 7 TRETHAA L IP T KL AZX Yk
ELET,

b) [Add]ZZ7 Vv LET,

Q) AAYIVTAADIPT FLAZGERVWT RLARHEZRELET, v hU—ZANT
BEEH SN TWDT RLALEAET A, #iIE, 722X T RLrE W) L oHIT,
7T AZDYA RZEDLETHRIIRELSTLILERH Y 7,

8no Add IPvé Pool
Name: inside_pool
Starting IP Address: | 192.168.1.2 D
Ending IP Address: | 192.168.1.9 [_]

Subnet Mask: 255.255.255.04 :'

Help Cancel oK |

JMe4

d) [OK]%Z7VUvyZ7 LT, LW —LE2ERLET,
e) TERL7=8 LT — L& @R LT, [Assign]ZZ U v 27 L, WIC[OK]&Z27 Y v 7 LET,

7 — V473 [IP Address Pool] 7 4 —/V RIZERENE T,

) (EE) 7T ar) MACT RLREFEITHRET 2%A X, [MAC Address Pool] %
RELET,

IPv6 7 RV AZRET DI, [IPV6) ¥ 7% 7 U w7 LET,

a) [Enable IPv6] T = v 7Ry 7 A&F NI LET,
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b)

2
h)

)

BEIRAMY < ¥— RE@EALEY S 2ankrErEsm ]

[Interface IPv6 Addresses] =V 7 C, [Add] =7 V v 7 L7,
[Enable address autoconfiguration] 47" a U dH AR — hENFHA,
[Add IPv6 Address for Interface] % A 7 1 7R v 7 ANFRIILET,

[Address/Prefix Length] 7 4 —/V KiZ, 72—/ L IPv6 7 RL AL IPV6 VT 4 v 7 AD
EI2ANDLET, =& 201E. 12001:0DB8::BA98:0:3210/48] DL HICATILET,
[LIARZ%ZT7 V7 LT, VITRAZIP =NV ERELET,

[Add] 27 Vw7 LET,

ano Add IPvE Pool
Mame: inside_ipw6_pool
Starting IP Address: 2001:DEB8::1002 -

Prefix Length: 32

Mumber of Addresses: BI

Help Cancel 0K

F— VORGP 7 KL A (X NT—2 FLT7 4wV R) . L7 49T AE, 7 RL
A EHRELET,

[OK]ZZ7 Vw27 LT, HrLWS— v EElk L ET,

VERE U728 LW — L 258 L C., [Assign] 227 V) v 27 L, WRIC[OK]Z2Z VU v 27 LET,
[ASA Cluster IP Pool] 7 4 —/V RIZ /' — A REREINET,

[OK1 %27 U v 7 LET,

ATw 75 [OK] %7 U v 7 LT, [Interfaces] <A VIR Y £9°,
ATy 76 [EH (Apply) 127V v 7 LET,

S AEY Y- FEFERALEZY SR XDEREIES

7T ABNDE ) — RN ZAZZEMT DL, 7= A N7 v TRENLETT,  (HI#E
J—KlZ72%) 1 H® /— K LT High Availability and Scalability 7 4 #— R&Z3F4TLCTr 7 &
HEER L, T—% ) — REBIMLET,

4 HREIIC

sV TALGIEY A H—T A AEHT D VXLAN VIEP YV —AA X —T = A A
I, B SN AL v TFTT v 7REICR> T AYERS D £97,

BT O T A — RN 5L, —FINC, BREALR/ Ny bAERE N e v 75
BETLIERHY T, ZHITEENOEETT,
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FIE

RF v F1 [Wizards > [High Availability and Scalability Wizard] OIEICER L4, kOFIETZOW ¢
P—ROHA RTA U EHERL T IEEN,
AT w72 [ASA Cluster Configuration] Hi[fii C, 7 — hA KT v 7 OFREEMHK L T,

o [A N —DESENERL (Member Priority) | : fillf#l » — N&EHIC, 20/ — FOEIENENL
Z 1~ 100 OFPHNTERE L ET, 1 D3 Fem OEFENANL T,

[Sitelndex] : ¥+ RH 27 FZ A&V T EMERTLGEIEZ. 2O/ — KOV A D 23 E
LT, A4 MEHFADOMACT FL A (1 ~8) MMEHIND LIICLET,

« (A7 ar) [HAEF— (SharedKey) |: 7 7 AZHIEY > 7 O - T 7 4 v 7 DK
B =% E LET, WHEMEIL, 1 ~ 63 LT ASCI 74T, HLHEWMEIL, e
X—%AERTHEDIHEHINET, ZORTA=XT, T—HRANTT v T (B
WReT v 77— MROBEINDLENT v M2 E) I EBLERA, 7T—F XA NFT7 1>
70, W7 VT THRARELTEEEINET, SATV— RO L—bERE2 A 32—7
IZTDHEIZH, TONRTA—FERETHLERNHY 7,

« (# 7Y = ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :

B OB EAIMELET, ZONRTFA—=FEIT 74V N TET 4 B—7 M5 T
£, AROHEIL. 77 A2 0 ASATEMIICAMMEREZ LB L, AR D> T
DT NA ANBAFMDDIRNT S, 2T LR 47— FLET, AME#RE AH
TOMMREZ, 1 ~360 POHANTIHRELET, ZONRTA—ZX, 7—FA T v 7R
EO—ETIERL, Hilfl ) — kb7 —2 7 — RicERlsnE T,

6= A M AT AT LTI OF OBz BE LT IZawn, Res Y
ATDITTAZ AN EB I TE £ A,

s (AT al) [VITAINDZDOT A ADNVAE=HX Y > T 223 % (Enable

health monitoring of this device within the cluster) ]: 7 7 A% /— K~V A F = v 7 HRE%
B LET, /— RO~NVAZHRT D20, ASAD Y T AKX ) — Ridr 7 A2
VI THO ) — RiiN— b= A v E—UERELET, /— FREEEERANICE T

=R A= hE— R A=V EZELRWEE, TOET /) — NIREREE T
T MREEE AR I ET,

G¥) SO MR PEFRE(THI EE (L2 T—FA L Z—T oA ZADBN
FITHIR. ASA £ AL v F LA B —T = A4 ZADOFLE 71T ES)
b)) X, ~NVAF v 72l BIL LA v —T 2 ADFE=F
YT HENCTHMERD Y £, PR YVOEENET LT, REDLEN
TRCHO/ — RIZRFENZS, ~"NAF = v 7 ZHERNCTEET,

« [Time to Wait Before Device Considered Failed] : Z Dffiix, /— KOF—F 774 7 A

T—HA Ay —VOMRERELET, ®HIX03 ~45KTT, T 740 MNE3
»cd,
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ATvT3

ATv74

BEIRAMY < ¥— RE@EALEY S 2ankrErEsm ]

s (AFvay) [ary— 1V hEEET S (Replicate console output) ]: 7 —& J — K
SHlE ) — R~y — R A LET, ZOMEEIZT 7 40 b CEICHRE S
WTWET, ASAIL, FFEDEKRA RV MR ELZE X, Ay E—VhEEa Y —
MIHNT 2RS0T, ar Yy —VEREEMHTHE, T—% /7 — Kbl
J—RiZaryy—nNRAyvt—UNEEENDLIDOT, TE=XTIHMLERHLDITT T AXZD
Y= )LR— M1OFETFTT, ZONRNT A= L, T—FA LT v TEEO—HETILA
<, il — b7 —42 7 —RicERsnET,

* [Cluster Control Link] : 7 7 A XY 7 4 2 —T =4 AZHEELET,

«[MTU] : VTEP Y —AA L B —T = A A KRIG¥E=y FEfRELE T, 77— 4
VHE—=T 2 A ADFRKMTU L0 D72 L b 154 31 hEVEEZIEELES, 77X
HHFENY > D NT T 4w ZIET —F Ny MEEREGEND 2D, 7T AXIE
Vo 7035 =2y "EEOY A RZMZATI TAZNT T 47 DF—r3—~
K (100 31 1) BEOVXLAN DA — 3=~ R (54 54 1) IZH3ST 2080
HY FET, MTU % 1554 ~9198 31 MO TRELE T, 7 7 4/L O MTU X 1554
NARTT, T=HA L H =T A AN 1500 IZRESNLTWDHEAIL. 7T AXH|
Y7 OMTUZ 1654 ICRET HZ L aBEOLET, ZOMEIZITT Yy A7 L—
LADTFRIMMKETT, 220 R 7L—0%2FH L TWEHEE. HAMTUIL
9198 XA N TH DD, T—H AL H—T x4 ADHKKMTU L9044 (2720, 7T
AZEY > 71T 9 ICEHETEET, ZDONRTA—=H|T, T— AT v TRE
DO—iB T, Hlfl, — Ko7y —% /) — NI ET, F: Vv AR
L— 2D TRIEZFDNCL TORWGEEE, Vo PF—FREKTL, VYo A7L—20%
BAHZLTHD, ZOFIEZFRATLILERH D 7,

[~AE=Z Y U THROA > H—T = A A (Interfaces for Health Monitoring) | Mg T, —#
DALVE—=T 2 A ALFEEDE=F Y L THENGRATEET, 2L, FHA ¥ —
TxAf AR E WEUNDA VB =T 2 f ADNVAT=L Y T T 48 —T T HI L
DTEET,

GE) {ENDO MR YEEEITIEE (R 2E, T—HF A F—T A ZADBMEE
VIHIBR, ASAF 72T AL v F LA v H—T =4 ADFIMLF 21T ERL) X, ~
NAF =7 BHHZ L, ML LA vV F—T 2 ADFE=H Y T H T
HMERHY ET, MABTYOEENET LT, FEOEENRTTO / — RIZIH
Mo, ~NAF =y 7 EFHERHICTEET,

[ X —7 A ZAHENFHAHE (Interface Auto Rejoin settings) ][ T, > F—7 = A A
FNT7 T AZGIEHY 7 TRERBELIZGEOHBFEAOREL DAL ~YA ALET, ¥
A7, ROAT v a v ERETEET,
* [Maximum Rejoin Attempts] : 27 7 A Z ~DHfEG OFATEIE 2 EFK T H72DIZ, [Unlimited]
F71F 0~ 65535 OFIPATHEEZRELET, 0IFABHMEET 4 E—7 M LES, 7
T4V MER, 7T AS A B —T 2 A ADOEAE [Unlimited], 7 —4% A >4 —7 = A
ADLEIL 3 TT,
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* [Rejoin Interval] : FR5ARITRIMBORR 2 €K T 572012, 2 ~ 60 OFPH CHIREZHTE L

FT., T 4N MEIZEDTT, 7 FRAZ~OFESME /) — RRRITT 5 R AA R
1. BB OREERRAERS 14400 4 (10 H) ICHIBS N E T,

* [Interval Variation] : 1 ~ 3 O#i THREL T, MRZEMEELNEINEERLET

(1:ZH72 L, 2: HATOMRO 2%, 3: BRIOMBEO 3 %) . =& 21X, MEZ 55
WCRRE L, 0% 2ICRE LIEEAIE. BAIOFITN 5 0%, 2 [BIHORITH 10 5% (2
x5) . 3IBEEORITA200% 2x10) £V ET, TTANMEIX, FTAFA K —
Tz A ADEARIF L T—H A HE—T A4 ADYEAIF2TT,

AT 75 [Finish) #7 V7 LET,
ATYT6 ASAITEfTI L 74 Xal—a a2 AX Yy LT, 2T AZY 35 LT WERED

ATy 17

R~y ROFEATARET, 740 ar 74 Xal—vaiibhbbavr Ry, =
NICEYT 52 ERnBY 3, BRMEORV <y REHIRTAI2IZ[0K] 227 Y v 7 LET,
[Cancel] 7 U v 7T 25 &, 7 TF7AXZY U TIFEDIRD FHA,

LI T5E, ASDMNZ 5 AZ 2B LT ASA IS L. ASA NV T A X 2B E
Ni-Z & W3 % [Information] MW AR S ET,

G¥) Al EoTUE, VA F—FOETRIZY 7 AZITBIMUTZBRIC T T =N AET D

AREMENH D £, ASDMOMUIEI SN TV 5 &, ASDMIZZFNICHIK =7 —% ASA
MOZELEY A, ASDMICHERL LB 7 F ALY VIR T 48— VDA
X, ASA a2 Y — )L iR— NI LT, 7 7 AZ VU ITRT 4 8—T N7 5T
WA= T — IR Z fWr 3 20 ERH 0 9, xR, 7 72Xy >
MWE T L TWAATREMENRH Y £,

T—5 )= R&BINT210E, 13 (Yes) 1227V v 27 LET,

HfH ) — b 7 4 = REFETT L8568, Va4V — REEMICBRET 2L &I [7 T A%
IR A X —% BT 5 (Add another member to the cluster) ] 472 a » &®INL CF—#
J—RZBENTEET,

AT 78 [Deployment Options] fE{Ek T, K [Deploy By] 47> 5 > DWW NEER L 7,

49 <YE— 2=y MICLI 2~v > R&Z%{57 % (Sending CLI commands to the remote

unitnow) ]: 77— MR NI v TREET —F /—F (—K) EFHIPT FLARICEELE
T, T—H ) —FKFHIPT FLA, 22—V =% RAT—=FZ2AHLET,

c[AEESNECLIl vy FEFETat—L T, VE—hax=y NIV 1T 5 (Copying

generated CLI commands to paste on the remote unit manually) |: 7 —% / — R® CLI T2~
YRENY T U RR—=ANTESD, F£IXASDM O CLI Y — LV E2EHTE L L Hic=
<> F&EARK L E T, [Commandsto Deploy] R v 7 AT, B THEHATI-HODOa~v K
BIRL T —LET,

B ASAYSREADISREERRTS



| ASAYS250YS5245RET S

R OPl: [V ECAZEN |

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet(/4
no shutdown
cluster group clusterl
local-unit asall
priority 2
cluster-interface GigabitEthernet0/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- neconfirm

DIREZ)VITMEDHREZTARX

Day0XiED—B & LT, £IT7 TAZDOREMZIZ, JTAZY T ~VAE=FY T
TCP BB DBIE, 7 n—DELY 7 4| MOKE{LE I AF v A X TEET,

HilfE ) — F CIROFNEELFATL £,

ASA Y SRBZDMDERINT A —FDEETE

ATy I

HfH ) — RED I FAZBREENAZ~ARTEET, IV TAX~D ) — ROBINZY 4 H—
REFEHLRWGEGIEL, 77 AZRTA—2EFETHETEET, TTIZZT7AZ VTN
A X =T NTHIUE, W DOMDIT TARX RT AL ERETEET, 7 TAZY IR A
F—T Mo TWHMIIRETERNL DL, LA FRRSNET, ZOFIEICIEK, Vg
P—RIZEHEENTORWEER AT A= EENET,

1R BRI

e U4 W— REMFHES, FEITY 7 AZICBMT AL, 77 AZ BT DE1IC, %
) —RTOIAZHIEY) 7 ZHERETDHDHLENH Y £, §li# ) — Ty T 2%
WUy oFE (17—) ZBRLTLIEZEN,

FIE

[#&R (Configuration) 1>[7/34 XA & (Device Management) |>[ERI A ERT—FEY
5 4 (High Availability and Scalability) ]>[ASA% 524 (ASA Cluster) | DIEIZER L £+,

TTILY FRAZIZTANA APRBIMS N TWT, 2R — FOSGEIE. 201 i3
[Cluster Configuration] % 7 (2% D 77,

AT w72 [Configure ASA cluster settings] = v 7 R v 7 A& AN LET,

ASAY 524500524 %BHT5 I}
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Fx2y IRy 7 AeA 71T DL, REPHESNE T, NIA—FOREPTITET TS

[Participate in ASA cluster] Z 4 2 L2 TL 7230,

GE) JTGARY T A F—T NIZ LTz, [Configure ASA clustersettings] = v 7 7R v

I RAEFTITHEE, BRELISEFELIZ) A TIToTLES N, F7I12T 5
LT RTDIFTAZ a7 4Xal—a N7 U7 &k, ASDM Bk S
TWBERA L A —T 2 A A EGRTRTDA A —T 2 Ab v Yy hE UL
9, ZOHAE, EREeHETT AT, 2 Y — /L KR—FTCLIKT 72T
MENHY E£7,

ATYT3 ROT— b AT T NRTA—HERELET,

[Cluster Name] : 27 7 A X |[ZART&AHT E£9°, &AL 1~ 38 3LF0 ASCIL LFHITHD Z
EMMETT, /J—RIELICEETEDZ TAXZILIDETTT, 7 I7RAZDTRTDA
UARE CARTEER T 20E RS 77,

[Member Name] : 2D 27 7 AKX A U /3DEF DA% 1 ~ 38 LF0 ASCII LFF| THRE
LET,

[A v/ N—DESENAN. (Member Priority) ] : #ilffl / — REBEHIZ, 2D/ — KOESENANL
Z 1~ 100 OFPANTHRE L E 9, 1 Hm OESEIERN T,

[Sitelndex] : ¥ "7 F A% ) T 2ERTL25E81E. 20/ —ROH A b ID Z3KE
LT, %4 MNEHDOMACT FL A (1 ~8) MEHINDLIICLET,

(7> a ) [SharedKey] : 7 7 AZHI# Y > 7 OHIE KT 7 4 > 7 OB 5F— 2R E

LET, HEMEIL, 1 ~ 63 XFD ASCH XFHTY, LAMEIL, e x—24ERT
LHIOIHERHINET, ZONRTFA=FE, T—H A NT7T7 4y 7 (HERET v~
T— FREEIND Xy M E) ICFREBLEYA, T2 NI 7 4 v 7%, EIZ
JVTTHRANELTEEENET, SAT— RO —ER &2 X—TNWIT 55
BIZH, ZORTA—FEHRETLINERDHY £,

(A7 2 ) [Enable connection rebalancing for TCP traffic across all the ASAs in the cluster] :

Bt O BEBEMELET, ZONRNTA—FET 74V N TET =T Mo T
ET, AROLEIZ. 77 AF D ASA TEHRNCAREREZ ML, AR DON)»-> T
DT NA ANBAFMDDIRNT S, 2T LR 2 47— FLET, AME#RE AH
THMMEAE. 1~360 BOHMANTIHRELET, ZONRTFTA=Z(F, 7—F AT v T3
EO—ETIERL, Hilfll ) — kb7 —2 7 — RicERlsnE T,

[Enable cluster load monitor] : 7 7 AX AL ND NT 7 4 v VAR EET=Z—TEXH LT
720 F Lz, MITIE, AFHERiE. CPUL AT Y OMHR, Ny 77 Ruv 7R ERng
ENFET, AMBETEDLEA, EBVDO /) — FRAMEZLIETE2881%. /—FDr 5
AL T e FEVTENCT D0, IMNBAAL v FOu— RT3 T agiid 507 i
RTEES, ZOMREIZ. 774V FTAX—=TNVIZENTHET, NTFT7 17 OHES
EEMICE=Y—TCx £+, AMPETELHAE. /—RTZI7RZ Y U T2 FEHT
WD EERIRTE T,

ROMEEZRELET,

B ASAYSREADISREERRTS
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asa 522 0Ex 5 —s0%z |

s[Timelnterval]: €E=% U 7 A vE— MO A, 10 ~ 360 P O#iFH CTRIE L %
T T 74/ MI20BTT,

* [ Number Of interval]: ASA 237 — & Z{RFFT 2 MR OE A 1 ~ 60 OFiPH TRE L £
T 77 4/V ME30 TY,

NT 7 4 v AN EFRT BHITIE. [Monitoring] >[ASA Cluster] >[Cluster L oad-M onitoring]
LTS TEEN,

(4 7°Y a3 ) [Enable health monitoring of this device within the cluster] : 7 7 A% /— KD
NVAF =y JHRRERHICLT, /— R A—hE— bk A7 =22 X v t&—TROKH
MEAERELET, 0300 45BOMTEIRTEET, 7740 MI3BWTT, F:HL
W — K& FAZIZEBMLTWT, ASAEIFAAL vFO MRe URERINLIHLE.
7T ALNERT HETIOMEEL —NICT =7z, T =7 M ENTA
VHE =Tz A ADA B =T 2 A RAEF=H VT BT 4 E—T VT HRERS Y £

(48R (Configuration) ]>[T/34 A& (DeviceManagement) 1>[/\f 7L SE Y
F4ERS—SE T4 (High Availability and Scalability) ]>[ASAZ S 24 (ASA
Cluster) >[5 RBAA VA —T A ANLAE=R1) 2% (Cluster Interface Health
Monitoring) 1) . 7 7AZ & FMARBRTVOEFENTET Lch, ZOKRELZHEA R—7 LI
THILENTEET, /= ROV AZHERT D720, ASADT T AZ ) —RiE7 7 A4
Y 7 T ) — RIiZ— b E—= A v b= XELET, /— FBRERFANIC
BT )= Fhpbn—hE—= A v b=V EZELRWGE, £OET /) — NISEREE
72X 7y NiRigE RcSivE T,

(A7 av) [T AWM (Debounce Time) ]: ASA 8A X —7 = A A &EFEEN
FELTWDLERRL, 7T AE00 ) — FRHIBREND ETOT Y AR 2R E L
F9, ZOBRRICEY, M ¥—T oA ADEEEZ LV RHIHHTEET, TV R
R 2B <32 &, BRHEOAREENREL R Z EICEBEL T EE N, f ¥ —T =4
ADAT —H AFHNEAETDHE, ASAITA VX —T = A%fEEL L T~v—2 L, 77
ABMNES ) — REHIBRT A2 ETHRESNZIVDEMELET., 7740 DT R A
RFf 1 500 ms T, A D72 EOHFFHIEL 300 ms ~ 9 BT,

(AFvay) [2ry—nHhEERET 2 (Replicate console output) ]: 77— /— K>
O ) — R~Da Yy —VEMEENZ L ET, ZOMEIZT 7 4/ b TEHIHRE S
NTWET, ASAIL, FFEDEKRA NV PRFELLLEIC, AvE—VEEEa Y —
M T 25608 HV £, ar Y=V EBREFMCT L. 7—% 7 — Rl
J—=RIZaryy—nNAyt—UNRNEEINLIDT, TE=FTIHUERHLDITI FAZD
A= AR — M DOFETFTT, TONTA=H L, T—FA LT v TEEO—EHTILA
<, HlfH ) — Ko7 —4% 7 — RicEREIET,

(A7vay) 953R2)05 20—FEYF4H%A4 12— TIIZLET, LISP A A2
73 arvORE 333—=) ML T EEN,

(#7'3 = ) [Enable Director Localization for inter-DC cluster] : 7 — ¥t % —DH A k
M7 7AZ) T TRT =~ A%M ESETT U RN TR OBIE 2 Ffi T 5
i3, Ta v dun—h)B—varEf x—7MMILET, @E, Lok — K
NTUAINT, FFEDYA NNOI TAZ A AN=ZXVfrFahEd, 72720, ASA
I7 4 L7 2 OBEIHTBEDOY A FTAUA—ZEVSETET, T4 74 a—H)E—
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Tasilky, BINOT 4 VI ZREINA R—T TR EF, Zhud, FrAE LR
A MIFHET Zu—IN T4 L7 2L AERDOY A MIRETE 7 n— L T 1 L7

ZTY, FiAELT AV 2R UYA MIRET LI ET, N7+ —v o ARMELE
T Fo. TOFAETEENEELILSS, v—VT 4 L7 ZF, FCYA bTHL
WESRIITA B 2RI L ET, 7T AF AUAN=0RDOY A FTHA SN TV DR/

7y NEZETHIHEEE, Ju—L T L7 aRnERHINET,

o (7 =) [Site Redundancy] : A FOEENG 70 —%2RK#ET 572D, 14 FD
TEMEAEDCTEET, BNy 7T v A —F =04 —F—L R U A MIHDIGE
X, A FOREEND 7 a—%2R#T 57012, BMONY 7T v 7 d—F—0BRl0H A
FBBIRENET, T L2 F u—hUEP—ar b A FOTEMITH ~ OEET
T, TDILDO 1 DERIFMGEHRETHIENTEET,

s (AFvay) WBERFEHT 727 v —2 a2 BT 5 (Enable config sync
acceleration) ]: 7 —% / — KAl 2 — K & [F UAERROS G, MRORIZ A% > 7 L,
farmEft LET, ZOKRBIET 74/ F T R—T MR TWET, ZOKRRITE
J— RCREIN, §iil ) — "o T7r—4% /7 — NERINEREA,

GE) —HOREAYY NiX, 7 7 AL EGOERILE BN H Y F¥ A, b
DAy RBR ) — RIFET 256, 7 7 A2 OEHEIERED /2> T
ThH, REDCEMITIFICRELET, 7 7 AFFEaOEELEEESELIC
X, BHED I WERE ZHIBR T 0BV £97, show cluster info
unit-join-acceleration incompatible-config Z £ /] L T, A#ED 72 G E & o
LET,

s (WEFHERR D LY r— N & FH#HZT % (Enable parallel configuration replicate) | : 7 — %
J— REWAT L TRIERENRSLEND K oIz, #IHl ) — FE2AZcLEd, £9 LA
oL RIIEEICEIT SN, ZLS ORI DL ZEBRHY T,

* [Cluster Control Link] : 7 7 AZ ) > 7 4 o Z—T = A A%t ELET,
cAUBA—TIA R VNIA VX —T oA AEEELET,

«[IPAddress] : IP7 L R |ZIXIPvAT RLAZ$EELET, IPvold, 2D X —7 =
AATEFYFR—FSNEEA,

* [SubnetMask] : 7Ry b v 27 Z4EELET,

«[MTU] : VTEP Y —AA U Z—T = ADHFKKpE1r=y FNEfRELET, 77— A
VH =T 2 A ADFKRKMTU L0 D72 EH 154 31 hEVEEZIEELES, 77X
HHFENY > DT T 4w ZIET —F Ny MEERGEND T2, 7T A X
Vo137 =527 hRIKROY A RIMZTI TAZ ST T 4 w7 DF—rN—~y
K (100 31 1) BEOVXLAN DA — 3=~ R (5454 1) IZH3ET 2480
HYFET, MTU % 1554 ~9198 XA MO TRELE T, 7 7 4/L O MTU X 1554
NARTT, T=HA L H =T A AN 1500 IZRESHLTWDLHAIE, 7T AXH|
Y7 OMTUA 1654 ICRET HZ L aBERIOLET, ZOMEIZIFTT Yy A7 L—
LADTFRINMBETE, 2210 % R 7L —L %A L TWAIRE. B MTUIX
9198 XA N TH DD, T—H AL H—T x4 ADHKMTU L9044 (2720, 7T
ZBHEY 71X 9198 ITRETEET, ZDONRTA—Z|E, T—h AT v TRE

B ASAYSREADISREERRTS
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ATvT4
ATvT5

1v8—2142 ~pRE=4 Y v psvanEsngEorE

D—ETIE7 <, #Hlfl ) — b5 —4% ) — NI nEzd, F: vy R7
L—ADTREEINZL TORWEEIL, xR 7 L—AEF8ZLTorbH, 20
FIEZ T2 MENH Y 7,

[Participate in ASA cluster] = v 7 R 7 A& AN LT, 7 T7AXZEMLET,
[Applyl 227 U v 27 LET,

AVB—DTITARANILRAREZ R Y VO ELUVEHEBSMEREDETE

&

ATy T2

ATvT3

T 2, BHA =T oA A8 WAUSNDA VB =T 2 A ADNVAE=LZ ) T %
FUB—TNMITHENTEET, ~NAE=F Y U IZVLAN Y T A v Z—T = A AT
WTEITSNTETA, Z77AFHIEI 7 OF=H ) U TITRETEEEAL, 2OV U IITFIZ
FoHX—EINTWVET,

FIE

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster] >
[Cluster Interface Health Monitoring] DJIAIZIEIR L F 7,

[Monitored Interfaces] 78 v 7 A CTA X —7 = A A%®IR L, [Add] %~ Y v 7 LT [Unmonitored
Interfaces] N > 7 ANZEDA U H—T = A AEBELET,

AVB—T 2 A ARAT—HFA Ayt — ICkoT, Vo r7EERMEBENET, /— Kk —
VRBEHNICA v =T 2 A AT —=F X A o=V EZELROBEIT, ASAB AL R—
0T ALMBHIRT D ETORRIL, ZD /) — RBMESLHEHRA L NTHDL), 2137 7 A
ZIZBMLEIELTNDINDICE S TR ET, T 74V FTIHE, ~NATF =y 7 FTT
DAV E—T 2 A ATAF—T NI/ >TWVET,

T 2, A =T oA A8 WAUSNDA VB —T 2 A ADNVAE=LZ ) T %
FA—T T B ERNTEET, ~NAE=HF Y UL VLANY I A v F—T = A AT
IFEITENFERA, Z7IAFGHY 7 DOF=F ) U TIEIRETEEEAL, ZDU U TITHIC
FoH—INTWVET,

Ao NARaYEE (2237 =% A4 0% —7 A ZAOBN/EIFR, ASA £721TAA v F
EoA =T = A4 ZADFEZL) E1TO L EITIE, SN ATF =y JHERERZENIZL

([Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA Cluster]) .
ML LT A v X —T 2 A ADE=Z Y TP L T ESWNW MR POERENRET L
T, REOEENTRTO/ — NI, ~"V AT =y VB EFEANCTEE
D

A B —T A A VAT A, EET T ALGNEY 7 ICEENRE LZGE O BEIEES
DREE AR~ A X 5HIZ1E, [AutoRejoin] ¥ 7% 27 U v 7 LET, &4 A 712 L T[Edit]
7w LTIROBREZITVET,

ASAY 524500524 %BHT5 I}
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+ [Maximum Rejoin Attempts] : 7 7 A X ~OFEAFEE ORITHEE EFT 57212, [Unlimited]
F721X 0~ 65535 DHIFATHARELE T, OIXABHFFKEEZT A E—7 VI LET, T
T AN MEIX. 7T AL H—T 2 A ADEA L [Unlimited], T —H# A L H —T = A R
BLOY 2T LADBEAIT[3] T,

* [Rejoin Interval] : GG ATHBORZ EFRT D729DIT, 2 ~ 60 OFIPH CHIMEA R E L
F7T, 774N MEILXSSTYT, 7 FAZ~OHSMNE / — RBRITT D KA FHREH
1. BthOREEFRARD DS 14400 23 (10 H) (CHIR S ET,

* [Interval Variation] : 1 ~ 3 O#i THREL T, HRZEMESELNEINEERLET
(1:Z®RL, 2: EETORMREO 2%, 3: EATOMBD 3 £5) . 72& 23 MExz 55
IR E L. 0% 2 ICRRE L2 AL, RPIORITN 5 43%. 2 [BIHORITHR 10 5% (2
x5)  3IMEHORITN2043% 2x10) &RV ET, T T AN MEZ, 7 TRAZA U H—
T2 A ZADBPBIT[]. T—EA L Z—T =2 ABLIRY AT AOBEAIL[2] TT,

T 7 )V FEREIZE T2, [Restore Defaults] #7 UV v 7 L¥ 9,

AT 74 [Applyl 27 U v 27 LET,

VS5 R3 TCP ERDELEDELTE

TCP Hfii D 7 7 A X EHOBIE A B LT, T4 LI XN 7T v 7 7a—EROBIEIC
LD FEHIMAE T v —CB# T 5 TRERIERE) 2R TEET, T4 L7 2/ I Ty
T —PMERSNARNC =y "BRRT A5E1E. T 7o —%2RiET5Z LT3 TE
FHA, FRRIC, 70 —%2ET 2RI T 7 0 v 7Bl =y MIHFHEINLIHGE. it
NEEETLHZEIETEERA, TCP DT ¥ 2MuE b3 25 N T 7 4 > 7 O TCP O
DFIEZHIE L 72NE D ICTHHERH Y £,

FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [ASA Cluster
Replication] DJIEIZER L £,
RTwT2 [Add) %7V v 7 LTROEEFELET,
* [Replication delay] : 1 ~ 15 O#iPH TR AR T L E7,
« [HTTP] : #XTOHTTP FT7 7 « v 7 DEIEZGHE L £ T,
* [Source Criteria]
* [Source] : E[ZILIP 7 RLUAEZHELET,
* [Service] : (AT a ) HMETLAR— FERELET, @FIX, EEICELITIEITAR—
FOWTNPERET D0, ML BICRELEEA,

* [Destination Criteria]
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* [Source] : SBSEIP 7 KL A& E L 7,

e [Service] : (A7 a ) sfeR— FaELET, BHFIL, FMEILEITER—
FOWTINERET D0 WL BITRE L EE A,

ATy T3 [OK] &7 V7 LET,
ATy 74 [Applyl 227 VU v 7 LET,

B A bREIEEEDERE

A M2 T A5 2T DR, TR LB A B D IdIc, REEHAS VA ATEE
e

HS5Z2A2 JA—EFEEYTF L DETE

LISPD 77 4 v 7 ZRAELT, ==Y A NEAEBBT LR n— T T 024
MeTEET,

LISP £ Y ARS S 32D\ T
LISP N7 74 v 7 &RBETHZLT, A4 M7 —DFE VT4 AN TEET,

LISP -2\ T

VMware vMotion 72 E D7 — X2 Z— (R~ LV DEE Y T 4 IZ XL T, $—=NZ7 T4 T
VOB AT D L RS, T A A —MEBBTE LT, ZOLIRT—F B
Z—=P—=NEEY T 4 &2V R— T DI, = "OBEIFICT— S ~D AT — & —
HNHEHCTEDHHHENRH Y 9, Cisco Locator/ID Separation Protocol (LISP) D7 —F7 7 F ¥
. 7 AID, DFEV = FARA 2 MID (EID) 2ZDHT, DV V—T 17 ulr—
% (RLOC) 7B 2 20DHRRL TN v F ANX—RIHHEL, F—_"DOBITE 7 T4 T 2 b
IR L TEEIC LET, 2L 2E, V=B LWEINCBEI L, 7 747 > R —N2
N7 4w BEETDHE, V—HIFH LGN 7 v 75V XA L7 NLET,

LISP Ci. LISP i Jj b %/ —% (ETR) . A b b—% (ITR) ., 77 —A b
Ky n—%, <7 VLN (MR) . BEO~y 73— (MS) REOHDH—TDI—
B W T—Z L — "PPETT, = PRONL—F TR SN TND T &&= —30
T7—A N Ry T NN—ENEMTHE, TONL—FIMOTXTONL—F LF—FX—2 %
FH L, 7747 MIBHRINTWDLITRN N7 7 4 v 7 #RITZE LT 7L L, #
LW —ROEMICERFTEL LI LET,

ASA LISP DH 7R — K

ASA VX LISP HIAZFAT L EEAN, GBITOERIZEATHLISP N7 7 4 v 7 &AL, v —
LVAIR 7 F ALY o TERIEOT-DICZ OIFMEHEHATE E£9, LISPORE EZITHORWIGA .
=R LW A NIBET 5L, T 74 v 3o 7 —F—F—DRb0IZ, FrLwv
PA RTASA T TAHZ A NR—={Z0ET, FILOASANRENT A FDASAIZ T T 1
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7 HERE LR, BV ASA L, = NICRIET D7D N T T 4 v T EH LWY A MMZED
ETHENHDET, 2O T 74 v 7 7a—dxE I, TharR—=17] 7%
NTE=27) IR ET,

LISP AL D, ASA 7 T AH AU N—X, HBHIOK v 7 )—4 & ETR £7/2F ITR [H TR
DY SNAHBLISP T 74 v 7 EREBEL, 7R—0OFBEEEYTH LA MNIEETX F4,

LISPOTTA KA~

*ASA U T AR AUNR—F, VA bDT 7 —A KKy L—% L ITR £721L ETR ORI
TFHELTWARERSH D 7, ASA 7 FAXHEKREIEE I AL DT 7 —A Ky
N—ZIZTHZ LT TEER A,

EESRENE T e —0R R R—-FEnET, mfbahiTe— o niT
o—, ¥EEcD = RIZBL TS 7 —3H LA —F—ICiIBE S nEtA, F
DEENT 7 —ZIZSIPREDT F ) r—a v RNEaEnTEY, Blovu—LZzn4~
THOTF7ua—NELT ASAICE> TR SNET,

IV TAZFLAVIBLC4AD T n—REZBEISELZT T, —HOT T r—v 2
YT NEbND AR H D 7,

SHR O 7 0 —F X E VR AR R TRV T B —0D54, A—F—0BENIA TR
WHREHER SV EF, A AT v a v RY v—52RETHEXIZ, ZOKETYHHA— b
SNDHRNT T4y I DEATERETCEET, £, Ju—FE U T 4 ERARRNT
T4y ZIZHIRT AMERH Y T,

ASA LISP @ F&4%

Z ORI, BEOMAICEABRTO2REDNTENTHET (ERHIZON T TR TIDE
THBALET) .

1. (EE) RAAMEZIFIV—NIP T RLACESSBENSLED OFHIR : 77 —A M Ry
T —H1E. ASA 7 T AEA NG L TWRWERA MERITRy U —2 |2 EID @& A
T—VERETIHENDY ET, 0D, VT AZIEET IV —"FETRY b
U= DHIZED ZHIRTEET, 72& 2L 7 T7AZB2O0OY A FORIZEE LT
D03, LISPMN3ODY A R TEITENTWDIEAIL, 7 7 AXIZEELTWS200H 1
MZX L TOAREID & O 5 0ERNH Y 7,

2. LISP 774007 £ AT ay i ASAE, 77— A MRy 7 —& L ITR 721X
ETR OB CTEHEEND EID WA v E—I2BW T, UDP AR— b 4342 FD LISP b7
T4y EBRAELET, ASAIL, EID &% 4 b ID ZBEAIT S BID 7 — 7 VA RFF L E
To el 2IE. BHOR Yy T NV—FDOFEILIP T R AL ITR £721X ETR O%E%ET L
A% HODOLISP N7 7 4 v 7 ERETHMLENRSHY 9, LISP T 7 4 v 7IZIFT 4 L7
ANFDBToHNTELT, LISP N7 7 4 v 7 ARIZZ 7 AZREOILFITSIM L7202
EITHEE LTSN,

3. HBEESN- IS 7497 TO7a—FE YT 4 2ANCTAY—ERARY L —: EIR
2T VTF AN N T T 4w 7 T70—F YT Z2HMNITAHLENRNLY T, 2L 2
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usp 1 vz~ avonzE |

X, 7e— %V T 1%, HTTPS N7 7 4 v 7 OAIZHIBR L=V . FEEDH— & D]
TRVED END T 74 v 7 DOBRITHIBLIZY TEE9,

4, VA FID:ASAIL, 7 TAX ) — ROV A FIDEZHEALTCHLWA—F—2/ELF
—g—O

5, 70— FE YT AEANMNITEITRAZLYVORE : VTAF L-YLTHL 7o — £
UF 4 2 BINCTHUERBY T, ZOF/F 700 R 2 MMT52 LT, FED
UFGADKNT T4V EEIT T r—a Al LT 77— T4 Z2BEICEDE
7R EMIC TE £9,

LISP 4 Y ARS S 3 VDRTE

ATy T

LISPD 77 4 v 7 HREL T, $—"—03% 1 NHZBET LRI — EE )T 1%
Mz TEET,

1R BHHIIZ

¢ ASA 7 T ABDIARNT A= DBRE 253—) I~ T, £V TAX 2=y b &
A MIDIZEY B TET,
CLISPO NT 7 4 v 7IXT IHN AV AT gy NFTT 40 7T ATEENRNE

O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHD 7 7 AR ET HHLENH Y F
‘ﬂ‘o

FIE

(fERE) LISPA > AT v ary~yTEHFELT, IPT RLAZESO THREF D EID &

flFR L, LISP OFFiHEAF—2RELET,

a) [#R (Configuration) 1>[Z 74 72 4+—JL (Firewall) 1>[47< x4 k (Objects) ]>
[BE~Y v 7 (Inspect Maps) 1> [LISP]Z# &R L £,

b) [Ad]Z 27 VU2 LT, HiLnwvy FZBMLET,

o) Al (K40 307) LaE A LET,

d) Allowed-EID access-list {Z-2Tld, [Managel %7 Y v 7 L%,

[ACL Manager] 23 & £,

Ty —A R KRy T N—Z EILITRETR X, ASA 7 T AZNEE L TWRWEAA FET-
Ty NU—ZIZEIDBHIA vE—VEEETLZENHVET, 20D, 77 RAZIC
B 5 —N"—F IRy NU—I DRIZEID #HIRCx 9, &z, 77 AN
2O0DH A FORIZEG L TWER, LISPA3 DY A FTIEITFTINTWAHEAIL, 7T
AHZEG LTS 20094 ML TOREID 2505 %LENH Y £17,

e) 77 AT VA —IDRENA RIZHE-T, D7<EH 120 ACE TACL ZEMLE7T,
f) MEILUT, BEEF—Z AN LET,

Wb —%2a b — L=a1, [Encrypted| 47> a s R4 %227 U v 7 LET,

ASAY 524500524 %BHT5 I}
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ATy T2

ATvT3

ASAYSRADY 528 %EHTS |

g [OK]ZZ7 V27 LET,
P—EZXARY > — =L ZBIMLUTLISP £ VAT Vg U ERELET,

a)

b)
<)

d)

e)

2)
h)
i)
j)

k)

[#RL (Configuration) 1>[Z 74 72 4—JL (Firewall) ]>[Y—EXKRY >—IL—)L
(Service Policy Rules) % i®&R L &7,

GBI (Add) 1Z27 Vv 27 LET,

[Service Policy] — YT, A V' H—T = A A~D/V—)LE 2T T 0 — L7 b— )L % i
HLET,

MEFEOY—E R R —THHATILORHNIE, TORY —2—LZBIML
T, 7 74/ T, ASA IZiE global_policy &FEEID 7 — L ARY —REEILE
T, RV —%7m—VUUZEH LRWSEEIE, A v —T7x2A AT LI 12O —F
AR —F BT H B TEET, LISPA VAT va ik, WEBIZNT 7 4 v
AT 270, EEILEBHROT T DA L H—T = A AT —EAKRY v — %
THMEITIHY EHAL, NI T4y I BEGROY T AT HGE, L—/LEiEH
THALH =T A AHADT DT 7 4 v 7 OTXTREEEZITET,

[Traffic Classification Criteria] ~X—73""C, [Create a new traffic class] 22 U v 7 L. [Traffic
Match Criteria] @ T#E@ [Source and Destination IP Address (uses ACL)|%& 4 12 L E 7,
Next] 227 U v 7 LET,

AUANRT 2y IO DT T4 v I EBEELET, 77 —A N Ay T L—X L UDP
A— 4342 DITR £7IXETR OO T 7 ¢ v 7 % 457E L £ T, IPv4 ACL 1 L VPV
ACL D EBHLITHME L TNET,

Next] Z#27 U7 LET,

[Rule Actions] 7 4 #'— K ~—F 7214 & 7T, [Protocol Inspection] % 7 Z R L £ 77,
[LISP] F =y /Ry IV A% AN LET,

(A7 a ) [Configure] 27 U w7 LT, fERLTcA U ART g~y T a@ERL
ESC AN

[Finish) 227V > 27 LT, #—bE A RY o — L—LEZHELET,

P—ERA RV = L—NEZBEMLT, EERN I 74070 — VT 0 2G5 LE

B
a)

b)
¢)

d)

g)

[#mk (Configuration) 1>[Z 74 72 4—JL (Firewall) |>[H—EXKR >—)L—)L
(Service Policy Rules) % 3#R L 9,

EM (Add) 127Uy 27 LET,

[Service Policy] ~2—C, LISP A VA7 g VEATHREY—E AR —4 5
RLUET,

[Traffic Classification Criteria] ~*—73""C, [Create a new traffic class] &2 U v 7 L. [Traffic
Match Criteria] @ F ¥ [Source and Destination IP Address (uses ACL)]Z 4 2 L £,
Next] 27 U7 LET,

PR A NEEET L EEITHRERTA MIHFHV Y TTD, BRI YT o
ANIRNT T 4y 7 HEELET, L&A, 7e—FE U T A &Z HITPS F T 7 1 v
JBIWERLBHEDY—"N—~D T 7 4 v 7 DHITHIRTEET, IPv4ACL B &
O'IPV6 ACL D EH HIZ R L TWET,

Next] 227 U v 7 LET,

B ASAYSREADISREERRTS
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h)  [Rule Actions] 7 « #'— K X—TF 721X & 7 C, [Cluster] ¥ 7 A &N L ET,
i) [Enable Cluster flow-mobility triggered by LISP EID messages] = > 7 R v 7 A& A\ L
7

j) [Finish) #27 Vv 27 LT, H—ERXARKY v— L—LERFLET,

AT T4 [#R (Configuration) 1>[7 /34 X EE (Device Management) | > [ERI M ERT—FEY
F 4 (High Availability and Scalability) ]>[ASA% 5 X4 (ASA Cluster) |>[¥ 5 R 4B

(Cluster Members) [DNEICEIR L, [Z T AKX Vv 77 0—F L )T 4 24T % (Enable

Clustering flow mobility) | F = v 7R v 7 A&+ 2 LET,

ATy 75 [EH (Apply) 1227V v 7 LET,

DS5RZ/—FDEHE

S AREEA LT HBIT, AT 4 X2l —a v BERE L, V52X ) — REEHETxE
j‘o

A ~» ~ — ~» -

FE/ —FhoDFHLWLNT—2/ —FDEM
HfH ) — Kb 7 T AZIZT —# /) — RZBITX £7, High Availability and Scalability ™7 «
P—FREFHLCT—%/—FR2BNTaZ¢bTEEd, /) — Ko r—% /) —R&EiB
MFpE, 77 AZGHEY 7 2 ETE, BNTHIET —F ) — NIV TAZ A H—T =
AAFE—RERETEZDEVI AV FBEHY T,
FE, T/ —RiculA L, J—FRETEEITFRAZ )V TERETHZEHLTEE
T, 2L, VTAX Y T A F—T M LIZt4IE. ASDME v ¥ a VI S5 DT,
BT o ERNH Y £,

1R BHHEIIZ

EBRY NT— LTS — ANy ar 7 4 Xal—a UEREETAEAIT. T—
B2 )—RIZTVEBRERERIPT RLANRHDLZ LR L TLIEE N,

FIE

AT w71 [#m (Configuration) ]>[7T/3A4 RAEHE (DeviceManagement) |>[ErIHAEERT—FE
T« (High Availability and Scalability) ]>[ASAY 5 X4 (ASACluster) >[5 R A2 A
/8N— (Cluster Members) | DJIEIZEIR L £ 7,

ATy 72 B (Add) 1227V 27 LET,

ARTYT3 RONRT A= EFELET,
s [Member Name] : Z D7 7 AKX AU NDEA DL 1 ~ 38 LFD ASCI L5 THIE
L/\i—gﬂo
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o [A 2 N—DESENANL (Member Priority) ] : filffl / — F®EMIZ, 2D/ — ROESENANL
Z 1~ 100 OFPANTERE L ET, 1 D3Fm OENIANL T,

o[ T AXHIEY > 7 (Cluster Control Link) ]>[IP7 KL A (IP Address) ] : il / — Kd
I ZABEHY 7 LRI Ry NU—7 BT, 7T AZEHY I DDA NI E
DIPT RLVAZRELET,

s [[EBA 7L 2 > (Deployment Options) ] fEI& C. ¥R® [Deploy By] 473 a O\ T iuh
EIRLET,

[AF <Y E— 2=y MICLIZ~ Y R&E%ET S (Sending CLI commands to the remote
unitnow) ]: 7= hA RT v TRIEET =X/ — 8 (—Fp) FHIPT FLAZEFEL
F4, F—H ) REFIPT RL A, 2—HF—&  SAT—FE2AHLET,

[ ENZCLl 2~y FEFEITCat—L T, VE— b=y MRV fIT D
(Copying generated CLI commands to paste on the remote unit manually) ]: 7 —% /— K
DCLITa~vy Rahy N7V RR—=AKNT&%, £721X ASDM @ CLI > —/L & fifi
fAicxsLoica~vy RE4ARKLET, [Commands to Deploy] 7~ v 7 AT, #% Cffi
ToHledOavy RE@RLTav—LET,

Deployment Options
Deploy By: | Copying generated CLI commands to paste on the remote unit manually =

Commands to Deploy:

cluster interface-mode spanned force
clear configure cluster
interface GigabitEthernet0/4
no shutdown
cluster group clusterl
local-unit asal0
priority 2
cluster-interface GigabitEthernetD/4 ip 192.168.5.2 255.255.255.0
key test
enable as-data-node- noconfirm

ATY T4 [OK]Z27 U7 L, EHIZ[Applyl 227 U7 LET,

7O T4/ —FKIZEB
DTABDIET T 4 TIRAUNR=IRDITE, 7 TAZ )T a7 Fal—ra 3Rk
TR, FO)—FRETIr AR T 5F 42— NI LET,
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\)

#iEms —ensnF—4/—kok7s57 171t [

6=

ASAN (FENT, FRFIINAT v 27 —I1280) T 7T 472D E, TITOT—
BAE—T A AN Yy N ENET, HEHEHA V% — 7:4%@&%%?74/
&%%xﬁféiﬁ N7y TE— %ﬁ%éﬁé WX, 72 AX Y T HEFORA F—

ILET, FE. O/ —FE I TAINLEECHIBELET, B A X — 7I4’7\
m\%@/—Fﬁﬁ?x&m7>wﬁgﬁﬁﬁotm7va%ﬁﬁbf%%ﬁ%ﬁ@%%
LRV FET, L, Ve—RLTHE/ =BT FAXNTERLET 7T 4 7 TIERWEE (7
TARN T INENIRIECREEZRFE LSRR L) | BHA VX —T oA ATEHRY
9, T 7 4 X2 b —ra UMEEITE, av Y=V R— 1 2FERTA2LERDHD
E3u

FIE

AT 71 [#mK (Configuration) ]>[7T/3A4 AEHE (DeviceManagement) |>[ErIAEERT—FE
5 4 (High Availability and Scalability) ]>[ASA%Z 524 (ASA Clugter) |>[¥ 5 R R 8®5E
(Cluster Members) ] DJRIZEIN L £ 7,

AT 72 [Participate in ASA cluster] = v 7 Ry 7 A& 4712 LET,

GE) [Configure ASA cluster settings] F = > 7R > 7 A% F 7T LRNWTLEEWN, 7

T DE, TRTCOITAF a7 4 FXFalb—arnNy U7 S, ASDM H38E
MINTWDEHA =T a2 A FHT_XTOA L F—T oA AT vy b
v LET, 2o, ERaETT I, 2 Y=L A= TCLIIZT 7 &
AT BHMENHD £,

AT T3 [Applyl 227 VU v LET,

HlE/ — koD T—2/ —FDET I T4 T

T —H% )= REET 7T 4 72T HIZE, ROFEEZETLET,

N

GE)

ASAMIET VT 4 TW2iB e, TRTOT—H AL H—T A ANy NEDUEINET,
BHERAA LY —T oA ADIRN ST T4 vV BEZETEET, NT 74 v 7 7u—%FHH
THINE, 7T7AX VT REERGNCLET, BEHA VY —T oA AL, T —KNIZ
ALNP T —=NIPDZ TS TIP 7 RUAZMHEH LT X BERES D 3, 727501
Jo—RLTHL/— KRB TFAXNTERET VT 4 7T TIERWEE (7T A% TR
RECTHREEZRITELIEGARE) | FHA VX —7 oA AFEH20 3, TnlEo=a
T4 Falb—aMEEITE, a Y — L R R— NEFEHTALERHY 1,

ASAY 524500524 %BHT5 I}
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FIE

ATy F1 [#HK (Configuration) ]>[T/34/4 R&EHE (DeviceManagement) |>[EaAKERT—S5EY
5 4 (High Availability and Scalability) ]>[ASA% 524 (ASA Cluster) ] DIEIZER L £,

ATY T2 HIfRd DT —4% /) — R&EER LT [HIBR (Delete) 1227 U 27 LET,
F—H ) —RDT— ATy a7 4 Xal—1a EZRAUTHY ., FOREEELH - L
BB T—% ) — RFREHBanct&E 1,

AT T3 [Applyl 227 U v LET,

D3RI ~ADBSM

)= RN FAEZNGHIBRENTSE (L 2E, EERRELIEA VX —T oA ADBE,
FFA N2 FETIHT 7T 4 T LTHGE) X, 7 7 AXCTFEHTHSNT H2LERD
0 EJ,

FIE

ATYT1 ASDMICERET 7 BA L TWDAHAIX, HA 13— b7 %/ — RIZ ASDM Z 85 L T,

ASDM CZ FAX VT hHBUOHEMNITHIENTEET,

FLWALN=L LTEMLTWRWRY 77— ) — KD TRAZ Y T EGH ) — Kb

HOAHTDZ iIxTEEHA,

a) [#RX (Configuration) ]1>[7T/3f AE¥E (DeviceManagement) |>[EaAEERT—5
E') T« (High Availability and Scalability) ]1>[ASAY 5 X% (ASA Cluster) ] DJIEIZE
RLET,

b) [Participate in ASA cluster] 7= v 7 Ry 7 A% A N2 LET,

c) [Applyl®7 U w7 LET,

ATFv T2 ASDM ZfifATCERWEE : oY — VT, JTAFX a7 44X a2 —3 g F— FaBth
L/i—a—o

cluster group name

&1

ciscoasa (config)# cluster group podl

ARTFYT3 VT AZY T A F—T M LET,
enable
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v5zams0mE [l

552505 DRHE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

T T AEDEEERIIPIET DL, FIAX T— A NIy T ar7 4 Falb—rargfk
ZHIBRT20ERH Y T, £/ —ROBEOary 74 Xal—valit (TI/T7472=y
FBRIENT) FUTHDLED, JITAXZMDBMMIETHE, 7 ITAX Y TRIOa T 4
Xal—araR\y I Ty TN T 50 IPT RLADHEEEZRT L2007 4 Fa
L—a v EHEELTHIONLRVET I L MEIZR ) 7,

FIE

T—8 )= ROEHE, VTAZ) T ERO L HITEMMELET,
cluster group cluster_name no enable

1

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

IR TN T—H ) — RETA R =TI >TWAHBIEIZ, =207 4Falb—va U8
FAEITH Z EITTEERA,

UIGAR AT 4 Xal—al k7 U T LET,

clear configure cluster

ASAIX, BHA LA —T A AL T TAZGIHY) 7 2 GHT XRTOA L E—T oA A% ¥
rET L LET,

PGARAHE—T oA A ET— T 4 E—7 M LET,

no cluster interface-mode

EF—RiFar74 Xz b—rva VIZMREESINRWED, FEICTU Yy FTHOMLENRHD F
bé‘o

Ny T T ar7Z 4 Xal—arPNbiHGhE, Frar7 s Xal—raliiny s Ty
T ar74Xal—varkzar—LEd,

copy backup_cfg running-config

&1

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (confiqg) #

AT 4 X2l —Ta B AR —NT v AREFELET,

ASAY 524500524 %BHT5 I}



ASAYSRADY 528 %EHTS |
B o —rozs

write memory

ATFYT6 N7y a7 Xal—arNeWnWESlT, M7 72 2BFRELET, -2
X, A H—T2A AIPT RLAEZETL, ELWKRA MMEHETLET,

HilfE /) — FDERE

EE OB — FEEETOIRBOFEL. I/ — R Tr 722 Y v 728 L, B LWl
=y FOBIREZFFS>TD, VI AZ Y I EBEANIT L HETT, #il, — R Ricd s
) — REFBICHEETAMERNHLBAIE. COHEOFIELZERLET, =77 L., fhRdgEdm
BEEDOSEAIE. ZOFIEEMHEHA L CHIE ) — REE 2545 & T _XTOERN K vy 7 &h
DT, FHULWEIE, — R ECHRiE LT 20ERH Y £,

HilfH ) — F2ZE T 51203 WOFIEEFEITLET,

FIE

AT v 71 [Monitoring] > [ASA Cluster] > [Cluster Summary] % 34 L £ 97,

RTv T2 Fay7Zo A IPLE —RIZT 57 —4% /7 —RERIRL, §ilf#fll ) — KT 82>
7V w7 LET,

ATY T3 HlH ) — FOELEHERTHEIITROLENET, [Yes] &7 V7 LET,

ATV T8 ASDMEMKT L, AL 7 TAXIPT RUALEMEN L CHEHRLET,

DSRBAEHETOOATY FOET
avy K& TAZRNOTRTO /) — RIZ, FEFFED /) — RSEETDITE. ROFIEE
FATLET, show 2~ RETRTO /) — RIZEFET D L. TXTOHNIE S THE
D) —FROaryy—iErEIhEd, Tofioa~r B 7zE z2id captureC copy b, 7
TAZRERTOIATEIEHTEET,
1ash BRI

A RIA L A B —T A XY —)LTZDOFIELFEITLET, [Tools] > [Command Line
Interface] Z IR L £ 7,

FIE

TRTO/—RiZavry REXELET, /— RAZEELELEAIE. FFED / — RIZEEL
i‘ﬂ—o
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cluster exec [unit node_name] =~ > K

51

ciscoasa# cluster exec show xlate

J— R4 &2FRT HI21E, custer execunit ? (RIED /) — RERLS T RTOLARINERIN
%) L AST 5D, showcluster info =2~ RE AN LET,

151
FLXY ST 77 ANET TAZNOTNTOD /) — RS FEIEEZ TFTP H— N2 =
E—3 22X, il — FCkoa<r FEANLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

D PCAP 7 7 AV (% — Rinb 15F2) BTFTP F—NZav—ashET,
BHDFX ¥ T F ¥ 7 7 A NAITIZEEIC ) — RARIIS 4L, capturel _asal.peap,
capturel_asa2.pcap 72 &L 720 £9, ZOHITIX, asal & asa2 [TV T AFZ /) — R4 T
ED

ASA RO S REDE=R)2Y

JTAZDIREL R EZE A —BL O N T TN a—T 4 T TEET,

DIRARZRAT—FADE=R) VY
I TALDIREEDT=H Y 72O TIE, ROBHEZZSBL TSN,
e [Monitoring] > [ASA Cluster] > [Cluster Summary]

TOA T, BT ) — RE T FRAXDFDOMD ) — ROEENRFRINET,
Fo, O T IASY ) —FREERTLHENTEET,

* [Cluster Dashboard]

T34 <) ) — RDKR—L_X—TD[7 T AL H v 2R — R (Cluster Dashboard) ] & [Z
FABLT 7 AT T4 —& v 28— F (Cluster Firewall Dashboard) ] Zfif L CTZ T %
A= HTEET,

HSZRRAEERDINr Y FDOX ¥ TF ¥

P ITGAZTONRNT Y hOF X I F | ZONTIE, ROBEEEZSR LT 7ZEW,

ASAY 524500524 %BHT5 I}
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[Wizards] > [Packet Capture Wizard]

77
[N

AREKRD VT TNy 2a—T 4 TV R—FT5120F, HEH) —FETOr 7 2A2EE
TA I DX T TFXYeAhNILET, ZNT, JI7AXNDTRTOT—H /) —KTh

HEIRIZHIZ /0 £,

DSRBYY—RADE=ZHRY Y

IGABY ) —ADE=R Y TN HONTIE, ROBEREEZSE LT X0,

[Monitoring] > [ASA Cluster] > [System Resour ces Graphs] > [CPU]

ZORAUTIE, 7 TAE ) — RERO CPUEHEERT VT 7 72137 — 7 NV EERK
THILBTEET,

[Monitoring] > [ASA Cluster] > [System Resources Graphs] > [Memory], Z D<A TlX, 7

TAK ) — RERD [28% AV (Free Memory) ] & [ # A€V (Used Memory) ]
ARRTABT T TERNIT T NVEERT A ENTEET,

DIARE b3 T749v0DEZRYYDT

JIGABNT T4 I DE=HFY T2 ONTIL, ROBEZZR LT 7ZEN,

[Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Connections],

ZDORA TR, 7 TARE ANBROE i~ 7T T EZT =T NEERT D2 L
MNTEET,

[Monitoring] > [ASA Cluster] > [Traffic] > [Graphs] > [Throughput],

TDONRAUTIE VTARFAABIKD ST T 4y IV DAN—T"y baR$ 7T 7 £
T—TNWEERTHZENTEET,

[E=41 2% (Monitoring) 1>[ASAY 5 X4 (ASACluster) |>[V SR A EBRNDE=4
1) >4 (Cluster Load-Monitoring) ]

Z Z TCl&. [Load Monitor-Information] ~*- > & [Load-Monitor Details] =1 >/ {22\ TEiAA
LEd, B—REZA—IERICIT. BREDOA X — VDI TALALNNDNT T 4 w7
A, BRORESNEROAFHROYY) (77 40 FTIE30) BNERSNET, £
a2 Bl & -9 5 121E, [Load-Monitor Details] 21 > Z i L £7,

DISREHEE) o ODEZSZ) T

IS5 AZDIRIEDT=2 1) L TI2oNTIE, ROEHZSML T FE X,

[Monitoring] > [Properties] > [System Resources Graphs] > [Cluster Control Link],

ZDORA LTI, 77 AZHIEY 7 O [Receival] 35 & O [Transmittal] & 8 X % F£rd 5
T 7FEET TNV EERT D M TEET,

B ASAYSREADISREERRTS
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DIREDIL—TA4VITDE=RYT
T TGAEDN—T 4 TIZHONWTE, ROEHEZSR LT ZE0,
* [Monitoring] > [Routing] > [L1SP-EID Table]
EIDs &%+ b ID #7~"3 ASAEID 7 —7 V&R R LET,

— » N » E I-LI
DIRZYo0AX2 I DHETE
JIGREY L TOaX T OEEIZOWTIL, ROBEEAEZRL T 7ZE,
[Configuration] > [Device Management] > [L ogging] > [Syslog Setup]

7T ABNOE ) — RIiL, syslog A v —VZFRNCAERKR L ET, Rl—F721ZRR5T7 34 X
ID &% Tsyslog A vE—VHERTDHIENTE, VFITAXZNORI—FRITERD ) — FK»
BDOAYyE=VDIIHEDLZENTEET,

ASARFEHV S X5 1) 27 DB

PLTFOFNZIE, — 728 ACTO ASA DY G AZBEEOTRTOaL 7 4 X2 l— 3 RN
HENET,

BHAA =T R IN—T YK E—F/—AYSOX B A FEDHI

WOHITIL, WERL—Z LR — 2 OFICEE SN (V—APF T RFEAN) 2 507 —F+&
VHE—DENFINI2DODASA IV T AK ) — RKBRHHEEERLET, 7T A%/ — KL,
DCIRRH D7 ZALZHIHY 7 Ic ko TSN TnWET, &7 —F ¥ —DRNHL—F &
S L—H1X, OSPF L PBRE7IXECMPEZMEH LTI TAZ AV NRBTRNTI 7 4 vV & —
RANZALET, DCHUZE A M— b E2FEID S THZ LIZLD, FFEDOYA FOTXTO
ASA VT AR ) — RBZ T LIRWRY . NT7 74 v 713K T —Z B2 —RNICHEFF S E
T, 1 2O0% A "OTRXTOI FZAE ) — NIZEENPBELIZSGE, N7 74 v 713K Lv—4
NS DCIEEHTHOY A FD ASA 7 7 AF ) — RiZEbE T,
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Data Center 1

Router

k.

i R,
o N

C Outside )

oo

Higher cost route -

Higher cost route

Router

DIRAR)TDEEEN

ok vailiE, FTAX Y T OEMEICET S

ASA DEMEELE VS AR Y VY

ASA D DOKERE
THR—bFENFET, TOMOBERE

IZASA 7 T AHF Y 7 TIEYR—hENT,

Data Center 2

AR ENE T,

—HEBOBKREITHIE ) — FIZT

COWTTEY 2 HERICET 2EERH L5685V £

‘@‘O

HDSRBN) G THR—

¥ (RAYAY 1o

WORKEEEIX, 7 T AX ) IR/ L &I
TS Vu X v afiAT 222774 K aa=rr—3 3 UHERE

RETET, avy NIESINET,

« JE—h 727 A VPN (SSL VPN ¥ L T IPSec VPN)

AN HNA B —T = A X (VT

B ASAYSREADISREERRTS



| ASAYS250YS5245RET S
s5z248yvrohresi [

CRDT TV r—vary A AT g
« CTIQBE
« H323, H225., B LU RAS
e [Psec /XA A JL—
* MGCP
* MMP
* RTSP
+ SCCP (Skinny)
* WAAS
* WCCP

ARy bRy N NTFT T4 T4NH
* Auto Update Server

*DHCP 7 7947 b, —1_—, BIXUOF 1%, DHCP V L —3¥KR—F I TWE
9,

cVPNE— R RF o7
o 7 x— )L —/N—
HEAN—T A TRBIOTY v

s FIPS £E— I

D3RR T DR REPRIEEE
WOMHEE, #I#) — F LET THRE— FSRET, 77 ASOHA LA —) v 7 Shkt
Mo

\}

GE)  HREFARMED N T 7 4 v 7%, 7T AZEY 7R TA L N— ) — R Bl — K
WCERE SN E T,
OB EFERT 2563, PRETRETED N T 7 ¢ v 7 BB pRIREE & U CO%E
NABNCHES A TN T, HIE ) — RLSD ) — RICHEEESND Z ERHY £9., Z0HS
WX, N7 74 v 7D — Rk iKSE T,
HR LR R AREERE IZ SN TIE, I — R CREENEAT D LT TOEREN Fe y 7&8N5D
T, FHLWHE S — R ECEERE2 LT 2X0ERNLY £,

cRDT TV r—ray A VAR a0
« DCERPC
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« ESMTP
- IM

« NetBIOS
« PPTP

« RADIUS
«RSH

« SNMP
« SQLNET
« SUNRPC
« TFTP

« XDMCP

AR T 4T N— KN FE=H YT
e Xy NT—T TR ADBIEB L O], T AT T 4 v ZI3IEEFRITT,
« T A4NH N T P—E A

o %A N VPN

e ILFHX Y AN N—F 4

BerD/—FIZBERASNHHEE
SRBOBIEIE. 77 AL RKELIFME ) — FTIEARL, & ASA / — FIClfl ShET,

*QoS:QoSARY v—iF, ar 74 FXal—a GO L LTI I RAZEETHY S
NWET, 2L, AU 3% — RIEslicEf s Ed, =&z, HAEs L TR
VU T RRETHHEAIT. HEL— FPRBIOHEENN—A ML, FFED ASA >HHT
ﬁ<b774/7_%méhi# 3 =K BRD7 TAZNHY, T T 4 v 7R
WAL TWDEA, AL — MIERICZ ZJAZDOL— O 3512700 £7°,

o BRI BRI, — R EICEBNCHEE L E3, 7o & 2, EAFEHERIZ — R
BAH T, & xX, A= FAF Y U BREPHEELRVOIF, AXY U b T 740 v I RE
J—FHTa—F RT3 7EN, 120 —=RKTIRTDONT 7 4 v 7 BfERTER
Weh T,

U Y—AEFH v L FalTHFRANE—RRTOY Y—AFH T, o— b /UFEARDUIZIES
WTE ) — RIEBNC#EH S vE T,

LISP N5 7 4> :UDPAR—1F4342 FOLISP FTF 7 4 w71, &2/ — Flck-T
BMEINFETN, T4 L7 X FEVYToENFRA, &/ — R, Z772XxETEEEN
5 EID 7—7 /W2 BIMEE TN, LISP b7 7 4 v 7 BIKIZZ 7 A ZIRBEDO A IS
LEH A,

B ASAYSREADISREERRTS
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v ko= 7o uzxAOMAES 52525 [

2 NT=0 FTOECABDAA EYSREY DY

Iy NT—7 T 7 2AHOAAA L, BRE. TRl 7T T 47 D3 DOy R—R b
THERL SN ET, BRIEEE L, 7 T A Z U U7l 7 — B EChdusi h AURERE & L TRk
NCEY, T—HHEEN T TAXT—F ) — NIZERESET, il — FRRRIN-
B WESLIE B DOFEREE 2 —— 8B L O — W —|ZBE# A DI ZFF A & 5] & e & Rl /e < 38
%Tét M%&T~T®kﬁ%ﬁbwﬂﬁ/ﬂ%#%ﬁbiT 2 —P—HADOT A FIL
:Bot(ﬁﬁ‘@xf&/r AT T NI, #l# — FREFE s & bR SnE 7,

7ﬁ?y%4yﬁm\7§X&W®”ﬁm%A&LT£‘énfwif Tﬁ?y%4yﬁ

Tu—HNTEITENDITZD, 70 =TT T T 4V IRREENTHDLESR. =D
Tu—%ETHITRE ) — R KNTh T 4 TR ELEDRA v — /%Mm%—ﬂ—
WCIEELE T,

BMREEVIRZ YT

PehillRix, 7 7 A2 efcEA S vET (R (Configuration) |>[Z 74 724 —IL
(Firewall) 1>[¥—E XK1Y >— (ServicePolicy) | X—Y &%) , &/ — K2k, 77—
RE¥XY A MR wE—VIZESL I TRAZBEOD T 2 OWEMENRH Y £F, 7 T AXEIRT
BERHR 2R E L Th, EMEEZBE L T, MEBICHIRECEH SN2 WSEE1H 0 £7, &
J— RTlE, EBEORRTOY T AXBEOH T o Z A KN E 72 1308/ Nl X 45 "l RE
PERHY EF, 72720, =N T v Iy 7 AZTiE, RO E & HIZE@R?
BEENET,

BAFIVIN—Ta2I9EEVCISIREY VY

ERIA v H—T 2 AE—KRTlE, &/ —RBRAX KT V=2 L L TNA—T 47T m
FaLEFETLET, A— FOFEEE, £ — FREBNITOE T,
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B srzvon—5o8800525007

4: BN VB —TTARE—RTDEAFIVI L—TF425

Router A

All units are using OSPF ECMP Load Balancing

with neighboring routers

FEORTIE, V—Z AlFIN—F B~DHEIA K RANR4RH DL EEFEHLET, SRITZE
NEN1 OO ASA #iEELET, ECMP 2 LT, 4 A TrI 7 4 v 7 Dur— R NT
VU T EITWLWET, K ASA, AL —HX LEET AL X, ENENERLIL—X]ID E

BN L7,
BHFIT, K/ —RICERDINV—FZIDPRESNDIELIC, V—FIDDI TAX T — )V ik
ETHVERHY 97,

EIGRPIL, fHBIDOA v H—T 2 Af AT —FRDI T AZ T L DFRAN—URETEK L EE A,

)

GE)  TURMMROT-DIIZr T A X RE— /L —2 13t L TEBOBEEGRZ FFo%m a6, FEFL—
T4 VT BRRTHETERN NI 7 0 v VHRRIDBBET L25E503H 0 £3, IEdHL—T ¢
VI ERT DO, FIL T T4 v 7= INBTRTDOASAA LV E—T = A A%
FLOET, FTT AT V= OREESRLTLIEE N,

ASA Y SREMY S RAZ ERET %
[ s | I


asdm-718-general-config_chapter22.pdf#nameddest=unique_777
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AXTECTUDY N |

FIPEOSREZY LT

sFIPDF v/ ar ha— L F ¥y RLDT70—RNENENHDYT T AR XA R—|Z Lo
TAHHEESNTWAEHAE, DF ¥ RO —F—1ZEWICT A RV XA LT TR T v
TTF—hEarir—)L Fy xLOE—F—IZEF L, TA KV EA LT Y MaETH
LET, 27F2L, avia—n7ao—0F—F—n)n—RKIn<T, artr—/L 70—
MERAT 4 7 ENTHEEE, BF7 e —BRiEHER S 2< v ET, LEenoT,
arhkr—LT7ua—07 A RV EALT Y MNIEFINETA,

«FTP 7 7 & AT AAA 3 2856, Hli#ETF v x v 7o —XiHl#E ) — RicgEdh S E
@—O

ICMP A U ARL a3V EDSREYVY

7 T AH ki@imT % ICMP B L WNICMP =7 —/ X7 > RO 7 v —%, ICMP/ICMP =7 —A >
ART 2 a VINFRIINE I MIT L 5 TR Y £, ICMPA VAT va VEER L7eWGE,
ICMP IZ—HH D70 —ThH0, T4 L7 Z7a—IVR—bFSNEHA, ICMP A A7
varEEATLEHEE. ICMP 7 a— (X AR, T4 VI XNy 7T v T T7a—lLo
TR I T v 7FENET, BMESNZICMP 72 —DE WD 1 DL, k&N 7y b
TALIZAMBIIHYET, T4 V72, Ty " a7+ U —FITETRDYIZ, 7e—
F—F—IZICMP = a2 —5& Ty NEiik LET,

IIWNFXXYRMIL—TFTAVTEISREYDYG

fEBA 2 —T 24 AF— RTIE, vVTFFX¥ X MIEHLTCz=y FAMEBNCENET 2 Z &1
HVERA, T—EBLION—=FT 4 T DRy MITRTHIElZ= > P TRIELEN Tlzk &
NAEOT, Ny b7V r—T g ronEESnET,

NAT &SRB VT

NAT (%, 7 7 AZDRENRAN—T"y MIEBELZEZ2H5ZE0HVET, A T RE
KXOT T MU RONAT X7y N3, ZNENT T AZNORHOD ASA IZERFE SND T &N
HVFEFT, B— RS T 7T AAIIP T RLAER— MUKEL TWEFAS,
NATMERSND L X, AT RET T INRT U RET, NT Yy ROIPT RLARR—
RSB NETT, NAT A—F—TIIR W ASA IZRIFE L=/ M, 7T R ZHIEY) o~
THEN L TCA—T—IZEEEINAT-D, 7 7RAZEIH) I KRED N T 7 4 v 70 ELE
T, NAT A —F—F, EX =2V T4 BLORY —F = v 7 OFERIZISE U TRT > OBk
EAERCERWATREMER S B 720, ZEM /) — NiX, A—F—~ifgk 7 o —&2Eilk L7sn 2
CICHEBE LTSN,

ZFNTH 7 TAZY 7 TNAT 2T 2561F, ROTA RT7A4 0 2BELTIIZIN,
e XU ARP 2L  ARA VX —T A ZADEEIT, v BT T RLAIZHONWT TR
XV ARPIGENEEEIND Z L 1EIH Y A, UL, 7 T AXITHFIE LR Ipo T
RIMED®H D ASA LEEL— 2 LR ETBUREHERFT 2 2 L 22T, Ty AL
YU =3, AA L IFAZPT RLAZET~ Y E L7 7 FLRICOWTITA X
TAY T NV—RNERIEPBR EF TV 2 N VTR TEMERTOLERHY £3, 2
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UL, A% K EtherChannel ORETIZIH Y TR A, 7T AZ AL L F—T = A AL HE
MIFOENTZIP T RLAR 1 DR N=H T,

AHBNA v B —T 2 A ADA L H—T 2 APAT 72 L : £ v X —7 = A A PAT 1%, {HRIA

VHE—=T 2 A AT AR —PFINTWEREA,

eR—h Ty JEIDYTIZLD PAT : ZOBEEEIZOWTIL, ROTA KT A4 2L

TLIEENY,

s RA NBHTE Y OFEKEHIRIZ, 77 A2 2EOHIRTIERL, /— FZ & IE#RIZE

SNFET, LEERsT, FA RSV OREKEIENTICHESNLTWS3 ) — K7 T
AATIE, RANDSLD NI 7 4w 7 MM3O50D ) — IR — KT 7 X
NTWBIGE, 352070y 7 %% /) —RIZ1ODTOFDYTHZIENTEET,

N I T T T = NMmE RNy I T T ) — R TEREINTZAR— T ey 7 id, FA b
B2 OEKRHIBOEARFICITBEINERE A,

« PAT 7 — VR SERIZH LW IP 7 R L AD#iPH CTEH S5 On-the-fly PAT /L—/L D
EETIE, FILWT—=ABENI 2> T THWEERETD xlate N 77 v 7 HE
RiCxH4 5 Xlate N 2T o TOEMRPKBMLET, ZOFEIIR— DT o v 7%
DY THBEICEA R b DO TIERL . T—ABRSBENTN T T4 v I NI FTAZ ) — R
MTr—RRT o7 E3N57 7 AZBBTORRLIND KL PAT 7 —/L D
M T,

¢« JTAZTENMEL CWDAEE, 7y 7EVYTHA XEEFTTHZ LTI TEEY
lo LY A XL, 7 TAZNOET A A% Y a— RLIERIZOZENIRD F
T, KT NAADY v — ROLBEWZREGEET 572012, 7 XToO7a vy 7E ) 4T
N—VEHIBRL, £ DO — VIZBEET 5T X Th xlate 27 V795 Z & & k#)
WLET, 2O%, 7uav I b A XEEHTL, 7ay 7EY Y TOL— L EFERTE
7

« XA F w7 PAT D NAT 7—/L7 KLU A : PAT 7— LV E2RETHE. 7T AKX
T—=VHADOEIP T RLAZR— T ay Z7IZnELET, 774V T &7 107
IXS12AR— K TTR, R—=r7 v ZE0ETOL—NERETDHE, DV IC2—FDT
a0y 7REMEHEINET, o7 a vy 737 7 AXND ) — RRETHEIZSBRE
5720, %/ —KRIZIZPAT 77— /LNDIP 7 RLAZ L2 12U EoTay 7 i3d0 F
T, Lo T, HEIND PAT #Hfctzxt L THA THLLEITIE, 7T AX D PAT
T=NWIZEDHDLHIP T RL A% 1 DFEFIZTH5Z LN TEET, PAT 7 —/L D NAT L—)b
THPREALAR—=F 1 ~1023 28505501247y a v aRELRVRY, R—h7 vy
271% 1024 ~ 65535 OAR— M EZ B 8— L £7,

c BHDON—NNZEIT B PAT 7—/LOHEFIAH B DONL— /L TR C PAT F— L 2T 5
Wi, =BT B4 v —7 oA AOBPUCEEZLIDLERH Y £, T3TD
N—IVTREDA VF—T 2 A AT 50, HDHNETATONL—LT EED] A
VE =T 2 A ZAEERT L. WTUNERIRT AL ERNH Y £9, L— BRI bTEo
TREDA 2 —T A AL UEE] DA VX —T oA AZRESELZ LITTEER
ho IBIESHED E, VAT LRV Z—V NTT7 497 L7 T AZNOGEYR ) — R —
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SHDLZENTERLRDIGAENHY £, V— AT EIZEAD PAT 7 — Vv EMHHT 5
Z i L EBEMEOSNFT Y 3 T,

e TS UL REEVARL PAT— VDT Ty Ruabit, 792X Y7 TR R—MEh
FH A,

cHEREPAT 72 L : VEBEPAT 137 A Z Y L I THR—FENFH A,

ol ) — FIC X o TEHINDF AT I w7 NAT xlate : #lffl / — K723 xlate 7 — 7 /L & #

FFL, 77—/ —RIZERLET, ¥4 T IV I NAT 2B LT 58T —4 /— K
WZAF LT & &I, ZOxlate T — 7 VNIZI WA, 7 —4 / — RIZiil#l / — Rz xlate
EERLET, T—X /) — R0 ETia LET,

o IHFD xlates : BEGEATAE D xlate 7 A KRN EHFINEEA, LIZNn->T, T4 K
BRI T A KA A LT 7 S aiB2 BEERNH Y £97, refent230 T, 7A KX A~—
ERRESNTZZALT T LY RENGEE, HXADxlate THhDHZ 2R LET,

« per-session PAT B§HE : 7 7 A X U U 7\ZBR Y EH AN, per-session PAT FEHEIZ LT > T PAT
OPERMERT ELET, 772XV T OBRAEIX, &7 —% /7 — RHVHE O PAT Bifit
FFCE9, WA, multi-session PAT #2581 Xl / — NICERET 2R H 0 | HilfE ) —
RRA—=TFT =D ET, 7730V FTE, $XTHOTCP 77 (v 73 LT UDP DNS
N7 7 4 > 7 1% per-session PAT xlate Z{HH L E7, ZAUTK L, ICMP 6 L UMD §xT
D UDP k7 7 4 73 multi-session ZfiH L EF, TCP B LR UDP IZxf L 2 H DT
7 4V N EZERET D K 9 IT per-session NAT /L—/L &R E T& £973, ICMP I per-session
PAT Zf%ET 5 Z LIXTEEH A, H323, SIP, F7-i% Skinny 72 £ D multi-session PAT
DAYy FEEMTED N7 7 4 v 7 TiE, BEM T 5N TWD TCP AR— MMIxfL
per-session PAT # #EZ0|Z CX £79 (Z1 5D H323 8K OVSIP @ UDP R — NMIT 7 4 /v
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* [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces)

* [Configuration] > [Device M anagement] > [High Availability and Scalability] > [ASA
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