BEB7ItX

Z OFETIL, Telnet, SSH, L OHTTPS (ASDM Z{# ) #EH TIY AT LEFDT-DIT ASA
T 7 AT DL, 22— —EFRREB L OFFA[ 425 ik, BLOr A v RN —%2ERT 5
FHEIZOWTHA L1,

EBUE— L T RBADORE (12—)

o« VAT NEIREH AAA OFFE (19 X—)

cTFNARAT IV EADE=ZY T (39 X—)

cEBHT 7 ADERE (40 RX—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

HTTPS. Telnet., E£7-IXSSHMD ASA 7V XA DKTE

ZDIETIE, ASDM B L TICSM, Telnet, £721L SSH 72 &, HTITPSIZ ASA 7 7 ¥ A Z & ET
DHFEZOWTHBHALET, ROTA RTA 02 LTLIEIN,

CASA A U H—T 2 A RIEBT JEAOBMTT 7 BATHIZiE, RAMIPT FL A%
AT 27 7 8AN—VITRNED Y FH A, BEROIX, ZOEOKHOBMIUAE> TE
BT 7Y AERESTDH LT, 272U, HITP U XA L7 b &% E LT HTTP Bt
Z HTTPS ICHEWICY ¥4 L2 b4 512iX, HTTP 2571957 7 B X L—ZfGuhk
THILERHDET, £HLARNVE, AV F—T oA APHTTPAR— &2 U v AL TEE
.

e ASA~DEENL— N ERDBAH =T 2 A ALSDA L H—T =2 f A~DEHT 7 AL
PR—FINFERA, 2R, BEHERA IS L F—T oA AHDGE. IEA
VH—T oA ANOHEHEEBREH ORI TE T, ZOL—LOFISNT, VPN Z T
LT EDHTT, VPN b R LICERT 7B AORE (123—) 2B LT
<&,

* ASA CIELL F OGN RIS NET,

EETIEX .
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B rsom. zotos 547 roHTIPS 75 £ 2 DERE

c AVTHR AR TEITRA S DO RIFF Telnet #2777 L, WREZRGEIE, HK 100 D
HFERN TN TOar T X2 bOFTHEFISNET,

c LT FARTEITRA S SO SSH Hifi 2 FF el L, ATREZR Y B, SR 100 O
ERENT XTOarTHZX ORI THRIENET,

e ITNATHRARE—RTIE, &K30DASDM [l v g, v L Far T
FAPNE—RTIE, 20 TFHFAPNTEITHRRS ODORKEASDM v g U &2EHAT
X A2arT XA MITHRKN32 D ASDM A A X o AOFERNARETT,

ASDM t v 3 Tid, 2 OO HTTPS #f M H S E T, —HIXHEITFAET HE
=HAT, b~ HIIEFEETo- S TFETIRELEEH T, =L 2.
YNF AT HRARNE—R VAT LADASDM T v g OHIBRA 32 DF4E . HTTPS
tyva L ed ITHIBRENET,

U NALTHARNE—RELIZIUTF AT EITRK 6 ODIE ASDM HTTPS
FfE >y g ERAFRERES) . X3 T0aryTF 2 MY TRAKEZIT 100 D
HTTPS v 3>,

ASDM. ZDMDI SA T2 O HTTPS 70 L ADHTE

ATy

ZOWETIE., ASDM R CSM 72 ¥, HTTPS IZ ASA 77 B A& ET D HIEICHOWTIHH L E
—é‘o

FUA % —7xAAETSSL ([webvpn]>[A % —7 = A ZADH%NE (enable interface) ])
& HTTPS 7 7 B ADili 5 &=H T LT84, https://ip_address 7> & AnyConnect 7 74 7 > b
\Z7 7B ATE, https//ip_addressadmin 7> ASDM IZT7 7 EATEE4, EH6H47—h
443 2 L4, HTTPS ORBGELAZNCT S (CLI, ASDM, L Wenable 2~ K77 %
AFBREDFRE (22 X—2) ) HAIE, ASDM 77 B AHIZHIO R — N &R ET HLERH Y
7

1R BRI

cTNATF AT HRAR T RTE, 2T HFRNETAN—ZATROFIEEZ EITLE T,
VAT A Ar74Xal—varypbaryrF¥A b ary o ¥al—ra iz
%1Z1%. [Configuration]>[Device List] ™A > C, 7277 4 T 72T XA ADIPT KLADTF
WZHDarTxRANMEZTVI Y v 7 LET,

FIE

[Configuration] > [Device M anagement] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &
JEIZZEIR L, [Add] 227 U v 27 LET,

[Add Device Access Configuration] %A 7 B 77K v 7 ANKRINET,

AT w72 [ASDM/HTTPS] Z#ER L £,

. EETIEX
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ATvT3

ATvT4

ATy TH

ATvT6
ATy 17

ASDM, 20105 547>~ HTTPS 75 2 20EE ]

BHA LA =T 2 A AEBEIRL, FATHRANIPT RLARELT, [OK] 227V v 7 LE
—é—O

AR EA L E =T 2 A ABRELET, 7TV v IN—TOHE, TV I—T X
NAVE—T oA ABEELET, VPNEHT 7 2ADH (VPN b 2% LIZEEHT 7
TAORRE (125—2) Z2Z2RLTLEIW) OFE, AHifME BVIA 4 —7 =4 X %45
ELET,

RIEFA ERERE A ERIZ 9 H1TIE, [Specify the interface requires client certificate to access ASDM] 78
WMCTIAAA| 227 Vw7 L, A v H—T A AL ATV a v TiEAE~Y y 72RELE T, FEH
vy T ERET 2%E. TOEAE~ v 7 LB UL, BRI L EE A, FERE
~ v 7 &VERT % I21E. [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] >[I PSec] > [Certificate to Connection Map] > [Rules] # £/~ L £9, FEfIc OV T
X, ASDM FEBIEGEFEORE (23 X—2) SR L T ZS 0y,
[HTTP Settings] 3% E L 7,

* [Enable HTTP Server] : HTTPS ¥ — X—Z A%z L £,

* [Port Number] : R— FESEZRELET, 774/ ME 443 TT,

« [Idle Timeout] : ASDM #£#5tD7 A R/VZ A LT 7 M 1 ~ 1440 53 OFFH TRE L £ 77,
T 74V ME 204 TT, ASA X, RE LI T A RAREED ASDM Hife 2 BT L £
R

» [Session Timeout] : ASDM v a Dy arH A LT T e 1~ 1440 53 OFFH CTFX
ELET, ZOIALT T MIT 74/ P TENIZR>TOES, ASAIL, BUE L7-HIH
Z 2 7= ASDM ki 2 YT L £9,

+ [Connection Session Timeout] : ASDM, WebVPN, B3I OMhD 7 T4 7> FEELrTXTD
HTTPS #2t D7 A R X A LT 0 b % 10 ~ 86400 P ORI THRELET, ZOXA LT
7 MIT 74V F TR/ TOVET, ASATE, BRE LM T A ]\/Vﬁ(ﬁg@ﬁﬂ%tﬂ
Wr L4, [Idle Timeout] & [Connection Session Timeout] D i /5 2 5% & L 7= %341%, [Connection
Session Timeout] 2MESE SV E T,

[Applyl #7 U v 7 LET,

EE) T TP R—=RDOHTTPS 7 74 7> b7 ASA D HTTPS —E A|IZT 7/ AT
EHEDCTHZENTEET, T 741 FTiX, ASDM, CSM. 3 K TVREST API 3 #F A &
NTWET,

2L DHEMZ ZA4 7 b (python 74 77 V| curl, wget 72 &) 1%, 7 v AV A MEROBE

(CSRF) h—7 v _R—=2DBFEE YR — K LT Wz, ZNbHD7 T4 7T v hAYASA K
AFRGES R EMEH T2 L 2#WMICEFRAI T 20BN H Y £9, EX2 V7 0 LOEENG, &
i) TAT V NOREFAITIHMLERDH Y 97,

a) [Configuration] > [Device M anagement] >[Management Access] >[HTTP Non-Browser Client
Support] ZER L, [Add] =27V v 7 LET,

b) [User-Agent String from the HTTP Header] 7 . —/V RiZ, HTTP EXR® HTTP ~v ¥ —IZH
527 74T h® User-Agent LFHNEHETE L £,

EETIEX .
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SERTRSUFHNFE I ITE 0 SCEHN R E CE £9, Ho3CFINT OV TIL, User-Agent 3C5F
FIOFFAE B L CWARENH Y T, BX=2U T 4 2L T57DICmER LTI %
BEIDLET, UFHNITIIRLF-E/NLFREINEIND Z EIZERELTLESN,

7= & Z1E. curl [ZKRD User-Agent L5 & —FH L £ 7,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

curl |, RO User-Agent XFH| & 1x—EH L EH A,

abed curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 libidn/1.18 libssh2/1.4.2

CURL [X, K ® User-Agent L7 & 1E—E L E£H A,

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

SSH7 UVt ADEERE

ZDOIETIX, SSHICASA 77 B AZRET D HIECOWTHMBHALEST, ROFA RIA4 0%
ZRLTL I,

e F/. ASAA LV HE—T A AZSSHT 7 EBADODBTT 7B AT AEDIZ, RARNIPT
RUVREHFRTHT 7R L— LM H Y AL, 2087 va OFEIZHES T,
SSH7 7B ABRET HHLENH D21 TT,

¢« ASA ~DIEBN— N EMRDBA L H—T 2 A ALSDA L H—T x4 A~D SSH T 7 & A
TP R—FENFEREA, 72&2IE SSHEAR MW A v X —T7 = A ZTH DA, I
AUE—=T 2 A A~OEEEBEROAFGTEET, ZO— L OFIFMNE, VPN EEE
LG EDHRTT, VPN h RV E LIZEBT 78 A0 E (123—) 2L
TLE&E,

cASA L, TUTHRARNE—DE—RHTVHRKS DORFESSH#Hi L, X CTOa T
XA PMIELNY S NTZHRK100 DEREZTAE LET, 72720, &FEa~ Y NIEE
SNV Y—RAEay 7 THAREMEND DD, TRTOLEENELLEHAENS LD
I, —FEIC1 OO SSHE Y v a v TEHEAITHIMLENH Y 77,

« 774/ N TiE, ASAIIIMBE O SSH 2% v 7 A L7, iV IZ, OpenSSH (2K
< CiscoSSH A ¥ v 7 T HZ L HTEET, T 74/ MAKX v 7135 & X ASA
A K w7 TF, Cisco SSH IZREZVAR— b LET,

« FIPS O Y&

L ARAABLIONA—T V=R A 2 =T 4 D OEF AT ERIN e E
CiscoSSH A% v 7 IRk EZYVHR—F LAWNWZ LIZEELTLTEE N,

s VPN ZN LTERIDA v #—T = A A~ SSH (&7 7+ R)

. EETIEX
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ATy T

ATy T2
ATv7T3

ATv74

ssi7o20%z |

* EDDSA F—~7

e FIPS E— R RSA F—~7

IS DOERENVERESIT. Bl X%iXx ASASSH 2% v 7 2T ALERH Y £,

CiscoSSH A ¥ » 7 Tl&, SCPHEREICE TOEENH Y £9, ASAcopy =2~ REEMHL
TSCPH—NLEDMTT7 7 A VEa bt —F5IT1F, ASA TSCP ¥ — "7 x> hAEA b
D SSH T 7 ERAEHINT H20ERH Y 7,

SSH =Yg 2 DHNYR—FENET,

(84 LIFE) SSHT 7 4 /L b 22— —Z VKR — &< L7, pix £/-idasa
a—F—lu A NAT— FT$H%@%LTMMK%%#5:&$T%@<ﬁ@
F L7z, SSHAMHT 2121, AAARGEAEXE L ([Configuration] > [DeviceM anagement] >
[UserSAAA] > [AAA Access] > MMMmmmm@@KEﬁ)\ﬁwfm—ﬁwn—ﬁ—%
EFRT HMENH Y £7 ([Configuration] > [Device Management] > [User SAAA] DJIAIZ 5%
) ., B—HN T —=HRX=2DRb V|2 AAA P —_—ZBFEERT 5568, v—L
WAL Ny 7T v 7OFEELTREL T 22880 LET,

3D BRI

YNVF arTXFANE=RTIE, 20T HFA NI TAN—ATROFIELZFETLET, VX
ThLhAUT 4 Fal—arnbarTxFAL aryZ 4 ¥ab—3a YD EZ LTI
[Configuration] > [Device List] XA > C, 7277 4 TR T A ADIPT RLADTIZHDH A
TXARNGEX TN Y v LET,

SSH A% v 7 % &+ 5121, [#m (Configuration) [> [T/34 A B (Device
Management) ]>[SSH X % J’) (SSH Stack) (D[ AT & (System) | A_X—ATRELETE T
L\i‘é—o

FIE

[Configuration] > [Device M anagement] > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &
JEIZER L, [Add] 227 VU v 7 LET,

[Add Device Access Configuration] % A 7 1 77K v 7 ANFR I ET,
[SSH] %K L%,

WA LA —T oA AEBIRL, FTEHRARNPT RLARELT, [OK]227 Vv 27 LE
j‘o

LR EA =T 2 A RABRELET, 7V oY IN—T084, 7)o T —F A
NAVE—T oA RAEBELET, VPNEET 7 2DH (VPN N BN L& T 7
TADOHRE (12—) 2ZBL LIV DS, 4RiftE BVIA ¥ —7 =4 A%f5
ELET,

(f£7) [SSH Settings] ##% & L £,

EETIEX .
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«[SSHA ¥ 7 (SSH Stack) ] : [ASA] £ 7= [Cisco] ZIBIR L F 7,

GE) ~NFarFxFARE— KT, [#K (Configuration) [>[7T/3 REE
(DeviceManagement) ]>[SSHR % v ¥ (SSH Stack) |#ZM L T 7ZE W,

* [SSH Timeout] : 1 ~ 60 /32 F¥ A L7 U MEFHELET, T 74NV MEISHTT, 774

VOB T RICETELDT, EERIOTARNE T TNV a—TFT 0 T INT T
SETTHETIEH, EDICEELTEBNTLI &N,

. [«*\'“*ﬁ%ﬁ?ﬁi/‘ﬁ% k% — (Key Exchange Hostkey) ]: 7 7 #4/L hTli&, ASA 1%, F7ET D

%4, EdDSA, ECDSA. RSA DJEIZF—Dffi 277 F 9, RSA F— % BI/RAJICERN S
éﬁAi 2048y N EDOF—ZERTHLERHY T, 777 L— FOHEHED
72T, ASAITT 74/ FOFRA MF—REMEHA I TWAEAIZOHR, LY/
RSAFRA FF—ZHHLET, RSAF—DVR— MIFROU Y —ZATHIERESND TE
ThdID, Kbz, P FR—FENTWAMOF— A TEFEHT L 2RO LE
7T

« [DH¥—2cHft (DH Key Exchange) | (BFH 2T %A hDOR) %4547 a0 RA

v %2 Y v 7 L7, Diffie-Hellman (DH) F—7%Z#/ L —7 %8R L F7, DHZ L—7
X — S R AFEE L&, DH 7 /L—7 14 SHA256 O — A5 M S E4,
DH % — 28D 7 IEDOZERIC OW T, REC4253 2B L T &V, F—3#a |3
a7 XA NTOAFECTEET, ZOEITTXATO U THFANCHEHINET,

AT975 [Applyl 27 U 7 LET,
ATvT6 SSH = — W —iRGE & 7% RELET,

a)

(/AU — R 77+t AH) [Configuration] > [Device Management] > [User SAAA] > [AAA
Access] > [Authentication] DNEIZEIR L F 7,

AAA FEFEIX. [Public Key Using PKF] 47> g U MEE SN2 —W—4 12450 —h
/W\F'aﬂ%—afn& WL EHA, ASATIE, AF—FGEICKI L, v—h LT —H X—
A &REBRENEH LE T, SSHRRREIL, /AT — REFfoa—HF—£4ICDhH %@Liﬁo
g— A a—F— NN E IR — REEH XA LS 123 AR, ZoF
JIE 24 L C e — A L ERGE A B AR AOIZRRE L NXU—P77tX%%ﬂ¢5M%ﬁ%@
£7

[SSH]| F=v 7 Ry 7 A%A A LET,

[ServerGroup] K12 v F & 7 U A Kb [LOCAL] 7 — & _X— A (£721XAAA Y—3—)
IR L E 9,

[Apply] #7 U v 7 LET,

m—HN a—F—%BINLET, 2= =T 7 ERZAAA YV —"—ZHHT52LHT
XETH, m—h N -V —LOHEHEZHESLEL £9°, [Configuration] > [Device
Management] > [User SAAA] > [User Accounts] DJEIZEIN L, [Add] 227 U v 7 LET,
[Add User Account-Identity] Z 4 7 2 7R v 7 ARERIINET,

P KL R2AT— B AL, Nxv%F%%%LiTon%%amﬂxv%F%ﬁ
ifcﬁ < /\Eﬁﬂ?"wu uﬁ%gﬁﬁmj—é \ /QX U — }‘fzﬁ L/VC:L"'H‘“‘%MEEE?—%) Z <1_f %?&

. EETIEX
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ATy 71

2)

h)

ssi7o20%z |

BLET, AF—RIEBLORR Y — ROWHF2RE LSS, 2—F—lZnFholk
ETbr AU TEET (ZOFIET AAA FRREE BRIV _a&wa: BE) .

EE) Hxoax—F =T8I, NRAT— FRFETIE < ABF—REEO A, £
Ol OREEEZ AT DI21E, ROWTNNAOSA 2R E T,

» [Public Key Authentication] : Base64 Cx > 21— K I 72ABF—IThE 0 £ F 5,
ssh-rsa, ecdsa-sha2-nistp, F721% ssh-ed25519 raw ¥ — GEBAEZR L) &ALk A[RE7(T
BEOSSH ¥—/£kY 7 b7 =7 (sshkeygen 72 &) ZMHHL T, ¥—%&4ARTEE
T BEFEOXF—2F T 28 61%, F—XSHA-256 /> > a i L T b &t
T Ny va F—2at— LT DT 55A1E. [Keyishashed] = v 7Ry 7 A
EACLET,

PRREX— & HIFRT HI21, [DeleteKey]| =27 UV v 7 LT, MERAA T TRy 7 A%k
Tbi—a‘ IJALAHE‘%\’ %ﬁ”l‘%—a‘éiEA X [YCS] I UwT L. mquf\’ 7&‘{%%‘?‘6&5/\
E[Nol %7 U v 7 LET,

[Public Key Using PKF] : [Specify anew PKFkey] = v 7 Ry 7 A% 7 U w7 LT, XA
fx—>77 A4/ (PKF) T7#+—~v b&fLizF— (4096 ' Fif) ZHED ST 5
A AR—F LET, Base6d JEA T AT 2ITIIREFTELHF—ITTZDOT7 +—
~y M LET, 7L 21X, sshDkeygen ZfEH L T4096 & >~ ]\ X—EER L,
PKFIZEBL T, ZDOXA v TAUFR—MLET, BEFEOF—2FRTHHAX
SHA-256 vy v a L T Sk shEd, Ny dafdF—aabt— LT%DH%@
VENH HA1E. [Public Key Athentication] X1 > 225 2 ' — L, [Key is hashed]

F v IRy I AeA AT LTH LU ASA DA ZEEY (T £ 9,

FOREF— & HIBRT 5121, [DeleteKey]#27 U v 7 LT, #ERAAT O Ry I Ak
ALET, BAEF— %ﬁ”ﬁ??‘éiﬂ/\ [Yes] #7 U v 7 L., ibx—Z2RET 256
IMNol &2 Uy LET,

[OK] %27 U v L, %W\ C[Apply]l 27 U v 7 LET,

X —_T AR LET (WELASA OFEOH)

ASAv DA, F—_XTIZBEAZICHEMICIER SN E T, ASAv ZRSA F—0DHEHFKR— |k
L/iﬁ‘o

a)

b)

<)
d)

[#&RL (Configuration) 1>[T/\4f REH (DeviceManagement) |>[FEBAZEHE (Certificate
Management) ]>[IDZEBAZ (Identity Certificates) ] DJIEIZEIR L £ 9,

[Add] 7 U >~ 7 L. [Add anew identity certificate] 7' a > R¥Z %7V v 7 LET,
New| &2 Vw27 LET,

[F—<7%BM (AddKeyPair) | ZA TRy 7 AT, A4 TFLH A REHELT[S
I <HARL (Generate Now) |27 U > 27 LET,

HEHSNDT 74V bOF—7 1L, BdDSA., ECDSA, RSA T7, RSA OHIE, 2048
vy NAEDOH A XERIRLE9, RSAF—DOV R — MIfFROY UV —ATHIBRENS T
ETHDHID, bz, VR —FENTWABMDOF—Z A T2FEHAT L L 2BEIO L
£,

EETIEX .
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F—_TEZERT DT THLD, GEAFEDI A TR IRy 7 A ed ¥y L TEE
ﬁ—o

GEx) EdDSA 13 CiscoSSH A% v 7 TlidH¥h— b ZnEHA,

ATY T8 (f£H) SSHEEED BT A TY XA LEAWT AL TY A LEHRELET,
a) [Configuration] > [Device Management] > [Advanced] > [SSH Ciphers] OJEIZ®EIN L £,
b) [Encryption] Zi®&R L, [Edit] %27 Vv 7 LET,
c) [SSH cipher security level] K2 w7 Z 72 U 2 KinG, IROWTIND L-UL %R L F
7
e AT, VA MESNIEICER S ET, FaEZINTY X M T, K5 HFRAD
LEWVWOIET, RbBENEF2 Y 71 IZEHY Y THERTWET,
o [T (AID ]: TXTORFEHZL (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
chacha20-poly1305@openssh.com aes192-ctr aes256-ctr) ZFEHT25E51F, Z0oF 7=
CERBERLET,

s [Custom] : #AZ LG5 A N U T H2RETHHEIXIOA T a U &EIRL, [Cipher
algorithms/custom string] 7 4 —/L RIZFKMEHA Y v 72 an  TRY>TADLE
_a_o

« [Fips] : FIPS %t D5 5 (aes128-cbe aes256-cbc) DA &EFEHT 551X, Z DA
Tva U EBERLET,

[ (High) ]: JEE ORI D A (aes256-cbe chacha20-poly1305@openssh.com
aes256-ctr) T H2HLEIT. 2047V a VEBRLET

o [Low] : BREEDME, 1, mDRE S 57 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr) ZMEHT2HGEIL. ZoOF T a v ERIRLET,

s [Medium] : 58233 L OV O/ 57 (3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr) ZEHTHHGEIL. 24T a v 2RIRLET (5
TEVE)

d) [Integrity] Z 4R L, [Edit] 227 U v 7 LE£7,
€) [SSH cipher security level] K2 v X7 U A Kb IROWTAND L 2RI L E
7

« [All] : TXTOKES 53 (hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5
hmac-md5-96) M35 &L a4aEL £,

e [Custom] : W AZ LG5 A N U7 HRETDHEGAIXIOA TS a & 3IRL, [Cipher
algorithms/custom string] 7 4 —/V RIZEREFZA MU 72 an o TRY->TAHLE
o

s [Fips] : FIPS xfit~ Dl 5 5D #H (hmac-shal hmac-sha2-256 ) ZfEE L £ 7,

s [High] : RENE OB 5 DA (hmac-sha2-256) #HEELET (F 7+ b)

. EETIEX
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o [Low] : BREEAMK, . & D5 520 (hmac-shal hmac-shal-96 hmac-mdS hmac-md5-96)
BRI DA, ZOF T a v ERRLET,

* [Medium] : 5823 H 36 X OVE DR 55720 (hmac-shal hmac-shal-96) A f§E L £,

1

&OFITIE, Linux F 721% Macintosh > 25 A M SSH O ILA F—% 4k LT, ASA IZ
AR —FLET,

1. a2 B =a2—% TCEIDSA AFF—BLOMEX—%2 Al L £,

dwinchester-mac:~ dean$ ssh-keygen -t ed25519

Generating public/private ed25519 key pair.

Enter file in which to save the key (/Users/dean/.ssh/id ed25519):
Enter passphrase (empty for no passphrase): key-pa$$phrase

Enter same passphrase again: key-pa$$phrase

Your identification has been saved in /Users/dean/.ssh/id ed25519.

Your public key has been saved in /Users/dean/.ssh/id ed25519.pub.

The key fingerprint is:
SHA256:ZHOj£Ja3DpZG+gPApIASPYyCEY0+Vz0o2rkGHIpplpw8Q dean@dwinchester-mac

The key's randomart image is:
+--[ED25519 256]--+
| |
I o I
|. . + ot o |
| .E+ o ++.+ © |
|B=.= .S = . I
|** ooco. = o . |
|
|
|

| o .. *.+.0

| . . 00...
+-—---[SHA256] ———-- +
dwinchester-mac:~ dean$

2. PKERERICF—ZLEHLF T,

dwinchester-mac:~ dean$ ed .ssh

dwinchester-mac:.ssh dean$ ssh-keygen -e -f id _ed25519.pub

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuH0094p1MKX80fW20216g4trnf7gwiie5Q
—-——— END SSH2 PUBLIC KEY ----

dwinchester-mac:.ssh dean$

3. %7y FAR—Flcar—LET,

4. ASDM T, [Configuration] >[Device Management] > [User JAAA] > [User Accounts]
DNEIZEIR L, =2 —PF—ZA %2R L T 5 [Bdit) 27 Y » 27 LET, [Public Key
UsingPKF] 27 U v 7 LT, V4 ¥ RUICF—ZME0 T £,

EETIEX
I
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8no Edit User Account

Identity Enter the PKF-formatted authentication key for a user.

Public Key Authentic

Public Key Using PKI
= VPN Policy

This panel is similar to the Public Key Authentication panel above, but you can enter the key in the PKF format.
Current hashed key: 04:b9:47-f3:69:67:7a:93:87:60:c2:00:0f-bc:ak:25:63:4e:ad:04:6a:5d:-98:70:2f: 3d:5F-32:24:1c.e7:6c
@] Specify a new PKF Key

I File to import from: Browse

(») Paste key data in PKF format:

p4ECEdDaM+561+yf7INUigD7wYkgorzjml LrZRDLVeqgtjBQ9g 0 3IMgsV+Pk)C5Gig
QbfYxXHUSwWLdWxhUbA/xOjluZ 15TOMa7KLs 2u+RtrpQgeTCTHIhEO +xKh93gw
CO1kuMrRdNRzzalbyLeYPtSIvELVEFEACtwlgrXSa+w/tV/ awdWlg  rapekKloz3ts
pBEGAFzU+Z7pVR13BIMNuNJHOSTIUAZmOcciluCM2we [ tWgMPY)l +xgKAkuHDkE
Wayd +4EUMDCCZVe D +corKTLWFO lwilieRkrUaCzjComGY ZdzrQT2mXBc SKONV
JrouTCnKpCHNWILYvd/sRCHyH KsxjsXR15C/5zgHmCTAaGOulg0Rjo34+61+70P
Wwml9eleH 2PudZd +rjldedfr2 [IrisIEBR/WCLoR /N + xsvwWVWM1Qgwlul 4r99CHZ
MRxCOQOY/ 7K 7I0==

-=--= END 55H2 PUBLIC KEY ----

304009

Delete Key

5. —HNASAICSSHTE A Z L 2R LET, NAU—RIZIE, F—7 DMEK
FRICHEE L7 SSH ¥ — AU — K&EZ AN LET,

dwinchester-mac:.ssh dean$ ssh dean@l10.89.5.26

The authenticity of host '10.89.5.26 (10.89.5.26)' can't be established.
ED25519 key fingerprint is SHA256:6d1g2fe20vnh0GHJI5aag7GxZ68h6TD6txDy2vEWIeYE.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.89.5.26' (ED25519) to the list of known hosts.
dean@10.89.5.26"'s password: key-pa$$phrase

User dean logged in to asa

Logins over the last 5 days: 2. Last login: 18:18:13 UTC Jan 20 2021 from 10.19.41.227
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.

asa>

Telnet 7 U L XA DETE

ZOIETIE, Telnet |2 ASA 7 7 B AZHKET 5 B OWTHPILET, VPN b RN T
Telnet Z AT 2 A5 EE . HHLENVEF 2T 4 4 X —7 = A A2%F LT Telnet 134 A
TXEHA,

1R BRI

e NF AUTHFAKNET—RTIE, 2V THFANETAX—ATROFIEEZETLET,
VAT A AT 4 X2l —alypnbarTXFAN a7 X ab—a i B L
5121, [Configuration] > [Device List] XA > C, 777 4 T2T /XA ADIPT KL ADT
WZhHDarTxXANEL TN Y v 7 LET,

e ASACLIIZC Telnet i L CT 7 AT 512%, al A4 AU — K& AHLET, Telnet
FEHTHRNCFE TRAT— RERETDHDLEND D F7,

. EET7 IR
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ATy

ATy T2
ATvT3

ATvT4
ATvT5
ATvT6

ASDM 75 £ R %1135 547> kLR SSLVWPN 00 HTTP U 51 Lo toiE [

FIE

[Configuration] > [Device M anagement] > [M anagement Access] > [ASDM/HTTPS/Telnet/SSH] &
JEIZZEIRN L, [Add] 227 U v 27 LET,

[Add Device Access Configuration] %A 7 B 77K v 7 ANRKRINET,

[Telnet] 23R L £ 97,

BHA L H—T 2 A AEBIRL, FATHRANPT RLAFZFELT, [OK] 227V v 7 LE
7,

LR EA LV E—T oA RERELET, TV INA—TDEE, TV ITA—TF A
NRAVH =T 2 A AFEELET, VPNEHEHT 7B ADH (VPN o RN LI=EHRT 7
TAOBRE (12X—) 2L TLTEEIWN) DS, ARiftE BVIA V¥ —7 =1 A%¥E
ELET,

() [Telnet Timeout] X ELE T, T 74NV DX A LT 7 MEILS 55T,

[Applyl #27 UV v 27 LET,

Telnet THEET AN, R A L NAV—REZRELET, 774V FDONRRAT—RNIHY E

A,

a) [Configuration] > [Device Setup] > [Device Name/Password] DJEIZER L F 7,

b) [Telnet Password] fE35 T [Change the password to access the console of the security appliance]
Frxv IRy At AT LET,

¢) HUWRRT—FREZASNLT GHLWASA DBEAITZDOT 4 —/L REZEHICT D) . Bl
WARRAT — REASTL TG, ERELTHLWASRTY—REHANLET,

d) [Applyl] %27 Vv 7 LET,

ASDM 7O R F=1EH9S54 72 FLASSLVPN DF=6D HTTP U &
ALY FDOETE

ASDM ¥£72137 747 > h LA SSL VPN Zfi ] L T ASA [ZH&e 9 5 (2%, HTTPS Z A1
LZENRDH Y T, FIEMEOTZ®IC, HTTP FE 4 HTTPS IZY ¥ A L7 52 LR T
EFET, LEAFE HTTP 2 U XA L7 b9 52 L& > T, http://10.1.8.4/admin/ E 721X

https://10.1.8.4/admin/ & AJj L. ASDM EE— CHTTPS 7 RLRAIZT 7 BATE £7,

IPv4d L IPV6 DD N T 7 4 7 &V XA LY P TEET,

1R BRI

WHE . RANIPT RVAZHATAHET 78X L—/VINEHY ¥ A, 727-L. HTTP V ¥
ALV7 FOEDIZIE, HTTP B HFR[T 5T 7 B A NAN— VBT A XLERBL D T, 5 L
W A E—T 2 A ANRHTTP AR— b2 ) v A TEEH A,

EETIEX .
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FIE

AT w71 [Configuration] > [Device Management] > [HTTP Redirect] DJIEIZER L £,
FIIF, BUERESNTWAA A —T oA AL VEAL LT NBA v H—T oA ATHMME
SNTVDEMNE I PERLTNET,
ATv T2 ASDMITHERT LA v 2 —7 =4 A%ERL, [Edi) 27 Y v 7 LET,
AT w73 [Edit HTTP/HTTPS Settings] ¥4 7 2 73R v 7 ATRDOA T v a VR ELET,
* [Redirect HTTP to HTTPS] : HTTP k% HTTPS I U ¥ A4 L7 R LET,

« [HTTPPort] : A ' Z—7 = A ARHTTPHEHED U XA L7 MIMEHT 5K — M afE L %
I, F 7+ I8 TT,

ATvT4 [OK] %7V w7 LET,

VPN o RIILEZN LE=-BET7 9 LADEE

HHA L H =T A ATVPN b ARG L TWDEA, BlOA v H—T = AT 7k
ALTASA ZEHTHIZE, TOA B —T oA AEERT 7 8A A H—T A AL LT
FBETAHMLERHD FI, 72& 203, A v Z—T A A6 ASA IZAD AR, Z 0%
HEZfEM LT, ASDM., SSH. F72!% Telnet #H THHEA o X — 7 = A ATHfid L0, FMEB
AVBE—T A ANBAD EXIINEA VX —7 =4 Al ping #FEITTEET,

\)

(GE)  CiscoSSH A ¥ v 7 AT 2546, Z OMAEIZ SSH TidhAR— S Ed A,

N

GE)  Z OBEREILX SNMP TiEH A — b & EH A, VPNREHDO SNMP DA, V—T w7 A
Z—T7 A AZATSNMP AN T L2 a2BEIOLET, V=T RNy A F—T A AT
SNMP ZEHT 572010, FET 7 B AKEZ AT H20EIH Y FHA, LV—T Ny 7
SSH THIEREL £7°,

ASA ~DilImNV— R DA B —T 2 A ALSNDA L F—T 2 A A~D VPN T 7 £ R |TH
R—brENnFHhi, 2E2E VPN T 7 BADRNEA 2 —T =4 ZTHDHE. IMNEA >
B —T A A~OHEBEHHRROARBTEET, #EOT FLRAZRZ DMERRNE D IT,

ASADEHET 7 X ATHEA L Z—T = A ADOVPNZARNZ L, LRIfRRZHEH LT EEW,

HHT 7/ AL, IPsec 7 7 A 7> bk, IPsec % K[H. Easy VPN, AnyConnect 7 71 7 > hk
SSL VPN @ VPN k> RL¥ A TR TIT 2 £7,

. EETIEX I
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ATy I

ATy T2

ATvT3

Firepower 2100 75 k74 —L E— K F—4 4 2 8—T 24 2T XS EET 7 £20%E [

1R BHHIIZ

BE OB/ T — % V—F 4 v T —T NV TON—TF 4 T HERTH L. VPN OMERA >
H—=T 2 AA RALEHT IR Z—T o4 AFIRCEETHD (DF VW5 EHEFHEHA
VE—T 2 A A THHN, BEDODT—F AL B —T A ATHD) LERHY £,

FIE

[Configuration] > [Device Management] > [Management Access] > [Management I nterface] DJIH
IR L £,

[Management Access Interface] K2 > 7X > UX MpbtEXa 74 BNbEWNA V4 —7 =
AA (NEA v F—T A R) BRIRLET,

Easy VPN 3 LM A M b LTk, 4RI EBVIZEETCEET (b—FT v RE—NR) |
[Applyl 27 U v 7 LET,

BFHA LA —T oA ADREN Y THN, BRERNENFETa 74X ab—ra iRkFSnE
7,

Firepower2100 75 b 94 —L E— K FT—2 A VA —T A ATD
FX0S DEET U+ ADHRE

F=H A B =T 2 A ANST T v N7 F—2LF— KO Firepower 2100 O FXO0S % & H4 55
A+ SSH, HTTPS, BLUSNMP 7 7 ERZFRETEET, ZOMREIX, 74 X% U E— |
TEHEH Lo, BH 1/ ZRES DRy bU— 27 ICHERT 2 8BA IR b E£4, 2k, &
Bty NU—2 EOFXOSIZT VB AT HT20DFRAT 4 T HIETYT, ZOMEEZH
NeT DL, a—HINNT 7 BRI L TORER I 2L tnTExEd, =27
L. ZOMEZETLARNS FXOS DEH /1 b0V E— M7 7R IHATHZ LT TE
FH A, ZOWRRIZIZ, WEHASR (F7408) ZFEHLIZASAT —Z A 2 —T 2 A A~
DRT 747 OEEENLET, FXOSEH S — MU oA % 1 DIZFHRETEET,

ASA IX, FXOS 7 7 B RZHRERER — AR L ET, FEER— MIFLCA % 72—AT
ASA WMERT 2720 THRENTWET, ASANFXOSIC M T 7 4 v 7 Zlrkd 5 & X2, IE
DS R — NI 71 b 2L 2 &2 FXOS AR— MIE# S E£9 (FXOS @ HTTPS AR— h
WBEELERA) o X7y FEsEIPT FL 2 (ASAA v Z—T7 = AIPT FLZ) %, FXOS
THHTLIRHMT L RICEfISNE T, FELT FLRAFERESREYA, VT 7090 %
WA, ASAIZAEEDT =2 V=T 4 7 T—T NV EFEHLTCELWHEIA v 2 —T = A
AHERELET, BT 7V 75— a ODASAT—HIPT RLAIZT 78 AT 584, FX0S
2—YP—ZEHEHL Tl A T HHERH Y £T, ASA 2—V—ZIX ASAFHET 7B AD
AEH I NET,

ASAT—H A2 =T x4 ATFXOSEH N7 7 4 v VHMEANCT DL b TEET,
ZHUE, 72 E ZIESNMP kT v 7 NTP & DNS DY —/3—7 7 £ AR EICHETT, 774

EETIEX .
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B rreponer2100 759 F I A —L E—F F—5 428 —T T4 RTH KOS DEET & £ RDRE

JU T, FXOSEH T 7 ¢ v 7 BAlkIE. DNS BELONNTP DY —_"—j@fE (A~v—hK V7
N7 T4 THE THE) FHOASAINTA v 72 —T =4 ATHNI > TWET,

15 H B HIIC
TN AT HRARNE— RO,
« ASA EEIHL A v X — T oA ZITBS L ET,
cASAT—HA B —T 2 A AZVPN bR ZMEH LT, FXOSICHEEET 7 A3 252
LI TEEHA, SSHOEIMEFR L LT, ASAIZ VPN i L, ASACLIICT 7 AL,

connect fxos =< > R&ZEH LT FXOSCLIIZ7 7 A L%, SSH., HTTPS, BL W
SNMPV3 (ZMG B TEX A0, F—& 4 B —T 2 4 A~DEFEEGITEETT,

cFXOS 7 —hFU 2 ANASAT—HFA L BZ—Tx2A A (FTTH/IVEF) T T4 w7 %R
ETDHLEICRESN TS 2R LET, Y= M7 oA OREDFEMHOWVTIL,
[getting started guide] ZZH L T 7ZE 0N,

FIE

A7 w71 ASDM T, [Configuration] > [Firewall] > [Advanced] > [FXOSRemote Management] % 4R L %
—g‘o
ATw T2 FXOS VE— MMEHEZEZLET,
a) FES—rar v KU T, [HTTPS]. [SNMP], F72/% [SSH] Zi&N L £ 7,
b) [Add] 27V v 7 L, EHEZF T 5 [Interface] Zi%E L. ##Hi 4 iF 74 5 [IP Address] %
BEL, [OK]Z27 Vv LET,
Ia han AT TN HOT N ERERTEE T, LFOT 7 40 MEAEH L7
WIBAIE, [Port] Z%E L X7,
«HTTPS & 7 4 /L ~ — | : 3443
¢« SNMP + 7 # /L k R— I : 3061

*SSHT 7 4/ k R—k : 3022

ATw T3 FXOSWNASA A VX —7 = A ANSEHERLZBBETES X oICLET,
a) FTES— a3 U2 RYTIFXOS Traffic Initiation] %8R L &7,
b) [Add] %27 Uy 27 L, FXOSEI N7 7 4 v 7 % EETONERSHDH ASA A v F—T = A
AuaHIMILET, 7740 B TR SMNIA F—T = A ZITAEMTIR > THET,
ATy T4 [Applyl 227 U v 7 LET,
AT w75 FH /1 1O Chassis Manager |Z##6E L £ (77 4/ b TId, https://192.168.45.45, =—H—
4+ admin, /XA U — K : Adminl123) .

AT 76 [Platform Settings] % 7% 27 U » 7 L, [SSH], [HTTPS], F7-1% [SNMP] ZA%Zhc L £,
SSH & HTTPS i£7 7 4/ b THNZ 2> TWET,

. EETIEX
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AT w 771 [Platform Settings] ¥ 7 C, &HT 7 ¥ A&7 925 X 51T [Access List] ZiRELF T, T 74
JU Tl SSH 38 X UVHTTPS I3& B 1/1 192.168.45.0 % > b U —2 OB %FFA LET, ASA D
[FXOS Remote Management] iX & CIEE L7727 RV RAEFHATHLENRNH Y £,

aAVY)—ILAA LT O FDER

A=)V XA LT T NTIE, BERARHEEXEC T— FERiIary 74 Fal—vay £—
RIZLTBL ZENTEDHR/MERELET, YA LTV NMIETDHE, Byiaiia—
PF—EXECE—RNIZRVET, 774V FTIE, By ariZd4 A L7 MLEFA, ZOK
Elx, 22—V R— bR ERFFCX DRI R L ¥ A, BN YA LT T T
HZLiFHYEHA,

FIE

AT 71 [Configuration] >[Device M anagement] > [M anagement Access] >[Command Line(CL1)] > [Console
Timeout] DJEIZIEIR L E

ATYT2 HLWIA LT U MEZSHEATER LET, EHIROKEZFET 25813, 01 EAND
LET, 774/ MEIZ0TYE

ATY7T3 [Applyl 227 U v 7 LET,
AA LT MEOEENFETaL 7 4 Falb—ra NRFENET,

CLIZA> T rDARETA R

Ta 7 MIERZBINT 28I, BROEY 2 —ARNGFEETIHEICe 74 LT
% ASA & —H THERTAHZ ENTEET, ZOMREX., 72— A ——FFC, WD ASA
WA CAR A MAADERE SIVTW A EEITERI T,

VAT AT HRARN T RTE, VAT LAFTAR—RAELFIEHRa L THFA NI A~
THEEI, MR n T NERRTEET, FEE TR INNTIE, 7740 0T R
YT (RAMBIORa TR N ORRFERINET,

T7 AN NTEH, 7T MIASADKRA MERFERENET, VT ar7TF A E—FR
T, 77 NCar TR A MLERINET, CLIZV a7 ML, ROBEHZFERT

TET,

cluster-unit JIAL A=y MEERRLET, 7 TAZOK{I=y MI—EOLH]
EROZLENTEET,

AVTFEZR R (wVF T—RDHR) BEOa L TXFA FOL4RTEZFERLET,

domain RAAL A FRRLET,

EETIEX .
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hostname RA M EFRRLUET,

priority T 2= VA —=NR=TFAF VT 4 % [pri] (FT7A~V) Elld[sec] (&
HEY) ELTERLET,

state 2=y FDO T 7 4y @mKRBI — A BRI R L ET,
T LA —R—=DEA, state ¥ — U — NZx L TROENFR RSN E
7

sfact] : 72— VA —RN—DHHPTHY, BETII N T T4 v I T
JT 4 7 @A I ETCVWET,

e [stby] : 72— A —N—TA X =T N TT, 2=y MIFT T 1 v
7 Bl SHETWERAL, AZ AL RIR EiEthoIET 7
T4 TR TT,

s [actNoFailover] : 7 = — /LA — —|IWMHTH Y, HEETIT M T
TAw T &RT 7T 4 7 ERESETNET,

s [stbyNoFailover] : 7 = — /LA — R_— (3 THY , EETIEI T
T4 v HBEIETWEYA, 2L, AZ 2=y FTL
EVMEZL LA A U F—T oA AEENAELICEZIZAELDH &
B ET,

7728 ) T OYE, fHE T =2 OERFRSNET,

FIE

AT w71 [Configuration] > [Device Management] > [M anagement Access] > [Command Line (CLI)] > [CLI
Prompt] ONEIZIER L £ 7,

ATYT2 RONTNNEET LTy S e AR~ A A LET,

* [Available Prompts] U A h CREMEZ 27V v 7 LToo, [Add| 227 Vv 7 LET, o7
MZIFEE O EMEZ B TX 9, JEMED [Available Prompts] U A k7> 5 [Selected Prompts]
UZMIBENLET,

* [Selected Prompts] U A h TlEtEx 27 U v 27 LTh b, [Delete] 7 U7 LET, BEMEN
[Selected Prompts] U A 75 [Available Prompts] U A NMIBEI L 7,

* [Selected Prompts] U A N TEM:%2 27 U v 7 LT, [Move Up] £721% [Move Down] #7 U
7 L CRMEORRIEFZEELET,

7a 7 N E LT, [CLI Prompt Preview] 7 4 — /L RIZFE R I N ET,

AT T3 Apply 27V w7 LET,

. EETIEX
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BEINETa Ly IR, ETar 74Xz b—a SR FEESNET,

N \\ E |-._|
A4 2 INF—DEERTE
=W =N ASA IZHEi T D & &, vl A T DA, FoI3RHHE EXEC £ — RIZADRNZER
ENAHAYE—VEBRETXET,
IR HEIIC

et X2 VT 4 OBLENL, NF—TCRET 7 ERAZBILT A ENEETT, [Toih
L] R0 TBEWLET)] REORBUIBAZEZBEANTWD LS REISRE 525D T
FALRWTL &, UFDONRF—TlE, RET7 7B AICH L TELWERZREL T
9,

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o NF—PEIESNTEE, ROBGEIZ ASA KT 5 Telnet £721X SSHE v v 3 V& T
LAt d Y £,
N = Ry BV BRI T D OD VAT A AEYRRRELTWVDLEHA,
c NF— Ay —VOFRRERAT & XD, TCP EXIART T —BRELIHA,

e RNF— A= DHA KT A 2O TIE, RFC2196 25 L T 72X,

FIE

AT w71 [Configuration] > [Device M anagement] > [M anagement Access] > [Command Line(CL1)] > [Banner]
DIEIZEIR L £ T,
ATY 72 CLLAIHER T 23— 2 A THDOZ 4 — L RIZ AT — FF 2 MBI LET,

« [session (exec)] /N —(%, —H—7% CLI THtE EXEC E— NIZT 7 B R LIzAICETR
ShET,

e [login] N F—{F, —PRCLIICE VA v LEHAICERENET,

* [message-of-the-day (motd)] /N7 —1%, L—H —3 CLIIZHID TR T DL Ic RS hvE
‘é‘o

* [ASDM] /" F—(F, 22— —WNFBFE%E 5T 72% ASDM ([Z#Eke L= A lcFoRsivE 7,
2—F—lL, WOWTNNOF T a v EEHLT, #RINEAT—2HETEET,

s [Continue] : N F—%ZHELT, /A &5 T LET,

EETIEX
I
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* [Disconnect] : NF—ZHEL T, #Hia&T LET,
EATEDD, ST (Bnter ¥—) HEHTASCIH XF2F T, 2720, sfrXsit
2 3CFITHY LET,

s Flo, X TLFE, CLINN—V 3 U CIRIEBRIND -0, N —ZEEHA LT EE
Uy,

*RAMBLUO7 T vva AEVIZETLHOLUN, AT —IZRSHIRIZH D TH A,

« ASA DR A ML FE 721X KA A U 41%. $(hosthame) SCF51 & $(domain) L4 2 kA AT e
ZrizkoCEMICEMTE £,

VAT AT 4 X 2=y a VTN ERETDIHERIE, 2T XA arT X
L= 3 T $(gystem) &0 IFHNEHHT A LICED, 2T HFA RMNTAF— T
FARMEHEHTEES,

ATY T3 [Applyl 227 U v LET,
LT =0, FfTarysFalb—rva HRFESNET,

EHEYY IV I F—FDETE

ASA T#A[9 2% ASDM, SSH., B X Telnet DEIFHR KT v a v BEHRETEET, 2D
RAMBEIZET D &, ENLBEOE v > a AFFFRT ST, syslog A v B—IV B ERSNET,
VAT Ay Ty MRS, By v a VED Y TEOA D= AATIEa S
V—ibkyviarETay s TEERA,

CE) ~AFars5xZAE—RTIZASDME Y a Vv OBERETHZ LILTEP, Ry 3
UENE S TEEINTWVWET,

CE) F7-. & KkEHtyI a3 (SSHARY) OarTXxA b nl) VY —RHBEaRE LIRS
I, NS WHFOENRFERINET,

1R BRI

YT AUTHFARNE-RTIE, a2y TFHAMETAR—ATROFIEZETLET, VA
TAhArT7 4 X2 L= arnbarTXAL ar7 4 Xab—ra UIED R Z DT,

[Configuration] > [DeviceList] XA > C, 7277 A TRT A ADIPT KLAD D2 TF
ANBZEL TN ) v 7 LET,

EETIEX
T I
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AT w71 [Configuration] > [Device Management] > [M anagement Access] > [Management Session Quota]
DIEIZEIR L £7,

ATFwT2 Aty a3y ORKEEATLET,
«Aggregate: 1 ~ 15 D v v a VOERNEERTELET, T 740 MEL 15 TT,

¢« HTTP Sessions: 1 ~ 5 @ HTTPS (ASDM) v > a DR REEZRELET, F74+/L
ME 54T,

*SSH Sessions: 1 ~5DSSHE v a v DRAKBEERELET, T 74V MI5HTT,

e Telnet Sessions: 1 ~5 D Telnet B> a v ORREEHRELET, T 74/ MNME5SHT
j—O

eUser Sessions: 1 ~5Da—HF—TL Dty a O REEHRELET, 74/ MNT
T,

ATY7T3 [Applyl 227 UV v 7 LT, HREODEFEERFELET,

VAT LEEERAAA DETE

ZOETE, VAT LEHE ORI, FHEFA], o< NHFAERTET D HIEIZOWTHEAL
£7,

#E: EE At I:IIE 0) ;&I:I—E

CLIB L ONASDM 7 7 £ ZADFIFEEHE L F T,

ST DNT
ASA ~Du J A4 U FIER, BREEAEDCLTWHENE I DL TRRY 5,
SSH D=
FAEH Y FIFFEEEAR L TO SSH 7 7 B AIZHOWTE, IROEEEZS L T Z &V,
° ?E?Eiﬁ L : SSH lj:um FLEEfoC LT i{%ﬁﬁ(% jz‘@_-/\/

«BFEH Y SSHRBGEEZ AN LT2H AL, AAA P—R—F /- idn—bra—HF—5F—%
R—AZEFZRSIN TN D —H— %&Axv—b%ﬂﬁbi¢ INBH S — DFREE T,
ASA (Fr—H )V T —H RXR—=2ADH%E VKR —FLFET, SSH ABF—Bilz2RE L%
B ASA TlEr—IL T = R—=ZAZFEBRAIHERA LE T, nraqvica—9—4 &%
AT — REMHERAT 2580 E RO, SSHRGEZ H/RIICRET S 2 L DA T, 2—
P—EXEC E— FIZT7 7R LET,

EETIEX .
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Telnet Z2FEDHEE
FAFOF I BT, Telnet 77 B RICHOWTIE, KROEEEZSHL T &V,

o FEF/R L : Telnet OFFFEZ BN L TWAWESIZ, 22—V —LZZ AN LEHA, 274
VORATU—REANLET, T4 FONRNZRY— NI A, L7225 T, ASA
~Telnet##5i 92 121%, NATV—RERETLHIMLERDH Y 9, =—H —EXECE— KIiZ
TIEvALET,
FAEH Y : Telnet WEEZ AN LIZHAIE, A A AV —A_R—F - iin—hla—PF—5—X
NR—2EZINTWEa2—YP—Z LA TU— K2 AN LET, =2—P —EXECE— KiZ
TIEvALET,

ASDM 2EE DO E

SEEH D FIFERE e L TOASDM T 7 A IZEE LTl ROBHEZ S L T XV, AAA
PRREDOHIEIZ b 53, FEERREZ X ET HZ & HAEE T,

RAEZe L 1 T 7 AN R TIER, 7T Da——4 L enablepassword = > KA L
TASDMIZR 7 A > C&EET, ZAOEFFIZLRNEIIZ, TELRETREIAR—T
NAT—REERETLHZ 2RO LET, "A N, RAAL V4, BLXOS 2—T %
AT — R & Telnet SATU— ROFREEZIRL T Z&EV, CLI Cenable 2~ K&K
ALz EZ, mMAU—REEHETLHLIIROLNET, ASDMIZRZ A o LizL &
Km\:®%¢ﬁﬁ%éMiﬁm 0y A VEET (22— =R 2T TV DEEIC LA
W) 2= —H AT —REANLTEGAIE, ASDMIZE->Tr—IL T —HF_—
ATC—ENT =y 7 ENbHI L &Ebf<téwo

nﬁfﬁamuu (‘\/:/7‘/]/\ JL—T FE— }‘ODA) : :L“—*j‘“—ﬂlﬁiﬁfﬁéﬁﬁ)ﬂ%%gkf’éi
9, EAEOZ—Y—Z L RXRT—REANTDHE, ASADPKL F T X hiRA > Mkt
L CREBAEZRFEL 7,

AAA ZE3F . ASDM (HTTPS) FREEZHC LI-8 iz%AﬁﬁNwikﬁDWﬁw
n~%w7~&m~2:E%énfwén—%~%kﬂzv FEAJILET, T,
TG Da—W =l X —T I RAT— R TASDM 2T 20 F LT,

o AAA BREF L AFEBA O (v, —F v R E—KRKD#A) : ASDM (HTTPS)
PRREE AN LT E1E. AA AV —AN"—F g —I ) 2—H— F—H X=X TEHE S
nfmén~#—%kAxv FEANLET, AEAERIEHO 22— —4 L X2 U — |
NRRDGET, OB ANTIHE ko ET, 2=V —LZiEAENLIEL
THLNPUOANLTEL LIy @BRTEET,

DT ILVERREDHE

PAEH D FFFRFER L TOY Y T a2y ) —)L R— b ~D7T 7 A B LT, ROEE
EZMLTLTEEN,

* nuuftfﬁ L/ /) 7/1/77“1220)%&%7593 [/Tl/\fﬁl/\%é\li\ :L*‘"j‘*‘%\ /\Ox J— ]\
EANLFERHA, 2=V —EXECE—RIZT7 7 ALET,

. EETIEX
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enable F2EE D E

enable FRFEDHEE .

i nL‘nLT:ZS’?)V) )| 77/1/77'{Zx®muuﬁ%;ﬁ‘)‘ﬁ L7=% j: AAA r—_—F - T —H v
AP T N A TEREINL TS 2 —H—4, é:/\}<17 KEANTLET, 2—HF—
EXEC E— RNIZT7 27 EAL%7,

a7 A BRI EXECE— RICADIZIX, enablea~2 FEZAALET, ZDa~r ROHE)

PEIZ, BRERSA R—T N ME SN K> TRRY 5,

RFE72 L ¢ enable iiEZ B E L TWR WA, enablea~> REAJITH LIV AT
A AFX—T NIRRT —RKEANLET, T 74/ MIZEETY, enable 2~ Fa i)
WAL XL, ZENEELTTHL RO OINET, 7272 L, enable iBaE & L7
wﬁA\mmmﬂva%lﬁbt%i BEOZ—YF—LLTrl/ A LTHERA,
Zhic \:vvlmﬁﬁknw%wwa®%% NEBEEZTFTHZENHY T,
:’-“—‘U:“—Zu ZHERFT HI1Z1E, enable FEREEMFH L TS &0,

FRAEDH U : enable FRAEZ R E L72H A1, ASA X7 B 7 MZ XY AAA B ——F 721
0= 2= —F—ZR=ATEZIN TN =P —F L XA T— FEER L £,
ZORRIL, 2 —BANTE D avy REHRIT L0l —Y —A N EE 2 &E %

RlcTa~r R 23473 258 RIS B £ 7,

0— )7 —2_X—2 % % enable iREDOH A1, enable =< ROV IZ login =2~
Y REMFHTEET, login 2~ RIZE Y 2—WF =AM S E T2, Bitad 41275
TDDOREITNED Y £ A,

E CLIKTZ7EATXSAa—H— %%%Emm%ﬁF%%ﬁT%&wiﬁ’ﬁén~F Zo—

NN T —HR—=RBMT BT, a~v 2 FRAZHRETHILENRHY £3, a~ KA
#ﬁw%é\%%v«wﬂzuh(2#77¢wb)®n~% IX. CLI CHAO/RAY— K
AL THEHEEXECE—F (BXOITR_RTOav R 778 ATEET, HHW0ME. &
AFLBE TR — T —Z R—=ATER AAA Y —R"—Z2FHLTe /A a~vy Rz
L, FEETRTCOE—H)L 2—F =2 LYV L IZTRETDHZEICED, VAT L A X—
TN NAT — REMFH L CHRiME EXEC E— NIZT7 7B ATE b a—V—%HlEcxE9,

RRAMARL—TFT 4T SATFLNGASANDEY S 3V

—EBDOT T N T A —ATIE, ASADFEITEROT 7V r—va L LTHR—RFLTOET
(f31] : Firepower 4100/9300 ® ASA) , IRA N ARVL—F 4 7 VAT LD ASA ~DE& >
Ta DA, PR A IS LTy U 7B X0 Telnet BiF2 R ETEET, 72203
77 v N7 4 — 2% — RO Firepower 2100 TiX, connectasa =~ > RiL U 7 L85k % L
£75

<NVF arTHFA L ET— RTIL, VZ?A2V74¥;V~V3VTMMZVVF%&E
TEFEHA, 72720, Telnet F/213v ) TAREEZEH T A N TRE LZSGA. RGET
IhbDtyvailbEAISNET, ZOBE, BHaLUTXF A MDD AAA —"—F 20T
2—H) a—W— F = _X—2ARFEH I ET,

EETIEX .
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B cu. asom. BxGenable a7 K 7o wRBIEORE

CLI.

ASDM. 5 & Wenable a7 > F 79 REZBIIDERE

ATy T

ATy T2

1R BHEIIZ
e Telnet, SSH, F/-IXHTTP 77 B AZXKELEFT,

ﬂ‘nﬁmun %Aéi AAA —N— T )—T % F Ebiﬁ‘ = — 71 LR O)b}%/ﬁ\bi\ H—
NN T —=H_R=A | Za—F—ZBMLET,

« HTTP EHFEAETIX, AAAY— =27 L —7OSDI /' e haltzPhR—FLTWERA,

Z OFEBEIX. sshauthentication 2~ > RNIZ XD v — /b 22— —Z(ZBF 5 SSHARH &+ —
REICITEE L EE A, ASA Tid, AT —FRREI L, v—H/L F—Z X— 2 ZIEER
MBI LET, ZOEX, 2— V- L XRAT—-ROAEELET, v —h/L 22—
P—DABF—FRREE ISR — REFEATEX X227 21213, ZOFIEEZHEHLT

0 — A VERFF R BRIICERE L, AT — R 77 v R EHATHLEND D 77,

FIE

enable =~ > R&EMEHT 22— —%§RGET 285G 1%, [Configuration] > [DeviceM anagement] >

[User’AAA] > [AAA Access] > [Authentication] DIEIZER L, ROBREEITWVET,

a) [Enable] = v 7 Ry 7 AZEINLET,

b) Y= T N—THFETIXLOCAL T —F RX— R &I L E 7,

o) (A7 ar) AAA Y —N—ZBRTE5A1E, AAA F— = MERARTIZ 22> 72855
D7 =Ny 7 HFRELTR—=TL T — ﬁm~xﬁﬁméhéi9L%A%§ET%
%9, [Use LOCAL whenserver group fails] &= v 7 R v 7 A% AN LET, a—HL T —
HR—=ATITAAA P —R_—L[E L —HF - BLORAT— REFHT L L2 HELEL
F9, ZHUE, ASADOT a7 RTiIEE, EFOFRABEH SN TR ENR2NTZDT
R

CLI £721X ASDM (27 7 B A 5 2 —H —%GRAET 5454 1%, [Configuration] > [Device
Management] > [User SAAA] > [AAA Access] > [Authentlcanon] DNEIZEINL . RORE ZITV
£
a) WOF vl Ry 7 AuF A LET () .
« [HTTP/ASDM] : HTTPS Z{#ifl L C ASA IC7 2 & 24 % ASDM 2 54 7> k% i
Liﬁ‘o

*[Serial] : =Y — /L AR— b &AL TASAILT 7 BA T 52—V —%3EL 7,
7T v N7 #—2I F— KO Firepower 2100 D45, Z O F— T — KX connect asa =
<~ FZ2fHEHLTFXOS T 7B AT HREa ) — VT EB L FT,

¢SSH : SSHAEMEA L TASAIZT VR TA2—VF—FFHIELET (XA TU— D&,
ABF—FREE TR I blcr—h )L F—EZ_X—2MEHENET) .

* [Telnet] : Telnet Z i L CASAIZT 7 ¥ AT 52—V —%2FFEL £,

. EETIEX



| #B7/+%
asomzimEziose

by Fxv IRy A&F AL —ERATEIC, == TN —T 4 FTZITLOCAL 7 —
FR—AEBRLET,

o) (FFvar) AAA T —"—%IRT 25515, AAA b—"—REHRAIZ > 725
D7 =Ny 7 FRELTa—hL 75— &A%xﬁ FERESND X OIZ ASA R ETE
F 9, [Use LOCAL whenserver group fails] = v 7 R v 7 A& 4N LET, v—h /LT —
HR—=ATILAAA ==L L= BLOSAT = REHHT 52 L2 HLEL
FT, JHUL ASADT T R T, EOFRBEH I TNDE0RRINRNTZHT
R

ATY T3 [Applyl 227 U v LET,

ASDM FEBAEEERE DR TE

AAA FBREOF ) )b B RFIAEEAEAZ VEICTE 9, ASA IZFEAEAL PKI FJ A bR
/]):/l\ \—Hﬁ/\bf*ﬁﬂﬂzbij—o

1R BRI
ZOMEEIX, v —TFT v R E— RTOLYR—FEINET,

FIE

A7 w71 [Configuration] > [Device Management] > [M anagement Access] > [ASDM/HTTPS/Telnet/SSH] &
JIELZ IR L £

AT 72 [Specify the interface requires client certificate to access ASDM] fEIk C[Add] 27 V v 7 L, A~
B =T A AT T a CitAE~Y y 72EELE T, REEREEIT 51213, £ DiEFH
vy =B L TWALERH Y £7°,

AEHEREREISA v A — T 2 A AT LICRETE £ T, ZORR, FHTEL/ X —T = A A
FETINEA F— 7 = A A EOEHICOW TUTREAEORR N AREIZ e 0 £9, fEE~ >
7 &ER T % 121%, [Configuration] > [Site-to-Site VPN] > [Advanced] > [I PSec] > [Certificate to
Connection Map] > [Rules] # £~ L £,

ATv 73 ({LE) ASDM TitHlEN L —H—4 2T 2BICERT 2 BEEARET 51
[Configuration] > [Device Management] > [M anagement Access] > [HTTP Certificate Rule] DA
IR L £,

WDFEDHENS 1 SEFBIRLTLFEW,

» [Specify the Certificate Fields to be used] : [Primary Field] Kv » 7% 7> U & | & [Secondary
Field]| Kr vy "X 0 U A MMOEZEIR L 7,

* [Usethe entire DN asthe username]

« [Use script to select username] : [Add] %7 U v 27 L, A2 V7 NORAFZBEIMLET,

EETIEX
I
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B e=sacs s cuBL0ASIM 7 & £ ROHR

WREZ RO H T r o Mo —F =LA EFEFI AT DHITIEL, [Prefill Username] F = > 7 R v 7
A%F N LET, ZO2—TF—LNREYNIATI LI D ERR D56, FAIDOT—H —4 )3
FAIAN SN L WWE AT a Ry 7 AR RINET, 222, BGEHONA T — & A
hTcEET,

F7 4 FTliX, ASDM X CNOU gt a A L1,

AT 74 [Applyl 27 Vv 27 LET,

EEIHFAIZKBCLU B XU ASDM 7 £ X DHIRE

ASA TIE2—V—DOFFERFICERT /A 22— —L VE— T/ R 2—WF—ZXH|TX
HEITRoTVET, 2—HF—m—NEXHFTHILT, VE—K T EAVPNZ—F—
Xy bT—7 778 R 2—F =N ASA ICEHEER AL T 5052 T ENRTEET,

1R B
RADIUS £7=IZ LDAP (v EVTFH) 1—H—

—H—73 LDAP fRH TRAE S LD &, A T « 7 LDAP J& & Z Ofii) Cisco ASA JRTEIZ
<~ BTSN, FEEDOFFABSRENS TR X v E T, Cisco VSA CVPN3000-Privilege-Level DfiE %
0 ~ 15 OFiPH TR E L7=t%. LDAP J&1:% Cisco VAS CVPN3000-Privilege-Level |2~ » £ 7
L/ i ﬁ—o

RADIUS IETF @ servicetype J&:73, RADIUS F8aEF L OFF AT ZE R OFE R & L T access-accept
A=V TEFEEINDIEGAE, ZOBKITRIESN 22— —ICEDX A TOV—E R %5
TOHODERET DDA EINET,

RADIUS Cisco VSA privilege-level @ (24— 1D 3076, 7 1D 220) 7% access-accept A
=V TREEINLIGEIEL, 2= —OHRL NV ERET DD s E T,

TACACS+ 1—H—
Iservice=shell] TFFAIATER &4, P— 23— X PASS F£721F FAIL TIo&E L 9,
A—H)L 1 —H—

FBE L7z —H—4 @ [Access Restriction] 47> a U AHELE T, 727 BAFIBROT 7 41
MEVE [Full Access] TF, Z D%A . [Authentication] ¥ 7 DA 7L a V TIREINTZTXTO
PF—BRIZK LT, 7T 7 EABRFAISNET,

EEFAIDOREMS

BELFFA D AAA V—"— H A4 TBXOHEHRMEIZON T, ROFEZSML T EI,
ASA TIZZNODOEZERN L CEHT 7 A L-ULZRELET,

. EETIEX
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wEHAICL S cUsLUASIM 7 5 £ 204 [

EELAL RADIUS/LDAP TACACS+ Bk A=A T—ER—ZXADRE
(RyvEVTEh %
=) B
[Full Access] : [Authentication] % 7?4~ |Service-Type 6 (7 K |PASS, #§#E L1 | |admin
arTRESNETARXTOY =R |[I=A M —T 4
LTIV T 7 EANHTFAENET, ) . Privilege-Level
1
[Partial Access] : [Authentication] % 7 ™4 |Service-Type 7 (NAS |PASS, #F# L~/ 2 |nas-prompt

Ta U TCRET H &L CLI £721X ASDM
WX BT 7 EARHASNET, =L
[Enable] 47"+ = > & L T enable il

ERET DA, CLI y = —%—(% enable
gy R&EMH L CRHE EXEC E— RIZT
TR THZ LT TEERA,

a7 k)
Privilege-Level 2 LA 1=
Framed 2) B L O}
Login (1) y—t' 2 #
A TRk DI
EJ5ae

Uk

[NoAccess] : BET 7 AN ERINET,
=Z— W —|Z [Authentication] ¥ 7 DA 7L =
YTHRESNTEODTAOY —E R BT
XFEHA ([Serial] 47> a3 IFRE £,
SFD, VIUTNAT I ERTHFATINE
T) ., UE—F 7TZ7EA (IPsec BLO
SSL) =—#—i3, SlEchiEcHHD U £—
N7 7 A®y v a rEBIEBLOW T T
TET, hoFTRTOP— R F AT (R
AR, Ty 7 AeE) bRERICLHE S E
R

Service-Type 5 (7
rRT U R)

FAIL

remote-access

FOMOHA FSA4 >
L UTIN Ay Y=L T AIEETFICEENEEA,

« ZOMREEMENT DI, FEY 7 ® R

AAA FRGIE

An_“—r—.

H R E

THMENHY £, CLI,

ASDM, L Wenable 2~ N 77 EAFRFEORE (22 X—) 2R LTLIEIN,

« S

FRBREZ 9 2 5 A1

%E’yﬁﬁébfiﬁﬂ%#é@@i#o
sHTTPFFH[iX, v 7N V—F v FRE—RTOLYFR—FEZNFET,

FIE

ATFYF1 HTTP & v ¥ g » OEEFH 2 A F—
[AAA Access] >

[User JAAA] >

. ZORREE A R

TMZTDIT
[Authorization] @

IIE iz ﬁ?ﬁ L.

— 7T BRENT. AAA —_— T )L—7F

. [Configuration] >[Device M anagement] >
[Enable Authorization for ASA

Command Access] fEI D [HTTP] F = v 7 Ry 7 A& A2 LET,

EETIEX .
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B -~ rzaoss

Gx) ASA o~ R T V7B AZRETHICIE,. a—hL o< RFAJORE (28 ~L—
V) AL TLIEZN,

RT9 T2 Telnet BELUSSH & v a v OFBFFA[ 4 A X —7 /W23 5H1Z1%, [Configuration] > [Device
Management] > [User SAAA] > [AAA Access| > [Authorization] DJIAIZE R L, [Perform authorization
for exec shell access] fEIR D [Enable] F= v 7V Ry 7 A% AN LET,

AT w73 [Remote] £7-1% [Local] 7> a v RZ L ZEINL T, EXEC ¥ =/V 7 7 ¥ ADFFr I 4
LY —_—iEELET,

ATy T4 EHEWE A F—T7 /2T DL, [Allow privileged users to enter into EXEC mode on login] 7 =
IRy I AT AT LET,

[auto-enable] 47T a L ERINT B L, TN T U2 AR Sz — W — DN E R EXEC
— RZBTEES, ZRLSTIE, 2 —F—F2—H%— EXEC E— FIZ2 Y £7,

O 2 FERRDERTE
O RADT 7 AZHHET 5HE. ASATIEa~y FFAIZ2RETE, 22— =20 FHT
EHavw s REPRECTEET, T 74V TlH, v A 045 a2——EXECE— RIZT 7
T ATE, HEROa~ > REZFNRMESINET, enablea~ > K (F/2iE, v— 5—
ER—=2%HTHE EFlogin 2~ R) Z AT 5L, FiE EXEC E— FBX O =7 ¢
Xal—Yaryavry NeghEElav RICT 7 EATEET,

WRD2HoDa~vy RFJFXOWT N hEFHTEET,
o T — 1 JVERME L ~L

* TACACS+ H— N—H5E L~

a7 REERIIZDONT

avy FRAZANIL, KBFEHADA—F —IZOHh A~ FANECHETHIENTEE
ﬁ‘o

-U-;ﬁ_ Féhé:?) I"nl..\_.llﬁ_t
WD 2 oD a<y RHEAFROWNTNHEZHEHA T £,

e —HVEEHEL ~UL  ASA Ta~<y REMEL~LEZHRELET, o—hL 2 —HF—,
RADIUS == —#—_ F72I1XLDAP = —#— (LDAP J&!t:% RADIUS @i~y B> 745
BA) ZCLIT 7B AZOWTHEIET A HE. ASAIZFDa—Y —Z2n—h /L F—F_X—
A, RADIUS, F721ZLDAP H— "—TERIN TV DFHE L VTR S E T, =—
=X, VL TOHNTRHEL AU TOavy RIZT7 7 EATEEST, 7 3CTHD2—

—lI. T s A5 EEIC, 2—P—EXECE—F (LL0FEiFloa<wy
F)m77txbi¢ Z—HP—F, FHEEXECE—F (L~ 12l bkma<R) (&7
AT LI N enable 2~ > R CRFET 52>, login a~> RTrZ A v (B—7h
T = R—=RZ[RD) TEET,

. EETIEX
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a7 avrxzreavy e

\}

GE) m—INT—ERXR=2ANIC2—PF—=RFHELRL TH, £/ CLI
FRRERC enable FRAEN 72 WA TH, n—/L o~ RiFal &l
HAT&EEd, bV, enablea~> REANTHE XV AT
LAR—=T N NAT—=REANTHE, ASAICE>TLL 15
WCEPNET, RIC, T_XTOLNLDA RF—T N NAT— R &
ERE L E9, ZHUT XY, enablen 2~15) Z AN LI=& XD,
ASAIZE o T niZ@D DS L HICRVET, ZnboL
L, m—vavwy R 2 G 2 RSN EE A,

« TACACS+ Y— R—Hi#E L ~UL : TACACS+ —_R—T, 2—HPF—F7=1F 7 Vv —77 CLI
T I RAZOWCHRIELI-B TR TE2a~ 0 FERELET, CLIT2—%—2 AN
TAHTRTCOa~ L FiL, TACACS+ b — _X—THIFI N FE T,

tHa)T4 AVTERRMEATY REEFA

AAAREF T HRA L@ THY, 2 TF X MHTEFSLEE A,

a< R ERETHHEAIE. X2V T4 avTHR A MNERIXICERETHLENDD £
T, TOBREICLD, BR2X=2UT 40 a0 THFAMKGLTERZa~y RFEAE2FE(TT
xFET,

X2V T 4 arTXRA MYV KEALEE. BHAIL, a7 URICEEL 2=V —4T
R EN3<w Y FRHFLWarTH A bty va U TCIRBERLWREMRH D Z &0, HLwv
ATHERAPTEAT Y FFARE ST KRESILTWRWATREED & D Z & 2 @EHIZEV T
LSV, avw FFAREF2 VT4 arTHA ML TRRDIGAEND D Z & 2EHE
DEEL TV & IRELEC D WReMER & D 97,

N

av Y R#ERLAL

GE)

T~y R R T EEA,

VAT LEITAN—ATILAAA 22 R R—FENRNWD, VAT LAEfFTAR—ZAT

T4V FTIE, ROa<y RBEHEL~L0IZE DY ToNET, TOMOT A TChavy
RIZEHE L~V 15 ICEID Y CToNET,

» show checksum
* show curpriv

4 x—T L
* help

« show history

* login

EETIEX .
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* logout

- pager

« show pager
« clear pager
* quit

 show version

A7 4 Fal—varyE—RKavr Rz 15 I0EWL-UCBEIT 5855813, configure =
< RFHEICLVUIBEI L T &, 2O L) Lns, 22— —Far 7 ¥l —
TaryE—RNICALZENTEER A,

A—AJ) Oy FEADHTE

n—H) avy RFFRZEH LT, a2~ RE 16 DFFEL~L (0~ 15) O 1 DIZED KT
HTENTEET, 774N NTIE, Fa~y NIIFEL~L0 715 1I2H VY THNE
T, F2—WP—ZRFEDFHEL ~TERTE, Fax—F—I13EH Y TONIREL VLT
Da<w REANTTEET, ASA L, v—h ) F—HF~_X—RX_ RADIUS r— — F72iE

LDAP #—/3— (LDAP J&/£:% RADIUS EIEIC~ v B 7T 558) ICERSINTNDH2—
P—RFHE L~ LB YR — ML TWET,

FIE

AT w71 [Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIEIZ
ERLET,

AT 72 [Enableauthorization for ASA command access] > [Enable] = > 7 Ry 7 A% AN LET,

AT w73 [Server Group] Kr v 7 X7 U A Rk [LOCAL] Zi&IR L £ 7,

ATV T8 va—HNavwy RFEARX—TNVITEHE, A7 a T, FEL- LV ElHxDa~vy RE
iEZa~y RZA—=FICFEHTHY T FRIEREHAL—F =T H U ML A *—
T LT TEET,

c HATERDO 2 —W— T h v MEHEZEH T 5121E. [Set ASDM Defined User Roles] % 27
Vv 7 LET,

[ASDM Defined User Roles Setup] # A 7 2 77K v 7 ANRFRESNET, [Yes] #27 U v 7§

DL, FMEREHA2—F =TI MNHEZERTEL LI 3, FATEREH

a—P—TH U MEHEICIE, [Admin] (FFHEL~L 15, TRTOCLIa~v Y RO 7L

77 AME) | [Read Only] (RrkEL~L 5, FiAM Y FHT 7 & A4E) | [Monitor Only]
(H5ME L ~L 3, [Monitoring] £ 7 & a > ~D 7 7 B AMEDT) BV T,

e av U R LLEFHE)THRIET HITIE, [Configure Command Privileges] %7 U v 7 L &
R

[Command Privileges Setup] % A 7 7 77K v 7 ANF /R SV E T, [Command Mode] K= 7
2 YA NG [All Modes] 38 IRT 25 &, X Thavr RERRTEET, RbD

. EETIEX
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ATy T5

Tacacs+ ——cnav FOEE |

K\3V74¥1V%73V%%F%%RL ZOF— R THEHAMERa~Y REERT
LTy TEET, LT, [context] ZHEIRTHE, 2 THFA T4 F2b—
/5/%*—F’CﬁﬁﬁTﬁ‘éiﬁﬁ‘f\“(@ﬂv/I\%i‘%ﬁ“(%iﬁ"o 27 4 FXal—a
F— 2T T72<, =2—%— EXEC & — FKHE EXEC E— R TH AN ARET, o
E— RN EICRARDT 7 arPNETEIND L) ha~vr FEFEHATHIEAIE. oo
E— NiZxf U CHMEICREL VAR ECTE £77,

[Variant] 7 7 A 21X, [show], [clear]. F72iL[ecmd] BERSINET, FHEIX, a~2 RO
show =, clear IE2., F 7213 configure EHUZH L TOARETE ET, 2~v2 KD
configure X%, %, RIEEa~2 K (show 7zl clear 7L~ 4 v 7 A/ LTC) iz
Eno XL LT, a7 4 X2l —va 0BT E 2B TT,

A ROLNVEEETHEEE, a~vr REX TV 7 ) v 7350, [Edit) 227V v
JLET, LoULI 0~ 15 OFPHTRETEET, RETEXDHDIX, main 2~ ROF
ML, 2820, $_Thaaaa~y RO L~LERETE T,

aaa authentication =~ > K & aaaauthorization 2~ KO L~V ERIIZRETE £¥
Ao

FRINTWNDHTRTOa~vy ROV EEETAHGEE, [SelectAlll] 27 Y v 7 Lz
%Iz, [Edi) 227 U v 27 LET,

[OK] %7 U w7 LTERNEEHELET,

({E&) [Perform authorization for exec shell access] > [Enable] &= 7 Ry 7 A& F T L

T, ax Y FRADEDDAAAZ—F =2 AN LET, ZOF T a2 A L0 EE,
ASA L, B—H) T —=FR=Z 2a—FORHEL " NVIEF 2 R—FL, fiOF A T Da—+
BT RTCT 740 b TL UL 15 (280 Y TET,

EHIT, Zoawy FZEHREEAANC LET, EFFAICL D CLIBLXASDM 77 &
ZDOHIR (24 ~—) ZBRL TS,

ATv 76 [Applyl 227 U v LET,

HFARENED Y THN, TOEFRNENRFETa L 74 X2 —a VIREESRET,

TACACS+ H—/N—TD AT > FDEKXE

TN—TFEHME A« D2—F—DIEFET a7 7 AL aR—x k& LT Cisco Secure Access
Control Server (ACS) TACACS+ H—R_R—Ta<w REZETEET, F— K =T 1D
TACACS+ #—"—DGAE1E, 2~ RFFA AR — b OFEMIC O W TIEL, ZHEHO Y —/N—0
~Y=aT W EZRLTIES N,

Cisco Secure ACS /3—V 3 3.1 Ta~vwy RERETIHIHEFE. ROHTA RT4 0251 T
<TEEV,

cASAIZ., VN a~vwr RELTHATHa~vy RFEEEL. TACACS+HY— _"—T =)L
aw s RELTavry REBRELET,

EETIEX .
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B mcacsi v—i—cnavy romE

\}

() CiscoSecure ACS (21X, [pix-shell] EFREND a~2 K XA 7N
BENTVDHERHY T, ZDOFA 7L ASA =< FiF]
WA Lan T EEn,

« av Y ROBRPIDOT— RiE, AAravry RERRENET, TOMOU— RixdTHl
B RZEINET, i, permit £7203 deny DEZICELS LERH D 9,
7= & Z21Z. showrunning-configuration aaa-server 2~ > K& a4 5121L, a2~ K7 11—
Jb R1Z show running-configuration ZBN L, 51¥~ ¢ —/L FIZ permit aaa-server % A/
Li—é‘o

s [Permit Unmatched Args] = v 7 R v 7 A4 275 &, BRMICHES L Tunang
Tha~vy Rz TE£7,
722X, FFED show 2~ FEFRET AT T, TXTD show =< RBRFFA[ S
F9, CLIOMEAEZ RTEREFFCAIE R LY, a2~y ROERZT X TTPHETLHLERN
LD T, ZOHEEERTHZ L2880 LET ROKEZSR) |
K 1:BETDHTRTHOIAT FOFA

¥ Permit Unmatched Args

114412

AddiCommand | Remowe Command |

senableXChelp 72 £, H—TU— R a~<r RZHoW Tk, £ a~y RZ5ERRWEE
TH, ~HLARVSIEEHFAITILERH D T (ROXESR)

. EETIEX



| #B7/+%
TAcACSs H—i—cnavy kosz [

B2:BE—TJ—RFDav > FOFA

[ Permit Unmatohed Args

114411

Add Command | Remove Command |

« SIBEHELT 51T ZO5IEOHENT deny A LET,

72 & ZI1X, enable =~ > RZFA[ L, enablepassword =2~ > RZF A L7aWGEI121,
av N7 44—/ RiZenablex AJJL., 5137 +—/v FiZ denypassword = A/ L £7°,
enable 7213 RFFR & D K 912, 47, [Permit Unmatched Args] F= v 7 R v 7 A% 4
IZLTLZSn (ROKESR) |

X 3:51%0EE

[ Pemit Unmatehed Args

deny pasanard

Add Command Remowve Command |

114410

AR RIA L Tavy FEEBETANILIZSGE, ASAIZT V7 4y 7 AL AL 2
~ VU REZERRTXAMIEBRLETN, TOMOSIHBITIATI Lz LBV IZ TACACS+
P R—ZEFELET,

7o & 21X, shlog & AJ)¥ 2% & ASA 158472 =2~ K show logging % TACACS+ H—
N—lTHELET, —J7, shlogmess & AJJT 5 & ASAITER &7z~ K show
logging message Cl&72 < . show loggingmess z TACACS+ #— "—ITi%E L7, A
ZTRLUCHEUBIEOERED A~V EHETEET ROKESR) |

EETIEX
I
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B rrcacs: o< rEEoRE

4: BT OIEE

[T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

114414

Add Command | Remowve Command |

T ARTO—P =T L TROERT~ U FEFAITLZ L2880 LET,
+ show checksum
« show curpriv
A=t
* help
« show history
* login
* logout
* pager
* show pager
« clear pager
* quit

» show version

TACACS+ O <7 > FEFRIDEXTE

TACACS+ 22~ RiRa[# A4 X2 —T7 WL, 2—H—MWNCLITa~r FEANTH L, ASA X

ZTDa<wy Fea—PF—4% TACACS+ P — R—IZXEFE L., 2~ RREBEAINTWENE D
MEHBILET,

TACACS+ 22~ Rl & A X —7 MZT HHIC, TACACS+ — "\—TEFZI NIz —H—
ELTASAIZRTZ A LTNDI L, BEWASA OBREEKT HT-DICM T a~ 2 RFFA]
NHDHZEEERL TSN, &2, T CoOa~vy BRI SN EFHla—F—& L
T A VTHVERSGDET, ZOL2C LVt BRET v 77U FEI5 RN
HoEF,

. EETIEX
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ATy I
ATy T2

ATFvT3
ATvT4

ATy TH

A—AlL T—

B—hL F—a_R—2 1—F—0 27— K Ky v—oBE |

BRL7ZEBVITHEET D Z EMER CTEDE T, REZHRFLARNVWTLSZE VY, FEWIZ X
Ve vy 7 7T NENTEHE, BEIZASAZEHREITHZ LICL - TCT 7 AZRIETEET,

TACACS+ VAT ANFERIZLZE L TEETE LI 4R LET, LEREREEL LIS
W, WEIE. SBARITE TACACSt H— 38— ¥ 2T A L ASA ~D R TLEFER N ILETT,
7 & 21E, TACACS+ Hr— 38— F—)LC, A v B —T = A X VI SN 1 DD —R—L
A B =T oA A 2IZHEH SN ROV —_"—%EFDFE T, TACACS+ hr— =i TE
WIRBIZ 7+ — RNy 7 FRE L Tr—B) a~vy R 2R ETH L L TXET,

TACACS+ —N"—%fH L7za~y RFRIZHET AL, ROFIRZFEITLET,

FIE

[Configuration] > [Device Management] > [User SAAA] > [AAA Access] > [Authorization] DJIEIZ
WIRNLFET,

[Enable authorization for command access] > [Enable] =~ 7 Ry 7 XA &4 12 LET,
[Server Group] Kz v 7 & 7 U A Rivh AAA —N— T —TZ 53R LE T,

(A7 a ) AAA T —_"—=MERARTIZ RST80T +—nNy 7 FAE L Tr—Tb
T—HR=ANRFEHIND L HIZASA ZHETEET, &ET SHITIEL, [Use LOCAL when
servergroup fails] 7= v 7 AR > 7/ A% A4 A LET, —B—H T —H X=X TILAAA T — 3 —
ERICLZ—HF—HBLONRNRT— REFEHT L EAHELET, ZHUd, ASADT BT |
TlE, EOHRBER SN TOD PR REINRNZHTT, bTa—hINLTF—FX—2ADL—
P—ba~w FEEL~LEREL T EE0,

[Applyl] &7 U v 7 LET,

g REFARENE D B THN, TOEENENFEITa L 74X ab—ra VIRESNE
—g‘o

BR—Z 1—H—DRRT— K K S —DRE

O—H )N F—R_X—2%H LT CLI £7-1Z ASDM 7 7 £ 2D L HET HEEITL. IFE
WRZEES L a2—P— IR - ROLFELZTER L, AT — FOKER & &R E T
REDNAY — NEHIIHEH) Z L B ERTDHRAU—R R V—E2RHETEET,

NRAT—= KRR v—Fan—hL T —=F_R= 2T E L —F —126 L OB S
FT, BN T—HRX=RAEMEHTHZOMDIATDRNT 7 47 (VPNRAAAIZL D
Xy FT—27 T RBRRE) R0, AAA P —R_— 2k o TRt &SN —F—IZi3@EH s n s
A,

NAT— KRRV —OREZIL, BOERIINOZ—F—DRAT— REEETLH L, HLW
INAT—= R LTARRAT— RARY =Nl S Ed, BEFEO/RZAT — RiZonTid, BT
DORY —NEAINET, FHLWAY > —F, [User Accounts] ~<4 >3 L O} [Change My
Password] XA V&ZfEH L7z XA — ROEF A S NET,

EETIEX .
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H—A)L T—ER—R A—HF—D/IXRT—F R >—DHE

1R BHEIIZ
e — PN T —HZ_X—=2%FH L CCLIE/ZIZASDM 7 7 £ 2D AAARGEZHRT L E7,
e — )T —=E_R—= AN ——ZEFEE L E7,

FIE

AT w71 [Configuration] > [Device Management] > [User SAAA] > [Password Policy] DJIEIZEIR L £,
ATV T2 ROFT v a VELBEICHAGDE TRELET,

+ [Minimum Password Length] : /XA U — RO/ a AL E T, AMEOFFHIL 3 ~ 64
LFTT, HRENL AT — FOE/NEIL 8 LFETT,

« [Lifetime] : Y &— k =—¥%— (SSH, Telnet, HTTP) D XR U — ROF#HIM % AT
ELEF, arY—R— bOa—F = AU — ROFBYIRIN TR v 7 Shd 2
EEHY EFHA, BEMEIE 0~ 65536 TT, 774V MEIZ0 ATT, ZOgse,
AT — FIER L THIREINIC 2D £H A,

NAT — ROFGHBRNEIND T HANZ, BEEA v —URRRINET, SAT—FD
HEEERONLE, VE—F a—PF—DIT AT LA T 7 AIEEEINET, AR
DYINT- 2T 7 B AT 51T, ROWTULOFIEEZFEITLET,

M DEBEEICNRNAT—REEFELTHLLWVET,

Yo =L R—hZal A LT, NATV—REEELET,

* [Minimum Number Of] : IRD ¥ A VO FHREHBELE T,

* [Numeric Characters] : /XA U — RIZEF DT UL 7 & 72 WHF O e/ NCF3oe AT L
FI, ARRMEIT. 0~64 XFTT, 774V MEIZO TT

* [Lower Case Characters] : /XA U — RIZE O 2T UL B 720V INSTFOR/NUFHE A
NLET, AHEOHPHILO0 ~ 64 LFTT, 774/ MEIZOTT

* [Upper Case Characters] : /XA U — RIZE O 2T UL 72 WKSUFO RN UTFHE A
NLET, AHMEOFIAIL 0 ~ 64 XFTT, 7740 MEIZ0 TT

* [Special Characters] : /XA T — RIZE D 2R2TF TR B 72 WRFBR U O e/ NCF 4% N T)
LEd, AMEDOFMIL 0~ 64 XFTH, FHCFITIE, L @ #. 8. %. N\ &,
(BLO) NEERET, 7740 MEE0 T,

« [Different Characters from Previous Password] : # LV XA T — K L R T — R THE
RIRTNER DRV EB/NCTFE AN UET, AR, 0~643XFTT, 77+
U MEIZO T XXFE~ y F o SIMNEIEFELETA, LIER-T, LW IAT —
RTHEHINDFER, BIEO/SRAT— RO E ZIZHHEH S TWRWEEIZIRY |
INAT— RINER I ERRINET,

* [Enable Reuse Interval] : LARHICHEHA SN2 ~ THDORA T — R —FHFT 52T — RO
BRI AT D Z e T& Ed, LT/ S2 T — Rid, password-history =~ > R4 fiff

. EETIEX
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LT, BB {LENTE THE—F L OREIRTFEINET, Z0avy Rea—F—
DRETHZ LITTEER A,

* [Prevent Passwords from Matching Usernames] : =—%—4 & —E T 5 /AU — R&28 L L F
—gqo

ATwF3 (47T 3) [Enable Password and Account Protection] &= v 7 iR v 7 A& A4 A2 LT, =—
H—73 [User Accounts] XA > Tix72 <, [Change My Password] ~XA > C/XATU— REZEHT 5
TEEBEMHLLET, TUANIMERERFT AT AT, ELL0OHETH, 22— — 38
AT —REBETLENTEET,

Z DOREE A R — 7 /LIZ LT, [User Accounts] A > C/RAT—REEFTL LI ET5HE, K
DTT— A=V NERENET,

ERROR: Changing your own password is prohibited

ATy T4 [Applyl 227 U v 7 LT, FRENEEZHRFLET,

INAT—FDEH

NAT— RKARY O —TRRAY— ROFMYIRZRE LGS, AR EARE 5 &2 — R
EHLVWSAT— RIZETETH0ERH D £7, Axv—bf)/—hﬁ%4z Tz LT
e, ZONRARATY—= RNEROAXF—LABMEATY, NAT— KU —BFENA £ —7 /LT
BWGEEIE, ZOXAYy REMERTLZ LY, BEREa—F—T WU MEERETHI L TE
3

username /XA U — REEFE T 521X, ROFNEEZFEITLET,

FIE

AT w71 [Configuration] > [Device M anagement] > [User SAAA] > [Change Password] DJIEIZER L £,
ATV T2 HOARRAT—=REZANLET,

ATFYT3 HFLWASRT—REASLET,

ATV T A FEBOTZOITH LWWSAY — REFHEAN LET,

AT w75 [Make Change]l #7 U v 7 L7,

ATV T6 [Savel T A a7 Vw7 LT, Erarr7 s Fal—ra  [IEEERGFLET,

074 ODBEZEMLTRTT S

T 7/ NTER, v A VERIZ0 BRERGFESNE T, ZOMELENCT B0, HExEk
K365 HETERETEET,

EETIEX .
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B c=7rtx709 70 v08%

ATy T
ATy T2

ATvT3
ATvT4

1R BHHEIIZ

cn A VERIT=y b GEE) JEICRFSRET, T2 A== LT TR
U 7BRETIE, 2=y IR AFOn 7 A VBEOHZRFEFLET,

s A DB —H1%, Va—REN5 LRI R 9,
« 1 2L kD CLIFH S A (SSH, Telnet, >V 7/L =1V —)b) TH—H/L AAA Rl A

F=T M LIEHE . AAAY —N—Da—F—A E L Fu— DNV T = R=ADa2—F—
N Z ORERENEA S ET, ASDM O u 7o UFEBICRFE S EE A,

FIE

[Configuration] > [Device M anagement] > [User SAAA] > [Login History] DIEIZERIN L E 7,
[(BEEOn /A VBV AR—NRE| T = v/ Ry 7 A2 AN LET, ZOMREIL, 774+
VR TA R—=TNIZENTWET,

] 2 1 ~365 HOMTHRELET, 7 74/ ML 90 TF,

07 A VR EFORT HI2iE. W ASDM [Hif T [Status] 2X— (23 % [Login History] 7
Aarvkr )y 7 LET,

! T T = - I- — T — T
12:17 12:18 12:19 12:20 12:21

1 M Input Kbps: 5 M Cutput Kbps: 5 |

docs 15 B 2 @ 11/13/17 12:21:39 PM UTC

FTRTCOa—Y—Du 7 A VBENIAT 0 TRy 7 RATRRENET,

EEBTIOERRTHIUT 4 VT DETE

ATy T

CLITshow =~ RSO A~ e AT %6, T O T 407 A vE—T % TACACSt
THOT AT == |ZEFTEES, 2=V —PuerfF5Lx, =—F—enable
O REANTDHEX, S a—Y—Na<wr RERITTILXOTHI LT 4 o T hik
ETEET,

avw L R TAUT 4 o TIERTE D — =%, TACACS+ 721 T,
BT 7B ARBIOA, F—T N a<w R T T 4 T RRET DI, WOTFNEE FELT
LET,

FIE

enablea~ > FE AN LTca—F—DT BT 4 T HANTT 21T, ROFIEZETL
=7,

. EETIEX
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ATy T2

ATvT3

ATy T4

nys 7y rnsonE [

a) [Configuration] > [Device M anagement] > [User SAAA] > [AAA Access] > [Accounting] DJIE
\ZEER L. [Requireaccounting to allow accounting of user activity] > [Enable] = > 7 7R
JAEFNTLET,

b) RADIUS 721X TACACS+ — 33— ) —T 4 2RI L 7,

Z—H—78 Telnet, SSH, F71Z> V70 a2 Y — 1 EEHLTASAIZT 7 A LEEAI

ZDA=W—=DT AT T 4 T EHAIMET DI, ROFIEZETLET,

a) [Require accounting for the following types of connections] #H3% T, [Serial]. [SSH]. F 721X
[Telnet] F= v 7 Ry 7 A% A A LET,

b) FHEGi X A 7D RADIUS £ 721% TACACS+ H—3— J)L—T 4 58N L £,

AN R TATT 4 T ERET DL, WOFNEEZFETLET,

a) [Require accounting for the following types of connections] = U 7 C [Enable] = > 7 7R v 7 A
A AT LET,

b) TACACS+ W — N— 7 —TZ %R IR L E£J, RADIUS [TV AR —F I TWEHA,
CLI Tshow =~ RLSDa~ > REANT L6, TV T4 7 Avte—V%
TACACS+ T H T 4 7 P —N"—ZEFTEET,

¢) [Command Privilege Setup] ¥ A 7 RV ARy 7 AZHH L Ta~vy REHELNLVE D AS <
A XFHEE, [Privilege level] Ky 7% 7 U A N Ch/MFHEL NV EFRET H 2 & T,
ASADT AT 4 v Txtlinba~y RERIRTE £, R/MHEL~LED L TO
a2 RiE, ASA TUEROXIG L0 F/ A,

[Applyl 27 U v 27 LET,

THOT A TRENEVLETHI, TOERNENFE T 74 Falb—Ta VIRES
ET,

Ovo 7 oD EE

RWIZ L > TE, a~ > REFRRCLIRIEZ A 1275 &, ASACLIbuay 777 hEnb
BARHY ET, BT, ASAZHE#FTLIZ LIk TT 72 ZEETEET, 72771,
TTICaAr 74 Xalb—ra 2R EFELESESE. vyl 70 FEN-E 506N S
V)i—a—o

ORI, —fxM7ev v 7 70 MNREEZDRIEFEEZRLET,

EETIEX .
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K1 CUZBESSPAR Y FFAIOAY I 7O~ T UA

gE7tx |

AvY 7k
1 i FREA HIGE : ST E—F |[H®IEE: IILF E—F
u— 77V CLI 38 a—h)T—H4 | a—h) T —H— Dﬁ\/])-‘/b\ INAT— R E | AL vTFNHASA~DE v

NR— AT — AN —Y =N fFffE|laaa a2~ RE Uty bL |[varvzEpLET, VA
P—NERELT | LARWEAE, vo A | £, T LFITAR—AND, 2
VAN VOEP, a—H—p VT RA MUY EZ T
BL TEEH A, Z—PF—FBMNTDHZ LN
TEET,

TACACS+ 2=y |H— =R | = N"—EELET|L vl AL, NATU— |1l ASATHRy NU—7 =2
REFFT YLTWADE | BAEAEIE. v A F& AAA =<2 R % V74 Fal—a
EEARHET, ba<w s FOANLT Uy bLET, MNIEL L BN HIT

TACACSYCLIRERE | o sy s |22t B B A U
RADIUS CLI &Gtk | iz E LT ' _ - HAHGEAIT, A v F
V7R, tacnysryha D5 ASA ~DE v L 3

ninkolz, m—a
T =R R R
T x =Ny AL
LCRELET,

CEBERLET, VA
T BFAT A=A
5., AT HFARMNIY]
DEZ TRy hU—7
HiXETHZENT
xFET,

2. Y—R—mF LTz
=R (e = 17yl N\
NNk oz, v—7
TR A%
P e A A5 = W
LCHRELET,

TACACS+ 1< &
REFA

+or I kD 7
Wa—HF—F
I L7220

a—HF—L LT
a7 A4 L7z,

A RFFAIDA F—
TIAZIR ) ETH
=PI k=
v REANTERL
Y ET,

TACACS+ Hh—/"—D = —
Y—Tho hEEELFE
KR

TACACS+ $h—/X—~D7T
7w AMENRTRL . ASAET
SICRET DVEND D
Bl AT F U A R—
Ta4vavicarZ AL
T, "AU— Rt aga=a~
Y REVE®Y FLET,

AA wF D ASA DT
alrEPERLET, VA
T LFELTFAR—ANE, o
YTHRA MU RE LT
V74 Fal—a DR
WEFRTTHILENTEE
9, F£72. TACACS+ =1
74F¥ 2l —varEEE
TAHECTCavy KAl &

TAE—=TNMITEHZED
TEET,

. EETIEX
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ez 7oez0E=495 |

Ay Y7 k5
HeE s ZBA WnE : YTV E—F |WEE: YILF E—F
a—J)v a<wy K| +oRBHEOR |a~< >y RIFRiRAx—|rnJl A4 L, NAT—RE | AL v TFNHASA~DE v
ewy Wa—H—L L |7 ETRN, laaaa~vr FEUEy ML |[va v a8 LET, VR
T/ A4 LT |2—%—ixnllla|Ed, FAFITAR—ZANE, 2
Wb, <~ REANTEAL VTXA ML T
ERESE D LR EET S
ZEMTEET,

—

FINARATIEADE=ZRY Y

* [Monitoring] > [Properties] > [Device Access] > [ASDM/HTTPS/Telnet/SSH Sessions]

EER~2A 12i%. ASDM. HTTPS. BL O Telnet D& v a v &I L T+ 22 —9 —
DO ZA T, By gD BIORIPT FLABRRENET, BEDE Y 3214
W42 i21%. [Disconnect] #7 V v 27 LE T,

THEARA T, 7 TAT b, =4, AT —F A, VT =T A=
o ANIEE s A4 7 S b2 A4 70 AJJHMAC, 1) HMAC, SSHE v =3 &~
ID, %0 OF—FAERT —# | R OF —FAEMRFER, 7 —F X—2ADOF —fFA, FFH
N—=2ADF—HFAERK, REOF—HERDORHNERINET, FEDOE v a 2k
95121, [Disconnect] 7 U v 7 LE T,

[Monitoring] > [Properties] > [Device Access] > [Authenticated User g

ZDORA NTE, AA AT —AR—=IC ko CRiEE N2 —Y—Da—Y—4 IPT KL A,
ZAF w7 ACL, IHEENX A L7 U b (FETDIIHE) . BIONERIZ A L7 7 33—
ERRINET,

[Monitoring] > [Properties] > [Device Access] > [AAA Locked Out Userg|

ZONAL AT, vy 2T Y R ENTZAAA B — T =P —Da—HF =4 K LIZR
FEDORITIEE, BEOa2—F—Pny 770 FENEREA - TR RENET, my T
U N ENTERHFEDO—Y—% 27 U T F5HI2IL, [ClearSelected Lockout] =27 U v 7 LE T,

2y 77T NINTETRTOL—YF—%2 U7 F 5L, [Clear All Lockouts] %27 U 7
LET,

[Tools] > [Command Line Interface]

TONA LTI, SESERIFA L ETIT 4T a~r FERITL, R E2FRR"THZ &
MTEET,

EETIEX
I
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B ==7/rtzx0mE

EETIELRADERE

R 2. EBT VL RADERE

HeRES T5v b |EREA
TH+—L1)
J—2
SSH & Telnet D/L—7" /3w 7 A 22— |9.18(2) N—T Ny ) LB =Tz A Z%&BIML T, ROERIZEH T
7z A A HAKR—F ELHEOERVELL,
* SSH
* Telnet
P/ E S i-a~ > R interfaceloopback, ssh, telnet

. EETIEX
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3
3
R

BE

TS5y bk
T4 —L
y—2

n
&

CiscoSSH A &% v 7

9.17(1)

ASA IZ. SSH BRI HE O SSH A% v 7 A L E4, b b
2. OpenSSHIZHE-5< CiscoSSH A ¥ v 7 92 K 9 I1ZER
TEDLEICRVELTL, T 74N FAY y 71X EHEE ASA
A K 7 T9, CiscoSSH Tk &YW HR—FLET,

« FIPS O YL
L ZAARBLWNA—T YV =R A a2 =T A MO DOEHEE
T WY 7 5 T
CiscoSSH A& v 713k a VAR — b LARWZ LIZEFEELTLEE
A
s VPN Z N LTERIDA v B —T oA ZA~0D SSH (&7 7+
)
« EdDSA ¥ —~X7

* FIPS E— KD RSA F—~7

TS OFERED B 72 A1E, 51 &KX ASASSH A ¥ v 7 % fifi
HITBH2LERNHY 7,

CiscoSSH A % v 7 TiX, SCPHEREICHE TOEENRH Y £9, ASA
copy 2> REFHLTSCPH— LD T 7y A L EaE—
T 5HI21E. ASA TSCP #— %7 Ry hEARDSSHT 7t
AEFINITHHERDH Y 7,

B LVVAEE ST

eV Nar T XA ME— R : [Configuration] > [Device
Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH]

e v )LF T F A FE— K : [Configuration] > [Device
Management] > [SSH Stack]

EETIEX .
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BE

TS5y bk
TA—L1Y)
)—X

nn
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H—HNa—YF—Dny 7T T MO
Ly

9.17(1)

FRERREREIER D v 7 A VEITICRIT 5 &, ASA X —H L
a—Y—2uav T U NTHGEAERHY £, ZOMRRIL., FiE
LoL 1S5S Oa—Y—ZiddH s nETA T LR, 72, BHEE
MT I by 7 EfRETHET, 22— —[TEHRIC e v
7T hENET, EHENZ ORI clear aaalocal user lockout
Ay REMBEHLRVRY | 22— =310 3w v 7 fiffr S
NHEICRVE LR, FEL~ IV ISOa2—F—b, By 7T
7 RRENEHIND X9 E L,

HH/ARE Shvi-=a~ 2 K : aaalocal authentication attempts
max-fail , show aaalocal user

SSH 35 X U Telnet /S A U — RAEE o
7k

9.17(1)

m— A /L —H—7% SSH ¥ 7213 Telnet 21 L T ASA ([Z#)H T
nryArThHE NAT—REELTTLHEIHIROONET, F
7o, BEHENRAT— REEER LItk &IOv 7 A4 kLT
b7 IRERINET, 2L, ASABRYa—R§T5&,
BOIOBR T A ThoThH, 2=V —lZ7 v 7 MNIFRINE
A,

VPN o —h ) a—P—F = RXR—X {5 —b X
X, SSH F 7213 Telnet 1 7' A HICEF SNIZHE. HFLLS
A= RGEEHTAELENH D Z EICHEBELTLLEIN,

HH/EEINT-a~2 K show aaalocal user

. EETIEX
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SSH &= U T ¢ Otk

9.16(1)

SSHBZ®RD SSHEF =2 U T 4 OkFEAYR—FT5L91270
F L7,

e RA MF—DA : cryptokey generate {eddsa|ecdsa}, RSA
{2 % T, EdDSA 3 X OVECDSA 7K Ak F—DH R — R
BINSAVE Lo, ASAIX, fAET 5% . EdDSA. ECDSA,
RSA DJEIZF—Dfli 257 £ 3, sshkey-exchangehostkey
rsa 2~ R TRSA F—%HT 2 X 92 ASA ZHI/RIIIC
RIET D% a1, 2048 B Mo EDF—Z AT 2 BN
HVFET, Ty 7T L—ROEMBHMEDT-DIZ, ASAIZT 7+
NVEDBRARF—FHENMEA SN TV DIEEICDOHR, LD/
SWVWRSA KA MF—%HHLET, RSA DV HR— MIAH
DU Y —ATHIBREINET,

X —2ZHa T /L3 ) X A ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256}

i 5{k7 /L =Y X L : ssh cipher encryption
chacha20-poly1305@openssh.com

e SSHAN—V g 1T HR—FENR< 72D F L7, shversion
o< Ri3HIBRS I E L,

B LVVAEE ST

* [Configuration] > [Device Management] > [Management
Access] > [ASDM/HTTPS/Telnet/SSH]

* [Configuration] > [Device M anagement] > [Certificate
M anagement] > [l dentity Certificates]

* [Configuration] > [Device Management] > [Advanced] > [SSH
Ciphersg]

SNMP [ JE BT 7 &

9.14(2)

B A NE VPNRREOEX 2772 SNMP A — Y » 7 2 EBLT 57
DO VPNRED B L LT, VPN bV RUREHOERT 7 & A
ERETDHEIC, INFA v X —T = A ADIPT RL A& E~ v
TT AT ARNIEDET,

EETIEX .
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HTTPS 74 RAH A LT U NDORE

9.14(1)

ASDM, WebVPN, BLOMLO 7 T A T hEETe, ASA~DT
NTOHTTPS #i D7 A RAZA LT U MEBRETE D LI
720 FE L7, ZHE TlE. http server idle-timeout =~ > K& ff
HLTASDM 7 A RAVEZA LT U NERETHI L LNTEE
HTATLE, MAFDOXA LT U MEHRELEEAIZX, FriLnas
Y RIZEOREDBLEINET,

HH/ZEE S -l : [Configuration] > [Device Management] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [HTTP
Settings] > [Connection Idle Timeout] = > 7 R v 7 A,

HIERINEY XA MUSUTELE
WEF 2T b bIERNEF2 Y
T 4 ~E W) JIEFC SSH i 5L D 5
%R

9.13(1)

FRER SN2 U A ML U T, SSHEFSLOK 503 i b i
a2 VTR bBENEX 2T~V ERF (BPEE
E) TRRIND LRV ELE, LEIOY Y —XTiX, &b
BENSDOPORLENHED~DIEFTY A SN TEY, E¥xa
U7 4 BEWIES L0 IEWIE SR EICFR RSN TOVE L,

B LV S U7

[Configuration] > [Device M anagement] > [Advanced] > [SSH
Cipherg]

SSH —&#it— KORTIL, Bl
UTFAMIBEENTWET,

9.12(2)

FH a7 XA NCIESSH¥ — AR ET HLERH Y £7,
ZOREL, OTRTOarTXA ML TR S E T,
Prl/Z8 5 X 7= [Configuration] > [Device M anagement] >

[Management Access] > [ASDM/HTTPS/Telnet/SSH] > [SSH
Settings] > [DH Key Exchange]

enablex 7' A VEFDRA T — ROEH
DILZELT

9.12(1)

T 74V kD enabled/N AT — RFZEH T, ASA THiHE EXEC
T R~DT7 7B RAERITTHHAIC, NAT—RE330F L
DEIZEET D ENRMAELRDE L, ZEAOEFICTH L
IXT& £ A, noenablepassword =~ > RZH/EYR— F &
TWEH A,

CLI T aaaauthorization exec auto-enable = A2 9% & . enable
av R, login =2~ K (FpiEL -~V 2 Bl Eoa—H—) | &£
7213 SSH/Telnet & v+ 3 & ZE ] L THiME EXEC £— RIZT 7

TATEET, TNOLOFETIETTRNT, A F—T /L /RAT—

RERETDHVLERDY 7,

ZONRRAT— REFEOEMHIL, ASDM Ou 7' A AZiZmEH S h
FH A, ASDMDT 7 /b hTlid, 22— —4 Z#HE T enable
NRATY—REFEHL TS T HILENTEET,

EERSNTZHEEITH D EH A,

. EETIEX
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9.12(1)

), =P —Hr, BXOT' o bavBEOEEy a0
BREZRECTEET, TNETIE, By a v OEHB LR
ETCEXFEFTATLE, ZOMERa Y —IL vy g sl wE
EHE2AHAZLIEHYVERTAL, wILTF aTHRARNET—RTIX
HTTPS t v v a v OEAEHRETHZ EIFTET, JkRtvia
YHUE S THEIESNTWET, F£72. quota management-session
av VU RIEVAT A a7 4 X2 b—a rTEZITFARLLR
T RPVIZaUTEAR a7 4 X2l — g AT
HEITIoTVET, BBy a VORREN 1512700 F
L7z. 0 (BEHIPR) 7213160 EICERELCT v 77 L—F15%
L EIZ IS ICERE SR ET,

B/ S 7= : [Configuration] > [Device M anagement] >
[M anagement Access| > [M anagement Session Quota]

BERLMEIR L~ L O ZE @ AN

9.12(1)

Hh727 7 & A (aaaauthentication enable console) % FRFET %
M, FETZIXFHE EXEC ~OEBET 7 A (aaaauthorization exec
auto-enable) %ﬁT?ét\%E®ﬂf4Vuh’JD%T%h
7T 78R LAULNER INTZHEIT ASA D o —F —~J@ %
INDHEIITHRYELL,

B LUVAER S U7 EHE
[Status] »S— > [Login History] 71 = >/

SSHIZE D tEFx=U T ¢ DAk

9.12(1)

WDOSSHEFXF =2V T 4 DEELZSZHMLTIZEN,

» Diffie-Hellman Group 14 SHA256 ¥ —"Z#aDHHR— K, Z D
RENT 7 4V M2 £ Lz, UATOT 7 /v MME Group
1 SHA1 CTL 7=,

HMAC-SHA256 B &G 5 DY R— . T 74/ MI. &t
X2 U7 OS5 b (hmac-sha2-256 DH) 12720 F L
72 LLBIOT 7 4/ MIHFEREOYE Y hTLT,

BBV S T

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

* [Configuration] > [Device Management] > [Advanced] > [SSH
Cipherg

EETIEX .
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HRER Ty bk |EHEA
TA—L)
)—XR

7T TP R—=ZDHTTPS 7 74 7 |9.12(1) T T T RX—=2OHTTPS 7 74 7~ hH ASA Ed HTTPS

Y MZED ASA ~DT I ADFFF] P —ERT IV EATEZDHIICTHIENTEET, T 741
I CiX, ASDM, CSM, X U'RESTAPI BFFr[ &N TWET,
BT/ S L7z B
[Configuration] > [Device M anagement] > [M anagement Access| >
[HTTP Non-Browser Client Support]

RSA F— ~7%3072 £ b F—%H [9.9(2) TV TAPA REINRITHETEDL LI LI

AR LTOEY BB E 7213 A F S - : [Configuration] > [Device
Management] > [Certificate Management] > [Identity Certificates)]

Ty URURRA v —T = A A 9.9(2) VPN ¢ management-access 3% D BVI THINZ 72 > TV DA

(BVI) @ VPN EELT 7 & A telnet, http, ssh7x EOFHY—E A ZBVI THIICTE 5 L9

W2 £ Lz, FEVPNEHET 7 B 2DEAIE. 7V v Z—
TANA =T 2 A ATINO DY —EADRE & HATS
HILENRHY £,
P EFIIEFE SN2~ K : https, telnet, ssh,
management-access

SSH /\— =3 > 1 DB 9.9(1) SSHAN—Y a U 1FFEILESL, %DV V=X THIRSh D TE

T, T 74V FRENSSHvI & v2 Ol 5538 SSH v2 DIRIT
EBERINFE LT,

B LVAEE S U

* [Configuration] > [Device M anagement] > [M anagement
Access] > [ASDM/HTTPS/Telnet/SSH]

. EETIEX
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SSH/\E%""?‘—WLA HE%1%}EHV9L%):L‘—#‘—
OFBFEENRAT — REFEHT B 2—
W —OFRFEE KB L E T,

9.6(3)/9.8(1)

9.6Q2) LVRIDY Y —ATiX, n—H 2 —HF—F—FX—2
(ssh authentication) %l L C AAA SSH 2% W/ RAVICAZD
ZL72< T, SSHZARF—F85E (aaaauthentication ssh console
LOU&)%F% ITHIENTEELE, 9.62) TlL, ASA T
AAA SSH #BREZ BURBICAHNC T HMERHV L Lz, ZDY
J— XﬂizﬁA%Hmﬁ%%T% CHNZT 2B TH Y £
i, —H—{Z% LT sshauthentication =~ > KERETH
L ZOXATORGEFERT 52— —0 e — B VRN T
T4V NTHNCRD £7, I 512, BIIRMIIC AAA SSH #B5E%
WET D E, ZOFREFNAT — FEFE O —H—4 120D F
ShFET, e, [EEDAAA Y —— ¥ 47 (aaaauthentication
ssh consoleradius 172 &) = CTxEd, =L xX. —HD
a—Y—iFae—nhL F— H_R— R % fi bf/\ﬁiﬁa?*‘ntunﬁ%'f&ii
AL, o=z —— L RADIUS TRAU— R&EHTEET,

ERSNI-HEHEIZH Y £ A,

a7 A Vg

9.8(1)

T 7V RN THE, v A VIERIZ 90 BHRIESNE T, 2Ok
BEZ N T 570, HMAERK365 BE TEFTEET, 128
FOEH A Y v B (SSH, ASDM. Telnet72 &) Tu—I/LAAA
RAEEZ AN L TV EHEGAE, ZOMRRIEr— L 7T —FX—2X
Da—Y—ZIZOFHEHAINET,

OB NEA S #UE L7z, [Configuration] > [Device
Management] > [UserAAA] > [Login History]

NRAT— ROFRAHF L 22— —4 & —
BT B2 — ROMHAEEIET 58
AT — KRR > —DiE

9.8(1)

RRTHRICDIZE AT — ROFFH L, 22— —4 L%
HNAT— ROEMZEEIETE L9122V E LT

WO AAZEHE S3uE L7, [Configuration] > [Device
Management] > [User JAAA] > [Password Palicy]

ASDM 259" % ASA SSL H—/3—
T—=—R~vvFrr

9.6(2)

SEHE~ o S RAET A O, AFECIRAL AT 9 ASDM = —
PF—IZkt L CREAEAERCE D L1220 F L,

WO %2 LE L7, [Configuration] >[DeviceM anagement] >
[Management Access] > [ASDM/HTTPS/Telnet/SSH]

EETIEX .
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SSH AR & —iRFED

9.6(2)

PRIOV V—ATliE, v—Hh 2—HF—F—F =2 () &ff
L TAAASSHERREZ AN L72< CTh, SSH AR F—785

O ZAEDNCTHZENTEE L, ZOREFTEESNT-T-
B, AAA SSH FRFEZ B RENICHENNCT DM ERH Y £, 2—
P—NEXF— DR VIR T — REFHTE RN L 5, /3%
V— RREZEDLT—F—HEERTED LR E LT,

WOBHEPELESE L,

[Configuration] > [Device M anagement] > [M anagement Access| >
[ASDM/HTTPS/Telnet/SSH]

[Configuration] > [Device Management] > [User SAAA] > [User
Accounts] > [Add/Edit User Account]

ASDM & BiLEG

9.4(1)

HTTP 7 7 & A & Telnet 8 L ONSSH 7 7 & A BN B PRI AR 2 2%
ETEDHXH0EL,

W OB E A S E L7z, [Configuration] > [Device
Management] > [User/AAA] > [AAA Access] > [Authorization]

SEHEo L 7 4 X2l — gD
ASDM 2 —H—4,

9.4(1)

ASDM DOFFHEZRGE 2 AT 5 L. ASDM MFEHEN S 2 —
Y—Z T 5 HEEHRECEET, £, vl Inv
PR Ca—P—ZEFAICANT L TERRTEET,

ROBEHENEASFUE L7z, [Configuration] > [Device
Management] > [Management Access] > [HTTP Certificate Rule]

WEINTZT H A LRAT— R

ARIE

9.2(1)

+o R A R R OB X, RRREZ VT vy v E—EAT
T 5% & H5kE EXEC E— R ﬁ%’rﬁf% ¥4, auto-enable &7 =
> 73 aaa authorization exec =~ > FIZBIMENE L,

WOMBEHAAEE X4 E L7, [Configuration] > [Device Management]
> [Users/AAA] > [AAA Access] > [Authorization],

HTTP UV # A L7 ~® IPv6 B — b

9.1(7)/9.6(1)

ASDM 7 7 & AF 771327 547+~ LA SSL VPN JH® HTTPS
WCHTTP U XA L7 FEFHZTDHE, IPv6 7 R L A~EEX
NAEBRT T4V FA LT FTEHEIITRD FE LT,

WO ZHEEEAN BN X4 E L7z, [Configuration] > [Device
Management] > [HTTP Redirect]

. EETIEX
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FXIE FIRE7R SSH S S HERE &L AT L
=Y XA

RLOZ 02028 )

a2— W —(XSSHK; SAbL A EFHT 25 & IR bt — RZEIR L,
SESERF—FWMT LTI XL LT HMAC & i 5 b & 3%
ETEET, 77V r—2a s 0T, BeoEZE< L
VI TORERDLGAENHD £, EXaTat’—ox
T A= VAFRERALT VY ANCIKELET, T AL
[T, ASA ¥ 3des-cbe aes128-cbc aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DNEIZ T VTV A bhZ I =—hLET,
RENTHYIDOT VT Y R (3des-cbe) VBN SNIZHE
aes128-cbc 72 E D —JBRRA L T LT Y X APNRIR SN HE &
DO RIBICANT =~ AMETFLET, 22T Rank
55U F 4 5 121%, sshcipher encryption custom aes128-cbc
ZREHLET,

WO 2N EA I E L=, [Configuration] > [Device
M anagement] > [Advanced] > [SSH Ciphersg]

SSH ® AES-CTR 51k 9.1(2) ASA TOSSH ¥ — _R—DFEIEN | AES-CTR E— RO k%W
A—hrFBLH1Z720FE L,
SSH % — F5-/E Ak e o 2 9.1(2) SSH #fei%., ek 60 M £ 2135 —% 774 v 7 1GB

TEiCHERSET,

o

<N TF A TFHFA R E— RDASASM
IZBWT, A1 v F 6O Telnet #2i
BLOYAEa Y — LGk E AR — b
LEL,

8.5(1)

~NLNF AT HRARN FT— FDAA vFHEH ASASM ~DHEKH
VAT BFFTAR— R LE T, IS O A HIET S
TOICERa L TH A N TORFEEZHETEET,

DEHHENAT — RARY =D R—
S

8.4(4.1).
9.12)

a—Hh T = _X—=2 &ML TCLI 721X ASDM 7 7 & A D
PGREE R ET DA, HEHMAZRE S La—F—lo AT —
ROEFZER L, /SAU— ROFEE L FIREF 57K 8o
INAY — NEEHEIZHE D Z R BRTHRAT— R R o—
ETEET,

WROMWE?EA I E Lz, [Configuration]>[Device Management]
> [Users/AAA] > [Password Policy],

Ean
AX

EETIEX .
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SSH AR —FFEO Y H— b 8.4(4.1), ASA ~0 SSH Bt DA —BFEIE, = — P —HA CTHZT
9.1(2) EFET, AFEF—T77 A4 (PKF) T74H—~vv hb3nF—%F
7213 Base64 *— 245 T& 9, PKF F—|, 4096 £ h&E T
A TEE£9, ASAN TR — 4 % Base64 JZA (k2048 £
F) TIERETESLF =IOV TIE, PKEERZMHEH L £,
RO FEASIE LT,
[Configuration] > [Device Management] > [Users/AAA] > [User
Accounts] > [Edit User Account] > [Public Key
Authentication][Configuration] > [Device Management] > [Users/AAA]
> [User Accounts] > [Edit User Account] > [Public Key Using PKF],
PKF % —JEX DA — M 9.1(2) LAED T,
SSH & —22#4® Diffie-Hellman 7 /L — | 8.4(4.1). SSH % —7#2#4Z Diffie-Hellman 7 /V— 7" 14 25BN & E Lz,
714 DY HR— |k 9.12) INETHE, ZA—717EFBIR—FINTWE LT,
OB ENEE SFuE L7, [Configuration] > [Device Management]
> [Management Access] > [ASDM/HTTPS/Telnet/SSH],
EHY Yy a VORKREOYHR— [84(4.1), [FAF ASDM, SSH, Telnet v ¥ = » O KB AZHRETE 7,
9.1(2 )
@ WOMEHAEAN Z41E LTz, [Configuration] > [Device Management]
> [Management Access] > [Management Session Quota]s
SSHEX=2U742mEL, SSHT |84(2) 8.4(2) LAR%, pix £/olTasax—H—4Lnm s A NAU— KT

7 x v b 22— =T YR — b X
{7 FE L,

SSH MM L TASAICHHET 2 Z LinT& <72 £ L7z, SSH
ZfE A3 %213, aaaauthentication ssh consoleLOCAL =2~ > K

(CLI) = 7213 [Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authentication (ASDM)] Z i F L T AAA 383
%%’“T‘ELT#% B—Na—F—ZERTDOILENDY 7,

#95121%, username =~ K (CLD) % A9 27,

[Conﬁguratlon] [Device Management] > [Users/AAA] > [User
Accounts (ASDM)] ##IR L £7, m—H/L T —FX—2Db
DIZ AAA Y —AN"—ZFGEER T 256, v — W ABEL N Y
IT T DOFERELTHRELTB ZLaBHOLET,

. EETIEX
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EET 7k 7.0(1) ZOWRENEASNE L,

ROBEINEASIE LT,

[Configuration] > [Device Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH][Configuration] > [Device Management]
> [Management Access] > [Command Line (CLI)] >
[Banner][Configuration] > [Device Management] > [Management Access|
> [CLI PromptConfiguration] > [Device Management] > [Management
Access] > [ICMP][Configuration] > [Device Management] >
[Management Access] > [File Access] > [FTP Client][Configuration] >
[Device Management] > [Management Access] > [File Access] > [Secure
Copy (SCP) Server][Configuration] > [Device Management] >
[Management Access] > [File Access] > [Mount-Points][Configuration]
> [Device Management] > [Users/AAA] > [AAA Access] >
[Authentication][Configuration] > [Device Management] > [Users/AAA]
>[AAA Access] > [Authorization][Configuration] > [Device

Management] > [Users/AAA] > [AAA Access] > [Accounting],

EETIEX .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



