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sha384 SHA2, 384 By hDX 384y DA A V2 ARTEXF 2T Ny a7y
P EY N AL SHA2 #HELET,
shas12 SHA2, 512E v hD¥ |S12E Y hOXA P2 AR TEFaT Ny va 7T
FEES A SHA2 ZHRELET,
priority AU —F— REJER L E T, BINO IPsec V3 HEREA
PR — bk &, AES-GCM I L INECDH D% E A Suite B
YR—MZEEND LT £9,
group - - —— Diffie-Hellman 7 /L —7"ID Z i L £7, ZOID I, 2
1419202124 |\ 7v—7"14 (2048 £ | 50 [Psec U7 2%, FHEIC A4 RS IE B A #E%T 5 DT
) 17, EAREERA T M0 LET,
Diffie-Hellman 7' /L — 7 F S 03/NIWEE, FATITHNE
72 CPU B &, 72 < 72 © =4, Diffie-Hellman 7 /L — 7
BENRKEWITE, BX2T s bEm< 0 E T,
F7 4V % (DH) Zv—7 14 T,
lifetime BHE 120 ~ 2147483647 ¥ SATATHALERELET, T 74V biL86,400 8,
(86400 = 5 SOF VY 24 FERTY, FAIE LT, T4 7 XA LAHHEN
Sl b 1T &, ISAKMP X 33T —3 3 »OReMIT (b ARRE

FT) BV EST, 2L, TATEZA LBEWE
Y. ASAIZ L B IPsec SA DE v N7 v FHEREDS B I

AN/ S

NERA 2 Z3—T A XATHOIKEDA —T LIk

. IPsec & & UF ISAKMP

VPN kLD L 70 B A v B —T 2 AT, IKEZA X—TNCTAVERHY T, @
WIIAE (DFV ., XT Vv r) £ F—T 2 A4 ATT, IKEvl 721X IKEV2 ZEWNTT A1
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IKE1 75 Ly s TE— RDA 32— T uieErET s 2— Tt

1. crypto [ikevl |ikev2] enableinterface-name =~ R%&, > 7NN ERITI<AT aTF A
FE—FDZu— )L a7 4 Falb—gr B— RTEITLET,

RITH 2R L ET,

hostname (config) # crypto ikevl enable outside

IKEVI 75 Ly TE—FKDA R—TILFE=IFT 1 E—TILiE

7 x—AX1DIKEVl 2RI —a > T, AV E—RET Ly v T E—FRDELLE
FHTEET, EHEODE—RLREAICY—EAZRYELETRN, 77 Ly 7 E—RTEHET
BORZHAN 2 B2 T, AFF3 AvE—U L 4 REBA3IEIT, &F5t6 A vE&—
TlEdH Y FHA) . Aggressive E— RSN EETT N, WBE/—7 1 D ID IFfRESNEE
Mo ZDT2, BX 2T 7RSAZMENLT HHNC, BT TIDHERELZLT 20N HY £,
TV T B—RE, T 74NV ETAFZ—T NI Ro>TWET,

)

GE)

TV T = RK&FT 4 B—T7NIZ3 5 L, Cisco VPN Client (X, ASA ~D b RV & fifesr

TH-OOFEFIHAF—FGEL AT <20 £3, 72720, iEAEBICESSRHE (0F
D ASA F721EXRSA) ZHHL T h RV EHLTE £,

72— RX1IKEvl X T —va rTOT T Ly T E— R 3X—TWITHIZIE, v 7
NEFEFNLT L THRARE—RFTROa~y R ATILET,

hostname (config) # crypto map <map-name> seg-num set ikevl phasel-mode aggressive
<group-name>

TV T BT=NET A =T NMIT DL, YN ELBIAT a TR AN E—F
TRoO=a< Re AJLET,

hostname (config) # crypto ikevl am-disable

Ty T = ReWosTm AT 4 =TI LB TA X —NVICRTICIE, 2Davwr R
Dno FEREMEALET, wIZHEZRLET,

hostname (config)# no crypto ikevl am-disable

IKEvl 5 & U IKEV2 ISAKMP E 7 DRI AKX DRTE

IKEvl £721Z IKEV2 ISAKMP 7 = — X % 23— g Tk, 7 0MMBEICHFEZ#RBIT S
VERH D F3, ZoFFRIL, ROL T a rnbBIRTEFET,

Address ISAKMP OFkBIE#HR A2 ZH T HHR A RDIP 7 KL AZFHLET,

IPsec & & UF ISAKMP .
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Automatic Bt 4 A 71X > TISAKMP 33 m—3 a2 UNRED £,
(F7 v cHAHEAF—DOIP T KL R

M)
AEERSREDREA EBE A

Hostname ISAKMP DOFkBIE#R A2 2 # T DR A FOEREM KA A VL E2FHLET (5
THIVE) o TOLENE, BRA R E RAL VA THERENET,

Key ID UE—F ETREFLEEX—2RBT DDA T LA M) V72 EELE
key_id_string Kl

ASA X, BETIWCEET A7 =—X1OIDEFEHLET, ik, Faidtfs—CilREE1T 9
A A v F— FTOD LAN-to-LAN IKEv1 ## # B\ T, 9_XTD VPN v+ U A TirbihvE T,

T RELEE T LI, Yo AERIEeATF a TR AN FT— R TROavy Ry
AN LET,

crypto isakmp identity {address| hostname | key-id id-string | auto}
el ziFE Moa<xy M7l iz R M) ICRELET,

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS & %

. IPsec &

IPsec ¥ AT AN SA ETHEE N7y NeZEL, 20/ hO~y X — 7 4 —)L KB SAH
DB VI XITHEA Lo 2581, TOR 7y NEFEETHILERHY 9, 2O K
DR n 7= M, BAEDO AR, SPI, IPsec 7 k2L, X7y OB ET L. £
DD ANTFRIGE/2 X FORT MUE, BLOBEESA = N OB L7 XEREG T E
Ty VAT AE, BL I X T VA LN TGNy R EEI NI L%
79 INVALID_SELECTORS @ IKE i#%1%4 4 L C, (576 (IPsec E'7) IZEELET,

ASA 13, ISR BEAFD syslog ZF A LT, CTMPIZZ DA N2 hORF L7 2R LT
7.

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,

source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

EHEIX. SAHO NI 7497 L7 2 E—FLARWEE/NT > 1 SA ETZESNTY
B, ET~DOIKEV BHOEEZANEITEMCTCED LRV E LT, AT L%
AlE, IKEV2 BHIA v =R 5B ITEICSA HT20 1 >O@EM A ve—VICHIR S E T,
IKEV2 i@ L, IKEV2 [EHRAH TE T ITEE SN ET,

& U ISAKMP
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650 Kz Eitgr—oxz ]

16 D IKEv2 FFTEBF X —DERTE
g—HALLYE— NOMFOHERILAEF— vy NlxF—VU—FOhexZBMT A L2k -
T, 16 #35D IKEV2 FrijdkAF—%2RTTHZ N TEET,

ikev2 local-authentication pre-shared-key [ 0 | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ 0 | 8 | hex ] <string>

-~ -~ i e e
IKE BE1DEEDENEFT = ITENE
EHF X, IKEV2 IPsec VPN #f5t E CEOERHAD N T 7 4 v 7 L7 7 &~ LR WERFEN
7y MINZEENTZHAIL, BT ~DIKEBMOREEANEITENTEHENTEE
T, ZOBMADEREILT 7 40 FTEMICR > TWET, ASDMEFHE Ca—¥ —4 238704
%354 @ IKE INVALID_SELECTORS #8100 X(5 1%, RO CLI i H L CHR E /X iz L
i‘ﬂ‘o

[no] crypto ikev2 notify invalid-selectors

AEEFRRED FATRAL, FAEENO CN B2 —F =4 Th V| BB e —I L — =Tkt L
THEITSNET, "service-type" BN G I NG AL, AR O X 5 I E T,

IKEV2 2S5 A T—a3 AT a VDT
ASATIE, IKEV2 7 77 AT —vav A F—TNERIEIT 4 B—TNMITHIENTE,

IKEV2 X7y D7 Z 7 A METHMT 2 MTU (R Rfeikxr=> ) ZfETEET, £
o, BEEIROav FEEALT, BET07 77 AT —va v FRERETEET,

[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

T 74V ETIE, T RTCDIKEVR 7T T AT —a  HFRABRA X —7 2720 MTUIL 576
(IPv4 D) F£7213 1280 (IPv6 DIGH) . B 5 H UL IETF £E%E RFC-7383 £ 720 &
j—o

WD AEZE LT, [mtu<mtu-size>] Z4HEE L T 7EE W,

« 92 MTUEIZIX, TP (IPv4/IPv6) ~~ Z—+UDP ~ v # —D WA X% G 5 ME)N
% D ij‘o

EHFEICL o THRESNTWARWES., T 74/ O MTU 1576 (IPvd OB4E) £7-1%
1280 (IPv6 DIFE) &7 £9,

cIRETAH L. FU MTU 2 IPv4 & IPv6 O F CEHA S E T,
« FRhEEDHIL 68 ~ 1500 T,

N

GE)  MTU OFRERFIZ ESP A — 3 —~y REZBETIHILENH D 3, B5bFiz MTU BN S
N5 ESP A — "—r~~y RIZL D, BEAbBRIC/ 7y b A XL £, [packet too big]
T T —NEREINTZHEIE, MTU A X&2fER L, X 0EWMTU 2% E L TLZE0,

IPsec & & UF ISAKMP .
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B keeoss2o5—vavtivavons

KOV HR—FENTWBET T T AT — g FROWTNE, IKEV2 OBETZ 7 X v
7 —3 3 > )73 [preferred-method[ietf | cisco]] & L T ETE £97,

« [ETF RFC-7383 HEHENR— XD IKEV2 7 T T AT —3 3 1,
c ZOHFRIL. MEFOETHRRI 2 — g v FIZHR— AV 77 Lo AEEET
DRI NET,
c ZOFREMEHTHE, 75T AT — a L DBICK LD FET S, FIKEV2 7
FITRAUN AvB—URNMERNRESE T,
e RAAMBDT T T AT — 9

s ZOHAIX, T4 AnyConnect 7 7 A 7> b I EOETIZ L o THRE SN HMHE—D
FHETHLBE., EREmbForTixdyo—y g P R— e T 77 L
AEEETHHEIHERHINET,

c ZOFRKEMHATEE, BRALORIZT T T AT —a U RFETEINET, ZEH
DETIE, TRTDT7IFTALMEZETLET, AvbE—VaEET5IL bR
THZLELTEEREA,

c ZHRUT., RSO T L OMEERMEIIH Y EH A,

show running-config crypto ikev2 =~ > RIIBIEDFE 4 #~ L. show crypto ikev2 sa detail
a2y Rid, SAICKH LTI T 7 AT —v a VIMER SN HAICH SL S - MTU 2 £
LET,

IR& B

e RAMTUT 4 ZAHNRNV T HR—FENTWERTA, MTUILZ, XY T —27 D=—X|ZE&
DETTFHTRET LI LENH Y 7,
ZOREFTa—r L ThHY, REDEABICHESLIND SAITEEL KT LET, @A
DIETD SA IZHBEZ T ERA, 7T AT —a VBN T 48— Mo TWAES
THEEETT,

BRI100DT7 T VA NaeZETxET,

1

IKEV2 7T 7 AT —2aveT 4 =7 MIT D54
no crypto ikev2 fragmentation

F7 AN NIRRT -

crypto ikev2 fragmentation

EJ S

crypto ikev2 fragmentation mtu 576
preferred-method ietf

. IPsec & & UF ISAKMP
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aazzzieze [

* MTU Ofi% 600 ([ J 5854
crypto ikev2 fragmentation mtu 600
« 774 EOMTU EIZET 54
no crypto ikev2 fragmentation mtu 576
BT LT T AT = a v FRE VAT RICERT D56
crypto ikev2 fragmentation preferred-method cisco
MBERT DT T AT —va v A IETF ICRTHE
no crypto ikev2 fragmentation preferred-method cisco

ER

crypto ikev2 fragmentation preferred-method ietf

AAA EBEE &R A]

aaa authentication http console LOCAL
aaa authorization http console radius

AAAFRFEIE, 22—V —NAN LT —P =L LR — REFH LT, va—Hh/L $—_—|C
L TEITEINET, BMOEAIL, B C2—F4 %2 H L TRADIUSH — NIZxt L TEITE
NEJ, servicetype BHENFIG S NT-HEX, AR L o I S E4,

IPsec over NAT-T D1 ~— T /L1t

NAT-T Z i3 5 & | IPsec B TIEINAT 734 Z &N LI AL T 9, 202 &a%E
BT 2572012, IPsec T 74 v 7 BRUDPT—H 7 F L& LThTvMEENET, 22T
A— K 4500 MEHSNDH DT, ZHIZE>T, NAT 734 AZHA— MERBS RS E T,
NAT-T L NAT 734 2 & B#EigRH L, MRG58 Psec N7 7 4 v 7 &2 7ML LE
7

)

GE)  AnyConnect 7 7 A 7 >~ OHIFRIZE Y, AnyConnect 7 7 A 7 b 73 IKEv2 A L CTHEfe
TEDLDITT DITITNAT-T DA F =T ALPBEIZ R Y £, ZOBMHT, 77472 b
23 NAT-T 734 ZADHERIZAR THEA S ET,

ASA . T—EAKMEITHZ IA4 T > M UT, HEHED [PSec, IPSec over TCP, NAT-T,
¥ L OV IPSec over UDP % [RIFFIZ VAR — F T& £97,

KA T arPAX—TND L EOEHGOIREEZRITRLET,

IPsec & & UF ISAKMP .
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IPsec 35 & U' ISAKMP |

FFoav|4x—TILOWEE D547 FDLAE ERAT HHEE
7 a v |NAT-T 234 F—7 )L BLIOZ T4 7 FANAT |[NAT-T BMEH S5
1 DEBITH DAL,
BELONAT BNIEE L7V | £ A 7 4 7 IPsec (ESP)
Al NMERHEND
F7°3 a 2 [IPsec over UDP 31 % —7 | BL WY T4 7 > b3 NAT |IPsecover UDP 23 FH X1
2 % DEBITH DAL, b3
B L OYNAT 23 FTE L7235 | IPsec over UDP 23 S 4
Al b2
F7F 3 v |NAT-T & BLOI T4 7 FABRNAT |NAT-T MEHA &SNS
3 =AY, : j:EiA
IPsec over UDP D J7 73 A PHBEICH DHEIE,
F—T N 35 L OV NAT 2357E L7228 | IPsec over UDP 36 ] S 41
B )

\}

GE)

IPsec over TCP 23 A X —T /TR > TWABHEAIT, FOMOTXTCoOER ALY LEL SN

&

e

NAT-T %A 2—7/WIZT 5 &, ASA IFHENIZ,
VE—T oA A FETHR—F 4500 X F4,

ASA1E, LAN-to-LAN L VE— kK 77 ERA Xy NU—7 Ol G TIEL, EH 60 TEHET
% H—@ NAT/PAT 7 /34 A DRI E SNTBED Psec BT 2R — N LET, IRAEER

BT, VE—F TR brrxloxrayo—g ARk LET, ZuE, $_Tor
TIFELANT Y w7 IPT RLA, DFYNAT T NNA ADT RLANLREEINTZLIICRA
H57-HTT, £/, VE—F 77 EA bR, LAN-to-LAN b b 70— (DF Y
NAT 734 ZADIP 7 KU RA) LRICARTEERTHZ 00z, RAERE CIXAKLE
T ZOARIO—HUIZLY | NAT 734 ADE#IZHDHET O LAN-to-LAN & VE— K 77
TAORERY VU= Tk, #HOETHOFR T =—2 g URRET 25680300 £7,

NAT-TZfEHT 5121, Yo7 aryTxAME—RERI~YLF a0 THF A N E— F TR
DY A FEFNEZFEITLET,

IPsec A X — T N5 TWNDT_TDA

FIE

WD a<r RaE AT LT, ASA T2 1 — 312 IPsec over NAT-T Z A 2 —7 /LI LET,
crypto isakmp nat-traver sal natkeepalive

natkeepalive 55X DO#EiFHIL 10 ~ 3600 B T3, T 7 4/ hME 20 T,

i :

. IPsec & & UF ISAKMP
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IPsec with IKEv1 over TCP @ 4 ~— J L1t .

WwDa<w FEANLT, NAT-TZA F—7 ML, =77 74 7%z 1| BRICEE L £
j—o

hostname (config) # crypto isakmp nat-traversal 3600

ATV T2 IPsec 777 AT — gy RY—IZk LTIEEALRTIA 7Y a VA RIRT 572912, kD=
< REATILET,

hostname (config) # crypto ipsec fragmentation before-encryption

TOFTat P TIITIA T —arEYAR— R L TWRWNAT 5851 Afila T
T4y INBBTELLIICLET, 2O T arBFEHLTEH, PTTTALT— g
YV R—F L TRV NAT 581 ZOEMERIFT b AZ 213H 0 ¥ A

IPsec with IKEv1 over TCP ) 14 =— JJL1t

IPsec over TCP (%, IKEvl & IPsec D[l 5D 7' 1 k=L % TCP (2L 7= %7 » SO h TR v
BT 2H5HDTHY, NAT & PAT D DT NA AL T 7 A T U4 — )V EEBTHEX 2T 72
MoV T HRILET, ZOKRRIZT 740 h THEHZERE SNV TOET, IPsec/IKEv]
over TCP Z {725 & WE@E@%ﬂ@wﬂ% SERVERESS, MFEOT AT U4 —
w»—w%ﬁ%bt {ZBR > THEBE CX ZEREE T, CiscoVPN 7 74 72 FREMETE B &
TR FT,
N

GE)  ZoRElL., XL R_R—2AD T AT U4 — /L TITEELE R AL

IPsecover TCP /L, VE—F 727 ®A 7 T7A4 7 bTEELE T, ASA & Z DY T4
7 > R D5 T IPsec over TCP A %2 — 7 /MIZ LET., ASA TiE. TTD IKEv] {51 >
H—T 2 A ALTINETDE I a— ULt 2 —7 /M2 SvE T, LAN-to-LAN $5¢ Tlx
HEREL £ A,

ASA X, T—HRMEITH V7 T4 T > Mt LT, fZHED IPSec, IPSec over TCP,
NAT-Traversal, 3 J OV IPSec over UDP % [FIE|Z YA — ~ Tx %4, IPsec over TCP |%. A F%—
TNl TWDEGE, ZOMOTXTCOER ALY bELESNET,

R I0EDOR— FEZFREL T, FILHDHR— Ik L T IPsec over TCP % A 2 — 7 LI T&E
F9, A— 180 (HTTP) <°AR— b 443 (HTTPS) 72 EDJEMDKR— b2 ANTHE, TDOKR—
MIBEHEAMA T ONTWA T B ha BTV v 7 f o F—T o f ATHE LR 25 2 L &R
#7?—%ﬁ%ﬁéhi# FORER, NRNTY w7 A B —T A A% LT ASA /& T
LT TV EFEHTHENTE L2 T, ZORBEEMRT 511X, HTTP/HTTPS
BHEROR— MIHHZRELET,

77 )V b OR— ML 10000 T,

IPsec & & UF ISAKMP .
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B

X JE

ASATET TR, 7747 FTHTCP R— b ERETHMLENDHY ET, 7 IF7A T D
RIEITIE. ASA FICRRE LTZR— M2 b 1 DBDLORENRH Y £,

IKEv1 @ IPsec over TCP % ASA T 10—/ Nl A F—TNMIZTHIZiF, ROa~vy ReEv oo
NEFIIALTF arTHR AN EFT— R TEITLET,

crypto ikevl ipsec-over-tcp [port port 1...port0]
W ORI TIL, IPsec over TCP Z 4 — k 45 CTA R —7 /MIZ L TWVET,

hostname (config) # crypto ikevl ipsec-over-tcp port 45

IKEvi DEEBHZE Y IL— TR EDHRTE

NN TN—=TNE, =P —OEHRI L T 7 B AR ER L E T, AEHEIL—TRET

=

2—HW—FEAEOY 7=/ FDN EFBITEDN ZEH LT, =—H%—& b x 7

N—7#BELET,

)

G¥)

SERHE /L — 7 HBA L IKEv] & IKEv2 LAN-to-LAN #4677 1A S nEd, IKEV2 UE— K
T AL, bRV TV —T D webvpn B LT certificate-group-map @ webvpn = 2
T4 X2l —vary BT— R ICREENDIIN—TEROTNVE T Y R—FLTWE

&

j‘O

AEAEO NGO T 4 — /L RIZESWTa—F—% bRV T A—T LRET 5L, FTH
BREELER LIV — V2B L, IRIZHENAL—Z BINO b RV 7 )— I BT T 2 0B
B FET,

FEE~ Y 7 E1ERT HICIE, usethecrypto cacertificatemap=~ > R&HEHA L £9, Frx
WV T N—T R EFRT HITIL, tunnel-group =~ REFEH L ET,

Fio, AEEINV—TRERY = RETHMLENRSH Y T, ZNITE, —nb T —
7% MAT 5. Organizational Unit (OU) 7 4 —/L KB 7 V—T7 %2 BET S, T _RTOIEHE
2—P =T T ANV DI N—TEHEHT L, VI FRARHY ET, ZhboFXonTi
DELITTRCEFEHATEET,

FIE

SEFHENR—ZDISAKMP £y a v & h RV T —F v o B T 57200KRY) o—E&
N—VEREL, ftHE~Yy 7= Y & L 70— BEREAHT HIZIE, tunnel-group-map
gy REVUVINEREYATF a T AN E—RTAHLET,

tunnel-group-map enable {rules| ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy

. IPsec & & UF ISAKMP
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kvt oiEeE s L—TEa0EE [

RY— AEAEDND RN TN =T RIS DO DR Y o —aEE L E T,
policy 1ZIRDWFTHTT,

ikeid : bRV TN—T W= ) T T TICEDNTHE S LT,
OU B b EF S NARWIEAIT, FEHESR—ZADISAKMP v a %
7 = — A 1 ISAKMPID DNFIZFESNT MRV T —FlI~ v BT
THZELEERLET,

ou: For v I N—T% L —VRBIZL > THRELZWGEE, VY7V
7 Ni#pl4 (DN) © OU DfEEFEATHZ L2 RLET,

peer-ip : kRN T —T F)L— )UIRERIZ Ko TIRIE L7260 OU
F i ike-id S THRE L2WGAE, ET7OIP T RLRAEFEHTH L
i LET,

rules : FFAAENR—ZDISAKMP £y a N, Zoavy Rk - T
EINTFERE~ v Z7OBEMTIZESNT, b IA—FTw
v rENnNAsZERLET,

ruleindex (A7 a ) cryptocacertificatemap =~ > K TRE L7/ XT A —X
ZBRUET, ARRMEIE 1 ~ 65535 T,

WO EIZHEELTLLIEEND,

cHEIPOH LN —BETHY, v~ T AT o7 AZ2BLUEBRLAWVEY, Zoa<w K
EEEEFEITCEET,

o JL—/L1E 255 SCFLLTF T,

1 ODTN—=TIHEEDONL— N EED B THNET, BHEOL—ALEZEHD Y THITIE, &
PA—ADTTAXV T 4 &8N, ZA—T R LET, RIT, FIN—TICLERET
FEEXZERELET, 1 DOT V=T ICEHEBEONL—L2H 4 TEae, 7 ashd
WOV — N DRERFRIT L LT,

=V E N DIETERT D L, TRTOFMFIC—FE LI L XIZDHZ—F—%FED b
I T N—FIZED B THZENTEDHEIICRDET, T XTCORGRENLETHD
Z T, WEEAND BMEICHYS LET, Fid, 22—V —ZRED L T —TFIE
DY THRNZT X TOREEENMERG AL, KEZTLIZ1 20OV — L ZERR L £ 7,
RAHEAEN 1 ST MLETH D Z LT, P OR BAEICHY LET,

ATFYWT2 a7 4 X2l —1ar TRy T NA—FREEINTORWESIERTS, 740k
roxv S —7%fELET,

a2 FOREILIE, tunne-group-map [rule-index] default-group tunnel-group-name ¢3-, rule-index
VI — L OESENBAL T, tunnel-groupname IZREFFD b > RV Z—TFCTRIFIIRR Y FHA,

IPsec & & UF ISAKMP .
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. IPsec DEXE

il

WOHFITIE, 72— 1D ISAKMP ID DHNFIZEDNT, FEAE— XD ISAKMP
twvarE R IA—TIlv oy B ST A EEE A F—T I LET,

hostname (config) # tunnel-group-map enable ike-id

KOHFITIE, ETDIPT RLRIZESNT, GFAER—ZD [SAKMP £y 3 v %
Mo TN—T I~ B T DR A X —T NMIZLET,

hostname (config) # tunnel-group-map enable peer-ip

WOHITIE, 7 V=7 FREESL (DN) Ofiffir=v F (OU) 2\ T, FEH
ER—ZDOISAKMP v a v~y B 7T 5 EE2 A x—7 I LET,

hostname (config) # tunnel-group-map enable ou

ROFITIE, RESHIA—UHESNT, GEA#S—AD ISAKMP £ v &5 v %
vy L T AR A F—T T LET,

hostname (config) # tunnel-group-map enable rules

IPsec NDi%XTE

Z 2Tl IPsec 2 L C VPN 25T 5 L&D ASA DR TEIZHLERTFINEIZOWCTIHRIA L
ij‘o

EEY Y TDEE
7 V7 b=y 7L IPsecSA TRrAVT— hEND Psec R Y —%ERLET, EHTES
F—U— RIZIEKROLDONH Y £,
« IPsec FEfE DT3B L OMR#EST 237 v R &k 5 729 D ACL,
- 7 ID,

sIPsec N7 7 47 DOua—AN T RLA GEHZOWTIE, 2 VT b~y 7 DA H—
T oA A~OHH (33 —) ESRLTIEE)

IR INEHDIKEVI hTF v AT 3 —2bFy FEFIZIKEV2 PudRi—¥1, ET70kFx=
TAREDOREIEAEINET,

gV s~y vy M, AU~y 72521 OFEZFTEHDO I ) 7 s ~ v 7 THRERS L
F9, DIV T K~ T EERLIZEEZ, YT b~y By FEERLET, KD
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YA NY—P A N XRTTIE, VoI NERE~YALTF a0 TFA S = RT 5~y 721
REFR S~ 7 ITEBMLET,

crypto map map-name seg-num match address access-list-name

access-list-name TliX., ACLID % . K 241 XFOLFHNE- 13K E L THRELET,

Je

Evb T RTCKRYLFICTDHE, ACLID NI 7 4 X2l —a N TRDTROTL 20 9,

Zoavwy eI TANTLHE, 7V v~y 727 )7 v~y 7y MIBINTEET,
WORFITIL, B~y 7E2BINT 585~y 7 &y hOARNE mymap T3,

crypto map mymap 10 match address 101

FROEICEEND > — v AF T (seg-num) IZX - T, FCARTEZRORE S~ v 708N %
NENXBIENE T, B~y 7ICEHV Y TORTNDE Y —F P ARFIZL ST, B~y
ty NNOW S~y THOTI7AF VT4 BDREDET, =TV AFEZD/HIWVEE, 77
AFVT ARG RV ET, e~y Py M F—T7 A XZHDHTHE, ASAIL,
TDA B —T oA AZBWTHTXTDOIP N T 7 4 v 7 b~y By NAOKE~ v
Tk = VARG MROIRICRE U CEHME L E T

[no] crypto map map_name map_index set pfs[groupl4 | groupl5 | groupl6 | groupl9 | group20 |

group21]

5 b~ > 7O ek (PFS) (IZHHJ % BECDH 7 v — 7 Z248E L £, 5~ v 7
%L Tgroupld B X Wgroup24 47 a U ARET HZ LT TE RV EF IKEVIARY 2 —
ZERTLLE)

[no] crypto map map_name seg-num set rever se-route [dynamic]

D7 VT hvy Ty M UICESEERICH LT L— FEA RRID) 24 Fx—7 I LE
T, XAT I v 7 PEESNTOARWES, RRUIRERICITOI., L SsnEd, &
ENEREFITHIRENDETEOEEICARY 4, &5, RRIV— 3, AL — k39
TIAEET AR LS TRESND &, BFEOEHL— MIFEFES N, RRIL— F23A &
M= ENET, ASAIT, V=T 4 7 T—TMIAZT 4 v 7 Jb— h&HEIZEMNL,
OSPFAfEH L TENLDNL— " ETTAX—F Ry NU—T EIAR—F— )L—Z|Zi@H L
£9, EEILsEE (0.0.0.00.0.0.0) ZEEFRY FU—2 L LTRETHHA1E. RRIZA 1—
TMZLRNWTLIES, TN M— R T2 T 7 4 v 7 ICEBLET,

EAFI v INREEISNTWDEESE, V—MIPsecEXxa2 T 47— 32 (SA) @
TESTRCENERIZVERL S 4L, IPsec SA MR EN S LHIR SN E T,

e~y 7O1ONERICEHA SN TOWRWEETH, A¥T 4 v 7S~y LRI CARIO
A FIv IR~y TERETDHZLIITEEHAL, TOWHEETY,

)

GE) HA4F3IvZ RRIIFIKEV R—ADAXT 4 v IR~y FEFICEA IS ET,

[no] crypto map name priority set validate-icmp-errors
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F723
[noJcrypto dynamic-map hame priority set validate-icmp-errors
BFRICMPE= T — A v =% WEbvy 7 e XA T I v /R~y 7D ELBIZH LT

RFES D& HEE L E T,

[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}

EJ/ B

[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]

Wb~y 75 A 2 v I b~ v 7O, BEFD DoNotFragment (DF) &RV v — (&
X VT gy TYvT—vary LbL) ERELET,

e clear-df : DF £y R Z8EH L £,
- copy-df : DF &> M & HMERF L 7,
eset-df : DF E'y P& EL THEHLET,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

Ey e

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

BHEIL. IPsecEX 2V T 4 7V —2a BT b, JU0XLRESBIVHEEOX
@%?74/77D%@“%@(H@)Aﬁ/%%%? TNCTEET, TECEZA 2 —T )b
1235121, IKEV2 IPsec 7 B R —FLNHEINTWALENH Y £,

\}

G NZT7 4w 7a—BEE Ny NEREICTDE, VPNOT A RLF A LT MAFGIES
nET,

e~y ZIZED Y THNTWASACLIZ, R UACLAZH 2T X THOACE THE SN ET,
a< v ROESIRD LB Y T,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

RO ACE Z{ER L7= & %12, ACL Z1ER L ¥4, ACL Z{EkE/-13BIN+ 5 2~ FotE
TIEFERD LB Y TT,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

ﬁ@ﬂfi‘%AﬁHMOOﬁfi/FﬁBIMJOﬁfﬁ/FA@¢NT®F?74V7K
LT, B~y B0 8 THNTWD IPsec REA A L E T,

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

Ry M= T A S~y 712k > T, SARIA T —2 g o THERAENDZ X2 T 3%
EPRELET, a—0LDASA BRIV —2 g U EBGT 5581, A% T 4 v 5
v TTHRESNEZR) —2FHL T, HEDOETICEETLIA 7 7 —2/ERLET, T
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MEr I — g UEBRBTAHEE1E. ASAITRY) —It—&TE2R¥T (v IgE~y Tk
ELETH, ROonbRWnWEAIT, B~y Py NNOXAFI v 7iE~y 7OHRTHS
MWOHLDERLET, T, 7047 7 —%2Z I ANDIIERTINERETHT-OT
—g—o

2ODET N SA DWENLIZKINT 2121F, MFOETNEBREDOH D7 ) 7 b~ T EDb7e<
EH1IOF S TWABMERH Y 9, ABEMENKRIITDIT0E, 7 V7 b~ RO %1
T ENDH Y 9,

s VT k=T, AEHEEZEORE S ACL (722 21E. 39— A4 A—YACL) BNEEN
TWD, IWERHIETNEA T v IS~y 72 FEH LT D581, ASAMNITYH A#E
DHDHRFF ACL DG ENTWDZ EN, IPsec Z AT 57 00EMHED 1 >TY,

K7 VT~ TBRMOET 2 @NT L SETOETRIATIv s 7T b ~v T
ZERA L TWRWEE)

VTR =y, WEDO TR T = by FERE TR ARDRLEH ]
OH B,

1ODA B —T A AHHATELZ YV X b~y 7Ty MI1OET T, ROFEEONT
N ETIEEBEAIE. ASA FOEEDA ¥ —7 = A A% L CHEEOR B~ 75 1ERK
LT,

HEEDODETICRAR DT —H 7Ju—%F0BEE 5,
CXFEIERIATDINTI T4 IS ESE R Psec X2V T 4 WA T 5,

2Ez2iE B~y 7B 1oEK L, 2200V 7Ry NEDO NT 7 4 v 7 AT 5 ACL % E|
DYT, IKEvl F 7 A7 3 —A Ty bERITIKEV 7 ui—F L% 1 25 4CTEd, Bl
DT~ v TE2AERL L, MO250O% 73y NED NT 7 4 v 7 ZiRl3 2% ACL ZHI D 24T,
VPN NRT A —HRNBI B N T AT —Aky bERIIT e R—FLre#HALET,

1ODA L E—=T 2 AEBED I VT b~y T E2ERTHH/IE. 2V T b~y 7Ty b
NDOTFZAF VT 4 RO D — L AFS (seq-num) 2457 U7 b~y 7= b VICHEE
L/iﬁ‘o

£ ACE (21 permit SLE 72 iE deny XN FENE T, ROKIZ, WE~ v FIC#EH N5 ACL
TOFFAI ACE L4517 ACE DFFRIl e Bk Z /R L £ T,

20Ty TEHBOKR |BE

permit LA E 4T 5 ACE
DHAE L —F

Ny Nelis~y 7y FOFEY O ACE LA L THHMET 25 2
EEREILL, Xy b X2 VT AoREE, BE~y FIZHD M T
SN TWAIKEV]I hT A7 4 —5 vy PEIXIKE2 7 aR—
PLOFORELBELTIHMILET, X2V T4 REN T~
AT F—hky hERIITaR—=F LotV TF kT &KL
726, ASA [XBFEfTT HA7z IPsec R WA L £4, —xIZHE
N7 7 4 v DEEA. IPsec i EDiEA & 1337~ hOE L, @B
AE, V=T 4 T EITH EERERLET,
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E&PLY

90U T by TEHEOKR | IBE

MR LET,

deny I EHENTWS ACE |7y MEFHIF D2 VT~ =7 0FkY O ACE & FRA L TRl
DIHEUE L —F THZEEFRMIL, WO7 VT v~y (VT v~y IZHDY
TOHONTND —r o AFRETHWT5) OACE & ORA L 3%

IV s =7ty NAD | X7y hERESLETIIV—T 4 7 LET,
T A MEBRDTXTOHA]
ACE L F—%#

deny UG AL TN D ACE 1L, IPsec RIENAERFE N T 7 4 vy (Tl ziE, v—T 1>
J7abhay NI T 4w 7)) BET7ANKY T LUTERINLET, Lo T, K5 ACL
D permit L & PRE L CRHMETT AMEDRNEIE N T 7 4 v 7 27 4 VW EZ VT 57012, &
#HD deny XEFHALET,

WE b ENT-EE Ty M LTI, BF=2 T4 77 I7A T AIEETLT KL A L ESP
SPIZHH LT, NI A—FDESERELET, BXF2 VT4 T FIAT AL, 7y
N RL L7e#% T, BRI \Try NOWE~y ¥ —%, 2O/ v N0 SA IZBEf}
T HN TS ACL OFFF ACE LB L ET, Wi~y X —RN7rX o & —HLRNWGA, &
X2 VT AT T IAT L RIFDONR Yy b Ray 7 LET, N~y X —nrax & —H
THHEE, ¥X2 VT4 TTIAT ATy b b—T 4 7 LET,

FLENTORWER T v ORI~y X —%2 T 2581, X207 40 77547
/Xi#mf®%7w%w%ﬁﬁbi¢o_ﬂi\ﬁTWwwcioT7:%f2®SA@ﬁ
SERGTF BILH T TT,

A\
GE) MR SN TWARWER NI 74927522707 TF AL LTA—T 427+ 5121%, ACE
DR OFNC ACE DIEREZFFALET, ASAIX. A7V Y F oL T 278 AY A KT28
BBAZHDACER T v at b i TxEHdi,
557y TOH

Z D LAN-to-LAN % v b7 —Z7 OFICB T, ¥¥2VT 4 7774 T AA, B, BEIUC
EHRETDHHNE, FAROWTANTIENSHRE S, BIOFA NE5ELT5TXTo
T4 DR TEFATHIETT, 2L, RAMAIDPORESNDL N T 7 4 v
IIANFHOEET — 2 NEENDTD, D T 7 40 v 7 X0 HRERE 5L L %
F—FAENRKETT, 20D, RAMAIDPLEEIND NT 7 40 v 73BT X
Tx—hty hEEDYLTES,
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LAN-to-LAN B2 2 » 70l [}

A B.1
N ]
— A2 — B2 —F c2
N R R
- — — —
Human Resources o 5 B.3 pe i : e

%-
| E

14as14

ZOKITTREN, FEUTOFATHEHAIN TWAEMZRT R ARTIL, IRk L7=b DT
T, EEOIP T FLAZEHRAL6IT. ZOFHHOKITRLET,

X2 VT A TTIAT U AAEBREBE N T 7 4 v 7 AICRET HI21E, 2008~ v 7 & 1E
BRLET, 1 DITFRAFAIDLLD T 7 47T, I 123Ky hTU—7 A DDE A
6D NI 7 47 HTT, RICHZRLET,

Crypto Map Seg No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seg No 2
permit packets from A.3 to B
permit packets from A.3 to C

QwOw

ACL ZERE L7126, —ET 53y b T LB IPsec T 272D N T VA7 54— A
T hEEE S~ Y ZIZEY S TES,

B A — RACL &%, HEFRACEZHHAT 5 Z & T, ACLOFHliZ A SA XA L, 7V T b~y
7 2y FNOWRD ACL OFHliZ T2 b0 TY, 27UV 7 b vy 7T LIZR S IPsec X E
REEHT D ENTE S0, G ACEZHERT2Z LT, 8Bl v T 7 4 v 7 &xbeT
57 V7N =y TOUBOFMMORIL, BledtEx=a VT 4 28R4 28027 U7 K
v ERIFE R EX 2 VT 4 EMELTLHHIOZ Y TN = 7O permit 3 & FERIZ b
T4 ERAETAZENTEET, BFSACLIZEID Y THN TS —F U AF L -
T, B~y 7 By NNOFHIONEFSRE D £,

WORNZ, Z OBEOREEN 7 ACE D OLAER ST W A — FACL Z /R LET, Kb HDELE
X, koD LEBY TT,
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JVT N~y Yy N WOZ VT N <o,

R

(TEXHERHDHER) 77 FONACEIC—F LR T2 Y
T hwy T OREEKT LET,

12D ACE DFiHE —FH L7z X7 v b, TNENORKZZD
A—uix, HHFOR% DO ACEIZ—T DRy Mk
LTWET, REZIDEWL, &7 v NOF(EIC & 5650
B LB RLTOVET,

VT RN~y 7Ty NKAHTORDI VT K vy F~DY &
AV r7av,

/
|

Ny FISACEIL—ET 50, £32 V7 h~xv Ty
FADFSTOFFA] ACE IZ—H L2 WIEH DINE,
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LAN-to-LAN B2 2 » 70l [}

H2:BEvy 7ty FADA RS — K ACL

Crypto Map 1
S
A3B | =
Deny pe—
A3C g f
Permit
et \
Permit
AC I\
Apply IPSec assigned to Crypto Map 1
Crypto Map 2
;HT. '
erm J
Mal | e
Permi
A3C S
Apply IPSec Route as clear text E
assigned to "
Crypto Map 2

X2 VT4 TTIAT U AAE, BANAINLREESNTZ37 v FAFFA] ACE & —#7
HETIEL, 7 V7 b~y FIZBEMST N TS IPsec X = U T 0 OEND Y TERITL
FT, ZONTy BER ACE & —HT 5 &, ASAIZZ O~ v 7Dk O ACE % MR
L. ROBE~y 7 B~y 7B S TONTWD Y —7r AR ETHRT2) LolRAe
ERHMEiEZFERLET, ZOBITIE, BEX 2V T4 TTITAT U AANTANA3IDLREES
N Try NeZEToE, ZONRTy NERHIOZ VT N~y 7 OHES ACE EHREL, &
DI VT s~y TORELFHMELZHHLET, "7y MR 2FBDZ VT b~y 7OFA
ACE & —%3 % &, BEfTT S/ Psectx = U T ¢ (GREZRKBb & BB —FAE) 2N
Ny MZEHSVET,
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B wnvomnes<y Tom

F NU—7 B0 ASAREZSTE T T HI2HIC, ASAB & CIZI T7—HEs~vy 7 E2H D YU TE
T, ASA L, BERALESNTFEE N T 7 4 v 7 OFHEiRAC deny ACE % 4325 726, denyA.3B
ACE & deny A3CACE DI 7 —IZMHYTHHLDOZMRINTEET, LEEB-T, e~y 72
DI T—ITHLETHHLOEFMLELY FHA, ZDH, ASABE CDHI A7 — K ACL OFRE

IARETT,
ROEIZ, ASAA, B, BIUVCOTRTUTHE SN T~ v FICHID HTHNAD ACL &
RLET,
XAV TFA T ITSIAT VRN X2 TFATITZATUAB| X2 T4 T7TTS5472RC
Q) FTb <y |[ACENZ—> | T Iy |ACE/XZ—>2 |V 1) Tk <y |[ACE/NZ2—>
7 7 7
=R =R =R
BS BS BS
1 A3BxHHL |1 B A % #FH] 1 C A &
A3 C &S
AB ZiFn]
AC ZFfn] B C Z#FH] CB Z#FH]
2 A3 B &7
A3 C ZFFr]

WORIL, ECTRLEMALEDT RLAZEBEOIP 7 RLAIZY Yy BT LIZHDTY,
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LAN-to-LAN B2 2 » 70l [}

A B.1 CA
19216831 182.168.12.1 1921882011

- B
g Az > B2
: 182.168.3.2 - 1g2.168.12.2

c2
192.168.201.2

A3
192 168.3.3 ] B.2
Human Resources 192168.12.3
A B
192.168.3.0/26 192 168.12.0/'29

-+
=
8
#

r

WORIRTEEEDACE TlE, £20Oxy MV —27 ETHliS DT TDIPsec /37 > M
)72 IPsec 3% E 2 N H S E 77,

£X2UFa|[sUTr |ACE/SE—2 | D ACE
TIZATo|RyT
A S—Hr YR
BS
A 1 A3 B %E75 |deny 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.2:
A3 C &4 |deny 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255..
AB Z#mA]  |permit 192.168.3.0 255.255.255.192 192.168.12.0 255.255.255.
AC Z#n]  |permit 192.168.3.0 255.255.255.192 192.168.201.0 255.255.25¢
2 A3 B 2] |permit 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.
A3 C Z#na] |permit 192.168.3.3 255.255.255.192 192.168.201.0 255.255.25¢
B WBE L BA Z#m]  |permit 192.168.12.0 255.255.255.248 192.168.3.0 255.255.255.
BC #3FFn] |permit 192.168.12.0 255.255.255.248 192.168.201.0 255.255.2:
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B cps— 1252507+ PR) ¥—08E

tXxayFa| D) Tk ACE /X2 — > | [ ACE
TIS5A470 3w

A S—HrUR

=

=

C B L CA 237 |permit 192.168.201.0 255.255.255.224 192.168.3.0 255.255.255.19

CB Z##nr] |permit 192.168.201.0 255.255.255.224 192.168.12.0 255.255.255.2

ZOBIOF Yy FU =2 TRUCmIEZICHT &, AT —RFACLZH LT, 1 50D ASA
THR#ESNTWDIEFSERARA NELFI Y TRy NIENENR D EF =2 U T 4 RELE
DUTDHZENTEET,

N

GE) T 74/ BTIHX, ASAIL, IPsec N7 7 4 v I MASTETA LU E—T 2 A RAELF LA U H—
T oA A& ETDHIPsec N T T 4 v ZIEVR—FLERA, TOXALTDNTT 4 v TIT
X, UZ =0 NTT UV RRAR—= AT = TR EDERNHY £, 727-L, UX—
N7 74y 7 %Y R— b5 Psec ZRETEET, THUTIE, TOXRY NT—27 LD
MONT 7 47 %725 ACEZ#HALET, X, ¥X2VT7 4 77747 AB
TUF—V bF 747 %A= b5, & Lo BB ZF A ACE % ACL1 (ZiEH0
LEd, EBEDO ACE XKD X 512720 £4, permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

~ - s =JL ==
PNHEAF—AVISRAEIVFv (PKl) +F—DEEKTE
F— X7 EEREITT (kT 5 & X2 Suite-BECDSA 7L = XLZBIRTEX L L HITT
HIZE, BABREFXF— A7 T AT 7T v (PKD) ZRETIHILEND Y FT,
1R BHEIIZ

RSA F721XECDSA D kT A biRA > F&EFEEIMHEHT D L 5 Ichi b~ v 7 2R ET DHE
X, BN —ty FEERTIVNENRNSHD ET, ZNT, TOMTAMRAL L MEIERL
T, "o TN —TF a7 4 Xal—arORTERTXAHEH 120 £9,

FIE

ATy Tl F— X7 EERT D L X1T Suite-BECDSA 703U X AZBIR L E7,

crypto key generate[rsa[general-keys| label <name> | modules[512 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]

ATFvT2 ¥— X7 E¥ufkd 5L EIZSuite BECDSA 7/ Y XA ZEINLET,
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syFreyIngva—7r42~0E0 [

crypto key zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

HYTEIYTDAEZ—T A4 A~DEA

g~y 7 7y ME, IPsec N7 7 4 v 7 NBBT LKA ¥ —7 =4 AZED Y THLERN
HYFET, ASAIL, TRTHOA L Z—T =2 A TIPsecZ P AR—FrLET, e~y v |
BAE—T oA AZEIDETDHE, ASAIZ, TRTCO NI 74w 7 2EE~vy T By M &
BAELTEMML, BfihEidxadyo—ya PR ESNER Y —2 A L7,

IVT s vy T B —Tx2A AZEIDETHE SAT—FRXR=2AEx 2T 4 R
V=T IR AREDT A LT AEELIIRESNE T, 7V T b vy T EEE
LTA I =Tz ACHEIVYTTDE, T H AL T—2HETZ )T b~y TRIEL
BRI NET, o L —r o 2AF LA LTHRLLWE T Z8BmL, 7V 7k
vy 7 EBEEDYTLTH, BBFOSEN/UIEND ZL13H0 A,

A 23— x4 XACLDEFH

ASA “Cai\ 5‘572‘-/]/ ]\“C IPsec /\o/ﬁ‘w‘/ ]\Z)S/]) =T :I:/])X ACL %/\‘/]) /\OX‘aA}:) X 5 &:foto
TWET, A1 ¥ —7xAAACL % IPsec N7 7 ¢ v 7 ZH#HT 5551%. no XD sysopt
connection permit-vpn =2~ > RZfH L £7°,

FHIEA L EZ—T 2 A RIAAL 2 RENTWAHKEE~ 7 ACL 1L, VPN kR Z i+ 25

IPsec /N7 v FOFF EHEBEEZITWVET, IPseciE. IPsec b v RN BRTIZ/RNT v N ORFE & fiF
FEATV. b RICEEA T B TWD ACL &3y B EBRA L TR L £,

ACLIX, EOIP N7 7 4 v 7 % R#ETOINEERLET, L2 22007y MiE
TIX2 BDORAMNIOTXTOIP N7 7 4 v 7 a2k T 572D D ACL ZERCE £4 (Zh
5@ ACLIX, accessgroup =~ > RTHEHEIDHACL & X< BEICwET, 7272 L., access-group
av RTIE, ACLWA v H—T 2 A ATEETDH N7 7 v 7 EHIET D N T 7 ¢ v 7 &k
DET) .

Wa~y 7250 T5HET, ACL X IPsec DFEHICIRE SN FEH A, KI5~ > 71X ACL
EHRL, 737w Y ACL OWT A 1 DT permit & —E L725A8 1235 IPsec 7 1%
T4 EROET,

IPsec lEE~ v FIZE D Y THNTWD ACLIZIEZ, RD 4 SOEFEREENH VY £3,
«IPSec CIRETLHHE N T 7 4 v 7 2T D (permit IZ—E L7= b DDREDKIR)

o HESL I T2 SA MIRVVRIETBEIT AT — X2 L CISAKMP 23—y a3 % kY
H—725,

cFEBNT 7 4 v 7 HBMBLL T, IPSec THRET REThHHTL N T T4 v I BT 4 NE T
7 LU TCEIET 5,

cETPHDIKEFR T T — g AT S L XD, IPsec SA DESREZZIF AND N E D
NEPRET D (T m— 3 i ipsec-isakmp cryptomap =2 h UV IZ72 @A S E
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\)
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) . BT, ipsec-isakmp cryptomap =< K =2 b U AEEM TSN TWAE T —4
Tu—%FATHMENRSY ET, ZhE, A=y g VHRICHERICRITANLLND
£ TT,

6=

ACL DEFE % 1 SIZTHIERT 5 L. ASA IFEEMIT 6N TV DS~ v THHIBRL £,

BAE1 D EITERON 5~ v 7NBIR L T\ 5 ACL #EIET 5354 1%. cryptomapinterface
av U REFHLTT U ZALSAT — X=X/ LE7, FMIZONTIL, crypto
map 2~ FZZ| L TIIZE0,

O—h)V ET TCERBTDIAXT 4 v IHE~ v I LTHRET 5T X TORFS ACL (220
T, VE—PET T IRT7—A A=Y BHFACLEZERE T EE&HRLEY, £/, 27V
ThwyFEBENT AT F—2EYR—FL, MOV ATLEET L L TERIT HMLIERN

HVFET, ik, WO T TIPsec NIE LA EINET,

)

GE)

T_RCDOALT 4 v 75~y 7 TACL & IPsec B 7 ZEFHTHMENH Y £, EH LN
ERINTWRWE | B~y TIIARERL B DOIZR D . ASAIL, RIDERRE T~ v 7ICE
S—H L TCWAWET T v E Ry LET, showeconf a2~ REFEHA LT, 73THO
W~y TNERRLDIIRDEIICLET, RERRI VT M~y FE2EETHITIE, 7Y
T h =y T7EHIRL, RIFTTWAZ FIEZBNMLTOL7 VT N~y 7 2HEHALET,

Wi ACL TRHMETLT RUREIT5E%ET FLADISEIC any F—U — R& 2 & REN
FETHED, ZOF—U— ROEHFITRET TS ZEV, permitany any =~ > K& # 9
% EROBGNFAET D20, FERIIMHIEET T EE,

T RTOBENT 74 v I BPRESINET, ZCiE, ET567 V7 b~y THES
NTWDHETIZIEE S NDREEFAD N T 7 4 v 7 b EENE T,
e T RTOFERENT 7 4 v 7T BEEN L2 £,

ZOTFT Y AT, ASA X IPsec (RHESNTVARNWT RTOEE 7y M@ L TRe v
7L ET,

Ty FEEHELEZ EELTHER LTSSV, permit X2 any F— U — K& f#
THEAIE. ZOXORNC—HO deny LxBE, REJNRNDO T T 4 v 72T XTT 4L
2V T UTHBRLE T, Zhxfthlene | 20 permit SURENGHNO N T 7 ¢ v 738
GENDZ LT ET,
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\)

A28 —TJ x4 RXACLDER .

6=

No Sysopt connection permit-vpn N E SN TWND & X2, WA VX —T = A ADT 7 & A
JN—"T D denyipanyany 7 7 B A U A FEFFRHT I ICRESNTWWELTEH, 774
Ty ML\ LIl T T 4y Z IR SNET,

RSN Fy NT—T~D, YA bV —H%A bEZIFTVE—F T 7 A VPNREHTOT 7
tAZa br— LT 5H7-HIZ, nosysopt permit 2~ REINEHA LV F—T A A LEOT
A arie— JURAL (ACL) EAEDLETHHALES ELTEH, 2 ENEEHA,

ZDOX D IRRIMTIE, WEOEET 7 2 ANRA F—T W75 T\ 5D &, ACLITEA S e,
A—P—13FEz X2V T4 T T IAT U A~DSSH 2 L Tt £+, NExX v b
T—7 EDORAI~D T 7 4 v Z7IFACLICE > TELL 7 ay 7 SNFETH, WA v ¥ —
Tz A ANDESGENTZBB T 7 4y 7137 ry 7 TEEEA,

sshBLWhttp =2~ NiE, ACLEVD &7 IF7A4F VT4 n@m< 72 ET, 2F0, VPNt Y
g VN T NA A~D SSH. Telnet, £72I1XICMP FT7 7 (v 7 2 EHT 5121, IPe—F
)b =BT D ssh, tenet, BLWicmp 2~ > RZEMTH20LERH Y 7,

o7 4w 7 NEEDPRENCEZRRLS . ASAIZ, A v Z—T7 =4 AZED Y THNTWES
ACLE N7 74w 7 BELTIMELET, A F—7 A AT IPsec ZEID Y THIZIE, K
DFINEEZFEITLET,

FIE

ATv T 1 IPsec (IZfEH3 5 ACL Z1ER L £,

AT T2 Bk LI=T7 78RV A E, RLZ )T b~y 742 EHA LTI RI3EHEO 7 ) T b~y
Fle=ww 7 LET,

ATvT3 T—

& 7 —|Z1Psec ZHT 57T, B~y IZIKEVI h T VA7 4+ —AL &y NER

IZIKEV2 7R —F L~y o 7 LET,
AT T HETEHI7 VT b~y TE4EZEOYTCC, 2V T b~y T2 4FELTZ) b~y 7Ty b
LLTA VvV E—T 2 AIZHEALET,

il

ZOBITIR, T—2MNASAA FONEA B —T oA A HTAHRA 10222 120D
5L EIZ, AAN10.00.1 EHRAN10222 DD T 7 4 v 712 Psec RN EH S
nEJ,
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Host
E 10222
;|
10.0.0.1 ) ’
Appliance _
Firewall A Firewall B

IPSec Access List at "outside® interface:
access-iet 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

el

ASAATZ, AA K 10.0.0.1 22HHRA 10222 ~D 77 4 v 7 RO XD IZFHH L
£

¢ EETE =7 A F 10.0.0.1
s FEME =R Ak 10222
770 ASAAE, RA R 10222735 A K 10001 ~D T 7 4 v 7 ZRDEH I
AEm L E 9
s EET =7 A B 10222
« a5 =7 2A 5 10.0.0.1

R DRy b ERANC—E L7z permit L2 X - T, IPsec SA DA —TF 73R FED
£

IPsecSADS A 734 LDEHE

ASANH LW IPSecSA & r v m— T HEXIMMBHT D, Za— L T4 75 A MMEEE
WCTEXET, BEDODZ VT ~vTDra—r)L 54 T7 54 Mz EEXTXET,

IPsecSA CTl, B s tAMEX—MMEH SN E T, ZOF—|LSAICRAIRARER T,

—ERFIZHEA LT N TAHDT, F—DU 7Ly aPNRETT, & SAIZIE, THEER
A & ThI 74978 O2BEOITAT7X A LBHYET, TNENDTA 7 XA Lkl
THESAIFRIL, HLWVWSADEOORIT—va VBB LET, 774V DT A
TH A NE, 28,800 B (8 BERE]) 38X 1V4,608,000 F 234 b (10 A HNA MFHT 1K) T
7

Ta—r) T4 TEALEEETDHE, ASAIZ bR Z Fay 7P LET, BEBICHLS
NIZSADRITL T — g9 T, HLWVEMERHESNET,

e~y TICRESINTZT A 7 XA MENRRL ASAMHH LWVWSA 2RI NT-8 K=
< v L, ETICEE SN AT LV SA ERIZ, BEFD SATﬁﬁ%énm\éﬂm~/\/V 74

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

v L —7 4 0zE [

TEAAMEEFFALET, 7RI —2 g VEREZITRAS L, ZOETHERTSHT
ATHEALMMELE O —DNVIHESINTNDETA THALMED D B/INI W FOME, #H L SA
DIATEALEE L THERLET,

BEfFSADTA T7H2A LD LEVEEZBZLANC, ETIIHLWSAZ I — N LET,
ZOEHITLT, BEMF SA ORI MAEIN DA, F LW SA OHEREAENE T, BEAF SA
DIEV DT A THALDBKIS ~15% 1258, ETITHLVWSAZ x> o— M LET,

VPN I)L—FT 4 VT DER

F 7 4V hTlE, AN ESP 27w M L CiE 8 v NN OBSERGRL v 7 T TN T
U, IPSec b v RIEH CIEEEIND /Ny MR L TENV v 7 T v 7N ThIuER A,

—EDOFRy NU—7 MR TIE, V=T 4T T v 7T — Lo THE M F DR
NEFE I, a—HF/VIPsec b o RN G| &R E 7 v IREETHLLHE. N RIARE D/ v
MIELL V=T 4 7 &N, LI BELEEA,

I EGIET 121, IPSec N7 v Mt LTy NENOLV—FT 4 VT Vo 0T o7
A R—T NI LET,
1R BRI

COMEENT 74NV N TTF 4 BE—T RS TWADIL, 25 LAy 7T v Ik BT +—
<V ADKR T ZEET 5720 TY, 2O, NELRERIZOBRA F—T ML TLEE
W,

FIE

IPSec NI/ » MZF LTy NENOL—F 4 o T NV 2T v A F—T NI LE

ﬁ‘o

[no] [crypto] ipsec inner-routing-lookup

GE) ZOavy RPREINTWDEHAE, HEVIIX—ZAD b RUZORGEH S ivE
ﬁ‘o

i

ciscoasa (config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec

crypto ipsec ikev2 ipsec-proposal GCM

protocol esp encryption aes-gcm

protocol esp integrity null

crypto ipsec inner-routing-lookup
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AET 4V IEETY TDIER

ATy

ATy T2

ATvT3

AR T 47 7V T v~y P AT HERN R Psec a7 4 X2 b—T g VEERT AIC
X, MOFINEEFITLET,

FIE

WDa<y RaeANSLT, Ri#ETHNTFT 74 v 7 HEFRTH ACL AERR L £,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

access-list-name TiX, ACLID %, K 241 SUFOLTFHNE 138 LTHRELE T,
destination-netmask & source-netmask Cix, IPv4 £ b7 —2 7 RLAB IOV T3y h v &
JERELET, ZOFTIE, pamitF—U—RZk-oT, HBEOREIC—KTD T 7 4 v
7T RTHIE S CR#ESNET,

51

hostname (config) # access-1list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

N7 4w 0 R H#ETHHEEZERTDHIKEV]I F T AT 4+ —0 By hERETHITIE. K
Da<wr ReEANLET,

crypto ipsec ikevl transfor m-set transform-set-name encryption [authentication]
encryption TiX, IPsec 7—% 70— % Ri#ET 572D 5L TR EEE L £,
eesp-aes : AES & 128 By b F—%fEH L 9,
eesp-aes-192 : AES & 192 By b F—Z AL £,
« esp-aes-256 : AES £ 256 £ b F—ZHHL £,

e esp-null : BFF 51722 L,

authentication Ti&, IPsec 7—# 7 —Z RS 570D AL R EfEL T
« esp-sha-hmac : /N> ¥ =2 7L U XA L LT SHA/HMAC-160 ZffH L £7,
+ esp-none : HMAC F83E7 L,

i -
Z OFITIE, mysetl, myset2, aes set2XhT AT xF—A &y NOLBITT,
hostname (config) # crypto ipsec ikevl transform-set mysetl esp-aes esp-sha-hmac

hostname (config) #
hostname (config) # crypto ipsec ikevl transform-set aes set esp-md5-hmac esp-aes-256

N7 4y 7 BRETAFELERTAIKE2 e R—YPILE2HETHICIE. ROa~vy R
AHLET,

crypto ipsec ikev2 ipsec-proposal [proposal tag]
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ATy T4

ATy TH

24854 vomevy Ik ||

proposal tag | % IKEv2 IPsec 7 0 AR —H /L DL FTT, 1 ~ 64 SLFDOLFHITT,
FaR—FNLEIER L, IPsec 7RF—HF L a7 s Xal—are— RERBLEST, =
DAy 7 4F¥al—yarT— KT, ZafR—PIx U TERORF L2 A 7 & BEMEH
AT ERECEET,

1 -

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

ZOBITIE, secure N7 BAR—VPNLOLALFHITT, 7a haLBILUORELY A T2 AN LE
j‘o

hostname (config-ipsec-proposal) # protocol esp encryption aes

1

ZPDa<wy RTiE, YD AES-GCM F 721X AES-GMAC 7V 3 U AL Z T 50 &8 IR L F
7,

[no] protocol esp encryption [ aes| aes-192 | aes-256 | aes-gcm| aes-gcm-192 | aes-gcm-256| null]
SHA-2 72X AR EIRISNTWDHAIE, EDOT T Y X L% [Psec BEMWET LT Y XL &

LTHEMT 20 28RS 20813 H Y £9, AES-GCM/GMAC 23F 5L 7 /b =Y X b & LTk
EENTODHEEE, VBT VI Y XL RIRT OLERH Y £7,

[no] protocol esp integrity [sha-1 | sha-256 | sha-384 | sha-512 | null]
GE) AES-GCM/GMAC B FAL T LT AL L L TRESIN TV D HEIE. XVESH

TAY ZAERIRTHMNENH D £9°, SHA-256 1L IKEV2 b o RV EFENLT 57
DIZHEEAVERL PRF (A CTX £33, ESPEAMEA#EHICHOHEHTE LT,

(R EHZ IR EKRIBERA (PMTU) =— Y0 7% A X—7 /LI LT, PMTUE% T
DY)y FTOMRERET DI ENTEET,
[no] crypto ipsec security-association pmtu-aging reset-interval
Wa~ v 7E2ERT A2, v I AERIEYATF a T XA R E— REFEHLT, ROW
A MY —% A FFIEEZETLET,
a) ACL 25~ v 728D ¥ TES,
crypto map map-name seg-num match addr ess access-list-name
o~y 7ty e, e~y 7= FPIOESTY, = MIEEhThRed v —
o A% S (seg-num) ZFFH E972%, mapname 23[R U T3, access-list-name Tix, ACL
ID %, K241 LFOXLTFHNEITERE L THEELET, ROFITIEX, mymap 237 U
Thvy 7y hOAFITY, v v 7ty hO—=F U RAFEFITI0TT, =7 A%
FENODZ VT h vy Ty FNOBEOT FIZT 7 2T 570 L E
To V=T UABGENNESWIEE, TIAF VT 4 REmL< R £
11 -
ZORFITIL, ACL 101 23055~ » 7 mymap IZHI W 4 THNE T,
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b)

¢)

d)

crypto map mymap 10 match address 101

IPsec TIRESNTZ N T 7 4 v 7 DRI L R D ET ZE L ET,
crypto map map_name sequence numberset peer ip_addressl [ip_address?] [...]
1 -

crypto map mymap 10 set peer 192.168.1.100

ASAE, ETIZIP 7 FL-Z192.168.1.100 AF D Y THNATWH SAZ Yy F T v 7 LE
B

G¥) 9.14(1) LABE, ASAIXIKEV2 7 VU 7' b~ 7 OEEET AR — ML TWET,
RRK1I0ET7Z2Y A NMBMTEET,

OV =y K LT, IKEvl T v A7 3 —Ah By hEIKEV2 7aR—% LD
ELOLEFAITHNERELET, BEO NI AT+ —A vy MERITTrA—HL
B, TIAFTIT4ME REDOTIAFVT 4 OEDONREN) IZHELET, 1 2O S
<y IR RNBEDO ST AT — Lty NEREFTaR—YPLERETCEET, RO
2OoDWTFNhD I~y REfHAL £,

crypto map map-name seg-numset ikevl transfor m-set transform-set-namel [ transfor m-set-name2,
...transform-set-namel1]

EJ e E

crypto map map-name seg-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, ...
proposal-namell]

proposal-namel & proposal-namell Ci%, IKEv2 @ IPsec 7 2R —H /L% 1 DLl E{E L F
T, A~y = b, KN EOT R —YFLiEhR— K~ LET,

i)

IKEVl OBEOZOFITIE, bT7 74 v 7N ACL101IZ—FL7zL &2, SAX, £ b
TUAT =Ly MRETD R TV AT 4 —5 %y M—ET 50X > T, mysetl
FE1TT7A4FVT4) Emyse2 (FE27T7A44VT 1) OVTNEFEHTEET,

crypto map mymap 10 set ikevl transform-set mysetl myset2

(fE&) IKEv2 Ti&, b2 R/WIZ ESP W51k L REREZ @9~ 2 728 @ mode % 5 7E L £
T, ZHICXY, ESPAEASNDA Y PFADIP Ty hOEDBRE S ET,
crypto map map-name seg-num set ikev2 mode [transport | tunnel | transport-require]
¢ [Tunnelmode] (77 #/v k) : B E/MEE— RN hr RV E—RIZRDET, b
FV E— KT, ESP K BALERBRENTTD IP /37 » R &K (P~ X — LT —4)
WCHEH SND e, AROKEEITT FLALHET FLUARIERRICRY £, 1D
IP7—% 277 LRERBHE S LI, BLWIP N7y hOA m— RIZRY 7,
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ZDOF—KRTIE, V—FREDF Y NTU—27 FRA AN Psec D7 1% & L CEME
TEET, DV, A—FNHRX Mo TSR ATV E T, EETEL— 5 2338
by MRS L, IPsec b R 2 LClaE LEd, 5ade—ZI3ed IP 7 —
BT T hwGmt L, ST AT ML L E T,

Mo B— RORERFEIZ, =0 R AT AEZLEF LR T IPsec ZF T
HENWHZETY, o, NI T4 v IO BIRET S b TEET, PR
T FEEATS L. BEFHITE R RADT Y REAS 2 R Lrbbd, bk
VT ENTAT y FOARKOREET LT A (ZhLB b FrDx
KRA > b ERTCEHETHREER

[Transport mode] : B 7 234 AR— kL TWeWiE, 7 eufbEe— NiX, bz
EFE—RNCT A= NNy I FTHFT v a A& OEREE— NIZR Y £3, transport E—
RTIXIP XA B — FETBE LS, D IP ~y X —IZDOEEMPFINE T,
ZOFE—RIZIE, &7y MESA FLoBinasint, 7V v xy hU—7 |
DT INA R, N7y NORMEIREE I LB EEZBMTEDLLEVWIHIFIERH Y £
T, HEEE— FTIE, %y b U —27 TORBIZRAEE (72 & 21EQoS) %, IP~v
H—DFERICIEDNTFEITTED IRV ET, 7L, LAY 4~y X —0KE
fbxns7=oH, X7y FOBREIHIRS L ET,

s [Transport Required] : 7 7E /L bE— RiFiZkE— N2 L FH8A, P E—
RIc7 =Ry 745 2 L IETE 28 A,

7 7 4V X tunnel B 7B ALE— KT, transport B 7 EALE— RiZ, 7RO
E— REHHR— F L TWRWEEIZ tunnel E— RIZ7 4 — /LNy 7 TX HHREE— R ThH
v . transport-require 77 7 /ALE— R TIE, BBEE— FOLPEA S E T,

G¥) BAEE— RN, UE—F 727X VPN IZIHHER SN EH AL

BTN - ROR I Z=—2a YOBITIRO LB TT,

A =V PIRET— REREL, LAKRUED R E— RTIRE LI%A.
A=V —HF R RNV E—RIZT =Ny 7 LET,

« FAGMA tunnel E— RZHE/R L, JEZMIZAS transport B — R TINE L7z8a. A MNIX
tunnel E— FIZ7 +— w7 LET,

« FEMEMS tunnel & — RZHE7R L, IGZI2S transport-require E— ROHE, AL
o AR—VILEEELETA,

« [FIBRIZ, A =3 =—H& M transport-require T— R T, VARV ZN F R E— KDY
ABlE, VAR Z 5 NO PROPOSAL CHOSEN 23 6(5 S vk 7,

e) UEE) /m— W IA4 784 L% PEEZTLIHEE, 2V T~y TDSATA 754
LEEELET,

crypto map map-name seg-num set security-association lifetime { seconds number | kilobytes
{number | unlimited}}
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g)

map-name ClL, s~y 7y hOARIZIEELET, seg-num Tix, 5~y 7= |
VIZEIY B CHESERELET, BTG STy —Z kSTl oI A4 7
A LERETEET, tﬁb T—=HRIEEFTA T XA LT A R VPN (2O A X
N, VE—hK 727X VPNITITHEA SN EEA,

1 -

ZOHITIE, 7V TN~y 7 mymap DIEERLN T A 7 XA L% 10 ~ 2700 F> (45 57) |
HHELET, NI T4 v I BTIATHA NIEEINTEEA,

crypto map mymap 10 set security-association lifetime seconds 2700

(EE) IPsec NZDZ Vb = Ak LTH LV SA 28R 5 & =T PFS 2 Bk1
D0, F£7201% IPsec BT BT EUD ERIZ PFS Z# R 5 E2HEEL£9,

crypto map map_name seg-numset pfs[groupl4 | groupl5 | groupl6 | groupl9 | group20 |
group21]

1

ZORFITIE, B~ > 7 mymap 10 12X L TH LWSA 2 F v —— h 925 & ZZPFS A
VBECT9, ASA IZ. 2048 £ b Diffie-Hellman 7' J A LAEY 2 T AT NV—T%FH LV SA
THEAHALET,

crypto map mymap 10 set pfs groupl4

EE) o7 V7 s~y = M VICES IR LTHir— FEA (RRI) %1
F—T Mz LET,

Crypto map map_name seg-num set rever se-route [dynamic]

FAF Iy 7 PRESNTOWARWES, RRUSRERIITDIL, #heHhpsiE+, #
ENEREIIIHIBRESND ETEOEEIIRV ET, ASAIZ, V=T 4T T—T T
ABT 47 — hEEBRIEML, OSPF AL TENLHLDNL— 52T T4 <— |
Ty MU =7 ElFAR—F— =2 @MU ET, #Es% (0.0.0.0/0.0.0.0) IR
Xy =27 L LTHET D5 E1E. RRIZA RX—7 M LRNTLES Y, T 740 b
N—NEERTDNT 7 4 v 7 IR LET,

AT I I PIESNTWAEES, L—MIPsectXa2 T4 7YV x— 3 (SA)

DFEST R IIRFIZVERL S 41, TPsec SA IR EN S LHIBRENE T,

Gx) HAF w7 RRUIIKEV2 RXR—ADAZT 4 v /e~y 7R FIC#EA S E
R

1 -

crypto map mymap 10 set reverse-route dynamic

AT 6 IPsec T 7 4 v 7 BTl RO, VT b~y T By haAf v A —T A4 AZEALE

B

crypto map map-name inter face interface-name

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

s4+zvomevy ok ||

map-name TiL, K5~ v 7y NOARTEZFEE L £, interface-name Tix, ISAKMP IKEv]
XAV T =g A F—TNVERIET A =TT B H—T = A ADLFTZIEE L E
7
1 -

ZOBEITIEL, ASAVISMNEA V F—T = A A&l 5 N7 7 4 v 7 ZIES~ v 7 mymap &
ALTRHME L, PREDLIENE > 0 EHETLET,

crypto map mymap interface outside

4TIV IS Y TOERK

FAFIv T JIUT R =y E, WITNONRTA—ZERESNTW W U~ <y 7T
Ty XA FIv T 7T~ 7iE, RRLTWBNRT A=, ETOEHFIZED LHIZ
HBTHEAFI v 7ICBGEENS (IPsec 2T T —2 g OfRLELT) R —TFT o7 L—
FOBEERIZLET, ASAIL, AXT 4 v 7B~y T TETDIP T RUANEIERES
NTWRWGEE, BT TRy R ERIVT— NSEBOICHTATI v IS~y 5
LET, ZHiE, ROXATOET THEALET,

e RT VT IPT RUVAREAFI v 7 IZEDETEnNHET,

LAN-to-LANDOET . BIRNVE— 7272 $TAHETIE, W& b DHCP 2 L To%
TV IPT7T RLAZERETEET, ASAIL., P2 THE X727 FL
AEFEHLET,

TITAR—=RKIPT RLARTA T I v Z7IZEHY B THENDE T,

WBHE, VE—FT7Z7BAD M RALEZERTHETIL, ~y PR RIZE-oTHEID S TS
NI2TT7ARXR=F NPT RV RAZFRS> TWET—RIZ, LAN-to-LAN b > RV FRITN
ESINTZTTAR—K Xy NT—27 Dy FBRAHVET, TNUWBARET 4 v T v TD
BWEWHEAESNDDT, FEREL LT IPsec SA DFENICHEA SN ET,

ﬁﬂ%@xﬁ74/77)7%7/7% XET HI-H,  (DHCP £ 7213BIDFiET) £ A+
I @éf%ﬂtm?%vx@bﬂ%&w%é% B Y CTHEIZIIBfR e fho o
747/F®774“%FWTFVXﬁbﬂEEP%A#%Uiﬁo@%\WW75477
MZiZ, AXT 47 IPT RLARRL, IPsec xF v T—3 3 ‘/%%E‘éliéﬁé?’:&b@ﬁ%ﬂ‘
ST IV IVT Ry MWMETT, E2E, ~y R RIZIKE xFvxz—v g o HIZ
7 R L A% Cisco VPN Client IZEIV 4T, 7T A4 T MEZ 0)7]\V7\%1§)ﬂL“CIPseCSA72
FIvz—hrLET,

)

CE) XA FIvr 7V k <~y T transform-set /X7 A —Z 120 DN LBE T,

HAFIvIWE~y TRHTAE, IPsec DIy 7 4 Fab— g UREHEICARY 9,
BT NEICERIICRESND LIRS W Ry N THEAT A L2 HR L FET, X147
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v 27 7 U7k~ v, Cisco VPN Client (XA )L 2—HF—72 )  BIOFAFI v 7
WCEID Y TOHNZIP T RLVAZRSET DL —FXIZR LTEHERA L T ZEW,

;)
b HAFIv I 7V TR~y T Opeamit= b U Zany ¥—U— REFEHTLEAIE. EEN
METT, ZOL)7epearmit T NUDKRERD N T T 4 v TN TFX AT 7—
RFE¥Y A RD NI 74 v 7 IREENDIYGE. %8 T 5T FLAHEMICHOWTdeny = h U %
ACLIZFHALET, Xy hU—2 LB TRy b 7r—FXy A~ b7 7071k LT,
72 IPsec TIRFEL7R2WEDMD N T 7 4 v 712k LCiE, %9 deny=> hU ZHALTL 2 &
VN,

FAFIv T 7T ~=y 3, EafG L2V E—FhOET L SA 2RI =— T 5
CEEXPUEREL £, ASA X, AA T I v I B~y TEHEHLTY T— bk BT & Ok

BRI T 52 Z LT TEERA, XA T Iy TG~y 7Tl #E N7 7 4 v 7 5 ACL @ permit
TR E—HELTH, T D SANELFELRWGE, ASAIZEDO N T 7 4 v 7% R
ny 7 LET,

VAN N v B N e = &4% v JIVT Ny TEEDDLIENTEET, XA
Ry IR~y 7Oy MR, BBy Ty hTHIEWTTIA AV T4 (0FD, —F
k%wv—&VX%%)%%EL\Mmﬁm@%%Vyf%%mﬂﬁﬁé;5K#5%%ﬁ%
DET, EX2 VT4 T T ITAT L RE D (RE2T (v 7)) ~vTOT MY R—F LA
WIGBIZET, XA Iy VT N~y 7Oy hERIET,

AET A4y VIV TN~y vy NEFRRIZ, 4TIy 7 7T~y &y MIH,
[Al U dynamic-map-name Z £ 23 X TCHOX A FI v 7 7 VT h vy T E2EH5OET,
dynamic-seq-num K> T, £y NNOX A FIv 7 7 VT~ IREHIESNET, AT
Sy IS~y TEBRETHHEITL. Psec BT OF —4& 7 —&I5 ACL Tikhll4 5729
\Z. ACL OFFFZFALE T, ZOXIITHRELRNE, ASAIX, ETRRTT2HHD5H
T—% 7 —IDEZITAND T LICRD ET,

A

AR A FIvIWEYy T vy FEMHLTRES NI, ASAA v F—T A AT bR v

ATy T

. IPsec

TEND T T4 v 7K LT, B 2—DTF 74/ hb— FZENY Y TRNTLEE N,
MoV TEIND T 74 v BRETDHICE, AT Iv7 7T h~v7IZACL %iB
MUES, VE—F T 78X M RMIEERMT b7 ACL 2 ET 256 1%, W7 R
VAT = ZRELTLZEEIN, Hil—  MEAZMEHLTL— 21 A b—/vﬁ‘émi\ A
TR RINT » TREEIZR 5724 LT EE W,

TN Ay THFA N ET—RESIAF aALTRANE—ROELLNEHEHLT, 1)
Sy IKET Yy O N ERERLET, 10027 hvy Ty NNT, ZAEZT (v 7
~ T N EEAF I T 2 N BHAEDEDR I ENTEET,

FIE

(fEE) ACLEZZAF I v e~y 7B Y TET,
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ATy T2

ATv7T3

g4+zvomevyIons ||

crypto dynamic-map dynamic-map-name dynamic-seg-num match address access-list-name

ZHUCE ST, RET DT 74w 7 ERELRN N T 7 0 v 7 BRED FT,
dynamic-map-name Tix, BEfFOX A T I v /e~y 72 BRI K5~y 7 = M) 04
A& FEE LE T, dynamic-seg-num Tik, ¥4 FI v Ikie~y 7 = MVICHIGT b —7
VAFZGERELET,

51

ZOFEITIEL, ACL101 ¥ A F I v 7 HiE~y Fdynl ICHIDV S THNET, vy T D —4
VAFFIL 10 T,

crypto dynamic-map dynl 10 match address 101

IDEAFTI v IHE~y S LT, EOIKEVl hT7 VA7 3 —A &y FEIXIKE2 7
RAR—=PNERFRTONEHELEYS, RO N T AT r—Lty MELBT BR—YLE
TIAF VT AN EDTTAF VT 4 DHOPIRA) FEELET, IKEVI FT 27 4—
Lty NEIFIKE2 7o R—F b Ul a~vy REFEH LT EE 0,

crypto dynamic-map dynamic-map-name dynamic-seg-numset ikevl transfor m-set transfor m-set-namel,
rtransform-set-name2, ..transform-set-name9;

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, ... proposal-namell]

dynamic-map-name Tix, BEfFOX A F I v /e~y 752 B3RT 5~y 7 = M) 04
A& fEE LE T, dynamic-seg-num Tik, ¥4 FI v IkiE~y 7 = NVICHIGT Ho—7
VARG ERELET, transformset-name 1%, fFRLETCIIERTH T AT 4 —L Y B
DA HTTY, proposal-name Ti&, IKEv2 @ IPsec 7' 1 R—HF /L D4 R4 1 SLLEfRE L £,

51 -

IKEvI DBREDOZDOFTIZ, T 74 v 7N ACL101IC—BHKL7-E =2, SAIZ, FD T
AT F =Ly FBRETORN T ATr—L Ty MZ—ETE0I2E->T, mysetl (F17
TAFIVT 1) Emyset2 B2 7744V T 1) OWThuraEffTEET,

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

UEE) Z7a— L TFA4 744 MEETHIZT DGR, BEXAFTIv s ~v T =
DSATATEALERELET,

crypto dynamic-map dynamic-map-name dynamic-seg-numset security-association lifetime { seconds
number | kilobytes {number | unlimited} }

dynamic-map-name Tix, BEfFOX A F I v /e~y 72 B3RT K5~y 7 = M) 04

A& fEE LET, dynamic-seg-num Tik, ¥4 FI v IkiE~y 7 = MVICHIGT Ho—7
VARGERELET, MHELITEEINLT —FITESW T DT A 74 A4 LEFRET
TET, LEL. THRETA T XA LT A MEH VPN ICOABEH S, VE—F T2k
Z VPN TR SV EHE A

&1
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B+ rv—51 rnsnozn

ATy T4

ATy TH

ZOBTIE, AT Iy 27U TN~y dynl OFRERFZN T A 7 %A 5% 10 ~ 2700 F> (45
) WEMLET, NI 74 v BIATHALIEEINEEA,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(FEE) IPsec WZDEAF I v 7R~ T LTH LU SA 2Bk % & X |2 PFS #3
KT DH, F2iE IPsec BT N HITED BRI PFS #ZRTH0E2HBELET,

crypto dynamic-map dynamic-map-name dynamic-seg-numset
pfsigroupl4|group15;groupl6|groupl9|group20|group21]

dynamic-map-name Tix, BEfFOX A T I v /e~y 72 BRI o5~y 7 = M) 04
A& fEE LE T, dynamic-seg-num Tik, ¥4 FI v Ikie~y 7 = NVICHIGT Ho—7
VAFZ G EBELET,

£

crypto dynamic-map dynl 10 set pfs groupl4

EAFTIvI 2IVT M~y T vy "NaRAET 47 7V T b~y 7y MIBMLET,
AT IvI <~y T aBBT27 VT v~y 7E, 6927V 7~y Ty hORTTIA
FVT7 4 = bV ERIK (=T U ABSZPRR) ICREL TSI,

crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name

map-name Tl&, 5~ v 7y FOARTZIEE LE 7, dynamic-map-name TlE, BEfED X A
FIvINE~Yy T eI LS~y = M) OARTERELE T,

1 -

crypto map mymap 200 ipsec-isakmp dynamic dynl

A4 bY—HA FIREDREH

o~y 72 L TEBDIKEVI BT 2 ERTH L, ILEMEZR-E 08 TEES, 2
Day74FXalb—g 3% A4 MY —3 4 b VPN IZER T, ZOMEEIZ. IKEV2 TtV
A—hrENFEEA,

HHETHRT DL, ASAIX, KB~ v TICBEMT O TV AROET ~D k> RV
MLET, FAVE—Ta BRI L ETICT A RREEN, TOETRT I T 47T
IRV ET, 77747 7 L1E, BEOFRITT o —2 90D X1, ASA BNEICEINITHK
HRHETOZETT, T, Xy —2 a U BNRRTHETHREET, xdv—y g
DRI LTERERTC, ASAIZIROETIZB Y £9, S~y FIZHEEMIT O TS T X Tor
TRRIT D& ASA DY A 7 TRAIOETIZRY £,
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IPsec VPN O &1E

IPsec O 74 Xal— a3 DRE

ipsec VPN &2 [}

IIBIE, IPsec 27 4 Fab—ra NI TAEREEZRTHLEDICV I NAVERITL
FaArTHFARNE-RTANTE L2~ FTT,

£ 3:Pseca> T4 Xa2L—> a3 VIERERTT HHDITUFR

show running-configuration crypto

IPsec, 7 V7 h~v7, XA FIvr 717
h <7, ISAKMP 2 &, K527 4 ¥ =
L—a U ERERRLET,

show running-config crypto ipsec

IPsec 2> 74X al—a BRE2F R LE
ﬂqo

show running-config crypto isakmp

ISAKMP 21> 7 4 ¥ a2 L— 3 VR EFRRL
7,

show running-config crypto map

IV N~y T aryr7 4 ¥al—a LR
EFRRNLET,

show running-config crypto dynamic-map

FAFIv s 7VF <y FDar7 4¥a
I/*‘\:/a x\/%%%bi—g«o

show all crypto map

TRTCOaAr7 4 Fal—rary T A—H
(T 74V MEZFFONT A—=ZbET) &R
~LET,

show crypto ikev2 sa detail

B HE R T Suite-B 7 /LY X H R —
FeFRRLET,

show crypto ipsec sa

I NERIFILVF 2T F AR E—RT
@ Suite-B 7/ Y XA YA — FE LN ESPv3
IPsec H 1=+ R LET,

show ipsec stats

VT NERIIIALT 2T AR E—RT
D IPsec U7 AT LT A FHRAFE R LE
T, ESPV3#atEahix, =18 L7ZTFC /X7 v b
BILOEDE L OES 2 ICMP =7 — £ R S
nET,
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B vo—romiz7r74TtvoasorT a6

Uj—hwmt77?47tv93>®%75ﬁ%
TRTCOT I T 47 Boda PNEBEICKT LIZSEAIZRY ASA %) 77— 92 L9512,
Al a—)VERETEET, ZOMHEE 1771W%Tﬁﬂuﬁﬁéﬂ1wi¢o

rdoad 2~ RZEH LT, ASAZ Y 7 — KL %7, rddoad-wait 2~ > REZRETH &, reoad
quick =~ > F &l L T reload-wait 3% /& % FE4hC TE 9, rdoad =~ K& reload wait
avy NIIFFHEEXEC E— RCEHTE 9, Ebb6I2disakmp 'L 7 ¢ v 7 AT 4
Ao

FIE

FTRTDOT 7T 47 By a U PREHBNICK T T 502> TASA %) 7— T 2HREL

F =TT BITE, ROVA N —Y A NF R TNVERF~ LT arTFR #{—w
RCEITLET,

crypto isakmp reload-wait

1 -

hostname (config) # crypto isakmp reload-wait

EGERORIICETIZESET 5

VE—K 77 ARLLAN-to-LAN O v g RN Ra vy 7 TA3HEICE. SE8ELyon
HOET, 2Lz ASADT Yy NEULUERIFY T =, By ar TA KLV EAL LT
7 b, KB OBE, EFEHEIC L DEIETT,

ASA TiX., (LAN-to-LAN 2> 7 4 ¥ a2l —2a v E72 T VPN Z T4 70 D) RESHT-
TIZK LT, By v a UNERMRR SN D ERNCEMCEET, 77— b aXE LT X
7237947 ME, ZOEBEZESIEL AN N v EREIRy 7T v 7 g TER
LET, ZOWRRIZT 74V N THEHICRESNTWET,

[BEENZZIAT L M ETIEFROLOREGEENET,
TG — " BA R —T NN TNBEXa VT 4 TTIAT R
*Cisco VPN Client @95, N— g 40OV 7 2T 2FETLTWALD (v
T4 XL — g UTARE)

IPsec &7 ~DOYWrig@s % A % —7 /W27 HI21E, cryptoisakmp disconnect-notify =~ > K%
VUTNERIEIIANT a TR AN E—RTASLET,
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txayss7vvi—varnsur |

X T4T7VII—230D0)7

—H DT 4 X 2= a EBET, BHROSAEFRITT— L TWABZETAEMCRY

F79. FILOREETLEBITAMTT

B0, MEOSAZZ7 YT LT, BEHEOa T 4

X2l —a TSAZHEMEEILET, ASANT 7T 4 7T IPsec NT 7 4 v 7 ML T
ABPEEBITE. SATFT—HFR—2DHb, a7 4 X2l —3 g VEBOEEBYTAESTE TR

JUVT LET, SAT—F_XN—RAEER

W7 VT A0, KREBEZRETEOLE, ASA AL

FILTCWD IPsec bT7 7 4 v 7 EBENDARWEASICRET D LI L TLIEE N,

WROFIRTa~vr REANTHE, Yo NAERIIVLTF 20T F X F F— R T IPsec SA
VT LCEHAMET A R TEET,

% 4:1PsecSADY ) 7THLUBMHILADa<T UK

clear configurecrypto

IPsec, 7V TN~ XA FIvI 7)<y
7 ISAKMP72 Y. BERaLr 7 4 F¥al—3i 3 LK%
BB L £,

clear configure crypto catrustpoint

FTRTO T A MRA > FEHIBRLET,

clear configure crypto dynamic-map

TRCOEAFIv I ZJUVT M~y THHIBRLET,
BEDEAFTI v 7T~y 7HHIBRTE BF—
U—FHbH b FET,

clear configure crypto map

FTRTCOIZ VTS N~y 7TZHRLET, FEOZ VTS
h~y 7 HHRTEA2F—TU—RFEH 0 £7,

clear configure crypto isakmp

ISAKMP =22 7 4 X2 bL—3 3 U 2REEIBRLET,

clear configure crypto isakmp policy

T _TOISAKMP R Y > —F 3B EDORY > —%Hl
ML E£9,

clear cryptoisakmp sa

ISAKMP SA & — & _X— 2 2L %l L £,

EEXyJ a4 xal—ia Do Y7y

clear configurecrypto =~ > RIZi¥,

IPsec, Bf~v 7, XA FI v IS~y CAMNT

A RRA b, TRTOFAE, FAE~vy a7 4 Fab—3 32, ISAKMP 72 &, ¥
BT A4 X2l —varOBEREHIBRTE D51 8B™EENET,

F1% & 457 U722 T clear configurecrypto =~ RZ AN+ 5 &, e ar 74 Falb— 3
VAR (TRTOFIEDLEL) PHIFREND Z EIZEELTIEEN,

FERIZ DWW CIE,  [Cisco ASA Series Command Referencel] @ clear configurecrypto =~ > K%

ZRLTIZSN,
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