AnyConnect 7 5 1 77 > |k HostScan

AnyConnect RAF ¥ €V = —/LZ LY, AnyConnect 7 74 7> ML, FRA MIA A F—/L
ENTNWDARL—FT 4 VT VAT A, TUoFINTFT2T | 774 T U —ILDFKY 7k
T T AT EET, ZOFHIL. HostScan 7 TV A— g ko TINESRE T, RX
Fy¥ TEHARAL FTiE, A& MI HostScan 2814 A b— /L ENTWALERH Y £,

» HostScan/Secure Firewall 78 A F v ORISR (1 _—)

s HostScan D7 A LA (2 X—)

* HostScan /N v 77— (2 X—7)

* HostScan/Secure Firewall R AF ¥ DA VA b —/LE LT v 7 7L —FK (2X=Y)

« HostScan DAL £ 72138k (3 ~<—)

* ASA THNZ 72> T 5 HostScan/Secure Firewall IR A TF ¥/ X—T g  DFR (4 ~X—

V)

* HostScan/Secure Firewall R AF ¥ DT A A h—)b (4 X—)

« 7= R Y 2 —~D AnyConnect 7 7 A 7~ HEREE Y 2 — L DEID [T (5 —)

» HostScan/Secure Firewall 78 A F v BAHE&E R (7 ~X—)

HostScan/Secure Firewall 7R X F v D RIE &4

AnyConnect 7 7 A 7 > | % Secure Firewall Posture/HostScan € = —/L & & § 123 51213,
BIETHRD X 572 ASA 2 R—F > M BRLETT,

« ASA 84

« ASDM 6.4
SCEP RFFMHE & f#i 94 B 121X, Secure Firewall Posture/HostScan & 1 ' A b —/L 3 A LN H
nE9,

Secure Firewall Posture/HostScan D > A b —/L THR— FINBEARL—TFT 4 VT VAT AT
2V TCIE,  [Supported VPN Platforms, Cisco ASA Series] ZZ& ML T 72 &0,

AnyConnect ¥ 5 4 7 > k HostScan .


https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

AnyConnect 7 5 14 77 > | HostScan |
. HostScan D5 1 £ X

HostScan D5 1/ X

RIZ, HostScan @ AnyConnect 7 7 A 7 > b T A B ABHZRLET,
» AnyConnect Apex

* AnyConnect VPN Only

s\\

HostScan /\ v &r—

HostScan /X 77— % ASA\ZA X K7 v /Ny r—3 hogscan-version.pkg &£ L Tr— K
THZENTEET, ZDOT77AMIZ0%, HostScan ¥ 7 b =7 & & $1Z. HostScan 7 A 7 7
VBLOYHR— MEBPEENTHET,

HostScan/Secure Firewall RAF vy DA VX F—I)LE =1L
T7yvITL—F

COFETIEH, ASADa~x RI A4 A X—7 A A%&FH LT HostScan F 7213 Secure
Firewall RAF ¥ /8o r—V% A VA M—)VEET v 77 L—RL, A% LET,

188 BRI

\}

(GF)  HostScan /N— 5 V43X LARIN D 4.6.x LABEIZT v 77 L— R L XK H & LTWaAEE, LI
Wesr. L7 BEfE D AV/AS/FW DAP R Y > —FB L ONLUA 27 U 7 + 7239 T HostScan 4.6.x A%

CHAEMTHDL LWVWIFRIGERT LT — A v b—VRERINET,

REZFESESERDT-DICETTIMNENDH DT XA LBITFENMEELET, ZOFIET
li\ ZDHFATa TRy 7 AU T, ZOREERIFT DA HostScan 4.4.x & AHRIZ/2 D

LR EEBITLET, ZOFIEEZFIEL, [AnyConnect 7 7 A 7> b HostScan 4.3.x to

4.6.x Migration Guide] THMARFIEEZ S L TV, DE D, BITT 5HITIL ASDM DAP
DRY = _—=VIIBE LT, AHMED 20 AV/ASFW B Z R L CFEICHIBR L TH b,

LUA 27 U7 M 2R L, HSMADBERHY £

cASAlZu s AL, Fa— b ar7 4 Fal—vary E—RKefthLET, Fr—nN
VAT 4 Falb—ay E— FTIE, ASA |T hostname(configyt 7’1 > 7 N &R R L FE
R

« secure-firewall-posture-version-k9.pkg % ASA |27 v 7' — R L£7, HostScan4.x 73— =
VEMEH LTS 5E1E, hostscan version-k9.pkg 7 7 A VA& T v T — KT H0LENH D
£75

. AnyConnect 7 5 4 7 > b HostScan


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html

| AnyConnect 7 5 4 7 > I HostScan

ATy

ATy T2

ATvT3

ATy T4

ATy TH

HostScan D EE £ 3Emm i ]

FIE

webvpn 27 4 ¥ a2 b—Tar T— REHHBELET,
i

hostname (config) # webvpn

HostScan/Secure Firewall KA F ¥ A A —T L L THRET DN\ r—VORAEZRELET, A
2y RrmaroRyr—y £720E AnyConnect 7 7 A 72 N Ny —VERET H I ENT
xET,

hostscan image path

51

ASAName (webvpn) #hostscan image diskO:/hostscan_4.9.00086—k9.pkg

BIOFNE THE L 7= HostScan/Secure Firewall IR A F v A4 A =T 2 HMI L FE T,
11 -

ASAName (webvpn) #hostscan enable

a7 4 F¥al—varE 77y va AR VICRFELET, HiLnar7 s Fal—va
VT Ty AEVICEFIRIESND &, [OK] A v E—UnFRSNET,

1 :

hostname (webvpn) # write memory

HostScan M & 3h1b £ 1= X E3h1E

&

INHDawr NI, ASADAT U RIA L A Z—T 2 A ZAEEH LT, 4 A M=/
4@ HostScan A A — BN FE 21Tz LET,

48O SRS

ASAlzu AL, Fa— a7 4 X2l —aryB—REEBLET, Fu— 3L a
Y7 4 Fa2lb—3 a3y EF— RFTliX, ASA IX hostname(config# 7’1 7 & FK /R L £7,

FIE

webvpn 27 4 X2 b— g T— REBMBLET,
11

AnyConnect ¥ 5 4 7 > k HostScan .



AnyConnect 7 5 14 77 > | HostScan |
B Asa cE#12% 5 T 5 HostScan/Secure Firewall 2 F v /8—2 3 D& R

webvpn

ATV T2 ASANB AL KT ® HostScan 4 A —VNT A VA =L SR TWRWES, 204
A=V EADNLET,
hostscan enable

ATFYT3 AU A =L ENTWNHTTD HostScan 7% 77— D HostScan Z N LET,

Gx) B2 > TUWA HostScan A A — % T A VA M—J/LT AN, ZOa<w K
A LT, HostScan Z T B MLE N H D 7,

no hostscan enable

ASA TE®IZ7: > TLV5 HostScan/Secure Firewall 78 X
F e /N\N— 3 VDR

ZOFNETIE, ASADa~v RIA A X —T =2 A ZAEFEHL T, A>T 5
HostScan/Secure Firewall I8 A F ¥ DNRX—T g VAR EL £,

1R BHEIIZ

ASAIZa 7 A > L., %M EXEC E— FZ BB L E T, ASA OFfME EXEC £ — FTlH, RS
A7 a7 MiX hostname#t & 720 £97,

FIE

ASA THIZ 72 - T 5 HostScan/Secure Firewall I8 A F ¥ N— g VA FR LET,

show webvpn hostscan

HostScan/Secure Firewall RAFv¥ D7 4 X F—JL

HostScan/Secure Firewall RAF ¥ /X r—V% T A VA M—/LT 5L, ASDM AV Z—7 =
AAEOE 2—OHIRSNET, T LY, HostScan/Secure Firewall 78 2 T~ 23 HF /N 72 -
TWAHHEATH ASA 12 X D HostScan/Secure Firewall 78 2 5 /8w r— U D BB AN EIRE S U E

9, HostScan/Secure Firewall K A F v &7 A A h—/L L T%. HostScan/Secure Firewall 7~

AF AR lr—NE 7T v a R4 TMhHHIBRENEE A,

. AnyConnect 7 5 4 7 > b HostScan



| AnyConnect 7 5 4 7 > I HostScan

ATy

ATy T2

ATvT3

RTv74

JI—TFR1) o—~®D AnyConnect 7 54 7> h BEEE S 1 —ILDEIY LT .

1R BHHIIZ

ASAICuZ AL, Zu—rar7 Xal—varyE®—RefhLEd, Zo—rUL =
V7 4F¥ 2 b— g F— KT, ASA | hostname(config) 7' v > 7 hEF R LET,

FlE

webvpn 227 4 ¥ a2 b—T gy = REHHLET,

webvpn

7 A A h—/L9 % HostScan/Secure Firewall 78 2 F ¥ 4 A — I Z MR L ET,

no hostscanenable

T A A b —/L¢ 5 HostScan/Secure Firewall IR AF ¥ A A —TDRAZFELET, AHF v
K7 @2 D%y -r— 7 HostScan/Secure Firewall R A F ¥ Xy r— L LTHRESNLTWAH
HENRHY ET,

no hostscan image path

i -

hostname (webvpn) #no hostscan image disk0:/hostscan_4.9.00086-k9.pkg

FATar 74 F¥al—vark 77y va AR VIREFELET, HiLnary s Fal—va

YINT Ty va AFVICIEFIRFEEND L, [OK] A vE—UREREINET,

write memory

GI—THR1) —~D AnyConnect 7 514 7 > + #EEE
Da—I)LDE|Y BT

WOFNET, AnyConnect 7 T4 7 > b BEREE Y 2 — /L & VL —T R o —ZBEfT £,
VPN = —H—78 ASA (#5645 & X2, ASA L Z 45D AnyConnect 7 71 7 > b HERET
Va— NV ETZY KRS haryBa—FIlFyra— KL TA VA M=V LET,

3D BRI

ASAlcEZF L, Za— L ary 7 4 Xal— gy ET—REBBLET, Ze— 3L o
Y7 4 X2 b—3 3 E— RTiX, ASA X hostname(configyt 71> 7 F & F R L E T,

AnyConnect ¥ 5 4 7 > k HostScan .



AnyConnect 7 5 14 77 > | HostScan |
. JIL—TRY) —~® AnyConnect ¥ 54 7> b BWEEE S 2 —ILDEIY BT

FIE

RTFYT1N Xy hT—2 24T N T2 RARONE I N—T KD v—&BILET,
group-policy name internal
1 -
hostname (config) # group-policy PostureModuleGroup internal

RTVT2 LI A—T R v—%fmELET, Z0avr REANLE#KIE, JA—7 R v—=a
Y7 4Xalb—ar ET— KO 17 b hostname(config-group-policy)# N F/R S E T,
group-policy name attributes
il -
hostname (config) # group-policy PostureModuleGroup attributes

ATV T3 IN—F R —webvpn 2> 7 4 Fal—varB—RElBLEST, Z0avr Rae AR
L7211, WITRT ASA O a7 ERF ARSI E T, hostname(config-group-webvpn)#
webvpn

ATy T8 T —THNOTRXTO2——|Z AnyConnect 7 74 7 > F HEEE Y 2 — LR X 7 n— K&
noEor, IA—7R ) —ERELET,
anyconnect modules value AnyConnect &3 = — /L 4

anyconnect module =~ > K@ value 21X, IROMED 1 DLLEERET D N TEEd, Bk
DEY 2= VERET L2HEIE, LA D o~ TREY 97,

fi& AnyConnect & & 1 —)L/i#EESR

dart AnyConnect DART (W& LN LAR— kY —1)

vpngina AnyConnect SBL (12 7' A L Hij0> fLEh)

RAF ¥ Secure Firewall 78 A2 F v /HostScan

nam AnyConnect x> h U —2 T/ A v Fx—T %

none T N—"" R =5 TOD AnyConnect E ¥ = —/L % HIlR

TOHGEIHENLET,

profileMgmt AnyConnect & # b > %/l VPN
i -

hostname (config-group-webvpn) # anyconnect modules value websecurity,telemetry,posture

EVa— D1 OFYIBRT AT, RELEWEY 2 — VOEE T EIEE Lo~y REFE
BLET, 21T, 20a~vr RiZWebtFal) T4 EV2—L2HIBRLET,

. AnyConnect 7 5 4 7 > b HostScan



| AnyConnect 7 5 4 7 > I HostScan
HostScan/Secure Firewall 78 X F + B5&E & .

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

ATFYTE Frar 74 Xal—varkT7Tvia AEVICRFLET,
FHlnary 74 Xab—ya URNERICT T vya AERVICRFEINS E, [OK] &V H Ay
T—UNRRIN, WITRTASADT v 7 MRFRRZIVET, hostname(config-group-webvpn)#
write memory

HostScan/Secure Firewall 7R X F +v B &E & i

HostScan/Secure Firewall KA F ¥ N2 RARA >V har Ba—2NHRAF ¥ 7 LT vy )b
I LT-21T, HERATEHT 272018, #A4F7Iy 7 72782 KRY —0OFKIE, Lua DX
ORI EDY TV = T HMENH Y £7,

LD Ny 7 OFEHIIOWTIX,  [Cisco Adaptive Security Device Manager Configuration
Guides] 2L T 7EEW, F£72, AnyConnect 7 74 7 > b T® HostScan/Secure Firewall

RATF ¥ OEEDFEMIZ OV TIL,  [Cisco AnyConnect Secure Mobility Client Administrator Guide.
EZRL TSN,

AnyConnect ¥ 5 4 7 > k HostScan .


http://www.cisco.com/en/US/products/ps6121/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps6121/products_installation_and_configuration_guides_list.html

AnyConnect 7 5 4 7 > | HostScan |
. HostScan/Secure Firewall 78 X F v B8:&@ & #}

. AnyConnect 7 5 4 7 > I HostScan



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



