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FLHEDO VPN — RRZ o TN —T Rl ETHZ LIt »> T, VPN E— KT
///77w%7% RELET, 2L, BAEIP 7 KL A, UDP A"— bk (MLEIZG T
T) . BEXOITA—T7D IPsec HMENGENE T, A —TIZSMTHTXTOT N
AR, TNA—TNTOT A ZADERNEAZBRE | [Fl— O 7 N—T AR ET Db
ERH Y FT,

¢« TNRAATVPN B— RNRZF U TR, NTV I T RLARETTA_X—FT
RUVAZREDTNA ABEEFEDOTART 4 HERTDHIEIWZEY, BINTEHT 3 AEHRE
LET, ZTNEDHEIZT NS AL > TR F77,

DOV RDINTY AL BR—DITARETSAR— B —T (R

VPN — RNRZ o T T N—T DTN, AFONRT Vv WE) A v X —T A AT
A=K (HNEB) A v F—T =2 AERET DI, WOFNEEZFEITLET,

FIE

AFYT1 VPNE—RRFov v/ ar 7 4¥alb—i gy ®—RT, lbpublic¥—U—F&fELT

interface 2~ > R&E AN L, ASAICRT Y v A L H—T =2 A RAEHRELET, ZOa<wy

B M T7RASEYUTaATLay
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VPN O— RNV T —TRMEDEE .

RiZ., ZOF AL ZAD VPN B — KRG T DNRT Y v 7 A4 B —T = A ZADL4H]
FRFIP T RLRERELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

AFY T2 VPNu— KRS/ arv7 4 Xalb— gy F—RT, |bprivate ¥—V — REZFEEL T

interface 2~ RZAJJL, ASAIZT TA R~ A U H—T A RAERELET, ZDa~=
VRIE, TOFNRALZAD VPN B — KRG v DD DTFTA _X— K A BZ—T A AD
SETEIZIP T FLAZIEELE T,

% -

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

ATV T3 ITN—THNTZDT A AZEN Y THEENEN 2R E L ET, [Ho®MET 1~ 10 T, #

TNENLIE, T3 ADRENEE 72ITEFOT 0 L7 X TRENEAELTZEXIT, ZOT /A A
WITN—TF 4 L7 ZiZebafetasRk LET, BRUEMEZEHKET D E (& 2iE10) |
ZDTNAAWTN—TT 4 L7 ZITIa D REEDR @< 720 £,

5 -

el 2T ZOT AL AT N—THNTORFEIAM 6 ZFH D B THIZIT, ROa~xr Fae AT
L\i‘é—o

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

AT T8 ZDOT A A ZFy NT—7 T RVAEHREERAT D551, T3 AZE D 4T H7-NAT

VPN O0— kN

7

T RLAZHELTCnat 2~ REANLET, IPUBLONIPV6 7 RLAZERT L, T
INAADRA NG ERECTCEET,

51 -
7-E 21X, ZDOFT A ZITNAT 7 KA 192.168.30.3 B L1V 2001:DBS8::1 2% 0 24T A1,
WDa<ry ReEATTLET,

hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

OO N—TEHNEE
TN—THNDETFTNRA ZAD VPN B — RS o o P —F B ET 5121, O FIE
FEITLET,
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B vwno—rns oy —TREORE

ATy

ATy T2

ATvT3

ATvT4

FIE

Ja—/\)v a7 4 ¥ alb—3 a3 E— FTvpnload-balancing =~ > R4 A/ LT, VPN
B—R ARV T ERELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z LT vpn-load-balancing 2> 7 4 ¥ 2 L — 3 T— RIZADZH, T2 THEYOr— RN
TV TR ERETEET,

ZOTNAARBLTND I V=T DIPT FURAETFFEREM FAA AEBELET,

Zoawy RiE, VPN — RT3y v P PN —F k&2 RTH—~DIPT FL A £ 721X FQDN
ERELET, ZV—THNOTRTOASABNEETET7Y v 7% 73y hOT KL A
WT, IPT7T RLAZRIRLET, IPvd 7 RLAEILIPV6 7 KL AZFRETE 77,

% -

7 2iE, RIEIP T RL 2% IPv6 7 R L2 2001:DB8::1 IZERET ST, (kDa~r FEA
HLET,

hostname (config-load-balancing) # cluster ip address 2001:DB8::1
hostname (config-load-balancing) #

ITN—TR—=F eRELET, Z0a~vr R, ZOTAL ANRSNMT 5 VPN 2— RNT
VT ITN—TDOUDP R — NEfRELET, 7 74V MEIX 9023 T, BlOT 7Y r—g
YCZDOR—=EIMERHESNTWAIGAEIL, =n— R AAZ 72T % UDP O%E5EAR— k
K re AN LET,

B -
722X, IN—T R — & 444 [ TRET DI, ko~ FEASILET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(EE) VPN uE— RS oo P —F 2%t 4 % IPsec Wi BAbE A 2—T I LFET,

F7 4 F IR IR I NE A, ZDa<wr RiE, IPsec B2t x4 X —7 VET-IT
TAE—=TNMILET, ZOF =y 7 BEEERETH2HE1T. FTHAMELZEE L TRIET
HULBERHY FT, VPN 2 — RT3 77— ND ASA 1. IPsec 2 LT
LAN-to-LAN F U FUBEHTHEE LE T, 74 A TEEINLITXTOr— RRZT v
TIEMMEE AL END KO+ 512k, Zo@EtEs A r—7 iz LET,
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| MF7R45EYFAATay

ATy T5

ATvT6

VPN O— RNV T —TRMEDEE .

GE) VPN B — RRZ v 7 T N—T OS2 ERT 221X, £7, WA ¥ —
7 A A%HE LT oryptoikevlenable 2~ R&FEITT 52 & T, WA ¥ —
72 A ATIKEVl ZA X =7 /T HRERHY £3, £ LRWgE, VPNr—
RNRG o T N—T DB EREL LY ETHE, =T — A vB—UNRER
SNET,
TN—T DO 5AbZ % E LT & ZIZIKBVl 24 1 —T ML ThH, I A—T~DF
NAADBINEFHET DENT « =T M LT=EA1L, participate=2~ > K& A
NTHLxT—RAo—UBRERIIN, TOTN—TIZ% L THEBLIZA F—T7 v
2720 8 A,

1 -

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

T N—TF DR T A F—T T DA, duster key =~ > K& AJ) LT IPsec LA T
LIRETHOMERH Y F7, ZDa~<r Rk, Psechi5{ba A Fx—7 ML ThHEAE. IPsec
ETRICHEEREARELET, Ry 7 RACANTLHEIE, EHTH7AX VA7 LFE LT
KRINFET, TTEEELENTEXF—ZANTHLERD GG (T8 21X, MO
o —L7=%—) 1%, cluster key8key =~ KE AN LET,

1 -
728 2 iE, HAWBEBRE 123456789 [Z5RET DL, kDa~<r FEANLET,

hostname (config-load-balancing) # cluster key 123456789

hostname (config-load-balancing) #

participate 2~ > K& AN LT, ZN—T~DZDFT A ADBIMNEA X —T M LET,
i -

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDEZRY

BELD ASA /) — Ri3a— KR Z v 7Dl 7 /v—7{b.Z L, AnyConnect 7 7 A 7 2 K
Bfilc 7 — 7 URL O AN M E 256, flx DASA /) — R TUTEITHLERH Y 77,

R VE— " NT I BRGS0 T AN, K — FNART U RET R (IPvdB &
W IPv6) DY )L—7F URL R ELET,

e ZD/—FKDVPNE—RKRZ 27 X7y 7 7T RLRIZKH LTI L—7 URL &%
E[/ij‘o

INCAYFIVEEE AP |
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B et asmALEY LYY a0 D 2—T i

tunnel-group, general-attributes, group-url =< K& LT, kD7 /L—7 0 URL Zi%E
LET,

TEBEH A VEREFERALEVEALY D3 0D/ =T I)LE

&

ATy T2

ATvT3

ATvT4

F 7 R TIE, ASAIZVPNE— ATy 7DV E ALY N TIPT RLAE T 27 54
Ty MIEELET, DNSAHICESGEHERNMEH SN TV AELE, A NA—T A R 2T H
AV7 NEND EZOFEHEIIENC/2Y 9,

TOASAIZIVPN R —RRT v T 472 LT, VPNZ 747 v MEGERID A
=T NA R (T NV—TNORHD ASA) [V XA VT "NT5 LI, DNSWLy 7T v 7%
LT, TOANR=FT A A0 GMBIPT KL ATIERL) 2B KA A 4 (FQDN)
EEETEET,

VPN — RT3 78— RCREEM NAA 4R LIZ) XA VY baAf x—T L E
FIET 4 =7 M T 52, Fa— L ar 7 4 X o L—v 3 E— KT redirect-fgdn

enable 2~ REFEHLET, ZO;MEX. T 74V M TET =7 MR >TWET,

1R BHIIC
TNL—TFHND VPN B — RNRG U FFRL 20T _RTONEBLONE Ry N —2 A
B—T A A, WUIP Ry U —27 FICHET HHERNH Y 9,

FIE

VPN 12— RKXF 7 CTO FQDN Off % A % —7 Wz LET,
redirect-fqdn {enable| disable}
i -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) #

DNS H—X— |2, K ASANA o A —T 2 A ADO= M) ZBEBIMLET (= MU BNFEHEL
RVEE) o ENENRD ASASEIP T RLRIZ, Ny 7 7y 7RICEDT LA ZEEA T
HDIIZDNS = FUDNHRESNTWDORERH Y £, ZHAHDODNS = kU LTIE,
WLy 7T v T HA FX—TNWMCTHLERHY £,

dnsdomain-lookup inside =~ > RZfEH LT, ASATDNS/V >/ 7 v 7 h A X—T I LE
9, inside DA ITIL, DNS = 8= ~D)L— h BEATLED A v X —T = AHFFE L E
7

ASA TDNS ¥ —_—1P 7 FL A% EF LET, I : dns name-server 10.2.3.4 (DNS H—/3—
DIPT RLRA)
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>

VPN O— K /N5

veno—k nsvvusniEs ]

VU DERES

HEADVPNO—K /NS> U5 CLERE

WIZ, BREM RAAL LDV EA VT NeA F—T ML, FN—TDNT Y v
A HE—=Txf Ak test LIEEL, V=T DT FTARX—h 4 X —T =1 A% foo
EHRETHA A —T oA Aa~vy ReEte, VPNR—RRT vV avw s Ri—
T ADEIERLET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) # participate

VPN O— RN\ U U T EHRORTR

VPN 0 — KRG U P T N—T"DF 4 V7 XX, 777 4772 AnyConnect 7 7 A 7

tyvar, 74T MV REYyay, FLTEESNHIBEZILT A & AEHIBRIC
SR RTFINE Y a v BNhD I N—THNOKEASAND A v —V 2 EMEICZE LET,
TN—THNDH D ASA DEEN 100% W ENWTHD ERENIEAE, INV—TFT 4L 4
EZCH L TEBICERE Y XA V7 FTHZLIETEETA, ASARNSITNTHD LR
ENTH, 2=V —C Lo TIET 7 T 4 TEIIFEHAGHREL 2D, T4 A2 HET
HEREMEDNH D 97, EREFE L LT, By a AR TIIR< ., By a VAR BIET
I T 4 TIRREDE v a VB EGIWTEHNE ASA IC L > TIRESNETASA a~v 2 R 77
L AD-sessiondbsummary 2~ > REZSR LT ESW, 2F0, ET VT4 7y e
NITN—T T 4 L7 ZITHESNEEA, ASAW GET 77477y a itk ->70)

W WIS TWDHETH, Z—77 4 L7 ZIINEEIL U T2 ASA 125 i
UZA VL7 MLET, ASABH LWERZZET 2L, RVELIIFET 7T 4 7o TV
EyvarBe s FT7EN, HILWERPNZEDO T A B AL EHEET,

WOBENL, 100D SSLEyay (FTI7T7470DH) & 2% DSSLAWERLTWET, I
NEOHFIZIL, FET 7T 407y a TG ENTWERA, DFD., FET VT 4772
Ty g I VPN B — RT3 U FOARIZHZ ONER A,

hostname# show vpn load-balancing
Status : enabled
Role : Master
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Failover : Active
Encryption : enabled
Cluster IP
Peers : 1

Load %
Sessions

Public IP Role Pri Model

192.168.1.9 Master 7
192.168.1.19 Backup 9

192.168.1.100

IPsec SSL IPsec SSL
ASA-5540 4 2 216 100
ASA-5520 O 0 0 0

NTFRLFEYTa AT ay |

VPN O— kNS VT DKRERRE
#

BES Jyy—= BERETRR
VPN 2 — RRZF oo 7.2(1) ZOMRENEAINE LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



