ERAT DHIIC

Z DETIL, Cisco ASA OfE % BtrT 2 FIEICHOWTEIH L £,

e av Y RIA L A H—Tx2A A (CLI) DAy —nL~DT7 78X (1—)

« ASDM 7 7 B ZDHEE (9 2—)

« ASDM DOt (13 ~—)

« ASDM BIEDO I A X~ A4 X (14 _—7)

s THAEOT 7 40 bRE (16 2—)

T TIAT U AEITT T v M T — L F— R~ Firepower 2100 D% (36 ~2X—3)
« IEORM (38 X—)

«ASDM TOHOa~< > RIA A H—T oA A Y—)LOfH (39 2—)
O EEE O (40 X—)

AR RSA M3 =4 (CLH) a2y —I)LA
DT7IER

ASDM 7 7 & ZADIEAH 2R EE ., CLIZMH L TITHOBERHIBELRH Y £7,

IR EEITHIIE, > Y — b R— IO EECLIICT 7B A LET, ZD%, #unique 39
IZHE> T Telnet £7-1XSSH A LT, VE— K 727 B REZHRRETEET, VAT LRTT
WZwNTF arTHANE—RTEELTWALEIE, 20— R— R NITI78RATHEY
AT DDFETAN—ZITAY £,

CE) ASAVO IV — )L T 7 BRZONTIL, ASAVD I A v 7 AF— KA FESZRLTLEE
W,

ASA/N— KRz 7FEIKISA3000 22— ILADT IR

TIIAT VR Ay ) — U7 72T B0, ROFIEIZHENET,

| IRy |
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B ossan—roz7ErREIsA0 2 Yy —LADT o R

ATy

ATy T2

ATvT3

RTv74

FIE

fHEaoaryy—n  r—TNEFHLCaryta—FEday VY —)LiR— MR LET, ¥—
SN 2 L—F EEREE N0 R —, T—HX Ey 8, RNUTF 4L, ARy T EY L
1. 7a—#l#Z2 LICREL T, v Y —/UZEmR LET,

=)L =T NDFEHMZONTIL, ASADNN— R =7 A4 REBRBLTIEE N,

Enter ¥—Z# LT, ROT v T IMRERREND T EEMHERLET,

ciscoasa>

Zo7r 7 hME, 22— —EXECE— R TEELTWHZ LERLET, =—3— EXEC
F— T, EARa~v L FoOLEHFEATEET,

i EXEC E— RIZ7 7k AL £ 7,

enable

egnable =2~ FEEUIIAT LT L X2, RAT—RFAEFTALHIITRKODLNET,
1

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%*

Repeat Password: *****x

ciscoasa#

BELSNDT R TOavy NiE, BHEEXECE— RTCHEATEX 4, FHEEXECE— Kb =
V74K al— a3 ET—RICADLZELTEET,

BT — RE2K T4 5121d, disablea~> R, exit 2~ F, £/ quit =~ FE2 AL
\iﬁqo

Ja—)Lary7 4 ¥al—yaryE®—RZT7r7E8ALET,

configureterminal

51 -

ciscoasa# configure terminal
ciscoasa (config) #

Ta—N)Lar 7 4 Xal—varE— RNLASAORELZMBTEET, /n— L ay
TA4Xal—varET—REKTT503, exita~> R, quita~> K, £idend o~
REATTLET,
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Firepower 2100 75 v k 7+ —L E— FDavy—L~n7 o1 2 [

Firepower2100 75w F 74— L E—FDOA VY —IL~ADT IR

ATy I

ATy T2

ATvT3

m@wammzyy—wf T FXOS CLLIZ#5kt L £9°, WIZ, FXOS CLI 225 ASA =1/

V=R L, FERD Z LN TEET, FXOSIZSSHE T 5858 1%. ASACLIIC b #ft
TEET, SSH M B OHET 2 > Y — VG TIE 2728, FXOS SSH ###5i0> H %D ASA
Bfi 24T 9 Z LN TE £, [AEEIC, ASA IC SSH Bkt 4 24 1%, FXOS CLI (28 T& %
7

1R BHEIIC
— IR CE o Y — VEERIT 1 D7 T, FXOS 2t Y — i ASA D Y —)b
W T D356, Telnet £ 7213 SSH #5056 L IXHEL D | Z ORI KRBT,

FIE

B oy Ya—HF%&ar YV —/LR— MIEHE L £ 9, Firepower2100 (21X DB-9toRJ-45> U 7
VI —TNRR L TWA TS, BT 2703 — K X—F 8o ) 7L to USB 7 —
TNANMETT, THEHOFNL—F 7 VAT MINLERUSB Y 7L RIA & 0§
AV AR—=NLLTLEEN, WO Y TAREERHERLET,

* 9600 7R —

P8 T4 By R

e NUT 472 L

IRy T EY
FXOSCLLIZ##ii LE T, =2—H— 7 LTy B AN LET, 7740 hTiE admin
=P =L F T3 hDONRRAT— K AdMin12B3 2L Tr /A4 o T&EF9,

ASA IZHERE L E 9,

connect asa

1 :

firepower-2100# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

it EXEC E— RIZT7 78 AL %7,
enable

enable 2~ RERVICAN L L X0, RRAT—REEFET L LI ICROLNET,
Bl -

ciscoasa> enable

IRy |
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ATvT4

ATy TH
ATvT6

Password:

The enable password is not set. Please set it now.
Enter Password: *****x*

Repeat Password: ****x*xx*

ciscoasa#

FELSNDTRTDa~wr NI, BHEEXECE— FTHEATEX 4, BHHEEXECE— b o
V74X al—i g EF—RIIALZLELTEET,

FRHEE— R TT5I121E, disablea~ > B, exit 2~ > K, Fidquit 2~ REZATL
ij‘o

Jua—N)Lar7 4 Xal—ary B—RIT 7 EBALET,

configureterminal

1 -

ciscoasa# configure terminal
ciscoasa(config) #

Ja—r a7 4 X al—yarET— RNHASADORELZBTEET, Fao— Loy
T4 F¥al—aryE®—RE2ETTHI03, exita~v R, quita~v>r R, £idenda~v
READTLET,

FXOS =2 Y —VIZRDIZiX, Ctrl+a, d EATILET,
ASA |2 SSH #6t9 554 (ASA TSSHT7 7 B RA&ZRELT-%) . FXOS CLIIZ#k LE7,

connect fxos

FXOS ~DFFEE RO HNET, T 74/ bO2—H—4  adminB L/ A T — K : Admin123
AL ET, ASACLIIZKE DL, exit & ATIT 570 F7213 Cul-Shift-6, x E AT LFET,

1 -

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FX0S 2.2(2.32) kp2110

kp2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[..]

kp2110#

kp2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.
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Firepower 1000 35 £ U210 7 754 7 V2 E— KDa>y—u~n7 s £z [

ciscoasa#

Firepower 1000 5 &K U 2100 7 75 A 7R E— kDAY —ILADT

7€XA

&

ATy T2

Firepower 1000 33 X TX2100 7 754 7> A F— R =V —/L iR— ML, ASA CLI [Z#5k L
F£7 (FXOS CLI IZH5t 7 5 Firepower 2100 77 > N 74— A F— KDV —)L L1357
£9) . ASACLINS., T TNy a—T 4 7 DO=HIZ Telnet 247 L T FXOS CLI IZH5#5¢
TEET,

FIE

BHa v a—H¥%Ear Y/ —)LR— MIEgE L £9, Firepower 1000 (21X, USBAtoB ' U T
V=T MR L CWET,  Firepower 2100 (21 DB-9 to RJ-45 > U 7L 77— /L3 g L
TWAHEYD, BT 572013 — K =7 48D ) 7L toUSB 7 — 7 VINMLETY, =
FEHOAR V=T 4 TV AT DIMEIRUSB VY TV R T A RN A A h—L L TL
72EWy (k&2 [Firepower 1010 hardware guide] F721% [Firepower 1100 hardware guide] )
[ WD) TAREEMHALET,

* 9600 7R —

87 —H v b

e NUT 4721

sl AMY T EY L
ASACLIIZH#E LET, T 74/ hTlE, av V=LA T 7R ERa—F— 7 LF oy
MEH Y Fd A,
¥HE EXEC E— RIZT7 7 BALE T,
enable

enable =~ REZEANCAS LI E 210, NAT—FEEFTL LI CROONET,
1 -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasa#

ASA TRELIEA RX—T N NRNAT— RiL, FXOSBEEDZ—HF— AT —RTLH Y . ASA
DOFRENZ R L2881, FX0S 7 =— /Lt —7 F— NIZBITLE7,

IRy |
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. Firepower 4100/9300 v —> LD ASA I —I)LADT Y £ R

ATvT3

ATvT4

BEUSNDTXTOa<wr L, BHHEEXECE— F AT £, HMEEXECE— Kb o
V74 Fal—varyET—RICADLZELTEET,

FFHE EXEC E— RA&#& T 51Ti%, disable, exit, £7ziT quit =~ FEZ AL ET,

Ja—\) a7 4Xal—varyET—RKIZT778ALET,
configureterminal

1 -

ciscoasa# configure terminal
ciscoasa (config) #

Jua— a7 4 FXal— g T— RNLASADOREERBTCEET, Fa—L o
TA4F¥alb—ra B RT3 5120%, exit, quit, £72idend 2~ RE AN LET,

({E&) FXOS CLIIZ#HHE L £7,
connect fxos[admin]

cadmin : EHE L~V OT 7B AZEBELET, ZOF T g R ELRNVWE, a—P—
DT 7 ZHETHALAMOERAT 7222203, BHET—-FTH-oTH, =74
Xal—Yaryavwlry FIMEATERWZ LIZEELTLLEE N,

=P —Z 7 LTy VD ANEZRO LN ERE A, BAED ASA 2—H—4£ 78 FXOS [T &
NAHED, BNMOw 7 A4 A3 EH D T8 A, ASACLIIZEDIZIE., exit & AT 250,
Ctrl+Shift+6 L. x & A LET,

FXOS W ClE. scopesecurity/showaudit-logs=2~ > FEZFEH L Ca—H%—T7 277 s 7 4 &%
RTEET,

1 -

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

Firepower 4100/9300 v —< LD ASA O Y —I)L~ADT7 IR

WIIERE D4, Firepower 4100/9300 & v —3 ZA— " A Y2 (2 YV — R— R, H5D
UM Telnet £721XSSH Z AL CYVE—FT) it L Ca~vr R4 f ¥ —T =4 AT
TI7EHEAL, ASA®FXx2VT 4 BV 2—VICEERLET,

| e



RS

ATy

ATy T2

ATvT3

Firepower 4100/9300 v —> LMD ASA I Y —)LADT IR .

FIE

it

Firepower 4100/9300 ¥ % — 3 A—/3/3A Y CLI (2> Y — /L E/-(XSSH) (28
ey a LR LET,

connect moduleslot {console | telnet}

Telnet #4255 2 5 - 2 FSUE, Y 2 — VIZFRFICEER O v v g VERETE, B EN
WL B T,

MOTE 22— NIZT 7B ATHEXIT, FXOSEY 2a— /LD CLIWCT 78 A LET, FD%
ASA T 7V r—3 g NIRRT AVLENH D £7°,

connect asa

1 -

il

=

L. KIZ ASA

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

B DEHEL L Th D EXEC E— RIc7 78 A LET,

enable

enable 2~ RERVICAN L L X0, RAT—REEFT L LI ICRkROLNET,
B -

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x%

Repeat Password: ****x*xx*

asat

BELSNDT R TOa~vr R, FHEEXECE— R THATE 4, HHEEXECE— R b =
V74X al—iarET—RIABZLELETEET,

FRHEE— REK T3 2I121F, disablea~ 2> K, exit a~ > R, E2idquit 2> KE AL
£7

sua—s ) ary7 4 Xal—vary T— e LET,
configureterminal

1 -

asa# configure terminal
asa (config) #

sua—s)b ary7 4F¥ab—yary E®— FEK&TT5I21E, disable, exit, £721% quit =~
Y REANLET,
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B o oro7zva—navy—n~o7stz

ATvT4

ATy TH

VAV Lk 4

\}

Ctrlca. d AL, 7V r—ay arY— 2T LTFX0S Y a2—/L CLLICEE L
‘ij‘o

FNT TN a—T 4 T DIZDIT FX0S £V 2 —/L® CLI #5550 0 £7,
FXOS CLI D A —7UNA H LR Y £,
AVY—LERTLEYT,
a) ~&AT]
Telnet 7 7° VU 77— 3 D &b £,
b) Telnet 7 7'V r—3a U &&TT 5%, WEATLET,

telnet>quit

Tenet v avaERTLET,
a) Ctrl-],. & AN

EFEoa—=I)LaAY—=IADT IR

ASA 5506-X IZ ASAFirePOWER 2 EFDY 7 N =T YV a— L&A LV A =)L L TWAEE.
FVa—ary— i ~Dkvia o EFETTXET,

G¥)

session 2~ RZFHALTASANRN Yy 7V FL—r 2N LT HA— Ry 7 Y 2—/LCLIICT 7
TATHZ LITTEERA,

FIE

ASACLI S, Y a—~Dt v g 2FETLET,
session {sfr | cxsc | ips} console

1

ciscoasa# session sfr console

Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23
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| ®m¥ 28
ASASS06W-X 74 ¥ LR 7o 2R KA >k avy—n~n7 s+ |

ASAS506W-X DA VLA 7oA RA a2 Y—ILADT7 IR

TJAY VAT IEABRALL N ar ) —NIT Z7ERATAIZ1E, ROFIAEZETLET,

FIE

ATy T1 ASACLI IS, T7HBARAL LV b~DEY g L E2FITLET,
session wlan console

1 -

ciscoasa# session wlan console
opening console session with module wlan
connected to module wlan. Escape character sequence is ‘CTRL-"X’'

ap>

ATY T2 77 8AKRAL K CLIIZOWTIE, [Cisco IOS Configuration Guide for Autonomous Aironet
Access Points] ZZH L T 7ZE 0N,

ASDM 7 7 £ X DR E

ZTE, T7HNIIHRETASDM T 7B AT B HE, BIOT 7 4/ FRENLRWGE
2T 78 AERET D HEICHOWTHHLE T,

-
—

ASDM 7V £t A D TIGHFEBED T 7+ )L FEREDFER

TRHHFREOTFT 73 a7 4 ¥ a2 b—3 3 o Tld, ASDMESRIZT 7+ /L FDXy h T —
JRETHARESNTVET,

FIE

WKDA B =T 2 A ZABLORy NU— T REZMEH L T ASDM IZ856E L £,
EHA L H—T oA AF, THHOET ML > TRRY 7,

* Firepower 1010 : %2 1/1 (192.168.45.1) . F7ZIINERA —H %> K 12 ~1/8
(192.168.1.1) , EFRA MF 192.168.45.024 %~ NU —ZICRE &I, NEFARA -
1% 192.168.1.024 % v hU—Z IZREZNET,

« 77T AT AF— RO Firepower 1100, 2100 : A —H %> K 1/2 (192.168.1.1)
FFEB /1 (DHCP 225) , WA A ME192.168.1.024 1 v b T — 7 IZ[RE S 4L
FT, FHARA MILEORY NT—U LT 7 EATEET,

| IRy |
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« 77w N7 4 —2A F— KO Firepower 2100 : FH 1/1 (192.168.45.1) , EHIA A Mk
192.168.45.0/24 %> h T — 7 IZIRE I E T,

* Firepower 4100/9300 : JEBARFCER SN EH I A T A X —T =2 AL IPT KL
A, BHBEAMMEEDOFR Yy NT—INLT 7 EATEET,

« ASA 5506-X. ASA 5506W-X : PN GigabitEthernett 1/2 ~ 1/8, 3 X O Wi-Fi
GigabitEthernet 1/9 (192.168.10.1) , PNEBAS A ML 192.168.1.0/24 % v b U — 27 ([Z[RE
S, Wi-Fi A T 192.168.10.024 IZ[BE <N ET,

+ ASA 5508-X 35 L TN ASA 5516-X : NB GigabitEthernet 1/2 (192.168.1.1) . Inside hosts
are limited to the 192.168.1.0/24 network.

+ ASA 5525-X IR - FBR 0/0 (192.168.1.1) , EEAR A M 192.168.1.024 *~ h U —
JIZRBEEINET,

« ASA : BHE0/0 CEABHNIERE) . SRR MIBEHR Y NU—ZICRESNET,

< ISA 3000 : & 1/1 (192.168.1.1) . &FFAR A ME 192.168.1.024 %~ N T — 7 IZRE
ENET,

GE) ~NF arrFXFANE—RIEFTETDHE, FRRORy NI RTEEFHL TEH
QT XA RN ASDMIZT 7B ATE S L9122 £97,

BMELEYY
THHREEOT 7 40 bi%E (16 ~=—)
~vNTF arTHAN E— ROBFMELE T
ASDM D) (13 ~<—)

ASDM 7V ERXRDHRAAZTA4 X

WOFEMIZ 1 SUEYTIE25AF. ZOFIEEHERALET,

e THHMIEOTFT 74/ a7 4 X2 L—3 3 R,

¢ NTFGUART LU N T AT U —)LE— RIZEF LV,

s INATF ArTHRAD T PIZERE LR,
TN N—TF y R E— ROBE . ASDM ISHENOEZHIZT 7 AT 572D, MEOE
HIPT RLAZHRECEX LA TV a v aHA - THHFREOT 74V ka7 4 Fal—r g
CEBMTLOZEEHRLET, ZOHICRBSINTWDFIET, Filk=—X (F 7 2Zx~X
TLyhE—RRIATF arTHFART— RORERE) BbEST, Mo ELHERT
HLENH DA ICOMER L TL 7Z &0,
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RS

\}

asom 7o £20h s34 X |

G¥)

ATy
ATvT2

ATvT3

ATy T4

ATy TH

ASAV D, BARHZ R T UV AXRT LU P E— RERETE LD, ZOFIHEIL, REL Y
VT4 o0ERHL5GRE, BARITHIIRILLET,

FIE

oY —)LIR—KCTCLIIZT ZEALET,
(AFvay) PITUART LU N 77 AT U=V ET—FRaA F—T /W LET,
Zoawry RNEF REEZ VT LET,

firewall transparent

EHA =T 2 AERELET,

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

&1

ciscoasa(config) # interface management 0/0
ciscoasa(config-if)# nameif management
ciscoasa(config-if)# security-level 100

ciscoasa (config-if)# no shutdown

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level 1Z, 1~ 100 DFTJ, 100 B b LTI,

(B SN EBAA M) B XY NUY—27 O DHCP 7— 1V ERELET,

dhcpd address ip address-ip address interface name
dhcpd enable interface name

1 -

ciscoasa (config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

FOFPICA L F—T 2 A AT RLARFGENTWRNT & ZHERLET,
(VE— MEHFAA M) FEHARA F~OL—FERELET,

route management_ifc management_host_ip mask gateway ip 1

1 -
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ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

AFw7T6 ASDM ® HTTP — "—% A X —T M LET,

http server enable

RT9T1 EHARARNDASDM ~OT 7B A& FFA[LET,
http ip_address mask interface_name
i

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

ATYT8 REERMFLET,

write memory
ATFYT9 (FFvay) F—FRevLF E—RIRELET,
mode multiple

T NRFEREINTEL, BEORTEEZEH I TXFA MIERTHZ L E2ARBLET,
ASAZVe—KRTBLIRDENFET,

151

WOFBRETIE, 77AT I —ILEF—FKN T AT LU b B— RIIEHESN,
Management 0/0 1 > % — 7 = A AN E S, BEA X MIR L TASDM 231 Rr—7
I ENET,

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

BENE YD
T REDT 7 4 L R EDE I (18 ~—)
TrAT U F—LET—FK (V7L E—F) OFE
ASAN— R =7 £721FISA 3000 2> Y —)L~DT 7 A (1 2—=)
ASDM D) (13 ~<—)
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| w7 amc
asom oiesr i

ASDM O #C Ef

ASDM %, IRD 2 >DHETEETXF9,

cASDM-IDM T > F ¥ : T F vid, ASADNSH Web 7 I UFAFEHL THF Y re—REN
BT TV r—a T, ZNEERATAE. EEDASAIP 7 FL R IZEH TE £,
o> ASA IZEe T 256, JV Ty 2HEX Ve — RT3 0EEIH D FHA,

« Java Web Start : FHT 25 ASA T &L I1Z Web 77 U TEEfE L T, Java Web Start 77V A —
VarvEREFELFENTILELRH Y FET, FETa B a—XIZva— My FER
FCEET, 277U, ASAIP 7 RFLAZEIZya— bbby bESITHLERH Y £7,

\}

GE)  Web Start ZfEHT2HA/IE, Javax ¥ v 227 U T LTLEEN, 7 U T LARWEA,
Hostscan 72 E D1 7 A U EIAR Y U —IZHTHEENKRDOND A[REENH Y £9, Z OREIX
TUoFxEFHL TOIEHEAICERELEEA,

ASDM TiZ, BHOZDIZHID ASAIP 7 RL AZBRTE EJ, 7 F ¥ & Java Web Start
DOSREDEVT, EIT, 22— —DFEHNTED L 9512 ASA IZH L. ASDM Z #1352\
&) D i‘é‘o

Z 2Tk, FTASDMICEET 2 TEIZOW TR LE T, KIZT T+ F721% Java Web Start
2 LT ASDM %2 &7 2 FIEIC O W T L £,

ASDM [E 17 —# /LD \Users\<user_id>\.asdm7 4 L7 FUNIZFx ¥ v o, 1n7 | BLUER
EO7 7 ANERAFL, TempT 4 L7 M UWIZH AnyConnect 727 7 A VIR ED T 7 A V%
RIFELET,

FIE

ATYT1 ASDM 7 747 hELTHRELIE a2y Ea— ¥ TRO URL Z AT LET,
https.//asa_ip_address/admin
GE)  http// °IP 7 RV A (57 4V MMIHTTP) TidZe< ., %3 https// ZfE L CTL 72
SV, ASA L, HTTP K% HTTPS ICHERIICHERE L /A,
WDRH %D ASDM BN — U NERINET,
* Install ASDM Launcher and Run ASDM
* Run ASDM

* Run Startup Wizard

RATYT2 FUoFxaFUra— RT3, RKOFIEEZFTLET,
a) [Install ASDM Launcher and Run ASDM] %= 7 U v 7 L¥ 7,
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b)

¢)

d)
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=P —Z L RAT—FRDT7 4 — /)L REZEOEFIZL CGIRA A M—LDEE) | [OK]
27V w7 LET, HITPSFEIENRESN TV RWEAIL, a—HF—LB LIRS R2—TIL
NRAT—R (F7 4/ b TZ2A) ZATLARWTASDMIZT 7 A T& %9, CLI Cenable
g RERIICAS LI &I, NAUV—REEETL L9 IRk bNET, ASDMIZ
arsA Lz EiciE, ZoEEREHEINERA, EHOEFICLAEWELSIZ, TEXS
PR AR—T NV NRRAT—REEFETLH LaBEIO LET, mA R, FAAL U4,
BIUOAR—=T N RAT— R Telnet ' SATU— FOREEZSRLTLEEW, £ HTTPS
WAEE A X —T M LT E, 2——4 LS oA T —RFREALET, &
AEREATRWGAETH, B/ A4 VlET (2= —A%ET 77 DOFEFIZLRNT)
A=Y= L RAT—FEANTHE, ASDMIZL > Tr—h/L F—F _X— 2 T—FH)N
Frxvl INET,

AVARN=T% a3 Ea—FIRFLT, A VA =T EHLET, 1A M—LRFE
T4%&, ASDM-IDM 7 > F ¥ N HEIICBA & £ 97,

BHEIPT RL A, BLXORI U2 —F—£Z L2 T— R (FHA v A F— L OEAITZER)
ZANL, [OK] %227 U >7 LET,

AT w73 Java Web Start 29 5121%, RO FNEEZETLET,

)
b)

¢)
d)

e)

[Run ASDM] % 7= (% [Run Startup Wizard] #7 U v 7 LE 7,

Ta T INRRRINTEL, Ya— NIy hEI UL —HIREFELET, AV a v
T, 77V =y a B RAETICHAS 2L TEET,

v a— kA Fhy6 Java Web Start Z @) L £ 97,

RRSINTZHEAT R TRy 7 A>T, ALE O ELZ I ALE T, Cisco ASDM-IDM
Launcher A F/R S E T,

PG ERAT = RO T =L REZEOFFICL (FHHA A b—LDOHA) | [0K]
Uy LET, HH%mﬁW&Eéﬂf%ﬁ%ﬁAi\l%ﬁ LBXOA =TI
NRAT—R (F7 4/ FTZH) AN LRWTASDMIZT 7 A T& £9, CLI Cenable
:va%mm_AﬁLtk% 2. NAT—REEFETLHLITROLNET, ASDMIZ
nJyA4y eI, ZOoEEREASNNEYA, ZADOEFICLARNEL I, TEXD
PR AR—=T NIRRT = REEET L 2B LET, RA N, RAAL U4,
BEIOA Rx—T N /AT — R & Telnet’SA T — ROFEEASR L T ZEV, iF : HTTPS
RAEE A X — T M LTeHmE, 2— A LBl oA T —REASLET, #
FERNENTRWGETYH, /A VEHET (=Y 4277 7OFFITLRNT)
2P —HLNRAT—=REATHE, ASDMIZLoTr—HN T —F_X—= 2 T—HKN
Frxv 7 INET,

ASDM BHMEDH R 2 <A X

TAFT T 4T 43FAEEL A A F—/L L TASDM % EFICEEIT 5771 T2 <. ASDM bt —
TAEVEBERKTDHZELTED20, LV REWVWFA XD T X2 lb— g BUET
%i‘é—o

| e


asdm-714-general-config_chapter22.pdf#nameddest=unique_54
asdm-714-general-config_chapter22.pdf#nameddest=unique_54
asdm-714-general-config_chapter22.pdf#nameddest=unique_54
asdm-714-general-config_chapter22.pdf#nameddest=unique_54

| ®myzwis
ASDM 07 £ 725 1 7 1 EHEDA V2 t—L [

ASDMD7 A ToT4 TAEBHEDA X =L

Java 7 Update 51 LI %9 2454, ASDM 7 v F ¥ IZIHEHH CTX 2REHENMLECTT, FE
HEOEMHL, BCEAMNEZOIDGEHEL A VA M—LT5 2 LIZX - TRHICH -9 2 &
NTExFET, FEHEEA A b=/ 5 F T, Java Web Start 21 L C ASDM % L&+ 5 =
ENTEET,

ASDM THEFHT 272 DICASAICHC BL SN-IDFFHELZ A VA h—L L, JavaZ A LT
SEREA BT AICIE. KO~ T AV EBB LTI,

http://www.cisco.com/go/asdm-certificate

ASDM > 74X l—3 3> AEDEX

ASDM THR— h ENDHERKRET A XL S512KB T, 2DV A X&2BzrL, X7 4p—~
VADMBENELDHZENHVET, iR, arTv 4ol —aron— FRHIE, %
TLiEary74Xal—yarDEENRAT—HZRAZAL Tl Ry 7 AFEREINET, 20
LE, A AXDODKRENVTL T X2 —2 a3 Tl ASDMIZk > CERFa sy 7 X2 b—
Ta VO THONTWT S, 2T LB M1k L, #ERTFIrEnTWnWE ko1
RZ2FET, 20X RRMPRELIEEAIE. ASDM VAT A b—7 AE Y OHERZBRGHT
HZEEHESELET,

Windows TOASDM O 74 XaL—> 3> AEDEX

ASDM bt —7 AU P A XEWKTHI121E,. ROTFNEZFEIT L Crunbat 7 7 A LV EFRE L
iﬁ‘o

FIE

ATFYFT1 ASDM A VA =T 4 L7 FU (7z& zIE, C:\Program Files (x86)\Cisco Systems\ASDM) (Z
BEL £,

ATV T2 {EFEODTF AN =T 4 X &AL Crunbat 7 7 A VEREL ET,

AT w73 Tstartjavawexe] TIHAEDHITT, [-Xmx] OT VT 4 v 7 ABMWEGIEEEEL, BHO
t—7 YA XEEELET, =& 21T, 768 MB OHA1T -Xmx768M ICZEE L. 1 GB D4
1T -Xmx1GIZEHE L E1,

RTv 74 runbat 7 7 A LVERIFELE T,

Mac0S TOASDM I T4 Fal—L3» AEYDEX

ASDM & —7 A E U YA ZAZHRT DHI2IE, WOFNEZFEITL Tlinfoplist 7 7 A LA fRE L
£7.
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AT v F1 [Cisco ASDM-IDM]| 7 A 22> %47 U 7 L. [Show Package Contents] %8R L £ 7,

AT v T2 [Contents] 7 # /L& T, Infoplist 7 7 A VXTI U7 LET, BEEY—1LEAL LA —
LML TWEEEIE, TANTA VAR ITAZ2THEET, £ TRVWEAIE, TextEdit T
(IR

AT v 73 [Java] >[VMOptions] T, [-Xmx] OF VL7 (v 7 AP WZFHNELET L, LERe—7F
A XERELET, 7oL 21, 768 MB DA 1E-Xmx768M IZZE L, 1GB D&% -Xmx1G
WICEBLET,

<key>CFBundlelconFile</key>
<stringrasdm3Z.jicng</string>

<key:=VMOptions</kev:
<string>-Xms6dm —me512ﬂ</string}

<key>CFBundleDocumentTypes</key>
<arrays

ARTFYTEd ZOT77ANBuy I ENDHE, ROLIBRTT—NERENET,

The file “Info.plist” is locked because you
haven't made any changes to it recently

i / If you want to make changes to this document, click
. Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

|5 Unlock | :_ Cancel | [ Duplicate -

HEE4

ATw TS5 [Unlock] #27 Vw27 L, 77 A VEREFELET,

[Unlock] % A 7 0 73R > 7 ANERSNRNGEIL, =7 4 X %4 T LE7, [CiscoASDM-IDM]
TAar&427 Y w2 L, [CopyCisco ASDM-IDM] %8R L C, EHXALMERNH 250 (7
A7 by TRE) VT ET, 2%, Zoav—nbe—7 YA XEEELET,

TIHEHEROT 74 )L FEE

THHWREDOT 7 4LV RREEIL, YAIBH LWV ASA IZEALzary 7 4 Falb— g
<7,

| e
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ramEEorIrrgE ]

¢ ASA5506-X : THHMEFDT 7 4L FiREIZ L D . BERENER/AMT R EN BRI /20 £97,
WA v F—T =2 A A D ASDM 2 L CASA ZEHTEET, NEA v F—7 =4
I, MAN—T 47TV T EFERLTT Y vy JA—TICRESINET,

e ASA5508-X 33 J.TR5516-X : THHIMREDT 7 /L FEREIZ LY . BEEENERIN R ENE
N0 £9, ASA L. WEHA v Z—T7 =4 A5 ASDM 2 L TEB X £,

ASA 5525-X ~ ASA 5555-X : WEHHDOA L X —7 = A AT THHERIEOT 7 3L FEREIC
LoTEREINDT-O, ASDMEZFEH L TCZDOA v —T oA AL TEREEZTE T T
%\ij—o

Firepower 1010 : L HATRFOT 7 4L FEGEIZ LD | BEEENE MR EN AR/ 0 £
T, ASA X, BHA VX —T =2 A AETINEAA v F R— k2D ASDM Z i L CF
HTXxET,

Firepower 1100 : TIGHATREDT 7 4 /L REREIZ LD | BEREPNE/AMIMER EN AN D F
T, ASA X, BHA U H—T 2 AFEIINEA » F—T =4 A5 ASDM 2 LT
BHETEET,

Firepower2100 : 75~ v 74 —A F— K (T 74V 1)  THHEWREOT 7 4 /L FE%E
(XD BREPIEIMI R EN AN /R £97, ASA X, BHHA L H—T = A XD
Firepower Chassis Manager & ASDM % fli [l L T #ECT& £,
TTIATVAET—R: TTIAT LV AET—RIIEETDE, THHFEOT 7 4L b
BEIZ LD | BERENE/ANT R ED AN/ £7, ASA T, BHA V¥ —T A A ET
IXNERA > H—T7 = A A5 ASDM Zfi I L THEECTX £9,

Firepower4100/9300 > ¥ —3 : ASAD A X K70 v £7-137 7 A X ZRIT D54, &
BHOA U H—T oA RAITHHFREOT 7 /0 FEREICL > THREINHT20H, ASDM
PEHL TS v Z—T oA AT L TREXTE T TX X7,

ASAV : NANR=NAPFIZL - TIE, BAO—EEL LT, HFEHHADOA 2 —T = A ZEA
HE WHORAEEARE) Lo TRESNHTZD, ASDMEHH LTI OA ¥ —
T A AL TREEZTET CEFET, 72— A —NR—IPT7 RLALRETEET,
F/o, MESLTC, TIEHEEOT 740 b arv 74 Xalb—varazftsz
EHTEET,

ISA3000 : L3RR DT 7 /L hi%EIL, A TAR Y bV —27 EOTXTONER L U4
WA E =T oA ABER LTz, BERRR T VART LU N 77 AT U —)L E—
REXETT, ASDM Z#fEH L CTEIA V¥ —T7 oA AIZHEHE L, *y hT—27DIP T R
VAZRETEET, "= RT =T A RNRF20DA o Z—T = A AXTITH L THED
272> TNWT, TRTDINTI T4 v T3 ATA U Z vy T E=XHHE— R TASA
FirePOWER &2 2 —/VIZEEENET, ZOF—FTiX, F=X V7 HHTOHL T
7 4 v 7 OEBA R U — LN ASA Firepower ¥ 2 — /LICEE SN E T,

TIIAT v ADEE. THHREOT 7 4L FiElX, THHMEOT 7 40 FREN KT
VAT L hE— RTORMEMAATEE?R ISA 3000 Z[R&E, V=T v R 77 A T U4 —/L E—
ReEv o Znar 7 A ME— FOLTHERTE £7, ASAv 3 L U Firepower 4100/9300 -  —
T OBAE, BARRIC KT AT LU N F—RERIEIA—T v R E— RE2BIRTE E9,
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G¥)

TG fAEFD

A A=Y TrAne (BEN) T7408 ar74Xab—v a2z, log,
crypto_archive/, 33 & U coredumpinfo/coredump.cfg 287 7 v > 2 AE Y NOIEHED 7 4 L & L
T7ANTT, 77y a AEVNT, ZhHD77ANVOHEME, 41 A=Y 77 A4 LDH
fPe—BEHLRWEERHD ET, ZNODT7 7 AL, M T TNTa—=T 4 TITRILET
D, BEENBEELZZLEATTOITTESHY A,

— N 7=
T74HIL FERTEDET

COHETIT, THRHHEFEOT 73V har 7 4 X ab— g U EETLT A HECOWTEHBEA L
9, CLIBXWASDM O ili O FIENRAE TN TWET, ASAv TliE. ZOFIEEZETTH
T L TEARENIHE ST, ASA 5525-X O%E LR U TG HMREOT 7 4L MR EH 1 S
nEJ,

GE)

ATy T

Firepower 4100/9300 Ti%, LG HREOT 7 4 /0 MREZEILT H L HICHRENHEIND T
JTT, 774N MEELEICT DITIE, A=A 05 ASA 26 9 —EREMAT 5 LN
b FET,

48 H RIS

Z OMHEIL, ISA3000 ZBRE, V—TFT v R 77 AT U4 —/LE— RTOLFEHTEET (ISA
3000 ClE, Z0a~> RE T AXRT LY b E—RTORAPFR—bENET) . SHIC, Z
ORI v 7N a T XA NE— R TORAMEATEET, =274 F2b—arBN7 U7
SNT-ASAIZIE, ZOMEAFEH L CHBMNICRET 2EREAALTIAMRHY THA,

FIE

THHEEEOT 74V b a7 4 Xalb—va a2 HirLET,
configure factory-default [ip_address [mask]]
1 -

ciscoasa(config)# configure factory-default 10.1.1.1 255.255.255.0

(¥) o=z~ RiL, Firepower 2100 OBIERE SN TWDHE—F (7S I7A4 7 2%
X777y b T74—20) 7 VT LEREA,

ip_address # fRET HHAINE. T 74N FDIPT RLAEMHAT LMDV IC, BELWOET L
WIS C T, WEREITE A v X —T =24 ADIPT KL A& E L £9, ip address4t 7' =
VTRESNTWAA VX —T 2 AZHOWNWTE, KOETNAVOHA RTA4 0 ESRLTLTE
éb\o

| e
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s Firepower 1010 : B A L X —T =2 A ADIP T RV AZEELET,
« Firepower 1100 : RERA > X —T = A AD P T NLAZHELET,

« 77747 A E— RO Firepower2100 : RERA > F—7 = A ADIPT RLAZHRELFE
j—O

« 77w N7 4 — 25 F— RO Firepower2100 : EEA L F—T7 =2 ZADIPT NV ALZERE L
£75

* Firepower 4100/9300 : ZhRiLH D £ A,

*ASAV: EBA LV H—T A ADIPT KL AZHELET,

* ASA 5506-X : RERA v X —7 = A ADIPT KL AZRELET,

+ ASA 5508-X BLTN5516-X : AERA > X —T = A ADIPT RLAZRELET,

« ASA 5525-X. 5545-X, 5555-X : BEA L X —T 2 A ADIPT RLAZRELET,

+ISA3000 : B A L X —T =2 Af ADIPT NLAZHRTELET,

http 2~ > RCiE, === 48ETHH 7 xy MBMEHILET, [FERIC, dhepd address
gy ROFEMAIX, EELZIP 7 RLALD L REVEHAEERTXTOT KL A THRS
NEJT, =& x21E, 7%y b~ A2 255.255.255.0 T 10.5.6.78 #57& L7=%4. DHCP 7 F
L A DO#FPHIZ 10.5.6.79 ~ 10.5.6.254 (272 0 £,

Firepower 1000, 38 X7 77 A4 7 AFE— KD Firepower2100 D5« Z D~ L, %D
DOREL EbiTbootsytem =~ K& 27 V7 LET (FETDHHE) . ZOREET X, 7—
N7y THROA A—VITEE 52T, BUER— RSN TWDHA A —URGIEFEHH S
£,

77w N7 F—2I F— KO Firepower 2100 D45 : ZOFET /L TiL, boot system =2~ > RiE
A SNERFL, Ny 7 —VIEFXOS 1L - TEHRINET,

ZOMTRXRTOETADOYS : ZOa~vy Rk, %0 Of%E E L U2 boot system =~ > K%
707 LET (FETDHHE) , bootsystem 2~ R+ 5L, BFEDA A= bild
T ES, HaROREIZKE L7, REIASAZ Ve —R 454 NHZ77 vy 2 AEY
DEPIDA A=V DT = LET, W77 vva AV A—URRWES, ASA X
T—hrLEFA,

51

docs-bxb-asa3 (config) # configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:
Clear all configuration
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ATvT2

ATvT3

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.

Executing command: ip address 10.86.203.151 255.255.254.0

Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management

Executing command: dhcpd address 10.86.203.152-10.86.203.254 management

Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa (config) #

TI7HNE AT 4FX¥al—vark7T7yvva AEFVIRGFELET,
write memory

ZO=a=y KT, $E1Z boot config =~ > R&EFXE L T, BIOHITARE L TWEAT
b, FTa 7 4 X2l —aEA R — Ty a7 4 Xal—arOF 740 FO
FIICIRESNE T, 207 4 Fa2l—a D20 T7EN5E, Z0oXZAL 7 U T ENET,

(ASDM TOFNE, ) AL ASDM 77V r—var U4 RUT, REFATLET,
a) [File] > [Reset Devicetothe Factory Default Configuration] DIEIZERIN L F 57,
[Reset Device to the Default Configuration] %4 7 2 7' 7R v 7 ANRERINET,

by FFvar) F7FAMFT FLAZEAT 2RO, BHELIINHA v F—T oA
ADEBIP7 KLREZASNLET,

EFINZEICREENTNDAL L Z—T = A A [P DFEMIOWTIL, Bk CLI FIEA
ZMLTLEEN,

c) (FFvary) Fmy7H 7y JXK) 5 [Management Subnet Mask] & 38R L £ 97,
d [OK]Z27 V27 LET,

WRIAD KA T 0T H 7 ABRFENET,

| e
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ASAvy 3

asavaAsEotx

(GE)  Firepower 1000, BL T 7T A 7 > A%E— KD Firepower 2100 D5 : Z D=2~
VRIE, BV OREE L HBICT— M A—VORFHE s VT LET (FET 5%
B) o TOREELIL, T— T v T REOA A=V EL 52T, Blffn—
REINTWDHA A—URg|EHEEHINET,

7T v N7 4 —LF— RO Firepower2100 D5« ZOFET/VTIEL, 7— bAoA A—
POLGEIIEH SN EREA, Ny T —VIEFXOS 1Ko TEHE S ET,

ZOMTRTOETNVOLE « ZOHRMFEIZED | RO OREL EHITT— M
A=V 7 VT ENET (FFET 5% H) o [Configuration] > [Device
Management] > [System Image/Configuration] > [Boot Image/Configuration] ~- > C
I, B AEY EOA A=V aEl, HEDA A—VNbT— FT&ET,
REDRREICR LIk, KIEIASA Z Y m— R334, W77 v a AT Dk
MDA FA=VnbT—FLET, T 7 v a AEVITA A=V RRWEE,
ASAIZ7— M LEH A,

e) [Yes]Z7 Vv Z LET,
) TI7ANVIREEXEILLIZD, ZOREEXNIHBT 7 v a2 AEVITHRFELET, [Filg >

B ARTE

ATy I

ATy T2

[Save Running Configuration to Flash] Z &R L £,

ZOF T arERRIRT 5 &, UENIHDOEHEZREL TWAHEETH, Efrar 7«
X2l —VarPNAX— T v a7 4 X2l —2a DT 7 5/0 hOEFTICARIES L
9, a7 4 X2l —2ar 22 U7 LESRAIE. 2o U T ERTHET,

o
BT
S DT, ASAY DEA (80 H) BEREIET B BRI TR L £

FIE

T 2 VAN EAT O ILDIT, AY A EREOBRZYY £,

AP UNA 2=y NRT I T 4 7N 2 2B <TEDIC, BREA7ICTHHNERDY £
T, BREANTZEFICLESGES., 7774 7HEBEORELZEETDHE, AX UL EENRT
IT 4 TR0 ET, Uo7 77 47 2=y h&Va—RL, 7=— 1At —R_— U 7%
NLTHERTH L, HORETH LT 77 07 2=y M ORHIL, LEREAa T 4
Fal—varMlEasn:d,

Vo— RBICGEAREEZETLET, 72— A= R—%1TH720I2, T 7T 4 7TEHEBETKRD
a<v REAJLET,

write erase
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GE)  ASAV RBUEDIFATA A=V % T — bT 57D, D7 —F A A—VIZITRY £
lo TEDT— A A=V ZMHHT 5HIZ1E, bootimage=z~ > RESHL T 7230,

AT A4 X2 b —2 g VIHMEFELRNWTLSE SN,

ATvT3 ASAv &2 Y m—FL, HARELZT—FLET,
reload

ATFYTE T2— LA —NRN—=2fTH7DI2, AFZ UL EBOEBRELZBALET,

TUOT 4 THEDY vm— N, RF AN EEOBRERALES, BAREN AL A%
EERM SN ET,

ASA5506-X ') —XDTF 74 FERTE
ASA 5506-X > —XOHMHREOT 74V hDar 7 4 Xalb—a i, kOEEBY T,

« Integrated Routing and Bridging #%%E : GigabitEthernet 1/2 ~1/8 (X7 YV v ¥ Z /L —7 1 IZHT
B, 7V AR 2 —T =4 X (BVD) 1

« NHER --> S~ b 7 4 7 71— : GigabitEthernet 1/1 (4VF) . BVI1 (NEB)
« DHCP DA IP 7 R A, NERIP 7 R LA : 192.168.1.1

« (ASA 5506W-X) WiFi<-> WD ~7 7 4 v 7 7a—_ WiFi->4MNE~D T 7 1 v 7
7 1 — : GigabitEthernet 1/9 (WiFi)

« (ASA 5506W-X) WiFi ® IP 7 F LA : 192.168.10.1

s NESB L OYWIiFi LD T4 7 MZX+ 2 DHCP, 727 RKRA v FEKEFDT T
D7 FAT 2 MDA ASA % DHCP — "— & L CTEA L E7,

«ASDM 7 7 & A : NEAR A b & Wi-Fi IR A S RTENE T,

* NAT : Wb, WiFi, BLWEBEDBIME~DTSITDO T T 4 v 7 DA F =T = A X
PAT,

ZDarZ 4 Xal—vg kO awy RTHERINTHWET,

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown

interface GigabitEthernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown

|

interface GigabitEthernetl/2
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nameif inside 1
security-level 100
bridge-group 1
no shutdown

interface GigabitEthernetl/3
nameif inside 2
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/4
nameif inside 3
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/5
nameif inside 4
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/6
nameif inside 5
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/7
nameif inside 6
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/8
nameif inside 7
security-level 100
no shutdown
bridge-group 1

|

interface bvi 1
nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0

object network obj anyl
subnet 0.0.0.0 0.0.0.0

nat (inside_1,outside) dynamic

object network obj any2
subnet 0.0.0.0 0.0.0.0

nat (inside_2,outside) dynamic

object network obj any3
subnet 0.0.0.0 0.0.0.0

nat (inside_3,outside) dynamic

object network obj any4
subnet 0.0.0.0 0.0.0.0

nat (inside_4,outside) dynamic

object network obj any5
subnet 0.0.0.0 0.0.0.0

nat (inside_5,outside) dynamic

object network obj any6
subnet 0.0.0.0 0.0.0.0

nat (inside_6,outside) dynamic

object network obj any7
subnet 0.0.0.0 0.0.0.0

nat (inside_7,outside) dynamic

same-security-traffic permit inter-interface

interface

interface

interface

interface

interface

interface

interface

ASA5506-X > 1) — XD T 7 AL FEETE .
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http server enable

http 192.168.1.0 255.255.255.0 inside 1
http 192.168.1.0 255.255.255.0 inside 2
http 192.168.1.0 255.255.255.0 inside 3
http 192.168.1.0 255.255.255.0 inside 4
http 192.168.1.0 255.255.255.0 inside 5
http 192.168.1.0 255.255.255.0 inside 6
http 192.168.1.0 255.255.255.0 inside 7

|
dhcpd auto_config outside
dhcpd address 192.168.1.5-192.168.1.254 inside
dhcpd enable inside

|

logging asdm informational

ASA 5506W-X OEAIE. (koa~r Ry E&EhnE1,

interface GigabitEthernet 1/9
security-level 100
nameif wifi
ip address 192.168.10.1 255.255.255.0

no shutdown

|

object network obj any wifi
subnet 0.0.0.0 0.0.0.0

nat (wifi,outside) dynamic interface
I

http 192.168.10.0 255.255.255.0 wifi
!

dhcpd address 192.168.10.2-192.168.10.254 wifi
dhcpd enable wifi

ASA 5508-XE5 L U5516-X DT I A4 )L FERTE

ASA 5508-X35 L TN 5516-X D LG HFREDT 7 /L bR EIX, KD EBY T,

« RER--> S8~ T 7 1 v 7 71— : GigabitEthernet 1/1 (4+F) . GigabitEthernet 1/2 (PN
#1)

« DHCP O ONERIP 7 KL R
cAEBIPT7 KL R :192.168.1.1

« N,

« /M5 DHCP 225 DT 74 )L b JL— b

cEBIUIAVEA—T T AADBEH L TWEN, £ 95 TRWEEIIREE, ASAFirePOWER
FVa—E, T H—T oA AEFEHLTASANE Xy T — 7128k L. N
A E—=T 2 A A% AL H—Fy b~DF— T4 L THEATEET,

cASDM 77 & A : NElAEA R & A MRHFIEINET,
o NAT : N L OEBLL B A~DTXTD N T T 4 v 7 DA v H—T7 = A A PAT,

DAy 4 Xal—vag IR0 a<wy RTHEEINTWET,

| e
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AsA5525-X ~ ASA5555-X 7 74 L ki I}

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown
interface GigabitEthernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
interface GigabitEthernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside
dhcpd address 192.168.1.5-192.168.1.254 inside

dhcpd enable inside
|

logging asdm informational

ASA 5525-X ~ ASA5555-X F 7 4 )L FE&E

ASA 5525-X ~ ASA 5555-X O THGHMIIRFDT 7 /L Fe&EIX, RO LY T,
« HHLA L H—T = A A : Management 0/0 (FEE)
cIPT7 RL A : HT NL A% 192.168.1.1/24 T,

¢« DHCP r—/\— : KR A F TIZDHCP Y — " —NA 2 —T I ENTWH 70, A
VH—T oA AT H I 2 —HF i, 192.168.1.2 ~192.168.1.254 D DT K1 A
NED B THENET,

«ASDM 7 7 A : AR A MIFTFRENET,

DA 7 4 Xal—Ta IR0 avwy RIS TWET,

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management

| IRy |
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dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

Firepower 1010 D7 7 + )L L3R 3E

Firepower 1010 O L35 DT 7 4 /L FEREIX, RO LBV TT,
cN—FDIT7 RAYF A=Yy b 12~1/8ILVLANITIZEBLTWET,
cREHSHAEB~DRT T v F Ta— 1 A —PFy F /1 UMEB) . VLAN1 (INEB)
CEE EH YL (FE) ( IP7 FLR :192.16845.1
« DHCP OB IP 7 LR, WNERIP 7 FL-Z 1 192.168.1.1
« NEfA v #—7 =2 A4 AD DHCP H—/\—, HHA L X —T A A
« S5 DHCP 225 DT A4 )L b JL— bk

cASDM 7 7 & A : R A N EINER A MIEFRTENE T, EBER A ME192.168.45.024
Foy T —ZIZRE S, NEA A M 192.168.1.024 %~ N —ZIZIRES N ET,

* NAT : NP DAMBA~DTXTONT 7 4 v 7 DA % —7 = A A PAT,
« DNS #—/3— : OpenDNS % —— |3 6 L O SN TV ET,

a7 4 Xal—yariFkoavy RTHE/EAISNLTOET,

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

!

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
!

interface Ethernetl/1
nameif outside

ip address dhcp setroute
no shutdown

!

interface Ethernetl/2

no shutdown

switchport

switchport mode access
switchport access vlan 1
!

interface Ethernetl/3

no shutdown

switchport

switchport mode access
switchport access vlan 1

| e
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interface Ethernetl/4
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/5
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/6
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/7
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/8
no shutdown

switchport

switchport mode access
switchport access vlan
|

object network obj any

subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management

dhcpd enable inside
dhcpd enable management
|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

—

T4+ FEEFE

Firepower 1100 7 7+ JL b ERE .

Firepower 1100 O L HFIRFOT 7 4 /L NREIX, RO LBV TH,
« NERD SHEBAD S5 T 4 w4 70— : Ethernet 1/1 (4+E5) . Ethernet 1/2 (PNE)

« DHCP OAMVEBIP7 KL R, REBIP 7 KLX : 192.168.1.1

« B3 : Management 1/1 (‘F2f) | DHCP 6D IP 7 LA

IRy |



ERT 58 |
. Firepower2100 5 v k 7+ —LE—FKDT I AL b

&s
filt

« NEfA % —7 = A AD DHCP H—/3—
« 5455 DHCP, GFR DHCP 726DT 74k JL—

«ASDM 77 & A : FHIRA M EWNEIAR A MIFFA S VET, WEAR A MiE 192.168.1.0/24
Iy NT—=ZIZBESNET,

* NAT : NEEDSAE~DT X TDO N T 7 4w 7 ADA o F—7 = A A PAT,

e DNS #—/3— : OpenDNS #— 3— 3 &H 52> U OGRS VTV ET,
ZDarZ 4 Xal—vgikOawy RTHERINTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower2100 75 v b 7+ —LE—FDT 74U FERRE

Firepower 2100 1X7' 7 v 7 4 — AL F— FTITTDHLIICHRETEET, 774V MNIT T
TAT VA E—RTT,

| e
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Firepower2100 75 b 7+ —LE— FDT I+ /L FRE .

G¥)

I.13MHUHIDN—=2a Tk, 77y b 74— EF— KRBT 74V THY, ME—DA T T3
VCL, Ty N7 A=A FT— LT v 7T — R85, 20— KRR S E
ﬁ—o

ASA DE&E
Firepower 2100 L ASA O TSGR DT 7 4 /L FEREIL, RO LBV TY,
s AEMNSHNERIAD S T 4 w4 70— : Ethernet 1/1 (4+55) . Ethernet 172 (PNER)
« DHCP OHEBIP 7 FL R, WHESIP 7 R L A @ 192.168.1.1
« WA > % —7 = A AD DHCP $—/3—
« S DHCP SO T 74 )L kb JL— b
<EW EH 11 (FE) . IP7 FLR :192.168.45.1
«ASDM 7 7 A : HEA A MIFRISNET,
* NAT : WEIN B A~DTXTO T 7 4 v 7 JHDA 2 —T = A X PAT,

*FXOSEE N7 7 1 v 7 OB4h : FXOS ¥ ¥ — 1%, ASASMTA v 7 —T7 = A X L CHEH
FNTT7 47 BBRBTEET,

« DNS #—/3— : OpenDNS % —— |3 L L O SN TV E T,
DAy 4Xalb—vaikoa~wy RTHERSLTOET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|
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dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside

|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

FX0S D&% E

Firepower 2100 0 FXOS O TR DF 7 41 R EIZ. RO LBV TT,
B UL IP 7 KL % 192.168.45.45
cTIAINEHT—FITA (ASAT—H A L H—T = A
« Firepower ChassisManager KU SSH 7V X : BH R v NT—7 B DH,
c TIANLEDI—H—E :admin, 7 7 #+/L FD/IZAT— R : Admin123
*DHCPHY—/\—: 7 547> MNP 7 KL A 192.168.45.10 ~ 192.168.45.12

e NTP #—/3— : Cisco NTP #—/3— : 0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org,
2.sourcefire.pool.ntp.org

* DNS #—/3— : OpenDNS : 208.67.222.222, 208.67.220.220
cA—HRY P ULERVA—F Ry k12 )

Firepower2100 7 754 7V X E— KD T 7+ L FERE

\}

77 # )b hTliL, Firepower 2100 X7 77 A 7 A T— R CTETENE T,

GE)

9.3 LRIDONR—=a > TlE, 77y b 74 —AEF—RKRT 74V THY, ME—DF T3
VTl I N7 4= EF— RN T v FTL— RT3, 9y F A —L F—N
DHEFFSLET,

T ST AT A F— RO Firepower 2100 O THHFFOT 7 4L FaREIX. RO LBV TT,
s NEEMSHNEAD ST 4 w49 70— : Ethernet 1/1 (44%B) . Ethernet 1/2 (FNER)
*DHCP O ERIP 7 FLRX, RERIP 7 FL R :192.168.1.1
*DHCP "HDOEEIP7 RLR : FE 1/1 (FH)

« WA > % —7 = A AD DHCP H—/\—

o 45 DHCP, &¥ DHCP 26 D0FT 74Uk JL— bk

| e
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Firepower 4100/9300 > v —< T 7+ )L hE&E .

+ASDM 77 & A : FHIRA M ENEIAR A MIFFrEnE T, WEARA M 192.168.1.0/24
Iy NU—JIZREEINET,

* NAT : NEEDBA~DT X TDO N T T 4 v 7 ADA o H—T = A A PAT,

« DNS #—/3— : OpenDNS #— 3— 3 & 50> U O S AV TWET,
DAy 4 Xal—rvg IR0 awy RTHEERINTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
!

dhcpd auto config outside
dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

!

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 4100/9300 > v — < T 7 + )L b EXTE

Firepower 4100/9300 + v —3 12 ASA )& L7-%5A. ASDM A L CTEHEHA > 4 —7 =
A ASDERENATREIZ /2 52 < D/RT A — X B HFHIRE CE ET, —MRIRBRIZITROFRE
NdHYET,

EHA LB =T A X

* Firepower 4100/9300 3 ¢ — 3 A— A ¥ E CERZRINIATLEOE I A T A4 X —
Tz A A
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» £ 8i% management|
ALEDOIP T KL A
eEtFX2UT 4 LULO
o BRI

B L H—T 2 ANDT T 7L — |k

cASDM 77t A : T RTCOFA SPRHFAEINET,

AR RTRYy 2=y FOREF, ROa<wy RTHERENET, 7725 2=y FOE
DFBEIZOWTIE, ASA 7 T A2 DOIERR B R L TL 7 &XW,

interface <management ifc>
management-only
ip address <ip address> <mask>
ipv6 address <ipv6_ address>
ipvé enable
nameif management
security-level 0
no shutdown

|

http server enable

http 0.0.0.0 0.0.0.0 management

http ::/0 management

|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipvé6>

ISA3000 DT 7 A )L FERTE

ISA 3000 O TIGHAEED T 7 /v R EIX, kDO LBV TT,

s S URRTFLUYRIFZPATIA—ILE—F: F TV AT LU N7 74T U4 —IUT,
BumpInThe Wire] E£721% [ AT NVAT 7 AT Ur—/V] OXIICEMETDHLA Y277
AT T4 —NTHY, B SNTT A A~DN—F Ry 7 LIS ET A,

ATy ORBAVEA—TIA R TRTORA N H—T oA AFFR LRy NV —
JAIAHELTWET (IP7 FLRARRAIRESNTVERA. Y FT—02 8T D
KSICERETEIHENHY ET) : GigabitEthernet 1/1  (outsidel) . GigabitEthernet 1/2
(insidel) . GigabitEthernet 1/3 (outside2) . GigabitEthernet 1/4 (inside2)

c TRTOREBELUNEBA v ¥ —7 = A RFIHAEBETEET,
cEE UYL A H—T =A% : ASDM 7 7 & AD 192.168.1.1/24,
EWH LD T4 T v MIxtd 5 DHCP,

«ASDM 7 7 A : HBIAR A MIFFRI SN ET,

| e
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EFAY BRI
ISA3000 DT 7+ L hERE .

e N— R T TINAIRRF, IROA > H—T = A AT THZ72> TV ET, GigabitEthernet
1/1 3 XV 1/2, GigabitEthernet 1/3 35 X O 1/4

A\

2 ISA3000 ~DEFNPEIWT S, N— R =7 /A /32
EFE-RICBAITT DL, BETE2DIFERDOA 2 —
Tx A AXTOHIZY £9°, insidel & inside2 B &
Woutsidel & outside2 [TIBF TR RV ET, ZTh
DA Z—T = A AW OBAF OGN § X THRDI
F7, BEAFEAIND L, ASAR T —%5| Xk
=0, BN EEER PR S E 9,

* ASA FirePOWER €2 a2 —JL : TXTD ~T7 7 ¢ v 7 A3, Inline Tap Monitor-Only & — K
DEV2—VIEESINET, ZOE—RTEH, E=F4—VTHHUTDODAINTF T4 v
DOEBEA U — L0 ASA Firepower E ¥ = — /VIZEE SIVET,

—_
=

ESFREERB IO 3L PTP N7 7 « v 7 X, Firepower DE ¥ = — /WIEE SN EH A,
IO T 4 Fal—ra kRO vy RTHERSTHET,

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0
no shutdown
interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside?2
security-level 0
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVI1
no ip address

access-list allowAll extended permit ip any any
access—-group allowAll in interface outsidel

access—-group allowAll in interface outside2

same-security-traffic permit inter-interface
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hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management
object-group service bypass_sfr inspect
service-object udp destination range 319 320
access-list sfrAccessList extended deny object-group bypass_sfr inspect any any
access-list sfrAccessList extended permit ip any any
class—-map sfrclass
match access-list sfrAccessList
policy-map global policy
class sfrclass
sfr fail-open monitor-only
service-policy global policy global

ASAv EAKTE
ASAv [T ASA Z &P L7256, ASDM Z (i L CTEEL0/0 1 o # — 7 = A A~D ) AT hE
WD %L DRI A—FEATb > TRETEET, —MRARMERIITROBRERH Y 7,
=T RT7AT V= NVE—RELIEI T ATV N T 7 AT U —/LE—FR
« Management 0/0 f > % —7 = A A :
* A% T'management]
«IP 7 KL 2 %723 DHCP

cEF2UT 4 L0

EPRRARNIPT RLADAET v 7 — | (EBY 7T Xy b RI2R0ES)
« HTTP Y — —DH N F 7= 1T L)
EHIRARNIP T FLUAH®OHTTP 7 7 & %

« (7T =3 ) GigabitEthernet0/8 D7 = —/LA—/3— U > 7 [P 7 KL A Management0/0
DAZ LIS TP T KA

« DNS #—/3—

e Av—h 74V AID h—27 ¥~

« A — K TA VL ADANL—T"v § LYV L OERERRET « 7
« (A7 =3 ) Smart Call Home HTTP 7' 2 % 2 URL B8 L VKR — k
« (A7 a ) SSHEPEHRE :

e JTIAT L MIPT FLA

| e



RS
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e —H ) Z—HW—LZ L RX2AT— R
s B—HN F—HN— BT 5 SSH T L E R FRGE

o« (7> 3 ) REST API OB E -3 H%)

GE)

Cisco FRiFFEIZ BT DT, ASAVE A VX —FRy b T RBABRKETT, £ F—
X/FT??X%%? TIEFIZTA B ABEGKT D121, BAZIZBMORERNMLEIT /2D
ZENRDHY FET,

AL RTRYy 2=y MIOWTIE, ROFBEREZSHRL T ZEV,

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

T 2= NG —=NR=RTDTFTA4<) 2= MIOWVWTIL, ROFBEHEZZHML T ZEN,

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
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B 7757 2513759 k74 —L T— FAD Firepower 2100 DEE

username username password password

ssh source IP address mask management

rest-api image boot:/path

rest-api agent

failover

failover lan unit primary

failover lan interface fover gigabitethernet0/8

failover link fover gigabitethernet0/8

failover interface ip fover primary ip mask standby standby ip

TISGATVREREF TS b TA—LE—FAD
Firepower 2100 % %

ATy I

Firepower 2100 |X. Firepower eXtensible Operating System (FXOS) &\ 5 Bt 25 41—
T4 T VAT L ELITLET, Firepower 2100 (X, RROET— R TEITTE T,

T TFIAT UV AE—FR (FI74NE) : TFIAT v ZE—RTlE, ASADTRTOHRIE
EITH 2 EMMTEET, FXOSCLINHIE, BER NI TN a—TFT 47 a<w ROk
fEACTEx ¥,

7T R T =L FT—FK: FT v b7 F—Lb F— RTIE, FXO0S T, EANREE T
A—=BEN—RY 2T AU B =T 2 ADRELATIMLENRDH Y T, TILDDREIT
WX, A2 —7 A4 ADOHFZML., EtherChannels DN, NTP, A A—VEHLENEEN
%9, Firepower Chassis Manager Web 1 > % — 7 = 4 A E 72X FXOSCLI Z i H T& £,
Z0#% ., ASDM 721X ASACLI # i L TASA AL —F 4 v 7 VAF AICEF 2
T4 R —ERETEET,
ZOFIETIE, E—FOLEEHECOWTHHALET, E—F2LETLHL, REVZ VTS
. VAT LEVR— RT2O20ERHY 3, 7740 FREIX. Ve — FRHICEH I E
9, clear configureall 33 & O configurefactory-default =~ > Kix, BIfEOE— K227 U7 L&
A,

IR&H BHIIZ
F£— Ni%, CLI TOALEFETE E4,

FIE

(E=E) BAEOREEZ NNy 7T v 7 LET, avr 74 Xal—ya  EREF0MD7 7 A0
DNy 7T T EEIESR LTI,

TTIAT UV AT—ROBRELET T v b7 —HF— ROREIZIZZDOE RS D FF43,
HWBREDa—2HEAICTL 2 2BEO LET, HE2E, 77 74— F—FD
%6 . NTP, DNS. I L O EtherChannel D% T L ASA SR ED—HN T2V =, Nv 77T v
AT EENFHEAN, TOMDITE A ED ASAFREITH HFDOE— R THHTT,
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ATy T2

ATvT3

ATy T4

FISATURERETS Y kT4 —L E— F~ Firepower2100 0 ]

BUEDE— REFRRLET,

show fxos mode

&1

ciscoasa(config) # show fxos mode
Mode is currently set to appliance

T—KET Ty N7+ —AF—NIHEELET,
no fxos mode appliance

write memory

reload

T NEBRELED, BESRELTF A, 2% ) a— FTA0ERH Y EF, Va— k3
AIlC, T 5 2 &<, B— FEEOMICET - LM TEET,

1

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system
has been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa (config)# reload

Proceed with reload? [confirm]

T—RET T IAT A T—RIZHELET,
fxos mode appliance

write memory

reload

T NEBRELED, BEARELTF AL 2% Y 0— FFA0ERH YV £T, Un—F+5
B, T2 72K, E— RETTOEICERT I ENTEET,

1 -

ciscoasa (config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system
has been rebooted. Command accepted.

ciscoasa(config) # write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)

[OK]
ciscoasa(config)# reload
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Proceed with reload? [confirm]

ASA ZBRELTE=H—TDHI21E, ROFIEEZZITLET,

GE)

ATy T
ATy T2

ATy T3

ATy T4

ATy TH

ATvT6

ATy T17

ATvT8

ASDM TiZ, ARSI2KBDOREZYR—FLTWET, 2OV A X282 dE, T 4—~
VADOENAECAZERNHDFET, ASDM I 7 4 X2 lb— a2 AFYORK (15—
V) ABRLTLLIEE N,

FIE

Startup Wizard % ] U CHIHAER E #2175 121X, [Wizards] > [Startup Wizard] %8R L £,
IPsec VPN Wizard % i F§ L C IPsec VPN #f5¢ 2 5% £ 5 (Z1E, [Wizards] > [IPsecVPN Wizard] %
BIRL T, RSN DAEE CHREZITWVET,
SSL VPN Wizard % i F§ L C SSL VPN £t & 5% &9 5 121X, [Wizards] > [SSL VPN Wizard] % i
RLUT, BARSINDHKHEE CRELITVET,
A AMEE 2= ) T 4 IZBET 2R EM A2 R ET 511X, [Wizards] > [High Availability and
Scalability Wizard] %8R L £,
Packet Capture Wizard i/l L T3 > b ¥ 7' F ¥ 2 ET HI21E, [Wizards]> [Packet Capture
Wizard] Z i8I L £ 7,
ASDM GUI THEHTE I EFIFERMBERAZ A N EFRRT HITIE, [View] > [Office Look and
Fed] 3R L £ 77,
HEREZ R ET DITIX, Y —/L 3= [Configuration] RH¥ > %7 U v 7 L, WI NN DOERER ¥
a7V vy LT, BETIRENS VR RLET,

(GX)  [Configuration] B 2328 H O &1E, —/L/3—"T [Refresh] #7 U v 7 LC, HEEH®D

arTUVEFRRLET,

ASA ZE =4 —F5HIT1F, ¥V —/L/3—O [Monitoring] RZ > %27 U v 7 L, HERZX %7
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