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YJKoZIhvcNAQcBMBsGCigGSIb3DOEMAQMwDOQTI jph4d SxJoyTgCAQGAghbw3v4bFy+GGG2dInB40LphsUM+IG3S
DOi1DwzG9nlSvtMieoxd7Hxknxbum06JIDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0fSaC3uMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6qbx2AC8I+g57+QG5vG515Hi5imwtY faWwPEAPQxaWz
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n101JjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyot ZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgy0XM+£G5rb3gAXyl1Gk]jyFI5SBm9IDo6RUROOGLIDSrQrKeqg/hj....

END OF CERTIFICATE

SCEP 7O %< H7h—

* ASA & CiscoISERY 2 — /— R, [RAIUNTP Y — =% L TR TnDHZ &
et LT,

« AnyConnect X =27 EE VT 4 7747 h 30BN RiRA > N TEITHTH D
VERH Y F,

o« I N—T7 R ¢/“0012£%ij7 07y AI)TE E§E§JfLZ§wugﬂij7itfj:\ AAA FRGE & ﬂE@q Rk
DM EMERT 25X ITHRET LHHENRHY £,

« SSL A" — kA3, IKEv2 VPN £t HICBAVWTWAME R H Y £77,
«CAIL, HENF R E— RIZ2> TV AMERH Y 97,

ZOMDHA FS54 >

MHTZ DAEAEDZ A 7%, GEHELZEHT 27 7Y r—ra v THER—F STV 5D

AEAE S A ZI2 L > THIFI SN E 3, RSAGEAE L@, FEAEZHHT 2T X7

Vi—varThiR—hESET, 72720, EDDSAGEHEIX, V—J AT —v a3 OF

NRL—F 4 TV AT A, 7T U, ASDM, F 721 AnyConnect TIEH R — h Iizen

BANHYEST, 221, VE—FT7Z X VPN O ID B L UERERICIE RSA GEE%

T 2MERH Y 3, ASAVFENELZERT 277V r—2a o ThHho YA FME VPN
A%, EDDSA ¥ R— kS Ed,

cASAMMNCA T —NR—F/I7 T4 T P LTRESN TV AHA., HEEINZKTH
(2038 4=1 H 19 H 03:14:08 UTC) =Bz 72X o, FEHEOAIMEHIRL T 72 &
Wy ZOHA RTA0F, b= FR—=F 4 R FZ =5 A R— b LIZAEBAEIC LA &

nE7,
o ASA I, IROFBESRMBONT NN STV AHEEIZDIH LDAP/SSL #fki & e i L
S

¢ LDAP ' — N—FFRHEREHEINTHNT (R A MKRA U FEZIZASA R T A F 7 —
VIZHIET D) . A CThnrZ &,

e F—UERERITLTNAYT— =050 CAIFBHENMEEINTWT (7 A MRA
VRNEIZASA P T A NS VZTFET D) \ FT=—rNOTXTO L CA FEHA
BEREENSGHTH DI L,

Foanisz ]
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FEHEOREENTETTHE, ASAICLY, 2—HFDOF— X7 LitHETF = — 25T
PKCSI12 7 7 A A RIFSNE T, ZHUTiE, BT EIZHN2KB D7 T v a AEY &
X7 4 A7 EEBAMETT, EEOT 4 AV RO EIL, HE STV S RSA F— H
AREFERAET 4 — IV RICL TRV ET, HTEL 77 v a AEVOENELN
TWD ASA T, RE T OREAERERE ZE0BNT 2581213, ZOHA o4 VIR
LTLEEV, ZIHDPKCSI2 7 7 A /Wid, RESNTWDREOIGEZ A LT U7 hD
M, 77 vva AEVICRESNET, F— A XFX2048 L EEZFEHATLZ L2680
LET,

HHA L Z =T 2 AA A~DASDM + 77 4 v 7 L HTTPS b7 7 4 v 7 kT 5720
oy TAT T AT 4EHEEZMENT 259 ASAZRET 204ENH Y £9°, SCEPIZ X
D ABIICAR SN D IDFEAEIRY 77— O NCHARIN D 72D, LT HME O IDFE
HELFETA AL LTLEI, SSLOACHAESND ZDT vy —U % ORI
DWNTIE, RO URL ZZ ML T 7EE W,

http://www.cisco.com/en/US/products/ps6120/products_configuration _example09186a00809fcf91.shtml,

ASA O AnyConnect 7 7 A 7> N CIRAETE 5D, [X520Serialnumber] 7 4 —/L K

([Subject Name] D>V 7 /L&) 73 PrintableString £ Th HAEHEDO AR TT, U T L
EHOBRIZUTR 28D a—F 4 U 7BMER SN TV D56, EHEREREITEK L
£

ASATDOA AR — MNRFIX, AP EEET ZFEAEAT A—ZITHEHA LT EE0,
ASATIL, ZNHOFEHENE LI N THNEHT — & ICHAAENE T, EADT 1 —
VRN DFEAET, EAEREICHEIL L TR W ERIR SN D720, 4 VA h—L DR
AEER L E9,

TANRI—FK (%) ZEEZHEHTLI0E, XFIMETCOXLFEMFEHTCE L2 a—F
ZCAY— N"—THEHLTNDZ LEHERL TS EE, RFC 5280 Tl UTF8String & 7=
IZ PrintableString ZfEfH92 Z & ZH#ELE L CUW E 9728, PrintableString TIZZ DY A /L K
H— RXFEHHTHD LR L2 UTFSString 242 MERH VY £4°, ASA
%, A AR — NI e CFETMER RO D & A AR— b LR EA G L E
T, WITHlZR~RLET,

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711h

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/pJcontnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

TOFIIGEBREDETE

ZITHEL FUXNGEREORENECOVTHE L ET,

B 7osLianz
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| #osrmne
s@n0Ez |

B2 ID MEE

ASAMNTLS 7 74 7 > b & LTEHIET 284, ASAIZRFC6125 TERINTWHT S Fr—
vary == ID ORGELV— I EYR—FLET, ZTORFC TiL, 2R ID ##£H (ASA
ETEE) L. (7 Vr—vary —n_"—0nbkE) RSz IDIZx L TSR ID 21
AT HFIEEZRLCOET, RSN IDBRTEEAOSRID & —F L2 ThiE, Bkt
SENRT, =T —nu SIS nE T,

B ORESLp . = N—IZHH D ID 27T 572012, 1| DL ORI+ % & T — 3 —
FEBHEZ ASA IZHER L ET, ASA THRIEINDHSMID 1L, B OMT I — N—FE
THERENDID L ENET, 25D IDIEL, RFC6125 TEFRSN TS 4ODID ¥ A
TOREDA VAR AT, 45D ID ZA FITRD EFY TT,

«CN_ID : GEHEDOY 7V =7 b 74—V RIZRESND, l4 (CN) #A47D 15D
BYES A T EAEDORT TR E EN L ERERI4 (RDN) . ZOfEIE, BRRBO RAA
VA E—HLET, CNEIZEHRBEROTF A M+ 52 LT TEEHA, CN-IDEBRID
T, 77U —var b RII/HEINEEA,

W

* DNS-ID : dNSName % A ~’® subjectAltName = kU, ZHUZ DNS KA A 4TI,
DNS-ID ZHID TiX, 77UV r—vay h—ERIFEINE A,

« SRV-ID : RFC 4985 |Z/£# 41TV % SRVName B DA {4 D, otherName & A 7'0
subjectAltName =~ k U, SRV-ID #3121, 1\7‘4’/%&77)77*—“/3/4ﬁ“—tx
AATOWMGHEHHT LN TEET, 722X, [ _imaps.example.net] ¢ SRV-ID 61\
DNS KA A 45457 D lexample.net] & 77)5‘*73/“3‘*-[:% & A Ty

limaps| (271} BIVET,

* URI-ID : uniformResourceldentifier & - ~7°® subjectAltName = U, Z DfEIC
[scheme] > R—x> b &, RFC3986IZEFE 41TV 5 [reg-name| /1/~/1/ *ﬁﬁ‘é
Thost] @ AR—F b (FRIZTNTHY T HarR—x ) OWMERGTENET,
URI-ID @5l F12i&, IP 7 RLATIEAR<, BELOEKRA T TIER < DNS RA A~
HEEDLMENDHY £F, 72 xiX.  [sipvoice.example.edu) &9 URI-ID i%, DNS
RAA 2D Tvoice.example.edu] &7 7V r—2 g —E A XA 7D [sip)] IZHEIT
TET,

S ID X, REHAOA4RIZRET D EERSNE T, ZRID MERShD &, 45D ID ¥
A 7 LB DN EBIRIDISEN, £2EZRBIDMLOHIRT 2N TE T, B
D IZiX, DNS RAA VA ZREETHIERNEEN TV DIMLERHY £, £/2, 77V r—
Var U RERET HIEROEHDLENTEET,

48D HHEIIZ

« ZHID IZ. syslog —N"—BIUOA~w—F T4 LA b= R—~DERHGRII DA S
NET, TOMD ASASSL 7 T4 72 b T— FO#RTIE, BRER T, 2 ID 0%
ERME TR — SN THEEA,

KR T TA T FOBIEHHERB LT +— Ny 7 ZB&E ., ASA I RFC 6125 TiiH
ENTNWAID & —HEHE-DDOTXTONL—LEFEELET,

Foanisz ]
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FEAEAETCT DEREIIEEINEFYA, L7ZNn-> T, [INo Match Found, Pinned
Certificate] AvE—UNRRETHILITOV EFHA, /o, VA3 THEESTHIF
AT Y MIXFERT T4 7 2 b TIERWED, —BER RO 6 WG EIc e —F —235EH
EXETTHELTEERA,

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Reference Identity] |28 L £,

REFLOBBID NI A FSNET, HLOBWID ZBMNT5I21L[Add] 227V v 7 LE
*9“ BEEDOB M ID ZMET 51213, HEROBMID 2N LT 6 [Edi) 227V v 27 LET,
BEFOSMID ZHIFRT 51213, IROBMID ZiRIN L Th D [Delete] 227 U v 7 LET, fiff
AP OSEID ZHIbRT 5 Z & IXTEEHA,

ATvT2 ZBRID ZEREITEET HI21E. TAEIL[Ad]. [Bdi) %27 U v 7 LET,

[Add Reference Identity] & 7= 1% [Edit Reference Identity] % 1 7 1 7' 7/R v 7 A% H LT, M ID
ZIERBLORRELET,

BB IDIZIE. EBEDOZ A TOBBOBEID #EBIMTX 4,

c ZIRID ZRELTRIZ, TOAFIZERTHI LIXTEERA, ARIEELET DI
ZMEID ZHIBR L T OIERLETHLERD D 7,

RDIARY
FE LTS ID X, syslog 33 X UF Smart Call Home ¥ —/N—$#f5i 4 3% €T D BRI L £,

HEDMRAERX A TDREAE

B CXDHEAELRMEITDE, TAT T 4T A iEAEDRESL 72 EDERI I X A7 R0,
o — 7L CAFFIAERS o — RELIEAEOERS R PO I BICHEERREZITRZD L HITRD
\iﬁqo

48 HHEIIZ

TYUANGEAEERICEZBEL, FECEIMAELHLLET, EX—NREIN TR
WCAGEAEIX, X TO VPN 7’12 h /L & webvpn TEH &4L, R T A RARA » N THEEY
AT v MIEAFEERFET D K ICRESNTVET, Fo, bTF A IARA b EiE, HTTPS
P =27 e U ST A MRGE L. smart-call-home I A fREET 5. webvpn HERE
R THEMESNDEHETE DAAFEDO—EDZ & T,

B 7osLianz
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ATy

ATy T2

ATvT3

ID EEERE

%

\d
A

I
\I
I
A
i
A

&

oz [

FIE

TAT T 4T AFEARENT, ST EIWMEBEX—L L HIZASAICHESINDIEAETT, Zh
L. SSL #h— B AR IPsec h—E RAZFENLT HEEDOT 7 b RO SLET X 72T ¥
DAERIZHEH S, PTARMKRA Y MEBET L LICL > THBENET, 7477+«
T AFEHEZRET DI, IDFEAE (15X—) 2R T30,

O—H)L CAERETDHE, VPN T4 72 N ASA D OIFAZ A EHERETE L L 912 7n
DNET, ZTOFERFTIZED ., ASAIZCAICEHEINE T, CAZRETDHITIE. CAEH
o (228=Y) EBRLTIEEN,

WebVPN Java 27— REALEEDO —EE LTT AT VT 4 T 4t EEZHEHAT 55, =—F
B EIAE 28 4—) ZBRLTLIIEEN,

RDEZRY

FAEAEOHMIRIZT 7 — M ERET D0, 7 VX NVAEAESCIHENHEOEHER e =% —L
£7,

TAT T 4T 4 EHEIL, ASAND VPN 7 7 £ AOFAEICHEH T £,
[Identity Certificates Authentication] XA > TlZ, IRD KX A7 #FETTEE T,

cTAT YT AT AREHEOBMETA R —F (15~=2)

« CA B OERE LT CMPV2 BERDOAT L

« IDFEHFEOFEMAZRRT 5,

« BEAF D ID REM HZHIRT 5,

cTATUT 4T AAERHEOT T AF— (20 3—) ,
AEEASHIROT 7 — hERET D,
«Etrust TV A 727 4 7 4 GEAEZ RS DAEHEBEL ZROAER (20 X—)

SERREMEME=IEA v iR—

FHLWIDFFAE a7 4 X2 Lb—r a3 U EBNERITA VR — T 51202, ROTFINEE LT
LET,

FIE

[Configuration] > [Remote Access VPN] > [Certificate M anagement] > [l dentity Certificates] DJIE
WBIRLE,
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B 7 7 7 ammEoEmELIZA oR—

ATvT2

ATvT3
ATvT4
ATy Th
ATvT6
ATy T1
ATvT8
ATvT9

ATy 710
ATy TN

AT T12

ATy 713

ATy 714
ATv 715

ATv 716

[Add] 7 U v 7 LET,

BRI h T A MARA > MM EEBIZ/R 4072 [Add Identity Certificate] % A 7 1 7R v 7 A
DERRSNET,

[Import the identity certificate from a file (PKCS12 format with Certificate(s) + Private Key)] 473 =
YARZ LRIV 7 LT BIFEOT 7 A VD IDGEEEZ A VAR — F LET,

PKCSI12 7 7 A VDOEBSALITHE R T AR 7L —X & AT L FET,

T 7 ANDINALE NTTT DD, [Browse] &2 Y w2 LC [Import ID Certificate File] % 1 7 &
TRy AeFor LET, fEFHET 7 A L% R T, [ImportID CertificateFile] 2 7 U » 7 L
e

[Add a new Global Controller] 7' a > R¥ %27 U w7 LT, HrLWIDIEAELZEMNL F
7

[New] Z7 U v 2 L, [AddKeyPair] ¥4 7T/ Ry 7 AR R rLET,

RSA F7/21X ECDSA % —D % 4 & @R L ¥ T,

[Use default keypair name] 47> a > A2 %7 Vv 27 LT, T 74V hOF— XT 4%
L\i—a—o

[Enter a new key pairname] 47> a > K& %7 U v 27 LT, HiLWARIEZEATLET,
ey 7HT R NPOAREY A XZB4R L ET, R A AR AR 72485451X. Entrust (2
BHWGHELIZEN,
[General purpose] 7'~ a v RZ v (T 74/ ) F72lE [Special| 47> ar K2 &7V v
7 LT, = _XTOHBREZ®ERINLE9, [Special] 77 a > RH¥ U ETRTHE, ASAICK
DELHRERFIEHD2 2OF —XTPAERINET, ZOBPUL, ST HBIHIC2 2D
REEN LT Z L 2R LET,
[Generate Now] &7 U » 27 L TH LWF— X7 ZAERL L., [Show] %2 U >~ L T [Key Pair
Details] ¥4 70 7Ry 7 A%&FoRLET, Z2I2iE, ROFFREHOEFERNREINET,

o PR —DRRRED G & 72 D F— T DA,

o X — T DA H R,

* RSA ¥— X7 OHI&,

e F—A_XTDEV 2T AP AR (512, 768, 1024, 2048, B L4096 v k) . T 7 # /b
F % 2048 T,

o T XA Fﬂ%iﬁ@%ﬁ@#‘v— :7:‘»_& %é\ﬁ#_% 5:%30

ST LG, [OK] 227Uy 27 LET,

IDFEAETDN 2RI D720 DOFEHEY 727 F DN Z@&IRLE4, 20k, [ER
(Select) 1% 7 VU v 7 LT [FEBEM4 DN (Certificate Subject DN) | %A 711 7R v 7 A%
/j—_\‘[/i—é—o

Rua w72 U2 RGBT 5 DN EMEE 1 DL E®RIRL, 2 ANL, [Add] %27 U ¥
7 LET, GEHEY 7= 7 DN O AEEZ: X.500 J@PEX, R &Y TT,

« Common Name (CN)

B 7osLianz
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ATwT11
ATv 718

ATv 719

ATy T2

ATy T2

ATy T2

ATvT23

FA4Fv7 47 iEnEOEMELEA K— [

+ Department (OU)

+ Company Name (O)
« Country (C)

« State/Province (ST)
« Location (L)

« E-mail Address (EA)

SET LS, [OK]Z227 VU w7 LET,

HOB4REHELZERT 511X, [Generate self-signed certificate] = v 7 Ry 7 A& 402 L
e

TAT T 47 47EEEL 2 —T/L CA & L THBESH 5I2IE, [Actas local certificate authority
and issue dynamic certificates to TLS proxy] &= v 7 /R v 7 A& A NI L £ T,

BIMOT AT T 47 4 GEHEREZIT 9121, [Advanced] 27V v 7 LET,

[Certificate Parameters], [Enrollment Mode], 33 & U [SCEP Challenge Password] D 3 DD % 7 % £F
> [Advanced Options] % 4 7 2 7R v 7 ANFRSNET,

GE)  BERE—FRRELSCEPF ¥ L oY 2 U— NFIHCEBLAETIMEIHA T EYE
Mo
[Certificate Parameters] # 7% 7 U v 7 L, IROEHREATI L ET,
*DNS > U —[END / — ROfE %79 FQDN (FE2fEfi KA A U 4)
« ID FEFBIZBEfH T 5N TWDEFA—L T RL A,
c43EI RNy MI& 10 #ERTLZDO, x>y U —27 EDASAIP T LA,
* [Include serial number of the device] = v 7 AR v 7 A% A2 LT, ASA DV T NLES
BAFE R A= |ZBINLET,

[Enrollment Mode] # 7% 7 U w7 L, IROFEHEANTILET,

* [Request by manual enrollment] 7' = > 7R % > £ 721% [Request froma CA] 47Tz > R

2ok w7 LT, BiEFR AR L ET, [Request from a CA] Z 341 L T CMPV2 %
BERMNCTHHEIE. CADDOERE LTOCMPV2 BEOADE (18X—) 2%
RLTS7EENY,

« SCEP %41 L CTHEIFIZA A h—/L S D REH # 0 %k URL,

* IDFEHED A v A b= MZFFRAI SN DR AT 8. 77 40 ME 14T

« IDAEAED A A F—/WZFFA SN DIRRFRAITEEL, 7740 M0 T, ZO5RE
X, FRITREHAN CHIVUIMMTE THHFRITTEET,

[SCEP Challenge Password] # 7% 7 U v 7 L, IROIEHRE AT LET,

TURIGERE
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B crrcozseLcoopesizoanit

ATy T2
ATwT25

ATvT26

ATy T2
ATv 728

ATvT29

¢« SCEP /S AU — |

* SCEP /XA U — REHMERD T2 DIZEH AT

SET LB, [OK] &7 Uy 7 LET,

Z OREFETHOFEAFIZES TX 5 L 2127 554 1L, [Enable CA flag in basic constraints
extension] & A4 N2 L E T,

HARFBIFIOIERIZ L - T, FEAEOY 7V =7 FFREER (CA) »E I il EanFE 7,
ZO%E, AEAELMEN L CTHOGERAFICEA T 52N TEET, CAT T 7L, otk
D—ETT, ZNOOEENEABICHFET D Z Lid. iEAEZEORF—2MH L CGERAED
BUERIATEXDL LA RLET, 2OF T a2 FrOFFICLTHENTS, FICET
HYEFA,

[Add Identity Certificate] & 4 7 &2 7 78 v 7 AT, [Add Certificate] 7 U >~ 27 LET,
[Identity Certificates] V A MIH LW ID GEBIENR RSN E T,

[Applyl Z#7 U w27 L, HILWIDFEAE = 74 F a2 b—va V2 RELET,

[Show Details] #7 U » 7 LT, KD 3 DORREHHZ 735 £ % [Certificate Details] %A 7
Ry 7 AeFRRLET,

s [General] # 7\Zi%, # A7, YU TNE S, AT —F A, Hik, /% — %147, CRL
AR A Vb, GEAEOHSHM,. BLOBEMIT LN TS F T A RRA > hOfERFHR
RENFET, ZHNOHOfEIE, [Available] & [Pending] Dt 5D AT — & AZ#H I E T,

e [Issued to] # 712iL, ¥7 =7 bk DN £ 72IEGEAEFTAE D X.500 7 4 —/L K& ZDfE
DERREINET, ZNHDOMEIE, [Available] AT — X AORIZHEA SN ET,

s [Issuedby] # 7 12i%, FGEHEZMG LTz T 47 4 DX500 7 4 —/V RRFREINET,
:ﬂ%@ﬁﬂ\MWMMﬂXT HADIRHH S NET,

IDFEAEZ 7 4 X2 b—va Y EHIBRT D2, 207 4 F 2 b—va U E®IR L, [Delete]
Vw7 LET,

GCE) FEAEa 74Xl —TalEHIRTHE, HxTE <Y £, HIBR LA
EEHERTAICE, [Add] 227V v 27 LT, iEAEa 7 4 X2 b—a U OiEFR
ET_RCTHANLET,

CAMBLMERE L TOH CMPV2 ZEFDERIE

HEU%?VX*VFU—ﬁft%:U?4f—kﬁl4fﬂ4xkbfwﬁﬁék@V
ASA I Certificate Management Protocol (CMPv2) Z ] L T < D OFEH]EAE PRikRE 4

R— R LET, ASA T /51 AGEHIEDHREIZ CMPV2 ZEH$ 5 Z & T, m@ﬁmﬁmﬁCA
WO DERAIDFEREFE L B X VGEHEL FERERLZD | R UX— 7 2607 2 LA
ITEHOFENFEEZ Z LEZ D ODFEAFE L FE TR L2 TEET, ZIE LiEFITEkR
DREEDIMBIZERAF S Hu, FERIED AN /2> T D IPsec DFE THA S ET,

B 7osLianz
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\}

carsnERE LTo emp 2ioamt i

G¥)

ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6
ATy 717

ATvT8

ATvT9

ASA TIZ CMPV2 DT _XRTOMREEZFIHATE 2 TIEdH Y ¥ A,

WADERT CA & DOEHEEMNL L, RVOFEAZELREG L E3, CAGEHAZEIL N7 A FaRA
VN THNCERESNALERH D FT, A A M—NFOHHEO T 4 L H—TV v N EER
)i\[]'é"%) k wunﬁﬁ‘i’/ﬁtémi—aﬁ

[Advanced Options] 7 « > K7 @ [Enrollment Mode] % 77 k- C [Request froma CA] %7 U v 7 L
7ot%. CMPV2 B EkDT=DIZLL FOFIAE FEIT L E T,

IR BHHIIZ
TATUT 4T A FEPARBOBMELIZA FA—F (153—) OFIEZEFTLET,

FIE

CMP Z%gk~7' v h =L & LT L, http:// fEIKIC CMP URL # A1 L £7,
9T O CMP F#)/ B BPEEHICBEIICH L d — X7 2T 5121, [RSA] £720%
[EDCSA] Z&R L FE 7,

[RSA] Z IR L7254, [Modulus] K2 X T A=a—0bEZEIRL £9, [EDCSA] %
BIL725GE, HERO Rey 720y A=a =D EEBERLET,

(F7vay) EREOEHH., &2 WITBEREROIERRNCT — X7 Z AT 2121%
[Regenerate the key pair] #2 U v 27 LE T,

[SharedKey]Z 27 U v 7 L, CAICE > TT 7 b ATV Rt Sh-BEAN L ET, ZOfH
1%, CABLASANEZHT 5 A v — TV OEFEMEL LOBAELHERT H1-DIEH S E
T

[Signing Trustpoint] 227 Y 7 L, CMP B&RERIZES T DERICHEH SNTRITHERT A A
FEAEEZ ST T A MRA YV FOLARIEZEATI LET,

INGDOFTva it FTARKA Y MREET T Fa VAR CMPIZERESNTND & X
BAFEATEET, CMP h 7 & hARA > R BF Eénfwéﬁm\AﬁW&iti%%£%i
DWTNNERENTEETHN, M ETETETA,

CA FFHEA$8E T 5 121% [Browse Certificate] 27 V v 7 L£9,

(X7 ar) CMPv2 D HEVSGRZ BT 5121E. [AutoEnroll]| F = v 7R v 7 A& A2 L
£

[Auto Enroll Lifetime] 7 « —/V FiZid, HEWEGEN LI/ D ETO, GEAZEOEXT) 72 H %)
W ONR— T =V AN LET,

RERAEOTEHHITH L X— %&£ 3 5121, [Auto Enroll RegenerateKey] %= 27 U »~ 7 L'E9,
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B 775 7 amEozszf—+t

TFATUOTATA

ATy T
ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

SIREQTH R K— b
IDZEHEAS =7 2K — T 5I121%. WOFIEEEFTFLET,

FIE

[Export] Z#727 U v 7 L. [Export Certificate] ¥4 7 2 VR v 7 Ak TR LET,

REAEa 7 4 X2 b= a AT AR 8T 5 EEIMEMT 5 PKCS12IE T 7 A VD4
AiE AN LET, F/2id, [Browse] &7 U » 7 LT [Export ID Certificate File] % A 7 12 77K v
JARFRL, AFHEZEa L 74 X2 =V a BT AR T BT A NERELET,

[PKCS12 Format] A7+ 2 > AR ¥  F 721X [PEM Format] 47> a v RZ %7 U v 7 LT,

REREOE XA BRI L £,

PKCS12 7 7 A Wz =7 AR — NI 56T 27O T /A7 L—X%2 AJLET,
W AN A7 L= X E Mg DT OIZH AT LET,

[Export Certificate] 27 V v 7 LC, fFHE a7 4 X2l —va a2/ AR—FLET,

BMAAT TRy 7 ANFREN, GENER LT 4 X2 b—a 77 A AREEDHINC
EFIZm I AR— RSN ERanNET,

AEAEZERERDER

ATy T

ATy T2

ATvT3

ATvT4

Entrust (285§ D REAEFEBA EREZERT DI21F, ROFIRELFATLET,

FIE

[Enroll ASA SSL VPN with Entrust] 22 U 27 L"C, [Generate Certificate Signing Request] %1 7

a7 Ry 7 AERRLUET,

[Key Pair] fEI CIRDOFINEE FEITLE T,

a) Fry 77Xy URXRNpDH, HRESNEF— XTONTNEERLET,

b) [Show] Z#7 U v 7 LT [KeyDetails] ¥4 70 /Ry 7 A%FrLET, I, BRS
NTex— X7 OAERAR, Bk (R E TSRS | R X BLUOF—
T—H LWV T FRP R ENET,

c) BT LEL, [OK]ZZ Y w7 LET,

d) [New]#7 U w27 LT, [AddKeyPair] ¥4 7 a /Ry 7 A%FrLET, ARLIZF—
NT % ASAIZIEET oM, 77 ANVIRIEST D2 ENTEET,

[Certificate Subject DN] fEIRIZ R DIEH A AL L ET,

a) ASA ® FQDN £7/3IP 7 FL X,

b) =tto4Hi,

c) 2 XFOEZE T,

[Optional Parameters] FE3% CIR D FlEE EIT L £,

B 7osLianz
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ATy T5
ATvT6

ATy 17

ATvT8

ATvT9

ATy 1
ATvT2
ATvT3
ATv74
ATvTh
ATvT6

ATy T17

ATvT8

74570717 1iiBE01 22— I

a) [Select] 7 VU v 27 LT, [Additional DN Attributes] ¥ A 7 2 /R v 7 2% FR L E7,
b) Fry 77Xy U X MpbBNTSEEZEIRL, [E2 AT LET,

¢) [Add] %7V v 7 LT, %@E%% [attribute] 7— 7 /MBI L £,

d) [Delete] #7 U v 7 LT, [attribute] 7—7 Ao EMEZHIBRL £,

e) BT L7, [OK1Z27 Y vr LET,

[Additional DN Attributes] 7 « —/ NIZBII S iz @ER TR SN E T,

CA MO ESR INTZH AL, TREM R A A CATHFREZBIMTATLET,
[Generate Request] &7 U v 27 L C, GEAFEBALEREAZ AR L £7, T4 % Entrust IZEET D
&L, TTANIRFELTHRTHET DI EHTEET,

CSR 737~ &7z [Enroll with Entrust] 2 A 7 02 778 v 7 AWK RINET,

[request a certificate from Entrust] U 7 %27 U » 7 LT, BT mEAZ%E T LET, DK,
RSN CSR # 2 — L CHE D fF1F, £ 41% Entrust Web 7 +— 24 (http://www.entrust.net/cisco/)
EHEHLTHEHELES, B TOEETH2HEE. RSN CSR 27 7 A WITHRAFE L, [Identity
Certificates] ~<- > C [enroll with Entrust] U > 7 %27 U v 7 L £,

Entrust|Z & 0 . ZoROBFENHER SN, AEAERBITESNE T, ZHITIFES 001556
N E£9, KT, [Identity Certificate] XA > T DOERZEIR L, [Install] 227 U v 7 L
T, fEEEZ A VA M=V THMENH Y £7,

[Close] 27 VU w27 L. [Enroll with Entrust] # 4 72/ Rv 7 ZA%HALFET,

SEBAZENDA VA =L
FLOID FEHEE A 2 R b—AF 5 I01E, ROFIEE FFLET,

FIE

[Identity Certificates] <1 > CT[Add] Z# 7 U v 7 L. [Add Identity Certificate] ¥ 1 7 2 7R v 7 A
ARAILET,

[Add a new identity certificate] 7'~ a > R¥ &7 Vv 7 LET,
F— RTEEET DL, HLF— XTE2ERLET, F— XTIEHETT,

FERAEY 7 =2 F DN IH#HAE AJI L, [Select] 7 U v 7 LT, [Certificate Subject DN] % A
TulRy s ZARFERLET,

BAfR9 %5 CA CHE/H 7Y =7 DN EMZTXTHEL, [OK] %2 Y v 2 LT [Certificate
Subject DN] ¥ A 77Ky 7 AL ET,

[Add Identity Certificate] % 7 & 7R v 7 AT, [Advanced] %7 V 2 L T [Advanced Options]
A TOITRY 7 AR RLET,

PBEOFNEIZOWTIX, TAT T 4 T AEAEOBMEIZA A —F (153—Y) OF
JIE17 ~23 ZZRL TS 7Z2E 0,

[Add Identity Certificate] % 4 7 &2 7 7R v 7 AT, [Add Certificate] %7 U v 27 LE7,
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ATvT9
ATy 710

ATvINn

AT T12

ATy 713
ATy 714

ATy 715

ATv 716

CAGEEAZE

FoaLiEng |

[Identity Certificate Request] ¥ A 7 1 7' 7R v 7 ANFRINET,

TXANHXATDCSR 77 ANE (c\verisign-csrtxt 72 E) Z AL, [OK] 27 Vw7 LE
h@‘o

CSRTHF AL 77 A NECAICERFELET, EETHRDVIZ, CADWeb¥ A ~Zd D CSR
BEAR—VIZTFAN T AN EZREOMSITFHZ B TEET,

CA S IDFEHENIK SN2 5, [Identity Certificates] <A (BB L, AT OFEHET b
Va@IRLTC, [Installl] 27 Vv 7 LET,

[Install Identity Certificate] %A 7 2 77K v 7 ANRFRINET,
T oA Tvary BRI a7 ) v LT, ROWVTUDOAT v a V&@LU ET,
* Install from a file
E72iE, [Browse] 227 Vw27 L, Z7ANVERBLET,
» Paste the certificate data in base-64 format

A — LIZREET — ¥ 2 i S SEUCiE Y (410 £ 7,

[Install Certificate] &7 U v 27 LET,

[Applyl 27 VU w7 L, HLA LA M=V LIEAELZDASAa L 7 4 Fal—a Uk
RIELET,

BRI U7- ID GEEICEE T 25 M A2 R~ 9 5121%. [Show Details] %2 U » 7 LT, KD 3
DDOFRE X 7T E £ D [Certificate Details] # 4 70 /Ry 7 AnFrLET,

[General] # 7 2i%. A7, YU TINEES, AT—F A, &, AB*¥— %A 7. CRL 4%
AA v b, EAEOHSHM, BIOEEMT LN TS N T A MKRA v hOERFERSINLE
9, S OffEIX, [Available] & [Pending] D i J5 D AT — 4% AT SN E T,

[ssued to] # 71Zix, 7Y =2 bk DN E7ITREAEFTAHE D X500 7 4 —/L R & ZDOfEN R
IRENET, T HDOfEIT. [Available] AT —H AD KT A S ET,

[Issued by] # 71CiE, FEAFEZ G LT 47 4 D X500 7 4 —/L RRFRRESNET, =
S OfEIE, [Available] A7 — % ADOHIZHH S VE T,

a— REAFHED L 7 4 X2 b—a VEAHIRTAICE, ar7 4 Falb—a UEER
L. [Delete] 27 U 27 LET,
GCE) FEEa 74 X2l —TalEAIRTHE, HuxTE <Y 9, HIBRLZFEHA

EEFIERT DT, [Import] 227 UV v 7 LT, fEAEZ 7 4 Fab—Ta Dl
WETXTHANLET,

TDON—IT, CAHFAERZEH LET, RO My 7 Tlid, ETTELZ LIV TEHAL
ij—()
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casEmEoemErES 2 b—L ]

CAGIEAZEDEME=IEM VX k—IL

ATy T

ATy T2

ATvT3

ATvT4

ATvT5

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATy TN

AT T12

CAGEEFEZBMEZIZA A =T 512%, ROFIEZFEITLET,

FIE

[Configuration] > [Remote Access VPN] > [Certificate Management] > [CA Certificates] DJIEIZ
B F T,

[Add] %227 Vv 7 LET,
[Install Certificate] % A 7 7 7R v 7 ANFRINET,

[Install fromafile] 7' > a v RZ %7 U v 7 LT, BEFO T 7 A A LRl EREZEMNL
FT (OB T 7HV IRETT) o

NRABIOTZ 7 AN EANNT D0, 7213 [Browse] 227 Vv 7 LT 7 A VERBELET,

RIZ. [Install Certificate] &2 U v 27 LE 7,

[Certificate Installation] % A 7 &2 77K v 7 ANEKRE I, GEFHENEFICA VA h— L a2
L AT MR A v e — VIR ENE S, [OKI &2 ) v 2 LT, —OFALT 0 7Ry 7 A%

CET,

[Paste certificate in PEM format] 47> a v RZ %227V v 7 LT, FEITEELET,

PEM JZ (base64 F72(3 16 X)) OFEMFEZ = £ — LT, FEEDTEEICAE Y {41, [Install
Certificate] 7 V v 7 LE7,
[Certificate Installation] 2 A 7 & 77K v 7 ZANRER S, FAEHEREFICA VA h—LEnizZ
EERRTHERA v E—U 0 RENET, [OK] 227 Vw7 LT, ZOXATal Ry 7 A%
CET,
wmammﬁfyayﬁ&y%7uy7bf\E@fﬁﬁbiﬁ;Amﬁ\sam%ﬁ%Lf
L, FEAEAZEG L C, EHEET NS RS VA F—L L %7, SCEP ZfiH T
é X, A% —F v F&E LT, SCEPZVHR— T2 CAICHEKT HMLENHY £9, SCEP
R LB T, 22— —3ROBEREATTILERH Y £,

s HEIA VA M=V T BFEHED SR LT 7 A V4,
FEHED A VA PO KERITHE, T 74V ME 15T,

SFRHED A 2 h— L OFRITEIE, T 7 4/ MI0TY, ZOEAIE, BTN T
bruMEchEITTE £,

B L OO EDZOMD a7 4 X a b —v a7 a r2F 7T 521E. [More
Options] #7 U v 27 LET,

[Configuration Options for CA Certificates] <A > NF/RI N E T,

BEfED CAFFAE 2 7 4 X2 b —va VEERETAHITIE, a7 4 Falb—va VEER
L. [Edit) &7 Vv LET,

CAFIHE = 7 4 X ab—ra VEHIRT HICIE, 207 4 F 2 b—a V2RI, [Delete]
7V v LET,
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G FEEoC 74X 2L —TarEHIRTHE, HTE R ET, HIBRLFEN
EEEERTAITE. [Add] 227V v 7 LT, SEAEBa V7 X2 L —v 3 OER
I _XTHANLET,

AT w713 [Show Details] 7 V v 7 LT, D 3 DOF/REH KX T )NE £ D [Certificate Details] %1 7
IRy 7 AkFRRLET,

* [General] # 71CiX, # A7, Y UTNFK G, AT —F A, Hik, ABHF— ¥4 7. CRL

THARA b FEAEOADIME, BLOBEEMT TS T A MRA > FOfERFHR

IRENFET, TS OfEIZ, [Available] & [Pending] D[l D AT —H AT S E T,

e [Issued to] # 71Zi&, ¥ 7 =2 b DN E72IFGEAEFHE O X500 7 4 —/L K& ZOfE
DRREINET, ZNODOMEIE, [Available] AT —HX AORIZEA SN E T,

« [Issuedby] # 7 12i%, FEHIEZME LT 4T 4 DX5007 4 —/V RRFRENET,
TS OEIE, [Available] 2T — & 2 DB S E T,

KHIZET % CAEIAZ DRE
SR T CA R B RET 21013, RO PIREEITLET,

FIE

AT w71 [Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DJIA
(3R LT, [Install Certificates] 1 7 12 7R v 7 A% Fm LE T, WIT, [More Options] & 7
Vw7 LET,

AT 72 [Revocation Check] ¥ 7% 27V v 7 LE7,

AT9 73 EHEORST = v 7 %T 4 &B—T7/IZT 5I2IE, [Do not check certificates for revocation] 4~
varREEIY v LET,

ATy T4 1O EDERSTF =~ 7 J53 (CRL £721% OCSP) % 34R 7 521X, [Check certificates for
revocation] &7 a Ly RA LU E T Y v LET,

ATYT5 [Add| &7 Y v 7 LTRSS RE A UICBEIT D &, 2O ARMEMATREIC/Z2 Y £97, [Move
Up] £721X [Move Down] %27 UV v 7 LT, FROIEFEZEELET,
B2 HRL, BINLZEF CEESNE T, AL T —RNRINTHEIE. TORD
KNF =7 FRBT 77 4 712720 £,

ATv 76 EAEOCKGEFTICRST = v 7 O=F — % MET 5121F, [Consider certificatevalid if revocation
checkingreturnserrors | 7= v 7 AR v 7 A% AN LET,

ATw 71 [OK] %27 U »2Z LT, [Revocation Check] # 7 %P U £,
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CRLEXNBRY o —D/RTE
CRLEERY > —%2RET HI20F,. ROFNEEZETLET,

FIE

AT w71 [Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DJIA
W2 LT, [Install Certificates] A 7 12 7R v 7 A& KR LET, KIZ, [More Options] % 7
Uy 27 LET,

AT 72 [Use CRL Distribution Point from the certificate] = v 7 R v 7 A& 412 LT, F= v 71RO
FERAEDN D CRL AR A~ MR TF = > 7 2§55 L E T,

AT 73 [Use Static URLSs configured below] = v 7 7R v 7 A% 4 2 L C, CRL OB AT 5 RE
M URL #—8#R LET, @R L7 URL (&, BINLCEFCHEESET, FE L2 URL
T I —RRELZSEAIE. £OWRD URL BMEHINET,

AT w 74 [Static Configuration] FEIkD [Add] Z#7 V v 7 L& T,
[Add Static URL] A 7 a2 7R v 7 ANRERINET,

ATFYTE CRLODHICHHATDAZT v 27 URLEASLT, [OK] 227V v LET,
AJ1L7= URL 23 [Static URLs] V A MZFER/RENE T,

AT T6 [OK]Z27 V7 LT, ZDOXATal Ry 7 A%HALET,

CRL F A DEXTE
CRL B A BET 5 IiE, KO TFIAE FAT L £ T,

FIE

AT w71 [Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIE
W8I LT, [Install Certificates] # A 7 12 7R v 7 A& K< LE T, RIZ, [More Options] & 7
Vw27 LET,
AT 72 [Configuration Options for CA Certificates] ~<- > C [CRL Retrieval Methods] # 7% 7 U v 7 L &
D
RATYT3 WD 3ISOBFEHFRDONT a3 IR L £,
« CRL ®Htf5 CLDAP % A 31— /LiZF 5HIZ1L, [Enable Lightweight Directory Access Protocol
(LDAP)] T = v 7Ry 7 A4 N2 LET, LDAP Z i L CCRL ZBfE3 254 1%. 5
TE LTZ LDAP H— N— 2R 2T — REfEH LT 95 2 & T, LDAP & v v a U3 BisA
SNET, T 74N MOHE, TOHICIT TCP R— |k 389 ZfEH SN ET, ROMHA
INT A= AN LET,

*« Name
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» Password

» Confirm Password
e TITHI bk H—iN— (F—nR—%)
« TIAI L R—F (389)

« CRL ®Hf$ T HTTP % A X — 7 /WZF %IZIE, [Enable HTTP] F = v 7 7R v 7 A% 4 12
LET,

ATy T4 [OK]Z27 Vw7 LT, ZOXTHBALET,

OCSP JL—JLDEETE

ATy T

ATy T2
ATvT3

ATvT4

ATvTh
ATy 76
ATvT1
ATvT8
ATv79

X509 T X NAEAED KRG AT — X AZFET 572D OCSP L—/LEZEZET HIZiE, kD
FlEEZFITLET,

1R BRI

OCSP /b — /L Z B 5 RN, BTREAE~ v 7E2HREL TEN TS, iEHEY v 75
RESNTORWEE, =7 — Avb—URFRINET,

FIE

[Configuration] > [Site-to-Site VPN] > [Certificate M anagement] > [CA Certificates] > [Add] DI
(23R LT, [Install Certificates] %4 A 7 2 7 AR v 7 A%FKxLET, KIZ, [More Options] % 7
Uy 7 LET,

[Configuration Options for CA Certificates] ~<1 > C [OCSPRules] # 7% 27 V v 7 LE7,
ZDOCSP/—v & —BF HREE~ v TR L L3, GEE~ Y 7k 2 —F R
L. AEAEORED 7 4 — L R EORE RN THET, [Certificate] 7 4 —/L FIZ, ASA IZ$
W OSBRI OFEAZEORIEICMHEH S5 CA DLAFINERENET, [Index] 7 14—/ RIZ,
N—=NDTFTAF VT 4 FENRERSNET, [URL] 7 4 —/L RIZ, ZOFEHED OCSP H—
AN—=D URL BRERINET,

[Add] %7 VU v 7 LET,

[Add OCSPRule] # A 7 1 7R v 7 ANRFREINET,

HHT A EY Yy 72 Ry X URINLIBRLET,

T 2EHEL Fey 727 A M LER L ET,
N—=NDTITAF VT 4 FEEZ AT LET,

Z OFREHFED OCSP #—3—D URL # A L £ 7,

FETLEL, [OK]Z27 Uy 7 LT, ZOXATrIRy 7 A%MALET,

HFLLBMENTZ OCSP L— L3 A MIERENET,
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ATy 710

aEn L vocse iz [

[OK]Z27 Vw27 LT, ZOX7TEMHLET,

=E 7R CRL & & U 0CSP DERTE

ATy T

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

CRL 3 X V'OCSP OBMERTE&#AT O 1L, ROFIEEZFETLET,

FIE

[Configuration] > [Site-to-Site VPN] > [Certificate Management] > [CA Certificates] > [Add] DJIA
W2 L T, [Install Certificates] A 7 12 7R v 7 A% KR LFET, KRIZ, [More Options] % 7
Vw7 LET,

[Configuration Options for CA Certificates] ~<1 > C [Advanced] ¥ 7 %27 U v 7 LE T,

[CRL Options] fEIKIZ ¥ > ¥ = OFHHRIEE DI TATILET, 77 4/4 ML 6053 T, #i
FHIZ 1 ~ 1440 53 T9, CADBIA L CRL ZE & T IADMED RN L 91T, ASA Tik, I
L7 CRLEAZ R — IV CHRAFTCEET, ZME CRLF ¥ v 7 EMENET, CRL ¥ ¥ v
VaDKREIITTFTY NI A — AL TRARY, T RTOayTFAMIOWTEBEINE
T HIEICBELZCRLEX v v 2T 52 8T, RIFHIRZE 22 /HEMEN B D541
ASA 1T XV B A B &KV CRL 2SHIBR S 4L, EFHATREZR 22 S HEDEIR SNV E T,
[Enforce next CRL update] = v 7 7R v 7 A% 4 /12 L C, Next Update fi DA AR 2138140 C
UWZRUWNCRLICFREY . A2h72 CRL & LTI TE 5 X 912 LEF, [Enforce next CRL update]
F v IRy I AeA 729 % &, Next Update fE23 72 5552, Next Update {5 A 2R 2
PN TCWAHEATHLHEZ CRL & LTl TE 9,

[OCSP Options] fE#Z OCSP #—/N—@D URL # A ) L £9°, ASA THEMH &% OCSP H—/3—
I, ROIATEIRSNET,

a) —HGEHE EEXL—/L D OCSP URL I[ZXHET 5 —/3—

b) BRI 172 [OCSP Options] JEMEIZFXE L7z OCSP URL (259 2 Pr—r3—

c) T—W—FEED AIA 7 4 —/L R

7 7 4/ h Tlid, [Disable nonce extension] = v 7 /R v 7 ANF N> TWET, ZOKE
T, B RIC K s TERZIGE NS RL, VLA T Z vy 7 2ERELET, 207k
AT, EREIGELOMTENEND T APREREG L, WHENFR—THDZ & 2T
HZET, VAT Ey I EBESZENTEET, 2L, FRNCAER LIZIGEITIE, &2
REBT 2T AERFIFENLTOEEA, ZOTD, HHLTVDOCSP ==k,
FANCAER LTS E %5579 28613, [Disable nonce extension] &= v 7 Ry 7 A% 472 L
TLEENY,

[Other Options] ST, IROWVWTNINDA T a 2 ER L £,

« JEE L72 CA OFEFEZE ASA TZIFAND L H12T 5IZ1E. [Accept certificates issued by
thisCA] T = v 7Ry 7 A%&F N LET,

« T CA DFEHIFEA ASA TR AND L 9 I12F DITIE. [Accept certificates issued by the
subordinate CAs of this CA] = v 7/ Ry 7 A% F I LET,
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AT9T8 [OK]Z#27 V7 LCZDOXT#HAL, [Apply] 27 Vw7 LTCar 7 4F¥al—rva OEH

CA H—/\—EH

ERIELET

O— FEBREFILHAE
O— RFERFIMHZED A VR— k

ATv T

ATy T2

ATy T3

ATvT4

ATy Th

ATvT6

a— FEAFEREFELZ A VR — M523, KOFIEZFITLET,

FIE

[Code Signer] ~X4 > C. [Import] %7 U w2 L. [Import Certificate] ¥ A 7 1 V7K v 7 A% KR
L\i—a—o

PKCS12 X7 7 A VOEBAGIZEH T A2 7 L —X &2 ASILET,

AVHR—= T D7 7 A NDLHTE ANITT DD, [Browse] 27 Y » 7 LT [Import ID Certificate
File] ¥ A 70 Ry 7 AR, 77 A NVERBLET,

AVHR—F T D77 A /VERER L, [Import ID Certificate File] %27 U v 7 LE 7,
[Import Certificate] % 1 7 17 7R » 7 A2, BRLIZFEHE T 7 A VR RSNET,
[Import Certificate] 27 VY v 27 L £ 7,

[Code Signer] ~$A T4 v HR— b SN ERF RSN ET,

[Applyl 227 U w7 L, HiL{ A vFR—btLlma— NELEFHHE 7 X2l —valk
HIFELET,

O— FEREFIEAZEDIT YV AKR—+

ATy

ATy T2

a— FEAEFEWELZ 7 AR — 51203, ROFIEEZFATLET,

FIE

[Code Signer] ~* > C. [Export] %7 U v 7 L. [Export Certificate] ¥ A 7 1 V7R v 7 A% KR
LET,

AEHEA 7 4 Fab—varex s AR— b5 L SITEMT 2 PKCS12 AT 7 A L D4
iz AT LET,
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ATvT3

RTv74
ATy TH
ATvT6

ATy T1
ATv78

HREOEMHRT 5— roiE manezr-scaznzm [

NP — I BALEENE (base6d = 2 — R 16 HEHOE N A& £9) 2MHT 512,
[Certificate Format] $H18 C [PKCS12 format] & 7> a > RZ %227V v 7 LE4, HH LRV
A1, [PEM format]) 7> a v R&Z %27 ) v 7 LET,

[Browse] % 7 VU w2 LT [Export ID Certificate File] #4712 7R > 7 A%FKR L, jEHE=
T4 F¥al—arv bz AR— I NTDH77ANVEFELET,

7 7 A VEEIR L, [Export ID Certificate File] #7 U v 27 LE 7,
[Export Certificate] & A 7 1 7R v 7 A2, BRLIZGEAE T 7 A A RERRSNET,
T 7 AR— FHO PKCS12 TERX T 7 A VO SACITEH] T H /A7 L —X %2 AT LET,

B AT V=X 2GR DT DICHAT LET,
[Export Certificate] #7 V v 27 LC, ftlFEa 7 1 Falb—a 227 AR—FLET,

sEFAZEDEDEART 5 — FDOERTE (IDFEBAEF /I CA

EE)

ASA T, FT A FARA LMD CAFEHAERB L OVID ZEHEIZ SOV THZIIR 2245 = 212 1
BF v 7 LET, sEAEOAIPIENE LR KTTH5HE, syslogBn7 77— b & LTHAT
IhET,

T~ A Az, a7 4Xab—3 g VICHIRNEIIN - ZEHEN RO 258, £
OFEAEEZEHT L, FRIFHIRTL2 LT, a7 4 X2 —va Y 2 BIETH2DIIC
syslog 235 H 1 [ SV E T,

722X AR T 77— F2 60 BIZBHIESIL, TD% 6 HZ LIV KT X OICHRESN
TWhELET, ASAN 40 HICHEEI SND E, 77— MNIZOHIZEFE SN, ROT 77—
FZ36 HBIZEESNET,

GE)

ATy T

AHIHIRTF = v 713, bTAN =L OEHETIIATSNEEA, B—H/VCA FT A RR
A2 NI APHIRT = v 7 ODBHED ST A MRA b LTHHEbhET,

FIE

[Configuration] > [Device Management] > [Certificate M anagement] > [l dentity Certificate/CA
Certificate] #ZMR L £7°,

AT 72 [Enable Certificate Expiration Alert] = v 7 /R v 7 A% A2 LET,
ATy 73 HHOBEEANLET,

* [Repeat the alert for] : SAIDT 7 — FRFITINDANWRETOHE (1 ~90) ZEKE
I_/iﬁ‘o
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* [Repeat the alert for] : FEFHENEH SNR2WGEEDOT 7 — MAKE (1~14H) Z&ELE

T, T 74N NTIE, &OIOT T — MIEHMBED 60 HENZEE S, EO®%ITIEAE
PDEBHEITHIBRINAETHERIBEEEINET, /2. 77— MIADWIR B IZEE

SN, FOBRITFEHIERRESN, 7T — FOREICERRL . AWIROERTOBEIZT
T— R mHXESNET,

FORNAHEDE=E— Y
TUBNVGHEAT =X ADE=H— ) U TIZONTE, ROa~vy RESRLTLEEN,
* [Monitoring] > [Properties] > [CRL]
DA X, CRL OFFEMIN RS NET,
* [Tools] > [Command Line Interface]

ZORL T, SFESERIEAE T I T 4T a<wr FEBITL, REERTEZL
NTEET,
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7.0(1)

TV HIVAEAE (CA FEAZE, 1D FEH
FE BLO=— FELAFEIEERY)
1. REEADOT 21D 2t L £
T, T UHINGEREICIE, £AEi. vV
TN, =t $, E72EP TR
VAR E =W —F i IT (M A%
WAT D EHRAEENE T, CAIL,
AR T4 ) L TEORGEE MRS
THIET, TS AEF2—FD
TAT T AT A &RGET D, [GHET
X DB TT, CAX., AfF—F7=
IIREX — OB LEER L CTEXa
V7 4 B RFET 5 PKI 2T F A b
T, TUZNGEHEELRITLET,

ROBIEAEASHLE LT,

[Configuration] > [Remote Access VPN]
> [Certificate Management Configuration]
> [Site-to-Site VPN] > [Certificate
Management],

WOBEHNEANEIIERSNEL
7o

[Configuration] > [Firewall] > [Advanced]
> [Certificate Management] > [CA

Certificates Configuration] > [Device
Management] > [Certificate Management]

> [CA Certificates],

Al A B

7.2(1)

AL EAE R

8.02)

SCEP 7'm % v

8.4(1)

P— K X—F  CANDBDT /31 RFE
BEALZ IR TE DHEEEAL
F L7,

Foanisz ]
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9.6(2)

TLS 7 74 7 > NMLEX, RFC6125D
v a v ellERINDT—/3—ID
DOFRFENL— NV Z YR — b5 XK 9127
0 E L7z, IDHERRIT syslog h—r3— &
A<v—h TA VLAY —rR—~DTLS
Bt O PKIFER I TN E T, 2R
ENTIDBEBRESNTY 77 LA
ID & —ELRWGE, AL T
FHA,

OB H ZZEE L E L,
[Configuration] > [Remote Access VPN]
> [Advanced Configuration] > [Device
Management] > [Logging] > [Syslog
Servers] > [Add/Edit Configuration] >
[Device Management] > [Smart Call

Home],

o —% /)L CA P —/3—

9.12(1)

ASA ORERHE 7 FQDN A3 5 1%
D 0 IZFRE REZ2 B EkH URL ¢ FQDN
ZAERRT D720, HILWCLIA T > =
UHREANSNE LT, ZoHLNAT
g X, crypto caserver @ smpt E—
NZiEMEET,

We deprecated Local CA Server and will
be removing in a later release—When ASA
is configured as local CA server, it is
enabled to issue digital certificates, publish
Certificate Revocation Lists (CRLs), and
securely revoke issued certificates. = (D%
BEIZ I < 72 o 72728, crypto ca server
avy REFBEEINTHET,

o —7 /L CA P—/3—

9.13(1)

2 —# )L CA —"—DHR— K HH|
FrEVE L, L7zd-> T, cryptoca
saver av 2 REZDH 7 a<wr Rk
HIBRE N TWET,

cryptocaserver 2~ K &ZOF T
OV 7 a<wy RBHIRESE L,

B 7osLianz
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9.13(1)

AZT 427 CDPURL 27 4 F =
L—yg v a<y ROHIBRE L, match
certificate =~ > RIZBITLE L7,

BBV ST
[Configuration] > [Device
Management] > [Certificate
Management] > [CA Certificates]|

CRL ¥ % v i =% A XDYEE

9.13(1)

KEUL72 CRL ¥ 0 v a— ROF A
i<z, Fv v oA REPE
L. 7. 5o CRLANDO=> Y
BORIREZRY REE L,

eI TF 2T FHA K ET— FNDY
A, aTHRARITEDOAFCRL
Xy v ot A AN 16 MBIZHEIN
LE L7,

VTN AT HFARNE—RD
e, ARt CRL F v v =¥ A
XA 128 MB IZHEIII L £ L7,
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