FRAERS T a—Fa 5

ZDFETIE, CiscoASA D N T TNy a—T 4 7 HEBIOEAEROT A N FHEICOWT
AL £,

e A F—T ) NAT— K& Telnet X2 T — ROE[E (1 ~<—3)

» Packet Capture Wizard Z i L 725 ¥ 7' F ¥ O E & F(T (7 X—)

« ASAv @ vCPU & (14 ~—2)

s HEDT AN (16 X—)

e NTF—RUARAEVAT LN —=ADF=H = T (25 —=)

B DOE=H—Y T (28 X—Y)

T ANBIRNN T TNV a—T 4 T DONERE (28 X—)

A 2—TILINRT— K& Telnet /XX — FD[EIE

N

ASA EFT NV TlE, 4 32 —T N XA T — RE7= 1T Telnet XAV — REABENBAICHE T £
T, FEX, TR XA FIZLH>THRARYFT, CLIZHRALTH A7 2 FITT HHLEN
HET,

GE)

ZOMDT Ty b7 4 — LTI, WAV — REENZHGEICEETLZ LIETEETA, 13
HFTREDT 7 4V FEREICRT Z EILARET, AU —RET 74V MZU By R TXET,
Firepower 4100/9300 D354 1%, [FXOS configuration guide] % &M L CT< 72 &V, Firepower
1000 33 L 002100 DAL, [FXOS troubleshooting guidel] Z#& M L TL 72Xy,

ASA 5500-X TO/NAJ— FDE1E

ZDOFNEIT., ASA 5525-X. 5545-X. 5555-X TEITTEET,
ASA D/RAY— R&EET HI121E, ROFIEEZEITLET,
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B ssassoxcoizo—romsE

&M
ATvT2
AFvT3

ATv74

ATy TH

2Ty T6
ATy T17

ATvT8

ATvT9
ATy 710

ATvINn

FIE

ASA D= Y —)L R— MTEE L 7,

ASA DERAZY)>THE, BOERELA I LET,

2B — T v 7%, ROMMONE— RIZAD L) Ic7 v 7 FdRRENTH, Escaped —%
L ET,

AT 4 X2 —vay VYRAEET v 7T — A, ROavw s REANLET,

rommon #1> confreg 0x41
Update Config Register (0x41) in NVRAM...

AZ—=R T v ar7Z 4 Xalb—a 2B ET5L9I12 ASA ZRET HITIE, kOa~v v
KEAJTTLET,

rommon #1> confreg

ASAICE S THED 2L 7 4 X2l —a DUV IPAXENRFRIN., FNEEETIHINEH
MRFRSNET,

Current Configuration Register: 0x00000041
Configuration Summary:

boot default image from Flash

ignore system configuration

Do you wish to change this configuration? y/n [n]: y

BCEETELLIIC, BEO a2 74 Fab—va O LV RAXEETLHLET,
EAEERETHHSIT. 7o ML TY 2AHLET,

ASAICE ST, BILWMED AN ZRD LT 7 IRERRENET,

[disable system configuration?| DIEZRE ., T X TOREIZDOWVWTT 7 4/V MEZZITANLE
—é—O

Tuar7 M LT, Y ZANLET,

WDa<wy REAHLT, ASAZVa—RLET,

rommon #2> boot

Launching BootLoader...

Boot configuration file contains 1 entry.

Loading disk0:/asa800-226-k8.bin... Booting...Loading...

ASAIE, AX— T w7 a7 4 FXal—arofbVIZTF 7+ hary7 4F¥al—i 3
\/%DP‘ ]\\‘[/gi—g_o

WDa<wr KE AL T, i EXECE— RIZT7 7 EBAXALET,
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AT T12

ATy 713

ATv 714

ATv 715

ATy 716

ATV T

ASA 5506-X. ASA 5508-X. ASA5516-X TD/XXTJ— FDEE .

ciscoasa# enable
NRAT—=ROANZRO L=, Enter F—%2 L £,
INAT— RIZZEATY,

WDa<w FEANLT, AA— Ty Far7 s Fal—arczue—RFLET,

ciscoasa# copy startup-config running-config

WKDOa<w  REANLT, Fa—)L a7 4Xal— gy B—RNIT77E8ALET,

ciscoasa# configure terminal

WKDa<wy REAALT, 74NV a7 4FXFal—3 g r TREIIEUTRAT — RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

WKDa<wy REANLT, 7408 ar74FXal—ard2ua—RFLET,

ciscoasa(config) # no config-register

TT7FNE AT 4 F 2l —a DUV VAFHEIZO0x]1 T, 2T 4 Fal—ar LY
ZHDEHMZONTIE, a2 RV 77 L Z2E2BRLTLIEEN,

WDa< FEASILT, HTLWRRAY—REAZ— T v 7 ary74Xalb—a URF
L/i‘g—o

ciscoasa(config) # copy running-config startup-config

ASA 5506-X. ASA 5508-X. ASA5516-X THDH/\XJ— KD[EIE

&
2ATFw T2

ASA 5506-X. ASA 5508-X. ASA 5516-X D XA U — RoEEICIL. ROFINEEZFEITLE9,

FIE

ASA D=z Y —)L R— MR L7,
ASA ODEJRZY) > ThHrH, BOEREZ A S IZLET,

FRARERS TNV a—F Y .-


http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html
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. ASA 5506-X. ASA5508-X. ASA5516-X TD/\X 77— FDEITE

ATvT3

ATv74

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

AL —RNT v 7%, ROMMONE— RIZAD Lo lIZ7 a7 MRERRSNTEH, Escaped—%
fLET,
a7 4 FXal—ay VORAEET v T — N AR, ROavwr REATLET,

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASATHED L 7 4 X2l —ar LIUAZEEERT T a D) X NBERINET,
BCEETELLIIC, BEDa Ly 7 4 X2 —va DLV URAAEETLHE LET,

Configuration Register: 0x00000041

Configuration Summary

] password recovery

display break prompt

ignore system configuration

auto-boot image in disks

console baud: 9600

oot: ...... auto-boot index 1 image in disks

onf
[ O
[ 1]
[ 2]
[ 31
[ 4]
b

WDa<w REALT, ASAZVo—RLET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASAIE, AX— R T w7 a7 4 Fal—arofbViIZF 7+ hary7 4 F¥al—i 3
:/%Ijb_‘ F‘L/Siyg‘*o

WDa~r REATILT, ¥ EXECE— RIZT7Z7EALET,

ciscoasa# enable

NRAT—RKOANZRD SN, Enter F—ZL £,
INRAT— RKIIZEH T,

RDOA~ REANNHLT, A= Ty arysFalb—varyzn—RFLET,
ciscoasa# copy startup-config running-config

WKDa<wr REAHLT, Zua—)Lary7 4 FX¥al—yaryE—RIT7278ALET,

ciscoasa# configure terminal
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ATy 710

ATvIN

ATvT12

Asav T2 T— kEREA A —voaE [

WDOa~ REANLT, T740 1 ar7 4 Fal—2 g TREIZSEUTARARAT— REE
ELET,

ciscoasa (config) # password password
ciscoasa(config) # enable password password
ciscoasa(config) # username name password password

WKDa<wry REANLT, 74V ar7 X2l —Yarvisua—RNLET,

ciscoasa(config)# no config-register

FTI7FN a7 4 X2l —arDLVYAHAHEITOx1 T, 2T 4 Fal—ar LY
2B DEAMZONTIE, a2 RV 77 L 2% BRLTLL &N,

WDa<w s FEANLT, riLWSAU—REZRAX— KT v a7 4Xalb—ya VIRTF
L/i—a—o

ciscoasa(config) # copy running-config startup-config

ASAv TO/N\NRJ)— KFElFA4 A —2DEIE

ATy T

ATy T2

ATvT3

ASAV DRAT — REIIA A=V R BIETI2E,. ROFINEZFEITLET,

FIE

EITA T4 Xal—2a B ASAVONRY I T o7 Ty A Mcabt —LET,
copy running-config filename

&1

ciscoasa# copy running-config backup.cfg

ASAv ZHiREN L £,

reload

[GNUGRUB] A == —Mb, FRAZHFL, avTasFal—arvEO—FLBEWVWS T Vs
T <filename> R L, Enter ¥— &2 L £, 77 A NV4IL, ASAVDOT 7 /L DT —

MAA=YDT 7 ANELTT, T74NV DT —hr A A=, falback =~ NIk ->TH
I — hENDZ EIEHY EHA, TDOHK, BRLET—F A A—T%2a— RFLET,

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin

FRARERS TNV a—F Y .“
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B ssa k970 20— rEREOEMIE

bootflash: /asal00123-20-smp-k8.bin with no configuration load

51

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

AT Td Effar 74X al—ya RNy s 7y ard  Xal—ary 77 )VEar—LE
bd‘o

copy filename running-config

1 -
ciscoasa (config)# copy backup.cfg running-config
RTFYTE RATU—FDOU &Yk,

enable password password

1 -

ciscoasa(config)# enable password ciscol23

ATYT6 HLOWREELRFELET,
write memory

1 -

ciscoasa(config) # write memory

ASA/\— KT 7D/NAJ— KEIEDEMIL
Y

(GE)  ASAv F 721X Firepower DET IV T/NAT — REIEZT E—7/WICTHZ LIXTEERA,

MEFRD g N — W —3 27— RAE A H = A L2 LT ASA ZfERICE B2 &R0
LI, RRU—RNEEZT 4 B—7 T AI21E. ROFIEEZFEITLET,

48 HHIIZ

ASA T, noservicepassword-recovery =~ > RZ{#H 7% & ROMMON £— RIZ A>T, a2
T4 X2 —varOEFEEBSZENTEET, ROMMONE— RIZAD &, ASATIE, T
RCDTTvva 774N VAT LOWEEERODLZ T o7 MRFREINET, BAUICHE
ZEITLRVE ROMMON £— RZFMTE EA, 77 via 77 AV VAT LxilE
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Packet Capture Wizard Z{EfA L =¥ ¥ 7F v DR TE &L F1T .

L7eWiGa, ASA XY m— REhET, /XA Y — RETEIL ROMMON E— RO & BEfF D
AT A4 X2 =T a VORFFIEKIFL TS DT, ZOHEEICL ST, 7RAT— ROEIEN
TERL RV ES, L, RRAU—=RZAETERLTLHZ LT, AERZ—F—0a
TA4X 2L —arEZFRLE0, BIONRRAT—=REZFEALEZDTHZ N8R0 Ed, =
DEE . VAT LEEERREZRIREIZEE T2, Il A=V e Ry I Ty a7y
Xal—var 7740 (AFTELYH) Z2rn—RNLET,

service password-recovery 2~ Rik, 2> 74 Falb—vay 77 A VZBHMAE L TOH
FoRENFET, CLIZur 7 Mkt LCTa~vyr REANTE L FEFINVRAMIIZRFES N E
T, REEFLEESTLHME—DHEL, CLIZVry S FCavy REANTALZETT, Zoaw
VRORRANR=Va o THH a7 40X al—YarE e —RLTh, REFEFESNESE
ho (RAT— REEOHEFERET) AX— T v THHIAX — T v 7 a7 X2l —
arEEHTHE D ASANKESN TV ALEFIISAT— RNEEEZT 4 —7 T 5 &,
WEEBOVAX— T v ar7 4 Xal—rarbdn—RT5K9I12 ASA DR ENEHE S
NET, 72— A —N—%2fFHL, AX¥—F T v7ar74FXal—ra 2B ET5L9
\ZA L U NAHEE R E SN TV DA X, noservicepassword-recovery 22 R TA X L3
AEBICER L X2, a7 4 Fal—vay LYRFICEUEERMZ SNET,

FgE
RAT— REEAF 4 —7 M LET,

No service passwor d-recovery

1 -

ciscoasa (config)# no service password-recovery

Packet Capture Wizard ZfEF L /=% v T F v DFRTE L E

1T

Packet Capture Wizard ZfiHH L C, =7 —D 77Ny a—T 4 VT EZITOHBEDOXF Y I F ¥
EREBIOFETTEET, ¥ 7F Y TIHXACLEHFEHLT, ¥ 7 Fr¥Inbd 8774 v
I DEA T o, BEITELIROT FLALR = BICI2ULEDA F =7 = ATHIR
TEET, 2OV F—RiE, AHIA v Z =T =2 A ADZNETNTH ¥ 7 F ¥ & 1EIFETL
F7T, F¥TFr LTy NI PCIRFEL TRy F 7 FHIAFTHITEET,

GE)

ZOY—NE, VTIA T PLUASSLVPN % 7V F v 2R —F L TWER A,

¥ T T Y EREBLIOETT DI, ROFNEELFATLET,

FRARERS TNV a—F Y .n
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. Packet Capture Wizard % {18 L 7= % v 7 F v D% E & E1T

FIE

ATv 1 [Wizards] > [Packet Capture Wizard] OJIEIZEIR L 9,

[Overview of Packet Capture] B (Z(X, 7 4 '— R&EETTHETIITI ¥ A7 O—ERER
SINFET, INHDOXATITIE, LR EENET,

s ANA B —T = A ADIEIR,
cHIIA B —T = A ADTEIR,
« Ny Ty RT A —=HDERIE,
o X T v DT,

e (AFvarv) XY TFv T —ZDPC ~DHEATE,

ATv T2 [Next] %7V w7 LET,
7 7 AL EREETIL, [Cluster Option] HHI AR RINET, A7 v 7 3ITHERET,
I T AHFEEEE TIX, [Ingress Traffic Selector] HAINAERRINET, AT v 7 4R ET,

AT w73 [Cluster Option] [ T, ¥ ¥ 7' F ¥ DIA7xI5: & L T [This device only] F 72 1% [The whole cluster]
DOWTNNDOF > a TR LUET, [Next] 22 U 7 LT [Ingress Selector] Wi & 3K~ L

\iﬁqo
AT T8 A H =Tz A ATTy haeX v 7T ¥ 3 5I21%, [Select Interface] 47> a2 > R¥ %7
Vw27 LET,

JTGARY T BRETIR, VT AZ aryra—)L L= Xy hOREF Y T F ¥ I DI
L. [CP-Cluster] F= v 7Ry I AEF NI LET,

ATV TS ASACXT—HTL—r Ty bEFX¥ 7T v 5HITIE, [Use backplane channel] 47> =
YAREET Y T LET,
AT 76  [Packet Match Criteria] fHI C, IKOWT Iz EITLET,

« Ny NOBAIZMHE TS ACL 25T 5 121X, [Specify access-list] &7V 3 > R %
27U w7 L, [Select ACL] Kr w7 X UA KD ACL Z3&IR L EJ, DIRRE LT
ACLZBUED Fu vy 7 X U A MZBMT 5121, [Manage] #7 U v 27 LT [ACL
Manager] ~5A > % #7 LET, ACL ##R L T[OK] 227 U v 7 LET,

« [Specify Packet Parameters)| 47> a v RE %27 ) v 7 LT, 27y b XF A—HF%Z4R
ELET,

a) [ICMP Capture] R v 7 X 7 A NTRONVTNNEEITLET,

(GE¥)  [ICMPCapture] 7 1 —/V Ri&, ROV 4> RO TY T AHX 473 3 & LT [Thewhole
cluster] Z IR L - HEICO R E SNE T,
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ATy T17
ATvT8
2AFvT9

ATy 710

ATvIN

ATvT12

ATy 713

ATV 714

Packet Capture Wizard Z {18 L =% v 7F v DR E & E1T .

c TTAT T —IVTNA R AT T, BHEDNTF T 4 v 7 LA LEINTZ T T 1
7 Ol %GB 5 b 47 IPsec /X7 > b &% v 7 F v 3 5HI21E, [include-decrypted] %
R L ET,

s VT RE 2=y N EOKENT Y NeX vy T v T HITIE, [persist] ZBIRL £7,

PBOFNRIZONWTIE, ANMNT7 747 vL 2% (11 X—=V) 2ZRLTIEEN,
[Next] #2 U w2 LC. [Egress Traffic Selector] [ fi % 3~ L £ 97,

AUEBE—=T 2 A ATy NeXx ¥ 7F ¥ 3 HITIL, [Select Interface] 47> a v R¥ %7
Vw27 LET,

IS RARY TBETCITAX ayhe—L FL—r Xy hakXy I F T B2,
[CP-Cluster] F v IRy 7 A%EA I LET,

(GX)  [Egress Traffic Selector] ® 7 4 —/L ROFEIZOWTIFH N F T 7 o v 7 L7 2 (12
N—=V) ZZRLTIEEN,

[Egress Traffic Selector] @ 7 4 —/b ROFEAIZOWTCTIEHE I NI 7 4 v 7 BL 7 & (12 °3—
V) L TIESN,

[Next] # 27 U »» 7 L C [Buffers & Captures] Hi[fiZ &/~ LET, HTT2I12IL. [y 7 7]

(34-8 X—V) ML TIZIV,

BHOX Y 7T a 102 LICHEIMICEIET 5 X 912, [Capture Parameters] fiE35 C [Get

capture every 10 seconds] = v 7 Ry 7 A A NI LET, T 74/ FTIE, ZOF vy 7T v

IFEER ANy 77 AL ET,

[Buffer Parameters] fHI C., N> 7 7 A XLy b A XEBELET, Ny 77 A X

E. X T TF DTy NERIET DO TR AT Y OFRKREETT, 7y M Aa

R, F¥ T F PR TEDHEDT v FTT, TELRVEZLDIEREF YT F v T2

72, mENSTYy B VA REMEHT L EEHERELETS,

a) Ty M YA XEANLET, AR A XGEHIT 14 ~ 1522 31 S TT,

by Ny 77 A XEANNLET, BT A REPHIL 1534 ~ 33554432 /31 T,

) F¥ T ¥ EINT Ty NERGFET HITIE, [Use circular buffer] F= v 7Ry 7 A% F
IZLET,

() ZOREZERTLE, TXTORNyT7 A FL—URMERESN TV D56,
¥ T TFXIIROETNAT Y bAD EEZ ZBROET,

[Next]Z#Z Vw7 LT, AL TFAZNORIEED ) T AL v ay (77 AXEFH
LTWOEE) . NI 74927 BLIZZ Ny Ty NI A—=FZRRT 2 [Summary] B H %
FoRLET, FfTT212F, [~V —) 34-8X—) 2L TSN,

[Next] 2 Y 7 L T [RunCaptures] B 2 &K/~ L, RIZ[Start] 227 U » 7 LT/ T v FDF ¥
TFxERBLET, [Stop]zZ Vw7 LTHRY 7 F X 2K T LET, BBEROFIEIZOWTIE,
XX 7T X DEIT (133—Y) 2BRLTLEEN, 7 T2AZ Y T EERL TOLHET,
ATy T N4NTHERFE T,

FRARERS TNV a—F Y .“
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B rorseT77v0si0r54>

ATy 715

ATy 716

ATV T

ATv 718

ATy 719

ATv7T20

ATy IT2n

ATy T2

O DNy 75 ANR—REMERT 511X, [Get Capture Buffer] 22 UV v 27 LE$, BIEDOX
7y NOWNEZHIFRL T, Ny 7 7IZiloRry by FF x5 A=A EMRT HIC
IZ. [Clear Buffer on Device] %7 V v 7 L¥7,

7 7 A B BEETIL, [Run Captures] H[fii T, IROFINAD 1 SLL EEFATLE T,

* [Get Cluster Capture Summary] #7 U v 735 &, 7 7 AZNORIEED /Ty h v 7
FyHROYV~ U =2\ T, FEBEO 7 v by I F v FRAFRRSLET,

s [Get Capture Buffer]| %27 UV v 7§25 L, 7 TAXDOFEEIZEDRE NNy 7 7 AN—ZN
o TWDDNHR/RSIVET, [Capture Buffer from Device] #4712 7 Ry 7 ANFIR S
nE7,

s [Clear Capture Buffer] #7 UV v 75 &, 7 7 AXZNOFEOEEE - IZT X TOEED
BEDOa T oY ZHIBRL, E6ICRTy haXxy 7T X 357200y 7 7 Kz gk
LET,

[Save captures] &7 U v 7 L C, [SaveCapture] ¥4 TR IRy 7 AEKRLET, A1F+7
Ty, ¥ 7F v, ERFTOMFERFET ATV a VE2BIRTEET, HITT 51T

. TRy 7F v DREF 349 —2) Z2BRLTLEEN,

[Save Ingress Capture] %2 7 Y » 7 L C. [Savecapturefile] ¥ 7 0 /KR v 7 A%&FrLE3, PC
FORIESFEfRE LT, [Save]l 227 U v 7 LT,

[Launch Network Sniffer Application] 27 U v 7 L C, [Tools| > [Preferences] CHE L7z /37 v
NayRr T 7V r—varEREI L, ANFy 7 FxEofrLET,

[Save Egress Capture] % 7 V) v 7 L C. [Savecapturefile] ¥4 7 0 /KR v 7 A%eF L E3, PC
FOBRTFESGFAEE LT, [Save]l #27 U v 7 LET,

[Launch Network Sniffer Application] 22~ V 2~ LT, [Tools] > [Preferences] TI/E L7=/37
Nt 7T 7V r—varaEE L, HAOXY 7 TFr 2o LET,

[Close] #7 U w2 L, WIZ [Finish) #7 U 27 LT 4 —REEKTLET,

NTY XY TFNYOHAFSA4 Y

AVTFERNE—F

s AT HXANNDI TALGHY 7 TRy T F Y ERETCEET, ZOHE, £0U T
ALEENY > 7 TEREEND 2 THF A MIEEMT O TWDE Ty RETFRF v 7
FyrINnET,

*VLAN ZLICRETE 2% v 7 F v i3 1 2725 T, 4 VLAN OO a7 F 2 b
THRY T F ¥ ZRELIHAIE, REICHRE Ly 7 F v 2 BER SN ET,

HEICRELT. (T27747) v 7 Fy 2l LIS EE. Moas 7 X FTHANS

ETIT 4TI THICNE, Sy 7Ty 2EHIBRLCGEMUETYLERSH Y £97,
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XX ST ERELILA L H =T 2 AA RAERTHTRXTCON T T 4 v I BRX XY T F v &
NE4, i, B VLAN Fooa T2 2 v~ 57 0 v 7 b FENET,
L7=RoT, HHVLAND AL THFARA TOF Y FF v A X —T M LTZE X
FZDOVLAN a7 %A FB THEHAINLLGEE. :/T%XkA&z/T%be
@ﬁﬁ@ﬂﬁb774/ﬁﬁ%¥7%kéﬂi¢o

W NT T4 TDOGEET, TIVT AT XX T TFXOHLALTXAND NI T 4w T2
FRF vy 7 F ¥ ENET, ME—opsNEL, ICMPHEZ A 2 —7 M L7 (L7zA3-> T,

ICMP F 77 4 v 7 D% vy a URNEEARARIZ2D) BHAETYT, ZogalE, 4 VLAN
DTRTCODAVTXARNTANEHIIOICMP v T 7 4 v I BRF v 7TF ¥ INnET,

ZOMDHA FS 4 >

« ASA WARIEZRERD TCP ~v X —%E>/3% » b %&%/5 L. ASP 7" invalid-tcp-hdr-length
ThHhorEWH) Fey THBTEONRTy Ve Ny 730558, 207y N2 EL
A B —T = A A D show capture =< > R IZ, 2D 7 v hEFRLERE A,

*IP N7 74w 7RIy 7 F XY TEET, ARPREDIEIP Ny MIF ¥ F v TX
FH A,

s A TAVSGT X TfFE Ry bOGE, S 7 F ¥ INTry MZEENATWSIA
A CMD ~v X —%_ PCAP B2 —T7 BRI LN ENH Y $97,

Xy XX T XL, VAT LAEEET D, FFA AT g DD
FASIND /7 b, NAT, TCPDOIEH L, /X7 > FONEZ LS D O OEEN G
FhET,

« F— B SRS NIAAE S FOFRO b L—RAL, F—F XA TOYHEASS > b
DWEE ERI L TOE A, ZOENE, Y7 hy=T =Yg R, BLU
NS T b DOZA TIZH - TRRY 9, @BOBEU LR L 722 2% argerEs
HDHEROBREE I LET,

cRIUARARMIFLT2OUEDNAT 27— h A Y NBFET A,

cBEFDNET M E MmO T a—TFa k)L R s (ESHoO 72— UDP 7=
IZ TCP T, #iHMD7 a2 —RICMP ThHEERE) |

¢ ICMP =7 —A VAT T a VRN o TW D,

AARSTavo LIS

NRry hF ¥ TFYyDODANA L F—T oA A, BERTLEWHROFA ERFRY VUY—F B
FOF e baERET 512, ROFEZFITLET,

FIE

ATYT1 Fay7HZ o0 JRAMPOANA Vv Z—T o AL EEIRLET,

FRARERS TNV a—F Y .-
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B errsoivrwL04

ATYT2 ANEEXFRAPBROR Y FU—=2 &2 A LET, ASACXT =X 7L —r ETRTy b &
X ¥ 7 F ¥ 3 5HITI1L, [Usebackplane channel] 47> a > R¥Z %227V v 7 LET,
ATV T3 ATBHEAANBLIORY NU—2 2 AT LET,
ATV e ¥ T Fy 357 harv AT RELET, IHETXS57 2 ka/Lid, ah, eigrp. esp.
gre, icmp, icmp6. igmp. igrp, ip. ipinip. nos, ospf, pcp. pim. snp. tcp., FE7ziFudp T,
a) ICMPIZOAHICMP # A 7Z&2 NS LE T, fEETE L XA 7L, all, alternate address,
conversion-error, echo, echo-reply. information-reply, information-request, mask-reply,
mask-request, mobile-redirect, parameter-problem, redirect, router-advertisement,

router-solicitation, source-quench, time-exceeded, timestamp-reply, timestamp-request,
traceroute, ¥ 72 (3 unreachable T,

b) TCP B LNUDP 7’1 ka2 OFEEILB L O ER— hO—ERAEELET, 15
ETELAT v a Niko By T,
e TRTDOV—EREED DI, [All Services] iR L £,
=R TN —THEH DHITIL, [Service Groups] ZiEIN L F 9,

FFEDY —ERAZ2E®H DHITIL, aol, bgp, chargen, cifx, citrix-ica, ctigbe, daytime.
discard, domain, echo, exec, finger, ftp, ftp-data, gopher, h323., hostname, http,
https, ident, imap4. irc, kerberos, klogin, kshell, ldap. ldaps, login, lotusnotes, Ipd,
netbios-ssn, nntp, pcanywhere-data, pim-auto-rp, pop2. pop3. pptp. rsh, rtsp. sip.
smtp, sqlnet, ssh, sunrpc, tacacs, talk, telnet, uucp, F 7213 whois DWT N EE
LET,

AT 5 CiscoTrustSec h—ERAD /X » h Fx 7 F v & A x—T /T HITIL, [Security Group Tagging]
FEIR D [SGT number] = v 7/ Ry 7 A& A NI LT, X2 VT 4 TN—T X 7FKZTH AN
LET, At X=2 )T 0 Z0—7 2 7F 1L 2~ 65519 TT,

HBARS 7400 LIS

NRry h&F ¥ 7F vy TOHNA v Z—T =24 A, BETEBIDEARNERY FU—7 . BX
A EITL SR — POV —ERZRET DL, WOFIEEZFEITLET,

FIE

ARTYTN A X =T oA ATy X v 7F v 3 5I21%, [Select Interface] 7' a v R¥ U&7
Vw27 LET, ASACXT —H# 7L —V ETRTy MaXx vy 7F v 51T, [Use backplane
channel] 7' > a v RE %27 v 7 LET,

ATFvT2 Fay7Z o JAMDOHIIA v Z—T oA AL EBIRLET,
ATy T3 HAEETARA MBIy hU—2 2 AT LET,
ATw T4 Bk rsA MBI xy hU—2 2 A LET,
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Buffers

ATy

ATy T2
ATvT3

25

Buffers .

ANEERHTEIR LIz 7w b2y 24 TRFTIC) A R ERTHET,

NTy b FXTFXONRTy b AR Ny T7 A4 X BLOWERN Y 7 7 2T 570
EDMERET DITIE. ROTFIRZFEITLET,

FIE

¥ T T YR CTELRED NNy "2 AN LET, TEXHETZLOEREFY T F v
Hedlc, FRERRRREYA X ZHH L T 7E I,

NIy NERAFT DIy T TF Y DMEHTELAEY ORKREEEANLET,

Ty FORMETITEER NNy 7 7 R LET, BERANY 77Dy 77 A M L—URT T
RS END L, Fr 7 TFriTERbEWT Yy b EEEZHBDET,

[Summary] BiEZIE, 7 T AX ATV ay (VITRAZ)VTEERALTCHDEHA) . T 74w
7RV I E, HIOT 4= RHETERLEZ Y F Fy T FrDDDONRy T 7 XT A—
ARFREINET,

v TF ¥ DET

ATy
ATv72
ATvT3
ATv74

ATy Th
ATvT6

X STy vy rvayrOfBBIMEL, X¥ Ty Ry T rDRR, Xy NT—F TS T
A TV r—rarOiRd), Xy b Xy TTFrORTFE BIONYy 7707 VT T
IZiE, MOFNEEZFEITLET,

FIE

[Start] 227 Vw27 LT, BRLIZA L H—T 2 A LTy b FvFF ¥ Byia &0
WBLET,

[Stop] 227 Vw7 LT, BIRLIEA LV E—T 2 A LDy b XYy TF ¥y arafEEk
LET,

[GetCaptureBuffer]| 227 U v 7 LC, £ X —T =2 A LTxX Y 7 F v SNy FOARF Y
Tvay MERGLET,

[Ingress] #7 U v 27 LT, ANNA L Z—T oA ADXF ¥ T F ¥ Ny 77 &R LET,
[Egress] 7 U v 7 LC, HHA Vv H—T 2 ADF ¥ TF v N 77 2FRLET,

[Clear Buffer on Device] #7 U v 27 LC, TXA A LDy 77 E#HELET,
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B =<77v0r%

AT w71 [Launch Network Sniffer Application] %2~ U 7 L C, [Toolg] > [Preferences] CTfiE L7z, AT
XY T TFXYELBIENF Y T TF Y20 T 27200y N7 7V r—va v aEE L E
@—O

AT w8 [SaveCaptures] %7 U v 7 LT, ANF¥ 7 F ¥ BLOH 1% v 7 F v % ASCI £7-1% PCAP
A TRIELET,

¥ TF v DRF

Nry MBI T 57D, ANMBLOHENr v b %+ 7 F v % ASCIL F 7213 PCAP
77 AN THRET DL, ROFIEEZFEITLET,

FIE

ATV Tl ¥ 7FF v RNy 7 7% ASCIH EXTIRFET A2, [ASCH 227V v 7 LET,
ATY T2 X% 7F v Ny 7 7% PCAP X TIRIET DX, [PCAP1 227V v 7 LET,

RTYT3 ATy N ¥x T F 2 R/G5T57 7 A VEEET HI21E. [Save ingress capture] & 7 VU >
7 LET,

ARTvTe Wy Xy 7 F X 2RGT57 7 A VERET HITIX, [Saveegress capture] %7 U v 7
LET,

ASAv ) vCPU E =

ASAv O vCPU R TIL, T —% /NA, {fillfllRA > b, BLOANH 7o ATHEHIALTY
5 vCPU O&EAZFR R LET,

vSphere TH# S5 vCPU O ARICIE, Z D ASAV DEARITINAZ T, ROLDONEEN
i‘ﬂ—o

* ASAv 7 A R/VEFH
o ASAv VM IZfEH & 372 %SYS A—/N—~vw K

* vSwitch, WICE X U'pNIC DR ZBE§ 5 /37 v hDOA— 3=~y K, ZOF—/"—~y
NIFFFEEICRELS R GENRH D £,

CPU ERZEDHI

W SH7c vCPU Ofi R AN KIRIC B 70 2 Bl & IR L £,
« ASAv D LR — b 1 40%
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vMware 0 cPU AR LA— [l

*DP : 35%

HETEE A 5%

« vSphere D L' 7"— |k : 95%

«ASA (ASAv LAR— K &ELT) :40%

cASA T A KA FE—=VY 7 1 10%

o Fr—/8—~y R 1 45%
ANy BiE, A /S= S PEEREOFAT, 88 L O vSwitch Z ] L7 NIC & vNIC DfH]
DRy MEREIZHEH SV THWET,

ASAV D72 D A — /3=~y KL LT, ESXi == EBMNDOa s Ea—T 47 ) V—2A
PHERATAGEN DD, EHARIZ100% 2B E03HD 4,

VMware O CPU {EAZED L 7R— +

vSphere C [VM Performance] ¥ 7% 7 U v 7 L. [Advanced] % 7 V v 7 3% & [Chart Options]
Ray7Zo A RRFERENET, ZZITIEVMOFE AT — bk (%USER, %IDLE, %SYS
72 E) OVCPUMEHRNFRENET, ZOFHRIT. VMware DELRAD CPU U Y — Z 53l
SNTWOGFZBFET 2 DITELHET,

ESXi — =Dzl (RA F~DEHUZ SSH Z AL Ty =/Lic7 78 AL E9) Tk,
esxtop ZfH Fl T& £, Esxtop |& Linux @ top =~ > RIZBI-f{EME L M8 2 D, RONE
% &t vSphere D/NT —< L AT D VM O A7 — MEHR AR L £,

+vCPU, AEVU, R NU—JHHROZEM
« £ VM D AT — kT L ® vCPU fifi fH L

« XAFY (FETHIZ M) EAJ)) &Ry FU—27 (FEITHIC IN) E AT 2mzx <, #
FHEH L RX oy 7%

ASAv D45 7 & vCenter DY S5 7

ASAv & vCenter D] T CPU R DETIIENLH Y F 7,
e vCenter D7 5 7 DIAEITHIZ ASAv DIAE LV & KX 20 £,

« vCenter TILZ OfIE [%CPU usage| & MEIEAL, ASAv TILZ OffiE %CPU utilization]
ERETIVET,

FH5E T%CPU utilization] & [%CPU usage] 151D DEFEMR L TWVET,
« CPU utilization 1%, %F¥ CPU O#EHHF R A ML L £,
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* CPU usage |5 CPU DA RX—=RA L w7 o U ZIZESWIZGREE CPU OFEHE M 2 #20t L &
T LML, 1 DO VCPU OABEHINDT2D, NAN—AVL T 4 U TITEMELEH
/\-/O

vCenter |Z CPU % usage KD L IZFHH L ET,

T T 4 TIEH SN CPU &, R AEEZ: CPU D& FHIXMT2EIE& L LTHRES N
iﬁ‘o

ZOFREIE, RARPLRECPUMMRTHY . YA ARV =T 4 7 VAT A bR
CPUHETIILY THA, T, ZHIEER~ T THEMAMRER T TORIE CPU O
CPU fEHZIZ/2 0 9,

7o & 20, 1EORAE CPU 24k L7 1 DOAE~ 8, 4 OB CPU 258 L7 1 &
DFEANTIEITEINTEY ., ZOCPUMHEN 100% DA, AR~ 0L, 1 EO%E CPU
Y _CHERALTOET, KAE CPU OfEARIL,  TMHz HALOM R /A8 CPU O x 227
B & LCEEESNET,

i 4 MHz TEe#s3 % & . vCenter & ASAv DO 5 O¥fEIZ—2 L E£3, vCenter 75 7 )>
5. MHz % CPU i FH =% 60/(2499 x 1 vCPU) =24 LR LN FE T,

= —
TEDTAP
TITIE, VU A E—FRASAT IR EX 2T 4 2T X R NOBEREMEDOT R N HE,

ASA A B —TxA A% ping T 551k, BIORSHLA L HZ—T A X LEORAX M pbhoA
YE—=T 2 A A LDOKRA MIping TEDL LT LHHEZOWTHHLET,

anh
Xd

EXREHGEOTRA L : 7 FLRARITO ping DELT

pingi%, FFEDT RUANRFEHAEE T, IWETEINE I DEHRT IO ORMa~ KT
T, RO MY 7 T, ZOa~y ROFEMEZNEM > TIITAEEZR T A MZHOWTHAA L
i‘j‘o

ping CTETAIEEL TR +
FNA Rk ping TH L. EDOF AL RIS MG S, T ABEE AR L ET,

IOTuvAEEALT, Ry hT—27 T AT, HEICHH., @, BXOTAMT5H2
ERTEET,

ping ZfEH LT, ROT A MNEFATTEET,

2ODA L E—T A ADN—TF N7 T AL WU ASA T—FHDA B —T = A A
bbb I —HDA U H—T 2 A X ping BNV —T Ny 7 FTARELTEREITLHE, N
FDA B =T oA ZADFERNR 7 v 7] AT —ZABIOELBIFTX £7°,

* ASA D ping : BIO ASA DA X —T A Ak ping L, ZTDA L X —T A ANRT v 7L
TWCURET DI L ERTEET,
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ICMP ping & TCP ping 5&4R .

« ASA FEH D ping : ASA DD T /34 2% ping 5 Z L1k > T, HH ASA #H T
ping TAHZENTEET, NTry ME, ENENOFAIZEEIT S & X2, 2 DO
ASADA Vv EZ—T oA ZAZ@BLET, ZOT7 7 g, Pla=y FOA L F—T =
A A, BE, BLOISERRIOEART A M £,

e Xy NT—7 TNRAZADEED LWENEET A T 5720 ping : ASA A VX —7 = A A
NH, EFICEEL CWRnEBbhdry T —27 T34 Al ping THZ ENTEE
T, AVH =Tz A ANRELLFEEINTNDICE PN LT = a—R3ZE SN2 0nEs
X, TS RCHERH D LB BNET,

c FEREEZT A R T 57200 ping : ASA A X —T = A AND, IEFICHEIET D Z &N
Do TNDERy NU—T T4 AZpingTHZENTEET, =a—2ZFELIEHLA.
NS DT /A ANTRCTEFICEEL, MEAICIE L <EHIINTVD Z L B3R S
Nz &z £9,

ICMP ping & TCP ping M 3%&4R

ICMP &1k

ASAIZIE, ICMP =2 —ZR/\T » M E2EEFE LT, ma—8&E Ty bEZET 506Kk D ping
DB LTWET, ik, FEEY—L T, $XTOMIRy U —27 T34 A TICMP 7
T4y I BRI ESNDGEIT) E<HELET, ICMPping ZfEH LT, IPv4/IPv6 7 KL 2 %
TR A M % ping THZENTEET,

7L, ICMP 225 LTSy RU—=27 b0 £F, THMAOFR Y b U —27 58 ZHIUT#%Y
551, bV IZ, TCPping ZfEH LTy MY —2#a 7 A N T& X9, TCPping T
I%. ping 7°5H TCP SYN /37 M35 S 41, S T SYN-ACK 233245 S V72 B T @ ping
DB LIz RSN ET, £/, TCPping TlE, IPv4 7 RL A EZFA A M S ping TX
F92%, IPv6 7 KL AT ping TX FH A,

IEHF 72 ICMP £721X TCP ping & 1X, HINTWAT RLAREYHTREDH A 7D hT
TAYZIINETHIEEZERLTWAIZTEEHA, ZHITEARERPHEEL TS Z %
BRLET, T4 A ETEETZMORY o —T, FFEDXATDRNT T 4 v T INT A A
BB TERNEICTE I ENTEET,

FI74NVETHEH, EX2UT 4 0ENA L F—T A ANbEF2 T 4 DRV, L F—T =
AA~Dping ZFATCTEET, VF—2 NI 74w 72 @BRIEDLLIITICMP A A
arvEAX—TNMIT LI ERETNMETT, X2 T DR U F—T oA ZAnbE
WA U H—T 2 AT ping THIZIE, NT 747 ZFFAT 5 ACL ZHHT H20ENH D F
R

ASA A B —T oA A% ping T HHEIE, DA X2 —7 =4 XM iz ICMP L—b
WZEoT, ma—gRAry ez a—R& Ty RRFFRI SN0 ERH Y £, ICMP/L—
JTEREAIBE T, ZDON—VERE LRSI, A VX —T 2 A ZA~DTXTOICMP
N7 T 4w 7 BRI SIVET,
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ATy T

ATy T2

ATvT3
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ZOFINETIE, ASA A X —7 A ADICMP ping & A F—7 /MZT D7, 721, ASA
R O ping HICHER T 2L BEDOHDHICMP 2> 7 4 a2 b —3 3 LV OFT_NTITOWTHPA L E
ﬂ—o

FIE

ICMP /L —/L Cxa—BLR/m a—SERHR END 2 Lo R L ET,

ICMP /L—/u (3, BIEWRET, A ¥ —7 = A AZEHEX[EEND ICMP 7 v MIEH s
£, ICMP b — VA LR > 7235813, T XTOICMP 7 7 B ANFHFAISNET, Z0

LA, 77 v a UIRRETT,

7277, ICMP L — V&2 FET AT, ma—BERA v —Vbaa—iE A vt —V DT
RURAZEFATEIL—NANEAS L F—T oA ATEENTND T & 2R L E 7, [Configuration]

> [Device Management] > [Management Access] > [ICMP] XA > CICMP L — /L ZFHE L E T,

T EAN—/)LTICMP RFFR END 2 & ZMER L £,

ASA BRI THR R b & ping THEAIL. 727 B A NL—/LTICMP +T 7 4 v 7 DEZAE A
ENAVERBYET, TI/ERAL— T, D b, Ta—3R/ma—HEICMP /7 v
N AT AMERHY F4, ZNHONL—/WTI T a—r L — L LCEINTAZ ENTE
7

TIRBAN—NVEMH LRWGEEIE, RERMOXATORNT 7 4 v 7 b T30 ERS Y
FT, ZhIE A F—T oA AT 7R A=V EEHAT S L, BEERO deny 25BN S5
oD, MOTXTORNT T 4 v 7 PEEINDTZDTT,

[Configuration] > [Firewall] > [Access Rules] XA > C7 7 E A V—/LEFRELET, HIZT A K
AT — V2B 25818, 7 A PO TRIZZDOL—ILVEHIRTE £7,

ICMP A Y AR v a v 3x—7 M LET,

A B —T x A AD ping &IIXTRAYIZ, ASA £ C ping 755 E1EL. ICMP A AT v g
YPREETY, A AN a EERATUR. VA= R T v s (DFED, ma— i
Ny h) Fping ZBA LA A MIETZENTED9 2, X7y hHT20 1 DDIFED
FEPRIESND T, FFEDZ A TORELZY LT HZ ENTEET,

ICMPA > A7 v a i, 74N DT a—r)v A AT a R —TA x—T )b
IZTEET,

a) [Configuration] > [Firewall] > [Service Policy Rules] ®JIEIZIEIN L F 5,

b) inspection_default 7' v — 3L JL— L Z2fRE L £,

¢) [Rule Actions] > [Protocol Inspection] # 7 C, ICMP %R L £,

d) [OK]ZZUvs L., SBIZ[Applyl 2 U v s LET,
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"X~ D ping .

RA @ ping

T NA A% ping T 5121F, [Tools] > [Ping] # &R L C, ping T5%5%D IP 7 KL AL /IEAK
A RNBEAIIL, [Pingl #7 U v 27357211 TT, TCPping DAL, [TCP] RN L T, %8
EAR—RNbEOET, BFIX, FTTHLEOH DT A FOHFHHEIZLET,

%% L7z ping & H 7341

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ping N L 72 8580%, RIR L7239 7238 2 TR &40, RPN 100% K220 £9 (73T
KB LTZEAIL 0% 1220 £9)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)

7272 L. ping D—#ROANE ZHHT D37 A =X EBMT 252 L b TEET, LLFICERLT
varEsLET,

« ICMP ping : 56%CHR A MIHEGET DA v X —T = A AR TEET, /L F—T=A A
ERIRL oT808, V=T 4 77— NVEFEHALTC, @k X —7 A AN
REIINET, IPVAIPV6 7 RLAETZIIRA N % ping TH5Z ENTEET,

* TCP ping : ping 354650 TCP N — M & @IRT 20 EEH Y £¥, 72& 21X, HTTP &R —
k% ping 7% 1Z21L www.examplecom 80 & L ¥, IPv4 7 LA E72EAR A M4 % ping
THZLIITEETA, IPV6 7 FL A% ping 5 2 &1L TE EHA,

ping ZEETHEETT FLABLUOFR— hEEETAF 7L a v bbb £+, Z0BEE
X, BT, RET O ping BEESNAL L F—T oA ZAEBIRLEST (2 F—T =
A RBBIR Ui s 2 BB, A—F (27 F—TABEHENET) |

%I, ping 20T (57 40 MISE) £REERITOXA LTI (F7 4
JVRMIE2®) ElEECTEET,

ASA EHEDARZRME T X
ASA BEBiD I BITIE R T A B FEITT HEAIE. RO— xR FIEZEH T 9,

1R BRI

FIETHI LTz syslog A v B — V&R T 2 %E1E, m¥ 7 a2 x—7 /W LET (logging
enable =~ > K% 721X ASDM @ [Configuration] > [Device Management] > [Logging] > [Logging
Setup])
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B ssazsoszussz v

FIE

ATV A =T oA 24, BXa2VT 4 LUb, BIWRIPT RLAZRT V7L E— KD ASA
FREEXR 2V T a TR RAMOKEER LET, KX, EEERINZTXTO/NL—
2. BEXOASA % ping THNL—X DFHINZHDHEA MBEDLMENRDH D 77,

1:4V3—Tx(4 R, =8, BLUKRR EETCHY FT—IE

,_..
w

Hast Hosl Host Hao

-! 10.1.1.56 I:li 209.2685.200.230 I:li 10.1.36 209.165.201.24

% Router % Router % Router
/

\ﬂ_

Router

_w%

dmz1 uutslde diviEa

192.1 202.165.201.1 qgo 1 outside
£8.1. securityd 883, securityd
Tr ASA
Routed ASA 1;]3’1‘55’3
p iEmm . i
dmz2 inside dmz4 inside
192.168.21 192 168.0.1 192.168.4.1 security100

securltg.rA-U se-c:urlt1_.r1 op  Secu rl’q.rBD

% Router %Romer % Router

10.1.2.90 10.1.0.34 10.1.4.5?

d

Router

a3mn7

10.1.1.5

o

—— sr—— ——

Host Heost Host Hoat

||

ATY T2 HEERINIAV—ZNDREASAAL X —T =2 A R ping LET, T AT LUk E—
KT, BVIIP 7 RL A% ping LEY, ZOT AT, ASAS U H—T = A ABT 7T 4
TThHHZE, BIOAS v F—TxfRAar 7 4 Fal—varBELWI EEHERALET,

ASAA L E =T 2 A AWT I T 4 7 TRHBRWGE, AV F—Tx2Af X a7 4Fal—3
UHRIELL WS, ETITASA EA—Z DTAAL v FRE T LTWDHYE, ping 13k
T 2R DY £7 ROKEZR) . ZOHAIE. X7y FARASAICEFELRNOT,
TRy T Ay—TURsyslog A vE—VIFFRRINERA,

K 2:ASAA 23— 4 XTD ping D%
Ping ?
— 5§

Host Router

. TFAMERST TN a—TFaT
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ATvT3

ATvT4

ATy TH

Y e |

3:IP7 FLy U OREREIZ& S ping DKREX

Ping = —
S > <
19216812 192.168.1.1 s

Router Security
Appliance

192.168.1.2

m)

1

Haost

ping JIRERN—Z IR SN WIEEIT, A v F V—TFELETTNEIP T RVADFET H 7]
REME2ZH Y £9 ROKEZZEM])

VE—=F KA IDPDHEASAA V¥ —T = A ZZ ping LET, hTUART LUk E—-RT
X, BVIIP 7 RL A% ping LET, ZDOT A N Tl BE#EERINIZL—FBNEA NE ASA
DETNRT Yy NeV—T 4 7 TELNE I, BEOASA BTy NEIEREIV—T 4~
TJLTARAMIEEEZNE I DEMHRELET,

HRL—H Zif> THRA MIRED/L— R ASA IZ72 WA, ping 1T B AlREMEN H 0 F
T (RORESMH) . ZOLAIE. Ty 7 Ayte—Uidping SR LTz Z L &R LET D,
N—T 4 T DI E T syslog A v E— 110001 BERINET,

4:ASADRY IL— FREERFEIZ K B ping DK

Ping

S Iy

2
Router ASA E

ASA A H—T A AMBEERDF v U —27 F 814 ZA~D ping 1T1E L HEREL TV £,

cping M5 L2 WEGEIL, XEN—RV 2T B3 A v 4 —T=2f ADA LT 4 X2 b —
Va VNIRERH A RN H Y F T,

CASADA L H =T 2 A ANELLRESNTVAICHE2 b 6T, TBEROERE ] T
AANDTaA—EEEZE LRWERIE, A VX —T =2 A — T =7 OZ(EHEEEICH
BRbHEeEZLNET, [BEMOERZ] ZEWREEFOMNOA 2 —7 A AT, [F
U TEERODER 2] T34 ZZx LT ping Z5E L Cma—%2%Z[5 T 258, &KIID
AVHE—=T 2 A AD/NN— R =7 OZGHEEEICHENRD 5 LRI LT 7,

BRARNETIN—EDDRETA LV H—T 2 A AZN L THOA v H—T = A A EORIDKRA
REIFINV—F T ping LET, MREBLERTRTOS L H—T oA AXTIZHLT, 2D
AT TEAEDIRLET, NAT 2T 25 81E, 207 A M&179 & NAT NIEL<EEL
TWAZ ERDbIY £7,

ping BN THE, L—TFT v K E—ROT KL AZEH (305009 F721% 305011) & ICMP i
DHEN. ST Z & (302020) % kBT 5 syslog A v —URF/RSuE 7, show xlate 2~ >
RZE7ziZshoweconns =~ RE AN L CZDOFEREFRTHZ L L TEET,

NAT BIEL S RE SN TWRNI ENRERKF T, ping KT 52 bdVET, ZOHE,
NAT 23 RIE U722 & Z7- 7 syslog A v B—UNFE RS ET (305005 F 7213 305006) , ping
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B txrzcor—roen

WOMEAR A FMOREIR AR F~EE S, AXT 4 v 7 EBPIELRWNGEIE, AvE—Y
106010 23K /R S E T,

5:ASAD7 KL ATHDRIREIZ & B ping D KEX

__P‘J 5 % ==: -
Hast Router Security Beiliter Host

Appliance

RARETHDIL— FDEHS

ATy T

IP7 RLVA~ND T 7 4 w7 DFETRIENEEL TCWBEEIE, AA METO/L— b ZIBH
TEHZLIZE TRy hT—27 NRAZHBERRWINE I AR TX 7,

FIE

FL—Z Jb— bk ED ASA DFoR (22 =)

ART9 T2 Ny b b—FOWRE 23 3—) ZFHLTEDNT L ENTEET,

fL—X JL— kLD ASA DFRR

&

FITAIRT, ASAIZ R L —R b— K RIZARy 7L LTERENERA, ZNEERT DI
L. ASA ZiEiR T %/ v b Ok ATRERF] 208 5 LT, ICMPRZAREA v E—Y DL — |k
PR 2 o LN H D F£97,

FIE

=2 RNV =2 L TTIL 26 LET,

a) [Configuration] > [Firewall] > [Service Policy Rules] DNEIZFEIN L £ 7,

by N—NEBIMELIIRELET, 2L E, TTLEZBO T b4 7Y a v 2B ke
=V BN TICHFEET DA, LA — LV EERT 208135 0 A,

) N—NETa— NVEREFA A —T oA AZEA L, N7 7 4 v 7 BREEEET S [Rule
Actions] X— Y E TV 4 P— REEDE T, 72L& 21X, 7 17— 3L matchany /L— /L & {ERL
TEET,

d) [Rule Actions] ~*—3""C, [Connection Settings] % 7 % 7 U > 2 LC, [Decrement time to live
for a connection] Z %R L 9,

e) [OK] FE7ziZ [Finish] #7 U >~ 7 LTH6, [Applyl 227 U v 7 LET,

ATw T2 ICMP BIERGEL — MR Z L L £,

. TFTRANERS TN a—TFa0T



| FRFERSTLVaA—Fay

a) [Configuration] > [Device Management] >

Ty b ILb— FDRE .

[Management Access] > [ICMP] Z &R L £ 7,

b) =T D FEIZH 5 [IPv4 ICMP Unreachable Message Limits] > [Rate Limit] D 2 1> L &

T, 7mE 2, 50T LET,
c) [EA (Apply) 127 VU7 LET,

INTY R IL— FDRE

traceroute & {3 1X, X7y MRFEEICEIETHETO/N— FEFFETE £7, traceroute
%, R — b EDSEEIZ UDP 237 v M E72IXICMPY6 =2 — %5535 2 &L THREL £
To W= EDBENTRNWIZD, 5 ~DEFITEH H/V— 2 [ LICMP & 72 1L ICMPv6 Time Exceeded
Message TIHE L, £DOTT—% ASA ([T LET,

traceroute |T5E SN7=K 7T n—T OREEF R LET, HIIDOEITH 1 >0 TTL EIZH G L
9 (FHIB) , kOFRIZ, B FOHHZ R LET,

ATy T
ATvT2

ATvT3

HAhiEs ELEL

* ZA LT SOBBRNIC T 0 —T7 ~DiE %
ZIELERATL,

U SHE~D/L— S FLE L EH A

nn msec K )—FRTC,. WBELEZEODTa—T0T 7
RRU A hnbEM (R VR |

IN. ICMP % v b U — 7 |ZRFETE FH¥ A, ICMPV6
TlE., 7 RURIt54¢9,

'H ICMP 7R A MZEZETE EHA,

P ICMP |[ZE#ETX £ A, ICMPv6 Tl, &~—
r D REARFGE T,

1A ICMP NEHFIC L > TEIE SR TWET,

? JFRARHD ICMP =5 —03 %L LE LT,

FIE

Tools > Traceroute DJIEIZEIR L F1,

N— N EBHT A5 R A M ELIZIP T RLAEZANLET, RA MMEHEHTLZ LI

DNS H—N—%FHE L FT,

(F7vay) PL—AORMEEZRELET, T 74NV ERIFEAED T —ATHEHAE L E T,
e [Timeout] : %A A7 U b4 5 F CINELZFHET D, 774/ MI 3B TT,

FRARERS TNV a—F Y .“



FRRERT TN a—TF125 |

B ook r—vEmERLERY S —BEOFR -

e [Port] : 9% UDP AR— bk, 7 7 4 /L L 33434 T,
s [Probe] : % TTL L)V CEET L7 0 —7 0%, 774/ ME3 TT,

« [TTL] : 7'm—7 O/ B X O KAFHE TRERE ], 7 7 4 /L FOF/IMEIZ 1 TT23, 2D
EEES LT, BEMOKR y 7OFRRENH T2 ENTEET, T 7 4/0 FOKRKIMEIZ30
T, bL—R— N, N7y bR RICEGET D0, FITRKMEISETHEHKT L
7,

* [Specify source interface or IP address] : L —ZADEEILE L THEHT LM F—T = A

Ao A VB =T A AL, LETELIZIP 7 RLATHETE £, IPv6 TlL, H#ETA
VHE—T oA ABFETEERA, BETIPT RVALITEBECTCEET, IPv6 7 KL
AlE, ASAA U H—T A ATIPV6 Z AN L TWELGHIZOHLANTYT, hF A~
7Ly hE-RNTIE, BEHTY FLRAZEHTHILERHY £,

* [Reverse Resolve] : DNS £ il 23 5% E STV AR SN2 d v 7O 1% H )
WCERRTHNE I, IPT RLADOREFRIRT DA TV a a2 RPURER L £,

« [Use ICMP] : UDP 7' —7 X% OO VIZICMP 7 —7 Ry NEkET 50
2 7%

AT T4 [TraceRoute] 7 V v 7 LT hL—RZ— FZBBLET,

[Traceroute Output] fEIKIZ, b L—A/L— FDFERIZONWTOFEMR A v —URERINE
j—o

Ny b =Y ZFRALERY O—BREDTAE

ATy T
ATy T2
ATvT3

EEIL LT RLAB LT ® 2 VOREICESN TRy hEET LT D2 &I
FoTHRY O —FEEZTANCEET, ML—RF, RIS —BWEETLTT 7 EAL—L
RCNAT 72 8% T A ML, Ty NEfFal3 250, ERT 250 %ME L ET,
DXy NETARNTAHZIEIZLE ST, AU U—OFEREHER L, LEIISU T, 7F
AELITHEET DN T T4 v 7 OXA TR INDENE I DET AN TEET, REDOHR
WA T, bL—HZFERLTHFRATRE ATy RBRESINS 2 EOTHEREEEZ T Ny
JTEET,

FIE

[Tools] > [Packet Tracer] DJIEIZEIN L E 9,

Ty b FL—ADFETXA VA —T A RZEIRLET,

Ny R hb—20I\ry b AL TEIBELET, HETXS7' 7 ha ¥ A1 7%, ICMP,
IP, TCP, UDP, &KX USCTP T,
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ATvT4

ATvTh

ATvT6
ATy T17

ATvT8

ATvT9

ATy 710

INDA—7X

Kot—<vrevr7Lyy—z20E=s—y>5 |}

(FAFvay) ., X207 4 INV—TFTDOENLA Y 2CMD ~v X —IZHDAFEINT-N
oy M EIBBIT D (Trustsec) Hpaid. [SGTnumber] 4 ZL T, ¥x2 VT4 FN—F X
7 DFE (0~ 65533) ZAHLET,

(P ARTLU N E—FR) Xy b b= BTH TS Z—T 2 AV HFA L
7 hEND) BA =T A AZAD L DIZT HITIX, [VLANID] A4 12 LT, 1 ~4096
OFFHEDOID ZASLET, VLANID X, ANA v H—T =2 ARV T A L H—T =2 AT
WA IZORERATE ET,

(FFZAXRT LY b E—F) BEMACT RLRZRELET,

Ny NOFEEILESEEERRELET,

Cisco TrustSec Z T 23 A 1%, IPv4 721X IPv6 7 R LA 522Efi KA A 4 (FQDN) |
FFExX a2 VT4 TN —TDLRIHDLVIZX T HEETEET, FELT FLAIZX LT,
Domain\username JE X, C2— —L 2 4HETHZ L H TEET,

7u ha)VOREERIEE L E T,
* [ICMP] : ICMP # A 7, ICMP 22— K (0 ~255) , BLOA T 3 > CTICMP #3122 A
HLET,
« [TCP/UDP/SCTP] : #E B LU DR— MEZE AN LET,

« [Raw IP] : 7'z h = L& (0 ~255) AN LET,

JTAL 2=y NEIKTAT Yy NeT RNy 73 51IK0%, 7y b hL—8 2R LET,

[Cluster Capture] K2 X7 U X kot IROEHZRIRLET,

a) decrypted : VPN b L TEHE(LENZ /7y hEIEAL, &5I1C, VPN b RV &R
MLTEET LNy hE2vIab—MLET,

b) persist: 77 A% 2=y NMRKTEWT 5y NEEALET,

¢) bypass-checks—Skips security checks like ACL, VPN filters, IPsec spoof, and uRPF.

d) transmit: I 2L — FENTANT Y EBASANLH OGNS X I IZLET,

[Start] 27 Vw27 LT, ~ry h&E hL—XALET,

[Information Display Area] (2, /X7 v b F L —ZDOFERICEAT D 3EMERNA R R INET,

SAREVATLN)Y—RADE=ZAR—) G

SFEISERIAT LYY —ABRE=L—FTHZLICEoTC, XT3 —~ A LOREE 2137
DM OBHEN 72MEE/ET DN TEET,

INTA—IVADE=_A—1) Y

ASA DNNT =< AGRE 7T TR ELIIR AN TR RTEET,
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FIE

AT w71 [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] DJIEIZER L £ 4,

AT w72 [Graph Window Title] I/ F7 7 7 4 ' RUDX A "NEANTHI LS, BFOX A ML E®E
REpzLbTEET,

AT 73 [Available Graphs] U A FnDig K4 2O hY ZBRLTHD, [Add] 227V v 7 LTER
HDx ~Y % [Selected Graphs] U A MIBE) L £9, EHREERA > a Ik LB T
R

* [AAA Perfmon] : 785E, #Frl. BLOT B U T ¢ v FERIZEAT 2 AL O REL,

s [Inspection Perfmon] : HTTP, FTP, 3L WNTCP A > A v a NZBAT A HEA DT v
4,

* [Web Perfmon] : URL 7 7 & A%k & URL Y— N—ZRIZBI9 5 FPHEAL O BR L,

« [Connections Perfmon] : 9"_T D4, UDP 85, TCP ##c. B L O TCP AT
D BN DB,

* [Xlate Perfmon] : #VH.{Z NAT xlate,

AT 74 [Show Graphs] 7 U v 7 L ¥,

777 Ba—bT =N Ea—OMTENTNORREYVEZ L ENTEEY, £z,
THOEFEELZER LY, T2 2 AR—FEREFAHML7ZY T2 TEE
B

AEY) JAOvinr=—4—1) 45
exAx) Juy s tEHTOATY TuylE2 T 7R ELITIRERTERTEET,

FIE

AT w71 [Monitoring] > [Properties] > [System Resources Graphs] > [Blocks] DJIEIZEIR L E 5,

AT w72 [Graph Window Title] (27T 7 7 4 ' RUDZ A "EANTTHZ b, BFOX A ML E®
REszLbTEET,

AT w73 [Available Graphs] U A hinH = MU ZRIRL TS, [Add] 227 U v 7 LTENLDOT L b
U % [Selected Graphs] U A MBI L £7, EHARERA T > a FRO LEBY TT,

* [Blocks Used] : ASA CTEHHDOAEY 7y s 2R RLET,

* [Blocks Free] : ASA DZEXAEY T rv /7 2FRrLET,

AT w74 [Show Graphs] %7 U v 7 LET,

. TFAMERST TN a—TFaT



| FRFERSTLVaA—Fay
cune=s—1>5 |

777 Ba—bT =70 Ea—0DRTENLTNORREUVFEZ LI ENTEET, £2,
T OEFHELZER LY, T2 227 AR— P EREFAML7ZY T2 TEE
j—o

CPUDE=H2—Y Y
CPUEHHEERRTETET,

FIE

AT w71 [Monitoring] > [Properties] > [System Resources Graphs] > [CPU] DJIEIZER L £ 9,

AT w72 [Graph Window Title] (27T 7 7 4 > RUDXA MEANTNTDHZ EH, BEFOX A bV % i
NIz bTEEd,

AT w73 [Selected Graphs] U A hiZ [CPU Utilization] Z 3B L £ 9,
AT 74 [Show Graphs] &7 U v 7 L ¥,

757 Ba—bF—7 N Ca—DMTHRRENVEZDZENTEET, £/, 7—FOF
PHEALET LD, F—2 4T/ AR— FERIZERILEZY T 52 L b T ET,

AEYDE=ZAZ—Y YT

AEVMHEHERREZ 77 7B E IR TERRTEET,

FIE

AT w71 [Monitoring] > [Properties] > [System Resources Graphs] > [Memory] DOJIEIZEIR L £,

AT w72 [Graph Window Title] (27T 7 7 4 V' RUDX A "AEANTDHZIE L, BFOX A ML EE
RIszebTEET,

AT w73 [Available Graphs] U A kb FUZRIRL TS, [Add] 227 Uy 7 LTENLOT L b
U % [Selected Graphs] V A MIBEILE 3, EHERA T a TR O LB TT,

s [Free Memory] : ASA DZEX AEY 2R RLET,

* [Used Memory] : ASA DD AEY ZFRLET,

AT 74 [Show Graphs] &7 U v 7 L ¥,
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777 Ba—bT =70 Ea—0DMTENTNORREUVFEZ LI ENTEET, £2,
T OEFHELZER LY T2 227 AR— P EREFAML7ZY T2 TEE
@—o

JOvREAGDCPUFEREOE=F4—1) YT

CPU THEATENTWAH TR EAZE=F—T&ET, FEOT v XA THEMIND CPU O
MRICHET 2B RERSGTEET, CPUMHROMEERIIFEIE T~ b, EHRORS &
WY AN RENET, £72. TRV ATLEDOCPUICKT 2 AMICHET A HEHR G
FRFEI OO 5 DA, 14070, BE OS5 HIOE®R) bEENTVWET, ZOFRITS BB EICH
HEJICHET S, U TS A DOFEHERDF R SALET, ASDM Tid, 30 & ICHH &
ET,

7'ut AHNLO CPU % Fr9 % (21X, [Monitoring] > [Properties] > [Per-Process CPU
Usage] DIIEIZER L £,

HENE S 281 LC, F@a2TETEHL, 77 A VIRIFET D Z &N TE £, [Configure
CPU Usage Colors] 7 U v 7 LT, EHBIZESNTHERALARALEIRT 52 L1k -
T, HFHEOGWT B EADAX ¥ U2 FTLOTLTHZLHTEET,

=+ — N »
EHREOE=42—1) Y
BEDOER 2 £ A TERT HITIE, ASDM A A > 7 ¢ KT, [Monitoring] > [Properties]
> [Connections] DNFIZEIN U E 7, SEFICET HERICIE. v har, #ExXT FLR s
ST RUADEME, mEDONT Y RREEELIIZEINTHLLDOT A FUVERE, BLOE
PO NI 7407 EBEREGEENET,

TFTAMBEV NS TN a—F 4T DERE

HeE

N

Ty bkI4+—LYY—X |§iH

traceroute® IPv6 PR — 9.7(1) traceroute =~ > R &
. IPv6 7 KL A8 5217 A
B Xk oz EL,

ROBHEPELSILE LT,
[Tools] > [Traceroute]
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FRLBEUErSTLva—T4v70BE |

HEER TS5y b4+ —L1Y)—R |iH

TV Y TN—T A n— 1 97(1) TV TN—TF A R— A

VE—=T A AHDNT Y b VE=T oA ATy b

FL—HDHR— L—H il TE oL o1c7R
nE L7,
NTy b L= OmmEIC
[VLAN ID] & & UF [Destination
MAC Address] 7 « —/v RHE
Mk Lz, [Tools) >
[Packet Tracer]

FEZLDry b Fry7 |97 Xy 7T v 2 FHTIEFIEBL X

F v OBA4H &7 1k

VB TE B Lo FEL
776
BIN/ZERE S T- i

[Wizards] > [Packet Capture
Wizard] > [Run Captures]

BIVERE I a v
[Start] /R & > [Stop] R % >
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B xrs50r570v2—F1vr0BE

L Ty bhI4+—LYY)—X |§HA

st Sz X7y b L—419.9(1)
BTy b ¥y 7 TF vk

B
AB
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FRLBEUErSTLva—T4v70BE |

3
b
R

Ty hI4+—LYY)—X |§HA

N7y b b =PRIk OB RE
TifbshE L,

T NI T AL
=y MHzZEET 5 & &
2Ty FEaBBF L E
¥

e ¥Ialb— NN
v RBYASANLH B
Xl LET,

e Ialb—hENEN
T hOEXF2) T4
Fry I ENANALE
D

eIz lb— k&N
47 b % IPsec/SSL T &
fbainiz v v LT
TNFET,

Ny bRy TF v I TROB

BECHL S E L,
Ny MR L%
¥y 7 F ¥ LET,

C R L—REF Y TTy
L. AKige ) 2 MR L
9.

B E T IXAE S L7z
[Tools] > [Packet Tracer]

ROFT v a &R — T
% [Cluster Capture] 7 4 —/L N
ZiBAN L E L7z @ [decrypted].

[persist]. [bypass-checks].
[transmit]

[All Sessions] K12 7 # 7
U A N® F® [Filter By] £ = —
WZ200H LWFF g vk
BINLE L7z : [Origin] 8 LW
[Origin-ID]

[Monitoring] > [VPN] > [VPN
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3
3
R

BE

IS5y rTr—LY -2

B

Statistics] > [Packet Tracer and
Capture]

[Packet Capture Wizard] I |Z
[ICMP Capture] 7 4 —/V K% 38
MLUFE L7 : [Wizards] >
[Packet Capture Wizard]

ICMP % v 7'F v & HRK— ~ 9
D2ODF TS a v,
include-decrypted 3 KX TV
persist ZBAI L E L7z,

ACL ZfE A9 IPv6 &
T ™ SN Y (21D
PRIy b RN TF o DY HE—
N

9.10(1)

capture =~ > K@ match % —
U— REHT 5546, any
F—T—RiZIPv4 h T 7 4 v
7 DHELET, IPv4 £
IXIPV6 N7 7 4 v T Tk T
F ¥+ 572012, any4d & any6
F—U—FEfETEL LD
W2 E L, anyF—U— R
TIE, gl&Hke& IPvd 7
T4y I DHRESNET,

FH/ER I NTza~ Ly R
capture match

ASDM #AR— MIdH D £
/\/o

Forepower 9300/4100 M#1 L\
debug telemetry =~ > N

9.14(1)

debug telemetry =1~ > R &{#
MT2&. 72 MY ICBHE
TOHT Ny T Ay E—UNRK
RENFET, ZOT T
X, TV A RULAR—FOA
B IZ = Z — DR K & R E
DI DITESLHLE T,

EHESPEmETSH D 8
/\/o
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