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Microsoft Kerberos Constrained Delegation */ ') 2 —< 3 >

Microsoft @ Kerberos Constrained Delegation (KCD) %, 77 A ~— k% kU —727NOD Kerberos
TRESNTZWeb 7 7Y r—2a DT 72 AZRMELET,

Kerberos Constrained Delegation ZH$EE S 572912, ASAIXY —A R A A (ASANFEET S

KAL) EX—Fy VEIZV Y —ARAAL Y (WebV—EANREETD KAL) BOE
TERIR AL T DML ENH Y T, ASAIL, P—ER T 7 ERTHYE— T 7 ERZ—H
DRDVIZ, V—ANDBIEIE RA A U ~OFRFEANA LR L, LT 7y MG LET,

ORI NRAE LD LE. VO ALV LRI LI E T, 7 0 ALV ARIEDS
T2 —RIZBWT, ASAITHTED RAAL D7 LT ooy VB LO®%EE KA A & OEHEE%
WIRIE L CWET,
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KerberosiZ, > NI —JNDIZ LT 4T 4 DT DX IViBBIE MR ERIET 572012, BT
LEZFHIKAFELTVET, ZhbDoxr T 474 (22— "X MvI v AR NETET
ENDY—ERRE) F, TV ERHEN, R RAAL CNICFEL TWDHERH Y
F9, WMEXF—DDVIZ, Kerberos TiL, h—NZk+ 527 747 2 NOFREZTF 7> R
FRHEINET, 7y MIREX— LEHIN, 794 T NOTAT T 4T 4, Bk
Shlckyvardy— BIXOTZ IV THERINET, &5 7y MIF—FRITRIC XL - THIT
S, FAT7EA LPREINET,

KetberosTx = U T 4 VAT AL, =0T 4T 4 (2—Y, arta—% 703770 r—
vay) ERAET 5720 'ffﬁﬁéﬂé?‘/ N —Z3GE7 2 ha /L ThHY ., T%%if&’c@%ﬁ?&b
TEK éﬂt'f/\/f%@?%ﬁi?ﬁ%ﬂ:“é% LHEINCT = EEF LT HZEIZE-T, Xy b
U — 7 aikERi#E L ET, 7T 47T h LA SSL VPN = —H|Z Kerberos T X417 Web
PF—EA~DSSO T 7 AT H L HICKCD ZHETEXET, ZDX 97 Web P —E
ARLT Y r—a Ol L LT, Outlook Web Access (OWA) . SharePoint, 335 J ON Internet
Information Server (IIS) N&H Y £,

Kerberos Z'a hacxtd A 2 oOREKREE L LT, e b a B T X ORI & BE 5
EINEL, ZhOOIEEKEBIZE>T, 7747 PV ASSLVPN UE— K 727 &R
a—WE, T4 RX—hF Xy T =T NOD Kerberos CiRilSNAT7T 7V r—a 77k

A TEET,

7o b aVBITREREIX, 22—V GEL LT EE S ERBFEA W= ALY AR— L, %D
TV r—vary b4 v Thexa VT e (FHARGELHIFIST 2 &L/ L) HIZ Kerberos
Tu ha MV EZ D EICE o T, FMEE X2 U T o A ESEET, FIRMERE
T, FAALUVEBEEIZ. 77V r—varPNa—FoRby 2505 2 LN T D%
RIDZELICE-T, TV r—va VERERZHEE L CGREEHN T £4, 2 OFikE
X, BETERWVWY—ERICLAEROFRESEEZHO T T, 7YV r—varotfxal
TRt E M LS ET,

HRIA & BEOFEIZ DWW TIE, IETF @ Web Ak (http://www.ietf.org) (27 7 &AL T,
RFC 1510 #Z ML T 7280,

KCD o)Eu.,\nIE 7 H—

WOBRNZ, R LTEHEHINEZ) Y =R Za—F R FA4 T FLAR=Z VL ->TT
7B AT 5 LT, EENBIOMBENICERT 27y hBRO7rER 7 —%2/RLE
T TOTBRERE, WOXAIRETLTNDZ EEFifEE LTHET,

« ASA LITRRIE S 7z KCD

* Windows Active Directory ~DZ I, 3 LN —EANRELITx L TREEI N Z & DR

» Windows Active Directory K A A > D A /38— L L TCHEL I 7z ASA
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GE)

IIAT PR a—HFy gt a—HFICRESNTODIRBIEA D= AL EHEH LT
ASAICRVRBESNE T (RA~v— MU —F Z LT ¥ VOGE, ASAIXT VX LVGEHED
userPrincipalName % {# 1 L C. Windows Active Directory |25} L C LDAP #F Al 2 FEITL £9) ,

1 AEREKHNT 5L, 2—WITASA VT4 T MLV A FR—HF N X=2ltun s LET,

;_#i URL Z R —HF NV _R—=DIZANT 2, Ty r~—2%2710 7 LT, Web¥—

AT 7EALET, TO Web Y —ERATRHIAED LB R2LGE . — N[ ZASA 7 LT v~
/“Vll/a)nuniﬁﬁg %?]tl/\ "j_*‘/\ﬁ)']j-j‘*‘ k L/Tl/\ZDutunEjiJc@ UAM%& 3é1lzl L/SE?F

GE)

7547 N ASSLVPN ®KCD 1L, T _XToO#FFHF. (RADIUS. RSA/SDI. LDAP, &3
HNFERAER E) IZH L THR—FEINTWHET, RO AAA DY HR— MNMIHETIREZSHL

TLTEENY,
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_aaa.html#wp1069492

2. EREFEZRHEFO HTTP ~ v X —I ST, ASA 1T ¥ —/ 3 TKerberos B LB E 9 vd
FIBE L E£9 (ZFUEL SPNEGO A B =X LD —ERTT) , Ny 7T R H—L DO T
Kerberos iaE 3 M2 54 ASALX, = —HFIcfkb-oT, BHOH—ERAF 7 v FaF—
FATIRIZER L £,
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3. F—FATRIL, BERENTEZF 74y P2 ASAICRLET, TNHDOF 7> M ASAICHES
NFETHR, 2—FOHAT—EINEGENTNET, ASAIL, 2 —FNT 7B AT HEED
HP—EZHDKCD 26D —E2F 7y FEFERLET,

G¥)

AT 1 ~3TiX, 72 ba B iTbhbivET, 2D RAT v 7 D%, Kerberos LIS D
BIET 0 b a /LA LT ASA IZ% L CRREER AT O = —H X, 1BBwMIC. Kerberos Z{# L
VC'J”\"—‘%%??)% ;(‘beuunftéhiﬁé

4. ASAlX., 2—VFRT 7 EBRATABEOY—E RO —ERF 4, v hEF—FITRICER L
ij‘o

5. F—RITRIL. HFEDV—EADY—E R F&7r v 2 ASAIZKLET,
6. ASAlX, V—EAF 7 v hE2FEHL T, Web h—EZA~DT 7/ AEZFRLFJ,

7. WebH#— N, Kerberos V—E A F 7y hEFIEL T, —EA~DT 7 ERAEHEH5LE
T, FIEENER LSS, BRI — A v — /75@%?32}% R AERO LN ET,
Kerberos & FIEA3 B Ltfﬁ &, THISNEEITEAGTRGEC 7 4+ — Xy 7 LET,

T = ZERAD Kerberos H—/\J )L— T DERL

ATy T

ATv T2

ATvT3

ATvT4

Kerberos Constrained Delegation Z ffi 1 9~ % (21X, £, Kerberos AAA $— 7 )L —T %R ET
HRHENRHY 3, =T —T121F, ActiveDirectory (AD) RAA =z bu—I08&F
NTWDHRENDY £77,

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Microsoft
KCD Server] ®OJEIZER L £,

[Constrained Delegation] K2 7% 7> U Ak ® [Kerberos Server Group] DAEIZ & 5 [New] & 7
UwZ LET,

M7 Kerberos AAA Y — N7 V—T R EFADGEE, — "I NV—T%2EIRTBH721F T,
ZDOFNEEAX » S TEET,

[Server Group Name] 7 4 —/V RIZ 7 V—T" D4R Z ATIT D00, 77 4/ OARIOEEIZL
i ‘j‘o
[Reactivation Mode] 77 « —/L K C, [Depletion] £ 7213 [Timed] %7 V v 7 LE T,

[Depletion] & — RKDOHFA, BEENFEAELEZV—E, FA—THNOVP— BT _XCHET 7T 4
TNl ofe L XIZIRY . BT 77 4 7 b SivE T, depletion®— R TlL, HHHI— \03IET 7
T4 T o268, TV =L, INA—TDMOT X TOY—"NIET 7T 4 TR DFE
THTIT4T70FELRVET, TRTOYV—VIET I T 4 720D E, TNA—THNDOT
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ATvTh

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

ATy 7N

ATvT12

ATy 713

#1#91+ = ZE A D Kerberos H— /35 )L— TDIERL .

NTCOY—="PH/T 77 4 TMbENET, ZO7 Fu—F Tk, EENFE L — SRR
T D HERORIE DI & e/ NMRICH A HvE T,

Timed & — R TIE, FENEAE LIV — T30 OEIERFEO% THT 77 4« 7L & ET,

[Depletion] F§ 7 2 7 4 7t E— R & @R L 7255513, [Dead Time] 7 « — /b RICHEHIFIRE 2 A )
LET,

7w RRHICIE, 20— NOREGED T — BT £ =T /Ul >Tinb, TXTOH— 33
O, R—=T VI 5 CORMMIMEZ /3 BALCTHRE L £,

DY —N\ZER T ANV —T WD AAA Y —3TD AAA N T W7 v a ORRDEKREL
HRTELET,

DX T arTHRETDOE, IWEBEDIRWS—NEET 7T 4 T EESTDHHID AAA b7
VW g v ORKEIR T,

[Interface Name] C, AD KAA a2 ha—F~DT7 7 BRAMEHATEHAS L F—T=A4 AD
LRI L F 9,

TN—TIBINT D RAASL vary ha—FOZRIEZIXIP T FLAZ AN LET,

P RA~DEFAITDO XA LT U MEZRELET,

Specify the timeout interval (1-300 seconds) for the server; the default is 10 seconds. For each AAA
transaction the ASA retries connection attempts (based on the retry interval) until the timeout is reached.
HE L TR LI T o7 v a L OM AAA =T —TNORRE S Lz
maximum-failed-attempts il [RICET 2 &, AAAT— NTIET 7 7 0 7L S, ASAITRID AAA
F—=N (EESNTWVDEHE) ~DEROFEFEEZHBLET,

PN AKR—rZHBELET, — 3K — NI, FA— FEF 88, F72I1L ASA IZ X - T Kerberos
=N DOWEIZHEH D TCP A— FDFFTT,

HaATRIRRZBIR L7, AT AT Z ORI L T8 ERZHRAITLET, 1-10
Mo CRIRTEEY, T 74/ ML 10 TY,

Kerberos LV A ZZTELET,

Kerberos L /L A4, CTldT & KSUTF T 2R L, 64 SCTFLINICT 200803 H Y £9°, Microsoft
Windows @ set USERDNSDOMAIN =~ R % Kerberos L' /L A ® Active Directory — 3 T
FEITTH5E1, nameDEA Z D~y RO E—HEEHM0ERH Y £3, ROFITIL,
EXAMPLE.COM 7° Kerberos L' /L 54, C97,

C:\>set USERDNSDOMAIN
USERDNSDOMAIN=EXAMPLE .COM

ASA T, name (Z/INLFDOT VT 7 Xy FAMHTE 05, PNCFIRLFICEBEINE
Hh, RXCFLEF AL TIZS0,

[OK] %7 Vw27 LET,
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. Kerberos Constrained Delegation (KCD) MDEX7E

Kerberos Constrained Delegation (KCD) D&%

ATy I

ATy T2

ATvT3

ATvT4

WOFNATIE, Kerberos Constrained Delegation (KCD) % 523 5 HIEIC DWW T L E7,

1R BRI

s RAf v ary ha—J~O7 7 BARHIRHT 54 0 H—T7 A ATDNS Vv 7 T v
A FX—T M LET, WREEMT SR E LTKED 232854515, ASA, KA A=
yhrr—F (DC) . FELTWAHY—E XD/ THE A MR L BIE 2 A F—7 T
D=2, DNS WMETT, 7547 F LA VPN OFEIZIZ, Ry hU—2 (@
WIINERA > 2 —T A4 RX) S LTZDNS V> 7 7w TIRLETT,

7= & 21X, [Configuration] > [Device Management] > [DNS] > [DNS Client] {2 #) L, [DNS
Lookup] 7 — 7 /L CNEA v % —7 = A A{TD [DNS Enabled] /v % 7 U v 27 LT, [True]
RERLET,

e RAAL LV A%E DNS RAA & LT LT, Active Directory (AD) RAA =z b
H—7% DNS #— & LTHEMT 2 &L HICDNS 23 LET,

7= & 21X, [Configuration] > [Device Management] > [DNS] > [DNS Client] i #) L, P8
A H—7 A AN 10.1.1.10 % [Primary DNS Server] & L CiBJJI L, EXAMPLE.COM %
RAAL 5 LTEBIMLET (=T =T EHH 58A 1%, DefaultDNS H— /37
N—TEEINL, RASf v avbe—J%BMLET)

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Microsoft
KCD Server] OJIEIZZER L £,

BEA7 0 Kerberos AAA — "7 —T%BiRT 570, New] 227 Vw7 LTH LW L—T %
TERL L £9

LW N—T2ERT 28561%. i & LM O Kerberos —37 v —7DERKR (4
N=) ZZRLTLEEN,

[Server Access Credentials] T, AD RA A NNZHMT D1 DITMERA T a L ERELET,

KCD HIZFRE SN TWBHE . ASA IE Kerberos ¥ — %2 HfF T 272012, RES NP —3 ¢
D AD RAA UBMERBLET, ZNHOF—|EX, ASANZ 7147 kLA SSL VPN =—
PR os TH—ERAF 7y NE2ERTHZDICHETT,
s [Username], [Password] : KA A > a2 hr—F TERINZ, FAL IBNMT B0
FHTE2a2—Y4, BLXORa2—YTHT L FORRT—F, a—F7h v Mok, F
AANCT A A BINT 27O OEHEWHERE 21TV —E R LR M EE T,

(A7 vay) BREIUNCT, =T AN—THEROBELERELET, 7 a OB
DN TIE. HIRAT & FEH D Kerberos — X7 L—7D1ERE 4 X—) R TS
/AN
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Kerberos Constrained Delegation (&5 %5 .

ATy TS5 (T ar) KerberosV— T —TFF—T )L TH—_EBIN. HWE. YK, =207 Ak
L %9, Kerberos %— 30D /3XF7 A —F|ZOWTIE, #il#fH & Z{TH D Kerberos Y—/3 7 L—7°

DOERL (4 =) 2B L TLITEEN,

Kerberos Constrained Delegation 0D 58

KCD Z#ET 51213, koa~<wr REERALET, 2~ REAIT5I12i, [Tools >
[Command LinelInterface] £7-1XSSHE v v a v Z2FHL £,

+ show webvpn ked
KCD OB L OB MAT —Z 22 FRr LET,

ciscoasa# show webvpn kcd

KCD state: Domain Join Complete

Kerberos Realm: EXAMPLE.COM

ADI version: 6.8.0 1252

Machine name: ciscoasa

ADI instance: root 1181 1178 0 15:35 72 00:00:01 /asa/bin/start-adi
Keytab file: —rw---—---- 1 root root 79 Jun 16 16:06 /etc/krb5.keytab

show aaa kerberos [username user_id]

VAT AEDF Y v 2 I KerberosT oy b ERRLET, TRXTOF I v M EFER
THZEL, FEOD2—YOFry MNEFEERTDHZELTEET,

ASA# show aaa kerberos

Default Principal Valid Starting
asalexample.COM 06/29/10 18:33:00
krbtgt/example.COM@example.COM
kcduser@example.COM 06/29/10 17:33:00
asa$/example.COM@example.COM
kcduser@example.COM 06/29/10 17:33:00
http/owa.example.com@example.COM

clear aaa kerberostickets [username user_id]

Expires
06/30/10 18:33:00

Service Principal

06/30/10 17:33:00

06/30/10 17:33:00

VAT AEDR Y v o Z T KertberosTry bEZ VT LET, TRTOT Ty hES
V795286, FFEOZ—VOFry "NEFE 27 VT35 L TEET,

NETAFXS —I\DFEREDERTE

[Proxies] <A » ZfEH L T, AMB7 @ ¥ H— N2 K-> T HTTP 3k & HTTPS #k 2 AL 4
HEITASAERELET, ZNHDO— N F, =P LA —Fy FOMikE LTH
BBLET, T_TOA 2 F—Fy b T 7B ARZ—THIEOY — " ZRHT 5 L9 IHRETD
LT BT A NE Y TPARICRY) . EF 2T v F =y b T 72 R LA HGI#ED

PRAES L E T,
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G¥)

ATy I
ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

ATy T1
ATvT8

ATvT9
ATy 710
ATvIN
ATvT12
ATvT13

HTTP B8 X OVHTTPS ' % —E A TiL, PDA ~OEFiZ VAR — L TWOEHRA,

FIE

[Use an HTTP Proxy Server] &7 U v 7 L £,

IP7 RLUAEZIEARA R THITP 7o — 280 L £,

SN HTTP 7'm % = NDKRA M EIXIP T FLAEZATILET,

HTTP R ZZETHHR— b2 AN LET, T 74/ bDOFR— ML 80 TT,

(EE) HTTP 7 u Xy h—NZEEFETERNEHICT 5 1 2O URL, F7213#%4D URL O
Nr<EXEY VA NEANLET, ZOR M) P ZITECFEOHIRITH D EHANR, a~v
RBRTSI2CFUTERDLIICTHLERHY £, U7 7/ URL ZHEET L0, KD
TANKRI—REFEATEET,

*lE, AT v va () EEUAR () 2ERTEOXTFIE—FHLET, ZTOUALINLE
H—RiE, BTEFEAR) T HIERATAIVNERH Y 77,

20 AT v vaBlUE YA REGE, EED 1 XFI—HLET,

c[x-ylE, x Dy ETOFEBOATLED 1 XL —FHLET, x IZANSI XFEY NNOH
H13FHEERL, yido 1 X FeRLET,

s ['x-y] 1%, AR ED | CFE—FHLET,

() £HTTP 7' 0 % L ERIC— VL E M L TR 7 0 % UG a i3 51203,
IDOXF—TU—KRKEATTLET,
FZHTTPERE LI T Fy — N IEEENDH AT —RE AT LET,
HTTP 7m X% $— 3D IP 7 KL RAZFEET 5 HIEOMRFE & LT, [Specify PAC file URL] %
BIRLC, 79 uP A ya— RT3 aXx  BEiar 7 4 Xalb—2 a3 77 A LVEIEE
T&ET, ¥Uru— RBRETTHE, PAC 7 7 A /L JavaScript #5E 4 {# ] L T4 URL @
Tax MR LET, BET ST o — L RIZ, httpil Z AL, TaX T HERE Y 7 AL
D URL Z AL ET, http:/] DED%EMT 5 L. ASAIEZ D URL 28 L £,
HTTPS 7' %o Y —NZMHT 50 ES 0EERLET,
Uo7 LT, IPT FLAEZITIHRAR ML THTTIPS 7o r—_EiA L ET,
ANELHTTPS 7 %y r—XOKRA ML EZIZIP T RLVAZ AN LET,
HTTPS Bk Z(ET AR — 2 AT LET, T 74/ FDR— hT 443 TI,
({EE) HTTPS 7 u Xy — RN IEETEARWVWEIICT D 19D URL, 7201385 URL
DA ~<RFEY Y AREZATILET, ZORA M) U ATFHEORBIZH D FEAN, o<
YREERTSRIFUTERDIHICTIVLENRHY 9, V7 T7/VURL ZHEET D0, K
DIANRFH—REFHTEET,
L ATy va () EEUAR () ZHLEROXTHE —HLES, ZOUAVE
H—Rit, BEFEA R T L BIHEATAILNERD Y £,
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20X, AT v rvaBLUOE VA REET, EED 1 XFIC—HLET,

c[x-yliE, x Dy ETOFEBOATLED 1 LFEL—FHLET, x ILANSI XFEY NNOH
H1XFHEEFL, yiFHo 1 XFERLET,

s [Ix-y] i, #HSAOEZ D 1307 L B LET,

ATFYv T (A7 ar) % HITPS 7o VERIC—P4 2 L CHARZ 7 0 & U 3RiE & e fik 4
At ¥F—U—FZASLET,

AFy 15 FHITPSERE L bl Tm %y F—NICEEENDEI AT —FEATLET,

92472 FLASSLVPN v 2 3 > TOH HTTPS O

HTTPS DX EIZMA T, Web A MaT7 b anyy 7 L— REES cookie N1 Py v 7
MOIRHET D DITHKILDO Web EF 2 U T 4 R v— AH =X L Th % HTTP
Strict-Transport-Security (HSTS) ZHZHZ L EJ, HSTSX., UARB LT 7 7% % HTTPS Web
A MIUFA LI ML, ROT A VI T4 T HFETHIEIZEIVIBELLEZYA LT 7 MY
FR23G)IL 5 F T Web Y — NIZERITHE L 7,

Strict-Transport-Security: max-age="31536000; includesubdomains; preload

ZTNENOBRHFITKRDO LFBY TY,

http-headers : ASA O 7 T UFIZEEFEINDH S ESERHTTP ~y ¥ —2 XK ELET, 7
T— RERET D0, 73T http-headers #HE%E V> FLET,

s hsts-client : HSTS 77 A 7> ~ & L CHERE S5 HTTP H— N5 D HSTS ~ v & — DLER
R L ET,

eenable : HSTS RV v — 2B E - IX BT I RN TExFET, AoicTsrL. B
N HSTS AR A h & HSTS ~» X —IZk L CHSTS AV v —2@H I N ET,

* hsts-server : ASA 7257 T UYIZEET H HSTS ~v X —ZRELE T, ASA T~y & —
ZIHAZ, HTTP TIEARK HTTPS 2 L7277 B 20 L% HA[ 45 L 5 7 5 v HFIZiEr
L9,

« include-sub-domains : K XA VFTEEIL, Web 77 7D HSTS VU a— KU & ~Z
EOHVENSHD RAAL U EFEFETEET,

N

GX)  HTTPS A FHDBMY XA L7 b asEd HI12id, (U FA
L7 MDD~ —TTiE) VA L7 MTHSTS ~y ¥ —% 1k
FLTRLERHY £7,

* max-age : ([Enable HSTS]| F = v 7 Ry 7 A% 27V v 7 LT1ZICEKEEE) Web ¥—
ANHPHSTS A A & LTRZREH, HTTPSOAEZEH L TEF 27127 78X &5
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B 77vr—ardmorannzscst—rvar IL—LT—v0EE

ATy T

ATy T2

ATvT3

P

VDG DR 2 AL THRELE T, T 7 4/b ME 3153600 B (1 4) T3, #ilH
1% 0 ~ 2147483647 ¥4,

spreload : 77 UHIZXH L, T TICUABIOT 7 U HFITHEFEIL, HSTSHA &L

TRV MEOH D KAAL DY A NDFirALERERLET, YV — Ik
VA MDFEEIZUABIONT ZUFIKIFEL, HFUABLOT 7 U IfoT L7
T4 7T OIRDENIK L TGEMOHIREZEEST 2 Z LN TEET, 72L& 21X, Chrome
DO7Yur—FK U A NI, HSTS O KFEMN DV ELH 18 (10,886,400 F)) TH D
ZEEEELET,

« x-content-type-options : [ X-Content-Type-Options: nosniff] J&Z&~ v ¥ —DEFEEH L
i TO

» x-xss-protection : [ X-XSS-Protection: 1[; mode=block]| &~ X —DEEEH NI LE
j—o

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Proxies] D JIH
IR L £,

T UYOHSTS 7V B — KU R MIEDLINERH D N AA % EET HI2IE, [Enable HSTS
Server]| 7 U v 27 LET,

[Enable HSTS Subdomains] 33 & " [Enable HSTS Preload] 2820272 W . HSTS Y— & H 42
5LT 7 FTHMITRY £,

HSTS OAFZHEERN (704%) T 5 [HSTS Max Age] #FE L £,

fEDHIFHIT <0 ~ 2147483647> F T, F 7 4/ ME 31536000 F> (14F) TF, ZOHIFRIZE
T 5 &, HSTS IZETIE A< 72 7,

HSTS AL (%) ., EORFEIE <0 ~ 2147483647> F0 T3, 5 7 4 /v N 31536000 Fb
(14F) TF, ZOHIRIZET S L, HSTSITERITIE < 2 5,

o3 JAJ7FAIL AREARAE— 3y

JL—LT7—TDETE

I AT P UVASSLICHAIAENTWBET ) r—rar7unrdry AV IAF<wAE— 3
Y7L —ALU—7 (APCF) A7 v a5 L, BEEINOT Y Fr— a2 R°Web Y
V— 2% ASA THUHE LT, 75447 FL ASSLVPN i CERICFERTEH L1020 £
9, APCF 707 7 A MZIE, BFEDOT 7V r—ra L, Wwo (Fhi, Fk) . &2
D (v F— KL, FR,IEE) A (T—F) BEBRTLI0ERETDHIAZ VT I RHY
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APCF 7O D7 A LDERE .

F9, A7 VT MEIXMLEA TR SN, sed (A MY —Lb =7 1 %) ORECEMEHL T
FHBIRNTHFANEEHRLET,

ASA TIIHEHED APCE 70 7 7 A LA WATL TREB L OEITTEEJ, 1 DD APCF 7 1n
T ANDA T YT NNICHEED APCFL— L2+ Z N TEET, ASAIL. REBERE
WZHANT, FOEHWVIL— A ERINAEE L, WRIZ2FBISHWL— VAL L ET,

APCF 707 7 A V%, ASADT T w2 A€V HTTP H—/3, HTTPS ¥—/3 F/2|XTFTP
P IRIFTEETS

APCF 7u 7 7 A VL, Y AaDHYBEFEOYR— FBZIF ONILEEDORRTETH L 2B
HLET,

APCF 7O 774 )LDEHE

APCF a7 57 A WE, ASAD 75 v 2 AFY _ HTTP %—/3, HTTPS #—/3, FTP H—
N, FETIETFTP — IR FETE ET, 2O X, APCF Ry r—U%B, wE. B
JOHIBRT 2858 L., Ny r—VE2ERIEMNIZGE T CHENEZ AR LET,

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Application
Helper] DJEIZHEARE T, Z 2Tl ROWEEZFITTEET,

« [Add/Edit] 227 UV v 27 LT, HLWAPCF 7 1u 7 7 A LZAERLT 5. BETED APCF 7 1
TrANEERLET,

* [Flashfile] #34R LT, ASAD T T v a AEVITHEFEEN TS APCE 7 7 A L%
BEELET,

KIZ, [Upload]| 27 Vw7 LT, v—A) A Ea—FNHASADT7 Ty a 77
AN AT LIZAPCF 7 7 A V&GS %70, [Browse] 227 Vv 7 LT, 77 v a
AE Y NOBEAED APCF 218 L %7,

« [URL] 23%#1 L C, HTTP, HTTPS, FTP, F7-/3 TFTP #— 375 APCF 7 7 A /L %
BAELET,

*[Delete] 227 U v 27 LT, BEfFDO APCF 7’ 7 7 A VEHIBR L £7, MEROBEITER S
N, RVELLTEEEA,

* [Move Up] £721% [MoveDown] %27 U >~ 27 LT, UARNHNDAPCF v 7 7 A VDIEF%
ANEZET, IHFE, FHENSD APCF 7 7 7 A VERELET,

ATV T2 UARMIEENIZ SN TWRWEEATX, [Refresh) 227 Y v 7 LET,
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B wcrivsr—vo7yTn—¢

APCF /Sy r—S 7 vy FO— K

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

FIE

I a—# ElZHD APCF 7 7 A ~DNANRFRENE T, [Browse Local] #27 U v L
TIZD7 =)V RIZRAZ BEICIRAT 200, NAZ AT LET,

APCF 7 7 A NVZERBOIF T, arBa—XIZHEET 2 LB RTDI2T7 D v 7 LET,
[Select File Path] % 4 7 2 7' 7/R > 7 A2, BydOma—)b 2 Ea— X TREBEICT 7EA L
TANEDONENF/REINET, APCF 7 7 A MIBE L GRIRL, [Open] 227 Y v 7 LE
9, ASDM 7 [Local File Path] 7 4 —/L KIZ7 7 A VD /XA ZFFA L £ 7,

APCF 7 7 A V%7 v 71— K9 2% ASA [0/ A7) [Flash File System Path] [ /R S v E 9,
[Browse Flash] 227 U v 27 L C, APCF 7 7 A V%7 v 71— K425 ASA LD Z2HE L £
7. [Browse Flash] ¥4 7R VAR > 7 A2, 7T v a AEYDONERRRINET,

n—H) A a—F TEBRLIZAPCF 7 7 A VDT 7 A NANRFRRSNET, RELZ ST
DI, ZOLAFTEMEHNT L2 2BEIOLET, ZOT7 7 A NVDOARINBIELSERINTND
ZEEMRL, [OK] %227 Vw7 LET, [BrowseFlash) A 7 a7 Ry 7 ANRFALET, ASDM
73 [Flash File System Path] 7 4 —/V RKIZ7 v 7 a— REDT7 7 A )V RXRAEBALET,

HiyD = Ea—42 EOAPCF 7 7 A VDEHTL . APCF 7 7 A L Z ASAILZ V> u— Y%
BT E L= 5, [UploadFilel 27V v 7 L ¥ 7,

[Status] 7 ¢ & RUDBKR S, 77 A NVHEEEFIIBHIW T £ L OIRBELAHMERF L £ 97, 5D
Y | [Information] 77 ¢ > K7 |Z [File is uploaded to flash successfully.] &\ 9 X v E—T 0%«
IRENET, [OK] %27 U 7 LEJ, [Upload Image] ¥ 7022 7 4> Kb, [Local File
Path] 7 ¢ —/L R & [Flash File System Path] 7 .t —/ RONENHIFRS N E T, Zihud, Blo~7
ANET vy 7u—RTELZLERLET, MNOT77A0ET v 7 u—FF51I20%, ERoF
EZ M KL ET, ENLIOEEIX, [Close] 27 U v 7 LET,

[Upload Image] ¥ 1 702/ v 4 RUZMUET, APCF 77 AN ET7 Ty a AEVICT v
Tu—RNL7e#, £70037 vy e — RFLRWSEEIZ, [Closelz7 Vv 7 LET, 7y 7r—F
T 555121%. [APCF] ¥ 4 > K7 ® [APCF File Location] 7 4 —/L KIiZ7 7 A VA NRFREN
£9, Ty 7 u—RKLARWEEIZIX,  [Areyou sure you want to close the dialog without uploading
thefile?| & #3425 [CloseMessage] ¥ A 7 B VR v 7 ANERINET, 77 A NVET v 7o —
RLZaWEEIL, [OK] %27 U v 7 LET, [CloseMessage] # 1 7 1 77K 27 A & [Upload Image]
AT a Tl Ry 7 ZANH L b, APCF [Add/Edit] A V' NFERENET, 77 ANET v
12— R 585 1%, [Close Message] ¥ 4 7 2 VR 27 AD [Cancel| #27 Vv 7 LET, ¥A47T
7Ry 7 ANREL B, 74—V ROENRZ D F F OIREET [Upload Image] % 1 7 12 77K >
I ANHERRINET, [UploadFile] 7 U v 7 LET,
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arck <5y roEE [

APCF /N4y FDEHE

ATy T

ATy T2

ATvT3

ATy T4

FIE

WDa~y REfER LT, APCF /X7 v h&B, ffE, BLOHIBRL, X7 v FEESEERL
[ VN D QA =7 d= S
* [APCF File Location] : APCF /X r— Y DT Ic BT 21FHm A&~ LEd, T4k, ASA

D77 vva A%E Y, HTTP Y —s3 HTTPS ¥—/3 FTP ¥—/X F7(X TFTP Y — D
WFRDTT,

* [Add/Edit] : FTLE 7 I1ZBEAFD APCE 700 7 7 A L& BINE 213 RE L £,
s [Delete] : BEfFD APCF 7' 7 7 A W EHIBR L 7, MEREINLT, RVBELL TEERTA,

«[MoveUp] : YA RNDAPCF 7R 7 7 A VA HEELET, U A ML, ASA D APCF
T 7y A NVEERTLEESOIEFRRED £,

[FlashFile] #27 UV v 7 LT, ASADT7 T v 2 AFEVIEFEENTWS APCF 7 7 A L %45
ELET,

7Ty a AT VIBEIFEENTWDAPCEF 7 7 A VDR AE AN LET, R"RAETTIZBML
TWAEEIT, ZORRERET HLOICBR LR, 77 vy a 2AF VIS L7z APCF
TrAMIIE AL LT bLET,

[Browse Flash]| #27 U v 27 LT, 77 v a AEVEZML, APCF 7 7 A VEfRELET,

[Browse Flash Dialog] ~XA 23 /R S E 9, [Folders] 33 & O [Files] ¥ & f#i ] L T APCF 7 7
ANERHRELET, APCF7 7 A NVEIBIRL T, [OK]Z27 Vv 7 LET, 77 A /SDI/RAR
[Path] 7 ¢ —/L RIZFERINET,

GE)  BoFX v m— RLIZAPCE 7 7 A VDA BINFER SHARWIBEIZIE, [Refresh] & 7
Vw27 LET,

e [Upload] : APCF 7 7 A V& —T)L AL Ea—FNHASAT7 T v =2 774
VAT BT v a— KL %9, [Upload APCF Package] ~A ¥ NFER S E
‘g—c

« [URL] : HTTP ¥ —,3, HTTPS % —/3, F72IL TFTP —NIRFINL TV D
APCF 7 7 A VAT 25527 Y v 7 LET,

* [ftp, http, https, and tftp] (T~L7e L) =N XA TEKHFELET,

«[URL] (Z-L72 L) :FTP, HTTP, HTTPS, F/oIXTFTH— S ~D/X2% AJ)
LET,
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APCF £

APCF a7 7 AL, XML 74—~ v hBLWsed 27V 7 FOELEZFEHLET, KD
T, ZOEEIHERT A XML ¥ 725~ LET,
APCFDHA K54 >

APCF 77 7 A LDV EBLE, RT3 —< U ANETLEYD, FE L RNWEBHOo
UTFUVIIRABEAENHYFET, YA aOZ Y= T Y T TR, 1FEAEDESA . APCF
T Ty ANERMT D ETEET Y r—a o ORE EOREE L TWET,

= 1:APCFXML 2 &7

2T B/

<APCF>...</APCF> T _XTDAPCFXML 7 7 A WV EZBEL 72D D
HDON— NEHE,

<version>1.0</version> APCF OFEHEAR— g U 2IEET AMED X
7y BUED/R— 3 3 1.0 EF T,

<application>...</application> XML Feik DAL & FHTe A Z 7,

<id> text </id> Z DFFED APCF R % feik 3~ 5 M X 7,

<apcf-entities>...</apcf-entities> H—F 721385 D APCF =7 4 7 ¢ Z i
‘,IZ‘ZE 57 7‘0

<js-object>...</js-object> INGDETDIHLO DR, AT YO

<html-object>. .. </html-object> TEFA F 7213 APCF ALER DS 320 S L 5 Be Pt & 45
ELET,

<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-body>...</preprocess-response-body>
<postprocess-response-body>...</postprocess-response-body>

B 5ELY547 FLASSLWPNOa Y I 4FaL—SaY




| BEHYSA7UFLASSLWPNOIY T Falb—ay

T |

29

EREMN

<conditions>. .. </conditions>

RLBRETFS K OV O F B X 7T, IRDAL
HIEMEZIRE L LT,
* http-version (1.1, 1.0, 0.9 72 &)
* http-method (get. put, post, webdav)
s http-scheme ("http/". "https/". % Dfth)
° ("a".'”Z” | "A"'."Z” | "0".'"9" | "._7*[]?”) %
& e server-regexp IEHFEH

° ("a".."Z” | "A".."Z” | "0".'"9" |
"o X0V & & e server-famatch 1E R
FE

* user-agent-regexp
* user-agent-fnmatch
* request-uri-regexp
* request-uri-fnmatch

« SMEH T DS B 200 ERNEIET DA
ASA T T _TO¥ 7k L TimEl AND
HFEITLET,

<action> ... </action>

BELIEGFHTI DU EDT 7 v arvkay
TUYTTIy T LET, INLDT v ay
ZEHRT DL, ko TR ET (F
L) .

e <do>

* <sed-script>

* <rewrite-header>
* <add-header>

e <delete-header>

JF4F7 2V ELASSLVWPNDI YT 4 FaL—2a Yy .
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29

EREMN

<do>...</do>

WDONTININDT 72 a v DOEZBIMHHA S
D7V vary ZTOFHEFZETT,
o <po-rewrite/> : U E— b ="M 5Z1E
L7zarroyaz EEXLERA,
e <no-toolbar/> : WV — L N—FHHA L EH
/1/0

s <no-gzip/> : AT UV EIEME L AL

o <force-cache/>:TCD ¥ ¥ v ¥ = i & HEFF
[/ \i j—o

« <force-no-cache/> : A7V =V FEx ¥ v
aTERWVWESICLET,

« < downgrade-http-version-on-backend> : U
T—h P=NZERZEEFETDHLEZIC
HTTP/1.0 Z i L £9,

<sed-script> TEXT </sed-script>

TXARNR—ADF TV NOarsY
DODEFIMERENDT 7 v ay X7 O1HE
T¥, TEXT (3H%h72Sed A2 V7 R Th D
VENH Y £9, <sed-script> 1L, L&V E]
IZEFR S 7z <conditions> # 7\ & v E
7

<rewrite-header></rewrite-header>

T vay X TDTEFETYT, <header> DT
PR K T CHRE SN HTTP ~ v X —Dfi%
AL FET <header> (LLFEZHL TS
AY IS

<add-header></add-header>

<header> O EHR X J THREINT=H L
HTTP~» #—OBEIMER ENLT 7 v a v
X T DOFFFETY <header> (LA TEZIL T
<EEW)

<delete-header></delete-header>

<header> O EHRF V' CHRE I NTZFED
HTTP~» # —OHIBRIER Sh b7 7 v a
X T DOFBEFHETT <header> (LLFEEM LT
TZEW)

B 5ELY547 FLASSLWPNOa Y I 4FaL—SaY



| BELY547 2 FLRSSLWNOIY T4 F¥al—ay

29 EREMN

<header></header> EEX BN, EEFHIBRSILS HTTP ~v
F—ERELET, L& xIX, ROZTIX
Connection & V9 £ HijD HTITP ~ v Z —DIE
EERLET,

<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>

APCF 0% 7E 15l

<APCF>
<version>1.0</version>
<application>
<id>Do not compress content from example.com</id>
<apcf-entities>
<process-request-header>
<conditions>
<server-fnmatch>*.example.comn</server-fnmatch>
</conditions>
<action>
<do><no-gzip/></do>
</action>
</process-request-header>
</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>
<id>Change MIME type for all .xyz objects</id>
<apcf-entities>
<process-response-header>
<conditions>
<request-uri-fnmatch>*.xyz</request-uri-fnmatch>
</conditions>
<action>
<rewrite-header>
<header>Content-Type</header>
<value>text/html</value>
</rewrite-header>
</action>
</process-response-header>
</apcf-entities>
</application>
</APCF>

w3 UNETE

[Clientless SSL VPN Add/Edit Internal Group Policy] > [More Options] > [Session Settings] 7 « K
VT, 7 I9AT U FUVASSLVPN OBy v a bty g VOMICA—=YF T4 X
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ATvT1

ATy T2

ATvT3

ATv74

BESISATYRLASSLWPNOIY T4 FaL—vay |

Tra—PEREEECEET, T 74NV MLV, KEIN—T RV =17 75V bD T —
TR =IO REEMWALET, 2OV RUEBEHLT, 74V KNV —T R v—
DIR—=VFF A4 XENT=7 TAT > b L ASSL VPN 2—HFH, BLORZ NS DOHREE % X
BWMEDITN—T R o —FT_XTCEHBELET,

FIE

[none] &7 U w7925 H, F£7=iF [User Storage Location] Ku v 77X A=a—M57 74
Y= Ta han (smbEiLfip) 27V vy LES, YRAaTE, 2—HF XA FL—C
CIFSZEM T2 Z L2 MR L 3, 2—P4/ 2T — RE723R— hEE 26 HE912 CIFS
ARETE LT, [CIFS] ZBIRT 25613, ROMLEz AN LET,

cifs//cifs-share/user/data

[smb] F 721X [ftp] ZBIRT 2551, WOELEZHEHAL T, lOTHFA RN 74—V NIZT7 7 A
VAT AOEEE AT LET,
username:password@host:port-number/path

Wzl Z~ LET, mikemysecret@ftpserver 3:2323/public

GE) Zoarr4Xal—vali, a—V4, NRATU—F, BIXOHERHLEEF—21R
ENTWETR, ASAIFHNE T L ITY XA L VIEEL LB TT — 2 2R 1FE L.,
FTOT— X ERHFELET,

IR AE, REGIT A~ — N T IV BEATEL LT HEDICEX2 VT T I747T
VANESTLFHN AT LET,

[Storage Objects] K2 v 7T X DTV A =a—nHEROWNVTNNOAT v a U EBRIRL T, 2—W
EDOBETY —"PMERT A7V =7 FERELET, ASAIL, ZNbDAT7 V=7 Mk
fFLCTZ 747 N ASSLVPN ¥ife &R — F LET,

* cookies,credentials

* cookies
c JLTF LUy
Yo alrEIA LT RNTEHEED N T UV a YA AORFMEE KBEMN TANLE

T, ZORMEX. 12O g P EASNET, ZoEID b RERNT Y
JaviEigm, By varoifRiins ey sy FLET,

I oa—T4>9

XFxzra—7 47 [XFa—F) R X5y b ELMFEN, aw T —% (001 72
L) BT EMBEDLYE, T—XERLET, AT LIXFa—- R, Ik T
REVET, B—OFKEFEISHELOHNIL, FORVWEFBELHY I, BEIL. Hikizck-
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xzrva—FrvroxrErkEe |

TT IV THHEINDIT 740V bOa— REXRRFED FITR, VE—ha2—VRNEFTS
ey TEET, YUYV ESN o a—RERmET AL TE, EDOT
a— N> T RF2 AV MEHRRLET,

xya— K@Mk R—2 L R=U TSNS LFa— RO EET5 2 & T,
DA—YRNT TP EFEH L TWAHIESC, 77 7T M 500 TIZEFRRLS, =Y
NIELLSFRENDLHIICTTEET,

7 7 # )L TlL, ASA L [Global Encoding Type| % Common Internet File System (i1 > & —
Fv N T AN VAT L) =N OR_R—V\ZHEAH LET, CIFS — N L) ia e
a—F 47 LD~y 7%, [Global Encoding Type] BYEIZ L > T/ r— L2, 2L T

T=TMIRENTND T 7 AN = a—TF 4 7RI e L CTEBNCIT D Z &2k,

TrANLRLT AV N NA BIOR=U ORI XU IR E 72 DA,

CIFS N—U N IEMEICBEB L ORRTEH L HICLET,

XFIA—TAVIDRTFEITIEE

ATy T

T a—F 4 0 HAT AL, 7547 ML ASSLVPN AR— & )L _R—=T DL FT L a—
TAY T ERAEIIEECEET,

FIE

[Global Encoding Type] (2 &> T, RIZFLEHL SN TS CIFS b— "0 HDLFTy a—F
THEERNT, TXTDT T4 7T 2 8N LU ASSLVPNHR— X )L =V NHKT 5 o a—7 ¢
YIUPRED T, XFHNEATIT L0, Fry T XY VR R LBEREE 1 OBRL E
T URMIE, &b —RRROELZTHRRENET,

* big5

* gb2312

* ibm-850

* 150-8859-1

* shift jis

* unicode

» windows-1252
* none

GE) [mone] %72 Vv 7§ 5 £IE7 747 MV ASSLVPN Yy a 077
TR R— b L TWOWRWMEEZIEE LIZGEIZIE. 770D T 74/ b a—
ROMER S ET,

http://www.iana.org/assignments/character-sets THEE SALTWAHEILTE Y hOWT N EEL
WILFHNE | e K40 CFETANTEE T, ZON—VIRINTWHFE v hOARTE
FIEe A VT AOWTRNEHEHTEET, ZOX M) 703, RUFE/NCFNREA S E

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}
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B -7vsvvirons

Hh, ASA DREERTFTHEEIT, a~vwr RA Vv F—TF U XLk > TRIUFEIN/NLFITLE
B ET,
ATy T2 = a—F ¢ 78R [Global Encoding Type | JBMERRE & 135722 CIFS — D4R 7=

IXIP 7 RLAE AN LET, ASA TlE, 2 —VFREE L7 KT LN TFORBNIREEE
FIR, ARTET—NEBET D L X ICEFRLTFEILTEEI SN EE A,

ATY T3 CIFSY— N7 T 4T L ASSLVPN R—H )L X—ZkF L THRET D MEDH 5 LT
YA—TF AT ERERUET, XFHEANT S, RFay 787 DA RpBERLET,
U A MZIE, &b AR OEE T BESNTVWET,

* big5
. gb2312
* ibm-850
* i50-8859-1
* shift jis
GE)  BAFEOD Shift jis XFTra—F 4 7 EFEA L TOWAEAT, BEMT bR T
V% [Select Page Font] ~<~f > @ [Font Family] #E38(Z & % [Do Not Specify] %7 U v
JLT, 2074+ b 77 IV 2HIBRLET,
* unicode
» windows-1252
* none
[none] 7 U w7 325Mm, £720327 747 FLVASSLVPN v v a D7 T 7R R—
FLTWRWMEZIRE LGB, 77 9 FOTF 74 boa— RS ET,

http://www.iana.org/assignments/character-sets THEE SALTWAHHILTE Y hOWTNEEL
WILFHNE | e K40 CFETANTEET, ZON—VIRINTWHFE v hOARTE
7= A VT AONT NN EEATEET, ZOR NI U7, RCFE/DCFVRRB S E
Hh, ASA DFREERGFTDHEEIL, a~v UV R AU X =TV ZIZX > TRILFD/NLTFITE
s ET,

N, 8,0 RS NS =L
AT XU DETE
Xy v allkV, 753472 FLASSLVPN OX7 4 —< 2 A% L LET, HEICHFH
HENDIAT V27 "V AT AF Y v all&iNT 52 8T, BEHRIOBVIRLLa T
VY DIEREOMENE IR L E T, Frv v azfHTHIIETRT 7 4 v 7 BRED ., FEER
LLTEL DTV r—2a DL 0IRMICEITEINET,
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\}

avrvyrvvivsoiz

G¥)

ATy I

ATV XY VT RAR—TNITHE, OV AT AOEEEMETLES, v
TV RXY VT ERAX—T M LI, TUX BT Ty aldBAET GG, 2ok
RBZT 4 =7 LTSN,

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Cache]
DNETER L E T,

AT 72 [Enable Cache] 347 DEEIX, A LET,
RT9T3 Xy v 7 EERLET,

* [Maximum Object Size] : ASANF v v =2 TXDH R¥ o A FOFKYA X% KB BN T

ADLET, ASAIT. A7 V=7 bOTEO LTy (ExHZFHIIERE S TN
arvFY) OEISEZNELET, &L~ 10,000KB T, 574/ X 1,000KB T
7,

[Minimum Object Size] : ASA 23F ¥ v 2 T&E D R¥ 2 A MO/ A X% KB HfiL T
AN LET, ASAIL, A7 V=7 bODarT oy (EEHEZFRITERE STV
arvFrY) ORSEZMELET, #PHIZ 0~ 10,000KB T, 74/ ML 0KB T,

(G¥)  [Maximum Object Size] IX. [Minimum Object Size] £ ¥ H K& VMEIZT 2 LN H
@ \i ﬁqo

[Expiration Time] : 0 ~ 900 DHEFAZ AT LT, A7 V=7 NEFMGELRNWTHy v
TORBERELET, 7740 ML 1ATT,

[LM Factor] : 1 ~ 100 D#EH A AT LET, 77 4/ ML 20 TT,

LM REUE, REEFELZA LAZ TR T EROFT 7V MeXy v adT 500K
Vo —%RELET, ZHUTES T, = BEOEFMEEF /WA TV =7 MIEHKE
AESNET, ASAIL, A7 V=7 FAEEIN-HORERR L, AOHRAa—L S
% ORGER A2 HEE L E 3, HEE SN HIROIAREZIT, REAE T % OB & LM
REORIZ B LET, IMEAEE 0ITRET D L&, 2 BICHMRRENFEIT 4, 100 12
RET D&, BRGEE COHFRKERMIC/ZRY £,

s TOHMMIBIZ L o> T, BEEELZ A LAZ TN H— S3RE CHMIENIR X
NTWRWNWAFT V=27 b, ASARF Y v aTHREMOREIEZRELET,

« [Cache static content] : 72 & ZIEPDF 7 7 A Lo A=V, UTA4 FENDH I DR
FTRTOar7oVadyvia LET,

* [Restore Cache Default] : TXTOF ¥ v a NFTA—F%2T 74/l MEIZKLET,
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Content Rewrite

[Content Rewrite] <A ZiE, 2T Y DU T A FMIdA R—T 72> TNDHD, ETidA
T BEboTWATRTOT I r—va VR —EBRRINET,

7547 ML ASSLVPN T, a T UV EBRBLIONY I h =P ick» T,
JavaScript, VBScript, Java, ¥/LF /34 KT EOFERBERNG T 0% HTTP ~D 7
T4 I ETEEL, TV r—Yary b I 7407 H20BLLES, ZOXIR T T 407
T, 2= RT7 TV r—2 a3 A7 7B AT HDIZSSL VPN 731 ANEH NG T 7Y r—
varEMHALTWSD, SSLVPN T34 ZRFETIHEHA L T DNk -» T, v
TAYIRT 7EA I MR —VDONV—ANRRDLIGENRD Y 77,

FI7FNVEITIE, EFX2 VT4 TTIAT LV ATTRTDOIIA TV ML A VT T 40T %
VIA4 b, FREEHBRLEST, —HOT7 7TV r— g °Web U Y —A (B Web %1 72
E) MASAZBIBLEWVWESICLEWGERH Y £, £O L5, E. ASATIX, ASA %
W TIEEEDY A NT ) r—v a7 IR TELEICTD) T4 b —1%1E
RTEET, ZhiE, VPNERICBIT2 A7 v b U 72l TnEd,

b osEETR(LIZ. ASA 9.0 @ Content Rewriter 2TV E L7=,
e T YT 4 M, HIMLS KT A AR— &2 BMLE L,

e 7 I3 AT MLVASSLVPN Y 54X =P DB EAIMERKEL M ELE L, #
DR, 7547 FLASSLVPN 2—H Dz Roa—H =7 2 o X (] s
FTEET,
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U514k —noti ||

A\

GE)  ASA9920 =TV Y FAXFE, =K —FT 4 DT A7 F V%ML CTHTML & JavaScript
ZENT T DT L\ Service Worker ™X—AD Y7 T AT 2 MU T4 X TT, Fio, EX—AD
WY=L, 7I7AT L MUTa T YOEZMWZ Tt RAEEET 5720, ASAD/RT +—
7 UANMELET,

SHEN—=AD/S—=H =2, HWY T4 2 LITRRY . T A NH A ZOHIRRLABHES1TH Y
EH A,

74T MUOU T A ZI%, JavaScript, CSS, BEXWNHIML 7 7 A VDAL EEHEZH|Z 5 Z
ENTEET,

AT UV DEIMZNELIHEIET 291, ROHTA RIA4 (-2 TL TS0,
cASA LV TAT Y N AT NIHZ: SSLEEAERNH D Z L MR L E T,

. Service Worker BEO'F v v Vo fEE2 VR — 192 Web 77 UV EEALTWNWDZ L%
N‘LJ l—/‘ij‘

LT T4 X%, Chrome B X DN Firefox Web 77 U DBz VR — K LFE
R

s Firefox ZfEH L CWAEEIE. 7794 _X—F 770007 £—RilR> Tz
L EMERLET,

« BEED 7 7 A Wi & hu7c postprocess-response-body =27 ¢ 7 % FFD Application
Profile Customization Framework (APCF) 3% 2358 . ASAIXYZ 94 7 KT APCF %V
R—=FLBWED, 77 A ME =R ETEZHBIONET,

AVTUVESTHZI DR

7747 ML A WebVPN U J A Z(%, FATRHCEIRYICERE S 4L D728, JavaScript 77 7 >
FERFLAMH L7 URLFID Y TERITE A,

)S 4k IL—ILDYERK

VI A4 M V= VTBEEIERTEET, EX20T7 40 77747 AEY 74 b —V%JEF
B> THREBET D=0, L—LOFZFTEETT, Z0OLx, K FMIOFSHOIEICHRER
LTITE, mANC—F Lz v—AnmAEnEd,

[Content Rewrite] 7— 7 /VIZId, IROA T LAR3H Y £9°,
* [Rule Number] : U 2 NN TO/L— L OB 27T A FrR LET,
* [Rule Name] : V—AB#EHINLT 7V r—ya L OA4RTEMNTET,
* [Rewrite Enabled] : 27> YDV T4 haA X—T N0t 7 TCERRLET,
* [Resource Mask] : U Y —A ~ A7 &Z AN LET,
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. ATV YSA R IIL—ILOEEG

ATy T

ATy T2
ATy T3
ATy T4

ATy TH
ATv 76

FIE

[Configuration] > [Remote Access VPN]>[Clientless SSL VPN Access] > [Advanced] > [Content Rewrite]
DNEIZEE L £,

[Add] £721F [Edit] 227V v 7 LT, avT oY UIA4 b A— L AEREITEHR L ET,
ZDON—vEA F—T VI T BIZIE, [Enable content rewrite] & A NI LE T,

ZDON—NDEFEANLET, ZOFFIX. U A NDMONL—VIZHREIZ, £ D/L—/LD
BRIEMN 2R LET, ZBENRUVWIL—LTY A FOKRBICEREBESNE T, AR &MIT 1 ~
65534 T,

EE) N—NZOWTHAT 2 E: T2 BELE T, &K 128 LFTT,

N—VEEHT T 7Y r—a el Y —RA e T D XFNNE AT LET, XFEHOE S
IR R T300 7T, WOWTNDLDT AN FhH— REHTExE+Rn, o< 1o0
W TFERCTHLENDH Y £,

oF L FARTIC B LES, ASDM T, * £70i3 ** TR SN D A7 13RI £
hoe

¢ 7 BT —HLET,
e[lseq] : =T L ARIZIRVMEED LT E K LE T,
s[seq] : VT L ALHDIMEEDOXFE - LET,

ATV )54 M IL—ILDERTEH

®2:aV0ToYUSA R IL—

teE AVTUIDI T | L—ILES L—ILE JY—RIRY
A bEAR—T)IL
29 %

youtube.com T® |47 1 no-rewrite-youtube | *.youtube.com/*

HTTPURL » J 7
A B xF7I2HY
BAD

Fstos—njz— | Check 65,535 rewrite-all *
BL2WT~To
HTTPURL DY 7
A B oA F—T )
295
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55472 FLASSLVPN 4 L=-BF A —Lofm [

954 F7 2 RLASSLVPN ZN LI-BEF A —ILD{EH

l-._l
Web E+ A —JLDEETE : MS Outlook Web App
ASA 13, Microsoft Outlook Web App to Exchange Server 2010 35 JX UF Microsoft Outlook Web Access
to Exchange Server 2013 Z #7R— F L TWET,
FIE
ATFYT1 TRLVA T f— )L NICEFA—N P —EZRDURLZ AT HI, 7547 L ZSSLVPN
o ar TOMETLI Ty =0 %) v LET,
RTY T2 Tar 7 ERFRINELH, B A=V P — D2 —F4 % domain\username DX TAT] L
\ij—O
ATYT3 EFA—NRAT—=FREANLET,
3 - =JL =
:73/{717' 570)nziE

[Bookmarks] /X% /VCld, 7' v 7 ~—7 U A NEBI, fWE, HIFR, 4 FR—F B2
AR—FTEET,

[Bookmarks] XV EHEH LT, 7747 ML ASSLVPN TT /AT H720D, H—1358
JOURLOV A NEZHRELET, TyvI/~—27 VALDIL 7 4 X2 b—3 3 kN T,
ZDYARE1DOULEDRY) Y — (IN—T Ry — FAFIv 7 TI7HAR)—, F
TIXZEOWmG) IZHVETHZENTEET, BRIV —DT7 v I ~—27 VA MI1IDDAHRT
T, UARIE, % DAP D [URLLists] ¥ 7D Ry 77Xy )2 MIFEREINET,

—HBD Web X—V TOHB A AN, v/ n@Elhadh T v s/ ~v— 7 BEHTEL LD
W2V E LT, DETD POST 7574 v 7 a—Fid, EEERIA L Fr ~rarbte

POST 7 v 7/ ~— 2 Z48E L, POST ZRDFRA DRI — KT DHF v 747 X—TU %%
TEDLEICTHEDIHERENE L, ZOPOSTF 7/ A4 T 7a—FTlx, 7 v¥—%
IZE OO~y X —IHE OFEE LE LT HERIFPERR SV E Lz, BIEIE, &R LT
0— RKR—=YBILOURLZREL., ZHITE->THRA R ol A VEROEEEFINIEESN
F9, FER—FRXR=VE>T, TV RKRA VN T T UHIE, 7 LT v v L aETePOST
FRZHHT 2O TR, Web —_F 72T Web 777U 7 —3 3 NZEE SN D RFEDE

HmERECTCEET,

BEFEDT v r~—7 VR IREREINET, T r~—7 URAMEBN., WE. BBk, 1
AR—b, FHEF I AR—+TEZET, 7728 2AHOYP—"BLRURLDOY X FEZEEL
FEELZURL Y A NNOEEZESIT5Z ENTEET,
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B ooo=—vonx

1R BHHEIIZ

Ty — 0 ERETHILE TR, 2—FRRERYA Vo2t T 78 FF T 22— R
VU—ZEXT DA MZT 78ATHZILEICILEIFTEERA, Ty I/~v—27 VA E
ITN—T R —, BAFTIv 7 TI7EARY —, £HRITTOWFITE Y BTHLHMT,
WebACLZ ZNHDRY —IZEVYTT, T 74y 7 7a8—~DT7 7BAZHILET,
INHORY —EDURL =Y M 2F7IZYDEZ T, 22— NRT 7 AT HX—VIC
DWTEELABWE I LET,

FIE

ATY 1 BINTEY A NOLRIERET D0, BEEZZITHIRT DU A FOL4FTZEIRLET,
Tl w—=0DHEA VB LIOEEROBERT b7z URL BAERENET,

ATFwT2 (EE) [Add] %227V vy 27 LT, L —R_EZIZURL ZRELET, ROWTNEE
mcTEFEI,
*GET £721% Post A Vv RIZX A URL DT v 7 ~—7 DB
cEBEBEHLT SV r—ay TS L— MIEHT 3B URL OB

cHEW A LA T r—ar~DT 7 ~—7 DB

ATv 73 ((EE) [EBdi)%z27 YV v 27 LT, = URL, - EFERLEZERLET,
ATv74 ({EE) [Delete] #7 V 27 LT, BRL/ZHEHHA%Z URL U A S bLHEIBRL £7, #EROEA
EERREINT, RVELLTEEYA,
AT9TEs (TR 77ANVDA A= b EIET I AR — FuOEHT AR L E 7,
s [Local computer] : 2— /L PCIZEHT L7 7 A NVEA VU R— b ERIZZ I AR— T 5
Salcz )y 7 LET,
* [Flash file system] : ASA IZHEET 57 7 A V& A iR— hEIZT 7 AKR— M T 55512
7V w7 LET,
* [Remote server] : ASANS T 7 ZARRER Y T— F b —NIZHHFT DI 7 7 A LB A VKR —
A% EIC7 ) vy 7 LET,

e [Path] : 77 A L~DT 7EA A (fip, http, F72iX https) ZFEEL., 7 7 A L~DX
A ANTTLET,

» [Browse Local Files/Browse Flash...] : 7 7 A VDX A S L 7,

ATvT6 (LEE) Vv r/~—2 %2R L C[Assign]| 227 Vv 7 L, BRLIEZT v I ~—7 %12
EOIN—T RY)v— BAFIv T TI7HARY —, 71T LOCAL = —HI(ZH| Y 4T
£

ATy T1 (EE) [Move Up] £721% [Move Down] 47+ a » 2 H LT, IR L7-HH O(L{&E % URL
UARANTERELET,
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GET £7=d Post # Vv Rk 5 URLD T v oz — s digin ]

ATvT8 [OK] &7 Vw7 LET,

RDRERY
TJI7A4 T RLVASSLVPN X2 U T 4 RICOWTHER L TL &V,

GET E£7/=I&Post * Vv KIZEBURLD T v <T—oDEM

ATy T

ATy T2
ATvT3
ATv74

ATy Th

ATvT6

[Add Bookmark Entry] %A 7 &2 77~y 7 A TlE, URL U R "D Y 7 1237 v 7 ~—7 %4F

1R BHHEIIZ

Xy NU—=2 OIET FVHIZT 77 AT HITIL, \\server\share\subfolder\<personal folder> JE
EEMALET, =—WIZiX, <personal folder> & ¥V EDTXTORA > Mkt 25 U A MER
Z)‘S‘/IZ‘EVGﬁ—O

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Bookmarks]
WEBEIL, [Add] A& %227 ) v 7 LET,

[URL with GET or POST Method] 23R L T, 7' v 7 ~—27 OIERICHEH L £,
R—BNIBREND DT v 7 ~—7 DA4RTEATILET,

[URL] ku v 7 Xy A=a—%H LT, URL #A 7 (http, https, cifs, F72iT fip) %3
RUET, [URL] Kuv 7 Xy 03, E#EDOURL XA 7, A VA=)V LT _RTCOT TS
ALDEA T ERLET,

D7y ~—2 (URL) ODNSLEIZIPT FLAZ AN LET, T4 DA,
P —ROLFIEAN LET, Y—EDORIZAT v o LB (7)) ZATITHE, 7=
YDIRTA—HERETEET, THNCT o8 REMHT D L, ROETIRT X
N, NI A—FMEXT 206 ET,

server/?Parameter=\Value& Parameter=Value

B -

BEDT T T A NZE->T, ANTEDLL T a DTG A—=RMESXTHRIRED 9,
host/?DesiredColor =4& DesiredHRes=1024& DesiredV Res=768

TITA N LT T H A v F DY R— FERET DI, XT A—FET
csco_sso=1 ZfEH L £ 7,

AR A I [?csco_sso=1& DesiredColor=4& DesiredHRes=1024& DesiredVRes=768

({EE) Fafe— NURLZANLET, Fair— RURLEZ AT D & X1, FAEREH & AT

TEEJ, AR, EEOPOSTURLIZEZE SN D ETIZ, =Y — RNIEHTE %
H# FEﬁ /G“déo
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B =z5s7705—2a30 7o F0— T 5 URLODEM

AT Tl YTHAMVELT, 2—PICERTDHT v I/~—7 = FUIZOWVWTOFHATF A FE AT
LET,

AFw 78 [Thumbnail] K vy 7 XUy A=a—%FEHL T, = Fa—PF R—FLEDT v I ~v—7|C
BEAHT 7 A 3 AR L 7,

ATFw7F9 [Manage]# 7 Vv 27 LT, Po3x— Nt L THHTELZASN AV A VR—FERITT 7 AR —
]\ Liﬁ‘o

ATYIN0 Tovr~—20%7 Vv LTHLWY 4 RYTHEES, 2OV FUT, Av—h b
FNEREZ A L. ASAZ N L s — e DT —HDOZFELEZITWET, T XTHTF
UY FT7 7 4w 27i%, SSLVPN b RNV TREICEZEESNE T, 2047 arTiE, 7
TUOYPR—ADT TV r—a VA — K hRAOYR— N2 LEd, —FH T, [Smart
Tunnels] ([Clientless SSL VPN] > [Portal] A ==—IZHH V) Tidk, FET 7V FRX—2DT7 7Y
F—varbAv—h bV URNMLGBEMNML, TNEITNV—T R o—Ea—HF4I2ED
BToHNET,

AT 711 [Allow the Users to Bookmark the Link] #4112 LT, 7 747 > h LA SSLVPN Z—H 3, 7
Z 7 % ® [Bookmarks] £ 7213 [Favorites] 47> a U AATE A L5 LET, BIRAZMEERT
LE, INOOF TV ar2lTEERAL, TOF T arEATICTLE 7 TAT b
LA SSL VPN AR—¥ /L@ [Homel &7 v a T v 7 <~—7 3R rInNERA,

ATwv 712 ({LE) [Advanced Options] ZEINL T, 7 v/ ~—7 OFEOFEM AR E L LT,

* [URL Method] : Hiffi72 7 —# BSOLGAIZIX [Get] IR L EF, T — X ORIFEZITHE
B, BELOE, EFA—NDORERE, T—XEWUHT L LK TT —XIZEEN
Mz BDAIRENED B D 35E 1213, [Post] IR L E T,

* [Post Parameters] : Post URL SR DFEMIZ 5% E L £ 7,

EEFHTTVr—ar T TL— MIxT % URL DIEN
ZOF T aF, FHNCERSNIZASDM T 7L — b2 RRL TV L a—HF07 v 7 ~v—
7 DIERR % gL L £ 9, ASDM7 > 7 L— ML, FEOHMICER ST 7Y r—r =
AR D FANCAT) SN BB RENE ENET,
b8 BRI
ERKEHT TV r—vary 77— NI, ROT 7Y r—va  CBHEENTE £7,
« Citrix XenApp
» Citrix XenDesktop
« Domino WebAccess
« Microsoft Outlook Web Access 2010
« Microsoft Sharepoint 2007
* Microsoft SharePoint 2010
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ATy T
ATy T2

ATvT3

ATvT4

ATy TH
ATy T6

ATy T17

ATvT8

ATvT9

EREFATTU—varFoTIL— T s uRLoEm [

* Microsoft SharePoint 2013
FlE

2P L TCRRT DT v I ~—7 ODA4FIE AT LET,

YT oA INELT, 2= FICERRTLT v I/ v—7 = FVIZOWTOERMHAT F R M & AT)
L%,

[Thumbnail] ke v 7% 7 A=a—%ffLC, = Fa—HF R—F LV DT vr~—7IC
BIHEAHT 27 A4 2 &I E7,

[Manage] 27 Vv 27 LC, ¥ hx— L LTHEMRT LA A=V %A UR— MEIZT 7 AR —
[

({E£&) [Place This Bookmark on the VPN Home Page] = v 7 R v 7 A& 4 I LET,

[Select Auto Sign-on Application] U 2 h T, MBERT 7V r—a %7V y 7 LET, A
BT 7V r—ya IROEBY TF,

» Citrix XenApp

* Citrix XenDesktop

* Domino WebAccess

* Microsoft Outlook Web Access 2010
* Microsoft Sharepoint 2007

* Microsoft SharePoint 2010

* Microsoft SharePoint 2013
nJgA Ly R=VOFNIE— RENDHX—=VDOURLEZ AN LET, ZOX—=VZiE, nrA v
W 72D D2— 4 X T 7 v a URRBEICRY £3, URL IZIX, EEORORLE %
EEHx 5 * 2 AN TEET (72 & 21X, http*://www.example.com/test)
[Pre-login Page Control ID] Z# AJJ L £9, ZHL, v 7 A N—UIHETRNICHFHTz 71
R—=YDURL CTZ VY v A2 NS 5/ % 701D TF,

[Application Parameters] # AJJ L £, 77U r— 9 G U T, IRONENEG LD Al6E
PER B D FT7,

« 71 k)L, HTTP ¥ 721X HTTPS,
e IRA M4, T2 & z21E. www.cisco.com 72 & T,
e AR—+EH, TV r—rarEHRINDLIER— T,

« [URL Path Appendix], 7= & zIX., /Citrix/XenApp 72 & T9, M L, HEIAI S E
j_o

* [Domain], ##id 2 KA A
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B sov A 7iur—sanivsc—voem

ATy 710

ATy

s [User Name], =—%4 & L Cffifi79 % SSL VPN Z#%, [Select Variable] #27 U v 7 LT,
IR DB a7,

¢« NATU— R, /RAT— R L& LU THEMT 5 SSLVPNZ%L, [Select Variable] #27 U v 7 LT,
IR DB IR E7,

({EE) [Preview]Z 7 U v 27 LC, 77V — b DO NEFRLET, [Edit)| 22V v 795
L. T NEEFETEET,
[OK]ZZ7 Vw27 LT, BEEITOVET, £7201%, [Cancel]Z#7 UV v 7 L TEREEEL F9,

BEIY A oA 7T r—23a DT vy I—U DIENM

ATy T
ATv T2

ATv73

TOF T arTi, BHEREEIY A LA TV A= a DTy w— T BERTE F

7,

BEfYA Ay 77— g VOREIZIE, 2 2OFIERLEIZ/RY 97,

1. AR UIEIT—2 0350, POST XTA—ANRNRWT v I/ ~—J h2ERLET, TV
v BREBLOED YT, IA—TF 32— R —THEHALET,

2. Ty rw—U%HERELET, FEOX v I F ¥ HEE A LT, SSLVPN/XT X —X
Xy I FrL, T r/~v—7 TRELET,

FIE

=PI L CERT DT v I ~—7 ODL4FI AT LET,

[URL] ka7 ¥y A=a—%H LT, URL#A 7 (http, https, cifs, F7=iT fip) % i
WLFET, A VA= PFEINETRTOTTTALLDURLFZA TN, TDA=2—|IFRIN
FT, R—HFNX=WY I LTTITTA L BRRTDHIZE, T4 DURL XA
PERLET,

Ty <w—DDNSHELIXIPT RLAZANLET, 7774 O8I — D4
EANLET, V—EORIZAT vy R (17) AT L, 7 a 0T A—
HERETEET, TN TT U REHHTH &, ROBRT LI, 237
A= MEST BT 5N ET,

server/?Parameter=\Value& Parameter=Value

1 :

72213, AJITEDL T a L DONRGRA—=FNEXTIE, BFEDT T A N2> THRED
i—g—o

host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768
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ATvT4

ATvTh

ATvT6

ATy T17
ATvT8

ATvT9

ATy 710

ATvIN

AT T12

ATy 713

ATy 714

BBy A AL FIUsr—vavnTvsz—snemn [

FITA N LT, YT YA oAy BAR— N RS HIR, ST A—ZfEST
csco_sso=1 ZfEH L £ 7,

host/?csco_sso=1&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

YT oA INELT, 2= PFICERRTLT v I/~v—27 = FVIZOWTOERMT F R M AT)
L%,
[Thumbnail] ke v 77X 7y Ama—%fH LT, = Ra—HF K=V EDT v I7<~—7|C
BIHEATIT A7 A 2 v &I E7,
[ManagelZ#27 UV v 7 LC, P Lx— e LU THHTLHAA—V% A R — METIFT 7 AR —
MLET,

(f£&) [Place This Bookmark on the VPN Home Page] = v 7 R v 7 A& 4 I LET,

[LoginPageURL] # A1 LE3, AJJTHURLIZIK, VAL KNI —REFHTEET, &2
IX. http*:// www.example.com/myurl* & AJJ L F7,

[Landing Page URL] Z# AJ L EF, ASATIX, 77V r—va r~DIEFE R 7 A 2t
LI, T T AT R=VERETIHLENDHY £7°,

({E&) [Post Script] 2 AJ7 L £9, Microsoft Outlook Web Access 72 & D—#ED Web 7 7° U
r—3a 0%, JavaScript ZFET LT, B AV T A — L EBFETDHAND, ERATA—F %
EWTHEE08HY £, [PostScript] 7 4 —/V RTIZ, O X577 7Y r—3 = >0 JavaScript
EANNTEET,

W72 [Form Parameters] 2B/ L £9°, #4372 SSL VPN AT &2, [Add| %27V v 27 LT
[Name]Z AL, URA MDOEKEZEIRLET, "I A—FEZLEETDHITII[Ed]Z27 Y v 7
L. HIEET 521X [Delete] 27V v 7 LET,

By R=VORIIa— RENDHEX—=VDURL Z AN LET, ZOX=VE, nsv v
B 72D D—Y ¥ T 7 2a URREICR ) £, URLIZIE. (EEOROL S %
EXHix 5 * 2w A TEET (=& 2L, http*:// www.example.com/test)

[Pre-login Page Control ID] Z# A7 L £ 4, Zhid, v /A v N—= LRI F Rz 71

~N—YDURL TZ U w7 A X2 MBS 5/ % 7o 1D TY,

[OK]% 27 Vw7 LT, BEEITVET, F72I3, [Cancel] 22 U v 7 LTEREZHEI L £,
UNDLIEE S

RDBERY

T J~w— 7 EiRET D846, HTML Parameter Capture #$8E A ] L C, VPN HEj% 1 >4
NRIA=BHX X T F ¥ TEET, Ty 7 ~v—2ZIFMREFEEN, INV—T R v—Fida—F
WETHID Y TONDOMERDHY 7,

[SSL VPN Username] # AJJ L T»>6, [Start Capture] 27 Y v 7 LE9, &KIZ, Web 77 U
EEALT, VPNEY v a VEBIBEL T, AV M TRy hOX—VICl#ERET, T ok R%5%
T+ 25I2I%, [Stop Capture] %7 U v 7 LET, NTA—INTETEL LR, 7y 7
~—ZIZHRHASNET,
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B o= urrorvk—rsrvzoam—r

T993—9 VALDA VR—FBLUVITIRAKR—F

TTICREFHDT v 7 ~—7 VAME, AR —MELIFTT 7 AR—FTEET, %R
MTETWHY AP R—FLET, VA 2T AR— L TEEEZIIMHEL TH
5, AR =bTHZLbTEET,

FIE

AFYvTl T r~—27 VAMEATITHRELET, K64 XFT, A=A IMFHTEEEA.
ATFYT2 VAN 77 A NEALVER—F 5D, £HITT7 AR— T 57200 EEBIRLET,

* [Local computer] : @ — 3 /L PCIZHEET 27 7 A V& A AR — T DGEITERIRLET,
« [Flash file system] : ASA IZHEET 27 7 A V&2 =7 AR — M H5EITERIRLET,

* [Remote server] : ASA 2257 7 AA[HE/ZR2 Y £ — K — NIZHEEETHURL U A K 77 A
WA UR—= T D5RIC7 Y v 7 LET,

e [Path] : 77 A NW~DT 78 A5 (fip, http. F7oiT https) ZFEEL., 7 7 A /L ~D/X
2w ANTTLET,

» [Browse Local Files/Browse Flash] : 7 7 A VDN AZ BB L F T,

e [Import/Export Now] : Y A s 77 A V& A U AR—NELIFZZ 7 AR—FLET,

Import and Export GUI Customization Objects (Web Contents)

TDOEATaTIRY I ATIE, Weba 7Y 727 baA L R—bbRBIOZ 7 ZAR—
FCEET, Weba T oY A7 V27 bOAFIE 7 7 ANV XA THRFRENET,

Web =2 7 oV ICid, BRMIICRESNTEHR—L X=Uhb, m R a—P R—FLEh A
B RTHEXIMHATDHTA LR A—VET, SEIEREELDY £, REFH
D Web 22TV, A rh—FERIZZ7 AR — b TEET, FHEMNITE TS Web
aLFUVEALR—RILET, Web 2TV ET Y AR— K L TEEE-ITREL TH
b, AR —FT25Z2EHTEET,

FIE

ATYT1 TZ7ANDA VR — b TEZIFT T ZAR— FTOHATEBEIR L £,

* [Local computer] : @ —H /L PCIZHEEET D7 7 A V& A ViR— b ETIZT 7 AR— T 5
BE V7 LET,

* [Flash file system] : ASA IZHEEET D7 7 A Va4 VR — MEIZT 7 AR — T 585512
7V w7 LET,
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* [Remote server] : ASA BT 7 B AREE/R U E— K P —NICFEEHFT L7 7 A VEA VR —
N2EAICZ Y v LET,

[Path] : 77 A L ~DT 72 AFA (fip, http, F7oiE https) ZFEEL., 7 7 A L ~D/X
A ANTTLET,

s [Browse Local Files.../Browse Flash...] : 7 7 A VD RAEZZR L E T,

ATV T2 aLFT oY A~DT 78 AR LENE S NERELET,

WNRADT VT 47 AL, @GEEERTHME I M U TR £, ASAIL, FEES M
ATV 27 NOBEITIE HACSCOEH ZEM L, BBRENARE A7 Y =7 FOYAIZIE
HCSCOU+ % LEJ, ASA TiX., HCSCOE+H 47V =7 MIKR—HZ )L X—=VIZDHFR
SINFETH, ACSCOUH AT V=7 MIn A v RXR=TFEIR—F N R=UTERLEZY
T ENTEET,

ATFTYF3 7V LT, 774 NVEAvR—bERIFZ 7 AR—=FLET,

POST /NS A—2DEME L UVHREE
TONALLTIE, Ty s~v—2 2 YL URLYARDRA R NG A =R ERELET,

7747 b LA SSL VPN Z#IC L 0. URL BL T 4 —L~X—2Z 0D HTTP post #fE TiE#
NEATTEET, TNHOEKII~ 7 v TN, =2—FID £ XRAU— K 72320
DATINRG A—=BFbie, "=V F N ) —=ZA~Da—F T IV AEZRETCEXET, ZDOX
72V ) —=ADHNIE, Ty ~—2 = ) URLY AL, BEORT 7 A NVHEFRERDH
nEF,

FIE

ATV TN RIA—ZOLRIL R SIET D HIML 74— LD EBVITHELET, &z,
<input name=*“param_name” value=“param value> T3,

SN TOLEHONT Iz o /7"5""7‘/ UAPOBRTEEY, £, BEEERK
TEET, Fuy7ZFyr JARNLIE, ROEKZERRL T,

R3: V54T LR SSLVPN DEH

No. KRB EE

1 CSCO_WEBVPN_USERNAME | SSI, VPN . —+# 1 7' 1 >~ 1D,

2 CSCO_WEBVPN PASSWORD |SSL VPN =—H# 1 /1 > /% &
7— N,
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No. ETHER E&E

3 CSCO WHBVPN INTERNAL PASSWORD | SSL VPN == —HNER Y ) — %
IRAT— R, ¥ viraIil
TRIEFETH Y . AAA T —N
WX TRGES LTV EE
No T—FNZDfEZE AT
HE, RRAT—REORDY
W, A BEEY A A D
NAT—RELTHEHENE
75

4 (SCO WEHBVPN CONNECTION PROHLE | SSL, VPN —H g 7/ A o 7
N—"7 Rav 7 Xy B
a7y ANVND T NV—TF =
A VT A

5 CSCO_WEBVPN_MACROI RADIUS/LDAP X & —[#EAH
BIEIC Ko TERIE,
ldap-attribute-map Z & L T
LDAP "b Zha~w vy B 7
THEEIE. T OEEE
TR aDEMEI
'WEBVPN-Macro-Substitution-Valuel
(2720 £9,

RADIUS #¢H TOZEEH L
VSA#223 IZ L > TiThivE
Er

6 CSCO_WEBVPN_MACRO2 RADIUS/LDAP R % —[HA
B X o TRRIE,
ldap-attribute-map % #&H L T
LDAP »bH ZiE~ v BT
TLOHAIE. OB AEMH
T 5 RAap gtk
'WEBVPN-Macro-Substitution-Value2
2720 £9,

RADIUS #& T2 B #i
VSA#224 12 L » TiTbivE
j—o

7 CSCO WEBVPN PRIMARY USERNAME. | — T 303EFl D75 A < V) = —
Fonr A4 ID

8 (00 WEBVPN PRIMARY PASSWORD | — EE#GFH DO S5 4 < 1) =—
Yoa A4 NAT— R
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No.

(80O WHBVEN SECONDARY LUSRNAME, | — F2HZEfl DB v 2 ) —
HFor s 41D

10

(80O WEBVEN SHIONDARY PASSWORD | — F 283l dEh o 4 ) —
For s 41D

11

CSCO WEBVPN DYNAMIC URL | =1 — 40> 78— 4 /L G D
Ty I=—20 VU EEKRT
EPHE—DT v I~—7,

12

CSCO_WEBVPN MACROLIST | i1z i X 11/ 7 v 7 < —
7. LDAP Bt~ v 712 k-
TSN AEEDOY A XD
YA MZEHATEES,

ASAIZZNG 6 DOEHLFHOWTNNE T Ra—VER (T vy r/~—7 FITARA b
TH—2L) THR#EITDHE, VE— M= NZEREZWETANC, B E 22—V EAOMEICER L
i‘j‘o

GE) VL= TFTFXFAPT (X2 VT 4 77947 A&FEHETIZ) HTTP Sniffer b

L—RA&EFTTDHE MAEBEDOT U r—3 3 O http-post /X7 A —HX ERfFTE F
T ROV 7 inb, BEOT I UY ¥ 7 Fy V= THLHITP 7174 %
ANFTZFET, http://www.ieinspector.com/httpanalyzer/downloadV2/IEHttpAnalyzerV2.exe

ATV T2 AT HEHEZRRT 2I101E, ROFEBEFHITHE- T EE0,

BE 1 ~4 2T 5, ASA X, [SSL VPN Login] X— B0 4 DOE X #az OfE
ERASLET, EICE, 2—P4H, NRAT—F WA T—F (F7vay) | BIW
TN—TD7 4 =)V EREENTNET, 2—FERNOZNOLDR MY 7 &G8 L.
ZDOANY) T ea—VEAEDECTEEHRZ THDH, UE— P —NCEREZELET,

For example, if a URL list contains the link,
http://someserver/homepage/CSCO_WEBVPN USERNAME.html, the ASA translates it to the
following unique links:

For USER1, the link becomes http://someserver/homepage/USER1.html
For USER2, the link is http://someserver/homepage/USER2.html

In the following case, cifs://server/users/CSCO_WEBVPN_USERNAME lets the ASA map a
file drive to specific users:

For USER1, the link becomes cifs://server/users/USER1

For USER 2, the link is cifs://server/users/USER2

THs5 L 6&EATH, v 7 us58L0U6 DfEIL, RADIUS %7212 LDAP O & —[EH
Bt (VSA) TF, Zbick D, RADIUS 721X LDAP — DWW NN THRE L7721
DO OREEFEHATELI IR0 ET,

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}


http://www.ieinspector.com/httpanalyzer/downloadV2/IEHttpAnalyzerV2.exe

BESISATYRLASSLWPNOIY T4 FaL—vay |

B rost s x—soEmssvEE

"

=
=

LY

>

e BT ~ 10 ZHEHAT D, ASAIZZIND 4 OB LFEIOWNTNNE T Ra—FE:R
(Tl ~—0FEHRA N 73 —2) TR#EITLE, VE— b b= NZEREZPETH]
W2, Bfe o —HEAOEICER L ET,

The following example sets a URL for the homepage:
WebVPN-Macro-Valuel (ID=223), type string, is returned as wwwin-portal.example.com
WebVPN-Macro-Value2 (ID=224), type string, is returned as 40l1k.com

To set a home page value, you would configure the variable substitution as
https://CSCO_WEBVPN MACROl, which would translate to https://wwwin-portal.example.com.

EH N E=HHATL, b7 v 7 ~—271%, CSCO_ WEBVPN DYNAMIC URL 23~ v
B ENTWA LDAP Bt~ v ISV TAR &£+, LDAP 7265213 L 7= 3055
i, TUIX RTA—ZEFERLTHITSN, EOY 2 M2 £9, ZOLE url
T4V R TERALEZY, 77 ~—2NTPOSTNT A—% L LTHATS L, TS
N7z LDAP SLFHNDOBAEICKH LT v 7 ~—7 NEKR S ET,
CSCO_WEBVPN_DYNAMIC URL #fifl§ 57 v 7 ~— 2 OFEFZLLTIZRLET,

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://CSC07WEBVPN7DYNAMICiURLl(".")</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<<post-param>
<value>valuel</value>
<name>parameterl</name>
</post-param>
</bookmark>

CSCO_WEBVPN DYNAMIC URL I LDAP B~ v 7 IR E S 4L CE Y | hostl.cisco.com,
host2.cisco.com, host3.cisco.com [ZX}i L CWET, T U I X ITHEH- T,
http://host1.cisco.com, http://host2.cisco.com, http://host3.cisco.com Z FTpH—D AL 7 4 F =
L—yarymbAEmESniz, 3 505D URL & 3507 v/ ~—7 2B TEET,

S BT, POST NT A —=FD—ffe LTIRO~ 7 naffifi T £97,

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>

<value>CSCO_WEBVPN_DYNAMIC URL(";")</value>
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<name>host</name>
</bookmark>
MU~y 77 LDAPEMEZH LT, #—7% > I URLhttp://www.myhost.cisco.com
EE3 00T vy I — I PMERENE T, ENENDT v 7 ~— 2 382 % POST /X7
A —2x L 4 host 3 L OMH hostl.cisco.com, host2.cisco.com, host3.cisco.com & FFH F
j—O

(G¥)  CSCO WEBVPN DYNAMIC URL (X7 v/ ~—2 CTOMMEATEET, v/ nm
TP HR—F L TWBROEAT (Citrix Mobile Receiver ® vdiCLI =7 ¢ ¥ = L —
Tarviel) THEHTAZLIETEERA, IR —F N RX—VEERT LD
WHEHT 2L TEERA,

BB EERTD, 2O~ ZANELTIODONRT AL (LT v 7 A, TUI
B A=) EROET, AT v 7 AIEEEICL > RS BT, IR
LZEZOFBFEEELET, 7V IXIEHEFICL > TRESNDXTIITT, 20T
FNOXFaMHA L CLDAPIC~ v BV 7 &N XXFHNE XYY [EO ) A M LET, <
7uaDERZ L1207V IZBRERSNET, =A7—7 1%, ASATRICEZHZ D
ATIZ LDAP SN0 3 2 S ¢,

7= & ZI1X. CSCO WEBVPN MACROLIST(2,",", url-encode) (X, U A b 2 FH DE AL
A+2528, BIORGY CFE LTH—-OD o ~Z2FH L TCFINERXTY, U X RS
THZEEBBELTOET, X, Ny 7T R~ ASA ERICEHRIND & X IIH 5
{LENZURLIZ72 0 9, TR —7 L—FZiF, ROMENMEHSET,

*None: /Ny 7 N H— SADEERNS, CFFUEICH L TEBREITOEE A,

o url-code : M SN - FEITHE AL ENZURLIZA Y £4, 7277 L. URL THEETFE
SIEAERLT B — O TR LTI S E T,

« url-encode-data : fi#HT SN 7~ fEIZ. URL => 22— RCEAICEBRINE T,
» baseb4 : fENT STl Base 64 TH LS E T,

CSCO WEBVPN MACROLIST1 i3 57 v 7 ~—7 OREF ZLLTFITR LET,

<bookmark>
<title>MyHost</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url><login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>

<value>CSCO_WEBVPN_ MACROLISTI1 (1, ";", url-encode-data) >/value>
<name>paraml</name>
<value>CSCO_WEBVON MACROLIST1(2, ";", url-encode-data)</value>
<name>param2</name>
<value>CSCO_WEBVPN_ MACROLIST1(3, ";", url-encode-data)</value>

<name>param3</name>
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</post-param>
</bookmark>

DT v ~—7 &EHT 5L, www.myhost.cisco.com 77 7 A LT, 320 POST /¥
7 A—%4 (paraml, param2, param3) % HENFYIZH — NZIEETXE 9, ASA %,
CSCO_WEBVPN_MACROLIST1 DfE% /X7 A — X IZEH L T D, Ny 7= RICERE
]\/i—é—o

(¥)  CSCO _WEBVPN_MACROLIST /%, fid~ 27 v MEH SN L& 5 EZ THHE
HTExxd,

ZDOBAEDERED I, ASDM THomepage URL /ST A —H A ETHZ LT, A7
U7 RERRBR L7 MET v 7e— Rl Ty, FHEFIIIN—T R —HNOED
=L _=UNA~— b bV TR 2002 HETE £9, ASDM @ Network
Client SSL VPN & 7213 Clientless SSL VPN Access £ 7 > 3 726, [Add/Edit Group Policy]
NANIBELET, NRFROLEY TT,
* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit Group Policy] > [Advanced] > [SSL VPN Client] > [Customization] > [Homepage
URL] &t

* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit Group Policy] > [More Options] > [Customization] > [Homepage URL] &£

ATYT3 Ty /== FIFTURL = U ZfE LET, SSLVPNGBIETRSA VY Z A L /NAT —
K (OTP) ZfEHA L, HWVTOWAETA—I T IEATAXT £ v 7NN AT — REH
M35 Lick>T, HTTPPost I L TOWA U VY —R{Zmr 7 A U TEET, ZOHED
REOFIEL, RORAOWTNNEHHLTASDM T v/ ~v—2 = h) ZiBIE 70T
WET 5L TT,
* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Bookmarks]
> [Add/Edit Bookmark Lists] > [Add/Edit Bookmark Entry] > [Advanced Options] fJik > [Add/Edit
Post Parameters] (URL Method J@&1: [Post] 7 U v 7 45 L FRENET)

* [Network (Client) Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[URL Lists] % 7 > [Manage] 7~ % >~ > [Configured GUI Customization Objects] > [Add/Edit] 7~
% > >[Add/Edit Bookmark List] > [Add/Edit Bookmark Entry] > [Advanced Options] fE3k >
[Add/Edit Post Parameters]

ATy T8 774 VHHE (CIFS) URL @A RETH I EIZE - T, IO FRAT v 7 ~— 0 BEEH
A LE9, URL [cifs:/server/CSCO WEBVPN USERNAME| Z#&ET 5 &, ASAlIZ TN Z1—
POT7 7 ANKER—LT 4 L7 MIICHBIMIZ Yy B 7 LET, ZOFETIE, AT —
REB LA ANRAY — REBRHITZE9, RIZ, URL EHROFIZ R L ET,

cifs://CSCO_WEBVPN USERNAME:CSCO WEBVPN PASSWORD@server

cifs://CSCO_WEBVPN USERNAME:CSCO WEBVPN INTERNAL PASSWORD@server
cifs://domain;CSCO_WEBVPN USERNAME:CSCO WEBVPN PASSWORD@server
cifs://domain;CSCO_WEBVPN USERNAME:CSCO WEBVPN INTERNAL PASSWORDEserver
cifs://domain;CSCO_WEBVPN USERNAME:CSCO WEBVPN PASSWORD@server/CSCO WEBVPN USERNAME
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cifs://domain;CSCO WEBVPN USERNAME:CSCO WEBVPN INTERNAL PASSWORD@server/CSCO WEBVPN USERNAME

NER—FDHREZTARX

FHIRE SNTAR—F NV EFEAT R0 VI, INTAR— 2 VSRR Z A L T OR— 2 L%
B C&ET, MBOR—F NV ERETHHE, V74T PUAR—ZILENAI/NAL,
POST ER & 145 L CR—Z L2 BiGT& £,

FIE

AT w71 [Configuration] > [Remote AccessVPN] > [Clientless SSL VPN Access] > [Portal] > [Customization]
PERLET, RBERIALZvAE—Ta r2RFAF AL, [Bdit]) Z#IRNLET,

AT w 72 [Enable External Portal] = v 7 R v 7 A& 4 2 LET,
AT w73 [URL] 7 1 —/L FIZ, POST ERMWFH W SND L 5T, BERMNMBR—Z L2 A LET,
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