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2 X BIRATRI SR T,

BEEGEEFGETIL, £ OEGRITEZREET 2 72O SN ZFEED 7 1 — /L FITHES W
TT)/—ﬁm%ﬁv_&#T%iﬁ BEGEAERGEFICZ 947 b B%2fE Lica—W
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7 78R RY — (DAP) ZEH L CEEGEFERIEZ BT 521X, [ASA VPN ASDM
Configuration Guidel] ?i#EY)72 U U —=2 @ [Add Multiple Certificate Authentication to DAP| %%
LT 7EEn,

Active Directory/LDAPVPN ') E— ~ 7 ¥ tZE‘FEIODﬁIJ

Z DI TIL, Microsoft Active Directory h— 32 L T\ %5 ASA TRRGES L ORI &% E T
LIODOFNEOH Z R L ET, T 2HBITKRD LB TY,
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cFFED I N—T R Y v —~0D LDAP = — Y DRlfE (5 2—)
* AnyConnect N R/VDAZT 4> 7 1P 7 RLREID Y TOMEH (7 X—)
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e 17 A B & Time-of-Day /L— VDA (11 ~X—)
DD EBNZ OVWTIE, Cisco.com [IZHDIRDT 7 =J)v ) — hESRLTLIEIN,
+ [FASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]
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A—H R—XDEHDR) >—EH

ZOFITIE., =TT OfES NNF—E2F R LT, EHEDO LDAP BIEA BRI O Z—[EHA R
M (VSA) I~y B 7455 EE 12U EOLDAP @M% 1oL, o CiscoLDAP @iz~

VPN M 5158 AAA H—/ D ERE .


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008089149d.shtml
http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00808d1a7c.shtml

VPN D54 88 ARA H— st |

B =+ ~—zoEtoxy o —Em

ATy I
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TR, VTFAT L FUASSLVPN 72X, Py A FICbmEHAINnET,

ADLDAP #— /R ETEE SN2 — Il 5T —Z @3 5 121%. [General] # 7 @ [Office]
TA—NVREFEHLTAT—=TF A2 AN LET, ZO7 4 —/L F T,
physicalDeliveryOfficeName & V9 A RTD @AM H L 7, ASA T, physicalDeliveryOfficeName
% Cisco J&E Bannerl (2~ v B> 73 5@t~ v 7 2B L E7,

FRERE, ASA X —/3/> 5 physicalDeliveryOfficeName O Z Hifs L, % DfE % Cisco &I
Bannerl |2~ v B 7 L Ca—HFZ T —2RRLET,

FIE

a—WHELH7 Y v LT, [Properties] A 7 1 Z' 7R 27 AD [General] ¥ 7 % il &, AD/LDAP
J& M physicalDeliveryOfficeName % fi 19~ % [Office] 7 4 —/V I\ —TF A M2 AL E
D
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¢#I|E@|ﬂﬂlxﬁ'm@|@|“’ﬁﬂh? ﬁm-]m;lmm]Pmlesln.mm
< Active Directory Lisers and Computer [Users 31 objects g it
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=R I!:Im;j'tm-':”'“ DrisUpdaterr.., Security Grou -
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Entberprise A...  Security Grou il
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mExchange En... Security Grou

gﬁm_p Policy ... Security Grou s I Alsenets D] *

Guest Liser
HelpServices... Security Grou :
€15 wes securkty Grou | || AEERHOE bz St
£ 1wse_roC Usar E-mail [
7 wam_poc User
Marketing Securiby Grou Web page: I Othes...
RAS and IAS .., Security Geou
Sales Security Grou
ﬁSchema Bdmins  Security Grou
£ 5uPPORT 33.., User [ ok | concel | ooy | Helo |
ﬁTulnutCisnls Security Grol. - Lot
Usert Llsey
141 | _’i £ WIS Users Security Group .. Members who have view- .. =

AFw T2 ASA TLDAP @t~ v 7 %Rk L £,

Banner &9~ v 7 A AER L. AD/LDAP J&#14: physicalDeliveryOfficeName % Cisco J& %4 Bannerl
vy B 7 LET,

hostname (config) # ldap attribute-map Banner
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ATvT3

ATy T4

BEDTL—F K o—~0 AP 1—4ORE [

hostname (config-ldap-attribute-map)# map-name physicalDeliveryOfficeName Bannerl

LDAP Bk~ v 7% AAA Y — N ICBEfT I £9,

AAA H—N &v/l/‘—7OMS_LDAP DOFEAFI0LI2DAAA Y —REFA a7 4Falb—3
vE— REBM L. DAEIER L72 @M~ ~ 7 Banner % BEAT I £ 57,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map Banner

NF—DHHEZT A M LFET,

BEDTIL—T K1) —A~0 LDAP L—H DEE

ATvT1

Z OfFNX, TPsec VPN 7 5 A 7> |, AnyComnect SSLVPN 7 5 A4 7> ~, 774 T ML R
SSLVPN 72 &, Fo#EwmZA S Icb@fAInEd, Zop Tk, Userl iZ7 747 FL A
SSL VPN #zf5efk CHfe L £97,

LDAP 2 —H & FFED 7 /V—7 R Y > —ITELET S IZIE. [Organization] ¥ 7 @ [Department]
T4 =NV FREERLTIZN—7RY =042 AN LET, KIZ, B~y 7 2/ER L,
[Department] % Cisco J&ME: T % IETF-Radius-Class |2~ v B> 7 L £ 7,

FORERF, ASA [FH— 35 [Department] Ol Z HifF L, % OfE% IETF-Radius-Class {2+ v £
VLT, Userl #70—7 R —ICBELET,

FIE

2—YLEH 7 Vw7 LT, [Properties] ¥4 7 1 778 7 A®D [Organization] ¥ 7 % B |
[Department] 7 ¢ —/L RIZ [Group-Policy-1] & AJJLET,
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gmdﬂangem... sec  Lepartmenc |Group-Policy *__
Exchange En... Sec
gsmup Policy ... Sec Lompany: I
Guest Use  ~ Manager
HelpServices... Sec ;
gns_wps Sec Hame: |
g JI:JJUS:M_EF?EEC H:: Change. . 1 PBroperties Clea
Marketing Ser =i
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Sales Sec
Scheama Admins  Sac
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ATV T2 LDAP a2 7 4 X al—va DR~y 72 ERLET,

AD J&: Department % Cisco J&I'E IETF-Radius-Class (2< v B> 7 L ¥ 7,

hostname (config) # ldap attribute-map group policy
hostname (config-ldap-attribute-map)# map-name Department IETF-Radius-Class

ATw T3 LDAP B~ v 7% AAA Y— NIZBER T £,
AAA H— N 7 )L—7 MS LDAP ®AR A K 10112 15 L TAAA— N FA N a7 4 X=
L—yay B— RERBL, 1ERLTZEME~ >~ 7 group policy % B (i) £ 97,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map group_policy

AT v T4 H—30 [Department] 7 4 —/L FIZATT &N TW5H 7 )L—7 7R Y 2 — Group-policy-1 % ASA
WML, =B Y THMEARY —BEERELET,

hostname (config) # group-policy Group-policy-1 external server-group LDAP_demo
hostname (config-aaa-server-group) #

ATYTE ZOa—H L L TVPNEREZ ML L. Group-Policyl 705 D JEME (88 L OV O3 FH rTRE 72
FIFINV DT N—T R —ME0FEME) BNy a RSN TS Z L 2R LE
7T
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AnyConnect bV RIJLDR AT 1 v 7 IPF7 FLREIY B TOEA .

AT w76 FilE EXEC &— KT debug Idap 255 =2~ RZ& A F—7 /LI LT, ASA &V — DO DEE

EE=ZLET, ZOavr RO EZRIRLET, ik, FERA vy E—UN
DInD &9 ITHRER T,

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1

AnyConnect >V RILDRBA T4 vV IPF7 FLREY HTOEA

ATy T

ZOHNE, IPsecZ T AT 2 hPSSLVPN Y AT R EDT VRN R)V T T 47 2 MIiE
AEnEd,

A H T 4 7 AnyConnect A % 7 4 » 7 IPEIV ¥ TZEM T 5121L, AnyConnect 7 7 A 7 |k
=P Webl ZAXT 4 v 7 IPT RLAZZETHLIICHKEL T, £DT R A% ADLDAP
H—/3D [Dialin] # 7 @ [Assign Static IP Address] 7 4 —/V' K (Z®D 7 4 —/)L T
msRADIUSFramedIPAddress JEMEMEH S415) ITASI L, ZDOEM% Cisco JB M
IETF-Radius-Framed-IP-Address |2~ v ©' 2 7 D @M~ v 7 H/ER L £77,

SREEHFIZ . ASA XV —/30>5 msRADIUSFramedIPAddress DfE A B L. F DfE% Cisco @M
IETF-Radius-Framed-IP-Address {Z~ v B> 7 LT, Userl ICAXT 4 v 7 7 RV AZELET,

FIE

a—YLEH7 Vw7 LT, [Properties] A 7 2 7R v 7 AD [Dial-in] ¥ 7 % B &%, [Assign
Static IP Address] = v 7 R 7 A% A 2L T, 10.1.12 EWHIPT RLAEZ AN LET,
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B Anvcomnect Lo RO AT 9o IP T ELREIY HTOER

ATy T2

ATvT3

ATv74

£ asctre g et Properties 2]

ﬂ &dmaniskrator User - -
P Cert Publishers Secul Teminal Services Profie I COM+ I Exchange General
mDHCF Administrators Secu E-mail Addresses l Eschange Features ! Exchange Advanced
DHCP Lisars Secy  Beneral | Addiess | Account | Profile | Telephones | Organization
EDmmins secy  MemberDf  Diskin | Enviorment | Sessions | Remote contiol
P DnsUpdatePraxy Setd —Remote Access Permission (Diakin or VPN .
IR Domain Adrins Secul '
gbmm Carputers Secul " Allow access
Domain Contraliers Secul " Deny access
oomsin Guests iy | | o IContiol access thiough Remote Acceass Policy
gDumain Users Secul : :
Enterprise Admins Secul
mEm:hange Domnain Servers Secul L Yerky Caller-ID: I
mExd'lange Enterprise Servers Secul — Callback Dptions
gGmw Policy Creatar Owners Secul {* NoCalback
Ezz:n; :EEE: " Setby Caller [Routing and Femote Access Service only)
s Guest User " Always Callback to: |
gHebservlcasGro-.p SECUl
115_WPG Secl ¥ Assgn aStatic IP Addiess | T P e —
£} 1usk_POC Lser ;
3 1wam_PDC User |1 Appb Static Foutes
gmmmng Secu | Define routes to enable for this Diakin
RAS and 1AS Servers Secul connection.
EESdes Secul
ESthema Adrnins Secul
SUPPORT_366945a0 User | I
mTehetChents Secul s R i) GEw |
ﬂ Useri User
ﬁ VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 Liser
leNS Usiers Security Group ... Members who have view-...

BICRTLDAP 2 7 4 X¥ab—a v OEM~ vy 72 ER LET,
[Static Address] 7 « —/L R CTEH &4 %5 AD J&: msRADIUSFramedIPAddress % Cisco J& '
IETF-Radius-Framed-IP-Address |2~ v B> 7 L £ 7,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

LDAP gt~ v 7% AAA H— N ZBEE T £ 5,
AAA H—s% 7 /L—7 MS_LDAP 7R 2 b 10112 125 LT AAA HF— A K2 |k 207 4 ¥ =
L—yay B— REBtE L, 1B L7z @Mt~ » 7 static_address % BT £,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > RIS AAA ZFEET D K I ITRESNTWDHINE I 0 a R T 5
72D, a7 4 X2l —a Dl EERLET,
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| VPN 4R AAA 5 —/\DERE
g4 x4 vaEtiEE7 o 20EA |

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ATw T8 ASA & AnyConnect 7 74 7 > b & OB AL LE T, P —/NTREII. ASAICY Y E YV
TINTZIPT LR Za2—WFRZETHZ 2B LET,

ATv7T6 showvpn-sessondbsvc 2~ REFEHAL Ty v a v ofMaERrL, B4 Ton=T R
VAZTERLET,

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index ¢ 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

FANILA VHERIFIFEE TV £ ADERA

ZORITIE, 2—FICLoTHAIEND b 7 Tu haLzfRET % LDAP &t~ v
7' a2 B LE T, [Dialin] ¥ 7 OFFR] T 7 B A LESRT 7B AOFE % Cisco @M
Tunneling-Protocol {2~ > B> 7 LET, ZOREMEITIKROE Yy M~y FflE2Y R —FLET,

[ foxyrd Jobkan

1 PPTP

2 L2TP

4 IPsec (IKEvl)

8 L2TP/IPsec

16 7747 L ASSL

32 SSL 774 7 > |k : AnyConnect £721Z SSLVPN 7 714 7 -
N

64 IPsec (IKEv2)

" (1) IPsec & L2TP over IPsec IZ[AIFFICIZH H— F SHEXA, 2O, [E4 & 8 13H

A E 720 £,
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B s« vnqomazrEET s L 20ERA

1) w1 EBE,

ZoRMEEMH LT, 71 b 3o [Allow Access] (TRUE) % 721% [Deny Access] (FALSE)
DEMEER L, 22—V RT 7 v AT SN HiEE#EA LT,

BAXNA HFRT 7 AEIHES T 7  A0@EMAICET 2 omofliconTik, 77 =
J1/v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example] ZZH L T 7ZE 0,

FIE

ATy TN 2—YH%EHZ Y v 7 LT, [Properties] ¥ A 7 177K v 27 AD [Dial-in] # 7 %%, [Allow
Access| A7 v ar RE w7V v o LET,

User Properties N 2|

Teminal Services Profile I COM+ I Exchange General
E-mail Addresses | Exchange Features | Exchange Advanced
General | Address | Account i Profile ] Telephones | Organization
Member OF  Diakin | Envionment | Sessions | Remote control

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

" Deny access

L= TS SR

" Control access through Remote Access Policy

[ Verify CallerID:
—Callback Options

& NoLCallback
(" Set by Caller [Routing and Remote Access Service only]

" Always Callback to: |
™ Assign a Static IP Address I
1 Apply Static Routes
[refine routes to enable for this Diakin Siatic Bhutes |
connection. SLalic-FrOulEs ..

(G¥)  [Control access through the Remote Access Policy] 4 7' = A I L 72551, —

MOMENIR ST, H S AHERIZ ASA ODNER 7 L—7F RY S —REITEESNT
mEESNET,

AT T2 IPsec & AnyConnect D i Jj DB & FF el T 227 74 7 b U ASSLEH A TG T 2 Bt~ v
TR LET,
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ATvT3

ATv74

0474 2 B8 & Time-of-Day JL— )L D& .

a) ~ 7 tunneling protocols Z1Ek L 97,

hostname (config) # ldap attribute-map tunneling protocols

b) [Allow Access] i% & T 415 AD J& M msNPAllowDialin % Cisco J&4 Tunneling-Protocols
W~ 7 LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

) ¥y EAZBMLET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP @k~ v 7% AAA Y — NICBEEAT I £97,

a) AAAY— T L—7MS LDAP THA M 10112DAAA Y —NFA N a7 4 Falb—
varE—RFERBLET,

hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) fERK L7-J&M:~ v 7 tunneling_protocols % BEHfH i) £ 7,
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

B~y TINRE LT EBVITHEET D2 L AR LET,

JI7AT v FUVASSLEEA L CRERIAZRA T T, 22—, FAT SN TWZRWERE A I =
AL ORBOFINTHD Z & @mInNET, IPsec” 74 7 > bOEEFHIIE LET,
A, BME~ Y SIS TIPsec i b Rr U 7 e ha R EN57-9HTY,

04 # > B & Time-of-Day JL— /LD E A

&

WOBHITIE, 774 T FLASSL 22—V (72& 2 VR A N—FF—) Xy hU—7
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hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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