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WOGFOWT I T SSL B E AR L E 7,
* [Configuration] > [Device Management] > [Advanced] > [SSL Settings]
* [Configuration] > [Remote Access VPN] > [Advanced] > [SSL Settings]

ASA %, Secure Sockets Layer (SSL) 't k =1/l & Transport Layer Security (TLS) % L C.
ASDM, 77 747 R ASSLVPN, VPN, BLOT7 ZUHFR—2DF vy arotxaT
Ay —ULEEER L £, 72, DTLS (X AnyConnect VPN 7 7 A 7 > b OFEHGE I fHE
SHVET, [SSL Settings] XA > Tlx, 7747 h&H—30 SSL N— a3 VB O E1L
TN ZALERECEET, £/, LANCRELIZ N T A MRSV NERFEDA VX —T =
AAZHEA LY, BEE#EMTONIZ T A RKRA L RDORWNA LV H =T 2 ADT 5 —)L 3y
J FNIFANKA LV NERELEZDVTAZELTEET,

GE)

UY—293 (2) TiX, SSLv3 IS TWET, BUEDT 7 4L hid[any] TIE72< [tlsvl]
T9, [any] ¥— U — RiZBEIL &I E L7z, [any]. [sslv3] F 721 [sslv3-only] Z 3R L7254
REIFZTANONETNEERRRINET, [OK]Z 27 U v 7 LTE¥(EZFITLET, ASA
DRDAT v — VY —=ATlE, ZNHDOF—TU— KT ASANOHHIBRESET,

NR—3294 (1) TiE, SSLv3 F—U— KT XTASA FRTHHIBREINTEY ., SSLv3
DY R—F2SASA NHHIBRENE L7z, SSLv3 A R — T Wl > TWA AL, SSLv3 A4
FrarvERELLaA Yy KL T — MEL T —RNEREINFET, ASAIET 74V FDTLSvI
IR £,

Citrix E/NA L L — NI TLS 1L.1/1.2 72 hatz R —F L TWeWAEEERH Y £7, A
Haptlz >V,
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf
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* [Server SSL Version] : ASA 8% —/ & UL TEIWET 2 & AT 5, &/ SSL/TLS 7' =
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Far N"=Varz Ry 72y JRXMRbLIEELET,

WFnh (Any)

SSLv2 7 A4 7> hDhello 37 AL, 3t
WORFN—Va vk xrdyo—h LET,

SSL V3

SSLv2 7 A4 7 > b® hello 57 AfL.
SSLv3 (LIK) Zx=avx=—hLET,

TLSV1

SSLv2 7 A 7 > @ hello 52 AL,
TLSvl (LIfg) #xavx=— R LET,

TLSV11

SSLv2 7 54 7 > F® hello 37 Atv.
TLSv1.1 (LAf%) Z2xr=avxz—bhLET,

TLSV1.2

SSLv2 7 A 7 > F® hello 52 F AL,
TLSv1.2 (LIR) Zxr=avxz—h LT,

DTLSv1

DTLSvl 7 74 7> @ hello 33 AL,
DTLSvl (LIRg) Zx 2 =— R LET,

DTLS1.2

DTLSv12 7 A 7 > kD hello #%%F AL,
DTLSv1.2 (LK) Zxr=avxz—h LT,

N

(G¥)  DTLS O EFR L O HIX, Cisco AnyConnect U E— K 77 & &

R DA SN ET,

DTLS &A% EDO TLS X—Y g V&AL T, TLSk v a3
ZDTLS By a v EREU EICEXFaTICTH0ERH D F

9, ZAUTL Y, DTLSVI2 Z3®R L7- & X2, TLSVI.2 MFFE
ENDHME—D TLS N—V 3 2720 £9, £/, 73TD TLS
N—=T 2 I DTLS 1 LR ETH D720, {EED TLS /13—

V= % DTLS] & —FEIEHT 52 e M TEET,

* [Client SSL Version] : ASAN 7 74 7> b & LCEMET D & &2l T 5, i/ SSL/TLS

T hal A A—VagrERuy AT YA MBI ELEYT, (SSLZIA T ha—

JUZE L TC DTLS 145 AR 7))

WInh (Any)

SSLv3 27 A 7> h®hello #%fZ L. SSLv3
(LIRg) #xdvz— kR LFET,

SSL V3

SSIv3 27 A 72 F®hello #2%E L. SSLv3
(L) Zxady=—kLET,
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TLS VI TLSVI 7 54 7> kO hello %315 L,
TLSvl (LIfg) #x =Ty =—hLET,

TLSVI.1 TLSv1.1 7 5 A4 7> F® hello #%1E L.
TLSvl.l (L) 2=y xz— kLT,

TLSV1.2 TLSVI2 7 54 7+ O hello %2 L.
TLSv1.2 (BAR§) #xrav=—hLET,

« [Diffie-Hellmann group to be used with SSL] : a2 v 7 X7 U R Rt 7 — 7 28R L
F9, HHARER AT Y 3 i, [Groupl] (768 B > MEXHME) | [Group2] (1024 v b
MoxHE) | [GroupS] (1536 v MfaxtiE) . [Groupld] (2048 & M, 224 £ R3E
BAED) . B LU [Group24] (2048 B MfEXHE, 256 © >y MR T, T 74V
MEIE [Group2] T,

* [ECDH group to be used with SSL] : R v 77X 7 URX I)G IV V—T7 2@ IR L9, ff
FIATRE 7247 S 2 1, [Groupl9] (256 E'» kEC) . [Group20] (384 E'w FEC) . X
O [Group21] (521 > kN EC) T9., 7 7 4 /L MHIZ [Groupl9] T,

N

GE)  EAENRE S EVOIX ECDSA K535 OV DHE B8 T,

e [Encryption] : 4 AR—F 53— 3> EXx=2UT 4 L-UL, BIOSSLEE(LT =2
U X L%FEE LE T, [Configure Cipher Algorithms/Custom String] % A 7 12 7' 7K w7 A % Aff
MLTT =7 2y MY ZERELILEET DT, [Bdit) 22 ) v 7 LET, SSLIES
DEF2VT 4 LYLZERL, [OK] 22U v 7 LET,

* [Cipher Version] : ASA THA— k&4, SSLEFRICHEH SN A N—Y a3 V2 —&
HRLET,

* [Cipher Security Level] : ASA THAR— h Z#1, SSLEIHEH SN Ex =2V T «
LLa—BHRRLET, ROVWTINDOA T 3 U ERIRLET,

[4_T (All) ]:NULL-SHA &b 73X COR S5,
[M& (Low) ]:NULL-SHA #[&< 3 _XTOK 52,

[Medium] : NULL-SHA, DES-CBC-SHA, RC4-MD5 (Z#37 7 4/ N TH) |
RC4-SHA. 3 LT DES-CBC3-SHA #[&< T _TDEE,

[ (High) ]: SHA-2 Z#fiHJ 5 AES-256 IF 5 XD AZMNE £, TLS N—V 3 v
12 \ZDOHEH SVET,

[ A X 2 (Custom) |: [B55 T /LY X L/HAH LLFH| (Cipher Algorithms/Custom
String) 1R v 7 ATIRET S | 2L EOK S FEE&T, 2047 3Tl
OpenSSL W5 5 EFR LFHN & L TR 5 A A — M &2 FEICEE T £,
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* [Cipher Algorithms/Custom String] : ASA TH AR — k &1, SSL il S D=
TAY XLk —EFRRLET, OpenSSL & 4 DK 5 OFEHIZ OV TI,

https://www.openssl.org/docs/manmaster/man1/ciphers.htmlz 2 L T < 72 &0,

ASA L, AR — hFENTWBEREEHFROBELNEN %2, TLSVI2 ODHTHR— F I T
WAIES 7R, TLSv1.l £721X TLSv1.2 THAR— F ENTWARWIE S HFROJEIC I E

LiTo

AL L 912, ROBESHTANYR—FSnTHET,

* [Server Name Indication (SNI)] : RAA L2 LD RAA NZBHEfTITHZ EZIBELET,
[Add/Edit Server Name Indication (SNI)] A4 7 2 /AR v 7 A%EH L THA > H—T =4 A
DRAALLRDNTABNKRA Y M ERELIIEET ST, [Add] F721E [Edit] 227 U v

7 LET,

EEEAR

TLSv1.1/DTLS
Vi

TLSV1.2/DTLSV
1.2

AES128-GCM-SHA256

X

AES128-SHA

O

AES128-SHA256

AES256-GCM-SHA384

AES256-SHA

AES256-SHA256

O|lO0l0|0]0O|0O

DERS-CBC-SHA

X

DES-CBC-SHA

DHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-SHA

DHE-RSA-AES128-SHA256

O|O010]|0O

DHE-RSA-AES256-GCM-SHA384

—_—

DHE-RSA-AES256-SHA

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-SHA256

ECDHE-RSA-AES256-GCM-SHA384

OlOlO0|O0]O|O0|0]0O



https://www.openssl.org/docs/manmaster/man1/ciphers.html
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EEEAR TLSv1.1/DTLS |TLSV1.2/DTLSV
Vi 1.2

ECDHE-RSA-AES256-SHA384 x O

NULL-SHA x x

RC4-MD5 x x

RC4-SHA x x

* [Specify domain] : KA A 4% AT LET,

* [Select trustpoint to associate with domain] : K2 v X7 U X N TR MAKRA v
MR L £,

* [Certificates] : %A % —7 = A AD SSL @FEIZAEHT 2FEFEALFI Y 4 TE 7, [Select
SSL Certificate] # A 72 7Ry 7 ZAEFEH L THEA v X —T =2 AD T A MKRA v b
ERELIFEFETHICE, [Bdi) 227 Vv 7 LET,

* [Primary Enrolled Certificate] : Z DA % —7 = A ADOFEHEIHEHT D K7 A haRA
VR E@EIRLET,

* [Load Balancing Enrolled Certificate] : VPN 22— K37 L o IR E I TV DHEE
AEAECHHTD F T A MRS FEEIRLET,

[Fallback Certificate] : AIEFESEHEAT T L TWRNA VX — T = A A THEHT HFEE
ZRINL £, [None] #ERT 25 L. ASAXT 7 4 /L b D RSA F— 7 & GEBH E 4
LE7,

[Forced Certification Authentication Timeout] : FEFEFLFEN X A4 LT U 5 E TOHEE
RELET,

s [Apply] : EENEEZRTFLET,
* [Reset] : ZHENEEZIMVIHE L, SSLNT A —FZLRNCERZLEZIEY FLET,
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