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>[AAA Server Groups] > [Edit AAA Server] %R L ¥,

GE)

AAA [ETEDE

Active Directory —/ NI ZHE D 7 NV—T BIAET 255 1E, V—BIRERT » MZEw 5 Z
EDTEDHT—HEOHIRIZHES T, BfFL7ZAD 7 v—7D Y 2k (F 721X show ad-groups
a<y FOWT) BUIVEEOLNDZERHY £T, ZOMBEZERET 512X, 7 1L HiE
EHEAL, b—"NET N —THERES LT EEN,

[AD Server Group] : AD 7 /b —7Z G325 AAA H—/3 7 L—T7 DAL,

[FilterBy] : R RESND 7V N—THERWO T IO, I N—THEINITN—T DO EFEE
LE7,

[Group Name] : — " HHG S 72 AD ZV—7 DU A K,

==
=

WDFIZ, DAP THEHTE 5 AAARIBMHA OERZ R LET, BMEA 7 0 —/L RiZ, LUA
B CORBIES DN T FEZ R L TE Y, [Add/Edit Dynamic Access Policy] ~A > D
[Advanced] ¥ 7 > a » CHEA L £,
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I
DAP DTy K4 v FEHEREE0RE |

BES24M | BlER EET |fE A kY| iR
7 VAO} PN
&
Ao aaa.cisco.grouppolicy | AAA string 64 ASA FO L —TF Ry —
4. %7213 RADIUS/LDAP
B — 325 IETF-CLass (25) &
e L TEEENT I NV—T
RY o—4
aaa.cisco.ipaddress | AAA number |- TN RN FRIVVPNY FA TV
MZEID S THNEIP T FL
A (IPsec, L2TP/IPsec, SSL
VPN AnyConnect)
aaa.cisco.tunnelgroup | AAA string 64 a7y A4 (brxv
TN—7) D4R
aaa.cisco.username | AAA string 64 FEE S - 2 — Y D4
(v — 7 )VIRRERFE AT % 5
LTWDEAICIEM)
LDAP  |aaa.ldap.<label> LDAP |string 128 LDAP J&MEfE~T
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BH:AE~27

DAPD I FiRA Y FEMHEIREEDRTE

T RRA L MBMEICIE, = RBRA U N VAT ABE, RAF Y iHlifE R, BLOT 7Y
= a AT HERNEENTWET, ASAIL, By a VHENIERIZ T RARA v NEE
DEAZBINAER L, By > a BT O TWET —F RX—=R(ZEND D RMEZ IR
LEd, £DAP L 2— RiZiE, ASANE v a DO DAP L o — REEIRT 572D I 7= 4
HNH LT RiRA » MERBENSIEESN TV ET, ASAIL, BRESNTWDHEMEEZ T
i/~ DAP L 2 — R72F 28R L £ 9,

1R BHEIIZ
*DAP L a— ROBIREAEL L T RARA U MNEMEARETLHZ EE, XA T390 T
THARY)V—DORE @G—) OFOOKREHET o AO—ETY, DAP OEHIE
WL LTy RRA  NEMEZRET ARIC, ZOFIRZMERELET,
« T2 RARA 2 FRIEOFEMIZONWTIE, = FRA U MEEOER 21 _—) | &
ZH LT &N,

g4+3v9 792Ky — [}



BAF3v o 7o ARy — |
B orr oz pks s rEERREEORE

c XAEYFERO< /LY 2T ERBLONRN—=YF I T3 AT T —)L 7T KERA B
AX Y UNTF = v I T DHHEOFHMICOWTIE, DAPE~ LT = TR L OV —YF 1
T AT OF—L T rTn (21 =) ZBERLTLIEEN,

FIE

ATw 1 [Add] £/2I1F[Edit] 227V v 27 LT, IROWTRHRNDOT Y RikA > M@k a @i r LB
muEd,

BHEALTDOTY RBRA L NBHEDA v AX L ZAEEHER TEFT, £ DAP L a— RIZRE
ARE/R T RARA > MEMEOEICHITRIZSH 0 XA,

* DAP ~D~ /L7 = TR RARA v Mgtk (13 <—)

*DAP ~DOT 7V r— a VgtkoBm (13 ~<—)

* DAP ~® AnyConnect = KR A > MEPEDEM (14 ~—)

*DAP ~D 7 7 A )b = RiRA v MN@tEkoiBm (15 <—)

* DAP ~D T /A X = RiRA » MNEMEDBEI (16 ~—)

* DAP ~®D NAC = KRR A v MNatoem (17 <—)

«DAP ~DARVL—F 4 L7 AT h T RBRA » MNEEoEMN (17 2—)
«DAP ~D/X—YF )L T 7 A T 75—/ T RRA v MEEDBM (18 =2—3)
*DAP ~DRY v— = KRR A » MEoBM (18 ~—)

*DAP ~D 7t R = RRA v MNEMEDBEM (19 <—)

*DAP ~D L YA LY = RARA > M@ttt (19 ~—2)

* DAP ~DOBEHGEAEZGEEM: OB (20 <—)

AT T2 FHC—FHT2DAPRY o —Z2fELET,

INHEDT RRA LV NEWDOX A TTLIL, 2—FRHDLXA T DA AL ADT T E
FoXH9ICDAP R Y > —TBRT 2 (Matchall=AND, T 7 /L k) O, FH-EFNHD
A VAL R 1 DT FRO L DIZERT S (Match Any =OR) O ZPGE L E 7,

a) [LogicalOpl &7 Vv 27 LET,

b) TV RKRA Y NEMEDOY A 7T L2, [MatchAny] (77 4V 8) 7213 [Match All] % 3#R
LET,

o) [OK]ZZ7 Vw27 LET,

RATFYT3 BAFIv I TI7BRAR) S —DBMELITRE (6 3—) ITRE-STLFEEN,
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DAP AT LY T FRET Y KR4 > rEHEDEN [

DAP ADTIILI T T7XERIY FRA » MEMDIEN

ATy T
ATy T2

ATvT3
ATvT4
ATy T5

ATvT6

ATy 717

ATvT8

1R BRI

HostScan 4.3.x 7° 5 HostScan 4.6.x LAMRIZ T v 77 L— RT5881F, 7 v 77 L— ROHIZ,
BEAFD AV/IASFW =2 RaRA o b B RIS 5 0F AMFW = > RARA > MEMEICBATT 2
VERHYET, T — RBLUBITOREEZRFIAZ OV TIX,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 7231y,

FIE

[Endpoint Attribute Type] U A k R 7 2T [Anti-Malware] ZZR L £7,

W) 7278 % o [Installed] & 7213 [Not Installed] 22 U » 7 LT, SR LI RARA > Mgt s

ZAUATRET D 1EHf 7 ([Name]/[Operation]/[Value] 10D FD 7 4 —/L K) %A A h—)LT%

M EFA A M= A LRV ERELET,

VT NEA L AXY U ERNELTEHOELLICT 20 ERELET,

[Vendor] U A kAR > 7 AT, TAMKGEDO~NLT = T RRRXH—D4HTE T ) v 7 LET,

[Product Description] = v 7 Ry 7 A% AN LT, TAMTEHZXX—08IA4 % Y A b

Ry 7 ANBERLET,

[Version] = v 7Ry 7 A% AN LT, #E7 1 —/L R%& | [Version] U A b ARy 7 AT

WU A= g VFEFIZELY (5)  FL QWY (15 . Ih/hawn () , IhRkEn
(>) . LT (<= | £3LE =) ITRELET,

UA KRy 7 ATRIRLI A=V 3 L x BFOTHWDE5E (e xiE3x) X, Zoxx A

K72 ) ) —2AF S5 TEEMAET (0L xiT35) .

[Last Update] F = v 7Ry 7 A& AN LET, EOEHNOOHBREZREELET, HHr
., ZITANLIEREEY R (KD E7320, 8 B]) ETT205HETEE
j—O

[OK] %227 U7 LET,

DAP ~ADT7 TV r— 3 VDB

RATwT1
ATvT2
ATvT3
ATvT4

FIE

[Endpoint Attribute Type] Y A k 78w 7 A C [Application] Z #&R L £ 7,

[Client Type] DHRIEZ 4 —/L T, [=] (BELW) F0E =] ELL 2 2R L1,
[Clienttype] U A h R 7 AT, TAMHEDY T— | T 7V ABGROXA TEEE L E T,
[OK] %227 U w7 LET,

g4+3v9 792Ky — [}
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FAF2v o 7oA RYL— |

. DAP ~( AnyConnect T > R4 > FEMEDIEM

DAP ~® AnyConnect T K7RA > FEIEDEM

ATvT1
ATy T2

ATvT3

ATvT4

AnyConnect =2 KR A > Mgtk (/34 )V IR AF ¥ £721% AnyConnect 71 T > T A T 4 Y558
HAE (ACIDex) & HIFIEN D) X, AnyConnect VPN 7 74 7 2 b8 ASA ([ZHR AF v [ &
BRDHDEOIERENET, XA FIv 7 TI7RARY O—TiE, 2O RKRA v MElk
EHEHLC2—FE2RTLET,

TNRA N IRAF XY BEL AT I v 7 T/ BARY —ICflAATr E, =2 RARA v MTAR
A K AF ¥ R Cisco Secure Desktop 73T R7ARA > MIA VA h—/L &R TWe< THiEH
TEET,

—ERDENA N RAF X EIEL, BV TN, A ETHEITL TS AnyConnect 7 7 A 7
MZOBBELET, EOMDENA I RAF v JEMEIL, AN T8 2 LTEITLTY
% AnyConnect 7 74 7> b & AnyConnect 7 A7 b7 75447 h ECEITLTWND
AnyConnect 7 7 A 7 > b O 7 IZBIHE L £4,

1R BRI

ENA )V RAT ¥ ZiEH T 5121E. AnyConnect Mobile 7 4 & > A &, AnyConnect Essentials &
ARV ABASAICA VA P—=LENTWDHLERDHY £T, TNOHDTA B A% A A h—
N BT, DAPEMER XL OMMOBEFEO = KRR A & MEHEIZE ST R— S Tn5b
ENANTNAAODDAP RV —%HATEET, ZHUTEL, EXA L TARALANLDY
E— T 7 BRAOF A ELITHESNEENET,

FIE

[Endpoint Attribute Type] V A k 78 7 AT [AnyConnect] Z &R L 7,

[ClientVersion] = v 7 iR v 7 A AL T, LW (5) | FL AW (=) | Xo/hsn
(<) . IO REW () UT (=) | FREFUE 6= 28E7 4 — L RTERIRLTHD,

[Client Version] 7 « —/L KC AnyConnect 7 7 A 7> h N— a VB SERELET,

D7 4= REHEATIE, EALNT AL A (HEEEESCHX T Ly "R E) O34T
hRX=T g VEFMETE D1E0, TR by TIRTI T R T TNRAADT TAT kX —
YarbifhitxEd,

[Platform] = v 7 Ry 7 A% A AT LT, LW (5) FFHELL W (=) Z8(E7 ¢ —
U RTEIRL T 5, [Platform] Y A R ARy 7 ATHE XL —F 4 V7 VAT LEBRIRLET,

D74 —NVREFERTHE, BN TAAL R HEFEFESCHXY T Ly e E) oFN1L—
TA4T VAT AEFHTEDIEN, TAZ by TIRT v T My T TR ADFR L —T 4
VI VAT ABRHECE £, Ty b A— AEERT L L BINORIET 4 —L FTH D
[Device Type] & [Device Unique ID] 23 H I REIC 72 0 F 7,

[Platform Version] = v 7 AR v 7 A% A2 LT, LW (=) | L] 2w (=) . Lv/h
SV (<), KO KREW (), BT (<=) . FRIEELE G=) ZEET 4 — L RTEIRL T
75 [Platform Version] 7 4 —/V RCHAXRL—T 4 V7 VAT A NRN—Va VB SEEELE
7
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ATy TH

ATvT6

ATy 17

ATvT8

DAP~ADT7 AL T FRa > rEHEDEN [

BT 2 DAP La— RICZ oMb EEND Lo T 51T, fioFETT T v 7 4 —2L4
HULTHREL TSI,

[Platform] F = v 7 R v 7 A% A A LT2E 1, [Device Type] T = v 7Ry 7 A% F T
HIEMTEET, FLW (3 FLEFFELIARWY (=) ZBET7 4 — LV FTEIRL TG,
F 34 A% [Device Type] 7 4 —/L R THEIRTHA N LET,

PR—=RNINDET A ZATHDHIZH 0D BT, [DeviceType] 7 4 —/L RO Y A MIERR S
TWARWEEAIL, [Device Type] 7 4 —/V RIZANTEET, 734 A XA TEREAFTD
& bMEFE 72 HIEIX, AnyConnect 7 F A4 7> h&E XY RiRA > MIA VA F—/L LT ASA IZ#2
fitL, DAP L —RA% (79252 L TT, DAP b L—ADFERDOF T,
endpoint.anyconnect.devicetype D% i £, Z DfE% [Device Type] 7 4 —/V FIZ AT
HILENRHD £,

[Platform] = v 7 AR v 7 A% A AT LT28E X, [Device Unique ID] F = v 7 ARy 7 A% F
T D ENRTEET, HFLW 5 FRFHELIRY (=) ZE(E7 4 — 0V RTEIRLTHh
5. T8 AD—FD ID % [Device Unique ID] 7 4 —/L RKIZA T L£7,

[Device Unique ID] (2 & » Tl % DT A ANRKBIS D DT, FFEDENA )L T 34 ATk}
TEHERY O —ZRETEET, T ZADO—FEDOID ZEAETHI2IE, FDOF /31 2% ASA T
Bt L C DAP b L— A %Z3{T L. endpoint.anyconnect.deviceuniqueid Ofif % 7 o1F % B0
HYFEF, ZDOffEi% [Device Unique ID] 7 4 —/L RIZANTHHENH Y £,

[Platform] % 4 2 L7234 1%. [MAC Addresses Pool] 7 4 —/L KIZ MAC 7 R L A& BT
. HLW 3 FEFHELIARY (=) Z2BEY 4 —/L FTERRLTNL, MACT FLA
EHRELET, EMACT RLVADT 4+ —< v MEXX-XX-XX-XX-XX-XX CHDH I ENMLETT,
X [TH# 7 16 #ECF (0~9, A~F, Eizida~1f TYT, MACT RL AL, 120 LD
TEHANR—ATRY)HLERNH Y FT,

MAC 7 RLRIZ Lo Tl 2 DV AT LABRXFNENDHDT, FFEDT NA RKTHRY —
EHRETEET, VAT LAOMACT RLAZEIGT 5121, £OT /31 A% ASA IZHH L
TDAP F L— A2 %317 L. endpoint.anyconnect.macaddress DfEi% RO 2 LR H Y £4,
Z OfiZz [MAC Address Pool] 7 o —/V RIZANIT 20BN H Y £,

[OK] %27 U v 27 LET,

DAP DT 74 )L TV FikA > FEMDIENM

4r & SRS

TrAN T RRA Y NEWHEARET DA, EOT 7 A /Vv%& A% ¥ 3 %7 % Cisco Secure
Desktop @ [Host Scan] 7 1 > R TiEFK L £7, ASDM T, [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan] Z 38R L 9, FEMIZOWTIX, £DOX—T D
[Help) 227 Vv 27 LET,
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F4F2v 9 7oA KYv— |

B o ~o7 gz T pRe L rEEDEMD

ATy
ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

FIE

[Endpoint Attribute Type] U A k 7R v 7 AT [File] Zi&R L 7,

[Exists] & [Does not exist] DA 7' = > RZ L TlE, BIR L7 RARA v NEM: & ZHicht
b9 % &A1 ([Exists]/[Doesnotexist] R ¥ D FIZdH D7 4 —/V K) DIFET DHLENH 5 H
EOMITG LT, 4 T5b0EERLET,

[EndpointID] U A b Ry 7 AT, AFX ¥ RBOT7 7 AV = FUIZELNEZY RARA K

D% Ry 72T U MPOERRLET,

7 7 A VOIS [Endpoint ID] V A b R v 7 ZAD FICFRENET,

[Last Update] T = v 7 Ry 7 A% A AL Th b, BHANLDHEPEEOMEL D H/hE 0
(<) EREW ) OELLEFMETINEBIEZ7 A — VLV FTERLES, EHHALLOH
% [days] 7 4 —/V RIZADLET,

[Checksum]| T = v 7Ry 7 A% F N LThDH, TARMIRTZ 7 ANDF =y 7 AMELEL
W (=) FREELIRY (1=2) OELLEFMELTEINEBRIET7 + — NV R TERLET,
[Compute CRC32 Checksum] 27 VU v 7325 L, TANHRED T 7 A NDTF = v 7% LMMEMRFE
HInETd,

[OK] #72 VU v LET,

DAP ADT/INAR TV FRA 2 FEMEDIEN

ATy T
ATv T2

ATvT3

ATy T4

ATy TH

FIE

[Endpoint Attribute Type] ¥ A ~ 7R 7 A C [Device] Z &R L E 7,

[HostName]| F = v VR 7 A% AL ThH, TAMIGET A ADKRA MG EELW (2)
FRFELLRWY (12) OEBLLERMETINEERIET — NV FGRRLET, 2B R
AA 4 (FQDN) T, arEa—FOKRA MOAREHEHLET,

[MAC address] = v 7Ry 7 A4 NI LThE, TARMAROR Y NT—7 f X —T <
AAI—=FROMACT RLALELW (5) £FHFLLIRW (=) OLELEEMELT D0
EEMET7 4 — VR CRRIRLET, 1 2O FUIZDX MACT KL A1 DFEFTT, 7K
LADT —< 2 FE XXXXXXXXXXXX T D Z ENNETT, x 1% 16 LT T,

[BIOS Serial Number] = v 7 R v 7 A& F A2 LT B, T A MREDT /XA A0 BIOS 'V
TNAFEFEELY (=) FHREFELLRW (=) OELLEEGETINERIEZ 4 —/L T
BIRLES, BE7 +—~ > M3, WEEFEATT, 74—~y MEFEIH FHEA,
[TCP/UDP Port Number] = v 7 R v 7 A% A AL TG, T A MSROU A= TIREED
TCPAR— R EELW (=) ERITHELIRY (=) OELLEFELETHINERIET 4+ — L
TERLET,

TCP/UDP 22 7R AR w7 ATIE, 7 A h%ktg (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . F
721X UDP (IPv6) ) OFR— FOFEEZEIR L F9, HHOFR— 2T A T 585415, DAP
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ATvT6

ATy FT17

ATvT8

DAP ~® NAC T > K1 > FEHDEM [

DOl 2 Dy RARA > EMEDOL—LZ N ODMER L, ZNEIC1IEOR— M Z2HEE L%
@—O

[Version of Secure Desktop (CSD)] F = v 7R v 7 A& AN LTHhH, = RARA v b ETHE
FTENDHRA D AF YL AA—TVONR—Va Sl (5) FREELIN (=) oL
LML TN T BET7 4 — VL FTERLET,

[Version of Endpoint Assessment] &= v 7 /R v 7 A% AN LTHhH, TA MRHROT Y RAKRA
YR T7EARX R (OPSWAT) OARA—V g LELWN (=5) F23E LR (=) 0L8HH
BRI ET DD BIET 4 —/V FTERIRLET,

[OK] #72 VU v LET,

DAP ~MD NAC T FRA > FEMDIEM

ATy I
ATvT2

ATvT3

FIE

[Endpoint Attribute Type] U A k AR 7 2T [NAC] Z &R L 9,

[Posture Status] = v 7 R v 7 A% A LN LT B, ACSIZE > TZIESNDLIHRATF ¥ h—7
VIFHNEFELWY (=) EFRIFELLRY (=) OELLEFRELTINERIET 4 — /L R T
BIRLET, RAF ¥ h—72 3055 % [Posture Status] 7F A b R 7 AT AN LET,

[OK1 %27 U v 7 LET,

DAP ADARL—T 42V VRTL IV ERRA Y FEHDEM

&M
ATy T2

ATvT3

ATv74

FIE

[Endpoint Attribute Type] U A k 7" 7 AT [Operating System] % 8&4R L £ 7,

[0S Version] = > 7 7R v 7 ZA%& A 2L TH 6B, [0S Version] Y A kN 7Ry 7 A THET HA

R —F 47 AT A (Windows, Mac, F£721% Linux) 2LV (=) FEFE LW
(1=) OELLESLNET I EEIETZ 4+ — NV FTEIRLET,

[0S Update] = v 7 R 7 A% AL THh B, [0S Update] 7F Ak AR 7 ZIZATT 5

Windows. Mac, F£72iZ Linux XV —T 4 V7 VAT LADOY—E R Ry 7 LELW (=) F

TIFELLRY (1=5) oL LEEEETINEEIEY 4+ — /L FTEIRLE T,

[OK]%#7 Vw7 LET,
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B o ~oi—vFL Ira 79— T Fa L FREDEN

DAP AD/IN—YFIL T7ATO4—IL T2 FiRkA4 > FEHEDIENM

ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 71

1R BRI

HostScan 4.3.x 2> 5 HostScan 4.6.x LABRIZ T »~ 77 L— KT 551L, 7 v 77 L— RO,
WEAF D AV/AS/FW o RARA o MEMEZ SIS 20 AMFW = RaRA o FBIECEATT 2
VERHYET, T — RBLUBITOREEZRFIAZOWTIX,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 723\,

FIE

[Endpoint Attribute Type] U A b 7R > 2 A C [Operating System] % 3% L £ 9,

W) 7278 % U [Installed] & 7213 [Not Installed] 22 U » 27 LT, R LI RARA > MNEME &

ZIUSATRET D 1EHf 7 ([Name]/[Operation]/[Valud] 51D F D7 4 —/V K) A A R—/LT 5

D, FIFA VARV LR EIRELET,

[Vendor] U A R IRy 7 AT, TARINRONR—=YF )T 7 AT 74— XU H—DA4HTE T
UwZ LET,

[Product Description] = v 7 R v 7 A% A NI LT, TAMTHRUZ—DELZ U R b

Ny 7 APHEIRLET,

[Version] = v 7Ry 7 A% A A LT, #EY 1 —/L R%& | [Version] U A & ARy 7 XA Tk

RUTZRGAN—D g URFIZELY (5)  FHLLRWY (15) . Lu/hsn (), Ko kEwn
) L UTF (<= . 3B E =) ICiRELET,

[Version] Y A b iR v 7 A TR L= A=V g VIZx BV TWAEE (T8 21E3x) 1%, 2
D x ZBARARY ) —AF S TEESBAET (L& 2135 .

[Last Update] = v 7 Ry 7 A& AN LET, EOEFNLOREERELET, B
., ZZTANLEER#EEY R (KD 37T 250, B ([P]) FATT25052HETEE
R

[OK] %27 Vv 7 LET,

DAP ~ADRL— TV FiRA > FEMDIEM

ATy T
ATvT2

FIE

[Endpoint Attribute Type] U A ~ AR 7 A C [Policy] IR L £,

[Location] = v 7 AR v 7 A% A 2L TH 5, Cisco Secure Desktop Microsoft Windows 2 77—
varZuaTZyANEELY (=) FRIFEELIRY (=) OELLE2FEMEETI0EERE
74—V R CER LFE T, Cisco Secure Desktop Microsoft Windows 27— a > a7 7 A )b
XFH % [Location] 7F A b Ry 7 R AT LET,
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ATvT3

DAP A TOtR T KRs v rEHEDEN [

[OK] %27 Vv 27 LET,

DAP~D7HER TV RS > FEMDIEM

&
ATvT2

ATvT3

ATv74

1R BHHIIZ

Tt A T RRA Y MNEMEEARET DRI, EDFrtER%AF¥ ¥ 50 % Cisco Secure
Desktop @ [Host Scan] 7 « > KU TEFK L ET, ASDM T, [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan] Z3&{R L 9, FEMIZOWTIX, D= D
[Help) 227 U v 7 LET,

FIE

[Endpoint Attribute Type] U A k 7R v 7 AT [Process] Zi&IR L £ 7,

[Exists] & 72 1% [Does notexist] DA Z > Tl&, IR L7 RaRA & MEtk & 2T 5 &
fifi¥ ([Exists]/[Doesnotexist] N ¥ > D FIZH DT 4 —/V K) DFEETDHLENH D E H M
IUT, %% TH50b057 027 LET,

[EndpointID] Y A b AR 7 AT, AFx ¥ U RRBOTZ RARA L FNIDE Ky XU AR
PO ET,

T RRA L NID R EBRAERPY AN RNy 7 AD FIZERINET,
[OK] %27 U w7 LET,

DAP~ADL TR LMY TUFRKRA NEEDIEM

ATy T

LYZA MY = RARA 2 MEMED A% ¥ 1% Windows AL —T o 7 2 AT KT O Fi
SNET,

1RO BRI

LYARNY 2 RARA » MEEEZRET DRI, EOLI AN F—2AF v T 50%
Cisco Secure Desktop ® [HostScan] 7 & KU TEFK L £ 7, ASDM T, [Configuration] >[Remote
Access VPN] > [Secure Desktop Manager] > [Host Scan] Z %R L £9°, FEMIZ OV TIX, £D<—
YD [Helpl %27 Vw27 LET,

FIE

[Endpoint Attribute Type] U A ~ AR 7 2T [Registry] 3R L £,
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B orr ~oussimEzEEEoRD

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6
ATy 71

ATvT8

[Exists] % 721 [Does not exist] DR X > Tk, LI A MY =2 RilkA v Mgtk & 2 fHhid
% &1 ([Exists]/[Doesnotexist] R Z D FIZH DT 4 —/L K) BDEFEETILERHDLNE D
MS LT, 4 THb0%227Y v 7 LET,

[EndpointID] Y A Ry 7 AT, AFx RGO LI AT = b UIZHELNT Y RARA
FMD%Z Ry 7H oy A MPLE#ERLET,

LA b U OFFHA [Endpoint ID] U A k 7R 7 2D FICFRENET,

[Valuel F = v /ARy 7 R A N LT, BIE7 4 — L RTEHELWY (5 £FEFELIRV
(=) ZERLET,

BAIOD [Value] Y A h Ry 7 AT, LY A RY F—75% dword 7 SLFFI0 & E L ET,

2 OHOD [Value] B/EY A N Ry 7 A2, AFX v VRGOV Y AN ¥—DEEATILET,
AX X VIFIZLTURA MY 22 B Y ORILFE/PLF-OENEBERT 5L, T2y IRy 7R
EAATLET, MEFHIRLF LN LFEXBTDHI2E, Fov IRy 7 22471210 TL
720,

[OK] %7 Vw7 LET,

DAP ~(D#EHEIBAZEFEEE E DB

ATy T

ATy T2

ATvT3

ATy T4

ZAE LT EEAEOWT O EREINTL— AL TR TX A L) ICKITREEL A T v 7 2L
T&EET, THOHOFHET 1 —L FIZESWT, BT 2 £ 72133925 DAP L—
NERETEET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [Dynamic Access Policies]
>[Add Endpoint Attribute] OIEIZBEE L £ 7,

[Endpoint Attribute Type] & L C K1 v 7% 7 > A = 2 —® [Multiple Certificate Authentication] %
HEIRLET,

MBS U TROWTNNEITT R TEREL T,
* Subject Name
« AT
* Subject Alternate Name

* Serial Number

FEAEARA R T 2T 7 40 FO[None] DE FIZL TWTIDA TS OFERELFFA[ 350,
A—VFDOHLELIF~T T DOREFFATH X I ITERIRL 9, [User] & 721& [Machine] % %R 5
556, AEAZEOTTOR T EANTAHALENRH Y T, ZOFHRIZ, 7w harTrI47T
VML THEEFEENET,
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DAP LT LY T FRES LU=V F L T7714T794—L T0554 [

DAP LRIV I P REEFI VNV FIL IT7AT7 04— TRTS

Ls

X2 VT 4 TTITAT AL, 2—FREMER, REFAD AAA BB IO RARA b
B BT 2GAICDAPR Y v—%fHLET, 7V A T Y = —/v3F L UV HostScan
EFEVa—ME, REFHTY RRA  MEHOERE X207 0 77747 ATIR L,
DAP 7 VAT AT, ZOEHRIZIESHNTENRS OBEMMEIC T 5 DAP L 21— R & 3R
LET,

TN 2T HRBILONN—=Y TV Ty AT U4 —NTa s 7 LDIFEAE (TXTTIEARL)
F. 7747 AR U EFR—FLTWET, 2F0, ENbDOT 0T T ATAEY FEA
THY ., FWIZEEL CWET, HostScanid, =2 RiRA > MI7 BT T ANRA A F—LEN
TWVEINEID, BEOFOT 0 7T AR ATV FHEINE I E, ROLHSCLTTF=v s
LET,

A UVAR=NENTWD T O T TEINT VT 4T A%y YR — LRV EE . HostScan
ZFDV T NI 2T OFEEZ LR — N LET, DAPV AT AL, #0705 L& iEET
HDAP L a— RAERLEI,

A VAPN—NAEINTWBTO T TLEART IT 4T AFXF XY 2 AR— L TEY, 207 m
TITETTIT 4T AFXY VDA X —T M- TN 534, HostScan Iz DY 7 hv =
TOHFEELVR— RN LET, ZOHEL, X2 VT4 T IA4 T RIE, 20707
LHFEETH DAP L a— REER L1,

A VAPN—NEINTWABTA T TLEART IT 4T AF Y 2 AR—MLTEBY, 207 m
TIRTTIT AT AX XY U BT 4 =T N> T 534A . HostScan [ZZ D Y 7 |k
TxT DFEEERLET, ¥X2 VT4 T 7 IAT VAT, TOT 07T LAERETD
DAPL a— RZBBIRLEH A, EBHIZ, Tl T30 VA F—LENTVWELHEATH,
DAP ([ZB4 2 ZHOEHRN G £ 5 debugtrace =~ > RO IIZIZ T v 75 AOTFAEN
IRENFER A,

GE)

TV RERAY

HostScan 4.3.x 7> 5 HostScan 4.6.x LAMRIZT v 77 L— RT58581F, 7 v 77 L— RO,
BEAFD AV/IAS/FW =2 RARA M@ Z 8T 2 R AMFW = RARA &~ FEYEICBATT %
VERHY 9, T 77— FBLXOBITOREERTFIAEICOWTIE,  [AnyConnect HostScan
4.3 .x to 4.6.x Migration Guide] ZZ&M L T 7ZE0,

FRIEDE

WIZ, DAP CEHTE 2= RARA v MEREMEEZ R LE T, [Attribute Name] 7 4 —/L R,
LUA i Bl N CoB RS D AT J51E%4 77 L CE Y | [Dynamic Access Policy Selection Criteria] <~
A D [Advanced] I CHEH L9, labe Z280%, 77V r—va v, ZrA 04, ek
A, FREFVVAMNY) 2 R ERLET,

g4+3v9 792Ky — [}


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html

FAF2v o 7oA RYL— |
B - oo rBrozEs

BHES1 T |EBHEL EER |fE ARYUT | GHA
DEREK
< /L = 7 |endpoint.am["label"].exists | 75 & | |true — < TR
. Ve
(Cisco endpoint.am["labd"].version string 32 Version
Secure
Desktop 73 | endpointam["label"].description string 128 ~ VT = T REROB
A B
endpoint.am["labd"] lastupdate TN <~V = TR E S
EHH L TG DR
EE - (7))
Personal endpoint.pfw("label"].exists | 75 2 | |true — IR—=IF VT AT
Firewall 2% T+ — VB EET D
(Secure -
Ee;;op » endpoint.pfw["labd"].version string string Version
endpoint.pfw["labd'"].description string 128 =V FNL T AT
U A=V O
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eIy T |

BtEs 147

B4

ARy
NDEXE

Bl

AnyConnect

(Cisco
Secure

Desktop <°
NZ NI
X v T
Ho FH
A)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

AnyConnect 7 714 7T
Y EDONR—=T g

string

AnyConnect 7 7 A T
VIR A A F—)L
SNTHNLHARL—
TA T VAT A

version

64

AnyConnect 7 74 7
VIR A A R—L
SNTVLHARL—
TA T VAT LD
N—= g

string

64

AnyConnect 7 7 A 7
VAN A A R—)b
INTWVBENA L
FRAADEA T

64

AnyConnect 7 7 A 7
Y ERA A R—L
SNTWNDHENA L
TR ZAD—EDID

string

AnyConnect 7 7 A 7
VWA A R—b
SNTNDLT /A A
D MACT KL A,

74—~ M
XX-XX-XX-XX-XX-XX C
H5HZEPKET
3. xIFALR 161
BLFTY,

TN r—
va

endpoint.application.

clienttype

77

var

string

74T~ 2L

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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Bit4

bié
i
dl

ARy
NDEXE

Bl

F RS A

endpoint.device. hostname

endpoint.device. MAC

endpoint.device.id

endpoint.device.port

endpoint.device.
protection_version

endpoint.device.
protection_extension

R
wA

string

64

A N D I,
FQDN Tldd b £
s

string

Fy NT—2 A

H—=T 2 A AJ— R
D MAC 7 RL A,

120> MUz
X MAC 7 RL XX
1 272 TF

74—~ M
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1 16 HEHCSLFT
7

string

64

BIOS U 7 /L3

Yo BIET A —~ v
INESE Sce S A
TY, 74 —~vvh
ZRIH D FHA

string

U 2= REED
TCP 7R— K
1EFREZEI21 5D
R— b EERTEE
‘d—

1 ~ 65535 O&PH O
B

string

64

FATSNDHARA R A
Xy A A=TD
N— g v

string

64

Endpoint Assessment
(OPSWAT) D/3—
Varv

B 773y 70€RrR)I—
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BES1 T |EBHEL EET |fE ARY 2T | GHA
DEREK
7 74 /L |endpoint.file["label"].exists | Secure |true — T A NVNEFEET S
Desktop
endpoint.file[“label”].
endpointid
endpoint.file["label"]. At — 7 7 A IVDREITEE
lastmodified XN TS DRGE
e (B))
endpoint.file["label"]. g — 77 A I)L® CRC32
cre.32 Ny
NAC endpoint.nac.status NAC |[string — I—PEZRBAT —H
AAXANY T
F R — endpoint.os.version Secure |string 32 FR—F 4 T
Ty T Desktop 25 I
AT A - -
endpoint.os.servicepack At — Windows D% — B &
N
AU 3 — |endpoint.policy.location |Secure |string 64 Cisco Secure Desktop
(Policy) Desktop MHDORT— a3y
fi&
= endpoint. Secure |true — Tat ANGFET S
process["label"].exists Desktop
endpoint. string 255 Fat AN T )L
process["label"].path
Registry endpoint. Secure |dword string |— dword
registry["label"].type Desktop
endpoint. string 255 LA R Y
registry["label"].value DA
VLAN endoint.vlan.type CNA |string — VLAN Z A 7 :
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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BAF3v o 7o ARy — |
B a2/ L DAP 514 2580 DAP ERE£D MR

LUAZ{ER L1=DAPIZE [+ 51EMD DAP FEIREZEDIERL

ZOvIZ v a T, AAA £ FARA V MEMEORGBLAOER T IEICOWTEA L £
To THNEAITHICIE, LUAICET 2EERARSMLETT, LUA DT 17T v 7 OFEHE
IOV TIL, http://www.lua.org/manual/5.1/manual.html %2 2/ L T 7280,

[Advanced] 7 4 —/L FIZ, AAA 7213 RARA v MBIRGABBUHE 2 F T H B0 LUA 7
XAREANLET, ASDMIE, ZZCANENTZTHF A NEFGEEET . 7% A % DAP &~
Uy— 77 A MIat =451 TT, AHEIT ASA 2L > Tirbi, T ReEZ T &
nEd,

ZOF TV a it EOBICH D AAA BL O RARA v b O JEPERER CHE ol g7 S 1
VS OERIERE R BINT DB ER T, 728 203, BESNEEEOWF o &iT=7,
TNTEWZT, FRIT0TH b S0 AAA BHEEZHHT 5 X 910 ASA 2% ETE £
T, TV RFRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAMEEDOT Y RARA v Mg EFEHTE 5 L9129 5121, LUA Tt Zeame=
ZERL., 22 CTEOXEANTHLERNH Y £,

WD¥ 7 23 TiE, LUA EVAL RAEROFEM E 512 R L £,
« LUA EVAL XA AERKT 28630 (26 =X—)
« DAP EVAL RO (30 ~=2—<3°)

« BN LUA Bd% (28 <X—)

LUAEVAL X Z1EfLT 18X
)

GE)  [Advanced] E— R&MHAT2MENH D HAIT. 707 T AEEHERICHIET S 2 &3 THEIC
0. ISR AT, TEAEITEVALREZHAT 522880 LT,

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA J&M: ¥ 7213 Cisco Secure Desktop 2> 5K X7z B\, B
HOERIZOWTIE, =2 RARA v MNEEOER (21 ~—
V) BTSN,

B 773y 70€RrR)I—
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Hostscan 4.6 120> LUA E1E [

<comparison> WDOLFHONT D (B G VLE)
“EQ” % L/ I/ N
“NE” FLL 2
“LT” L/han
“GT” AU =S
“LE” LUF
“GE” Yk
<value> Sl CHEIL., B L T 2l 2 & Te 0T
<type> WOLFEFIOWT D (B RGN LE)
“string” KILF-, /INLFZEKERNT 5
FHNOD L
KICF, /INCFE B L0
B R
“integer” Bl e C . SCEAIME A i
ety
“hex” 16 HEX 2 FV 7= Bfl b C
16 EH D CFH % 16 HEEUZ A
i
“yersion” XYZ X X, Y. ZIi3
F) OAN—T g U E

HostScan 4.6 LIf& ) LUA FIE

'‘ANY' D7 4 JLAX% (endpointam) FALUA XV ) 7 b (REEHF
)

WO LUA A7 VT NE[MEH LT, '"ANY' O 7 A L AR/~ % — (endpoint.am) % fEqE
LET, B2 EEEFOMBICET 2720, BEREAIN2HARH £3, ROH
%, 30 H (2592000 %) & Fidl) DUNIZFAT SN/ b D LT D RMEERHOHIEEZ R L TOVET,

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL (v.activescan, "EQ", "ok", "string")and EVAL (v.lastupdate, "LT", "2592000",
"integer"))
then

g4+3v9 792Ky — [}



FAF2v o 7oA RYL— |
B avwors—vrn o779 r—LRWARS YT+

return true

end
end
return false
end) ()

'ANY' D/N—YVFIL T7A T 2+—ILEHLWUA RS ) Tk

ROLUAAZ VT MR LT, 'ANY' D7 747 0 — V8§~ 2 — (endpoint.pfw) %
R LET,

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.enabled, "EQ", "ok", "string")) then
return true
end
end
return false
end) ()

IEAND LUA B34

HAFI v TIEARY—TEELTWAES., B EERMERLE L S
HIEBREBEZLNET, T2 2E. BLFIZEWEID DAP 2 H L2072 5 2 0WEE03 5
D i‘é—o

* CheckAndMsg I, DAP 32—/ L3 % K D IZEREAIHEZ: LUABE#CF, SRl S & =2—
P A y—VEERLET,

k= F (OU) EH3a—HF 47V 7 FOMOBEBO UL,
s BB HES T2/ V=T R E L O— BN B DA, U AV B — ROMHPLE
WD b0 F7,

ASDM @ [DAP] 24 >IN D [Advanced] ¥ 7 3 = > T LUA G BER AR L. = O Zzdkik &2 F25
T&EET,
DAP CheckAndMsg R8%k

ASA ¥, LUA CheckAndMsg B%t % &¢e DAP L == — RANRIR SHL, ZHIC Ko THEENK T
THMBRICRDGAICOHR, 2—PFICA v E—VERRLET,

CheckAndMsg PO SIILL F O Y T,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg BAEXDVERRFIZIZ, AT OMIZHER L T Z &,
* CheckAndMsg 1%, FAIO5IEE L THESNTELZIRLET,

o UFEH|E A L7e < 2 0EE . EVAL Bz RPIo518E LTHEH LTI ZEEN, &
W2l E2 R L ET,

B 773y 70€RrR)I—
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(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg"))

CheckandMsg (% EVAL B OFERZIK L, ¥X 2 VT 4 T 774 T 2 A XZOFEREH
ALT, DAPLa— REBRTRENEINEHILE T, L oa— FIUER Sk,
H—IFx—varihholzfh, ¥X2 VT4 T 7747 AT A ve—VkFER
]\/i—é—o

0U R—XDEEE DB

DAP /L, # T LDAP 4 — "\ HIRENDZHOBIEEMEHTE £ 7, DAP hL—ADIH
THIBIZZBT 50>, debugdap b L—AZFITL T EE0,

LDAP h— T2 —VOREHE4 DN) 2ELET, 2, T4 L7 VRO EDEDIT
2—H ATV "B LN ERBBRNIORLET, =& 21X, = —% O DN 28 CN=Example
User, OU=Admins, dc=cisco, dc=com T 55, Z D= —4 X OU=Admins,dc=cisco,dc=com
WHFELET, TRTOFHENZOOU (F72id, 2O~V Toar7F) (FETD
e, UTo Xz, 2oL c—%TsmBEXatHcExEd,

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false
end) ()

ZOFITIX, string find B CEMERBLAFEHTEX T, Z OLFH% distinguishedName 7 1 —
IV ROTRRIZT 0 —FBI2iE, LFFNORKICS 2L ET

TIN—T A=y TDHI

AD T NV—TF A= o T ORI — U BEDTZDIC, ERHHRA L ER cEEd, 2—UN0
HBEDOITN—T DAL N=THDHIENEZLNDHTZD, DAP X LDAP — )5 DJRE %
FZRNOR 2 DT N U SNEfENTLET, LT E2ETT 51T, @E e n L3¢,

» memberOf 7 4 —/L K& LFH & LCHEET D (2—FR 1 207 A —F7ZFIZATE LT
WAHEE) .

s KIS T—H Ttable] # A 7 ThH%E. RENTZZENEIO memberOf 7 ¢ —/L K
i IR L35,

ZORBICER L, 72 P LEBEEUTIORLET, ZoOfITE, 2—¥5 lsu) T
HZNTRND T N—T DA N—ThHHEE. ZODAPIZ—FHLET,

assert (function ()
local pattern = "-stus$"
local attribute = aaa.ldap.memberOf
if ((type(attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then

ATV TORRKRY —
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return true
elseif (type(attribute) == "table") then
local k, v
for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

79t RIEEDH
VNG TR T T T ABFELBRNGEDT 7 A EET 572012, OB EZFEHT
XFET, F—IFx—La B ETTHEODOT 7 a yRRESNTWHDAP THEHALET,

assert (
function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.exists, "EQ”, "true", "string")) then
return false
end

end

return CheckAndMsg(true, "Please install antimalware software before connecting.",
nil)
end) ()

YN 2T XRT BT T AR RN —FRe A L L) ETDHE DAPIIRO A vE—T%
FRLET,

Please install antimalware software before connecting.

DAP EVAL = O 5

LUA T2 BT 25815, ROBIEZSEIZL T &N,

Bl 1

Windows 10 = KRR A >
FLUA Fx=v 7

(EVAL (endpoint.os.version, "EQ", "Windows 10","string"))

CLIENTLESS = 7= IZ CvVC (EVAL (endpoint.application.clienttype, ”EQ”, "CLIENTLESS") or
_ . o) EVAL (endpoint.application.clienttype, “EQ”,"CVC"))
JIAT N EATIT—EK

FHME D BOTL REA
Y MNLUA F =7,

B 773y 70€RrR)I—
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papevAL £l ]

B2l

1

O ENE Sy =24
Z . Symantec Enterprise
Protection 73— ® PC |Z
A VA BR=LENTWNAED
Eomhoxz s RiRA v b
LUAF =7, A A b—
STV EIEA >
-V ERRFLET,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "NE", "Symantec]
Endpoint Protection","string"),"Symantec Endpoint Protection
was not found on your computer", nil))

McAfee Endpoint Protection
N—=T =3 10005 10.5.3
BLUNRN—T3 106 LA
Moo= RARA >k LUA
Fxv7,

(EVAL (endpoint.am["1637"] .version, "GE","10", "version") and
EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version")
EVAL (endpoint.am["1637"] .version, "GE","10.6", "version"))

or

McAfee ¥ /LU = 7 XK E
FONEZE 10 B (864000
) LNICEF En=mne
I MDY RARA R LUA
F v, BHBLEIY
BlEA v E—VEFRLE
R

(CheckAndVisg (EVAL (endpoint.am[""1637"] . lastupdate, "GI", "864000", "integer") , "Update]
needed! Please wait for McAfee to load the latest dat file.",
nil))

debug dap trace T
endpoint.cs.windows. hot Fix["KB23414"]
= "true"; ﬁ)@éﬂflfﬁéz
FREDHR Y N7 4 w7 AR
HLHMEIIPDF =T,

(CheckAndMsg (EVAL (endpoint.os.windows.hotfix ["KB923414"], "NE", "true"),
"The required hotfix is not installed on your PC.",nil))

TILYITPRETOATSLDF v I EAYvE—CDERTE

TNAT2THREY T R 2TICEY, 2R 2R EICRONTIEIETEX 5512 A
T—UERECTEET, T/ BARHFASINIZHE. ASAITR—H2 )L =T D DAP i 7'
BEATERSINETRTORA v E—VEFRRLET, 77 BARESINTSA, ASAIL T4 —
Sx—vary] REDORKE -2 X TOA vE—V%2DAP POIEL T, 77 uH 0

TA v N=UICERLET,

WOFNE, Z OFERE A L T Symantec Endpoint Protection D A7 — % A% F = v 7 325 ik

ZRLET,

1 KOLUAXZ=abE—L,
WCREY AT £ (Al

[Add/Edit Dynamic Access Policy] ~<A > ® [Advanced] 7 4 —/V
L _HRHZZ7 V7 LT, 74—V REREBALET) .

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

won

Protection",

string”) and EVAL (endpoint.am["538"].activescan, "NE", "ok","string")

"Symantec Endpoint Protection is disabled. You must enable before being granted

access", nil))

2. [AIU [Advanced] 7 4 —/V RC, [OR|HRZ %27V v LET,

g4+3v9 792Ky — [}
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3. T ® [Access Attributes] 727 > a > O —F/ D [Action] ¥ 7 C, [Terminate] 7 U v 7 L E
—éqo

4. Symantec Endpoint Protection 731 > A h—/L I LT D H DD 72> TV D PC B2
feLET, BEINOMEIT, #iFFFrTsnT. 2—PFITRORA vy E—URRRIND
LWH HdTT, [Symantec Endpoint Protection is disabled. You must enable before being
granted access] o

T I T7RETOSSLE2BULERBLEESEDFI VY

Z OFITIE, Symantec F721E McAfee D~V = THRIK T 0 7T ARGFETEZNE I, F
7o, UANAERN2H (172,800 ) DNOLDOTHLNE I NEMR LET, EFXEMN2H
PLEREB L TWDIGAE, ASAlTEy a2l TL, AveE—VEEERY V72K RLE
T, TOXAT BFETTHITIE, WOFNEEFEITLET,

1. kO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2 > @ [Advanced] 7 1 —/V R
WZRED AT £,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

Protection","string") and EVAL (endpoint.am["538"].lastupdate,"GT","172800","integer"),
"Symantec Endpoint Protection Virus Definitions are Out of Date. You must run

LiveUpdate before being granted access", nil)) or

(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint

Security", "string") and EVAL (endpoint.am["1637"].lastupdate, "GT","172800","integer"),
"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your

McAfee Virus Definitions before being granted access", nil))

2. [A U [Advanced] 7 4+ —/V R C, [AND]| %7 U v 7 L%,

3. T ® [Access Attributes] 27 > a > O —F/L D [Action] ¥ 7 C, [Terminate] 7 U v 7 L E
—éqo

4. Symantec £721L McAfee D~V T = TR 7 0 7T LinA VA F—LENTEY, N—
Ya B2 AU ERIObLDTHD PC LKL £T,

FERL LT, BERITEFTT AT, = —HIT lvirus definitions are out of date] & V9 A v —
UNFERENDZERTFHIESHET,

DAP 7 7 R EEFRAIAR) O—BHDEERTE
EXTHI )7 LT, XTHNDT 4— )L REHRELET,

FIE

ATy TN BEOBR I3 v a VA SN DR 2 F5E 3 51213, [Action] ¥ 7 &R L
i‘j‘o

*[Continue] : (T 74/ b)) ByvaiZ7 72K o —@BMEZEALET,

B 773y 70€RrR)I—



| 547390 702K L—
DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

* [Quarantine] : MEZFHEHATH &, VPNEH TT TIZ F U RV EZMHELL TWDLRFED Y 7
ATV MEHIRTEET, ASAIX, HIRMTEACLEZ Y v a A L THIBRMT & 71—
TERBELES, ZOKICRLDE, BIRSNZDAP L2— FTY, =2 RARA bR
BRI CERINTWVDLRY —ZHERLL TORWEATYH, 22— I —E R IIT7 7%
ALTERETEETH, =2—FITHIRRA T O ET, EEE, 2 —FIIRERTE E
T, ZOFERICED . BILOWKRRAF ¥ TR AV PREBISNET, ZOTEZXA L b
AT DL, HEichET, ZoNNT 2A—FEMHHT 512X, AnyConnect £ ¥ =7 &
YT 4 BEREZ AR — F LT\ % AnyConnect U U — AR MEITT,

s [Terminate] : £ a &2 T LET,

* [UserMessage] : ZDDAP L2 — RPRERINDH L X, R—F N RX=VIZRKR-TDHTF
AR RAyE—=UEBANLET, K40 XLTFEANTEET, 22— Avv—I1F, 3
oA —T L LTCERENET, 2—FRuel Ao F5L, AvB—IF3EEKL TH
OErIELET, BihD DAP L a— RBERIN, TNENICZ—F Ao b—IRH 55
Bt =Y A v b=V NRTNTEREINET,

URL R°Z DM DOEDIALT F A M2 EH LD I ENTEET, ZOHAIE, IELV HTML
T EERTAHVLENHY FET, Bl T_XTOar bT 7 XL, ZHAO</LY = T xR
VTN TOT T 7 L— RFEEIZHONT, <a
href="http://wwwin.example.com/procedure.html>Instructions</a> 2 Z M L T 72 &\,

AT w T2 [Network ACL Filters] # 7 %8R L, ZODAP L a— RIZ@EHEND %y U —2 ACL %%
ELET,

DAP @ ACL (Zi%, AL — L ERIFHERL— L EEHLENTEETN, MFE2EH05 2
LIXTEERT A, ACLICFFAL—L EHEGRL— L DOl GNEEN TN DHE5E . ASAILZEDACL
EHEAGLET,

« [Network ACL] Kz 7Z 7 2k : 20 DAP L a2— RIZBIT 5, T CTICTREFH
DF v hTU—27 ACL Z3&R L £3, ACLIZIE, #Frb—/L EHEEL— L OEEOMRRE
bEERETEET, ZO7 4= R, IPBIQRIPV6 Xy NU—2 FT T 497D
TIEAN—IVEFERTEDHME ACL Z AR —FLTWET,

* [Manage] : %> b7 —2 ACL #iBN, i, BLCHIBRT 221227V v 7 LET,
« [Network ACL] U A b : ZODAP L 2— RKD % v hU—27 ACL NFERENET,

c[Add] : Fry 7 X T JUAMTEIRLZK Y hU—2 ACL 2410 [Network ACLs] U
A MZEMSIET,

s[Delete] : 7 U w27 35HE, MAEZRIN TSRy FU—2 ACL  [Network ACLs] U A
FBHIBRESNE T, ASA 7225 ACL ZHIBRT 2121E, £9 DAP La— K620 ACL
ZHIBRT 20 ERH D F7,

AT w73 [Web-Type ACL Filters (clientless)] % 7 Z &R L, Z D DAP L 22— RI|ZiiH 415 Web & A 7

ACLZZRELET, DAP D ACLIZIE, FAERITEGLV—ATIE T 28D tnTEET,
ACLIZFFRL— L LB L — NV DT NG £ T DHIBE. ASAITZD ACL #HES L £,
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« [Web-Type ACL] Kz v F& 7 U A K 1 2O DAP L 22— RGBT S, REFHLD
Web-type ACL 23R L £9, ACL (ZiX, FFr/L—/L LHEG LV — L OEEDOMAE DY %
fRETEET,

* [Manage] : Web % 1 7" ACL Z3BIN, fwtk. HIbRT oL 7V v o7 LET,
« [Web-Type ACL] Y A b : Z® DAP L ==— K Web-type ACL N F RSN ET,

*[Add] : Fe vy 7 X URANTE®RIRLE Web ¥4 7 ACL 234511]0> [Web-Type ACLs] U
A MZEMESIET,

[Delete] : 7 U v 2745 L, Web-type ACL D 1 DA [Web-Type ACLs] U A k2B IR &1
F9, ASA D ACL #HIBRT 5121%, 7 DAP L a— K252 D ACL #HIBRT 2 M3
W ET,

AT v T4 [Functions] ¥ 7ZBIR L, 77 AN Y =Rz ) ELTFF59 007 HITP e BIW
DAP L2— RO URL = FNY ZHRELET,

» [File Server Browsing] : 7 7 A )V ¥ — NF I IFWREDCIFS 7 I v P VA4 F—T )L
FFT =TI LET,

77 7 RZE, NBNS (v A& — 77 UH E7/L WINS) 2L ZTF, NBNS IZREE D
LT3 AR0, NBNS B E S T2V AL, DNS 2/ L3, CIFS 77 7 X
RECIX, EBMER AR — b ShThERA,

[File Server Entry] : "R— 4 )L RX— Ta—HNT 7 4 )L P — RO AB L4 ETE AT T
XDHEDTDINEIDEBRELET, A X—T Mo TNDIEA, A—X L _X—VIC
TrAN P —=_" o NV R URERESINET, =—PiEL. Windows 7 7 1 /L ~D /3
AL HEHEANTEET, 2—FX, 7rAVEX U a— R, fHE, HIFR, AR,
BLOBHTEET, £/, 77 AABIRNT A X 2BNTHZ L CE 9, A
AE72 Windows ¥ — NTa—H 77/ LRI L CTHAEZHET 2L ELH Y T, x> b
=7 DEIZ L > TE, 2=V BT 7 A N~DT 7 ARNGGRIEZ % T D LENH D Z
ELHET,

[HTTPProxy] : 7 74 7~ h~OHTTP 7 7L v k 7u XL OakicBlE5LEd, 2o
vk, WU T Y BRI TS5 T 7 ) 1Y — (Java, ActiveX, Flash 72 &)
WXL THEHATT, 207ax o T, BXa VT4 77747 U AOFER Z/k L
RN, vV T EERETCEET, BMEINE T e UE, BEINICT T oy
Tuady arZ4Xal—raryEER LT, TXTOHTTP B L OVHTTPS ZRZH L
WwWradxvar7 4 Xal—rva VA4 L7 bLET, HTTP7 7Ly h 7% T
IZ. HTML, CSS. JavaScript, VBScript, ActiveX, Java72 &, LA ETXTDI F74 7
YIMUT Y s Y—nY A R—= &R TWET, bR — N TS T T 7YX, Microsoft
Internet Explorer 721} T4,

[URL Entry] : IR —# )b R_X— T —H N HTTP/HTTPSURL # AJJTEX 5 K 92T 50 E
IMEBRELET, ZOBRENA RX—T Mo TWEEE, =—FIXURL= R Ry
JAZWeb T RLUAZ AN TEET, £z, 7747 PV ASSLVPN 2L T, =
NHD Web A MTT 7 EATEET,
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

SSLVPN #fiH LTt X TOYA FEDBEAILTLLEEX 2T IZ0D L IINnED 8
Ao SSLVPN L, R¥%xy hU—27 LDV EF—F 2—FDPCRV—7 AT —3 3 & ASA
EORIOT —FEREOEX 2V T 4 ZRiETH5HDOTT, Lizd-> T, =—%75 HTTPS LISt
DWeb VY —R (S ¥ —Fy N ERPHE R Y NT—2 EIZHH Y Y —R) IZT 7 EATH
B, D ASA DS HID Web 1 — "E TOWEREITEXF 27 TIEH Y FHA,

747 hL A VPN#ERTlE, ASAIZT=Y KR 2—HFD Web 7T 7 & Z—4 > k Web
=N DHOTEF L UTHIELE9, = — 23 SSLxtis Web h— N9 5 &, ASA
XX o TR AL L, =D SSLAFEEZMGELE T, = K 2—% 77 UHF Tk
RSN REEEZZE LW, FEEZHAE L CREET 5 Z &1L T& £+ A, SSLVPN
OBHEDFEIETIX, WIRYIIIZ R > T-REHEE R T 504 b EOBEIFFAISETA, £
72, ASAIXEHHTE 5 CAREAEORIEL FATLEHA, ZD7H, =—HE, SSL xHiED
Web T — N EEBETDEIIC, ZOP— L VIR INTZEREEZ ST Z L TEEH
Moo

2—HPDA L H—Fy § T 7 EAEHIBRT HIZi%, [Disable for the URL Entry] 7 « — /L K& i&
WLFET, LY, SSLVPN2—HFRT7 T4 7 F LA VPN #fHEHIZ Web —7 ¢ T
XnE ol LET,

e [Unchanged] : (T 74/ 1K) 27V v 35&, Zokyva il@ians sz n—7 K
U o—mbOEMEH S ET,
* [Enable/Disable] : #§REZ A X — 7 W T DT 4 B—T VT L0 HBELET,

 [Auto-start] : 7V v 745 L HTTP 72X U NA X—7 W27 0 . Zh b OREREIC BEEf)
FHNTET Ly R DAP La— Rk > CHBIMICEST 5 XL 91020 £,

[Port Forwarding Lists] % 7 Z#R L, =—H v a v OFR— MEkV A MERELET,

R— MEEIZE Y 7= AN Y T— b 2—WE, BEAOEE TCPIP A— FTlfE+ 52 7
AT MNIP=RT TV r—2 a7 7 8ATEET, VE—F 2—%FL, v—H /L PCIC
AVAN—NENTTITAT N T TV r—va v Z2ERHLT, 2077 r—a &%
R=FFTBVE— P —NIZEZRT 7 ERATEET, A3 TiL, Windows Terminal Services,
Telnet, Secure FTP (FTP over SSH) . Perforce, Outlook Express, 35 J OF Lotus Notes (22T
TARLTWET, TOMD TCP R—ADT 7V r—rarO—Mblied o512 ohE
TN, VAITIETARLTOERA,

GE)  A— MEEX, —Eo SSL/ITLS N—2 3 U CIiMEH T 8 A,
EE R— btk (TFVr—var778R) BIXOT VX VEAEEZ YV R— 45720

\Z, UE— b 2B = —H|Z Sun Microsystems Java 7 > ¥ A LB (JRE) 231 A
F—SNTWVDZ LEMERLET,

* [Port Forwarding] : Z® DAP L =2 — RIZEHA SN DR — MRk U A hOF 7L 3 23R
LET, 27 40— ROZOMMDJEMIL, [Port Forwarding] % [Enable] & 72 13 [Auto-start]
ICRE LIZH BT A =T M2 0 £,

*[Unchanged] : 7 V v 27325 &, BUENFEITar 74 Xalb—a UM bHIBRESNET,
* [Enable/Disable] : "— MRELZ A R—T VT DT 4 B—T MZTI0EBELET,
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s [Auto-start] : 7 V v 7 9% LR — MRENA X —T M7 0D DAP L a— ROKR— Mgk
U A MIBEER T ONZR— MEET 7Ly hABEIMIICEIR T L2209,

s [Port Forwarding List] K2 v 7*Z 7> U A K : DAP L 22— RIZIBINT %, EEFEHDHR—
MRS Y A &I L F7,

«[New..] : HHLOR— MEEY R FERETH LX) v 7 LET,
« [Port Forwarding Lists] (7-L72 L) :DAP L 22— RDR— MRk A hAFRENET,

c[Add] : 7V w795 L, Fuy 7 X R NCEIR LA MR X S2HERIOR—
MigEY 2 MBI ET,

s[Delete] : 7V w7 F5E, BIRENTWVWDHAR— MEEY X F2VR— MEEY X M) S HIER
SNET, ASADNOLAR— MEXD X F&HIFRT 2121, £ DAP La—RFhrbZznU A
NEHIBRT D HLERDH D £,
AT w76 [Bookmarks] ¥ 7 Z#RINL, FFEDOZ—H £y a L URLDOT v/ ~—7 ZHELET,

s [Enable bookmarks] : 7 U v 7 5L A X —T /RO ET, ZOF =y IRy T ANRS
TDOLEZ, BROR—=FIN R=VIIT v v — T ITFRENE T A,

* [Bookmark] K2 v 7% 7> U A K :DAP L a— RIZIBINT S, REFLDT v 7 ~—7
BERLET,

*[Manage.] : 7 v/ ~—2%BM, A1 VR —F, =7 AKR—b, HIRTLHEXIZZY w7
LET,

« [Bookmarks] (7-L721L) : ZODAP La2— RO URL Y A hRFRINET,

c[Add>>]: 7 U v o T DL, RryFFur YA NCRIRLET v 7 ~—2 54l URL
fEIC BN S E T

e[Delete] : 7 U w7 +5HL, BIRENTWET v 7 ~—2NURL U A FMEEMOHIBREH
£, ASAINGT v 7~ — 7 ZHIRT 5120, ETDAP La—RnbEzD7 v/ ~—7
ZHIBRT 20BN B £7,
AT 9T 71 [Access Method] # 7 &N L, #FA[ T2V E—h T/ BADX A THFELET,
* [Unchanged] : BIFEO UV E—h 77/ B A S &5 i ZEHLET,
* [AnyConnect Client] : Cisco AnyConnect VPN 7 7 A4 7 > M & L TR L £ 9,
« [Web-Portal] : 77 7 A 7> b LA VPN Tt L £,

* [Both-default-Web-Portal] : 77 7 A 7> b L A F721% AnyConnect 7 7 A 7 > h &4 L CHake
LEd, 774V MNIZTAT 2 FLATY,

* [Both default AnyConnect Client] : 77 A 7> b L A& 721X AnyConnect 7 7 A 7> b &4 L
TEB LET, 7 74 /v ML AnyConnect T,

AT v 78 [AnyConnect] ¥ 7 Zi®IR L. Always-on VPN 7 7 7 D AT — X A& #RIR L E 7,

B 773y 70€RrR)I—



| 54+svs 702Ky~

ATvT9
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* [Always-On VPN for AnyConnect client] : AnyConnect —E" 2 7’12 7 7 A JLIN®D Always-on
VPN 7 T JREERERIZT DI, T 4 =T NMITT B0, AnyConnect 7' 12 7 7 A JLi%
EERMBHT 20 ERELET,

ZDRTA—=EEMEHTHITIE, CiscoWeb BEX =2 VT 4 TTITAT LU ADY U—AM,
Cisco AnyConnect VPN 7 A 7 MZxf L TEF 2T EE YT 4 VYV a—Tary 74k
YT Y R—= R L TWOAMERHY £, £72, AnyConnect DU U —A3, [EF =
TEEVT 4 YV a—var] OBEEYVR—-FLTWOIXELHY 3, FHlIZOW
TiE. [Cisco AnyConnect VPN Client Administrator Guidel] % 2B L T< 72 &\,

[AnyConnect Custom Attributes] ¥ 7 Z IR L, ERFHADON AL LEMHEEZERRL T, ZORY
BT ET, . WRAZLRMEEERLTODL, TNHE ZORY —ITBEM T
HTLEHTEET,

71 A5 NJEVEIX AnyConnect 7 74 7 2 MIEE S, 7 v 77 L— ROIEH 72 & O¥RE % 5%
ETHDIEHINET, I AX LBHIITZ A T ELARMEOMERH Y £5, ETRED
A THEZRLILIE, ZOZA TOLAAIMTE DA 1 DL EERTE £, BBl L THRE
T LER DAL LBYEOFHEAZOWTIE, fEH L TW% AnyConnect J U — A D [Cisco
AnyConnect Secure Mohility Client Administrator Guide] £ L T 72 &0,

B AL LJEMEIX, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]
> [AnyConnect Custom Attributes] 33 . U [AnyConnect Custom Attribute Names] CTZ A2 EF T
T, FANCER LAY LEMET, FA4FI0v 7 TI7RAR) =L T N—F KR >—
O GTHEHSIET,

DAP ~ L—RAMDET

ATy I

ATy T2

DAP L —RAEEITT DL, TRTCOPERHEHSAT /3 AD DAP = RARA > MEMERFRE
hi‘a—o

FIE

SSH #— 3 F /b ASA IZu 74 LU CHifE EXEC E— FZ2BRB L £97,
ASA OFfHE EXEC £— FTiL, &b 77 Mihostname# &720 5,

DAP TRy A X —T N LET, By arDOT_XTODAP BHERZ—IF L7 0 R
TIZERRINET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547£f2falb2c3d4e5£6g7h8i9j0£fa03£75";
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({E&) DAP L —2DOMNEBEBET DT, a~vr FOHNEV AT A w70k ) £,
ASA TO X2 7 DIV TIE,  [Cisco ASA Series General Operations ASDM Configuration
Guide] @ [ConfigureLogging] %#ZH L T 72&W,

*DAP A L%y hU—27 UV —2ADEH (3821—)
« DAP Zf#/Hl L 7= WebVPN ACL DA (39 ~2—3)

*DAPIZL D CSD F= v 7 Dl ARV —DiHH (39 ~—)

DAP ZER LRy FT—0 VY —ADEE

ZoBNE, 2= PELFZIN—T DRy NI UV —REERTDHHEL LT, 4TIy
I TIRARY —ERETDHSEER L TWET, Trusted VPN Access & V9 4R DAP
RYv—ix, 7747 MLV AVPN T 7 &AL AnyConnect VPN 7 7 & ZA & FFa] L £,
Untrusted VPN_Access & WO AHTORY —I%, 7747 MLV A VPN T 7 & A721F 77 7]
LET,

FIE

AT w71 ASDM T, [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic

Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] (28I L £,

ATV T2 ZERY > —DORDOBEMEEZRELET,

B Trusted_VPN_Access Untrusted_VPN_Access
Endpoint Attribute Type Policy EMHTX 3% BT X 720
Endpoint Attribute Process ieexplore.exe —
Advanced Endpoint Assessment AntiVirus= McAfee Attribute
CSD Location FHETE% fEECTE 20
L DAP member Of Engineering, Managers N H—
ACL Web-Type ACL
TOER AnyConnect 3 X (! Web | Web Portal

Portal
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DAP % {57 L - WebveN AcL 0sEF [

DAP Z{£f L 7= WebVPN ACL ® & A

ATy T

ATy T2

ATvT3

RTv74

ATy T5
ATv7T6

DAP Ti%, Network ACLs (IPsec 35 2 TN AnyConnect D3534) | Clientless SSL VPN Web-Type
ACLs, URL U A I, B X O Functions 5 , 727 EA RV —@EOY 7> & EHHE
HTEEd, Z7V—7 RV —REHINOIAAT—F7EF AT v b b UR Nl
I, EFEEH X £¥ A, [Add/Edit Dynamic Access Policy] <X > @ [Access Policy Attributes]
Z 71Z1%, DAP DNEHEH SN D BIEDTERMA =2 —RNRRINET,
Active Directory/LDAP |&, =—H% ZL—T R — A N—vyFra—HF o MO
[memberOf] B & L TIHRIFELET, AD 7/ —7HNO2—H (memberOf) = ASA MR EFH
7~ Web % A 7 ACL % i fi3 % Engineering &£ 725 X 912, DAP ZE&E L 7,

FIE

ASDM T, [Add AAA Attributes] A > |ZF#E) L £ ([Configuration] > [Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) .
AAABMEZ A 7L LTI, Fry ¥ UX M &M LT [LDAP] 2R L £,

[Attribute ID] 7 4 —/L RIZ, ZZIZRELd LB Y ImemberOf] & AT LET, KILF L/
FOXBITEETT,

[Value] 7 4 —/V RT, Rry 7 Xy VA RNEFEHLT[=] Z&RIRL, BEO7 4 —L RIZ
[Engineering] & AJJL 7,

~A > D [Access Policy Attributes] fEJk ¢, [Web-Type ACL Filters] ¥ 7% 7 U v 7 LE7,

[Web-Type ACL] K v 7% 7 A NEHEH LT, AD Z/b—7" (memberOf) = Engineering
D—HIZ#MT 5 ACL 2R L £,

DAP 2L A CSDF v yDigasl &R o—nDER

&

ZOBITIE, =W 2 DORE AD/LDAP 7' /L—7" (Engineering 33 & O" Employees) & 1D
DFFEASA o RNV TN =TT HZ & aTF =y 7 $HDAP 2R LET, £D%, ACL
o—HICHEH L ET,

DAP N EA SN DACLIZE Y, VY —Z2~DOT7 7 AZHELET, T 5HDACLIEL, ASA
DIN—T K —TEZRINDEDACL IV b ET, £/ ASA L, A7V v b
o U7 YA R, 2NF—, DNS72 &, DAP TiEEF 7~ 1 3HIH S AW BELFE @ O AAA
TN—TF R —ffE L — L LB L £,

FIE

ASDM T, [Add AAA Attributes] ~< &8 L £7 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Palicy] >
[AAA Attributes section] > [Add AAA Attribute]) .
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ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATvT1
ATv7S8

ATvT9

AAA BMEZ A 7L LTI, Fry 7 &y U A R&H LT [LDAP] Zi&R L £7,

[AttributeID] 7 ¢ —/L RIZ, ZZIRSN5 EHBY TmemberOf] & AN LET, KXFELENL
FORBNIEE T,

[Value] 7 4 —/V R C, Ry X oy URANEMHALT[=] Z2&RL, o7 14— R
[Engineering] & AJJLE7,

[Attribute ID] 7 4 —/L RIZ, ZZIZRELd LB Y ImemberOf] & AT LET, KILF L/
FOXBITEETT,

[Value] 7 4 —/V R T, Ry X URNEFEHLT[=] Z&RL, BEO7 44— R
[Employees] & AJJL £,

AAA BMEZ A 7L LT, Fey 72y URX &M LT [Cisco] ZIEIR L £7,
[Tunnel] 7 V—7" Ry 7 ZA%A L, Fry 7 Xy VA REZEHLTElZ#IRL, Eo
Fay7Zyy A NTHEER ML Ze—7 #ERARY —) ZERLET,

[Access Policy Attributes] fiE3% ™ [Network ACL Filters] % 7 C, RiD AT v 7 CTEF L7- DAP &
Wz /o 2 —PITHEM T 5 ACL 23R L £ 7,
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