VPNDIP7 FL X

cIP7 RLAEID Y THRY —DFE (13—)

e —HNLIPT FL A F—ILORE (33—)

« DHCP 7 RLAREDKE (6 X—)

e —H) =P ~DIPT RLADEY YT (72—)

P7RFLREIYHETHRY) O—DEHRTE

ASATIZ. VE—RT I BRAIZSAT U MIIPT RLAZEID Y TAHRBIZ, kD 1O ED
FREFHTEET, BHOT FLAE DY THRERET DL, ASAIZIP 7 RLARED
MBETEA TV arZBRBFLET, T 74/ FTHH, T_XTOHFNRA RX—T W72 > T
F9,

* [Use authenticationserver] : — Y HAL THFEGE, A, 7 AV T 4 7 =BT
RUAZERSLET, IPT RUAREESNTZE — " Z2H L T a5A1E. 20k
RzEFEHITBZ L2880 LET, AAA — 33, [Configuration] > [AAA Setup] ~3A1 >
THRETEXET, ZOHEILIPvE BIOIPve OFID L THRY —ZliHTE £,

* [Use DHCP] : DHCP #—/3/» 6 1P 7 R LA ZBfG L £9, DHCP #7255 1%, DHCP
P—NERETHLENHY £9, £72. DHCP b — XTHHAFEE/R IP 7 F L 2 D#iPH
LERTHMLENSH Y 9, DHCP 23 5355 1%, [Configuration] > [Remote Access

VPN]>[DHCP Server] ~A > CTH—"EZRELET, TOHEXIPEOEI Y B THRY >—
W& £,

» [Use an internal address pool] : WNESHUIZERE ST R LA 7 — Uik, I baXENHH2 7
RL A Z—= B Y THATY, ZoHGEEZEMNT 5561, [Configuration] >

[Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Address Pools] <

AUTIPT RVA T =LV E2RELET, ZOHETIPvAIB I UIPv6 DFEID K TRY v—

T £,

* [Allow the reuse of an IP address so many minutes after it is released] : [P 7 KL A237 K-
AT =VZRENTARIZ, IP T FUAZFHFMT 5 ETORMEZIEE L £, BT

W23 5 2 L&k, IPT FLUARTSICHEID HTEND 2 LIk > THRAET

HIENR 7 7 AT U4 — NV THELRNVEIICTEET, 774NV FTIE, ZHEF =

VNDIP7 FLX .



VWNOIP7 FLZ |
B rrevzavactivaone

JENFFA, DFV, ASAITEERRZH L EHA, BEREZRETIHEIL.
F v IRy A%A AL, IPT FLAZEFE Y BTF 5 FE TORERZ 1 ~480 D
FHTHELET, ZOHRTEFIL, PMEIV LY TR > —fFHTxET,

wKONTNPOFTREFEA LT, IPTRLRAZVE—NT 78 RA 7747 MIEY BT
FHiEERELET,

P7FLREIYLETATL I DT
FE

X7 w71 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy] # %R L 7,

RATw T2 [IPv4Policy] =U 7 C, 7 RLAREID Y THREA L THEMIT 50, A 712 L TEHDIZ
LET, ROFEZ, 7740 B THMDI > THET,

* [Use Authentication server]: IP 7 N L 2 Z 23 2 72 DIZF%E L7ZFBRE, #FRI, 7T T 4
¥ 7 (AAA) =Rz TE 5L LET,

« [UseDHCP:IP 7 RV AZRMUT D 1-DICRELTFAFTIv I RA a7 4 Fab—
vayv 7m ha) (DHCP) H—_"&fHTEL5L51CLET,

* [Use internal address pools] : ASA TRXE SN2 —H/L T RL A F—LREZHEHATES
EoICLET,

[Use internal address pools] Z B NI T D545, IPv4d 7 RV ABB S ictk,. DT KL AD
FRHAZACTE £9, Youcanspecify a range of minutes from 0-480 after which the IP v4 address
can be reused.

AT w73 [IPv6Policy] =V 7 C, 7 RLRED U THREA I L TEMTT S0, A7 L TESIC
LET, ROFIEIX, T 740 FTHDI/R>TOET,

* [Use Authentication server]: IP 7 R L 2 Z 232 72 DIZFRE L1Z38GE, #Frl. 7D T 4
Y7 (AAA) V=R ZfHTE 5L LET,

* [Use internal address pools] : ASA TEXE SN/ —H/L T RLA F—LAREXHEHTES
EOICLET,

ATy T4 [Applyl 227 U v 7 LET,
ATy TS5 [OK]Z27 V7 LET,
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7rLzayscrzozs |

7 FLREIY STHADERT

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy] DJEIZERIN L FE 7,

O—AIIPT7 KLRA T7—ILDKTE

VPN UE— b 727 A b RWUIxELTIPVE 721X IPv6 7 R LA T — L& RRET HITIE,
ASDM % P&, [Configuration] > [Remote Access VPN] > [Network (Client) Access] >

[Address Management] > [Address Pools] > [Add/Edit IP Pool] ZE&4R L 9, 7 KL A 7 — /L Z&Hl
B9 5I2i%, ASDM %[ %, [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [Address Management] > [Address Pools] Z @R L £3, HIRT 27 FL A F— /2@ L,
[Delete] #7 V 27 LET,

ASA 1T, B OB 7T 7 7 A IVET-IZ o T—FICHEASNTT R R F— L& fifi
HALES, 7 NVORERFIZFEETYT, 7 n 7 7 ANVERIT I V—T R —I2EED
T RUVA T—NERETDHE, ASAITEBNMESHEZIECER O —VEEAL £,

0—H )L TRNWY TRy hOT RLAZE DY THEHFIT. ZOLHI> Ry hU—7 HD)L—
NOBIMNEZIZ DL, 373y NOFEREZHYT AT — L E2BINTHZ EaBEIDL
F9,

O—AJLNIPMT7 KLR T—ILDOEE

ATvT1

[IP Pool] =V 7IZiE, RESNZT FL A F—W, ARIZ LI, TRENRDIP T FL A%
PH (7= & 21E, 10.10.147.100 ~10.10.147.177) & & HIZEREINE T, T—ABFE LNV
A TUTIFZETT, ASAIL, VA MIRRENDIAFECTCINOOT =NV EHEHLET, &Y
DT —=NVNOT RUANTRTEID LY Tond &, ROT—LOT RUARNEH S, LUTFH
HRIZABE = ET,

0—H VTR TRy hOT RLAZE DU THEHIL. ZOLHI> Ry NU—7 HD)L—
NOBIMNEZBIZDE 9, 373y NOFEREZHYT AT — L E2BINTAHZ EaBEIDL
F9,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools] %3 L %7,

VNDIP7 FLX .
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B c-rrre7 Lz T-rome

ATv T2 IPvd 7 KL AZBINIT 5121, [Add] >[IPv4 Addresspool]l 227 U v 27 L£7, BEfFOT KL

AT =N ERET DL, T RVA =L 57 —7TC, [Edit| 227V v 7 LFET,

AT w73 [AAd/EditIP Pool] A 7 7Ry 7 AT, IROEREAITLET,

* [Pool Name] : 7 R LA F—/LDA4FTZATILET, K64 LFEHBETEET,

« [Starting Address] : X E SN2 ENTND T — /L CTHARRERRAIDIP 7 RL A &R LE
7, 72 & 21310.10.147.100 D L 51T, Ry MEE 10 R EZLEH L £7,

* [Ending Address] : fX/E SN2 ENEND T — )L THEMATREREE D IP 7 R AZ/R L%
T, 72 21310.10.147.177 O X D12, Fy MI&E 10 #EEELAHEN L X7,

* [Subnet Mask] : ZDIP 7 RLANEE TV 7%y hE2EELET,

ATY T4 [Applyl 227 U v 7 LET,
ATy 75 [OK] &7 Vv 7 LET,

O—AJIP6 7 KLR 7—ILDETE

ATvT1

[IP Pool] =V 7IZiE, RESNZT RL A F—/LN, ARIZ &I, BBIP 7 FLA#ME, 7
RVAT VLT 4o I A, P—IVIRETEDLT FLAfE EbIcERENET, TR FEE
LaWgE, = U 72 TT, ASAX, VAR MIERRENDIEFETCINLDO T — Va2 HEHLE
T DT —NVHNOT RLUANRTRTED Y ToNDE, ROT—LOT RLUARFEHS
. UITREBRIZAB S E T,

O—ANTRWTT Xy hOT RLRAEEID B TEHEEAIE, TOXHxy hU—7 HADL—
NOBIINES DX, Y73y hOBEREHYUT L7V E2EBNTDHI L2880 L
F9,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools] iR L %7,

ATY T2 IPv6 7 RL A &BIT5I2i%, [Add] >[IPv6 Addresspool]l #7 V v 7 LEd, BEFDOT KL

A F—IVERETHICE, T RLVA =L T —T AT, [Edit) 227V v 7 LET,

AT v 73 [Add/EditIP Pool] # A 72 /R v 7 AT, IROIEHRE AT LET,

« [Name] : REINZET FL A F— VD4R ZERLET,
[Starting IP Address] : X E S AL7c 7 — /L THHFIRERERAIDOIP 7 RLAEZ AN LET, 7o
& zIE, 2001:DB8::1 & 720 £97,

o [Prefix Length] : IP 7 KL A L7 4 w7 AE&E Yy NI TANILET, 7=&xI1E, 32
IZCIDRFFR TR ERLET, L7 4 v 7 ARIE, IPT RVARERT LS —10H
Txy NEERLET,

. VPNDIP7 FLR
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ATv74
ATy T5

Ir—7 Ky o—~nns7 kLR T—Lo#iy st [

* [Number of Addresses] : B4R IP 7 R L ANGAE D, T —IZH D IPV6 7 KL ADE % fi
Eb\ijqo

[Applyl 27 U v 7 LET,
[OK] %27V v 7 LET,

TIW—TRKIY—~DREB7 FLR T—ILDEIY KT

ATy I

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

[Add or Edit Group Policy] %A 7 & 77K v 7 AT, BMEZIIHE L TWDINEH Ry hT—7
(Z25AT ) TVRAITA—F R —DT7 RLAF—)L, hoxV o7 Fakhal,
TANE PR E, BLOT—ARZHBECTEET, Z0OXA TRy 7 ADET 4—IL R
T, [Inherit] F= v 7Ry 7 AZERT DL, METLIREDMHEEZT 7+ /v~ 70— R
V=L RS TE LT, [Inherit] I, ZOX AT a TRy I ADBEETXTOT 7 4 /L MET
7

RNV —F R —TIPv4 & IPV6 i DT RLARY —Z2RETEET, AL L—
TR —IZHEFTDNR—=TaDIPT RLARRESINTWEEA, IPVEITRESINT-7 T
AT MEIIPVAT RLU A, IPVOICRESNTZZ T4 T MIIPv6 7 KL AZRIG L, IPv4 T
RLVAELIPV6 T RV AWM FIZERESNTZY TAT 2 MIIPvd 7 RLU AL IPv6 7 R LAl 5%
BELET,

FIE

ASDM % fif Ff L C ASA IZ#%#¢ L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] % %R L F 77,

FHLWTN—T R o= BT 20, W7 KLA =V aRETDHIN—T KR v—%
fERR L. [Edit) 227V v 27 LET,

[General attributes] << >/ (% [group policy] # A 7 1 7 C, 7 7 4/ F TR TWET,
[Address Pools] 7 4 —/V K& LT, ZDOZNV—F R —DIPv4 7 KL A F— /)L ZfRE
LET, [Select] Z#7 Vv 7 L, IPv4 7 KL A F— L& BIMEFIIRELET,

[IPv6 Address Pools] 7 4 —/V R&EH LT, 27— KU —IZfEH$ 5 IPv6e 7 KL A
T VERELET, [Select] 7 Vv 7 L, IPV6 7 KL A F— L& BIlE-IdmEL £,

[OK] %27V v 7 LET,
[Applyl 27 U v 7 LET,

VNDIP7 FLX .
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B ouer 7 kL riEEOTE

DHCP 7 KL RIEEDEHTE

ATy T

ATy T2

ATvT3

DHCP Z{EHLTCVPN 75 A4 T FhOT RLAZEID YK TAIZi1E., FT DHCP #—3, BL&
YO DHCP Y — XTI ATREZR IP 7 R L ADHFIPHAZ R ET AMENH Y £, FD%, B
77 7 A VHEATCDHCP Y —"EZERLET, £/, 7V ar b LT, EYoEER o
Ty A NVEF I —FLICEEMT SN —F R Y > —RNIZ, DHCP Ry RV —27 Za—
THERTEET,

WORFITIL, firstgroup & WD) L ETOEE Y 2 7 7 A /WIZ, 172.33.44.19 @ DHCP —/—%iE
FLTWET, ZOFITIX, remotegroup & V9 7 /L—7 7R Y > —|Z%F LT, 10.100.10.1 D
DHCP X NV —27 Z2a—7HER L TWET, (remotegroup & 9 7 /L—7 7R I —(3,
firstgroup & WO Bt 7 0 7 7 A VICBHEM T O TWET) . Xy NI —F Za—TEER
L7254, DHCP % — N7 RL A P — LV ORENEIC T — A NERLTIP 7 KL 2EED
HTET, REVETOT FLABRONLET, T—ADBIRAICRKRENET,

4R8O HREIIC

IPv47 RLVAZEM LT, 7747 87 RLA%EID 5 TSHDHCP b — " Zifl T& £,
%72, DHCP A7 a yiFa—PIlibshd, 2—Vi37 FLAE Y TorzeZELE
R

FIE

DHCP H— % TELE T,

DHCP #— %] L TIPv6 7 KL A% AnyConnect 7 71 7 > MIEIV ¥ THZ LiFT&E
e

a) [E%%E (Configuration) 1>[Y)E— k7% AXVPN (RemoteAccessVPN) |>[Fv kT —
7 (U547 k) 7O 1A (Network (Client) Access) > >[7 KL REIY X T (Address
Assignment) 1>[EIY Z TR — (Assignment Policy) ] TDHCP A AN »> CTnb =
LEMRLET,

b) [XE (Configuration) ]>[YJ)E— 7% tAVPN (RemoteAccessVPN) ]| >[DHCPH—
/N\— (DHCP Server) | #i&R L C, DHCP —"—%ZREL £ 7,

Pifi 707 7 A L CDHCP h—"—%EFK L ET,

a) [E&%E (Configuration) 1>["JE— k742 £XAVPN (RemoteAccessVPN) ]>[#v kT—
9 (U547 k) 7O 1A (Network (Client) Access) |>[AnyConnectiE#fi 707 71 )L
(AnyConnect Connection Profiles) ] Z3®#R L 9,

b) [Connection Profiles] =V 7 C [Add] £ 7L [Edit] #27 U v 7 LET,

) ¥ u T ANDOHREY Y —T, [Basicl &7 U v 7 LET,

d) [Client Address Assignment] =U 7 C, 77 A 7> MIIP7 RLAZE DY THE=DHIHEH
T2 DHCP h— "D IPv4 7 KL AZ AN LET, 7ob 2if, 172334419 L HREL 7,

DHCP A 2 — 7 ZERKT HT20IT, Bt 7 n 7 7 A VCBEEMN T b ie 7V —T R Y v —Z i

ELET,

. VPNDIP7 FLR
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a)

f)
2)

N Y P A U L |

[%%E (Configuration) ]>['")E— k7% AVPN (RemoteAccessVPN) |>[Hv kT—
9 (U547 k) 7O 1A (Network (Client) Access) | >[4 IL— TR & — (Group
Policies) ] &R L 7,

WESTDIN—T R v—%FTNI Y v s LET,

REY U —"T, [Server] 7 U v 7 LET,

FREI%Z 27 U w2 LT, [More Options] =V 7 ZJr KFR L ET,

[DHCPA == — 7" Dk (DHCP Scope Inherit) ] #4712 LT, DHCP 22— % EEK L £
T

B 707 7 A LDT KL AT —/LIZ DHCP — _—% %€ L7124, DHCP A 2 — 7%
ZDITN—=T DT —WIMEHT L7 Ry &I L E9, DHCP ——(TiL, £D A
A=A THINENDR YT Ry BNOT RLALBRESNTOWDMERD D F

T, Aa—TEMHTDHE, ZORED I N—TIIMHT D DHCP — —TEFZEINT
WbHT RLVAT—LOH 78y hERBIRTXET,

Xy hI—0 2a—T%EHRKL WIS, DHCP Y — N7 KL X 7 — )LD EIEIC T —
NANEBELTIPT RLAZEDECET, REVETOT RLABRSNEET, 7—b
DINEIZHRR S E T,

Aa—TEET DHITE,. BOT =LV ERCY TRy b REICHY | Z2OT—LAITIER
WWb—T o 7 ARERT R AZ AT LE S, DHCPY—/Nid, ZOIPT FLABNET S
7Ry FEHHIL, ZOT =N T RLAZEY Y TET,

N—T 4 T DORBTRRERGAITFEIZ, A VX —T 2 ADIPT RVRAEEAT L &
ZHESRE L E4, 72 xIE. 7 — 128 10.100.10.2 ~ 10.100.10.254 T, f ' H—T =A AT
KL A7310.100.10.1/24 O34, DHCP A=22—7 L LT 10.100.10.1 Z#fEH L E4, v b
U — 7 F G 3EHA LW TL 7ZEV, DHCPIXIPVA 7 KL AFREICOREMRTH Z LN T
XFET, BIRLET RULARS U Z—T oA AT RLATIEERWES, Aa—7T7 KL A
DABZT 47— NEAERT DUERH Y £77,

[OK]Z7 U7 LET,
LEAH (Apply) 1227V > 27 LET,

O—AILA—HYFADIPT7 FLADEIYHT

TN—T RV —%HTLLIICe—A NV a—P T Fei@EL, F7- AnyConnect
BHEEZRETHZLELTEET, IPT RLADMO Y — R TEENEA LIZHEAIC, b
2= THI L IR T =Ny 7 2T 20T, HHEIS&HET I/ BRATEET,

1R BHHEIIZ

a—WEBINE 72 IIMET H121E. [Configuration] > [Remote Access VPN] > [AAA/Local Users]
> [Local Users] DJEIZEIR L, [Add] £721F [Edit] 27 UV v 7 LET,

VNDIP7 FLX .
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B orraivs~orrrizomysc

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

7 7 4V KTl [EditUser Account] B[ DOFXE Z & 1T [Inherit]) T = v 7 AR > 7 ANRF 18-
TWEd, 20, 2—HFTh T MI, 7740~ Z—7 KU 2 — DfltGrpPolicy D% D
REDHEZMAST DL VND 2L TT,

BRENBZE A — =T 4 RT58A1E. [Inherit] F= v 7Ry 7 A% 47120, #HLWEEZ
AN LET, ROFEMRFIETIZIP 7 FLRAOREICOWTHH L X9, REDTRIRFEM
WZOoOWNWTiEr—h/L 2—F DO VPN R U —BEOREE SR L T ZE0,

FIE

ASDM % [%A L, [Configuration] > [Remote Access VPN] > [AAA/L ocal Users] > [Local Users]
DNEER L £,

RETH—W AR, [Bdit) 227 Vv 27 LET,
FEAO~A T, [VPNPolicy] #7 U v 7 L%,

ZOa—FIZK L THHADIPVE T FLRAEZFRET 556 1%, [Dedicated IPv4 Address (Optional)]
BT, IPv4 7T RLREY TRy h A7 EANLET,

ZO2—WIZHHDIPv6 7 R L A% ET HITIL, [Dedicated IPv6 Address (Optional)] fEIEIZ
IPv6 7L 7 4 v 7 A @ieIPv6 7 RLAZ A LET, IPv6 7L 7 v 7 AL, IPv6 7 KL
ANEEET DTy hERLET,

[Applyl 27 U v 7 LTEBRNEEZFI T2 74 Fab—rva VITRFELET,

. VPNDIP7 FLR
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