show t

» show tepstat (2 ~X—1)

» show tech-support (5 ~<—1)

* show telemetry (9 ~—737)

* show terminal (11 ~X—%)

* show threat-detection memory (13 ~X—1)

* show threat-detection rate (15 ~X—73")

« show threat-detection scanning-threat (18 ~X—73”)
* show threat-detection shun (20 ~X—3")

+ show threat-detection statistics host (22 ~<—13")

* show threat-detection statistics port (27 ~<—13)

» show threat-detection statistics protocol (31 ~X—37)
« show threat-detection statistics top (35 ~~—2)

* show time-range (45 ~X—73")

* show tls-proxy (46 ~X—73")

s show track (49 ~—Y)

* show traffic (50 ~X—2)

show t .



showt |
. show tcpstat

show tcpstat

ASA D TCP 2% v 7B LN ASA T L TWS TCP D AT —Z 2% (Fy 7 D=8
\2) FRTBHI2IE, Kt EXEC £ — R Cshowtcpstat 2~ > REZFALET, ZDa~r Rk
IPvd BEIPV6 DT KL AZHYR— Kk LET,

show tcpstat

O Zoavy RIZFBIERERITF—V— REH Y FHA,

ATV R FI4NN T AN NOBEBERMEITH Y A,

IRV EFE—F WOFIC, vy REANTESLE— RERLET,
ARV EE— | TF7AT7 2+ —ILE—F E¥a)F4aAVTFXRb
k
L=Ty bk | FSVRART DT TILF
LYk
IVTHFRL | VRTLA
¢t EXEC o 5 o %S o R o RFIG —
av Y RERE yy— EFERE
2

701)  Zoa<r KRNBEBIMENE L,

FERALDHA RS54 > showtcpstat =~ > FEEMT DL, TCP A ¥ v 7 &5 LU ASA THedin L T\ 5 TCP 15t D A
TR ABRRTEETR2IC, RRSND TCP HaHEROFMAEZ R L £,

%= 1:show tepstat 2 < > K TCP{fEHIEHR

et s BA

tcb_cnt TCP = —%#— Dk,

proxy_cnt TCP 7 X% D¥f, TCP 7 r¥ ik, —W—@BAa[CHEAINET,
tcp_xmt pkts TCP A% » 7 8E(E LTe Ty FOH,

tcp_rev good pkts TCP A ¥ v 7 INZAT LT IEH 7237 > D%,

tep_rev drop pkts TCP AX v 7N Fu v 7 LG/ v Ok,

tcp bad chksum F ey 7P LR R TZE37 y DO,

tcp user hash add Ny Va T T ZIBINE T TCP = —H — D%,

. show t



| showt

show tcpstat .

#Et SR AR
tcpuser hashadddup | LW TCP =—H—% v o T—7IEBML IS & L L X,

ZFOa—Y— RN F T T — T IVNITIEE LT = [E3K,

tep user srch hash hit

FREBIFIZ Ny v 2 7 — T /LNT TCP = —H — 3 7z [\I4K,

tep user srch hash miss

MBRERC NNy v 2 T—T7 /LN T TCP 21— =R H SN h - 72 [H
i& o

tcp user hash delete

TCP = —HF =Ny o a F—7 N HIE S =B,

tcp user hash delete miss

TCPa—H—ZHIBRL L) L LIt &, 20—V =Py aT—
TN TR SR o T B

lip TCP =2—H—0u—/VIP 7 KL A,
fip TCP . —H—DIHIP 7 K LA,
Ip TCP = —H—dDr—h L K— |k,
fp TCP = —F— DI AR — b,
st TCP = —H#—DfKHE (RFC793 22 M) . FRSNDEIFTRD EEBY
T4,
1 CLOSED
2 LISTEN
3 SYN_ SENT
4 SYN_RCVD
5 ESTABLISHED
6 FIN WAIT 1
7 FIN WAIT 2
8  CLOSE WAIT
9 CLOSING
10 LAST ACK
11 TIME WAIT
rexqlen TCP = —H—DHEEFEF 2 —DES,
inglen TCP =—H—DANF 2 —DE X,
tw_timer TCP = —H#—® time_wait ¥ A ~—Dffi (I V) |
to_timer TCP 22—V —DET VT 4T 4 XA LT T s ZA~—0DfE (I
) .
cl_timer TCP 2—H—D 7 a—XERZ A ~—DE (T V) ,
per_timer TCP —H—DFf # A ~—DfE (T V) .
rt_timer TCP 2 —H—DFEEX A ~—DfE (T IVH) .

show t .



showt |
. show tcpstat

et s BA
tries TCP = —H — D FEE AL,
B WU, ASA D TCP AH w7 DAT— 4 A% Forid Hhl%E 7 LET,
ciscoasa# show tcpstat
CURRENT MAX TOTAL
tcb cnt 2 12 320
proxy cnt 0 0 160

tcp xmt pkts = 540591

tcp rcv good pkts = 6583

tcp rcv drop pkts = 2

tcp bad chksum = 0

tcp user hash add = 2028

tcp user hash add dup = 0

tcp user srch hash hit = 316753

tcp user srch hash miss = 6663
tcp user hash delete = 2027
tcp user hash delete miss = 0
lip = 172.23.59.230 fip = 10.21.96.254 1p = 443 fp = 2567 st = 4 rexglen = 0
in0
tw_timer = 0 to_timer = 179000 cl timer = 0 per timer = 0
rt timer = 0
tries 0O
MEav2 R av K| EE

show STV S 1580¢ & ATRE 2 it & s L 97
conn

. show t



| showt
show tech-support .

show tech-support

T I = HNNYR— T U A NBBWIRHCE AT 2 HE R RT DI, FEEXECE— R T
show tech-support =2~ > RZHH L 9,

show tech-support [ detail [ vsn ] | file| no-config | no-config | performance ]

BX DA detail (LR FEMEREERRLET,
file UEE) a2~V FOWHNE 7 7 A VCEEARET, 774N VAT LADHA
TIERD &Y TH, disk0:, diskl:, ftp:, scp:. smb:, 35X tip:,
no-config (EE) #f1ar74Xal—va O hERALET,
perfformance (47 2 ) N7 p—~v L AFEREFRLET,
vsn (ATvay) ZrANMIYZA L7 F S 5HBIO ASAI000V AR Y o — =—

VL MDT I = H Y R— MEREEGD ET,

ATV R FI4ILL T 7 AN NOBERHEIZH Y EH A,

AR E—F ROFIZ, a~v FEANTEHEF—FarLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFR b
&
=Ty F FSURART |V TL <ILF
Lk

AVTHFRE (VAT A

FHE EXEC o Gt o %G o s _ . R
av Y FER Jyy—2= EERE
7.0(1) detail B L file F—U— KBNS E LT,
7.2(1) HANIEEES, CPUZEB L TWA 7 ot R LT, X O6IZHEMRE
WNEREIND LD FE L,

9.12) HA123E8E £ 4. showenvironment =~ > ROBFHRNEEND L 92720

* L7,

9.1(3)

H 173 9E3E &4, show memory detail, show memory top-usage, . 3 &Y
showvlan 2~ > ROFERPEZEND LTV E LT,

show t .



. show tech-support

. show t

showt |

IJ I)—X

EERE

9.2(1)

712355k 24, show memory detail . show cpu detail . show blocksqueue
history core-local . show aspdrop ., show asp event dp-cp . show cpu usage
history . # X showtrafficsummary =~ ROBEERPREEND L 5127k
¥ L7z, show kerne cgroup-controller detail ==~ > KH 50 H I3 HEIER
SNFE L7z, peformance B LN ven F—TU— RuBEIEE L7,

9.2(1)

HAMEE &L, showvlan 2~ > ROBEHRNEEND L O/ £ L=,

9.1(7)/9.3(1)

show tech-support =<~ > R|Z show resourceusagecount all 1 O H MR E F
N30 F Lz, ZHUZiL, xlate, conn, inspect, syslog 7z EIZBE3
DERPEENE T, ZOBERIT, T r—~RICET LMEEZWT
DI DI ET,

9.3(2)

show route-summary =~ > RDH{ /175 show tech-support detail ==~ > K
BN S AL E LTz,

9.4(1)

show tech-support =~ > RO JIZIE, AR S 47z syslog DHHT 50 1753
EENET, INOOREEFRTED L IICT DI, loggingbuffer =
<~V REAX—TNCTIHHLERSY £,

9.1(7)/9.4(3)/9.5(2) show tech-support =~ FARD L H 12720 £ L1z,

- dir all-filesystems OH IR EENE T, ZOHNTROGEITHELD
ZERBHYET,

¢SSLVPN > 7 4 Xalb—3 g BB Y —ZRASAICHLMNE
IMEMRLET,

Ty va VT va TrANDANDEZ A LAR T LT
BLET,

« show kernel cgroup-controller detail Dt 71 DHIFE : D=~ FOHS
I% show tech-support detail OHHNIZFE SN E T,




| showt

show tech-support .

IJ I)—X

EERE

9.7.(1)

show tech-support =~ > RIZEF S, IROEEPMZ HILE LT,

c 7Ty vallcALy R2BH O thread name ., registry content |
timestamp . traceback 7¢ X @ crashinfo FEHERZ Gie &L 5 (N
JEBE S E L7z, Savedcrash O X A LAX 70O HITHIBR S
nWE LT,

« show ipsec stats, show cryptoikevl stats, 35 J2 U8 show crypto ikev2
stats =~ FEzGe oI hBitRasnE Lz, Zhboav s R
I, "I TNy a—T 4 T EAE LT, VPN fEHERENET S
DI SN E T,

» show tech-support =< > K{Z showvm OH NN EEN D L H 1T+
L7z, ZAUT. ASA AR MBUEBE) L T DA 23— F3 )51 S
NET, ZoFRIL, KETT Y b7 — A ETEEOBEL I
F oy I FTT DD ET,

« show tech-support =~ > F|Z show moduledetail =~ RAE £ D
IRV ELE, Zoa~vr Rt BEOEY 2 — VBT 5 1EH
ERMIET 5700, SEIERBHRBLOAT —F AOMED ~ 77 v
Va—T 4 U TIEN L ET,

9.12(1)

show ipv6 interface, show aaa-server, and show fragment ™ Hi 7123 show
tech-support O HITEMEE LT,

9.13(1)

show flow-offload info detail, show flow-offload statistics ., 3 X T show asp
tablesocket =~ > R2MEIIEVE Lz,

9.14(1)

. show sd objectsand show sd errorswas added to the output of show
tech-support.

9.12(4) T [AlkE

9.16(1)

show tech-support ==~ > R2MLIE S, IROEEN M HivE LT,

« x4 DILHEIEED DPDK 1 7' A v — % & e showcontroller =<2 K
DI,

e~ (VM) OZEE A€ LEHFEAAEY, HHEAEY, BX
Oy 7 71289 5 meminfo #82H1E .

« T— MCEEND AT Y g » EBIEITEIT 5 emdline #EEHE R,

9.17(1)

show access-list element-count 33 & UF show asp rule-engine 7> 5 & H ) A38 01
SNFE L,

show tech-support =~ > RO JIZ, BIfED DPDK A & U 7 — /L D#EEHE
WMNEEND IR E LT,

show t .



showt |
. show tech-support

)1)—= EERNE

9.20(2) Zoa~y RO, datidicsall, statisticsevents, datigticsnp-clients,
gtatistics cp-clients, 5 & O gtatistics bulk-sync #EFHER O H DN E Fh E
¥

FEHEEDHA K54 > showtech-support 2~ R TIX, 727 =B/ YR—F T F U R SPREEZZETT 558 I12%L
OIEWRERENET, 772NV R—FT7F U R ML, ZOa<r FEEHshow 2~
RO EHMBEDE CEESEFREREAFLET,

I i, show tech-support D /)% disk0 D7 7 A WVITRIFT 202 RLET, ZD
HUNFFEF IR WD fEREZ B ICED & KR SN D E TSR 00D 97,
ciscoasa# show tech-support file diskO0:tech-support-output.txt

ciscocasat#

)

(G¥)  show =~ ROFEITHIZ terminal pager 0 2~ > RAEEH LW TL 7Z&V, CPU D
AMNRE L RDLATREMENRH Y £, CPUDIBARIZL Y., ASADBEREENREAT
DEREMERH D=0, T 7 4/ ORI AE— ¥R E 2517) ZHALET,

BEaTR = A N SiRER

show clock Syslog #—/3— (PFSS) BIL AT — A 7T A KT 27 F % (PKID
T har IS/ ey 7 2w RKRLET,

show conn count i STV D 1808 & FTRE 2R e 2 R L £

show cpu CPU OFEAIRTLICEE T 2 iz #om L £97,

show failover BHED AT —H AR LT 7T 4 T2l o>TWDHASAEZ R R LET,

show memory WERAEY ORRKEB LAV —F ¢ 7 V25 A CHLEME I THE
REEAEYEICONWT, EREFRRLET,

show perfmon ASA D7 F—~ AT HERER T LET,

show processes BELTWArEADY X MR R LET,

show running-config |ASA FCHIfEETEN TSIy 7 4 Xalb— g U 2FRLULET,

show xlate EHaA Ty MIBET L MEFRRLET,

. show t



| showt
show telemetry .

show telemetry

FLA N F =2 E2FKRTHITI1E. $iHE EXEC £— R T showtdemetry =~ R4, Wi
MOF—T— REFELHENLET, 7B ISON ERTRRINET,

show telemetry [ history | last-report | sample ]

RX DN history — (#7vay) FLANIOREET 2T 4 EF 4 1T 58210001 < k
AR ILET,

lat-report (472 52) FXOSICEESNTHEFTOT L A MY F—F % JSON B THR L
F9,

sample (A7 vay) BIRRICAER ST LA MY T —# % JSON JER TR R L ET,

ATV R FIHILL T 7 AN NOBERHEIZH Y FH A,

AR E—F ROKIZ, 2~ R ANNTELHE—Fa2RLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFR b

R

W=TFTy bk | FSVRRT (VT JLF
LYk
AVTFRAEN | VRTL

FHE EXEC o Gt o %G o s _ . R
avy FERE Jy— FEARAE

A

9.13(1) ==y FREINESNE L.

BALDAA Fo4 > servicetelemetry 22 FIEF 74 L h CHAIC /2> TOET, REICER LT LA LY 7 —
BERFT DI, FUANYORELT I F 4 EF 4 (BT SRHO 1001 <2 | & FFT
BHEBRTEET,

Bl &Iz, show telemetry history =~ > ROl E R L 97,

ciscoasa# show telemetry history

17:38:24 PDT Apr 30 2019: Telemetry support on the blade: enabled

17:38:03 PDT Apr 30 2019: Telemetry support on the blade: disabled

11:49:47 PDT Apr 29 2019: msgId 1. Telemetry support on the chassis: disabled

11:48:47 PDT Apr 29 2019: msgld 2. Telemetry request from the chassis received. SSE
connector status: enabled. Telemetry config on the blade: enabled. Telemetry data Sent
11:47:47 PDT Apr 29 2019: msgld 1. Telemetry request from the chassis received. SSE
connector status: enabled. Telemetry config on the blade: enabled. Telemetry data Sent

show t
I 9



showt |

. show telemetry

BEEav R av R SRER

no service telemetry FLA RN —EREEHIZLFET,

show running-config  |FRESNTWNWDHT 74V "USNDT L A NUBREDOHAEFRRLET,

show running-configall | 7 EHHOF L A | U 3% #or LET,

. show t



| showt

show terminal

WIED CLLI & v ¥ 3 VORI EEZF 7T 5121k, Fi#E EXEC & — K C show terminal =< >

B DEREA

AR TIAIE

ATV K E—F

REfHLET,

show terminal

show terminal .

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N FOBERERSH D EH A,

WDFEIZ, a~vr REANTELE—RERLET,

ARVEE— | T7ATI4—ILE—F EXAYF4AVFER R
k
W—=T9k | FSVART (VT <ILF
Lk
AVTHFRAR [VATLA
av Y RER Jyy— FTERER
Z
7.0(1) awr RABMSILE L,

HEREDAA K1Y

3l

WDOa<wy ReEFRLTmAEDTa T s ZFELET,
s terminal interactive : CLI C? # A 95 &, HIEOCLIE Yy v a » TALVTEGINT L

\iTO

« terminal monitor : BIED CLIE v 3 > Tsyslog A v E—VUNFREINDEHICLET,

eterminal width : = Y —/Lt v g VHICERT ABROELZZRELET,

show terminal =~ > KTl terminal pager DR EIEF RSN E A,

&Iz, showterminal =~ > FOHAOHIZ R LET,

ciscoasa# show terminal
Width = 80, no monitor
terminal interactive

BEav> K

avy kR

i

clear configure terminal

IR DFRIEHEL 7 VT LET,

show t .



. show terminal

. show t

showt |

avy kR

Bl

pager

Telnetz v > 3 T l——more——] a7 FRERENDETD
ITHAEFRELET, Zoa~vr Niiar74Xab—r g g
FanFEd,

show running-config terminal

BUEDIMARREEZ R LET,

terminal interactive

CLIT? 2 AT 5 &, BAEDCLIE v ¥ 5 v TALTEHIC
Lij‘o

terminal monitor

BIEDOCLIE v v a o Tsyslog A v E—UNERRINDHEIITL
£

terminal pager

Telnet ¥ v 3 T l——more——] a7 FRERENDETD
ITHEFRELET, Zoa~vr Niiar74Xab—y g g
FEINFEHEA,

terminal width

aryy =)y va PR OEROBEZHRELET,




| showt

show threat-detection memory .

show threat-detection memory

B DEREA

AU R TIHIE

AR E—F

threat-detection statistics 2~ > RIZ K D A =TV &N D, BB OFEHIFEEHE <
ENnb ATV BERTHITIE, $5HE EXEC ©— R T show threat-detection memory =2~ > K%
AL £,

show threat-detection memory
Zoavy RIZIFBIEERITF—U— REH Y FHA,
774N N OEERLEIZH D EE A,

WDFEIZ, a~vr REANTEDLE—FRE2RLET,

avy RE— 7747¢T_»%_P X2 FoarvTFERER
K
=Ty F | FSVRART |V T)L <ILF
Ly bk
SUFER b | VRFL
¥#HE EXEC o s o %G o s . L

avy FERE

FEREDAA RS>

3l

Jy— EEAE
A

8.3(1) Zoawy RBBINEhE L,

BRI > TE, REDOAFY ZHEHALT, ASADNRT 3 —< L RACHBEEZ 52 LN
HVET, ZOawr REFHTAE, BN UTar 74 Falb—ra a2 TEs L
ARV HHAREE=F—TEET,

&IZ, show threat-detection memory =2~ > ROH Nl z R~ LE9,

ciscoasa# show threat-detection memory
Cached chunks:

CACHE TYPE BYTES USED
TD Host 70245888
TD Port 2724
TD Protocol 1476
TD ACE 728
TD Shared counters 14256
Subtotal TD Chunks 70265072
Regular memory BYTES USED
TD Port 33824
TD Control block 162064
Subtotal Regular Memory 195888
Total TD memory: 70460960

show t .



showt |

. show threat-detection memory

BEa<v> R av R SRER

show threat-detection statistics host RANOFHEIEREFERLET,

show threat-detection statistics port A— PO EREFERLET,

show threat-detection statisticsprotocol | 7= f 2 /L O EHEREF R LE T,

show threat-detection statisticstop A7 10 7 F COREHEREZ R R L ET,

threat-detection statistics BpR H DFER R G R A A R — 7 /T LE T,

. show t



| showt

show threat-detection rate .

show threat-detection rate

threat-detection basic-threat ==~ > RZ{#i [l L TR R BB OME 2 A 2 —T M T 5 &
HbE EXEC &— R C show threat-detection rate =~ > R&2#HH L CHEHERZFRTXFET,

show threat-detection rate [ min-display-ratemin_display _rate ] [ acl-drop | bad-packet-drop |
conn-limit-drop | dos-drop | fw-drop | icmp-drop | inspect-drop | interface-drop | scanning-threat |

syn-attack ]

B DEREA

acl-drop

UEE) 727k A VA PMNCTIHERENZEDIZ Ry a7y b
I/—F%_’i%ﬂ?biﬁ_o

min-display-rate
min_display rate

(ER) B/IhFERLV— b (BEH- 04X ML) 2B -4 ER
EONFREND X ITHIBRL £9, min_display ratei, 0~2147483647
DEICRETE LT,

bad-packet-drop

=R "7y MERUZERY 238 - T (invalid-ip-header £ 72 1%
invalid-tcp-hdr-length 72 &) fEG SN7272OIZ ey P& Ty R
L—bh2FRRLET,

conn-limit-drop

(FE) BEHIR (2T L2k U Y — ZHIIRE L OGRE S 7= iR
D) ZBZT-OIC ey XENZ " ry hOL— FEFRRLET,

dos-drop

({EE) DoS K% (XN SPIRAT — "INV 77 AT U —)L Fx v
JRERETRE) R LIl ke yTan- "y boL— &2k
ZT—\‘ L/SETO

fw-drop

(ER) ERTZ 7 AT U= Fxy ZITAGKE Tl Fry 7
ENTARTry hOL— b eFRLET, ZOFTvavid, Zoavy
ROZ7 7 AT U 4—MIEE L=y b ey T2 T _XRTEDEAL—
FTY, 77 AT U —ABELSND Fr v (interface-drop.
inspect-drop. scanning-threat) ¥& L FEH A,

icmp-drop

ER) DO LWICMP N7y MBI SNz diz R v 7 Eax
oy hdOL—RMeRRLET,

inspect-drop

BB 77V r—vary A VAT v a VNIRBKIE T2 v R
JFRTRey 7EN7"ry hob— MilRZFR R LES,

interface-drop

ER) A ¥ —T =4 AOBAFMPBPIFRKNT R e v 7 ENTZ7ry hD
L— MMl ZFR L E T,

show t .



showt |

. show threat-detection rate

scanning-threat UERE) Ax vy REPKR SNz ey s ry hol—
MR LET, 2047 a TR, 72 23RO TCP /37 v R
SYN /3% R Tl FFRA Y == A N2 Rz A 7 T TCP #i
R LT EDAF v VB E =X — LET, TIA¥ v UERR
Hi (threat-detection scanning-threat =~ > K&Z& M) TiX, ZOAF ¥
VIR L — MERAWNEL, AR MERBEE L Lo L THBIIZE
Wrd 22 lickoTHLLET,

syn-attack (A7 a) TCPSYN MBS REY F— 472 LD UDP v a K
. REe2hEyaryPNERTRey SNy hoL— &
FoRLET,

SR R FIA R AN R I TEREELAVES, TRTOA S MRARRShET,

avy RE—F WROFIZ, a~2 REATITEDHE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F tXaYF4arTFEFR b

k

=Ty F SRR |V TL <ILF
LYk
AVTHFRE | VAT A

¥l EXEC o 3fhis o 3fhis o 3fhis — —
avy FERE Jy— ZFEAE

R

802) Zoa=r RpNBEMENELE,

82(1) NR—2 K L—FHBEOEHL— TR 600D 1063000 1 ICEEINE LT,

82(12)  BEA XL PMZOWTIE, YETT 4 (EKE) LoULREENSEMICAETE SN
F L, BEARNCMISHITEIC MY A—TEF T,

FEREDHA KS4Y T A AT VADHITIE, ROBEPERSNET,
s —ERFRICB T D L— bk (f X M)

KT LTt D= MEIBRIZEBIT DBED/R—R2 N L—F (A XV Nufp) . —2R
F%@i\¥WV~FW%®Um&JO@®O%\&%%Wﬁ%wﬁ5®%@

o L— b OSHIBR 28 2 72 B
« EE SN BIRICE T 54 <~ FORFHEK

ASAE, WL — FHEIBANTA X v bE30EIFELET, 2F V. ASAIL, AF30
BOFE T A=A MEE T, HF3—2 MR OKDbICL— b 2F =2 v 7 LET, BEEITHO
RFET A=A ML, FHL—MIEGENERA, 2 2E, FBL— MHEFE 10 5508

. show t



| showt

show threat-detection rate .

A, N—Z MEMIZ 10 B TT, H&KEO/S—Z MEFEDS 3:00:00 205 3:00:10 ETTH-T2HE
IZshow <> R%& 3:00:15 IZHT 5 &, mEZEOSBOOEFERIFHEINCEENETEA,

ZON— BT HME—DRFINE, AR RV MREFET S L X, RET A= MNEFEO
ARy MR RSV N2 N (130 EH) O X2 MLV T TICZL o TV EGEE
TT, ZO%HA. ASAIL, HEOD 59 BIOE TR CERA X MIEZFHA L, ZORERTO
KRIET/N—=A MEROA Xy MEAEMBELET, ZOFIMILY . A X2 Mo RIEREN%
UTNEA LTE=FZ—TEET,

B KIZ, show threat-detection rate =< > RO NI ZR L ET,
ciscoasa# show threat-detection rate
Average (eps) Current (eps) Trigger Total events
10-min ACL drop: 0 0 0 16
l-hour ACL drop: 0 0 0 112
l1-hour SYN attck: 5 0 2 21438
10-min Scanning: 0 0 29 193
l-hour Scanning: 106 0 10 384776
l-hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
l-hour Firewall: 76 0 2 274844
10-min DoS attck: 0 0 0 6
l-hour DoS attck: 0 0 0 42
10-min Interface: 0 0 0 204
l-hour Interface: 88 0 0 318225
BEI< avw Uk EBA

clear threat-detection rate HABERIHOREHERE 2 V7 LET,

show running-config all TRt a7 4 Xal—va v EFRLET, MR

threat-detection L= FREE LTOROESAIET 7 40 O L— RRE

bR RIINET,
threat-detection basic-threat EAREZBBHBHE A 2= VI LFET,
threat-detection rate AR N BATT OB L— NERERELE
R
threat-detection scanning-threat BB DO AX ¥ A X —T WIZLET,

show t .



showt |

. show threat-detection scanning-threat

show threat-detection scanning-threat

threat-detection scanning-threat =~ > K& L TAFX ¥ L IZ L 5B OMEZ A 2 —7 VI
L7=%8 1%, ¥iHE EXEC & — R C show threat-detection scanning-threat =~ > K& 9 5%
L WEEBIOHBENG L GHEINTARR MRERRINET,

show threat-detection scanning-threat [ attacker |target ]

¥EXDEHEA dtake  ((T75) WEBLHFRANDOIPT RLAEZFERLET,

target (A 7Tz ) WENRKAIDIPT FLAZFRLET,

ARV EFI4NA L T 74N FOBEREIZH Y A,

aAavy RE—FK WROFKIZ, a~v REAN)TEDLE—FEZRLET,

OAXVFRFE— | T7AT7I24+—ILE—F X2 FoarvTFEREB
K
=Ty F FSURART (VT T ILF
LYk

QUTERE [VRTA

¥¥HE EXEC o Xt o %G o s _ L
vy FERE Jyy— FTEHRER

A

8.02) Zomvr RPMBIMShELE,

8.04) RHLFTHF A NI [&SubnetList] #Fr~TA5LIICEHFINE LT,

82Q2)  BHA Y MIOWTHL Y ETT 4 (A LULAEE 5 BAIC A S
ELI, BBASY MESHT I R H—CEET,

9.0 A =T A AEFERNPHETBIMENE Lz,

I KIZ, show threat-detection scanning-threat =~ > KO 2R L E T,

ciscoasa# show threat-detection scanning-threat
Latest Target Host & Subnet List:
192.168.1.0 (121)
192.168.1.249 (121)
Latest Attacker Host & Subnet List:
192.168.10.234 (outside)
192.168.10.0 (outside)
192.168.10.2 (outside)
192.168.10.3 (outside)

. show t




| showt

show threat-detection scanning-threat .

192.168.10.4 (outside)
192.168.10.5 (outside)
192.168.10.6 (outside)
192.168.10.7 (outside)
192.168.10.8 (outside)
192.168.10.9 (outside)
EEa<w ok av Uk B

clear threat-detection shun

PR RN D AR M &AL ET,

show threat-detection shun

BUERBE SN TWH R R FERRLET,

show threat-detection statisticsprotocol

v ha Lo EREER R LET,

show threat-detection statistics top

EAL 10 AL E TORMEHERZZ R LET,

threat-detection scanning-threat

ERHREDOAX ¥ B F—T M LET,

show t .



. show threat-detection shun

showt |

show threat-detection shun

threat-detection scanning-threat =~ > K& L TAFX ¥ L IZ L 5B OMEZ A 2 —7 VI
L. WETAA N & BERYICEDE L7255 13, $7H EXEC & — R C show threat-detection shun
a<wy REFHATLE, BERBESNTWAERA MRERRENET,

B DEREA

AU R TIHIE

show threat-detection shun

ZOawy NIZEBIEELEFZF— TV —FEH D TH A,

T 7 4V N OEWERMEIZH W FH AL

aAavy R E—FK WROFIZ, a~v REANTEDLE—FEZRLET,

aAY U RE— | D747 94— ILE—F XT3 TFRE

K

IL—Tv K FSUARRT (VUL TILF
Lk
AVTFEFRE (VAT LA

¥t EXEC o KHIE o KHRE o KHRE — —
avy FRERE J)— ZEERNE

x

802) Zoa~wr RNBIENE L.

82(2)  BA R MIOWTIR, Y ET T 4 (EKE) LU ENSEBAIICEE I

F L, BEANCMISHTEIC N H—TEET,
9.0

HEREDAA K1Y

il

A B =T A AEFHRBHITBINS L E L7,

PEBRA R0 D AR A N & BRIV D ITIE,

clear threat-detection shun =~ > RafEHA L £,

&Iz, show threat-detection shun ==~ > RO I Z - L £,

ciscoasa# show threat-detection shun
Shunned Host List:

(outside) src-ip=10.0.0.13 255.255.255.255
(inside) src-ip=10.0.0.13 255.255.255.255
BEavF avw kR s BA

. show t

clear threat-detection shun

PRI RN D AR M ERINLET,

show threat-detection statistics host

RA SOFEHERZZR LET,




| showt

show threat-detection shun .

avy kR

B

show threat-detection statisticsprotocol

7'u b AL oOmEHERER R LET,

show threat-detection statisticstop

EAL 10 A2 E TORMEHERZZ R LET,

threat-detection scanning-threat

EEREDAX ¥ B A F—T M LET,

show t .



showt |

. show threat-detection statistics host

show threat-detection statistics host

threat-detection tatisticshost =~ > R & i [ L CEBOFFHE SR 2 A 1+ — 7 /W L1285 ATE,
¥54E EXEC & — R C show threat-detection statisticshost ==~ > R &4 25 &R 2 MEEHEH
NFRENET, BEBRHEFHERIZIZ, FAIBLOFay 7S 770 v 7 L— FBRE
RENET,

show threat-detection statistics [ min-display-ratemin_display rate ] host [ ip _address [ mask ] ]

BXDEREA

ARV ETIAILE

AR E—F

ip_address (&) BEDKRZ FOFHIEREZFRLET,
mask (EE) RARIP T FLRADY T Xy b v R 7 2R ELET,

(B R — b (BRHTZ0 04X M) 22T
FHEMIZ TR R R END L ITHIR L E3, min_display ratel,
0 ~ 2147483647 DEIZRETE £ 7,

min-display-rate
min_display rate

77 4V FOBIEREIZH Y EE A,

WDFEIZ, a2 REANTELE—RERLET,

ARV KE— | 774724 —ILE—F XAV T4aAVTHFRE
k
=Tk |FSVART | LUT)L RILF
L2k
AVTHFAL | VAT LA
$¥HE EXEC o Xt hta o St o s . 7

av Y RERE

JU— EERR

802) Zoa~wr RNBEIMENELE,

82(1) NR—2 bF L—FEREOEHL— N 605D 1163050 LIZEEINE L,

82(2)  BA R MZOWTIH, YETT 4 (ERE) LR EENSEAICETSR
F LT, BEANRMISHTEIC R H—TEFET,

BRLDHA KSAY TAAT LA DHNCIE, ROBHEBRRENET,

. show t

« EE SN OYEE L— b (N2 MR

T LTe B D= A NHEIRBIZBIT 2HEDNS—ZA F L— |k (X2 MNURD) . N—2R
MERBIE, EHL—MEBD 130 £ 10D 5, ELHMRKREWIE) DR

cL—bEEE LR (Fry 7SN T 7 4 v 7 OFEHERDBEIZIRD)




| showt

il

show threat-detection statistics host .

« BESHEHBICBIT DA Xy hoAEK

ASA L., FHL— FERANTA X b AT b Z230EIFHELET, DE 0. ASAIL. A#F30
D5 T /N—2 MEBRT, £3—2 MoK bYIcL— 2T v LET, BEETHO
RFET A=A MEFEIX, FHL—MIEENEEA, =& 2E, L — MEREA 20 53D
A N—2 FREIRRIZ 20 I 0 4, RBEOAS—Z FEFE2Y 3:00:00 ~ 3:00:20 T, 3:00:25
show 2~ > REMHEHTH L, KEO S HEITHENICEENETA,

DN DME—DFIINE, AEA NS NEERRT D L &S, RET A=A MNEFEO
AR MRS EO A= MEE (1B30fHEH) OA X2 MLV T TIZEZL o> TWADEE
TY, ZO8%A. ASAIL, KEBED 29 RIOSE TR CERA X MIEZER L, ZOREETO
KRFET/N—Z MEROA X MEEMAELET, ZOFIMIED . A4 X2 MO KIg/ %
VTINEA L TE=H—TEET,

&Iz, show threat-detection statisticshost ==~ > RO H Iz R L £,

ciscoasa# show threat-detection statistics host
Average (eps) Current (eps) Trigger Total events
Host:10.0.0.1: tot-ses:289235 act-ses:22571 fw-drop:0 insp-drop:0 null-ses:21438 bad-acc:0

l-hour Sent byte: 2938 0 0 10580308
8-hour Sent byte: 367 0 0 10580308
24-hour Sent byte: 122 0 0 10580308
l-hour Sent pkts: 28 0 0 104043
8-hour Sent pkts: 3 0 0 104043
24-hour Sent pkts: 1 0 0 104043
20-min Sent drop: 9 0 1 10851
l-hour Sent drop: 3 0 1 10851
l-hour Recv byte: 2697 0 0 9712670
8-hour Recv byte: 337 0 0 9712670
24-hour Recv byte: 112 0 0 9712670
l-hour Recv pkts: 29 0 0 104846
8-hour Recv pkts: 3 0 0 104846
24-hour Recv pkts: 1 0 0 104846
20-min Recv drop: 42 0 3 50567
l-hour Recv drop: 14 0 1 50567
Host:10.0.0.0: tot-ses:1 act-ses:0 fw-drop:0 insp-drop:0 null-ses:0 bad-acc:0
l-hour Sent byte: 0 0 0 614
8-hour Sent byte: 0 0 0 614
24-hour Sent byte: 0 0 0 614
l-hour Sent pkts: 0 0 0 6
8-hour Sent pkts: 0 0 0 6
24-hour Sent pkts: 0 0 0 6
20-min Sent drop: 0 0 0 4
l-hour Sent drop: 0 0 0 4
l-hour Recv byte: 0 0 0 706
8-hour Recv byte: 0 0 0 706
24-hour Recv byte: 0 0 0 706
l-hour Recv pkts: 0 0 0 7

K 13212, 74—/ FORBMAZRLET,

show t .



. show threat-detection statistics host

showt |

3= 2: show threat-detection statistics host D 7 1 —)L F

T4—ILF

BLL]

A A b (Host)

AARDIPT RLAERFRRLET,

tot-ses

RAMNT —=HZRXR=2|TBEMENTURED, ZOKRANTORHEY g~
¥AaEFRLET,

act-ses

RASPRBUEBMR L CWA T 7T 4 Tty va VOGFHHEERRLET,

fw-drop

T7AT U= NTORay THERRLETST, 7747 U4—/L Ky
Tk, BARZBERE CEBSENTZT_XRCOT 7 A4 T 74— /LBED v K
KNey 7E2E0HAEbEL— T, JHUdlE, 7782 U X NTOHE
. RES b BEGHIROEIE, DoSKEE 7 v . Bt LVWICMP /<
v by TCPSYNKEBEAR 7y h BLXORY T =472 LOUDP v 3 v
Wy N EREENET, A V¥ —T oA AOWBER, TV r—
Var A UART g VTREONT y b AX v VIEORKRN R L
T7AT VA —VZEHELRW STy b Fey 7 3EEnT0nEREA,

insp-drop

TN r—var A VAR a NIREBIZR oIl Re vy T E R
7oy N EFRIRLET,

null-ses

XNy arOBEEFERLET, Xy vardid, FA4LT 7T
BETOIOLNIZE T L2272 TCPSYN Yy arv e, Byvayw
DEAE SN TS 3R LNIZY — = 5T — X OEE N2 0> 72 UDP & v
a1,

bad-acc

PAL HNTREBD AR A R DR — M 2 RIERT 7 & 2O T A R~
LET, A= X Lty g RE (ERRE23R) ThoeHEIns
&L ARA RDOR— MRREIZHOST PORT CLOSEIZFHESNE T, TDOHEA
ROR—=MMZT 7 EALLD ETH2 AT 2 MITRT, HA4 LTV b
HETICTSARET 78R LTI NET,

Average(eps)

FHEBICBT 5L —F (A~ MUW) 2FRRLET,

X2 VT4 T IA T RE, BEF30EIOE T LIz A—Z FER T, %
N—Z MR OK TR 7 > "N E R LE T, BUEEITHORRE T /3N—
Z MR, EHL— MCEENERA, 2L 2E, FEHL— MRERRE 20
DDA, N—A MEBIE 201280 £, O S—Z FEBEAY 3:00:00
~ 3:00:20 T, 3:00:25Z show =~ > R&HT D &, KED 5 BEIZH S
WCEENEE A,

ZON— BT DME—DFISNE, AR XY MR EHET D L XD, KR
TAR—=Z MEBDA X2 MR D HVI— 2R bFﬁ&% (13018 H) DA~
FEE VT TICEL o TWABEATT, 2D . ASA X, FHED291H]
@%T%%féﬁ%xybﬁ%%%b\%@%mfwimTA~XbW%®
AR MEEME LET, oMk, 40 MO KIEZR88mE U 7
NWHEA K TE=H—TEET,

. show t



| showt

show threat-detection statistics host .

J4—IJLF 5 BA

Current(eps) KT LT ON—Z MERBICBIT BBIENS—X F L— bk (£ X2 MEAD)
PERRLET, N—2 MERIX, EHL—FERO130E 10D b, F
HHMMREVIE D T, Average(eps) DA TRrEIN=BHDLE, BEL—
i 3:19:30 ~ 3:20:00 ® L — K T3,

Trigger FayFanfz "7y b b— hOHIREZBEE L ZFEPARRINET,

EZENAL Ry FOITTHRESNTEAEN R N T 74 v 7 OFE. 2D
EIXHEIC0TY, i, A v I 74 v 2% N H—F2%L— MMEFER
RN T,

Total events

%L — MHRBICBT 24 X FoGFHIERTLET, BUEEITHORET
N—2A MEFEX, AR Xy MUCEEREE A, 20— BT HME—
OFEIMT, AitA Ny MEEFHET S L X0, RE TR MEROA <>
NI b O S—Z MG (130 H) oA R LIV T TIZEL 2o
TWAHHETT, ZOHE, ASAIE, KED 29 RIOFE TR CTHEEH X
NEERHE L, TORERTORTE T N—A MEROA X2 MEZME L E
T, ZOFBMCLY ., A X MIOKIERENE VTV E A L TE=F—T
xFET,

20-min,
1-hour, 8-hour,
¥ X ¥ 24-hour

T 74 R T, 3250 b — MERENFERZILE T, threat-detection statistics
host number-of-rate=~ > R&fEHAT 5 L, L— NEROEEZHS T &0
TEXET, FAMEHERTIIREDO AR Y NMEHA SIS 20, L— Mk
O¥MEZET 7NV D3 XVWOLTE, AEVHEHRERRFBLEST, 20

F—U—RZIRET D&, HED L — FEEHEHERZ TR SNE
T HZE2ICRET DL, 2 2OKHOMBA RSN ET,

Sent byte RAMPBIERICEHE INToNAS MIERTRLET,

Sent pkts RAMPOIEFICHE SN Ty NIRRT LET,

Sent drop RAMNBEREENT ATy FOFT, A%y VHBEO—FHTH 72720
ey 7SNl Ty MizFRRLET,

Recv byte RAMPIEFICZAG Lie A MIERTRLET,

Recv pkts RARNPIEFICZAE LIy M ERRLET,

Recv drop RAIBZELERRYY FOFT, ZF 3 L WEBO—IBThol272DIZ K
0y T ENTANTy MUEFRRLET,

EEa< U FR avo kR BEL]
threat-detection scanning-threat BEBRHD AR v A F—T ML ET,

show threat-detection statisticstop | iz 10 i & TofEHEE % R L7,

show t .



. show threat-detection statistics host

. show t

avy kR

B

show threat-detection statistics port

R— b OREHERZFZ R LET,

show threat-detection statisticsprotocol

7'u b A OREHEREFR L ET,

threat-detection statistics

EROMHEREA 2 —T M LET,

showt |



| showt
show threat-detection statistics port .

show threat-detection statistics port

threat-detection statisticsport =~ > R & L CEBOFFHERE A X — 7 /WIZ LTcH A1,
¥#HE EXEC <& — K C show threat-detection statisticsport =~ > K& {#H9 25 &, TCP A— bk
FOVUDP A— M OMEHERNFE RSN ET, BERHFGHERICIT, FFrlB L0 Fr vy 7
NI 7497 b—IBERSINET,

show threat-detection statistics [ min-display-rate min-display-rate ] port [ start port [ -end_port
1]

X DA start_port [-end_port ] ULEE) 0~ 65535 DRDEEDFR— ~E 13K — P OFE
fEMERRLUET,

min-display-rate ULE) ERL— b ERHmY oAy MY AT

min_display_rate FRHERZ T N ER SN2 K O ICHIR L £, min_display_rate

L. 0~ 2147483647 DEICFXETE £,

ARV EFI4NAL T AN FOBEREIZH Y EE A,

aAavYRE—FK ROFIZ, a~ FE AN TELE—RERLET,

aAY U RE— | D747 94— ILE—F tXxaYF4aTFXR b

K

IL—FTv K FSUARRT (VUL TILF
Lk
AVTXAR [VATLA

¥t EXEC o KHiE o KHiEs o KHiEs — —
vy FRERE J1)— ZEERNE

z

8.02) Zomvr RPBIMShELE,

82(1) N—2 |k L— FUROFHL — R 605D 11530050 1ICEBFEINE L,

82Q)  BHA Y MIOWTHL Y ETT 4 (A LULAEE D BAIC A S
F LI, BBASY MESHT L R TR ET,

FEREDHA RSAY TAATLADOHINIE, ROERPFTRSNET,
« [HE SN O L — b (f R MURD)

KT LT o= FHRICBT 2B(ED A=A b L— b (A X2 M) , =2
FMERRIE, B L— FREIFRO 130 £ 10D 5B, EHLREWIE D OFIE

show t
I T



showt |

. show threat-detection statistics port

3l

. show t

e L— hEBB LR (Fay &N RT 7 4 v 7 ONHBHMOBEEIZIRED)
[FESNHRICRBIT S5 A X2 FOBEK

ASA L, FHL— MERBNTA XU b o> b&30EFHELET, 2F0, ASAIE, &7F30
[O5E T /8= MEFET, £3—2 M oKbYIZL— T v 7 LET, BEETHO
REET/N—Z MR, FHL— MIEERETA, & 2IE FHL— MR 20 2508
Ay AN—A MHRRIZ 20 I27e 0 £F, &EDOS—A MRS 3:00:00 ~ 3:00:20 T, 3:00:25 (2
show =< > REMHT 5 &, &ED S HRITHDICE ENEE A,

ZON— BT HME— DB, AR ARV MEERE TS L X, RETAA—R MEEO
AR MRS A= MERE (130fHH) OA X2 MEEY T TICEL o TWDHEHE
TY, ZO%A. ASAIL, KED 29 BIOSE TR CERA XV MEEZFHA L, ZOREETO
RIET/N—A MHROA Xy MEEMAELE T, ZOFIMILY, A X2 MEoKige8n%
UTNEA LTE=H—TEET,

IZ. show threat-detection statisticsport ==~ > KD HF Bz~ LET,

ciscoasa# show threat-detection statistics port

Average (eps) Current (eps) Trigger Total events

80/HTTP: tot-ses:310971 act-ses:22571
l-hour Sent byte: 2939 0 0 10580922
8-hour Sent byte: 367 22043 0 10580922
24-hour Sent byte: 122 7347 0 10580922
l-hour Sent pkts: 28 0 0 104049
8-hour Sent pkts: 3 216 0 104049
24-hour Sent pkts: 1 72 0 104049
20-min Sent drop: 9 0 2 10855
l-hour Sent drop: 3 0 2 10855
l-hour Recv byte: 2698 0 0 9713376
8-hour Recv byte: 337 20236 0 9713376
24-hour Recv byte: 112 6745 0 9713376
l-hour Recv pkts: 29 0 0 104853
8-hour Recv pkts: 3 218 0 104853
24-hour Recv pkts: 1 72 0 104853
20-min Recv drop: 24 0 2 29134
l-hour Recv drop: 8 0 2 29134

F 13212, 74—V FOBHEZRLET,



| showt

show threat-detection statistics port .

%= 3: show threat-detection statistics port D 7 4 —)L F

TJ4—ILF

Bl

Average(eps)

FHRBICRB T 2L —F (A~ b UW) 2FRLET,

X2 VT4 T TIAT U RE, BEF30EIORE T Lz 3A—X MNEE T,
KX— A MR OK TERIC A > MEE R L ET, BEETHORE
TA—Z MNERRIZ, FHL— MIEENETA, 22X EHL— b
MR 20 73 DA, /N—A MEBRIZ 20 12720 £9, HEDONS—R b
1B 23 3:00:00 ~ 3:00:20 T, 3:00:25 (2 show =2~ R&fEifHd 5 &, &
%O SHEITHDITEHEENREE A,

DI HME—DORISMNT, B XU N EHET D EEIC,
KRIET/N—=A MEFROA X MRS d Vo y—2 kg (130 f# H)
DARY MLV T TIZEL o> TWBEAETT, ZO%E, ASA I,
B D29 [EDO5E T IR TEFA Ny MEZFHE L, ZORETORET
N—A NHROA Xy " EEMRE LT, ozt £ b
DOKIEREEIME ) TIAVH A A TE=H—TEET,

Current(eps)

BT LB ON—2 NERIZB T 2BIE A=A h L— K (40 MY
) #FRLET, N—R MERRE, L — RO 130 L 1080 5
B, EBLOHREWVWIE I TT, Average(eps) D TR I =B DA,
BE L — ME3:19:30 ~ 3:20:00 O L— K TT,

Trigger

KFay 7Infc Ny b b— FOfREZ i U2 BN R I ET,
EZENAL Ty NOITTIRESNTEADR N T 7 4 v 7 OGA.,
ZOMEIFFIZ0TET, ZhE, AR NI T v B NI H—THL—
FRIBR S 22N =D T,

Total events

%L — MERRIZHBIT 24 Xy FORFHBEFR R LET, BEETHOR
SET /3= MHRRIX, B4 X MIUCEENETFA, ZONL—ZE
T oME—DFISNE, AR XU MIERTRET D EXIT, RETAA—A R
MDA Ny "D bV S—Z Mg (130 E) oA x> M X
DT TIZEL 2o TWAHBEATT, ZOHA. ASAIL. HED 29D
TR CTERA Ry MEEFAE L, ZTORERTORE T /N—Z MERO
AR MEEMELET, 2O LD, A2 MO KIE B8N %
VTP NEA LTE=Z—TXFET,

port_number Ny NETIIANA MREGE, ZE EFRiEFey sz, A— D
/port_name FrLAeFRLET,

tot-ses TOR—F DBy rOEHBEERLET,

act-ses RN—=IDRREFBRLCNWDET 7T 4 Tty v a OB EFRRLE

TO

show t .



. show threat-detection statistics port

showt |

J4—)LK 5581

20-min, 1-hour, | ZHLHOMEE L — MHKREICK T DFEHERAE R T L ET,

8-hour, LW

24-hour

Sent byte A b B IEF IR SN2 MEERTFLET,

Sent pkis R— h DB EFICEE ShI sy MEERTFLET,

Sent drop A%y VD T o1 IhIC KRy TS NFz, K b bRIES
Ny MR FRLET,

Recvbyte K MVERICER LT MREZRLET

Recv pkts K FSERICEE LIy NIRRT LET,

Recv drop AX oy VHIED—H T o7 I Ky TSR, K B LT
Py MEERTRLET,

MEavF AT F 58
threat-detection scanning-threat BHRHDOAX ¥ A F—T M LET,

. show t

show threat-detection statisticstop A7 10 7 F CORFHEREZ RS L ET,

show threat-detection statistics host RANOWEEREZF R LET,

show threat-detection statisticsprotocol | 7' = r 2 /L O#FER A>T LET,

threat-detection statistics B ORISR E A X — T NI LET,




| showt
show threat-detection statistics protocol .

show threat-detection statistics protocol

threat-detection statisticsprotocol ==~ > FZ&ffi ] L TEBOMEHEHRE A 11— 7 M LTIZ5E
%, ¥i#E EXEC = — KT show threat-detection statisticsprotocol =~ > R&HEH4 5L, IP 7
B k3L OREHERPE R SN E T, BRI ERGHERICIE, PRI ey FEnE T
T4 w7 L— EBRERRINET,

show threat-detection statistics [ min-display-rate min_display rate ] protocol [ protocol _number
| protocol_name ]

EXDiRHA protocol _number () 0~255 DO ED T o h a L& RO EREFFR L
\i‘a—o

min-display-rate (L) BhRL— b (BRHT=0 oA ~v MY 2 7wt
min_display_rate R NEREIND L HICHIBRL £9, min_display rateid, 0~
2147483647 DEIZRRETE £,

protocol_name (EE) FEDOT v b a A oOREHEREF R LET,
«ah
- eigrp
*ep
- gre
«icmp
*igmp
*igrp
.ip
* ipinip
* ipsec
* nos
* ospf
* pep
e pim
* pptp
- snp
. tcp
e udp

show t
I N



showt |

. show threat-detection statistics protocol

AR R TFIHILE

AR E—F

77 4V FOBERLEIZH D EE A,

ROFIZ, A~ P ANNTELHE—FaxRLET,

ARV RE— | I7AT I+ —ILE—F t¥aYFAAVTERE
k
=Tk |FSVART | DUT)L RILF
LYk
AVTHFRAM | VATLA
¥5#E EXEC o Xt hta o St o s _ 7

avy FERE

FEREDAA RZA4 Y

3l

. show t

JU— EERE

802) Zoa~wr RpNBEIMENELE,

82(1) NR—2bF L—FEROEHL— N 605D 11630500 1ICEEINE L,

82(2)  BEA Ny MIOWTIE, YETT 4 (ERE) LIVBEENLEMICAE SN
L, BEANRY MES T LT P A—TEET,

T A AT LA DI, ROEENERINET,
HE IR O L — b (f X2 N/RD)

T LIEHRBED A=A MHRIZB T 2B AEDNN—A F L—h (A~ M) . N—2R
MR, R L— FREIFRO 130 L 10D 9 6, EHBREWIE D ORR

s L— FEABBLEEE (FayFENE T 7 4 v 7 OFEFHBROEAICIED)
cBESNT-HBICHB T HA R NOAEK

ASA X, L — FHBNTA XY MO bE30EFELET, 2F 0, ASAIL. AFF30
FOSE T /N—A MNEHRT, &3 MoKk bYIcL— R aF vy LET, BUEEITHO
RIE T A=A MEBRIZ, L — MIEENERA, 2L 2FE FHL— FEBE 20 53D
Ay AN—A MHRRIZ 20 2720 £F, H&EDOS—A MRS 3:00:00 ~ 3:00:20 T, 3:00:25 |2
show =~ REMHT2 &, &EO SPRITHAICEENLEE A,

ZON— BT HME DB, AR ARV MEERE TS L X, RETAA—2 B
4m/bﬁﬁﬁ%ﬁwA—XFWm<um@E>®4m/bﬁibﬁf %L 2o TV DEA
TY, ZO%A, ASAIL, KED 29 RIOSE TR CERA X MEZFAR L, ZOREETO
RFET/N—A MEROA XY MEEMAELET, ZOFIMIE D, X2 MO KIg Mm%
VT NVEA LTE=F—TEXET,

&Iz, show threat-detection statisticsprotocol =~ > KO HHI %R L ET,

ciscoasa# show threat-detection statistics protocol

Average (eps) Current (eps) Trigger Total events



| showt

ICMP: tot-ses

l1-hour
8-hour
24-hour
l1-hour
8-hour
24-hour

Sent
Sent
Sent
Sent
Sent
Sent

show threat-detection statistics protocol .

:0 act-ses:0

byte:
byte:
byte:
pkts:
pkts:
pkts:

1000
1000
1000
10
10
10

O O O O o o
O O O oNOo
O O O O o o

F 13212, H7 4 —/V FOBHEZRLET,

3 4: show threat-detection statistics protocol D 7 « —)L F

J4—ILFK

L]

Average(eps)

FHBEICB T 2 EL— b (A2 M) 2FoRLET,

X2 VT4 TTTA T URIE, AHB0EIOFE T Lz N—Z MEFET,
BN—A N OK TR 7 v MEERTE L E T, BUEEITTORTE
TA—Z MR, EHL— MIEENEFA, T2& 2, FEHL— |
MIRE2S 20 S0 DA, /N—A MEBRIX 20 12720 £4, HEDO/S—RZ b
RFRE2S 3:00:00 ~ 3:00:20 T, 3:00:2512 show =~ KA+ 5 L. i
%o 5 HEIZHICEENET A,

ZON—IRBIT HME—DBISNL, AFA Ny NIRRT S & X,
RIET/S—A MEROA X MRS drvS—2 MiEkE (130 18 H)
DARY ML TTICEL o TWAIEETT, Z0HEA. ASAIL,
BHEDO29EOF TR AR ANy MIAEFE L., ZORETORET
N—A MNEBEDOA X MEEMELET, ZoFFMNZ LY. A2 MK
DKREREENE Y TNAH A LA TE=F—TEET,

Current(eps)

BT LIERZEDO A=A MERRICBIT 28/ N—Z b L— |k (X MY
) #FoRLET, N—2 MNEBIE, B L— MEREO 1/30 & 10 o
2B, ELHKREWVWIED TT, Average(eps) DBl TR S 7=l DY
A BUE L — X 3:19:30 ~ 3:20:00 O L — h T,

Trigger

Fay sy b b— FOBIREA iR L7-BIEA R RS NE
T EZENA MRy NOITTRESNTZAEN IR NT 7 4 v 7 O
B ZOEITEIC0 T, 2L, B R NI 74y 7B NI T—T 5
L— MRS 72N 20 T,

Total events

&L — MERRIZBIT 24 X FORFHBAERRSLET, BUEETHOR
SET /A=A MREIRRIX, ARt XY MU EENERFA, ZON— Tk
T oME—DFISNT, GEIA N MEERERT DL XIT, RET/A—R b
MR A S DR S TV S— 2 MERE (1308 H) oA v Mgk
DT TILZL o> TWAHHAETT, ZO%AE. ASA X, &#%ED 29 [HD
SETHBETER ANV MEHAEL, ZORRTORE T /3—R MilE
DAXRY MEEMELET, ZOFSMNIED A X2 MO KIE 20
BEUVTNEA LTE=H—TEET,

protocol_number
/protocol _name

Ny NERZIEFEAAL DREE, B FEFeyrEnk, e b=
NOFFELFTERRTLET,

show t .



. show threat-detection statistics protocol

showt |

J4—IJLF SR AR
tot-ses BEFHENLTOERA,
act-ses BEFEH SN TOEEA,

20-min. 1-hour.

8-hour, B LW
24-hour

INODEEL— MRS D EREERLET,

Sent byte 7u hannbIEFICERG SN, MRERRLET,

Sent pkts 7'a b AN GIERICEE SN ATy NIRRT LET,

Sent drop AR VIHKBO—ETHoT-T-OIC Ry FENT-, 7Fa hanhbik
FEnlie"ry MieRRLET,

Recv byte 7a haNEFICZE LA, MERRLET,

Recv pkts 7a A REFICRAE LAy MRERTLET,

Recv drop ARy VBO - Thot2l=dIC Rey &N, 7a b alLinsz{E
Ly MlaRRLET,

BEEa< R avo R BTLL]

. show t

threat-detection scanning-threat BRIRE DA X ¥ A X —T W LET,

show threat-detection statisticstop | L-{i7 10 {ir % TRk A For L £,

show threat-detection statisticsport | R— N O#EHEHRE2FE R LET,

show threat-detection statisticshost | 75 2 N O#EHFRE2F R LET,

threat-detection statistics B ORISR E A 2 — T NI LET,




| show

t

show threat-detection statistics top .

show threat-detection statistics top

threat-detection statistics =~ o F& ] L TEBOMEHEREZ A 12— 7 M LTIZGEIE. FrkE
EXEC &— KT show threat-detection statisticstop =~ > RZfEf4+25 &, IP 71 b 2L Ok
FHEBN R TR EINET, FFEDH A T TEROBHDOMEERDBA X —T L TRWVIGE, 20
a<y RTIEENLOMGHERZ ZRTE T A, FEMRHFBRHER T, FaTBXO ey
TENTERNT T 4 v V— IRFEREINET,

show threat-detection statistics [ min-display-rate min_display rate ] top [ [ access-ist | host |
port-protocol ] [ rate-1|rate-2|rate-3 ] |tcp-intercept [ all ] [ detail ][ long 1]

=340

BLL]

accessist (fE7) 7T ACE L4575 ACE Ofi i & &te, /7 v MC—E7T % FA7 10
TFO ACE #F/RLET, ZORRTIETFFASINEZ N T 7 0 w7 LHESESH
2RI 740 v BREBIENER A, threat-detection basic-threat =~ K%
R L CHEABEMR N E A *—7 0235 L. show threat-detection rate
accesslist 2~ RZHALTT 7R X FOIELRZ BT 97,

al (5 TCPIATZIEOHA. BHF ST S TOY— = DJRIET —4 %
FRLET

detail UER) TCPRATZIEDHA, $ 7Y v 7 F—s OREERTLET.

host UER) —EM = £ 12 LA 10 (R bRHIFiE BR L E T

GE) BEOBMHT LT ZLCKY, Tx—A—nR— YTk
WEAT =R V7R T AL 2 —T7 = A 2K, EAL10D7F
ARD1 2L LTRRSNDAREMERH Y £, ZDOHRIT,
T2 VF == Y7 AT — N VT DEFIZ1 DDA
=T oA AT DL EICRAETDHAREMENEL 7 97,
CHUZIEEREETHD ., ZOIP 7 FLANFRENTHER

LThENERA,
long (FE) —N_"—DFEEDOIPT FLABLIOEEHROIP 7 FL AL &G

2, et RoOBRE 7 7 —~y b TERLET,

min-display-rate  ({F:35) fo/hdesL— b (EbHIE 0 oA <o M) % g
min_display_rate jigraing k5B L E9, min_display rate 1, 0 ~ 2147483647 O
ICHETEET,

port-protocol (f£#&) TCP/UDP R— k # A4 F & IP 71 ha)L X A FuRHrEbE- |
A 10 RO EREZF R LET, TCP (Fm b= 6) & UDP (Fu b=
1T X, IP 7 e R aORRICIFEENTOETEAN, TCPA— K&
UDP R— MIFR— FOERIZEENTOVET, ZNHDOHX AT (R—1+F
ix7a han) O1OOFFHERIZITEA R—TMZTHE, A X—T
IZENTHEHER I N FRENE T,

show t .



. show threat-detection statistics top

AR R FIHILE

aAvU R E—F

showt |

rate-1

(EE) RSN TWDL—EL— MiFED 9B, F/ho b — MalEosaHE

WEFTLET, I2& 20T, BT 1R, 8. LU 24 B oHEzE
BRNAFTRENTODEAIE, ratel ¥—U— REHEHT2 L 1R
TR H ASA IZFIRENET,

rate-2

(EE) RSN TWL—EL— MiRD S5, FO LV — NEREOKEHE
HEFRRLET, tkzi EATO 1 R, 8 R, 35 LU 24 e O FiET
RN FTRENTWAEAIL, rate2xF—U— REMiH45 L. 8 BRI
7ﬂm&WAK%%éni¢o

rate-3

(L) RRENTVE—EL— NHRO 5 b, ko L— NHEBOMEHE
WEFTLET, & 20T, BT 1R, 8 R, LU 24 B oHEzE
WA RR S TODHAE, rated F—T— FEMHT25 L, 24 BRI
FR721T 28 ASA ICFERENE T,

tep-inter cept

TCPRATZEOREHEHR TR LEY, FniTid, KBEZ T sz

EAZ 10 == EENET,

AR d AT ERRE

RDOFEIT

AR REANTELSE—F

LARWEEE, T_XTOA Ry bRFRRENET,

ZRLET,

ARV KE— |T7A4T7 24— ILE—F X2 T4 0TFR b
N
=Ty F FSUART (VT TILF
Lk
AVTEFRE | VATALA
FEHE EXEC o KHits o KPR o KPR — —
avy FER )1)— ZEERR
R
8.02) ZoawrFRNBIESHELE,
8.0(4)  tcp-intercept F—U— KBNS E L7,
82(1)  NR—2 b L= HFEOFELL— R 605D 10053000 1 ICEAFESE L,
8.2(2)  tcp-intercept |2 long F—U— FANBMSNE L1z, BEA XY MOV TiE, &

vI7 4
Pt

(ERE) LN EENLBMICERSNE Lz, BRA N MESH

FUA—=TEET,

FEREDHA KSA4> T AAT LA DHNTIE, ROEENERENET,

. show t

o [EE SR O 1 — b

(AR NEURD)
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show threat-detection statistics top .

T LTt D/X—A MEIRIZEBIT DBIMEDOR—A N L— K (A X2 NyRp) . R—2A
MERRIE, EHL—FEBO 130 L 10D B, ELLNKREWNIES ORI

e L— hEBB LR (Fay &N T 7 4 v 7 ONHBMOEEIZRD)
[FHESNHRICBIT A X2 FOAEK

ASAE, FHL— FHERBNTA X Mo b&30EIFHELES, 2F0 . ASAIEL. &7F30
D5 T /N—2 MEBRE T, &3—2 MIfoKbYIcL— s 2F = v 7 LET, BEETHO
REET/N—Z ML, FHL— NMIEENETA, & 2IE P L — FEED 20 2508
Ay AN— A MHRRIZ 20 I27e 0 £9, EEDOS—A MRS 3:00:00 ~ 3:00:20 T, 3:00:25 {2

show @< RZfifld 2 &, &EO S BEIFHDICEENLEE A,

ZON— BT HME—DRFINE, AR RV MEEFET S L X, RET A= MNEFED
ARy MR RSV N2 NER (130 EH) OA X2 MLV T TICZL o TV EEE
TY, ZO8%A. ASAIL, KED 29 RIOSE TR CERA XV MEZFHA L, ZOREETO
RFETN—A MEROA XY MEEMAE L ET, ZOFISMZE D, X2 MO KIg/ 8%
VTP NEA LTE=FZ—TCEET,

Bl IZ, show threat-detection statisticstop access-list =~ > RO 1l # R L ET,

ciscoasa# show threat-detection statistics top access-list

l-hour ACL hits:

8-hour ACL hits:

Top Average (eps) Current (eps)
100/3[0] 173 0
200/2[1] 43 0
100/1(2] 43 0
100/3[0] 21 1298
200/2[1] 5 326
100/1(2] 5 326

#1321, &7 44—V ROBHAZRLET,

3 5: show threat-detection statistics top access-list D 7 4 — )L K

Trigger

0
0
0

0
0
0

Total events

623488
156786
156786

623488
156786
156786

TJ4—ILF

A

F

[0] (&%) 26 [9] KIEE) OFFHT, FERINDO ACED T v F 7&K
RLUET, HEHBEHRALL, 10T v 73 _RTHAHEE S RWESIT. #

SREND ACE 25 10 R & 72 0 £9,

show t .



. show threat-detection statistics top

. show t

showt |

J4—ILFK

A

Average(eps)

FHEICB T 2 FE L— b (A~ PR 2R LET,

X2 VT4 TTITAT U RF AFF30EIOFET LicA—Z MHR T, 4%
N—Z N OKE TR U v MR ERAF LET, BUEEITHORTE T N—
A MR, P L— MIEERERA, T2 &R EH L — MERE 205
O, N—A MERRIZ 20 #1272 0 9, HEOS—Z NEE 3:00:00 ~
3:00:20 T, 3:00:25 (2 show =~ REMHEHT L L. KEO 5 BEIXHI
GENEEA,

ZON—IZBT HME—DBIIMNE, AEtA N NIRRT S & XIT, RE
TA—XFWM®4«/%ﬁﬁW%5mA_xbW%(mo@ﬁ)@4NV
FMEX VT TIZEZL o> TWDIEATT, ZOHA. ASA X, KKED 29[
DFETHRTHIA XY MIEHE L, TORRTORE T /N—A Mg
AR NEEMELET, ZOFIIMCE D, A X2 MO KIEZREEMZE U 7
NAA L TE=H—TEET,

Current(eps)

T LIERBEON—Z MERRIZBIT 2BIENN—Z F L— K (12 NMUR)
EFRALET, N—X MERE, IﬂV~bﬁ%®uw&n0@®5B\E
HHPREWVIED TT, Average(eps) D BH OB Tlx, HAED L — % 3:19:30
D 3:20:00 E7e 0 £9,

Trigger

TI2EAVARN NI 7 47BN AT—F 5L — MlRIZERE I TR0
72, ZOFNXEIC0TT, ZOFRRTIEFAI SN N T 7 0 v 7 LIERE
N b7 740 v 7 BREBIENER A, threat-detection basic-threat =~ > K
A L CHRAEBRIE 2 A 2 —7 11245 &, show threat-detection rate
accesslist =~ FZHEHLTT7 78R Y A MOIEREZ BT £7°,

Total events

K L— NERIZBT 514X bORHEER R LET, BIEETHORET
N—2 MHRRIZ, G X MUZEERETA, 2O —IZBIT HHE—
OBIINT, BFtA XU NI EHET D L EIT, RETA—X MNEAROA R
kﬁ#w%ﬁwﬂ~XFﬁ%(um@E)@4mx%ﬁi@¢f %< 7o
TWAHEETYT, 205G, ASAIL, &H%OD 29 BIOZE TR THEH N
MIEFE L, ZORETORET N—R MEROA < MIEIE L £,
OB LD . AR MEORIEREMAE Y TV H A LTE=F—TEE
7

1-hour. 8-hour

IHHOREELV— MHRICB T 2HEHEREe £~ L E T,

acl_name
/line_number

HESSNAEKE ST ACEDT 7t A A RMBIOMMTEESF R LE
ER

KIZ, show threat-detection statisticstop access-list rate-1 =2~ > RO IHilZ R~ L E

‘j"o

ciscoasa# show threat-detection statistics top access-list rate-1

Top Average (eps) Current (eps) Trigger Total events
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l-hour ACL hits:

100/
200/
100/

3[0]
2[1]
1[2]

show threat-detection statistics top .

173 0 0 623488
43 0 0 156786
43 0 0 156786

IZ.  show threat-detection statisticstop port-protocol =~ > KO HHZ R L £,

ciscoasa# show threat-detection statistics top port-protocol

Top

Name

Id

l-hour Recv byte:

btp-clnt/

Protoco
Port-
BitTorrent

O W oo Joy Ul b WDN P

=

gopher

dhcp

gopher

1-96
7314
/trc

SMTP

70
68
69
* 96
7314
6969

Port-8191-65535

366

IPinIP * 4
EIGRP * 88

l1-hour Recv pkts:

8-hour Recv
8-hour Recv
24-hour Recv

24-hour Recv

byte:

pkts:

byte:

pkts:

Average (eps) Current (eps) Trigger Total events
71 0 0 32345678
68 0 0 27345678
65 0 0 24345678
63 0 0 22345678
62 0 0 12845678
61 0 0 12645678
55 0 0 12345678
34 0 0 3345678
30 0 0 2345678
23 0 0 1345678

Note: Id preceded by * denotes the Id is an IP protocol type

#13-612, 74—V FOFHEZRLET,

3 6: show threat-detection statistics top port-protocol 0 7 4 — )L F

TJ4—ILF SR AR

& [0] (B 26 [9] (BfRE) O#ifH T, HMEHEROREENNZ
A ICHBER— ERITTe haroT X V2 FrLET, #
FHEBRB DR, 10D T 7 T _RTHREE S0, Fr
ENBR—RNTE haRN 10 R E Y £97,

£ il A= bFEEEF T2 barfE2RKRLET,

Id AR—FIDESFIT7e haLIDBELFRLET, TAZY
27 () X, TOIDNIP Va2 balLEBEFTHAZ EaEWLE
j—o

Average(eps) F 132 DFEBHAESHL T 7Z &V,

Current(eps) F 132 OFBHEZIRL T30,

show t .



. show threat-detection statistics top

3l

. show t

showt |

J4—ILF

Bl

Trigger

Re vy 7EN7 3y b b— kOl IRl Z @8 L7z [EIEA R S
NET, EZEAA Ry NOITCIRESNTAN RN T 7 4>
7 DA, ZOEITFEIZOTT, Ziuk, AR NI 74y & |
VI —4 2% L— MR W= T,

Total events

F13208HEZZH LTI EE0,

Time_interval Sent byte

FHIRNCBWNT, RSNZAR—FBXOT B FarhbIiEFI®
BNl A MzeFRLET,

Time_interval Sent packet

ZHIFNZRBWT, T REINFZFA—FBLOT g b ans ERICE
fg&Ni= 7y  MERRLET,

Time_interval Sent drop

LI T, AF Y L HEBO—Tholclzdlil Rry s
2. FRENTEAR—FBLIOT 0 barnbEEZEhi 7y bk
EFRRALET,

Time_interval Recv byte

ZHIZBWT, FRENER—FBLOT 2 Fa/)L TEFICZE
L7enA MaaEERLET,

Time_interval Recv packet

I AR— FBIOTa haARERICZE Ly K
. BrEFERE I S ICEZERLET,

Time_interval Recv drop

—EIZHAHER—=FBIOT e haBNZEL., A%y o HEO—E
THHEDIZ R vy T ENT= Ny MicE ., FEEIBR Z & 12FRL
Ec

port_number /port_name

FEREFE Ry E RS, R—

a
T

ATy BEREAA FEE,
~DOFE LRI RN LET,

protocol _number
/protocol_name

Ny NEFAL IBREF, ZE FRiF ey SRk, e
FaroFEELFHIERRLET,

KIZ, show threat-detection statisticstop host =~ > RO il Z R L ET,

ciscoasa# show threat-detection statistics top host

Top
l-hour Sent byte:
10.0.0.1[0]
Sent pkts:
10.0.0.1(0]
Sent drop:
10.0.0.1(0]
Recv byte:
10.0.0.1(0]
Recv pkts:
10.0.0.1(0]
Recv drop:

l1-hour

20-min

l1-hour

l1-hour

20-min

Average (eps) Current (eps) Trigger Total events
2938 0 0 10580308
28 0 0 104043
9 0 1 10851
2697 0 0 9712670
29 0 0 104846
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10.0.0.1[0]

8-hour Sent byte:
10.0.0.1[0]

8-hour Sent pkts:
10.0.0.1[0]

l-hour Sent drop:
10.0.0.1[0]

8-hour Recv byte:
10.0.0.1[0]

8-hour Recv pkts:
10.0.0.1[0]

l-hour Recv drop:
10.0.0.1[0]

24-hour Sent byte:
10.0.0.1[0]

24-hour Sent pkts:
10.0.0.1[0]

24-hour Recv byte:
10.0.0.1[0]

24-hour Recv pkts:
10.0.0.1[0]

show threat-detection statistics top .

42 0 3 50567
367 0 0 10580308
3 0 0 104043
3 0 1 10851
337 0 0 9712670
3 0 0 104846
14 0 1 50567
122 0 0 10580308
1 0 0 104043
112 0 0 9712670
1 0 0 104846

F13-710, 74—/ ROBMBEZRLET,

3 7: show threat-detection statistics top host D 7 4 — )L K

J4—ILFK EL)

E [0] (EE) 259 (RIEE) O T, i RORRINNZ A
FZHDHEANDT X ThFRLET, MatFHRN D72, 10
BDZ 7T _RTHRBELRNVERIL., FRENDEA MR 10K
e ET,

Average(eps) #1322 OFBHEZIB L T Z 30,

Current(eps) F£ 132 0FBHESHL T ZEW,

~U H— F 132 0FHEZR LTI 0,

Total events

#1322 OFHESR L T E S0,

Time_interval Sent byte

BWIRNZB W T, BRINTZA R MIEFIZERE SN A Nk
FRLET,

Time_interval Sent packet

FHMICBWT, FRENTZHAA MIEFICERE SNy v MK
ZFRRLET,

Time_interval Sent drop

ZHRNIBWT, AX Yy D HWBO - THo722DIl Fe vy 73
72, FREINTEHRA MCEEEINTE=AAYy MMEEFRRLET,

Time_interval Recv byte

FHMIZHBNT, RREINTZAA MTIEFIZZE LA MieEk
R~LETS

Time_interval Recv packet

—EIZHDHR—PBLOT v F ) VBRIEFICZE L2y Mg,
REfEIEIRR & S IZR R L E T,

show t .



. show threat-detection statistics top

3l

. show t

showt |

J4—ILF

B

Time_interval Recv drop

—EChHR—FRBIO T2 ha LBl ZEL., AF vy o HEO—I
THhAHEDIC Ry 7SNy MEaE ., B S IcFR L
ij—o

host_ip_address

Il

Ny NERZEFAAL PBREE, ZEF. Rey 7SN ARA NPT R
L AERRLET,

RIZ. show threat-detection statisticstop tcp-intercept =~ > KO H Al R L £,

ciscoasa# show threat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack

Time) >

1 192.168.1.2:5000
2 192.168.1.3:5000
3 192.168.1.4:5000
4 192.168.1.5:5000
5 192.168.1.6:5000
6 192.168.1.7:5000
7 192.168.1.8:5000
8 192.168.1.9:5000
9 192.168.1

10 192.168.1

inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)
inside 10 10 6080 10.0.0.200 (0 secs ago)

.10:5000 inside 0 0 550 10.0.0.200 (2 mins ago
.11:5000 inside 0 0 550 10.0.0.200 (5 mins ago

inside 2 6 560 10.0.0.200 (59 secs ago)
inside 1 5 560 10.0.0.200 (59 secs ago)
inside 1 4 560 10.0.0.200 (59 secs ago)
inside 0 3 560 10.0.0.200 (59 secs ago)
inside 0 2 560 10.0.0.200 (59 secs ago)
inside 0 1 560 10.0.0.200 (59 secs ago)

)

)

W2, %7 4=V RO EZRLET,

% 8: show threat-detection statistics top tcp-intercept D 7 4 —JL F

J4—ILFK SR AA
Monitoring window size: | #ZEH D 7= I ASA N T — X &2V 7 ) o VT AHMER T L E

To TN ME30NTY, ZORELZEHET DHITIL,
threat-detection statistics tcp-intercept rate-interval =~ > K& L
£, ASA X, ZOMBRTT—#%30EV TV T LET,

Sampling interval:

Yo7 o HOMRER R LET, ZOEIE, HIZL— MEkEZ 30
THEI> T HBUEIC 72 0 £

rank 1 ~100iDT xR 7 aFRLET, | NTR K BELZ T 2V —
N—=T, 10 (T b BB D 72035 o — " —TF,

server_ip:port KA ZTF TND—N"—DIPT RLABIOR— 2RI LET,

interface P R—PNHELZFTNDA L H—T = A FRLET,

avg_rate TN WM OYEHEL— N2 1 HTC ) OBERTRRL

=7,




| showt

1

show threat-detection statistics top .

J4—ILF

Bl

current_rate

HIEOKEL— (I BHEY OREY) 2#F-LET,

total

BEDOGRE TR LET,

attacker_ip

WEEDIPT RLAEFRRLET,

(last_attack time ago)

et DN T LT 2 RoR LE T,

KIZ, show threat-detection statisticstop tcp-intercept long =~ > RO il ZR L £
T, EREORETIP T RLARH v aNIZERENTWET,

ciscoasa# show threat-detection statistics top tcp-intercept long
Top 10 protected servers under attack

Monitoring window size
<Rank> <Server IP:Port

: 30 mins

<Source IP (Last Attack Time)>

1 10.1.0.2:6025 (209.165.200
2 10.1.0.2:6026 (209.165.200
3 10.1.0.2:6027 (209.165.200
4 10.1.0.2:6028 (209.165.200
5 10.1.0.2:6029 (209.165.200
6 10.1.0.2:6030 (209.165.200
7 10.1.0.2:6031 (209.165.200
8 10.1.0.2:6032 (209.165.200
9 10.1.0.2:6033 (209.165.200
10 10.1.0.2:6034 (209.165.200

inside 18
inside 18
inside 18
inside 18
inside 18
inside 18
inside 18
inside 18
inside 18
inside 18

RIZ, show threat-detection statistics top tcp-intercept detail

£,

ciscoasa# show threat-detection statistics top tcp-intercept detail
Top 10 Protected Servers under Attack

Monitoring Window Size

: 30 mins

(sorted by average rate)
Sampling interval:
(Real IP:Real Port)> <Interface> <Ave Rate>

30 secs

O O O OO OO o oo

<Cur Rate> <Total>

O O OO OO oo oo

201 (0 secs ago)
201 (0 secs ago)
201 (0 secs ago)
201 (0 secs ago)
201 (0 secs ago)
201 (0 secs ago)
201 (0 secs ago)
201 (0 secs ago)
201 (0 secs ago)
201 (0 secs ago)

avy ROWHflzZRL

(sorted by average rate)

Sampling Interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack

10.0.0.45 (0 secs ago)

95342
95340
95342
95343
95342
95343
95342
95570
95341

Time) >
1 192.168.1.2:5000 inside 1877 9502 3379276 <various> Last:
Sampling History (30 Samplings):

95348 95337 95341 95339 95338
95337 95348 95342 95338 95339
95339 95337 95342 95348 95338
95337 95339 95340 95339 95347
95337 95338 95342 95338 95337
95348 95338 95342 95338 95337
95337 95349 95341 95338 95337
95338 95339 95338 95350 95339
96351 96351 96119 95337 95349
95338 95337 95342 95338 95338

F 13912, H7 4=/ FOBMHZRLET,

95342

show t .



. show threat-detection statistics top

showt |

%= 9: show threat-detection statistics top tcp-intercept detail D 7 « —)L K

T4—ILF

Bl

Monitoring window size:

HAHERDOTZDIZ ASA BT — 2 V7V 7T HrHIMEFRRL
£9. T7ANMI0STY, ZORECZELT DITIL,

threat-detection statistics tcp-intercept rate-interval =~ > R & i f
LET., ASAIL, ZORMBTT—2 %300V 7 7 LET,

Sampling interval:

T TRIORRAE R R LET, ZOEIE, WL — FEEE
30 THIS T EEIC /e D £97,

rank 1~10(iDF7 X 7 H2FRLET, TR bHEEZZT oY —
N—"T, 10 Lixf b HBER DIy Toh— =T,

server_ip:port BEZ T TNDY—NR_R—=DIPT7 FLABLOR— F2FRLE
R

interface P R=NHEEZ T TNDA A —T = A FRLET,

avg_rate threat-detection statistics tcp-intercept rate-interval =~ > K T E

SN — NERTOFEHHEL — N2, 15720 OB TR
RLET (T740 b0 L— MREBSIX305TY) . L— MEEF,
ASAT30ORZLIZT— %% TV 7 LET,

current_rate

BAEOKEL— K (1 BH-0 0B 2FrLET,

total

BBEOGFHE TR LET,

attacker_ip or <various>
Last: attacker_ip

WBEEDIP T L AZFKRLET, BEROKBEENNDHEIT.
[<various>] DEIHKEDHBEEDIP 7 RLUARERINET,

(last_attack time ago)

B DBEENRFEA LR A F R LET,

sampling data 30DV T T F=AfEE T _TCERRLET, BRI & DK
BOBNFREINET,
BEa<v> K av U R SR BA

. show t

threat-detection scanning-threat

BRI D AKX ¥ A X—T M LET,

show threat-detection statistics host

RA D OFFHERZFRLETS,

show threat-detection statistics port

R— b ORFHERZF R L ET,

show threat-detection statistics protocol

7a b 2L OREHERE R LE T,

threat-detection statistics

BB OMEHEREA R—T M LET,




| showt
show time-range .

show time-range

TRCORMEFHA T V=7 hOREEFRT HITIE, Rt EXEC £ — KT show time-range
a~vy REfHLET,

show time-range [ [name] ]

EX DA e (F73ay) ZOREEA T2 NoEROREERLET,
avY KR E—F WDOEIZ, a2 REANTEHE—RERLET,

ARV KRE— | T7AT7 24— ILE—F X2 TF4aVTFRXEb

X

=Ty K FSUART (VUL TILF
LYk
AVTERE | VAT LA

b EXEC o % o % o % o R —
vy FERE J)y— ZETERNE

2

7.0(1) Zoaxry RRBMSE L,

Bl Wic. WA T V= 7 b OBREEFTT BHERLET, = OBITIE. work-hours
LN ARIOAT =7 MR 5B £, inactive lE. AT T = RAEA ST
RN EEBEWRLET,

ciscoasa# show time-range

time-range entry: work-hours (inactive)
periodic weekdays 9:00 to 17:00

%E:?’P :7>F‘ Eﬁﬂﬂ

timerange| BfEI#IIAA 7Y = 7 FERFELET,

show t
I | 5|



showt |
. show tls-proxy

show tls-proxy

TLS VX v Bl y v a VIEFREAFRT DI, Juo— a7 4 Falb— g F—
K -C show tls-proxy =~ > R&2MH L £9,

show tls-proxy [ tls name| [ session [ host host_addr | detail [ cert-dump ] |count | statistics]] 1]

EX DA cert-dump B—ANEAF Iy 7 EE Y T LET, T LDC O 16X T
‘/C:‘TO
count Ytyvar hv AR EERLET,

detail [cert-dump] & SSL L v 73 L ONLDC OB %2 S Teitil7e TLS X VWA FER L
F9, cert-dump ¥—U— RZBEMLT, a—hNFAF v 7iEHE
(LDC) D 16 #& v 7 H S L £,

-, 26 DF—U—RE, host 7Y a e bblicfiflcax 4,

host host_addr  Ediffi bt vy a v 2 FRT A EDRA RO IPvd £721% IPv6 7
KL AZBRELET,

session TITF4TRTILS 7unxy vyia v 2FrLET,
statistics TLS vy a4 —BIOEHTL-OOMGEREEZRLET,
tls_name FoRT 5 TLS 7' 1 3 D47,

ATV R FI4INA N T AN FOBESEIZH Y EE AL

AR K E—F KORIZ, a~vy FEANTELE-FERLET,

ARV KRE— | T7AT7 24— ILE—F X2 TF4aVTFRXEb

X

W=Tyk | FSVRART (DU T)L RILF
Lk
AVTERAL | VAT LA

it EXEC * S * S * XIS * X « X
av Y FEE - EERE

2

8.0(2) Zoavry R BEMShvE L,

83(1)  datigtics¥—U— FABMENE L1z,

. show t




| showt
show tls-proxy .

B WIZ, show tls-proxy =< > FOHHIZR L £,

ciscoasa# show tls-proxy
TLS-Proxy ‘proxy’: ref cnt 1, seq#l
Server proxy:
Trust-point: local ccm
Client proxy:
Local dynamic certificate issuer: ldc_signer
Local dynamic certificate key-pair: phone common
Cipher-suite <unconfigured>
Run-time proxies:
Proxy 0x448b468: Class-map: skinny ssl, Inspect: skinny
Active sess 1, most sess 4, byte 3244

IZ, show tls-proxy session =2~ > RO HBZR L ET,

ciscoasa# show tls-proxy session
outside 133.9.0.211:51291 inside 195.168.2.200:2443 P:0x4491a60 (proxy)
S:0x482e790 byte 3388

IZ. show tls-proxy session detail =~ > KDOH %~ L E7,

ciscoasa# show tls-proxy session detail
1 in use, 1 most used
outside 133.9.0.211:50433 inside 195.168.2.200:2443 P:0xcba60b60 (proxy) S:0xcbcl0748
byte 1831704
Client: State SSLOK Cipher AES128-SHA Ch Oxcabb5efc8 TxQSize 0 LastTxLeft 0 Flags O0xl
Server: State SSLOK Cipher AES128-SHA Ch Oxcab55efa8 TxQSize 0 LastTxLeft 0 Flags 0x9
Local Dynamic Certificate
Status: Available
Certificate Serial Number: 29
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)
Issuer Name:
cn=TLS-Proxy-Signer
Subject Name:
cn=SEPO0002B9EBOAAD
o=Cisco Systems Inc
c=US
Validity Date:
start date: 00:47:12 PDT Feb 27 2007
end date: 00:47:12 PDT Feb 27 2008
Associated Trustpoints:

I, show tls-proxy session statistics =~ > KO H il kL £,

ciscoasa# show tls-proxy session stastics
TLS Proxy Sessions (Established: 600)
Mobility: 0
Per-Session Licensed TLS Proxy Sessions
(Established: 222, License Limit: 3000)

SIP: 2

SCCP: 20

DIAMETER: 200
Total TLS Proxy Sessions

Established: 822

Platform Limit: 1000

show t
I | o



. show tls-proxy

showt |

EEav> R

. show t

avy kR

Bl

client

WEAL—REEH/L, v—D NV E AT v 7iEHEORITE £
72ii%— X7 ERELET,

ctl-provider

CTLY B AR, B — [ VAR AEERL, TafF—ar T4
Xal—iaryE— RFE2BBLET,

show running-config
tls-proxy

FTRCELIIBEESNLZTLS 7uxs0ETa 7 4 Xa b—
valrwFRRLET,

tls-proxy

TLS /' R¥ L AV AF U AEERL, Ky va  BEREL
F7,




| showt
show track .

show track

X2 YT 4 L ULAE (SLA) b vX T aeARBM LA T V27 MCET DR
HFRT 5L, 2—P— EXEC £— R CTshowtrack =~ > R&HH L 9,

show track [ track-id ]

EX DA radkid S o X/ 2 N A7V =7 FIDES (1~500) .

ATV R FI4A R trackid HEEINRPSTEEIEL. TRTO T v X7 A7 V=7 MCET 2 HRBER

EhEd,
ATV R E—F WROFIZ, a~v 2 REANTEDLE—RERLET,
ARV EE— | TF7AT 24 —ILE—F tFXaT4a0TFRE
K
=Ty K FSURRT (VT T ILF
LYk
AVTERE (VAT LA
Z—H— o 3fhis — o 3fhis — —
EXEC
avy FER J1)— ZEBERNE
Z

72(1)  Zoa<wr RRBEMENnE LR,

#l Wiz, showtrack =~ > RO AEI %R L £,

ciscoasa (config)# show track
Track 5

Response Time Reporter 124 reachability
Reachability is UP

2 changes, last change 03:41:16

Latest operation return code: OK
Tracked by:

STATIC-IP-ROUTING O

BEa<w> KR avw >R SR BA

show running-configtrack | 32472 7 4 Fa L — g D track rtr 2~ REFRLET,

track rtr SLAZR—=V v TFTH0D T vF 72 ) 2ERLET,

et
|



. show traffic

show traffic

B DEREA

AR TIAIE

ATV K E—F

showt |

AVHE =T 2 A RADEET VT AT 4 EZET 7T 0 BT 4 ERRT DL, FiHE EXEC
F— N Cshowtraffic =~ RZFEHAL £,

show traffic
Zoa=wy RZIIBIEELZITF—U—RIbH D A,
T 7 4 NOBEEILH D FH A,

WDOFEIZ, a~vr REANTELE—FRERLET,

ARV EE— | T7AT7 2+ —ILE—F F¥al)T4aVTFRb
K
=Ty F FSUART (VT TILF
Lok
AVTFFREL | VAT LA
¥EHE EXEC o KPS o KPS o KPS o KPS o KPS

avwy FERE

HEREDAA K1Y

il

. show t

J)— EERE
A

72(1)  ASA 5550 AN BEIMENE LT,

93(1) WA L HX—TxA ADEN T 74 v 7 OHANBINENE LT,

95(2) SCTPEBLSCTP A v AT g U NEEe N BMENE Lz,

showtraffic 2~ RiL, showtraffic 2~ ROREBRICAT EINTZRAEZIZASAN S T4
NI o THEE DRI, KA v A —T oA AEWi LTz N E NS NI EFRRLE
T, BEIL. ASAWERIO Y 7 — ReRE, A2 T4 N> TD OREFEM T (EaTo Y
7' — M LA dear traffic 2~ RBAT SN TWARWESR) . a~r RBRATER TV
Blx, a~r RBAN SRS D OGRS & 720 £9,

ASA 5550 DA, showtraffic a2~ R&2F(TT 5L Ay NTEDENANL—T v bR R
SNFET, ASAS5550 DANL—T"y NERKRIZTDHIZIE, NF7740 v 7%k Amy NMIE—IZ9
BT oMENHY 4, ZOHAE, FT T 4 v VBTGB L TV DEINE I D EHERT D
DI B E T,

WA o Z—T 2 A ZOHER N T T 4 v 7 HFRT DT ST sysopt trafficdetailed-statistics
vy FEANLT, ZOBEEA AT ORERD Y T,

&Iz, showtraffic =~ > RO HfFIZRLET,



| showt

ciscoasa# show traffic
outside: received (in 102.080 secs):
20 pkts/sec 2001 bytes/sec
2048 packets 204056 bytes
received (in 102.080 secs):
20 pkts/sec 2282 bytes/sec
packets 232750 bytes

transmitted
20 pkts/sec 2280 bytes/sec

show traffic .

2048 packets 204295 bytes
transmitted (in 102.080 secs):
20 pkts/sec 1998 bytes/secEthernet0:
2049 packets 233027 bytes
(in 102.080 secs): 2048

ASA 5550 DIGE. RDOT F A MDRERBICFEREINET,

Packets-per-second profile:

Slot O: 3148 50%'****************

Slot 1: 3149 50%'****************
Bytes-per-second profile:

Slot O: 427044 50%'****************

Slot 1: 427094 50%'****************

WIZ, WA B =T = A ZADERN T 7 4 v 7 IBIMSn Ol 2 R LET,

IP packet size distribution (values listed in percentages)
Total Packets = 1278:
32 64 96 128 192 256 512
00.0 43.5 10.4 10.1 26.1 01.4 03.6

1024 1536 2048 4096 8192 09216
03.6 06.6 00.0 00.0 00.0 00.0

Protocol Total Conns Packets Bytes Packets Total
———————— Conns /Sec /Conn /Pkt /Sec Packets
SCTP00.0000.00
SCTP-inspected 0 0.0 N/A N/A 0.0 0
TCP 8 0.2 98 215 26.8 1279
TCP-inspected 0 0.0 N/A N/A 0.0 0
UDP 3 0.0 0 90 0.0 2
UDP-inspected 5 0.0 1 189 0.0 56
ICMP 0 0.0 1 98 0.0 2
ESP 0 0.0 N/A N/A 0.0 0
IP 0 0.0 N/A N/A 0.0 0
Total: 16 0.2 22 207 26.8 1433
Last clearing of statistics: Never

EEgEav2 Kk av Yk |ERE
Clear RETITACTALZET I T AT ADA T 25y PLET,
traffic

show t .



showt |
. show traffic

. show t



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



