show d ~ show e

» show data-plane quick-reload status (2 ~X—737)
» show ddns update interface (4 ~X—3°)

« show ddns update method (7 ~—73)

* show debug (9 ~<—72)

s show dhepd (14 ~=X—7)

» show dhcprelay state (16 ~<—1)

» show dhcprelay statistics (17 ~2—73")

s show diameter (19 ~X—7)

s show disk (20 ~—72)

s show dns (22 ~=X—2)

» show dns-hosts (25 ~X—2°)

+ show dynamic-filter data (27 ~X—73")

+ show dynamic-filter dns-snoop (30 ~X—73")

« show dynamic-filter reports infected-hosts (33 ~<—2)
» show dynamic-filter reports top (37 ~X—37)

» show dynamic-filter statistics (41 ~<—73”)

» show dynamic-filter updater-client (45 ~—3")
+ show eigrp events (48 ~X—737)

« show eigrp interfaces (51 ~X—737)

» show eigrp neighbors (53 ~X—73)

« show eigrp topology (57 ~<—1)

* show eigrp traffic (61 ~—)

» show environment (63 ~X—737)

+ show event manager (70 ~X—73)

show d ~ show e .



show d ~ show e |
. show data-plane quick-reload status

show data-plane quick-reload status

T—2 T L—r0)a— ROREEZFRT HITIE, FiHE EXEC £ — KT show data-plane
quick-reload status =~ > RZ2 L £,

show data-plane quick-reload status

SO ZOaAvy FIZFBIEERITZF—V—NIdb v £t A,

ATVERFIFILN T IANNOBECHEITH Y EH A,

AT kK E—F WDORIZ, a~ REANTEHE—FRERLET,
ARVKE— |T7A47 04— ILE—F X274 0TFRb
k
=Ty K FSURART (VU TL T ILF
Lk
AVTHFRE | VAT LA
Jua—s ) 2 o 3fhis o 3fhis o %fhis o %fhis —
V7 4 F =
Lr—g
TR
avy FERE Jy— FEAE
R

920Q2) Zom~r RFRBEMENELE,

FERALEDHA RSy ZOa~xYRE BEDALTHIFANDT=ZNADI A v 7 ) n— AT —=F AR RLE
EE

il WIZ, T—2 T L—rDr A4 v 7 )a— KREH-> T DHEE O show data-plane
quick-reload status ==~ > KO AHIZ R L £9,

ciscoasa# show data-plane quick-reload status
data-plane reloaded!

Wi, T—XTL—rDr A v 7 Y a— KREHITe-> TV D84 O show data-plane
quick-reload status =~ > ROHA#I 2R L ET,

ciscoasa# show data-plane quick-reload status
device reloaded

. show d ~ show e



I show d ~ show e

show data-plane quick-reload status .

EEav> R

avy kR

Bl

data-plane quick-reload

TR T L—rDIA v ) a—ReaLET,

show d ~ show e .



show d ~ show e |

. show ddns update interface

show ddns update interface

ASA A X —T oA A ZE| 4T 57z DDNS H & FR+ 5I12id, 5 EXEC £— KT
show ddnsupdateinterface =~ > & H L £,

show ddns updateinterface [ interface-name ]

X NN interface-name  ({£7) X~ NT—2 A B —T = A4 ZADL I,

AT RTFI4)Lk  interfacename A R U T EEMETH L HA U F—T = ZIZHID B THH TS DDNS 7

ANRERENET,
ATV K E—F WDOFKIZ, a~v> R ANTELE—FZRLET,

ARVEE— |T7ATI4—ILE—F EXAYF4AVTFER R

k

W—=T9k | FSVART | SUTL TILF
Lk
AVFEXRE | VRTL

HE EXEC o %FE — o« XIS o XIS —
av Yy FER Jyy— FTERER

2

72(1)  Zoa~wr RRNBEIENE L,

9.15(1)  Web EH HAXDLE, ZDa~r ROWMNIZIE, HEZICEH 7= FQDN/IP 7 K
LAy VU IR EENRE T,

Bl WIT. WA LB —T = A ZIE|D ST 5T % DDNS H3ta RT3 %7 L E
ﬁ‘o

ciscoasa# show ddns update interface inside
Dynamic DNS Update on inside:

Update Method Name Update Destination
ddns-2 not available
ciscoasa#

WDOBHNL, Web XA TOFHNKHLIZZ & E2 R LTWET,

ciscoasa# show ddns update interface outside
Dynamic DNS Update on outside:

Update Method Name Update Destination
test not available

. show d ~ show e




I show d ~ show e

show ddns update interface .

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

Status : Success

FODN : asal.example.com
.32.45,2001:DB8::1

IP addresses(s): 10.10

WOFENT, Web X A TOEFNEKMLIZZ & E2RLTWET,

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:

Update Method Name
test

Update Destination
not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

Status : Failed

Reason : Could not establish a connection to the server

WOBNL, DNSH— =5 Web X A TOEHFHDOTT —NIRENT-ZLEEZRLTVE

B

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:

Update Method Name
test

Update Destination
not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

Status : Failed
Reason : Server error

(Error response from server)

WOFNE, IPT FLUZARERE STV DHCP BLR 23 B L 7= 72 1. Web FHT
MELERITIN T RNWZ 2R L TWVET,

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:

Update Method Name
test

Update Destination
not available

Last Update Not attempted

BEEavT YR

avw ok il

ddns HE#ED DDNS BH HA S A T2 fE L £,
ddns update DDNS K% A v 5 —7 = A ZZBEM T £,
ddns update method DDNS ® i EEk L7,

interval maximum

DNS ZER O B R 2% E L E T,

show ddns update method

JEFE D4 DDNS FRDZ 4 7L g%E < LE 9., DDNS HH
% E474 %5 DHCP ¥— 3 —,

show running-config ddns

FITa T 4 F 2 —a VIZERESINTWAHT TP DDNS H3
DA TBIOREEFRRLET,

show d ~ show e .



show d ~ show e |
. show ddns update interface

avw vk EEA
web update-type WH+TDT RLAZ AT (IPvd £7215IPv6) ZHREL £,
web update-ur| DDNS F 5% Web IZ3%E L, BH URL 3% E L £,

. show d ~ show e



I show d ~ show e

show ddns update method .

show ddns update method

FATa 7 4 F 2L — 3 D DDNS iR A K AT HIIE, Rk EXEC E— R T show
ddnsupdate method ==~ > R&fHA L £,

show ddns update method [ method-name ]

BX DA

AR R TFI4ILE

AR E—F

methodname  ({1) &% & ¥ 7 DDNS 7 5 3044 A,

Iy

method-name 2 k Vo 72 BT 25 L. BRESNTWSTXTODDNS B TR AERRENF

T
WOFRIZ, a~ FEANTEAE—FRZRrLET,
K
LYk
AVTERL | VAT L
¥¥HE EXEC o S — o KPiG o &I —

avy FERE

3l

Jy— EEAE
A

7.2(1) Zoawry RPBEMENE L,

9.15(1)  Web BT HXDH I DBMEAVE LTz,

9.18(1)  Web HH HADH AL, REINIZBMID A LR T DL ) ICIREE Lz,

&IZ, ddns-2 &9 4 FiiD DDNS FR A FERTAFERLET,

ciscoasa(config)# show ddns update method ddns-2
Dynamic DNS Update Method: ddns-2
IETF standardized Dynamic DNS 'A' and 'PTR' records update
Maximum update interval: 0 days 0 hours 10 minutes 0 seconds
ciscoasa (config) #

WOBNL, Web BT NOFEM AR L TWET,

ciscoasa# show ddns update method webl
Dynamic DNS Update Method: webl
Dynamic DNS updated via HTTP(s) protocols

URL used to update record:
pwd@10.x.x.x/update?hostname=<>https://admin:pwd@10.x.x.x/update?hostname=<;h>smyip=<a>

show d ~ show e .



show d ~ show e |
. show ddns update method

Update type configured: ipv4
Configured reference-identity name: dyndns
Maximum update interval: 0 days O hours 2 minutes 0 seconds

BEav R avv kR EREA

ddns VERL# 7 DDNS 4 #2%t LC. DDNS 7 v 77— h HRD # A
TEEELET,

ddns update ASA A VB —T = A A% XA F 3 v 7 DNS (DDNS) HHrliAF
7213 DDNS ¥R A M4BT £,

ddns update method DNSDVU Y—2A L a—REL4AFTIv 7T v7T— 5720
DI REVER L £,

show ddnsupdate RIEFE A D% DDNS FRUCBHEM T DIaA v F —T = A A% F

interface FLUET,

show running-configddns | 32{7a > 7 4 ¥ 2 L—3 g SIRESNTWSH T T DDNS ¥
KDFA TELIOMBEERRLET,

. show d ~ show e



I show d ~ show e

show debug

show debug .

BAEDT Ny FREEFRT HITIE, showdebug =2~ REMHEHL T,

show debug [ command [ keywords ] ]

B DEREA

AR R FI4ILE

avU R E—F

command (&) BUEDREZF/RT S debug =~ > FEfaEL£T,

(&) 4% command |22\ T, command (Zf¢< keywords %, B9~ 2% debug
avy NIZE Y HHR— bk Iid keywords & [7]— T,

F—U—F

ooy RNZiE, TN IRENDHY FH AL

WOFEIL, ZOa~vry REANTELE—RERLTWET,

ARV KE— | T7A4T704—ILE—F X2 T4a2TERXEL
k
W=Ty bk | FSVRART |V T)L TILF
L2k
AVTHFRRAS | VAT LA
¥:kE EXEC o KPS o %hi o S .« SIS .

avy FERE

FEREDHA FS14 Y

J)— EERE

70(1) Zoa~wr RRBEmMESRELE,

8.02) fEAFRE/RR T~ RIEOY A NI eigrp ¥—V— KBNS E LT,

8A(1) fEHWREAR <~y FEDY X MT route ¥—U— RGBS E Lz,

92(1) fHEHFRE/ZR 2~ FED U X MT event manager — 7 — FANBIMESHE LT,

95Q2) TRy T OKBIBRRENGEND L OIT, HAONEFINE L,

95Q2) TAaNEEEY NMIESWTETANEZ Y UL TTIE Ny Ty a l T Ak
RN BEMENE LT,

4% command {22V T, command (Z%E< keywords %, BSi#E 5 debug =2~ NIZL D ¥R —
k&5 keywords &[] —T9, HR— h SN TWAHELIZHOWTIE, B#9 5 debug =2~
RESBLTIEEN,

show d ~ show e .



show d ~ show e |
. show debug

\)

(GE) 4 command ZEHTX 50089 00%, %435 debug 2~ RV AR—rTHa~vr KE—
F‘(ZJ:/)T/EEKJ:D ji—a«o

A7 command fEIZRD & BV TT,
* aaa
* appfw
. arp
» asdm
* context
s crypto
* ctigbe
e Ctm
* CXSC
« debug eigrp parser
* dhcpc
« dhcpd
« dhcprelay
o disk
»dns
 eigrp
- email
* entity
* event manager
« fixup
« fover
* fsm
. ftp
* generic
* gtp
» h323
* http

. show d ~ show e



I show d ~ show e
show debug .

* http-map

s icmp

* igmp

«ipvb eigrp

* ipv6 eigrp neighbor
* ipv6 eigrp natifications
* ipv6 eigrp summary
*ils

* imagemgr

* ipsec-over-tcp
* ipv6

* iua-proxy

* kerberos

* ldap

« mfib

* mgcp

s mmp

*mrib

» ntdomain

* ntp

* ogpf

* parser

e pim

* pix

* pptp

* radius

e rip

* route

*rtsp

o di

* sequence

o Sfr

show d ~ show e .



3l

show debug

. gp
* skinny

. smtp

* sglnet

* ssh
+sd

show d ~ show e |

s sunrpc

* tacacs

* timestamps

* vpn-sessiondb

» webvpn

« xdmcp

o xml

showdebug =~ > REHMAL T, TRTOTF Ry 7 a7 4 Falb—var, RHE
DHIEDT Sy 7 a7 4 Ralb—var, BEUBEO KT 57 /3y 7 2y
T A X2l —Ta VEFRRTEET,

WDa<y KT, ik, TV T 407, BIOT7 T v a AR VOT Ny I %
A X =T M LET,

ciscoasa#

debug

aaa

ciscoasa#

debug

aaa

ciscoasa#
debug disk filesystem enabled at level 1
ciscoasa# show debug

debug aaa authentication enabled at level 1
debug aaa accounting enabled at level 1
debug disk filesystem enabled at level 1
ciscoasa#

debug
debug
debug
debug
debug

aaa
aaa
aaa
aaa
aaa

ciscoasa#

debug

aaa

ciscoasa#

. show d ~ show e

debug aaa authentication

authentication enabled at level 1
debug aaa accounting

accounting enabled at level 1
debug disk filesystem

show debug aaa

authentication enabled at level 1
authorization is disabled.
accounting enabled at level 1
internal is disabled.

vpn is disabled.

show debug aaa accounting
accounting enabled at level 1



I show d ~ show e

EEav> R

vy (B
R
debug |F~To debug v REFRLET,

show debug .

show d ~ show e .



. show dhcpd

show dhcpd

show d ~ show e |

DHCP O/ A T 4 71, IREEIEH. B L OWGEHER A £+ 510013, BHHEEXECE— K
FlRI /e —oL a7 4 X2 b—v a3 F— KT showdhepd =2~ > REFHLET,

show dhcpd { binding [ IP_address ] | state | statistics }

BX DA

AR FIHILbE

AR E—F

binding FREDY—=N"—IPT7 RLABIOEEST L7 74T b =R 7 7 RLA
WZOWTDRAL T 4 o TTEREV—RADEIEZFRLET,

IP_address $5EL7-IP 7 RLADAAL U F 4 U T IERERFZLET,

state DHCP ¥ — _"—DkAE (BIED T XA N TA X —TNANE I, KA v H—
T2 A AZONTARX—=TNANEINRE) Z2FRLET,

Salistics  FERH (7 KLA T A VT4 2T RO VT T FE
RIAD A 9=, EEHEHA v =T, BROREA v E—VREOR) %

FRLET,

77 4N FOBEREIZH Y EE A,

WDFRIZ, a~vr REANTELE—RERLET,

ARV RE— | T7AT 24— ILE—F EX2UTA4aVTHRRE
K
=T K ESUART (VUL TILF
Lk
AVTFXRAR |[YATL
i EXEC o 3fIt o 3fIt o 3fIt o 3fIt —

avwy FERE

HEREDAA K1Y

3l

J)— EERE
A

70(1) Zoawr Rp3BEMIShE L,

A7 ar®IPT KL A% showdhepd binding =1~ > RIZEHOZHAIZ, ZDOIP T KA
DAL VT 4 v TR RFRENET,

show dhcpd binding | state | tatistics =~ RiZ/me— )L 27 4 ¥=21— 3 F—RT
B HAEE T,

%Iz, show dhcpd binding ==~ > KO AR L £9,

ciscoasa# show dhcpd binding

. show d ~ show e



I show d ~ show e

IP Address Client-id Lease Expiration Type
10.0.1.100 0100.a0c9.868e.43 84985 seconds automatic

iz, showdhepd state =~ > ROHAFIE R L £,

ciscoasa# show dhcpd state

Context Not Configured for DHCP

Interface outside, Not Configured for DHCP
Interface inside, Not Configured for DHCP

show dhcpd .

KIZ, show dhepd statitics =~ > RO &R L E T,

ciscoasa# show dhcpd statistics
DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0
Address pools
Automatic bindings
Expired bindings
Malformed messages
Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM
Message
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

o

PP P OWNOOONLRKR O
[}
o}
t

avw vk ERAA

clear configure dhcpd 9 _TC@ DHCP Y—/ " —F&%

EEHIERLETS

clear dhcpd DHCP H—/3— A 5 ¢
7 Liﬁ—o

VB IOWEHERI D FE Y

dhcpd lease 74T M EENRD
i‘g—o

DHCP [EHD UV — R DR EH#EFHZL

show running-config dhcpd |37 DHCP #— /3 — 2> 7 4 X2l —3 a v 5 F R LET,

show d ~ show e .



. show dhcprelay state

show d ~ show e |

show dhcprelay state

B DEREA

AR TIAIE

ATV R E—F

DHCP V L —x— = b DOIREEE KR T DITIE, M EXEC E— RE i3/ a— 3L v
7 4 X2 L—3 3 F— KT showdhcprelay state =~ > K& L £,

show dhcprelay state
Zoawy RS ELEFF—TU—REH D A,
77 4V P OBEREIZH Y FE A

ROFIZ, a~ R ANNTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
K
=Ty F | FSVRART |V T)L TILF
LYk
AVTFEFRE [YRTL
¥HE EXEC o s — e . —

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.01) Zoo<wr RRBMENELE,

Zoa<wy NI, BEOaVTHFAMNBIOEA v H—T =2 A AIZDOWTCODHCP Y L — T —
Vxr NOREFHREFERLET,

Iz, show dheprelay state =~ > RO H A2~ L £9,

ciscoasa# show dhcprelay state

Context Configured as DHCP Relay

Interface outside, Not Configured for DHCP

Interface infrastructure, Configured for DHCP RELAY SERVER
Interface inside, Configured for DHCP RELAY

EEav> R

avw Uk 5 BA

DHCP Y — _—D#iiHEHR S RpEfFHm e £ R L 7,

show dhcpd

show dhcprelay statistics DHCP U L —OffiaHE#R A £ R L E T,

showrunning-configdhcprlay |DHCP ) L —=— V= > FOBED L 7 4 X2l —a v ik
FrRLET,

. show d ~ show e




I show d ~ show e

show dhcprelay statistics .

show dhcprelay statistics

B DEREA

AR TIAIE

ATV R E—F

DHCP U L —OftiHEHR 2 Fn 3 5 I121E, FiHE EXEC *&— K C show dhcprelay statistics =~ >
REfALET,

show dhcprelay statistics
Zoawy RZFSIEELEFF—TU—REH D A,
77 4V P OBEREIZH Y EH A

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
W=TFTyF | FSVRRT (DU T)L TILF
LYk
IVTFERb |[YRTL
R EXEC o« i — o Xt o X —

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.01) Zoo<=r RRBMENELRE,

show dhcprelay statistics =~ > KO H{77i%, clear dnhcprelay statistics =~ > K& AT 5 E T
HWimLE9,

Iz, show dheprelay statistics =~ > ROl 2R L ET,

ciscoasa# show dhcprelay statistics
DHCP UDP Unreachable Errors: 0

DHCP Other UDP Errors: 0

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM
BOOTREPLY
DHCPOFFER
DHCPACK

DHCPNAK
ciscoasa#

O W J O OO o WwJOo

show d ~ show e .



show d ~ show e |

. show dhcprelay statistics

EEa<w ok avyk Bl

clear configure dhcprelay DHCP VU L — x—V = FOBREEXTRCHIBRLET,

clear dhcprelay statistics DHCP VUV L —=—V = "OWEH DD 2 Z2 7 VT LET,

debug dhcprelay DHCP VL — =— = hOF ANy FERER R LET,

show dhcprelay state DHCP VL — =—Y x> hOREEZFRLET,

showrunning-configdhcprlay |DHCP ) L —=— V= > FOBED I 7 4 X2l —a vk
FRLET,

. show d ~ show e



I show d ~ show e
show diameter .

show diameter

£ Diameter B2t OIRRETE &2 Fn 3 5 121X, F5#E EXEC “E— K C show diameter =< > K& {#
ALET,

show diameter

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

aAavYRE—FK RORIZ, a~v L FEANNJTELE—RERLET,

O RE— | D747 74— ILE—F Xa)TF4aVTEFRE

k

=Ty K FSUART (V)L JILF
Lk
AVTFRAR [VATLA

¥¥iE EXEC o XHI o XHI o XHI o XHI —
av >y FERE J)y— ZEEARAR

S

9.5Q2) Zoa~rRRBEMENELE,

FEREEDHA KS4 > Diameter i DUIRFENE & £ T 5 (21%, Diameter b7 7 o v 7 ZRETHLE R H Y £7,

i I, show diameter =~ RO ABIZ R L £,

ciscoasa# show diameter

Total active diameter sessions: 5
Session 3638

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : O
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

BEEav R av R SR AA

clear P—ERARY —OFGEHERE 7 VT LET,
service-policy

inspect diameter | Diameter K7 7 ¢ v 7 AL £ 7,

show d ~ show e .



show d ~ show e |
B show disk

show disk

ASADT7 T v aAE)DODNELIT 2R RT D21, 5 EXEC £ — FTshowdisk 2~ K
AL £,

showdisk [ 0|1] [ filesys|all ] controller

BX DA 01 W 7T va AEY (00 77408 FRIFHMHBTITv2 AEY (1)
ZHEELET,
all T vva ARVDONEET 7 AN VAT AEREFRLET,

ayvbhp— TZ7Iyvaarbo—I0ETAESERELET,

7

filesys a7 R 7Ty a2 H—RICOWTOEREFRLET,

ATV ERFI4IRL T IANMBETIEH, 2OV RENEHT T v 2 AEVEZRLET,

AT R E—F ROFIE, ZOa~vr FEANTELET— 2R L THVET,

OAXVFRFE— | T7AT7I24+—ILE—F X2 FoarvTFERbR

K

=T K FSUART (VT TILF
LYk
IVFERE | VRTL

¥¥HE EXEC o Xt o %G o s _ . RS
av Yy FER Jy— ZFTEAE

A

70(1) Zoawr RRENERELE,

! Wiz, show disk =1~ > KoM A% 7= LET.

ciscoasa# show disk

-#- --length-- --———- date/time--—---- path
11 1301 Feb 21 2005 18:01:34 test.cfg
12 1949 Feb 21 2005 20:13:36 testl.cfg
13 2551 Jan 06 2005 10:07:36 test2.cfg
14 609223 Jan 21 2005 07:14:18 test3.cfg
15 1619 Jul 16 2004 16:06:48 testd.cfg
16 3184 Aug 03 2004 07:07:00 old_running.cfg
17 4787 Mar 04 2005 12:32:18 test5.cfg
20 1792 Jan 21 2005 07:29:24 test6.cfg
21 7765184 Mar 07 2005 19:38:30 test7.cfg
22 1674 Nov 11 2004 02:47:52 test8.cfg

. show d ~ show e



I show d ~ show e

23
24
25
26
27
28
29
30
31
32
33
34
35
101

18

:48

54
28
56

126

58

:58

46

:56

46

:50

24

test9.cfg
testl0.cfg
backupconfig.cfg
cdiskl

cdisk2
testll.cfg
cdisk3

lead
asdmfile.dbg
asdmfilel.dbg
asdmfile2.dbg
cdisk4
hs_err.log

1863 Jan 21 2005 07:29:
1197 Jan 19 2005 08:17
608554 Jan 13 2005 06:20:
5124096 Feb 20 2005 08:49:
5124096 Mar 01 2005 17:59:
2074 Jan 13 2005 08:13
5124096 Mar 07 2005 19:56:
1276 Jan 28 2005 08:31
7756788 Feb 24 2005 12:59:
7579792 Mar 08 2005 11:06
7764344 Mar 04 2005 12:17:
5124096 Feb 24 2005 11:50
15322 Mar 04 2005 12:30:
70368 bytes available (52711424 bytes used)

Iz, show disk filesys =~ RO Sl 2R L £,

cis

coasa# show disk filesys

*xkkxxxx Flash Card Geometry/Format Info *****xxx*
COMPACT FLASH CARD GEOMETRY

Number of Heads: 4
Number of Cylinders 978
Sectors per Cylinder 32
Sector Size 512
Total Sectors 125184
COMPACT FLASH CARD FORMAT
Number of FAT Sectors 61
Sectors Per Cluster 8
Number of Clusters 15352
Number of Data Sectors 122976
Base Root Sector 123
Base FAT Sector 1
Base Data Sector 155

Iz, show disk controller ==~ > ROH B ZR L E T,

ciscoasa# show disk:1 controller

Flash Model: TOSHIBA THNCFO64MBA

avy |#H
k
dir T4V7 NONEEERRLET,

show disk [Jj

show d ~ show e .



show d ~ show e |

. show dns

show dns
SRR KA A 4 (FQDN) KA hOBUIEDMPLHE /2 DNS 7 KL 2 L{EHT X 5 DNS (5
TEDORREZFRT DT, Kt EXEC £— R CTshowdns 2~ > RZ&MA L £,
show dns [ host fqdn_name | ip-cache [ count ] | trusted-source [ detail ] ]

WX D5 hostfgdn_name (7o 3 20) it 2T 5 RIGaHaE LIs SR80 A1 >4

(FQDN) D ZHilfR L £,

ip-cache[count] (FFvay) Fy NIT—IH—ERFT V27 N RAAL L OEEH
IZDNSILEZ AX—E 7 L THERR SN IP ¥ v v ¥ a2 DNEZFR
LET, v v aNOT AT LEOHEFRRT HEE1L count F—
J—REEDET,

truged-source(detail] (47> ay) Ry hT—2H—E R AT V=7 b FAA L OfFR
WCAX—E U T INDHEHETEDDNS = "= ELFRLET,
B TE ST XTODNS $— =D P 7 KL A% FRT 521 detail
X—U—REEOET,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

AU kRE—F ROFIZ, a~v F2ANTEHE—FarLET,

ARV RE— | T7AT7I94—ILE—F tXxayFoa TER b
K
=Ty K FSUART (VUL TILF
LYk

AVTERE | VAT LA

¥iHE EXEC o K o R o R o R —
avy FEE J1)— ZEERE

2

7.01)  Zoawr RREMERELE.

9.17(1)  RF A—=H7p L Tshowdns 2~ K& 3T L7=HE 12 showdns-hosts 2~ > K & [f
UtEmantett s s k512720 £ L7, 7=, ip-cache¥—7U— K & trusted-source
F—U— R2BMENnE L,

i Wiz, showdns =~ > RO A% R LET, WFROFQDNAR kb7 75 ¢ 7k
SHTWARNES. —oawy RICEBH RS ) A,

. show d ~ show e



I show d ~ show e

show dns .

ciscoasa# show dns

Name: www.examplel.com
Address: 10.1.3.1 TTL 00:03:01
Address: 10.1.3.3 TTL 00:00:36
Address: 10.4.1.2 TTL 00:01:01
Name: www.example2.com
Address: 10.2.4.1 TTL 00:25:13
Address: 10.5.2.1 TTL 00:25:01
Name: server.ddns-exampleuser.com
Address: fe80::21le:8cff:febb:4faa TTL 00:00:41
Address: 10.10.10.2 TTL 00:25:01

Wiz, showdnshost =~ RO A Z R L F1,

ciscoasa# show dns host www.example.com
Name: www.example.com

Address: 10.1.3.1 TTL 00:03:01

Address: 10.1.9.5 TTL 00:00:36

Address: 10.1.1.2 TTL 00:01:01

9.17(1) LA Tlx, Zda~vy R&E/NTF A =72 L TIHIT9 % & show dnshosts =+ >
REFUBRBRERIN, 2y NV —I P —ER ATV b RAAL L OfFEIIAER
SNHEHETEDLDNS HETE IPF v v 2 llHTAERbEENET,

ciscoasa# show dns
Host Flags Age Type Address (es)

sngdc0l-ucs-dcz0ln-gslbl- (temp, OK) O Ip 173.39.112.230
alln0l-ucs-dcz03n-gslbl-s (temp, OK) O IP 173.37.151.38
rcdn9-ucs-dcz05n-gslbl-sn (temp, OK) O IP 72.163.7.198

aerOl-ucs-dcz0ln-gslbl-sn(temp, OK) O IP 173.38.213.70
rtp5-ucs-dcz0ln-gslbl-sni (temp, OK) O Ip 64.101.37.118
mtv5-ucs-dcz06n-gslbl-sni (temp, OK) O IP 173.36.225.38
WWw.Ccisco.com (temp, OK) O IP 72.163.4.161

origin-www.cisco.com

DNS Trusted Source enabled for DHCP Server Configured

DNS Trusted Source enabled for DHCP Client Learned

DNS Trusted Source enabled for DHCP Relay Learned

DNS Trusted Source enabled for DNS Server Configured

DNS Trusted Source not enabled for Trust-any

DNS Trusted Source: Type: IPs : Interface : Idle/Timeout (sec)
DNS Server Configured: 72.163.47.11: management : N/A
DNS Server Configured: 173.37.137.85: management : N/A
DNS Server Configured: 173.37.142.73: management : N/A

DNS snooping IP cache: 0 in use, 0 most used

Address Idle(sec) Timeout (sec) Hit-count Branch (es)

avw >k Bz

clear dnshosts |DNS %+ v =% 2707 LET,

clear ip-cache Fy NI =P —E A 4TV b RAAL L OFEMIZ DNS &% A
X—E S LTRSSy vy a2 x2 7 U T LET,

dns ASAIZEDR—2NV o I T v T DEITEA F—T M LET,
domain-lookup

show d ~ show e .




. show dns

show d ~ show e |

avy kR

B2l

dns name-server

DNS #—X— 7 RL A &ZRELE T,

dnstrusted-source

{ZHHTE 5 DNS — _R—%3kB L £,

. show d ~ show e



I show d ~ show e

show dns-hosts .

show dns-hosts

BXDEREA

AR FIAILE

ATV R E—F

DNS ¥ v v 2 #Fmrd 5121, ¥ EXEC £ — F Cshowdnshosts =~ > RZfHEH L £,
DNS ¢ v ¥ 2(ZlE, DNS h—_"=nbDH A F I v 7 IZFE SNy P BLOFHT
ANENT-AFTE TP T RLUAREGENET,

show dns-hosts

Zoawy NIZBIEERLEFT—TY—REH D A,

T 7 F v h OEMEREILH D EH A,

ROKIZ, a~ P ANNTELE—F2RLET,

OAXVFRFE— | T7AT7I94+—ILE—F XaYyF4aAVTFER R
k
=Ty k | FSVART |SVTL RILF
LYk
AVTFER L | VRT L
5+ EXEC o Xt o XI5 o I o i _

avy FERE

3l

Jy— EEAE
S

7.01) Zoo<wr RRBMENELE,

iz, showdns-hosts =~ > Ko A~ L E9,

ciscoasa# show dns-hosts
Host Flags
ns2.example.com (temp, OK

Age Type Address (es)
0 Ip 10.102.255.44

)
nsl.example.com (temp, OK) O IP 192.168.241.185
snowmass.example.com (temp, OK) O IP 10.94.146.101
server.example.com (temp, OK) O IP 10.94.146.80

DL B

clear dnshosts |[DNS ¥ +¥ v 2% 27 U7 LET,

dns ASA LR D A=y I T v T DFTEA RX—T M LET,
domain-lookup

dnsname-server |DNS #— N— 7 KL 25 ELE T,

dnsretries ASA WIEEZZAF LI & Z(T, DNS —"—0D Y 2 k& k{73 5]

BaefELES,

show d ~ show e .



. show dns-hosts

show d ~ show e |

avw Uk & EA
dnstimeout KD DNS H— =179 5 £ TICFHET DM A E L 7,
KI1IT, F7 44—V FOBHAZRLET,
5= 1:show dns-hosts D& 7 4 —)L K
Ja4—J)LK  |FEA
RA b RA M ERRFLUET,
(Host)
Flags ROMABEDLEE LT NI DAT— X RAEZFRLET,
stemp : 2Ok UIEDNS Y — =B EG Sz 7o, —HRFTT,
ASA X, 72 FEOBEE#%ICZ O MY ZHIBRLE T,
eperm : 2O kU Iname 2~ REHHA L CTBMENT720, Kt
T,
cOK: ZOx=r» MUIFAETT,
«?: 2Oy RV IEED LW, BRI LETY,
<EX: Zox b UIFHIREINTY,
Age ZOZY M BREBIIBREINTOLORMBEFR R LET,
BAT DNS L a— RO¥ A 75 FRLET, ZOMEITHFIZIP TT,
Address(es) IPT7 FLZA,
EEavF av YR s BA
clear dnshosts IDNS ¥y v 2%/ U7 LT,
dns ASAIZEDAR—LN I T v T DIITEAF—T VI LET,
domain-lookup
dnsname-server |DNS #—/— 7 RL ZA&Z R ELET,
dnsretries ASA WIEEZZAF LI\ & ZIT, DNS —"—0D U X k& FlfT3 5
WaEELET,
dnstimeout WD DNS Y — =% T3 5 £ TICRHET DR 2 HE L £,

. show d ~ show e



I show d ~ show e

show dynamic-filter data .

show dynamic-filter data

BX DA

AU R TIHIE

ATV R E—F

Ry bRy N T T4 T TANE TAFI T T—H_R—=R BT HEHR (XA FTIv0
T—HR=ADFHEL T v — R, T—FRXR—=ADN =V a3 MR, T—F_X—ANDO=T
UL 10fHOY T v R e E) 2R T HITIE, FikE EXEC £ — RC show
dynamic-filter data =~ > F&fiH L £,

show dynamic-filter data
Zoawy RZFSIEELIEFF—TU—FREH D A,
77 4V P OEEREIZH Y EH A

ROFIZ, A~ P2 AN TELE—RERLET,

AYVKRE— |T7AT7 94— ILE—F Xxa)F4aTFERE
X
=Ty K ESUARRT (VUL TILF
LYk — —
aAVTEFERE [ VAT LA
Ja—)L a o % o % o R — o RHI
V7 4 ¥
L—g3

avy FERE

FEREDHA FS1 Y

3l

Jy— EERE
A

82(1) Zoa~wr s RRBMENELE,

TAF Iy 7T —=E_X=AERERRT DL, K dynamic-filter use-database =~ > K
& dynamicfilter updater-client enable =~ > RZHEH LT, 7 —F X—ADfEHE X7 m—
REA F—=T NIz LET,

Iz, show dynamic-filter data =~ > KOl Z R L E£9,

ciscoasa# show dynamic-filter data
Traffic filter is using downloaded database version '907'
Fetched at 18:00:16 UTC Jan 22 2009, size: 674381
Sample names from downloaded database:
example.com, example.net, example.org,
cisco.example, cisco.invalid, bad.example.com
bad.example.net, bad.example.org, bad.cisco.example
bad.cisco.ivalid
Total entries in Dynamic Filter database:
Dynamic data: 40909 domain names , 1080 IPv4 addresses
Local data: 0 domain names , 0 IPv4 addresses
Active rules in Dynamic Filter asp table:

show d ~ show e .




. show dynamic-filter data

Dynamic data:
Local data:

0 domain names ,
0 domain names ,

show d ~ show e |

1080 IPv4 addresses
0 IPv4 addresses

EEav> R

avwU kR

At B

address

IP7 RLABT T 7 VARNEREFHRTIA MY X MTEBML
i—g—o

clear configure dynamic-filter

FITRY bRy N NI T 4w T4 Z a7 4 Fal—
vark VT LET,

clear dynamic-filter dns-snoop

Ry Nry b T T 497 T4V DDNS AR —E T T —
27 VT LET,

clear dynamic-filter reports

Ry bFY N bTT 407 TYNEDVR— N TF—E %]
7LET,

clear dynamic-filter statistics

Ry b2y N NTT7 4w 7 T4 NVEORETEHREZ VT LE
ﬁ‘o

dns domain-lookup

PR—PENTVWEawr RIZH L TR =LAy 7T v Tk
FEITT B 7012, ASA 75 DNS H—/3—(Z DNS Bk % %5 T
EHEOICLET,

dns server-group

ASA O DNS H—R—ZfEELFT,

dynamic-filter
ambiguous-is-black

T AYVAMIBGEENTWNDE NI T4 0T 5T T 7R
MIBEEINTWD T T 4 w7 EREEOT 72 a T
Lij—o

dynamic-filter blacklist

Ry Ry N NG T 497 TANEDT T w7 ) AN EfRE
LET,

dynamic-filter database fetch

Ry hry b NTT4 T TANEIDELF IV T T—H
N—2 & FHTRELET,

dynamic-filter database find

RAAL R ETIIPT RV REZZAF I v 7 T =B =)
LR LET,

dynamic-filter database purge

Ry FE2Y N VT T 40T TANEDEALFI T F—4
N—2 & FECHIFR L £9,

dynamic-filter drop blacklist

Tyl VA MIBBRSNTND NG 7 4 v VBT Ra Y
FLET,

dynamic-filter enable

TI7RAVARNERELRWEGAIL, NT 749 7D7 TR
FRETRCON T T4 v I DRy bRy N 8T T 497
TANE A X —TNWIZLET,

. show d ~ show e



I show d ~ show e

show dynamic-filter data .

avy kR

B2l

dynamic-filter updater-client
enable

HAFI vy F—AR—ZADK T a— REAf F—T ML
3

dynamic-filter use-database

BAF Iy FeB_R—=ADFEREA F—T M LET,

dynamic-filter whitelist

Ry "Ry b hT T4 97 TANEDERTA I X b &k
Lij‘o

inspect dns
dynamic-filter-snoop

DNSA VART g bRy bRy N T T 4w T 4H
ARX—YE o T A X—T NV LET,

name

777 VARNERIFIHRTA FY A MIAETZENL £,

show asp table dynamic-filter

EHEF 2T 4 SR VA A ERTWAR Y hX
NG T 4T TANE N— L EFRLET,

show dynamic-filter data

EAF Iy I T—HR=ANKRZRICH T a— RE7z HEE
FeBAR—=ZADNR—=V g, T—EARXR—2ZEG&ENTNHT
YRNU O, 10OV T Nl XA FI v s
T A RX—=R T HERER R LET,

show dynamic-filter reports

FALI0E DR > by A b, A— b, BLOUWEGL7ZK
A2 MIBETALAR— AR L ET,

show dynamic-filter statistics

Ry hF2Y b NTT 40T TANETEF =SSN RO
0., BIXOInboEmRO OB, RUAL NI AN, TTv7
UARN, LA VRNMI—ET I RO ERTNLET,

show dynamic-filter
updater-client

P— =D P 7 R A, ASA BNIRIZY —_— |28k T 5 H
B, BBICA VA D=L ENEZT —FR—=ADR— g 7
E. T o7 T — =Rl TEHERER R LET,

show running-config
dynamic-filter

Ry bdky b hTT 4y T4NEDETALT (Falb—
vavERTFLET.

show d ~ show e .



show d ~ show e |

. show dynamic-filter dns-snoop

show dynamic-filter dns-snoop

Ry bEy b bT 7427 74 EDDNS ARX—E 0 7Y~ — (ETEBEOIP T L
A LR BRRT HITIEL, FikE EXEC “E— KT show dynamic-filter dns-snoop =~ > R % fi#
HALET,

show dynamic-filter dns-snoop [ detail ]

BX DA

aAavv R TFI4ILk

AUk E—F

detall  (f£7%) DNSIEEMDAX—E L 7 SN-IPT RL R L4RTEFRLET,

T 7 4V F OEHEREIZH Y TR AL

WDOFIZ, a~r REATITEHE—RERLET,

ARV KE— | 774724 —ILE—F X2V T4a0TFRE
k
=Ty K FSUART (VUL TILF
LY bk
AVTERE | VRTLA
Ja— )L a o 3fhis o 3fhis o 3fhis o 3fhis —
V74 F =
Lr—g v

av Y RERE

FEREDAA RZA4 Y

3l

Jy— EERR
S

8.2(1) Zoa<y RNEIMESIE L,

ZOHNIZIE. 7T v 7 U A MBI 2ARITIZT TR, TN TOBAR DNS 7 — 2 73
BENET, A¥T 4 v 2 FNUDDNS T —HIEEENREE A,

DNS A X — V' v 75 —X % {HET 5121, clear dynamicilter dns-snoop =~ > K& A S L &
j—O

KIZ, show dynamic-filter dns-snoop =1~ RO AHIZR L ET,

ciscoasa# show dynamic-filter dns-snoop
DNS Reverse Cache Summary Information:
75 addresses, 124 names, 997 dnsrc address buckets

KIZ, show dynamic-filter dns-snoop detail =~ > KO Al 2R L E T,

ciscoasa# show dynamic-filter dns-snoop detail

DNS Reverse Cache Summary Information:

75 addresses, 124 names, 997 dnsrc address buckets
DNS reverse Cache Information:

. show d ~ show e




I show d ~ show e

show dynamic-filter dns-snoop .

[10.67.22.34] flags=0x22, cat=2, unit=0 b:g:w=3:0:0, cookie=0xdal48218

[www3.example.com] cat=2,

ttl=3

[www.bad.example.com] cat=2, ttl=3

[www.example.com] cat=2,

ttl=3

[10.6.68.133] flags=0x2, cat=2, unit=0 b:g:w=1:0:0, cookie=0xdal3ed60
[cisco.example] cat=2, ttl=73

[10.166.226.25] flags=0x2, cat=2, unit=0 b:g:w=1:0:0, cookie=0xda608cb8
[cisco.invalid] cat=2, ttl=2

BEEav> R

avwU kR

At B

address

IP7 RLAZT T 7 VARNEREFHRTIA MY X MTEBML
i—g—o

clear configure dynamic-filter

FITRY bRy N NI T 4w T4 ¥ a7 4 Fal—
vark VT LET,

clear dynamic-filter dns-snoop

Ry Mry b bTT 497 T 4VFIDDNSARX—E T T —
2z VT LET,

clear dynamic-filter reports

Ry bFY N bTT 407 TYNEDVR— N TF—E %0
7LET,

clear dynamic-filter statistics

Ry bRxy N NTF T4 v T T4 NVEORETEHREZ VT LE
ﬁ‘o

dns domain-lookup

PR—PENTVEawr FIZH L TR =LAy 7T v Tk
FEITT B 712, ASA 75 DNS H—/3—(Z DNS Bk % %5 T
EHEOICLET,

dns server-group

ASA O DNS H—R—ZfE L FT,

dynamic-filter
ambiguous-is-black

TULAYVAMIBGEENTWNDLE NI T4 I 5T T 7R
MIBEEINTWD T T 4 w7 EREEOT 72 a T
Lij—o

dynamic-filter blacklist

Ry bRy N N T T 407 T4NEDT T 7Y A ERE
L7,

dynamic-filter database fetch

Ry hry b NTT4 9T TANEDELF IV T T—H
N—2 & FHTRELET,

dynamic-filter database find

RAAL R ETNZIPT RV REZZAF I v 7 T —F =)
LR LET,

dynamic-filter database purge

Ry F2Yy N VT T 40T TANEDEALFI T F—X
N—2 & FECHIFR L £9,

dynamic-filter drop blacklist

T5 9 VA MIBBRSNTND NG 74 vV EHBITRa Y
FLET,

show d ~ show e .



. show dynamic-filter dns-snoop

show d ~ show e |

avy kR

B2l

dynamic-filter enable

TIEAVARMNEEELRWGAIZ, VT 7407 D7 TR
FHEFEITR_RTOINT T4 I DRy v F2y b T T 407
TANE e F—=T W LFET,

dynamic-filter updater-client
enable

IAF vy F=HR=2ADS T ra— el X =T ML
=

dynamic-filter use-database

AT I I T—=ER=ADHHEA F—T M LET,

dynamic-filter whitelist

Ry bRy b bT T4 97 TANEDERTA R A b &k
LET,

inspect dns
dynamic-filter-snoop

DNSA VAR varyeERy hRxy N ST T 40T T4 H
ARX—V T A FX—T NI LET,

name

7T UANERIFIRTA MY A MILEIEBMLET,

show asp table dynamic-filter

BT X2 YT 4 SRR VA P—LENTVWERY bRy
NNTFT 4T TaNE = BRI LET,

show dynamic-filter data

HAFI I T—=HER=ANKRIIZ T a— RSNz HE,
FeBR—=ZDNR—V g T—EARXR—2 | ZHENTNHT
VRO, 10O T = YR A FI v
T A RX—= T LERER R LET,

show dynamic-filter reports

EALI0fADAR y R Ry b A b A= b BROEG L7z
A MCET B LAR— b RER LET,

show dynamic-filter statistics

Ry MRy NN IT T4 T TANETE=ST —SINTHERHRD
¥, BLOIhbsoEmDI B, "UA NI RN, TT w0
UA R, ZVbAYANM—EHTIEROEEF R LET,

show dynamic-filter
updater-client

= "—=DIP 7 KL A, ASA BIRIZH— "—|ZH#EHkid 5 H
B, BICA VA R—=LENTZT —FR=ADR—=T g
E. Ty 7T = ==l TEHREF R LET,

show running-config
dynamic-filter

Ry bRy b bT T4y TANBDFATAL T 4 K2 b—
YaraeRRLET,

. show d ~ show e



I show d ~ show e

show dynamic-filter reports infected-hosts .

show dynamic-filter reports infected-hosts

Ry by b VT 747 T4 NEZTHEIN, YR LIEFARA MO LAR— N EERT I
%, $#HE EXEC =— KT show dynamic-filter reportsinfected-hosts =~ > & H L £,

show dynamic-filter reportsinfected-hosts [ max-connections| latest-active | highest-threat |subnet
ip_address netmask | all ]

BXDEREA

AU R TIFIE

AR E—F

all Ny 7 7 I EN TR LIZARA OFRET X THFRRLE
T, ZOFERTIT. BHTHLOZ U FNIREENDZENHD 7,
CLI TiZ72 <. ASDM %M L CTPDF 4K TX £7,

highest-threat B LIV DIV =T YA MRS 5 20 MDA A - &
FoRLET,
latest-active BET 7T AT 45T 20HOFA FEERLET, KHHA

MZoOWT, 778 A LSO~ T =T $14 MIBET A4
HWAEREINET,

Pt e b VYL AR R b % 20 RS L E T

max-connections

subnet ip_addressnetmask {57E S 17t Ry RNOKR R b & F K 20 R R LET,

7T 7 4V F OEBHEEIZH Y FH AL

ROFIZ, a2~ FEANTELHT—FarRLET,

ARV RFE— | T7AT7I24+—ILE—F XT3 TFRE
X
=Ty K FSUART (VT TILF
LYk
AVTXRARS (VAT A
¥EHE EXEC o R o R o R o R —

2 FRE

FEREDAA RZA4 Y

JU— ZEERR
S

822) Zoawr RpBISE LT

INHOLVR— ML, BRARA NOFEMRERNE i, BRAA N BE L~V =7
YA, BT 2T R— 2R LET,

LR— b TF—# % HET5HI21%,.  clear dynamic-filter reportsinfected-hosts =~ > K& A L
i—a‘o

show d ~ show e .



show d ~ show e |

. show dynamic-filter reports infected-hosts

1

iz, show dynamic-filter reportsinfected hostsall =~ > ROl %~ L £,

ciscoasa#
show
dynamic-filter
reports
infected-hosts
all

Total 2 infected-hosts in buffer

Host (interface) Latest malicious conn time, filter action Conn
logged, dropped

192.168.1.4 (internal) 15:39:40 UTC Sep 17 2009, dropped
3 3

Malware-sites connected to (not ordered)

Site Latest conn port, time, filter action Conn logged, dropped
Threat-level Category

10.73.210.27 (bad.example.com) 80, 15:39:31 UTC Sep 17 2009, dropped 2 2
very-high Malware

10.65.2.119 (bad2.example.com) 0, 15:39:40 UTC Sep 17 2009, dropped 1 1
very-high admin-added

192.168.1.2 (internal) 15:39:01 UTC Sep 17 2009, dropped
5 5

Malware-sites connected to (not ordered)

Site Latest conn port, time, filter action Conn logged, dropped
Threat-level Category

10.131.36.158 (bad.example.com) 0, 15:37:46 UTC Sep 17 2009, dropped 1 1
very-high admin-added
10.65.2.119 (bad2.example.com) 0, 15:37:53 UTC Sep 17 2009, dropped 1 1
very-high admin-added
20.73.210.27 (bad3.example.com) 80, 15:39:01 UTC Sep 17 2009, dropped 3 3

very-high Malware

. show d ~ show e



I show d ~ show e

show dynamic-filter reports infected-hosts .

Last clearing of the infected-hosts report: Never

EEav> R

avwo kR

Bl

address

IP7 RLAET T 7 UANERIIRTA FU X NMEML
i—a—o

clear configure dynamic-filter

ETRY MRy b NTT 4w T4 E a7 4 Fal—
varE7 VT LET,

clear dynamic-filter dns-snoop

Ry hExv N NS5 492 74VFZDODNS AX—E 7
T—2%7 V7 LET,

clear dynamic-filter reports

Ry b xy b b TT7 49T TANEDVR= T =S %7
U7 LE9,

clear dynamic-filter statistics

Ry bRy N NTF T 497 74 VEORHEHRE VT LE
‘j‘o

dns domain-lookup

PR—bFEINTWEavr R LTHX—2V v I T v 7%
FITTH72DI1Z, ASA 725 DNS ¥—/3—|Z DNS R 2 1%5{E T
EHEHITLET,

dns server-group

ASA @ DNS —_R—ZFELFT,

dynamic-filter
ambiguous-is-black

TULAYANMIBRENTWDL NI 740 05T T 7R
MIBEINTWD T 7 4 v 7 EREEEOT 72 a3 o THULE
L/ij—o

dynamic-filter blacklist

Ry PRy N NT T4 T TANEDT T w7 U A ERE
L%,

dynamic-filter database fetch

Ry bky b NTT 497 TANEDEAFI v F—F
N2 TFBHCHRELET,

dynamic-filter database find

RAAL VB EIZIPT RLAEZFAF I v 7 F—F =)
LRELET,

dynamic-filter database purge

Ry "EY N NFTAU VT TANEDOEAFTI VT F—X
NR—R % FEITHIFRL £,

dynamic-filter drop blacklist

T VANMIBERINTWSLE NI 70w 7 2HEI TR Y
FLET,

dynamic-filter enable

TI7EAVANERBELRWEGARIL, N o749 I D7 TR
FFRIFTRTCONT T4 I DRy "Ry N N TFT 497
TUNE e =TI LET,

show d ~ show e .



. show dynamic-filter reports infected-hosts

show d ~ show e |

avy kR

B

dynamic-filter updater-client
enable

BAT IV T—=FR=ADF Y u— R FX2—T L
i‘é—O

dynamic-filter use-database

BAFI vl T—=ERX=2ADEM%EA X —7 M LET,

dynamic-filter whitelist

Ry NRY b NTFTT 497 T4 NEDERTA R R b EARE
]\/i—é‘o

inspect dnsdynamic-filter-snoop

DNS A VAR gty hR2y b VT 7497 740
HAX—E L T 2—T M LET,

name

77w 7 UANERIIETA YA MIAETZEMNL £,

show asp table dynamic-filter

EHEX 2T 4 RACA VA M= ALENTWARY MRy
NMNFTaw T T aNE =N BRI LET,

show dynamic-filter data

A F Il T—H_R=ANRNKBIZIE T e— NIz H
B, F— A R—2DNRR—V g F—HR—ZHENLTWY
Loy MUK, 100HoY I R RE, FATF Iy
7 T RX=ACHlT O RERRFLET,

show dynamic-filter dns-snoop

Ry hExy N 5T 492 Z4NVFZDODNS AX—E 7D
WA R LET, detal ¥—U— RFE2EEL-BAIL, #
BEDIP 7 FLABLO4LRTIEERLET,

show dynamic-filter statistics

Ry "Ry NI T 4907 T4 NETEL—INT-HERHD
B}, BXOZnoDEGD I B, RUALA NI AN, TTv7
UA N, AU RANM—ETHIEROBEFRRLET,

show dynamic-filter
updater-client

P— N—D P T RL A, ASA BRITH — \— 2T % A
B, BHBICA VA NV ENETF—EZR—=ZADNN— g 7
E. T 7T — =R TAEREFRLET,

show running-config
dynamic-filter

Ry MRy b NI T 497 TANFDETALT 4 F a2 b—
YarvEFRRLET,

. show d ~ show e



I show d ~ show e

show dynamic-filter reports top .

show dynamic-filter reports top

Ry hxy b b7 497 T4NFIZE> TSN, 100~y =74 A b,
R—F, BEOWELEARR PO LAE— R EAERT SIC1E, #H EXEC E— R T show dynamic-filter
reportstop =~ > R&MH L £7,

show dynamic-filter reportstop [ malware-sites | malware-ports| infected-hosts ]

B DEREA

AR R FIHILE

AT R E—F

maware-ports  (f£&) AL 10D~ A T =7 A FOLR— b 2FRLET,

mawarestes ({LEF) (710D~ ™ =7 F— h O LHE— F &R LET,

infected-hosts ~ ({1:7&) EAL 10 fEOEYEHR A DL AR— b ERRLETS,

77 4N FOBIERLEIZH Y EE A,

WDFRIZ, a~vr REANTELE—RERLET,

ARV RE— | T7AT7 24— ILE—F EFXaUTAaTHERE
K
L—TvF ESUARART (VUL TILF
Lk
AVTFXRAR |[YARTL
i EXEC o Xfhia o it o it o 3fIt —

avy FERE

FEREDHA RKS4 Y

3l

J)— EERE

82(1) oo~ RFNBMERE LT,

8.2(2)  botnet-sites 35 & UY botnet-ports &— 7 — K% malware-sites 35 X O malware-ports (&
B IE LTz, malware-sites L'7h— ML, Ry 7 LizEiis . &9 1 b
BB L AVBLOD T I REENTOET, BKZ VT H A DAL T HBINE
NWE LT, BEA XY MZOWTL, Y BT ¢ (ERE) LRSS EM
CEBFINE L, AN MEISHT LI NI A—TEET,

ZOVR—MIT—FDAF v T ay MT, MaHEROIER GO LA 10 HEIZ—
L72WGEERH Y £,
LiR— b T — 4 #iHET5I2i%, clear dynamic-filter reportstop =~ K& A LET,

Iz, show dynamic-filter reportstop malware-sites ==~ > RO Oz R L ET,

ciscoasa# show dynamic-filter reports top malware-sites

show d ~ show e .



. show dynamic-filter reports top

show d ~ show e |

Site Connections logged dropped Threat Level Category
badl.example.com (10.67.22.34) 11 0 2 Botnet
bad2.example.com (209.165.200.225) 8 8 3 Virus
badl.cisco.example (10.131.36.158) 6 6 3 Virus
bad2.cisco.example (209.165.201.1) 2 2 3 Trojan
horrible.example.net (10.232.224.2) 2 2 3 Botnet
nono.example.org(209.165.202.130) 1 1 3 Virus

Last clearing of the top sites report: at 13:41:06 UTC Jul 15 2009

iz, show dynamic-filter reportstop malware-ports =~ > KOHHFIZE R L £,

ciscoasa# show dynamic-filter reports top malware-ports

Port

tcp >8192

Connections logged

617
472

22

19

17

17

9

3

2

Last clearing of the top ports report: at 13:41:06 UTC Jul 15 2009

KIZ, show dynamic-filter reportstop infected-hosts =~ > RO /il Z R LE7,

ciscoasa# show dynamic-filter reports top infected-hosts

Host

10.10.10.51 (inside)
10.12.10.10 (inside)
10.10.11.10(inside)

Connections logged
1190
10
5

Last clearing of the top infected-hosts report: at 13:41:06 UTC Jul 15 2009

BEEavT R avw U R

5B

address

IP7 RLAET T 7 UARNERIIARTA MU A MIEBML
\i—g—o

clear configure dynamic-filter

FATRY bRy N RT T4 w7 TANE a7 4 Fal—
vare7 VT LET,

clear dynamic-filter dns-snoop

Ry "Fy b bTT7 497 TANVIDDNS AR —LE T T —
27 VT LET,

clear dynamic-filter reports

Ry bRy N T T4 s T4NIDUVR— T =2 %7
7TLET,

clear dynamic-filter statistics

Ry bRy N NTFT 407 TNV OREHEREZ VT LE
‘g‘o

dns domain-lookup

PR=FINTNDav L R L TR =Ly I T v T %
FEATT D 7212, ASA 23 DNS H—/3—|Z DNS 2R & %(5 T
EH LT LET,

. show d ~ show e



I show d ~ show e

show dynamic-filter reports top .

avy kR

B2l

dns server-group

ASA O DNS P —R—ZfE L ET,

dynamic-filter
ambiguous-is-black

TLAYVANMIBEEINTWAE NI T 4w I 52T T A
MIBEREINTWA N T T 4 w7 ERBRDT 7 3 a > CTHULER
LET,

dynamic-filter blacklist

Ry RRy b T T 497 TANEDT T 7 )R b ERE
Li‘a‘o

dynamic-filter database fetch

Ry bRy b "NTFT7 497 TANBDELF Iy T—H
N—2&FHTRHELET,

dynamic-filter database find

RAAL B ETZZIPT RLAEZXEAF I v 7 F—H_R— Z N
DR LET,

dynamic-filter database purge

Ry hxy b NTT4 T TANEDELAF IV T T—H
N—2 % FEHTHIERL £

dynamic-filter drop blacklist

TTo IV ANMIBHERINTWAD NT 747 HHBITR R v
ZFLET,

dynamic-filter enable

TI7EAVRARMNEEELRWGAEIZ, 774y 7D TR
FEETRTON I 74w I DRYy bRy N 8T T 4w
TANE e F—T M LET,

dynamic-filter updater-client
enable

IAF Iy ) T=HRXmADST Y m— REA X =7 ML
SN

dynamic-filter use-database

BAFI vl FeBE_R—=ADFEHEA F—T N LET,

dynamic-filter whitelist

Ry bxy b hT 7497 T4NEDETA MY A b ETRHE
Lijqo

inspect dns
dynamic-filter-snoop

DNSA VAR vavbtdRy bRy b VT T 4907 T 40K
ARX =B T =T M LET,

name

7T UANERFIRTA MY R MIAETIEBMNLET,

show asp table dynamic-filter

EHEX 2T 4 NI VA R—LENTVWERY bRy
NNTT4w T TN E =L EFRRLET,

show dynamic-filter data

TATFTI I T—HR=ANKHKIZF T a— FE - B,
F=HAR=ADNR=V g, T—ER=RZEENTNHT
RO, 10OV T N Y XAFI v
T A R= T LERER R LET,

show d ~ show e .



. show dynamic-filter reports top

show d ~ show e |

avy kR

B2l

show dynamic-filter dns-snoop

Ry hExv N G747 Z4LFZDODNS AX—E 7D
W A2 FoR LET, detall ¥— U — FEIEE LIS AIE. EEE
DIP 7 FLABIUOLRIZF - LET,

show dynamic-filter statistics

Ry MRy N T T4 07 TANETE=ST —SINTHERHRD
¥, BLOIhosoEmDI B, m"UA NIRK TTv7
UAR, VA4V RM—ETHEGOEEERLET,

show dynamic-filter
updater-client

P— =D P 7 KL A, ASA DIRIZH— "—|ZH#EHkid 5 H
B, BICA VA P— L ENT-T —FR_XR—ADNN—D g U7
. T o7 T— =R ERER R LET,

show running-config
dynamic-filter

Ry bRy b 8T T4 TANEZDFTALT 4 Fab—
vavEFRRLET,

. show d ~ show e



I show d ~ show e

show dynamic-filter statistics .

show dynamic-filter statistics

Ry b2y b bTFT 7407 Z4NFEERALT, AUALA NI AN, 7997V AR, BLO
A Y AN LUTHBEINTEOBAERTT DL, F7HE EXEC E— KT show
dynamic-filter statistics =~ > K& H L £,

show dynamic-filter statistics [ interface name ] [ detail ]

B DEREA

AR FIHILE

avU R E—F

detail (B8 BEH L~V THEERITI Ry FENTE 7y FOEEFR R LE
j—O
interface (EB) BEDA v H—T oA ADOMFEREE R LET,

name

77 4V FOBIEREIZH D EE A,

WDFRIZ, a~vr REANTEHE—RERLET,

k
W—=T9k | FSVART | SUTL TILF
LYk
AVTERE | VAT L
¢t EXEC o RIS .« SIS . %S . —

avy FERE

EREDAARZA4 Y

3l

Jy— EERE

82(1) C—om~r RAEMSHELE,

8.2(2) %“&Vmwf YEEII Ry 7 ENT Ny MR EFERT D720 O detail F—
RBBIENE LT, BEA Xy MZoWTiE, YEST ¢ (BERE) L~
#@i MOBHNCEERESINE Lz, BBiA X MISHTLIC ) H—T&F 4,

TV AU AN, BEO RAAL CLZIZEEMTONTWER, ZHhHT_RTORAAL AN
7T w7 VA PMIEHINLTWEDITTIERWT RLAREGDLNET,

WEHE®RA 7 U 74 5121%. clear dynamicfilter statistics 2~ R&Z AN L £,

KIZ, show dynamic-filter statistics =~ > RO Al Z=R L ET,

ciscoasa# show dynamic-filter statistics

Enabled on interface outside
Total conns classified 11, ingress 11, egress 0
Total whitelist classified 0, ingress 0, egress 0

show d ~ show e .



. show dynamic-filter statistics

Total greylist classified 0,

show d ~ show e |

dropped 0, ingress 0, egress 0

Total blacklist classified 11, dropped 5, ingress 11, egress O

Enabled on interface inside

Total conns classified 1182,

ingress 1182, egress O

Total whitelist classified 3, ingress 3, egress 0

Total greylist classified 0,

dropped 0, ingress 0, egress 0

Total blacklist classified 1179, dropped 1000, ingress 1179, egress 0

Iz, show dynamic-filter statisticsinterface outsidedetail =~ > FOH J1f %~ L &

To

ciscoasa# show dynamic-filter statistics interface outside detail

Enabled on interface outside
Total conns classified 2108,

ingress 2108, egress 0

Total whitelist classified 0, ingress 0, egress 0

Total greylist classified 1,

dropped 1, ingress 0, egress 0

Threat level 5 classified 1, dropped 1, ingress 0, egress 0
Threat level 4 classified 0, dropped 0, ingress 0, egress 0

Total blacklist classified 30, dropped 20, ingress 11, egress 2
Threat level 5 classified 6, dropped 6, ingress 4, egress 2
Threat level 4 classified 5, dropped 5, ingress 5, egress 0

2

EavU R avy kR

B8

address

IP7T FLA%ET7 Ty 27 VA MELIIARTA MU R MIBEML
£

clear configure dynamic-filter

FATRY bRy b VT T4y TyNE AT 4 K2 —
arkE7 VT LET,

clear dynamic-filter dns-snoop

Ry NEy b hFT 497 T fLEDDNS A —E LT F—
a7 VT LET,

clear dynamic-filter reports

Ry MRy b FT T 497 TANIDVR— T =4 %7 Y
7 L/i‘g‘o

clear dynamic-filter statistics

Ry bRy b v T 747 74V 2O ERE 7 VT LE
ER

dns domain-lookup

PR=- R SHTWDEa~vy RICHLTR—by I T v 7%
FITT B2, ASA 75 DNS ¥— 3—|Z DNS ER A2 1E(ET
EHLEOICLET,

dns server-group

ASA O DNS YV —R—ZfEE L ET,

dynamic-filter
ambiguous-is-black

TLAYVANMIBEINTWAE NI T4 I 52T T A
MIBHEEINTWD T 7 4 w7 EREEDT 72 a o THULEL
LET,

dynamic-filter blacklist

Ry "Ry b hT T4 07 TANEDT T v )X &k
Liﬁ‘o

. show d ~ show e



I show d ~ show e

show dynamic-filter statistics .

avy kR

A

dynamic-filter database fetch

Ry "FEXYy N NG T 40T TA4NEDOEAF IV T F—X
N—2 & FEH TS LET,

dynamic-filter database find

RAALVEETIZIPT RVREXAFI v T F—HN— A
ODRRBELET,

dynamic-filter database purge

Ry hry b NTT4 9T TANEIDELF IV T T—H
N—AZFHTHIFRL £,

dynamic-filter drop blacklist

TTv I VARMIBFEEINTWA NI 747 2HEICTRE Y
7LET,

dynamic-filter enable

TI7EAVANEBEELZWEEIZ, VT 7407 D0 F A
FREFTRTORNT T4 I DORy Ry N b T T4 w7
TANE A FT—T M LET,

dynamic-filter updater-client
enable

HAFI T FT—=ER=2ADF I a— & A x—T/LIZL
EJpe

dynamic-filter use-database

BAFI vl FeB_R—=ADFEREA F—T M LET,

dynamic-filter whitelist

Ry "Ry b hT T4 97 TANEDERTA I X b Ak
Li‘a‘o

inspect dns
dynamic-filter-snoop

DNSA LV ART Y a v tRy bRy N NT T 4w T 44
AX =B T =T M LET,

name

777 VANERIFARTA YA MIAETZEMNL £,

show asp table dynamic-filter

EHTEF 2T 4 NRCA VA A ERTWAR Y hX
NG T 4T TANE ML EFRLET,

show dynamic-filter data

TAF I I T —HR=ANRFHZIZHE T a— RE 7z B,
FeBR—=ZADNR—=V g, FT—EARXR—2EG&ENTNHT
Y MU, 10OV T N RE XA FI v
T A RX=R T HIERER R LET,

show dynamic-filter dns-snoop

Ry hExv N G747 Z4LFZDODNS AX—E 7D
W A2 FoR L E7, detail ¥—V— REZEE L-HAIE. EE
DIP 7 FLABIOLRIZF - LET,

show dynamic-filter reports

10 OR >y bRy b ¥A b A= BROEGE L7ZAR
A NMIBETHUR— R EERLET,

show dynamic-filter
updater-client

P—_R—DIP T FL A, ASA DRIV — R —|ZHEHT 5 H
B, JBICA VA R—LENTT —FR_XR—2ADNN—D g U7
E. T o7 T — s —R—ZHT2IHERER T LET,

show d ~ show e .



show d ~ show e |
. show dynamic-filter statistics

TR e
show running-config Ry "Ry N NT T4 w7 TANEOETALT fFalb—
dynamic-filter TaruaFRRLET,

. show d ~ show e



I show d ~ show e

show dynamic-filter updater-client .

show dynamic-filter updater-client

Ry b2y b NI T 497 TANEDT v 7T —FYP—_"— 2T HEFER (P——DIP T

BX DA

AR TFI4ILbE

ATk E—F

KL A, ASA BV — R — |25k

BRODEAI LT A VA=A ENTNDT —F_X—ZD

N—=Ua i) BFRRT HITIE, FiHE EXEC E— KT show dynamic-filter updater-client =
~ U REMHALET,

show dynamic-filter updater-client

ZOawy FIESIBELITF—U—RNIHY A,

77 AV s OBIERIEILDH D F A

WDFEIZ, a~vr REANTELE—RERLET,

ARV RE— | T7AT7 24— ILE—F EXaUTA4aVTHRRE
k
=Tk FSUART (V2T ~ILTF
Ly k

AVTHFRAL | VAT LA
Jr—sYL 3| el * %I * %I — * X
V7 4%
=3 v

avy FERE

il

J)— EERE

A

82(1) oo~y RABMERELE,

&IZ, show dynamic-filter updater-client =2~ > KOH HFIZ R L ET,

ciscoasa# show dynamic-filter updater-client
Traffic Filter updater client is enabled
Updater server url is https://10.15.80.240:446

Application name:

trafmon, version: 1.0

Encrypted UDI:
0bb93985£42d941e50dc8£022350d1la8de96babclfod45f4bclead02a7d5990be32£483b

5715cd80a2l5cedadd4ebffe
Next update is in 00:02:00
Database file version is '907' fetched at 22:51:41 UTC Oct 16 2006,

size: 521408

BEEaTY R

avU kR ERBA

address
i‘aAo

IPT RLVRET T w7 VAMERIFHARTA FY A MIEBML

show d ~ show e .



. show dynamic-filter updater-client

show d ~ show e |

avy kR

Bzl

clear configure dynamic-filter

FATRY bRy N N T T4 T4NF AT 4 X¥al—
ark7 VT LET,

clear dynamic-filter dns-snoop

Ry "Exvy N NTF T 427 T4ALEDODNS AX—E L 7 F—
HuEr7 U T LET,

clear dynamic-filter reports

Ry hFy h T T 47 TANIDLR— KT =L %27 Y
7 L/iﬁ‘o

clear dynamic-filter statistics

Ry bRy N VT T4 w7 T4NXOMHEREZ VT LE
7,

dns domain-lookup

PR—-—PENTWLaZY FICH L TR =Ly I T v T %
FEATT H72DIT, ASA 73 DNS H—/3—|Z DNS ZR 2 %5 T
ELH&oICLET,

dns server-group

ASA O DNS Y —R—ZfE L ET,

dynamic-filter
ambiguous-is-black

TLAYANMIBEEINTWAE NI T4 I 52T T A
MIBEEEINTWA N T T 4 w7 ERBRDT 7 3 a > CULER
LET,

dynamic-filter blacklist

Ry MRy b NTT 497 T4NEDT T w7 U A N EfRE
Li‘a‘o

dynamic-filter database fetch

Ry bRy b "NTFT7 497 TANEDELF Iy T T—H
N—2 & FHTRHELET,

dynamic-filter database find

RAALVEETIZIPT FLRAEXAF I v 7 F—F_N— AN
OB LET,

dynamic-filter database purge

Ry FEXY N NG T4 0T TANEZOEAFT Iy F—X
N—2 & FETHIRL £,

dynamic-filter drop blacklist

TTv IV ANMIBEREINTWA NI 74 v 7 2HEI TR »
FLET,

dynamic-filter enable

TIEAVRARMNEEELRWGAEIZ, VT 74y 7D TR
FHEEFETR_RTOINT T4 I DRy vF2y N T T 407
TANE e F—T W LET,

dynamic-filter updater-client
enable

FAFIv) T—ER=ADL T m— R F—7 ML
*7,

dynamic-filter use-database

BAF I vl FeBE_R—=ADFERHEA F—T M LET,

dynamic-filter whitelist

Ry bxy b bTT 4w TAVEDETA R A Kk
l./jzj—o

. show d ~ show e



I show d ~ show e

show dynamic-filter updater-client .

avy kR

Bzl

inspect dns
dynamic-filter-snoop

DNSA VAR varviRy hR2y b NTF T4 T T 40K
ARX—V o T A X—T N LET,

name

77w UARNEREFRTIA MY R MIAFIEZBMLET,

show asp table dynamic-filter

BHEFX 2 VT 4 NRALCA VA= LEINTNDRY bRy
NNIZT 4T T AN =N EFRLET,

show dynamic-filter data

FATFI v I T—HERXR—=ARFRKIZH T a— RSjiz H R,
FeBR—=ZDNR—V g F—EAR—=ZE&ENTNHT
Y RUDOE, 10OV T N Y A F I vy
T AR T LEREF R LET,

show dynamic-filter dns-snoop

Ry bFxy b hTF7 7497 7 4VEDDNS AX—E 7D
WA RN L ET, detail ¥— U — REZ45E L7213, FEER
DIPT FLABIOARTZR R LET,

show dynamic-filter reports

FAZ10MEDAR Y b2y b YA b, A—b, BIOKLE LR
A2 RNMIETALR—FE2AERLET,

show dynamic-filter statistics

Ry "Ry N T T 497 T4 NETEH—INTHRHD
¥, BLOIhb6oEmD>I b, m"UAL NI AR TTv7
UA R, 7Y RAM—ETOEROEEFR T LET,

show running-config
dynamic-filter

Ry MRy b NI T4 97 TANIDFTAL T 4 F 2 b—
VaraFRLET,

show d ~ show e .



show d ~ show e |

. show eigrp events

show eigrp events
EIGRP A R b1 7 %FKR9 5121, 54 EXEC £— K C show eigrp events =1~ > K % {#
L/\ij_‘o

show eigrp [ as-number ] events [{ startend } |type]

(FEE) AVl E2FHRLTWSEIGRP 7ut 20 B AT LB B LIEE
LET, ASADRYR— T BEIGRP/LV—T 4 772312751 THH-0,
HEVAT AR FERET LI LEITIH Y T8 A,

EE) Hhanzsxz o vV %, AT v 7 AESSart TRBIN, 1T v 7 R
FZgend TR TTH5 MUICRELET,

BXDEREA asnurber

end

Start EE) v7 = NIDOA VT v I AFSERET D28IE, WHEEFE2HRET S
L BB ESNTARV TR L, end5IBCTHRESNIZAR FTHKTL
F9, BMIE, 1 ~ 4294967295 T3,

type (EE) R#kshd A~y P afRLET,

ATV R TFI4LL satBIWend ZIEELRWVWGE, TXTORY =2 FURFRINET,

ARV R E—F ROKIZ, a3~ P ANNTELHE—FaRLET,

ARV EKE— | TF7AT7 2+ —ILE—F Xa)T4a07FR+b
K
L=Ty bk | FSVART DT TILF
LY b

AVTHERL VAT LA

¥FHE EXEC . %P — . s —
av Yy FERE Jy— EERE

2

80(2) oo~ rRRNBMENELE,

9.0(1) ~AFaArTFHFARE— ROV R—FIFRNBEMENE L,

FEELEDOHA K54 > showegrp events O ) TITiRK 500 fFDOA N2 bRFRSNET, A0 M3 RAREICEE
TLL HLANY MIHADOKRREITEME L, A N NI O SHIR S vE

bé‘o
clear eigrpevents =~ > R&MHEH LT, EIGRP A X> ha /%27 V7 TExET,

. show d ~ show e



I show d ~ show e

3l

show eigrp events .

show eigrp eventstype =~ > Ri&, EIGRP A X hDOu X J AT —H A2 FRrLET, T

T4 R TIR, RANEE RAN—EE L BIUDUALFSM A v B — Uik E T,

FAN—EFA X hDOI X 71, noeigrp log-neighbor-changes =~ > F&i ] L TF «

=T M TEET, RANRN—EE 4R hor X 7%, noeigrp log-neighbor-warnings =
vV REFEALTT =7 M TEET, DUALFSM A XY hoa X o 7137 1 B—7 v
IZTEEHEA,

KIZ. show eigrp events =~ > KD A Bz~ LET,

ciscoasa# show eigrp events

Event information for AS 100:
12:11:23.500 Change queue emptied, entries: 4
12:11:23.500 Metric set: 10.1.0.0/16 53760
12:11:23.500 Update reason, delay: new if 4294967295
12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
12:11:23.500 Update reason, delay: metric chg 4294967295
12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
12:11:23.500 Route install: 10.1.0.0/16 10.130.60.248
12:11:23.500 Find FS: 10.1.0.0/16 4294967295
12:11:23.500 Rcv update met/succmet: 53760 28160

0 12:11:23.500 Rcv update dest/nh: 10.1.0.0/16 10.130.60.248

1 12:11:23.500 Metric set: 10.1.0.0/16 4294967295

P O ow Jo b W

RIZ, show eigrp events =~ > R CRARE - L& T/ FEZER LIz L DB 2R
L\i—a—o

ciscoasa# show eigrp events 3 8

Event information for AS 100:

12:11:23.500 Update reason, delay: new if 4294967295
12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
12:11:23.500 Update reason, delay: metric chg 4294967295
12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
12:11:23.500 Route install: 10.1.0.0/16 10.130.60.248
12:11:23.500 Find FS: 10.1.0.0/16 4294967295

W ~J oy U1 W

RIZ, EIGRP A X hr 7 dOx [R50 show eigrp events =2~ > RO H )
BlzRLET,

ciscoasa# show eigrp events
Event information for AS 100: Event log is empty.

Iz, show eigrp eventstype =2~ > ROl &R L £,

ciscoasa# show eigrp events type
EIGRP-IPv4 Event Logging for AS 100:
Log Size 500
Neighbor Changes Enable
Neighbor Warnings Enable
Dual FSM Enable

Eav> R

avw R Bz

clear eigrp events EIGRP A Xy k0¥ 7 Ny 77% 27V 7 LET,

show d ~ show e .



show d ~ show e |

. show eigrp events

2K 9

eigrp log-neighbor-changes| 4 R—Z5& 4 X kDO X2 F oA F— T LET,

dgrp FANR—EELS R hOuX T e F—T M LET,
log-neighbor-warnings

. show d ~ show e



I show d ~ show e

show eigrp interfaces .

show eigrp interfaces

EIGRP L —7 4 Y ZIZHML TWHA U H—T = A AT HI21%, FifE EXEC £— R T
show eigrp interfaces =~ > K& H L 9,

show eigrp [ as-number ] interfaces [ if-name ] [ detail ]

BX DA

asnumber | ((:E) 77T 47 A F—T oA A%&FE T D EIGRP Fut ZADHMEY AT
LAFEFERELET, ASA NV R— KT B EIGRP V—T 477tk AxiE 1D
P THH0, BEVATLAEFEZRETLAILEITIH Y FHA,

detail (EE) FEMfEREFRLET,

if-name (f£#) nameif a2~ RTHRESNIZA v Z—T oA ZAD4H, £ F—T =
A ALBIRTETDHE, MESNIA L E—T oA ACHERBEIEENET,

aAavU R FI4ILE

AUk E—F

A B =T 2 AZEIRELRWES., T XTOEIGRP £ V4 —7 =4 ADBERNEREIN
i—a‘o

WDOFIZ, a~r REANTEHE—RERLET,

K
W—=Tyk | FSVART |2 TL <ILF
LYk
AVTFRE | VARTLA
¥FHE EXEC o ki — o KPR o %I —
av Y FERE )— ZEEASE
3

802) Zoa~wr RpNBINENZELE,

9.0(1) =L FarFxzxhE— ROV R— N BENESNE LT,

FERALDHA RS > showegrpinterfaces =~ K& LT, EIGRP T 7T 4 77 A U 5 —7 = A 274 L

FNoDALE—T A AZE#ELTVWA EIGRP 2T AERE2FE LET,

A B =T 2 A APEESINTGE, TDOA L H—T 2 A ADHBNRERENET, FEEINA
WA, EIGRP #EfT L TCWATRTDA v H—T 2 ANFRINET,

HEEVAT ABEESINTSGE, HESNTZEEV AT AMIONWTONL—T 4 7 TatAD
HPFRRINET, BESNWEAE, T XTDEIGRP B2 ANFKRINET,

show d ~ show e .



. show eigrp interfaces

3l

show d ~ show e |

Wiz, show eigrp interfaces =~ > ROHHFIA R L £,

ciscoasa# show eigrp interfaces
EIGRP-IPv4 interfaces for process 100

Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
mgmt 0 0/0 0 11/434 0 0
outside 1 0/0 337 0/10 0 0
inside 1 0/0 10 1/63 103 0

#£ 62T, TOHNNFRENDIEER 7 =V FERBALET,

% 2: show eigrp interfaces 0 7 4 — )L K DE#EA

J4—ILEF EBA

process EIGRP Vv —F 4 v 7 FrE AD ATV AT LF S TT,

Peers B S AL TV D BT DXL,

Xmit Queue Un/Reliable | {ZiE M DIRNDVIEE F 2 —B L OMEEMEOE W IEEF 2 — 10> TV 5
Sy %L

Mean SRTT FEEIOAL—R T R Yy TREERR () .

Pacing Time Un/Reliable | EIGRP /X%~  (EEMEDIER X7 v B X OMEEEMED @7

R AT =T 2 RIKET DA I T2 RET DO
SINDH_X—v TR (B) .

Multicast Flow Timer

ASA BN~ /LFF ¥ A b EIGRP /37 v + & &EET SRR,

Pending Routes EEXF2—NTEEEZHEL TV E 2y FROL— O,
BEa<T R av Y K|
network |EIGRP /L —F 4 > 2 ZFut RZBMTHRy NV —IBI O, v X —T = A A%

ERLET,

. show d ~ show e




I show d ~ show e
show eigrp neighbors .

show eigrp neighbors

EIGRP FA /=7 — 7 )V &2HKRT 51T, $5HE EXEC £ — K T show eigrp neighbors =~ > K
EHEALET,

show eigrp [ as-number ] neighbors [ detail | static ] [ if-name ]

BX DA asnurber  ({£#) kA N— T2 hU EHIERT % EIGRP 72t ADHEY 2T AEEHIEE
LET, ASANY R — T AHEIGRP/LV—T 4 7 7ut 23127 THLH-0,
HEREVAT AFELZRETHILEIHD A,

detail (L) FEle R A N—HREFRLET,

if-name  ((£&) namefa~> RTHRESNI-A L F —T = A ZADLHL, A F—T A X
LEEETAEES., FOA XA —T 2 AEN L TFEEBINTETRTORA N—
TN T N BRERENFET,

static (f£&) neighbor =~ > REHEHA L TAX T 4 v 7 IZEFE ST EIGRP %A /13—
ERFLET,

A VEB—T 2 AL EIBELRWEES, TXTOA v E—T 2 A AN L TEHEINZRA
N—RRRENET,

AR TIAIE

ROFIZ, a~ FEANNTELE—FERLET,

AR E—F
AXVFE— | T7AT7I24+—ILE—F tXaYF4arTFR b
k
W=Ty bk | FSVRRT 1DV T)L TILF
Lk
AVTHFRAR | VRTL

¥#HE EXEC o It — o XIS o KPS —

R

802) Zoa<wr RpNBEMENELE,

9.0(1) =iLFaryFFzxhE—ROYR—FNBEINENE L,

FEEEDHA RS« > cdeareigrp neighbors =~ > &M LT, BIRYIZEE STk A 73— % EIGRP XA /N—7 —
TANH 7 YT TEET,
static ¥ — U — R LARWEIRY | ZXZT 4 v 7 XA N—IZHNITEENLEE A,

show d ~ show e .



. show eigrp neighbors

3l

show d ~ show e |

iz, show eigrp neighbors =~ > KD Al E R L £,

ciscoasa# show eigrp neighbors
EIGRP-IPv4 Neighbors for process 100

Address

172.16.81.28
172.16.80.28
172.16.80.31

Interface Holdtime Uptime ] Seq SRTT RTO
(secs) (h:m:s) Count Num (ms) (ms)
Ethernetl 13 0:00:41 O 11 4 20
Ethernet0 14 0:02:01 O 10 12 24
Ethernet0 12 0:02:02 O 4 5 20

#£ 62T, TOHNNFRENDIEER 7 =V FERBALET,

% 3:show eigrp neighbors 7 1« — )L K D5 EA

TJ4—ILF

BLL]

process

EIGRP V—T 4 7 7k ZADOBAHES AT LEZFTT,

Address

EIGRP A N—®D 1P 7 R L A,

A H =T AR

ASA R A /N=P0 hello X7y baRET 24 F—T =1 X,

PR R R
(Holdtime)

ASANRF TV LESENDE TITHRA N—00 DIE 2Rk 2 BFE
DEES (WEND) , ZOFR—/L R ZA L, hello /3% > FTHRA N—
MNHE L, BO hello 737 v M ERAN—INLZET D ETHA Lk
OHET,

FAN=RNT T ANV FDKR—IV K XA LEFHLTWDLEHEAIE, 20
HAEIZ 15 KW TT, ET7BF 74/ NS DHR—IL N XA LEHEL
TWAEAIZ, T 74/ NUSNDFR—IL R Z A LARERINET,

COMEMN0IZETDHE, ASAIL, *ANXN—%FEARGEE R LET,

Uptime

ASA BT DFRANR—=EDINEZRAICZE L ThHhD OB (R

i) .

Q Count

ASANREEZFE L TWAEIGRP XYy v ~ (T yFF—h, 7 —,
B DI,

Seq Num

FAN=DEZE LR EDOT v 7T — b, 72U — EIEIEN
Ty DYl A

SRTT

AL—RZ RN R, 2, mm@ﬂﬁ/b%’@*4
N—IZEB L. ASABZEDO/ 7w NOMRINE EZIET D2 DICNE
I VT,

RTO

Retransmission Timeout (FREEDOX A L7 U F) (V) , Zhi
ImAﬁﬁ%E%;~#%*4ﬂ~mﬂﬁyh%ﬁ%h?éif_%%
—g« 5 H#FEﬁVC\\—g«o

IZ. show eigrp neighborsstatic =~ > RO 2R L £,

. show d ~ show e



I show d ~ show e
show eigrp neighbors .

ciscoasa# show eigrp neighbors static
EIGRP-IPv4 neighbors for process 100
Static Address Interface
192.168.1.5 management

#6-4 T, TOWMNTRARINDEERT 4 —V REdB LET,

%= 4: show ip eigrp neighbors static © 7 1« — )L K D5

TJ4—ILF Bl

process EIGRP V—T 4 7 TR ADBEV AT AFE ST,

Static Address EIGRP XA X—DIP 7 KL &,

A EB—T A AZA|ASANFA RXR—=2 b helloX7r v NEZETHA X —T =4 A,

i KIZ, show eigrp neighborsdetail =~ > ROH B 2R LET,

ciscoasa# show eigrp neighbors detail
EIGRP-IPv4 neighbors for process 100

H Address Interface Hold Uptime SRTT RTO Q Seqg Tye
(sec) (ms) Cnt Num
3 1.1.1.3 Et0/0 12 00:04:48 1832 5000 O 14

Version 12.2/1.2, Retrans: 0, Retries: 0
Restart time 00:01:05

0 10.4.9.5 Fa0/0 11 00:04:07 768 4608 0 4 S
Version 12.2/1.2, Retrans: 0, Retries: 0

2 10.4.9.10 Fa0/0 13 1w0Od 1 3000 0O &6 S
Version 12.2/1.2, Retrans: 1, Retries: 0

1 10.4.9.6 Fa0/0 12 1w0d 1 3000 O 4 S

Version 12.2/1.2, Retrans: 1, Retries: 0

7 5 : show ip eigrp neighbors details D 7 4 —/L KOFHH T, ZOHNICE RSN EE
74—V R LET,

% 5:show ip eigrp neighbors details 0 7 4+ —)L K DA

Z4—ILF SRR

process EIGRP V—T 4 7 7Tt AOBEHEV AT AFZTY,

H ZOHTAE, HEESNIZRAN—L ORI THNLENTZET Vv Ty
vavOIEFEE R LET, IEFIL. 00 HAE 5 Lo &5 TRE S
hiﬁ—o

Address EIGRP %A R—DIP 7 KL &,

A =Tz A A |ASADBFAN=D hello N7y hEZETDHA LV H—T A A,

show d ~ show e .



. show eigrp neighbors

show d ~ show e |

J4—ILFK

Bl

PR IRFH
(Holdtime)

ASA WH TV L EE IND ETITHRA N—0 0 DIGE &R 25 IFfH]
DES (BWHANL) , ZOFR—IV R XA AiE, hello 37 v FTRA 73—
MNHE L, Bld hello N7 v R & RA N—0E2ETHE TR LIk
OFET,

FANR=INT T3V DFE—=V K FI A LEBFEHLTHIEEIE. 20
FEIX1IS KRBT, T NT 74 "USADE—NV R XA LEFREL
TWABESIT., T 74N FUSNDF—IL R Z A DRFRENET,

COER 0IZET D L, ASA 1L, RANN—ZRERRE RARLET,

Uptime

ASA N Z DRA N—=EDIGE = NG LTHH ORGEFER (K
5D .

SRTT

AL—RZFZ R 7, ZHid, EIGRP %7 v hEZDOXRA
N=IZHEFE L. ASANZEDNT » NOFERISE 2T 5T DI E
eI VT,

RTO

Retransmission Timeout (FFEfED XA A7 7 F) (R UH) , Zhi
ASA MFERB X 2 —0ERA NRN—ZF v N EFEET D F TIORH%
ERALEA NG I

Q Count

ASADEEZFE L TWAEIGRP X s (T 7FF—h, 7l —,
A D,

Seq Num

FANR=NEZE LTEEEDT v 75—k, 72— FIF0ES
Ty MDY= AE R,

Version

BEINTEETNETHROY 7 o7 RN—T g 0,

Retrans

8Ty b s LTz EE,

Retries

Ny b ORI Z AT LT[R

Restart time

FRE ST A N—DFHEE) LT b OffmRs i (R4 8)

BEav K avU R

Bl

clear eigrp neighbors

EIGRP %A N— T —T1N% 7 U7 LET,

debug eigrp
neighbors

EIGRP %A N—F Ry Ay —I%F R LET,

debugip eigrp

EIGRP X7 v h TRy T XAy —V%FRLET,

. show d ~ show e



I show d ~ show e

show eigrp topology .

show eigrp topology

EIGRP AR\ 7 —7 V& F£RT 5I121F. Kt EXEC *£— R T show eigrp topology =2~ > I
EHEALET,

show eigrp [ as-number ] topology [ ip-addr [ mask ] | active|all-links| pending | summary |
Zer 0-SUCCessor' s ]

BXDEREA

AR TFI4ILE

ATV R E—F

active ({EE) EIGRP bR Y T—TNANDOT 7T 47 =2 ) DOBERLET,

all-links ({E&) EIGRP hARB Y T—TANOTXTO/L—k (74 VTN ¥
ThWEab) 2R RLET,

as-number ({EE) EIGRP 7t ADHMEV AT ARG EZIE L ET, ASA B HR— b
T5HEIGRP V—F 4 /7t 231 OETTHLHD, BV AT L% S
ERET HLEILHY FH A,

ip-addr (AFvar) ERTLHIRY T—=TANLDIPT FLAZERLET,
YA E—HICHRE LIZSA,. = Y OFEMAB BB S E T,

mask (A7 av) ipaddr SIEICEAT S %Y hU—27 ~ A7 2EFRLET,

pending (EE) RANR=DEDOFHFHEZFEL TVODED, A N—~DJSE & LT
W5, EIGRP bR Y F—7 L HNOTRTHOT M) ZFRLET,

summary ({EE) EIGRP bR uy T —7NVDE KRR LET,

zero-successors  ({f:&) EIGRP bR v ¥ F—7 VNOf A e/ — h 2 FRLET,

T4 TN YT THLHL—FDOARFREINET, adllinksF¥—U— 2T &,
T4 =TI T TRVEDOLEDETXTONL— MRFERENET,

WDFEIZ, a~vr REANTEDLE—RERLET,

ARV KE— | TFATIF—LE—F  |£F2UFAVTFERE
K
=Ty K FSURART (U5 L TILF
Ly k
AVFER b | VAT L
FiHE EXEC o S — . R s —

2v L FRE

N)— ZEERE
z

802) zZoa~wr RpNBEIMENELE,

show d ~ show e .



. show eigrp topology

show d ~ show e |

Jy— EEAE

A

9.0(1) =i FarFxFzxhE— ROV R— NN BENESNE LT,

FELEDHA KSq> deardgrptopology =~ > A LT, ¥4 F Iy s b % bR T =700 bHIER

TEET.

Bl KIZ, show eigrp topology ==~ > RO &R L E T,

avy FERE

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.1.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status
P 10.2.1.0 255.255.255.0, 2 successors, FD is 0
via 10.16.80.28 (46251776/46226176), EthernetO
via 10.16.81.28 (46251776/46226176), Ethernetl
P 10.2.1.0 255.255.255.0, 1 successors, FD is 307200
via Connected, Ethernetl
via 10.16.81.28 (307200/281600), Ethernetl
via 10.16.80.28 (307200/281600), EthernetO

#6-6 T, ZOHNIIERSNDIEERY 4 — LV FE@iHLET,

3% 6: show eigrp topology D 7 « —)L &R

J4—ILF

B8

Codes

CORREY FT—7)L = U OWREE, Passive 3 LN Active [, = DFE
\ZB97" % EIGRP IkfE%4/~ L, Update, Query, KU\ Reply I, HEEH DN
Ty hOEA T ERLET,

P - Passive

= MIBHZ LB IN, ZOBEIZOWVWTOEIGRP HHEITFETINEE

A - Active

56512 OV T D EIGRP BHENETENE T,

U - Update

SRS HO Ny FMMES NI L ERLET,

Q - Query

R - Reply

SRR ENT y PRMMES NI L 2R LET,

r - Reply status

D
D]
ZOFEI 7 ) — "y P RRESNTEZ A RLET,
D]
ThU=TR7 2 =R F L, WEEFHEL TV LEICRESND Y
7

address mask

SEAEDIP T RLAE~S AT,

SUCCESSOors

Yo, ZOEEIX, IPLY—T 4T T—TNVHNDXT ARKy T D
Flzxis LE T,  Tsuccessors)] DR LFTHRRINDEGE. — bEZITX
7 A KRy FIEBIREE T,

. show d ~ show e



I show d ~ show e

avy FERE

show eigrp topology .

J4—JLF |EiBEA

FD TUYPTNTARR A, T AT TIVT 4 AR AL, SEEICEIET A0
DRI A N v I, V=BT 7T 4 TR0l & BRI N T’
ARV w7 TT, ZOMEEF74 VT &M TF oy 7 IEREINET, L
R—RNENTFN—ZDT 4 ARX LA (ATG v aDFEDA RN v 7)) BT 4
VINT AL ALDINS WS, T VYT FERRTE ST, %
DINANE T ATV Y7 EHIZRDET, YT M2 TIZE o TRART ¢
TN EAND . FOBKLITI =) —ERETHLIELL
DFEHEA,

via DRI ONWTY 7 by TIZBMLIEETOIPT FLA, ZhbDx
U ORAIOnE (nixH 7 vHo%k) X, BEOY 78T, VA NAND
Booxz o NIIET7 47N H 7S TT,

(cost /adv_cost | eI DEAEITSE e ~D 2 A F & FKT EIGRP A ~ U v 27 T, 2 FODOEAMEIE
) ZOETNT KXF A XL EIGRP A~V v 7 TY,

interface TEWMOFEEH TOA A —T A A,

Wiz, IPT7 RLR & L& (I L7z showegrptopology O H OBl 27~ LE9, HAEWNEL—
MZOWTOHEDTT,

ciscoasa# show eigrp topology 10.2.1.0 255.255.255.0
EIGRP-IPv4 (AS 100): Topology Default-IP-Routing-Table(0) entry for entry for 10.2.1.0
255.255.255.0
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 281600
Routing Descriptor Blocks:
0.0.0.0 (Ethernet0/0), from Connected, Send flag is 0x0
Composite metric is (281600/0), Route is Internal
Vector metric:
Minimum bandwidth is 10000 Kbit
Total delay is 1000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is O

Wiz, IPT7 KL AL & I L7- showeigrptopology D H i 2R~ L £, HIEsM gL —
MZoWTHOHLDTY,

ciscoasa# show eigrp topology 10.4.80.0 255.255.255.0
EIGRP-IPv4 (AS 100): Topology Default-IP-Routing-Table (0) entry for entry for 10.4.80.0
255.255.255.0
State 1is Passive, Query origin flag is 1, 1 Successor(s), FD is 409600
Routing Descriptor Blocks:
10.2.1.1 (Ethernet0/0), from 10.2.1.1, Send flag is 0x0
Composite metric is (409600/128256), Route is External
Vector metric:
Minimum bandwidth is 10000 Kbit
Total delay is 6000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500

show d ~ show e .



show d ~ show e |

. show eigrp topology

Hop count is 1
External data:

Originating router is 10.89.245.1

AS number of route is 0

External protocol is Connected, external metric is 0
Administrator tag is 0 (0x00000000)

BEavT UK av Uk HL:l
clear eigrp A F v 7ICmfEniZ= N ZEIGRP AR Y T—7 b7 Y
topology 7 LET,

. show d ~ show e




I show d ~ show e

show eigrp traffic .

show eigrp traffic

A5 X 72 EIGRP 37 v N O# & For$ 5121, FiHE EXEC “E— R C show eigrp traffic =
~U REEEHLET,

show eigrp [ as-number ] traffic

BX DA

aAavY R TFI4ILk

AR E—F

asnumbe ({1i) A RV h B/ %FE R LTWAEIGRP 7R 2D AT AT AE R 15E
LET, ASANY R — T AHEIGRP/LV—T 4 7 7ut 23127 THLH-0,
HEREVAT AFELZRETHILEIHD A,

77 4V F OEHEREIZH Y TR AL

ROEIZ, a~ FE2ANTEHE—FarLET,

AV RE— | D747 D4A—ILE—F LEIYF AVTFER R
K
W=Tyk | FSVRART [PV T)L < ILF
Lk
AVTHFERAR | VAT LA
¥¥HE EXEC o % — . R R —

avy FERE

FEREDAA RS>

3l

JU— ZEERE
S

802) Zoa~wr RpNBEIMENELE,

90(1) =L FarTHRRAME—ROVR—FRBEMENE L,

clear eigrp traffic 2~ > K&fEH3 25 &, EIGRP b7 7 ¢ v 7 OfiHE®RE 7 V7 T& £,

wIZ, show eigrp traffic =~ > RO B2 R LET,

ciscoasa# show eigrp traffic
EIGRP-IPv4 Traffic Statistics for AS 100
Hellos sent/received: 218/205
Updates sent/received: 7/23
Queries sent/received: 2/0
Replies sent/received: 0/2
Acks sent/received: 21/14
Input queue high water mark 0, 0 drops
SIA-Queries sent/received: 0/0
SIA-Replies sent/received: 0/0
Hello Process ID: 1719439416
PDM Process ID: 1719439824

F6-4 T, TOHNNIFERINIEER 74—V e LET,

show d ~ show e .



. show eigrp traffic

show d ~ show e |

% 7:show eigrp traffic 7 « —)L K DEiHA

TJ4—ILF

BLL

process

EIGRP V—F 4 7 Futv 20 AL AT L& BT,

Hellos sent/received

EZAE S 472 hello /X7 > h DK

Updates sent/received

BEZEINEZT v 7T — 1k Xy hoE

Queries sent/received

EXEINT7 Y — Ty PO

Replies sent/received

& SNTEE T v b DI

Acks sent/received

e
B SN MEERIRNE (ACK) 7w bk

Input queue high water mark/drops | £ K52{E U X VMEICESL L TV AZE 7 v M L O

AV BNF 'S
SIA-Queries sent/received %215 N7z Stuck-in-active 7 U —,
SIA-Replies sent/received PZ1E N7z Stuck-in-active i,

BEEa< Y

K

av>U R SRER

debug eigrp packets| %57 {2 X 7= EIGRP /47 v hDOF o S A F i LET,
debug eigrp EESNTEIGRP A v E—YDOF Ny FIEREF R LET,
transmit

. show d ~ show e



I show d ~ show e

show environment .

show environment

VAT AAVR—F 2 OV AT AERBEEHREFZRT DL, FiHE EXEC E— KT show
environment =< > R&ZHFEHALET,

show environment [ alarm-contact | driver | fans| power-consumption | power-supply | temperature
1 [ chassis| cpu | voltage ]

X DERHA alarm-contact (A7 a2) ISA3000 T34 Z FDODAST
F—h arH 7 NOEBWEAT—X R ELRL
\i—a—o
chassis (EE) BERRZ Yy —VICBELET,
cpu UEE) RERTE oty FIZRELET,
driver (AFvav) BEE=4%1U 27 (IPMI) K

FANARAT—F AR RLET, RTANX
T —Z Z IR DONT NN D £,

« RUNNING : K7 A A ZEfEF T3,

« STOPPED : =7 —NFK T KT A /32385

IELTWETS,
fans (EE) WHA7 7 v OBWERAT — X A FKoR
LET, AT =X AFRKOWT NI F
‘g‘o

«OK : 7 7 VIFXIEFICEMER T,

s Failed : 7 7 SRR L TV B 72 OZHLN
LIZ‘E -/G\‘aAo

FaTNT 7 'Y 2 — VAR TR,
77V DEBEDAT = A% EKRT HITIE,
show environment basic ¥ &2 TF show
environment expand FX0S =2~ > K& H L
*7,

power-consumption (7> ar) POEA L H—T A ADE
HEBELZFRLET,

show d ~ show e .



. show environment

show d ~ show e |

power-supply

(EE) EFROMERAT —X XA EFRLET,
%%ﬁ%/i—w®27 2 Z TR DNT I

2720 £,

« OK : EFITEF ICEEFR TT,

« Failed : TEIRIEE L TV D 72 DA HDI
T,

» NotPresent : §7€ SN 7-EIRDFRE ST
WEH A,

BIREY 2 — VOTLEMEAT —F A RRS
NET, TWEMEAT—Z 2ZEOWFT N
0 ET,

-OK 2= NIV YV —ANZELIIREET

WZENER T,

e Lost : == MITEMIZIH Y THEAN,
%ﬁ@®Uy%XTEﬁ’%¢¢TT
LI EDOEENEE LZGAE, VA
VAR NEE Fﬁ?/éﬂifh

*N/A: 2=y MIBROITLRMEISHIET 5
EOITRESNTHER A,

temperature

(EE) 7atyd oy —YOREBIOD
AT —H AEF R LET, BEIIEBKTRS
NET, AT —F ZIRDOWT IR £
kR

« OK : R IT@H OIERHNICH  +

kR

» Critical : V& 1338 5 O EMERFHSNCT,

voltage

(L:75) CPUEBJET ¥ %/ 1 ~24 D% FHR
LEd, BfERT—% 2 3R&E £,

av>v KT+

avY kR E—FK

. show d ~ show e

F—TU— FPREEI N TV RN

AlE. FIANRNEZRSTRATOEEFRAIE RSN E T,

WDOFIZ, a~ REANTEHE—RERLET,



I show d ~ show e
show environment .

ARV KE— | TF7AT7 2+ —ILE—F Xa)T4a0FFR+b
K
=Ty k | RIVART (U TNL JILF
L b

AVTHFRAL | VAT LA

FitE EXEC o 5t . 5 . %S _ s
av Yy RERE Jyy— ZEEAHAE

2

8I(1) Zoa~wr RNBINENnEL-,

84(2)  ASA 5585-XSSP OH AN BEMENFE L, EHIZ, T=2T/VSSPA A F—/LD
PR—FRNBMESHE LR,

8.4.4(1) ASA5515-X, ASA5525-X. 5545-X. B I NASAS5555-X TR EN D EIRIEEMN.
HAOTEREINE LT,

8.6(1)  ASA 5545-X B L TN ASA 5555-X D CPUBE L F o L—FEE A X FOH /728558
mEnE Lz, BRANAT—FZAOHEIINBMENE L, EEE P —0H
MEMEE Lz,

9.7(1)  ISA 3000 T alarm-contact ¥ — 7 — RABIMENE LT,

9.13(1)  Firepower 1010 PoE f > % — 7 = A A|Z power-consumption % — U — R2MBHI &S
L7,

FERLEDHA KSq4> 7T AOYEa v F—x v FOBWERENRZ 2R TE£T, ZoFHICIE, 77 v BXY
BIROEBWEAT —H 2L, CPUBLOY Y —YDIREBLIORAT—Z ARG ENET, ISA
3000 T34 AZ1E. ANT T —Lb arFZ 7 MCETAEERRE TR TWET,

)

CE)  FaT7I)SSPA VA N—ILDOEE, BHIZ7 7 U BLIOEBROH L, v —Y v AZ—D+&
VY Lo TOHTRINET,

i &IZ. show environment =~ > RO—fxi 2 H A2 R LET,

ciscoasa# show environment

Cooling Fans:

Left Slot (PSO): 6900 RPM - OK (Power Supply Fan)
Right Slot (PS1): 7000 RPM - OK (Power Supply Fan) Power Supplies:

Power Supply Unit Redundancy: OK

show d ~ show e .



. show environment

Temperature:

Left Slot (PSO): 26 C - OK (Power Supply Temperature)
Right Slot (PS1): 27 C - OK (Power Supply Temperature)

Cooling Fans:

Left Slot (PSO): 6900 RPM - OK (Power Supply Fan)
Right Slot (PS1): 7000 RPM - OK (Power Supply Fan)
Temperature:

Processor 1: 44.0 C - OK (CPUl Core Temperature)
Processor 2: 45.0 C - OK (CPU2 Core Temperature)

Chassis:

Ambient 1: 28.0 C - OK (Chassis Front Temperature)
Ambient 2: 40.5 C - OK (Chassis Back Temperature)
Ambient 3: 28.0 C - OK (CPUl Front Temperature)
Ambient 4: 36.50 C - OK (CPUl Back Temperature)
Ambient 5: 34.50 C - OK (CPU2 Front Temperature)

Ambient 6: 43.25 C - OK (CPU2 Back Temperature)
Power Supplies:

Left Slot (PSO): 26 C - OK (Power Supply Temperature)
Right Slot (PS1): 27 C - OK (Power Supply Temperature)

wIZ., show environment driver =< > RO 2R L £,

ciscoasa# show environment driver
Cooling Fans:

Cooling Fan 1: 5888 RPM - OK

Cooling Fan 2: 5632 RPM - OK

Cooling Fan 3: 5888 RPM - OK

Power Supplies:

Left Slot (PSO): N/A

Right Slot (PS1l): 8448 RPM - OK
Power Supplies:

Left Slot (PSO): Not Present

Right Slot (PS1): Present

Left Slot (PSO): N/A

Right Slot (PS1l): 33 C - OK

Left Slot (PSO): N/A

Right Slot (PS1l): 8448 RPM - OK
Temperature:

Processor 1: 70.0 C - OK

Chassis:

Ambient 1: 36.0 C - OK (Chassis Back Temperature)
Ambient 2: 31.0 C - OK (Chassis Front Temperature)

Ambient 3: 39.0 C - OK (Chassis Back Left Temperature)

Power Supplies:
Left Slot (PSO): N/A
Right Slot (PS1): 33 C - OK

. show d ~ show e

show d ~ show e |



I show d ~ show e
show environment .

Voltage
Channel 1 1.168 V - (CPU Core 0.46V-1.4V)
Channel 2: 11.954 Vv - (12V)
Channel 3: 4.998 V - (5V)
Channel 4: 3.296 V - (3.3V)
Channel 5 1.496 V - (DDR3 1.5V)
Channel 6 1.048 Vv - (PCH 1.5V)

wIZ. ASA 5555-X DA @ show environment =2~ > RO 2~ L E£1,

ciscoasa# show environment
Cooling Fans:

Left Slot (PS0): 9728 RPM - OK
Right Slot (PS1): O RPM - OK
Power Supplies:

Left Slot (PSO): Present
Right Slot (PS1): Present

Power Input:

Left Slot (PS0): OK

Right Slot (PS1): Failure Detected

Temperature:

Left Slot (PS0): 29 C - OK

Right Slot (PS1): N/A

Processors:

Processor 1: 81.0 C - OK

Chassis:
Ambient 1: 39.0 C - OK (Chassis Back Temperature)
Ambient 2: 32.0 C - OK (Chassis Front Temperature)
Ambient 3: 47.0 C - OK (Chassis Back Left Temperature)
Power Supplies:

Left Slot (PS0): 33 C - OK

Right Slot (PS1): -128 C - OK

WIZ, T 2TV SSP A A h—/L®D ASA 5585-X ¥ ¥ — >~ A X —DE D show
environment =< > ROH I ZR L £,

ciscoasa(config)# show environment
Cooling Fans:

Left Slot (PSO): 7000 RPM - OK (Fan Module Fan)
Right Slot (PS1): 6900 RPM - OK (Power Supply Fan)
Power Supplies:

Power Supply Unit Redundancy: N/A
Power Supplies:

show d ~ show e .



. show environment

Left Slot (PSO): 64 C - OK (Fan Module Temperature)
Right Slot (PS1l): 64 C - OK (Power Supply Temperature)

Power Supplies:

Left Slot (PSO): 7000 RPM - OK (Fan Module Fan)
Right Slot (PS1): 6900 RPM - OK (Power Supply Fan)

Temperature:

Processor 1: 48.0 C - OK (CPUl Core Temperature)
Processor 2: 47.0 C - OK (CPU2 Core Temperature)

Chassis:

Ambient 1: 25.5 C - OK (Chassis Front Temperature)
Ambient 2: 37.5 C - OK (Chassis Back Temperature)
Ambient 3: 31.50 C - OK (CPUl Back Temperature)
Ambient 4: 27.75 C - OK (CPUl Front Temperature)
Ambient 5: 38.25 C - OK (CPU2 Back Temperature)

Ambient 6: 34.0 C - OK (CPU2 Front Temperature)

Power Supplies:

Left Slot (PSO): 64 C - OK (Fan Module Temperature)
Right Slot (PSl): 64 C - OK (Power Supply Temperature)

Voltage:
Channel 1: 3.310 V - (3.3V (U142 VX1))
Channel 2: 1.492 vV - (1.5V (Ul42 VX2))
Channel 3: 1.053 V - (1.05V (U142 VX3))
Channel 4: 3.328 V - (3.3V_STDBY (U142 VP1))
Channel 5: 11.675 V - (12V (U142 VP2))
Channel 6: 4.921 V - (5.0V (U142 VP3))
Channel 7: 6.713 V - (7.0V (U142 VP4))
Channel 8: 9.763 V - (IBV (Ul42 VH))
Channel 9: 1.048 V - (1.05VB (U209 VX2))
Channel 10: 1.209 vV - (1.2V (U209 VX3))
Channel 11: 1.109 Vv - (1.1V (U209 VX4))
Channel 12: 0.999 VvV - (1.0V (U209 VX5))
Channel 13: 3.324 V - (3.3V STDBY (U209 VP1))
Channel 14: 2.504 V - (2.5V (U209 VP2))
Channel 15: 1.799 vV - (1.8V (U209 VP3))
Channel 16: 1.899 Vv - (1.9V (U209 VP4))
Channel 17: 9.763 V - (IBV (U209 VH))
Channel 18: 2.048 V - (VIT CPUO (U83 VX2))
Channel 19: 2.048 V - (VIT CPULl (U83 VX3))
Channel 20: 2.048 V - (VCC CPUO (U83 VX4))
Channel 21: 2.048 V - (VCC CPULl (U83 VX5))
Channel 22: 1.516 V - (1.5VA (U83 VP1))
Channel 23: 1.515 V - (1.5VB (U83 VP2))
Channel 24: 8.937 V - (IBV (U83 VH))

show d ~ show e |

CPUBJEL X2 L—FREARV ML ASAR Ty v RE T ENTEHE1E. &’

DEEE A T — DRFRENET,

WARNING: ASA was previously shut down due to a CPU Voltage Regulator running beyond the
max thermal operating temperature. The chassis and CPU need to be inspected immediately

for ventilation issues.

FEHEIZ DWW TIE, syslog A v E— A K D syslog A »t—3 735024 # 2L TL 72

éb\o

RIZ . sshow environment alarm-contact =~ > ROH B2 R L E T,

. show d ~ show e



I show d ~ show e

ciscoasa> show environment alarm-contact

ALARM CONTACT 1
Status:
Description:
Severity:
Trigger:

ALARM CONTACT 2
Status:
Description:
Severity:
Trigger:

KIZ, RIA NI —HEHEROBI 2R L ET,

not asserted

external alarm contact 1
minor

closed

not asserted

external alarm contact 2
minor

closed

Driver Error Statistics:

I2C I/0 Errors
GPIO Errors

Ioctl Null Ptr Errors

Poll Errors

Invalid Ioctl Errors

PECI Errors
Unknown Errors

O W o oo oo

show environment .

PECI =F —|%, CPURET — X OFUSGFRFCEENBAEL WD 2R LET, =

F—= vy MR, IRET —Z OEAFIZRI L 72T,

BEEavTY R

avyU kR

e

clear facility-alarm output

HAOVU L—oFEFEZ90, LEDOT 7 —LKEZ 27 V7 LET,

show facility-alarm relay

N T—ENEZT T —LbDAT—F AFEREEZRLET,

show version

N=RU 2T BIOY T N =T DONRN—=Va 2R RLET,

show d ~ show e .



. show event manager

show d ~ show e |

show event manager

B DEREA

AR TIAIE

ATV R E—F

BRESNTBZEARV 32— Ty MIBETAEREFRT D21, i EXEC E—

K -C show event manager =~ > RZfH L 9,

show event manager

ZOaTy FIZFSIEERITF—Y—FNIdH v A,
774N FOEERLEIZH Y EE A,

ROFIZ, a~ R ANNTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
R
W=TFTyk | FSVRRT (DU T)L JILF
Lk

AVTHFRAM |[VRATL
Ja—3)L o o Xtha o S o s . . %S
V7 4%
L—ya v

avy FERE

il

Jy— EEAE
7S

9.2(1) Zoavwy RBBNEhE LK,

KIZ. show event manager =~ > FOHAHIZ R L £,

ciscoasa# show event manager

event manager applet 21, hits 1, last 2014/01/19 06:47:46
last file diskO:/eem-21-20140119-064746.1log
event countdown 21 secs, left 0 secs, hits 1, last 2014/01/19 06:47:47
action 1 cli command "sh ver", hits 1, last 2014/01/19 06:47:46

EEav> R

avU R ERBA

—_——

L\ij—o

showrunning-configevent manager | f X k<% —Y ¥ DEFTa L 7 4 X2l — 3 VEFER

. show d ~ show e
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