show b ~ show cq

» show backup-package (3 ~X—73)

+ show bfd drops (5 ~—73)

s show bfd map (7 ~3—73)

» show bfd neighbors (9 ~<—73")

+ show bfd summary (11 ~<—73")

« show bgp (13 <—2)

» show bgp all community (20 ~*—7)

» show bgp all neighbors (23 ~<—7)

« show bgp cidr-only (29 ~—73°)

* show bgp community (31 ~<—73”)

+ show bgp community-list (33 ~X—1)

» show bgp filter-list (36 ~X—1)

» show bgp injected-paths (39 ~<—7)

» show bgp ipv4 (41 ~=—3)

+ show bgp ipv6 (44 ~=X—73)

* show bgp ipv6 community (48 ~X—)

+ show bgp ipv6 community-list (51 ~<—73”)
« show bgp ipv6 filter-list (54 ~X—3)

+ show bgp ipv6 inconsistent-as (57 ~X—1)
» show bgp ipv6 neighbors (60 ~X—73")

« show bgp ipv6 paths (68 ~<—17)

» show bgp ipv6 prefix-list (70 ~<—3°)

« show bgp ipv6 quote-regexp (73 ~<X—1)
« show bgp ipv6 regexp (76 ~X—3)

» show bgp ipv6 route-map (79 ~<—73)

« show bgp ipv6 summary (82 ~X—37)

» show bgp neighbors (84 ~X—3")

« show bgp paths (97 ~<X—71)

» show bgp policy-list (99 ~<—73”)

show b ~ show cq .



* show bgp prefix-list (100 ~~—3)

« show bgp regexp (102 ~<—73")

* show bgp replication (105 ~<—73)

» show bgp rib-failure (107 ~<—7)

+ show bgp summary (109 ~X—73")

» show bgp system-config (114 ~X—7)

* show blocks (116 ~=—3")

* show bootvar (127 ~<—13)

* show bridge-group (129 ~—7)

s show call-home (131 ~<X—7)

» show call-home registered-module status (136 ~X—3")
» show capture (138 ~X—7)

* show chardrop (145 ~<—73")

» show checkheaps (146 ~<—3°)

* show checksum (147 ~X—73)

+ show chunkstat (148 ~X—73")

+ show class (150 ~X—7)

» show clns (151 ~=X—7)

* show clock (162 ~—73")

* show cluster (164 ~—3)

* show cluster history (167 ~X—13)

» show cluster info (170 ~<—73)

» show cluster user-identity (179 ~X—1)
» show cluster vpn-sessiondb distribution (181 ~—73)
* show compression (183 ~<—17)

» show configuration (185 ~—73")

* show configuration session (189 ~X—73")
+ show conn (191 ~X—7)

» show console-output (205 ~<—73)

» show context (206 ~X—1)

* show controller (210 ~—73°)

* show coredump filesystem (217 ~<—73”)
* show coredump log (219 ~—3)

+ show counters (221 ~X—7)

s show cpu (224 _X—7)

. show b ~ show cq

show b ~ show cq |



I show b ~ show cq
show backup-package .

show backup-package
Cisco ISA 3000 DN 7 T TR lr =V D AT —H ALY~ U —IFRE R AT DL, Rk
EXECE— NE/LIZFu— L a7 4 Fab—3 3 E— T show backup-package =~
YREFEHLET,

show backup-package { status { backup |restore } | summary }

\)

GE) Zoa<r RiE, CiscolSA3000 7 7747 L AZOHEHAINE T,

BX Dt backup | AT A satus [EHROX A FTHEIEELET,
restore
status Ny 7Ty TEREE T IXE L BIEOWT NI OE— R, nr—r g, NAT

L=, RFORZINEHRZZRLET,

summary Ny 7Ty TERIEEETCBRIEOW S D AT — 2 AfF#HER R LET,

ATV R FI4NN T ANV NOEERMEITH Y A,

a2 K E—F ROFIZ, a~v 2 FEANTELHE—FaerLET,

ARVEE— |T7ATI74—ILE—F £X2AYF4AVFER R

k

W—=T9k | FSVART (VT <ILF
LYk
AVTFERL | YRTL

¥#HE EXEC o % .« 5HE . %S _ —
avy FERE Jyy— FTEHRER

A

97(1) o <y RENENE L,

ERLEDHA K54 > showbackup-package =~ > RixZ/u— Vb a7 4 Fal—ar = R THLHEMATHET
ED

i WIT. N I T Ty r— DD~ U —EHE e R B AR LT

ciscoasa# show backup-package summary
backup mode : auto
backup location : disk3:

show b ~ show cq .



. show backup-package

backup passphrase:

last backup time
restore mode
restore location

restore passphrase:

Last restore time

. show b ~ show cq

Mar 23 2014 22:05:52

Mar 24 2014 05:07:32

show b ~ show cq |



I show b ~ show cq
show bfd drops .

show bfd drops

BFD T Fuy SN Try FOREFRT DL, Za—ar7 o Fal—va s E—
K C show bfd drops =~ > R&MEH L F7,

show bfd drops

EX DA Zoawy FIESIBEELITF—U—FNIHY A,

ARV R FIAN R, SOAYY RICF 7 4 b OBEEIHEILS D EH A

avY R E—FR ROFIZ, A~ FEANTELE—FenRLET,
aAY VU RE— | D747 94— ILE—F tXxaYF4aTFXR b
k
L—FT v K FSUART (DU T)L TILF
Lk
AVTHFRE | VAT A
Ja—s3 )L 3 o I — o Xfhia o 3fIi —
V7 4F =
L—ya
avy FERE Jy— ZEHEAR
2

962) Zoa<wr RKRNBEMENEL,

#l WIZ. BFD TRu v F SN 4y M and 2055 LET,

ciscoasa# show bfd drops
BFD Drop Statistics

IPV4 IPV6 IPV4-M IPV6-M
Invalid TTL 0 0 0 0

BFD Not Configured 0

No BFD Adjacency 0 0 0 0

Invalid Header Bits 0 0 0 0

Invalid Discriminator 0 0 0 0

Session AdminDown 0 0 0 0

Authen invalid BFD ver 0 0 0 0

Authen invalid len 0 0 0 0

Authen invalid seq 0 0 0 0

Authen failed 0 0 0 0

MEav R avo kR SiER
authentication SUUNKRy T kv arbvwAFRy S £y g D BFD
T — MIEREERELE T,

show b ~ show cq .



. show bfd drops

show b ~ show cq |

avy kR

Bl

bfd echo

A B —T 2 A ATBFD=a— E— REHEMZLET,

bfd interval

A H =T 2 RAIRN—=RATFT A BFD/NT A—Z R ELE
T,

bfd map

T RLRES LT Ry T T 7 L— FZEERTIT 5 BED v v
TERELET,

bfd slow-timers

BFD 20— # A v —fBEERELET,

bfd template

U TNVIRYy T BFD T L —MEA U E—T A RTINS
Y RFLZET,

bfd-template single-hop |
multi-hop

BFDT > 7L — 2% EL, BFDavy 7 4 Xal—i g F—
RZBBm L £9,

clear bfd counters

BFD W2 %27 U7 LET,

echo

BFD > NNk T —hozma—%BE LET,

neighbor

BGP M &&E 3, BFD 22 HERE/ RAMHKRA v —V %%
ETx%5k9512, BGPDOBFD 4 — F 2R/ TELE T,

show bfd map

RIEFEH»D BFD v v P HRRLET,

show bfd neighbors

WEAF D BFD BHEBIFROFEAM 2 ) A b 2FR L £

show bfd summary

BFD O =V —fFWa R L £,

. show b ~ show cq



I show b ~ show cq .
show bfd map

show bfd map

BEBRHLDBFD v v FAFRTAHIZIT., ZFe— a7 4Xal—3 g2 F— FNTshow
bfdmap =~ REMHHL 7,

show bfd map

HET 2 8H ZOawy FIFGIEERITF—Y—FNIdH 0 FHA,

ATURTIAFIR DAV RICT T4 FOBEEZITEITZH Y A,

avY R E—FR ROFIZ, A~ FEANTELE—FenRLET,
ARV KRE— | 7747 I94+—ILE—F tXalyF4oarTER b
k
L—FT v K FSUART (DU T)L TILF
Lk
AVTHFRE | VAT A
Jr— )L o o SIS — o 3fIi o XFIS —
V7 4F =
L—ya
av Yy FER Jy— ZEHEAR
2

962) Zoa<wr RKRNBEMENEL,

#l Wi, BFD v v 74 F5nT %R LET,

ciscoasa# show bfd map
Destination: 40.40.40.2/24
Source: 50.50.50.2/24
Template: mh
Authentication (Type): sha-1

BEEavTR avw vk Bl

authentication SUITNERy Ty arEelLFRy S By a O BFD
T — MIERREERELET,

bfd echo A H—T 2 A ATBFD =2 — E£— RZMLET,
bfd interval A B =T 2 Af RNIRXR—AF A BFD NT A —HF &R ELE
‘é—o

show b ~ show cq .



. show bfd map

show b ~ show cq |

avy kR

aBA

bfd map

T RLRES LT Ry TS T 71— K ZEENTIT 5 BED v v
TERELET,

bfd slow-timers

BFD At — ¥ A < —fHERELFET,

bfd template

VI NKRYy T BED TS L — b EA A —T = A ATAA
v RLFET,

bfd-template single-hop |
multi-hop

BFDT > 7L — F2HEL, BFDZY 7 4 Fal— g F—
KEBAE L £7,

clear bfd counters

BFD ho o 2% 2707 LET,

echo

BFD V>V NVky 5o L—hozma—%BELET,

neighbor

BGP W &&k S, BFD 22 HERE R AR A v —V %%
ETX%5X512, BGPOBFD ¥ R— h 2R ELET,

show bfd drops

BFD CRury 7 &N=ry hOBEFERLET,

show bfd neighbors

BETF D BFD MERBIR DGR U A F & FRRLE T,

show bfd summary

BFD O% <V —Flaz R L £,

. show b ~ show cq



I show b ~ show cq

show bfd neighbors .

show bfd neighbors

BEAF D BFD BRRAROFEM7R Y A FAFRT DR, Fem— b a7 4 Falb—a s
& — KT show bfd neighbors =~ > R&fH L £,

show bfd neighbors [ client { bgp } | details|interface interface-name |ipv4 ip-address |ipv6
ipv6-address | multihop-ipv4 ip-address | multihop-ipv6 ipv6-address ]

BXDERA

aAavv R TFI4ILk

aAvU kR E—F

74T b (FA7vay) BEDIIATV FORAN—%F - LET,
bgp (7> ar) BGP 7 I9A4 T v haFRLET,
details (7> ay) ERAN—DFTXRTOBFD 7’2 koL /XT7 A—X

BIOXA~v—2FRLET,

interface interface-name (7L 5 3) FESAIA LA —T = A ADFA A— 2 IR LE

R

ipv4 ip-address (A7 av) HESNTZV U IRy TP XA N—%FRLE
R

ipv6 ipv6-address (A7vay) BESNTZV TRy T IPv6 FA N—%FKw L
\ij_o

multihop-ipv4 ip-address (A7varv) BESNE~AVF Ry TIPRA RN—2FR LET,

multihop-ipv6 ipv6-address (473 3 ) EBEINTFE~ALTF KR Y FIPv6 2A N—%FE R LE
TO

ZOawry RICTF 740 FOBMEEIHMEIZH Y EH AL

WDOFIZ, a~ REANITEDHE—RERLET,

AV RE— | D747 DA —ILE—F ttXxa)F4a0TFFR b

y =Ty K FSURRT (VU TL TILF
LYk
AVTERE | VAT LA
Ja—s)r a o 3fIis — o 3fIi o 3fIi —
V74K
Lr—g v

av Y RERE

Jy— EERR
S

9.612) Zoawr RMBENMENELE,

show b ~ show cq .



show b ~ show cq |
. show bfd neighbors

ERALDHA KSq4y ZO0a~vr REEHALT, BFDMEEZ N7 7 vy a—T 0 v/ TEET,

il WIZ, BFD XA N—%FrT 26% 7 LET,

ciscoasa# show bfd neighbors

OurAddr NeighAddr LD/RD RH Holdown (mult) State Int

172.16.10.1 172.16.10.2 1/6 1 260 (3 ) Up Fa0/1

BEEaOvTY K avU R SR AR

authentication T NERy T By gt LFRy Sy g D BED
TUT— NMIEGEERELET,

bfd echo AV H—T 2 ATBFD Ta— £— K2 LET,

bfd interval A B =T 2 A AI_XR—=AT A4 BFD RTA—HEZHELF
—640

bfd map T RLRE=LF Ry T 71— N&BEESIT 2 BFD < v
TERELET,

bfd slow-timers BFD 2 u— Z A4 <w—{E%HELET,

bfd template VU NVEKRYy T BFD T L — A B —T = A AITNA
Y RFLET,

bfd-template single-hop | BFD7 7L — &R EL, BFDa V7 4 X2 lb— g F—

multi-hop NZ2B4E L E9,

clear bfd counters BFED h oo %% 27 U7 LET,

echo BFD > I NViky 7 T — Mo a—%2RELET,

neighbor BGP 2356k XL, BFD 2> H#RiE R AR KRR A v —V %%
25X 512, BGPOBFD R — F&2H/ELE T,

show bfd drops BFD CRuvy 7 aniz "7y hoEHRRLET,

show bfd map REFHDBFD v v 72 FRLET,

show bfd summary BFD O~ U —{Fia &R R~ LET,

. show b ~ show cq



I show b ~ show cq
show bfd summary .

show bfd summary

BFD OH < U —[E#AFE T AI2E, Fe— L a7 X2 —3 32 F— T show bfd
summary 2~ > K& L £,

show bfd summary [ client | host | session ]

X DA 729547y (FFvar) 7947 FOBFDY = —&2F R LET,
S
RDZEN (F7vay) EyvarOBFD =Y —%2FKrLET,
session (F7vay) o bhaLdoOBFD <Y —&2FH R LET,

ATV RFIAIR DAV RICT T4V FOBEEZITEITZH Y EE A,

aAavYRE—FK ROFIZ, a~ R AN TELE—RERLET,
ARV KE— |T7A4T7 24— ILE—F X274 0TFR b
k
=Ty K FSURRT (VU T L T ILF
Lk
AVTEFREM [ VATA
Ju—syb 3| e SG — o« b .« 5 —
V7 4 F =
L—r3
av Y FRERE J1)— ZEERNE
3

9.6Q2) oo~ RRBMENELE,

FEREDHA K54y ZOa~vy REMHLT, BFD, BFD 7 74 7 b, FEBFD £y v a v oH~< ) —F#R
HFRTEET, BFDZIA T IRET LDy a v ZRET 5 & BFDIZEMAIIZ BFD
B Ay FEETICEELET, Oty a o OREBICETAERS, Zoavr oW
ZEENFET,

«Up : W BFD A % —7 = A A3 BED filffl X7 v MIERINET 2L, By g X
7y IRREICBITLET,

*Down : 7 — & /SNATRENA U, BFD M E S V- RFRPNICHIE 7 v b 25 5 L2
LA, By var kT2 2R L LTESENET, By varBnygd Lz
BElE. BEDZ ATV NN N T T4 v VT N—T 4 7T 5 DICMEIRT 7 a
EITTELHLHIC, BFDABFD 7 94 7> MZBHLET,

show b ~ show cq .



. show bfd summary

show b ~ show cq |

#l Wiz, BFD %~ U —&#nt o fl% 5 LET,

ciscoasa# show bfd summary

Session Up Down

Total 1 1 0

ciscoasa# show bfd summary session

Protocol Session Up Down

IPV4 1 0

Total 1 0

ciscoasa# show bfd summary client

Client Session Up Down

BGP 1 1 0

EIGRP 1 1 0

Total 2 2 0
MEav2 R avU kR Bl

authentication

U NRy ey arvee TRy Sy a D BFD
T — MIFRFEERE L E T,

bfd echo

A B —T A ATBFD=2— E— RN LET,

bfd interval

A B =T 2 A RIR_R—ZAF5 4L BFD RF A —Z5FHELFE
?—O

bfd map

T RLREATF Ry T — NERHATT A BFD < v
TERELET,

bfd slow-timers

BFD 20— ¥ 4 ~v—fHExH"ELFT,

bfd template

VU NVIRYy TBFDT S L — b a A A —T = AT
KL%,

multi-hop

bfd-template single-hop |

BFDT L — 2R EL. BFDa v 7 4 F¥al—3i g F—
KEBIME L £9,

clear bfd counters

BFD hv v 2% 7 V7 LET,

echo

BFD > Nk T L—Mizma—%2BFELET,

neighbor

BGP 23 %$k X 41, BFD > HERE/ SN ABH R A v B—T 25215
TX5%5X9C. BGPDOBFD R — +2HZELET,

show bfd drops

BFD TRy FENic Ty hOBERRLET,

show bfd map

MEFEHLDBFD v v T EF LR LET,

show bfd neighbors

REAF D BFD BEHEBIFROFEMZ2 Y A b2 FRLET,

. show b ~ show cq



I show b ~ show cq

show hgp

show bgp .

Border Gateway Protocol (BGP) /v —7 4 > 77— /NVHNOT Y KR HITIE, 2—H—
EXEC &— R % 721345 EXEC £ — R Cshowbgp =~ F&MHL £,

show bgp [ ip-address [ mask [ longer-prefixes [ injected ] | shorter-prefixes [ length ] | bestpath
| multipaths| subnets ] | bestpath | multipaths ] |all | prefix-list name | pending-prefixes| route-map
name ] ]

BX DA

ip-address (A7var) ASRATI7EAVRAMMEBRELET,

mask (FFvay) BELERXY NI—2 D—THARA NET 4 NE Y T
FRERET OO R,

longer-prefixes (47> 3 ) HEELIA— &, LVRENRTRTOL— 2R RLE
bé‘o

injected (A7 av) BGPIL—T 4 v 7 T —T MIEASNT, KO REMNZRT L
T4 T AEFORLET,

shorter-prefixes (47> a3 v) fRELIA— e KVREHTRNT R TONL— FEEIR

LET,
length (FAFvar) 7v7 4 v AR, ZO5EOMEIE. 0~ 32 ORIETT,
bestpath (ATvay) ZOTVT 4y 7 ADR#ENAERRLET,
multipaths (FFvay) ZOFVT 4 v 7 ADIAFRAEBFRLET,
subnets (ATvary) BELET VT 4 v I ADH TRy hv— haRRLET,
all (7> ary) BGPILV—TFT 4 7 T—=TNADTXTOT RLA 77 I UIE
WEFRRLET,

prefix-listname (47> a3 y) ELLET L7 4 v 7 A YA NIESHNTHAOET 4L
YILET,

pending-prefixes (47> z31) BGP/L—T 4 7 T =T ANDOHIRBERE SN TWD 7 L
TH4 I AEFRRLET,

route-mapname (4L z V) FRELZL— vy SIHESWTHAOE T o Z ) T LE
7

ATV R E—F

WDOFEIZ, a~vr REANTELE—RERLET,

show b ~ show cq .



show b ~ show cq |

. show bhgp

ARV KE— | TF7AT7 2+ —ILE—F Xa)T4a0FFR+b

K

L=Ty bk | FSVRART VDT TILF
Lo b
AVTERE | VRT LA

¥¥HE EXEC. o St — . s —

2 —H—

EXEC
avy FERE Jyy— EERE

EREDAARZA

3l

A

92(1)  Zoa~vry RRBMENE L,

show bgp 2~ > KiZ, BGP /L —T 4 > 7T —T NVONEEFRTLH-DIHEHLET, B
X, FEOT VT 4w 7P ADZ U N FFEDT VT 4 v I AROZ MY BEXO, T
T4 AYVAN, V= bwy T EREFFEHFAFET RANZA XA MR LTHEASLIZT
VAT AP N ERRTDHLINCTANZY T TEET,

Cisco I0S Release 12.0(32)SY8. 12.0(33)S3. 12.2(33)SRE. 12.2(33)XNE. 12.2(33)SXIl. CiscolOS
XERelease2.4, BLOZNLED Y V=2 TiE, Y AaRFEHLTND 43 FAHETZT L
FlE, BV AT AR SOERKRBO~ v F o 7B L OHARRERDOT 740 P& LT
asplain (72 & 2%, 65538) AfEH L CTWETA, RFC 5396 IZFEHEH I TNDH LY | 434
NEMET AT LAFEE % asplain XX L W asdot B O HF THRETEET, 4314 FEAET R
T AEFDOIEMKRBL~ v F 7 EHNERROT 7 4V b % asdot ERUTEE T HITIE, bgp
asnotation dot =~ > R{THET T, clearbgp* =~ REZFEITL, fﬂf@ BGP v ar&ad~
TH—FKU+ty hLET,

wIZ. BGP V—F 4 v T—T VDI E R L ET,

Router# show bgp
BGP table version is 22, local router ID is 10.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, x best-external
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>10.1.1.1/32 0.0.0.0 0 32768 i
*>110.2.2.2/32 172.16.1.2 0 100 0 i
*110.9.9.9/32 192.168.3.2 0 100 0 10 10 i
*> 192.168.1.2 0 10 10 1
* 1172.16.1.0/24 172.16.1.2 0 100 0 i
*> 0.0.0.0 0 32768 i
*>192.168.1.0 0.0.0.0 0 32768 i
*>1192.168.3.0 172.16.1.2 0 100 0 i
*pi192.168.9.0 192.168.3.2 0 100 0 10 10 i
*> 192.168.1.2 0 10 10 1
*pi192.168.13.0 192.168.3.2 0 100 0 10 10 i
*> 192.168.1.2 0 10 10 1

F1:showbgp D7 4 — /L N2, &7 44—/ RO ZRLET,

. show b ~ show cq



I show b ~ show cq

show bgp .

% 1:showbgp D7 4« —)L K

TJ4—ILF i BA
B@ﬁ%b T—=TNVOWNEHN—V a U FF, TOFFIE, T ADRELEINDL TN
version

oAy L ET,

local router ID

I—FDIPT KL

Status codes

FT—TNx N DAT—H A, T—TIVDELTORANC AT —F ANKR
SNFET, ROWTNUIHOMEEFRETX ET,

es: TN MY RISl S ET,

d: T—=T N NIRF T = T IRTVET,
ch:7—7 =2 b OBERETT,

c* T =TTy N BERHTT,

> TN NINEDOR Yy NI =7 THMAT L0 DRBET b
U T,

i T—7 N N DBHNEBGP (BGP) Tyl a UERBALTEEE
hij—o

er: 7—7NxTr U IXRIBEETT,

oS T—TNxZ FYIERSL TUWET,

em: 7T =7y RUICE, EOXRy MU= THAT L7200~ T
INAMNEFENTWET,

‘b T—=T N MU, EDORy FU— THAT 72Dy 7
TS RANRGENTNET,

ox: T—T N2 VI, Ry VU= THEAT D720 OREINES
= FREENTVET,

Origin codes

= MU DOIETE, 1EITCD a2 — RiZT —7 L DOHITOKDLDIZH Y £,
WKONWTNPOEEIEETETET,

i NV — b =A 7u ban (IGP) HHF{E Z4L. network /L— &
a7 4 FXalb—vary avr FEFHLTT RR¥ A XSz
VR

ce: AT IVT F—bUxA 7 a ha) (EGP) WoREINIZZ
rU,

cV RADFEETIZZ IV T INFEFRA, BHE. ZIUXIGPH 5 BGPIZH
BfE &b —% T,

show b ~ show cq .



3l

show bgp

show b ~ show cq |

J4—ILF

Bl

Network

Fy NI—I 2T 4T 4DIPT KL A

Next Hop

Ry NESNEAR Y BT =TI T D E I EINARD VAT LD
IP7 FLZ, 00000 FViX, —ZIZZD%y hU—27 ~D3IE BGP
N— R EERLET,

Metric

FRENTVWDLLEITHEAREI AT LA N v,

LocPrf

=L B

X D local-preference route-map 2> 7 4 ¥ = L —3 3 a~<w 2 R CTHRE
Shlea—hn 7V 77 L AE, 7740 MEIX 100 TY,

Weight

B AT N 74 VE 2 LTREI NIV — FDES,

Path

Iy NT—T ~OBEBEV AT LXA, NRANDOEKBEY AT HMIH L
T, 27 4— AV FRNIC1IZ L NI E2EDEI LN TEET,

(stale)

BELEFAEVATLADRO/INANS L—RA 7))L JREZ— | Fatx2fiz
Istale] ¢~—27 SN2 a2 RLET,

show bgp (4 /3o

FAHY AT LEE) Bl

WRIZ, BGP Vv —T 4 7T =T VOl Z R L ET, [Path] 7 1 —/L RO FIZ 43
A4 ARV AT AE G (65536 L 65550) MERINFET, ZOHITIE, CiscolOS
Release 12.0(32)SY8. 12.0(33)S3. 12.2(33)SRE. 12.2(33)XNE. 12.2(33)SXIIl, CiscolOS
XE Release 2.4 F7213F LD Y V) — ANRNETT,

RouterB# show bgp
BGP table version is 4, local router ID is 172.17.1.99

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>10.1.1.0/24 192.168.1.2 0 0 65536 1
*> 10.2.2.0/24 192.168.3.2 0 0 65550 1
*> 172.17.1.0/24 0.0.0.0 0 32768 i

show bgp ip-address : 1]
WIZ, BGPIV—T 4 v 7T =710 192.168.1.0 = > k VIZBIT B IEMOH B 2R L

£,

Router# show bgp 192.168.1.0
BGP routing table entry for 192.168.1.0/24, version 22
Paths: (2 available, best #2, table default)
Additional-path
Advertised to update-groups:

3
10 10

192.168.3.2 from 172.16.1.2 (10.2.2.2)
Origin IGP, metric 0, localpref 100, valid, internal, backup/repair

10 10

. show b ~ show cq



I show b ~ show cq

show bgp .

192.168.1.2 from 192.168.1.2 (10.3.3.3)
Origin IGP, localpref 100, valid, external, best , recursive-via-connected

WIZ, BGP L—F 4 v 77— L 10.3.3.3 255.255.255.255 = ks U IZf3 HEHRD

OBl ZRLET,

Router# show bgp 10.3.3.3 255.255.255.255
BGP routing table entry for 10.3.3.3/32, version 35

Paths: (3 available,
Multipath: eBGP
Flag: 0x860

best #2, table default)

Advertised to update-groups:

1
200

10.71.8.165 from 10.71.8.165 (192.168.0.102)
Origin incomplete, localpref 100, valid, external, backup/repair
Only allowed to recurse through connected route

200

10.71.11.165 from 10.71.11.165 (192.168.0.102)
Origin incomplete, localpref 100, weight 100, valid, external, best
Only allowed to recurse through connected route

200

10.71.10.165 from 10.71.10.165 (192.168.0.104)
Origin incomplete, localpref 100, valid, external,
Only allowed to recurse through connected route

#2:showbgp (43 FEHEL AT LER) OT7 4 —/L T, £7 14—/ FOHH%E

~LET,

& 2:showhgp (434 FBRVATLES) ODT1—IL K

J4—ILE B

BGProuting tableentry | )L —5 ¢ > 5 —F L = FUDIP T RLAERIT Ry hU—2 3%

fo %‘O

version T —TIVDORNENN— g &, ZOBFIL. T—IANBREEINS
TNy LET,

Paths FEFATREZR S A DR, BE A VA M=V ST S A OB, Fid
PRAWIP V=T 4 VT T =T IS LTV D EE, ZOITIC

[Default-IP-Routing-Table] & ZFR/RI{LET,

Multipath TDT 4=V RiFE, IATFARAAR— R 2T Y TR, =T A D
BIETENET, 207 4 —L RiL, =/LF 82N iBGP & eBGP
DELLTHDLINERLET,

Advertised to T RNREA XA SR INDET v T — T N—T D,

update-groups

show b ~ show cq .



show b ~ show cq |

. show bgp
Z4—ILF E%EA
Origin x> U OVERSTE, E{EITIZIGP, EGP. incomplete DV NTILHNI /2 Y
F9, ZOTIZE, HESNTA RN 7 (AR v I RRESNT
WIRWEEIX0) | =AY 77 LU AE (100237 7 4V R)
BLONV— 1 DORT—=ZRLZ AT (NE, SNB, ~ /LT3R fi)
DERINET,
Extended Community | =7 ¢ — /L K, L— "MEEZ I 2 =F ¢ BYEA LT HEEIC
FRINET, ZOTICE, BEa— FRRREINET, HEaI=
=7 4 ICBT DI HRITBFEOITICR RS NE T,
#l show bgp all : 4

KIZ, all¥—U— REFEE Lizshowbgp 2~ KO Z R LT, FEINT
RTOT RV A 77 I VAT AHERNPFRINET,

Router# show bgp all

For address family: IPv4 Unicast KA KKK

BGP table version is 27, local router ID is 10.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.1.1.0/24 0.0.0.0 0 32768 2
*>10.13.13.0/24 0.0.0.0 0 32768 2
*> 10.15.15.0/24 0.0.0.0 0 32768 2
*>110.18.18.0/24 172.16.14.105 1388 91351 0 100 e
*>110.100.0.0/16 172.16.14.107 262 272 01231
*>110.100.0.0/16 172.16.14.105 1388 91351 0 100 e
*>110.101.0.0/16 172.16.14.105 1388 91351 0 100 e
*>110.103.0.0/16 172.16.14.101 1388 173 173 100 e
*>110.104.0.0/16 172.16.14.101 1388 173 173 100 e
*>110.100.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
*>110.101.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
* 10.100.0.0/16 172.16.14.109 2309 0 200 300 e
*> 172.16.14.108 1388 0 100 e
* 10.101.0.0/16 172.16.14.109 2309 0 200 300 e
*> 172.16.14.108 1388 0 100 e
*>10.102.0.0/16 172.16.14.108 1388 0 100 e
*> 172.16.14.0/24 0.0.0.0 0 32768 2
*>192.168.5.0 0.0.0.0 0 32768 2
*> 10.80.0.0/16 172.16.14.108 1388 0 50 e
*> 10.80.0.0/16 172.16.14.108 1388 0 50 e

show bgp longer-prefixes : il
RIZ., longer-prefixes ¥— 7 — R &f5E L7z show bgp =~ > RO Z R L E7,

Router# show bgp 10.92.0.0 255.255.0.0 longer-prefixes
BGP table version is 1738, local router ID is 192.168.72.24

Status codes: s suppressed, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>10.92.0.0 10.92.72.30 8896 32768 2
* 10.92.72.30 0 109 108 7

. show b ~ show cq



I show b ~ show cq
show bgp .

*> 10.92.1.0 10.92.72.30 8796 32768 2
* 10.92.72.30 0 109 108 »
*> 10.92.11.0 10.92.72.30 42482 32768 ?
* 10.92.72.30 0 109 108 »
*>10.92.14.0 10.92.72.30 8796 32768 2
* 10.92.72.30 0 109 108 »
*> 10.92.15.0 10.92.72.30 8696 32768 ?
* 10.92.72.30 0 109 108 ?
*> 10.92.16.0 10.92.72.30 1400 32768 2
* 10.92.72.30 0 109 108 »
*> 10.92.17.0 10.92.72.30 1400 32768 ?
* 10.92.72.30 0 109 108 »
*>10.92.18.0 10.92.72.30 8876 32768 2
* 10.92.72.30 0 109 108 »
*>10.92.19.0 10.92.72.30 8876 32768 2
* 10.92.72.30 0 109 108 ?

show bgp shorter-prefixes : i

RIZ, shorter-prefixes ¥ — 7V — RZ$5E L7z showbgp 2~ > RO Nz R L £T,
Sy N VLT 4 vV ARERELTVET,

Router# show bgp 172.16.0.0/16 shorter-prefixes 8
*> 172.16.0.0 10.0.0.2 07
* 10.0.0.2 0 0 200 2

show bgp prefix-list : i
Iz, prefix-list ¥— U — RZ4EE L7z showbgp 2~ ROl Z R LET,

Router# show bgp prefix-list ROUTE
BGP table version is 39, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -

internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>192.168.1.0 10.0.0.2 02
* 10.0.0.2 0 0 200 ?

show bgp route-map : 14
KIZ, route-map ¥ — 7 — RZ$5E L7z showbgp =~ > RO NHIZ R L E7,
Router# show bgp route-map LEARNED PATH

BGP table version is 40, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -

internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>192.168.1.0 10.0.0.2 02
* 10.0.0.2 0 0 200 7

show b ~ show cq .



. show bgp all community

show b ~ show cq |

show bgp all community

§ i€ @ Border Gateway Protocol (BGP) 2 X =2 =7 4 IZBTHTXTOT FLAT7 7 I YD/ —
FEFRTRTHITIE, =2 — P — EXEC £ — FNEIIFHMHEEXEC 2> 7 4 Fal—Ta v =R
C show bgp all community =~ > RZ&EH L F7,

show bgp all community [ community-number.... [ community-number 1] [ local-as ] [ no-advertise
] [ no-export ] [ exact-match ]

BXDEREA

aAavY R TFI4ILE

aAvU kR E—F

community-number. (F 7z ) FEEL-=
b@‘o

TEHOaI 2= 4 FBSEIEETEE T, FMEIL 1 ~ 4294967295 £ 7-1%
AANN (At AT a3l a=T 4% 5 Q31 bOFEH) ) TT,

771

2=T7 A FHFICHETHIL— NERRLE

local-as (F7Fvay) a—hHVEEY AT AIMIEE SN VIL— NEIT 2 FRR
LET (/) alia=T4),

no-advertise (AT av) ETIET RAYA XSARVL— MEF R ERLET (7=
Ny aa=T ),

no-export (AT ay) a—hLEHBEY AT AOAERIZT 7 ZFK— KSR THARN
N—= P T EFRLET (Vv aia=71),

exact-match

(A7 ay) BELEBGP 2Ia=F 4 URARNEERRIC—ETAL—
T ERRLET,

Gx) a< FOXF—U— ROaHMEFa~ FE— Rk THE

72 £9, exact-match ¥—V — KX, = —¥—EXEC £— K
TIHEHTE A,

T 74N FOBERLERSH D R A,

WDOFIZ, a~r REANITEDHE—RERLET,

ARVEE— |T7ATI74—ILE—F tXaUT420TEXEL
X
=Ty K FSUART (VUL TILF
LYk

AVTERE | VRT LA
¥5#E EXEC. o it o it o it o it o it
Z—HF—
EXEC

. show b ~ show cq



I show b ~ show cq

show bgp all community .

avy RERE

FEREDHA K542

3l

Jy— EEAE
S

92(1)  Zoawy RaBEMENE L,

2 —H—|%, local-as, no-advertise, no-export D%F— 7 — RE(LEDIEF TAIITEET,
bgp all community =~ > R+ 2556, BiEOaI 2= 4 Fv=r/Dvralia=7~4

DORENZATI L TL7ZE N,
72 & 2R, ROLFEINT IS T,

ciscoasa# show bgp all community local-as 111:12345

KbV, ROICFINEEMLET,

ciscoasa# show bgp all community 111:12345 local-as

RIZ, show bgp all community 2~ > RO B ZRLET, T 2Tk, 1, 2345,
6789012 DK I 2 =7 4 HfEL TWET,

ciscoasa# show bgp all community 1 2345 6789012 no-advertise local-as no-export exact-match
For address family: IPv4 Unicast
BGP table version is 5, local router ID is 30.0.0.5

Status codes:

Origin codes:
Network

*> 10.0.3.0/24
*> 10.1.0.0/16
*> 10.12.34.0/24

s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale
i - IGP, e - EGP, ? - incomplete

Next Hop Metric LocPrf Weight Path
10.0.0.4 0437
10.0.0.4 0 047
10.0.0.6 0 067

3% 26 : show blocks D7 4 —/L R 2, &7 4 —/V KOFBAZRLFET,

3 3:show bgp all community ® 7 « —)L K

J4—ILF SHER
BGP table F—TAONEHNA—Y 3 L FE, ZOBEL. T AREREI NSO
Version

B LET

local router ID

BGP 2 a=T 4 2RRTHBLIIERESNT-NV—FDNL—%Z 1D, BV A
RCREIbNZ4 5047 T v e LTRRBRENSD 32y ML (Ky MMt
= 10 EXRFR) .

show b ~ show cq .



. show bgp all community

show b ~ show cq |

J4—ILFK

Bl

Status codes

FT—TNZ U NI DAT—E A, T—TIVDEATORINC AT —H ANRFKTR
SINFET, RONVWTNIHOMEEFRETX ET,

s: T—7Nhxy NIEIH SN TWET, d: T M EX T =
VISENTWET, h: T—7 N NIIFEETYT, *: T —7 L R
THETT, >: 7 =T N2 MNVIEEDORy NT—7 THERT 572D
Ry hUTH, i: 7—7 A= FUIEHWEIBGP Y v a v &5 LT
SNTHWET,

Origin codes

= MY OEREE R LET, EtO 2 — RiZT —7 L ORITOKD Y I
HVET, ROWTHLOEEEETCEET,

i NEy— b= A78a hai (IGP) 225H3E S, network /L—& 21
T4 F¥alb—raravwr ReFEHRHLTT RRZX A Xz M, e:
ST — D oA 7 m ha (EGP) »oRESNIZ= MU, 2: /32D
FAETTIIAHTE, @, Ziux, IGP 75 BGP Il S iz/L— h T
R

Network

Xy NT—=0 2T 4T 4 DRy NT—7 T RLVABXORy hU—7 <=
AT, TRVADZATIEZ, TRVA 77 IVICKoTERY £,

Next Hop

Ny FEETER Y N =75 T D EZIHEHINDRD U AT LD
IP7 LA, TRVADEZA 1L, TRLRA 77 I VICkoTHRRY £,

Metric

MEHBEVATA AN v, ZO74—LARiZbEVFRHINETA,

LocPrf

setlocal-preference 27~ R CREINT-a—H LTV 77 LU AHl, T 7%
Jv MEE 100 T,

Weight

HES AT AT 4 VE B L TCRESNTZV— FDOEAR,

Path

SRy FU— 7 ~DOBA/RY AT ASA, NANOEEEY AT ACE L
T, 27 4— A FRNIC1IZ L NI E2EDBIENTEET,

. show b ~ show cq



I show b ~ show cq

show bgp all neighbors .

show hgp all neighbors

TRTCHOT RLAT 7 2 U DFRA 73—~ Border Gateway Protocol (BGP) #eIZBId 5 1
RAT DL, 22— — EXEC £— RN £ 71355 EXEC “E— R T show bgp all neighbors =+
YREMEHLES,

show bgp all neighbors [ ip-address ] [ advertised-routes| paths [ reg-exp ] | policy [ detail ] |
received prefix-filter | received-routes| routes ]

BXDEREA

ip-address (EE) RAN—=DIP7 FLATY, ZOFIEEEKTLHLE, 3T
A N—ICHT DIERP TR SNET,

advertised-routes (473 5 2) KA N—TT RAZA RSN RTONL— FEFR L E
‘g—O

paths reg-exp (AT ay) BELERAN=DOFE LIZARY AT LA ZFRL
EY, ATV a v OERRHAEEN LT, BT 4 v ZREITE £,

KU v— (FFvay) TRLATZ7IY TLIC, FAARA—THEASNDRY v—
ERRLET,
detail (ATvav) v—h~vv T FLT 4y A VAL, 23a=T 1

AN, T7EAa b=V RAF (ACL) . BFEVAT AR T 4L
2 YRR EOFEMRARY —EmEERRLET,

received prefix-filter (47> g 2) FRELIZRXA RN—DLEEEINEZT VLT 47 A U AR
(TR R —hk Z744% (ORF) ) &5 LET,

received-routes (AT v ay) MELERAN=DEZE LT RTOL— b ERRLE
‘g—o
routes ATvary) ZlEEh, KFANLLNLTXTOL— 2R RLET,

ZDOF—TU— RKPATTS N & ZIFEREINDHTIIE, received-routes F—
J—RiZXoTRRSINHAH IOV T7E®Y N TT,

AR R TFIAILE

ATV R E—F

Zoa=wy FOHATIE, TRTORA AN=DIFRPERSNET,

ROFIZ, a~ P ANNTELE—FERLET,

show b ~ show cq .




. show bgp all neighbors

show b ~ show cq |

AV RE— | D747 94— ILE—F tXxaYF4a32TFREb
R
IL—TFTv K FSUART (VUL TILF
LYk

AVTFXRARM | VRTLA
¥ #E EXEC. o it o It o it o it o It
2 —H—
EXEC

avy FERE

JU— ZERR
A

92(1) oo~ s RRNBMENnELE,

GEERELEDHA KSq> IPVAREDT RLAT 7 2 VICEADFRA S—t v 3 O BGP B L O TCP HiH 2 #7

1

3 5I1Z1L, show bgp all neighbors =2~ > RZ&H L £7,

IRIZ. show bgp all neighbors =~ > RO J1fl %~ LE T,

ciscoasa# show bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 172.16.232.53, remote AS 100, external link
Member of peer-group internal for session parameters
BGP version 4, remote router ID 172.16.232.53
BGP state = Established, up for 13:40:17
Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
Message statistics:
InQ depth is 0
OutQ depth is 0

Sent Rcvd
Opens: 3 3
Notifications: 0 0
Updates: 0 0
Keepalives: 113 112
Route Refresh: 0 0
Total: 116 11

Default minimum time between advertisement runs is 5 seconds

Connections established 22; dropped 21

Last reset 13:47:05, due to BGP Notification sent, hold time expired
External BGP neighbor may be up to 2 hops away.
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)
Event Timers (current time is 0x1A0D543C) :

Timer Starts Wakeups Next
Retrans 1218 5 0x0
TimeWait 0 0 0x0
AckHold 3327 3051 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 1805423033 snduna: 1805489354 sndnxt: 1805489354 sndwnd: 15531
irs: 821333727 zrcvnxt: 821591465 rcvwnd: 15547 delrcvwnd: 837

. show b ~ show cq



I show b ~ show cq
show bgp all neighbors .

SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: O ms

minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms

Flags: higher precedence, nagle

Datagrams (max data segment is 1420 bytes):

Rcvd: 4252 (out of order: 0), with data: 3328, total data bytes: 257737
Sent:4445 (retransmit: 5), with data: 4445, total data bytes;244128

7 4 : show bgp all neighbor D7 4 —/L K |2, &7 4 —/V ROFHHAZRLET,

3% 4:show bgp all neighbor ® 7 4 — )L K

J4—ILE B2l

For address family BlfED 7 4 —IV RRBERTHT7 FLAT7 73,

BGP neighbor BGP R A /N—DIP 7 RL AL ZDOHEV AT L%,

remote AS FAN—DBEEY AT LER

external link AR —H— F— b oA 7o k) (eBGP) peerP,

BGP version JEe—h —% L OBEIHEH LD BGP N—T 3

remote router ID ZAN—DIPT KL A,

BGP state Z @ BGP #£#t DIRHE,

up for NR—R 72D TCP B AFAE L TV HEEH (hhimmiss X2

Last read BGP N2 DRA N—MNHRFZIZA v =V %ZEFE L THLORE
Ml (hh:mm:ss JEE0)

hold time BGP RN A v —VaZERTICDRANN—LEy g &if
Fr L7 (%0

keepalive interval F—TTIAT A=V NZOFRANN—|ZEIEEINLHE F
) .

Message statistics A= XA T TLITFE LD BN HE,

InQ depth is ANF2—HND A vE—T%,

OutQ depth is HAOFa2—HNDOA v E—%8,

Sent EEEINTEA =T DR,

Revd ZIEENTEA v =YD/

Opens EZEINTA—T A v =T,

Notifications EREINEm (=7—) Ave—VH

Updates EZEINZT v 7T — N A=V

show b ~ show cq .




. show bgp all neighbors

show b ~ show cq |

Z4—ILE Bz

Keepalives EZEENEZX—TT T4 T A=,

Route Refresh EZEEINTEL—F) 7Ly 2R A v E—U8,
Total EZEINEZA =08,

Default minimum time
between...

T RANZ A XA RIEEORIOERR] (B0 .

Connections established

TCP 35 X O BGP &5 23 1E % (e Nr L 7= B35,

dropped

Aot v a STEENIEE LIME IR L2,

Last reset

ZOET IV Ty a rBPEREICY Yy N IITH D DR
(hhmm:ss ) . Uy R ZOITICE RS NLT-H#H,

External BGP neighbor may
be...

BGP & rlfEREE] (TTL) BEX =2 VT 4 F= v I NA R—T L
ThHhHILEZRLET, —I T EVE—FETE2ELS
ZEMTEDLR Y TORKEN ZOITICRRINET,

Connection state

BGP v'7 OHERGEA T — & A,

Local host, Local

oZ—H)LVBGP A —H—DIPT RL A LR— &S,

Foreign host, Foreign port

FAN—T KL AL BGP s55eh— &5,

Enqueued packets for
retransmit:

TCPIZ L > THEEDEZDIZF 2 =TSN v b,

Event Timers

TCP A X¥ "N A ~—, BEIBLIOV A 27T v T OIT 4
ngftInET WIRTINZ A ~—) .

Retrans 2Ny R IEE LR

TimeWait FHEE & A ~—DHIREINIC 72 5 F TR 2 P,
AckHold MERINE AR —L KX A ~—

SendWnd ik (FfE) V4 Fv,

KeepAlive X—TTTA Ty FOK,

GiveUp ERRILEDN 72 WD vy I Fa vy 7 &z R,
PmtuAger NRAMTU T 4 ABNY H A ~—,

DeadWait T RET A NORHIIRS A ~—,

iss:

WIS BEIE Y — 7 o A% 7,

. show b ~ show cq



| show b ~ show cq

show bgp all neighbors .

J4—ILE BLz]

snduna: BN E SN B DOEE Y — T v AE R,

sndnxt: WIZEEEND Ny bV —hr v AF 5,

sndwnd: VE—FHKRARDTCP 7 4 R H A X,

irs: MRy NZE—T V AF R,

revnxt: 0 — I VICHERIG A SNT- B DZIEL — v A KR,

revwnd: a—HILKRARDTCP 7 4 v RUuH A X,

delrcvwnd: BIEZET v Ry a—Hh)L R A MI Lo T b s B
B, RARMNYE—FEFARANMIT KRNI AXLTEZEY 4
RUMBHIBRESN TV RWT—H, ZD7 44—V NOfEIEL, 7
WY A XDy P EDKREL 2D FETREICHEML, FHZ
FELT-HEEE T, revwnd 7 4 —/V RICEBEESNET,

SRTT: HEINTEAL—RTTIU RN T BA LT T R,

RTTO: SRR T EA LTI,

RTV: TV RN TR OZER,

KRTT: HLWI T RN T XA LT~ Kamn 73U R A5
H) o ZO7 40—V KX, BEEINRXTFry bOT T Kb
U 7 HER 2 E RN BE L E 9,

minRTT: I/ T7 U RN v XA LT T N GHREICEHS
NDFAIAIE)

maxRTT: RS NERRT T R RY o7 24 LT T R,

ACK hold 2—H)V RA RBIBINT — 2 &2 5% (EX—_y7) 75720

(RSB B D E DIFROR &,

IP Precedence value

BGP %7 v D IP LI F v A,

Datagrams FANR=IEZE LT v 7T — "2y SO,
Revd: ZIENT Yy MK,
with data F=HLLLICEEINLET v IT— Xy hOK,

total data bytes

ZEF =S ORFE (A1)

Sent

EEEINET v TT—= Ty PO

with data

TR ELBIIRELET v 7T = Ty PO,

show b ~ show cq .



show b ~ show cq |

. show bgp all neighbors

J4—ILFK FEA
total data bytes BET—HDEFE O N,

. show b ~ show cq




I show b ~ show cq

show bgp cidr-only

BX DA

ATV R E—F

show bgp cidr-only

show bgp cidr-only .

Classless Inter-Domain Routing (CIDR) % L72/1— ks #FK/R7 5(Z1%. EXEC & — KT show
bgp cidr-only =2~ > R&MHL £,

Zoa<wy RIZIBIEELITF—U—NIb FH A,

WDFEIZ, a~vr REANTELE—RERLET,

aAY U RE— | D747 94— ILE—F tXxaYF4a3TFXR b
K
IL—FTv K ESUARRT (VUL TILF
Lk
AVTFXAR [VATLA
HeiE EXEC o KHIE o It o It o 3fIi o 3t

avy FERE

3l

J— ZEEAR

A

9.2(1) Zoawy RBBINEhE L,

WIZ, show bgp cidr-only ==~ > ROHIBIE L E,

ciscoasa# show bgp cidr-only

BGP table version is 220, local router ID is 172.16.73.131

Status codes: s suppressed, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>192.168.0.0/8 172.16.72.24 0 1878 2
*> 172.16.0.0/16 172.16.72.30 0 108 7

¢ 5 : show bgp cidr-only D7 4 —/L RIZ, £ 74—/ FOFHHAZRLET,

%= 5:show bgp cidr-only D7 4 —)L F

T4—ILF

B

BGP table version
is 220

T NOREN—V a L E T, ZOFRTIE TIAPRERENL D
[ LETS

local router ID

JV—FZDIPT KA

show b ~ show cq .



. show bgp cidr-only

show b ~ show cq |

J4—ILF

B

Status codes

TN N)DAT—H R, T—TIVDOEATORINIAT — X ANRFEK
RENFET, KOWNTNUODEERETE ET,

s: 7 —7 Ny MBS ET,

LT =TT NUDREHTT,

> TN NYREDF Y NT—7 THEATHE0ORE= Y
T7,

i: 7 =70y N UBNEBGP (BGP) vy a AR L TEESR
£7.

Origin codes

=2 b U OVER T, TERRTED 22— RIZT —7 NV DOFEATOK DV ICH Y £
T, WOWTIODOEEFRETEET,

i: N7 — b xA v b2 (IGP) 2HFE SH., network L—# =
Y7 4Falb—varavy REEHLTTY R4 X3z M,
e: I AT VT F—bruxA 7 bz (EGP) MOHREIN-Z Uk
U,

2 RADORETIZZ VT INFEFA, @HE. ZIULIGP 75 BGP (ZHHAC
fEE&nb/L—F T,

Network

T MNIRETRY hT—=7 DA X —F v b T FLA,

Next Hop

Ry NESfeR Y N —Z TRk T 5 L EIEHESNDIRD VAT LD
IP7 RLA, 0000 D=2 hJiX, T7EA P —NR—lZZDOFxy NT—
J~DIEBGP L — " BHDBZ EERLET,

Metric

FRENTVWAESITHAEBREI AT LA AN v 7,

LocPrf

R TEF D local-preference route-map 2> 7 4 ¥ = L—3 3 a~w 2 FTH
EEnlcn—nn 7 77 L AME, T 7 40 MElE 100 T,

Weight

HES AT AT ANVEZEZN L THRESNIZ/L— NDOEL,

Path

STy NI =T ~OAEBEV AT LA, NRANOK BV AT AITx L
T, TO7 44—V FRNIZIZ U NI EEOHDLZENRTEET, RADKD
DX, NADFEETI— RTT,

i: = FUITIGP TRIESH., networkk V—&% 27 4 Fal— g
a< R TT KR A XENFE LT,

e:/l— MIEGP TEESNhE LT

2 RNADRETHHETIIL Y ¥ A, WBH. Zhix. IGP 225 BGP I
Bl SN ANATT,

. show b ~ show cq



I show b ~ show cq
show bgp community .

show bgp community

BELZBGP 2 2 =7 4 Z@T H/— & RRT HI2IE, EXECE— R T show bgp community
avr RefHLES,

show bgp community community-number [ exact ]

aAvU R E—F WKOFIZ, av L REANTELE— RERLET,

JVDF%— 7747¢T_»%_P t$1U?43>?$ZF

K

W=Ty bk | FSVRART |V T)L 2 ILF
LYk
JVFER N | VRTL

av Yy FER Jyy— TEHRER

A

9.2(1)  Zoa~wr RMBMENE LK,

2 WIZ, $5HE EXEC &— KT show bgp community =~ > KOHIHIE2R L E9,

ciscoasa# show bgp community 111:12345 local-as
BGP table version is 10, local router ID is 224.0.0.10

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 172.16.2.2/32 10.43.222.2 0 0 222 2
*> 10.0.0.0 10.43.222.2 0 222 7
*> 10.43.0.0 10.43.222.2 0 0 222 7
*> 10.43.44.44/32 10.43.222.2 0 0 222 2
* 10.43.222.0/24 10.43.222.2 0 0 222 1
*> 172.17.240.0/21 10.43.222.2 0 0 222 2
*> 192.168.212.0 10.43.222.2 0 0 222 1
*> 172.31.1.0 10.43.222.2 0 0 222 7

7% 6 : show bgp community ® 7 4 —/L N2, &7 4 —/L NOFHZRLET,

% 6: show bgp community 7 4 —)L K

TJ4—ILF ERBA

BGP table version | 7 — 7 )L OWNENN—T 3 V&S, ZOE ST, T ANEREIND )
WZHES L ET,

local router ID IL—HZDIPT KL A

show b ~ show cq .



. show bgp community

show b ~ show cq |

J4—ILF

Bl

Status codes

F—TNZ NUDAT—HE A, T—TIVDOEITOHRINC AT —F ANFHE
RENET, WOWTNOOEEEETEET,

s: 77Ny b UBIHl SR ET,

¥ FT—T N NUBNERTT,

> T =T N NIRZEOFRy NU—7 THEMATH-00KET= MY T
R

i:7—7NTr b UBHNEBGP (IBGP) & w i a &M LT anE
R

Origin codes

T Y OVERE T, TEROED 22— RIZT — 7 L OFATOK DV IZH Y 3,
WKOWTNPOEERETEET,

i: N7 — b x=A 72 bzl (IGP) 76312 &1, network L — % =
V74 FXalb—varyavr REFEALTTY RRXZ A4 XS Y,
e: TV ATIYT F—huxA 7 ba (EGP) MHEEINT-= b
U,

2 NADFETIFZ Y T ENETA, BE. ZHULIGP 25 BGP IR
FEansLv—2 T4,

Network

T PIRKTRY NT—I DA =Xy b T FLA,

Next Hop

Ry NGy MU =T ICHET 5 L IEHESNDKRD Y AT LD
IP7 FLA, 00000 X, T278AS—N—2ZDOFy hT—7
~DIEBGP V— "R HDZ EERLET,

Metric

FRENTVWAESITHAEBREI AT A AN v,

LocPrf

X E T D local-preference route-map 2> 7 4 ¥ o L— 32 a2 R THE
Shica—nhn 7V 77 Ly AME, 77 40 MEK 100 TY,

Weight

HESAT AT A NVEZEN L THRESNZ/L— hDOEL,

Path

IRy T — 7 ~OPBEY AT LA, NANOEKEEEY AT AIxE L
T, ZDOT7 44—V FRNIZ1IZ NI EEOLHENTEEST, XADKD
DI, RAOREITLa— R TT,

i: = FUIFIGP THRIESN., network L —& 22 7 4 Fal—i g a2
VY RTT RS XShE LT,

e:/L— MIEGP TEEINE LT,

2 RNAORETLHETIIH Y £ A, @FE. 2, IGP) 5 BGPIZH
BiAR STz AT,

. show b ~ show cq



I show b ~ show cq

show bgp community-list .

show bgp community-list

Border Gateway Protocol (BGP) =2 =2=7 4 U A h Tl SN/ — F 2 FRT DI, 22—
#— EXEC & — R & 72357 EXEC & — K T show bgp community-list 27~ > RZHH L E 7,

show bgp community-list { community-list-number | community-list-name [ exact-match ] }

BXDEREA

community-list-number | | ~ 500 OFIFH OEHEE /- 1ZVEaZ I 2 =T 1 U X NEE,

community-list-name |2 I 2=5 ¢ U X NDOALH], 2 Ia2=F 1 U X MNDOLHIIZL. standard

F 7213 expanded (2720 £,

exact-match

(FFvay) ZBE—BEFOLV—NZTERRLET,

aAvU Rk E—F

ROEIZ, a2~ FEANTEHF—FarRLET,

ARV KRE— | T7ATI4—ILE—F tFaYT4a30TFRE
X
=Ty K FSUART (VUL TILF
LYk

AVTERE | VAT LA
¥+ EXEC. o %F it o it o it o it o it
Z—H—
EXEC

av Y RERE

FEREDHA K54V

3l

JU— ZEERR

A

92(1) zZoa~r RFRBEMEhE L,

Zoawy REFERTIEEE. 5lERETLHILENH Y £9, exact-match F— 7 — R

BT

KT, H#E EXEC & — R T® show bgp community-list =< > RO I ZR L ET,

ciscoasa# show bgp community-list 20
BGP table version is 716977, local router ID is 192.168.32.1

Status codes:
Origin codes:
Network
* 110.3.0.0

*>1

* 110.6.0.0
*>1

* 110.7.0.0
*>1

*

s suppressed, * valid, > best, i - internal

i - IGP, e - EGP, ? - incomplete
Next Hop Metric LocPrf Weight Path
10.0.22.1 0 100 0 1800 1239 ?
10.0.16.1 0 100 0 1800 1239 ?
10.0.22.1 0 100 0 1800 690 568 ?
10.0.16.1 0 100 0 1800 690 568 ?
10.0.22.1 0 100 0 1800 701 35 2
10.0.16.1 0 100 0 1800 701 35 2
10.92.72.24 0 1878 704 701 35 ?

show b ~ show cq .



. show bgp community-list

* 110.8.0.0
*>3

*
*110.13.0.0
*>3

*
*110.15.0.0
*>3i

* 110.16.0.0
*>3i

*

show b ~ show cq |

10.0.22.1 0 100 0 1800 690 560 2
10.0.16.1 0 100 0 1800 690 560 2
10.92.72.24 0 1878 704 701 560 7
10.0.22.1 0 100 0 1800 690 200 2
10.0.16.1 0 100 0 1800 690 200 2
10.92.72.24 0 1878 704 701 200 <
10.0.22.1 0 100 0 1800 174 2
10.0.16.1 0 100 0 1800 174 2
10.0.22.1 0 100 0 1800 701 i
10.0.16.1 0 100 0 1800 701 i
10.92.72.24 0 1878 704 701 i

3 7 : show bgp community-list ® 7 4 —/L N {2, &7 4 —/V FOFHZ R LET,

3% 7:show bgp community-list > 7 4 — )L K

J4—ILF

B

BGP table version

T—=TNONTN—V a &, ZOFFF. T—IARERINL D
WZHESLET,

local router ID

JV—HFDIPT KA

Status codes

FT—TNZ NIDAT—HE A, T—TIDEATORINC AT —F ANFHE
RENFET, ROWNTNUNDEEIEETE T,

s F—T Ly b S S RET

¥ T—T Ly U BNEHTT,

> FmTATY MY BSEOFK Y N U= CHIBT B bORBRTY Y T
R

i F—7 Ty kU BHEEBGP (BGP) v = v ki LT¥E &k
R

Origin codes

T b U OERKRTE, fERRITD a— RiZT —7 NV DOELTOKDVIZH Y £7,
WONWTNHOEERETEET,

i NS — T P han (IGP) 7H3EE S, network L—& =
V74 F2lb—vary avry REFHLTTY R A XN R,
e: TV ATV T F—houxA 7 bzl (EGP) MOREINE-Z b
U,

2 RADRETIIZ VT ENFETA, BE. ZIILIGP 75 BGP IZHHAC
FEansL—274,

Network

T RINRKRT Ry FT—I DA Z =2y F T LA,

Next Hop

Iy MaEsEx Yy MU — 7 [ THRET D L EIHHESNDIRD YV AT LD
IP7 FL A, 00000 biL, T7FA B —R—={2ZDFxy NT—7
~DIEBGP V— "3 H DB EERLET,

Metric

FRSNWTWAGEITHAERAREIV AT A A N v,

. show b ~ show cq



I show b ~ show cq

show bgp community-list .

J4—ILF & EA

LocPrf F%E T D local-preference route-map 2> 7 4 ¥ o L—3 32 a < R THE
SNlea—=an 7V 77 L AE, 7740 MEE 100 T,

Weight HEV AT LT A NVH N L CRE SN — b DEA,

Path sidety b T =7 ~OEMEY AT BoSA, SNANOK ARV AT DIH L

T, ZOT74—VFRIZI T M EZEFDLZLENRTEET, NRAOKD
DX, "ADREETLT— FTT,

i: = FUIXIGP TEIEEN, network /L —F a7 4 X2l — g o
< RTT RARZ AL XX E LT,

e: /l— MIEGP TERIEShE LT,

2 RNADORETLHETIIH Y ¥ A, BF. 2, IGP2) 5 BGPITH
VTR AW U 7 G B

show b ~ show cq .



show b ~ show cq |
. show bgp filter-list

show hgp filter-list

WMELLEZ 4 VZ Y AN —HT 21— F&ERRT HITIL, EXEC £— R T show bgp filter-list
avr RefHLES,

show bgp filter-list access-list-name

BX DA access-list-name | [ f:s 25 A A T 7R U R DAL
avUkRE—F WOEIZ, a~v Re ANJTELE—FaRrLET,

OAY U RE— | T7AT7 74— ILE—F X2 F4aVTFXE

K

=Ty K FSURRT (UL <ILF
Lok
AVTHERAR | VAT L

Z—HF—

EXEC
2 KRR JU— ZERE

R

92(1) oo~ s RFRNBMENnELE,

B WIZ. Fi#E EXEC & — KT show bgp filter-list =~ > KO &2~ L F 9,

ciscoasa# show bgp filter-list filter-list-acl
BGP table version is 1738, local router ID is 172.16.72.24

Status codes: s suppressed, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path

* 172.16.0.0 172.16.72.30 0 109 108 2
* 172.16.1.0 172.16.72.30 0 109 108 2
* 172.16.11.0 172.16.72.30 0 109 108 2
* 172.16.14.0 172.16.72.30 0 109 108 2
* 172.16.15.0 172.16.72.30 0 109 108 2
* 172.16.16.0 172.16.72.30 0 109 108 2
* 172.16.17.0 172.16.72.30 0 109 108 2
* 172.16.18.0 172.16.72.30 0 109 108 2
* 172.16.19.0 172.16.72.30 0 109 108 2
* 172.16.24.0 172.16.72.30 0 109 108 2
* 172.16.29.0 172.16.72.30 0 109 108 2
* 172.16.30.0 172.16.72.30 0 109 108 2
* 172.16.33.0 172.16.72.30 0 109 108 2
* 172.16.35.0 172.16.72.30 0 109 108 2
* 172.16.36.0 172.16.72.30 0 109 108 2
* 172.16.37.0 172.16.72.30 0 109 108 2

. show b ~ show cq



I show b ~ show cq

* 172.16.38.0
* 172.16.39.0

show bgp filter-list .

172.16.72.30 0 109 108 »
172.16.72.30 0 109 108 »

3 8 : show bgp filter-list D7 4 —/L N2, &7 4 —/V NOFHZRLET,

3% 8:show bgp filter-list D 7 4 —)L K

J4—ILF

B

BGP table version

T—=TNONTNA—V a v, ZOFFF. T—IARERINL D
WZHESLET,

local router ID

JV—=HFDIPT KA

Status codes

F—TNZ NIDAT—E A, T—TINDEAITORINC AT —F ANFHK
RENFET, RONTNUNDEEIEETE ET,

s F—TTy U S ET,

¥ F—J ) N BEYTT,

> FmTATY MY BEOFK Y N U= CHIBT B bORBRTY Y T
R

i: 7 =7 R SNEIBGP (BGP) v a v Z&#kH L C¥E S E
EE

Origin codes

T MY OIERTE, 1RO 22— RIZT =7 A DOFATORDVIZH Y £,
RONTNNDEZIRETE £,

i NS — T P ha (IGP) 7H3EE S, network L—& =
V74 F2lb—vary avy REFHLTTY R A XN R,

e: I AT VT F—bUxA 7o bajL (EGP) mOBEESNT-= b
U

2 RNADFRETTIFI VT EINETA, BE., 2L IGP 5 BGP IZHEE
FEansL—274,

Network T RIRKRT Ry FT—I DA F =2y F T LA,

Next Hop Ny MRS Y MU= TR T 2 L XA SNDIRO VAT LD
IP7 FL A, 00000 biL, T7FA B —R—={2ZDFxy NT—7
~DI FBGP L— B3 HDHZ L ERLET,

Metric FRENTWDLEEIIMEAREI AT L AN v,

LocPrf F%E T D local-preference route-map 27 4 ¥ o L—3 3 2 a < R THE
SN —Jn 7V Ty LV AE, T 7 40 MEIL 100 T,

Weight HEES AT AT 4 NE BN L TRESNTZ/L— F OB,

show b ~ show cq .



. show bgp filter-list

show b ~ show cq |

J4—ILF

Bl

Path

SRRy NI — 7 ~OPBEY AT AR, NANOEKEHEY AT ATxE L
T, ZD7 44—V FRNIZ1IZ NI EEOLHENTEET, XADKD

DIt RAOIRETa— FTT,

i: = FUIXIGP THRIEEN, network /L —F% a7 4 X2l — g o
< RTT RRZAXENFE LT,

e: /l— MIEGP TERIESNE LT,

2 RNADORETLHETIIH Y ¥ A, BF. 2, IGP2) 5 BGPIZH
BiAR STz AT,

. show b ~ show cq



I show b ~ show cq

show bgp injected-paths

Border Gateway Protocol (BGP) /L —7 4 ¥ 77— T UZIEASNIZT R TONRAEZRRT HIC
X, —¥— EXEC &— N % 721345 EXEC & — R C show bgp injected-paths =~ > K % fif /i

show bgp injected-paths .

BX DA

AU FE—F

L/\i‘a_(]
show bgp injected-paths
Zoavy FIZFRIRELITF—V— REH D T8 A,

ROFIZ, A~ R ANNTELHE—FaxRLET,

JVDF%— 7747¢T_»%_P t$lU$4:>§$ZF

" L—TvF FSUARRT (V2T TILF
LYk
AVTHFRE (VAT A
¥¢HE EXEC, o KHiE o KHiE o KHiE o KHiE o KHiE
T——
EXEC

avwy FERE

3l

J)— EERE
A

92(1) —oawy FABMERELE,

KIZ, EXEC E— K T® show bgp injected-paths 2~ > FOH NHHIZ R L E7,

ciscoasa# show bgp injected-paths

BGP table version is 11, local router ID is 10.0.0.1

Status codes:s suppressed, d damped, h history, * valid, > best, i -
internal

Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 172.16.0.0 10.0.0.2 07
*> 172.17.0.0/16 10.0.0.2 07

7% 9 : show bgp injected-path D7 4 —/L R (2, &7 4 —/L FOMHERLET,

5 9:show bgp injected-path D 7 4 —)L K

J4—ILF ERBA

WZHES L ET,

BGP table version | 7 — 7 )L OWNENN—T 3 V&S, ZOEF ST, T ANEREIND )

local router ID JL—HZDIP T KL A

show b ~ show cq .



. show bgp injected-paths

show b ~ show cq |

J4—ILF

Bl

Status codes

F—TNZ NUDAT—HE A, T—TIVDOEITOHRINC AT —F ANFHE
RENET, WOWTNOOEEEETEET,

s: 77Ny b UBIHl SR ET,

¥ FT—T N NUBNERTT,

> T =T N NIRZEOFRy NU—7 THEMATH-00KET= MY T
R

i:7—7NTr b UBHNEBGP (IBGP) & w i a &M LT anE
R

Origin codes

T Y OVERE T, TEROED 22— RIZT — 7 L OFATOK DV IZH Y 3,
WKOWTNPOEERETEET,

i: N7 — b x=A 72 bzl (IGP) 76312 &1, network L — % =
V74 FXalb—varyavr REFEALTTY RRXZ A4 XS Y,
e: TV ATIYT F—huxA 7 ba (EGP) MHEEINT-= b
U,

2 NADFETIFZ Y T ENETA, BE. ZHULIGP 25 BGP IR
FEansLv—2 T4,

Network

T PIRKTRY NT—I DA =Xy b T FLA,

Next Hop

Ry NGy MU =T ICHET 5 L IEHESNDKRD Y AT LD
IP7 FLA, 00000 X, T278AS—N—2ZDOFy hT—7
~DIEBGP V— "R HDZ EERLET,

Metric

FRENTVWAESITHAEBREI AT A AN v,

LocPrf

X E T D local-preference route-map 2> 7 4 ¥ o L— 32 a2 R THE
Shica—nhn 7V 77 Ly AME, 77 40 MEK 100 TY,

Weight

HESAT AT A NVEZEN L THRESNZ/L— hDOEL,

Path

IRy T — 7 ~OPBEY AT LA, NANOEKEEEY AT AIxE L
T, ZDOT7 44—V FRNIZ1IZ NI EEOLHENTEEST, XADKD
DI, RAOREITLa— R TT,

i: = FUIFIGP THRIESN., network L —& 22 7 4 Fal—i g a2
VY RTT RS XShE LT,

e:/L— MIEGP TEEINE LT,

2 RNAORETLHETIIH Y £ A, @FE. 2, IGP) 5 BGPIZH
BiAR STz AT,

. show b ~ show cq



I show b ~ show cq

show bgp ipvd .

show hgp ipv4

BX DA

ATV R E—F

IP /N—3 = 4 (IPv4) Border Gateway Protocol (BGP) /v —7 4 > 77 —T7NLVNOT N %

FRT DHITIE, FiME EXEC £— R Cshowbgpipvd 2~ REMEH L F9,
show bgp ipv4
Zoawy RZEBIEELEF—Y—REH D THA,

ROKIZ, a~ P ANNTELHE—F2RLET,

AYVRE— | T7ATO4+—ILE—F ttXa)T4aVTFFR b
k
L—FTv K FSURART |V TL JILF
Ly bk

AVTHFRE | VAT A
K¢ i€ EXEC, o 3fht o 3fht o 3fht o 3fht * 3fht
a—tF—
EXEC

avy FERE

3l

Jy— EEAE
A

9.2(1)  Zoa~wr RMBMERE LK,

RIZ, show bgp ipv4 unicast 2~ > ROH Il Z R LET,

ciscoasa# show bgp ipv4 unicast
BGP table version is 4, local router ID is 10.0.40.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 172.16.10.1 0 0 300 i
*> 10.10.20.0/24 172.16.10.1 0 0 300 i
* 10.20.10.0/24 172.16.10.1 0 0 300 i

KIZ, show bgp ipv4 multicast =~ > ROHSIH 2R LET,

Router# show bgp ipv4 multicast
BGP table version is 4, local router ID is 10.0.40.1

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 172.16.10.1 0 0 300 i
*> 10.10.20.0/24 172.16.10.1 0 0 300 i
* 10.20.10.0/24 172.16.10.1 0 0 300 i

show bgp ipv4 (2, &7 4 —/V FOFHEZRLET,

show b ~ show cq .



. show bgp ipv4

show b ~ show cq |

% 10: show bgp ipvd D 7 « —)L K

T4—ILF

Bl

BGP table version

T—TIVONEHN—T a v F G, ZOFFIEL, T NURNEREINDL D
WZHES L ET,

local router ID

JIV—FZDIPT KL

Status codes

F—TNZ NYDAT—E A, T—TIDOEAITOERINCAT —Z ANFHE
RENET, kKOWThrOEEIEETEET,

s: 77Ty MBIl S ET,

*: F—T Ny N REHTT,

> 7T—=T N NUREDORy b= THEMTDZOOREE MY T
T

i: 7—=7 N> FUDBNEBGP (BGP) v ia &ML T¥EINE
e

Origin codes

T b U OIERTE, (ERROTD 2 — RIZT =7V ORITOKD Y IZH YD £,
ROWTNPDOEZFEETE £,

i AT — b =A 7a hai (IGP) HHI¥E(E 4L, network L—& =
V74X alb—vary av s REHEHLTTY A2 Xsnfcmr MU,

e: LI AT VT F—bhu=xA 7 ha)b (EGP) MHEEINT-T b
UO

2 NADFETIFZ Y T ENEFA, BE. ZHULIGP 25 BGP IR
FEanszL—2 74,

Network

TUMIBRETAY NT—I DA ¥ =y b T LA,

Next Hop

Ny NESSER Y MU —JICHAET D EEIHEHINDRO VAT LD
IP7 FLA, 00000DT FUIE, 727EA B —=N"—lZZDOFy hT—7
~DI FBGP L— B3 HDHZ L ERLET,

Metric

FRENTWAESITHAEEREI AT LA AN v 7,

LocPrf

e

X E D local-preferenceroute-map 2> 7 4 ¥ L — 3 2 A< R THTE
Enfa—nn 7V Ty L AE, T 7 40 ME 100 T,

Weight

HEES AT LT ANV a2 U CRIE SV — FDES,

. show b ~ show cq



I show b ~ show cq

show bgp ipvd .

J4—ILF

Bl

Path

IRy NI — 7 ~OPBEY AT AR, NANOEKEEY AT ATxE L
T, ZDO7 44—V FRNIZ1IZ NI EEODLENTEET, XADKD

DIt RAOIRIETa— FTT,

i: = FUIXIGP THIEEN, network /L—F% a7 4 X2l — g o
<~ RTT RRZA XENFE L,

e: /l— MIEGP TEIEShE LT,

2 RNADORETLHETIIH Y ¥ A, @F. 2, IGP2) 5 BGPITH
BiAR STz AT,

show b ~ show cq .



show b ~ show cq |
. show bgp ipv6

show hgp 1pv6

IPv6 Border Gateway Protocol (BGP) /v—7 1 > 7 7 —7 NVHNDOxZ Y MY ZRRT HITIE, 22—
W — EXEC & — K £ 721345 EXEC £ — K T show bgp ipv6 =~ F&MHH L £,

show bgp ipv6 unicast [ ipve-prefix/prefix-length ] [ longer-prefixes ] [ labels ]

EXDERAA unicast IPV6 2=F% %Y AN T RLX LT 47 AEEELET,

ipv6-prefix (A7 ay) IPv6 *y hU—2 &5, IPv6 BGP L—T (7 T—T7)LIND
BEDAR Y NI —0 2R THZDICATILET,

ZOBIEE, RFC 2373 ICEH R EN TV AERICTALERHY FF, aa
KW 16 vy MEZEH LT, 7 FL A% 16 B TIHREL £,

fprefix-length | (7L 2) IPV6e L7 4 v 7 ADRS, V74972 (FRLVLADXR Y
KD — 278455 ERERT AT RLAD BAnEk: vy MEE7R7 10 #EE T,
10 EBAEDHNZAT v v 25t ENMLETT,

longer-prefixes | (47> ay) L—h&, XVRERRL—FE2FRLET,

labels (AFvary) 7TRLRATZ7IUZEIC, ZOFRAAN—IZHEHESNLRY > —
RRLET,
O R E—F ROEIZ, a2~ FEANTEHE—FaRLET,
AV RE— | 747D 4A—ILE—F ttXxa)F4a0TFR b
K
=Ty kF |FIVART | YUT)L RILF
Lk
AVTXRARS ([VART A
¥ EXEC, o KPR o % o i . %I - s
Z—H—
EXEC
av Y FERE J)— ZEEARR
A

9312) Zoawr RREMEhE L,

B I, show bgp ipv6 =~ ROl %~ L E£9,

ciscoasa# show bgp ipv6 unicast

BGP table version is 12612, local router ID is 172.16.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

. show b ~ show cq



I show b ~ show cq

show bgp ipv6 .

Network Next Hop Metric LocPrf Weight Path
*>10.10.10.0/24 172.16.10.1 0 0 300 1
*>10.10.20.0/24 172.16.10.1 0 0 300 1
* 10.20.10.0/24 172.16.10.1 0 0 300 1
KIZ. show bgp ipv4 multicast 2~ > KO SH 2R~ L ET,
Router# show bgp ipv4 multicast
BGP table version is 4, local router ID is 10.0.40.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 3FFE:C00:E:C::2 0 3748 4697 1752 i
* 3FFE:1100:0:CC00::1
0 1849 1273 1752 i
* 2001:618:3::/48 3FFE:C00:E:4::2 1 0 4554 1849 65002 i
*> 3FFE:1100:0:CC00::1
0 1849 65002 i
* 2001:620::/35 2001:0DB8:0:F004::1
0 3320 1275 559 i
* 3FFE:C00:E:9::2 0 1251 1930 559 i
* 3FFE:3600::A 0 3462 10566 1930 559 i
* 3FFE:700:20:1::11
0 293 1275 559 i
* 3FFE:C00:E:4::2 1 0 4554 1849 1273 559 i
* 3FFE:CO00:E:B::2 0 237 3748 1275 559 1

710 : show bgp ipvd D7 4 —/L K2, &7 4 —/L KD

& 11:show bgp ipv6 D7 « —)L F

WA Z R LET

J4—ILF El:L
BGP table version | 7 — 7 /L ONEIN—V 3 V&K B, ZOFFIE, T ANEEINLHTD

WZHES LET,

local router ID

IW—ZDIPT RLA

Status codes

FT—TNZ NIDAT—H A, T—TINDEATORINC AT —F ARNFHK
RENET, ROWVWTNNLDEAIEETEET,

s: 7 =7y MURIHISET,
h :fF——jf/LfJ::/ F U kiﬁ%ﬁijfira
ey b T,

>: 7T =N NIBREORy NI = THEHAT L0 DRET FU T

—a’_‘O

i:T—7 0 FURHNEBGP (IBGP) By a U ZELTCHFEEENE

R

show b ~ show cq .



. show bgp ipv6

show b ~ show cq |

J4—ILFK

B

Origin codes

T b U OIERTE, (ERROTO 2 — RIZT =7 Vv ORITOKD Y IZH Y £,
ROVTNNDEELIEETE £,

i AT — b =A 7a hai (IGP) HHI¥E(E ZiL. network L—4 =
Y74 Falb—vary av s REHEHLTTY A2 Xsnfcmr MU,

e: LI RAT VT F—bu=xA 7 ha)b (EGP) MHEEIN-T b
UO

2 NADFEIF TV T ENEFA, BE. ZHULIGP 25 BGP IR
FEanszL—274,

Network

TUMIBRETARY NT—I DA v F =y b T RLA,

Next Hop

Ny NEBREA Yy MU= TERIET D L E I ISNDRD VAT LD
IP7 KL A, 00000 FUIE, T7EAF—A—ZZDFy pT—7
~DI FBGP L— " B3HDHZ L ERLET,

Metric

FRENTWAEASITHAEEREI AT LA AN v 7,

LocPrf

X E T D local-preferenceroute-map 2> 7 4 ¥ o L —3 3 2 a< > N THIE
Enfa—nn 7V Ty L AE, T 7 40 M 100 T,

Weight

HEES AT LT A NVE & U CRE SV — FDES,

Path

SRy FU— 7 ~DO AR AT LA, NANDEBHES AT LITH L
T, ZOT7 44— )VRHNIZ1I o M) EZEGHEZLENRTEET, 20K D
DX, RADFRETI— FTT,

i: = FUIXIGP TRIZEEN, network /L—#% a7 4 X2l —i g2 3
v RTTY RREFAXEINE LT,

e:/l— MIEGP TEEINFE L,

2 RNZADORETEHETIIH Y £ A, BF. 2, IGP 25 BGPIZH
AR S-S A T,

RIZ, showbgpipve =~ RO AFZRLET, ZZTlE V74 v 7 A
3FFE:500::/24 2T 28 A2 R L CW\WET,

ciscoasa# show bgp ipv6é unicast 3FFE:500::/24
BGP routing table entry for 3FFE:500::/24, version 19421
Paths: (6 available, best #1)

293 3425 2500

3FFE:700:20:1::11 from 3FFE:700:20:1::11 (192.168.2.27)

Origin IGP,

localpref 100, valid, external, best

4554 293 3425 2500
3FFE:C00:E:4::2 from 3FFE:C00:E:4::2 (192.168.1.1)
Origin IGP, metric 1, localpref 100, valid, external
33 293 3425 2500
3FFE:C00:E:5::2 from 3FFE:C00:E:5::2 (209.165.18.254)

Origin IGP,

. show b ~ show cq

localpref 100, valid, external



I show b ~ show cq

6175 7580 2500

3FFE:C00:E:1::2 from 3FFE:C00:E:1::2 (209.165.223.204)

Origin IGP, localpref 100, valid, external
1849 4697 2500, (suppressed due to dampening)

show bgp ipv6 .

3FFE:1100:0:CC00::1 from 3FFE:1100:0:CC00::1 (172.31.38.102)

Origin IGP, localpref 100, valid, external
237 10566 4697 2500
3FFE:C00:E:B::2 from 3FFE:C00:E:B::2 (172.31.0.3)
Origin IGP, localpref 100, valid, external
ciscoasa# show bgp ipv6 unicast

BGP table version is 28, local router ID is 172.10.10.1

Status codes:s suppressed, h history, * valid, > best, i -
internal,
r RIB-failure, S Stale
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>14004::/64 ::FFFF:172.11.11.1
0 100 ?
* i ::FFFF:172.30.30.1
0 100 ?

show b ~ show cq .



show b ~ show cq |
. show bgp ipv6 community

show bgp ipvé community

IPv6 Border Gateway Protocol (BGP) /V—7 4 v 7 7—T7 ANOxT > b #F€RTHIZiE, =—
' — EXEC & — K & 72 (3485 EXEC & — K T show bgp ipvécommunity =~ > K& H L F 9,

show bgp ipv6 unicast community [ community-number ] [ exact-match ] [ local-as | no-advertise
| no-export ]

XD unicast IPV6 =¥ A 7 RLATLT v/ AERELET,

community-number | (A7 3 ) GEhAEIZ 1 ~ 4294967295 D I 2 =F 4 K5, E£721T
AANN (BEEV AT LD I 2=T 4 FZF2 34 vDFS) TY,

exact-match (A7vayv) #e2—HEFor— 2R LET,

local-as (FFvay) a—h/VEEY AT AINEE IR WL— NI 2R
LET (V=) aia=T1),

no-advertise (A 7ay) BTIET RRZALXENRIL— M2 EFRRILET (U
V) ala=74) ,

no-export (F7vay) a—A VARV AT AOHMBIZT 7 AR — K STV
N—PEFEERLET (V= Ur aia=T+q) .

avY KR E—FK WDOEIC, a2 R ANTEXHE—FE2RrLET,
ARV FRFE— | T7AT7 24— ILE—F XT3 TFRE
K
=Ty k | FSVART |SVT)L RILF
LYk
AVTERE | VARTLA
RHEEXEC, | < &I * RIS « PP - T - T
Z—HF—
EXEC
avy FER Jy— ZFTEAE
3

932) Zoa~rRFRBMENELRE,

I IPv6 BLH CTH 5 S &2 FRNT, show bgp ipv6 community =~ > KD Hi 7713 show ip bgp
community 2~ > R EFFEI L TWNET,

. show b ~ show cq



I show b ~ show cq
show bgp ipv6 community .

a3 2=7 4%, setcommunity b— bk vy arT 4 Falb—ar avy Nal
MLTRELET, BEOII2=T 41TV =V/ T aIa=T A DHICANTS
WENHY EF, 7ok 20X, ROFINTES T,

ciscoasa# show ipv6 bgp unicast community local-as 111:12345

KoYz, ROXFHNZHEMLET,

ciscoasa# show ipvé bgp unicast community 111:12345 local-as

B
WKIZ, show bgp ipv6 community =< > RO AFIER L ET,

BGP table version is 69, local router ID is 10.2.64.5
Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path

*> 2001:0DB8:0:1::1/64 0 32768 1
*> 2001:0DB8:0:1:1::/80 HE 0 32768 2
*> 2001:0DB8:0:2::/64 2001:0DB8:0:3::2 021
*> 2001:0DB8:0:2:1::/80 2001:0DB8:0:3::2 027
* 2001:0DB8:0:3::1/64 2001:0DB8:0:3::2 027
*> HH 0 32768 2

*> 2001:0DB8:0:4::/64 2001:0DB8:0:3::2 027
*> 2001:0DB8:0:5::1/64 HH 0 32768 2
*> 2001:0DB8:0:6::/64 2000:0:0:3::2 0231
*> 2010::/64 =N 0 32768 2
*> 2020::/64 0 32768 2
*> 2030::/64 0 32768 2
*> 2040::/64 0 32768 2
*> 2050::/64 0 32768 2

3= 12: show bgp ipv6 community D 7 « — )L K

TZ4—ILF Bl

BGP table version | 7 — 7 )L O NR—V g v F S, ZOFFIE, T ANEFIND )
WS L ET,

local router ID U A R CREGNTZ4ODA 7T v P LTRBINDRE Y ML (Ky
MM & 10 R .

show b ~ show cq .



. show bgp ipv6 community

show b ~ show cq |

J4—ILFK

B

Status codes

T—=TNxZ N DAT—E A, T—TIVDEITORMNIAT —Z AR
RENFET, KOWVTNUNDEEIRETE T,

s: 7T —7 Ty MU BRIH S ET,

h: 7—70 =2 hUITRBECTT,

LT =T NIy MU RHEHTT,

> TN PYREOR Y PU—7 THMAT 272 00KBRE YT
RS

i:7—7 N b UBHNEBGP (IBGP) kv a v &M LT anE
R

Origin codes

T Y ORI, TEROED 22— RIZT — 7 L OFATOK DV IZH Y 3,
WKOWTNPOEERETEET,

i N7 — b x=A 72 bzl (IGP) H631E &1, network L — % =
V74 FXalb—varyavr REFEALTTY KX X4 Xz Y,
e: TV ATIYT F—huxA 7 baj (EGP) MHEEINT-= b
U,

2 NADFETIFZ VT ENETA, BE. ZHULIGP 25 BGP IR
fEE&nBNL—F T,

Network

T MNIRETRY hT—7 DA X —F v b T FLA,

Next Hop

Ry NGy N —JICHiET 5 L IEHESNDKRD Y AT LD
IP7 FLA, 00000 I, T778AS—N—2ZDFy hT—7
~DIEBGP L— "R HDZ EERLET,

Metric

FRENTVWABEAITHEBREI AT LA AN v,

LocPrf

% E T D local-preference route-map 2> 7 4 ¥ 2 L— 32 A~ R THE
Shicue—=an 7V 77 L AME, 77 /0 MEIZ 100 T,

Weight

HESAT AT ANVEEN L THRESNZ/L— hDOEL,

Path

SRRy N — 7 ~O P AT LA, NANOEKEEY AT AIxE L
T, ZDOT7 4=V ERRICI = NI EZEHDHIENTEET, NADOKD
DI, RAOREFEITLA— FTT,

i: = FUIFIGP THRIESN., network L —& 22 7 4 Fal—i g a2
<~ RTT RRZA XENFE LT,

e:/L— MIEGP TEEINE LT,

2 RNAORETLHETIIH Y £ A, @F. 2, IGP2) 5 BGPIZH
BiAR STz AT,

. show b ~ show cq



I show b ~ show cq

show bgp ipv6 community-list .

show bgp ipv6 community-list

IPv6 Border Gateway Protocol (BGP) 22 ==7 4 U X N T A SNl — b ZFRKRT DHITIL.
2 — ' — EXEC & — R E 72 13F# EXEC &— K C show bgp ipv6 community-list =~ > K % fifi ff]
L\i‘a_c

show bgp ipv6 unicast community-list { number | name } [ exact-match ]

BXDEREA

AR E—F

unicast IPV6 =% v AR T RLARATFLT7 47 AEEELET,

number 1 ~19 OFFHOaAI =T 4 URA LS,

name aIa2=F 4 URNDLHI,

exactmatch | (A7 g V) EE—HEFFOL— T E2ERLET,

ROFIZ, a~ FEANTELHET—FarRLET,

ARV RFE— | T7AT7I24+—ILE—F XT3 TFR b
K
IL—TvF FSURART (VU TL TILF
LYk

AVTHFRE | VAT LA
FihE EXEC, o o s . %I . R .
oZ—F—
EXEC

2v Y FRE

3l

Ju— EEAE
S

9.3(2) Zoa<y RNEBINEILE L,

IPv6 BEH Tdb 5 &RV T, show bgp ipv6 unicast community-list =~ > KD /)13 show
ip bgp community-list =~ > R EFALEL L TWET,

il
WIZ, 2 2=7 4 U A NEF3IZ%9 5 show ipv6 bgp community-list =~ > KD H]
T &R LUET,

ciscoasa# show bgp ipv6é unicast community-list 3
BGP table version is 14, local router ID is 10.2.64.6

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::/64 2001:0DB8:0:3::1 011
*> 2001:0DB8:0:1:1::/80 2001:0DB8:0:3::1 011

show b ~ show cq .



. show bgp ipv6 community-list

show b ~ show cq |

*> 2001:0DB8:0:2::1/64 H 0 32768 1
*> 2001:0DB8:0:2:1::/80 H 0 32768 2
* 2001:0DB8:0:3::2/64 2001:0DB8:0:3::1 017

*> N 0 32768 2

*> 2001:0DB8:0:4::2/64 : 0 32768 2
*> 2001:0DB8:0:5::/64 2001:0DB8:0:3::1 017

*> 2010::/64 2001:0DB8:0:3::1 ?

*> 2020::/64 2001:0DB8:0:3::1 0172

*> 2030::/64 2001:0DB8:0:3::1 01 7v?

*> 2040::/64 2001:0DB8:0:3::1 01 7v?

*> 2050::/64 2001:0DB8:0:3::1 0172

WDFET, ZOHNIERINAEERT 4 —/L RIZOWTHEALET,

3% 13: show bgp ipv6 community-list 0> 7 4 —JL F

TJ4—ILFK

B

BGP table version

T—=TIVONEHN— 3 v F G, ZOFFIE, T NUNERINLHTED
WHES L ET,

local router ID

U A R CRYIBNTZ4ODF 7Ty hE LTRSS H32E Y ML (K
MM 10 #ED) .

Status codes

FT—TNZ NIDAT—H A, T—TIDEATORINC AT —F AR
RENET, ROWTNILDOEAIEETE X7,

s: 77Ty UM S ET,

h: 77— V= FU BT,

.7 —T LT M NEZTT,

> F=T ATy P BEDF Y P U= THET 50 ORETY P T
R

i:7—=7nmy R DERBGP (IBGP) > v = &t L CFE S E
B

Origin codes

= MU OERSTL, fERITD 22— RIZT—7 L OEATOKDVIZH Y £,
WONWTNNDOEEZIRETEET,

i NS — A 7 hai (IGP) 7 H3EE S, network L—Z =
V74 X2l —varyavr REFERHLTTY R A X3z M,
e TV AT VT F—bvu=xA 7 ba) (EGP) mH¥ESNZT b
U,

2 NADRE T VT ENFEFA, WBE. X IGP 75 BGP IZHR
EEansbL—& T,

Network

T MNIMNERTRY NT—T DA H—F v b T RLUZA,

. show b ~ show cq



I show b ~ show cq

show bgp ipv6 community-list .

Z4—ILF E%EA

Next Hop Ny NEEAR Y NU—Z I THRET 5 L IR SNDRD TV AT LD
IP7 KL A, 00000z hViX, 77ERXA S —N"—=|ZZDOXRy NT—7Z
~DIEBGP V— "B DHZ L ERLET,

Metric FERINWTWAGEITHARAREIV AT A AN v,

LocPrf FXTE Y D local-preferenceroute-map 2> 7 4 ¥ o L —3 3 ¥ a< 2 R THE
ENnima—Hhn PV Ty LAl T 7 40 Ml 100 T,

Weight BESAT AT 4 NE 2 L CRESI NIV — FDOEA,

Path

SEHEF Y N — 7 ~D PR AT LA, NRANDOEHEY 27 M5 L
T, ZDO7 44— VN1 NI EEOLIENTEET, XADKD
DiZ, XADORETLaT— FTT,

i: = FUIZIGP THIEEN, network /L—&% a7 4 X2l — g o
< RTT RARZ AL XS E LT,

e: /l— MIEGP TERIESNE LT,

2 RNADOREBEIENAETIIH Y A, BHF. ZiL. IGPH 5 BGPIZH
BoAG S 7=/ A TT,

show b ~ show cq .



show b ~ show cq |
Bl show bgp ipvs filter-list

show hgp ipvé6 filter-list

FELEIPVG 74V HX UANE—ETHNL— FE2ERT DL, =2—V—EXECE— FE7=
X455 EXEC £— K C show bgp ipv6 filter-list =~ > R&fH L £,

show bgp ipv6 unicast filter-list access-list-number

XD unicast IPV6 =% ¥ 2 b 7 KL R FL7 4 v/ ZEHEELET,
>access-list-number [ [pv6 HEES AT L N2 T 7 E 2 U A MO, 1~ 199 OFFHOEZHE
‘(\\% ij‘o
ATV RFE—F WROEIZ, a~v Fe ANJTELE—FaRrLET,
ARV KRE— |T7AT7 24— ILE—F X2 TF4a0TERE
X
L—=Ty bk | FSVART |SVTL JILF
Lk
AVTHFRAM | VATA
FiHE EXEC, o KPR o St . 5tk . SIS .
Z—H—
EXEC
avy FERE J)— ZEERE
R

9.3(2) Zoavy RRBMSE L,

#l IPv6 BT 5 s & RN T, show bgp ipvé filter-list =~ > K H} /713 show ip bgp filter-list
av s REEBILTWETS,

W 2R L ET,
WIZ, IPv6 BHES AT A NZA T 7R U A &5 1125 % show bgp ipvé filter-list
axy ROMNFlZRLET,

ciscoasa# show bgp ipvé unicast filter-list 1
BGP table version is 26, local router ID is 192.168.0.2

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::/64 2001:0DB8:0:4::2 0211
*> 2001:0DB8:0:1:1::/80 2001:0DB8:0:4::2 0211
*> 2001:0DB8:0:2:1::/80 2001:0DB8:0:4::2 0272
*> 2001:0DB8:0:3::/64 2001:0DB8:0:4::2 0272
*> 2001:0DB8:0:4::/64 HH 32768 2
* 2001:0DB8:0:4::2 0272

*> 2001:0DB8:0:5::/64

. show b ~ show cq



I show b ~ show cq

*

*> 2001:0DB8:0:6::1/64

*> 2030::/64
*> 2040::/64
*> 2050::/64

show bgp ipvé6 filter-list .

2001:0DB8:0:4::2 0217

: 32768 i
2001:0DB8:0:4::2 01
2001:0DB8:0:4::2 0217
2001:0DB8:0:4::2 0217

Table below describes the significant fields shown in the display.

3% 14: show bgp ipv6 community-list 0> 7 4 — )L F

J4—ILF

B

BGP table version

T—TNVNONTN—V a v, ZOFFF. T—IARERINL D
WZHESLET,

local router ID

U A RCRYIBNTZ4ODA 7T v hELTRBENDHRE Y ML (K
Rt & 10 ) .

Status codes

TN N DAT—E A, T—TINDEAITORYNCAT —Z ARFE
RENET, KOWTNLDEEIBETE X1,

s F—TTy YR S ET,

h:F—70 > kU ITBECT,

*: F—7 Nz Y BETT,

> F—TNEL b REOK Y b= CHBT AbORETY b YT
T+

i1 7 =7 A= hUANEBGP (BGP) &> = > &kl LTHR Sk
¥

Origin codes

T U OERTE, fFRITD 2 — RIZT—7 A OBTOKDVIZH Y £,
ROVTNPDOELFEETE £,

i NEA— b o= 7 hab (IGP) 263(E &, network /L —& =
V74X alb—vary avy LT K24 XShiz MY,

e: I AT VT F—bUxA 7o bajt (EGP) mBRESNT-= b
Vs

2 RADRETIIZ VT ENFETA, BE. TIILIGP 75 BGP IZHHAC
EEnsL—& T,

Network T MIBRT Ry NT—T DA 2 —Fy b T RL2A,

Next Hop Ny NESER Yy MU — 7 AT 5 L ZIHEH SN ORDT AT LD
IP7 FLA, 00000 FMUIE, T7ERAYB—=N"—ZZDFXy FT—7
~DHEBGP L= I BHDHZ L aRLET,

Metric RSN TWALGRITHABFBRV AT A AN v 7,

LocPrf FXIE Y D local-preferenceroute-map 2> 7 4 ¥ o L—3 3 ¥ a< 2 FTHE

Xnrue—hn Y77 Ly AE, T 7 40 MER 100 T,

show b ~ show cq .



Bl show bgp ipvs filter-list

show b ~ show cq |

J4—ILFK

B

Weight

HES AT AT A NVAEZN L TCEREESNTZ/L— bDEL,

Path

SEHER Yy R —F ~DBEEEY AT LNA, NRANOEHEY AT AR L
T, ZOT7 44—V FRNIZIZ U MV EEDDENTEET, 20D
DL, NADFKEITLIT— RTT,

i: =2 FUIXIGP TRIEZHL. network L—HF a7 4 X2 lb—3 g o
YU RTT RASA XSE LT

e:/L— MIEGP TEEINFE L.

2 RADRETHHMETIEIH Y FH A, WFE,. 2L, IGP225 BGPIZH
BlAs S - XA T,

. show b ~ show cq



I show b ~ show cq
show bgp ipv6 inconsistent-as .

show hgp ipv6 inconsistent-as

EETIC—BMEO WO B AT L% & T IPv6 Border Gateway Protocol (BGP) /L— k
HRAT DI, 22— —EXECE— N E 721354 EXEC & — R T show bgp ipv6 inconsistent-as
ZEALET,

show bgp ipv6 unicast inconsistent-as

XD wicast [PV == ¢ A k7 KLA LT 4 o 7 AZARE LET
AR E—F WOEIZ, avy REANTXLE— RERLET,

OAXVFRFE— | T7AT7I24+—ILE—F X2 FoarvTFEREb

K

=T K FSUARART (VUL TILF
Lok
AVTHERAR | VRTL

Z—F—

EXEC
av Y FER Jyy— FTEHRER

R

93(2) ZoavrRMBMERELE,

i IPv6 B T % M % FRVNT, show bgp ipv6 unicast inconsistent-as =~ > K {7713 show
ip bgp inconsistent-as =~ > F AL L TV ET,

il
RIZ. show bgp ipv6 inconsistent-as 2~ > KD Sz~ L ET,

ciscoasa# show bgp ipv6 unicast inconsistent-as
BGP table version is 12612, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 3FFE:1300::/24 2001:0DB8:0:F004::1 0 3320 293 6175 7
* 3FFE:C00:E:9::2 0 1251 4270 10318 ?
* 3FFE:3600::A 0 3462 6175 7
* 3FFE:700:20:1::11 0 293 6175 2% 15 : show bgp
ipv6 community-list O 4 —/L K below describes the significant fields shown in the
display.

show b ~ show cq .



. show bgp ipv6 inconsistent-as

show b ~ show cq |

%= 15: show bgp ipv6 community-list D 7 4 — )L F

T4—ILF

Bl

BGP table version

T—TIVONEHN—T a v F G, ZOFFIEL, T NURNEREINDL D
WZHES L ET,

local router ID

EUA R TRYIbNIZ4>DA 7Ty b LTRbEhs328y ML (Fy
M E 10 #ERD)

Status codes

T—=TNxZ N DAT—Z A, T—TIVDOEITORMNCAT —Z AR
RENFET, KOWVTNNDEEIRETE T,

s: T =7y b Ul S E T,

h: 7—7V x> s UITERETT,

* .7 =TT MU BRERTT,

> TN PYREOR Y PU—7 THAT 2720 0KRT YT
7

i:7—70xy N RKNEBGP (BGP) t v a v &Rl L CHEESNE
R

Origin codes

T Y OVERE T, TEROED 22— R T — 7 L OFATOK DV IZH Y 3,
WKOWTNOOEERETEET,

i N¥7F— b= 72 bzl (IGP) H6H31E &4, network L —% =
V74 FXalb—varyavr REFEALTTY RRXZ A4 X MY,
e: TV ATIYT F—hruxA 7 bai (EGP) mHEEINT-= b
U,

2 NADOIETIFZ VT ENETA, BE. ZHULIGP 25 BGP IR
fE&hbL—F T,

Network

T RNIRETRY hT—=7 DA X —F v b T FLA,

Next Hop

Ry NGy N —JICHiET 5 L SIHEHESNDRD Y AT LD
IP7 FLA, 00000 X, 7278AS—N—2ZDOFy hT—7
~DIEBGP V— " RNH D EERLET,

Metric

FRENTVWAESITHEBREI AT A AN v,

LocPrf

SNr—HhN 7Y Ty L AME, T 7 4V MEIE 100 TY,

Weight

HESAT AT ANVEZEZN L THRESNZ/L— FDOEL,

. show b ~ show cq



I show b ~ show cq

show bgp ipv6 inconsistent-as .

J4—ILF

Bl

Path

IRy NI — 7 ~OPBEY AT AR, NANOEKEEY AT ATxE L
T, ZDO7 44—V FRNIZ1IZ NI EEODLENTEET, XADKD

DIt RAOIRIETa— FTT,

i: = FUIXIGP THIEEN, network /L—F% a7 4 X2l — g o
<~ RTT RRZA XENFE L,

e: /l— MIEGP TEIEShE LT,

2 RNADORETLHETIIH Y ¥ A, @F. 2, IGP2) 5 BGPITH
BiAR STz AT,

show b ~ show cq .



. show bgp ipv6 neighbors

show hgp 1pv6 neighbors

show b ~ show cq |

A 73—~~D IPv6 Border Gateway Protocol (BGP) ##ftlZ B oM AR T 2I12iL, =—W—
EXEC &— R & 721355 EXEC & — R C show bgp ipv6 neighbors =~ > K&/ L 7,

show bgp ipv6 unicast neighbors [ ipv6-address ] [ received-routes| routes | advertised-routes |
paths regular-expression ]

BXDEREA

unicast IPV6 =% % AN T RLA L7 4 v I AEEELET,
ipv6-address (A7 a) IPV6BGP AL —F 7 A NR—DT RL A, ZD5|

BAEENE LT-EE. T_XTOIPv6 R A N—DEREINFET,

ZDOBHIE, REC2373IZER SN TV AR T HHLERDH D 9,
an PV DI6E Yy MEEZMBALT, 7 L A& 161 THREL
iﬁdo

received-routes

(A7 var) BELERAN=NOZFE LT RTOL— FE2FRR
Lij—o

JL—Fh

(A7 ary) ZEENh, ST AN TXTONL— FEFRRLE
T, ZHiLreceived-routes ¥ —U— Ko o7y K TY,

advertised-routes

(AT var) RANZT RRNZAL ZENTWDLR Y RT—F 7
FRAL ZADFTRTDON— e LET,

paths regular-expression

(A7 vay) ZIELIEANAOREITHEMN S D IEHEIR,

aAvYU R E—F

ROEIZ, A~ FEANTELHE—FarRLET,

ARV KE— | 774724 —ILE—F X2 T4 0TFR b
k
=Ty K FSUART (VUL TILF
LYk

AVTEREN | VAT LA
¥¥iE EXEC, o 3fhis o 3fhis o 3fhis o 3fhis o 3fhis
Z—H—
EXEC

av Y RERE

Jy— ZEERR

A

9.3(2) This command wasadded.

. show b ~ show cq



I show b ~ show cq

1

show bgp ipv6 neighbors .

IPv6 B T 5 5%\ T, show bgp ipv6 unicast neighbors =1~ > K Hi /1% show
ip bgp neighbors =~ > K EFERIL TV ET,

il
&Iz, show bgp ipv6 neighbors =~ > RO il 2~ L E T,

ciscoasa# show bgp ipvé unicast neighbors
BGP neighbor is 3FFE:700:20:1::11, remote AS 65003, external link
BGP version 4, remote router ID 192.168.2.27
BGP state = Established, up for 13:40:17
Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received
Address family IPv6 Unicast: advertised and received
Received 31306 messages, 20 notifications, 0 in queue
Sent 14298 messages, 1 notifications, 0 in queue
Default minimum time between advertisement runs is 30 seconds
For address family: IPv6 Unicast
BGP table version 21880, neighbor version 21880
Index 1, Offset 0, Mask 0x2
Route refresh request: received 0, sent 0
Community attribute sent to this neighbor
Outbound path policy configured
Incoming update prefix filter list is bgp-in
Outgoing update prefix filter list is aggregate
Route map for outgoing advertisements is uni-out
77 accepted prefixes consume 4928 bytes
Prefix advertised 4303, suppressed 0, withdrawn 1328
Number of NLRIs in the update sent: max 1, min O
1 history paths consume 64 bytes
Connections established 22; dropped 21
Last reset 13:47:05, due to BGP Notification sent, hold time expired
Connection state is ESTAB, I/0 status: 1, unread input bytes: 0
Local host: 3FFE:700:20:1::12, Local port: 55345
Foreign host: 3FFE:700:20:1::11, Foreign port: 179
Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)
Event Timers (current time is O0x1A0D543C):

Timer Starts Wakeups Next
Retrans 1218 5 0x0
TimeWait 0 0 0x0
AckHold 3327 3051 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 1805423033 snduna: 1805489354 sndnxt: 1805489354 sndwnd: 15531
irs: 821333727 rcvnxt: 821591465 rcvwnd: 15547 delrcvwnd: 837

SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: 0O ms

minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms

Flags: higher precedence, nagle

Datagrams (max data segment is 1420 bytes):

Rcvd: 4252 (out of order: 0), with data: 3328, total data bytes: 257737
Sent: 4445 (retransmit: 5), with data: 4445, total data bytes: 244128

ROFT, ZOHNICFRENDHERT 4 — N Faatll L £,

show b ~ show cq .



. show bgp ipv6 neighbors

show b ~ show cq |

%= 16 : show bgp ipv6 community-list D 7 4 —)L K

J4—ILFK Bz

BGP neighbor BGP XA N—DIPT RL AL ZDAMREL AT LF S, KA N—
DL—HERERICHES AT LINICHIES., Znb0Mol »
TIINERE 720 29 TRWEEIINTSY 7 LR ESIET,

remote AS FAN—D AR AT A,

internal link

ZOETHPAFHR—F— 4~ v=A 7 ha) (BGP) v7
ThHHZLERLET,

BGP version

VEe—h V—F LOBEIFEHIIND BGP NX—V 3 vy R A
NR—=D)—XZID (IP7 KL RA) bIRESNET,

remote router 1D

U F R TCRUSNTZ4504 7Ty e LTEHREND 32
By ME (Fy MEE 10 &3R5

BGP state Z O BGP BEEOWNEAT — K,

up for R—R & 72 % TCP #EE AMEAE L T D IREH,

Last read BGP X2 DR A NR—MB BT A v — 50 - - H,
hold time ET DDA v — VMO R KRR R,

keepalive interval

TCP BN SN TWA Z L 2R TED L HIL, =TT
FTAT Ny N EREET DR,

Neighbor capabilities

ZDFRAN=IET RANZ A XINZ/E S5 BGP B,

Route refresh

=MV 7Ly Va2 EH L CRAN—NEAFT I T
Zh VY hEYR—FTBZEERLET,

Address family [Pv6 Unicast

BGP B°7 23 IPv6 BRI REME M A XL L CWAH Z &R LE
j‘o

Received IOETNLZELE, =TT I TEELBGP A vE—
DAL,

A ETNOZELETT— Ay E—TU0H,

Sent ZOETICRESINZ, =TT 74T EELBGP A vE—V
DEFHE,

A N—BNRZDETICEFE LI T — A vE—V D,

advertisement runs

H/NT RANZ A XA SRR OfE,

For address family

"D T 4=V RINBRTDHT RLATZ 73,

. show b ~ show cq



| show b ~ show cq

show bgp ipv6 neighbors .

J4—ILF Bl

BGP table version T —TIONEN— g VBB, ZOBEIL. T ANLEE
SNBSS LET,

neighbor version FEFEHADT VT 4 v T ABI ORI ORA NRN—IZEETHHLE

NHDHT VT 4w I A BT 5720127 ho=TIi2k-T
EHESN-%F 5,

Route refresh request

ZDOFRANRN=TEZESNDL—F VT Ly 28RO, .

Community attribute  (H /1131
(272 L)

neighbor send-community =~ > K23 Z DR A N—FIZERE ST
WOHBBICRRIINET, .

Inbound path policy (H} 731
Z72 L)

ARG R T4 NEZ YA RNEEITINN— N~y TREESIINT
WHEME I MERLET,

Outbound path policy (7743
iZ72 L)

TIRRTL R TZ4AE YRR A— K~ FITHE
VY TINRESINTWDINE I ERLET,

bgp-in (AT /2 L)

IPV6L=F ¥ A NT RLATZ7IVDAUNT U RT v 7T —
N FL 7497 R T 4R U R RNDLR

aggregate (1B 72 L)

[Pv6 2=F ¥ AN T RKLRATZ77IUDTT RN R T w7
T—h TV T 4T AT 4NH UR DL,

uni-out (736272 L)

[Pv6 L=F% ¥ AN T RLRAZ77IUDT 7T TR )L— |
~ v T DL,

accepted prefixes

ZIFANBNTET VT 4 w7 2ADEK,

Prefix advertised

T RNRNEALXENTZT VT 47 ZADHE,

suppressed

W <=7V 7 4 v 7 ADE,

withdrawn

BOHEENZT VT 497 ZADH,

history paths (/11272
L)

JEIEZ BT DI OIRFFENE /XA = MY D¥,

Connections established

J—Z BN TCP R A TSI L. 2 >0 7 W HIZ BGP &2 %17
5 Z EICEE L=,

dropped BRI TR Ly, # o v LTz
Last reset ZOETIV T vy a rRREZICY Yy FERLTHLORE

FERT (FRoy )

Connection state

BGP v°7 OfkfE,

show b ~ show cq .



. show bgp ipv6 neighbors

show b ~ show cq |

J4—ILF & EA

unread input bytes WERRFH Dy DA B,

Local host, Local port 2—H N —EBLNR—FOET 7 KL X,

Foreign host, Foreign port ZANRN—DET T KL A,

Event Timers KA~ —OBRE Y =4 2 T v T O ERRT DR,

snduna T—J /v ARANPREELIZDOD, WERIGEEZE L T 7en
BBEORE—r o A E =,

sndnxt o—H AR NBRICEET A — v AEKE,

sndwnd VE—KKAMDTCP YV 4> KU A X,

irs BVIOZAEY— 7 AE 5,

revnxt O — ) IR A SIPHERINE LT D25 —r v AE A,

revwnd Q—HVIRARDTCP UV 4 v KU P A X,

delrecvwnd VBIESAZET 4V R s m— AL R A MT X o T B it Al
5L, RARRUE—F FAMMIT RRXZA X LTZZEY 4~
RUNGHIBRESN TV WT —%, ZD7 4 —)L ROfEIZ, 7
WA XDy FEYKREL D ETREICHEML, Zhic
LN T, revwnd 7 44—V NIZEH S E T,

SRTT FAEEINIZAL—AT TV RN v XA 2T~ (RUBE
{j—) o

RTTO T RM) T XA LT (S UBHEN

RTV Ty R MYy TRREOZER (I VRN |

KRTT Kan 7 V3 Y ALEBFHLIZH LWT U RN v A LT
7R (RUBHELLD) . 207 40—V R, BEESNT Ty
NIV N N g 5 i R (TINS5 M =

minRTT FHRICHAAREZE A L Gtk SN o/ h o7 v R v
ZA LT T~ (TUBEA

maxRTT LR SNTR KT U RN T H A LT b (X URHAL

ACK hold T—H% [EX—nNy 755 I2dlir—a/L RA N ERIG
B RIE S B (2 URPEALD)

Flags BGP X% v FDIP F LI F o A,

Datagrams: Revd FANR=DEZE LT v 75—k Xy SO,

. show b ~ show cq



I show b ~ show cq

show bgp ipv6 neighbors .

J4—ILE A

with data TR ELBIIZEBELET v T T — b Ry FO#,
total data bytes T—H% DA NI,

Sent EEINTET v 7T — Ty FO#,

with data TR LEBIIREINTET v T T— bk "y hD¥,
total data bytes T—H DA N,

KIZ, advertised-routes % — 7 — R % 57 L 7= show bgp ipv6 neighbors =~ > KD H
1Bl E R L ET,

ciscoasa# show bgp ipv6 unicast neighbors 3FFE:700:20:1::11 advertised-routes
BGP table version is 21880, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 2001:200::/35 3FFE:700:20:1::11 0 293 3425 2500 i
*> 2001:208::/35 3FFE:C00:E:B::2 0 237 7610 i
*> 2001:218::/35 3FFE:C00:E:C::2 0 3748 4697 i
b

KIZ., routes F—7— K& F57E L 7= show bgp ipv6 neighbors =~ > RO H %7~ L
£

ciscoasa# show bgp ipv6é unicast neighbors 3FFE:700:20:1::11 routes
BGP table version is 21885, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:200::/35 3FFE:700:20:1::11 0 293 3425 2500 i
* 2001:208::/35 3FFE:700:20:1::11 0 293 7610 i
* 2001:218::/35 3FFE:700:20:1::11 0 293 3425 4697 i
* 2001:230::/35 3FFE:700:20:1::11 0 293 1275 3748 i

Table below describes the significant fields shown in the display.

3% 17: show bgp ipv6 neighbors advertised-routes & routes D7 1« —)L K

T4—ILF B

WZHESLET,

BGP table version | 75— 7 /L DN NR—V g v E R OB, T ANREHEINBEEN

MM 10 #ED) .

localrouter ID | &°Y 4 R CRYIHNIZ4 DDA 7T v M LTk END 32y Mk (K

show b ~ show cq .



. show bgp ipv6 neighbors

show b ~ show cq |

J4—ILFK

B

Status codes

T—=TNxZ N DAT—E A, T—TIVDEITORMNIAT —Z AR
RENFET, KOWVTNUNDEEIRETE T,

s: 7T —7 Ty MU BRIH S ET,

h: 7—70 =2 hUITRBECTT,

LT =T NIy MU RHEHTT,

> TN PYREOR Y PU—7 THMAT 272 00KBRE YT
RS

i:7—7 N b UBHNEBGP (IBGP) kv a v &M LT anE
R

Origin codes

T Y ORI, TEROED 22— RIZT — 7 L OFATOK DV IZH Y 3,
WKOWTNPOEERETEET,

i N7 — b x=A 72 bzl (IGP) H631E &1, network L — % =
V74 FXalb—varyavr REFEALTTY KX X4 Xz Y,
e: TV ATIYT F—huxA 7 baj (EGP) MHEEINT-= b
U,

2 NADFETIFZ VT ENETA, BE. ZHULIGP 25 BGP IR
fEE&nBNL—F T,

Network

T MNIRETRY hT—7 DA X —F v b T FLA,

Next Hop

Ry NGy N —JICHiET 5 L IEHESNDKRD Y AT LD
IP7 FLA, 00000 I, T778AS—N—2ZDFy hT—7
~DIEBGP L— "R HDZ EERLET,

Metric

FRENTVWABEAITHEBREI AT LA AN v,

LocPrf

% E T D local-preference route-map 2> 7 4 ¥ 2 L— 32 A~ R THE
Shicue—=an 7V 77 L AME, 77 /0 MEIZ 100 T,

Weight

HESAT AT ANVEEN L THRESNZ/L— hDOEL,

Path

SRRy N — 7 ~O P AT LA, NANOEKEEY AT AIxE L
T, ZDOT7 4=V ERRICI = NI EZEHDHIENTEET, NADOKD
DI, RAOREFEITLA— FTT,

i: = FUIFIGP THRIESN., network L —& 22 7 4 Fal—i g a2
<~ RTT RRZA XENFE LT,

e:/L— MIEGP TEEINE LT,

2 RNAORETLHETIIH Y £ A, @F. 2, IGP2) 5 BGPIZH
BiAR STz AT,

. show b ~ show cq



I show b ~ show cq

show bgp ipv6 neighbors .

KIZ. paths —7 — K& $57E L 7= show bgp ipv6 neighbors =2~ > KD H 1% 7~ L

ijﬁo

ciscoasa# show bgp ipv6é unicast neighbors 3FFE:700:20:1::11 paths 7293

Address

0x6131D7DC
0x6132861C
0x6131AD18
0x61324084
0x61320E0C
0x61326928
0x61327BCO
0x61321758
0x61320BEC
0x6131AAFS8
0x61320FES8
0x613260A8
0x6132586C
0x6131BBF8
0x6132344C
0x61324150
0x6131E5AC
0x613235E4
0x6131D028
0x613279E4
0x61320328
0x6131ECOC

2

PR RROMNMRENMRENOMRENDRERDRERDNDN

2

Refcount Metric Path

0 293 3425 2500 i

0 293 7610 1i

293 3425 4697 i

293 1275 3748 i

293 3425 2500 2497 i
293 3425 2513 i

293 i

293 145 i

293 3425 6509 i

293 1849 2914 2

293 1849 1273 209 i
293 1849 i

293 1849 5539 i

293 1849 1103 i

293 4554 1103 1849 1752 i
293 1275 559 i

293 1849 786 1i

293 1849 1273 i

293 4554 5539 8627 i
293 1275 3748 4697 3257 i
293 1849 1273 790 i
293 1275 5409 i

O O O O OO OO0 0O0O0O0O0O0o0oooooo

The table below describes the significant fields shown in the display.

show bgp ipv6 neighborspaths ® 7 « —JL K

J4—ILF

Ll

7 FL A (Address)

INADPRIFESNDOWNERT R LA,

Refcount FDORABFEH LTS L— h DI,

ANY w7 2R A @ Multi Exit Discriminator (MED) X R VU > 2 (BGP /X~ 3 2
BLOR3DOZDOARNY v 74X INTER_AS TY)

Path FONL—NOEMBEL AT A NRRE | FOL— NOFETLIT— R,

i, show bgp ipv6 neighbors =~ > KO H Al Z R L £,

2 2000:0:0:4::2 DEEN— R AR LTWET,

ZIZTIiL, IPv6e 7 R

ciscoasa# show bgp ipvé6 unicast neighbors 2000:0:0:4::2 received-routes

BGP table version is 2443,

local router ID is 192.168.0.2

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2000:0:0:1::/64 2000:0:0:4::2 021 1
*> 2000:0:0:2::/64 2000:0:0:4::2 02 i
*> 2000:0:0:2:1::/80 2000:0:0:4::2 0272
*> 2000:0:0:3::/64 2000:0:0:4::2 027>

* 2000:0:0:4::1/64 2000:0:0:4::2 0272

show b ~ show cq .



show b ~ show cq |
. show bgp ipv6 paths

show hgp i1pv6 paths

T H = AN DT T D IPv6 Border Gateway Protocol (BGP) /XA % FK/RT B (2%, 22— —
EXEC &— R & 721355# EXEC & — K C show bgp ipv6 paths =~ > K& L £,

show bgp ipv6 unicast paths regular-expression

EXDiiHA unicast IPV6 L=F %y AN T RLZA LT 47 AEBELET,

regular-expression | 7— 2 R — ZNDZAZ R A DO RAITME S 415 EFIFRL,

aAavYRE—FR ROFIZ, a~ FE AN TELE—RERLET,
ARV KE— |T7A47 24— ILE—F tXaT4a0TFRb
k
=Ty K FSURART (VT TILF
Lk
AVTHFRE | VAT LA
K¢HE EXEC, o 3fhis o 3fhis o 3fhis o 3fhis o 3fhis
oZ—HF—
EXEC
avy FER J1)— ZEERNE
z

9.3(2) Zoawy RGBS ILE L,

#l IPv6 LI T 5 si & BV T, show bgp ipv6 unicast paths =~ > Kd {7113 show ip bgp
paths =~ FEHFLIL TWE T,

il
IZ. show bgp ipv6 paths =~ > RO A& R L £,

ciscoasa# show bgp ipv6 unicast paths

Address Hash Refcount Metric Path

0x61322A78 0 2 0 1

0x6131C214 3 2 0 6346 8664 786 i
0x6131D600 13 1 0 3748 1275 8319 1273 209 1
0x613229F0 17 1 0 3748 1275 8319 12853 1
0x61324AE0 18 1 1 4554 3748 4697 5408 i
0x61326818 32 1 1 4554 5609 i

0x61324728 34 1 0 6346 8664 9009 2
0x61323804 35 1 0 3748 1275 8319 1
0x61327918 35 1 0 237 2839 8664 ?
0x61320504 38 2 0 3748 4697 1752 1
0x61320988 41 2 0 1849 786 1

. show b ~ show cq



I show b ~ show cq
show bgp ipv6 paths .

0x6132245C 46 1 0 6346 8664 4927 i
Table below describes the significant fields shown in the display.

Z4—ILF EREA
7 RL A (Address) |/XADBRIESINDONEST FL A,

Refcount FONRREFEH L TWABL— MO,

AU /XA @ Multi Exit Discriminator (MED) X hVU v 2 (BGP /X—Y 3 2
BEXOR3IOZDOARNY v 74X INTER AS T9)

Path ZDON—FOBHBEAT L NNRAE, FONL—FDORETL2— K,

show b ~ show cq .



show b ~ show cq |
. show bgp ipv6 prefix-list

show hgp ipv6 prefix-list

TVT7 47 AY A NMI—ET HA— R EFRRT HITIE, 2—F— EXEC & — N 7213 F5HE
EXEC “&— KT show bgp ipv6 prefix-list =~ > F&#H L 9,

show bgp ipv6 unicast prefix-list name

EXDiiHA unicast | [Py6 L =F ¥ A F 7T RL A FL 7 4 v 7 AHEBELET,

name | fEELAET VT 4 v 7 A U R K,

avY K E—F WOFIZ, a2 REANTEHE—RERLET,
aAYXVRE— | 77A4T794—ILE—F X2 )TF4aVTFRXEb
K
IL—TvF FSUART (VT TILF
Lk
AVTEFRE [ VRATLA
FiHE EXEC, o« %t o s . S . % . R
Z—F—
EXEC
avy FERE Jyy— TERNE
Z

9.3(2) Zoawy RGBS ILE L,

Bl BETAF L7472 YRARNI, IPVE LT 4 v P A2 U RELERBEOERD IPv6
TV T4 T AVANTHIULENRDY £9,

Bl

The following is sample output from the show bgp ipvé prefix-list
command:
Router# show bgp ipv6 unicast prefix-list pin
ipv6 prefix-list pin:
count:4, range entries:3, sequences:5 - 20, refcount:2
seq 5 permit 747::/16 (hit count:1, refcount:2)
seq 10 permit 747:1::/32 ge 64 le 64 (hit count:2, refcount:2)
seq 15 permit 747::/32 ge 33 (hit count:1, refcount:1)
seq 20 permit 777::/16 le 124 (hit count:2, refcount:1)
The ipv6 prefix-list match the following prefixes:
seq 5: matches the exact match 747::/16
seq 10:first 32 bits in prefix must match with a prefixlen of /64
seq 15:first 32 bits in prefix must match with any prefixlen up to /128
seq 20:first 16 bits in prefix must match with any prefixlen up to /124
Table below describes the significant fields shown in the display.

. show b ~ show cq



I show b ~ show cq

show bgp ipv6 prefix-list .

J4—ILFK

B

BGP table version

F—TLONENA—T a3 VB, ZOFRIT, T ANEEINS O
WS L ET,

local router ID

EUA R TRYIbNIZ4>DA 7Ty bELTRidahd32ey ML (Fy
MEE 10 #ERFD) .

Status codes

F—TNZ NUDAT—E A, T—TINDOEAITOHRINC AT —F ANFHK
RENFET, RKOVTNUNDEEIEETE T,

s F—TTy U S ET,

h: 5F—7 Vx> N IZERETY,

L F—T T Y BESTT,

> FeTNEY MY BREOF Y BT CHAT A bORRTY b YT
T+

i1 77 = | U ASAEBGP (BGP) v v a &k LCEE S E
¥

Origin codes

T MY OIERTE, 1ERIED 22— RIXT =7 A OFATOR DV IZH Y £,
ROVTNNDOELFEETE £,

it NEAA— o= 7 har (IGP) 263 &, network /L—& =
V74X alb—Yary avy REEHLTTY K24 XSz MY,

e: I AT VT F—bUxA 7o bajL (EGP) mBIESNT-= b
Vs

2 RADRETIZIZ VT ENFETA, BE. UL IGP 75 BGP IZHHAC
EE&nBL—F T,

Network T RINRT Ry NT—=T DA X —Fy b T RV A,

Next Hop Ny NEGEAR Y NU—Z I THRET 5 L IR SNDRO VAT LD
IP7 FLA, 00000 X, 7278AF—N—ZZDFy hT—7
~DIEBGP V— "B DHZ L ERLET,

Metric FRSINTWAGEIIMHABEI AT A AN v,

LocPrf F%E T D local-preference route-map 2> 7 4 ¥ o L—3 32 a2 R THE
Shicu—hn 7V 77 L AME, 7740 MEZ 100 TT,

Weight HEES AT AT 4 NE BN L TRESNTZ/L— FOER,

show b ~ show cq .



. show bgp ipv6 prefix-list

show b ~ show cq |

J4—ILFK

B

Path

IRy RT— 7 ~OPBEY AT AR, NANOEKEEEY AT AIxE L
T, 27 4= VFHNIZ1IZ U M) EEDLZ ENTEET, XZ2ADOKD
D%, NADOFEILT— RTT,

i: = FUITIGP THRIESN. network L—& a2 7 4 X2 L—3 g 2
<~ RTT RRZA XENFE LT,

e: /l— MIEGP TEIESNE LT

2 RNAORETLHETIIH Y £ A, @FE. 2, IGP2) 5 BGPIZH
BoAR ST AT,

. show b ~ show cq



I show b ~ show cq
show bgp ipv6 quote-regexp .

show bhgp ipv6 quote-regexp

BAY AT L R ADEHRFHIZ—ET 5 IPv6 Border Gateway Protocol (BGP) /L— b % 5| 4%
THENCFHE LTRAT DI, = — P —EXEC & — N E 721357 EXEC *£— K T show
bgp ipv6 quote-regexp =~ > K& A L £,

show bgp ipv6 unicast quote-regexp 13 5,

KT EEA unicast |[Pv6 2=F ¥ A b T RLA FL 7 4 v 7 AEMELET,
IEBE |BGPHMY AT L /RA L —H I LD S5 EHRB,
)
avy R E—FK ROFKIZ, a~v REANTEDLE—FERLET,
ARV KE— | T7A4T7 24— ILE—F XAV T4a0THFRE
k
=Ty R FSURART |V <ILF
Lk
AVTFRE |VARTLA
FHE EXEC, o Xfhis o Xt o Xt o Xt o Xfhis
Z—tH—
EXEC
avy FERE J)— ZEEAR
R
93Q2) oo~ s RRBEMENELE
#l IPv6 Bi i Cd % s A& BRV T, show bgp ipv6 unicast quote-regexp =~ > K@ Hi 7713 show
ip bgp quote-regexp =~ K EFEBIL TV ET,
il

WIZ. show bgpipv6quoteregexp =~ > FOH Il Z R L £4, Z 2Tl 33 THE
HRAFENH293 ZETe R E R L TWVET,

Router# show bgp ipv6é unicast quote-regexp "33|293
BGP table version is 69964, local router ID is 192.31.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 2001:200::/35 3FFE:C00:E:4::2 1 0 4554 293 3425 2500 i
* 2001:0DB8:0:F004::1
0 3320 293 3425 2500 i
* 2001:208::/35 3FFE:C00:E:4::2 1 0 4554 293 7610 i
* 2001:228::/35 3FFE:CO00:E:F::2 0 6389 1849 293 2713 1

show b ~ show cq .



. show bgp ipv6 quote-regexp

show b ~ show cq |

* 3FFE::/24 3FFE:C00:E:5::2 0 33 1849 4554 i

* 3FFE:100::/24 3FFE:C00:E:5::2 0 33 1849 3263 i

* 3FFE:300::/24 3FFE:C00:E:5::2 0 33 293 1275 1717 i
* 3FFE:CO00:E:F::2 0 6389 1849 293 1275

Table below describes the significant fields shown in the display.

J4—ILFK

B

BGP table version

F—TLONENAR—T 3 VB, ZOFRIT, T ANEEINRS O
WS L ET,

local router ID

EUA R TRYIbNIZ4>DA 7Ty b LTRidahd32ey ML (Fy
M 10 #ERFD) .

Status codes

FT—TNZ NIDAT—HE A, T—TIDOEATORINC AT —F ANFHK
RENET, WOWTNOOEEEETEET,

s F—TTy U S ET,

h: 5—7 Vx> N IZERETY,

L F—TNEy b RESTT,

> FeTNEY MY BREOFy BT CHAT A bORBT Y b YT
T

i1 77wy Y BNEBGP (BGP) v o o v ki LCEH SN E
7.

Origin codes

T b U OYERK T, 1ERRITD a— RiZT —7 N DOELTOKDYIZH Y £9,
WOWTNOOEERETEET,

it NEA— o= 7 hab (IGP) 263(E &, network /L—& =
V74X alb—vary avy REHLTTY K24 XShiz MY,

e: I AT VT F—bUxA 7o bajL (EGP) mBESNT-= b
Vs

2 RADRETIZIZ VT ENFETA, BFE. ZIULIGP 75 BGP IZHHAC
EE&nBNL—F T,

Network

T NIBERTRY NT—T DA Z—Fy N T FL A,

Next Hop

Ry NERHEF Yy NU—JICHiET 5 E IR ESNDKRD Y AT LD
IP7 RLA, 00000 F) L, 778A P —N"—|ZZDFRy hT—7
~DI EBGP V— B HDHZ L ERLET,

Metric

FRENTWABESITHAEBREIV AT L AN v,

LocPrf

SNer—HnN 7Y Ty L AME, T 7 4V MEL 100 TY,

Weight

HESAT AT ANVEEZN L THRESNTZ/L— hDOEL,

. show b ~ show cq



I show b ~ show cq

show bgp ipv6 quote-regexp .

J4—ILFK

B

Path

IRy R — 7 ~OPBEY AT LS8R, NANOEKEEEY AT AIxt L
T, 27 4= VFHNIZ1IZ U M) EEDLZ ENTEET, XZ2ADOKD
D%, NADOFEILaT— RTT,

i: =2 FUITIGP THRIESN. network L—% a2 7 4 X2 L—3 g2 2
<~ RTT RRZA XENFE LT,

e: /l— MIEGP TEIESNE LT

2 RNADORETLHETIIH Y £ A, @FE. 2, IGP2) 5 BGPIZH
BoAR STz AT,

show b ~ show cq .



show b ~ show cq |
. show bgp ipv6 regexp

show hgp 1pv6 regexp

BAY AT A RADEHRFHIZ—ET 5 IPv6 Border Gateway Protocol (BGP) /b— bk & FE/RT
521, —H%— EXEC &— N % 7213454 EXEC & — K C show bgp ipv6 regexp =~ > K% fiff
HALET,

show bgp ipv6 unicast regexp regular-expression

BX DA unicast IPv6 2=F ¥ A h 7 RLA FLT7 47 A%iEELET,
regular-expression | BGP At > A7 A /XA & —H X572 DI S5 IEHEDL,
aAvURE—FK RORIZ, a~v L FEANJTEDLE—RERLET,
ARV KE— |T7A4T7 24— ILE—F X274 0TFRb
K
=Tk FIURART |2V TL TILF
LYk
AVTHFRRAR | VRTL
K¢HE EXEC. o KHits o KHIE o KHIE o KIS o KIS
o2 —HF—
EXEC
avy FERE Ji)— ZEEAR
S
9322) ZoawrFnBEMENnELE
i IPv6 B Cd 5 82BN T, show bgp ipv6 unicast regexp =2~ > KD H /1% show ip
bgpregexp =2~ REFEBIL TWVET,
il

RIZ, show bgpipvbregexp =~ RO NFlIZ R L ET, Z 2 TlE, 33 TlHE DN
AFTNE293 B ETe S AR LTVVET,

Router# show bgp ipv6 unicast regexp ~33]293
BGP table version is 69964, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 2001:200::/35 3FFE:C00:E:4::2 1 0 4554 293 3425 2500 i
* 2001:0DB8:0:F004::1
0 3320 293 3425 2500 i
* 2001:208::/35 3FFE:C00:E:4::2 1 0 4554 293 7610 i
* 2001:228::/35 3FFE:CO0:E:F::2 0 6389 1849 293 2713 i
* 3FFE::/24 3FFE:C00:E:5::2 0 33 1849 4554 i
* 3FFE:100::/24 3FFE:CO00:E:5::2 0 33 1849 3263 i

. show b ~ show cq



I show b ~ show cq

* 3FFE:300::/24

*

show bgp ipv6 regexp .

3FFE:C00:E:5::2 0 33 293 1275 1717 i
3FFE:C00:E:F::2 0 6389 1849 293 1275

Table below describes the significant fields shown in the display.

J4—ILFK

B

BGP table version

F—TLONENAR—T 3 VB, ZOFRIT, T ANEEINRS O
WS L ET,

local router ID

EUA R TRYIbNIZ4>DA 7Ty b LTRiddahd328y ML (Fy
MEE 10 #ERFD) .

Status codes

F—TNZ NIDAT—HE A, T—TIDEITORINC AT —F ANFHK
RENFET, KOWNWTNUNDEEIEETE ET,

s: F—FAEY R Y B S VET

h: F—7n v kU EETT,

L F—TNEy Y RESTT,

> FeTNEY MY BREOF Y b= CHT A bORBRTY b YT
T

i 7=y P UBPEBGP (BGP) t i a ARl LCHE S E
7.

Origin codes

T MY OIERTE, 1ERIED 22— RIXT =7 A DOFATOR DV IZH Y £,
ROVTNNDOELFEETE £,

i NEAA— o= 7 hab (IGP) 263(E &, network /L —& =
V74X alb—Yary avy REEHLTTY K24 XSz MY,

e: I AT VT F—bUxA 7o bajL (EGP) mBIESNT-= b
Vs

2 RADRETIZIZ VT ENFETA, BE. TIULIGP 75 BGP IZHHAC
EE&nBNL—F T,

Network T NIRRT Ry NT—=T DA F—Fy 8T LA,

Next Hop Ny NEGER Y NU—Z I THRET 5 L IR SNDRDO TV AT LD
IP7 FLA, 00000 X, TI7EAF—N—ZZDOFy hT—7
~DIEBGP V— "B DHZ L ERLET,

Metric FRSINTWAGEIIMHABEI AT A AN v,

LocPrf F%E T O local-preference route-map 2> 7 4 ¥ o L—3 3> a < R THE
Shicu—hn 7V 77 L AME, 7740 MEZ 100 TT,

Weight HEES AT AT 4 NE BN L TRESNTZ/L— FOER,

show b ~ show cq .



. show bgp ipv6 regexp

show b ~ show cq |

J4—ILFK

B

Path

IRy RT— 7 ~OPBEY AT AR, NANOEKEEEY AT AIxE L
T, 27 4= VFHNIZ1IZ U M) EEDLZ ENTEET, XZ2ADOKD
D%, NADOFEILT— RTT,

i: = FUITIGP THRIESN. network L—& a2 7 4 X2 L—3 g 2
<~ RTT RRZA XENFE LT,

e: /l— MIEGP TEIESNE LT

2 RNAORETLHETIIH Y £ A, @FE. 2, IGP2) 5 BGPIZH
BoAR ST AT,

. show b ~ show cq



I show b ~ show cq
show bgp ipv6 route-map .

show bhgp ipv6 route-map

=T 4 T T =T I~DFRI I L 7= IPv6 Border Gateway Protocol (BGP) /L— h & #oR
T 5H121E, =—%— EXEC & — K £ 7213554 EXEC & — K T show bgp ipv6 route-map =~ >
REFEHLET,

show bgp ipv6 unicast route-map name

X DA unicast | [Pv6 L =% ¥ A 7 KL A FL7 4 v 7 ZA%EELET,
name | RGO OIZIRELILV— K v v 7,
aAavy R E—FK WROFIZ, a~v REAN)TEDLE—FEZRLET,
aAY VU RE— | T7A4AT7D4A—ILE—F ttXxa)Fsa0TFR b
k
=Ty K FSURRT (VU TL TILF
LYk
AVTEFRM (VAT A
¥rhE EXEC. o 3fhis o KHIE o KHIE o KHIE o Kt
a—tF—
EXEC
avy RER J1)— ZEERNE
3
932) Zoa~rRFRBMENELE,
Bl RIZ, tmap &\ 9 ARTO/L— h~ - FIZx7 % show bgp ipv6 routemap =~ > KD

Bl Z R L ET,

Router# show bgp ipv6 unicast route-map rmap

BGP table version is 16, local router ID is 172.30.242.1

Status codes:s suppressed, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale

Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>112:12::/64 2001:0DB8:101::1 0 100 50 72
*>112:13::/64 2001:0DB8:101::1 0 100 50 72
*>112:14::/64 2001:0DB8:101::1 0 100 50 72
*>1543::/64 2001:0DB8:101::1 0 100 50 72

ROEXT, ZOWNIRKRENLEERT 4 —/V FEBRH L £,

show b ~ show cq .



. show bgp ipv6 route-map

show b ~ show cq |

J4—ILFK

B

BGP table version

F—TLONENAR—T 3 VB, ZOFRIT, T ANEEINRS O
WS L ET,

local router ID

EUA R TRYIbNIZ4>DA 7Ty bELTRidahd328y ML (Fy
M 10 #ERFD) .

Status codes

FT—TNZ NIDAT—HE A, T—TIDEAITORINC AT —F ANFE
RENFET, KOWNTNUNDEEIEETE ET,

s F—TTy U S ET,

h: 5—7 Vx> N IZERETY,

Pl MY RESTT,

> FeTNEY MY BREOFy BT =) CHAT A bORBRTY b YT
T

i1 F—F Ty b ) SHEIBGP (BGP) ¥ v = v &k LCER SiUE
T

Origin codes

T MY OIERTE, 1ERIED 22— RIZT =7 A OFATORD D IZH Y £,
ROVTNNDOELFEETE £,

i NEA— o= 7 hab (IGP) 263(E &, network /L—& =
V74X alb—vary avy REEHLTTY K24 XSz MY,

e: I AT VT F—bUxA 7o bajL (EGP) mBESNT-= b
Vs

2 RADRETIZIZ VT ENFETA, BFE. ZIULIGP 75 BGP IZHHAC
EE&nBNL—F T,

Network

TV RNIRET Ry NT—T DA H—Fy 8 T RL A,

Next Hop

Ry NGy N =T ICHRET 5 EEIEHESNDRD VAT LD
IP7 RLA, 00000 F) L, 778A P —N"—|ZZDOFRy hT—7
~DI EBGP V— B HDHZ L ERLET,

Metric

FRENTVWABESITHAEBREIV AT L AN v,

LocPrf

F%E T O local-preference route-map 27 4 ¥ o L—3 32 a~< L RTHE
Shicn—=nhn 7V 77 Ly AME, 77 40 ME 100 TY,

Weight

HES AT AT A NVEEZN L THRESNTZ/L— hDOEL,

. show b ~ show cq



I show b ~ show cq

show bgp ipv6 route-map .

J4—ILFK

B

Path

IRy R — 7 ~OPBEY AT LS8R, NANOEKEEEY AT AIxt L
T, 27 4= VFHNIZ1IZ U M) EEDLZ ENTEET, XZ2ADOKD
D%, NADOFEILaT— RTT,

i: =2 FUITIGP THRIESN. network L—% a2 7 4 X2 L—3 g2 2
<~ RTT RRZA XENFE LT,

e: /l— MIEGP TEIESNE LT

2 RNADORETLHETIIH Y £ A, @FE. 2, IGP2) 5 BGPIZH
BoAR STz AT,

show b ~ show cq .



. show bgp ipv6 summary

show b ~ show cq |

show bhgp 1pvé summary

9"~ T IPv6 Border Gateway Protocol (BGP) #f5iD AT — X A% FKorkt HI121F, 2 —H—
EXEC &— R & 721355 EXEC & — R C show bgp ipv6 summary =2~ R&2HH L £,

show bgp ipv6 unicast summary

B DEREA

AU R E—F

unicast | [Py6 =% ¥ A F 7 LA F L7 4 v 7 ZAEEELET,

ROFIZ, 2~ P ANNTELHE—FaRLET,

AV RE— | T7ATO4+—ILE—F ¥ TF4a30TFRE
k
L—Fv K FSUART (DU T)L TILF
Lk

AVTERE [ VAT LA
K¢ HE EXEC, o It o FIt o FIt o FIt o FIt
a—4F—
EXEC

avy FERE

il

Jy— EERE
A

932) Zoawr RRNEBEMENELE,

IPv6 B T 5 5% BT, show bgp ipv6 unicast summary =t~ > KD H /1% show
ip bgp summary =~ > K &ML L TWET,

il

IZ. show bgp ipv6 summary =~ > KD H Az~ LET,

ciscoasa# show bgp ipv6 unicast summary

BGP device identifier 172.30.4.4, local AS number 200

BGP table version is 1, main routing table version 1

Neighbor \% AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
2001:0DB8:101::2 4 200 6869 6882 0 0 0 06:25:24 Active

ROFT, ZOHNFRRENDHERT 4 — NV Faatll L £,

J4—ILFK Bz

BGP device identifier Xy NI—F 2T FANALADIP T LA,

BGP table version F—TINONENR— g L EE, ORI, T ANREEIN

LT NTHE S LR

. show b ~ show cq



| show b ~ show cq

show bgp ipv6 summary .

J4—ILFK

A

main routing table version

AL N—T 4 T T =T NVIHEANENTZ BGP T — X _X— 2D
BON—T g

Neighbor FAN—=DIPVv6 T KL A,

\% FA N— T &I D BGP N— 3 U EK R,

AS Autonomous System

MsgRevd FAN=NOEZ EINTZBGP A vE—,

MsgSent FA N—IZEE SN BGP A vE—,

TblVer A N=IZIEEENTZBGP 7 —F RXR—AD{FHEDNN—T 3 2,

InQ B ZFFHE L TWDRA N—=InHD A v =TV D%,

OutQ RAN=~DEEFEFHEL TVD A Y=V DR,

Up/Down BGP & v ¥ a VISHESLIRFE L e o 7oy, BN STV WIEAITE
TEDIRAEIZ 72 o o R O X

State/PfxRed BGPt v ¥ a VOBEDIRE/T A ANKA N=NEZE LT

T4 v 7 AD, HmAE (neéighbor maximum-prefix =< > KT
) WCET DL, XTSI TPRed) A b UIZEREN, RA 83—
MWy NETENT, BN T A R £7,

TA RN AT —HAD (FHE) = UL, B neghbor
shutdown =~ F&fEH LTy v v M DSR2 & ZRLE
R

show b ~ show cq .



. show bgp neighbors

show bgp neighbors

show b ~ show cq |

A 73—~~D Border Gateway Protocol (BGP) #ids & U8 TCP #felZ B3 D M A R~ T 512
1L, = —%— EXEC &— N & 721355 EXEC “E— R T show bgp neighbors =~ > K& H L &£

B

show bgp neighbors [ dlow | ip-address [ advertised-routes| | paths [ reg-exp | policy [ detail ] |
received prefix-filter | received-routes|routes] ]

X DERA slow

(FAFvary) AT Iy 7ICRESNTAREE T ICHEAT H1FHREFRL
iﬁ‘o

ip-address

(AT ay) IPvd FA =T A EHREERLET, 205158524
9oL, T_XTORAN—ZHTIHERPERESNET,

advertised-routes

(AT ar) RAN=IZT NI A ZASNIZTXTON— FEFRRLE
R

paths reg-exp

(IFvary) MELERAN=D00FE LBV AT LA ZFRKRL
F9, ATV a rOERREZMEHLT Hhe7 4 VAUBETE £,

WY v—

(AFvay) TRLATZ7ITTLIL, ZOFRANN—Z@EHBAIND R
Vo—%FRLET,

detail

(FF>var) h—h~vwv 7. FL T4V AYAR, aIa=F 41
AR, T7EAI =LY AN (ACL) | HEEVAT ANRAT AL
2 YR MR EOFHMLARY —IFRERRLET,

received prefix-filter

(AT vay) MELERAAN—DOREENZT VLT 4 v 7 X YA
(T R R—hk Z7404% (ORF) ) ZFRLET,

received-routes

(ATvar) BELEAAN=DPOZE LT X TONL— FEFRRLE
R

routes

(F7Tvav) ZEEN, TTANLNLTRTONL— 2R RLET,
ZOX—U— KB ANz b RS a1, received-routes % —
U—RizkoTERENIH IOV TE® Y N TT,

AT RFIHALE ZOITY ROMNTE, TRTORA AN—DIFHRP TR SNE T,

avY K E—F WOEIZ, a~v FEANTEHE—RERLET,

. show b ~ show cq




I show b ~ show cq

show bgp neighbors .

AV RE— | D747 94— ILE—F tXxaYF4a3TFREb
R
IL—TFTv K FSUART (VUL <ILF
LYk

AVTFXRARM | VAT A
¥ #E EXEC. o it o it o it o It o It
Z—HF—
EXEC

avy FERE

JU— ZERR
A

92(1) oo~ s RBMENnELE,

EREDAARZA

3l

KA N—t v a3 D BGP B LN TCP #fifE# A £~ T 5 121%, show bgp neighbors =1~ > N
A LET, BGPOLA ., ZAIUITFEM2 1A N—EME, i, X, BT L7 4o
ZERNEENTWET, TCP DHE. ZHUTIEBGP XA N— v g VHESIB LA T
F U RICERE L2 MEE D S ENL TV ET,

T RNREZALREN, BOEENTEZT VLT 497 AOBIZFESWC, TV T4 I AT IT 48
TAVRFRREINET, N —EFITIE, 7 RRXZ A XINTZH0D, F0%, HINFERS
NTWAHEREE 2B IS TER S — FOERFRREINET,

VAAPFEH LTS 451 FEHES AT AFEGFTIE, BREVAT AR ZOIERERO~ v F
VIBIOHMAEROT 740 FOFEAE LTasplain (72 & 21X, 65538) #fEH L C\WET
23, RFC5396 TEFRINTWVWD LB, 4351 FEBEY AT L% E% asplain FEXE I O asdot
FERXOMSF CTRETEET, 431 ARV AT AR SOIERKRI~ v T v 7 EHWEROT
7 4 v N % asdot TEUZE T 95121, bgp asnotation dot =< > RIZfEIT T, clearbgp * 2~
R&EFEITL, BIEOBGP v a2+ _XT h—FRUty hLET,

Hi71%1%, show bgpneighbors 2~ > RCHEHATEH I EFIERF—U— NIZL - TH
RVET, UBEOEZ v a T, SESERF—U—FOMEMAMZRLET,

show bgp neighbors :

®IZ, 10.108.50.2 @ BGP XA N—DH i~ LET, ZDORA 1 3—X, WNE BGP
(iBGP) 7 CT9, V= h+"EHHE T L —A T JRAHF— MEEZYVR—FLTWE
ﬁ‘o

ciscoasa# show bgp neighbors 10.108.50.2
BGP neighbor is 10.108.50.2, remote AS 1, internal link
BGP version 4, remote router ID 192.168.252.252
BGP state = Established, up for 00:24:25
Last read 00:00:24, last write 00:00:24, hold time is 180, keepalive interval is
60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old & new)
MPLS Label capability: advertised and received
Graceful Restart Capability: advertised

show b ~ show cq .



. show bgp neighbors

show b ~ show cq |

Address family IPv4 Unicast: advertised and received
Message statistics:

InQ depth is 0

OutQ depth is 0

Sent Rcvd
Opens: 3 3
Notifications: 0 0
Updates: 0 0
Keepalives: 113 112
Route Refresh: 0 0
Total: 116 115

Default minimum time between advertisement runs is 5 seconds
For address family: IPv4 Unicast

BGP additional-paths computation is enabled

BGP advertise-best-external is enabled

BGP table version 1, neighbor version 1/0
Output queue size : 0

Index 1, Offset 0, Mask 0x2

1 update-group member

Sent Rcvd
Prefix activity: —-———= —-———=
Prefixes Current: 0
Prefixes Total: 0 0
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 0
Used as multipath: n/a 0
Outbound Inbound

Local Policy Denied Prefixes: = ---—----- = ——-———-
Total: 0 0

Number of NLRIs in the update sent: max 0, min O

Connections established 3; dropped 2

Last reset 00:24:26, due to Peer closed the session

External BGP neighbor may be up to 2 hops away.

Connection state is ESTAB, I/0O status: 1, unread input bytes: 0
Connection is ECN Disabled

Local host: 10.108.50.1, Local port: 179

Foreign host: 10.108.50.2, Foreign port: 42698

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)
Event Timers (current time is 0x68B944):

Timer Starts Wakeups Next
Retrans 27 0 0x0
TimeWait 0 0 0x0
AckHold 27 18 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 3915509457 snduna: 3915510016 sndnxt: 3915510016 sndwnd: 15826
irs: 233567076 rcvnxt: 233567616 rcvwnd: 15845 delrcvwnd: 539

SRTT: 292 ms, RTTO: 359 ms, RTV: 67 ms, KRTT: O ms

minRTT: 12 ms, maxRTT: 300 ms, ACK hold: 200 ms

Flags: passive open, nagle, gen tcbs

IP Precedence value : 6

Datagrams (max data segment is 1460 bytes):

Rcvd: 38 (out of order: 0), with data: 27, total data bytes: 539

Sent: 45 (retransmit: 0, fastretransmit: 0, partialack: 0, Second Congestion: 08

WORT, ZOHDITERINDIEERT7 — NV REHALET, TAX IV RILF

() ODBRAIZHD T 4=/ FiE, B Y IR EOLEIETRRINET,

. show b ~ show cq



I show b ~ show cq

3% 10 : show bgp ipv4 D7 4 — /L K |

5 18:show bgp ipvd D 7 4 —JL K

show bgp neighbors .

VBT 4=V FOBBAERLET,

Ja4—ILK B
BGP neighbor BGP XA N—DIP 7 RLALZDOHET AT LE .
remote AS RAN—DEEY AT LNE,

local AS 300 no-prepend (Hi7]
[ZIEFREeW)

2 —HNV DAY AT LAF T PEZAT SNV — R OJEEAIC
fMEn TN L 2R LET, 2ok, B AT
LEBITLTCWDEEOr—h)VAEY AT LD EETRE Y
A—hrLZET,

internal link

iBGP A N—D#4E linternallink] & FoxIvEd, FM5BGP
(eBGP) A N—D#AE1E lexternal link] & FEREINET,

BGP version

VE—h L—% LOBEICEHAINS BGP N—T 3 o,

remote router 1D

FAN—DIP 7 KL A,

BGP state t//a/z:/i—ya/mﬁ@ﬁ E<v v (FSM) A5 —

up for N— 2 L 72 % TCP BN TEE L TV 5 (hhmmss TG .

Last read BGPRZ DA NR—mERFRBIZA v E—U5ZE L THO DO
i (hhmmss =)

last write BGP R Z DA N—ZHEICA v =T EE L THH DR
(hhmmss JE=)

hold time BGPNA v E—VEZETTIIDRANRN—LEy g &

FrLoRH (B2 .

keepalive interval

X—TTIAT AvE—UNRZ
B0 .

DFA N—ITHEE SN D [HFR

Neighbor capabilities TDORAN—INET RAZ A4 XENZ(E I N5 BGPHERE, 2
DI—Z [ THREDS IEF I E N T D 56, radvertlsed
and received] NFERINFET,

Route Refresh N—F U Ty 2 EED AT — 2 A,

Graceful Restart Capability

TVU—AT) U AL — MERED AT —HX A,

Address family IPv4 Unicast

ZDFRAN—DIP Version4 L =F v X MNEG[G 7 a7 1,

Message statistics

Ay — ZATTLITE L OB HG

show b ~ show cq .



. show bgp neighbors

show b ~ show cq |

J4—ILFK Bl

InQ depth is ANF 2—HND A v t—T%,

OutQ depth is ¥ 2 —HNDO A vE—TH,

Sent EEEINEA Y=V OAFH,

Received ZEEINIA =V DOEFHL,

Opens EZEESNEZA—T v A v -8,

ikl EEEESNEM (27 —) A vE—U8,
Updates EZEINET v 7T — A b=
Keepalives EZEINTZX—TT T4 T A v—T%,
Route Refresh EZESNTEA—FY 7Ly ok A v —I8K,
Total EZEENTEA v E—VOARFH,

Default minimum time
between...

T RANZA XA MREOHORER (B0

For address family:

BHEDT 4 =N KRBT DT FLAT 7 3V,

BGP table version

F—TNNORNEN—T g R TOEEL. T ANEE
AN LET,

neighbor version

EEFEAOT LT 4 v I ABLIOEET DLERNHDL S LT 4 v
I AEBT D701y 7 MU= TIZ ko TERH &%,

update-group

IDT RLATZ7IVDT v 7T —h T)—T X _"—DH,

Prefix activity

TDOT RLVATZ7IVDT VT 4 w7 AfE,

Prefixes current

IDOT RLAZ7 IR L TRITFANGNDET VT 4 w7 R
iﬁ {o]

Prefixes total

ZEENTETVT 4 v 7 ADAFHL

Implicit Withdraw TVT7 4 7 AR EINTHET RAZ A XS 7R,

Explicit Withdraw T4 =T NTRLIpol2l2d, V7 497 ARWOEEN
Gk &

Used as bestpath BN ALE L TA VA N=VENTZZET LT 4 v 7 25K,

Used as multipath CINTFNRAELE L TA VANV EINTEZEZE T VT 4 v 7 AL,

show b ~ show cq
88



I show b ~ show cq

show bgp neighbors .

J4—ILFK

Bl

* Saved (V7 - EAERR)

V7 MR E YR — T A RANR—THEITSNTZY T M
vy hO¥, ZOT7 41— RiE, BT ABREL oL D
AFRRINET,

* History paths

ZDT 4= RIE, DY PR EDOGEEDHTRSILE
R

* Invalid paths

HERNIR N ADIE, Z DT 4= i, AT ZREE DS
BOHFRINET,

Local Policy Denied Prefixes

2 —H VR R ENRKE THES SN VT v T A, H
TURE, AN T U RBEXOT T MDY RORY — S
ZlicEHEsNET, ZTORBLOTO7 4 —V Rk, hoy
ZOENREr AN TH L GEICE TR RINET,

* route-map

AN RBIOT Y MU RONL— <y R —E
HEFRLET,

* filter-list

ARV RBIOT Y MRT U RO T 4V EZ Y A RRY —
R ERRLET,

* prefix-list

AR RBIORT Y MU ROT VT 4 v 7 AT A KK
U —ERERRLET,

* AS PATH too long

T RNNTRDAS RAERY U —HESEFRLET,

* AS_PATH loop

T RRTURODASNRANL—TFRY > —EREFRLUET,

* AS_PATH confed info

TR R ar7=FL—yary RY—HELEEZFRRL
iﬁ‘o

* AS_PATH contains AS 0

B AT (AS) 07 7 MU FEGZFRLET,

* NEXT HOP Martian

T 7 kN7 RO Martian fEE 2 FoRr LET,

* NEXT_ HOP non-local

T RN RO R =BV 2T AN KRy THEGEEFRRLE
j—o

* NEXT _HOP is us

T MUY ROXT A NKYy THAHDESRZRRLET,

* CLUSTER_LIST loop

TITRINRTGURDIFTAKY AR V—THEEEERLET,

* ORIGINATOR loop

0=V THRE SN — DT U MY RIEGREZRRLE
R

* unsuppress-map

i~y ZIC LA N FMESEZRRLET,

* advertise-map

T RNREARX < TN ELBA N T RESEZERLET,

show b ~ show cq .



. show bgp neighbors

show b ~ show cq |

J4—ILFK

Bl

* Well-known Community

V)T AIa=T A DA N FEGERRLET,

*S00 loop

site-of-origin (Z X DA 1\ v FESREZ &R LET,

* Bestpath from this peer

B/ SAPR T =N =itk InizZ Lk s 14 03y
v RIESAEFERLET,

* Suppressed due to dampening

FAN—FFNFV I RE T = THRIETHAZ LICL B4
YNy v RIS ER R LET,

* Bestpath from iBGP peer

B/ SADY IBGP v A N— bRk EnzZ itk 514 oy
v RESERRLET,

* Incorrect RIB for CE

CENV—HZDRIBT T =T LB\ FESEERLET,

* BGP distribute-list

B Y A MZR DA "y FIERZFRRLET,

Number of NLRIs...

Ty 7T = FNORy NU— 7 JGEE AR R DR,

Connections established

TCP 35 K O BGP #5523 IE & 1 Her L 72 [B14%,

dropped

Fihl vy a AEENEA L-oME Lk LzEE,

Last reset

ZoOETIV T vy va ryBNREZIZ) Y FESNTHL DR
fl, VEy FBNZOITICER RSB,

External BGP neighbor may be...
(HHCiFRR SR D)

BGPTIL ®F a2V 74 F2v I/ NAX—TNLTHDHI L ER
LEd, e— LT ELVE— R NETE2ERESIENTES
Ry T ORKENDZ OIFICERRENE T,

Connection state

BGP ©'7 ODHEGEAT — H A,

Connection is ECN Disabled

B RAIEES B D AT —H A (S F—TNVFERET 1 &v—7
)

Local host: 10.108.50.1, Local
port: 179

g—H)IVBGP AL —H—DIPT7 KL, BGPAR— F&E= 179,

Foreign host: 10.108.50.2,
Foreign port: 42698

FANXR—=T FL A& BGP 55 R— &5,

Enqueued packets for retransmit:

TCPIZ L > THEEDEZDIZF 2 —ITBMEN= 7 v b,

Event Timers

TCPA Ry M A ~—y BEBLRT = A 2T 9T DAY H
RS NET WIRDWZ A ~—) |

Retrans

N7y b SR LIzEE,

TimeWait

FREIE Z A = —DRYIILIC 7 5 F TR 2 Re

. show b ~ show cq



I show b ~ show cq

show bgp neighbors .

T4—ILF B2l

AckHold BRI EAR— IV R E A ~—

SendWnd mx (XfE) vas v Ko,

KeepAlive X—TT ATy NOHL,

GiveUp TERINE R 72N =Dy A Ry 7 Siuizmidk,

PmtuAger INAMTU T 4 ABNY B A~w—,

DeadWait T v KT X NOFHIRY A ~—,

iss: Ty NEEY—T o AFE S,

snduna HERBINE SRS Te IR B DEE Y — 7 o A&7,

sndnxt: WICEIEENDZ RNy hDY—Ir v A5,

sndwnd: UE—RhRAN=DTCP ¥ 4> K7 HA X,

irs: Ty NAG— T v AE 5,

ICVNXE: 0 — ) AN E SN IR B DG — 7 o AE 7,

revwnd: 2—HNVHEARDTCP 7 4 > RUHA X,

delrcvwnd: BIEZAZE T 4 Ry s m—H )L AR A T X o THER D b 3iA I
B, RARRY E—FKRAPMIT RRX A RXLTEZEY 4~
RUDBHIRESN TV WS —%, ZD7 44—/ ROfEIX, 7
N A XDy B EDRELSRDETREITHEML, iz
B LZRER T, revwnd 7 4 —/L RIZEH S ET,

SRTT: HAESNEZEAL—X T RN T A LT T b,

RTTO: FJUURMNI T ZALLT TR,

RTV: ZUr Ry TR OZESR,

KRTT: HLWIT T RN w7 XA LT N (Karn 7v3 Y X L%
fEH) . TOT7 44— RE BEESNEATYy hOT TR
U T A BN B L £ T,

minRTT: RSN RN T U RN v A LT T N GIRICHEHS
N2 HAIATME)

maxRTT: RLR SN RTI VR o7 A LT T b,

ACK hold: 0=V R A RDSBINT — & &inik (EX—y27) $5720

\CHERBINE R O DRFF O R &S,

show b ~ show cq .



. show bgp neighbors

show b ~ show cq |

J4—ILFK

Bl

IP Precedence value:

BGP X7 FDIP LT A,

Datagrams FAN—NEZAE LT v 7T — b3y O,
Revd: ZENT Y M
with data —H L EBITHEENTET v T T— Ty RO,

total data bytes

ZRF—S OBFRE (S P

Sent

FREENET v 7T — bRy b0,

Second Congestion

FRIRIZ L 5 FRsfE I B LR

Datagrams: Revd

FANR=DEZELET v 77— by hO#,

out of order:

= AENNTEIE LI Y F O,

with data

T2 EEBIIREBELET v T T— b " Ty PO,

Last reset

ZOET VU Ty a yRNEREZEICY By hENTHL ORI
H# F’Eﬁ o

unread input bytes

BB D /T B DSA ML

retransmit HEEINTZ Ty M

fastretransmit BEEX A 7~75§ﬂﬁ{§§@]h W72 BENS, IBFNARIERE 7 A
Fg)fi&b 1mE§%Lf;gi%ETrESnguﬁs/qa)Zy

partialack \%@ﬁﬁmﬁ( DRI N2, ETIZFN LR

%{;) DI OIS Sh7zEEL,

show bgp neighbors advertised-routes : il

WIZ, 172.16.232.178 %A N—DIRTT

ﬁ‘o

RANZ A XS — MR d D0 2R L E

ciscoasa# show bgp neighbors 172.16.232.178 advertised-routes

BGP table version is 27,

local router ID is 172.16.232.181

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*>110.0.0.0 172.16.232.179 0 100 02

*> 10.20.2.0 10.0.0.0 0 32768 1

7% 19 : show bgp neighbors advertised routes 7 4 —/L R |2, %7 4 —/L RO@BHZRL

\iﬁ_o

. show b ~ show cq



I show b ~ show cq

show bgp neighbors .

%= 19: show bgp neighbors advertised routes D 7 4 —)L K

T4—ILF

Bl

BGP table version

T—TIVONEHN—T a v FE G, ZOFFIEL, T NURNEREINDL D
WZHES L ET,

local router ID

JIV—FZDIPT KL

Status codes

F—TNZ N DAT—E A, T—TIDOEITOERINCAT —F ANFHE
RENET, kKOWThrOEEIEETEET,

s: 7= ATy MBIl S ET,

*: F—T Ny N BREHTT,

> 7T—=T N NUREDORy b= THEMT DO OREE MY T
T

i: 7—=7 N> FUDBNEBGP (BGP) v va &ML TR INE
e

Origin codes

T b U OIERTE, (ERROTO 2 — RIZT =7V ORITOKD Y IZH Y £,
ROWTNPDOEZFEETE ET,

i AT — b =A 7a hai (IGP) HHI¥E(E 4L, network L—4& =
V74X alb—vary av s REEHLTTY K24 Xsnfcmr MU,

e: LI AT IVT F—bhu=xA 7 ha)b (EGP) MHEEIN-T b
UO

2 NADFETIFZ Y T ENEFA, BE. ZHULIGP 25 BGP IR
FEanszL—2 74,

Network TURUBETRY NU—I DA X —Fy T FL X,

Next Hop Ny MRS Y MU= TERIET D L E I INDIROD VAT LD
IP7 FLA, 0000DT FUIE, 727EA B —=N"—lZZOFy hT—7
~DI FEBGP L— " B3HDHZ L ERLET,

Metric FRENTWELIEBIIMEBAEI AT L AN v,

LocPrf % E T D local-preference route-map 27 4 X2 L— 32 a~w» R THE
Enfu—h YTy L RAE, F 740 ME 100 T,

Weight HEV AT AT 4N H N L TCRESNTZNL— FDEA,

show b ~ show cq .



il

3l

show bgp neighbors

show b ~ show cq |

J4—ILF

Bl

Path

SRRy NI — 7 ~OPBEY AT AR, NANOEKEHEY AT ATxE L
T, ZD7 44—V FRNIZ1IZ NI EEOLHENTEET, XADKD

DiX, NADEFETI—RFTY,

i: = FUIXIGP THRIEEN, network /L —F% a7 4 X2l — g o
< RTT RARZ A XX E LT,

e:/L— MIEGP THEEINE L,

2 RNADORETLHETIIH Y ¥ A, BF. 2, IGP2) 5 BGPIZH
BiAR STz AT,

show bgp neighbors paths : il
KIZ, paths ¥ —7 — R&Z$57E L 72 show bgp neighbors =~ > RO il Z R~ L E 7,

ciscoasa# show bgp neighbors 172.29.232.178 paths ~10

Address
0x60E577B0

Refcount Metric Path

2 40 10 2

7% 20 : show bgp neighbors paths D 7 4 —/)L R 12, &7 4 —/L FOFHEZ R L ET,

5 20 : show bgp neighbors paths D 7 4 —)L K

J4—ILFK

AEA

7 FLZ (Address) |/SADBRIFSILOWET FLA,

Refcount

FONRAEFEA L TWBL— O,

AU w7

73X A @ Multi Exit Discriminator (MED) A bV 27 (BGP /X—T = 22
BLXO3DOZDORA MY » 741X INTER_AS TF)

INA

FOIL— R NOHPBEV AT LA L FO)— FNORETLI— R,

show bgp neighbors received prefix-filter : 5l

WOHNL. 10.000F% Y hT—7 DT R TONV— "G T4 NEZ ) TFTETVT 407
A U A RN 192.168.20.72 XA N—MOHZEENT-Z L ERLTWVET,

ciscoasa# show bgp neighbors 192.168.20.72 received prefix-filter
Address family:IPv4 Unicast
ip prefix-1list 192.168.20.72:1 entries

seq 5 deny 10.0.0.0/8 le 32

7% 21 : show bgp neighbors received prefix filter © 7 ¢ —/L K |2, &7 41—/ RO#H %

TLET,

. show b ~ show cq



I show b ~ show cq
show bgp neighbors .

%= 21: show bgp neighbors received prefix filter 7 « —)L K

J4—J)L K |ERBA

Address TVIT 4T AT ANEPNZEINDLT RLAT 7 IV E— R,
family

ipprefix-list |45 E L= kA N—IOREESNEZT VLT 4 v 7 2 R By,

#l show bgp neighbors policy : 1

WO BN ERENTND DI, 192.168.12 12855 FA N—IZEH Sz RY v—
TT, FAN= FAL ZATHRESNIZRY O—RNFRRENET,

ciscoasa# show bgp neighbors 192.168.1.2 policy
Neighbor: 192.168.1.2, Address-Family: IPv4 Unicast
Locally configured policies:

route-map ROUTE in

Inherited polices:

prefix-list NO-MARKETING in

route-map ROUTE in

weight 300

maximum-prefix 10000

show bgp neighbors : i

RIZ, showbgpneighbors =~ > RO JHIZRLE T, Z 2 TIL, BGPTCP /X A2 K
fiEz=v b (MTU) T 4 ZAHNU 28172.16.1.2123 5 BGP XA /X—IZ% L THZC
RoTWDI EEMRLTVET,

ciscoasa# show bgp neighbors 172.16.1.2
BGP neighbor is 172.16.1.2, remote AS 45000, internal link
BGP version 4, remote router ID 172.16.1.99

For address family: IPv4 Unicast
BGP table version 5, neighbor version 5/0

Address tracking is enabled, the RIB does have a route to 172.16.1.2
Address tracking requires at least a /24 route to the peer
Connections established 3; dropped 2

Last reset 00:00:35, due to Router ID changed

Transport (tcp) path-mtu-discovery is enabled

SRTT: 146 ms, RTTO: 1283 ms, RTV: 1137 ms, KRTT: 0O ms
minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms
Flags: higher precedence, retransmission timeout, nagle, path mtu capable

RIZ, show bgp neighbors 2~ > RO O—EEZ/RLET, T 2 TiE, 192.168.3.2 (2
B DI BGP BT IR TH BGP 7/ L—A T )L Y AX — MERED AT — X A &b L

show b ~ show cq .



show b ~ show cq |
. show bgp neighbors

TWEJ, ZJL—R7)L YAF—NMI, ZOBGP ETICHLTTF 4 =T L ThHD
LIRENRTWET,

ciscoasa# show bgp neighbors 192.168.3.2
BGP neighbor is 192.168.3.2, remote AS 50000, external link
Inherits from template S2 for session parameters
BGP version 4, remote router ID 192.168.3.2
BGP state = Established, up for 00:01:41
Last read 00:00:45, last write 00:00:45, hold time is 180, keepalive intervals
Neighbor sessions:
1 active, is multisession capable
Neighbor capabilities:
Route refresh: advertised and received (new)
Address family IPv4 Unicast: advertised and received

Address tracking is enabled, the RIB does have a route to 192.168.3.2
Connections established 1; dropped 0
Last reset never
Transport (tcp) path-mtu-discovery is enabled
Graceful-Restart is disabled
Connection state is ESTAB, I/O status: 1, unread input bytes: 0

. show b ~ show cq



I show b ~ show cq
show bgp paths .

show hgp paths

T —HRX—=ZANDTXTD BGP N A% KA T 521X, EXEC E— KT show bgp paths =~ > K
ZEMLE T,

show bgp paths
Cisco 10000 Series Router
show bgp paths regexp

regexp [BGP Bt AT L SR L —B§ B EHIFKH,

i
N

B DR

avYRE—R ROFIZ, A~ FEANTELE—FERLET,

OAXVRFE— | T7AT7I94+—ILE—F XaYyF4aAVTFER R
k
=Ty k | FSVART |DVTL RILF
Ly bk

AVTHFERAR | VRTL
F5HE EXEC, o %I o %I o i o IS o %I
oZ— P —
EXEC

avy FERE Jy— FTERNE

R

9.2(1) Zoawy RBBINEhE L,

2 WIZ, F#HE EXEC &— KT show bgp paths =~ > RO HIEZR L ET,
ciscoasa# show bgp paths
Address Hash Refcount Metric Path
0x60E5742C 0 1 0 i
0x60E3D7AC 2 1 07
0x60E5C6CO 11 3 0 10 2
0x60E577B0 35 2 40 10 2

7% 22 : show bgp paths D7 ¢ —/L K |2, %7 4 — /L FO#MBHEZRLET,

% 22: show bgp paths D 7 1+ —JL K

TJ4—ILF Bz

7 RL A (Address) |/SABMEFEEINDNERT LA,

Hash NADBKEMSNTND Ny Va2 STy R,

show b ~ show cq .



show b ~ show cq |
. show bgp paths

J4—IJLF SRER
Refcount FONRAEHEH L TWHIL— FDHK,
A RN w7 23 A @ Multi Exit Discriminator (MED) A ~VU > 27 (BGP/X— =22

BELOR3DOZDOARNY » 74X INTER_AS TF) .

Path FOL—FNOBAE AT AN FONL— NORETLI— K,

. show b ~ show cq



I show b ~ show cq
show bgp policy-list .

show hgp policy-list
BRESNZRY =Y ANERY =V 2 by VBT EHEREFRT DITE, 2—P—
EXEC “E— KT show bgp policy-list =~ > K& H L F9°,

show bgp policy-list [ policy-list-name ]

BX DA policy-list-name | (#4735 ) ZOBMAMFHLTHELEZRY >— U 2 MZET RS
FRLET,

aAvU R E—F ROEIZ, a2~ FE2ANTEHEF—FarRLET,

ARV KE— |T7A47 24— ILE—F X2 T4 0TFR b
X
=Ty K FSUART (VUL TILF
LYk

AVTEREN | VRT LA
¥+ EXEC. o %F it o it o it o it o it
Z—H—
EXEC

avy FERE Jy— FEERE

2

92(1) zZoa~wr RFRBEMEhE L,

B RIZ, showbgppolicy-list 2~ > RO AR LET, ZDavr FOMAIZIE,
Ui— UR M ERE SN match FIAERRSNET, ROMAOHFIL, RrIShdH

TN L TV ET,

ciscoasa# show bgp policy-list
policy-list POLICY-LIST-NAME-1 permit
Match clauses:
metric 20
policy-list POLICY-LIST-NAME-2 permit
Match clauses:
as-path (as-path filter): 1

show b ~ show cq .



. show bgp prefix-list

show hgp prefix-list

FL T4y AV ANERIZ T L7472 YR MYICETAERAEERT AT,

show b ~ show cq |

2 — W — EXEC &— NE 721355 EXEC & — KT show bgp prefix-list 2~ > RZHH L E7°,

show bgp prefix-list [ detail | summary ] [ prefix-list-name [ seq sequence-number | network/length

[ longer [first-match 111

BXDERA

detail | summary

(A7vay) ¥ R_RTCOTVT v 7 A YA MIETLEEMEREIX
TR mAE TR L E T,

first-match

(i) 87 L7z network/length & —E§ %, faEL77 V7 4 v 7 R Y
A NDOERMIOT M) ERFLET,

longer (fEE) $57E L7z network/length & —EJ 57, 72X XV [RER, 7
L7 4 v AR RDTRTOTY N 2FRLET,
network/length (AFvay) ZoOxy NU—27 TRLABLOFR Yy h~27 £ (v

NEAD) TS BBELETL 74 v 7 A VA RNOTRTOZY b
VaRRrLET,

prefix-list-name

(AFvay) BEDODTLV 74 v I A VA MDZ U N) B2ERLET,

seq sequence-number

(A7 ay) HELES L7 4y 72 VANIBELELY—7 2%
ENHDLTV T 4T A YA NIFETEERLET,

aAvU kR E—F

WDOFIZ, a~r REANTEDHE—RERLET,

ARVEE— |T7ATI74—ILE—F tXaUT420TEXEL
X
=Ty K FSUART (VUL TILF
LYk

AVTERE (VAT LA
¥5#E EXEC. o it o it o it o it o it
Z—HF—
EXEC

avy FERE

3l

J)— ZEEBEAR

A

92(1) oo~ s RRBMENnELE,

WIZ, show bgp prefix-list 2~ > RO IFlZRLET, Z 2 TiE, test £V I LEITD
TVT7 47 AV A NOFEMEZER L TWET,

. show b ~ show cq




show b ~ show cq
show bgp prefix-list .

ciscoasa# show bgp prefix-list detail test

ip prefix-list test:

Description: test-list

count: 1, range entries: 0, sequences: 10 - 10, refcount: 3
seq 10 permit 10.0.0.0/8 (hit count: 0, refcount: 1)

show b ~ show cq .



. show bgp regexp

show b ~ show cq |

show bgp regexp

HES AT A NZADOIERER E 8T 50— F&2FE T 5121, EXEC E— KT show bgp
regexp 2¥ 2 REfEHALET,

show bgp regexp regexp

BX DA

aAvU R E—F

regexp | BGP HAEY 27 A /N A L —E+ B IEHIFRH,
HEY AT 2% S DOBARDFEMIZ OV T, routerbgp 2~ > ROFAZ S L T2
éb\o

ROFIZ, a~v FEANTEHEF—FarLET,

ARV ERE— | T7AT 74— ILE—F tXaYTF4a3VTFRE
N
=Tk | FSVRART |V T)L JILF
Lk

AVTHFRAM | VATLA
F#HE EXEC, * XIS * XIS * XIS * XIS * XIS
Z——
EXEC

av Y RERE

N)— ZEERE
z

9.2(1) Zoa<y RRNEINESIE L,

BRELDAA E54> YAIBRALTND4 S AV AT AFS T, HHEVAT AREOERERO~ v F

3l

VIR IOHNERROT 7 40 OEA L LCasplain (72 & 21F, 65538) ZfiH L CWET
73, RFC5396 TEHZRSINTWD EBY, 451 FEMET AT LF 5% asplain JHEIS L O asdot
FERXOE S CTHRETEET, 411 NABRV AT LABFOERKRBE~y F U 7 EHMNFRROT
7 4V k% asdot TERUTE T T 5121, bgp asnotation dot =~ > F(ZHElS T, clearbgp * =1~
R&EFEITL, BUEOBGP vy v a v a3 _XT h—KUtky FLET,

FBICATT D101, 4 31 FERVAT AFESEZHA L THRESN TV 2 BV AT ARIC
HDHTNTOBGP AL =N —T, 43 FARI AT LAFZEI R - F2L97 v 77 L—
RTLHZLaELET,

WIZ., FiHE EXEC “E— KT show bgp regexp 2~ > RO B2~ L ET,

Router# show bgp regexp 108$

BGP table version is 1738, local router ID is 172.16.72.24
Status codes: s suppressed, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

. show b ~ show cq



I show b ~ show cq
show bgp regexp .

Network Next Hop Metric LocPrf Weight Path
* 172.16.0.0 172.16.72.30 0 109 108 ?
* 172.16.1.0 172.16.72.30 0 109 108 ?
* 172.16.11.0 172.16.72.30 0 109 108 ?
* 172.16.14.0 172.16.72.30 0 109 108 ?
* 172.16.15.0 172.16.72.30 0 109 108 ?
* 172.16.16.0 172.16.72.30 0 109 108 ?
* 172.16.17.0 172.16.72.30 0 109 108 ?
* 172.16.18.0 172.16.72.30 0 109 108 ?
* 172.16.19.0 172.16.72.30 0 109 108 ?
* 172.16.24.0 172.16.72.30 0 109 108 ?
* 172.16.29.0 172.16.72.30 0 109 108 ?
* 172.16.30.0 172.16.72.30 0 109 108 ?
* 172.16.33.0 172.16.72.30 0 109 108 ?
* 172.16.35.0 172.16.72.30 0 109 108 ?
* 172.16.36.0 172.16.72.30 0 109 108 ?
* 172.16.37.0 172.16.72.30 0 109 108 ?
* 172.16.38.0 172.16.72.30 0 109 108 ?
* 172.16.39.0 172.16.72.30 0 109 108 ?

bgpasnotationdot 2~ RARET H L, 434 NAREV AT AN ZADIEREKH~ v F
v AN asdot KELIZRUCER SNE T, 4314 FEET AT LF B 1L, asplain E
FiTasdot EROWT N EMEH LT, ERRBTHRE T ETN, BHEDOT 74 /L
MEREZMEH L TRESINIZ 4, PEREV AT LAESLETN Yy T 7InET,

1 D H DI TlX, show bgp regexp =~ > Rid, asplain B TE iz 4 "4 FEHAEY
AT LFE G L THRESNTHET, BUEDT 7 4 /v MERIT asdot EAp DT
~yF UKL, ML I EE A, asdot ERAEMEH L7z 2 & HOBITIE,
~yF TR L, 431 PO AT AT L SZATET D 1F#D asdot KFRCIE Al o
TERRSINET,

)

GE)  asdotKFCIETIX, VAaDOERER CHBELFTTHIE VA REHHALET, Kigks
BEREZHIBRET 2121, VA RORHINY 7 AT vy a2l LET,

Router# show bgp regexp 765536$
Router# show bgp regexp "1\.0$
BGP table version is 2, local router ID is 172.17.1.99

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 192.168.1.2 0 0 1.0 1

IRIZ., bgp asnotation dot =~ > R4 AJJ L7214 D show bgp regexp 2~ > KD H /15 %
ARLET, ZITE 43S FARV AT AF S ZRRTLTVET,

)

GE)  asdotRKFCIETIH, VAaDOERER CHBELFTTHIE VA REHHALET, Kigks
BEWREZHIBRT 2121, VA RORHINY 7 AT vy a2l LET,

Router# show bgp regexp "~1\.14$%
BGP table version is 4, local router ID is 172.17.1.99
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

show b ~ show cq .



show b ~ show cq |
. show bgp regexp

r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>10.1.1.0/24 192.168.1.2 0 0 1.14 i

. show b ~ show cq



I show b ~ show cq
show bgp replication .

show hgp replication

Border Gateway Protocol (BGP) 7 v 75— h 7 V—T7 D7 v 75— MEWTHIERZ FRT 5
21X, EXEC *&— R T show bgp replication =~ > K& H L ¥,

show bgp replication [ index-group | ip-address ]

X DA index-group | (7> 5) 7w FF— K IZNA—FDT v 75— MERKEHIER A RS 5 A
YT VI ARG ELBICEIRLET, Ty T T N IIN—TOA T v I AEE
DOHEIPHIL 1 ~ 4294967295 T,

ip-address | (7> 32) ZOXANRN—DT v FF— MERFEHERE R R LET,

aAavYRE—FK ROFIZ, a~v L FEANJTELE—REZRLET,

ARVEE— | T7ATI4—ILE—F EXAYF4AVFER R
K
W—=T9k | FSVART (VT <ILF
LYk

AVTHERAR | VRTL
2 —H—
EXEC

av Yy FERE Jyyy— EERE

A

92(1) zZoa<=r KRN BEMENE L,

Zoa=wy FOMAITIZ, BGP 7 v 77— b VN — 7 EREEFHERPF R SN ET,
TN RRY =N EEINTSGE. V=2 3D Z A ~—HIRNEINI-1% T,
TR Y7 MUy M2 RNV AT—F5Z8ICKY, HEIWICT v 7T — K 71—
A=y TEEHEL, AEEZEALET, ZOBEL Ry hY =7 ARL—FRIA
ENLEHEIT, a7 4 X ab—ra r2EHT KA 525 K9 ICREFFshTHET,
ZA<—WIRNEINSRNZ, TV MY R YT N Utky N FECHMNIIT HITIE,
clearbgpip-addresssoft out =2~ & A LE T,

FREDHA KS1 Y

Bl R D show bgp replication 2~ > RO IIFNZIZ, TXTORAN—DT v 7T — 7
N—T DERERP TR SN ET,
ciscoasa# show bgp replication

BGP Total Messages Formatted/Enqueued : 0/0
Index Type Members Leader MsgFmt MsgRepl Csize Qsize

1 internal 1 10.4.9.21 0 0 0 0

show b ~ show cq .



show b ~ show cq |
. show bgp replication

2 internal 2 10.4.9.5 0 0 0 0
The following sample output from the show bgp replication command shows update-group
statistics for the 10.4.9.5 neighbor:
Router# show bgp replication 10.4.9.5
Index Type Members Leader MsgFmt MsgRepl Csize Qsize
2 internal 2 10.4.9.5 0 0 0 0

F% 23 : show bgp replication D7 4 —/L K (2, &7 4 —/L FO@HAERLET,

3% 23:show bgp replication D 7 4 — )L K

J4—)L |E%EA
g

Index Ty FTF = IN—TDA T 7 AEFE,

HZAT7 ETDEAT (NERETITHMT) o

Members | Z A4 F w7 T v T —hET TA—THNDRA L R—DH,

Leader HALF I I TOTTF—RET TN —TDRKFID A 83—,

. show b ~ show cq



I show b ~ show cq
show bgp rib-failure .

show bgp rib-failure

N—T 4 o TIERAN—A (RIB) 7 — 7 /L ~D%4%IZ KM L 7= Border Gateway Protocol (BGP)
J— N EFRRT HIZIE, F#HE EXEC E— KT show bgp rib-failure =~ > R&MHH L £,

show bgp rib-failure

HET 2 8H Zoavy RIZEF—U— RELFSIEIEH L FHA,
aAavURE—FR ROKIZ, A~ FEANTELE—FErRLET,
AR KRE— | TF7AT 24— ILE—F XT3 TEFRE
K
L—Fv K FSURART |2V T)L TILF
Lk
AVTHFERAR | VRTL
FiHE EXEC, o i o i o i o i o X
Z—Y—
EXEC
avy FERE Jy— ZEERR
2

9.2(1)  Zoa~wr RMBMERE LK,

I Vi) . . NS —
Bl WIZ, show bgp rib-failure =~ > KOHFFIZ /R L ET,
ciscoasa# show bgp rib-failure
Network Next Hop RIB-failure RIB-NH Matches
10.1.15.0/24 10.1.35.5 Higher admin distance n/a
10.1.16.0/24 10.1.15.1 Higher admin distance n/a

7% 24 : show bgp rib-failure ® 7 ¢ —/L N2, &7 4 —/V RO#HEZRLET,

%= 24: show bgp rib-failure D 7 « —JL K

TJ4—ILF SR AA

Iy hNT—2 | Xy NT—2 =T 4T 4 DIPT KL A,

Next Hop Ny NESRES Y T —JITHRET D L EIHHEINDZKRD T AT LD IP
T RV A, 00000 R L, V—HIZZDFRy T —7 ~DIEBGPL—
FRBHDZ EERLET,

show b ~ show cq .



. show bgp rib-failure

show b ~ show cq |

J4—ILF

Bl

RIB-failure

RIBRIMDFEKR, 7 RIZA R AT AT T L AX ARG NEND Z &
T, AET 47 — R EENT (KW) T RI=AM—FT 47 T4
AB L RAEFFON—NRIPIV—T 4 7 T—T T TIZHDH 2 & EE
L/ij‘o

RIB-NH
Matches

EVENT FI=A ML AT 47 T 4 AKX A RIB-failure 51T FR X4,
EHEINST RLU A7 7 2 UIZxt LT bgp suppress-inactive 23 5% iE S 4L TV D
LECETEA SN V— N AT =X A, RO IFEEIH Y £,

*[Yes] : RIB ®/L— RMZBGP /b— hERILA T AR Ry TR 50, F
TAIRIT AN KRy TNBGP 27 A N Ay 7RI UHEICHRT D Z &
BEWLET,

*[No] : RIBDOFXZ Ak iR 7R BGP /b— hDFR 7 A kiR v 7 EIEHINC
IR E2ERLET,

s[n/a] : EHEINDHT FL A7 57 2 Uizt LT bgp suppress-inactive 3 5% iE
SNV EEERLET,

. show b ~ show cq



I show b ~ show cq

show bgp summary .

show bgp summary

aATYU R E—F

9-~C® Border Gateway Protocol (BGP) #ftD AT — % A% FKxt 521X, = —%— EXEC
F— N E 7213585 H EXEC & — R T show bgp summary =~ > K& L £,

show bgp summary

ROKIZ, a~ P ANNTELE—FERLET,

AXVFRFE— | T7AT7I94+—ILE—F XaYyF4aAVTFER R
R
L—TvF FSUART (V)L TILF
LYk
AVTEFRE | VARTLA
Z— P —
EXEC

avy FERE

FEREDHA FS14 Y

3l

Jy— EEAE
A

92(1) Zoa~rRFRBMENELE,

show bgp summary =~ > RiX, BGP A N—~DFT X TOERHIZDOVWTBGP /YA, 'L T 1 v
7 A, BIOWEMHEHREZTRT DOIEHLET,

TVLT7 47 AFI IPT RLVAERY NT—7 = A7TT, ZHiERy hI—7 2K 3y
FNT—2 D% Ty b, FREHE—OKRRA M L— b 2ETZENTXET, XL, FIEDSE
Fe~DN— N T, T 740 h T, M?i%%f&ﬂlo@ﬁxﬁﬁ%4VXF%wbi
T, TN — FRBESNTWAES, BGPIZE /LT /A L— M Z = N %
A A=) L, | DO )LFINA JL— ] @Zf%i@/fx Lv—7 EnET,

BGP ElMEL ¥ v v o =2 P UIRMENNIC LA G DR THRRIN, :miﬂ%iﬁ/ﬁx&%#{f
gt R CERBEEZFET, ZTOHIDOT 4 — NiZ. BET 5 BGPHRENRE I N TV D,
FFBERZE SN LTI RENET, ATV HAEIIAA T\EUT“%%/%%%LEE*TO

VAAPFEHA L TNDH 41 FHEV AT AEF L, BEVAT AFEFOERKRBELO~ v F
TEB IO NFRERDOT 7 4L F & LTasplain (72 & 21X, 65538) ZfEH L T\ ET 23,
RFC 5396 ICRL#i STV D LD, 434 FEEY AT L% 5 % asplain JEEI6 L O asdot JE
DG THRETEET, 41 NARV AT LAFEZOERKRI~ v T 7 EWMNEROT 7
Jb % asdot FERUZ A T 5 1Z1%. bgp asnotation dot =< > R{ZHil) T, clearbgp * 2~ K%
FITL. BUED BGP“YZ vyarET_XTA—F)Ey FLET,

WIZ. FiHE EXEC & — R T® show bgp summary 2~ > ROHIHIZ R LET,

show b ~ show cq .



. show bgp summary

Router# show bgp summary

show b ~ show cq |

BGP router identifier 172.16.1.1, local AS number 100

BGP table version is 199,

main routing table version 199

37 network entries using 2850 bytes of memory

59 path entries using 5713 bytes of memory

18 BGP path attribute entries using 936 bytes of memory

2 multipath network entries and 4 multipath paths

10 BGP AS-PATH entries using 240 bytes of memory

7 BGP community entries using 168 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

90 BGP advertise-bit cache entries using 1784 bytes of memory
36 received paths for inbound soft reconfiguration

BGP using 34249 total bytes of memory

Dampening enabled. 4 history paths, 0 dampened paths

BGP activity 37/2849 prefixes, 60/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
10.100.1.1 4 200 26 22 199 0 0 00:14:23 23
10.200.1.1 4 300 21 51 199 0 0 00:13:40 O

3% 25 : show bgp summary O 7 4 —/L K |Z, &7 44—/ FOFHEZRLET,

5% 25: show bgp summary D 7 « —JL K

J4—ILF

A

BGP router identifier

BHREL T AT YT ¢ ONE/FT, bgp router-id 2~ > R
roTHEsENEZAL—ZID, V=R 7T FL A, £7-13k%
EALIP T R A,

BGP table version

BGP 5 — % X— XA DOWNEN— g U FB 5,

main routing table version

AL N—T 4 T T =T INIHEASNIZBGP T — X _— 2D
BB ON—T a3,

...network entries

BGP 57— F RX—AD—HFDF L7 4w 7 AT M) O,

...using ... bytes of memory

BRI CATONRA, V7 47 A FRFEEO= N DD
ICHE SN TWA ATV E (N1 MEND

...path entries using

BGP 7T —H# X—ZAD/NRA = M) O, B—D AT MY T2
IBRFEDFLSEIA A b=V ENET, F/F /A — bR
BESNTODES, AT RA L— FZEAR = R U2
ALUAR—=LENET,

...multipath network entries
using

REEDFEINZA VA =L ENTWE /LT RZA 2 hJ O,

* _..BGP path/bestpath attribute
entries using

PRAPNEEANA L LTEIREN TV DS —E D BGP BIHEDHAA
FORC/AL

* _..BGP rrinfo entries using

ORIGINATOR J&1%: & CLUSTER_LIST J&PED—E DO AA b
DEL,

. show b ~ show cq



I show b ~ show cq

show bgp summary .

J4—ILF

A

...BGP AS-PATH entries using

—#? AS PATH = b U O¥,

...BGP community entries
using

BGP = X 2 =T 4 BIEDO— B DML bE D,

*...BGP extended community
entries using

JEEa R 2 =7 4 BHEO—BEOMAE DO,

BGP route-map cache entries
using

BGP /L' — b = v 7@ match A] & set AJOFAEHEDE, fE
0DHAE, VK ¥ v aBNETHDLI EERLET,

...BGP filter-list cache entries
using

AS/RA T 7 A UAKNDpermit A7 — F A MFE 7L deny A
T—hAVNMZ—FHTDH7 4% UAN =2 MU O, fEMRO
DG, ZANE VAN XYy vy aPfNETHOLILEZRLE
ﬁ—O

BGP advertise-bit cache entries
using

(Cisco IOS Release 12.4(11N)T LAED U U —R7201F) T R3F A
RSNy F 74—V R N OBEB L OEET L AEY
FEHE, v 74—V R MNIIE, VT 4097 ANRET
W27 RARZ A XENDEXICAEKRSNDER Iy b)) 2FL
F9, TR ZAZXSINZE Y b Fy v vald, BEIZSET
AT v ZITHERENET,

...received paths for inbound
soft reconfiguration

AR R YT NEBROT-OICZE SR FESND /7S AD
ﬁo

BGP using...

BGP 7o R ZL - THHEND AT DE (V31 MEND)

Dampening enabled...

BGP XL =2 T WA R—T N THBZLERLET, Z0OIT
Wi, BT AT 4 2 BETHRAOBEBLOF =07
SN ADENERINET,

BGP activity... NAFETNIT VT 4y 7 ZIZXELTAE Y BED G THNTD,
FlIfFBEn BB EFR T LET,

Neighbor FAN—=DIP T KL A,

\Ys FAN—|ZIBAI S D BGP N—V = U EE,

AS S 27 5 (AS) HH,

MsgRevd RAN=NOZIEFESNZA v E—VH,

MsgSent FAN—TEE SN A v = V8

TblVer FA N—ITEE SN2 BGP T —# RX— A D N—T 3

InQ FAN—THUHS D72DICF 2 — IR ENTZA v E— T,

show b ~ show cq .



show bgp summary

show b ~ show cq |

J4—ILF

A

OutQ

FAN—ZEETAEDIT, Fa—ITBHSN-A v E—8

Up/Down

BGP t v ¥ a VINHESLIRRE & 7R o 722y, FESCIRRE TIX W IGE
FBUEDRREIC e > T O R &

State/PfxRcd

BGP t v ¥ a VOBUEDRIE L, XA N—F2IET I —F
MOZEINTZT VT 4 v 7 2A0%, KK (neighbor
maximum-prefix 2~ > FTRE) IZETDH L, T4 [PfxRed)
M FUIZRRSI, RAN—=N Yy MU INT, #
RRT A FVCRESNET,

TA RNV AT —HAD (FHEE) =2 kUL, ##Hi) neighbor
shutdown =~ FZEH LTI vy N ENF-Z L E2RL

il

jzjﬂo

show bgp summary =~ > RORDOHIJIE, BGP 1A 73— 19216832 3% A I v 7T
B &S, ZOZEHAIN—TTHDLI V=T 12 DAL R—ThHDH I L ERLE
T, ZOHNE, IP VT ¢ v 7 AEIPH 192.168.0.0/16 23 7 /L—7"192 LS £4HITD
SRR L —TICERSNDS Z EBRLET, CiscolOS U U — A 12.2(33)SXH LA
DYV —ATIE, BGPF AT I v I XA N—HREICEY, BT 7V —7 (ZEHHS
N—7) IZBEMT b T Ry MEFAAER L TBGP R A N—ET DX A F I v
7 I VBRI AR — M SRR BN S L E LT,

ciscoasa# show bgp summary
BGP router identifier 192.168.3.1, local AS number 45000
BGP table version is 1, main routing table version 1
Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
*192.168.3.2 4 50000 2 2 0 0 0 00:00:37 0
* Dynamically created based on a listen range command
Dynamically created neighbors: 1/(200 max), Subnet ranges: 1
BGP peergroup groupl92 listen range group members:
192.168.0.0/16

show bgp summary =~ > FOROH 1L, 4 /514 FORLRZ AT AT LE S (65536
B EL65550) D2 >D BGP FA /3— (192.168.1.2 3L 1 192.168.3.2) #/RLTWE
o B—ANRABY AT 56553813, 45 FEHBEV AT LAEGTHLHY . £TOF
FIEXT 7 4V b D asplain EA TR RS NE T,

Router# show bgp summary
BGP router identifier 172.17.1.99, local AS number 65538
BGP table version is 1, main routing table version 1

Neighbor \Y% AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down Statd
192.168.1.2 4 65536 7 7 1 0 0 00:03:04 0
192.168.3.2 4 65550 4 4 1 0 0 00:00:15 0

show bgp summary =~ > RORDH SJIEIE T 2 DD BGP R A /N—Z 7" L TWET A,
434 AV AT LFFILasdot ZFLEOE X TERENE T, BB ELFETS

WZiE, Vv—% a7 4 ¥ a2 b—3 3 F— KT bgpasnotationdot 2~ > REHET D
VERHY £7,

. show b ~ show cq




I show b ~ show cq
show bgp summary .

Router# show bgp summary
BGP router identifier 172.17.1.99, local AS number 1.2
BGP table version is 1, main routing table version 1

Neighbor \Y% AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down Statd
192.168.1.2 4 1.0 9 9 1 0 0 00:04:13 0
192.168.3.2 4 1.14 6 6 1 0 0 00:01:24 0

KIZ. show bgp summary slow =~ > RO I1HIZR L ET,

ciscoasa> show bgp summary slow

BGP router identifier 2.2.2.2, local AS number 100

BGP table version is 37, main routing table version 37

36 network entries using 4608 bytes of memory

36 path entries using 1872 bytes of memory

1/1 BGP path/bestpath attribute entries using 124 bytes of memory
1 BGP rrinfo entries using 24 bytes of memory

BGP AS-PATH entries using 48 bytes of memory

BGP extended community entries using 24 bytes of memory

BGP route-map cache entries using 0 bytes of memory

BGP filter-list cache entries using 0 bytes of memory

BGP using 6700 total bytes of memory

BGP activity 46/0 prefixes, 48/0 paths, scan interval 60 secs

o O N

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
6.6.6.6 4 100 11 10 1 0 0 00:44:20 0

show b ~ show cq .



. show bgp system-config

show b ~ show cq |

show bgp system-config

BX DA

AU FE—F

A=Y —a T XA FTYAT LAV TFRA MDbgp DEITAL T 4 X2 b— g L EFKorRT
5H1Zi%, —%— EXEC & — R £ 72 3F5# EXEC & — R T show bgp system-config =~ > K%
AL £,

show bgp system-config

Zoa<wy RESIEELEFF—UY—FEH D A,

ROFIZ, A~ P ANNTELHE—FaxRLET,

JVDF%— 7747¢T_»%_P t$lU$4:>§$ZF

" L—TvF FSUARART (VUL TILF
LYk
AVTHFRE (VAT A
¥¢HE EXEC, o KHiE o KHiE o KHiE — —
T——
EXEC

avy FERE

HEREDAA K1Y

3l

J)— EERE
A

92(1) —oawy FABMESHELE,

Zoa=wy Rid 5IEELEXF—TU - FERETTICa—Y—a T XA NTEIHATE
T, Z0avwrRE, VATLaryTHRARMI Lo TCa—YF—arFF A ML THAS
NEFEATa L 74 X2 b—ra v ElRT 2GRN SZEnH Y £,

WO S, show bgp system-config =~ > K% 2 —+%— EXEC £— K CANT 5 &
FORINDHINTEBI L TWET,

ciscoasa/cl (config) # show bgp system-config
router bgp 1

bgp log-neighbor-changes

no bgp always-compare-med

no bgp asnotation dot

no bgp bestpath med

no bgp bestpath compare-routerid
bgp default local-preference 100
no bgp deterministic-med

bgp enforce-first-as

bgp maxas-limit 0

bgp transport path-mtu-discovery
timers bgp 60 180 O
address-family ipv4 unicast

bgp scan-time O

. show b ~ show cq



I show b ~ show cq
show bgp system-config .

bgp nexthop trigger enable
bgp nexthop trigger delay 5
exit-address-family

show b ~ show cq .



. show blocks

show blocks

show b ~ show cq |

Ny Moy T 7 OFE R E R oRT B 1T1E. 7 EXEC “E— K C showblocks =< > K& {#

)EH szjﬂo

show blocks [ core| export-failed | interface ] [{ addresshex|all | assigned | free| old | pool size
[ summary ]} [ diagnostics|dump | header | packet] | queue history | [ exhaustion snapshot |

history [ list ] [ -MAX_NUM_SNAPSHOT | index ] [ detail 1] [ depleted size ]
WX DA address hex (&) 207 FLRCHIST 571 v 7 & 16 KB THFR LE

S

all EE) T R_RToOTay s 2FRrLET,

assigned EE) B0 STHELTT AU r— g Al ko THERERTWD
Tay s ERRFELET,

core (EE) aT7EAEORNy 77 2R LET,

depleted (EE) fBESNE7 vy 7 A X L THB LT m v 7 DFF
WMEFRUET, ALY A XiE, 0. 4. 80, 256, 1550, 2560,
2048, 4096, 8192, 9344, 16384. 5 L 1N 65536/65664 T3,

detail L) —BOXa— XA TZLIENOTay 70— (128 N
AN BRRLET,

dump ™ UEE) ~vF =Ly hOEREED, 70 v ONELEE
For LET, dump & packet OFHE AL, dump OHAE, ~v X — &
Ny MZBET 2 BMERPEEND Z L TT,

diagnostics UEE) 7avy 7 o0o2MaR LET,

exhaustion snapshot

(AFvary) BGEEn-AFy7vay hORED x S i
B TIE10) BEXOKREBEDOATFT T ay hOIA LDAR LT
HAOLET, 2AF v 7y ay MRRIGEN%E. 500 ERGE L2
WEBID AT 7 gy MIBUGEhEH A,

export-failed L) VAT LNy T7 I AR— R NORKI T o2 5Fr LT
j—O

free L8 HARER 7 o v 7 2 FR R LET,

header UEE) 7ay D~y X —%FELET,

. show b ~ show cq



I show b ~ show cq

show blocks .

history history 47> a %, LD AT v Fa v b EBRERRNOTTO
I-MAX NUM_SNAPHOT 24 7o 5 v R xR LE4,
history index history list 7% 2 2%, BENOAF v 7> a v hOBEHZFR
history list LET,
history index 47> a 1%, BEANOA Ty T ay hoA Ty
J AR LET,
history 1-MAX_NUM_SNAPSHOT #7313 > %, JBFEN® 1 S0 A
FvFrvay bETFERRLET,
interface UEE) A2 —T oA AMHIMENTNDE Ry 77 2R R LET,
old” HEE) 1L BANCE D Y THNET ry 7 23R LET,
packet LE) 7rv 27O~y X—BIU0 <y FONEEZFRLET,
pool size” (HE5) BEDY A ADT 1 v 7 23R LET,
queue history (EE) ASANT 0 v 7 BRI LI-EEIC, Tuy 7380y
TONAEEZERLET, P—NLHNOT a7 NED Y THNLD
ZEEBVETN, Tuv s RNFa—IZEDYTOEND I LIEHD
FHAL, TOHAIX, Tuay 2 EEDYTlEa—RoT FLARE
DY TN Y £,
summary (ER) 7 uy 7 O ARGICET 258G HRE R~ LET, 0D

BHiX, 20777y 7280877V r—varor
077 5T RVA, ZDJTAOT Oy 7 BRI LT 7 ir—
aroTa I AT RLA BLXOZOZ ZAOFEM 70 v
DRELTWDF2—2 L L TY—FSNTWVET,

ARV R FI4ILE

aAvU R E—F

b avy RRRAZ YT MRS SR, BORIRTETISND &, VAT ANBARIC
RAFRRBMNH Y T4, FOH., ZhbDavwy RiE, VAT ADOF ¥ 32T 0 BNAEMICT
ZADADLDTHAZ EEHERLTHLMAEHA LTI &,

77 4N FOBERLEIZH Y EE A,

ROFIZ, 2~ P ANNTELHE—FaRLET,

ARV RE— | T7AT 24— ILE—F EXa2UTAaVTHRRE
k
=Ty k | FSVRART |V T)L RILF
Lk
AVTHFRRAL | VAT LA
FrtE EXEC « i . 5t . %S .

show b ~ show cq .



. show blocks

show b ~ show cq |

avy FNERE

Jy— EEAE
S

7.0(1)  pool summary A7 3 ABEMENE L,

8.02) duppb7 v ZiE, 44 F TRy TEHESEINODT 0y 7 2 EHTHL I
BROEL, 01 b 7y 7O LITHABMSE LT,

9.1(5)  exhaustion snapshot . historylist . history index., 35 O history
1-MAX_NUM_SNAPSHOT O&A4 7' v a »aBmEinE L,

9.14(1)  depleted F—U— Rz~ RIZBMESN, #B L7 0 v 7 OFFAE RSN E
L7,

9.1612) RpE Gk Iz oa~vwy FOMARIESE LT,

FEREDHA KS4 > showblocks == Fid, ASA A MIZ/AR > TWENE I DEHWTT S5 BICRL L £ T,

3l

Zoawy RiE, F(EIY Y TELOV AT LNy 7y OFERHRNEFERLET, N T 71>
703 ASA R TRIESIVTWVAHIRY | AF Y BN XN T DIREBIFRIEICIT R 0 £
i, showconn 2~ REFHTEE. N T 74 v 7D EESNTWENE I DEHERTE
T, FT T4 v I MEEEINTELT, DOATY RN SIEWIIR > TWDH AR, MERN
HDHAREMENH Y 9,

ZOFERIL. SNMP 2 L TR THZEHTEET,

XV T 4 arTHRRANNTERINDERIZIE, EHFOT ey s, BIOT ey 7 M
RO EFIEEIZRET 5, VAT LAREROFERB IR TF A NEFGOERPEENET,

HADHINDON T, Thl) Z2BHL TSN,

wIZ, 7 E— RTOD showblocks 2~ RO AR LET,

ciscoasa# show blocks
SIZE MAX LOW CNT FATLED

0 100 99 100 0
4 1600 1598 1599
80 400 398 399
256 3600 3540 3542
1550 4716 3177 3184
16384 10 10 10
2048 1000 1000 1000

% 26 : show blocks D7 4 —/)L RIZ, &7 4 —/V NOWBBHZRLET,

O O O O O O

3K 26 : show blocks D 7 « —JL F

74 —)L |EiBA
g

SIZE Tayl TP AKX (N4 NN , ENENOY A XL, FFEOX A Tk
FLTWET,

. show b ~ show cq




I show b ~ show cq

show blocks .

74—

Bl

dupb 71 v 7 CEH S E T,

DNS. ISAKMP., URL 7 4 /L& U 7 uauth, TFTP, TCPEY 2 — L2 EDT
Vor—varOfFE7uy s 280 LET, F-20V A X007 v v 7L, @,
NRry b RIANIERET D a— Rl TEREIET,

80

TCP RITRE CHERILE N v NEERT A7z, BLIOT = — b —/—
hello A vE— I EA SN ET,

256

AT —= N7V Tz )b A —"—DHH, syslog W, I LV DAl TCP HEREIC
RS ET,

hoonTay ik, FICAT— I T 2= A —R—D A v —IfFHE
NWET, 7774772 ASA L, X7y NEAERLTAZ /31 ASAIZEE L,
T L Ve DT — 7 N E B LE T, Sl MBICER E i3 s s N —2
N7 4w I AETLHE, FEHFRER T 0y 7 OBN 0 ETIRTTHZ &0
HOET, ZORWBUL, 1 DEFIXENLL EOEEGN A K 34 ASA I3 L TH
HENRNolmZ R LTWET, AT — M7V T 2— /LA —_"—T1 koL
. RIS E T 3 A RN L £ 97, 256 XA R 7 v 7 D CNT 17
LANERFIZDTZ 5T O £721EE O TER L TV A AL, ASA OLPEL T
W5 1 BHTZ0 OB NIETICE N0, BT —7 )V LT — 7 L DI
HIDE TV D ARAEZ ASA DHERF CE R W BN AE L E 77,

ASAMNLIEE SN D syslog A v E—T 625634 7y 7 i LET, 256
NA STy 7 T8 T 5L RERBITSND Z LITEEHY FHA,
CNT 717 LDRT 256 /34 bk 712w 7 OFH 0 1TV A 1X, Debugging (LX
V) D%k syslog b—/3—|ZFEEK L TWVRNWZ L 2R LTSN, 20
fEHIT. ASAZ 7 4 X2 L—3 g D loggingtrap TIORSNTWET, nxy
TV, TNy T DI DITFEM e E M B & 72 D856 % R\ T, Notification (L
~L5) UTICRET DI L a#HERE L £7,

1550

ASA THULEET DA —V 3y b7y P EEINT DDA I NET,

Ny MEL ASAAL U E—T 2 A AZADEATNA LV E—T =2 A A F 2 —|ThlE
SH, WIZARL—TFT 4 7 VAT AZESN Ty ZICEEINET, ASA
E. N7y REFFATA0MEET 505X 2 U T 4 RY —ICHESOTIRE

L. 7y hERBEA LV EZ—T =24 A LOHIF2—ICHELET, ASAN T
74w ZAMICKIGTE TWRWEEIE, EHFTRER T 1 v 7 RN 0 1L TF
WLET (Zoa~vy ROHHO CNT AR ENET) . CNT FIN 0 DA,

ASAIZXVZ< DTy 7 &ED Y TEHYELET, Z0a~vr REETTH

L1550 34 h T a I O REE 8192 LW K& 52 RNTExFET, A
AHER T 0y I N oA, ASAI Ny FE Ry LET,

show b ~ show cq .



3l

show blocks

show b ~ show cq |

74—

Bl

16384

64 Y 66 MHz DX HE Y b A —H Ry b I—F (i82543) ICOAFEHINE
KR

A =P R X7y FOFEFIZOWTIE, 1550 DFAZSE L T &0,

2048

HIEOFFNER SNAHIE 7 L— L EEI VA Rft&x 7 L—24,

MAX

BELEAAL N 7ry 70— )V CHEHARERT v v 7 OfcRER, EERFC, &
KIEOT v v 7N ATV o0y onEd, @, 78 v 7 ORKBIIE
fELEREA, BISME256 314 F 7y 7 BLNI550 34 K 71y 7T, ASA X
MEIGECTENZL DT ey 7 224 v 7B TEET, Zoavwr R
BFEITTHE, 1550 31 b T a7 OFRKREAE 8192 LV KELTHZLENTE
£7,

LOW

REEYE, Z o8, ASADEFRNA -2 la, £72137 2 v 72 (dear
blocks =~ K C) f&HEIZ7 V7 SNTREEN D, 2O A AOMHRER 7 v v
TP IR I o L X O AETR LTOWET, LOWT 7 AN 0 Th DA,
FTATOA R FTAE Y BN EWNI o722 B R LET,

() ZOEZMAX Iy T 5I2IE, ASAZ Y 7 — M50 E P H Y
ij‘o

CNT

KEDYH A XOT vy 7= CTHEMAMERT v v 7 O, CNT 17 L0080
THHEETE. ATURBEVSITNTHDI L EEWRLET,

FAILED

Ty I YA XDAETY AT MREEICEWEZESNS E (LOW T CNT E2
£r) | %595 FAILED #liX, ZO#HZE LR LT vy 734 XDEIY) 4T
FUROETHEM U7, &EMIC, AT VEESERSND &, B0 Y CTHTE
HAAIREZR 7 1w 7 3N L. FAILED S OfE3 A L4, 7272L, CNT &
FAILED OAEMEM L7-3580%, BENRH D Z L 2R LTV D - Ofifik4 % 58
NH0 ET,

Wiz, showblocksall 2= RO HfHlEZRLET,

ciscoasa# show blocks all
Class 0, size 4

Block
0x01799940
0x01798e80
0x017983c0

allocd by freed by data size alloccnt dup cnt oper location

0x00000000 0x00101603 0 0 0 alloc not specified
0x00000000 0x00101603 0 0 0 alloc not specified
0x00000000 0x00101603 0 0 0 alloc not specified

Found 1000 of 1000 blocks
Displaying 1000 of 1000 blocks

% 27 :show blocksall D7 4 —/L N2, &7 4 —/V ROFHZ R LE T,

. show b ~ show cq



I show b ~ show cq

3l

show blocks .

5 27: show blocks all D 7 4 —J)L K

T4—ILF

At B

7 a7 (Block)

TayDOT KL A,

allocd_by Ty I EEBIERALET ) =y a8 T RLA
HENTHRWEARITO0) |

freed_by Ta vyl BB LT T r—v a7l AT RLA,

data size Tay INEOT IV r—ay Ry Ty Eidory N F—EZOH A
=z,

allocent DT a7 BMERENTH B S izaik,

dup_cnt o7 a7l THEBEETOSREE (o7 ey 7 BMEHINT
WABEGE) o 01X 1BIOEME, 1T 2RO EEERLET,

oper 70y 7% U TRBRICEIT SN BE, alloc, get, put, free ® 4 DD
WP TT,

T Tay 7 EFEHALTCWAT AU r—ay, £203. T ay s B2EEIC

HOETLET IV r—arorua s 7 57 R (alloed by 7 4 —/b
FERIL)

Iz, 2T F A RHNTO showblocks <> RO IlEZRLEST, w/LFa T
FARE—RTIE, AR, arTFRAMIEIoTHEFFAISRTWD 7 v 7 0¥k
(INUSE) tarT7FAMILoTHHAISNTWS 7 vy 7 R (HIGH) (2R3
HIERNEENET,

ciscoasa/contexta# show blocks

SIZE MAX
4 1600
80 400
256 3600
1550 4616

Low CNT INUSE HIGH
1599 1599 0 0
400 400 0 0
3538 3540 0 1
3077 3085 0 0

KIZ, show blocksqueue history =2~ > KOH B2 /R L ET,

ciscoasa# show blocks queue history
Each Summary for User and Queue type is followed its top 5 individual queues

Block Size:

4

Summary for User "http", Queue "tcp unp c in", Blocks 1595, Queues 1396

Blk_cnt Q cnt Last Op Queue Type User Context
186 1 put contexta
15 1 put contexta
1 1 put contexta
1 1 put contextb
1 1 put contextc
Summary for User "aaa", Queue "tcp unp c_in", Blocks 220, Queues 200
Blk_cnt Q cnt Last Op Queue Type User Context
21 1 put contexta

show b ~ show cq .



show b ~ show cq |
. show blocks

1 1 put contexta

1 1 put contexta

1 1 put contextb

1 1 put contextc

Blk cnt Q cnt Last Op Queue Type User Context
200 1 alloc ip rx tcp contexta

108 1 get ip rx udp contexta

85 1 free fixup h323 ras contextb

42 1 put fixup skinny contextb

Block Size: 1550
Summary for User "http", Queue "tcp unp c in", Blocks 1595, Queues 1000

Blk cnt Q cnt Last Op Queue Type User Context
186 1 put contexta

15 1 put contexta

1 1 put contexta

1 1 put contextb

1 1 put contextc

iz, show blocks queue history detail =~ > KO H /16l % 7~k L £,

ciscoasa# show blocks queue history detail

History buffer memory usage: 2136 bytes (default)

Each Summary for User and Queue type is followed its top 5 individual queues
Block Size: 4

Summary for User "http", Queue Type "tcp unp c in", Blocks 1595, Queues 1396

Blk cnt Q cnt Last Op Queue Type User Context
186 1 put contexta

15 1 put contexta

1 1 put contexta

1 1 put contextb

1 1 put contextc

First Block information for Block at Ox.....
dup count 0, flags 0x8000000, alloc pc Ox43ea2Za,
start addr 0Oxefbl074, read addr Oxefbll8c, write addr Oxefbl193
urgent addr Oxefbll8c, end addr Oxefbl7b2
0efb1150: 00 00 00 03 47 c5 61 c5 00 05 9a 38 76 80 a3 00 |
0efbl1160: 00 Oa 08 00 45 00 05 dc 9b c9 00 00 ff 06 £8 £3 | ...
0efb1170: Oa 07 0d 01 Oa 07 00 50 00 17 cb 3d c7 e5 60 62 | ....... P...=..b
|
|

0efb1180: 7e 73 55 82 50 18 10 00 45 ca 00 00 2d 2d 20 49 ~sU.P...E -- I
0efb1190: 50 20 2d 2d 0d Oa 31 30 2e 37 2e 31 33 2e 31 09 P --..10.7.13.1.
Oefbllal: 3d 3d 3e 09 31 30 2e 37 2e 30 2e 38 30 0d O0a 0d | ==>.10.7.0.80...
Summary for User "aaa", Queue "tcp unp c in", Blocks 220, Queues 200

Blk cnt Q cnt Last Op Queue Type User Context

21 1 put contexta

1 1 put contexta

1 1 put contexta

1 1 put contextb

1 1 put contextc

First Block information for Block at Ox.....

dup count 0, flags 0x8000000, alloc pc Ox43ea2Za,

start addr Oxefbl074, read addr Oxefbll8c, write addr Oxefbl193
urgent addr Oxefbll8c, end addr Oxefbl7b2

O0efbl150: 00 00 00 03 47 c5 61 c5 00 05 %9a 38 76 80 a3 00 | .G.a....8v

O0efbl160: 00 Oa 08 00 45 00 05 dc Sb c9 00 00 f££f 06 £8 f3 | Elaoaaaal
0efbl170: O0a 07 0d 01 Oa 07 00 50 00 17 cb 3d c7 5 60 62 | ....... P =..'b
0efb1180: 7e 73 55 82 50 18 10 00 45 ca 00 00 2d 2d 20 49 | ~sU.P...E...-- I
0efb1190: 50 20 2d 2d 0d 0a 31 30 2e 37 2e 31 33 2¢ 31 09 | P --..10.7.13.1.
Oefbllal: 3d 3d 3e 09 31 30 2e 37 2e 30 2e 38 30 0d 0a 0d | ==>.10.7.0.80...

total count: total buffers in this class

KIZ, show blocks pool summary =< RO HIEZR L E T,

. show b ~ show cq



I show b ~ show cq

ciscoasa# show blocks pool 1550 summary
Class 3, size 1550

total count=1531 miss_count=0
Alloc pc valid cnt invalid cnt
0x3b0al8 00000256 00000000
0x01ad0760 0x0lacfe00 O0x0Olacf4al0 O0xOlaceb40 00000000

0x3a8f6b 00001275 00000012
0x05006aa0 0x05006140 0x050057e0
0x00000000

0x05004520 00000000

total count=9716 miss_count=0
Freed pc valid cnt invalid cnt
0x9%9a81f£3 00000104 00000007

0x05006140 0x05000380 0x04fffa20 0x04ffde00 00000000
0x9%9a0326 00000053 00000033

0x05006aa0 0x050057e0 0x05004e80 0x05003260 00000000
0x4605a2 00000005 00000000

0x04ff5ac0 0x0le8e2e0 0x0le2eacO

0x01el7d20 00000000

total count=1531 miss_count=0
Queue valid cnt invalid cnt
0x3b0al8 00000256 00000000

0x01ad0760 0x0lacfe00 O0x0Olacf4al
O0x3a8f6b 00001275 00000000

0x05006aa0 0x05006140 0x050057e0
0x00000000

Invalid Bad gtype
0x0laceb40 00000000
Invalid Bad gtype
0x05004520 00000000

free cnt=8185 fails=0 actual free=8185
03a8d3e0 03a8b7cO0 03a7fc40 03a6ff20

hash miss=0
03a6£f5c0 03a6ec60

0x00000000

0x00000000

0x00000000

0x00000000

0x00000000

kao-fl#

IZ. show blocks exhaustion history list =~ > KOH B &R L £9,

ciscoasa# show blocks exhaustion history list

1 Snapshot created at 18:01:03 UTC Feb 19

2014:

Snapshot created due to 16384 blocks running out

2 Snapshot created at 18:02:03 UTC Feb 19

2014:

Snapshot created due to 16384 blocks running out

3 Snapshot created at 18:03:03 UTC Feb 19

2014:

Snapshot created due to 16384 blocks running out

4 Snapshot created at 18:04:03 UTC Feb 19

2014:

Snapshot created due to 16384 blocks running out

show blocks .

#% 28 : show blocks pool summary D7 1 —/L K |2, &7 «—/L ROFHAZRLET,

% 28: show blocks pool summary @ 7 4 — )L K

Z4—ILF S BH

total_count BELEZ ZADT vy 7 O,

miss_count B BRIC LY, FELLEST T TLR— b ShhokTmy
7 DEL,

Freed_pc IO TADTay I ERBELET TV r—varora s T AT R
LA,

show b ~ show cq .



show b ~ show cq |
. show blocks

T4—ILEF B2l

Alloc_pe IO FRACTay P ERVETET TV r—varoya s a8
R,

Queue DT TAODEMR Ty I RFELTNWDHFa—,

valid_cnt R TEHD LY THNTWD T ey 7 DXL,

invalid_cnt B A TIEEID Y TonTWhanr ey 7 0,

Invalid Bad gtype ZOF 2 =PI TAHABRDREN > TWD0, ZOF 2 —I3F)
HleahTnWEHATL,

Valid tcp_usr_conn_inp | % = — | I H %) T9,

Iz, show blocksdepleted =t~ > RO HFIZR L ET,

ciscoasa# show blocks depleted 8192

Block Class: 8, Class Size: 8192, Count: 100
1 Depletion created at 11:47:48 UTC Feb 17 2022
First Snapshot Details:

Block allocd by freed by alloccnt dup cnt timestamp
oper location

0x00007£117bd5£9c0 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

0x00007£117bd5d300 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

0x00007£117bd5ac40 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

0x00007£117bd58580 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

0x00007£117bd55ecO0 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

0x00007£117bd53800 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

0x00007£117bd51140 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

0x00007£117bd4ea80 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

0x00007£117bd4c3c0 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

0x00007£117bd49d00 0x0000560e84d1236b 0x0000560e822144e4 1 0 246610
alloc 0x0000560e84d1236b

. show b ~ show cq



show b ~ show cq

0x00007£117bd47640 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bd44£80 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bd428c0 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bd40200 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bd3db40 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bd3b480 0x0000560e84d1236b
alloc 0x0000560e84d1236b

<--- More --->

0x00007£117bc85a40 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bc83380 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bc80ccO 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bc7e600 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bc7bf40 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bc79880 0x0000560e84d1236b
alloc 0x0000560e84d1236b

<--- More --->

0x00007£117bc771cO0 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bc74b00 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bc72440 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x00007£117bc6fd80 0x0000560e84d1236b
alloc 0x0000560e84d1236b

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

0x0000560e822144e4

show blocks .

1 0 246610
1 0 246610
1 0 246610
1 0 246610
1 0 246620
1 0 246620
1 0 263390
1 0 263390
1 0 263390
1 0 263390
1 0 263390
1 0 263390
1 0 263390
1 0 263390
1 0 263390
1 0 263390

av>U R SRER
blocks Ty 7 BHICED LM TOENDE AT Y 2P LET,
clear blocks |+ 27 4 Ny 7 7 OFfEHEREZ VT LET,

show b ~ show cq .



. show blocks

avy kR

Bl

show conn

TIT AT I e F#oR LET,

. show b ~ show cq

show b ~ show cq |



I show b ~ show cq

show bootvar .

show bhootvar

B DEREA

AR TIAIE

ATV R E—F

T—hT7r7ANEar T 4 Xal—2a D7 uaRT 4 2R AT DHIIE, FFHEEXECE— KT
show bootvar ==~ > R&H L 9,

show bootvar
Zoa=wy RZIIBIEEZITF—U—RiIb ) A,
T 7 AV NOBEEIXH D FH A,

WDFEIZ, a~vr REANTELE—RERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
W=TFTyF | FSVRRT (DU T)L JILF
L> bk
AVTHFRRAM | VATLA
FitE EXEC o i o i o i P SITN o xthis

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

72(1) Zoo<r RBRBMENELE,

BOOT £#i%, SEIERTNA A LofEhA4 A—T DY X N &HEELE£3, CONFIG_FILE
BEIX, VAT AR S a7 X2l —vary Iy A VERELET, N
5DOERIT., TN boot system =2~ K & boot config =~ > KR Ti%iE L7,

BOOT Z %1% disk0:/fl_image ZfRFF L TWET, ZiUL, AT LD Y m— RERIT —
FENDHA A= TT, BOOT OHIEDfEIL, disk0:/f1 image; disk0:/f1 backupimage T
9, ZOfEIL. BOOT Z£%%73 boot system =~ R CEEINTWH DD, Ffrar
T4F¥alb—varRNELwritememory 22 RTIRESNTVWARNWI L ZEKRLT
WET, FTar 7 s FXab—a rERAFTDH L. BOOT 24 L BIfED BOOT 24
MW & b disk0:/f1_image; disk0:/fl_backupimage (2720 £9°, FEf7a 7 4 F 2L —
VarBMREEATH LSS, 7 — h r—ZIXBOOT AR ONEZr— L LS L L
F£9, 2F V., disk0:/flimage B LE T, ZOA A—IDRHFIE LW TH D
&%, disk0:1/f1_backupimage # 7 — h L X5 & LET,

CONFIG FILE Z#%, Y AT LADAX— T v 7 ar 74 X¥al—vaaHELE
T, ZOPTIEZDOEERRES N TN WD, AX—F T v 7 ar7 4¥al—
T a v 77 AT, bootconfig v RTHRELET 744 h T, BED
CONFIG_FILE Z#%i%, boot config =~ > K CTA® LT, writememory =1~ > K C{g
fFexEd,

show b ~ show cq .



show b ~ show cq |

. show bootvar

&Iz, showbootvar =~ > RO IFIZRLET,

ciscoasa# show bootvar

BOOT variable = diskO:/fl image

Current BOOT variable = disk0:/fl image; disk0:/fl backupimage
CONFIG FILE variable =

Current CONFIG_FILE variable =

ciscoasa#
BEaT R avy |EBH
N

boot BEFICERAINS 2 74 X2l —ay Z7ANERIFAA—Y 774 V%
BELET,

. show b ~ show cq




I show b ~ show cq

show bridge-group .

show bridge-group

HoU TN E—T x4 A MACT RLA,  IPT RLRARETY v A—FER %
FoRT BHITIE. KFHE EXEC &— R C show bridge-group =~ > &AL £,

show bridge-group bridge group_number

B DEREA

AR R FIHILE

aAvU R E—F

bridge group_number 7'y o 2 F L —FFEEE 1~ 100 DI THEELE T,

77 4V FOBIERLEIZH D EE A,

WDFRIZ, a2 REANTELE—RERLET,

k
W—=T9k | FSVART (VT TILF
Lk
AVTERE | VRT L
¢t EXEC o RIS .« 5 . % . —

avy FERE

3l

J)— EERE
R

84(1) —oa~wr FRNEMENELE,

9.7(1)  n—7 v K E— K TO Integrated Routing and Bridging OV~ — h 2B S vE L7,

WIZ, 1IPv4 7 R L A% F5E L7z show bridge-group =~ > ROl Z R L £,

ciscoasa# show bridge-group 1
Interfaces: GigabitEthernet0/0.101, GigabitEthernet0/0.201
Management System IP Address: 10.0.1.1 255.255.255.0
Management Current IP Address: 10.0.1.1 255.255.255.0
Management IPv6 Global Unicast Address(es):
N/A
Static mac-address entries: 0
Dynamic mac-address entries: 2

WIZ, IPv4 7 RL AL IPv6 7 R L A% F57E L 7= show bridge-group =~ > R® H 734
EaRLET,

ciscoasa# show bridge-group 1
Interfaces: GigabitEthernet0/0.101, GigabitEthernet0/0.201
Management System IP Address: 10.0.1.1 255.255.255.0
Management Current IP Address: 10.0.1.1 255.255.255.0
Management IPv6 Global Unicast Address(es):
2000:100::1, subnet is 2000:100::/64

show b ~ show cq .



show b ~ show cq |

. show bridge-group

2000:101::1, subnet is 2000:101::/64
2000:102::1, subnet is 2000:102::/64
Static mac-address entries: 0
Dynamic mac-address entries: 2

E&Ea< U F avo kR e

bridge-group KNG UVART LU N T 7 AT I =NV A L EA—T = A%
VoY IN—FIC T N—Th L ET,

clear configure interface bvi TV IN—T A H =Tz A AT 4 Fal—g
70T LET,

interface AVHE—T oA AERELET,

interface bvi TV A v H—T = A AEERLET,

ip address TV IN—TDEIP T RLAEZHRELET,

show running-config interfacebvi| 7 v > /S —F A4 v 2 —T 2 f 2 a2 T 4 X2 l— g
R RALET,

. show b ~ show cq




I show b ~ show cq

show call-home .

show call-home

%€ L7z Call Home ff#l % &/~ 5 121%, $#iE EXEC £— R T show call-home =< > R&{#
ALET,

[ cluster exec ] show call-home [ alert-group | detail | events | mail-server | status| profile {

profile name | all } | statistics ]

BXDEREA

alert-group UER) HRFAEERT I — b I —T %R R LET,

cluster exec (B 2724 ) v JBEETIE, %==v kT showcal-home
vy FEFEITL, 203~y REMOTRTO2=y b Ol
ICFEATTEET,

detail (1) CallHome=> 7 4 ¥ ol — g v OEMEHRRLET,

events UEE) BAEOHME SN A Xy heFRLET,

mail-server status (I%) Call Home A —/L $— "—D 27— & 2 RE TR L E
‘g—o

profile profile_name all (&) ¥ R_XCOFHFET a7 7 ANDaAL T 4 X2l — 3 0
WMERRLET,

statistics ({EE) Call Home O#iattEHREFz R LET,

aAvU R TFI4ILE

aAvU kR E—F

77 AV N OBIERIEIL D D FE A

ROKIZ, a3~ P ANNTELHE—FaRLET,

ARV FE— | T7AT 2+ —ILE—F EXaUT4aVTERE
K
=Ty k FSURRT |V T 0L <ILF
LYk
IVTHFRL | VRTLA
¢t EXEC o RIS o« JS . % _ s

avy FERE

J— ZEKEAR

82(2) Zoa~wr RNBIENEL,

9.1(3)  show cluster history =~ > K& LT show cluster info 2~ > RO N EEDH D720
(2. Smart Call Home A v E—2OF LW A TIBIMEvE LT,

show b ~ show cq .



. show call-home

1

show b ~ show cq |

WIZ, 3% T &7z Call Home iR 7E % F7~§ 5 show call-home =2~ ROH 2R L
ij‘o

ciscoasa# show call-homeCurrent Smart Call-Home settings:Smart Call-Home feature :

enableSmart Call-Home message's from address: from@example.comSmart Call-Home message's
reply-to address: reply-to@example.comcontact person's email address:

example@example.comcontact person's phone: 111-222-3333street address: 1234 Any Street,
Any city, Any state, 12345customer ID: ExampleCorpcontract ID: X123456789site ID:
SantaClaraMail-server[l]: Address: smtp.example.com Priority: 1Mail-server[2]: Address:
192.168.0.1 Priority: 10Rate-limit: 60 message(s) per minute

Available alert groups:Keyword State

Syslog Enable

diagnostic Enableenvironmental Enableinventory Enableconfiguration Enablefirewall

Enabletroubleshooting Enablereport Enable

Profiles:Profile Name: CiscoTAC-1Profile Name: proflProfile Name: prof2

KIZ, CallHome 2> 7 4 ¥ = L—3 3 UEROFEMZ KR T 5 show call-home detail
a<r ROWNFIZRLET,

ciscoasa# show call-home detailDescription: Show smart call-home configuration in
detail.Supported Modes: single mode and system context in multi mode,
routed/transparent.Output:
Current Smart Call-Home settings:Smart Call-Home feature: enableSmart Call-Home message's
from address: from@example.example.comSmart Call-Home message's reply-to address:
reply-to@example.example.comcontact person's email address: abc@example.comcontact
person's phone: 111-222-3333street address: 1234 Any Street, Any city, Any state,
12345customer ID: 1lllllcontract ID: 123123site ID: SantaClaraMail-server[1l]: Address:
example.example.com Priority: 1Mail-server[2]: Address: example.example.com Priority:
10Rate-limit: 60 message(s) per minute
Available alert groups:Keyword State---—-—----------—-—--"-"-"-"--"— ——————— syslog Enablediagnostic
Enableenvironmental Enableinventory Enableconfiguration Enablefirewall
Enabletroubleshooting Enablereport Enable

Profiles:
Profile Name: CiscoTAC-1Profile status: ACTIVE Preferred Message Format: xmlMessage Size
Limit: 3145728 BytesEmail address(es): anstage@cisco.comHTTP address (es):

https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic inventory message is scheduled monthly at 01:00

Alert-group Severity--—-—-—-————-—--mmmmm e inventory n/a

Profile Name: proflProfile status: ACTIVE Preferred Message Format: xmlMessage Size
Limit: 3145728 BytesEmail address(es): example@example.comHTTP address (es) :
https://kafan-1nx-01l.cisco.com:8443/sch/sch.jsp

Periodic configuration message is scheduled daily at 01:00

Periodic inventory message is scheduled every 60 minutes

Alert-group Severity-——--—-—-——————————————— e —— configuration n/ainventory n/a

Profile Name: prof2Profile status: ACTIVE Preferred Message Format: short-textMessage
Size Limit: 1048576 BytesEmail address(es): example@example.comHTTP address (es) :
https://example.example.com:8443/sch/sch.jsp

Periodic configuration message is scheduled every 1 minutes

Periodic inventory message is scheduled every 1 minutes

Alert-group Severity--—-—-—-——-—---—mmm e configuration n/ainventory n/a

WIZ, BEAAEEZ: Call Home 1 v |k % 3K/~ % show call-home events =~ > KD H /)
FlERLET,

ciscoasa# show call-home eventsDescription: Show current detected events.Supported Modes:
single mode and system context in multi mode, routed/transparent.Output:Active event
list:Event client alert-group severity active

. show b ~ show cq



I show b ~ show cq

show call-home .

(8€C) —— === == Configuration
Client configuration none 5Inventory inventory none 15

Wiz, A AEEZ: Call Home A —/V $— —D AT — X A % FKRx9 5 show call-home
mail-server status =~ > RO HfilZ =~ L £9,

ciscoasa# show call-home mail-server statusDescription: Show smart call-home configuration,
status, and statistics.Supported Modes: single mode and system context in multi mode,
routed/transparent.Output:Mail-server[1l]: Address: example.example.com Priority: 1
[Available]Mail-server([2]: Address: example.example.com Priority: 10 [Not Available]

Iz, EHWREZR T 7 — ~ 7 v— 7% KT % show call-home alert-group =~ > KD
Mol R LET,

ciscoasa# show call-home alert-groupDescription: Show smart call-home alert-group
states.Supported Modes: single mode and system context in multi mode,
routed/transparent.Output:Available alert groups:Keyword State---—--—-—-———————————————
——————— syslog Enablediagnostic Enableenvironmental Enableinventory Enableconfiguration
Enablefirewall Enabletroubleshooting Enablereport Enable

KIZ, show call-home profile profile-name |all =< > RO I &, T XTOERFHT
P77 ANBLOa—F—ERT BT 7 A VBT HERE R LET,

ciscoasa# show call-home profile {profile-name
| all}Description: Show smart call-home profile configuration.Supported Modes: single
mode and system context in multi mode, routed/transparent.Output:Profiles:
Profile Name: CiscoTAC-1Profile status: ACTIVE Preferred Message Format: xmlMessage Size
Limit: 3145728 BytesEmail address(es): anstagel@cisco.comHTTP address (es):
https://tools.cisco.com/its/service/oddce/services/DDCEService
Periodic inventory message is scheduled monthly at 01:00
Alert-group Severity-----—-—-——-—-—-------"-"-"-"-"—-- ————— inventory n/a
Profile Name: proflProfile status: ACTIVE Preferred Message Format: xmlMessage Size
Limit: 3145728 BytesEmail address(es): examplelexample.comHTTP address(es):
https://example.example.com:8443/sch/sch.jsp
Periodic configuration message is scheduled daily at 01:00
Periodic inventory message is scheduled every 60 minutes
Alert-group Severity-----—-—-——-——-------"-"-"-"-"—"-"- —————— configuration n/ainventory n/a

Profile Name: prof2Profile status: ACTIVE Preferred Message Format: short-textMessage
Size Limit: 1048576 BytesEmail address(es): example@example.comHTTP address(es):
https://example.example.com:8443/sch/sch.jsp

Periodic configuration message is scheduled every 1 minutes

Periodic inventory message is scheduled every 1 minutes

Alert-group Severity-----—-———-—---—--—--"-"—"-"-"—"—"- ————— configuration n/ainventory n/a

IZ. Call Home DO EHE M A 2779 % show call-home statistics ==~ > RO H i &2 7R
L/ \i ‘é—o

ciscoasa# show call-home statisticsDescription: Show smart call-home statistics.Supported
Modes: single mode and system context in multi mode, routed/transparent.Output:Message
Types Total Email HTTP-——————————————————— —— o — —m
———————————————— Total Success 0 0 O

Total In-Queue 0 0 O

Total Dropped 5 4 1Tx Failed 5 4 linventory 3 2 lconfiguration 2 2 0

Event Types Total-—-—-—-—-——————————-- ———————————————— Total Detected 2inventory
lconfiguration 1

Total In-Queue 0

Total Dropped 0

Last call-home message sent time: 2009-06-17 14:22:09 GMT-07:00

show b ~ show cq .



. show call-home

show b ~ show cq |

&Iz, Call Home O#EEHE#R 2 #7779 5 show call-home status =~ > RO S %27~ L
\i j‘o

ciscoasa# show call-home mail-server status

Description: Show smart call-home configuration, status, and statistics.Supported Modes:
single mode and system context in multi mode, routed/transparent.Output:Mail-server[1l]:
Address: kafan-1nx-0l.cisco.com Priority: 1 [Available]Mail-server[2]: Address:

kafan-1nx-02.cisco.com Priority: 10 [Not Available]37. ciscoasa# show call-home events
Description: Show current detected events.Supported Modes: single mode and system context
in multi mode, routed/transparent.Output:Active event list:Event client alert-group
severity active

(SeC) —===—————— Configuration

Client configuration none 5Inventory inventory none 15

Wiz, 7 F A% @ Call Home DF#EEHE# % F -~ T2 cluster exec show call-homestatistics
a<y ROEIFERLET,

ciscoasa(config)# cluster exec show call-home statistics
A(LOCAL) :*************************************************************

Message Types Total Email HTTP
Total Success 3
test 3
Total In-Delivering 0
Total In-Queue 0
Total Dropped 8
Tx Failed 8
configuration 2
test 6

Event Types Total
Total Detected 10
configuration 1
test 9
0
0

O N0 oOwO o WwWw
O O O O O o o o

Total In-Processing
Total In-Queue
Total Dropped 0
Last call-home message sent time: 2013-04-15 05:37:16 GMT+00:00

B~********************************************************************

Message Types Total Email HTTP
Total Success 1 1 0
test 1 1 0
Total In-Delivering 0 0 0
Total In-Queue 0 0 0
Total Dropped 2 2 0
Tx Failed 2 2 0
configuration 2 2 0
Event Types Total
Total Detected 2
configuration 1
test 1
Total In-Processing 0
Total In-Queue 0
Total Dropped
Last call-home message sent time: 2013-04-15 05:36:16 GMT+00:00

C~********************************************************************

o

Message Types Total Email HTTP

Total Success 0 0 0
Total In-Delivering 0 0 0

. show b ~ show cq



I show b ~ show cq

Total In-Queue

Total Dropped
Tx Failed
configuration

Event Types

Total Detected
configuration
Total In-Processing
Total In-Queue

Total Dropped

show call-home .

NN DN O
NN DN O
o O O o

Last call-home message sent time: n/a
D:********************************************************************

Message Types
Total Success
test
Total In-Delivering
Total In-Queue

Total Dropped
Tx Failed
configuration

Event Types

Total Detected
configuration
test
Total In-Processing
Total In-Queue

Total Dropped

Total Email HTTP

Last call-home message sent time: 2013-04-15 05:35:34 GMT+00:00

ciscoasa(config) #

EEav> R

avU kR

At B

call-home

CallHome 2> 7 4 Xl —3 arE— F&BBLET,

call-home send alert-group |07 5 — | Z A —7 A vtb— Dk ik(E LET,

service call-home

CallHome %14 %2 —7INVEFIET 4 —7 M LET,

show b ~ show cq .



show b ~ show cq |

. show call-home registered-module status

show call-home registered-module status

BERESNTZETY 2= VDAT—H A% FamT HI21E, FiHE EXEC & — K T show call-home
registered-module status =~ > RZEH L £,

show call-homeregistered-module status [ all ]

)

GE) (@A Fvarii, YATL LTI ARN T— R TOREHTT,

d o T XA NI TIEARLS, TS ARKESNTEY 2a— VAT —F AR LET, <
NTFarTHARE—RTEH, D7 EH 1203 THFANTEY 2—ABA R—T /L
iCENTWBEE, lal) 7Y arBngEnTcuniiE, f x—7 &N TW5S & FER

éhijﬁo

i
&

B DR

ATVRTFIFIR T 7ANFOEEREITH Y EEA,

aAavY R E—R ROFIZ, A~ FEANTELE—FEmRLET,

ARV FE— | T7AT7I24+—ILE—F X2 YF4arTFFR b
R
W=Ty bk | FSVRART | SUT)L TILF
LYk

AVTHFREM (VAT A

¥ #E EXEC o Xt o S5 o s _ . 1
avy FERE Jy— FEARAE

R

82(2) oo~ s RRBEMENELRE,

Bl KIZ, show call-home registered-module status all D HHHFIZ R L ET,
Output:
Module Name Status
Smart Call-Home

enabledFailover Standby/Active

BEav R avU kR EnBA
CallHome 1> 7 A X2l — g o F— REZBHBELET,

call-home

. show b ~ show cq




I show b ~ show cq
show call-home registered-module status .

avw vk HL:l

call-home send BEDT F—h IV —TF A vt —I%FELET,
alert-group

service call-home CallHome # A % —7NVFEFIZT 4 B—T NI LFET,

show b ~ show cq .



show b ~ show cq |
. show capture

show capture

FTFa v EEELRVEAOX Yy T F DAy T 4 Xab—a U EFTRT DI, Kk
EXEC “E— KT show capture =2~ > R&fiH L £,

[ cluster exec ] show capture [ capture name ] [ access-list access list name ] [ count number ] [

decode ] [ detail 1 [ dump ] [ packet-number number ] [ trace ]
X DERHA access-ist (EE) BEDOT 72 AVARIDODOIP 74—V REZIT LV &AL
access list_name D7 4 =N RIZESNT, Ay M 2R E TR LET,
capture_name (FAFvar) "oy b FyTFrOL4EIERELET,
cluster exec 8 77 A% Y TERETIE, D=y T show capture
av U REFRITL, TOavy REMOTXTHO2=y FCTRHKIZ
ETTEET,

count. number (LE) fRESNTT =2 D\ ry NMItEFRRLET,

decode ZOF T a X, isakmp XA T DX X T F NS U H—T = A A

WA SN TWDAHEEITHRL L E T, YDA X —T = A%l
B 5 ISAKMP 7 — 2%, LD RIZT XTHR ¥ 7F v Sh,
T 4=V RETa— RLEBIZZDOMOERE & bICFRRENE

ﬁ‘o
detail UTE) &7y MZHOWT, 7 k2 UERAENFER L ET,
dump (AFvay) T—2 Vo 7RATEIRESNZ Ay O 16 X
VIERRLET,

packet-number number f55E L7y RRENLFERABGLET,

trace By FOYER b L— AR E FZR LET,

ATVRFEIFIR ZOAVURITE TIANVMRERH Y EH A,

aAavYRE—FR ROFIZ, a~ FEANNTELE—RERLET,
ARV RFE— | T7AT7 24— ILE—F XT3 TFRE
K
IL—TvF FSUART (VT TILF
Lk
AVTEFREM |[VATLA
FitE EXEC o KFI . 5 . % - s R

. show b ~ show cq




I show b ~ show cq
show capture .

2T KRR Jy— EENE
S

7.0(1) Zoawy RBBMEnE L,

8.4(2)  IDS DHICFEMERANEIN SV E LTz,

9.0(1)  cluster exec F 7> a v auBEMENE L7,

92(1)  HT vpn-user R AA 47 filter-aaa (AT S E LT,

9.3(1)  SGTHIVA —¥xy M FXFU I OHNPBIMSIE LT,

9.10(1) GRE @ IP #EE4L B L OV IPInlP 7 72 AL DOHFH— FNBMmEnE Lo,

9.13(1)  asp-drop DX v 7' F ¥ ¥ A 761} D show capture 23 YEFE S 4L, drop DE 7 —3 3
DN EEND LI E LT,

9.20(2) #EEAR— b D show capture DFEMIZ K 7 3% E (disable & 72 1% mac-filter) 233/R
INET,

FERALDHA KS4> capture name Z157E L7ZHGIE, TOXF Y 7T Y OX ¥ T F v N 77 ONEPFRSNLE
ﬁAo

dump ¥—7— RFZHEELTH, MACTHEHRIT 16 X SR RINERA,

Rro hOFa—FHE, Xy b haric ko TRAYE, @y, Zoav s RN
%, ICMP, UDP, BLXUTCP 712 ha /LD IPFa— K& R—KrLEF, =3 29.10
(1) b, Zo=a< RiE, ICMP, UDP, B X OTCP 22\ T?D GRE B LW IPinIP 4 7%
MEDTIP T a— RHNOFRFEVFR— T B L ITHEINTVET,

297y b XY T FrOHNTN TAHL y 2ZHENL TV DL, detail F—U—F
EIRE LG BICFERSNET,

£29:1\7y b FrTFroE AR

WNry k24 | Fv TFroiAk

7

802.1Q HH:MM:SSms [ether-hdr] VLAN-info encap-ether-packet

FARP] HH:MM:SSms [ether-hdr] arp-type arp-info

IP/ICMP HH:MM:SSms [ether-hdr] ip-source > ip-destination: icmp: icmp-type icmp-code
[checksum-failure]

IP/UDP HH:MM:SSms [ether-hdr] src-addr . src-port dest-addr . dst-port : [checksum-info]
udp payload-len

IP/TCP HH:MM:SSms [ether-hdr] src-addr . src-port d est-addr . dst-port : tcp-flags
[header-check] [checksum-info] sequence-number ack-number tcp-window
urgent-info tcp-options

show b ~ show cq .



. show capture

show b ~ show cq |

WNry b 84 | Ry TFrOHARHK
7

IP/GRE ICMP encapsulated with GRE:

HH:MM: SSms|ether-hdr] carrier-ip-source> carrier-ip-destination: gre: [gre-flags]
ip-source > ip-destination: icmp: icmp-type icmp-code [checksum-failure]

UDP encapsulated with GRE:

HH:MM:SSms [ether-hdr] carrier-ip-source> carrier-ip-destination: gre: [gre-flags]
src-addr.src-port dest-addr.dst-port: [checksum-info] udp payload-len

TCP encapsulated with GRE:

HH:MM: SSms|ether-hdr] carrier-ip-source> carrier-ip-destination: gre: [gre-flags]
src-addr.src-port dest-addr.dst-port: tcp-flags [header-check] [checksum-info]
sequence-number ack-number tcp-window urgent-info tcp-options

IP/IPinIP ICMP encapsulated with 1 Pinl P:

HH:MM:SSms [ether-hdr] carrier-ip-source> carrier-ip-destination: ipip-proto-4:
ip-source > ip-destination: icmp: icmp-type icmp-code [checksum-failure]

UDP encapsulated with IPinlP:

HH:MM: SSms [ether-hdr] carrier-ip-source> carrier-ip-destination: ipip-proto-4:
src-addr.src-port dest-addr.dst-port: [checksum-info] udp payload-len

TCP encapsulated with I Pinl P:

HH:MM:SSms [ether-hdr] carrier-ip-source> carrier-ip-destination: ipip-proto-4:
src-addr.src-port dest-addr.dst-port: tcp-flags [header-check] [checksum-info]
sequence-number ack-number tcp-window urgent-info tcp-options

IP/Other HH:MM:SSms [ether-hdr] src-addr dest-addr : ip-protocol ip-length

Z D HH:MM:SSms ether-hdr : hex-dump

FERALEDHA RS 4> ASADBRIEREAD TCP ~v Z—ff& D/ v M &%(5 L. invalid-tcp-hdr-length & 1> 5 ASP

3l

Foy 7EEOEDICFONN Ty " Ry 7P LESRE. FO7y "2 E LA v F—
7 = A ATIL showcapture =~ ROMINIAT »y RBRFERINERE A,

N—3 = 2 9.13(1) LA, show capture DA MEIES 4L, T TNV a—T 4 T ERGHITT
H712®IZ, asp-drop DX ¥ T F ¥ XA TIRF RSN LI Ry A EHFERPEEND LD
WV ELT, ASP Rey P Ao 2R LI NI Ty a—T 0 7Tl FCEHIZ
XD ASP Fuy VRN EIERGFTTHEH SN TV DEAEIERIC, Na y 7O EMERLEIX
FHTT, ZoOERIZ, Ny 7ORKRRZFFEST 2 L CTHERETYT, Z OJLRERELFHT
HE, BEVRE—=Fy b ASAVY—REF, "—KRu=zT7 E7 /L, BLUWASLR A€V 7
XA MK ED ASP Ru vy 7OEMAERINET (Ka vy FOMEOT 23— RBFSIC
R0 ET)

I, ¥ TFyDar 7 4 Xal—a 2Rt a6 R~LULET,

. show b ~ show cq



I show b ~ show cq
show capture .

ciscoasa(config) # show capture
capture arp ethernet-type arp interface outside
capture http access-list http packet-length 74 interface inside

RIZ, ARPF ¥ 7 F X ICLoTHR v I Fry SN ry beRrd 282 L ET,

ciscoasa(config) # show capture arp

2 packets captured

19:12:23.478429 arp who-has 171.69.38.89 tell 171.69.38.10
19:12:26.784294 arp who-has 171.69.38.89 tell 171.69.38.10
2 packets shown

Wi, VITAXVUTBRED 1 SDOa2=y hTxy 7F ¥ I 7y haErt s
Bz~ LET,

ciscoasa(config)# show capture

capture 1 cluster type raw-data interface primary interface cluster [Buffer Full - 524187
bytes]

capture 2 type raw-data interface cluster [Capturing - 232354 bytes]

WRIZ, 7 TAZ Y TREDT N TOA=y FTHRY T F ¥ SN Ty b aFRRT
LP 2R L ET,

ciscoasa(config) # cluster exec

show capture
mycapture (LOCAL) t=—————————— -
capture 1 type raw-data interface primary [Buffer Full - 524187 bytes]
capture 2 type raw-data interface cluster [Capturing - 232354 bytes]

capture 1 type raw-data interface primary [Capturing - 191484 bytes]
capture 2 type raw-data interface cluster [Capturing - 532354 bytes]

WIZ, WA~y REAS LB T TAXZ )V ITREDO 7 7 AXZHIEHY) 7 Ty
TTF v SNy hoflERLET,

ciscoasa (config)# capture a interface cluster

ciscoasa (config)# capture cp interface cluster match udp any eq 49495 any
ciscoasa (config)# capture cp interface cluster match udp any any eq 49495
ciscoasa (config)# access-list ccl extended permit udp any any eq 4193
ciscoasa (config)# access-list ccl extended permit udp any eq 4193 any
ciscoasa (config)# capture dp interface cluster access-list ccl

ciscoasa (config)# capture lacp type lacp interface gigabitEthernet 0/0
ciscoasa(config) # show capture
capture a type raw-data interface cluster [Capturing - 970 bytes]
capture cp type raw-data interface cluster [Capturing - 26236 bytes]

match udp any eq 49495 any
capture dp type raw-data access-list ccl interface cluster [Capturing - 4545230 bytes]
capture lacp type lacp interface gigabitEthernet0/0 [Capturing - 140 bytes]

WIZ, SCGT A —H Ry NEXLITNA L H—T 2 A ZATA R —T NI/ > TV B
BlICx ¥y T F v IN=RTy hoBlERLET,

ciscoasa(config) # show capture my-inside-capture

1: 11:34:42.931012 INLINE-TAG 36 10.0.101.22 > 11.0.101.100: icmp: echo request
2: 11:34:42.931470 INLINE-TAG 48 11.0.101.100 > 10.0.101.22: icmp: echo reply
3: 11:34:43.932553 INLINE-TAG 36 10.0.101.22 > 11.0.101.100: icmp: echo request
4: 11.34.43.933164 INLINE-TAG 48 11.0.101.100 > 10.0.101.22: icmp: echo reply

show b ~ show cq .



show b ~ show cq |
. show capture

SGT A —HV Ry NEXUINA L B —T =2 ATAX—TNLOWE, A VX —T =
A RIBIERRE X &Ry NERIFF TR LNy N EZETEET, 2O,
HIJJIZ INLINE-TAG36 3 5 Z 711 & 37w NHTT, MUA v Z—T A AWET
LTy FEZELESSL, HEEDY F8A (%Y, [INLINE-TAG 36
= I AICEENEEA)

Wiz, Xy b b L= o TEMESILD GRE, IPinlP, BLOZEDMD N7 v k|
BLOAS 2 —T 24 ANOHKBOT Y 7Ty H N OHEZRLET,

GRE /X4y |k -

packet-tracer input inside gre ipv4 31.1.1.6 32.1.1.6 tcp 1.1.1.1 1234 2.2.2.2 80

packet-tracer input inside gre ipv4 31.1.1.6 32.1.1.6 udp 1.1.1.1 1234 2.2.2.2 80

packet-tracer input inside gre ipv4 31.1.1.6 32.1.1.6 icmp 1.1.1.1 8 0 2.2.2.2

IPinIP /X4 | -

packet-tracer input inside ipip 31.1.1.6 32.1.1.6 tcp 1.1.1.1 1234 2.2.2.2 80

packet-tracer input inside ipip 31.1.1.6 32.1.1.6 udp 1.1.1.1 1234 2.2.2.2 80

packet-tracer input inside ipip 31.1.1.6 32.1.1.6 icmp 1.1.1.1 8 0 2.2.2.2

BE D tep/udpficmp /34 k-

packet-tracer input inside tcp 1.1.1.1 1234 2.2.2.2 80

packet-tracer input inside udp 1.1.1.1 1234 2.2.2.2 80

packet-tracer input inside icmp 1.1.1.1 8 0 2.2.2.2

ciscoasa(config)# show capture inside

12:10:37.523746 31.1.1.6 > 32.1.1.6: gre: 1.1.1.1.1234 > 2.2.2.2.80: S

2145492151:2145492151(0) win 8192

12:10:37.623624 31.1.1.6 > 32.1.1.6: gre: 1.1.1.1.1234 > 2.2.2.2.80: udp O
12:10:37.714471 31.1.1.6 > 32.1.1.6: gre: 1.1.1.1 > 2.2.2.2 icmp: echo request
12:10:37.806690 31.1.1.6 > 32.1.1.6: ipip-proto-4: 1.1.1.1.1234 > 2.2.2.2.80: S
1501131661:1501131661(0) win 8192

12:10:37.897673 31.1.1.6 > 32.1.1.6: ipip-proto-4: 1.1.1.1.1234 > 2.2.2.2.80: udp
0

12:10:41.974604 31.1.1.6 > 32.1.1.6: ipip-proto-4: 1.1.1.1 > 2.2.2.2 icmp: echo

request

12:16:14.957225 1.1.1.1.1234 > 2.2.2.2.80: S 2091733697:2091733697(0) win 8192
12:16:15.023909 1.1.1.1.1234 > 2.2.2.2.80: wudp O
12:16:15.090449 1.1.1.1 > 2.2.2.2 icmp: echo request

\}

CE)  GRE BLOIPnIP 347 v~ ~E. TCP/UDP/ICMP 7 =t — RFEfEA M L TF a2 — R &
n, W7y haFERLET,

WOFNE, ZDa~y ROEINIRT 28 EIREZ RLCWET, Fa v 7T 550
DTaT T EH T EITBEOE R (R THEB{L) . EALRZ—F > h ASAD

. show b ~ show cq



I show b ~ show cq

show capture .

V) —2RF5, "—R7=2TET/V, BLORASLR AE Y OT F X MEEA X v 7F ¥
INTEREIN, Fay X T500E S LERIFICLET,

ciscoasa (config) # capture gtp_drop type asp-drop inspect-gtp
ciscoasa (config)# show capture gtp drop [trace]

Target: SSP

Hardware: FPR4K-SM-12

Cisco Adaptive Security Appliance Software Version 9.13.1
ASLR enabled, text region 55cd421df000-55cd47530ea9

1 packets captured

1: 15:55:58.522983 192.168.108.12.41245 > 171.70.168.183.2123: udp 27 Drop-reason:
(inspect-gtp) GTP inspection, Drop-location: frame 0x000055cd43db4019 flow (NA)/NA

ciscoasa (config) # show capture gtp_drop trace detail
Target: SSP

Hardware: FPR4K-SM-12

Cisco Adaptive Security Appliance Software Version 9.13.1
ASLR enabled, text region 55c¢d421df000-55cd47530ea9

1 packets captured

1: 15:55:58.522983 0050.560b0.0d99 5057.a884.2beb 0x0800 Length: 69

192.168.108.12.41245 > 171.70.168.183.2123: [udp sum ok] udp 27 (ttl 64, id 53384)

Drop-reason: (inspect-gtp) GTP inspection, Drop-location: frame 0x000055cd43db4019 flow
(NA) /NA

WIZ, mac-filter K2 v 7ZHNNILCHF ¥ I F ¥ SNy hoflzRLET,

ciscoasa(config)# show capture test detail
Packet Capture info

Name:test

Session: 3

Admin State: disabled

OperState:down

OperState Reason: Session Admin_Shut
Config Success:yes

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256

Session PcapSnap Len: 1518

Error Code:0

Drop Count:0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1
Pcapfile:/mnt/disk0/packet-capture/sess-3-test-ethernet-1-1-0.
pcapPcapsize:0
Drop:mac-filter
Filter:test-1-1

Packet Capture Filter Info
Name:test-1-1

Protocol:0

Ivlan: O

Ovlan: 3178

SrcIp:0.0.0.0

DestIp: 0.0.0.0

SrcIpvé6:::

DestIpv6:

SrcMAC: 00:00:00:00:00:00
DestMAC:00:00:00:00:00:00
SrcPort:0

show b ~ show cq .



show b ~ show cq |

. show capture

DestPort: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture

BEa<w> R avw U R SR BA

capture Rry b A=y 74 TBIOFR Yy hU—ZEEDUY 51T D72/
bRy TTFREEEEA R =T VI LET,

clear capture | v 7F ¥ v 77 E 7 VT LET,

copy capture |y 7 Fx 77 A )LEP—"—|lat—LFT,

. show b ~ show cq




I show b ~ show cq
show chardrop .

show chardrop

UTar )= nh Ra vy T EINTEXFOHEFRAT B2k, F5HE EXEC € — KT show
chardrop =~ > RZH L £7,

show chardrop

XD oAy RICEHBIRELES—T— FiEdb Y A,

ATVERFIFILN T IANNOBECHEITH Y EH A,

AR E—F ROEIZ, a~ F2ANTELHE—FarnLET,

ARVKE— |T7A47 04— ILE—F X2 T4 0TFR b
K
L=Ty bk | FSVART |SVT)L QILF
Ly b

AVTHRRAR | VATLA

FHE EXEC . i . b . %P . .
AT RERE J)— ZEERE

z

7.2(1) Zoawy RRNEIMESIE L,

Bl KIZ, showchardrop =~ RO NfIZ R L ET,

ciscoasa# show chardrop
Chars dropped pre-TxTimeouts: 0, post-TxTimeouts: O

BEa<w> R avw R Bz

show BUEDBIWEREZ TR L E T,
running-config

show b ~ show cq .



show b ~ show cq |
. show checkheaps

show checkheaps

checkheaps |Z B9 5 #EaHE M2 £~ T 5121%, F#HE EXEC & — K C show checkheaps =~ >
EERALET, F=vZ7b—71F, b—7 AF U Ny 77 OEFER I Na— REROES
MWERGET D EM R 7oA T (XA FIv 7 AEVIEFVAT A E—7 AEVFHEND
B4 TohET) .

show checkheaps

HET 23 8H Zoavy RIZFBIERERITF—V— NEH Y T8 A,

ATV R FI4NN T ANV NOBEERMEITH Y A,

avY kK E—FK WDOFRIZ, a2 REANTEXAE—FRE2RLET,

AXVFRFE— | T7AT7I24+—ILE—F X2 FoarvTFERbR

R

=T K FSUART (VT TILF
Lok
AVTFRE | VRTLA

Kt EXEC o i . ks . %I _ .
avy FER Jyy— ZFTEAE

A

70(1) Zoawr RRBENERELE,

Bl KIZ, show checkheaps =2~ > RO HI 2~ L ET,

ciscoasa# show checkheaps
Checkheaps stats from buffer validation runs

Time elapsed since last run : 42 secs
Duration of last run : 0 millisecs
Number of buffers created : 8082
Number of buffers allocated : 7808
Number of buffers free : 274
Total memory in use : 43570344 bytes
Total memory in free buffers : 87000 bytes
Total number of runs : 310

BEa<v R av vk | ERE

checkheaps| checkheap O fERBIIIE Z 7% E L £9,

. show b ~ show cq




I show b ~ show cq

show checksum .

show checksum

B DEREA

AR TIAIE

ATV R E—F

a7 4 X2 —arDF vl Y LEFRRTHICIE, FiHE EXEC & — R T show checksum
o< FEFEHALET,

show checksum
ZOawy FIOIBIEELIIF—U—REH Y T8 A,
Zoawry RN, TN IRENHY EH AL

ROFIZ, a~ P ANNTELE—FERLET,

ARV ENE— | TF7ATI24—ILE—F tXa)TF4a0TERXE
k
W=TFTyF | FSVRRT (DU T)L JILF
Lk
AVTXREL | VAT LA
FHE EXEC o KPS o Sf it o 5fI o i _

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

72(1) Zoo<r RBRBMENELE,

show checksum =2~ F&EHATIL, a7 4 Fa2b—Ya ONFOT VXLV~ —&
L CHEET D400 7 NV—T D16 A2F R TEET, ZOF = v 7V LARFEINDLDIL,
OV T AKX 2L —YarE T Ty a AEVITRNT D L EDOHTT,

show config =~ > K& 7213 show checksum 2~ > RO TF = v 7 H LAOFNI Ry ~ [
NFEREINTHE. ZOHNIE, BFOar 7 4 F a2 b—a UVRirAB EITEZALE—
ROA L2 —22RLTWET (ASADT T v aX—7 43 alrnbOihirs, 2%
7Ty an—=T4var~OEFEZABE) . )3 ASAPBETT TICHEASATVD
B, IANTT o7 LTWDEDITERRNWZEEZRLET, ZOAyE—U0F, [system
processing, please wait] A v E— 2TV ET,

WIZ, a7 4FXalb—yarFEqREF=v /Y re2ErmdsblzrLET,

ciscoasa(config)# show checksum
Cryptochecksum: 1a2833c0 129%ac70b 1a88df85 650dbb81

show b ~ show cq .



show b ~ show cq |
. show chunkstat

show chunkstat

T v 7T O EHERE R R T HI2IE. FHEEXEC E— K Cshowchunkstat 2~ > K%
FALET,

show chunkstat

EXDiiHA ZOavwy FIESIBEELITF—TV—RNEIH Y A,

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

AT KR E—FK WDOEIC, a2 R ANTEXHE—FE2 R LET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b

K

W=TFTyk | FSVRRT (DU T)L JILF
LYk
AVTERE | VARTLA

§HE EXEC * I o %I o b — e
avy FERE Jy— ZFEAE

Z

7.01) Zoo<wr RRBMENELE,

FRELEOHA KSqy ZOa~vry FomAE, ECHHAEHTHY . BERIZITEZRAZNATT,

Bl Wiz, F o BT B EHE A SRS A AR LET,

ciscoasa# show chunkstat

Global chunk statistics: created 181, destroyed 34, siblings created 94, siblings destroyed
34

Per-chunk statistics: siblings created 0, siblings trimmed 0

Dump of chunk at Oledb4cc, name "Managed Chunk Queue Elements", data start @ Oledbd24,
end @ Oleddcb54

next: Oleddc8c, next sibling: 00000000, prev sibling: 00000000

flags 00000001

maximum chunk elt's: 499, elt size: 16, index first free 498

# chunks in use: 1, HWM of total used: 1, alignment: 0

Per-chunk statistics: siblings created 0, siblings trimmed 0

Dump of chunk at Oleddc8c, name "Registry Function List", data start @ Oleddea4, end @
0lede348

next: Olede37c, next sibling: 00000000, prev sibling: 00000000

flags 00000001

maximum chunk elt's: 99, elt size: 12, index first free 42

# chunks in use: 57, HWM of total used: 57, alignment: 0

. show b ~ show cq



I show b ~ show cq

EEav> R

av>v R SRER

show Ta Na)V ARy h oA EFRRFLET,
counters

show cpu CPU OfEARBUICEET 2 E®RER R LET,

show chunkstat .

show b ~ show cq .



show b ~ show cq |

. show class

show class
T RAZEINYTOHNTZa T XA N ERRT DHITIE, FiHE EXEC £— R Tshowclass 2+
RZEMFHLET,
show class name

X DA Me 20 LFE TOXFH TAEIERELET, T 74/ I T RELRRTHIZIE, LEiE L

AR FIAILE

T default & AT LET,

77 4N FOEIERLEIZH Y EE A,

ROKIZ, A~ P ANNTELHE—FaxRLET,

AR FE—F
JVDF%— 7747¢T_»%_P t$1U?43>?$ZF
k
=Tk FSVART (V2T TILF
Lk
AVTHERAR | VRTLA
¥ #E EXEC o 5 « s _ _ .
av Y FER Jyy— FTEHRER
R
721 Zoawr RRBMERE LS,
4 WKIZ, show classdefault =~ > RO Bl ZR L ET,

ciscoasa# show class default

Class Name Members ID Flags

default All 1 0001
E&Ea<UF avvk B

class VY)—RA 7T A ERELET,

clearconfigureclass | 7 S 2 2> 7 4 X2l — a0 %27 VT LET,

context YXa2lT 4 aryTXRAMERELET,

limit-resource 7T ADY V—AHIRERELFET,

member aAVTHRAREY YA Y T RATEY Y TET,

. show b ~ show cq




I show b ~ show cq

show clns .

show clns
IS-IS @ Connectionless Network Service (CLNS) {&#i & £/Rx7 2121%. ¥ EXEC E— R T
showclns =< R&MH L E9,
show clns { filter-set | interface [ interface name ] | is-neighbors [ interface nhame ] [ detail ] |
neighbors [ areas] [ interface_name] [ detail ] | protocol [ KA ]| traffic [ since { bootup
| show } 71 }
BX DA areas (7> a ) CLNS v v F = U 7R 2 Fom L £,
bootup 7 — R 7 v 7LD CLNS 71 b 2 ViaHE M a2 FRr LT,
detail (A7 ay) k2T MMCBEEMT ORI TEERLET, £9 T
RWGAEIE, P~ U —RREDPREE SN E T,
domain (A7 a) CLNS RAAL v DN—T 47 Fa hal Fak AERE £
RLET,
filter-set CLNS 7 4 V& &y FaFRRLET,
interface CINS A U H—T 2 A ADAT—H A LBREERRFLET,

AR FIHILE

avU R E—F

interface name  ({£&) A v X —7 = A AL &HIEELET,

isneighbors IS A N—REERIfRZZR LES, R A== P UE BEShA TV T
YT ETY— b EhET,

neighbors TR AT A (BS) . Hik 2T (IS) . BEIO~ALF hR e JHE
Intermediate System-to-Intermediate System (M-ISIS) A N—% KR L £7,

protocol CLNS V—F 4> 7 Za ba) FewRERsFERrLET, e tb2o
DNV—T 47 7TatA, LUV 1 BIRL-VL 2 NEICHFEL, EHIL%
WEAELH D ET,

show Z D show a2~ REFEBITHEHE L7ZLIFEO CLNS 7'u b a Vi ERE F
ALET,
since ERE) 7— R T v 7L, £713 20 show a2~ REFEBICHEHE LB

DUV IHD CLNS 7' b 3 L#EEH A2 R R L £,

traffic ZON—ZNERFELIZCLNS X7y h&2 U A R LFET,

77 4V FOBIEREIZH D EE A,

WDFRIZ, a~vr REANTEHE—RERLET,

show b ~ show cq .




. show clns

show b ~ show cq |

ARV KE— | TF7AT7 2+ —ILE—F Xa)T4a0FFR+b
R
L=Ty bk | FSVRART VDT TILF
Lyt
AVTFFRE | VRTL
¥EHE EXEC . % — . s —
av Yy FER Jyy— EERE
2
9.6(1) o=~y RINBINSHE LT

FREDHA FS14 Y

1

Dz~ RIXIS-IS @ CLNS A LE T,

DLFOHATIE., 7410% By FBKROa~vy RCEHRSNTEBDERELTWE

B

ciscoasa(config)# clns filter-set US-OR-NORDUNET 47.0005..

ciscoasa(config) # clns filter-set US-OR-NORDUNET 47.0023...

ciscoasa(config)# clns filter-set LOCAL 49.0003...

wIZ,

ciscoasa# show clns filter-set

CLNS filter set
permit 47
permit 47

CLNS filter set
permit 49

/N

US-OR-NORDUNET
.0005. ..
.0023...

LOCAL

.0003...

interface =~ > RO AflZ R L E7,

ciscoasa# show clns interface

GigabitEthernet0/1 is up,

Checksums enabled, MTU 1500

ERPDUs enabled, min.

interval 10 msec.

show cInsfilter-set =~ > FOHHIFIZRLET,

line protocol is up

DEC compatibility mode OFF for this interface
Next ESH/ISH in 0 seconds

Routing Protocol:
Circuit Type:
Interface number 0x0,
Level-1 Metric:

c2.01

DR ID:

IS-IS
level-1-2

10,

Level-1 IPv6 Metric: 10
Number of active level-1 adjacencies: 3

Level-2 Metric:
c2.01

DR ID:

10,

Level-2 IPv6 Metric: 10
Number of active level-2 adjacencies: 3

. show b ~ show cq

Priority:

Priority:

64,

64,

Circuit ID:

local circuit ID 0Oxl1
Circuit ID:

c2.01

c2.01

=2V TRBIOCVYTINA v E—T oA ZADEREE DD show clns



I show b ~ show cq

show clns .

Next IS-IS LAN Level-1 Hello in 1 seconds
Next IS-IS LAN Level-2 Hello in 1 seconds

3K 30: show cins interface D 7 « —JL K

J4—ILF

Bl

GigabitEthernet0/1 is up, line
protocol is up

A HE =T 2 AANT v I T, T4 7a haviny 7T
HHZ EERLET,

Checksums enabled

A X =T NVEEITT 4 B—T M TEET,

MTU

BREEES, (MTU) O%AICHIEFIL. o v 2 —T =
A ADINry MTRET D KRARET A A TT,

ERPDUs

Error Protocol Data Unit (ERPDU) DZEfKICEIT B [EH % Fx
LET, A X—TNERET 4 =TI TEETS, A F—
TNDEGAE, HESNTERIBEL Y GHEEICEHEINEEA,

RDPDUs

Redirect Protocol Data Unit (RDPDU) DARIZRET B 1EH % &
RLET, A FX—TNVEFIT 4 E—T NI TEET, 4 F—
TNDgGE, FBESNTEMBE D bHEICEEINETA,
T RLVASAINA X—=TNVDHE, VEAL LT BT KL
A YA CHEEINET,

Congestion Experienced

CLNS N\l ey &4 e T 5 00nE " LET,
FI7 I MI. Fa—WNIZ4 Ny NEBZA Yy BB
HHEARIZZOE Yy "R F£9,

DEC compatibility mode

Digital Equipment Corporation (DEC) AN A Rr—7 /L E D
MaeRLET,

Next ESH/ISH

DT K A5 5 (ES) hello £7/-1%F ks 25 & (IS)
hello 23V DZ DA U H—T = A ATEEINTZ0ERLET,

Routing Protocol

DA E—T 2 A ANBETHZY T HEY A NLET, EH.
AV HF—T 2 A AT OO T ORIIFELET,

Circuit Type

A B —T A ARB—H N L—F 7 (LUL]) | T
V7 Vv—T 47 (LL2) | Flhidue—Aarsltzl
TN—=T 47 (LoyL122) IR L TEREINNTWNDLNE
IMERLET,

show b ~ show cq .



. show clns

show b ~ show cq |

J4—ILFK SR BA

Interface number, local circuit |k D—HD 7 ¢ —/L RiL, Intermediate System-to-Intermediate
ID, Level-1 Metric, DRID, |System (IS-IS) (ZB3 2 AR R L £, IS-ISIZX LT,
Level-11Pv6 Metric, Numberof| L)L 1 BL N2 A NU » 7 7 asx7 ¢ [\ ID,
active level-1 adjacencies. BT 7T 47 Lo 1 B~V 2 BEERIRE R E

Level-2 Metric, DRID. Level-2 | &1 ¥ 9,
IPv6 Metric, Number of active
level-2 adjacencies, Next IS-IS
LAN Level-1, NextIS-IS LAN
Level-2

BFD enabled BFD 3A v Z— T = A A TA F—T7 LT,

&IZ, show clnsis-neighbors =~ > RO B2~ LET,

ciscoasa# show clns is-neighbors

System Id Interface State Type Priority Circuit Id Format
CSR7001 inside Up L1L2 64/64 ciscoasa.0l Phase V
CSR7002 inside Up L1L2 64/64 ciscoasa.0l Phase V

% 31: show clns is-neighbors M 7 4 —)L K

TJ4—ILF AR

System Id VAT AD 1D A,

A B =T oA A|NV—EDBRHEINDA o H—T A A,

7N BEEEIREE, Up 38 £ OV Init 23IKHEE T, show clns neighbors D] 2 2 L
TLIEEY,

HAT L1, L2, BXLWLIL2 # 1 DB, show cinsneighbors DFnH] % 2
LTLEEN,

TIAZTIT 4 | BEHRAN=BT RRXZA XL TCWDBISISTIA AV T 4, A VX —T =
AADIRTEIS-IS V—ZIZH LTI T TA T VT 4 DEWORA N —358%

EnEd,
Circuit Id FREIS-IS V—Z DR A B —T = A AT DDA =Dk,
£ FAN=NT7 =2—AV (0SI) BEHEE71L7 =— X1V (DECnet) BHZOU
TNThoNERLET,

iz, show clnsis-neighborsdetail =~ > KOl E /R L £,

ciscoasa# show clns is-neighbors detail

System Id Interface State Type Priority Circuit Id Format
CSR7001 inside Up L1L2 64/64 ciscoasa.0l Phase V

Area Address(es): 49.0001
IP Address (es) : 1.3.3.3*

. show b ~ show cq



I show b ~ show cq

Uptime: 00:12:49
NSF capable

show clns .

Interface name: inside
CSR7002 inside Up L1L2 64/64 ciscoasa.0l Phase V
Area Address(es): 49.0001
IP Address(es): 20.3.3.3%
Uptime: 00:12:50
NSF capable
Interface name: inside

iz, show cinsneighborsdetail ==~ > RO HHI 2R L £,

ciscoasa# show clns neighbors detail

System Id Interface SNPA State Holdtime Type Protocol
CSR7001 inside 000c.2921.£f44 Up 26 L1L2
Area Address(es): 49.0001
IP Address (es) : 1.3.3.3%*
Uptime: 01:16:33
NSF capable
Interface name: inside
CSR7002 inside 000c.2906.491c Up 27 L1L2
Area Address(es): 49.0001
IP Address(es): 20.3.3.3*
Uptime: 01:16:33
NSF capable
Interface name: inside

iz, show clnsneighbors 2~ > RO HHI 2R L £,

ciscoasa# show clns neighbors

System Id Interface SNPA State Holdtime Type Protocol
CSR7001 inside 000c.2921.£f44 Up 29 L1L2
CSR7002 inside 000c.2906.491c Up 27 L1L2

3K 32:show cins neighbors D 7 « —JL F

J4—ILF

Bl

System Id

TUTHDOY AT KEBHIT 5 6 /3 M,

AR =T A&

VAT LADFETA U H—T = A,

SNPA TRy MU= T HHR, AT =% V7 T RLATTY,
7N ES. IS, F72i1% M-ISIS DIRHE,
e Init : A7 AIEIS T, IS-IShello A vE—V %2R L TWVET, IS-IS
. RAN—ZBREERIC RV E R LET,
«Up: ES £7IX IS NEIEFRETH D LFEIE L TWET,
Holdtime ZOBBERRT S N UBRYA LT T N D ETOREL

show b ~ show cq .



. show clns

show b ~ show cq |

J4—ILFK

Bl

S2AT

BEEEBAMR D 2 A 7, FIR SN D WREMED & DHITRD L B T,

+ES: =2 RV AT ABEERAFRAY, ES-IS7' 1 b2/l L TR S
7= FRIFEICERESNE LT,

oIS : — FEHERMR AN, BS-IS ' ha i AL ThRE AN, F
TIEERICRES N E L,

o M-ISIS : /b— & Bzff& N, <~/ F bR P 1SS 71 a4 L
THRHIhE L=,

oLl : LUl —T 4 T DIHDN—H 2 B%,
LIL2 : L L 1 BIRL~UL 2 V—F ¢ v 7DV —Z R,

L2 : LUV 2 DHDN—H HERR,

Protocol

ERRAFE SN -7 e han, a7 han ) —x, ES-IS.
IS-IS, ISO IGRP, Static. DECnet, 3 X Ut M-ISIS T,

KIZ, showclnsprotocol =~ > RO SFIERLET,

ciscoasa# show clns protocol

IS-IS Router
System Id:

0050.

0500.5008.00 IS-Type: level-1-2

Manual area address|(es):

49.0001

Routing for area address(es):

49.0001

Interfaces supported by IS-IS:

outside -
Redistribute:
static

RRR level: none

Generate narrow metrics:
Accept narrow metrics:
Generate wide metrics:
Accept wide metrics:

IP

(on by default)
Distance for L2 CLNS routes:

110

level-1-2
level-1-2
none
none

&Iz, showclnstraffic =~ > FOHAHIEZ R L 9,
ciscoasa# show clns traffic
CLNS: Time since last clear: never
CLNS & ESIS Output: 0, Input: 8829
CLNS Local: 0, Forward: O
CLNS Discards:
Hdr Syntax: 0, Checksum: 0, Lifetime: 0, Output cngstn: 0
No Route: 0, Discard Route: 0, Dst Unreachable 0, Encaps. Failed: 0
NLP Unknown: 0, Not an IS: O
CLNS Options: Packets 0, total 0 , bad 0, GQOS 0, cngstn exprncd 0
CLNS Segments: Segmented: 0, Failed: 0
CLNS Broadcasts: sent: 0, rcvd: 0

Echos: Rcvd 0 requests,
Sent 0 requests,

. show b ~ show cq

0 replies
0 replies



I show b ~ show cq

show clns .

ESIS(sent/rcvd): ESHs: 0/0, ISHs: 0/0, RDs: 0/0, QCF: 0/0

Tunneling

(sent/rcvd): IP: 0/0, IPv6: 0/0

Tunneling dropped (rcvd) IP/IPV6: O

ISO-IGRP:
ISO-IGRP:

Querys (sent/rcvd): 0/0 Updates (sent/rcvd): 0/0
Router Hellos:

(sent/rcvd): 0/0

ISO-IGRP Syntax Errors: 0
Time since last clear: never

IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:

Level-1 Hellos (sent/rcvd): 1928/1287
Level-2 Hellos (sent/rcvd): 1918/1283

PTP Hellos (sent/rcvd): 0/0

Level-1 LSPs sourced (new/refresh): 7/13
Level-2 LSPs sourced (new/refresh): 7/14
Level-1 LSPs flooded (sent/rcvd): 97/2675
Level-2 LSPs flooded (sent/rcvd): 73/2628
LSP Retransmissions: 0

Level-1 CSNPs (sent/rcvd): 642/0

Level-2 CSNPs (sent/rcvd): 639/0

Level-1 PSNPs (sent/rcvd): 0/554

Level-2 PSNPs (sent/rcvd): 0/390

Level-1 DR Elections: 1

Level-2 DR Elections: 1

Level-1 SPF Calculations: 9

Level-2 SPF Calculations: 8

Level-1 Partial Route Calculations: 0
Level-2 Partial Route Calculations: 0

LSP checksum errors received: 0
Update process queue depth: 0/200
Update process packets dropped: 0O

% 33:show cins traffic D7 « —JL K

J4—ILFK i BA

CLNS & ESIS Output

ZD—ZPEE L=y hOAFE,

A ZDON—ENZAGZ LT oA R,

CLNS Local ZON—ZIZEoTERSNT ATy MR Y A M LET,
Forward ZON—FPERE LTy NMItE D A N LET,

CLNS Discards CLNS MBEH L= 7 v b EZOBEFEMBEE U A FLET,
CLNS Options CLNS "7y NNTHROh oA 7T a v 2V AR LET,

CLNS Segments

B A L MEESNTE ATy FOFE Nry R AU
BTERPSTEZ LI R TRAELEERE Y X FLET,

CLNS Broadcasts PEZIESHIZ CLNS 7 — R v 2 hO$E U 2 F LET,
Echos SZEShoa—FRAry N a—RE Ry hOME

VARNLET, 207 4=V ROBADITIZIE, BEEINE
Ta—FRNry e a—mE Ny hOFEY AN LE
j—o

ESIS (sent/rcvd)

EZEINEZ R VAT A Hello (ESH) | Wiy 25 A
Hello ISH) . BLQV F AL +OEEY XA LET,

show b ~ show cq .



show b ~ show cq |

. show cins
TJ4—ILF Bl
ISO IGRP %5215 & 4172 1SO Interior Gateway Routing Protocol (IGRP) @
7Y —BRLUOEHORERRLET,
Router Hellos R AE ST ISO IGRP /L—# hello /37 v F O¥aFRR L&
7
IS-IS: Level-1 hellos (sent/revd) | 3£52(2 X417 L~V 11S-IShello 7347~ F O EFE R LET,
IS-IS: Level-2 hellos (sent/rcvd) | 26522 S 7= L~UL 2 D IS-IS hello /3% v NO#AEF R L E
R
IS-IS: PTP hellos (sent/rcvd) UTNN T EBLUTEZESNEARA S N —RA b
D IS-IS hello 737 v s D ZEFR L E T,
IS-IS: Level-1 LSPs (sent/rcvd) | 3EZ{E XN~V 1 DY 7 27—k Fa hal F—&
2=y k (PDU) OFEERLET,
IS-IS: Level-2 LSPs (sent/revd) | 525 &N/ L~L2D Y » 7 27— FPDU D EF R L £
R
IS-IS: Level-1 CSNPs (sent/revd) | 265215 & 4172 L~UL | Complete Sequence Number Packet
(CSNP) O aFRLET,
IS-IS: Level-2 CSNPs (sent/rcvd) | 135525 7= L~UL 2 D CSNP O FE R LE T,
IS-IS: Level-1 PSNPs (sent/revd) | 265215 & 4172 L~ | Partial Sequence Number Packet (PSNP)
D AERRLET,
IS-IS: Level-2 PSNPs (sent/rcvd) | 3552 {2 7z L~UL 2 @ PSNP O¥ A2 F R LE T,
IS-IS: Level-1 DR Elections LUl 1 OREN—F DBRENMTON-REEFE R LET,
IS-IS: Level-2 DR Elections L~UL 2 OEEL— 2 OBEMNMTONT-RIEEFERLET,
IS-IS: Level-1 SPF Calculations | L ~L | O S AES: (SPF) Y U —EHE S - mlkk s %
/?\‘ L/ i ‘g—o
IS-IS: Level-2 SPF Calculations | L-~/L 2 @ SPF ¥ U —NtHE SNz [m iz Rr L ET,
EEa< R av YR Bl
advertise passive-only RS T A B —T oA AT RREZ A XTAHIIITASA %
BRELET,
area-password IS-IS = U 7RG SR T — RERE L ET,

. show b ~ show cq
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show clns .

avy kR

B

authentication key

IS-IS DFFEE 7o — LV THEZLET,

authentication mode

T — NI 1SS A v A Z v ATk L TIS-IS 234 |k Cfifi
ﬁﬁéhéwuu £ — }‘@54}7%":}: H/:Eﬂbijﬂo

authentication send-only

I

Ta—r U7 IS-IS A4 VAKX VAT, EEENSE (ZETIE
7ch<) IS-IS /\b‘/ ]\TUD«@M&%)%ﬁéﬂéi 9 %&h Li
ﬁ‘o

clear isis

IS-IS 7 — X #EEx= 7 V7 LET,

default-information originate

IS-ISV—F 4 T RAL LV ~DF T H )L R — hEERKRLE
ﬁ‘o

distance

WD HETHhD T
% l—/\i—g—O

IS-IS v haic kBRI L— T
RI=ZA ML —T 4T TARI LV AETE

domain-password

IS-IS KA A VERFE/ AT — REZELET,

fast-flood

ISFISLSP N7 WA L HIC:ELET,

hello padding

IS-IS hello & 7 /L MTU A RITREL T,

hostname dynamic

IS-IS# AT v BRAMEREEZANILET,

ignore-lsp-errors

W T = 7Y% 5 =T —0D5H 5 IS-ISLSP #515 L7541
LSP /=3 5D TR HHET DL IICASA R TELF
T,

isis adjacency-filter

IS-1S EHEEIR DML 2 7 4 L ZWUER U £,

isis advertise-prefix

ISISA v X —TxA AT, LSP 7 RARX A XA MEEHL
THmTOXRy hT—=IDISIS T VLT 4 v 7 ZA%T RARKA
ALET,

isisauthentication key

4’V5~714’7\61i¢ﬁ‘6n,uuﬁ%7ﬁxﬁ L/i‘j‘o

isis authentication mode

AVH—=T 2 AT, AV AX AR LTISIS 87
MO ENLHIEE— RDZ A TERIEELET,

isisauthentication send-only

EEEIND (ZETIEARL) ISIS 237y Mk L ToOREG
EFETTHEIIC, A v B —T oA ATEDISIS AV AZ Y
AERELET,

isiscircuit-type

IS-IS THEA SN ABEEBRD ¥ A T2 BRE L E T,

isis csnp-interval

Ta—R¥xy A ML E—T A A LTEHICCSNP 37 >
MREESINLRREERELET,

show b ~ show cq .



show b ~ show cq |
. show clns

avo kR B

isishelo-interval IS-IS 733##¢ L Chello/X7 v h &2 XETHRFRBOESZfEL
9,

isis hello-multiplier FANR=NRIEL T Z LN TEBHIS-IShello 737 v DR K

EEEELET, RELINEZ Ty MR ZOEEZEZS
CLASAITBENRA YL L TWALEES LET,

isis hello padding IS-IShello # A > % —7 = A4 AZ L D7 )L MTU A RIZRTE
L/iﬁ‘o

isislsp-interval A B —T = A AT L O D IS-IS LSP 2415 [ O AE R
ERELET,

isismetric IS-IS A MY v 7 D ZHEELET,

isis password A B =T oA ADRBRIFRAT— FEHFRELET,

isispriority A B =T 2 A ATORESNTZASA DT TAF VT ¢ &%k
ELET,

isis protocol shutdown AUV B =T 2 AZTLIZIS-IS 7’1 b a/LE Mz LET,

isisretransmit-interval A B —T x4 A LD IS-IS LSP O FHEEMOMM 2 3% E L
7,

isisretransmit-throttle-interval | 1 » % — =7 = Z =D& 1S-IS LSP D 2412 B DR 2 3% E L
i‘é—o

isistag IP7 L7 4y ABLSPICHIASN L &I, /10 F—Tx
A ACREESNTZIP T RLRIZE T %5 EELET

istype [S-ISIV—F 4 7 Tkt ADN—F 4 7 L~UL&E ) 4T
i‘a—o

log-adjacency-changes NLSPIS-IS B RfR N 2T — N &L H (7T v FE 7134 7 0)
THEIT, ASADR T Ay —V% AR TELLIICLET,

Isp-full suppress PDUMN 7 W oT- & &2, IiflEnsL—hEaRELET,

Isp-gen-interval LSPARDIS-IS Ay Y v T hEDAF<AL ALET,

Isp-refresh-interval LSP O EFTHIR AR E L7

max-area-addr esses IS-IS = U 7 DEBBMOFET FLAZHELET,

max-lsp-lifetime LSP AN EH SN ASA DF —F _XR— AN THREF SN DK

Rz e L7,

maximum-paths IS-IS D~V FNRA =K =T Vo T a#ZELET,

. show b ~ show cq
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show clns .

avo kR B

metric TRCDISIS A v H—T =2 A ADA MY v J{l%E 71—
AR LET,

metric-style FIRAZ AN, S, BIWMEATZ V=7 b (TLV) ZAERK
L. TLV ®H%=ZFAND K 512, 1S-IS ZFH# L T\ 5 ASA
EERELET,

net V—F 7 Fuat ADNET 3 RELET,

passive-interface

Ry T A B =T oA ZAEBHELET,

prc-interval

PRCOIS-IS 2y ") v T2 AZ<A X LET,

protocol shutdown

A B —T =2 A AL CHEEREFEMR L TLSP 77— % X—2X
VT HILENTERNEIIZ, ISFISTr harz s o—
FSLTEZNZ LET,

redistributeisis

FRZL~UL I B LL 2~ 23 L~0 2 s L |
~, IS-IS b— b & il L E T,

route priority high

IS-ISIP V7 4 w7 ANA TTAF )T 4 ZEID Y CE
?—0

router isis

IS-IS V=T 4 T A F—T M LET,

set-attached-bit

LoyL ] & Ly 2 D L— %8 Attach By 2 FRET D00
ERHDLLGEOHINERREE LET,

set-over load-bit

SPFEHEOFMA v 7 & L THEATE 22\ L &2 fho /L —X|Z
WETH LT ASA ZHRELET,

show clns

CLNS EHDOEFEREFR RS LET,

show isis

IS-IS DIFH A= TR L ET,

show routeisis

IS-ISV— h&EFRLET,

spf-interval

SPFEtFDISIS Ay h Y T ENAS A AL ET,

summary-address

IS-IS DEMT R AEERR L ET,

show b ~ show cq .



show b ~ show cq |

. show clock

show clock

ASA 1A ZFHrd 5i121L, =—YP —EXEC £— R Cshowclock =<~ > REFEH L £,

show clock [ detail ]

X DA deal (&) 7uvy s V—A2 NTP E/-lia—HF—ar 74 X¥al—gy) LHAEDE
MRk E (FFET58A) 2#FrLET,

ATV R FI4INA L T AN FOBESEIZH Y EE AL

avYRKRE—FK WDOEIZ, a2 FEANTEHE—RE2RLET,
AR KE— | TF7AT 74— ILE—F XT3 THFRE
K
IL—FTv K FSUART (VUL <ILF
LYk
AVTFXRARM | VAT LA
L o Xt o Xt o Xt o Xt o Xt
EXEC
avy RERE J)— ZEERNE
Z

70(1) Zoawr RREBNERELE,

#l &Iz, showclock =2~ RO HHIZRLET,

ciscoasa# show clock
12:35:45.205 EDT Tue Jul 27 2004

iz, show clock detail =~ > FOH B ZR L FT,

ciscoasa# show clock detail

12:35:45.205 EDT Tue Jul 27 2004

Time source is user configuration

Summer time starts 02:00:00 EST Sun Apr 4 2004
Summer time ends 02:00:00 EDT Sun Oct 31 2004

BEEav R av U R SR AA
clock set ASAD7 v v/ TR TRELET,
clock B2 £+ 5 A o®EEZRELET,
summer-time

. show b ~ show cq




| show b ~ show cq .
show clock

avU kR Bl

clock timezone | 2R E L £,

ntp server NTP H—_"—%fEEL £,

show ntp status  (NTP7 Vo o—3 g LV DAT—H A2 Fmr LET,

show b ~ show cq .“



. show cluster

show cluster

7 T AR BROER)T — X E1213F DOMOTEREFRRT HI2IEL, FibE EXEC E— KT show

cluster i~ RZfEHA L £,

show b ~ show cq |

show cluster [ chassis ] { accesslist [ acl name] | conn [ count ]| context [ context name] |
cpu [ usage ] interface-mode | memory | resource | service-policy | traffic | xlate count }

B DEREA

AR R TFIAILE

ATV R E—F

access-list [acl_name]

7R ERRTHICIEL, acl_name &E AT LET,

TIEZAR)—Dby N BT EERLET, BED ACL DOF

chassis

Firepower 9300 ASA X = U7 4 EV 2 —/L{IDOWNWT, ¥ —ID
7 AL RERRLET,

conn [ count ]

P OO, T XTHh2=y N TOEFEEFRRLET, count
X—U—REANTD L, BB RERINET,

context [context_name |

TNF AL THFARNE—RTOEF2VT 4arTFA NI LEOff
AR EER L FET,

cpu [ usage] CPU D HI=IFH A FR L £

interface-mode JITAR A B —T 2 AET—RKeFrLET (spanned F 721
individual)

memory VAT A AEVMARREDOEREE R LET,

resour ce usage VAT A Y YRR ERRLET,

service-policy

MPF r—E 2 R Y O —#EHEmEERLET,

traffic

N7 T4y I HGEHEREFRR L ET,

xlate count

BUED LR E TR LET,

T 7 x /v N OEERLHEIZH Y AL

RORIZ, a~v 2 FEANTELE—RERLET,
ARV KRE— | T7AT774—ILE—F XxaYFaVTFERE
K
=Ty Kk FSURART (VT L <ILF
LYk
AVFERE | YRTL

. show b ~ show cq




I show b ~ show cq

show cluster .

avy RERE

FRLEDHA KS14 Y

1

))—X EEAR
9.0(1) Zoawr RpBENEhE L,

9.4(1)  service-policy F—U— KBNS E LT,

9.4(1.152) chassis ¥—U— F23@in&EnE L=,

9.9(1)  context F¥—U— R2vBIMENE LT,

show cluster info =~ > R X O show cluster user-identity =~ > RHE ML T 72 &0,

&Iz, show cluster accesslist =~ > RO 2R L ET,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-list 101; 122 elements; name hash: 0Oxe7d586b5

access-list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b77d

access-list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedf4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) Ox5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13 (hitcnt=0,
0, 0, 0, 0) 0xle68697c

access-list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access—-list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44 (hitcnt=0,
0, 0, 0, 0) 0xdcl04200

access-list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0Ox2c7dbald

R OERED, T_TOa2=y FTOEFHBEELRRT HICIE, KOLBVIZATL
ij_o

ciscoasa# show cluster conn count

show b ~ show cq .



show b ~ show cq |
. show cluster

Usage Sumary In Cluster:*********************************************

200 in use (cluster-wide aggregated)
ClZ (LOCAL) :***********************************************************

100 in use, 100 most used
Cllo******************************************************************

100 in use, 100 most used

BEEav R av ok Bz

show cluster info 7S AREREFR LUET,

show cluster user-identity | 7 5 2 & o —4 — D 1F#I L OWEEHE#MA R R L ET,

. show b ~ show cq



I show b ~ show cq

show cluster history .

show cluster history

7T AEDA X NEREERART DL, FiME EXEC E— R T show cluster history =2~
EHEALET,

show cluster history [ brief] [ latest [number] ] [reverse] [time [ year month day
] hh:mm:ss]
BX DA brief — A X N EBRS 7 T AR EREFR R LET,

AR R TFI4ILE

AT R E—F

BHTOARY NERRLET, T 740 T, &HFDOS51204
Ry MMRERENFET, number ZIEETHZ & TA U MO
11— S5S12 IZHIRCE FT,

latest [number]

reverse AR NEWONEFCERRLET,

time [ year month day] FRESNTCHRELVEIOA N FERRLET,

hh: mm:ss

T 7 4/ FOEBERLEIZH U AL

ROKIZ, a~ P ANNTELHE—FaxRLET,

AXVFRFE— | T7AT7I24+—ILE—F ttXaFoarvTFEREb
K
W=Ty bk | rSVRART |V T)L TILF
L2k
AVTFRAEL | VAT LA
FitE EXEC o i .« s . %S _ .

avwy FERE

FRLEDHA KS1 Y

J)— EERE
A

9.0(1)  Zoavr RRBMEShELE,

9.14(1)  WARMEREN, "I TNV a—T 4 VT OFIBRR RTINS LIV E LT,

9.16(1) brief, latest, reverse. time¥x—U— RN BEMENE L7,

9.19(1) =~ KHIE, Master & Slave 7»5 Control_Node & Data Node [ZZH SivE L
77

Wiz, show cluster history time =~ > RO %2R~ L £7,

asal (cfg-cluster) # show cluster history time august 26 10:10:05

show b ~ show cq .



show b ~ show cq |
. show cluster history

From State To State Reason

10:08:49 UTC Aug 26 2020
DISABLED DISABLED Disabled at startup

10:09:43 UTC Aug 26 2020
DISABLED ELECTION Enabled from CLI

10:10:01 UTC Aug 26 2020
ELECTION ONCALL Event: Cluster unit A state is CONTROL NODE

10:10:02 UTC Aug 26 2020
ONCALL DATA NODE COLD Data Node proceeds with configuration
sync

10:10:02 UTC Aug 26 2020
DATA_NODE_COLD DATA_NODE_CONFIG Client progression done

10:10:04 UTC Aug 26 2020
DATA NODE CONFIG DATA NODE FILESYS Configuration replication finished

10:10:05 UTC Aug 26 2020
DATA_ NODE_FILESYS DATA_NODE_BULK_SYNC Client progression done

&IZ, show cluster history brief =< FOEHIFIZ R L ET,

asal (cfg-cluster) # show cluster history brief

From State To State Reason

10:08:49 UTC Aug 26 2020
DISABLED DISABLED Disabled at startup

10:09:43 UTC Aug 26 2020
DISABLED ELECTION Enabled from CLI

10:10:02 UTC Aug 26 2020
ONCALL DATA NODE COLD Data Node proceeds with configuration
sync

10:10:02 UTC Aug 26 2020
DATA NODE COLD DATA NODE CONFIG Client progression done

10:10:04 UTC Aug 26 2020
DATA NODE CONFIG DATA NODE FILESYS Configuration replication finished

10:10:05 UTC Aug 26 2020

. show b ~ show cq



I show b ~ show cq
show cluster history .

DATA_ NODE_FILESYS DATA_NODE_BULK_SYNC Client progression done

IZ, show cluster history latest =2~ > RO HHZR L £,

asal (cfg-cluster) # show cluster history latest 3

From State To State Reason

10:10:05 UTC Aug 26 2020
DATA NODE_FILESYS DATA NODE_BULK_SYNC Client progression done

10:10:04 UTC Aug 26 2020
DATA NODE CONFIG DATA NODE FILESYS Configuration replication finished

10:10:02 UTC Aug 26 2020

DATA NODE COLD DATA NODE CONFIG Client progression done
BEavrk avU kR Bz

show cluster 7 7 AZ EROENT —Z BLOLOMOTEREZZR L ET,

show cluster info 052 s EE TR LET,

show cluster user-identity | 7 5 2 % =—#— ID ff#ids L OWeEHE @R A TR L £ T,

show b ~ show cq .



. show cluster info

show b ~ show cq |

show cluster info

7T ABEREFRT HITIL, FiME EXEC £— KT showcluster infox~ > R&EFH L £,

show cluster info [ auto-join | clients | conn-distribution | counters | flow-mobility
| goid [options] | health [ details] | incompatible-config | instancetype |
loadbalance | load-monitor | old-members | packet-distribution | trace [ AT =
] | transport {asp | cp [ detail ]} | unit-join-acceleration incompatible-config
]

BXDEREA

auto-join (A7vay) —ERNMEEBIELERIZZ TAX ) — KR 7 7 AXICHS)
FINZEHZINT 20890, BLUEFIRE (7148 20K ¥ —
VDANVAF =y JEERE) NIV T ENENE I NERLET,
J — RDVKFERNZ RN 72 > TV DA, 7213/ — R 3Ty 7 X
ZRNIZHDEE. ZOa~vy RTIEIHINFERINERE A,

clients (AFvarv) B A7 bONRN=Va rEFRRLET,

conn-distribution (FTar) 77 RAZNOEGSAZFzHr LET,

flow-mobility (7> =2 ) EIDOBEIRT 0 — A4 —F—OBENCET 5 R e FE7
counters Li—g—o

goid [options (A7vay) Fa—r V47 V=l NIDT—F_X—R%&RLET,
KOFT a9,
classmap
conn-set
hwidb
idfw-domain
idfw-group
interface
policymap

virtual-context

health [ details] (FA7vay) ~RAE=HF) U TEREERLET, details ¥ —U —
KX, "—hFE—F Aot —VORBEBEERLET,

incompatible-config (47> 3 ) BEOETa L 74 X2l —2a DI FARXY LT L
HEEDp N a< o FEFRLET, Z0a~vr NI, 772207
A R—T VT DRANCESL DL E T,

instance-type (FFar) ASAIRE D7 A% ) —KRZEDCPU 27 & RAM %
FRLET,

. show b ~ show cq
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show cluster info .

loadbalance

(AFvarv) m=RANT U TEREFRLET,

load-monitor

(FFvay) V7R ) =KD NI 74 v I ABMEE=F—LET,
ZHUCIE. BRI, CPUE AV DR, Ny 77 Fay 7y
NEENET, AMPETEDHE. EVO ) — RPRAMELETX 5
LEX, /=KD A2 ) 7% FEICEZT 20, INTAL v F
DuR— RRNT U T RS INERINTE ET, 2 OMEEIR.
load-monitor =i~ > REER L TF 7 /L F THET2 > TWET,

old-members

(AFvay) Z7I7AZDOLURIO ) — REFRLET,

packet-distribution

(FF>ay) VS5REONRry NWyfixRrLULET,

trace [options ]

(ATvay) 79RAFZV U THBEEY 22—V A X F FL—X %R
RLET, ROFT T a0 Ed,

« latest [number ] : FHT D number DA X k& FR L E T, number
13 1 ~ 2147483647 OHIPAI TS, 77 4L P TIETXTHEKRSH
£,

s level level : LSRN A N2 a7 4 VZRBR L9, oYL,
ROWTN/TT, al, critical . debug. informational , F7-
¥ warning,

» module module : & = —/VBINZA R a7 0 VHME L ET,
Y a—/VE, ROWTNNTT, cep. datapath, fsm. general
hc. license. rpc. or transport,

«time {[monthday][hh : mm : ss]} : 5 & L= £ 7213 AFF LV
AIDA Xy MaRRLET,

transport { asp | cp
[ detail 1}

(A7var) RO N7 AR— NEHOHEHEREZFZR L ET,
casp 1 T—H T L—rD kT AR— MEEHEH,
ecp AL FE—ALTL—1D T AR— MEEHE R,

detail F¥—U— N2 ANTLL, 77 AZ TRELEORN T v AR —

F7u b VOERIREAR RS, Ny T rRarhr—L T L—
TV XWXy hRey 7OEEEFEECEET,

unit-join-acceleration
incompatible-config

(473 2 ) unitjoin-acceleration =< > RN/ > TWDEHA
(74 E) . —HOREa~Y RIL, 7 7 AXEAEORSEl L At
WRHY EFHAL, ZNDHDOa~v L KRB — RIFET HHE. 7T A
fEEOEBEERANT R > THTH, RECHEHIIFITHRELET, 7
T ALFEEOEERILEEES T 121, AHREO R WERE L HIBRT 54
P& W £9, show cluster infounit-join-acceler ation incompatible-config
avy REMEHLT, AHEORVWRELZ R R LET,

show b ~ show cq .



. show cluster info

AR R TFIHILE

AR E—F

77 4V FOBERLEIZH D EE A,

ROFIZ, A~ P ANNTELHE—FaxRLET,

show b ~ show cq |

ARV RE— | T7AT7 24— ILE—F EX2UTAaVTHRRE
k
=Tk | FSVRRT |YUT)L RILF
Lk
AVTHFRRAL | VAT A

avwy FERE

FEREDHA K54

3l

J)— EERE

A

9.0(1) Zoawr RRBIENE L,

9.3(1)  showclusterinfohealth =~ > ROYHESNIZEY 2 — LDV R— FRBEMSE L
7

9.5(1) A MIDIEFERAHAICBMIE Lz,

9.5(2)  flow-mobility counters ¥—U — KBNS E LT,

9.8(1)  health details ¥—V — F2NEMSE LTz,

9.9(2)  autojoin F—U—FANBMENE LT,

9.9(2)  transportcp @ detail F—U— FNBMSHE L7,

9.13(1)  load-monitor *—7— K & unit-join-acceleration incompatible-config & — 7 — K3
BINESAVE Lz,

9.17(1)  ingtance-type ¥ — 7 — K73 ASA (4B (ZIBAN & 41, ASA AR OIF#H 2 show cluster
info DHAITBMES N E LT,

9.19(1) =~ KHAIE, Master & Slave 75 Control_Node & Data Node l[ZZAH SuE L

7‘7
—o

FFa EBTE LR WS, showduster info 2~ RiZZ S AZ D& E AT —F A, 7
TAE ) — R, J—ROWRERE, — s T A2ERERRLET,

clear cluster info =~ > F&EH LT, #atliwmz 2 V7 LET,
show cluster ==~ > RI L O show cluster user-identity =~ > RHE B L T 2 &0,

WIZ, N—=FRT =T FF v 75 —AIONTD show cluster info =< > K H 74

ZRLET,

. show b ~ show cq
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show cluster info .

ciscoasa# show cluster info
Cluster stbu: On
This is "C" in state DATA NODE

ID : 0

Site ID : 1

Version : 9.5(1)

Serial No.: P3000000025
CCL IP : 10.0.0.3

CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1

Site ID : 1

Version : 9.5(1)

Serial No.: P3000000001
CCL IP : 10.0.0.4

CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL NODE

ID : 2

Site ID : 2

Version : 9.5(1)

Serial No.: JAB0815R0JY
CCL IP : 10.0.0.1

CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

ID : 3

Site ID : 2

Version : 9.5(1)

Serial No.: P3000000191
CCL IP : 10.0.0.2

CCL MAC : 000b.fcf8.co6le

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

wIZ, ASA {RAE 1259 % showcluster info ==~ > RO IFIZRLET,

Cluster ASAv-cluster: On

Interface mode: individual
Cluster Member Limit : 16

This is "A" in state CONTROL NODE

ID H

Version : 9.17(1)79

Serial No.: 9A3GVQlEL7W

CCL IP : 10.1.1.24

CCL MAC : 0050.56a8.7d4f

Module : ASAv

Resource : 2 cores / 4096 MB RAM

Last join : 16:27:46 UTC Feb 18 2021
Last leave: N/A
Other members in the cluster:
Unit "B" in state DATA NODE

ID : 1

Version : 9.17(1)79
Serial No.: 9ACE28176EE
CCL 1IP : 10.1.1.25

CCL MAC : 0050.56a8.883e

show b ~ show cq .



show b ~ show cq |
. show cluster info

Module : ASAv

Resource : 2 cores / 4096 MB RAM
Last join : 20:29:25 UTC Feb 19 2021
Last leave: 16:31:46 UTC Feb 19 2021

&IZ, show cluster infoincompatible-config =~ > ROH N HIZ R L ET,

ciscoasa(cfg-cluster)# show cluster info incompatible-config
INFO: Clustering is not compatible with following commands which given a user's
confirmation upon enabling clustering, can be removed automatically from running-config.
policy-map global policy

class scansafe-http

inspect scansafe http-map fail-close
policy-map global policy

class scansafe-https

inspect scansafe https-map fail-close
INFO: No manually-correctable incompatible configuration is found.

&Iz, show cluster infotrace =~ > ROHFIHIZ R LE T,

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL NODE

WRIZ, ASA 5500-X T® show cluster info health =2~ > KO /%2 /~ L £,
ciscoasa# show cluster info health

Member ID to name mapping:
0 - A 1 - B(myself)

0 1
GigabitEthernet0/0 up up
Management0/0 up up
ips (policy off) up None
sfr (policy off) None up
Unit overall healthy healthy
Cluster overall healthy

EFEOHITIIZIX, ASAIPS (ips) & ASAFirePOWER (sfr) DlfifDE Y = — /LR KR
SNET, TEY=2—/LTEIT ASA LT Ipolicy on] F72iF Tpolicy off] ZfEH L TH—
EARY —=NRESNLNE I ERLET, RICHZRLET,

class-map sfr-class

match sfr-traffic

policy-map sfr-policy

class sfr-class

sfr inline fail-close
service-policy sfr interface inside

FROBREIZL Y, ASAFirePOWER €Y =—/L ( [sfr] ) 1% Tpolicyon| &FHE/RIHL
T, HEEV2—NDB, DT TAKX ) —KTiX Tupl . o/ — FTid down]
F721% None) (2725 TWVWDEHAE, TOEY 22—/ down &> TS/ — K7
FAAMBEHAENET, 2L, P—ERARY —RNRESNTHRWES, 75
AH ) —KRZ7 ZAZPLRASNERFA, TV 2 LVAT—H AL, FV 2 — /LR
ETH CTHLILEICORBEEL T,

. show b ~ show cq
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show cluster info .

KIZ. ASA 5585-X T® show cluster infohealth =~ > FOH I Z R L ET,

ciscoasa# show cluster info health
spyker-13# sh clu info heal
Member ID to name mapping:

0 - A(myself) 1 - B

01
GigabitEthernet0/0 upup
SSM Card (policy off) upup
Unit overall healthyhealth
Cluster overall healthyhealth

=R RY —ICEY 2 —VERELIEGAIEL, HIT Tpolicyon) & & RIiVE
To P—ERARY U—ZRELRWVEEIE, BV 2 —ART Yy —UIIAHEL TS, H
71T Tpolicy off] & FRINFET,

IZ,  show cluster info flow-mobility counters =~ > FOH I 2R~ L ET,

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : O
EID movement notification processed : O
Flow owner moving requested : 0

KIZ,  show cluster info auto-join =~ > RO AH &~ L E9,

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Control Node has application down that data node has up.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport cp detail =~ > RIZOWTiX, ROH N EZBBL T 7EE
AN

ciscoasa# show cluster info transport cp detail

show b ~ show cq .



. show cluster info

Member ID to name mapping:
0 - unit-1-1

Legend:
)
UE
SN
ESN
R
RE
RDC
RA
RFR
RTR
RDP
RDPR
RI
RO
ROW
ROB
RAS

2

- unit-

4-1 3 - unit-2-1

unreliable messages

unreliable messages error
sequence number
expecting sequence number

reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable

messages
messages

message deliveries confirmed
ack packets received

fast ret

error

ransmits

timer-based retransmits

message
message
message
message
message

dropped

drops reported

with old sequence number

with out of order sequence number
with out of window sequence number
out of order reliable messages buffered

reliable ack packets sent
This unit as a sender

RDC
RA
RFR
RTR
RDP
RDPR

all
123301
0
1656a4ce
733840
0
699789
385525
27626
34051
0

0

0
3867966
0
acb26fe
1042168
0
934969
281198
56397
107199
0

0

3230662
0
5£839£f76
852285
0
740874
204021
0
111411
0

0

3
3850381
0
7b680831
867311
0
756490
205384
0
110821
0

0

This unit as a receiver of broadcast messages

ROW
ROB
RAS

111847
7503
5d75b4b3
630

0

0

0

1571

121862
665700
6d81d23
34278
582

566

16
123289

120029
749288
365ddd50
40291
850

850

0

142256

This unit as a receiver of unicast messages

ROW
ROB
RAS

1

513846
4458903a
66024

0

0

0

130258

3308122
879979
6d841a84
108924

0

0

0

218924

4370233
1009492
TbdeTfa’
102114

0

0

0

228303

Gated Tx Buffered Message Statistics

current sequence number:

total:

current:
high watermark:
delivered:
deliver failures:

. show b ~ show cq

show b ~ show cq |
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show cluster info .

buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

4

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%

Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage

Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
1105 19%

RRI Cluster Client
Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
1 100% 0 0 0

VPN Clustering HA Client
MRT Tx of unitcast messages(to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage

Cluster Redirect Client 3731 91%
328 8%

RRI Cluster Client
Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
317 8% 0 0 0

RRI Cluster Client
MRT Tx of unitcast messages(to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Total messages Percentage

Client name
578 100%

VPN Clustering HA Client
Current MRT buffer usage: 0%

Total messages buffered in real-time: 0
MRT Tx of unitcast messages(to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage

VPN Clustering HA Client 572 99%
1 0%

Cluster VPN Unique ID Client

show b ~ show cq .
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. show cluster info

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

RIZ. show cluster info load-monitor ==~ > FOHF1HlZ R L £9,

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27

RIZ. show cluster info unit-join-acceleration incompatible-config =~ K d H 734 %
RLET,

ciscoasa# show cluster info unit-join-acceleration incompatible-config

INFO: Clustering is not compatible with following commands. User must manually remove them

to activate the cluster unit join-acceleration feature.

zone sf200 passive

WIZ, ASA AR 7 7 A Z 2%} % show cluster info instance-type =~ > K O H J45i] % 7=

LET,
ciscoasa# show cluster info instance-type
Unit Module Type CPU Cores RAM (MB)
A ASAV 2 4096
B ASAV 2 4096
MEav2 R av YR FiBA
show cluster 7T AL BKRDERNT —H HRRLET,

show cluster user-identity | 7 5 2 & o —4 — ID1F#HI L OWEEHE R A R R L £ T,

. show b ~ show cq
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show cluster user-identity

7 T AN EIRO 22— — DR & HEHER 2 For"7 D121, ¥4 EXEC £ — K C showcluster
user-identity =~ > R&H L 7,

show cluster user-identity .

show cluster user-identity [ statistics [ user name | user-group group_name ] | user [ active [
domainname] | user hame | user-group group_name] [ list [ detail ]| all [ list [ detail ] | inactive
{ domain name | user-group group_name ] [ list [ detail 1 1}

B DEREA

active

TITF 4 TR/l a—Y—~ IR — Y —EFK R LET,

all

TP T H R ANOT RO =2 FR L ET,

domain name

FAAL D= —FREFRLET,

inactive T I T4 TRIPIA—F = B T Rb O —E2FKRLE
¥

list [ detail ] 2—HF—DVJ A FEFRLET,

dtatistics 7 I AL a—F—IDFFHEMER R LET,

user 2—Pe F— I R—2FFRLET,

user name

FEDL—F—DfFREFRLET,

user-group group_hame 45Ed 7L — 7 D5 —HF —DIFREER L E T,

ARV KR TIAINb

AR E—F

T 7 X/ N OEBERLHEIZDH Y AL

WDOFEIZ, a~vr REANTELE—RERLET,

ARV EE— | TF7AT O+ —ILE—F Fa)T4aVTFRE
K
IL—Tv K RSURART (VUL TILF
Lk
AVTFFRAR |[YRTFLA
¥t EXEC o %I o Khhes o KHhts — o KHhts

avy FERE

Jy— EEAE

A

9.0(1)

ooy RBMBEMENE L,

FEREDHA KS4 > showcluster info 2~ REB LT showcluster =~ FHZML TS IZE0N,

show b ~ show cq .



. show cluster user-identity

i &Iz, <<command >> 2= FOHE %R LET,
BEa<> R av U R i BA
show cluster I T AREROENT — X EFRLET,

show cluster info

77 AZ G wE RN LET,

. show b ~ show cq

show b ~ show cq |
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show cluster vpn-sessiondb distribution .

show cluster vpn-sessiondb distribution

ARV KR TIANb

ATV R E—F

PIABRRTT VT 4 TBIONRN Y I T Ty arNEDILITHBM L TWAENERR
TAHITIE, BHEEXECE— RTCZoa<wy REFETLET,

show cluster vpn-sessiondb distribution
77 4V P OBEREIZH Y FH A

WDFEIZ, a~vr REANTELE—RERLET,

aAY U RE— | D747 94— ILE—F tXxaYF4a3TFXR b
K
IL—FTv K ESUARRT (VUL TILF
Lk

AVTHFRRAS | VAT LA

¥#E EXEC o S . ks . %I _ .

avy FERE

FEREDHA FS14 Y

3l

Jy— EEAE
A

9.9(1) Zoawy RBBINEhE L,

Z D show a2~ R&EMFHT D L % AL 73—"T show vpn-sessiondb summary % 374 2 M3
. By varosA vy va—ngtanEd,

BATIZIE, AN —ID, AUN—H TIT 47 tviald, BXONNy I Ty 7 &y
arPNEETDHAUNN=REENTNET,

7= & 21X, show cluster vpn-sessiondb distribution 23LA F D L 2 12 S E %5
£7,
Member 0 (unit-1-1): active: 209; backups at: 1(111), 2(98)
Member 1 (unit-1-3): active: 204; backups at: 0(108), 2(96)
Member 2 (unit-1-2): active: 0
ZHUE, RO LD IR TE £,
A= 0ITIF209DT VT4 Ty aryRNhHD, 1Oy v a s EA L —
LRy I T o7&, 98Dy adA L NR=21INRNw I T v 7 ENET,
e AUNR=1ITIE204DT VT 4 Ty aryiH, 108Dy g L iFEA L N—
0IZRY I T v TEN, 6Dy a N FALNR=2IR I T v 7ENET,

c AUNR=RIET VT4 7By arninimd, VIAZ ALR=TZD ) —
Koty varwz Ny l27 v 7L TOERA,

show b ~ show cq .



show b ~ show cq |
. show cluster vpn-sessiondb distribution

EEa<w ok avyk B

cluster redistribute vpn-sessiondb | 4385 VPN 7 5 A X DT 77 4 772 VPN & v ¥ 3 > % i
fLET,

. show b ~ show cq
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show compression .

show compression

ASA DIERERFHE® 2 FRT 5 I121%, ¥5#E EXEC £ — K show compression =~ > R & {#
LET,

show compression [ all | anyconnect-sd | http-comp ]

AT R TFIA4ILR ZDa<wy RIZT 740 FOEERXH Y T A,

BX DA all TR TOEMEHEHE S (anyconect-ssl, httpcomp) % KR

anyconnect-sd  AnyConnect SSL [EAE i HE M2 F R LE T,

http-comp  HTTP-COMP £kt a1 & Fo=

avUkE—F WOKIZ, a~v Re AJTELE—FaRrLET,
OAY U RE— | T7AT7 74— ILE—F X2 F4aVTFRE
&
M=Tvk | FIVART |SVT)L QLT
Lk
AVTFRE [ VRATA
7 ra— )L 3 o S _ o KPS _ _
V7 4Fa
L—ya»
av > FERE ))— ZEERA
R

71(1)  Zoa~wr RRABMERE L,

9.0(1) =L FarTHRAME—RFROVR— MR BEMENE L,

i Show compression all CILIRD Z A T OFEFHEMNB R R S NVE T,

Compression AnyConnect Client Sessions
Compressed Frames

Compressed Data In (bytes)
Compressed Data Out (bytes)
Expanded Frames

Compression Errors

Compression Resets

Compression Output Buf Too Small
Compression Ratio

Decompressed Frames

Decompressed Data In
Decompressed Data Out

O O O O O OO Oo oo oo

show b ~ show cq .
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. show compression

Decompression CRC Errors

Decompression Errors

Decompression Resets

Decompression Ratio

Block Allocation Failures

Compression Skip Percent

Time Spent Compressing (peak) 0.
Time Spent Decompressing (peak) 0.
Number of http bytes in

Number of http gzipped bytes out

o0 o oo

O OO O OO oo oo

EEav >R avy |#HH

JE#E T D SVC BEHi35 L O WebVPN #5665t O )£ fi &2 A 2 — 7 M2 LE9,

. show b ~ show cq



I show b ~ show cq
show configuration .

show configuration

ASA TV T v v arAEYIEENTWDI L 7 4 Fal— g U 2Fnt 5100, Btk
EXEC “&— KT show configuration =~ > K& H L F9,

show configuration

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY K E—F WOFIZ, a~vr FEANTELE— Fa2RLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE

K

W=TFTyF | FSVRRT (DU T)L JILF
Lk
AVFFRL | VATL

FitE EXEC o i o i o i P SITN « it
avy FERE Jy— FEAHAE

3

7.0(1) ZDavwy RRERINE LT,

FELEDHA K54 > show configuration 2~ > X, ASADT T v a AFVIRFINTNLH AL T 1 Fa b—
varEFRRLET, showrunning-config =~ K& X872V | show configuration =~ K
DETTIEEIEELL D CPU Y Y —AREHINEEA,

ASADAEVNDOT 7T 47 ar7 4F¥al—rary (REENTWLa 7 1 Fal—
TarDEFRRE) ZFRTHI2IE, show running-config 2~ > &2 H L £,

Bl KIZ, show configuration =~ > ROl 2R L ET,

ciscoasa# show configuration

: enable password 8Ry2YjIyt7RRXU24 encrypted
names

dns-guard

|

interface Ethernet0/0

nameif inside

security-level 100

ip address 192.168.2.5 255.255.255.0
|

interface Ethernet0/1

nameif outside

security-level O

ip address 10.132.12.6 255.255.255.0

show b ~ show cq .



. show configuration

interface Ethernet0/2
nameif dmz
security-level 50
ip address 10.0.0.5 255.255.0.0
|
interface Ethernet0/3
shutdown
no nameif
no security-level
no ip address
|
interface Management0/0
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
management-only
|
passwd 2KFQnbNIdI.2KYOU encrypted
boot system diskO:/newImage
ftp mode passive
access-list acll extended permit ip any any
access-list mgcpacl extended permit udp any any eq 2727
access-list mgcpacl extended permit udp any any eq 2427
access-list mgcpacl extended permit udp any any eq tftp
access-list mgcpacl extended permit udp any any eqg 1719
access-list permitIp extended permit ip any any
pager lines 25
logging enable
logging console debugging
logging buffered debugging
logging asdm informational
mtu inside 1500
mtu outside 1500
mtu dmz 1500
mtu management 1500
icmp unreachable rate-limit 1 burst-size 1
icmp permit any inside
icmp permit any outside
icmp permit any dmz
asdm image diskO:/pdm
no asdm history enable
arp timeout 14400
global (outside) 1 10.132.12.50-10.132.12.52
global (outside) 1 interface
global (dmz) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0
access—-group permitIp in interface inside
access—-group permitIp in interface outside
access—-group mgcpacl in interface dmz
|
router ospf 1
network 10.0.0.0 255.255.0.0 area 192.168.2.0
network 192.168.2.0 255.255.255.0 area 192.168.2.0
log-adj-changes
redistribute static subnets
default-information originate
|
route outside 0.0.0.0 0.0.0.0 10.132.12.1 1
route outside 10.129.0.0 255.255.0.0 10.132.12.1 1
route outside 88.0.0.0 255.0.0.0 10.132.12.1 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

show b ~ show cq |

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00

. show b ~ show cq



I show b ~ show cq

show configuration .

timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy
aaa authentication ssh console LOCAL
http server enable
http 10.132.12.0 255.255.255.0 outside
http 192.168.2.0 255.255.255.0 inside
http 192.168.1.0 255.255.255.0 management
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup linkdown coldstart
telnet 192.168.2.0 255.255.255.0 inside
telnet 10.132.12.0 255.255.255.0 outside
telnet timeout 5
ssh 192.168.2.0 255.255.255.0 inside
ssh timeout 5
console timeout 0
dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management
|
threat-detection basic-threat
threat-detection statistics access-list
|
class-map inspection default
match default-inspection-traffic
|
!
policy-map type inspect dns preset dns_map
parameters
message-length maximum 512
policy-map global policy
class inspection default
inspect dns preset dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect mgcp
policy-map type inspect mgcp mgcpapp
parameters
call-agent 150.0.0.210 101
gateway 50.0.0.201 101
gateway 100.0.0.201 101
command-queue 150
|
service-policy global policy global
webvpn
memory-size percent 25
enable inside
internal-password enable
onscreen-keyboard logon
username snoopy password /JcYsjvxHfBHc4ZK encrypted
prompt hostname context
Cryptochecksum: 62bf8£f5de9466cdb64fe758079594635:
end

show b ~ show cq .



. show configuration

EEav> R

avy |58
K
configure| # — I F L5 ASA Z R ELE T,

show b ~ show cq

show b ~ show cq |



I show b ~ show cq
show configuration session .

show configuration session

BfEOa sy 74 X¥al—varktyrarBlOtyva VINTOEELZRRT HITIL, FrkE
EXEC “&— KT show configuration session =~ > K& L £,

show configuration session [ session_name ]

EX DA ssson name fEFEO Iy 7 4 Xal—Tar By ia rOL&4E, TONRTA—XEEKE LT
BE BEOTXTOEy g URERINLET,

ATV RFI4ILL T 7 AN POBERHEIZH Y FH A,

av YR E—FK WDFIZ, a~v FEANTELE—FE2RLET,
ARV KRE— | T7AT7I4—ILE—F t¥a)T4a0T7FXEb
X
=Ty K FSUART (VUL TILF
Lk
AVTFERR | VRT LA
Ja—N\) a3 o it o it o it o it —
V74X
Lr—g v
ATy REE Yy— ZEERE
2

9.3(2) Zoavy RRBMSE L,

FEREDHA KSq4y DA NI ACLBLOZDOAT V=7 OB LIzt v v a V2 ERT S
configuresession =~ & LB LET, ZOa~vr NE, BEyiarfe, 2oty
arTibnET R TOar 74 F¥alb—va B EFRLET,
a3y MFERELTRENTWEE YV 3 ONT, BEMEIE LBV ITHEL Tk
W L728581%, 2oty a v EHRWT, ZOEEZRVIETI LN TEET,

Bl WIC. FRCOMBTEERY v 2 v OflER L £,

ciscoasa# show configuration session

config-session abc (un-committed)
access-list abc permit ip any any
access-list abc permit tcp any any

config-session abc2 (un-committed)

object network test
host 1.1.1.1

show b ~ show cq .



show b ~ show cq |
. show configuration session

object network test2
host 2.2.2.2

ciscoasa#

BEEav R avw U R SR BA

clear configurationsesson | = 7 4 Xa L — g by g U EFONELZHIRLE T,

clear session a7 4Xal—varytyralrONFEZ VT TEH0, D
TIoRRA T 7%V kty hLET,

configure session Ty va rEERT D0, BHEET,

. show b ~ show cq



I show b ~ show cq

show conn

show conn .

FaE UToieki 2 A4 7 OREFHIRRE R £R T 2101%., BEEXECE— R T conn 2~ > R&fEH L
1, 20a<wr NI IPVEBLINIPV6 D7 RL2Z2HR— K LET,

show conn [ count | [ all ] [ detail [ data-rate-filter { It|eq|gt} value]] [long] [ statestate type
1 [ protocol { tcp |udp |sctp }] [ scansafe ] [ addresssrc_ip [ -src_ip 1 [ netmask mask ] ] [ port
src_port [ -src_port 1] [ addressdest_ip [ -dest_ip ] [ netmask mask ] ] [ port dest_port [ -dest_port

1]

[ user-identity | user [ domain_nickname \ ] user_name | user-group [ domain_nickname \\ ]
user_group_name ] | security-group ] [ zonezone name [ zonezone name] [ ... ] ] [ data-rate ]

B DEREA

address

UTE) BELEBHETIP T RURAERITIBALIP T LA &g
FERRLET,

all EE) BB N 74 v 7 OERITINZA T, T, A~OHR LT
INA ANL DR R LET,

count HEE) 77T 4 7o EFonr LET,

dest_ip (L) %65 IP 7 FL A2 (IPv4 £7-131Pv6) #IEE L ET., #iH%
FRETAICIE,. IPT RLRAEF vy a () TR £9, ®ihHl%
SLET,
10.1.1.1-10.1.1.5

dest_port (T3) sdef— hNEEEEELE T, ®HAIEET 51213, F—
FNEEEX vy a () TREL 3, wIHlZRLET,
1000-2000

detail UEE) BWAA T LA X —T = A ADERES D, B OTEM

ZFRRLET,

data-rate-filter { It | eq |
gt } value

(AFvay) T—HL—NMi UBHY DAL M) ITHADNT
T4NZ) T EINT G AE R LET, RICHIERLET,

data-rate-filter gt 123

long L&) s L/ 74—~y hCERLET,

netmask mask (L) IBESNTZIP T RLATHEAT LA 7Ry h v 27 2HE
Li—é‘o

port UTE) BELTEETA— M EI3sa R — s o E2FE R L

35—91«0

show b ~ show cq .



. show conn

show b ~ show cq |

protocol {tcp |udp |
sctp }

(R B e ha v z2EELET,

scansafe

(A7 ay) 7599 RWebtXal)F o h—N_—|ClEEINAE
AERFoRLET,

security-group

(AT vay) BRENDTRTOEFENMEELLEX2 YT 4 7
N—TIRTHZEERELET,

src_ip

(FE) EHETIPT FL A (IPv4d £7-2121Pv6) ZIEE L 4, &l
ERETHICE. IPT RLRAEZX vy o (1) TRYY F9, wITH
o LET,

10.1.1.1-10.1.1.5

src_port

(fEE) BEILR— OB ZEMEEL £, ®HZEET DI,
R—bhEFEF 2 () TREY £, RIZHZRLET,

1000-2000

State state type

(ER) Bk 1 72 e LET, #Holke 7 1 Sl T
LHF—U—=FDYUAMIOWTIE, <xref> 2SR LTI 7Z30,

user [ domain_nickname
\ ] user_name

(AT ay) FRENDTRCOEGENEE L2 —F — 2@
5HZ L ZIEE LEY, domain_nickname 51N E M TR WEA
ASAIIT 7 4V b FAAL v Da—Y—ICBHT HEREF R LET,

user-group [
domain_nickname \\]
user_group_name

(A7 vay) FRENDT R COERENEE LIz —F— JL—
TIBTHZ &R ELET, domain nickname SIS E £ TV
RO AE. ASAIZT 7 A4V N RAAL v Da—HF—T)L—T 1T 5
HRERRLET,

user-identity

(AT ar) ASANTAT YT AT A4 7 74T U4 —/VEEREICK
THITRCOREFRRTDHIEERELET, BhcsForT Y
Gy ASAT—ET a2 —HV—%#BT L ZEO2—F—LHLIPT
LA&EFRLET, FEEIC, ASA X —ET DR A &b+ L%
DRARLEIP T FLAZFRLET,

zone [zone_name |

(AFvayv) V—roEgEFR R LET, longF—U— K& ddall
XF—U— RiL, BRI N-TIA~IA L E—T oA R,
N7 7 497 DEERIHEASNDBIEDA VX —T 24 A% KR L
F9,

data-rate

(A7vayv) —%b—hK T oF T AT =X ARG 8o
TWADENZ s TWANEFRRLET,

AR R TFI4ILE

. show b ~ show cq

T 74 P T, TARTOBEERNFERINET, T3 A~OF IR SRR T 2121,
al ¥—U— 2T o0ENH Y £,



I show b ~ show cq

show conn .

AT RE—FK WKORIZ, a2 REANITEBE—FERLET,

aAY VU RE— | D747 94— ILE—F tXxaYF4aTFXFR b

k

L—TvF FSUART (DU T)L TILF
Lk
AVTFEXREM (VAT LA

i EXEC o %I o %I o %I o %I —

avy FER J1y—=x EEAR

7.0(8)/7.2(4)/8.0(4)

Tm—Hvy & DN TidZe <, #EIC & seob& 2 H
THEIC, XD E Lz, B LTI, 55
T RVARBANSNIZRIDOT RV AT, 58652/ BOT
KL Z2Td, Lo TlE, foreign <° fport 72 X% —7 —
REFEHLTHET FLABIOFR—FE2RELTWE L,

7.2(5)/8.0(5)/8.1(2)/8.2(4)/8.3(2)

tcp_embryonic iRREX A 7EMENE LT, ZOXA 71X, i
7T 7wt T RTOTCPHE (Reefft) & rLET,
UDP i 7 7 73 FoRn s £ A,

8.2(1) TCP AT — h XA RZITb 7T 7HBIMENE LT,

8.4(2) TATT AT 4 T7ATUA—NEYR—- T DHDIT,
user-identity . user . BX O user-group F—U— KBNS
nE L7,

9.0(1) JTAEZY U TOYR— RN BEMENE LT, scansafe ¥—
7 — R & security-group F—U— RGBS vE Lz,

9.3(2) zone ¥—U— RN BEMMENE L,

9.5(2) LISP 7u— U T 4t OXMGL D NT7 7 4 v I ZLT7T7
MBMEnE Lz,

9.5(2) Diameter #5312, FEMIZRH DO Q 77 /N BEIMENE LT,
protocol sctp ¥ — U — R2MBMSE L7c, A7 v— N3z
Tnu—Z, FEMRH 00 7T SN BMENE LT,

9.6(2) STUN#%¢12. FEf72 /10w 7 78BS E L=, M3UA
Biov 77 7nBEmEnE L,

9.7(1) JITAL T4V H a—h)B—Ta O AY T 7

O—MNa—hVT 4 LI XYL, EiEu—0r Ry T
T ThHHI LERTTIoH, 177 70MBMESnE L,

show b ~ show cq .



show b ~ show cq |
. show conn

Jj1y—= EERNAE
9.9(1) detail B DOEABIAIET HVPN R Z T, FD7TFAZDOHA—

JVTINZ T, BN VPNIEB{L R &7 7a—pu—L 523 -
LTCWAZ EERLET,

9.13(1) F o R (DCD) f =y T —X /L ARV A Ta—Th
v 23, DCD #3294 % show conn detail @718
mEanE L,

9.14(1) Wi T — 2 L — b T X AT —ZANBEIMENE LT,

=P —IREDT —H L— MEIZ L » T & 7 /v &2 JLBR$
ATz, show conn detail =~ N|{Z data-rate-filter &%—
U— RpBEmEnE Lz,

9.16(1) VN F Xy A N T =T PV ITHAICERENR LR
F L=, Zo=x +UiL showlocal-host D AIZHEI L £ L
776

FEEEDHA KS4 > showconn 2~ Ni&, 777 772 TCP #fit4 L O UDP #fie DA FK R L, SES ¥
A T ORERUBIT D WA R L E T, BoT —7 A 2KE2 B 5I21E, show conn all
av REHEHALET,

)

GE)  ASA THE2OERZHFTEVR—AMERINZHEE., 2O AR—/E, showconn =<
VR TCIIRERR B & L TERENET, ZORERDRESZ 7 ) 73 512i1%,. dear conn
a<w REFEHALET,

234 BERRIREEDO X 4 12, showconnstate =~y REMH L CTIETX 2884 1 T4
LET, HEOBERA A TE2BETHHE, F—U— ROV IZFhr~2EHLET, =
7L, AR—RIINEH D £H A,

® M ERREDS 1T

F—7—F RRENSERI AT
up T v TR D

conn_inbound EE kT

ctigbe CTIQBE it
data_in EET — 2 Befi
data_out PG T — & i
finin FIN {5t

. show b ~ show cq



| show b ~ show cq
show conn .

*F—7—F RRINDEHEIA T

finout FIN J&15 #eke

h225 H.225 &t

h323 H.323 #&fi

http_get HTTP get ¢

mgcp MGCP ##5¢

nojava Java 7 7Ly DT 7 A AT DG
rpc RPC #ft

service module  |SSM |2k » TAF¥ ¥ v SN D

sp SIP #ft
skinny SCCP ##t
smtp_data SMTP A —/L 7 — X $fsi

sqinet_fixup_data | SQL*Net7—4 A v A7 v 3 2 ¥ U

tcp_embryonic | TCP #)#i#zk¢

vpn_orphan IMSZ L7 VPN ho gL 71—

FERALOAA BS54y detail F7 2 a L BT L L, &34 HHORIBO X A TR LT iife 7 7 7 A A LT, &
AT A =T oA AT DHEENRFERINET, £/2, VPNRE 7L, ZOav
ROM D DORBICFEREN, FD7 FAZOu—LIMNA T, HHEN VPN LR Z 7 71—
Da—LERIZLTWDHZEERLET, VPN AX ZIIIEGFH VPN b T 7 4 w7 DT U A
FFEANATAAR—I DV F VAT, ZVT THFRAMDOATy MeliE{b T 5720 SN
£7,

KRB EHRIST

Flag S

a SYN (Zxf 4 54 ACK A 75

A SYN (Zxt9 %5 N ACK % fit

b TCP A7 — k /SA /XA

B SR> B DI SYN

C AV 2= TV I A F =T 2 A AT AT Ny T 7 T
va—5 47 (CTIQBE) AT « 7 #ki,

show b ~ show cq .“



. show conn

show b ~ show cq |

Flag BlE:

d dump

D DNS

E SN 7 BEE, ZAUE, AR A R BB STV A MLE N H
LeHHY TEEERTT, 722X WEY 74 7 h23PASV
avy REFITL, MR — =03 %0F Adv7=t%. ASA IX FTP % ff
ALTZOT7 T 7BRRE SISV Y 7 Befot a2 FaiFl 0 T L E
To WERZ TA T I3 — =28 L LD &35 &, ASAILZ
DEHFRIT S LE T, SR —/ S =721 B FRTEN ) Y TELD
XA ETEET,

f PS#8 FIN

F SR FIN

g AF 4T HF—Fv=A arbo—, 7a ka (MGCP) #kt

G el s 7 L— 7 D —pl

h H.225

H H.323

i R5E478 TCP Heft % 7213 UDP #zfii

I EET—4

k Skinny Client Control Protocol (SCCP) * 5 1 7 st

K GTP 13 )52

1 B—RN T AV TNy T T T AXT Ta—

L LISP 7u— VT 4 DRGLERDNT T 4 v

m SIP A7 1 7 i

M SMTP 7 —#

0 Fr7m—RFEhl7m—,

O BIET —4

p B CRAE)

. show b ~ show cq



I show b ~ show cq

show conn .

Flag 5B

p WER Ny 7 8, ZhiE, NEBAR X BB S N TV A MENRH
L H o HE Y F =2, m& xI1E. NEVY Z 47~ FASPORT
a2 REFITL, SR — =227 An7=%. ASA IZFTP &
ALTIDOT7 77BN RESINT-NE Ny 7 B EaiE v T LF
T AV — "= T4 T MIERLEIY ET5E, ASAITZ
DERAITE G LES, WY 74 7> MR NERTE Y THF
BDEH ) BEREFHTE $9,

q SQL*Net 7 — %

Q Diameter 5%

r TR S 7= INER FIN

R TCP #heic x93 %, fEFRIGE S Lz FM5 FIN

R UDP RPC?

s HNER SYN % 7k

S INES SYN % 31

t SIP — s

T SIP #zfit

u STUN #2f5¢

U up

v M3UA £t

A% VPN DN

w Firepower 9300 TO Y v — 7 Z A X Y T OEE ., BlOy v —v
LRy T T T A —F—TOT %L E T,
WAAS

X CSCSSM 2 EFDY —ERAEV 2 — L Lo THREINET,

y PIGARAZN U TDOEE, Ny I T v F—F— Ta—%Z# L F
j—O

Y JITGABZN U TOEGE, T4V 7Ja—%E#BlLET,

z JIGABZN T ORGE, T V—F Ta—%E@ilLET,

V4 7T RKWebtx=UT o4

show b ~ show cq .



. show conn

show b ~ show cq |

VG TS T3, BN A—T O ThD LR LT, B L OS5

RCOY D&V R ZRET 572912, GRE 3 X O FTP Strict A IZ L - TRE I
F9, dilEEEs s s L, BEETLITXToe X Y ER LU S vET,
show conn 2~ > R /) OFEATIZ 1 DO (TCP £721XUDP) Z# &K T 72, 1{7I1C1D
DR ZTZITIEFNEFEELET,

UDP #fe O%E, I t 1ITEES 1 DRICH A LT U R TH5ZEZ2RLTVET,

UDP # e D4, B T 1%, timeout sip 2~ > K& L THEE L7 EIZHE > THe S ¥
ALT T TBHZEERLTNET,

N

GE)

DNSH—R—DIPT7 RL R IZEZMZONLZENH Y 7,

DNS $r— —2fEHT 58 O%A. showconn =2~ ROHITIT, #EHDEFEILAR— b2

BEDODNS vy a BRIL2OOKRA MNETHEAEL, FNHDEY Y a D5 DDX T )V
(EETLBEEIP T RV A, XEnslR—F, BT v han) BECLOTHL5E.
FNHO® Yy Vg IR LTI 1 D720 ERE N E T, DNSID i3 app id T:BHF X1,
Foapp dd DT A FL 2 A ~—TME L CTEITENET,

app_id DHIAMRIZZ A ZEIMNE LTl 79 5720, IE%72 DNSJGZ M ASA Z @il TX 5D
. RENTHBINZ T THY . U Y —2DfkliHIZTE ¥ A, 7272 L, showconn =2~
Y REANTHE, DNSEHOT A KVEZA~—RHLWDNS vy aitk-oTUEy b
ENTVWAHEICRAET, ZHITHA DNSH#FEOMHEICL 2D THY . HEETT,

Y

GE)

timeout conn =~ RCEZLI-IET 7T 4 7HIK (57 /LM% 1:00:00) iz TCP k&

T A I WNESTKBE LRI ST AT, R T L. MIST 587 7 7= b b &

REN2L 720 £797,

LAN-to-LAN F RV ETIER Yy N —ZEE— R FoprAm Ry 7L, BE LGS
L, M2 L7e b 7a—RRE<BELET, 2oL 77— I RXLDX TN
KoTUrsnLERANR, 2D 7r—%2 N L TRREZRAL LT XTOT—Z N ke v /&
NET, showeconn 2~ KO TIE, ZOXHIRIMNL7z7e—% V 777 CRLE
7

RO TCP e it 7 Z 7 BRI L EF 2 VT 4 LAV DA ¥ —T = A A O &
e (same-security permit 2~ > R&ZH) | FALEF2U 74 LD F—T =
A XTI TSRS E72iE AN BNlenizs, 77 7 OFITEREFR E 720 £9, ASAX, Z
NoD77 7%ELEXa YT 4 LXLVOERCHEAT2MLENH D720, ASAN, o
DEFEIZFEESWT 1 D07 7 72077 7 X 0ER L TGRIRTIZENRHV ET (L
X, fxFF) 23, BRI HEIREET 2 0B8R H D 9,

* B : MERN S OHIHE SYN
*a: SYN [ZxF9 B4 ACK % £
* A : SYN (K95 NHEE ACK % 14k

. show b ~ show cq



I show b ~ show cq
show conn .

o f: N0 FIN

* F : 48 FIN

e s : AN SYN A ik

S : PNHD SYN % Rtk
HrE OB BT DA R R HI121E. security-group ¥ —YU— K& A L., #&ioc & B
DM ST TeXFa VT4 IN—T FT—TNMEERITE X2V T 4 IN—T X ERELET,

ASA X, FBREDEX2VT 4 IN—F T—TIMEEIT X2 T 4 VN —THI—&KT D
e RRLET,

EETBLOSEOY X2 T 4 INV—T T =T A TR E B L 0% 0t x2 V7 4
T NN— T4 R ER I security-group ¥ —7U — RAFEET D &, ASA 13T T D SXP H#it
DT —F5EFRRLET,

ASA X, BT — ¥ % security group_name ( SGT value) DFEATHR/RT 50, £hidtFx=
V7 4 T NV—TA0NARGEITHIC SGT_value & LTERRLET,

)

GE) RETEEMEEASAZZEB LW, ¥ X2V T 4 I —TF F—H T A X T
HATEERHA, AZTERICIE, BEROBEEIZ T v N EEIET DI REFRE TN
RS ET,

H—0tXa2 )74 INV—7DLAHIZHREL T, 77 AZNOTRTOHERZFKRTEET,
T2 ZIiE, MOBITIE, 7I9AXOTRTO2=y hO®FX=2 VT 4 77— mktg 12— T
6%{)Lb)%ﬁéhiﬁ‘o

ciscoasa# show cluster conn security-group name mktg

Pt T —# L— h N7 o X U VBB OBIEORIE (A2 E 713 D) 2R -1 51213, datarate
X—U—RFEHEALET, dataratefilter ¥—7—FZ2#FEHALT, 7—¥1L—ME A BH
DDA N EIICHiE 7 4 VAR L ET, HEeT — &%74»&)/7#5 %, b
WA (KD /hEn, LW, KOV REW) ZEHLET, Wi, E5m &G m o
ﬁ@7m%momf\77%47&%ﬁkzo®%w&v%hﬁ(%ﬁ(H@:B;U%k?~
X L— M) RERINET,

Bl B OB A TRIEETHIES . F—T— ROKE Y T3 h o~ 2 LE+, 7

7L, AR—=RPFMEHY ¥ A, KRIZ, 7 v IREED RPC Hifie. H.323 #5ki. B &
OVSIP $fe | BT D A2 Forn T 2012~ LET,

ciscoasa# show conn state up,rpc,h323,sip

&Iz, show conncount =~ > RO FIZRLFT,

show b ~ show cq .



show b ~ show cq |
. show conn

ciscoasa# show conn count
54 in use, 123 most used

Wiz, showconn =2~ RO AFIZRLET, KIZ, WEBARA K 10.1.1.15 205
10.10.49.10 DA Telnet H—/3—~D TCP & v > 3 v Efi Ol Z R LEST, B7 5
DIFE L7228, BEIINE M ORI TnES, Tu) . ) BXO To) 7
TIE, RN T VT4 T ThY, BERTHERET A EZE LI L ERLE
7

ciscoasa# show conn

54 in use, 123 most used

TCP out 10.10.49.10:23 in 10.1.1.15:1026 idle 0:00:22, bytes 1774, flags UIO

UDP out 10.10.49.10:31649 in 10.1.1.15:1028 idle 0:00:14, bytes 0, flags D-

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:5060, idle 0:00:24, bytes 1940435, flags
UTIOB

TCP dmz 10.10.10.50:49764 inside 192.168.1.21:5060, idle 0:00:42, bytes 2328346, flags
UTIOB

TCP dmz 10.10.10.51:50196 inside 192.168.1.22:2000, idle 0:00:04, bytes 31464, flags UIB
TCP dmz 10.10.10.51:52738 inside 192.168.1.21:2000, idle 0:00:09, bytes 129156, flags
UIOB

TCP dmz 10.10.10.50:49764 inside 192.168.1.21:0, idle 0:00:42, bytes 0, flags Ti

TCP outside 192.168.1.10(20.20.20.24):49736 inside 192.168.1.21:0, idle 0:01:32, bytes
0, flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:00:24, bytes 0, flags Ti

TCP outside 192.168.1.10(20.20.20.24):50663 inside 192.168.1.22:0, idle 0:01:34, bytes
0, flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:02:24, bytes 0, flags Ti

TCP outside 192.168.1.10(20.20.20.24):50663 inside 192.168.1.22:0, idle 0:03:34, bytes
0, flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:04:24, bytes 0, flags Ti

TCP outside 192.168.1.10(20.20.20.24):50663 inside 192.168.1.22:0, idle 0:05:34, bytes
0, flags Ti

TCP dmz 10.10.10.50:50026 inside 192.168.1.22:0, idle 0:06:24, bytes 0, flags Ti

TCP outside 192.168.1.10(20.20.20.24):50663 inside 192.168.1.22:0, idle 0:07:34, bytes
0, flags Ti

wIZT, showeconnz~ > ROHEIIFIAEZRLET, BN SSMIZL > TAF Yy ENT
WARZ EHRT [X) 77708 EGFNTWET,

ciscoasa# show conn address 10.0.0.122 state service_module

TCP out 10.1.0.121:22 in 10.0.0.122:34446 idle 0:00:03, bytes 2733, flags UIOX
RIZ, showconndetail =~ > RO Bz R LET, KIZ, SR A B 10.10.49.10 2
HWERA A R 10.1.1.15 ~® UDP 5t Dl <~ LE7, D77 7%, DNS##Th 5
T EERLTWET, 1028 (%, i £ DNSID T,

ciscoasa# show conn detail
54 in use, 123 most used
Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, b - TCP state-bypass or nailed,
- CTIQBE media, c - cluster centralized,
- DNS, d - dump, E - outside back connection, e - semi-distributed,

- outside FIN, f - inside FIN,

group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, L - LISP triggered flow owner mobility

- local director/backup stub flow

- SMTP data, m - SIP media, n - GUP

ERAFPQMUOOQW
|

. show b ~ show cq
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show conn .

N - inspected by Snort
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up, u - STUN,
V - VPN orphan, v - M3UA W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7Z - Scansafe redirection, z - forwarding stub flow

Cluster units to ID mappings:

ID 0: asal

ID 255: The default cluster member ID which indicates no ownership or affiliation
with an existing cluster member

TCP outside:10.10.49.10/23 inside:10.1.1.15/1026,

flags UIO, idle 39s, uptime 1D19h, timeout 1hOm, bytes 1940435
UDP outside:10.10.49.10/31649 inside:10.1.1.15/1028,

flags dD, idle 39s, uptime 1D19%h, timeout 1hOm, bytes 1940435
TCP dmz:10.10.10.50/50026 inside:192.168.1.22/5060,

flags UTIOB, idle 39s, uptime 1D19%h, timeout 1hOm, bytes 1940435
TCP dmz:10.10.10.50/49764 inside:192.168.1.21/5060,

flags UTIOB, idle 56s, uptime 1D19%h, timeout 1hOm, bytes 2328346
TCP dmz:10.10.10.51/50196 inside:192.168.1.22/2000,

flags UIB, idle 18s, uptime 1D19h, timeout 1hOm, bytes 31464
TCP dmz:10.10.10.51/52738 inside:192.168.1.21/2000,

flags UIOB, idle 23s, uptime 1D1%h, timeout 1hOm, bytes 129156
TCP outside:10.132.64.166/52510 inside:192.168.1.35/2000,

flags UIOB, idle 3s, uptime 1D21h, timeout 1hOm, bytes 357405
TCP outside:10.132.64.81/5321 inside:192.168.1.22/5060,

flags UTIOB, idle 1m48s, uptime 1D21h, timeout 1hOm, bytes 2083129
TCP outside:10.132.64.81/5320 inside:192.168.1.21/5060,

flags UTIOB, idle 1lm46s, uptime 1D21h, timeout 1hOm, bytes 2500529
TCP outside:10.132.64.81/5319 inside:192.168.1.22/2000,

flags UIOB, idle 31s, uptime 1D21h, timeout 1hOm, bytes 32718
TCP outside:10.132.64.81/5315 inside:192.168.1.21/2000,

flags UIOB, idle 14s, uptime 1D21h, timeout 1hOm, bytes 358694
TCP outside:10.132.64.80/52596 inside:192.168.1.22/2000,

flags UIOB, idle 8s, uptime 1D21h, timeout 1hOm, bytes 32742
TCP outside:10.132.64.80/52834 inside:192.168.1.21/2000,

flags UIOB, idle 6s, uptime 1D21h, timeout 1hOm, bytes 358582
TCP outside:10.132.64.167/50250 inside:192.168.1.35/2000,

flags UIOB, idle 26s, uptime 1D21h, timeout 1hOm, bytes 375617

Wiz, showeconn <> ROEFIZRLET, V 777 TCRENTVWEEED,
M L7 7 e —2FEE L ET,

ciscoasa# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00, bytes 1048, flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle 0:00:00, bytes 1048, flags UIOB

MNLL7=7a—0355 20X 5 ik ~0 LR — M EHIRT 5 121E, ROFITRT X
912, show conn state =~ KiZ vpn_orphan 4 7Y a &BIML £,

ciscoasa# show conn state vpn_orphan

14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013, idle 0:00:00, bytes 2841019, flags
UOVB

show b ~ show cq .
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show b ~ show cq |

JITAR) T OGS, BT —% b T TV a— T AI0E, &OICTRToO
=y FoBERE —EERRLET, ~EERTTDHITIE, vAX—=2=> [T cluster exec
showconn 2~> REZANLET, T4L 2% (Y) . Xv7Tv7 (y) . BLO

THU—HX (z2) D7 T 7 5FHT70—%2ELET, ROFNZIZ. 320DFTXTDASA
T 172.18.124.187:22 725 192.168.103.131:44727 ~D SSH #&ft N F R SN TVET,

ASALIZIZz 7 770, ZOBRO 7+ TV —FThbHI EAEFLTNET, ASA3
WZIXY 7970860, ZOWHROT A V72 THHT EERLTWET, ASA2 21T
¥eRll7e 7 2 7137, A —F—ThirZ xR L TVET, 77U MU RF
MTIHE, ZOERDO /T > NI ASA2 DNERA X —T = A RIZAD | INBA 7 —
Tz A AMHBHTNEET, 4T REMTIE, ZOERO/ 7 v ME ASAL K
FOVASA3 DANEEA > 2 —T = A AT ANY | 7T AXFIEY > 7 %40 LT ASA2 |ZHR

PEEN, WIZASA2 DN A v Z—T = A ADBHETWE £,

ciscoasa/ASAl/master# cluster exec show conn

ASAl (LOCAL) :**********************************************************

18 in use, 22 most used
Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes 37240828,

flags z

ASAZ~*****************************************************************

12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes 37240828,

flags UIO

ASA3~*****************************************************************

10 in use, 12 most used
Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes O,

flags Y

ASA2 T® show conndetail DHIE, HFTO T+ T —F PN ASAl Tho7=-Z L &R

LTWET,

ciscoasa/ASA2/slave# show conn detail
12 in use, 13 most used
Cluster:
fwd connections: 0 in use, 0 most used
dir connections: 0 in use, 0 most used
centralized connections: 1 in use, 61 most used
Flags:

- CTIQBE media, c¢ - cluster centralized,

- awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
- initial SYN from outside, b - TCP state-bypass or nailed,

- DNS, d - dump, E - outside back connection, e - semi-distributed,

- outside FIN, f - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response
- Skinny media, L - LISP triggered flow owner mobility
- local director/backup stub flow

- inspected by Snort

- outbound data, o - offloaded,
- inside back connection,

- Diameter, g - SQL*Net data,

- outside acknowledged FIN,

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,

- awaiting outside SYN, T - SIP, t - SIP transient, U - up,

A
B
C
D
F
G
i
k
1
M - SMTP data, m - SIP media, n - GUP
N
0
P
Q
R
R
s
v

- VPN orphan, v - M3UA W - WAAS,

. show b ~ show cq

u - STUN,
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show conn .

w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,

7Z - Scansafe redirection, z - forwarding stub flow
Cluster units to ID mappings:
ID 0: asal
ID 1: asaz2

ID 255: The default cluster member ID which indicates no ownership or affiliation
with an existing cluster member
TCP outside: 172.18.124.187/22 inside: 192.168.103.131/44727,
flags UIO , idle 0Os, uptime 25s, timeout 1hOm, bytes 1036044, cluster sent/rcvd bytes
0/1032983, cluster sent/rcvd total bytes 0/1080779, owners (1,255)
Traffic received at interface outside
Locally received: 0 (0 byte/s)
From most recent forwarder ASAl: 1032983 (41319 byte/s)
Traffic received at interface inside
Locally received: 3061 (122 byte/s)

W, TATUT AT A4 7747 U —VISEEOBER 2R 50~ LET,

ciscoasa# show conn user-identity

1219 in use, 1904 most used

UDP inside (www.yahoo.com))10.0.0.2:1587 outside (userl1)192.0.0.2:30000, idle 0:00:00,
bytes 10, flags -

UDP inside (www.yahoo.com)10.0.0.2:1586 outside (user2)192.0.0.1:30000, idle 0:00:00,
bytes 10, flags -

UDP inside 10.0.0.34:1586 outside 192.0.0.25:30000, idle 0:00:00, bytes 10, flags -

ciscoasa# show conn user userl

2 in use

UDP inside (www.yahoo.com))10.0.0.2:1587 outside (userl1)192.0.0.2:30000, idle 0:00:00,
bytes 10, flags -

show conn longzone =~ > RIZHOWTIE, RO TTESRL T IZE 0,

ciscoasa# show conn long zone zone-inside zone zone-outside
TCP outside-zone:outsidel (outside2): 10.122.122.1:1080 inside-zone:insidel (inside2):
10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

detail ¥—V— R&FEHTLH L, 7 v FEiRE (DCD) v —7 OFERNERIN
F9, ZOHEHRIT, BEMEISENTHERN T e —T7 S EEZRLET, X
I1Z. DCD ®tGEER OB EMIZR O L 912720 £,

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828, cluster sent/rcvd bytes
0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

WROBITIE, BT —2 L — b T XU THEEO AT — X AR RT 5 HEICON
TrRLET,

ciscoasa# show conn data-rate
Connection data rate tracking is currently enabled.

show b ~ show cq .
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. show conn
WOBITIL, JRE LT =2 L= MCIESWTHEREE 7 A A4 U v 78 5 B
ciscoasa# show conn detail data-rate-filter ?
eq Enter this keyword to show conns with data-rate equal to specified value
gt Enter this keyword to show conns with data-rate greater than specified
value
1t Enter this keyword to show conns with data-rate less than specified value
ciscoasa# show conn detail data-rate-filter gt ?
<0-4294967295> Specify the data rate value in bytes per second
ciscoasa# show conn detail data-rate-filter gt 123 | grep max rate
max rate: 3223223/399628 bytes/sec
max rate: 3500123/403260 bytes/sec
EEa<v2k avUFR Bl
clear conn Petie 7V 7 LET,

clear conn data-rate | {47 S LTV S BHED R AT — 4 L— h &2 ) 7 LET,

. show b ~ show cq
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show console-output .

show console-output

B DEREA

AU R TIFIE

AR E—F

BIEX v 7 F ¥y SN TWD ar Y — V&2 RRT 2IC1E, FiHE EXEC & — KT show
console-output =~ > R&EMHH L £,

show console-output
Zoawy RZFSIEELEFTF—TU—NEH D A,
T 74N F OEIERCEIZSH D TE A,

ROEIZ, a~ F2ANTELHE—FarnLET,

ARV KNE— | TF7ATI74—ILE—F tXa)TF4a0TEXE
K
W—T9F FSURRT |V TL 2 ILF
Lk
AVTHFERAR | VAT L
FHE EXEC o %fhis o XF o XF o XF o XF
av Y FERE Jy— ZEBEAR
A
7.0(1)  Zoawr RPMBEMERE L,
il Iz, showconsole-output =~ > ROl Z R LET, =Y — ARG E.
RDOA =V NFRRINET,
ciscoasa# show console-output
Sorry, there are no messages to display
BEa< YR avUFR Bl

clear configure console FT7 I RO — VERREICRE L ET,

clear configure timeout

IV MIRELET,

AVT 4 K2 b= arOT A Nk R 2T 7 +

console timeout

ELET,

ASAZHIT D3 ) —)VEHDT A KIVEA LT T FER

RLET,

show running-config console timeout | ASA (2%} 45 2> Y —NWEEEEDT A4 KX A LT 7 a3k

show b ~ show cq .
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. show context

show context

BOYBTOHNTWAHS L E—T 2 A, AT (Fal—ar 774D URL, BILOE
EEHALTFIFANOEEZED T TXA MEREFRTRT HITIE (F2iE, VAT LFTR
NR=ANHLTRTOaArTHFA MDY A NEERRTHIZIL) . FHEEXECE— KT show context
a<wr REFERALET,

show context [ name | detail | count ]

BX DA count  (f£E) REFHAASTFRX OB EFIRLET,

detail  ({17) FHATIRER L OWNEER O DOERE EH T, a7 %A MO 2 3EM
BEREFTLET,

name (£E) a2V THFARMERELET, AHIZHEELRWEAE, ASAIZTTXToOa
TXANEFRRLET, IUTFARMNTANTEDLDE, BUEO2 U TFA MO
T,

VAT BFATAN—ATHL, ARTEHRE LRWGE, ASAILT~TOar7FX haRRLE
D
ROKIZ, A~y FEANTELE—FERLET,

AU R TIAIE

ATV R E—F

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
&
W=TFTy bk | FSVRRT (DU T)L JILF
LYk
AVTHFRAR | VRTL

¥¥iE EXEC o it SIS — o fhis o 5t
avy FERE Jy— FEAE

S

70(1) Zoawr RMBEMERE L,

8.0(2)  EVMUTHNIIPSHEIEE Y —lZ oW TOFRINEMEINE LT,
EELEOHA RS54 HOOHBICOWTIE, T 2L T7ES0,
L Iz, showcontext 2~ > ROHEIBIZRLEST, ZOHTIX, 32025 F A |

NERENTVET,

ciscoasa# show context

Context Name Interfaces URL

. show b ~ show cq
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1

*admin GigabitEthernet0/1.
GigabitEthernet0/1.
contexta GigabitEthernet0/1
GigabitEthernet0/1.
contextb GigabitEthernet0/1
GigabitEthernet0/1

Total active Security Contexts: 3

100
101

.200

201

.300
.301

show context .

flash:/admin.cfg
flash:/contexta.cfg

flash:/contextb.cfg

% 36 : show context D7 4 —/L K2, &7 4 —/L KOFHEZRL ET,

3K 36 : show context D7 4« —)L K

J4—IJLF i BA

Context Name TRTOALTHRAMNPERINET, TAZIRT (%) OV TH
H3ar7TXARMNGIL, BHaTXANTT,

AVHE—T AR | 2D THRARNMIBIDBTOENTZA X —T A A,

URL ASANRALTHRANDIL T 4 Falb—TarwEr— 725 URL,

WIT, AT KFELTA—ATO show context detail =~ > RO IfHlZ - LET,

ciscoasa# show context detail

Context "admin", has been created, but initial ACL rules not complete

Config URL: flash:/admin.cfg

Real Interfaces: Management0/0
Mapped Interfaces: Management0/0
Real IPS Sensors: ipsl, ips2

Mapped IPS Sensors: highsec, lowsec
Flags: 0x00000013, ID: 1

Context "ctx", has been created, but initial ACL rules not complete

Config URL: ctx.cfg

Real Interfaces: GigabitEthernet0/0.10,

GigabitEthernet0/2.30

Mapped Interfaces: intl, int2, int3
Real IPS Sensors: ipsl, ips3
Mapped IPS Sensors: highsec, lowsec
Flags: 0x00000011, ID: 2

Context "system", is a system resourc
Config URL: startup-config
Real Interfaces:

e

GigabitEthernet0/1.20,

Mapped Interfaces: Control0/0, GigabitEthernet0/0,

GigabitEthernet0/0.10, GigabitEthernet0/1,
GigabitEthernet0/1.20, GigabitEthernet0/2,

GigabitEthernet0/1.10,
GigabitEthernet0/2.30,

GigabitEthernet0/3, Management0/0, ManagementO/0.1

Flags: 0x00000019, ID: 257
Context "null", is a system resource
Config URL: ... null
Real Interfaces:
Mapped Interfaces:
Flags: 0x00000009, ID: 258

#£37:aTXAMNDORREIZ, 74—V FOEHAZRLET,

show b ~ show cq .



. show context

R37:AVTFRXLOKE

show b ~ show cq |

T4—ILF

Bl

Context

AT XA NDARL, XV 3T XA NOHFRIINE TOAEH S
F9, system E\VV) T FRAMNE, VAT LAFETANN—RAERLT
b\\ijqo

REA vE—

AT XA POREE, RIS, RRSNDAEEDDH DA v E— V&R
LET,

Has been created, but
initial ACL rules not
complete

ASAIZa L 74X ab—vaZfrLELER, 7740 X2
V74 R —%WNLT 572D T 74V MACLE £ XU a— R
LTWEHA, 7740 X207 4 R o—iF, ¥_XToOaT
FAMIXLTEMCEHASNDEOT, Titdx=UT 4 Lo
bEftEX2UT 4 LD N T T 4V REEREL LY, T
Vor—2a b A VAR arBIOREOMDNRT A=A X—T
MZLET, 20XV T 4R —iZLoT, avry74F¥al—
VarBNEIT ST ar 7 4 X2 b— g VDACLN 281 )L
SNDHETORIC, FT 74 v 7 BNASAZ VS SWVEIE LW T &2
BREEENET, a7 4 ¥ 2L —3 3 DO ACLITFERICEEH T LR
ANEINDTD, ZORENRFEREINDZEIFIFEAEDLD FHA,

Has been created, but
not initialized

context name =~ F& AJJLFE L7=A, F72 configurl 2~ K%
AN LTOHEREA,

Has been created, but
the config hasn’t been
parsed

T7 4NV EDACLRE T a— RENE LR, EEASARa 7 o
Xal—valEMIr L CWEEAL, ZORENFERINDHAEIL,
Xy MU= BHRICHERH D012, a7 4 X2l —varDf
vom— RRIUTZATREED N B W £, £721%, configurl =2~
REEFILEADLTWERA, 274 Falb—varzlue—FRT5
Wi, 2 7% A NS copy  startup-config running-config % A
HLET, VAT LNG, configurl 2~> REHEANLET, *
idk, T DFTArT 4 X2 b—Ta VORELRBLET,

Is a system resource

DHTT, XV AVTHRRAMIVAT AL TEA S, ZOF#R
HNESCOAER SN E T,

Is a zombie nocontext =~> RE7-13 clear context =~ R&EFHL T2 7%
ABMZHIBRLE LR, 20T %A OB, ASARN 2T H R b
IDEHFH LWL TXRMIERATIN, X2 0T 477747
2EHRETAHETAEYIHEFEINET,

Is active IO THRANMIBUEETHTHY, 2 THFAbar7 Fal—

varDExa T R —I-T I 74 v 7 ZBBIEDZ
ENRTEET,

. show b ~ show cq
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show context .

J4—ILF

AR

Is ADMIN and active

COarTERAMIBEH I TEIANTHY, BEETH T,

Was a former ADMIN,
but is now a zombie

clear configurecontext =~ > R L TEH a7 % X FZHIRL
FELER, 2 THFAPOFERIZ. ASAR T HFARMID ZH LW
aATXAMIBFHATAIN, EX2 VT 477747 A EFHIESR)
THETAEVIHRFFSNET,

Real Interfaces

TDaVTXAMIEDVLETCONIAA LV E—T 2 A, A HF—T =
A4 2D 1D % allocate-interface =~ R Ty U7 LA, FR
ENADIFA L E—T A ADEBEOLETTT,

Mapped Interfaces

A B —T7 x4 ADID % allocate-interfacea~> KT~y 7 L7-
Bh. BRENDIDII~ vy BT ENTZ4RITYT, A1 VX —T A A
By T Ueho e i, EEOLARING ) —EFRRINET,

Real IPS Sensors

AIPSSM Z A VA h—/L L TWAHEIZ, a2 TF A MIEID Y TH
naIPS FEE Y —, B —4% dlocateipsz~ RTv v ¥
VI LTESGE. HRENDIOITE U —OEBEOLRITY,

Mapped IPS Sensors

oY —4% dlocate-ipsa~ > RCvy B 7 LIzE, rahd
DI~ B T ENTZLRITT, B —4E~ oy 7 Lghoiz
e, EBROAFING ) —ERRINET,

Flag

WEBTOREH S E T,

ID

Zoa T A NORNE D,

#l RIZ, show context count =~ > RO FZR L E T,
ciscoasa# show context count
Total active contexts: 2

EEa<T YR avwo R 5B

admin-context BT A MERELET,

allocate-interface | = 5% 2 MNMIA vV H—T = A AZE Y Y CTES,

changeto AVTXRAMIERTI ST IR PE VAT LAFEFAR—ZAOMTH Y B
REITWET,

config-url OAVTFXRRA Ay 4 Xalb— g VORFTERELET,

context VAT AAL T 4 X2 L — gl X2V T s a TR A NEER L.

A TFFAN a7 4 Xalb— gy B— RERBBLET,

show b ~ show cq .
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show b ~ show cq |

show controller

TFHETLTRTOA U H—T =4 AZHOWNWT, av ha—J@EAGOFEREFRTDHITIL, Fikk
EXEC ®&— KT showcontroller ==~ > RZEH L £,

show controller [ slot ] [ physical_interface ] [ pci [ bridge [ bridge-id [ port-num]]11] [ detail
]

X DERHA bridge (7> a>) ASA5585-X D PCL 7'V v VA DIEREF R LET,
bridge-id (F 7 a) ASA5585-X D—EDXPCI 7Y v 1D #FrLET,
detail UEE) av he—J0¥MERTLET,
pci (7 a) ASA5585-XDPCI 7 4 ¥ a L—3 3 LD IEIH256

aAavY R FI4ILE

AU kFE—F

NA RELEBIZPCI T AA AQEH) EFRRLET,

physical_interface  ({£&) A v % —7 = A X ID #EELE7,

port-num (A7 a ) ASAS5585-X i ASA DEPCLT U v PNO—EDR—
NEFERRLET,

slot (7 3>) ASA 5580 D PCl-e SARB LA T v DO % R
LET,

A B =T 2 A ZAEFELRWVES, 203wy RET~TOA ¥ —7 =4 ADFHEZ LR
L/iﬁ‘o

ROFIZ, a2~ FEANTEHE—FarRLET,

AYYRE— | TFAT I+ —LE—FR tXx1yF4a0TFRE
K
L=Ty bk | FSVART |V TL TILF
LYk
AVTEFRE | VRATALA
¥#HE EXEC o Xt . ks . %I e R s

av Y RERE

J— ZEERE

72(1) Zoa~wr RRBMERE LR,

8.02) Zoda=r KIZASAS505 DA TR, TR THT Ty b7 r—LICEHEND
ol ELE, detail F—TV— FRBMENE L,

8.1(1)  ASA 5580 HIZ dot F—U— FABMENE LT,

. show b ~ show cq
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FRLEDHA K514

1

show controller .

Jy— EEAE

8.2(5)  IPSSSP A3 A > A h—/L &7z ASA 5585-X HIZ pci. bridge. bridge-id, port-num
DEATarPMBlEhE L, £/, TNTOASAET VHIC, R—X 71—
LEFEELTIFHAEY b A=Y Ry b A F—T =2 ZATO7 v —iili#l v 5e
T BIeODOAR— FpnBEMEnE L,

8.6(1) ASA LY T MY =T EV2—VHOHE NT 7 4 v 7 IR SIS ASA 5512-X 7
o ASA 5555-X Internal-Control0/0 £ THOA VX —T = A AL, ASA LYV 7 hU =
TED 22— ~DT—H NT 7 4 v 72 S5 Internal-Data0/1 o > % — 7 = A
2z, detail ¥—7— KOV R— PR EMIE Lz,

Zoawr RiE, WEHIREARH AZ v —ICL W BRSNWERESZHAT S & X2, Cisco
TAC23 2 b —FIZOWTOAMRT Ny ZIHEREIUET D7D L ET, FEEOH)
iF. EFALEL—Y Ry harhe—FItkoTRARVET, ZDa~> Rk, IPSSSP 231
VA R—=)LENTUND ASA 5585-X DXIG L BT XTOPCI 7 U » VIZBET AEHRHESRL
9, ASAV—EREY 2 —/LOHE . showcontroller =< ROHIZ PCle 2 &~ MEHR

FFERSNEE A,

&Iz, showcontroller =<y ROHAFIZRLET,

ciscoasa# show controller
Ethernet0/0:

Marvell 88E6095 revision 2, switch port 7

PHY Register:

Control: 0x3000
Identifierl: 0x0141
Auto Neg: 0x01lel
Auto Neg Ex: 0x0005
PHY Status: 0x4c00
Int Port Sum: 0x0000
Led select: 0x1la34
Reg 29: 0x0003
Port Registers:
Status: 0x0907
Identifier: 0x0952
Port Ctrl-1: 0x0000
VID and PRI: 0x0001
Rate Ctrl: 0x0000
Port Asc Vt: 0x0080
In Discard Lo: 0x0000
In Filtered: 0x0000
Global Registers:
Control: 0x0482

Status:
Identifier2:
LP Ability:
PHY Spec Ctrl:
PHY Intr En:
Rcv Err Cnt:

Reg 30:

PCS Ctrl:
Port Ctrl:
Vlan Map:
Port Ctrl-2:
Rate Ctrl-2:

In Discard Hi:
Out Filtered:

0x786d
0x0c85
O0x40al
0x0130
0x0400
0x0000

0x0000

0x0003
0x0074
0x077f
0x0cc8
0x3000

0x0000
0x0000

Ethernet0/6:

show b ~ show cq .



. show controller

Marvell 88E6095 revision 2,
PHY Register:

Control: 0x3000
Identifierl: 0x0141
Auto Neg: 0x01lel
Auto Neg Ex: 0x0004
PHY Status: 0x0040
Int Port Sum: 0x0000
Led select: 0xla34
Reg 29: 0x0003
Port Registers:
Status: 0x0007
Identifier: 0x0952
Port Ctrl-1: 0x0000
VID and PRI: 0x0001
Rate Ctrl: 0x0000
Port Asc Vt: 0x0002
In Discard Lo: 0x0000
In Filtered: 0x0000

Faults: O
Driver counters:

switch

port 1

Status:
Identifier2:
LP Ability:
PHY Spec Ctrl:
PHY Intr En:
Rcv Err Cnt:

Reg 3

0:

PCS Ctrl:
Port Ctrl:
Vlan Map:
Port Ctrl-2:
Rate Ctrl-2:

In Discard Hi:
Out Filtered:
--—--Inline power related counters and registers----
Power on fault: 0 Power off fault: O
Detect enable fault: 0 Detect disable fault: 0

I2C Read Fail: 0 I2C Write Fail:

Resets: 1 Initialized: 1
PHY reset error: 0
LTC4259 registers:

INTRPT STATUS = 0x88 INTRPT MASK

DETECT EVENT = 0x03 FAULT
SUPPLY EVENT = 0x02 PORT1
PORT3 STATUS = 0x00 PORT4

OPERATE MODE = 0xO0f DISC.
TIMING CONFIG = 0x00 MISC.

Internal-Data0/0:
Y88ACS06 Register settings:
rap
ctrl status
irg_src
irg msk
irg hw err src
irg _hw _err msk
bmu_cs_rxqg
bmu_cs_stxqg
bmu_cs_atxqg

EVENT

STATUS
STATUS
ENABLE
CONFIG

Oxe
Oxe
Oxe
Oxe
Oxe
Oxe
Oxe
Oxe
Oxe

Bank 2: MAC address registers:

0

= 0x00
= 0x00
= 0x06
= 0x00
= 0x30
= 0x00

0004000 =
0004004 =
0004008 =
000400c =
0004010 =
0004014 =
0004060 =
0004068 =
000406c =

0x7849
0x0c85
0x0000
0x8130
0x8400
0x0000

0x0000

0x0003
0x0077
0x07fd
0x0cc8
0x3000

0x0000
0x0000

POWER EVENT
TSTART EVENT
PORT2 STATUS
POWER STATUS
DT/CLASS ENBL

0x00000000
0x5501064a
0x00000000
0x00000000
0x00000000
0x00001000
0x002aaa80
0x01155540
0x012aaa80

&Iz, show controller detail =~ > ROH A Z < LE T,

ciscoasa# show controller gigabitethernet0/0 detail

GigabitEthernet0/0:
Intel 182546GB revision 03
Main Registers:
Device Control:
Device Status:
Extended Control:
RX Config:
TX Config:
RX Control:
TX Control:

. show b ~ show cq

0x£8260000
0x£8260008
0xf8260018
0x£f8260180
0xf8260178
0x£8260100
0x£8260400

= 0x003c0249
= 0x00003347
= 0x000000c0
= 0x0c000000
= 0x000001a0
= 0x04408002
= 0x000400fa

0x00
0x00
0x06
0x00
0x33

show b ~ show cq |



I show b ~ show cq

TX Inter Packet Gap:

RX Filte
RX Chksu

r Cntlr:
m:

RX Descriptor Registers:
RX Descriptor 0 Cntlr:
RX Descriptor 0 AddrLo:
RX Desccriptor 0 AddrHi:

RX Descriptor 0 Length:
RX Descriptor 0 Head:
RX Descriptor 0 Tail:
RX Descriptor 1 Cntlr:
RX Descriptor 1 AddrLo:
RX Descriptor 1 AddrHi:
RX Descriptor 1 Length:
RX Descriptor 1 Head:
RX Descriptor 1 Tail:
TX Descriptor Registers:
TX Descriptor 0 Cntlr:
TX Descriptor 0 AddrLo:
TX Descriptor 0 AddrHi:
TX Descriptor 0 Length:
TX Descriptor 0 Head:
TX Descriptor 0 Tail:
RX Address Array:
Ethernet Address O0O:
Ethernet Address 1:
Ethernet Address 2:
Ethernet Address 3:
Ethernet Address 4:
Ethernet Address 5:
Ethernet Address 6:
Ethernet Address 7:
Ethernet Address 8:
Ethernet Address 9:
Ethernet Address a:
Ethernet Address b:
Ethernet Address c:
Ethernet Address d:
Ethernet Address e:
Ethernet Address f:
PHY Registers:
Phy Control:
Phy Status:
Phy ID 1:
Phy ID 2:

Phy Autoneg Advertise:

Phy Link Partner Ability:

Phy Autoneg Expansion:

Phy Next Page TX:

Phy Link Partnr Next Page:

Phy 1000T Control:

Phy 1000T Status:

Phy Extended Status:
Detailed Output - RX Descriptor Ring:

rx_bd[000]:

rx_bd[001]:

baddr
pkt chks
baddr
pkt chks

= 0x019823A2, length =

um 0x0000,

0xf8260410
0xf8260150
0xf8265000

0xf8262828
0xf8262800
0xf8262804
0xf8262808
0xf8262810
0xf8262818
0xf8262828
0xf8260138
0xf826013c
0xf8260140
0xf8260148
0xf8260150

0xf8263828
0xf8263800
0xf8263804
0xf8263808
0xf8263810
0xf8263818

0x00602008
0x00000000
0x00000300

0x00010000
0x01985000
0x00000000
0x00001000
0x00000000
0x000000£f£
0x00010000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

0x00000000
0x01987000
0x00000000
0x00001000
0x00000000
0x00000000

0012.d948.ef58

Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!
Not Valid!

0x1140
0x7969
0x0141
0x0c25
0x01lel
0x4lel
0x0007
0x2801
0x0000
0x0200
0x4000
0x3000

errors

= 0x01981A62, length

um = 0x0000,

errors

show controller .

0x0000, status = 0x00
0x00, special = 0x0000
0x0000, status = 0x00
0x00, special = 0x0000

WIZ, ASA 5512-X 75 ASA 5555-X FTTONERA v H—7 = A AT 5 show
controller detail =~ > ROl Z <L E£1,

show b ~ show cq .



. show controller

ciscoasa# show controller detail
Internal-Control0/0:
ASA IPS/VM Back Plane TunTap Interface , port id 9
Major Configuration Parameters

Device Name : en_vtun

Linux Tun/Tap Device : /dev/net/tun/tapl

Num of Transmit Rings : 1

Num of Receive Rings : 1

Ring Size : 128

Max Frame Length : 1550

Out of Buffer : 0

Reset : 0

Drop : 0
Transmit Ring [0]:

tx pkts _in queue : 0

tx pkts : 176

tx bytes : 9664
Receive Ring [0]:

rx pkts in queue 0

rx_pkts 0

rx_bytes 0

rx_drops 0

Internal-Data0O/1:

ASA IPS/VM Management Channel TunTap Interface , port id 9

Major Configuration Parameters

Device Name : en_vtun

Linux Tun/Tap Device : /dev/net/tun/tap2

Num of Transmit Rings : 1

Num of Receive Rings : 1

Ring Size : 128

Max Frame Length : 1550

Out of Buffer : 0

Reset : 0

Drop : 0
Transmit Ring [0]:

tx pkts in queue : 0

tx pkts : 176

tx bytes : 9664

Receive Ring [0]:
rx pkts in queue
rx_pkts
rx_bytes
rx_drops

&Iz, show controller ot ==~ > RO /12~ L ¥,

o O O O

show b ~ show cq |

Slot Card Description PCI-e Bandwidth Cap.
3 ASA 5580 2 port 10GE SR Fiber Interface Card Bus: x4, Card: x8

4. ASA 5580 4 port GE Copper Interface Card Bus: x4, Card: x4

5. ASA 5580 2 port 10GE SR Fiber Interface Card Bus: x8, Card: x8

6 ASA 5580 4 port GE Fiber Interface Card Bus: x4, Card: x4

7 empty Bus: x8

8 empty Bus: x8

wIZ, show controller pci =~ RO NFIZRLET,

ciscoasa# show controller
pci
PCI Evaluation Log:

. show b ~ show cq



I show b ~ show cq

show controller .

PCI Bus:Device.Function (hex): 00:00.0 Vendor ID: 0x8086 Device ID: 0x3406

PCI Configuration Space (hex):

0x00: 86 80 06 34 00 00 10 00 22 00 00 06 10 00 00 00
0x10: 00 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00
0x20: 00 00 00 00 00 00 00O 00 00O 00 00 00 86 80 00 00
0x30: 00 00 00 00 60 00 00 00 00 00 00 00 05 01 00 00
0x40: 00 00 00 00 00 00 00O 00 0O 00 00 00 00 00 00 00
0x50: 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
0x60: 05 90 02 01 00 00 00 00 00 00 OO0 00 00 00 00 00
0x70: 00 00 00 00 00 00 00 00 00O 00 OO0 00 00 00 00 00
0x80: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0x90: 10 e0 42 00 20 80 00 00 00 00 00 00 41 3c 3b 00
Oxa0: 00 00 41 30 00 00 00 00 cO 07 00 01 00 00 00 00
Oxpb0O: 00 00 00 00 3e 00 00 00 09 00 00 00 00 00 00 00
OxcO: 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0xd0O: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Oxe0O: 01 00 03 c8 08 00 00 00 00 00 00 00 00 00 00 00
0xf0: 00 00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00
Link Capabilities: x4, Genl

Link Status: x4, Genl

PITFIE, ASA AR 22D 0T, Z D84, rx_dropped packets 1%, 737 v 7% ASA
FABIZADENCVM L-UL TRy 7ENTNDLZ L E2RLET (ZLOGE, #K
EARENEKA) , B2 ONDRKNO—21L, VM MBULEETX 2% 2 72 VM %8 T

DT T 4T DT TARNNN=ANNFIETDHZ LTI,

ciscoasa# show controller TenGigabitEthernet 0/2

TenGigabitEthernet0/2:
DPDK Statistics
rx_good packets : 13186640462
tx_good packets : 3225386
rx_good bytes : 12526548356100
tx _good bytes : 383943970
rx_errors : 0
tx_errors
rx mbuf allocation_errors
rx_gOpackets
rx_qgObytes
rx_gOerrors
tx gOpackets :
tx _gObytes : 0
rx_bytes : 12526548273860
rx _unicast packets : 13186630349
rx multicast packets : 10025

O O O O o o

rx_broadcast packets : 0
rx_dropped packets : 15357499
rx_unknown_protocol packets : 0

tx bytes : 383943970
tx unicast packets : 3224181
tx multicast packets : 1205
tx broadcast packets : 0
tx_dropped packets : 0
tx_error packets : 0

BEEav> R

avw Uk ERAA

show interface A B —T oA ARFHEREZFR L E T,

show b ~ show cq .



show b ~ show cq |
. show controller

avU kR B

show tech-support | Cisco TACIZ & 2 DB Wi & AIREIC T 5 L 5 Zetf A FoR L ET,

. show b ~ show cq



I show b ~ show cq
show coredump filesystem .

show coredump filesystem

A7 HT Ty AN VAT AONEFEFRRT HITIL. show coredump filesystem =2~ > K& A
JILET,

show coredump filesystem

HET 2 8H Zoavy RIZFBIERERITF—V— REH D T8 A,

ARVRFIALE T IANETIE, a7 X rTEAF=TATEDHY £ A,

avY R E—FR ROFIZ, A~ FEANTELE—FenRLET,

aAY VU RE— | D747 94— ILE—F tXxaYF4aTFXR b
k
L—FT v K FSUART (DU T)L TILF
Lk
AVTHFRE | VAT A
Ja—s3 )L 3 o 3fIi o 3fIi o 3fIi o 3fIi —
V7 4F =
L—ya
avy FER Jy— ZFETHEAR
2

82(1) zZoa~r FRBMENE L,

FEREDHA RSAY ORI, ard 7 7740 VAT LAONEEFRFLET,

I RIZ, show coredump filesystem 2~ > K& ASJ LT, B INTALED 2T X
TONEz AT B 2R LET,

ciscoasa(config)# show coredump filesystem

Coredump Filesystem Size is 100 MB

Filesystem type is FAT for diskO

Filesystem lk-blocks Used Available Use$% Mounted on

/dev/loop0 102182 75240 26942 74% /mnt/disk0/coredumpfsys

Directory of diskO:/coredumpfsys/

246 -rwx 20205386 19:14:53 Nov 26 2008 core 1ina.2008Nov26 191244.203.11.9z
247 -rwx 36707919 19:17:27 Nov 26 2008 core 1ina.2008Nov26 191456.203.6.9z

E&Ea<UF avok BL)]
coredump enable a7 BT A 2 — T VI LET,

show b ~ show cq .



. show coredump filesystem

show b ~ show cq |

avy kR

Bl

clear configure coredump

AT H T T ANV AT KIBIERFEINL TN aT X T Ee T
RTHIBRL, a7Xr 7 usu2 707 LEd, arX o7 77 A0
VAT AAERTOEEIT RN, aT xS ar7 4 Fal—vs
UINEBRINTY, WEAEZTEDTHI LTS A,

clear coredump

AT HT T ANV AT AIBER SN TWD a T X T e
RTHIBRL, a7X 7 as% 707 LET, ar X 77y AL
VAT LAHETOEET WD, a7 X ar7 4 Xal—v g
UINEBRINTY, WEAZTDTHI LIS FHA,

show coredump log

Ay a s ERELET,

. show b ~ show cq



I show b ~ show cq
show coredump log .

show coredump log

a7y Zr7a s ONEET LWIEIZERT 5121, showcoredumplog =2~ RZ AL ET,
aryyrra 7 ONEE HWIEICE TR T 5I21E, show coredump logreverse 2~ > K& AL
£7

show coredump log
show coredump log [ reverse]

BX DA reverse fr b a7 Al EAFE R LET,

ARV RFIALE T IANPTIE, AT X TEAFR=TATIEDHY EH A,

AUk E—F KOFIZ, av L REANTELE—RERLET,
AXVFRFE— | T7AT7I94+—ILE—F XaYyF4aAVTFER R
k
=Ty F FSURART (VT TILF
LYk
AVTHFRM (VAT A
7a— )L a o XI5 o Xt o thes o Xt
V7 4%
L—ya v
avy FERE Jyy— EERE
R

82(1) Zoa~wr RpBEMEnE L,

EEEOHA KSqY Z0avwr RN, ar7Zr7nlZoNEERRrLET, r71E, BUET 1 A7 Litbbrbo%
e L TWET,

#l Kic. ZRbOa~wy ROHAPIERLET,

ciscoasa(config)# show coredump log

[ 1 ] Wed Feb 18 22:12:09 2009: Coredump completed for module 'lina', coredump file
'core 1ina.2009Febl8 221032.203.6.gz', size 971722752 bytes, compressed size 21293688

[ 2 ] Wed Feb 18 22:11:01 2009: Filesystem full on 'diskO0', removing module coredump

record 'core 1ina.2009Febl8 213558.203.11.gz'

[ 31 Wed Feb 18 22:10:32 2009: Coredump started for module 'lina', generating coredump
file 'core 1ina.2009Febl8 221032.203.6.gz' on 'diskO'

[ 4 ] Wed Feb 18 21:37:35 2009: Coredump completed for module 'lina', coredump file
'core 1ina.2009Febl8 213558.203.11.gz', size 971722752 bytes, compressed size 21286383
[ 5] Wed Feb 18 21:35:58 2009: Coredump started for module 'lina', generating coredump
file 'core 1ina.2009Febl8 213558.203.11.gz' on 'diskO'

show b ~ show cq .



. show coredump log

show b ~ show cq |

GH  FLnarX o THOEREHRRT 2720, HTWary X7 77 A VTHIRS L E

T, AL, aTHE T T ANV AT ARV SEWNIR Y BEOaT X T HO
TS MBEZ > T2 B AIC, ASAICL > CTHEIMIZITONE T, ZDd, 77 v
VaNBELTaT XTI N EEEZINZWVWEIIL, TELARETRELS arX 7% 7 —
HATTBHIERRARERD ET,

ciscoasa(config)# show coredump log reverse

[ 1 ] Wed Feb 18 21:35:58 2009: Coredump started for module
file 'core 1ina.2009Febl8 213558.203.11.gz' on 'disk0''

[ 2 ] Wed Feb 18 21:37:35 2009: Coredump completed for module 'lina', coredump file
'core 1ina.2009Febl8 213558.203.11.gz', size 971722752 bytes, compressed size 21286383
[ 3 1 Wed Feb 18 22:10:32 2009: Coredump started for module
file 'core 1ina.2009Febl8 221032.203.6.gz' on 'diskO'

[ 4 ] Wed Feb 18 22:11:01 2009: Filesystem full on 'diskO0', removing module coredump

record 'core 1ina.2009Febl8 213558.203.11.gz'

[ 51 Wed Feb 18 22:12:09 2009: Coredump completed for module 'lina', coredump file
'core 1ina.2009Febl8 221032.203.6.gz', size 971722752 bytes, compressed size 21293688

'lina', generating coredump

'lina', generating coredump

BEEav R avw R i BA
coredump enable a7 B THREER A R—T I LET,

clear configure coredump | 27 %7 7 7 A LI AT NMIBIERGE SN TWA T X T4
NTHIBRL, a7¥ e a %2 07 LET, arZ e 77 A0
VAT LARTOEEZRWZD, a7 X7 ar7 4 ¥ab—
VarPNERINZY, WEEZITIZVTLZ LT EHA,

clear coredump QT BT T ANV AT MNIBEREESNL WA a7 X o T e
RTHIBRL, 27X 7 v rw2 707 LET, arT XS T A0
VAT AHERTOERII WD, a7 X7 ar7 4 Xalb—
arPNERINZY, WEEZTIEVTHZLEHD EHA

show coredump filesystem | =7 %' 7 7 7 4 )L L 2T LORNEKEZFH R LET,

. show b ~ show cq



I show b ~ show cq
show counters .

show counters

T haNAH T H TR ERART HIZIE, FiE EXEC £— R T showcounters =< K%

AL ET,
show counters [ al |context context-name|summary | top N ] [ detail ] [ protocol protocol_name
[ :counter_name]] [ threshold N ]

BX DA all T AN OFEMER T LET,

context contet-name oL T XA N AEEELET,

:counter_name IR ELRITHRELET,

detail AR T v 2GR E RN LET,

protocol protocol_name fsEL7-7a haltobh v ZEFEELET,

summary BT EDEREFRRLET,

threshold N BELELXVWMEU Foh o 20hiFrx LET, BETE 58
BHIL 1 ~ 4294967295 ¢4,

top N BELEZLEWEU EOI D VX 2FR LET, FRETE &AL
1 ~ 4294967295 T,

AT R FI4ILR show counterssummary detail threshold 1

AR K E—F RORKIZ, a~v FEATTELE—FenRLET,

ARV RFE— | T7AT7 24— ILE—F XT3 TFRE

X

=Ty kF |FIVART | YUT)L RILF
Lk
AVTHERAL | VAT LA

34 EXEC o %I o % . % - R s
v FEE J— EERE

Z

72(1) Zoa~wr RRBMERE LR,

92(1) ARV F=RF=V¥yDATEMBINESNE L,

show b ~ show cq .m



. show counters

3l

show b ~ show cq |

Jy— EEAE
S

9.13(1)  Firepower 1000 33 X 82100 DT 7' Z A 7 2 AE— RIZH LI 7 % THTTPERR|
PEMEE Lz, ZHud, FX0S ~O HTTP R A v—I % A LT U N O¥%

KLET,

9.12(1)  ACLBEL~VAITH LW A T 235 DIBIMENE LT,

+ OBJGRP_SEARCH_THRESHOLD (f#Z£#% 10000 @ L =\ Vi)

+ OBJGRP_SEARCH THRESHOLD LEVEL4 (KiZZ%t 7500 ~ 10000)

+ OBJGRP_SEARCH THRESHOLD LEVEL3 (#52%k 5000 ~ 7500)

+ OBJGRP_SEARCH THRESHOLD LEVEL2 (#:52% 2500 ~ 5000)

« OBJGRP_SEARCH _THRESHOLD LEVEL1 (#:%%t1 ~ 2500)

WIZ, TR_RTCOI T ZEFRTLHPERLET,

ciscoasa#

show counters all

Protocol Counter Value Context
IOS IPC IN PKTS 2 single vf
IOS IPC OUT_PKTS 2 single vf
ciscoasa# show counters

Protocol Counter Value Context
NPCP IN_PKTS 7195 Summary
NPCP OUT_PKTS 7603 Summary
I0S_IPC IN_PKTS 869 Summary
I0S_IPC OUT_PKTS 865 Summary
Ip IN_PKTS 380 Summary
Ip OUT_PKTS 411 Summary
Ip TO_ARP 105 Summary
Ip TO_UDP 9 Summary
UDP IN_PKTS 9 Summary
UDP DROP_NO APP 9 Summary
FIXUP IN_PKTS 202 Summary
UAUTH IPV6_UNSUPPORTED 27 Summary
IDFW HIT USER LIMIT 2 Summary

WIZ, AT 2 DEREFRTRT 2R L ET,

ciscoasa#

show counters summary

Protocol Counter Value Context
I0S_IPC IN_ PKTS 2 Summary
I0S_IPC OUT_PKTS 2 Summary

WIZ, AV THFANDOO T B2 ETrmT 5027 0ET,

ciscoasa# show counters context single vf
Protocol Counter Value Context

. show b ~ show cq



I show b ~ show cq
show counters .

I0S_IPpC IN_PKTS 4 single vf
I0S_IPC OUT_PKTS 4  single vf

WIZ, AR =Y DI T B eRpyT A0 %2R LET,

ciscoasa# show counters protocol eem

Protocol Counter Value Context
EEM SYSLOG 22 Summary
EEM COMMANDS 6 Summary
EEM FILES 3 Summary

WRIZ, ACLRFR L~V DH Y o Z e Fomd D TEOH 2R LET,

ciscoasa# show counters

Protocol Counter

Value Context

ACL OBJGRP_ SEARCH THRESHOLD 1582 Summary

ACL OBJGRP SEARCH THRESHOLD LEVEL4 534 Summary

ACL OBJGRPisEARCHiTHRESHOLDfLEVEL:’) 524 Summary

ACL OBJGRPisEARCHiTHRESHOLDiLEVEL2 307 Summary

ACL OBJGRP SEARCH THRESHOLD LEVEL1 216 Summary
BEa< R avw vk E L)

clear counters | 7o ha v AEZ v 7 LA E U T LET,

show b ~ show cq .



. show cpu

show cpu

show b ~ show cq |

CPU DO R BT 2 1A R T 511, Rt EXEC “E— R C show cpu 2~ & K& ]

L/i—a—o

[ cluster exec ] show cpu [ usage core-id | profile | dump | detailed ]

<N TF AT ARNET—RCE, VATA AL T4 X2 L — g BRODEIICATLE

B

[ cluster exec ] show cpu [ usage ] [ context { all | context name } ]

B DEREA

aAavY R FI4ILE

aAvU R E—F

all

FTARTOATHIRAMNERTTHILEEELET,

cluster exec

EE) 7I9AX VU TBRETIE, HDH2=v N T showcpu 2~ REFRLT

L., Z0Oa<wy REMOT_RThOa=y N CR”KFHCETTEET,

context

1O0aryTXAMeRRTHIEEZHBELET,

context name F R4 B2 TFX R NOLBIEIEELET,

core-id TuktyY avToOBERELET,

detailed (A7 a ) CPU OB 23l FRE R R L ET,
dump (FFay) TIYICX Y TadrA )7 F—245%FRrLET,
profile (AFvary) CPUTRT A )T T—=FEFRKRLET,

usage (E&) CPU MR ZFR L £,

T 7 4V F OEBHEREIZH Y TR AL

WDORIZ, a2 REANTEDLE—FE2RLET,

ARV KRE— | T7AT7I4—ILE—F t¥a)T4aVTHEXEG
R
=Ty F FSURRT (DT TILF
L bk

AVTEFRE [ VATLA

e EXEC . HIE o o R « RIS * R
av > FERE ))— ZEERA

z
7.01)  ZoawrRREMERELE.

. show b ~ show cq



I show b ~ show cq

show cpu .

Jy— EEAE
S

8.6(1)  ASA 5512-X. 5515-X. 5525-X. 5545-X, BL O 5555-X VR — T 57-0HIC.
coreid 47> a UBhBEBMENE L,

9.1(2)  show cpu profile =~ > K & show cpu profiledump =~ > RO AR FEFHF SN E L
7o

92(1) (KM TT v b7 —2D CPU RIS ASA AR O N EMEE Lz,

ERLOAA F54~ CPUMMRIIL, 55 L 0AMFOEBIELMA L, = Oz S 512K 2 >OBHT

BIcHEHAT A itk TEBENET,

showcpu 2~ FEfEMT 2 &, Yo AEOAMZHRIHTEET ((ODF V. showprocess
a<w Ry, YU E—REALTFa L THFAMNE—ROVAT LA 7 (Fal— g
DOl TET LTEGARICERINAHEORDVIZ, T/ 74T 4 2F R TEET)

EBIC, vAFaArTHFRAE—RTE, 7o AEEANESHTL LY, BESNZTR
TOaAry7HAMTHEIND CPUICERTEET, ZOEDITIF, 2T HFA MNIEHE
LT showcpu =2~v> K& A9 5H, showcpucontext =~ R&Z AN LET,

Ta ABEOANIL, RHITWVEZICD BN ETN, 27 2 MEEOAR OLE T
EEETI0EEN 1 2BmanEd, &z, showepu 2~ REVAT AT F A b
MH AT H L, showepu context system =1~ R& A L7286 L3RR D HIEA RSN
£7. HIFIL showcpucontext all =~ RTRRINDERNEIZERCTTR, BHITZD
FHID—ERIC T E E A,

show cpu profile dump =~ > K% cpu profileactivate =~ > K& & H(2flifl LT, CPU RiED
NI TN a—T 4 VR TAC MEH T 5 M AINEE TE £, show cpu profile dump
a~<r ROHNE, 16 EEXTRRENET,

CPU 71 7 7 A T INBRIESAE D3 A 215 L TV 5354, show cpu profile =2~ > RiZk D
NueFrLET,

CPU profiling started: 12:45:57.209 UTC Wed Nov 14 2012
CPU Profiling waiting on starting condition.

Core 0: 0 out of 10 samples collected.

Core 1: 0 out of 10 samples collected.

Core 2: 0 out of 10 samples collected.

Core 3: 0 out of 10 samples collected.

CP

0 out of 10 samples collected.

ASARABICEAL T, ROTFA B2 HA RTA4 NTHEBE LT EE N,

« FFHENDVCPUDEIE, A VA=A SN TWHVCPUT Ty b7 —L T4 AT
FoTRESNET,

e S AL AVCPU DE, P a =7 SN vCPU O L —E+ 584, ke
1% Compliant {2721 £7,

show b ~ show cq .



. show cpu

show b ~ show cq |

« TA BV AVCPU DEA, 7rbEYa =27 & vCPU D% FEIDHA,
Noncompliant: Over-provisioned (272 V) F 97,

=
o
[

« 74 BV AVCPU DN, 7RV a =07 ShizvCPU O EHZ 554,
Compliant: Under-provisioned (272 V) £ 97,

>
B
[

c AFVHIRIZ, 7rEYa =7 &N vCPU OEIC L > TiREENE T,
s TBEVa=r T INT AT ERICH DG, IREEIX Compliant (2720 £,

s ubVamr T ENAETY N EREHE A A5G, KHEEIX Noncompliant:
Over-provisioned (272 V) £,

cTmbEVa =y IR AEY D ERE TREIDYE, IREEIE Compliant: Under-provisioned
2720 E9,

o FIRETROMIRIZ, Y nEeYa =7 E N vCPU Ok o TIRESNE T,

o EREE TR AT Y DRERIKR (1000MHz) PLETH 254, IREEIX Compliant |27
DET,

o JHAPE TR ATV DRERKR (1000 MHz) K TH 5854, IREEIX Compliant:
Under-provisioned (Z7¢ V) &5,

el 2T WOHNE, FA B ARBEH S TWRNWZ LA RLET, FFA &5 vCPU D
Hixo A4 7o A Sz~ L, Noncompliant: Over-provisioned (%, #fnNT7 4 o XA &z
VY—=AIDHEZ N Y —ZAZFEHALTETEIN TSI EERLTWNET,

Virtual platform CPU resources

Number of vCPUs : 1
Number of allowed vCPUs : 0
vCPU Status : Noncompliant: Over-provisioned

BEALTAHEAT. ZoFEREaEY— 1L, TAC ICHRHEE L F7,

\}

(GE)  ASA D FXOS ¥+ — ¥ THEITENTWEHA, showepu =2~ RO NIZERI D CPU

a7 OED, Firepowerd100 77 v b 7 4+ —25%9300 (FXOSX—R) 7T v M7 —L7p L
—HM DT T v b7 F—2D showverson <> RO NZFERENDGE LD D702 &n
b ET,

B NA =R L T 4 VT OV R — FOFEANIZLY | Firepower 4100 77 > b 7 4 —AE
X9300 77 v h 7 4 —LTD showcpu 2~ ROHANEFEINE L, VT 74970
DAN—T"> FIMEWEEES, showcpu [detailed |core|external] CLI O /11, A% > K7 1
YD ASA HNNCRFZEND D LRI £T, CPUNAN—AL T 4 v THERENRT 4 —
TN > T D6, CPU = 7 O FMRPLIH ) D% TR 220 £3, ASART 7 ¢ >
I DAN—T" R LEWVED ERZBZ TOLEHA, CPUNAS—AL v T 1 T HfeE A

. show b ~ show cq



I show b ~ show cq
show cpu .

F—TNWICTDHE showepu I~ RNAZ U RT7 D ASA LRICHDEFRRTDH LI
7m0 ET,

Bl Wi, CPU ML A Fd BBl % 7 L £

ciscoasa# show cpu usage
CPU utilization for 5 seconds = 18%; 1 minute: 18%; 5 minutes: 18%

WIZ, CPU OERBUCT 2 E AR R T 202 R LET, Iy aNIRShTH
HEHIC, ar ZEofERiT (F—2 R 20fE+ar bu— LT L—r O &)
DA THD = LICEE LT S0,

ciscoasa# show cpu detailed
Break down of per-core data path versus control point cpu usage:
Core 5 sec 1 min 5 min
Core 0 0.0 (0.0 + 0.0) 3.3 (0.0 + 3.3) 2.4 (0.0 + 2.4)
Current control point elapsed versus the maximum control point elapsed for:
5 seconds = 99.0%; 1 minute: 99.8%; 5 minutes: 95.9%
CPU utilization of external processes for:
5 seconds = 0.2%; 1 minute: 0.0%; 5 minutes: 0.0%
Total CPU utilization for:
5 seconds = 0.2%; 1 minute: 3.3%; 5 minutes: 2.5%
N

GE) ['Current control point elapsed versus the maximum control point elapsed for] &9 LI,
ay hr— L RA 2 FNOBUEOARD, RSB Sz KA &
BENDZEaEWRLET, JAUTHHETIT R R TY, 5 MBI LT 99%
EWVIOIEIEIZ, v br— L RA  FOBIEOARDN, £ D SHHRICEIT 2 RKA
M 99% ThHDH I EHEWLET, BMNHEICHIN LT 556, ARIEHEIZ 100%
2720 ET, L, RRHEMMERER S TN, FEERO CPUIZIES] 5
2L DEERENHLARERH D £3, ZOFEIX, 20oaT7IZl8T5 2y be—
NT L= OERR] OBEOEFTIZRNZ LITERE LTI EEn,

WIZ, v VF E—RTURATA 2THF A MO CPUFERRNER T HHE2 R LE
7,

ciscoasa# show cpu context system
CPU utilization for 5 seconds = 9.1%; 1 minute: 9.2%; 5 minutes: 9.1%

WRIZ, TRTCOaLTFA MO CPUEHRNAEF T 42~ LET,

ciscoasa# show cpu usage context all

5 sec 1 min 5 min Context Name
9.1% 9.2% 9.1% system

0.0% 0.0% 0.0% admin

5.0% 5.0% 5.0% one

4.2% 4.3% 4.2% two

Wiz, Tone] W) FH A D CPUMARNRAZZRRTAHZRLET,

ciscoasa/one# show cpu usage
CPU utilization for 5 seconds = 5.0%; 1 minute: 5.0%; 5 minutes: 5.0%

show b ~ show cq .



show b ~ show cq |
. show cpu

WOFITIX, 7u 77 A4F%T 75 47/ L T, 1000{HOY > T LEENT D LI
HBERLET,

ciscoasa# cpu profile activate

Activated CPU profiling for 1000 samples.

Use "show cpu profile" to display the progress or "show cpu profile dump" to interrupt
profiling and display the incomplete results.

Wiz, a7 74V T DAT—H A (in-progress }3 & N completed) Dz~ L ET,

ciscoasa# show cpu profile

CPU profiling started: 13:45:10.400 PST Fri Nov 16 2012
CPU profiling currently in progress:

Core 0: 209 out of 1000 samples collected.

Use "show cpu profile dump" to see the results after it is complete or to interrupt
profiling and display the incomplete results.

ciscoasa# show cpu profile dump

Cisco Adaptive Security Appliance Software Version 9.1 (2)
Hardware: ASA5555

CPU profiling started: 09:13:32.079 UTC Wed Jan 30 2013
No CPU profiling process specified.

No CPU profiling trigger specified.

cores: 2

Process virtual address map:

End of process map
Samples for core 0 - stopped
{0x00000000007eadb6,0x000000000211ee7e}

WIZ. ASA AR @ CPU AR D F] &2~ LE T,

ciscoasa# show cpu
CPU utilization for 5 seconds = 0%; 1 minute: 0%; 5 minutes: 0%
Virtual platform CPU resources

Number of vCPUs : 2
Number of allowed vCPUs : 2

vCPU Status : Compliant
Frequency Reservation : 1000 MHz
Minimum required : 1000 MHz
Frequency Limit : 4000 MHz
Maximum allowed : 56000 MHz
Frequency Status : Compliant
Average Usage (30 seconds) : 136 MHz

WIZ, ASA AR @ CPU fE AR OFER OB 2~ L E T,

Break down of per-core data path versus control point cpu usage:

Core 5 sec 1 min 5 min
Core 0 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0)
Core 1 0.0 (0.0 + 0.0) 0.2 (0.2 + 0.0) 0.0 (0.0 + 0.0)
Core 2 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0)
Core 3 0.0 (0.0 + 0.0) 0.1 (0.0 + 0.1) 0.0 (0.0 + 0.0)
Current control point elapsed versus the maximum control point elapsed for:
5 seconds = 0.0%; 1 minute: 0.0%; 5 minutes: 0.0%
CPU utilization of external processes for:
5 seconds = 0.0%; 1 minute: 0.0%; 5 minutes: 0.0%
Total CPU utilization for:
5 seconds = 0.1%; 1 minute: 0.1%; 5 minutes: 0.1%

. show b ~ show cq



I show b ~ show cq

show cpu .

Virtual platform CPU resources

Number of vCPUs : 4
Number of allowed vCPUs : 4

vCPU Status : Compliant
Frequency Reservation : 1000 MHz
Minimum required : 1000 MHz
Frequency Limit : 20000 MHz
Maximum allowed : 20000 MHz
Frequency Status : Compliant
Average Usage (30 seconds) : 99 MHz

ASA N— 3961 LIFE, 22> ha—/LiRA > b (CP) OMEHIZ2 D715 4>
DT PR S A, FEAFEERT X TOITIZCP BENLRWNWE D FETTELaT
CPO¥ZERIBLET, FT7 74 v 7ARMBRNEE TS, CPABHIZERIRI Lz =
TIX CPU B = I —EDOARMB NN £F, £/, 7—#/3XZ (DP) AL v K
BTy 7T HIOIE{EaT TDP #ARA—Y 7 LET, ZOAMIE show cpu core
HANZIZE ENTOETA, show cpu detail H/ TR STV Ed, T,

show cpu detail IZX > TCPBLUDP OAWNBT = v 7 INDH7-HTT,

\)

GE)  Cisco Secure Firewall 4200 3V — X T34 A TlL, 270Xy ba—iRA o MEA
LRy, DO aTIETF—EZRRA T 2A0FTIHEH SN ET,

I N - R o . NP PN N
Bl WOFHNZ, show cpu core 35 LN showcpudetail 2~ ROHENIZEHEENDI I FIF
7 CPU fE M (Core 0 B8 LW Core2) #/RLET,
ciscoasa(config) # show cpu core
Core 5 sec 1 min 5 min
Core 0 18.0% 18.0% 18.0%
Core 1 0.0% 0.0% 0.0%
Core 2 18.6% 18.5% 18.6%
Core 3 0.0% 0.0% 0.0%
ciscoasa(config)# show cpu detail
Break down of per-core data path versus control point cpu usage:
Core 5 sec 1 min 5 min
Core 0 1.6 (0.0 + 1.6) 1.6 (0.0 + 1.6) 1.6 (0.0 + 1.6)
Core 1 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0)
Core 2 1.6 (0.0 + 1.6) 1.6 (0.0 + 1.6) 1.6 (0.0 + 1.6)
Core 3 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0) 0.0 (0.0 + 0.0)
BEa<v >R avo kR e
show counters Ta A AE T Ay A ERRLET,

cpu profileactivate |CPUT' R 7 7 A V> T %7 77 4 _X—FLET,

show b ~ show cq .
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. show cpu

. show b ~ show cq



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



