show aa ~ show asr

» show aaa kerberos (2 ~X—73°)

» show aaa local user (4 ~—7)

» show aaa login-history (6 ~—73°)

» show aaa sdi node-secrets (8 ~—1)
» show aaa-server (9 ~1—37)

« show access-list (13 ~X—3)

« show activation-key (19 ~X—13)

» show ad-groups (31 ~X—7)

* show admin-context (34 ~<X—137)

« show alarm settings (35 ~<—17)

s showarp (37 X—7)

« show arp-inspection (39 ~<X—1)

» show arp rate-limit (41 ~X—73)

« show arp statistics (42 ~—1)

« show arp vtep-mapping (44 ~—3)
+ show asdm history (47 ~X—2)

* show asdm image (53 ~X—73)

+ show asdm log_sessions (54 ~X—73")

» show asdm sessions (56 ~X—73)

show aa ~ show asr .



show aa ~ show asr |
. show aaa kerberos

show aaa kerberos

Kerberos V— V" A{EM A £/RT 5121%. $54E EXEC & — KT show aaakerberos =~ > K% ff
ALET,

show aaa kerberos [ usernameuser ] | keytab ]

EX DA keytab Kerberos ¥—4% 77 7 A NMIZET DR EFRLET,

username~—#¥— FFESNZ2—P—DF v hEERLET,

ARV FEFIAAR AT FEEELRVEA, TR C0a—F—0Fry MRS ET,

ATV RE—F ROKIZ, a~v FEANJTELE—RERLET,
k
N—=TvE | FIVRART ST < ILF
LYk
AVTFRE |VARTA
¥FHE EXEC o kit — o KPR o %I —

FRLEOHA KSqY ASAIZF Y v aIN7zd ~TO Kerberos T7 v F&FIRT HI121E, F—UV— FafFEdd
|Z show aaa kerberos =~ > R&FEH L E 7, FrED =2 —H —d Kerberos 77 v M &R RT 5
IZ1X, username ¥ — U — RZBMLET, ¥—% 77 7 A VAT H1ERERRT HITIE,
keytab ¥ — U — R&HT 2 MLERH Y £7°,

il Iz, show aaakerberos =~ > ROERABIZ R L E T,

ciscoasa

(config) # show aaa kerberos

Default Principal Valid Starting Expires Service Principalkcduser@example.com
06/29/10 17:33:00 06/30/10 17:33:00

asa$/mycompany.com@example.comkcduser@example.com 06/29/10 17:33:00 06/30/10

17:33:00 http/owa.mycompany.com@example.com

KIZ, Kerberos ¥—4 77 7 A WIZET B 1EHREFR T HH 2R LET,

ciscoasa# show aaa kerberos keytab

Principal: host/asa2@BXB-WIN2016.EXAMPLE.COM
Key version: 10
Key type: arcfour (23)

. show aa ~ show asr



I show aa ~ show asr
show aaa kerberos .

EEa<w ok avyk 5t BA

aun

aaa kerberosimport-keytab | Kerberos ¥ —%1T7/5 (KDC) 72627 Z7— k L7- Kerberos
X—HT T A NEA R —FLET,

clear aaa kerberos X v o &Nz Kerberos F7 > hE2 7 VT LET,

show running-config aaa-server | AAA — —DHELF R LET,

show aa ~ show asr .



. show aaa local user

show aa ~ show asr |

show aaa local user

By 7 ST aa—H—4DY XA NEFRT D0, Elida—V—LOFEMERRT S
i3, Fe— L a7 ¥ al—3 a3y F—RTaaalocaluser =2~ R&fEHLET,

show aaa local user [ locked ]

BX DA

aAvU R TFI4ILE

aAvU R E—F

loked (%) Biffm v 7 S CWbda—HF—£4D U 2 2R ELET,

77 AV N OEIERIEIL S D FE A

WDOFIZ, a~r REANTEDHE—RERLET,

AV KE— | T7PAT794—ILE—F ttXa)F4aVTFFR b
K
IL—FTv K FSUART (VUL <ILF
LYk
AVTFXRARM | VAT LA
Jua—s)r 2 o it o it o it o it —
V74X =
Lr—g

avy FERE

FEREDHA KAV

il

N)— EERE
z

7.01)  Zoawr RREMENELE.

9.17(1)  Expired & New-User Dl A8 L £ L7,

F 7 arDF—TU—Rlocked ZEAMETHE. ASAICE > T, TXTD AAA 1 —f/L—
Y —DOREEITEBI e v 77U N AT —Z ZADFFEMNRERINET,

Zoaw s RE, vy TN EN WA= =D AT — X ATFICHEL £,
==X 10 5% v 7N HREINET, 2720, BEa A IR TAETIE. 20
o< ROBENTIE, 100U ERB L Chba—V—Rr v 7 SNTnD ERRINET,

KIZ, showaaa 2~ &AL T, ¥ XCHO2—YP—4Dua v/ T NAT—H A
FFRRTHHERLET,

Iz, HIBRZ 5 [ENZEE L7412 showaaalocal user ==~ > RAHH LT, +XToO

AAA T — I N a—HF =R LB TR L O n v 7 7T U AT — X ADFEH
EFRRTHHERLET,

ciscoasa(config)# aaa local authentication attempts max-fail 5

. show aa ~ show asr



I show aa ~ show asr
show aaa local user .

ciscoasa(config)# show aaa local user

Lock-time Failed-attempts Expired New-User Locked User
- 6 N N Y cas
- 2 N Y N sam
- 1 N Y N dean
- 4 N N N admin

ciscoasa (config) #

Wiz, HilfRZ 5 ENZFRE L7=1#%I1Z lockout % — 7 — K& 457E L T show aaalocal user =
~VREHEHAL, oyl 70 FENTHWS AAA B — Va2 —F—DHDII LT3R
SEERATERB L v 7 T N AT — X ADFEMAEFR TR T LW E R LET,

ciscoasa(config)# aaa local authentication attempts max-fail 5

ciscoasa(config)# show aaa local user

Lock-time Failed-attempts Expired New-User Locked User
- 6 N N Y cas

ciscoasa(config) #

BEEavT R avw Uk SR BA

aaa local authentication attempts| . — 4 —3Mi[[HZR > =AU — RE AT AR Ea v s 7
max-fail hENDPERTRKNEREHELET,

clear aaalocal user fail-attempts |7 v 7 77 b 257 —% Z&ZEH LW T, KEGTIRIE %2
0icVty FLET,

clear aaalocal user lockout BELEF2—Y—FH 3T _RCOa—WF—Da v 777k
AT —=H A% 7 VT LT, ENOO2—F—DRBGEIT
DA EOICRELET,

show aa ~ show asr .



. show aaa login-history

show aa ~ show asr |

show aaa login-history

0 s A VIR A FRT DI, FiHE EXEC £ — R C show aaalogin-history =t~ K& L
£,

show aaa login-history [ user name ]

BX DA

aAvU R TFI4ILE

aAvU R E—F

FEREDHA FS1 Y

3l

user name (F7g ) BrEOa—Y—ou s o oA EELET,

77 4 hOEEREIXH Y EE A,

ROKIZ, a~ R ANNTELHE—FaRLET,

&
=Ty k FSURRT (DU <ILF
Lok
AVTEFRL |VARTL
¢t EXEC o b o 5 o b o R —

F 740 F T, 198 o CLIEE SR (SSH. Telnet, > U 743V —L) Tr—HL
AAA BFEE A F—T I LTeHE . ASA TR —ANT —Z R—AD a2 —PF—£ £721X AAA
P N=PoD2—F =LA ERFLET, 1A VEEAERT HIZIE, showaaalogin-history
avy R LEd, BEAGHIM 2% ET 51213, aaaauthentication login-history =<
Y RESRLTIEEN,

ASDM D 7' A IR ESINEE A,

n A VERET=y b GEE) ZEIRFSNET, YA =Bl T RZ Y
JEBRETIE, 2=y NBEHOn 7 A VIREORZREF LT,

u g A OB 2%, Va—REInd EEFINRLRY £,

WIZ, v A VEREFRTRT D012 R L ET,

ciscoasa(config)# show aaa login-history

Login history for user: cisco

Logins in last 1 days: 45

Last successful login: 14:07:28 UTC Aug 21 2018 from
10.86.190.50

Failures since last login: 0
Last failed login: None
Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

. show aa ~ show asr



I show aa ~ show asr

show aaa login-history .

EEav> R

avy kR

A

aaa authentication login-history

o —% /L username O & 7 A VIR A {RE L £,

passwor d-history

ERID username /XA U — R&EREFELET, =2—VF—3 2
Da<wy RERETETEHA,

passwor d-policy reuse-interval

username /XA U — ROFFHEZEEIE L F9,

passwor d-policy username-check

username DL T E —FT H /32T — RZ22 L9,

show aaa login-history

o —% )L username O u A L EREEZFERLET,

username

n0—) a—P—ERELET,

show aa ~ show asr .



show aa ~ show asr |
. show aaa sdi node-secrets

show aaa sdi node-secrets

VAT LA VA R—=LENTVWASSDI ) — Ry —27 Ly N7 7 A VBT DB HRAEFETT D
IZ1%. ¥ EXEC &=— R T show aaa sdi node-secrets ==~ > RZ&2#H L E7,

show aaa sdi node-secrets

aAavYRE—FK ROFIZ, a~ P2 AN TELE—RERLET,
ARV RFE— | T7AT7I24—ILE—F XT3 TFRE
K
=Ty K FSUART (VUL TILF
Lk
AVTHFRM | VAT A
F#HE EXEC o 3fhis — o KHiE o i —

FHEDHA K54 > showaaasdinodesecrets=~ > RzfliflF5L, /—Fo—27 by F 77 A )VRV AT LA
VAR =L EN TV D RSA SecurlD — =D U A MRERENET, /—FK¥—Z L v b
7 7 A JLiE RSA Authentication Manager > = 7 A73— [ S 41, aaasdi import-node-secret =
~VREFEHL VAT AT vy e —FanEd, /—Ro—2 by N7 7 A LVEHIRT S
\Z1%, clear aaa sdi node-secret ==~ > R&fH L 9,

i WIZ, VAT A — K= Ly 77 ANBA A F—/LEZ T3 SecurlD H—
N—% TR THHZRLET,

ciscoasa
#
show aaa sdi node-secrets

Last update SecurID server

15:16:13 Jun 24 2020 rsaam.cisco.com
15:20:07 Jun 24 2020 10.11.12.13
ciscoasa

#

BEavF av vk Bl

aaa sdi import-node-secret | RSA Authentication Manager 7> 5 =27 AR — h &Nz /) — K —7
Ly hZ7ANaA R —FLET,

clear aaa sdi node-secr et J—Ry—7 Ly 77 A NVEHIBRLET,

. show aa ~ show asr



I show aa ~ show asr
show aaa-server .

show aaa-server

AAA F— 3—D AAA S — —FEEHE 2 FRT 5 I12iE, F5#E EXEC ©— R T show aaa-server
o< FEFEHALET,

show aaa-server [ LOCAL | groupname [ host hosthame ] | protocol protocol ]

EX DN LOCAL (ER) = 22— — F—=FX—2DfFHEHRE KR~ L ET,
groupname (ER) ZNV—THAOI—"—0OftitiH ez &R~ L E T,
host hostname (EE) 7NV —THNORED Y — S —DfaHERzF£R L ET,
protocol protocol (A7 =) LIFH 7w haEEEL T, b— —0OfiEHEH %
FRLET,

* kerberos

* |dap

* nt

* radius

* sdi

- tacacs+

ATV RFEI4IR T IANET, TRTO AAA P—A—EHERA R TR INE T,

ATV KR E—F WDOFKIZ, a~v > REANTEHLE—FEZRLET,

R

=Tk FSURRT ([T <ILF
Ly bk
AVTHFRE | VAT LA

¢t EXEC o 5 o %S o Kb o R —
av Y FERE Jy— FERE

R

7.1(1)  http-form 712 b I LNBMEUE LT,

8.0(2) aasa-server active =~ R¥E/-iZ fal 2~ FEHEH L TFETAT—F ANEH
INTZPE IR =R T —H A ZEKRINDLHITD FE LT,

show aa ~ show asr .



. show aaa-server

1

show aa ~ show asr |

W, show aaa-server =<y RO HHIERLET,

ciscoasa(config)# show aaa-server groupl host 192.68.125.60

Server Group: groupl
Server Protocol: RADIUS
Server Address: 192.68
Server port: 1645
Server status: ACTIVE.

.125.60

Last transaction (success) at 11:10:08 UTC Fri Aug 22

Number of pending requests 20

Average round trip time

4ms

Number of authentication requests 20

Number of authorization

requests 0

Number of accounting requests 0
Number of retransmissions

Number of accepts
Number of rejects
Number of challenges

6

Number of bad authenticators

Number of timeouts

1
1
4
5
Number of malformed responses 0
0
0
0

Number of unrecognized responses

WDFIZ, show aaa-server 2~ RHTIDO 7 4 —/ ROFBAZRLET,

J4—ILF

3558

Server Group

aaa-server 2~ RiIZ Lo CTHRE SN — =T L —T74,

[r—s"— 1 fan
(Server Protocol) ]

aga-server I NIZL > THRESINTZ YV — =7 L —TF D —s3—
7a kan,

Server Address

AAA F—R—D P 7 KL A,

Server port

ASAB LD AAA Y —"—IC L o> T S 5577 — I, RADIUS
OREAN— RI&,  authentication-port =~ F&fEM L THETE %
9, RADIUST # vV 7 4 v 27 7"— ML, accounting-port =~ > K~
AL THETEET, JERADIUS ——TiX, R— I
server-port 2w N X o> TREINET,

. show aa ~ show asr



I show aa ~ show asr

show aaa-server .

J4—ILFK

Bl

Server status

P—R—D AT —H A, IROWNTNOHDOENFRINET,
« ACTIVE : ASA IZZ D AAA —_—LEELET,

« FAILED : ASAILZZ D AAA T —R_R—LiEfE T& A, ZDOIK
BIZp oz — =L, BEEINTVDERY —IZa L T—T&
I ZOREDEF ERo72%, BT 77 4 7k E 1,

AT —H ZAD#%IZ (admin initiated)] & FERINTWDHEE, 20
H— N—F. aaa-server active =~ REFIT fail =~ F&#
AL CFREICRERARREICSND, $HRITHET 7707k
TWEJ,

& TV v a B EROEBRTRLET,

Last transaction (

{success
| failure
1)
at
time
timezone
date

ASADRY — =L 1BE LTI Z ERRWGEIE, RO A v E—U0RE
RENET,

Last transaction at Unknown

Number of pending
requests

HBUEHELT T D ZREKL

Average round trip time

P—=N—=bD T YT g BT TT D E TITOND D FERHH,

Number of authentication
requests

ASAIZ K o THEfE SNTFRREERE, ¥4 L7 U MEOFEFR,
ZOEIIFEENET A,

Number of authorization
requests

PAERE, ZOfEIZ, 22 REEA, 2o —X E@EilET 5 b
77 4 w7 (TACACS+ b —_"—DHFE) ORF, FrRILTN—
T TCA =T T EHT- WebVPN 1 L O IPsec 72 Al HERE A3 LA D 78
AESREIRLET, 44 L7 7 MEOFREL. ZoEICEEEN
FH A,

Number of accounting
requests

THI T 4 TR, ZA L7 7 MEOFEEIZ., ZOMEICIT
GENEE A,

Number of retransmissions

W2 A 27 7 MMRICA v —URFEEGE SN 2BE, O,
Kerberos 3 X O RADIUS H—/3— (UDP) IZOA@HAINE T,

show aa ~ show asr .



. show aaa-server

show aa ~ show asr |

J4—ILFK

Bl

Number of accepts

FkEh U T2 AR AR SR AL

Number of rejects

R SNERE, ZofEicid, =7 —RE, BIOEEICZ LT
VYUY VINAAA Y — RO HER SNTEBAOm NG ERET,

Number of challenges

BN — =4 L RATU — RDOIEFREZE LI2KIC, AAA Y —
N—Na—H— 2% U TEMOREHR 2 TR L 7= 4,

Number of malformed
responses

AT L, SRR O DI PR SN TWET,

Number of bad
authenticators

WODOWTIDDFEAE LT[R,

* RADIUS /X% k@ Tlauthenticator] A b U 7 HRHEHE L T3
(ENiir—2R)

o ASA DO ILFFAE - — & RADIUS H— " — DG — 0 —
LRV, ZOMBEAEETHICE, ELF—R_"—F—% A )
L/i‘g‘o

Z OfElE. RADIUS ICOAMEH Sk,

Number of timeouts

ASA 73, AAA P — R—NGE LW, FTEERARETH D Z
LEBRHL, A7 ThDE R LIZEE

Number of unrecognized
responses

TR CEARWVINE E TV AR — F LTWRWVIRE Z ASA 2% AAA
P N—InHZAE LIzE, 72 & 2E, H—/3—725 D RADIUS /¥
o b a— RBRB7ZRZ A7 (BEFID Taccess-accept]

laccess-reject] . [access-challenge] F 7213 laccounting-response]
LSO 2 A7) THLHLETY, @H., Ziud, V—"—760
RADIUS JGZ /N7y PRI L TWD ZE 2 FER L TWETR, F
niglr—ATY,

EEav >R

avy kR

Bl

show running-config aaa-server

RE LI — = V=T HNOFT X TOH—— F72i
FrEDY = "—DOHFHEHRZ 2R L E T,

clear aaa-server statistics

AAA F—R—fEHEREZ 27 V7 LET,

. show aa ~ show asr



I show aa ~ show asr

show access-list .

show access-list

TIRBAVANDE Yy hATUARBIOZ A LAX o TEEFRRT DI, BHEEXECE— R
C show accesslist =~ R&EFEHALET,

show access-list [ id [ ip_address | brief | numeric] | element-count ]

BX DA

AU R TIHIbE

AR E—F

brief (TE) 7/2AVARID, Ev h AT r b, BLOEKL—L EY FO
HALAHR T T _T 16 ERATERLET,

id (A7 ay) BMEOTZ7EA VA NDID DT X EFRRLET,

ip_address (A7 ay) BELETZEAY 2 NNOREETIPT KL AEIEHA A b
DI T HEFRRLET,

numeric (fEE) ACLAZIEET DL, R— FBLET IRl TEHEREINET,

7= & 2iE, www TiEZe< 80 E £ RSN ET,

element-count  ({£&) VAT ATERINTVDLTRTOT IV EAVANDT 7 A2
fa—L = N OREAERRLET,

T 7 4V N OBEWERMEIZH W FH AL

ROFIZ, a~ P AN TELE—FERLET,

ARV KRE— |T7AT7 24— ILE—F X1 T430TFR b
k
=Ty F | FSVARRT |SUTL TILF
L b
AVTHERAL | VAT L
FHE EXEC o %I o % . % . S R

2% KRR

J)— ZEERE
z

8.02)  brief F—U— KOV HR— B3 BEMEINE LT,

83(1) ACLAA LAZ L THFFRTDHIZDD ACE ERANT—UNEFRENE LT

9.14(1)  numeric B L eement-count F—7 — RN BIIENE LT,

9.17(1) v RAFAILTFHXFRA MOV FR—FEMEN, T_TOaLTFHFRNTEEINT
WATRTOT IV ERAYANDERIT L FRFERINDHEIITRVELE, &5
W, ATV =7 NTNV—TREDEDN > TOWDGEAE, EEH v FoihicAt
T NINA—TONRLEEENET,

show aa ~ show asr .



. show access-list

show aa ~ show asr |

EELEOHA KSq> brief F—U—REZEEL T, 778X VA My b AV b ID, BEOY A 22X T
Bz 16 N TR R TEET, 16 RN TEREINLI a7 4 Fab—2 3 IDIE, 35
\ZFR S, Syslog 106023 35 LU0 106100 T S5 -0 L[E L ID TY,

TIERA VR NREEEFEINEZES, URXMIEALLRIAINET, ZOBEEST. Ay

3l

+—

\}

VIZEDZEDNRINET,

GE)

HoZiE, ACLIZEENAEZOE BT REINTE T, ZOFZIL. T LHLACLADOT 7+
A arvhr—/L U (ACE) D EFRLTIELY A, 22X, 7 FLAFEHE LD

Xy NI—=0 ATV =7 el T 56, VAT MIEBNMOBERZFERT L LRH £F

N, THHOBEMERIIHAICEETNETA,

ISREYVITDHA RSA Y

ASAZ FAZ ) T ERMENT25E6,. N7 4 v 7 BHR—0Oa=y MZRVZEEINTHEAET
by VIAREZ VT VI X aYy7iIlky, FOMOa=y NMIACLOE Y N h T
MeRTHAERH YD T, ZHUITHISNTZEETT, 2947 M bEE AT Y N EZ(E
Lghotcz=y MI, FIABEERIIGC T T AZEHY 7 20 L Clink &= » b
EZETHIENDLTD, 2=y MINTy MaZfE=y MIRTHIZACL T = v 7
THZERHVET, 20D, N T T4 v IRy NEEE Lo ATHACLE v
N AT RS ESRET,

wIT, 16 EERTHREENEZT 78 A R — (v M Ay FRAEE Tl
ACE) ([ZBT 28 R HEROBZ R LE T, &AID 2 FNZIL, ID 23 16 A TERR
S, 3FEDOINZITE Yy b AT RR U ARSI, 4BZBDDOINIL, A LAX
TEN 16 EEXTERENET, by b BT NOMEIZ. FT T 4 v T B—LIT
by bl EELET, XA LAXCTHIT, e v hORZZRE L ET,
bty M AUy ERErOSE, HRIIEFRINETA,

Wiz, show accesslist =~ RO ZRLET, ik, [INJ FHOD outside
A B =T A ACEAEIND, T7EBRAY XA M Ttest] ZxLET,

ciscoasa# show access-list test
access—list test; 3 elements; name hash: 0Oxcb4257a3
access-list test line 1 extended permit icmp any any (hitcnt=0) 0xb422e9c2
access-list test line 2 extended permit object-group TELNET-SSH object-group S1
object-group D1 0x44ae5901

access-list test line 2 extended permit tcp 100.100.100.0 255.255.255.0 10.10.10.0
255.255.255.0 eg telnet (hitcnt=1) OxcalOca2l

access-list test line 2 extended permit tcp 100.100.100.0 255.255.255.0 10.10.10.0
255.255.255.0 eq ssh(hitcnt=1) 0x5b704158

RIZ, object-group-search 7 /L— 73 A 32— W72 o TR W EE 0 show accesslist
avr ROl ZRLET,

ciscoasa# show access-list KH-BLK-Tunnel
access-list KH-BLK-Tunnel; 9 elements
access-list KH-BLK-Tunnel line 1 extended permit ip object-group KH-LAN object-group

. show aa ~ show asr



I show aa ~ show asr

show access-list .

BLK-LAN 0x724c956b
access—-list KH-BLK-Tunnel line 1 extended permit ip 192.168.97.0 255.255.255.0
192.168.4.0 255.255.255.0 (hitcnt=10) 0x30fe29a6
access-list KH-BLK-Tunnel line 1 extended permit ip 13.13.13.0 255.255.255.0 192.168.4.0
255.255.255.0 (hitcnt=4) Oxc6ef2338
access-list KH-BLK-Tunnel line 1 extended permit ip 192.168.97.0 255.255.255.0
14.14.14.0 255.255.255.0 (hitcnt=2) Oxce8596ec
access-list KH-BLK-Tunnel line 1 extended permit ip 13.13.13.0 255.255.255.0 14.14.14.0
255.255.255.0 (hitcnt=0) O0x9a2flc4d
access-list KH-BLK-Tunnel line 2 extended permit ospf interface pppoel host 87.139.87.200
(hitcnt=0) 0xb62d5832
access—-list KH-BLK-Tunnel line 3 extended permit ip interface pppoel any (hitcnt=0)
Oxa2c9ed34
access-list KH-BLK-Tunnel line 4 extended permit ip host 1.1.1.1 any (hitcnt=0) 0xd06f7e6b
access-list KH-BLK-Tunnel line 5 extended deny ip 1.1.0.0 255.255.0.0 any (hitcnt=0)
0x9d979934
access-list KH-BLK-Tunnel line 6 extended permit ip 1.1.1.0 255.255.255.0 any (hitcnt=0)
0xa52a0761

RIZ, object-group-search 7 /L — 7" 73 A X —7 /L7325 T\ 5554 D show access-ist
avy ROz R L ET,

ciscoasa# show access-list KH-BLK-Tunnel

access-list KH-BLK-Tunnel; 6 elements

access—-list KH-BLK-Tunnel line 1 extended permit ip object-group KH-LAN (1) object-group
BLK-LAN (2) (hitcount=16) 0x724c956b

access-list KH-BLK-Tunnel line 2 extended permit ospf interface pppoel host 87.139.87.200
(hitcnt=0) 0xb62d5832

access—-list KH-BLK-Tunnel line 3 extended permit ip interface pppoel any (hitcnt=0)

Oxa2c9ed34

access-list KH-BLK-Tunnel line 4 extended permit ip host 1.1.1.1 any (hitcnt=0) 0xd06f7e6b

access—-list KH-BLK-Tunnel line 5 extended deny ip 1.1.0.0 255.255.0.0 any (hitcnt=0)

0x9d979934

access—-list KH-BLK-Tunnel line 6 extended permit ip 1.1.1.0 255.255.255.0 any (hitcnt=0)
0xa52a0761

WIZ, Telnet kT 7 (v 7 3 i@EiET 50D show access-list brief =~ > RO H Sl #7R
L/i‘j‘O

ciscoasa (config)# sh access-list test brief
access-list test; 3 elements; name hash: 0xcb4257a3
calOca2l

44ae5901 00000001 4a68aa’e

WIZ, SSH hT 7 ¢ v 7 N id@imd 5D show access-list brief =t~ > Ko H 1l % 7=
LET,

ciscoasa (config)# sh access-list test brief
access-list test; 3 elements; name hash: 0xcb4257a3
calOca2l 44ae5901 00000001 4a68aa’e

5b704158

443e5901 00000001 4a68aaald

Iz, showaccesslist =~ ROH I ZRLET, Tk, ACLEELSA X —7
Mo TWA, TIN] HfDoutside f v X —7 = A ZA@HEND, T/ EZY R
N Ttest] ZRLE7,

ciscoasa# show access-list test
access-list test; 3 elements; name hash: 0xcb4257a3

show aa ~ show asr .



show aa ~ show asr |
. show access-list

access-list test line 1 extended permit icmp any any (hitcnt=0) 0xb422e9c?2
access-list test line 2 extended permit object-group TELNET-SSH object-group S1
object-group D1 0x44ae5901

access-list test line 2 extended permit tcp object-group S1(1l) object-group D1 (2) eq
telnet (hitcnt=1) 0x7blcl660

access-list test line 2 extended permit tcp object-group S1(1l) object-group D1(2) eq
ssh (hitcnt=1) 0x3666£922

WIZ, Telnet kT 7 4 v 7 @I HEED show access-list brief =~ > KD H 716 % 7=~
l./\i—a—o

ciscoasa (config)# sh access-list test brief
access-list test; 3 elements; name hash: 0xcb4257a3
7Tblcl660

44ae5901 00000001 4a68abb5l

WIZ, SSH N T 7 4 v 7 N i@imd 5D show access-list brief =t~ > KD H F1il % 7=
Li‘g—o

ciscoasa (config)# sh access-list test brief
access-list test; 3 elements; name hash: Oxcb4257a3

Tblcl660 44ae5901 00000001 4a68absl
3666£922

44ae5901 00000001 4a68ab66

KIZ, VAT ATERINTVDTRTOT VAV A DT /A2y br—L =
YR OMETHLEREI T FOPIZRLET, 77 BAZNL—7L LTHIDET
BNTWLT 78RR MDGE, T7®AZ 70—V, £l3A 2 —T =4
A b CHIlEIT 5 7-812,  object-group-search access-control =~ > R&fH L T4~
V) FIN—THRREAF—TNMITHILT, BEAV Y FEEOTIENTE
FF, AT V=S NIA—TRBEAX—T T DL, Ry b= ATV |
WrrRAxarbu—pxzr P THERENET, ThUSOSE, A7 V=2 M
ZTOFAT V7 MIEENDMEADOIP T RUAZEE S, EET4EET KL AD
AT ZEIEB O PYRESAERNET, LEB-T, 5ODIP T FLRAEZRD
BETRY NUV—=0F T2V FE 6 DDT RLAZFFOHEA TV =7 M+
HHE D=L, 1D TEAR30DEER Sx6=2 M) ICEFMSNET, ERPY
VY RBENEE, T RAVAMBRELRY AT A=~ AR E G A D]
REMED R < 720 £

asa(config) # show access-list element-count

Total number of access-list elements: 33934

9.17(1) AT, A7V =7 P N—THREFEADILTOL5EE, v—LIZEER
HZF T = NI A—TFDH (OBIGRP) . #EIXA 7Y =2  (SRCOBJ) &5iseA
7V =27 bk (DSTOBI) 0¥, BIUBEMESNIZZ V—T LHIBRSNZ 7V —T D
R 2w Rt S E 7,

ciscoasa/act/ciscoasactx001 (config)# show access-list element-count
Total number of access-list elements: 892

OBJGRP SRC 0OG DST OG ADD OG DEL OG
842 842 842 842 0

. show aa ~ show asr



I show aa ~ show asr
show access-list .

2 NFarTFHARE—RFRTIE, VAT L3227 F & T element-count ¥ — 7 — R %
T E, TXTOarTXFA MIKHPEA S, VAT AREOI T RO
KINFREINET, A7V 27 NTNA—TRBRARGE. 77 A a3y ba—b
> Y (ACE) O#¥, 7Y =7 k (OBIGRP) Dk, BLUEIL (SRC) L%i
Je (DST) ATV =7 NITN—TDENGENTET, ATV T NA—TREN
W2 GA, A7V 27 FAT Y MIEIC0IZRY ET, RIS, A7V FT—
TRBEANNZL TCVDHEEDV AT LAy TX A MOGERLET,

ciscoasa/act (config) # show access-list element-count

Context Name ACE OBJGRP SRC 0OG DST OG
system 0 0 0 0
admin 0 0 0 0
ciscoasactx001 892 842 842 842
ciscoasactx002 312 298 298 298
ciscoasactx003 398 306 306 306
ciscoasactx004 162 132 132 132
ciscoasactx005 1280 583 583 583
ciscoasactx006 352 345 345 345
ciscoasactx007 353 351 351 351
ciscoasactx008 348 346 346 346
ciscoasactx009 433 420 420 420
ciscoasactx010 342 340 340 340
ciscoasactx011 363 361 361 361
ciscoasactx012 409 406 406 406
ciscoasactx013 381 373 373 373
ciscoasactx014 332 330 330 330
ciscoasactx015 465 374 374 374
ciscoasactx016 444 316 316 316
ciscoasactx017 284 268 268 268
sciscoasactx018 8837 0 0 0
ciscoasactx019 467 412 412 412
ciscoasactx020 934 527 527 527
ciscoasactx021 415 401 401 401
ciscoasactx022 676 562 562 562
ciscoasactx023 1208 1099 1099 1099
ciscoasactx024 350 322 322 322
ciscoasactx025 638 252 252 252
ciscoasactx026 318 304 304 304
ciscoasactx027 359 308 308 308
ciscoasactx028 1249 1087 1087 1087
ciscoasactx029 451 326 326 326
ciscoasactx030 377 315 315 315
ciscoasactx031 445 418 418 418
ciscoasactx032 347 309 309 309
ciscoasactx033 583 317 317 317
ciscoasactx034 340 311 311 311
ciscoasactx035 350 301 301 301

Total access-list elements in all Context: 25894

BEa<v2 R avw vk SRER
access-list ethertype EtherType IZHDSWTC N F7 7 4 v 7 2T 57 7EA U R
FNERELET,

show aa ~ show asr .



show aa ~ show asr |
. show access-list

avwok HL:L

access-list extended TIRAVA a7 4X¥alb— g 008N L, 774
TUA—NEERTAHIP T T 4y I HORY —EHE
LET,

clear access-list TIEAYAN IR E2 YT LET,

clear configure access-list FHITa v 74 FXal—arhbT7 78R VR NE7 )T L
ibgAO

show running-config access-list |IREEITLTWAT IV EA VAN a7 4 Xal— g
EERRALET,

. show aa ~ show asr
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show activation-key

show activation-key .

KT AL A, TIT 4 TREEMR—=ZADTA B A, BEXOKBKTIA B ALT 7T 47
RIFESR—=ZADT A B ADMBEDLETHDIFITTIA B AEFKRT BI2iE, F5HE EXEC
£— KT show activation-key =2~ K& LET, 72— N A —R_—=2=y FTlX, ZOD

av L RNICEoT, P94V BIL0EI XY 2=y FORKEXF—ThA, [To—1F—
NR—= JFRAE|] T4V ABFTREINET,
show activation-key [ detail ]
XN detail JE7 75 ¢ THRBFEN— 2 S AL A RTLET,
ATVERFIFILL T IANNOBECHEITH Y EH A,
avY R E—FK WOEIL, ZDawr FEANTESE— RE&RLTVET,
AV RE— | T7A4T794—ILE—F tXa)F4a TFFR b
K
=Ty K FSURRT (VU TL T ILF
LYk
AVTHFRE | VAT LA
FHE EXEC . i . b . %P . .
av Y FRERE J1)— ZEERNE
2z

FEREDAA RZA4 Y

7.0(1)

Zoawry RRBEMENE L,

8.0(4) detail F—7U— REMELE L=,

82(1) HWANEEINT, BIMDOTA B AERNEEND LI F LI,

8.3(1) H I, BERE T SN D DD KEE X — F XN — R F—D W33 Th 50,
BLOEATORER—2 F—0HMNEEND LRV E L, A VA =L
INTVWETRCOEBNR—2AF— (T 7T 47 ELIET 7T 4 7OMN) bERE
nE,

84(1) S m— FEFEALMERED 2 WET LDV R— F A BINEhE L=,

—ERDOKEETA B ATIE, 77T 4 THEHRIZASA ) o — RTALERH Y £, <xrel>

2, Ve— RRRRERIA B RAERLET,

show aa ~ show asr .



show aa ~ show asr |
. show activation-key

RI1IKFESA LV ROY O— FEH

ETIL JA—FARELZSAEVRTIVa Y

FTRTCOET |W5bkIf 220y 7 L— R
v

ASA {58 VvVCPU FA L ADXE T 7 L—F

U — RAMEREA1E, show activation-key H 3k Xk 51720 £,

The flash activation key is DIFFERENT from the running key.
The flash activation key takes effect after the next reload.

AN O— RIEEAERERED RN ET L TIA B 22 F T HE, VANBLIOPa2=T7 74 F o
Sash—3ary 4B AT A MIRENEE A

Bl #5l 2-1 : show activationkey IT> KDRA Y KFZOY1=y kDHH
WIZ, BEITI9A4 BV A kT A B R LR —2 T4 B ZDMAEDLYE) . B
SOT 7T 4 TREEFHR—RAT A B RERT, AZ L RT7ara=y s® show
activation-key =2~ > RO B 2R L ET,

ciscoasa# show activation-key
Serial Number: JMX1232L11M
Running Permanent Activation Key: OxceO6dc6b 0x8a7bbab7 0Oxale2ldd4 0xd2c4b8b8 0xc4594f9c

Running Timebased Activation Key: 0xa821d549 0x35725fed4 0xc918b97b 0Oxcel0b987b 0x47c7c285

Running Timebased Activation Key: Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2
Licensed features for this platform

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers HE perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Enabled perpetual
Shared AnyConnect Premium Peers : 12000 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 12 62 days
Total UC Proxy Sessions : 12 62 days
Botnet Traffic Filter : Enabled 646 days
Intercompany Media Engine : Disabled perpetual

This platform has a Base license.
The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:

. show aa ~ show asr
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show activation-key .

0xaB821d549 0x35725fe4 0xc918b97b 0xcelOb987b 0x47c7c285
Botnet Traffic Filter Enabled 646 days

Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2
Total UC Proxy Sessions : 10 62 days

{5 2-2 : show activation-key detail DX 42 > F7RA>a1 =y FOHA

WIZ, FATTA BV R Gkt 7 A B R ERRIRN—2 T 4 B 2AOMAEDYE) | B
Tk T A B REA VA P L ENTVEKERN—2 TR (T 7T 47
BIOKET 7T 47) Bt A K7 rr22=vy h® show activation-key detail
a~xy ROl 2R L ET,

ciscoasa# show activation-key detail
Serial Number: 88810093382

Running Permanent Activation Key: Oxce(06dc6b 0x8a7b5ab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c

Running Timebased Activation Key: 0xa821d549 0x35725fed4d 0xc918b97b 0xcel0b987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces 8 perpetual
VLANSs 20 DMZ Unrestricted
Dual ISPs Enabled perpetual
VLAN Trunk Ports 8 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Standby perpetual
VPN-DES Enabled perpetual
VPN-3DES-AES Enabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials Disabled perpetual
Other VPN Peers 25 perpetual
Total VPN Peers 25 perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 2 perpetual
Total UC Proxy Sessions 2 perpetual
Botnet Traffic Filter Enabled 39 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5505 Security Plus license.
OxceO6dcbb 0x8a7bbab7 0Oxale2ldd4 0xd2c4b8b8 0xc4594£f9c
Licensed features for this platform:

Running Permanent Activation Key:

Maximum Physical Interfaces 8 perpetual
VLANSs 20 DMZ Unrestricted
Dual ISPs Enabled perpetual
VLAN Trunk Ports 8 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Standby perpetual
VPN-DES Enabled perpetual
VPN-3DES-AES Enabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials Disabled perpetual
Other VPN Peers 25 perpetual
Total VPN Peers 25 perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 2 perpetual
Total UC Proxy Sessions 2 perpetual
Botnet Traffic Filter Enabled 39 days
Intercompany Media Engine Disabled perpetual

show aa ~ show asr .



show aa ~ show asr |
. show activation-key

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xa821d549 0x35725fed 0xc918b97b 0Oxcelb987b 0x47c7c285

Botnet Traffic Filter : Enabled 39 days

Inactive Timebased Activation Key:

Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3

AnyConnect Premium Peers : 25 7 days
{5 2-3 : show activation-key detail [T 2T T —ILF—/IN—RF7DTS54<I )1y
M
Wiz, 774~V 7 xz—)LA—s3— 2=y h® show activation-key detail =~ > KD
OBl 2R L ET,
T4~ 2=y b TAEA OKFETA B R LR N—2 T A & ZADHH
%Léi\b“@.‘) o

T IV RBIVED A VIEEDOT A B ADMEEDETHDL, 72—/
F—NR—= T FAH| T4 A, ThiE, ASA TEBEIZETINTWAS T4t
ATT, 774~ VBIOED L F) T4 AOMBEDLEENMLIZZDT
A v ADMEIF, KFIZR>TWET,
e T4 2=y NOKEET A VA,

e 54w 2=y FDA VAN —NNELDRGFRIR—Z T4 L2 (T I75 478
YT IT4T) .

ciscoasa# show activation-key detail

Serial Number: P3000000171

Running Permanent Activation Key: Oxce(06dc6b O0x8a7bbab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fed4 0xc918b97b OxceOb987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual

. show aa ~ show asr
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show activation-key .

Failover Active/Active perpetual
VPN-DES Enabled perpetual
VPN-3DES-AES Enabled perpetual
Security Contexts 12 perpetual
GTP/GPRS Enabled perpetual
AnyConnect Premium Peers 4 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers 750 perpetual
Total VPN Peers 750 perpetual
Shared License Disabled perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 4 perpetual
Total UC Proxy Sessions ! perpetual

Botnet Traffic Filter Enabled 33 days
Intercompany Media Engine Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Running Permanent Activation Key:

Maximum Physical Interfaces
Maximum VLANsS

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

OxceO6dceb 0x8a7bb5ab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
Licensed features for this platform:

Unlimited
150
Unlimited
Active/Active
Enabled
Disabled
2
Disabled
2
Disabled
750
750
Disabled
Disabled
Disabled
: Disabled
2
2
Disabled
Disabled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:

0xa821d549 0x35725fed 0xc918b97b 0xcelb987b 0x47c7c285
Enabled 33 days

Botnet Traffic Filter

Inactive Timebased Activation Key:

Oxyadayad3 Oxyadayad3 Oxyadayad3

Security Contexts
AnyConnect Premium Peers

0

xyadayad3 Oxyadayad3
2 7 days
100 7 days

Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4
100 14 days

{5 2-4 : show activation-key detail IZxXtT DT T —ILA—N—RT7DEHF 1=y

Total UC Proxy Sessions

hH A

Wiz, B HY 7 x—NF—_— 2= F® show activation-key detail =~ > KD

Bl Z R L ET,

s H) 22y N TABUVA kT A B A LREMNRN—R T4 ADM

%Léi\b’t].‘) o

show aa ~ show asr .



. show activation-key

show aa ~ show asr |

cTIATIVBLOEI A VEBEDT A L ADHRLEDETHS, 72—
F—NR—= T TRAE| FTAVA, THUX, ASATERIZETEN TSI
ATYT, TIAIBIOEIHFY T4 ADMAGDOEEXBMLIZZDT
AU ADMEIX, KFITR>TWET,

B D HY 2=y FOKKET A A,

BB FVDA AN NERDOREFR—R T4 AR (T 7T 4 TBIOIET
ITF4T7) . ZDO=y MIFHFER—Z T A2 A TR WD, 2o A
b RRINEFA,

ciscoasa# show activation-key detail

Serial Number: P3000000011

Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl
Licensed features for this platform:

Maximum Physical Interfaces Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Active perpetual
VPN-DES Enabled perpetual
VPN-3DES-AES Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS Disabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials Disabled perpetual
Other VPN Peers 750 perpetual
Total VPN Peers 750 perpetual
Shared License Disabled perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter Disabled perpetual
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts Unlimited perpetual
Failover Active/Active perpetual
VPN-DES Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS Enabled perpetual
AnyConnect Premium Peers perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers 750 perpetual
Total VPN Peers 750 perpetual
Shared License Disabled perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment Disabled perpetual
UC Phone Proxy Sessions H) perpetual
Total UC Proxy Sessions perpetual
Botnet Traffic Filter Enabled 33 days
Intercompany Media Engine Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

. show aa ~ show asr
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Licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

VPN-DES

VPN-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine

Unlimited
150
Unlimited
Active/Active
Enabled
Disabled
2
Disabled
2
Disabled
750
750
Disabled
Disabled
Disabled
: Disabled
2
2
Disabled
Disabled

show activation-key .

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

The flash permanent activation key is the SAME as the running permanent key.

{5l 2-5 : show activation-key IZxtT 5D, T4 ADNLEVASARE DRZ2 >

1=y kB

JBBA L7- 1 -2 vCPU ASA A8 ok o H 1.

Krzoy

TADOT 7T 4 X—v a3y F— F

LB AR LOWRE, 1 DOVCPU A B RAEBA VA M=V TERA =R L

TWET,

)

GE)

nET,

Z o=~ FHIZIE [This platform has an ASA A8 VPN Premium license.] 72337R &
ZDRA =%, ASARFE RARA 17— RiE

BV, ASARKIE OFEAES (2 A& Premium 714 B AZ S L EH A,

ciscoasa# show activation-key
Serial Number: 9APM1G4RV41

Running Permanent Activation Key:

ASAv Platform License State:

0x00000000 0x00000000 0x00000000 0x00000000 0x00000000

Unlicensed

*Install 1 vCPU ASAv platform license for full functionality.

The Running Activation Key is not valid,
Licensed features for this platform:

Virtual CPUs

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES
Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone

using default settings:

0 perpetual
10 perpetual
50 perpetual
Unlimited perpetual
Active/Standby perpetual
Enabled perpetual
Enabled perpetual
0 perpetual
Disabled perpetual
2 perpetual
Disabled perpetual
250 perpetual
250 perpetual
Disabled perpetual
Disabled perpetual
Disabled perpetual

show aa ~ show asr .

FEEFATTEH L ZRLT



. show activation-key

Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine
Cluster

Disabled
2

2
Enabled
Disabled
Disabled

This platform has an ASAv VPN Premium license.
Failed to retrieve flash permanent activation key.
The flash permanent activation key is the SAME as the running permanent key.

{5 2-6 : show activation-key I3 %, VCPUIZES A U R E 4 DFiET 5 ASA k8

DREv 7O A=Y A

)

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

show aa ~ show asr |

GE) o=z~ KX [This platform has an ASA {42 VPN Premium license. | 737/~ &
NET, ZOAvE—UiF, ASAEMNSA m— RS FfTTE 2L 2Rl T
BY. ASA iUfE OFENET A £ A & Premium 74 L A& SR L EH A,

ciscoasa# show activation-key

Serial Number: 9ALQ8W1XCJ7

Running Permanent Activation Key: 0x0013e945 0x685a232c 0x1153fdac Oxeae8b068 0x4413fdae

ASAv Platform License State: Compliant

Licensed features for this platform:
Virtual CPUs

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine
Cluster

4

10

200
Unlimited
Active/Standby
Enabled
Enabled
0
Enabled
2
Disabled
750

750
Disabled
Disabled
Disabled
Disabled
1000
1000
Enabled
Enabled
Disabled

This platform has an ASAv VPN Premium license.
The flash permanent activation key is the SAME as the running permanent key.

{5 2-7 : show activation-key [Zxf9" 5. VCPUPremium S 4 £ X% 4 DFiET % ASA

REODRE2VKFFO 1=y rHA

. show aa ~ show asr

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
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show activation-key .

GE) o=z~ KL [This platform has an ASA {42 VPN Premium license. | 73771 &
NET, ZOAYyE—ViE, ASAIE NS 0— R S{LEFEITTEH L2 LT
Y. ASA {AE DOIEHET A £ A L Premium 74 £ A BB L EHA,

ciscoasa# show activation-key
Serial Number: 9ALQS8W1XCJ7
Running Permanent Activation Key: 0x8224dd7d 0x943ed77c 0x9d71cdd0 0xd90474d0 Oxcb04df82

ASAv Platform License State: Compliant
Licensed features for this platform:

Virtual CPUs : 4 perpetual
Maximum Physical Interfaces : 10 perpetual
Maximum VLANs : 200 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts H perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 750 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions : 1000 perpetual
Total UC Proxy Sessions : 1000 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Enabled perpetual
Cluster : Disabled perpetual

This platform has an ASAv VPN Premium license.
The flash permanent activation key is the SAME as the running permanent key.
ciscoasa#

{5 2-8 : show activation-key [ZxF B, T T—ILA—/IN—RT7TD ASA Y—EXE
TaA—IDTSA4I) A=y RS

RIZ, 774~ T =—/bF—/3— 2= MO show activation-key =~ > KD/

Bz RmLET,
T4~ 2=y b TABSA OKRETA B R ERFRIAN—2 T A& 2D
HEht) .

cTFITATVBLINE I U FVEBOT A 2ADMBEDETHD, [Tx2—L
A== T TAE| TAEVA, TIUL, ASATERBRIZETINTWDH I
ATT, IPITAVBIOEDHY T4V ADMAGOEERMLIZZ D
A ADMEIX, KFITR>TWET,

e TIA4=) 2=y DA VA P IVERDOEAR—ZA T4 R (T 7T 4 7%
FOIET I T 4T)

ciscoasa# show activation-key

show aa ~ show asr .



show aa ~ show asr |
. show activation-key

erial Number: SAL144705BF
Running Permanent Activation Key: 0x4dled752 Oxc8cfeb37 0xf4c38198 0x93c04c28 0x4alc049a

Running Timebased Activation Key: 0xbc07bbd7 0xb15591e0 0xed68c013 0xd79374ff 0x44£87880

Licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.
Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA- SMl No Payload Encryption license.

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

O0xbc07bbd7 0xb15591e0 0xed68c013 0xd79374ff 0x44£87880

Botnet Traffic Filter : Enabled 330 days

{5 2-9 : show activation-key IZx 3 %, ZT—ILF—/N\—RF7TD ASA H—ERXE
Ja—LOthoF 1=y FHA

Wiz, ¥ FY T x—)F—s— 2= F® show activation-key =~ > KD H 7

Bl LET,
kB FY A=y b TARUR KT A B A LRHAN—2 T A 22D
HEDHE)

T ITATIRBIVEI L HFVEBDODTA L ADMAEDLETHDL, 72—
F—=N—= I FRAE| T4 A, TIUE, ASA TEBRIZETINLTWE T
ATYT, TI9AIBIOEIHFY T4 ADMAGDOEEXMLIZZDT
A ADMEIX, KFEIZHRS>TWET,

e E YDA VA N—IEROREINR—R FTA B2 (TI7T7 4 7BLOFET

TT47) o ZO2=y MIERER—A T4 B A E 0=, ZoHfI
LRI FEHEA,

ciscoasa# show activation-key detail
Serial Number: SAD143502E3
Running Permanent Activation Key: 0xf404c46a Oxb8e5bd84 0x28clb900 0x92ecal9c 0x4e2a0683

Licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual

. show aa ~ show asr



I show aa ~ show asr
show activation-key .

GTP/GPRS Disabled perpetual
Botnet Traffic Filter Disabled perpetual

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.
Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.
The flash permanent activation key is the SAME as the running permanent key.

5 2-10 : ¥ 5 X2 T show activation-key D H 5

ciscoasa# show activation-key
Serial Number: JMX1504L2TD
Running Permanent Activation Key: Ox4a3eea7b 0x54b9f6la 0x4143a90c 0xe5849088 0x4412d4a9

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual
Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 2 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 2 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions 2 perpetual

Total UC Proxy Sessions 2 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.
Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual
Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 4 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 4 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 4 perpetual

show aa ~ show asr .



. show activation-key

Total UC Proxy Sessions : 4 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

show aa ~ show asr |

The flash permanent activation key is the SAME as the running permanent key.

Serial Number: JMX1232L11M

Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl
Running Activation Key: Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 50 perpetual
Inside Hosts : Unlimited perpetual
Failover : Disabled perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 0 perpetual
GTP/GPRS : Disabled perpetual
SSL VPN Peers : 2 perpetual
Total VPN Peers : 250 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Linksys phone : Disabled perpetual
AnyConnect Essentials : Enabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 12 62 days

Total UC Proxy Sessions : 12 62 days

Botnet Traffic Filter : Enabled 646 days

This platform has a Base license.

The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Botnet Traffic Filter : Enabled 646 days
Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2
Total UC Proxy Sessions : 10 62 days

Inactive Timebased Activation Key:
Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3
SSL VPN Peers : 100 108 days

EEav> R

avw vk Bz

activation-key |77 5 4 _—v g F—HLHLET,

. show aa ~ show asr



I show aa ~ show asr

show ad-groups .

show ad-groups

Active Directory $—/3—(ZU 2 b I TWDH VI —T % FKRT HITIE, F5bE EXEC E— R C
show ad-groups =2~ > RZ&HH L 9,

show ad-groups hame [ filter string ]

BX DA

ARV ETIANE

AR E—F

name RNE i85 Active Directory —/3N— 7 L— 7 D4 Hi,

Sring MR+ 5 7N — T4 OEEELITEEIETET 5. SIHG THALEBWADEICED
NN

T 7 x /v N OEBERLHEIZH Y AL

ROFIZ, a~ P ANNTELHE—FERLET,

OAXVFRFE— | T7AT7I94+—ILE—F XaYyF4aAVTFER R
k
=Ty k | FSVART |DVTL RILF
LYk
AVTHERAR | VRTL
¥ EXEC o % — . ks _ _
F— R

avy FERE

FEREDAA RS>

Jy— EEAE
A

8.0(4) Zoawr RRBEMSNELE,

show ad-groups =~ > RiX, Z/L—7ORAFIZ LDAP 7' v k2L %3 % Active Directory
P—nN—id L CoORBEHASNES, Z0oa~vy FEEALT, ¥4Iy 7 727 E8RA K
v— AAA BPUEEICH I TE 5 AD 7 V=7 2R RLET,

LDAP J&M: % A 773 LDAP D56, ASA 3 — = b DISE KT 57 7 4 /v FRIE
10 B T7, aaa-server KA b 27 4 Fab—3 g F— KT group-search-timeout =<
Fafif L, KMz TcEEd,

\)

6=

FENDITN—TEERS LET,

Active Directory % —/S— (28 % < O 7NV —TREEN TV DHEHEIX, — =N E X7 > b
WG T & BT —H EOH|RIZ IS T show ad-groupscommand O H 13810 #5CTHiLd =
ENRHY ET, ZOMEZERET SICE, filter A7 a3 BEMALT, == 5 LR—

show aa ~ show asr .



. show ad-groups

1

ciscoasa# show ad-groups LDAP-AD17

Wi, RLa~y KT fiter 7> ara2EALAEEZRLET,

. show aa ~ show asr

Server Group LDAP-AD17
Group list retrieved successfully
Number of Active Directory Groups
Account Operators
Administrators

APP-SSL-VPN CIO Users
Backup Operators

Cert Publishers
CERTSVC_DCOM_ACCESS
Cisco-Eng

DHCP Administrators

DHCP Users

Distributed COM Users
DnsAdmins

DnsUpdateProxy

Doctors

Domain Admins

Domain Computers

Domain Controllers

Domain Guests

Domain Users

Employees

Engineering

Engineeringl

Engineering2

Enterprise Admins

Group Policy Creator Owners
Guests

HelpServicesGroup

46

show aa ~ show asr |



I show aa ~ show asr

show ad-groups .

ciscoasa(config)# show ad-groups LDAP-AD17 filter “Eng”

Server Group LDAP-AD17

Group list retrieved successfully

Number of Active Directory Groups 4

Cisco-Eng

Engineering
Engineeringl
Engineering2
MEa<v R avw YR iR

Idap-group-base-dn

P—R—=N, FAFI T TN—T R —THEREIND I N—T
DR % B4HT % Active Directory FEfE D L~ )L ZFFE L £ 7,

group-sear ch-timeout

TN—TDY A MIDUT Active Directory —/N—71 5 DA % ASA
ST DI 2 G L £,

show aa ~ show asr .



. show admin-context

show admin-context

AU R TIHIE

ATV R E—F

show aa ~ show asr |

BEEHEa L THR AR LTED Y TOHNTWDLa LT F A MEETRT DI, HiHEEXEC
F— KT show admin-context =~ > R&{FEH L £,

show admin-context

77 AV OEIERIELDH D EE A

ROFIZ, a~ FEANNTELE—RERLET,

ARV KRE— | T7A4T7I94+—ILE—F tEXxaYF4aUTERE
k
=Ty K ESVRART (VU F L T ILF
LYk
AVTHFRM | VAT A
F#HE EXEC o fhis o %It — — o %It
£—F
avy FIEREE Jyy— ZEHEAR
R
7.0(1) oo~y RNEMENE L,
i &Iz, showadmin-context =~ > ROHNHIZ R L ET, ROHFITIE, Tadmin) & W

AZEIT, 77w aDl—hT 4L 7 FUVIRESRTWAEHa TR MnE
IRENTWET,

ciscoasa# show admin-context
Admin: admin flash:/admin.cfg

EEav> R

avy kR

A

admin-context

FHa L TXAMNERELET,

changeto

ATFXAMAELEF I THFANE VAT LETAN—ADMT
I BRZ 2TV ET,

clear configure context

TRTOaALrTHFANEYIBRLUET,

mode

AVTHRARBT—REVUINAVERFTAFICHRELET,

show context

aTHXFARDY AL (AT LAEITANN—R) FFHAEDO
TXAMIETIEREERLET,

. show aa ~ show asr




I show aa ~ show asr

show alarm settings

B DEREA

AU R TIFIE

AR E—F

ISA 3000 TH X A 7 DT 7 —LOEREF T 5121, =—%— EXEC £— KT show alarm
settings 2~ > K& L £,

show alar m settings

ZOawy FIESIEELITF—U—NEH Y A,

T 7 4 v N OEWERMEIZSH W FH AL

ROEIZ, a~ F2ANTELHE—FarnLET,

show alarm settings .

ARV KRE— | T7AT7I4—ILE—F tFaYT4a30TFRE
F — ~ — o N >
=Tk FSUART (VDT < ILF
Ly b — —
AVTHFERAR | VAT L
Ja—/\L a o %fhis o XF o XF — —
V7 4 F =
=3 v
2% FEE yy— ZEEARE
A
9.7(1)  Zoa~wr R3BEmEnE L,
Bl Iz, show alarm settings =~ > RO AHIZ R L £7,
ciscoasa> show alarm settings
Power Supply
Alarm Disabled
Relay Disabled
Notifies Disabled
Syslog Disabled
Temperature-Primary
Alarm Enabled
Thresholds MAX: 92C MIN: -40C
Relay Enabled
Notifies Enabled
Syslog Enabled
Temperature-Secondary
Alarm Disabled
Threshold
Relay Disabled
Notifies Disabled
Syslog Disabled
Input-Alarm 1
Alarm Enabled

show aa ~ show asr .




. show alarm settings

show aa ~ show asr |

Relay Disabled
Notifies Disabled
Syslog Enabled
Input-Alarm 2
Alarm Enabled
Relay Disabled
Notifies Disabled
Syslog Enabled
BEa<T K avw >k s BA

alarm contact description

77 —=L AN OBAZEELE T,

alarm contact severity

TI—LDOvETT 4 (EXKE) 2RELET,

alarm contact trigger

1 DFELFT_NTOT 7= ANO M) T—=%FREL
ij‘o

alarm facility input-alarm

TI—LAN)ouX T xS g @A a v
FHRTELET,

alarm facility power-supply rps

R 7 —LERELET,

alarm facility temperature

BET 7—bzRELET,

alarm facility temperature (high and
low thresholds)

RELEVWEO FREIZERERELET,

show environment alar m-contact

FTARTOMET 7 —LREERTLET,

show facility-alarm relay

TI7T 4 7S NIREBO Y L—EFKRLET,

show facility-alarm status

M) H—ENTZTRXTCOT T —LERKRTDHMN, -
THRESNT eI T 0 (ERE) IZESWTT 77—
LERRLET,

clear facility-alarm output

HAOV L—D&ERZY)0, LED DT 7 —LIRMEE 7 U
TLET,

. show aa ~ show asr



I show aa ~ show asr

show arp

BX DA

AU R TIHIE

ATV R E—F

show arp .

ARP 7 — 7 V& FoRT 5T, HilE EXEC E— R Tshowarp 2~ > R&MH L £7,
show arp

Toawry RZEBIEEREF—TUY—REH D THA,

77 4V s OEERIEITH D EE A

WDFEIZ, a~vr REASTEDLE—RERLET,

ARV RE— | TFATIF—LE—F TXaUTFAAVTERE
K
=Ty K ESURRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA
HHE EXEC o Gt o %It o %It o %It —
avy FERE J1)y—2 EEAR

EREDAARZA4

3l

7.08)/7.2(4)8.0(4) %1+ v 7 ARP OHIMFEE N T RITEMINE Lz,

FTRHINZE, XA FIv 7, AET 47, BIOTBXH T ARP= > N RFEREINET,
ZAF w7 ARP=Y R UK, ARP=Y b ) OMHN O - I REERTWEY, =—
D TORbVIZ, AXT 4y ARPZY R UZIEH v a (1) B, TrXTARPT KU
121X Talias] EWOREREENTNET,

Wiz, showarp 2~ > ROHAFIZ/RLET, 1 2ODOT 2 FU L, 2BHz—T
TEINTWDEXAFT I =2 ) TT, 22900 MIZAXT v =2k
U, 3200 U7 ax ARPOT Y R T,

ciscoasa# show arp
outside 10.86.194.61 0011.2094.1d2b 2
outside 10.86.194.1 001a.300c.8000 -
outside 10.86.195.2 00d0.02a8.440a alias

EEav> R

avw Uk B

arp ABT 47 ARP= MY ZIBIMLE9,

ar p-inspection ARP X7 v N&EBE L. ARP A7/ —7 4 > 7 &BhIELET,

clear arp statistics ARP fatHE#RE 27 V7T LET,

show aa ~ show asr .



show aa ~ show asr |

. show arp

avw vk ERBA

show arp statistics ARP iaHEHZ 2R L £,

show running-config  |ARP % 4 A7 7 hOBUED Y 7 4 Fab—varaFRLET,
arp

. show aa ~ show asr



I show aa ~ show asr
show arp-inspection .

show arp-inspection

HAH =T 2 A ADARP A L ANRT T a VREAZFRT HITIE, FiHE EXEC £ — KT show
arp-inspection =~ > RZEf L £,

show arp-inspection

SO IRy FIZFBIEERITZF—Y—NIdb v £t A,

ATVERFIFILN T IANNOBECHEITH Y EH A,

AT kK E—F WDOFIZ, a~v 2 FEANTEDLE—FERLET,

OAYURE— | T7AT7 74— ILE—F t¥xal)F4a20TFREb

X

=Ty K FSUART (VUL TILF
LYk
AVTERE | VAT LA

b EXEC o % o Rt o Rt o R —
avy FEE J)y— ZETERNE

2

7.0(1) Zoavy R BEMShE L,

9.71)  nN—F v FE—FOVPR— R EBMENE LT,

| N . . NPT -
Bl &IZ, show arp-inspection =< > RO Z2R L E7,
ciscoasa# show arp-inspection
interface arp-inspection miss
insidel enabled flood
outside disabled -

miss#ZiX, ARPA VAT L a UInA X —T NV DLEIC—H LRV v MIxt L
TEITTET 7NV DT 7> g ( [flood] £721% Mno-flood] ) NERINET,

BEavT UK avU kR A
arp ART 47 ARP= MU &ZBILET,
arp-inspection ARP X7 v FEAE L., ARP A —7 4 7 %FhIEL £,

clear arp statistics ARP #atHE#HREZ 27 V7T LET,

show aa ~ show asr .



show aa ~ show asr |

. show arp-inspection

avw vk ERBA

show arp statistics ARP iaHEHZ 2R L £,

show running-config  |ARP % 4 A7 7 hOBUED Y 7 4 Fab—varaFRLET,
arp

. show aa ~ show asr



I show aa ~ show asr
show arp rate-limit .

show arp rate-limit

ARP L — MIBRERE 2 Ford A 121%. $5HE EXEC & — R T show arp ratelimit ==~ > K% ]
L9,

show arp rate-limit

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY K E—F WOFIZ, a~vr FEANTELE— Fa2RLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE

K

=Ty k FSURART (VT TILF
LYk
AVTHFRAR | VRTL

FiHE EXEC o« %t o i . % _ .
avy FERE Jy— FEAHAE

A

9.6Q2) oo~ RRBMENELE,

FEREDHA KS4> apratelimit REZZ T DII1E, Zoa~vr FaffiLEd,

Bl W, B8 10000 & LT ARP L'— b &2 E T HHIZ L ET,

ciscoasa# show arp rate-limit
arp rate-limit 10000

EEav> R av >k |FRBA
arp ARP L — MR ZERE L £,
rate-limit

show aa ~ show asr .



show aa ~ show asr |
. show arp statistics

show arp statistics
ARP #iaHEM A2 F2~ 9 5 121X, FiME EXEC *&— R C show arp statistics 2~ > K& L £,

show arp statistics

O Zoavy RIZIFBIERELITF—V— REH Y T8 A,

ATV R FI4NN T ANV NOBEERMEITH Y A,

aAavYRE—FK ROKIZ, a~v L FEANJTELE—REZRLET,

ARVEE— |T7ATI4A—ILE—F tXa2UT4a2TXXEL

K

L—Fv K FSUART |2V T)L TILF
LYk
AVTHFRAR |[VRATL

FiHE EXEC o XIS * XIS * XIS * XIS —
ATy RBE Y- ZEERE

2

7.01) Zoo<=r RRBMENELE,

Bl KIZ, show arp statistics =~ > KO AFIEZR L E T,

ciscoasa# show arp statistics
Number of ARP entries:
ASA : 6
Dropped blocks in ARP: 6
Maximum Queued blocks: 3
Queued blocks: 1
Interface collision ARPs Received: 5
ARP-defense Gratuitous ARPS sent: 4
Total ARP retries: 15
Unresolved hosts: 1
Maximum Unresolved hosts: 2

212, HE7 44—V FOBHAZRLET,

3 2:show arp statistics D 7 4 —JL F

Z4—ILF iR

Number of ARP entries ARP T— 7L = Y OEEHKL,

Dropped blocks in ARP IP7 RLARKET D NN—RT =27 7 L RTER ST
LHEC ReyFEnN=7nm v 7,

. show aa ~ show asr



I show aa ~ show asr

show arp statistics .

J4—ILFK

Bl

Maximum queued blocks

IPT7 RUADERZRE L T ARICARPEY =2 — /Ul F 2 —
AT ENTERKRT 0y 7,

Queued blocks

BHEARPEY 2 — /L lFa—A 7 ENT0DE 7T v 78K,

Interface collision ARPs received

TRTDASAA VHZ—T =2 A ATZEENT, ASAA X —
TxAADIPT RLVALELIPT RLAMNLO ARP 237
N &,

ARP-defense gratuitous ARPs
sent

ARP-Defense A H = A LD—Eg L L TASAIZL > TEEEN
7= Gratuitous ARP D%,

Total ARP retries

A]D ARP ERA~DIGETT FU AR SN2 2856
IZ ARP EV 22—V X o TEEEN D ARP ERDEFHL,

Unresolved hosts

BIfEH ARP E¥ 2 — /L2 X 5T ARP ER D IEEIN TS
KRR DR A ML

Maximum unresolved hosts

BBIC7 VT SN %., £7213% ASA ORENEIC, ARP E
V2 — )VITAFTE LT R R A b DB REL,

avw Uk Bz

ar p-inspection ARP X7 v NEBE L. ARP A/ —7 ¢ > 7 &BhIELET,

clear arp statistics ARP #atE#HRZ 27 V7 LC, 2 ¥ iz key hLET,

show arp ARP 7 —7 NV EFRLET,

show running-config  |ARP % A A7 7 hOBAED AL T 4 Fal—va v EERRLET,

arp

show aa ~ show asr .



show aa ~ show asr |
. show arp vtep-mapping

show arp vtep-mapping

VE— BT AU R RAALNZHDBIPT FLADVNIA LV Z—T 24 A TH ¥ v adhi-
MAC 7 FLZ & UE— |k VIEPIP 7 R L A& FKRT 51213, K EXEC £— FT show arp
vtep-mapping 2~ > R&EH L E7,

show ar p vtep-mapping

XD A Zoa=wy RIS ELIZIF—TU—FIEH Y T8 A,

ARV EFI4NA L T 74N FOBEREIZH Y A,

aAavy R E—FK WROFIZ, a~v REANTEDLE—FEZRLET,

ARV KEE— |T7A47 04— ILE—F X274 0TFR b

K

=Ty K FSUART (VUL TILF
LYk
AVTHFRM | VAT A

F#HE EXEC o KHiE o KHiE o KHiE o KHiE
avy RERE J1)— ZEERNE

z

94(1) oo~y RFRBEMEhE L,

FEEHEDHA KS4> ASANRET VIEP OBERICH DT /A ATy MEHMET 556, ASAIZIZRO 2 DD H
ERERNMETT,

c UE— R FNA ZDSHEMAC T FL &

« "7 VTEP %65 1P 7 LA

ASA N Z DEMERHT AT 2 >0 HEH Y £,
cH—DOVY 7 VTEPIP 7 KL A% ASA ICHMICERE X £7,

FEICTHEEOE T 2#ERTDHZLIXTTEERA,

ASA 73 VXLAN 51 72/ L ARP 72— R¥ ¥ 2 % VTEP IZ%EL., = F /— KD MAC
T RLRAERELET,

e ZNF XY AT N—TFIL, UNIA v Z—T A AT LIZ (F-IXVTEPEEIZ) ZET
XET,

ASA X, IP~/LFF ¥ Ak X7 v RN VXLAN 7 7/ ARP 7 — R¥ ¥ A |k X7
h% VIEP XA v X —T7 =2 A AZ AL TEELET, 2D ARP ERA~DISEIZLD .,

. show aa ~ show asr



I show aa ~ show asr

show arp vtep-mapping .

ASAIZVE—FVTEPDIP 7Y KL XL, UE—F 2 F /J— RDO%EEMACT RLADOM 5
FHRIGETAHAZENTEET,

ASAIZVNIA v HZ—T = A ZAD VY E— K VIEPIP 7 RL ZAIZHT A5EHEMACT FL 2D~

BT eRERE L E T,

#l show arp vtep-mapping =< > RIZ2OWTIE, RO NESRLTLEIV,
ciscoasa# show arp vtep-mapping
vni-outside 192.168.1.4 0012.0100.0003 577 15.1.2.3
vni-inside 192.168.0.4 0014.0100.0003 577 15.1.2.3
BEavY YR avw kR 5 EA
debug vxlan VXLAN N7 7 4 v 7 &7y 7 LET,

default-mcast-group

VTEP B{E 761 v & — 7 = A AZBHHEAHT 5TV D 3T VNI
AV B =T 2 A ADT TNV FDO<wLFFX¥ A NI N—TEEEL
iﬁ‘o

encapsulation vxlan

NVE A A& A% VXLAN B 7B LICEE L E7,

inspect vxlan T VXLAN ~ v & — U R HI I HEML S & F 7,

interface vni VXLAN # X 7D VNI A v 4 —7 = A4 A%AFHR L E T,

mcast-group VNIA U H =T 2 ADVLTF v A K TV—T T R RAZHE
LET,

nve Sy N =R RIRA b A LV AZ U AZRELET,

nve-only VXLANEETTA V F—7 = ANNVEEHEHATHLZ L2 EL £
R

peer ip 7 VIEP D IP 7 RL 22 FE)THEEL 7,

segment-id VNI A VX —T7 =2 ADVXLAN 7 A MID 2T L E7,

show arp vtep-mapping

VE—FEBIT AN RAALNZHDIPT RLA L UE— | VIEP
IP7T RUVAHDOVYNIA v Z—T 2 ATHF ¥y v a2 INT-MACT
FLR2AZFRRFLET,

show interface vni

VNIA VB —T 2 ZAD/INT A=K AT —HF A BILOHEHER
L. TNy VERNTVWAAS U E—T oA A2 FRESNTWVEHEHE)
DAT—H A 7B NIEEMAT LN TWANVE A X —T = A
AEFRRILET,

show mac-address-table
vtep-mapping

UE— K VIEPIP 7 RLADRREIINTZ VNI A X —T =1 A E
DA 24557 —7 /0 (MACT RLAT—T)L) ZFRRLET,

show aa ~ show asr .



. show arp vtep-mapping

show aa ~ show asr |

avy kR

B

show nve

NVEA V' H—T =2 AD/NNTG A=K AT—H A BIOWHIE®R
XX VT A E =T A A FHEHA X —T A R) DAT—
XA ZDONVE % VXLANVTEP & L CfEfA$ 25 VNI, 265N
DNVE A o F—7 = A AZHEMT N TWSHET VIEPIP 7 K
VAZFRRLET,

show vni vlan-mapping

VNIEZ A RID &, VLANA VF —T = A AET(E N T AN
TV b= RFOYEA V=T 2 AFD~ v B T HFKRLE
j—o

sour ce-inter face

VTEP 255761 v #—T = A AEHWELE T,

vtep-nve

VNI A ¥ —T A A% VIEPEEITA v ¥ — 7 = A A ZBHHESHS
F9,

vxlan port

VXLANUDP R"— b ZRELET, 7 74/ F Tk, VTEP %550
A B —Tx2A AZUDP R — b 4789 ~D VXLAN T 7 4 v 7 &
ST ANET,

. show aa ~ show asr



I show aa ~ show asr
show asdm history .

show asdm history

ASDM BN v 7 7 DNEZFKRT 21213, FiHE EXEC £— T show asdm history =< I
EHERLET,

show asdm history [ view timeframe ] [ snapshot ] [ featurefeature ] [ asdmclient ]

WX DA asdmclient ({EE) ASDM 7 54 7> FAIC 7 #—~ v b &4L7- ASDM JBIEF — % %
FRLET,

feature feature  ({LE) BER RZEE LI-HREICHIR L £3. feature 518UTIX, KROME
EIRETEET,

cal - TANTOMREDEEZZRLET (740 1H)
sblocks : VAT LRy 7 7 DEEEFR R LET,

scpu : CPU RO EREAZZR L £7,

s failover : 7 = — LA —N—DEEEFR R LET,

*ids : IDS DEREZFR L ET,

sinterface if name : fEE LA v X —7 =14 ADEREZFRLET,
if name 5¥X, namelf 2~ RCTHELIA V¥ —7 = A AD4H]
-(‘\‘éAO

ememory : AE VPRI OIERZF R L 7

e perfmon : X7 4 —~ L RBEEELRLET,

esas X2 VT4 TYVE—va b OEREFRRLET,
stunnels : b RILDIEREZFRRLET,

e xlates : ¥R m » MEFEAZFIRLET,

snapshot (L&) H%D ASDM BIET —% KA > NOHEFRLET,

view timeframe  ({L.E) BREOFRRAHTE LZHIBICHIR L 9, timeframe 5145121, &
DiEEEETE £,

cal  JBEANY 7y NOTXTORNE (F740 1)
< 12h : 12 R

+5d :5H

« 60m : 60 5y

+10m : 10 %

show aa ~ show asr .



show aa ~ show asr |
. show asdm history

SR U E oA R BIEEREER—T— FEEELRVEAE. TRTOBIEDT < TORIES#ARR SN

TO
avY R E—F WDFEIZ, a~<vr REANTEEE— RERLET,

K

=Tk |FSVART | DVT)L TILTF
Lok
AVFHERbL | VRTL

¥¥iE EXEC o S . 5t . %S . .
avwy FERE Jyy— FTEARAR

A

70(1)  Zo=~r RiE, showpdm history =t~ K725 showasdm history =~ > RIZZ
HaInE L,

GEREDHA RS« > showasdm history ==~ KiE, ASDM BN 7 7 DINEZFR L ET, ASDM BG4
FoRT HHNT, asdm history enable =~ > R LT, ASDMJERE N7 v &% o 7% A 1 —
TICT HRERD YD £,

Bl Wiz, show asdm history 2~y ROMAGIERLES, “0 o~y FTCHE. EiEO
0TI S NTANERA v X —T =2 A4 ZADT —ZIZHIIBFIR I N TWET,

ciscoasa# show asdm history view 10m feature interface outside
Input KByte Count:

[ 10s:12:46:41 Mar 1 2005 ] 62640 62636 62633 62628 62622 62616 62609
Output KByte Count:

[ 10s:12:46:41 Mar 1 2005 ] 25178 25169 25165 25161 25157 25151 25147
Input KPacket Count:

[ 10s:12:46:41 Mar 1 2005 ] 752 752 751 751 751 751 751
Output KPacket Count:

[ 10s:12:46:41 Mar 1 2005 ] 55 55 55 55 55 55 55
Input Bit Rate:

[ 10s:12:46:41 Mar 1 2005 ] 3397 2843 3764 4515 4932 5728 4186
Output Bit Rate:

[ 10s:12:46:41 Mar 1 2005 ] 7316 3292 3349 3298 5212 3349 3301
Input Packet Rate:

[ 10s:12:46:41 Mar 1 2005 ] 5 4 6 7 6 8 6
Output Packet Rate:

[ 10s:12:46:41 Mar 1 2005 ] 1 0 0 0 0 0 0
Input Error Packet Count:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
No Buffer:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0

Received Broadcasts:

[ 10s:12:46:41 Mar 1 2005 ] 375974 375954 375935 375902 375863 375833 375794
Runts:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Giants:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0

. show aa ~ show asr



I show aa ~ show asr

show asdm history .

CRC:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Frames:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Overruns:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Underruns:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Output Error Packet Count:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Collisions:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
LCOLL:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Reset:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Deferred:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Lost Carrier:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0

Hardware Input Queue:
[ 10s:12:46:41 Mar 1 2005 ] 128 128 128 128 128 128 128
Software Input Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Hardware Output Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Software Output Queue:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0
Drop KPacket Count:

[ 10s:12:46:41 Mar 1 2005 ] 0 0 0 0 0 0 0

ciscoasa#

KRIZ, showasdm history =~ RO NHIZRLET, AiOH & FEEIC, Z0a~
¥ RTCIE, EEO 105 MICIEE SNTAMNBA v X —T = A ADOT — 2T 03| R &
NTWET, 72770, ZofITiE, HAIXASDMZ 94 7 FRIZZ7+—~ v &
TWET,

ciscoasa# show asdm history view 10m feature interface outside asdmclient
MH|IBC|10|CURFACT|0|CURVAL|O|TIME|1109703031|MAX|60|NUM|60|62439|62445|62453|62457|62464 |
62469162474|162486162489162496|62501162506162511162518]62522162530|62534162539|62542|62547|
62553162556 |62562]62568162574|62581162585162593162598]62604162609|62616]62622|62628|62633|
62636162640|62653]162657162665|62672]62678162681|62686]62691162695|62700(62704162711|62718]
62723162728162733162738|62742162747|162751162761162770]62775]

Iz, show asdm history =2~ > KC snapshot &— U — K& 57E L7560 H 16l %
~LET,

ciscoasa# show asdm history view 10m snapshot
Available 4 byte Blocks: [ 10s] : 100
Used 4 byte Blocks: [ 10s] : O

Available 80 byte Blocks: [ 10s] : 100
Used 80 byte Blocks: [ 10s] : O

Available 256 byte Blocks: [ 10s] : 2100
Used 256 byte Blocks: [ 10s] : O
Available 1550 byte Blocks: [ 10s] : 7425
Used 1550 byte Blocks: [ 10s] : 1279
Available 2560 byte Blocks: [ 10s] : 40
Used 2560 byte Blocks: [ 10s] : O
Available 4096 byte Blocks: [ 10s] : 30
Used 4096 byte Blocks: [ 10s] : O

show aa ~ show asr .



show aa ~ show asr |
. show asdm history

Available 8192 byte Blocks: [ 10s] : 60
Used 8192 byte Blocks: [ 10s] : O
Available 16384 byte Blocks: [ 10s] : 100
Used 16384 byte Blocks: [ 10s] : O
Available 65536 byte Blocks: [ 10s] : 10
Used 65536 byte Blocks: [ 10s] : O
CPU Utilization: [ 10s] : 31

Input KByte Count: [ 10s] : 62930
Output KByte Count: [ 10s] : 26620
Input KPacket Count: [ 10s] : 755
Output KPacket Count: [ 10s] : 58
Input Bit Rate: [ 10s] : 24561
Output Bit Rate: [ 10s] : 518897
Input Packet Rate: [ 10s] : 48
Output Packet Rate: [ 10s] : 114
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 377331
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O

Input KByte Count: [ 10s] : 3672
Output KByte Count: [ 10s] : 4051
Input KPacket Count: [ 10s] : 19
Output KPacket Count: [ 10s] : 20
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O

Output Packet Rate: [ 10s] : O

Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : 1458
Runts: [ 10s] : 1

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : 63

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : 15

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O

Input KByte Count: [ 10s] : O

. show aa ~ show asr



I show aa ~ show asr

Output KByte Count: [ 10s] : O
Input KPacket Count: [ 10s] : O
Output KPacket Count: [ 10s] : O
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O
Output Packet Rate: [ 10s] : O
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : O
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Input KByte Count: [ 10s] : O
Output KByte Count: [ 10s] : O
Input KPacket Count: [ 10s] : O
Output KPacket Count: [ 10s] : O
Input Bit Rate: [ 10s] : O

Output Bit Rate: [ 10s] : O

Input Packet Rate: [ 10s] : O
Output Packet Rate: [ 10s] : O
Input Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Received Broadcasts: [ 10s] : O
Runts: [ 10s] : O

Giants: [ 10s] : O

CRC: [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Output Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : O

Lost Carrier: [ 10s] : O

Hardware Input Queue: [ 10s] : 128
Software Input Queue: [ 10s] : O
Hardware Output Queue: [ 10s] : O
Software Output Queue: [ 10s] : O
Drop KPacket Count: [ 10s] : O
Available Memory: [ 10s] : 205149944
Used Memory: [ 10s] : 63285512
Xlate Count: [ 10s] : O

Connection Count: [ 10s] : O

TCP Connection Count: [ 10s] : O
UDP Connection Count: [ 10s] : O
URL Filtering Count: [ 10s] : O
URL Server Filtering Count: [ 10s]
TCP Fixup Count: [ 10s] : O

0

show asdm history .

show aa ~ show asr .



. show asdm history

TCP Intercept Count: [ 10s] : O
HTTP Fixup Count: [ 10s] : O
FTP Fixup Count: [ 10s] : O
AAA Authentication Count: [ 10s] : O
AAA Authorzation Count: [ 10s] : O
AAA Accounting Count: [ 10s] : O
Current Xlates: [ 10s] 0
Max Xlates: [ 10s] 0
ISAKMP SAs: [ 10s] 0
IPsec SAs: [ 10s] 0
L2TP Sessions: [ 10s] : O
L2TP Tunnels: [ 10s] : O
ciscoasa#

BEa< R avy kR & EA

asdm history enable

ASDMBRENT v X 72 A X —T M LET,

. show aa ~ show asr

show aa ~ show asr |



I show aa ~ show asr
show asdm image .

show asdm image

BUED ASDM V7 b T =7 A A=V 77 A VEFRRT HITIE, Kt EXEC £— T asdm
image =~ R&EEALET,

show asdm image

X DERHA ZOawy FIESIEELITF—U—NEH Y A,

ATVERFIFILN T IANNOBECHEITH Y EH A,

avY KR E—F ROKIZ, a~v U FeANJTELE—REZRLET,
ARVKE— |T7A47 04— ILE—F X2 T4 0TFR b
k
W—T9F FSURRT |V TL 2 ILF
Lk
AVTHFERAR | VAT L
F#HE EXEC o A . 7S . %I _ .
av Y FERE )— ZEEAS
R
70(1) Zo=a~r KiE, showpdmimage =~ R 5 showasdmimage 2~ > RIZAEH &
nE L7,
Bl iz, showasdmimage =~ > ROHSEIZ R L ET,

ciscoasa# show asdm image
Device Manager image file, flash:/ASDM

EE]EZ?VF :7~/F‘ Eﬁﬂﬂ
asdm | HAED ASDMA A — 7 7 A L ataE LET,
image

show aa ~ show asr .



. show asdm log_sessions

show aa ~ show asr |

show asdm log_sessions

B DEREA

AR TIAIE

ATV R E—F

TIT 4 TIRASDM ¥ o ey var, BIXOENSICHET S 2y a v IDOY A ME
FR T 5HITIE, FiME EXEC & — R C show asdm log_sessions =1~ > K& L F9°,

show asdm log_sessions
Zoawy RS ELEFF—TU—REH D A,
77 4V P OBEREIZH Y FE A

ROFIZ, a~ R ANNTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
k
W=TFTyk | FSVRRT (DU T)L JILF
LYk
AVTFRAR [VATLA
¥¥HE EXEC o XHI o XThts o 5fI o i _

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.01) Zoo<wr RRBMENELE,

ENENDT VT 4772 ASDM v a iZid, 1 DU EORET 5 ASDM eX> 7 & v
arRbEd, ASDMIE, uX /vy a rEHERA LT, ASA 75 Syslog A v E—
ZEALET, HFASDM aX o/ oy avidid, —BEDOEy v a D BNEY ¥ THRE
9, ZDOE v a2 ID % asdmdisconnect log_sesson =2~ > RCEA LT, €Lk v =
VEKTTEET,

)

GE)

sessions 33 2 UF show asdm log_sessions D IZFRIC L H IR 25 Z ER3H 0 77,

ZASDME v g ZiZd i ¢ b 1 DOOASDM e X 7w v a N5 7=, showasdm

iz, show asdm log_sessions =~ > ROl &R L £,

ciscoasa# show asdm log_sessions
0 192.168.1.1
1 192.168.1.2

. show aa ~ show asr



I show aa ~ show asr
show asdm log_sessions .

BEa<v R avy kR E%EA
asdm disconnect TIT 4 TIRASDM X Ty g BT LET,
log_session

show aa ~ show asr .



show aa ~ show asr |
. show asdm sessions

show asdm sessions

TIT4TIRASDMty v ay, BIXOENHICE#ET Iy a s IDDOV A NERRTD
121X, HikE EXEC “B— R T show asdm sessions =~ > R&fEH L £,

show asdm sessions

XD Ioawy RZEBIEELEF—TY—REH D THA,

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

aAavYRE—FK RORIZ, a~v L FEANNJTELE—REZRLET,

ARVEE— |T7ATI74—ILE—F 'F2UT4aAVTERXEL

k

=Tk FSURRT (DT YILF
L> bk
AVTHFRL | VAT LA

FrkE EXEC o XIS o XIS o XIS o XIS —
avy FERE Jyy— ZEBEAE

S

7.0(1)  Zo=z~ FiE, show pdm sessions =~ > R7>5 show asdm sessions =~ > RITZE
HaInE L,

FERLEOHA RSAY 777 47R0%ASDMEy v a /ilid, —BOkyya DRIV LETHENET, ZOky
vz ID % asdm disconnect 2~ > RCEAHL T, fEE L=ty v a v 2K T TCEET,

il IZ. show asdm sessions =~ > RO 2R L ET,

ciscoasa# show asdm sessions
0 192.168.1.1
1 192.168.1.2

BEa<w> R av U R Bz
asdm TUT 4 7R ASDM T v a U AEK T LET,
disconnect

. show aa ~ show asr
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
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