show u ~ show z

e show uauth (3 ~X—3)

« show url-block (6 ~<—73")

« show url-cache statistics (8 ~X—37)
« show url-server (10 ~—7)

» show user-alert (13 ~—73”)

* show user-identity ad-agent (14 ~X—13)

» show user-identity ad-group-members (17 ~X—73")

« show user-identity ad-groups (19 ~—7<)
» show user-identity ad-users (21 ~X—1)

» show user-identity group (23 ~X—1)

« show user-identity ip-of-user (25 ~X—1)
* show user-identity memory (27 ~X—1)

» show user-identity statistics (29 ~X—13)

« show user-identity statistics top user (31 ~<—3")

» show user-identity user active (33 ~3—73)

« show user-identity user all (37 ~X—)

« show user-identity user inactive (39 ~X—73°)
* show user-identity user-not-found (41 ~X—73”)
+ show user-identity user-of-group (43 ~X—73)
« show user-identity user-of-ip (45 ~X—73)

« show version (47 ~—Y)

e show vlan (51 ~X—72)

e show vim (53 ~X—2)

* show vni vlan-mapping (55 ~X—73")

» show vpdn (57 ~X—7)

» show vpn cluster stats internal (59 ~X—73")

« show vpn load-balancing (60 ~<—73")

* show vpn-sessiondb (63 ~—1)

* show vpn-sessiondb ratio (78 ~X—37)

show u ~ show z .



* show vpn-sessiondb summary (81 ~—3)

* show weep (86 ~X—3)

+ show webvpn anyconnect (88 ~X—13)

* show webvpn anyconnect external-browser-pkg
s show webvpn csd (BEIE) (92 =X—Y)

+ show webvpn debug-condition (95 ~X—3")

* show webvpn group-alias (96 ~<—3°)

+ show webvpn group-url (98 ~—3°)

« show webvpn hostscan (100 ~—<)

« show webvpn hsts (102 ~—2)
+ show webvpn ked (103 ~X—2)
« show webvpn mus (105 ~—2)

* show webvpn saml (106 ~~—3°)

* show webvpn sso-server (BE1L) (107 ~<—)

« show webvpn statistics (110 ~—2)

e show xlate (112 ~X—7°)

e show zone (115 _—72)

. show u ~ show z

(90 ~=—3)

show u ~ show z |



I show u ~ show z

show uauth

show uauth .

BERGER DI A FTTT RN TOL—P— 2—F =B, FEINTWBERR MNP, B
V¥ v v SNz IP &EAR— hORAEFHREZFART BI21%, F#E EXEC € — K C show uauth
o< REFEHALET,

show uauth [ username ]

BX DA

aAavv R TFI4ILk

AUk E—F

uEname (L) Fond o — P —gEREE L 2 — R E R 2 — P —A TREL £,

a—P—HEEKTDH L, TRTO2—VF—DORAMERPE R INET,

WDOFIZ, a~r REANITEHE—RERLET,

ARVEE— |T7ATI74—ILE—F TF2YT420TFRE
K
W=Tv kK |FIVART |SVT)L <ILF
LYk
AVTHFRAKL | VAT LA
FitE EXEC o it o 5 — _ s

avy FERE

EREDAARZA

JU— EERE
A

7.01)  Zoawr RREMERELE,

72(1) 7 A RAREEBSEACBMEE L,

72(2) T A FARERERH N GEIBRSVE L,

showuauth =< > RiZ, 14 F703TR_XRTCOZ—TF —DAAAR T X v v 2B L OEES v v
\:/3- %%i—\‘ [/ji—g«o

oo Rk, timeout < REEHITHEHALET,

Ka—HF—AKRARDIPT RLURIZIE, BAFY v vaBlfilEnEgd, ZoFxx v 2T,
Z—P—RARTLIZI6fHETOT FL AL —E2DOTRFHFTENET, ELWVWEA B
NHEF Y v a8 N TWVEY—ER 2=V —NT 78 AL LD & LEHE. ASATIEZDT
T EAPEFNCHFT SN TND ERR L, ZOHERZIEICRELET, D Web A b~
DT 7 A E—ERBAENbE, e ZE, A A—TVEFHAADLE X, A A=V T LR
P—NR—LBELEEAL [ A—VUREUCIPT FLANLTHL EHEINET) ., 20
HIZED, RT3 =~ ARKIBIZH ES3, 58— "— DA S E T,

show u ~ show z .



. show uauth

3l

show u ~ show z |

showuauth =~ >~ F@u”jjj e FORE & R AT DT OIZR A Y — 3 —| (Eéﬂf_l“‘"j‘“‘% e
@l%#%%#ﬂ4/%éﬂfmém7bvx BLOZOa—P—0RAESNTZDHTH
L0, FE, Frvia Sl —EARHL0NERINET,

\)

GE) XauthZzA X—TNMZT2DE, 7747 MZEVYTHNTWAIPT RLADTZ Y KU R

vauth 7—7 /L (showuauth =2~ RCERCTExE7) [BMEnET, =7FL, *y hTU—
7 YE5EE— R C Easy VPN Remote F§GE & & © 12 Xauth ZffH345 & . v b U — 7 RIZ IPsec
N RADMERREND T2, 77 A T 74— DEZ SN 2—F—%2 1 DDIPT FL
ANCEEAT T D Z N TE A, Lo T, Xauth D5 THEZ vauth =2 kb U BMERK S h
iﬁhommmTiti7ﬁv/74/7ﬁ—tx#z%&ﬁéﬁAi mmmﬁ7u%/
EAX—TNMILT, Z7AT7 U= AORIHANCND 22— —ZF8RE L £9, AAA &5

7m%V@ﬁ%Kome\mm:va%ﬁ%bf<téwo

2= — DI T A RV %ICF v v ¥ 2 25T 2 8 25 E 4 51203, timeout
vauth 2= FE2EHALET, T _XTCO2—HF—DFTRTORAF v v %FJ'JW%?“%

clear vauth =~ > RZEH LET, REEGEZIERT 5 & S ITIIFRGES D LI A Li
9,

YKGC\ b\‘jﬁﬂ@ih‘ﬁj_%}utunﬁéhfiﬁ fbﬁ‘ RO NE! O®1—‘H: ‘}JHEZP 1TLT
WAEE D showvauth =< > RO /12 R L £,

ciscoasa(config) # show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1
user 'v039294' at 136.131.178.4, authenticated (idle for 0:00:00)
access-list #ACSACL#-IP-v039294-521b0b8b (*)
absolute timeout: 0:00:00
inactivity timeout: 0:05:00

\{k Z. 3 )\@:L’*'H- z))ntunﬁéﬂyc% D, 2D, ASA 72 Lfﬁ‘wtx%ﬁfﬁﬁ"é\_
LT I TWBEE O show vauth =~ > ROH S E R L ET,

ciscoasa (config)# show uauth
user ‘pat’ from 209.165.201.2 authenticated
user ‘robin’ from 209.165.201.4 authorized to:

port 192.168.67.34/telnet 192.168.67.11/http

192.168.67.33/tcp/8001
192.168.67.56/tcp/25

192.168.67.42/ftp

user ‘terry’ from 209.165.201.7 authorized to:
port 192.168.1.50/http

209.165.201.8/http

ESIAEL;

clear BAED A —Y —OFRGERF B LB fERaHIBR L £ 7

uauth

. show u ~ show z



I show u ~ show z

av vk |ERBA
timeout |7 R/LERRT O Kk AR 2 5% E L £ 7,

show uauth .

show u ~ show z .



B show url-block

show u ~ show z |

show url-block

url-block X v 7 7 IR SN TWA NN Ty M E, Ny 77 EREZBLZT-DPBEEOZDICR
0y FEINT Ny MY (BDHGA) BFRT 5Tk, FHE EXEC £ — R C show url-block =
< REFEHLET,

show url-block [ block statistics ]

BX DA

aAavv R TFI4ILk

AUk E—F

blockstatistics  (fEE) 7'm v 7 Ny 77 ORI D HEHERE R T LET,

T 7 4V F OEHEREIZH Y TR AL

WDOFIZ, a~r REATITEHE—RERLET,

AV KE— | T7PAT794—ILE—F tXxa)F4a TFFR b
X
=Ty K FSUART (VUL TILF
LYk
aAVTEXERbE | VRT LA
¥5#E EXEC o G o it o it o it o it

avy FERE

EREDAARZA

3l

JU— EERE
A

7.01)  Zoa<wr s RRBMENE LR,

show url-block block statistics =~ > RiZ, URL 712 v 7 v 7 7 IZRFEINTWE 7w |k
B, RoT77 EREFBRIEDHEEOEODIC R Rny &8Ny M (HBHBE) HER
L\i—a—o

&Iz, showurl-block =~ > FOHHFIZRLET,

ciscoasa# show url-block
| url-block url-mempool 128 | url-block url-size 4 | url-block block 128

URL Ve v 7 RNy 7570ar7 4 FXal—arRNERREENTHET,
&Iz, show url-block block statistics =~ > RO IfFlZR L ET,

ciscoasa# show url-block block statistics
URL Pending Packet Buffer Stats with max block 128 |

Cumulative number of packets held: | 896
Maximum number of packets held (per URL): | 3
Current number of packets held (global): | 38

. show u ~ show z



I show u ~ show z
show url-block [Jj

Packets dropped due to

| exceeding url-block buffer limit: | 7546

| HTTP server retransmission: | 10

Number of packets released back to client: | 0

E&Ea< U F avo kR BLL]

clear url-block block Tuy s Ny 77 ORI 2 VT LET,

statistics

filter url NT77 4927 % URL 7 4 NE Y U7 =220 £7,

url-block Web H—_"—DIREIEHN D URL Ny 7 7 #EBLL 7,

url-cache N2H2 #— 3 —F 7213 Websense Hr—/3— 72 5 O A AR B LT
LMD URL F v v 7oA X —=7MZL, FxvaD¥A
AR ELET,

url-server filter =~ > K CfEH 3% N2H2 H—/3—F 72 1% Websense H—/3—
EHRELET,

show u ~ show z .



. show url-cache statistics

show url-cache statistics

N2H2 F7-1% Websense D 7 /L& U o 7 — "= 55{5 L7z URL & I2EH <415 URL
¥ ¥ v o OERERRT HI2IE, Kk EXEC £ — R T show url-cache statistics =1 o Nz fif

BXDEREA

ARV K TIAIE

ATV R E—F

)EH sz—;«o

show url-cache statistics

ZOavwy FIESIBEELITF—U—RNIH Y A,

T 7 x /v N OEERLHEIZH Y AL

WDFEIZ, a~vr REANTELE—RERLET,

show u ~ show z |

IRV RE— |T7AT94—LE—F  |[£F1UT IVTEREL
K
L—Fv K FSURART |V TL JILF
Lk

AVTHFRE | VAT A

¥t EXEC o %I o KHIE o KHIE o KHIE o KHIE
avwy RERE ))— ZEEAR

R
7.01) Zoavwr RBNBEIENE L,

FEEREDHA K54 > showurl-cachestatistics =~ > FIZiX, kD= MU BRRRINET,

3l

* Size

s Entries : ¥¥ v o A RZESSFyr v = b ORI

eInUse: ¥ ¥ v alldENsBEOT UL,

« Lookups : ASA 3% v v oz b U ZREE L7clEE,

« Hits : ASA 3% v v 2N T2 MU 2R L7z R,

¥y v a4 X (KB HfL) ., url-cachesize 47> a v AL TRELET,

show perfmon =~ > R& 9% &, N2H2 Sentian £ 721X Websense D7 4 VX U T T
T4 ET 4 ICEAT L EMERE R TR TEET,

WRIZ. show url-cache statistics =~ > NOH 1R~ L £,

ciscoasa# show url-cache statistics
URL Filter Cache Stats

. show u ~ show z



I show u ~ show z

show url-cache statistics .

Size : 1KB
Entries : 36
In Use : 30
Lookups : 300
|
Hits : 290
EEav R avw YR BLiL]

clear url-cache

a7 4 X2l —arburlcache a2 K AT — kXA M &Y

statistics KL ET,

filter url N27 427 % URL 74 NVZ Y T H—_— |3k 7,

url-block Web Hr—"—DIREIEH 415 URL Ny 7 7 #FH L E T,

url-cache N2H2 H—/3—F 72 [T Websense —/3—7 53 {5 L 726G O URL
Xr v T EAX=TNVICL, ¥ v aDP A XERELET,

url-server filter =~ R CHEHT 5 N2H2 —/3—F 721X Websense — 3 —%

fRELET,

show u ~ show z .



. show url-server

show u ~ show z |

show url-server

B DEREA

AR TIAIE

ATV R E—F

URL 7 4 V& ) o 7= _— BT DA £ T 5 I121E, Rt EXEC £— KT showurl-server
o< REFEHRALET,

show url-server statistics
Zoa=wy RZIIBIEELZITF—U—RIbH D A,
T 7 4 NOBEEILH D FH A,

ROFIZ, a~ R ANNTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
R
W=TFTyk | FSVRRT (DU T)L JILF
LYk
AVFFRL | VRTL
FFHEEXEC |« I " I I b b

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.01) Zoo<wr RRBMENELE,

show url-server statisticsz~ > Kix, URL —_X—DOR U F—BLRAT—H RAZFRLE
9, F7-. URL, HTTPS ##t. LN TCP #HflZ >\ T, Gtk #Faran=#., L3
T EFRRLET,

show url-server =~ > R|ZiX., IROFERPFERENE T,

* N2H2 D354« url-server (if_name)vendor n2h2host local_ip port number timeout seconds
protocol [{TCP | UDP} {version 1| 4}]

» Websense D354& : url-server (if_name)vendor websense host local_ip timeout seconds protocol
[{TCP|UDP}]

KIZ. show url-server statistics =~ > RO Al Z R~ L E1,

ciscoasa## show url-server statistics
Global Statistics:

URLs total/allowed/denied 994387/155648/838739
URLs allowed by cache/server 70483/85165

URLs denied by cache/server 801920/36819

HTTPSs total/allowed/denied 994387/155648/838739
HTTPs allowed by cache/server 70483/85165

. show u ~ show z



I show u ~ show z

HTTPs denied by cache/server
FTPs total/allowed/denied
FTPs allowed by cache/server
FTPs denied by cache/server
Requests dropped

Server timeouts/retries

Processed rate average 60s/300s

Denied rate average 60s/300s
Dropped rate average 60s/300s
URL Server Statistics:
192.168.0.1

Vendor

Port

Requests total/allowed/denied
Server timeouts/retries
Responses received

Response time average 60s/300s
192.168.0.2

Vendor

Port

Requests total/allowed/denied
Server timeouts/retries
Responses received

Response time average 60s/300s

801920/36819
994387/155648/838739
70483/85165

801920/36819

28715

567/1350

1524/1344 requests/second
35648/33022 requests/second
156/189 requests/second

UPp

websense

17035

366519/255495/110457

567/1350

365952

2/1 seconds/request
DOWN

websense

17035

0/0/0

0/0

0

0/0 seconds/request

URL Packets Sent and Received Stats:

Message Sent
STATUS_REQUEST 411
LOOKUP_REQUEST 366519
LOG_REQUEST 0
Errors:

RFC noncompliant GET method
URL buffer update failure
Semantics:

Received
0

365952
NA

show url-server .

This command allows the operator to display url-server statistics organized on a global
and per-server basis. The output is reformatted to provide: more-detailed information

and per-server organization.
Supported Modes:

privileged

router || transparent

single || multi/context
Privilege:

ATTR_ES_CHECK_ CONTEXT

Debug support:

N/A

Migration Strategy (if any):
N/A

EEav> R

avw vk HoL:L

clear URL 7 A V& ) v 7 = R—DiaHERE 7 V7 LET,
url-server

filter url N7 74927 % URL 7 4/VZ ) T H—_—T3%0 £3,
url-block Web h—N"—DREICHEH SIS URL Ny 7 7 2 EE L ET,

show u ~ show z .




show u ~ show z |
. show url-server

av Uk BL)]

url-cache N2H2 Y —/3—F 7213 Websense V— =5 D& #4488 L TV A URL
XY o TEA TN, FXY v aDY A RERELET,

url-server filter 2= > K CfEFH ¥ 5 N2H2 % —/3—F 721X Websense h—/N—Z 57 L £
Er

. show u ~ show z



I show u ~ show z

show user-alert .

show user-alert

TRCODT VT 47727 74T FLAWebVPN &g NIx L TERRTE S, BUERE
XN TWEa—HP— 7 I — "NE2F T AHI21E. B EXEC & — R T show user-alert 2~ > N%
FALET,

show user-alert

ATV R FI4NN T AN NOBEERMEITH Y A,

avY R E—FR ROFIZ, a2~ FEANTELE—FenRLET,

AV KRE— | T7AT7OA—ILE—F ttXxayFsaTFEXERX b

K

L—FT v K FSUART (DU T)L TILF
Lk
AVFERbE | VRTL

i EXEC o KHiE o KHIE o KHiE o KHiE —
av Y FER Jy— ZEHEAR

Z

84(2) o~ RaEMESNhELE,

BEa<> R avy |#HA

usraet| BEDT VT 4 7 vy a DT NTHY T4 7T b LA SSL VPN L —H— (%)
THRBA vy E—VDT R —RXy A NEARX—T M LET,

show u ~ show z .



show u ~ show z |
. show user-identity ad-agent

show user-identity ad-agent

TATYT AT 4 T7AT T 4+—NDAD =—2 = MIET LB REFRT HI1E. Ktk
EXEC “E— KT show user-identity ad-agent ==~ > K& H L F9°,

show user-identity ad-agent [ statistics ]

BX DN detigics (47> =z ) ADT—V =2 MIETHHEHEREFZRLET,

ATV RFEIHIR T 7ANNOEBERHEIZH Y A,

AR E—F ROFIZ, A~ N ANTELE—FerRLET,

&

=Ty k FSURRT (DU <ILF
Lok
AVTEFRL |VARTL

¢t EXEC o 5Fh o %S o b o R —
avy RERE )— ZEEASE

A

84(2) a~rriMBEMENELE,

FEREEDHARSAY TATYTATAT77AT I+ VDADT—V =2 b AVKR—R Y PEE=F—TEET,

ADTZ—V = "D T TNY a—T 4 U7 EREIIGT 5121%, show user-identity ad-agent
avw REFEHLET, Z0a~vwr RE, 774~V AD=—V =2 hBIOEL XY AD
=Yy MIETOIRDOERER R LET,

e ADTZ— 2 V FDOAT—H R
e KAALLVDAT—H R

« AD =— V= h OMEHEH

R1:a72 FHEAODHA

247 B B

[‘E—F (Mode) ] |2 74 Falb—va | IV Fyrua—RERIA T~y KR Ao w
v E—FR m— REfRELET,

. show u ~ show z



I show u ~ show z

3l

show user-identity ad-agent .

247 E BL)]
AD Agent IP Address | IP address TIOFA4TIHRAD T2 FOIPT RL A%
FoRLET,
Ny I T v IP address Ny T v TDAD ==Yz bOIPT LA
R RALET,
AD Agent Status CF AT CTAFUTFATA T AT T F— LT A
=7V TT,
* Down
« Up (registered) cAD=—V v MIF T LTWVET,
-Probing « AD I*‘f/“:‘::/ }\%i%'f@]l/‘(b\ij—o
« ASA 3B RS, AD T— T = b V)
LCTWEd,
CASAIZFAD T —Y = MIEFILE D & L
TWET,
Authentication Port | udp/1645 ADTZ—2 =y FOBIEAR— 2R RLET,
Accounting Port udp/1646 ADZ— 2 NOT T T 4T R— %
KR LET,
ASA Listening Port | udp/3799 ASA VA=V R— b aFRLET,
AB=T A A | A F =Tz AD =— = v N EET H729DIT ASA HMEH]
TEHEA B =T oA AR LET,
IP Address IP address AD =—V = | EIBET 5720 ASA 2MEH
THIPT FLRAZRRLET,
Uptime 1537 ADT—Vx hDT v T S A LaFRLET,
Average RTT IUH AD = —V = F EIBET H729DIT ASA A

THVHT TN MYy TR ZFRR LET,

RFA A > (Domain)

RAL Y =7 5—
N

Status: up

Status: down

AD =— = > k@ Microsoft Active Directory N
AA B FRRLET,

WIZ, TAT T 4T 4 T7AT IA4—ILDAD =—V =¥ NOFEREFE T HH%

% Li—g‘o

ciscoasa# show user-identity ad-agent

show u ~ show z .



. show user-identity ad-agent

Primary AD Agent:
Status

Mode:

IP address:

Authentication port:

Accounting port:
ASA Listening port:
Interface:

Up time:

Average RTT:
Secondary AD Agent:
Status

Mode:

IP address:

Authentication port:

Accounting port:
ASA Listening port:
Interface:

up (registered)
full-download
172.23.62.125
udp/1645
udp/1646
udp/3799

mgmt

15 mins 41 secs
57 msec

up
full-download
172.23.62.136
udp/1645
udp/1646
udp/3799

mgmt

show u ~ show z |

Up time: 7 mins 56 secs
Avg RTT: 15 msec
BEav R avw vk Bl

statistics

clear user-identity ad-agent

B

TATUT 4T 4 77T U4 —LD ASA IZ Lo THRE
INTWVWARAD ==V 2 bOKFHT—2%2 27 VT LE

user-identity enable

Cisco Identity Firewall f > A & > A ZAERL L £ 7,

show user-identity
ad-group-members

TATUT AT A4 7 7AT VA —ILDADTZT—2 = bD
RAALNZHBITN—T Ao "—2RK R LET,

. show u ~ show z




I show u ~ show z
show user-identity ad-group-members .

show user-identity ad-group-members

TATUT AT A T7AT V= IVDAD =2 b DRAALNTHD T N—T AL N—
ZFoRT 52, F#HE EXEC £— K C show user-identity ad-group-members =~ > K& H L

5
show user-identity ad-group-members [ domain_nickname \ ] user_group_name [ timeout seconds
seconds ]

BXDEREA domain_nickname (AT ay) TAT T AT A T 7AT T4 =D KA L ERE

L/iﬁ—o

timeout seconds ¥ (A7 a) TA—T AU NR—OREHEREZBIET S 4 A4 ~— 52 KE
LT, A4 ~—0OHHEEELET,

user_group_name (A7vary) MEHERZBGT 2 7V —7A 2R EL £,

ATV R FI4ILL T 7 AN NOBERHEIZH Y EH AL

av YR E—FK WROFIZ, a~vr REANTEHE—RERLET,

OYX U RE— | T7AT774—ILE—F X2 TF4aVTFXEb

X

=Ty K ESUART (VUL TILF
Ly k
AVFERE |VRTFL

e EXEC « %% « %% « %% « %% —
av Y RER y— ZEBEAR

2

8.4(2) o<y RBEMEIE LT,

EELEOHA K54 > show user-identity ad-group-members =1~ > Ri%, f§& Lica—F =7 —TDENA L3 —
(=P =L T N—7) BFRLET,

\}

()  Zoa<r KTiE, object-groupuser 2~ > REZHEHA L CRESIZ, ASA Lo —Hh i
RSN N —T DIERITFRRSNEE A,

ASA 1%, Active Directory $—/3—Ti%E S 4172 Active Directory 7 /L — 7 1Zx7 % LDAP 7 =
V—%XELET, ZOavr FEETTLIILIE, BELEa—F— N —T DAL N—%
FrxyZ TEHLIDAP 77 VY a~wy ReETT5 2 L EF%ETT, ASAIL, 1 DD L~Ub

show u ~ show z .



show u ~ show z |

. show user-identity ad-group-members

3l

DLDAP 7 = V) —% %47 L C, distinguishedName & THRIE L7z 7 /L — 7 DEUT A > 73— % H
BLET, 2Oavr REFTLTH, A A — FSlea—¥— 7L —T7DASANEH* v »
ValdEH SN EE A,

domain_nickname Z 5 & L7226, ASA 1T 7 4+ /L b R A A /T user_group_name 73 & % 7
N—7 Dl HAEFRRLET, domain_nickname 51 32iE, EEEDO RAAL v =y 7 x—LFE X
LOCAL i ET& £,

T N—T 4%, CN 4 Tld7e< AD Zb— 70— & D sAMAccountName (272 Y 97, K&/
Jb—"7"0 sAMAccountName D15 % &K~ 9 5121, show user-identity ad-groups filter
filter_string 2~ RZ2HH L T, Z/L—7® sAMAccountName % B/ L £ 97,

W, TAT T AT A4 774 T U4—/LDJ)L—"7F samplel DAL "—%FKRT 5
Bz LET,

ciscoasa# show user-identity ad-group-member group.samplel
Domain:CSCO AAA Server Group: CISCO_AD SERVER
Group Member List Retrieved Successfully

Number of Members in AD Group group.schiang: 12

dn: CN=userl,OU=Employees,OU=Cisco Users,DC=cisco,DC=com
dn: CN=user2,OU=Employees,OU=Cisco Users,DC=cisco,DC=com

avw >R SR BA

user-identity enable Cisco Identity Firewall 1 o A & > ZA&AERRL L £77,

show user-identity ad-Qroups | 7 { 57 5 1 7 7 4 7 ¥ 4 —L0 AD T— = > b Bl
B AR LET

. show u ~ show z




I show u ~ show z

show user-identity ad-groups .

show user-identity ad-groups

TATVT AT AT 7AT U+ —NVORET NV—TIZHT 2EMEFRRT HITIE, FiHEEXEC
& — KT show user-identity ad-groups =~ > K& L £,

show user-identity ad-groups domain_nickname { filter filter_string |import-user-group [ count ]
}

X DA count (AFvay) 72740 7{bENTZIN—T DB ERRLET,

domain_nickname 7 A4 F LT 4T 4 T AT Tk —AD RAAL L ERELET,

filter filter_string Microsoft Active Directory ® KA A > =12 b —F O CN &M, &Lz
TANE LTFHNNEEND I N—T2FoRmTHEICHELET,

import-user-group 7 A 525 454 T AT Uk —NADT 7T 4 TLENTZ T N—T DI E
FRLET,

ATV R FI4NN T ANV NOBEERMHEITSH Y A

aAavYRE—R ROFIZ, A~ FEANTELE—FEmRLET,

AYVKRE— | T7AT7O4A—ILE—F ttXxalyFq4aTFEXRX b

K

IL—TFTv K FSURART (VU5 L TILF
LYk
AVTFFRARM |[YRTFLA

¥t EXEC o %I o KHIE o KHIE o KHiE —
avwy RERE ))— ZEEAR

z

84(2) a~rrBEIMENELE,

EELEDOHA KS4> show user-identity ad-groups =~ > K& F179 5854 . ASA I Microsoft Active Directory &
LDAP 7 = —%Z#EL, HELIL FAS V=v 7 X —AILEENLTAATOL—F =T )L—
7RG L £ 7, domain_nickname 51#IZ1%, EBRD FA A » =v 7 x—LF 21X LOCAL %
ETEET, ASAIR, IN—TFT7 V=0 b TRABNERS V=T OHERGLET,
ASA 1%, B L7z 27 /v—7"% distinguishedName JE TR L £ 77,

filter filter_string ¥ — 7V — RB L UOBIHARET 256, ASAITIBE L7 4 V&2 XF5% R
AAvary e —J0OCNRBHICELR 7 V—7%2FK R L ET, accesslist 35 X O object-group
2> R sAMAccountName O Z % Hif53 % 72, show user-identity ad-user sfilter filter_string

show u ~ show z .



show u ~ show z |

. show user-identity ad-groups

a~ v REET LTI NA—70 sAMAccountName % HufG C& £ 9, filter filter_string % 57 L
720G ASA 1T RC D Active Directory 7 /V—7 % F R LE T,

import-user-group count ¥ — 7 — RZ4ETE L TWH A, ASAIXT 77« 7fbah (77 &R
TN—T AR === =7 FEFP—ERXA R —ar T sFal—Tar
D—THDHDH) | BT NT —ZX—=ZRAF STV D T T D Active Directory 27 /b—
ThEFRLET, ASA L. 7 —T7 D sAMAccountName DA% FK/R LE T,

Bl WIWZ, TAT T AT A4 77AT U= MIFEE LT RAAL LV = 7 X —MIlEEN
La—W— I N—TaRRT o0 ERLET,
ciscoasa# show user-identity ad-groups CSCO filter sampleuserl
Domain: CSCO AAA Server Group: CISCO_AD_SERVER
Group list retrieved successfully
Number of Active Directory Groups 6
dn: CN=group.reg.sampleuserl,OU=0Organizational,OU=Cisco Groups,DC=cisco, DC=com
sAMAccountName: group.reg.sampleuserl
dn: CN=group.temp.sampleuserl,OU=0Organizational, OU=Cisco Groups,DC=cisco,DC=com
sAMAccountName: group.temp.sampleuserl
ciscoasa# show user-identity ad-groups CSCO import-user-group count
Total AD groups in domain CSCO stored in local: 2
ciscoasa# show user-identity ad-groups CSCO import-user-group
Domain: CSCO
Groups:

group.SampleGroupl
group.SampleGroup2

WIZ, a~r REFEITLT, access-list 2~ KI5 LU object-group =2~ > K> b it
27 4 VB CFH T 5614~ LE 9, show user-identity ad-users CSCO filter
SampleGroupl =~ & R&FETT 5 & F7E L7723 FFD sAMAccountName 735 &
nEJ,
ciscoasa# show user-identity ad-users CSCO filter SampleGroupl
Domain:CSCO AAA Server Group: CISCO_AD SERVER
User list retrieved successfully
Number of Active Directory Users: 2
dn: CN=SampleUserl,OU=Employees,OU=Cisco Users,DC=cisco, DC=com
sAMAccountName: SampleUser2
dn: CN=SAMPLEUSER2-WXP05,0U=Workstations,OU=Cisco Computers,DC=cisco, DC=com
sAMAccountName: SAMPLEUSER2-WXP05$

BEavy R av Uk BTLL]
user-identity Cisco Identity Firewall f > A &% A& {ERK L 7,
enable

. show u ~ show z



I show u ~ show z

show user-identity ad-users .

show user-identity ad-users

TATT 4T 4 77 AT U4 —/LD Microsoft Active Directory == — — % F/Rk T 5 (21%, *F
FE EXEC & — R C show user-identity ad-users =2~ > R&fH L £,

show user-identity ad-users domain_nickname [ filter filter_string ]

BX DA

AR R TFI4ILbE

aAvU R E—F

domain nickname 7 4 757 4T 4 T AT T4 =D AL A ERELET,

f_i|te|’ _ (47> a ) Microsoft Active Directory ® KA A > 2> ha—7 @ CN J&
filter_string PEIZ, HEE LT 7 A VA SCFFIRGEN D 2—F—%2FRT 5 L) ITHEL
F9,

77 A0 S OBIERIEIL D D F A

ROFIZ, a~ P ANNTELHE—F2RLET,

ARV RE— | T7AT7 24— ILE—F EXa2UTAaVTHRRE
X
IL—F v K FSURRT (VU5 L TILF
Lk
AVTFFRARM |[YRTFLA
¥t EXEC o KHIE o KHIE o KHRE o KHRE —

avy FERE

FEREDAA RS>

Jy— EEAE
A

84(2) o~y REMESHhELE,

=

show user-identity ad-users ==~ > R & 3174 % &, ASA |3 Microsoft Active Directory (Z LDAP
7Y —EFEEL, HELLE RAAS V= 7 X—AICEENLI TR TO—F—Z2 G L E
9, domain_nickname 3|21, FEEEDO KA A = v 7 F— AL FET-IFLOCAL 25 ETE £7°,

filter filter_string ¥ — 7V — RBLOBIHARET H L. ASAIXIEE L7 4 V¥ SLFH| % R A
Ararba—7DOCNEBHICEL2——%2FRK R LET, ASAIL. Active Directory #—/3—
TEEE S 472 Active Directory 7 /L — 712k 5 LDAP 7 = —Z X5 L £ 7,

ASA X, 2—HW—FT V=7 v T A@M L samAccountType J& % 805306368 % £fD 1 —H —
DHEPHFLET, v AT V=7 MREDEOMDAT V=7 M, 2a—PF—FT V=
IR TRAZEENDZ ENRH Y ET A, samAccountType 805306368 (FIEL—H— 47 V=
7 NERANLET, 74 VELFHNERE L2 0EE . ASA 13T O Active Directory =-—
P—aRRLET,

ASA X, Hf5 L7z = —H%—% distinguishedName U CHE/R L F7,

show u ~ show z .



. show user-identity ad-users

show u ~ show z |

15 WIZ, TAT T 4T 4 77 AT 74 —/LD Active Directory = —F— 29 5 1 &
FRT DR LET,
ciscoasa# show user-identity ad-users CSCO filter user
Domain: CSCO AAA Server Group: CISCO AD SERVER
User list retrieved successfully
Number of Active Directory Users: 10
dn: CN=sampleuserl,OU=Employees,OU=Cisco Users,DC=cisco, DC=com
sAMAccountName: sampleuserl
dn: CN=sampleuser?2,OU=Employees,OU=Cisco Users,DC=cisco, DC=com
sAMAccountName: sampleuser?2
dn: CN=user3,OU=Employees,OU=Cisco Users,DC=cisco, DC=com
sAMAccountName: user3

BEa< >R av YR BEL]
user-identity Cisco Identity Firewall f > 2 % > 2 & {ERL L7,
enable

. show u ~ show z



I show u ~ show z

show user-identity group .

show user-identity group

B DEREA

AR TIAIE

ATV K E—F

TATUT AT 4 7747 T4 —VAICRE SN2 —F =T N —T % RRT DHIT1E, Fitk
EXEC “&— KT show user-identity group =~ > R&fH L £,

show user-identity group
Zoawy RZFSIEELEFF—TU—REH D A,
77 4V P OBEREIZH Y EH A

ROFIZ, a~ P ANNTELE—FERLET,

ARV ENE— | TF7ATI24—ILE—F tXa)TF4a0TERXE
k
W=TFTyF | FSVRRT (DU T)L JILF
Lk
AVTXREL | VAT LA
FHE EXEC o KPS o Sf it o 5fI o i _

avy NERE

FEREDHA KSM4 Y

il

Ju— EEAE
S

84(2) a~rriBEMENELE,

TATUTATA 7 7AT VA NHCEESN A= =T N—T DT TNV a—T 1
I &2 TS 5121, show user-identity group =~ > K& L %9, ASA I%. Active

Directory —/N— T S 4172 Active Directory 7 /L — 7 1Z%f 9% LDAP 7 =V —% X5 L £

T, Zoaxr NI T/ T4 TMbEn A== Z =T DU X M EROFEARTERLE

‘j—o

domain \group_name

ASA X, X2 U T 0 RV —EHEIND AT NV—TDHhEFRRLET, 7277 1471
SNtz LT N—T O REIE 256 T, IA—T1E, TI27R®A ITNA—TF 4R~k 22—
P N—T FFP—EAR) o —ar 74 FXalb—valO—HThHIGEILT V7T 4«
T{esihvET,

WIS, TAToT AT A T7AT IF—NDT VT 4 TACENTZ I N—T%FKRT5H
FlZ R L £,

ciscoasa# show user-identity group
Group ID Activated Group Name (Domain\\Group)

1 LOCAL\\ogl
LOCAL\\marketing

show u ~ show z .



show u ~ show z |
. show user-identity group

3 CISCO\\group.sampleuserl
4 IDFW\\grpl
MEav> kR av YR Bl
user-identity Cisco Identity Firewall f > A % > Z & AERL L £ 9,
enable

. show u ~ show z



I show u ~ show z

show user-identity ip-of-user .

show user-identity ip-of-user

TATYT AT A T7AT A= MEELTe2—F—DIP 7 R L AZFRT HITIE, Fike
EXEC “E— KT show user-identity ip-of-user =~ > RZ#H L 9,

show user-identity ip-of-user [ domain_nickname \ ] user-name [ detail ]

X DR detail (FFvay) a—F—BLOIP 7 FLRICET MR 2R L E
j—o
domain_nickname (A7 a) TATUT AT A T 7AT T A—NDRAL A ERELE
7T
user-name IP7 RLAZEET S 2——2fELET,

ATV R FIHILL T 7 AN NOBERHEIZH Y FH A,

AU kR E-F KORIZ, A~y REATELE-FERLET,

AV RE— | D747 D4A—ILE—F tXxaYF4a3TFRE

X

=Tk |FSVART | LUT)L RILF
Lk
AVTHFAL | VAT LA

i EXEC * X * X * X * X —
A%y FERE )— EEREF

2

84(2) a~r FRpBMENFELE,

EELDHA FS4 0wy RiE ELEa—F—Da—F—EREPT FLAZHRRLET, 12— —(C
BHO P 7 L AR SR TWBHERH Y £,

domain_nickname 5| ¥t # F57E L 72 W54 ASAIZT 7 4/ N KA A iZ user_name 3 d 5 = —
P —DfEHZFRR L E7, domain_nickname 515021X, EEEDO RA ALY = 7 Rx—AFE 21T
LOCAL Z#$5E C&E £ 7,

detail ¥— 7 — FZfET 225G, ASAIL, FEELIL=2—F—1P T FLADTXTT, 77
T4 TR O, = —FEHEROMIRB X e v 7 WP O ATy R X
Ny FEFRLET, detall 7> a3 U 2EELRWEA. ASAIZEAIP T RLAD
RAAL V= I R— N AT —H ADKEFR LET,

show u ~ show z .



show u ~ show z |

. show user-identity ip-of-user

\)

GE) ASAIZ. 7TAT YT AT 4 77A T U —NDO—PF—FHERAT Yy 3T I YT 4

YT A XTI LGB DR, FRE LTI OZE ATy b REASTy b, BXOFR
2y 7 E O — = ERER R LET, TAT T AT 4 7 7AT U —VD%
EOFMIONTIE, CLIa 7 4 Fal—ar A REZBRLTLIEE N,

& RIZ, TAF YT 4T 4 77 AT 9 h—VOWE LIEa—F—DIPT FL A& FRT
LR UET,
ciscoasa# show user-identity ip-of-user sampleuserl
CSCO\172.1.1.1 (Login)
CSCO\172.100.3.23 (Login)
CsCcO\10.23.51.3 (Inactive)
ciscoasa# show user-identity ip-of-user sampleuserl detail
CSCO\172.1.1.1 (Login) Login time: 1440 mins; Idle time: 10 mins; 2 active conns
CSCO\172.100.3.23 (Login) Login time: 20 mins; Idle time: 10 mins; 10 active conns
CSCO\10.23.51.3 (Inactive) Login time: 3000 mins; Idle time: 2040 mins; 8 active conns
Total number of active connections: 20
l-hour recv packets: 12560
l-hour sent packets: 32560
20-min drops: 560
ciscoasa# show user-identity ip-of-user sampleuser2
ERROR: no such user
ciscoasa# show user-identity ip-of-user sampleuser3
ERROR: no IP address, user not login now
IPv6 7 R— k
ciscoasa# show user-identity ip-of-user sampleuser4
CSCO\172.1.1.1 (Login)
CSCO\8080:1:3::56 (Login)
CSCO\8080:2:3::34 (Inactive)
ciscoasa# show user-identity ip-of-user sampleuser4 detail
CSCO\172.1.1.1 (Login) Login time: 1440 mins; Idle time: 10 mins; 8 active conns
CSCO\8080:1:3::56 (Login) Login time: 20 mins; Idle time: 10 mins; 12 active conns
CSCO\8080:2:3::34 (Inactive) Total number of active connections: 20
l-hour recv packets: 12560
l-hour sent packets: 32560
20-min drops: 560
BEa<w R avw ok &% EA
user-identity enable Cisco Identity Firewall > A % > A& AERK L £ 7,
show user-identity FRELLIP Y RLRAICEEMT N —F—FRaRr L E
user-of-ip +

. show u ~ show z



I show u ~ show z

show user-identity memory .

show user-identity memory

TATFT VT 4T 4 T7AT I —NADOEBED 2 — LD RAEY 2FrT5I121F. KM EXEC
£ — KT show user-identity memory =~ > R&H L £,

show user-identity memory

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

aAavYRE—FK RORIZ, a~v L FEANNJTELE—RERLET,

O RE— | D747 74— ILE—F t¥xayF4a20TFREb

k

=Ty K FSUART (V)L JILF
Lk
AVTFRAR [VATLA

¥¥iE EXEC o XHI o XHI o XHI o XHI —
av >y FERE J)y— ZEEARAR

S

84(2) a~rriBEMENELE,

FEREDHA KSAY TATYTAT 4 77AT U4 — NN ASA L CHETHAEVEHELE=F—TEET,
show user-identity memory =~ > K& %795 &, =2—HF—La— R, Zr—7La—F &K
ARl a—R, BLOZENLICEET H NNy a7 —TNDAE U RERINET, ASAIL,
ID X—A®D tmatch 7 —7 )V CHEHIND ATV LR RLET,

Ioaw R TATYTATA 7 7AT VA= NVOEFEEY 2— /D AE VFEHEL A
NN TERRLET,

. :L‘—-“'j:b—
o« I N—
« User Statistics

* LDAP

ASA IE, Active Directory —/3—TEE S 4172 Active Directory 7 /L — 7129 %5 LDAP 7 —
U —%3%{5 LEF, ActiveDirectory r—/N—(F, 2 —H—%ZFFEL, =—H—n 4 ¥
V74 n7&EmLET,

e ADT—Y = b

show u ~ show z .



. show user-identity memory

« T O

« A ISR A

U

Identity Firewall CTgx &
HEERNE T2 AV OBREDY 3. ASA N4 Fvo FEBLE 71 X7 o— REE
DODELLEMERTAINERELET, v T~ FE@ERITLE ZETYy hO2—H—72
RERERB X OMRGFENDT-DICAET Y OFHEN DS RDENI A vy RSV T, Z
NHEOAT Y a v OFPIZONTIE, CLIay 7 4 Fal—vary A4 KO [ TATT ¢

=L

T 4T T a ORE

I ZZRLTIZE N,

show u ~ show z |

L7ZAD ==V =¥ hipba—F— Rz G2 HECL->T, 20

I WIZ, TAT VT AT A T 7AT VA —NDEY 2a—)VDAEY AT —H AL HKRT
LR L ET,
ciscoasa# show user-identity memory
Users: 22416048 bytes
Groups: 320 bytes
User stats: 0 bytes
LDAP: 300 bytes
AD agent: 500 bytes
Misc: 32428 bytes
Total: 22449596 bytes
Users: 22416048 bytes
EEa< >R avvk BL)]
user-identity Cisco Identity Firewall f > A % > Z & AERL L £ 9,
enable

. show u ~ show z



I show u ~ show z
show user-identity statistics .

show user-identity statistics

TATUTATA T7AT VA= NDa—Y—F iz —Y—I V—TORFHERE F T 5
21X, H§#E EXEC & — K C show user-identity statistics =~ > R&f#iH L £,

show user-identity statistics [ user [ domain_nickname \ ] user_name|user-group [ domain_nickname
\'] user_group_name ]

EX DA domain_nickname (7 a) TAToT AT A T77AT TH—/LD KA
A/ ERELET,
user user_name (FA7vay) HeHERERGT 22— —4Z2EELE
KR
user-group (A7 ay) MeHERERIG T2 7V —74 % E L%

domain_nickname\user_group_name -

ATV RFIHILE T 7 AN NOBERHEIZH Y £H A,

avY KR E—F WOEIZ, a~v REANTEHE—RERLET,

ARV KE— | 774724 —ILE—F XAV T4aAVTHFRE

k

L=Fyk | FSVART 22T < ILF
LYk
AVTHERAL | VAT LA

¢t EXEC o 5 o %S o bt o R —
av 2 @R N)— EERNE

z

84(2) a~rFRpBMENFELE,

FEREDHA KSq4 >y T~V —FiFa—F =7 —TOhEHE#REZFRT 51218, user-identity statistics =~ > I
EHEITLET,
domain_nickname 5|t % user ¥ — U — R & & HIZHRE LRWEA, ASAIET 74V R KA A
(2 user_name R H % 21— P —DIFHRAEFRLET,

domain_nickname % user-group ¥ —7 — R & &L HIZHRELRWGE, ASA LT 741 K KA
A 1T user_group_name 23 & % 7V — 2T H A &~ L £ 7, domain_nickname 5| %t(Z
X, EBEORAL Y =9 73— L FEZIX LOCAL ZHEETE £7,

show u ~ show z .



show u ~ show z |
. show user-identity statistics

#l WRIZ. TATFYyT 4T 4 T7AT T4 —O2—W— BT+ 555 RE FHRT 50
R LET,

ciscoasa# show user-identity statistics user
Current monitored users:11 Total not monitored users:0

Average (eps) Current (eps) Trigger Total events
User: CSCO\userl tot-ses:4911 act-ses:1213 fw-drop:0 insp-drop:0 null-ses:4861 bad-acc:0

20-min Recv attack: 4 10 14 4861
l-hour Recv pkts: 1 10 0 4901
User: CSCO\user2 tot-ses:2456 act-ses:607 fw-drop:0 insp-drop:0 null-ses:2431 bad-acc:0
20-min Sent attack: 4 10 4 4862
l-hour Sent pkts: 0 5 0 2451

ciscoasa# show user-identity statistics user userl

Current Average (eps) Current (eps) Trigger Total events
User: -(userl-) tot-ses:4911 act-ses:1213 fw-drop:0 insp-drop:0 null-ses:4861 bad-acc:0
20-min Recv attack: 4 10 14 4861
l-hour Recv pkts: 1 10 0 4901
MEa<v R av vk 5 BA
user-identity Cisco Identity Firewall f > A &% » A& {ERR L 7,
enable

. show u ~ show z



I show u ~ show z

show user-identity statistics top user .

show user-identity statistics top user

B DEREA

AR TIAIE

ATV R E—F

TATT AT A T7AT T4 —ND 10 2—HF —DOfaHERZ R 2121%. FEEXEC
£ — KT show user-identity statisticstop user =~ > R&2H L £7°,

show user-identity statisticstop user
Zoawy RZFSIEELEFF—TU—REH D A,
77 4V P OBEREIZH Y EH A

ROFIZ, a~ P ANNTELE—FERLET,

aAYVKRE— | T7AT94—ILE—F XT3 TFXE
k
L—Fv K FSURRT |V T)L < ILF
LYk
AVTEREM | VRTA
¥ #E EXEC o %Fhts o %Fhts o %Fhts o %Fhts —
avy FERE Jy— ZTHERAR

R
8.4(2) a<w RRBMENE L,

FEREDHA KSM4 Y

3l

show user-identity statisticstop user =~ > Kix, A7 10 =2 —F—D%(F L7= EPS /X7 v b,
BELIZEPS Xy b, BROHE SN HEICHT 2HGHEREF < LE T,  (domain
\user_name & L CEREIND) F2—HF—IZB LT, ASAIX, D=2 —F—DFHEPS 3T v
M BUEDOEPS X7 > b, R T— BRUOAIHAXNV MERRLET,

WIZ, TATYT AT 4 T7AT T4 —ND A 10 2—HF— 2T A ERER 7T
HH R LET,

ciscoasa# show user-identity statistics top user

Top Name Id Average (eps) Current (eps) Trigger Total events
l-hour Recv pkts:
01 APAC\sampleuserl
0 0 0 391
l-hour Sent pkts:
01 APAC\sampleuser?2
0 0 0 196
02 CSCO\sampleuser3
0 0 0 195
10-min Sent attack:
01 CSCO\sampleuser4
0 0 0 352

show u ~ show z .



. show user-identity statistics top user

02 CSCO\sampleuser3
0 0 0
EEa<UFR avo kR FiBA
user-identity Cisco Identity Firewall f > A % > Z & AERL L £ 9,
enable

. show u ~ show z

show u ~ show z |

350



I show u ~ show z

show user-identity user active .

show user-identity user active

TATYTATA T7AT TA—NDT 7T 4 T a—F—%FRT HITIL, FitE EXEC E—
K -C show user-identity user active =~ > R&fH L £,

show user-identity user active [ domain domain_nickname | user-group [ domain_nickname \ ]
user_group_name | user [ domain_nickname \ ] user_name ] [ list [ detail ] ]

BX DA detail (ATvay) 70747 a—F—tva Ot
NEFRLET,
domain domain_nickname BELERNAALLOT 7T 4 7 a—F—DEEHER A2 TR
l_/\i‘g—‘o
list (ATvay) 70747 2—F—DOiHEHREEH LT-

UAMEeRRLET,

user domain_nickname\ user_name (47> = >) 5 Lizo— P —ofEHEHAE 2R L £

user-group domain_nickname\ (AFvarv) fBELa—Y— V=7 DkiHEHm A &
user_group_name FLET

ATVERFIFILN T IANNOBECHEITH Y EHAL

ATV kK E—F WDORIZ, a~ 2 REANTEHE—RFERLET,

AV RE— | 747D 4A—ILE—F ttXxa)F4a0TEFR b

X

=Tk | FIVART | VUT)L RILF
LYk
AVTEREN | VRT LA

¥¥iE EXEC o Xfhia o 3fhis o 3fhis o 3fhis —
av Y FRERE J)y— ZEERAE

3

84(2) a~rFBEIMENEL,

ERLDOHA RSy TATYTATA 77 AT VA= VTHERENL P/ 2—F =~y U T F—FR—REHE
NLETRTCOa—Y =T L ERER R TEET,

show user-identity user active 2~ > Ri&, =—H—ICBT 2K OEREZFERLET,
» domain \user_name

 Active Connections

show u ~ show z .



show u ~ show z |

. show user-identity user active

il

« TA KRB (5550

T ANV ED RAAL AL, FEDO RAAL 4, Fl7e THIEE. LOCAL OWT Ty, 7
ATUTATA T 7AT U —/ME, a—BVZERSINZTXAO2—W— ) —TF7201%
Z—HF— (VPN £/ Web R—Z L2 L Cu /4 v BLUOGEIEEIT ) 22— —) [Tk L
TLOCAL RAA A ZEHLET, T 7408 RAL VEEE LRWES, LOCALNT 7 4+
M RAAL L2 £,

=PRI, TA FRROBERMMENE S, 7o IS KO A RV,
A—P—DIPT RLAZE TR a—F— T L IR FEINE T,

user-group ¥ — 77— REZHEELIZGE. 777 4 7{bahica—F =7 —TDHhNFREN
FT, I—TF, TI7RAIN—T A VAR = a2—P— T N—T FEZP—E AR
V—AarZ4Xal—varO—fMThHILIGEICT 7T 4 T{bahE T,

domain_nickname % user-group ¥—U— K& & HITHE LRWES. ASA LT 74 /L h R X
A 2 user_group_name /3 5 7V — ST A IE A TR L T,

N\

() user-identity action domain-controller-down % disable-user-identity-rule ¥—7— R & & |2

REL, HBELLE RALURFX T LTWDH, F£721 user-identity action ad-agent-down =
~ > K% disable-user-identity-rule ¥—7V— Rt L HICHEL, ADZ—Y = hRFZ T L
TWDHFEIT, 22—V —HHERIC, 27 A LTV TRTCO—F—RNT 1 &—T L
RoTNDHERRINET,

GE) ASAIL. 7TAT YT AT 4 774 T T4 —NDa—PF—HEHERAT Y L FEFIEIT I YT 4

VI EAF =TI LTS BRI DR, FBE LW OZE ATy b EEAT Y b, BROFR
1y T E O — Y —HEHE AR R LET, TAT T AT 4 77 AT VA — LDk
EOFHMZOWNWTIL, CLIay 7 4 Fal—iar HA REBRLTLIEE N,

WIZ, TAT T AT 4 T7AT T —NDT 7T 47 a—F—CET L FERE R
TAHHERLET,

ciscoasa# show user-identity user active

Total active users: 30 Total IP addresses: 35
LOCAL: 0O users, 0 IP addresses
cisco.com: 0 users, 0 IP addresses
dl: 0 users, 0 IP addresses
IDFW: O users, 0 IP addresses
idfw.com: 0 users, 0 IP addresses
IDFWTEST: 30 users, 35 IP addresses
ciscoasa# show user-identity user active domain CSCO

Total active users: 48020 Total IP addresses:10000
CSCO: 48020 users, 10000 IP addresses
ciscoasa# show user-identity user active domain CSCO list

. show u ~ show z



I show u ~ show z

48020 Total IP addresses:
10000 IP addresses
20 active conns; idle 0 mins
idle 5 mins
idle 20 mins
idle 101 mins

Total active users: 10000
CSCO: 48020 users,
CSCO\sampleuserl:
CSCO\member-1: 20 active conns;
CSCO\member-2: 20 active conns;

CSCO\member-3: 3 active conns;
ciscoasa# show user-identity user active list

Total active users: 48032 Total IP addresses: 10000

CSCO\sampleuserl: 20 active conns; idle 0 mins
CSCO\member-1: 20 active conns; idle 6 mins
APAC\sampleuser2: 20 active conns; idle 0 mins

idle 1 mins
idle 0 mins
idle 22 mins
idle 101 mins

CSCO\member-2:
CSCO\member-3:
APAC\member-2:
CSCO\member-4:

20 active conns;
20 active conns;
20 active conns;

3 active conns;
ciscoasa# show user-identity user active list detail
Total active users: 48032 Total IP addresses: 10010
CSCO: 48020 users, 10000 IP addresses
APAC: 12 users, 10 IP addresses
CSCO\sampleuserl: 20 active conns;
172.1.1.1: login 360 mins, idle 0 mins,
172.100.3.23: login 200 min, idle 15 mins ,
10.23.51.3: inactive
l-hour recv packets:
l-hour sent packets:
20-min drops: 560
CSCO\member-1: 4 active connections;

idle 0 mins
15 active conns

12560
32560
idle 350 mins

APAC\sampleuserl2: 3 active conns; idle 101 mins

show user-identity user active .

5 active conns

172.1.1.1: login 360 mins, idle 101 mins, 1 active conns
172.100.3.23: login 200 min, idle 150 mins, 2 active conns
10.23.51.3: inactive

l-hour recv packets: 12560

l-hour sent packets: 32560

20-min drops: 560
ciscoasa# show user-identity user active list detail
Total users: 25 Total IP addresses: 5

LOCAL\idfw: 0 active conns

6.1.1.1: inactive
cisco.com\sampleuserl:
cisco.com\sampleuser2:
cisco.com\sampleuser3:

0 active conns
0 active conns
0 active conns

20.0.0.3: login 0 mins, idle 0 mins, 0 active conns (disabled)
cisco.com\sampleuser4: 0 active conns; idle 0 mins
20.0.0.2: login 0 mins, idle 0 mins, 0 active conns (disabled)

cisco.com\sampleuser5: 0 active conns

ciscoasa# show user-identity user active user sampleuserl list detail

20 active conns; idle 3 mins
idle 20 mins,

CSCO\sampleuserl:

172.1.1.1: login 360 mins, 15 active conns

172.100.3.23: login 200 mins, idle 3 mins, 5 active conns
10.23.51.3: inactive

l-hour recv packets: 12560

l-hour sent packets: 32560

20-min drops: 560

ciscoasa# show user-identity user active user APAC\sampleuser2

APAC\sampleuser2: 20 active conns; idle 2 mins

ciscoasa# show user-identity user active user-group APAC\\marketing list

show u ~ show z .



show u ~ show z |

. show user-identity user active

APAC\sampleuserl: 20 active conns; idle 2 mins
APAC\member-1: 20 active conns; idle 0 mins
APAC\member-2: 20 active conns; idle 0 mins
APAC\member-3: 20 active conns; idle 6 mins

ciscoasa# show user-identity user active user-group APAC\\inactive list
ERROR: group 1is not activated

fEav >R avw Uk Bl
clear user-identity TATVTATAT7AT U4 =D, HE LlIca—H—,
active-user-database FE L a— = e —F IR 5T R TCOa—F—, F
e 77 T AT R TCOZ—F—DRAT—H ZAEHEL
7,
user-identity enable Cisco Identity Firewall f > A % » 2 &= E L £ 7,

. show u ~ show z




I show u ~ show z

show user-identity user all .

show user-identity user all

TATYTAT 4 774 T U —NOa—W =T LeHEREF T D21, FHEEXEC
£ — KT show user-identity user all =~ > R&H L £7,

show user-identity user all [ list ] [ detail ]

BX DA

AR R TFI4ILbE

aAvU R E—F

ddal (A7 al) TATUT AT 4 7 74T VA —NAOFTXTO2—F—IZBT 5767
o aRRLET,

it (F7vay) TATLT AT 4 77 AT VA —LOTRCO2—F—DifaHma &
LT A RERRLET,

77 A0 S OBIERIEIL D D F A

ROFIZ, a~ P ANNTELHE—F2RLET,

ARVEE— |T7ATI4—ILE—F X2 T4a2TEXEL
K
IL—F v K FSURRT (VU5 L TILF
Lk
AVTFFRARM |[YRTFLA
¥t EXEC o KHIE o KHIE o KHRE o KHRE —

avy FERE

FEREDAA RS>

Jy— EEAE
A

84(2) o~y REMESHhELE,

TAT VT AT A T77ATUA—NATHAINDIPP 22— —< o BT T —HX—RIEF
NAHZTRTOZ—P—DFEREFRT HIT1E, show user-identity all 2~ > R&HEH L F7,
Zoawr REEbildetaill F—U— REZFRTEL, a~ L KEDIZIPT RVARFET 7T 47

ThHDHERRINDIGA, IPT RLAZa2—Y—IZBEEMTFONTWERA, FOIPT KL
ZWCBEEM T BN TW S =P —2RBRTHE T —NIEINET,

\}

=)

EL, HELIE RAL UBE T LTWDH, F721F user-identity action ad-agent-down =2~

v % disable-user-identity-rule ¥ — 7 — K& L HICEREL, AD=—V = FRX T LT
HEAE. 22—V —FFHERIZ, /A LTV DT RTOL—P =T =T IR > T

WHEFRIRENET,

user-identity action domain-controller-down % disable-user-identity-rule ¥ —7 — N & & $ 1T

show u ~ show z .



. show user-identity user all

\)

show u ~ show z |

6=

ASAIE. TAT T AT A4 77 AT T4 —IDa—P 3 ERAT Y EIT T T 4

VT AT NI LTEGAIZOR, FRELEHBOZE Ny b, BEESRT Yy M BXOR
0y PR O — RS REER LET, TAT T AT 4 77 AT T —/LDOFK
EDFEAMZOWTIEL, CLIZ> 7 4 Xal—Yay A RESRLTIEE N,

1
AT OB R LET,
ciscoasa# show user-identity user

Total inactive users: 1201 Total
ciscoasa# show user-identity user

Total users: 7

LOCAL\idfw: 0 active conns

cisco.com\sampleuserl: 0 active
cisco.com\sampleuser2: 0 active
cisco.com\sampleuser3: 0 active
cisco.com\sampleuserd: 0 active
cisco.com\sampleuser5: 0 active
cisco.com\sampleuser6: 0 active
cisco.com\sampleuser7: 0 active

ciscoasa# show user-identity user
Total users: 7 Total IP addresses:

LOCAL\idfw: 0O active conns
10.1.1.1: inactive
cisco.com\sampleuserl: 0 active
cisco.com\sampleuser2: 0 active
cisco.com\sampleuser3: 0 active
171.69.42.8: inactive

10.0.0.2: login 300 mins,
cisco.com\sampleuserd: 0 active
cisco.com\sampleuser5: 0 active
cisco.com\sampleuser6: 0 active
l-hour recv packets: 12560
l-hour sent packets: 32560
20-min drops: 560

idle 300 mins,

R, FTATYT AT 4 T7AT T4+ — DT _RCOL—F— BT 55 ER A E

all list
IP addresses:
all 1list

100

conns
conns
conns
conns;
conns
conns
conns
all list detail
3

idle 300 mins

conns
conns
conns; idle 300 mins

5 active conns
conns

conns

conns

BEa<v R avy kR £ EA
user-identity Cisco Identity Firewall f > A % > Z & AERL L £ 9,
enable

. show u ~ show z



I show u ~ show z

show user-identity user inactive .

show user-identity user inactive

TATYTAT A T 7AT T4 —NOHT 7T 4 72— —ICHlT HEREFRT DI, FF
Mé EXEC <& — R C show user-identity user inactive =~ > K& L £,

show user-identity user inactive [ domain domain_nickname | user-group [ domain_nickname \ ]
user_group_name ]

BXDEREA

AR R FI4ILE

ATV R E—F

domain domain_nickname (AT ay) TAToT AT 4 774 T T4 —VDIRE

LIZ AL R HDIT 7T 47 22— —OfEHEHR &
FRLET,

user-group (AFvav) BELEZa—F— IA—TDHT I T 47
domain_nickname\user_group_name  — —+p— o s 25 4 4 3 LET,

77 4N FOBERLEIZH D EE A,

WDFEIZ, a~vr REANTELE—RERLET,

ARV EE— | T7AT7 24— ILE—F F¥al)T4aVTFRb
X
IL—F v K FSURART (VU5 L TILF
Lk
AVTFFRAR |[YRFLA
¥t EXEC o %I o KHIE o KHIE o KHIE —

avy FERE

FEREDHA FS14 Y

Jy— EEAE
A

84(2) v RMBMINE L,

user-identity inactive-user-timer =~ > R&EH L CRELMEL Y b EWHM, 727747 b
T 4w RN —F =T A #ARRT DX, show user-identity user inactive =~
VREMHLET,

user-group ¥ — 7 — REHRE L7t 7277 4 7fbEivica—F =7 N —TDHNFREN
T, V=T, T2 A ITN—T AR —F 2=V =T L—7 FlFh—RARY
Y arvZ4Xal—yar0—#HTHLILGAILT VT4 7k ET,

domain_nickname % user-group ¥—7 — R & L HITHRELRWEE, ASAIET 744 K KA

A T user_group_name 23 5 7 /v — 2T A2 R R L £ 9, domain_nickname 5 %%1Z
I, BEORAAL Y =y 7 % —LFT-1X LOCAL #FETE 7,

show u ~ show z .



. show user-identity user inactive

1

show u ~ show z |

WRIZ, TATF T 4T 4 T7AT I —NDET 7T 4 T a—WP—DRAFT—Z A %3

AT OB R LET,

ciscoasa# show user-identity

Total inactive users: 1201
APAC\sampleuserl
CSCO\sampleuser?

172.1.1.1: inactive

ciscoasa# show user-identity

Total inactive users: 1101
CSCO: 1101
CSCO\sampleuserl
CSCO\sampleuser?
CSCO\sampleuser3

ciscoasa# show user-identity
Total inactive users: 21

user inactive

user inactive domain CSCO

user inactive user-group CSCO\\marketing

CSCO\sampleuserl
CSCO\sampleuser?2
MEav R av YR iR

user-identity enable

Cisco Identity Firewall A > A % > 2 Z{Epk L £ 7,

user-identity inactive-user-timer

A—F—%Cisco TAT T AT A T7AT TFr—/b A A
BUADT A FVRIEE R E TORREZHEEL £,

. show u ~ show z




I show u ~ show z

show user-identity user-not-found .

show user-identity user-not-found

B DEREA

AR TIAIE

ATV R E—F

TATYT AT A4 T7A4T T —ILDRDINEIR Active Directory —HF—D P 7 KL A%
Fr T 511%, FiME EXEC & — R T show user-identity user-not-found =~ > K& H L £,

show user-identity user-not-found
Zoawy RZFSIEELEFF—TU—REH D A,
77 4V P OBEREIZH Y EH A

ROFIZ, a~ P ANNTELE—FERLET,

ARV ENE— | TF7ATI24—ILE—F tXa)TF4a0TERXE
k
W=TFTyF | FSVRRT (DU T)L JILF
Lk
AVTXREL | VAT LA
FHE EXEC o KPS o Sf it o 5fI o i _

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

84(2) a~rriBEMENELE,

Microsoft Active Directory TR DML RN —F—D [P 7 KL A &K RT HIZIL, show
user-identity user-not-found =~ > RZfEH L £,

ASA X, ZTNHDIP T KL ADa—N/)L® user-not-found 7 — F X— A2 &2 L £9, ASA

X, 7= R_R—=2DJ A METIZ7A <. user-not-found U A M DEHD 1024 /347 v hDIH%E
PREFLET (RUHETLIP T FLANLOHEGET D37 v MI 125037 v b & LTHbi
ESc IR

W, TATYT 4T 4 774 T U+ —/L® not-found = —HF —IZ T B [FER 2 FHR
TAHEBERLET,

ciscoasa# show user-identity user-not-found
172.13.1.2
171.1.45.5
169.1.1.2
172.13.12

show u ~ show z .



show u ~ show z |
. show user-identity user-not-found

EEa<w ok avyk Bl

clear user-identity user-not-found | 7 4 o5 455 4 77 A T T4 —/LD ASA D —H )L
user-not-found 7 — % X—A% 7 U T LET,

user-identity enable Cisco Identity Firewall - > A & A ZAERL L £,

user-identity user-not-found TATYT AT 4 774 7T U4 —/L® user-not-found ~ 7 v
X T EAR—T NV LET,

. show u ~ show z



I show u ~ show z

show user-identity user-of-group .

show user-identity user-of-group

TAF LT AT 4 T 7 AT T4 —NOE LIma—F— I —TFDa—F—%Fmt 5205,
H54E EXEC F&— R C show user-identity user-of-group =~ > RZ&iH L £,

show user-identity user-of-group [ domain_nickname \ ] user_group _name

BX DA

AU RTIAIE

ATV R E—F

domain_nickname 7 (5 F 4T 4 T AT T —D RAAL L ERELET,

user_group_name iiEHERAFK R T LD —Y— J A —TE2fRELET,

77 AV OBEIERIELDH D EE A

WDFEIZ, a~vr REANTELE—RERLET,

AXVFRFE— | T7AT7 24— ILE—F XT3 TFRE
k
W=TFTy bk | FSIVART |V TL RILF
Lok
AVTHFAL | VAT LA
¢ EXEC o I o 5 o I o R —

avy FERE

FEREDHA K54

Jy— EEAE
S

84(2) a~rFBEMENELE,

IN—TIDPEE LI —HF =T N—T 12— T Ha—H—%2FRT 512, showuser-identity
user-of-group =~ RZfEH LE73 (ASA L, LDAP 7 =Y —% Active Directory (21553 %
DOTIERL, ZOFEROIPL—F— 1y a VA REAXY L LET, AD=—V x> MI,
=P —IDBIOPIPT RLA Yy EL7DOF Y v aZfRFFL, ASA ICEE 2@ L F
+) .

AAIERET 52— — I N—T1ET VT 4 TILENTWDLRERH Y 9, FL—T13A
AR—ha—Y—IN—7F (TI7ERAIVA N ELFI—EAR) v—ar7 4 Fal—Tav
Da—W— T N—TFL LTCER) Flridn—Ira—HF—In—7 (7= b 7T N—7
2—P—L LTER) T,

TN—T1F, BEOZ—F— A NN—5FOZ LR TEET, 22—V — TN —T DAL N—
I, T, BELIEIA—TDEEA L N— (=W =L T V—T%5T) TT,

domain_nickname % user_group_name 5|# & & HIZHRE LR WGA. ASAIZT 74 /L F RAA
2 user_group_name 7’ & % 7 — 72T H 1A R LE£9, domain_nickname 5|23,
EEDORAA v =v 7 F—LFILLOCAL 2fRETE £,

show u ~ show z .



. show user-identity user-of-group

1

show u ~ show z |

Ay FHCa—Y =T —=F ARHET /T4 T ThDHERRINDIHE, 22— —Tn s

TURLTWDED, —Ebr T A LTWVERA,

RIS, TAT T AT 4 77 AT UA—NVORE LAY = TN =T Da—F —%

ForTaMERLET,

ciscoasa# show user-identity user-of-group group.samplegroupl
Group: CSCO\\group.userl Total users: 13

CSCO\user2 10.0.0.10(Login) 20.0.0.10(Inactive)

CsSCO\user3 10.0.0.11 (Inactive)

CSCO\user4 10. .12 (Login)

CSCO\user5 10. .13 (Login)

CSCO\user6 10. .14 (Inactive)

o O o
o O o

ciscoasa# show user-identity user-of-group group.locall
Group: LOCAL\\group.locall Total users: 2

CcSCO\userl 10.0.4.12 (Login)

LOCAL\user2 10.0.3.13 (Login)

EavTUR

avw >R Bz

user-identity Cisco Identity Firewall f > A &% R & {ERK L £ 7,
enable

. show u ~ show z



I show u ~ show z

show user-identity user-of-ip .

show user-identity user-of-ip

TATUT AT 4 T7AT TA—VOREIP 7 RLAEMEHT 52— —ICBHT 2 1EHREE
R AT, KiME EXEC & — K C show user-identity user-of-ip =~ > K& H L £,

show user-identity user-of-ip ip_address [ detail ]

X DA detail (AFvay) HELEIPT RLVAZMHT 22—V —CBT 2372 )23
~RLET,

ip_address @z #ord H2—F—DIP 7 RL A& RLET,

ATV RTFIFIR T 7ANFOEBEREITH Y EEA,

aAavYRE—FK RORIZ, a~v FEANJTELE—REZRLET,

aAYVRE— | T7ATO4+—ILE—F tXa)F4aVTFFR b

k

L—FTv K FSURART |V TL JILF
LYk
AVTHFRE | VAT A

¥t EXEC o K o KHiE o KHiE o KHiE —
avy FERE Jy— ZTHERAR

3

84(2) a~rriBEMENELE,

FEEREDHA KSqy BELEIPT FLRCEEMT b2 ——F#E 27§ 21213, showuser-identity user-of-ip
avy FEEHLET,

detail ¥— 7V — RERET %G, ASAIL, =—W—a 7oA EH, 74 RAEEE, 7277«
TR, Y —HEHEROMI & Fa v T B ORI OAN Ry N EHTIN
FEFRLET, detail ¥—U— RERELAVEA, ASAIERAS Y=y s F—h 2—
P—4., BLXORT—Z20HE2FRFLET,

A=W AT —HANRIET 7T 4 TRGE, 22— —Fe /7 L TWDn, —Ebr A
VLTWEREA,

Toawy RELbiZdetal F—TY—FEfEEL, IPT FLADa<y REJJZE T —03FKR
ENLHYAE.IPT RLVRIZIET 7T 47 TY, 2F0, IPT R ARZ—V—|ZBHE# T 5
NTWER A,

show u ~ show z .



show u ~ show z |

. show user-identity user-of-ip

1

\)

GE)  ASAIEZ. 7TATF YT AT A4 T7AT U4 —NOa—P—FEHERAT Y o FHIIT I YT 4
VT EAR=T M LTIEGEICOR, FBE LTEMEOZE Ny b, E#ERT Y b BIOFR
0y SR O HIERER R LET, TAT T AT A4 77 AT T4 —LDi%
EOFEHIZOWNWTIE, CLIZY 7 4 Xal—Yar A4 REZBRLTLLEEN,

WIZ, TAT T AT A T7AT IF— DT IT 4T 22— —D AT —H A%EKTR
TAHHE R LET,

ciscoasa# show user-identity user-of-ip 172.1.1.1

CSCO\sampleuserl (Login)

ciscoasa# show user-identity user-of-ip 172.1.1.1 detail
CSCO\sampleuserl (Login) Login time: 240 mins; Idle time: 10 mins
Number of active connections: 20

l-hour sent packets: 3678

l-hour rcvd packets: 1256

20-min sent drops: 60

ciscoasa# show user-identity user-of-ip 172.1.2.2 detail
CSCO\sampleuser?2 (Login) Login time: 1440 mins; Idle time: 100 mins
Number of active connections: 0

l1-hour sent packets: 3678

l-hour rcvd packets: 1256

20-min sent drops: 60

ciscoasa# show user-identity user-of-ip 172.1.7.7

ERROR: no user with this IP address

IPv6 D H7KR—

ciscoasa# show user-identity user-of-ip 8080:1:1::4

CSCO\sampleuserl (Login)

ciscoasa# show user-identity user-of-ip 8080:1:1::4 detail
CSCO\sampleuserl (Login) Login time: 240 mins; Idle time: 10 mins
Number of active connections: 20

l-hour sent packets: 3678

l-hour rcvd packets: 1256

20-min sent drops: 60

ciscoasa# show user-identity user-of-ip 8080:1:1::6 detail
CSCO\sampleuser2 (Login) Login time: 1440 mins; Idle time: 100 mins
Number of active connections: 0

l-hour sent packets: 3678

l-hour rcvd packets: 1256

20-min sent drops: 60

ciscoasa# show user-identity user-of-ip 8080:1:1::100

ERROR: no user with this IP address

EavU R avo kR BTEL]
user-identity Cisco Identity Firewall f > A &% 2 & {ERK L £,
enable

. show u ~ show z



I show u ~ show z

show version .

show version

AU R TIHIE

ATV R E—F

V7R T2TN—=Tary, N—Ry=THER, T4 A% —, BXOBEET LE/EHMT —
A HFoRrT AL, 22— — EXEC £— K Tshowversion =~ F&#EHALET,

show version
T 7 4V NOBIERLEIZH Y FH A,

WDFEIZ, a~vr REASTEDLE—RERLET,

aAYVRKE— | T7PAT94+—ILE—F tXa)F4a0TFRE
K
=Ty K ESURRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA
Z—H— o %I o %I o %I o %I o %I
EXEC

2v L FRE

FEREDHA FS14 Y

Jy— EEAE
S

72(1) RF—FTN T 2= F—"— F— R TlL, 7 T2 X OEEME 2 R38N 01T
NERREINFET,

8.3(1) Uiz, BERETHM S 2 DD KFEF — ETIFREHN—Z2 F—D TN TH 50>,
BROEATORERAN—2 F—DWRNGEND L9122 L,

84(1)  ~f o— FIFB{LMEBED 2V ET /L (NPE) OYR— M BMENE LT,

93(2) RESTAPI=— =2 "L R2—TNDEE, X—Va VBEENERINET,

9.17(1) v A7 ADEH) (7 — h) IZhh o BRI T 2 E®AH I BMS v E L,

showversion 2~ F&fEHT AL, VY7 o7 N—=Yar, REBEIZVT—rENTHHD
R, Yut oY 24T, T a R—F 4 ar AT A F—T A R—

K, UT7AES BIOSID) . 775 4_X—Yar¥—fl, S4B 2247, BLOay
T AKX 2=V a B RBIEEISNTZEEDHA LAA L THERTEET,

RESTAPI =— Y = bW A VA M=V &}, 4 X—T TR TWDEEHE, N—Ta &G
bERRENET,

show version 2~ R TERINHV I TNEEILZ. 7T v 2 /X—T 43 3 BIOS ODF =
T, ZOFE L, ¥y—DVITNESETIRARVEST, Y7 b2 T T 7T — %
AFTHESIL, vy —T&ETIE <, showversion 2~ RTCHEREINDH VY TILE SN
%‘g?‘é‘o

show u ~ show z .



. show version

1

show u ~ show z |

T x— )V —N— 7 Z 22 OEEMIOEIL. 7 =— A —— v FREIEL TV A HAE
DEIZRLTWET, 1 BO2=y MPEEZEILLTY, 7277 4 7=y MEIEE
fkwe s 2R Y . BIERIR O LT £5, Z07eH, 72— Ad— =2 F 22 DOBfE
HEE@EN o=y NOBMEMME IV LELSTH2IENRTEET, 72— ——% I
T A=V L TR 3= MITH L, To— L —N—=RNT 4 B—T W75
A=y OB &, 72— A — =BT =TV ThH LMD => N OEERFH
DMEENT, 7= A== 7 FAXOEMEMRIN L A— N EZhET,

NS a— FIEEEBEED RN EF LTI B 2% FnTHE, VPNBIR2=T7 74 K =2
SRa=mh—Tary T4 ATY A MORENER AL

ASA 5505 DEFF VPN BT DA, T RTOXA 7O VPN E Yy v a VOGFHEITT A U A
IZ &> TH7e Y £9, AnyConnect Essentials 2 1 R —7 /WZ L TWD5AE, AiHEET VO
K¥ed 25 T3, AnyConnect Premium % 4 1 —7 /LZ L CWAA . A#HE AnyConnect Premium
EICZ DD VPNIEZ MR T2, 25y a rEBRRVWbO LR 7, ZOftod VPNAEA
FTRTDOVPNE Y v a rDOFETMIREFELWDMLOET /L LITERZR Y | ASA 5505 DL DD
VPN EIZET HIIR L D IRV, G FHEIX AnyConnect Premium 7 A £ 2 A2 L > TE D
HTERBHYET,

wiZ, showverson 2~ RO EZ R LET, ZOFTIE, Y7 ho=T =3
YoN—KRuxTarv s ¥al—var, T4 AF—, BLOEET DB
M7 =X %2FrTDHEERLTOVET, AT =7V 72— A —_—RNREIN
TWABREETIE, 7z— A —_— 27 522 OE{EMBZ R TBMOTRERINE
T Tz A= N—REREINTWRWEAS, ZOTRERENEYFA, ZOFRR
L. B/ AEY BT 2B EA -V 2R L ET,

B R

* * * *
*%  k*% WARNING *** WARNING *** WARNING *** WARNING *** WARNING ***  **
* * * *
ol ----> Minimum Memory Requirements NOT Met! <---- ol
* * * *
** Installed RAM: 512 MB **
** Required RAM: 2048 MB **
** Upgrade part#: ASA5520-MEM-2GB= *ox
* * * *
** This ASA does not meet the minimum memory requirements needed to *x
** run this image. Please install additional memory (part number *x
** listed above) or downgrade to ASA version 8.2 or earlier. * %
**  Continuing to run without a memory upgrade is unsupported, and *x
** critical system features will not function properly. *x
* * * *

B R R

Cisco Adaptive Security Appliance Software Version 8.4 (1)
Device Manager Version 6.4 (1)

Compiled on Thu 20-Jan-12 04:05 by builders

System image file is "diskO:/cdisk.bin"

Config file at boot was "diskO:/tomm backup.cfg"

asa3 up 3 days 3 hours

Hardware: ASA5520, 512 MB RAM, CPU Pentium 4 Celeron 2000 MHz
Internal ATA Compact Flash, 64MB

Slot 1: ATA Compact Flash, 128MB

BIOS Flash AT49LWO080 @ O0xf£f00000, 1024KB

. show u ~ show z



I show u ~ show z

show version .

Encryption hardware device : Cisco ASA-55x0 on-board accelerator (revision 0x0)
Boot microcode : CN1000-MC-BOOT-2.00
SSL/IKE microcode: CNLite-MC-SSLm-PLUS-2.03
IPsec microcode : CNlite-MC-IPSECm-MAIN-2.06
0: Ext: GigabitEthernet0/0 : address is 0013.c480.82ce, irg 9
1: Ext: GigabitEthernet0/1 : address is 0013.c480.82cf, irg 9
2: Ext: GigabitEthernet0/2 : address is 0013.c480.82d0, irg 9
3: Ext: GigabitEthernet0/3 : address is 0013.c480.82d1l, irg 9
4: Ext: Management0/0 : address is 0013.c480.82cd, irg 11
5: Int: Not used : irg 11
6: Int: Not used : irg 5
Licensed features for this platform:
Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers HE perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Enabled perpetual
Shared AnyConnect Premium Peers : 12000 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 12 62 days
Total UC Proxy Sessions : 12 62 days
Botnet Traffic Filter : Enabled 646 days
Intercompany Media Engine : Disabled perpetual

This platform has a Base license.

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xaB821d549 0x35725fe4 0xc918b97b 0xcelOb987b 0x47c7c285

Botnet Traffic Filter : Enabled 646 days
Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2
Total UC Proxy Sessions : 10 62 days

Serial Number: JMX0938KOCO
Running Permanent Activation Key: 0Oxce0O6dcéb 0x8a7bbab7 0Oxale21dd4 0xd2c4b8b8 0xc4594f9c

Running Timebased Activation Key: 0xa821d549 0x35725fed4 0xc918b97b 0xceOb987b 0x47c7c285

Configuration register is 0x1
Configuration last modified by docs at 15:23:22.339 EDT Fri Oct 30 2012

show version 2~ > R&ZEIT L7z, T /5 ANYEFIZED 4 STV 7RV iRTE
gect av U REANTDHE, RORA v E—URERINET,

Slot 1: Compact Flash has been ejected!
It may be removed and a new device installed.

N=Ta 91T BEETIE, ¥ AT AORBICH - RH 2R TE £9, ZofF
W, AT LOBMFHDORT — 2 2ADKIZFIRENET,

FP2130-2# show version

Cisco Adaptive Security Appliance Software Version 99.17(1)144
SSP Operating System Version 82.11(1.2881i)

Device Manager Version 88.31(0)45

show u ~ show z .



. show version

Compiled on Tue 06-Apr-21 05:41 GMT by builders

System image file is

"diskO:/mnt/boot/installables/switch/fxos-k8-fp2k-npu.82.11.1.2881i.35SB"
Config file at boot was "startup-config"

FP2130-2 up 1 day 23 hours
Start-up time 2 mins 40 secs

Hardware: FPR-2130, 13703 MB
1: Int: Internal-Data0O/1
3: Int: Not licensed
4: Ext: Managementl/1
5: Int: Internal-Datal/l

License mode: Smart Licensing

Licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

Carrier

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
Shared License

Total TLS Proxy Sessions
Cluster

Serial Number: JAD232913UX
Configuration register is 0x1

RAM, CPU MIPS 1200 MHz, 1 CPU (12 cores)

address is 000f.b748.4800, irg O
irg 0

address is 2cf8.9b36.0759, irg O
address is 0000.0100.0001, irg O

Unlimited
1024
Unlimited
Active/Active
Enabled
Disabled
2
Disabled
7500
Disabled
7500

7500
Enabled
Enabled
Enabled
Disabled
8000
Disabled

Configuration has not been modified since last system restart.

show u ~ show z |

EEav >R

avw vk i AR

g ect ASA D SYEMICER D AT HNIAMNT 2 NI N 7T vy a TR, ATy v
N TEDEIITLET,

show N— R =7 OFElEREFRRLET,

hardware

showserial | N— R =7 DU 7T AEREFRLET,

show uptime | ASA OB 2 E R LE T,

. show u ~ show z



I show u ~ show z

show vlan .

show vian
ASAIZRREINTWVDHTXTD VLAN #FK/R7T 51214, ¥#iE EXEC £ — KT show vlan 2~
REfEHLET,
show vlan [ mapping [ primary id ] ]
BX DA mapping (47> a) FIA4~U VLANIC~ v B 7 SNzt h v ZY VLAN & HE5 L
iﬁ—o
primary id (47> 32 ) FED ST A~ VLAN DEH XU VLAN 2F 5 LET,

AR R FIHILE

avU R E—F

77 4V FOBIERLEIZH Y EE A,

ROKIZ, A~ FeANNTELHE—FaxRLET,

ARVEE— | T7ATI4—ILE—F EXAYF4AVFER R
k
W—=T9k | FSVART | SUTL <ILF
Lk
AVTHFRRAS | VAT LA
¥#HE EXEC o XTIt o 5 o HE _ .

avwy FERE

3l

J)— EERE

R
72(1) Zoawr RBNBEMENE L.
9.5(2)  mappingF—U— KBNS E LT,

WIZ, BESNTWAD VLAN 2FR-T A2 R LET,

ciscoasa# show
10-11,30,40,300

vlan

WIZ, 774~V VLANIZ~ vy B 7 &Nt &Y VLAN 2R 5T 50 % R~ L

£,

ciscoasa# show vlan mapping

Interface
ID
0/1.100
0/1.100

0/2.500

Secondary VLAN ID

200
201

400

Mapped VLAN

300
300

200

show u ~ show z .



show u ~ showz |
. show vlan

clearinterface | show interface 2~ > RKOB W o X257 U7 LE9,

interface A B =T A AEHEL, A B —T A AT 4 Fal—arF—FR
R L FT,

show AV B —T 24 ADEITHER T — X A LEEHERER R LET,

interface

T



I show u ~ show z

show vm .

show vm
ASA A8 DR T T > b 7 — MR 2 2 51203, Kk EXEC & — R T show vm =< >/
RE@HLET,
show vm

HET 2 8H Zoavy RIZEF—U— RELFSIEIEH L FHA,

ATV R FI4NN T 7ANVNOBEBERMEITH Y A,

avY kK E—FK WKDFEIZ, a<v REANTELE— FERLET,

k

W=Tv bk | rSVRART |V T)L TILF
LYk
AVTFRE | VRTLA

¥ #E EXEC o 5P . 3 o %S _ .
av Y RER Jyy— FTEHRER

R

9.2(1)  Zoa~wr RMBMERE LK,

FEREDHA RS4 ASABBICHLT, ROTA BV A TA FTAIZER LTSN,

s FA[ XN D VCPU OEIE, £ VA =L ENTWABVCPUT T v N7 —L T4 RIZ
roTihEasnE,
e AL AVCPU DN, Fubya=r7 3Nl vCPU O &L —FT A4, RiE
% Compliant (2720 £7°,

« T4V AVCPU O, 7 REY 3 =07 S vCPU O¥E TS 5E ., RIBIE
Noncompliant: Over-provisioned {272 V) &7,

« 74U AVCPU OENR, FrEY g =07 Sz vCPU OEERZ 256, Ik
Compliant: Under-provisioned (Z7¢ ) £ 97,

b
Ehry

[

c AFVHIRIZ, 7rEYa =7 &N vCPU DI K> TIREESNE T,
cnbEva=r T ENEATY N ERICH DA, IRIEIE Compliant 1272V F97,

cTuEVa=r I AT YN EREEZ H5E . IKEEIX Noncompliant:
Over-provisioned (272 Y F79°,

show u ~ show z .



. show vm

1

show u ~ show z |

eI Vg = INAEY N ERE TEIDEE . IRAEIE Compliant: Under-provisioned

2720 9,

o FIRETRHIRIZ, Yo Ya =7 &7 vCPU O ko CIRESNE T,

o W TH AT Y DMLERIER (1000MHz) UL ETHDHE . IREEIX Compliant |27

@\ij—()

o BT AT Y DMLERER (1000 MHz) Riiti TH 5354, IREEIX Compliant:
Under-provisioned (272 0 97,

WIZ, A48 A7 LD ASAVIO IZBAT 2B T v b 7 4 — AR EFRTRT HH6)0%
~LET,

ciscoasa# show vm

Virtual Platform Resource Limits

Number of vCPUs : 0
Processor Memory : 0 MB
Virtual Platform Resource Status

Number of vCPUs : 1 (Noncompliant: Over-provisioned)
Processor Memory : 2048 MB (Noncompliant: Over-provisioned)
Hypervisor : VMware
Model Id : ASAvV10

WIZ, T4 A& ASAVIO IZEET2IET T v 7 4 — AMEHRER R T A0 %R
L/i‘g—o

ciscoasa# show vm

Virtual Platform Resource Limits

Number of vCPUs : 1
Processor Memory : 2048 MB
Virtual Platform Resource Status

Number of vCPUs : 1 (Compliant)
Processor Memory : 2048 MB (Compliant)
Hypervisor : VMware
Model Id : ASAvV10

BEav Uk avw vk Hli):

show cpu vCPU Z L IZvCPU B A E R L E 7,
detail

. show u ~ show z



I show u ~ show z

show vni vlan-mapping .

show vni vlan-mapping

B DEREA

AR TIAIE

ATV K E—F

VNIEZ AL FID & VLANA U H—T oA AETIWEA L F—T 24 AL DEO~ v B
7 e Fomd HITIE. FiHE EXEC *£— R T show vni vlan-mapping =~ > RZ2H L £7°,

show vni vlan-mapping
Zoavy FIZEBIERELITF—U—NIH Y A,
774N FOEERLEIZH Y EE A,

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
&
W=TFTyF | FSVRRT (DU T)L JILF
Lok
AVTHFRAR | VRTL
¥ #E EXEC — o XI5 o 5fI o S _

avy NERE

FEREDHA KSM4 Y

il

Ju— EEAE
S

94(1) Zoa~r RFRBMENELE,

Zoa<wr Rk, —F v K E— RFTIEL, VXLAN & VLAN o~ v Vo ZICFK T A%
KEBIZEDDHZENTEDLED, NTITUVARXT LU N 77 AT T4 —)L B— RTOLEHT
7,

show vni vlan-mapping =~ > RiZ oW i, ROHESRL T ZE0,

ciscoasa# show vni vlan-mapping

vnil: segment-id: 6000, interface: 'g0110', vlan 10, interface: 'g0111l', vlan 11

vni2: segment id: 5000, interface: 'g01100', vlan 1, interface: 'glll', vlan 3, interface:
'gll2', vlan 4

BEaTUR

avrk BrL)]

debug vxlan VXLAN b T 7 4 v 7 2Ty 7 LET,

default-mcast-group VTEP %{G 761 ¥ — 7 = A AZEE#EHT 5TV 53T O VNI
AL H—T 2L ADT TV DO FFy AN T NL—TEEEL

\i—é’_‘o

show u ~ show z .



. show vni vlan-mapping

show u ~ show z |

avy kR

B

encapsulation vxlan

NVE A VA H v A% VXLAN B 7 IAKIZRE L7,

inspect vxlan FEYE VXLAN ~ v & — USRI L S E %,

interface vni VXLAN # X2 7O VNI A > % —7 = A ZA%/ERR L £,

mcast-group VNI A v Z =T 2 A ADSNVFT XY AN TN—T T RURAEHRE
LET,

nve Xy NT—=I It = > RARA U b A LV AZ AZFRELET,

nve-only VXLANEETTA V H—7 = ANNVEHHATHLZ L2 EL £
¥

peer ip 7 VIEP D IP 7 KL A& FE)THEEL 7,

segment-id VNI A v H—T = A AD VXLAN B 7 2> M ID Z2$8E L £,

show arp vtep-mapping

VE—h BT AN RALZHBHIPT RLALE U E— |k VIEP
IP7 RLVAFADVYNIA v H—T =2 RAIF ¥ v aESNTZMACT
FL2AZRRLET,

show interface vni

VNIA > H—T 2 ADIRT A=K AT —H A BIOWIHEHR
LTV v VENTWAAS L EZ—T 2 A (RESNTVEHES)
DAT—H A b NCEHEMT 5 TWAH NVE AV F—7 = A
AEFRRILET,

show mac-address-table

UE— K VIEPIP 7 FL ADRREIINTZ VNI A o F—T = A A |k

vtep-mapping DA Y20EET—7 MACT RLAT—T)L) 2FRLET,
show nve NVEA VX =T 2 ADIRT A=K AT—H A BILOKHER

EX Y VT A —T AR EEFTA LV F—T A R) DAT—
XA, ZDONVE % VXLANVTEP & LT+ 2 VNI, 26N 2
DNVE A o Z—7 = A AZEE#fF T 5N TWHET VIEPIP 7 K
LAZRRLET,

show vni vlan-mapping

VNIEZ A RID &, VLANA U Z—T oA ZAFT2IT N T AR
Ty NE—FROYBHA A —T o ADO~ v T 2FERLE
—a‘o

sour ce-inter face

VTEP B E 0, v X —T7 = AT LET,

vtep-nve VNI A % —7 = A A% VTEP #E A ¥ — 7 = A RS
ij‘o
vxlan port VXLANUDP R— &R ELET, 7 74/ h Tk, VIEP 5T

A B =T A AZUDP AR — b 4789 ~D VXLAN T 7 4 v 7 &
ZIFANET,

. show u ~ show z



I show u ~ show z

show vpdn .

show vpdn
PPPoE £ 721X L2TP D L O AR TS T A X— ks XA Y VT v 7 x> hU—2 (VPDN) #fiD
AT —H AR T HITIL, FiHE EXEC £— KT showvpdn =2~ > RZEH L E9,
show vpdn { group name | pppinterface [ id number ] |session [ |12tp | pppoe ] [ id number ] {
packets| state|window } |tunnel [ I12tp | pppoe ] [ id number ] { packets| state | summary |
transport } | username name }
BX DA group name  VPDN /' /L—7Dar 7 4¥alb—iarE2FHRrLET,
id number (A7 av) HBESNEID ZF5 VPDN & v ¥ g BT 51z #oR
LET,
12tp (A7Fvay) TP ICHET Dy v a v ERd b xR EFRLE
TO
packets tyvarEiE b Sy hOFEREFERLET,

aAavv R TFI4ILk

aAvU kR E—F

pppinterface

PPP A X —T7 = A AEWEFRLET,

pppoe (A7 ay) PPPOEICBIT Dy v a v ERE MRV OEREFR L E
R

session tyvaUEREFRIRLET,

state Ty va VERIE N RVOREDFEREE R LET,

summary MRV OEEZRRLET,

transport R RND BT U AR— MEREFERLET,

tunnel ko xERER R LUET,

username name . — ' —fi & F7 LE 5,

window

tyvar v RuFRERRLET,

T 74N FOBERERH D EHA,

WDOFIZ, a~ REANTEDHE—RERLET,

ARV KRE— |T7AT7 24— ILE—F +ExLYF4aUFER B
K
M=Tv kK | rIVART |SVT)L <ILF
LYk
AVTEXRN |[VRATLA
¥¥HE EXEC o SHi — . %I _ —

show u ~ show z .



. show vpdn

show u ~ show z |

avy FNERE

FEREDHA K542

1

Jy— EEAE
S

72(1) Zoa~r RBRBNERELE,

VPDN PPPoE #45 £ 721X L2TP 8% I Ty a—T 4 V7T A%, Zoa~<y RafEA
LE7,

&Iz, show vpdn session =~ > ROHIHIZRLET,

ciscoasa# show vpdn session
PPPoOE Session Information (Total tunnels=1 sessions=1)
Remote Internet Address is 10.0.0.1
Session state is SESSION_UP
Time since event change 65887 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received

Wiz, show vpdntunnd =~ > RO Z R L £,

ciscoasa# show vpdn tunnel
PPPoE Tunnel Information (Total tunnels=1 sessions=1)
Tunnel id 0, 1 active sessions

time since change 65901 secs

Remote Internet Address 10.0.0.1

Local Internet Address 199.99.99.3

6 packets sent, 6 received, 84 bytes sent, 0 received

= - N Bl

vpdngroup |VPDN 727 J A 7 MiREZITWVET,

. show u ~ show z



I show u ~ show z
show vpn cluster stats internal .

show vpn cluster stats internal

VPN 7 ZAX ) T ONEH 7 X eFKRmd HI20E, 70— ViR E £ 7213454 EXEC £—
RCZoavwy FaeERALET,

show vpn cluster statsinternal

HET 2 8H ZOawy FIFGIEERITF—Y—FNIdH 0 FHA,

ATV R FI4NN T 7ANVNOBEBERMEITH Y A,

avYU R E—F WDFEIZ, vy REASNTEXE3E— RERLET,

AU EE— | T7AT7 74— ILE—F XaYF4aAVTFER R

k

W=Tv bk | rSVRART |V T)L TILF
LYk
AVTFRE | VYRTL

Ja—sL 3| e SiG — o %S _ —

V7 4% a

L=

F#HE EXEC o KIS — . %I _ _
av > FERE Jy— EERE

R

9.9(1) Ay RGBS E L,

EEav >R = - N i AA

clear vpn cluster stats internal | = _XCTDO VPN 7 T AX H o2 %7 V7 LET,

show u ~ show z .



. show vpn load-balancing

show u ~ show z |

show vpn load-balancing

BXDEREA

ARV K TIAIE

ATV R E—F

VPN 20— RGO Y FAZ a7 4 Xab—3 g T 5 ETHREHE R A
FRTHITIE, Ja— a7 4 ¥Xal—valr T— R, ¥ EXECEt—F., £7/21% VPN
10— K/NZ v 7 — KT show vpn-load-balancing =~ > K& H L £,

show vpn load-balancing

Zoaxy P2, 2L LH D £HEA,

77 4N FOEERLEIZH Y EE A,

WDFEIZ, a~vr REANTELE—RERLET,

ARV KRE— | T7AT724—ILE—F Xxa)FoavTFERE
k
=Ty F | FSVRART |V T)L RILF
Lok

AVTHFRAL | VAT LA
= e Vil B S — . %l — _
V7 4%
=3
54 EXEC o i — . % _ _
VPN B— R /3| e i — « s — _
T

avy FERE

J)— EERE
A

70(1) Zoz~wr RBREBMENE L,

711 HIBIO Load (%) #7538 I 08 Session #7712, {EBI D IPsec 5135 & O SSL 41|23 B0
SNE LT,

84(2)  FRINDLHNTH LWMERS BN SE LT,

9.0(1) =iLF arsFxzxhE—FROVR—FIFPBEMENE L,

FEEEDHA K54 > showvpnload-balancing =~ Fid, (A VPN m— FNF o077 T 22T L EaHE

WAEERLET, =BT NNAL ANRVPNE— R ARG T 75 AR CEIML TR
B, ZDa<wy NET NS RZVPN B — R RT UV U IRRESN W RWZ L a@m L E

= IEN

j‘o
W27 22027 (%) X, #EHLEDODASADIP T KL AERLET,

. show u ~ show z



I show u ~ show z
show vpn load-balancing .

il WIT, B—HATF AL ZABVPN B — RT3 77 5 ZZIZHEN L TOEE D show
vpn load-balancing =2~ > KO Al &R L £,

ciscoasa# sh vpn load-balancing

Status Role Failover Encryption Cluster IP Peers
 Bnabled Master n/a  Disabled 192.0.2.255 0
Peers:
© Pwlic TP Role Pri Model Load-Balancing Version |
102.0.2.255  Master 5 asa-ss20 s

Total License Load:

Public IP AnyConnect Premium/Essentials Other VPN
Limit Used Load Limit Used Load
192.0.2.255 750 0 0% 750 1 0%

Licenses Used By Inactive Sessions :

192.0.2.255 0 0%

7T A4~V T34 A TIXL, [Total License Load] tH/IIZ 7T A~V BLONy 7T v
FNA AT DERPNRENET, 2L, NI T v T TR AT, TIA~<Y
TNRAATERL AFICHET OEROEZFRRLET, LEBR->T, T4~ A
A AFTRTCOTA VL AALANR—FTHBLETH, T4 LR AL R THEEDT
A ADHZERHLET,

Hi771Z1%, [License Used by Inactive Session]| © 27 > a Vb EENET, EX=2T727 74
Tty a NPT I T4 TIRDLGE, By v a UNIERRFRETKR T LT
RO, ASAITEDEy v a v 2R LET, TORD, XTI T4 T Mty
=3 EIA C WebVPN Cookie Z /1] L THHERECE £ 77, Bt T 2408 TH 0 £
o FET VT 47y aid, BXaT 25347 N Ry a rEHEETS
. TARVEALT U MIRHETLHET, T 7T 4 7OELITRVET, Byis
YDTARAFK, INODHT VT 4 Tty a rOEDITREFS L. Z D [License
Used by Inactive Session] © 7 3 3 RSN E 1,

=N VT INA ARVPN B— RT3 77 F ARSI T4, show
vpn load-balancing =~ > RIZIZRD K 5 72 B7p HAERNERINET,

ciscoasa(config) # show vpn load-balancing
VPN Load Balancing has not been configured.

BEa<> R av R Bl

clear configurevpn load-balancing |-4-~=T® vpn load-balancing =~ > FAF— kA k%
Ay 74X a2l —ya bR LET,

show u ~ show z .



show u ~ show z |

. show vpn load-balancing

avy kR &5 BA

show running-config vpn HADVPN O — RARG U U TR G AKX DT ¢
load-balancing Xal—TarzRrLET,

vpn load-balancing VPN o — K T v v/ £— RERBLET,

. show u ~ show z




I show u ~ show z

show vpn-sessiondb .

show vpn-sessiondb

VPN & v ¥ g VIZBT D15 A R 512, F#HE EXEC £ — R C show vpn-sessiondb =~
YREMEALES, Zoavy RTiE, I TOBRELITFEMRIERERTT 572004
YarBnbh, BTy va L OXATERETCEET, ., BERETANALXI T
FRY = 270 FTvary bHBESNTHET, MXORLMEHN LOEET, fAHE
IRAT Y a ATONTEAENGHI L TWET,

show vpn-sessiondb [ all 1 [ backup { index |12 }] [ detail ] [ ospfv3 ] [ failover ][ full ][
summary ] [ ratio { encryption | protocol } ] [ license-summary ] { anyconnect | email-proxy |
index indexnumber | 12] | ra-ikevl-ipsec | ra-ikev2-ipsec|vpn-Ib |webvpn } [ filter { nameusername
| ipaddress IPaddr | a-ipaddress |Paddr | p-ipaddress|Paddr |tunnel-group groupname | protocol
protocol-name | encryption encryption-algo | inactive } 1 [ sort { name | ipaddress | a-ipaddress |
p-ip address | tunnel-group | protocol | encryption | inactivity } ]

B DEREA

all TITATERYIT v TOTRCDITAL By a R LET,
anyconnect Displays AnyConnect VPN client sessions, including OSPFv3 session
information.

backup {index |12} v 77 v T v a L DREFRRLET,

detail UEE) By va cHET 2 EMEREEFERLET, & XX, Psect v
YalxLlCdetll A7 a vy EMHTLHE IKENy Yo 7YX
A\ AIC FIJ‘.E:EP_A ]\ A"? ﬁ:ézﬁkﬁﬁlgl"ifo‘: & @nf'ﬁﬂ rﬁ%&ﬁ)%ﬂi\‘ éhi—;«o

detail H L full A7 2 U Z2HET D L. ASA TIE~ ¥ THARY 7]
REZRTE AU CREM AR tN I 2 2R L £,

email-proxy (BEILTE) BFA— N Tuxy vy a2 FRLET,
encryption Ty a VEFROEELE LTHERLS A T ORREFRLET,
failover 7 A=A PSee b A AOE v 3 A EERR LET,

filter filter_criteria  ({£3%) 1 > I3EBO T AN Z T a V2R LT, B/ET HER
LIERTRTLEIICHNEZT o vE Y 7 LET, filter_critaiad 7> =
YDOYARMIOWTIE, MEHEOHA RTA42] 2BRLTLIIEEN,

full (Ei‘) g Lo, S ThW vt haRrLET, Hhora—F
MICIX | SCFE | A MY U I RFERSNVET,

index indexnumber ¢ > 5 7 ABEAZIEE LT, B—DkEvia vy 2R RELET, Byia
YDA T I AFEERELET, &L 1~ 750 TY,

121 VPN @ LAN-to-LAN t v & 3 UEH AR R LT,
detail ZEIR L CTWB E X2, 77 AXZDFERLEEEINET,

show u ~ show z .



. show vpn-sessiondb

show u ~ show z |

license-summary

VPN 74 L A B~ —tFHREeRR~LET,

ospfv3 OSPEV3 v v a U FlREFRLET,
protocol o va rAHEOkREL LT hal XL TOREFFERLET,

ra-ikev1-ipsec

IPsec IKEvl B a v &R i LET,

ra-ikev2-ipsec

IKER VE—FM T 78R 7547 MEGROFMEZETLET,

ARV R TIFILE

aAvU R E—F

sort sort_criteria

(EE) BETDH Y= A7 v a it hEY— ML ET,
sort_criteriad 7> a DU A MZOWTIE, (MR EOTA FI102] %
ZHL TSN,

summary VPNt v ay < —IFREFRRLET,
vpn-lb VPN 2 — R RS FTOERYy Y a AR R LET,
webvpn OSPFVv3 kv a UIEHRE &G/ 74T ML ASSLVPN v a v &%

i_\‘ Liﬁ‘o

T 7 4V N OEMERMEIZSH W FH AL

ROFIZ, a2~ FE2ANTELHET—FarnLET,

ARV KRE— | T7AT7 24— ILE—F t¥xal)F4a20TFREb
X
=T K FSURART (DU TL TILF
LYk
AVTEFREM |VRTLA
R EXEC o Xt — o XFI o XFI —
avy RERE J)— ZETEHRNE
R
72(1) Zoawr RRBEINERE L,
8.02)  VLAN 7 4 —/V ROFHABMEE L,
8.05) inactive 2 filter 47"y 3 > & LT, inactivity 28 sort 47" 3 > & LCBMENE
L7,
82(1)  FA B ABEWAHANTBMENE Lz,
8.4(1)  sve F—7— R/ anyconnect (ZAH X1 FE L7z, remote & — 7 — K73 ra-ikevl-ipsec

WWAEISNE L, .

ratio keyword was added.

. show u ~ show z




I show u ~ show z

show vpn-sessiondb .

IJ IJ_

EERE

9.0(1)

ospfvd F—T — KABM &I, OSPFv3 v v a UEHRMA VPN v a v o~
V—lZ&ENH L2720 £ LT,

filter a-ipversion 47" = >k L U filter p-ipversion 47> = U %BII &, IPv4 &
T2IZIPV6 7 RLAREID M THNIZT R TOEX 2T 7 T4 7 ~, LAN-to-LAN,
BIORIFAT L FUVASSLVPNDE Y a3y TCTA4NEZ Y T TELLIITR
nE L,

~NF arTHRANET— ROYAR— P BEMESE L,

9.1(2)

7z — )V A —3—1Psec hRNEHR— T LT 2 — A —N— h RV E AT
& failover ¥ —U— RGBS L7z, failover ipsecpre-shared-key =~ &%
LT ZEN,

9.1(4)

BB THENTZIPV6 T RVAZKML, IKEV2 T 2T /V 8T 7 4 v 7 DFEITHIZ
GRE F IV AR—=FE—FDOEX2 T4 TV — 327 K912, detail
anyconnect 47" = > 5 L O show crypto ipsec sa #3255 OH A EH S
F L7,

9.3(2)

IKEV2 UE— 7 78R 7 TA47 v bMEROFM%Z F£7RT % ra-ikev2-ipsec F— U —
RPRBMENFEL, IKEVR VE—NT27®R 757472 MERB L IKEV2 B
LW IPsec o RV I haEDH L5, VPNEy v a o~ —HlinE
FENELE, IKERVE—FT 78R 74T MEFZIBINT S X 512, VPN
TA B AOERROY~ U —H R EHF S E L,

9.4(1)

ZOa<wy ROHIIZ, Cert Auth Int & Cert Auth Left 23S BIISvE L7-,

9.8(1)

email-proxy 47> 3 UABEIESVE LTz,

9.9(1)

all B L Wbackup 47" a U RBIHSE LT,

9.19(1)

ra-ikev2-ipsec ¥ —7V — %, IKEV2 VE—F 778X 7747 FVPNE Y 3
VNZEID Y THNTZIPVA T RL AL IPV6 7 KL ADM T F R LET,

EALOAA FSq Y KOAFLa v aHRILT, Eyva  CHETARRNEE 7 A AE U L I BERY — hT&

£,

vav

J240WE[)— X T  |EEA

filter a-ipaddressiPaddr |H /127 4% )27 LT, FEELEED Y THERIPT FL R (B

B CHET L IE Mg 2R LET,

sort a-ipaddress Bl Y THEAHIP T FLATERNEE Y —FLET,

show u ~ show z .



. show vpn-sessiondb

show u ~ show z |

PO I% VA )
vay

Bl

filter a-ipversion {v4|v6}

HHZE27 oV EZBE LT, IPvd £721XIPv6 7 RLAZE D Y TH
NETRTO BFaT7 77347y a BT RE2R
RLET,

filter encryption
encryption-algo

HhzE7 402V 7 LT, MELERKES(LT LI XA (HE
) AEALTWD ey g T AERSTAFERLET,

sort encryption

A b7 VTV XATERINEE Y — N LET, b7 3 Y X
LITTE, aesl28. aes192. aes256. des. 3des. red WNEENET,

filter inactive

TA RWVIREETHY ., (NARXF—T a3, BAA LT, Y)W
R E o) BRSO SN RN S DIET 7T 4 Ty
ark T A4NEY T LET, TV T Ty a D
X, TCP X —F T F3A TN X 2T Z7I3A4 7 K DHDORERL
TASADLEEEND EHIMLET, £y ailid, SSL b
YANVN KAy T U T A DA TR bR ET, By
vaYWNSSL N RV ENLCT V7T 47T 7 4 v 7 &FELT
WAEE. 00:00m:00s NERSNET,

GE) ASA X, Ny T U FHMEERNT DOl DT A
A (iPhone, iPad, iPod72 &) IZTCPX—7 7 74 7%
EE L7eniz®, FEERIZEINE A Y — 7 2 XBIITx
FHA, TOD, ET I T 4TI ZITEREIC
K- T00:00:00 DFEFIT/ D F9,

sort inactivity

T o T4 Tty varEY—MLET,

filter ipaddress |Paddr

WhEZ7 42 )7 LT, ELLENEIP 7 KA ()
BT DRI AR LET,

sort ipaddress

WESIP 7 KL A TR ITNELE Y — M LET,

filter name username

sort name

HMAzE7 4027 1LT, BELEZ2—Y—4 (W) ot
varERRILET,

=P DOTNT 7y MEZERTFANEEZ Y — M LET,

filter p-address |Paddr

MOz Z7 4027 LT, F8ELEAERIP 7 KL RICET 51
T ERRLET,

sort p-address

FBELAMBIP 7 FL A () CRrFrNAEZY—FLET,

filter p-ipversion {v4|v6}

M%7 V2B LT, IPvd £7201X1Pv6 7 RL AZEI D Y TH
NI RARA VDB REEEINDIZTRTOEXF2T 7 I74 7 b
tyva BT AEREERLET,

. show u ~ show z



I show u ~ show z

1

show vpn-sessiondb .

40BN — AT |ERHA
vay

filter protocol
protocol-name

Hha7 42 )7 LT FBELEY 1 =L (E) ZEH
LTWatyva AT oEMIETERRLET,

sort protocol

7'a h A TRAINEEZ Y —MLET, 71 hanlix, IKE,
IMAP4S, IPsec, IPsecLAN2LAN, IPsecLAN2LANOverNatT,
IPsecOverNatT, IPsecoverTCP, IPsecOverUDP, SMTPS, userHTTPS,
veaLAN2LAN 23 & £ E T,

filter tunnel-group
groupname

HhaZ7 o207 LT, ME L b I —7 ()
BT A EHRE T 2RI LET,

sort tunnel-group

h v TN—TTEREINEE Y — FLET,

| 513 {begin | include | exclude | grep | [-v]} {reg_exp} ZfEH L T, H/]
ZEIEL £,

E o~y FEACE, K120 CFO2—F—ZDOLENFERENTET, 120 XFE2HB2 D55

B AT GOXFEOVIECCavyy FEhICRRENET,

KIZ, show vpn-sessiondb =2~ > RO DB ZR L ET,

ciscoasa
#
show vpn-sessiondb

AnyConnect Client
SSL/TLS/DTLS
IKEv2 IPsec
IKEv2 Generic IPsec Client
Clientless VPN
Browser

Total Active and Inactive
Device Total VPN Capacity
Device Load

IKEv2
IPsecOverNatT
Clientless
AnyConnect-Parent
SSL-Tunnel
DTLS-Tunnel

Inactive
2 0
2 0
1 : 0
0
2
2

1

1

2

2

2

2

show u ~ show z .



. show vpn-sessiondb

show u ~ show z |

Totals 3 229
IPv6 Usage Summary
Active Cumulative Peak Concurrent

AnyConnect SSL/TLS/DTLS : :

IPv6 Peer 1 : 41 2

Tunneled IPv6 1 : 70 : 2
AnyConnect IKEv2

IPv6 Peer 0 4 1
Clientless

IPv6 Peer 0 1 1

iZ. show vpn-sessiondb detail 121 =~ > RO 16l % 7~ L %9, LAN-to-LAN &
va T DREMIE RS R R STV E T,

ciscoasa

#

show vpn-sessiondb detail 121

Session Type:

LAN-to-LAN Detailed

Connection 172.16.0.0

Index 1

IP Addr 172.16.0.0

Protocol IKEv2 IPsec

Encryption IKEv2: (1)AES256 1IPsec: (1)AES256

Hashing IKEv2: (1)SHA1l 1IPsec: (1)SHAl

Bytes Tx 240 Bytes Rx 160

Login Time 14:50:35 UTC Tue May 1 2012

Duration : Oh:00m:11s

IKEv2 Tunnels: 1

IPsec Tunnels: 1

IKEv2:
Tunnel ID 1.1
UDP Src Port 500 UDP Dst Port 500
Rem Auth Mode: preSharedKeys
Loc Auth Mode: preSharedKeys
Encryption AES256 Hashing : SHAL
Rekey Int (T): 86400 Seconds Rekey Left(T): 86389 Seconds
PRF : SHAL D/H Group 5
Filter Name
IPv6 Filter

IPsec:
Tunnel ID 1.2
Local Addr 10.0.0.0/255.255.255.0
Remote Addr 209.165.201.30/255.255.255.0
Encryption AES256 Hashing SHAL
Encapsulation: Tunnel PFS Group : 5
Rekey Int (T): 120 Seconds Rekey Left(T): 107 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4608000 K-Bytes
Idle Time Out: 30 Minutes Idle TO Left 29 Minutes
Bytes Tx 240 Bytes Rx 160
Pkts Tx 3 Pkts Rx 2

NAC:
Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds
SQ Int (T) 0 Seconds EoU Age (T) 13 Seconds
Hold Left (T): 0 Seconds Posture Token:

Redirect URL
The following is
command:

sample output from the show vpn-sessiondb detail index 1

AsaNacDev# show vpn-sessiondb detail index 1

. show u ~ show z



I show u ~ show z

Session Type:
Username
Index
Assigned IP
Protocol
Hashing
Bytes Tx
Client Type
Tunnel Group
Login Time
Duration
Filter Name
NAC Result
Posture Token:
VM Result
VLAN
IKE Sessions:
IKE:
Session ID
UDP Src Port
IKE Neg Mode
Encryption

Rekey Int (T):

D/H Group
IPsec:
Session ID
Local Addr
Remote Addr
Encryption

Encapsulation:
Rekey Int (T):

Bytes Tx
Pkts Tx
NAC:

Reval Int (T):

SQ Int (T)

Hold Left (T):

Redirect URL

Remote Detailed

userl

1
192.168.2.70
IPsec

SHAL

0

WinNT
bxbvpnlab

Public IP
Encryption

Bytes Rx
Client Ver

15:22:46 EDT Tue May 10 2005

7Th:02m:03s

Accepted
Healthy
Static
10

1 IPsec Sessions:

1

500
Aggressive
3DES

2

2

0.0.0.0
192.168.2.70
AES128
Tunnel

0
0

3000 Seconds
600 Seconds
0 Seconds

www.clsco.com

86400 Seconds

28800 Seconds

1 NAC Sessions: 1

UDP Dst Port
Auth Mode
Hashing
Rekey Left (T)

Hashing

Rekey Left (T)
Bytes Rx
Pkts Rx

Reval Left (T)
EoU Age (T)
Posture Token

show vpn-sessiondb .

10.86.5.114
AES128

604533
4.6.00.0049

500
preSharedKeysXauth
: MD5
: 61078 Seconds

SHAL

: 26531 Seconds
604533
8126

: 286 Seconds
2714 Seconds
: Healthy

iz, show vpn-sessiondb ospfv3 ==~ > KD Hfil &k L £,

asa# show vpn-sessiondb ospfv3

Session Type:
Connection
Index
Protocol
Encryption
Bytes Tx
Login Time
Duration

OSPFv3 IPsec

1
IPsec
IPsec:
0

(1) none

IP Addr

Hashing
Bytes Rx

15:06:41 EST Wed Feb 1 2012

1d 5h:13m:11s

0.0.0.0

IPsec:
0

(1) SHAL

I, show vpn-sessiondb detail ospfv3d =~ > KOH Il kL £,

asa# show vpn-sessiondb detail ospfv3

Session Type:
Connection
Index
Protocol
Encryption
Bytes Tx
Login Time

OSPEFV3

1
IPsec
IPsec:
0

(1) none

IPsec Detailed

IP Addr

Hashing
Bytes Rx

15:06:41 EST Wed Feb 1 2012

0.0.0.0

IPsec:
0

(1) SHAL

show u ~ show z .



. show vpn-sessiondb

Duration : 1d 5h:14m:28s
IPsec Tunnels: 1
IPsec:
Tunnel ID : 1.1
Local Addr : ::/0/89/0
Remote Addr : ::/0/89/0
Encryption : none

Encapsulation: Transport
Idle Time Out: 0 Minutes

Bytes Tx : 0
Pkts Tx : 0
NAC:
Reval Int (T): O Seconds
SQ Int (T) : 0 Seconds

Hold Left (T): O Seconds
Redirect URL

show u ~ show z |

Hashing : SHAL

Idle TO Left : 0 Minutes
Bytes Rx : 0
Pkts Rx : 0

Reval Left(T): O Seconds
EoU Age (T) : 105268 Seconds
Posture Token:

iz, show vpn-sessiondb summary =< > KOH Al E R L £,

ciscoasa# show vpn-sessiondb summary

Total Active and Inactive
Device Total VPN Capacity
Device Load

1 1 1
1 Total Cumulative 1
10000

WIZ, — )72 IKEv2 IPsec U £ — b7 27 & 2t v 2 g (23 % show vpn-sessiondb
summary 2= RO EZR L ET,

ciscoasa# show vpn-sessiondb summary

Total Active and Inactive
Device Total VPN Capacity
Device Load

Active Cumulative Peak Concur Inactive
1 1 1
1 Total Cumulative 1
250
0¢
Active Cumulative Peak Concurrent
1 1 1
1 1 1
2 2

KIZ, show vpn-sessiondb det anyconnect =< > RO fIZ R LET,

. show u ~ show z



I show u ~ show z

ciscoasa# show

show vpn-sessiondb .

vpn-sessiondb det anyconnect

Session Type: AnyConnect Detailed

Username
Assigned IP
Assigned IPvé6:
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx
Pkts Tx Drop
Group Policy
Login Time
Duration
Inactivity
NAC Result
VLAN Mapping
IKEv2 Tunnels:
IPsecOverNatT T
AnyConnect-Pare
AnyConnect-Pare
Tunnel ID
Public IP
Encryption
Auth Mode

Idle Time Out:
Conn Time Out:

Client OS

Client Type

Client Ver
IKEv2:

Tunnel ID

UDP Src Port

Rem Auth Mode:
Loc Auth Mode:

Encryption

Rekey Int (T):

PRF
Filter Name
Client OS
IPsecOverNatT:
Tunnel ID
Local Addr
Remote Addr
Encryption

Encapsulation:
Rekey Int (T):
Idle Time Out:
Conn Time Out:

Bytes Tx
Pkts Tx
NAC:

Reval Int (T):

SQ Int (T)

Hold Left (T):

Redirect URL

Index HE
Public IP 75.2.1.60

userab
65.2.1.100
2001:1000::10
IKEv2 IPsecOverNatT AnyConnect-Parent
AnyConnect Premium

IKEv2: (1)3DES 1IPsecOverNatT: (1)3DES
IKEv2: (1)SHA1l 1IPsecOverNatT: (1) SHAl

AnyConnect-Parent:
AnyConnect-Parent:

0 Bytes Rx 21248
0 Pkts Rx : 238
0 Pkts Rx Drop : O
DfltGrpPolicy Tunnel Group testl
22:44:59 EST Tue Aug 13 2013
Oh:02m:42s
Oh:00m:00s
Unknown
N/A VLAN none
1
unnels: 1
nt Tunnels: 1
nt:
2.1
75.2.1.60
none Hashing none
userPassword

400 Minutes
500 Minutes
Windows
AnyConnect
3.1.05050

2.2

64251
userPassword
rsaCertificate
3DES

86400 Seconds
SHA1

mixedl

Windows

2.3

Idle TO Left
Conn TO Left

UDP Dst Port

Hashing :
Rekey Left (T):
D/H Group

75.2.1.23/255.255.255.255/47/0
75.2.1.60/255.255.255.255/47/0

3DES
Transport, GRE
28400 Seconds
400 Minutes
500 Minutes

0

0

0 Seconds
0 Seconds
0 Seconds

Hashing

Rekey Left (T):
Idle TO Left
Conn TO Left
Bytes Rx

Pkts Rx

Reval Left (T):
EoU Age (T)
Posture Token:

397 Minutes
497 Minutes

4500

SHAL
86241 Seconds
2

SHAL

28241 Seconds
400 Minutes
497 Minutes
21326

239

0 Seconds
165 Seconds

Output from show vpn-sessiondb detail anyconnect showing a DTLS tunnel.

Protocol
License
Encryption
Hashing

(1) none
(1) none

AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
AnyConnect Premium
: AnyConnect-Parent:
AnyConnect-Parent:

SSL-Tunnel:
SSL-Tunnel:

(1)AES256 DTLS-Tunnel:
DTLS-Tunnel:

(1) SHAL

show u ~ show z .

(1) none
(1) none

(1)AES256
(1) SHAL



. show vpn-sessiondb

Bytes Tx 10280

Pkts Tx 8

Pkts Tx Drop 0

Group Policy DfltGrpPolicy

Login Time

Bytes Rx
Pkts Rx
Pkts Rx Drop
Tunnel Group

09:42:39 UTC Tue Dec 5 2017

Duration Oh:00m:07s
Inactivity Oh:00m:00s
VLAN Mapping N/A

Audt Sess ID

VLAN

00000000000010005a266a0f

Security Grp none
DTLS-Tunnel:
Tunnel ID 1.3
Assigned IP 95.0.225.240
Encryption AES256
Ciphersuite AES256-SHA
Encapsulation: DTLSv1.2
UDP Dst Port 443

Idle Time Out: 30 Minutes
Client OS Windows

Client Type DTLS VPN Client
Client Ver

Public IP
Hashing

UDP Src Port
Auth Mode

Idle TO Left

3819
45
0

show u ~ show z |

DefaultWEBVPNGroup

none

85.0.224.
SHA1L

51008

13

userPassword

30 Minute

Cisco AnyConnect VPN Agent for Windows 4.x

)

IZ, show vpn-sessiondb ra-ikev2-ipsec =2~ > FOH B Z R L ET,

ciscoasa(config)# show vpn-sessiondb detail ra-ikev2-ipsec

Session Type:

Username IKEV2TG
Assigned IP 95.0.225.200
2001:db8::1

Assigned IPvé6:

Protocol IKEv2 IPsec

License AnyConnect Essentials
Encryption IKEv2: (1)3DES 1IPsec:
Hashing IKEv2: (1)SHAl 1IPsec:
Bytes Tx 0

Pkts Tx 0

Pkts Tx Drop 0

Group Policy
Login Time

GroupPolicy IKEV2TG

Index
Public IP

(1)AES256

(1) SHAL
Bytes Rx
Pkts Rx

Pkts Rx Drop
Tunnel Group

11:39:54 UTC Tue May 6 2014

Duration Oh:03m:17s
Inactivity Oh:00m:00s
VLAN Mapping : N/A

Audt Sess ID

VLAN

5£00e105000010005368cala

Security Grp none
IKEv2 Tunnels: 1
IPsec Tunnels: 1

Generic Remote-Access IKEv2 IPsec Detailed

1
85.0.224.12

17844
230

0
IKEV2TG

none

IZ, show vpn-sessiondb license-summary =~ > KOH il z R L £,

Status Capacity Installed Limit
AnyConnect Premium DISABLED 250 : 10 NONE
AnyConnect Essentials ENABLED 250 250 NONE
Other VPN (Available by Default) ENABLED 250 250 NONE
Shared License Server DISABLED
Shared License Participant DISABLED

AnyConnect for Mobile
Advanced Endpoint Assessment
AnyConnect for Cisco VPN Phone
VPN-3DES-AES

. show u ~ show z

DISABLED (Requires Premium or Essentials)
DISABLED (Requires Premium)

DISABLED

ENABLED



I show u ~ show z

show vpn-sessiondb .

VPN-DES ENABLED
VPN Licenses Usage Summary
Local Shared : All Peak Eff.
In Use : In Use : In Use In Use Limit Usage
AnyConnect Essentials 1 0 1 : 1 : 250 0%
AnyConnect Client 0 : 0 0%
AnyConnect Mobile 0 : 0 0%
Generic IKEv2 Client : 1: 1 0%
Other VPN 0 : 0 : 250 0%
Cisco VPN Client 0 : 0 0%
Shared License Network Summary
AnyConnect Premium
Total shared licenses in network : 500
Shared licenses held by this participant : 0
Shared licenses held by all participants in the network : 0

FNZR9 LBV, showvpn-sessiondb 2~ > RDIGEICEREIND 7 4 —V Rid, A
NT2F—U—RIZEoTE RV LT, £142T, ZNHDT 4 —)L RIZOWTHM

LE7,

% 2:show vpn-sessiondb 1<% > KD 7 4 —)L K

J4—ILFK

Bl

Auth Mode

Ok yva rERHETAEOO T e ba)LEEiTE— R,

Y ETHENTWDIP

BEDOEyarD)E—R 74T MIEID Y TOENET T A
NX—FMNIPT7 RL A,

Bl L TornTnd
IPv6

BWEDYT vy arDVE— 7 74T MIEID Y THENEZTTA
~N— Kk [Pv6 7 KL A,

Bytes Rx

ASANY E—b"DOETERFI7 T4 T " BZELEAH AL B
.,

N1 K Tx (Bytes Tx)

ASAR Y E—FDET L72E7 747 & MIEE LGRS ML

IIAT N BEAT

UE—bF ET7 ETETENDGZ 7478 Y7 =7 (RATE
D58 .

Client Ver UE— M ET7 ETEITENDIIFIAT U N VT 72T DNR—V 5
\‘/o

Connection B ETIZTIA_R—FIP T FL X,

D/H Group Diffie-Hellman 7" /L — 7, IPsec SA K5 5F¥— %Ak T 57D T /L=

U A LBLOF— P A X,

show u ~ show z .



. show vpn-sessiondb

show u ~ show z |

J4—ILF

Bl

Rfoe ]

tyvarouZ A U RN GEBIOEEY 7Ly Yo £ TORIERE
] (HH:MM:SS) .

EAPoUDP Session Age

EFNZSET LIZIERTO R AT ¥ ffEgsh b OFRmHL,

H 7 IPsec ESP (535 m— ¥ 7'm h=L) OREBAL LRI (DD,
ESP Zii [ L72JtD IP /N hD—#) Z#HT 5720 DE— R,

51k IOy arMEALTWAT—ZBEE{LT A XA (BB
) e

EoU Age (T) EAPOUDP & v & 3 > ORI, 1E#IT52 T LI BRI AR 2 F e
BB ORIBIHL,

Filter Name Ty v a AERORTRERIRT 5 & O iREShia—9—4,

Ny Ny NONy 2B ERTHIOOT VT Y XA, IPsec 7 — X i
AR Sk,

Hold Left (T) Hold-Off Time Remaining, [E.HDHR AT ¥ RN EFICE T LT2HE

I, 0B TY, TNLADEEIE, REIORATF v {#EERITE TOR
HTd,

Hold-Off Time

ERTORAF ¥ WERNIEF IS T LIZHAE, 0BT, £hlsto

Remaining AT, WIEIOE AT ¥ HERRITE COMETT,
IKE Neg Mode X EFWELH L, SAEZRETH-ODIKE (IPsec 7 =—X 1)

F—F (T TERITAALY) o

IKE Sessions

IKE (IPsec 7=—X1) Ty aryOHT, BFIXl, bty
gk, IPsec N T T7 47D MU RIVBFELENE T,

2]

Z DL a— ROEA RS

IP Addr

IOty arOUVE—R I TAT U MIEVETONTT T A _—
MP7 RLR, ZO7 RLRiE, TRE) £720F HRE 1P 7 RL
ZLHEMEINTNET, ZOF7 FLRARFHTLE, 75472 M
TIAR—=F Xy hU=ZHDOEKRA FERARENET,

IPsec Sessions

IPsec (7=—2X2) Eyvay (hyFVREHOT =4 bT77 1y
7w iay) O, %1Psec VE—F 77 A By g T,
20D IPsecty ¥ arBndbh)Ed, 1203 bRy FARA
THRENSE Yy ar, b9 190F b RUREH CEETRER 75
A _X—h Ry NT—7 THERINDEY v a T,

S4B AER

4 SSL VPN 5 A o RZBET 2@ A2 F R LET,

. show u ~ show z



I show u ~ show z

show vpn-sessiondb .

TJ4—ILF Bl

Local IP Addr FURAOB—=HLT Y RRA L R (ASA DA v 5 —T = A R)
IZED S THNLZIP T FLA,

Login Time yavice /A LiAR (MMMDDHH:MM:SS) , B§%liT 24
R R TR R SINET,

NAC Result Fy hU—2 TRy ar ay bn—n BERXF v BEEORE, K

DWFNNERRETEET,

* [Accepted] : ACSIFIEHIZ Y E— h AR A NDORAF ¥ Z Gk L £
L7,

* [Rejected] : ACS 1LV E— bk 7R A F DR AF ¥ ORFEEICKIR L £
L7,

« [Exempted] : ASA [T E SNTZRAF ¥ BEEGRMR Y 2 Mht-
T, VE—F FA MNIRAF vy L2 GBS T ET,

* [Non-Responsive] : Y “E— b &5 & b X EAPoUDPHello X v & —
WISE LEHATL,

* [Hold-off] : R AF ¥ MAEICHKE) L7=t%, ASA L UE— b KA b
@ EAPoUDP {5 23 i&#f 2 £ L7z,

*[N/A] : VPN NAC Z /L —7 RY > —{ZfEv, UE—F RAAX D
NACIITF 4 B —7 &N TWET,

* [Unknown] : AN A F v #EESHEFTH T,

NAC Sessions

vy hI—27 7 RKIviararhbue—i (EAPoUDP) v gy
D,

Packets Rx ASANY F—FETHOZE LTy L
Packets Tx ASA DU E— FETITEE LNy M,
PFS Group SERRRIERLEE 7 N — T,

Posture Token

Access Control Server | Ci%ERIRERIFMT A M A MU 7, ACS
IR D= DI ASA LR AT ¥ b= v & Xy rrm— KL, ¥
AT HNE=HZYT VR—N TARAYT BRORX AR
LET, —MAYRARAF ¥ Fh—2 %, Healthy, Checkup,
Quarantine, Infected, 3 72{% Unknown T,

Protocol

tyvarNMEHL WS e ha,

Public IP

7 7AT Y MIEID B ToNZ, BRSNTWDN—T T HHER:
IP7 FLA,

show u ~ show z .



. show vpn-sessiondb

show u ~ show z |

J4—ILF

Bl

Y X412 URL

RAF XY RGEETNLXTZ T4 T > b U AGRREICHEV T, ACSITE Y v =
YOT 7 BARY —% ASA X U u— KLET, Redirect URL
I, 772 R =X, a—RFDF 7T a3 DO—ETT, ASA
1, VE—F KA FDOTTOHTTP (F— bk 80) Zsk & HTTPS
(AR — b 443) ZR% Redirect URL (FET 258) VXA L7 b
LE9, 77 &8RRI —I|Z Redirect URL V& FH TV R WIEE
ASAIZ Y E—F R A M HOHTTP ERHTTPS ka2 U A L7
FLEHA,

Redirect URL |&, IPsec ¥ v 3 a T 450, RAF v FHGEEN
FITSNDHETHBTT, ACS L, #7225 Redirect URL & £ 5
723, Redirect URL NG ENR2WFHLWT 7B AR —% KXy ma—
FLET,

D)

Rekey Int (T F£721%

IPsec (IKE) SAR;EX—OBF MR, THEIFRFMTOT A 75 A1 A,
DIEIZEEE LT —Z TDOIA T7HA L TT, VE—FT 7 EAVPN
TIXTHEOANFRENET,

D)

Rekey Left (T E721%

IPsec (IKE) SAMEFXF—DEV DS A4 75 A L, THEIZERTOS
A 784N, DIEITEEFST —F TOTATHZA LT, VE—|
777 AVPN TIETHOANERINET,

Rekey Time Interval

IPsec (IKE) SA K5 —DOHRIHIIRE,

Remote IP Addr

D) E—FT FRA S (VE—PFET EOA U Z—T =
AR) WZHEIDYBTONEZIPT RV A,

Reval Int (T)

i

Revalidation Time Interval, 1IEFIZ5E T L7 RNAF v R, &l
HUNEDOHHEE FPHALD |

I

Reval Left (T)

Time Until Next Revalidation, [ELETD A 2 F ¥ MR TN IEFIZE T L
Mo T25A1E0 T, FNLISOE AL, Revalidation Time Interval
&, IER ;mT L7ZERTOR AF ¥ HEZEH b O & DT,

Revalidation Time
Interval

W T LIEARAT Y HEBHIC, BT D2HBEDH HHME RDH
ﬁ) °

Session ID

tyvararR—xrhr (F7TEvar) OID, % SAIZITM
HOID ¥dH Y £9,

Session Type

Ty ardDX A7 (LAN-to-LAN £ 721X Remote)

SQ Int (T)

Status Query Time Interval, IEF (258 T L72& R ATF ¥ HER £ 7213 A
TR A 7Y —IRENG . REID AT — &x&mj%mﬁifw
BT D EMTELRTT, AT —F R 7=V —|%, ERHID
RAT v WEBLABEIZ AR A N CTHRAT ¥ DN LTz E “)75375’5§mu'§—5
7202, ASA R Y E— b KA MIREITT HERTT,

. show u ~ show z



I show u ~ show z

show vpn-sessiondb .

J4—ILF

Bl

Status Query Time
Interval

EFICET LESRAF Y HEREZIIAT X A7) — &N D,
WEIDAT —F A 7 —GEE TOMIZZET DI ENRTE B
TT, A7 —H A 7Y — L, HEIOKRAT v B LIEICHA A T
RAF ¥ BB LT E D D EMRT DD, ASARYE— K &K
A MIEITTHERTT,

Time Until Next
Revalidation

EATO R A F v HEBRAT N IER IZ5E T LA > 12 BE130 T, £h
LISt DA 1%, Revalidation Time Interval & . [EFIC5E T L7ZERTO R
AT ¥ fifEaan b O L DETT,

Tunnel Group

BHMEEZRDD-DIZ, ZO R RFZANRERTDE o F—7
D44,

UDP Dst Port F 72 1%
UDP Destination Port

UE—h ET72EHT 5 UDP OR— hEH,

UDP Src Port 721X
UDP Source Port

ASA 2M#EFT 2 UDP OR— F& 5

Username vty va B Lia—Y—Durs A4,
VLAN oty a AZEID Y TOENTHAIVLANA »F—T7 = A X, ASA
I, T _TCDO T 7 4 v 7 % ZD VLAN [Tk LEd, ROWVWTH
MOFEFRTEEEELET,
s TN—TRY —
R ENTZ T N—T R —
BEITUF avw ok &R
show running-configuration VPNEwY L g v F—HR—ZADFETFar 7 X2l — 3

vpn-sessiondb

> (max-other-vpn-limit,
max-anyconnect-premium-or-essentials-limit) %37~ L £ 7,

show vpn-sessiondb ratio VPNt v a v OEELERITT 0 b a D lREFIR L

i‘é—o

show u ~ show z .



. show vpn-sessiondb ratio

show vpn-sessiondb ratio

BEOE Yy ailonT, FYmharvle, FREREEHET VI LT EDFEEL—F
VT —UTHERT DL, KM EXEC &— KT show vpn-sessiondb ratio =~ > K& L %

—;_‘O

show vpn-sessiondb ratio { protocol | encryption } [ filter groupname ]

show u ~ show z |

BX DA

AU RTIHIE

ATV R E—F

encryption  FRI LM ELTm haLERELE T, 72— X 2KESLICBE L TREL
T, WAL T LT Y AR OFEENH Y £97,
aes128 des
aes192 3des
aes256 rc4
filter HWha7 4B 7 LT, 8ETDH R R T A—FIZonTDHRE v e
groupname - R A FR LET,
protocol FoRrTH7E haLEEELET, 70 FaITIIROEEIH Y £,

IKEvl
IKEv2
IPSec

[PsecLAN2LAN

IPsecLAN2LANOverNatT

IPsecOverNatT
IPsecOverTCP
IPsecOverUDP
L2TPOverIPsec

L2TPOverIPsecOverNatT

7IAT PR
A— MRk

IMAP4S
POP3S
SMTPS

AnyConnect-Parent

SSL kv v

DTLS k> v

77 AV OBIERIEILDH D EE A

WOFIZ, a~v REANTEXHE—RERLET,
AXVFE— | T7AT7I24+—ILE—F XT3 TFRE
k
=Tk FSURART (VT TILF
Lk
AVTERE | VRTLA
¥¥iE EXEC o I o St — o 3fhis o 3t

. show u ~ show z



I show u ~ show z

show vpn-sessiondb ratio .

avy RERE

1

Jy— EEAE
S

7.0(1) Zoawy RBBMEnE L,

8.4(1) W inirsE S, IKEV2 WEEND X 212720 £ L7z,

9.0(1) ~AFaLrTFHARNE— ROV R—FFREMENE L,

Iz, 51 & LT encryption # 57 L 72854 @ show vpn-sessiondb ratio =~ > KD
TR UET,

ciscoasa# show vpn-sessiondb ratio encryption
Filter Group : All

Total Active Sessions: 5

Cumulative Sessions : 9

Encryption Sessions Percent
none 0%

DES
3DES
AES128
AES192
AES256

WIZ, 5% & LT protocol Z+57E L 72354 @ show vpn-sessiondb ratio =~ > RO H )
BlzRLET,

O O B O O
[ee]
o
oe°

ciscoasa# show vpn-sessiondb ratio protocol
Filter Group : All

Total Active Sessions: 6

Cumulative Sessions : 10

Protocol Sessions Percent
IKE 0 0%
IPsec 20%
IPsecLAN2LAN 0%
IPsecLAN2LANOverNatT 0
IPsecOverNatT 0
IPsecOverTCP
IPsecOverUDP

L2TP

L2TPOverIPsec
L2TPOverIPsecOverNatT
PPPOE
vpnLoadBalanceMgmt
userHTTPS

IMAP4S

POP3S

SMTPS

o

o

20%

e oe

o

o

O O O O o o o
o o

o

WO WO OODOOOOHrHr oo o
o
o

2

av

~

avw > kR EBA

show vpn-sessiondb Ty va CERGEMIE R S EEEERR L TRRLET, 1R
ETOREH T, 74N 2V TEBIOY =528 6T
TET

show u ~ show z .



show u ~ show z |
. show vpn-sessiondb ratio

av> R SiER

show vpn-sessiondb vy varoENERRLET, BEOE Yy a vy O&EFHK. %

summary A TOBIEDE Yy v a . BE— 7 RFOHE L OREAFHE.
HREIRYE Y g VA EATWET,

. show u ~ show z



I show u ~ show z

show vpn-sessiondb summary .

show vpn-sessiondb summary

AU R TIHIE

ATV R E—F

IPsec, CiscotFx =727 T7A4T7 2, BEUYNAC DE Ly a OB EFR T HITIE, Fitk
EXEC “&— KT show vpn-sessiondb summary =1~ R&fEH L F9,

show vpn-sessiondb summary
774N FOEERLEIZH Y EE A,

WDFEIZ, a~vr REASTEDLE—RERLET,

ARVEE— | T7ATI74—LE—F tXaUT4a32TXXEL
K
W=Tvk |FSVRRT (DU T)L JILF
L b
AVTHFREL | VAT LA
FrhE EXEC o %I o Kt — o XIS o K

avy FERE

3l

Jy— EEAE
S

70(7) Zoawr RRBENEnE L,

8.0(2)  VLAN Mapping Sessions 7 — 7 /L 2GBI S VE LTz,

8.05)  active (7277 47) . cumulative (32F%) . peakconcurrent (&'— 2 BFD[RIFEFEA) |
B X Winactive GE7 277 4 7) IZET L LW BIMESE LT,

9.0(1) ~AF arFFRA K ET— ROV HE— FBBEMSHE LR,

WIZ, 1 DD IPsec IKEVI BEX W1 DD7 747 ML Aty a U &FEE L7 show
vpn-sessiondb summary =~ > FOHFHIZR L ET,

)

CE) RHUNRAREDTNANAATIE, 77747y ar b7 7747y a

URERIS N ER A,

ciscoasa# show vpn-sessiondb summary
VPN Session Summary

Sessions:

Active : Cumulative : Peak Concurrent : Inactive :
Clientless VPN : 1 2: 1 Browser : 1 2: 1 IKEvl IPsec/L2TP
IPsec 0o = 1: 1: 1

Total Active and Inactive: 2
Device Total VPN Capacity: 10000

Total Cumulative: 3

show u ~ show z .



show u ~ show z |
. show vpn-sessiondb summary

Device Load : 0%
License Information:
Shared VPN License Information:
SSL VPN : 12000
Allocated to this device : 0
Allocated to network : 0
Device limit : 750
IPsec : 750 Configured : 750 Active : 0 Load : 0%
SSL VPN : 750 Configured : 750 Active : 0 Load : 0%
Active : Cumulative : Peak Concurrent
SSL VPN : 0 : 1 : 1
Totals : 0 : 1 :
Active NAC Sessions:
Accepted
Rejected
Exempted
Non-responsive :
Hold-off : 0
N/A : 0
Active VLAN Mapping 56551ons:
Static : 0
Auth
Access
Guest
Quarantine
N/A
ciscoasa#

SSLINIZER LT, 74 B ZAEICHT 2MET NA A VY —RAERETEET,
H—pDa—WP—torarRNIf4r 22580, O8O N2V E2FEHATHZ
ERHVET, XX DTLS ZHHATH X272 747 F 22— —x, £<
DA, BET 58E v a v SSL b, BEIUDILS b rv &2 L £,

\}

GE) #Hevvaid, 294 T BT 7T 4 ZICEHR SN TV WEAEZRLE T, I
B R ZNVIRLERA, 79A4T7 L MRy N LEDPAY —=THTHD
%A, IPsec, IKE, TLS, BLUDLILS b r/MIA L LN E TR, 74 R E
TR KB R OFIBRICBIET 5 E THlE v v a UAMERF S E T, Zhic kv,
:l“—if i?@uunEl/iﬁb\7:E@%§%i7:%§35j_

o O O o

o O O o o

ZOFTIE, Bl LTS —F =R 1 ADBFATH, T34 AZED L THR
TWB 325D M RANERINFET, IPsec LAN-to-LAN b2l By g
LTHTY S, b ZBEUTEL OFRA MNEEEEA ATEEIC L E 9, IPsec U
T—hT7A By Va L, | DO2—F—EHEs Y R—sT51VE—-sT7%
A R FRVTT,

HAmS, 77747ty va R TEET, By va VICBEEMT BT,
FARERD N ARG E, AT =X AXHBAGDLE—RZRVET (BEy v
YHINZ I IA T P L RAE LTERREINET) o ZOEF—RIE, ~y Ry RFA
AANLOT v RET MR B4 S, ﬁx/RIVP§5VfZﬁ7?47ﬁ/F&Eﬁ
TERWILEEWRLET, ZOREXRELEZEEIX, 22—V —BRry NV —7 %
r—I 7L, RY— 7LLKU\?//3/%E%Ltbﬁé_kﬂfééi

-

T, By va v EBRETEEYT, InbDEy gL, TV T4 TR SN

. show u ~ show z



I show u ~ show z

show vpn-sessiondb summary .

tyvary (FABVADEBENS) TV FENL, 22— —DT A KV XA LT
Y h, =Y —0ua 7Y FRIITOEY T a CHEETZ U T ENET,

SSL VPN With Client @ Active FIZ1X, 7 —F ZFE L TWDT 7T 1 7 72k DN
FoREMNFET, SSL VPN With Client © Cumulative Fi21%, ML ENTWBT 7T 47
ey a rOENPERRINET, ZOBITBIET 7T 4Tty a VOBBEE
NTEY, FLnky va URBMENTZGAEICORENHEI L 7, SSL VPN With
Client ?® Peak Concurrent (21X, T — X Z&EHF T, RBFIZT 7T 4 7ty ray
DO — 7 ERFRENE T, SSL VPN With Client @ Inactive 121X, EF =277 T4
T MBI EN TSN R REINET, ZOFET VT4 ET 4 XA LT U ME
EEHALT, 74 220 OHREIIICT 2002 ETE E9, ASAIEL, BN
ARENE I MERETEET, INBIE. 7277 4 772 SSL b v I AREEA T B

TWARWEX2T7 7747 b EyyaryTY,

% 14-3 12, Active Sessions 7 — 7 /L & Session Information 7— 7 /WZH B 7 4 —)L KD

2R L £,

%= 3: show vpn-sessiondb summary 1< > K : Active Sessions § & U Session Information 7 4 — )L F

J4—ILFK

L]

Concurrent Limit

ZDASA ETEHR AN, FBRHZT 7T 4 Tl v a v DEREL

Cumulative Sessions

ASA DEBZBICEBIE 21XV By hENTEEELUEROTRTOE A 7D
Twva

LAN-to-LAN

HAET 7 7 772 IPsec LAN-to-LAN &~ > 3 > O,

Peak Concurrent

ASA DEBZBICEBEIE 21X By &N & S LIBRICREFICHER) (727
TUTBLOET 7T 47) Tholz, T RCODEATDEYa LD
e RKE,

Percent Session Load

EAY DO vpn Y T a VEID Y ToONR—k T —, T DOfHIL, Total
Active Sessions ZF| Al e/ 2t v v a v ORI CHRE LI-EICE L L,
N—t T —UTHFRIINET, FHAMRERE Y v a v ORREIT, &K
DTN OETT,
e T AL ADHB IPsectE vy a BEIRSSLVPN By v g D
K
svpn-sessiondb ? (BEES NI KEY 2 o)

+ max-anyconnect-premium-or-essentials-limit  (AnyConnect Premium &
72 1% AnyConnect Essentials & > 3 = > O Kifil[R)

» max-other-vpn-limit  (ZOfthd VPN & v ¥ 3 > O Kiil[R)

Remote Access

ra-ikevl-ipsec : BLET 7 7 4 772 IKEvl IPsec U E— h 7/ & A —
' —. L2TP over IPsec, 33 & U IPsec through NAT & ¥ 3 > D¥,

show u ~ show z .



3l

show vpn-sessiondb summary

show u ~ show z |

J4—ILF

Bl

Total Active Sessions | Hi{ET 75 4 772 T _RCOX A TDOE v a DO,

Active NAC Sessions 7— 7 /VIZIE. RAF ¥ BRIEOMNETHDVE—h ETICHET 5
— B 7R EHE R E RSN E T,

Cumulative NAC Sessions 7 — 7 /LIZ1X, RAF Y RIEONELTH S, £ LHIN
HHRTH-oTZ)ET— b ETICHET L2 RO EHERPF R INE T,

% 14-2 12, Active NAC Sessions 7 — 7 /L8 L O Total Cumulative NAC Sessions 7 — 7
MDD T 4= RO AEZRLET,

% 4: show vpn-sessiondb summary 2 < > K : Active NAC Sessions & U Total Cumulative NAC Sessions ) 7 4 — )L K

TJ4—ILF

Bl

Accepted

AT ¥ BEEA LI L, Access Control Server [IZ 8> T7 7 &R RN U —23t
Han-e7r o,

Exempted

ASA BITRESINTZRATF v BRFEGEY A hOZ > VI~ LTWA72D,
RAF Y BFEDOXR R E IR 72V ET DR,

Hold-off

ASANR AT ¥ MEEIZ KT L7=#%, EAPoUDP (G Midifax 727 0k, Zd
BATDARY RBFEL THLEETIIR L TRICR AT ¥ BREEDSRIT S
5 FTOELEIL., NAC Hold Timer &M ([Configuration] > [VPN] > [NAC]) 2
LoTHREDET,

ML

VPNNAC 7V —7 3R > —IZHE>TNAC X T 4 =T NI >TW5HET
DE,

Non-responsive

RAF ¥ BFED -0 OYLEIERFE 7 1 k=1L (EAP) over UDP BRICIGE L 72
WET DO, CTARNFAITEN TWVARWE T, ZOERIZSE LEHA, ASA
DAy T4 FXal—varNDNITAT L LA KRRA eV R—F LTS
A . Access Control Server IX, 7 74 7 b L A KA MIBEEAIT LN TS
TIZRBAR) D=2 INODOETDASAILF Yy a—RKLET, 77947
FLABRAREYR—FLTWRVWES, ASAIZINACT 7 4/L b R —
ZEIN S TET,

Rejected

RAF ¥ BEEIZ I L 722>, F721% Access Control Server IZ L > T7 7 & A K
U= 5 Eneho e 7 0¥k,

Active VLAN Mapping Sessions 7 — 7 /VIZ1E, RAF ¥ RIEOMNGETHH Y E— K &
TIPS 2 — R EHE RN TR SN E T,

Cumulative VLAN Mapping Sessions 7 — 7 /UIZIL, RAF ¥ BGEOXM R TH D, £70iT
UHRIMBRGETh 7o) ET— F ETICET 2 —RABRFREHERD R RSN ET,

. show u ~ show z



I show u ~ show z
show vpn-sessiondb summary .

# 14-5 12, Active VLAN Mapping Sessions 7 — 7 /L3 I O Cumulative VLAN Mapping
Sessions 7— 7 /NI H DT 4 — /L ROFBBHEZRL ET,

5= 5:show vpn-sessiondb summary 2 < > 1 : Active VLAN Mapping Sessions §5 & ' Cumulative Active VLAN Mapping Sessions
NDIT4—ILF

J4—J)LK |EHEA

Tk A BRI RO DIC TR ENTVE T,

B RO HIC TSN TWET,
Guest FF R 2 D 7= DI TR S TWET,

YL R ERA OO PRI TWET,

Quarantine [ JFkpy 2 EAO DI TR INTOET,

AT 4y | ZOT 44—V RIZIE, FERRE SN2 VLAN IZH Y B THRTWAD VPN & v
7 VarOENERINET,

BEaT R avU kR SHER

show vpn-sessiondb Ty CEFEMIERA S EITEEERR L CRRLET, BE
TOHREEIE ST, 74 NEZ VBV —FT52 L TEE
R

show vpn-sessiondb VPNt v a v OrEbEIZ7e harlolkisrFr LET,
ratio

show u ~ show z .



show u ~ show z |

. show weep

show wccp
Web Cache Communication Protocol (WCCP) (2RI #9270 — U EHE A 271 51213,
H#HE EXEC £— K Cshowweep 2~ > REHEH L F9,
show weep { web-cache| service-number } [ detail | view ]

BX DR detail (EE) V=BT RTO Web ¥ v v &= BT W AERTLET,

service-number

(EE) Fv vy anfililT2o WebF v v o b—t X 7 L—7DIDER,
FEE TE 2% 5 OHiPHIL 0 ~ 256 TJ, Cisco Cache Engine &1 1% Web
Xy vraDh, e Fxd - AOMEICIT 99 ZFREL T,

view (EE) FEDOH—E R Z—TOMD A L N—=PRH ST E 9 ER
%Lij‘o
web-cache  Web ¥ v v ¥ = h—EADMAHEREFHE L 7,

AR R TFIAILE

AT R E—F

ZoavwrRiE, T4V TT 4= N o TVET,

ROKIZ, a~ P ANTELHE—FaxRLET,

ARV KRE— | T7ATOA—ILE—F ttXxayTF4aTEXRX b
K
L—F v K FSUART (VT TILF
Lk
AVTEXREM (VAT A
i EXEC o KHiE o KHIE o KHIE o KHiE —
av Y FER Jy— ZEHEAR
Z
72(1) Zom<wr RBBMENE LA,

3l

RIZ, WCCP i EFRRT DHHERLET,

ciscoasa(config) # show wccp
Global WCCP information:
Router information:

Router Identifier:

-not yet determined-

Protocol Version: 2.0
Service Identifier: web-cache

Number of Cache Engines:
Number of routers:

Total

Redirect access-list:

. show u ~ show z

Packets Redirected:

H © O O




I show u ~ show z

show weep .
Total Connections Denied Redirect: 0
Total Packets Unassigned: 0
Group access-list: foobar
Total Messages Denied to Group: 0
Total Authentication failures: 0
Total Bypassed Packets Received: 0
ciscoasa(config) #
BEITUF = N
weep Y—ERA I N—TEHA LT, WCCPOHR— haA x—7 M LET,
weep WCCP VXA LI v arDYR— e =7 MILET,
redirect

show u ~ show z .



show u ~ show z |

. show webvpn anyconnect

show webvpn anyconnect

ASAIZA VA= EN, Y v vaAEIZr—RSNDSSLVPN 7 T4 T 2 b A A=Y
BT 2R EERRLIZD, 77 ANETARNLCHEN R TAT 2 M A—=UNE I D&k
B2 T 5I21E, ¥5HE EXEC & — K C show webvpn anyconnect =1~ > K& H L F7°,

show webvpn anyconnect [ image filename ]

BX DA image SSLVPN 7 74T Y b A A=Y T7ANELTT AT DT 7 A VOAHIZ
filename g L%,

ATV ERFI4INAL  ZOITYPFET T A FOEEERIIEZSH Y A,

aAavy R E—FK ROFIZ, a~v FEAN)TEDLE—FEZRLET,
AU RE— | 747D A—ILE—F XT3 TFRE
&
=Ty K FSUVRRT (VU5 L T ILF
LYk
AVTEFREM (VAT A
7a—N)L a o Xt ha — o Gt - -
V7 4 ¥
Lr—g3
avwy RERE ))— ZEEAR
R

71(1) Zoa<wr R™BEMEShE L,

8.4(1) =~ K show webvpn anyconnect JZ 273 show webvpn sve & E X #aio V) &£ L7z,

9.0(1) =iLF arFxAhE—FROVR—EBRBMENE L,

FrviaAEliZr—RIh, VE—FPCIZH¥ V72— RA[RE/2SSLVPN 7 A4 7 hA
A—VICBT B E WA R T 511X, showwebvpnanyconnect =~ > FZEHLET, 77 A
N T AN L THENRA A= E S 0 a iR T 5103, imagefilename D F — U — R & 5%k
EHALET, 77 AABREHDRA A=V TIERWEE, ROA vE—URERENET,

FEREDHA K4V

ERROR: This is not a valid SSL VPN Client image file.

B WIZ, BUEA VA =L ST DA A—UIZ%T % show webvpn anyconnect =1 >/
RO 2~ L ET,

ciscoasa# show webvpn anyconnect

show u ~ show z
88



I show u ~ show z
show webvpn anyconnect .

1. windows.pkg 1

SSL VPN Client

CISCO STC win2k+ 1.1.0
1,1,0,107

Thu 04/14/2005 09:27:54.43
2. window2.pkg 2

CISCO STC win2k+ 1.1.0
1,1,0,107

Thu 04/14/2005 09:27:54.43

Wiz, BRhisA A —I12%9 5 show webvpn anyconnect image filename =2~ > RO H
TR L ET,

ciscoasa (config-webvpn)# show webvpn anyconnect image sslclient-win-1.0.2.127.pkg
This is a valid SSL VPN Client image:

CISCO STC win2k+ 1.0.0

1,0,2,127

Fri 07/22/2005 12:14:45.43

BEa<w> KR S s

anyconnect enable [ASA TSSLVPN 7 9 A4 7 h&2VE—FPCIZF T2 —RTELH LD
A=

anyconnectimage| tx o U5 4 77X I5A TV ANTTvia AR MLXy v aAE]Y
\CSSLVPN 7 AT b 7yAvEu—Rt5K91cLEd, 7947
VR ARA=TEFRL—T 4T VAT LALERETHEXIC, BX Y
TATTIATVANI FTAT U M A A=V OKE 3% ) E— FPCITH
vru— RTLIEFEZfRELET,

vpn-tunnel-protocol | SSL VPN 77 7 A 7 R 3ME % SSL &, U E— F VPN 2 —H%—D
FPED VPN b b 7'm h a4 x—7 M LET,

show u ~ show z .



show u ~ show z |
. show webvpn anyconnect external-browser-pkg

show webvpn anyconnect external-browser-pkg

VTN FNERT T IR =TT 7 A AT DA FR T DI, FEEEXEC
& — K C show webvpn anyconnect external-browser-pkg =~ > K& H L £ 9,

show webvpn anyconnect external-browser-pkg [ package-path ]

EX D& package-path AnyConnect /57 7 7 WX r—VBRA VA F— L ENTNDHRAEFRE L E
D

ATVRFEIAIR DAV RICT T4V FOBEEZITEITZH Y EE A,

aAavYRE—FK ROFIZ, a~ P2 AN TELE—RERLET,
ARVKE— | T7A47 24— ILE—F X2 T4 0TFR b
k
=Ty K FSURRT (VU TL T ILF
Lk
AVTEFREM (VAT A
7a—) a o %t — o S — —
V7 4 F =
L—r3
av Y FRERE J1)— ZEERNE
3

9.17(1) Zoa~r FRBMENE L,

EELEDOHA KS4> showwebvpn anyconnect external-browser-pkg =~ > Ri%, AnyConnect SN~ 7 v /3 r—
ICET 2 EHA RoRT DA LE T, packagepath¥ — 7 — K Egl¥afH L T, /Sy
TV ANV ENTNDNAERELET,

#l IZ. show webvpn anyconnect external-browser-pkg =~ > KO HHl %Rk L7,

ciscoasa# show webvpn anyconnect external-browser-pkg
diskO:/external-sso-98.161.00015-webdeploy-k9.pkg
Cisco AnyConnect External Browser Headend Package
98.161.00015
Wed 07/15/21 15:49:27.81738

. show u ~ show z



I show u ~ show z

show webvpn anyconnect external-browser-pkg .

EEav> R

avw Uk S BA
anyconnect X2 VT TTIGATUANT Ty a AR NOLXFy v a AF YT
Image SSLVPN 7 547 F 77400 —RT23L5LET, 795472k

A RA—THEARL—T 4 VT VAT LERETHEXIZ, EF 2T 4 T
TIAT VAN TAT VA A—=VDEE %Y E— FPCIZFX T a—

R DIEFZfEE L £,

external-browser

FIFNINDFRXL—F 4 VT AT LD TAY A o VU BEEE

BIELET,

show u ~ show z .



. show webvpn csd (L)

show webvpn csd (E1L)

\)

show u ~ show z |

6=

Zoawy REYR— T 5K%DOU Y —R L, Version 9.5(1) TL 7=,

CSD A F—TNAMNEIMERFELTZY, FATa 7 4 Fal—varOCSD A=V a %
TRLIZO, RAR AX o Ny r—V2 L TWEAL A—VEFELLY, 774V E
T AN LTHBZ: CSD Bl /Ny 7 —U N E D 0 EMER LD 35121, FibE EXEC E— R T
show webvpncsd =~ > R&MH L £,

show webvpn csd [ image filename ]

BXDEREA

AU R TFI4ILE

O R E—F

filerame CSD FiAfi/ S 74— L LCOFEMMEEZT A 57 7 A LOL4ETERELET,
csd_n.n.n-k9.pkg DIERICT 2 LE N H Y £,

77 AV N OEIERIEILDH D FE A

ROFIZ, a3~ P2 ANNTELHE—FaRLET,

AR KRE— | TF7AT 74— ILE—F XT3 TERE
K
W—Tvk FSUART |2V T)L TILF
Lk
AVTEFRE | VRATA
ke EXEC o XS — o 5 — _
E—F
avy RERE )— ZEEAS
R
71(1)  Zom~wr RRABMERE L,
952) Zoa~r RIFBEIESE L7z, show webvpn hostscan (2 L > CTEEHZ O E L
7
9.0(1) =AF aLFHA L E— FOHFHE— FABMESE LT,
Bl CSD OEMER T — % A %9 5 I21%, showwebvpnesd =~ KZ2fE/H L %9, CLI

1. CSD A VA F—IEN, A F—T Mo TNBEINEI I, RA N AF ¥
R lr—INBNA VA M=V E N, A RX—T N> TWNAENE I MERT A yE—
TISELET, F72. CSD R T —V LR A N A%y RN —U DM GTNA VA

. show u ~ show z




I show u ~ show z
show webvpn csd (BELL) .

F=EINTWEHEHIE, EHLHLDAA—TUNRA N ATy U Ry r—U 24 LT
WHMNL, AvE—IITRENET,

ciscoasa# show webvpn csd
ZETDHARERH DA v =L, kD EBY TT,

* Secure Desktop is not installed

Hostscan is not installed

* Secure Desktop version n.n.n.n is currently installed but not enabled

Standalone Hostscan package is not installed (Hostscan is currently installed via the CSD package
but not enabled)

* Secure Desktop version n.n.n.n is currently installed and enabled

Standalone Hostscan package is not installed (Hostscan is currently installed and enabled
via the CSD package)

['Secure Desktop version n.n.n.n is currently installed ...| &9 A v&—Tid, 4 A—V
WASAIZE—REN, FfTar7 4 Xal—vailbdr It aBRLET, £ A—
T1X. enabled ¥ 7= X notenabled DWNTILANI/2 Y £F, webvpn 27 4 F 2 b— 3
> E—RF&EB4MH L, csdenable a~ > REZANTHZ LT, CSD A R—T/MZT %
ZEWTEET,

A+t — [(Hostscan is currently installed and enabled via the CSD package)] (%, CSD
Ny lr—v LB SNIZAA FAX Y Xy S —UREHAFORA h AF v
Nolr—UThbI LaERLET,

* Secure Desktop version n.n.n.n is currently installed and enabled

Hostscan version n.n.n.n is currently installed and enabled

['Secure Desktop version n.n.n.n is currently installed and enabled Hostscan version n.n.n.n is
currently installed and enabled] & \VH X v E—1F, CSD &, A¥ U K7 R /Ny r—
VELREX 2T I ITAT U M A A=V O E L TR SNIZARA N AF ¥ 3y
=DM ENA A RSN TNDZEEERLET, AZ N ZF v U NERT,
RARNAX Y U Z2EHATHCDBLNEXFaT 774 T M A A=V OMGEIT
AR RTBYDIRANAF Y /Ny =V R A A R—/L S, A>T D
B, AAURT R Ry =T LT, Fd kX aT T4 T U M A A=V D—
e LTRESNDFA M ATy Ny r—D1F, CSD Ny 7 —VITMBLTWD
Ny r—V ) bBEESnET,

* Secure Desktop version n.n.n.n is currently installed but not enabled

show u ~ show z .



show u ~ show z |
. show webvpn csd (L)

Hostscan version n.n.n.n is currently installed but not enabled

T7ANETANLT, CSDEMA/ Ny 7 —I DA E D AR T 5L, show
webvpn csd imagefilename =2~ > K& L £,

ciscoasa# show webvpn csd image csd_n.n.n-k9.pkg
Zoavwry RRANEnS &, CLIFROWTFAND A v =Y TIBE LET,

* ERROR: This is not a valid Secure Desktop image file.
7 7 A NEIET esd_n.ann_k9.pkg DIERIZ L TL 72 &V, CSD /Ry 77—V 2 Dfiy
ZRANZHE > TORWEE. RO Web VA F D IRAG LT 7 A /VICES BRI ET,
http://www.cisco.com/cgi-bin/tablebuild.pl/securedesktop

% D1% show webvpn csdimage 2~ > REZH AN LET, 4 A=Y DBENREGEIX,
webvpn 227 4 X2 b—T 3 E— R Tcxdimage =2 ~v > FE LW esd enable 2+ >
NEMEHL, CSDEZA VA =L LTAR—=TMILET,

* This is a valid Cisco Secure Desktop image:

Version : 3.6.172.0
Hostscan Version : 3.6.172.0
Built on : Wed Feb 23 15:46:44 MST 2011

T 7 ANDENREAEIL, CLIICAA—Y 3 U BXORMAZ o IRERENET,

BEa<w> K av Y K |8
csd BHBIN)E—F 2—H— 7278 ADCSD A F—7 /M LET,
enable

csdimage | 2~ > RIZFEESNIZCSD A A—T %, NRIBEINZT T vya RT4 70
LITary 74 Fal—variiar—LEd,

. show u ~ show z



https://www.cisco.com/cgi-bin/tablebuild.pl/securedesktop

I show u ~ show z

show webvpn debug-condition .

show webvpn debug-condition

WebVPN 7 /3 77 4 )V ZIZBT HIE#R A R R T 5121, Rt EXEC & — K C show webvpn
debug-condition =~ > R&fEH L £,

show webvpn debug-condition

SO IRy FIZFBIEERITZF—Y—NIdb v £t A,

ATV RFEIFIR DAV URICT 74V NOBEEZITEITZH Y EE A,

avy RE—F WDORIZ, a~ REANTEHE—FRERLET,
ARVKE— |T7A47 04— ILE—F X2 T4 0TFR b
k
=Ty K FSURRT (VU TL T ILF
Lk
AVTHFRE | VAT LA
i EXEC o KF — .« 5 _
F—F
avy FERE J1)— ZEBERNE
R

9.14 avy R BIMESivE Lz,

FEEEDHA K54 > showwebvpn debug-condition =~ K& AT 2 5E 13, WebVPN 23FAT STV DL
bhET,

451l
WIZ, webvpn 73y 77 4 VEICBAT D IEROBEZ R LET,

ciscoasa#show webvpn debug-condition
INFO: Webvpn conditional debug is turned OFF

show u ~ show z .



show u ~ show z |
. show webvpn group-alias

show webvpn group-alias

BrED M RN T N—TFEFTRTCDO R RNV T N—T DA YT AT 5120, FiE
EXEC “E— KT group-alias 2~ > R&fEH L F7,

show webvpn group-alias [ tunnel-group ]

EX DA tunnd-group  ({£&) Z—7 A VT RAEFRTIEED b f I N—TFE4RELET,

ATV RTFI4IE PR TA=THRBADN SN STEGEIE, TRTDO MR T —=T DT R TOTA
U7 ARERRINET,

av YR E—FK WDFIZ, a~vr FEANTELE—FE2RLET,

OAY U RE— | T7AT774—ILE—F X2 TF4aVTFRXE

X

=Ty K FSUART (VUL TILF
Ly k
AVFERE |VRTFL

ke EXEC o X — o 5 — _
av Y RER y— ZEBEAR

2

7.1 Zoawy RpEMmEnE L,

9.0 v VF AL TFHFANE— ROV FR— FRBINESHE LT,

FEREDHA KS4 > showwebvpngroup-alias =~ K& AT 55513, WebVPNIFHAT STV DO MENH Y &

ﬁ‘o
B RNV ITN—=TNIEERDOZA VT AN DL, ZA VT ARE ST BN ELdH
DET,

i WIZ, b xZ—"7" [devtest] DT A YT X% K7 % show webvpn group-alias

avw o RE, Zoavwry RoHAHlZ R LET,

ciscoasa# show webvpn group-alias devtest

on
Fra-QA

BEav R avy kR FEA
group-alias TN—FIZ% LT 1 2L EO URL Z5E LET,

. show u ~ show z



I show u ~ show z

show webvpn group-alias .

avy kR

Bl

tunnel-group webvpn-attributes

WebVPN k> v Z—7EiE%
R LET,

RIET DR E webvpn E— N

e

show u ~ show z .



. show webvpn group-url

show u ~ show z |

show webvpn group-url

BED N RNV T N—TFEITTRTO b R TNA—TFDOURL #FE 7T 51218, KitE EXEC
E— R Cgroup-url 2~ RZEMA L E7,

show webvpn group-url [ tunnel-group

BX DA

aAvU R TFI4ILE

AUk E—F

tunne-group  ({1:7&) URLZFRTH4ED b RV ZV—T23EELET,

Mo TN—TEBANENR -T2 85E8F, T XTO Moy Z—703Tod URL
NERINET,

WDOFIZ, a~r REATITEHE—RERLET,

ARVEE— |T7ATI74—ILE—F TF2YT420TFXE
k
N=Tvk | FIVART DU TNL RILF
LYk
AVTHRRARS | VATLA
¥¥HE EXEC o SHi — . %I _ —
T— K

avy FERE

FEREDAA RS>

3l

N)— EERE
z

71(1)  Zoa<wr RRBMERE L,

9.0(1) =L FarTHRAME—RFROVR— MR BEMENE L,

show webvpn group-url =~ > F& AT 25515, WebVPN BRFEATINTWDHMERH D £
To BIN—TWNIEEDO URL BZHDH 2L b, URLBE ST BRNIZ EHHY 7,

W2, RN T7)v—7 Tfin-engl ] @ URL %7~ 5 show webvpn group-url =< >
K&, Zoavwr RoHlZRLET,

ciscoasa# show webvpn group-url
http://www.cisco.com
https://fral.example.com
https://fra2.example.com

EEav> R

avw Uk SR BA

group-url T N—FIZk LT 1 2L kD URL Z487E L £,

. show u ~ show z



I show u ~ show z

show webvpn group-url .

avy kR

Bl

tunnel-group webvpn-attributes

WebVPN k> v Z—7EiE%
R LET,

RIET DR E webvpn E— N

e

show u ~ show z .



. show webvpn hostscan

show webvpn hostscan

RARAF Y VISANINE DO DERFELTZD, FITa 7 4Fab—a VORA ATy
N g BRRLIZY, FARNAZ Y U Ry Fr =V L TCNDA A=V EFFELRZD
Ty ANET AN LUTHMRAEA RAX X VEAI/S Y = E S D EfEE L2 0 35121,
¥#HE EXEC *&— K C show webvpn hostscan =~ > K& L £,

show webvpn hostscan [ image filename ]

show u ~ show z |

B DEREA

AR TIFIE

AR E—F

flename R 2 h AFx ¥ VEAA Sy =V L LTORIEET A DT 7 A LVOLRTEFRE L
F 9, hostscan_4.1.04011-k9.pkg DFERUZT D ME N H Y £,

T 7 4 v N OEERMEIZH W TR AL

ROEIZ, a~ FEANTELHE—FarLET,

ARV KRE— | T7AT724—ILE—F t¥xalF4a20TFREb
X
=Ty K FIURART |2V TL < ILF
LYk
AVTHFERAR | VAT L
i EXEC o KF — .« 5 — _
£—F
avy FERE J)— ZTEARS
R
9512) ZoawrRNBMENELE,
9.01) =iAFarsyFArE—FROVR—FINBIMENE LT,
i HRARNAX Y OEMERAT — X A& RERT 5121, show webvpn hostscan =~ > K%

EALET, CLIIZ. FARAFYUNA LA F—=LENTNDINE I, FNANE
72> TWAMNE I, EOALA—UNEHRARMRAT Yy R —UZ 8L T3
METTA - TIRELET,

ciscoasa# show webvpn hostscan
ZETHAREMELRD D A v E—VIF, ROLEEBD TT,
 Hostscan is not installed

* Hostscan n.n.n is currently installed and enabled

. show u ~ show z



I show u ~ show z
show webvpn hostscan .

[Hostscan version n.n.n is currently installed ...| &9 A v&—1d, A A—T0% ASA
iZe—REh, FT7ar7 4 Falb—railE TN T0nA I E2ERLET, £ A—
UIX. enabled F 7= (L notenabled DWVT AT/ Y F£F, webvpn I 7 4 X2 b—T 3
> E— RZBAA L, hostscanenable =2~ R& AJjT25Z & T, CSD %A F—7/L|Z
THZEMNTEET,

* Hostscan version n.n.n is currently installed but not enabled
TrANETARLT, RA ATy VEAN Y TV RHNNE D DEHERT DI
I%. show webvpn hostscan imagefilename =2~ > K& L £,
ciscoasa# show webvpn hostscan image hostscan_4.1.04011-k9.pkg
Zoavwry RRANERD L, CLLZROWTFRPD A v =V TIRE LET,
* ERROR: This is not a valid Hostscan image file.

7 7 A NV4IEET hostscan_n.n.n-k9.pkg DIEUZ L TS 728V, ARA R A F ¥ Xy
T2 OMABRIER ST RWEAIX, HL WD X777 47
b DON—=T g AT LT 7 7 A V% Cisco ¥ 7o — R¥A 0 LHEAG L CTES#HZ
e

% D% show webvpn hostscan image =~ > RZBHANLET, £ A= RNERRES
X, webvpn 27 4 ¥ =2 L —3 3 > E— R T hostscan image =~ > N & hostscan
enable 2w FEMEH LT, FAMAF Y 2 A M=V LTHEIZLET,

* This is a valid Hostscan image:
Version : 4.1.4011
Built on : Mon July 27 15:46:44 MST 2015
77 ANPENRGEEIEL, CLLICANA =Y a VBRXOAMA X I RFREINET,

EEa<v R avo kR Bl
hostscan BHBIN)E—F a—H— T 7 ZADKANRAF vy &2 F—T M LE
enable +.,

hostscanimage | =~ > RIZIRESNIZHRA RAF ¥ v 4 A=V % RRARESNTEZT7 T v
Vo RIATMbI Far74X¥al—yaricat—LET,

show u ~ show z .



. show webvpn hsts

show webvpn hsts

ASA @ HTTP Strict-Transport-Security (HSTS) (2R3 2 1E# A2 £ RT DI, FikE EXEC £—

K -C show webvpn hsts =~ > K& H L F9°,

show webvpn hstshost { all | nhame hsts_hostname }

BX DA

aAavU KT+

aAvU kR E—F

all

T _XTOHSTS KA MIET B HEHRAELRRLET,

name

D HSTS AR A MBI A EHE R R LET,

hsts hostname #:5=> HSTS 78 2 & EE L E T,

ZOavwy RIZT 740 NOBEEZITEIZH D FH A,

WDOFIZ, a~r REANTEHE—RERLET,

show u ~ show z |

aAY YV KE— | T7PAT94—ILE—F +Ex2YF4aUFER B
R
M=T9k | FSVART | VVTL <ILF
Lk
AVTFHFRRM | VAT LA
¥FHE EXEC o I — . %S _ —
TR
avy FEE J)y— ZEAR
3

FEREDHA FS1 Y

9.14 o< RRBMENE L,

show webvpn hsts =~ > F & AT 55513, WebVPN 23FAT SN TV LDRENRH D £,

1

WOFITIE, T _XTDHSTS AA MIBETAEREL < LET,

ciscoasaf#show webvpn hsts all

. show u ~ show z



I show u ~ show z

show webvpn ked .

show webvpn kcd

B DEREA

AR TIAIE

ATV K E—F

ASAD RAAL 2y hr—FDERBEIORRAL U BIMAT —Z A% RKAT HITIEL, webvpn
a7 4 F¥alb— g F— FTshowwebvpnked 2~ REMHLET,

show webvpn ked
2L,
Zoawry RZET 740 MIH Y FH A,

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
IL—TvF FSUART (VT TILF
LYk
AVTHFREM (VAT A
webvpn = > o Sthis — o Sfhts — —
T4 F a2l —
vay

avy FERE

Jy— EBAE
7S

84(1) Zoa~vr RPBIMShELE,

9.0(1) ~AFarFxANE—ROPE— FNBEMSHE LT,

EELEDHA KS4> webvpn 727 ¢ F 2 L—3 g F— KT show webvpnked =~ > REMEHTH L, ASAD K

3l

AAfraryba—FDFRBLIORAAL VBMAT —Z ANERENET,

RIZ, showwebvpnked 2~ RCHEETAIMENH HEERFFEME, AT —H A Ay
Y=V OO 2~ L £,

WIS, BEBEITH TR T LT RWlZRLET,
ciscoasa # show webvpn kcdKerberos Realm: CORP.TEST.INTERNALDomain Join: In-Progress
WIZ, BEBEII L. ASA D FAA NZBML T DB &R LET,

ciscoasa# show webvpn kcd
Kerberos Realm: CORP.TEST.INTERNALDomain Join: Complete

show u ~ show z .



show u ~ showz |

. show webvpn ked

Fﬂﬁjvy P :7“/ p Eﬁ.ﬂﬂ
ASA TH ¥ v ¥ a SN2 TD Kerberos T7 v &7 VT LET,

clear aaakerberos

ked-server ASA X Active Directory KA A NZBIMTE £,

show aaakerberos| ASA TF ¥ v o =2 SN TWDH T TD Kerberos 747 v F&FmR LET,

. show u ~ show z



I show u ~ show z

show webvpn mus

EFNA N A= =T F2 VT ¢ (MUS) I[ZETLHEHREFRT HITIE, Rl EXEC E— R T
show webvpn mus =2~ > K& L £,

B DEREA

AR TIAIE

ATV K E—F

show webvpn mus

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

ZDavry NIZF 740 FOBMEEFIHMEIZH Y FH AL

ROFIZ, a~ P ANNTELE—FERLET,

show webvpn mus .

ATV FRFE— | T7AT7I24+—ILE—F txXxa)FoavTFFR K
K
=Ty | FSIVRART SV TILF
Lk
AVTFEFRE [VRTL
¥iHE EXEC o S — . R — —
T F
avy FER Jy— FEAR
3

9.14 o< RRBMENE L,

FEREDHA KS4 > showwebvpnmus 2~ > K2 AT 55515, WebVPN BETSN TV OLENH Y £,

il
/N

ciscoasa#show webvpn mus
No active WSA connections

ENA N =P — X2 VT 41T HEROBIZRLET,

show u ~ show z .



show u ~ show z |
. show webvpn saml|

show webvpn saml

SAML ID 7' a/3A X —|ZT 5 W2 Fn T 5 I121%, 54 EXEC & — R T show webvpn saml
idp =2~ FEFEHALET,

show webvpn saml idp

X DERHA ZOawy FIESIBEELITF—V—NEH Y A,

ATV RFIAIR DAV URICT T4V FOBEEZITEITZH Y EE A,

AR E-F KOKIZ, A~y FEANTELE-FERLET,
ARVKE— |T7A47 04— ILE—F X274 0TFRb
k
L=Ty bk | FSVART |SVT)L QILF
L2k
AVTHFRAL | VAT LA
FHE EXEC o %fhis — o s — —
E—F
= AN J)— EERE
7S

9.14 avy R BIMESivE Lz,

FERLEDH A K54 > showwebvpnsamlidp 2~ & ANT 2 5E1E, WebVPN REIT SN TV DOMENH Y F
T

il

WIZ. SAMLID a3 Z—Z T 5 HROFI 27~ LET,

ciscoasa#show webvpn saml idp

. show u ~ show z



I show u ~ show z
show webvpn sso-server (L) .

show webvpn sso-server (FELE)
A\

() Zoavwr FahAR— 35K %EDY U —AE, Version 9.5(1) TL7z,

WebVPN > > Z vt A v o — =BT D MEHE 2 T 5121, FFHEEXECE—
K¢ show webvpn sso-server =~ > K& L £,

show webvpn sso-server [ hame ]

B DEREA e (fLE) SSO H—"—O4HIZELET, F—"—HDR ST 4~ 31 LFITT L
ERHY ET,

SRV R FOALE T A OECEELS Y A,

aAavYRE—FK ROFIZ, a~v L FEANJTELE—REZRLET,

ARVEE— |T7ATI4—ILE—F EXAYF4AVFER R
K
W—TvF FSVART (V2T <ILF
Lrk

AVTHFREL | VAT LA
anfgwdymsosand |« b — XIS — —
aipwemsosanidr |« S — . SIS _ —
¥5HE EXEC o S — . %S _ .

av Y FER Jyy— FTEHRER

A

71(1) Zoawr RRBEmMESnELE,

9.5(2)  SAML2ODYFR—REINFTH, Zoawy REELESRE L,

9.0(1) =L F arFxZ |k E— FOYFE— FEMENE LT,

TNV A UF X WebVPN TOLYR— F S TWES, 2k, 2—F—iF=2—
P— L RAT — R —E2FATTTIUR, OV —_R—CXEIEREF 2T 29— BRI
77 ATEE T, showwebvpn sso-server 2~ Rid, Bx =V T 4 T8 ZITRESNT

WHTNTOD SSO —_"—DEMKEHEREF R LE T,

HEREDAA K1Y

show u ~ show z .



. show webvpn sso-server (L)

1

show u ~ show z |

SSO = _R—=Z BN AT ENTWARWEEIX, TTD SSO Y — S —DHFHF WA F R &

NET,

WIZ, FibE EXEC E— R CTa~y K& AL, ZA 77 SiteMinder, 44753 example

TH 5 SSO Y —_"—DiiHEHREXRT HHEZRLET,

ciscoasa# show webvpn sso-server example

Name: example
Type: SiteMinder

Authentication Scheme Version:
URL: http://www.example.com/webvpn

Web Age
Number
Number
Number
Number
Number
Number
Number
ciscoas

nt
of
of
of
of
of
of
of
a#

pending requests:

auth requests:
retransmissions:
accepts:

rejects:

timeouts:

unrecognized responses:

1.0

The following example of the command issued without a specific SSO server name, displays

statistics for all configured SSO servers on the ASA:
ciscoasa# (config-webvpn) # show webvpn sso-server

Name: high-security-server
Type: SAML-v1.1-POST
Assertion Consumer URL:

Issuer:
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of

pending requests:

auth requests:
retransmissions:
accepts:

rejects:

timeouts:

unrecognized responses:

Name: my-server
Type: SAML-v1.1-POST
Assertion Consumer URL:

Issuer:
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of

pending requests:

auth requests:
retransmissions:
accepts:

rejects:

timeouts:

unrecognized responses:

Name: server
Type: SiteMinder
Authentication Scheme Version: 1.

Web Age
Number
Number
Number
Number
Number
Number
Number

nt
of
of
of
of
of
of
of

URL:

pending requests:

auth requests:
retransmissions:
accepts:

rejects:

timeouts:

unrecognized responses:

ciscoasa (config-webvpn) #

. show u ~ show z

O O O O o o o O O O O o o o

O O O O o o o



I show u ~ show z

show webvpn sso-server (L) .

BEa<w> R

avy kR

Bl

max-retry-attempts

SSO FHFEIZ R L 7= 55512 ASA AT T R ZRE L £7,

policy-server-secret

SiteMinder-type SSO H— /N —~DFBFEE K DI 5L H S 40 5 Fl % —
AR L £,

request-timeout

SSOFHAEDFATICKM LI L XA LT U MR D ETOREEREEL
i‘d‘o

SSO-s€rver

TN YA F = R—EER L E T,

web-agent-url

ASA 73 SiteMinder SSO #EFE% Hsk94- % SSO %—/3—D URL 5 E L F
‘j‘o

show u ~ show z .



. show webvpn statistics

show webvpn statistics

WebVPN 1 Xk OFEFHEM Z KT 2 I121L, F#H EXEC £— R T show webvpn statistics =
<~ REFEALET,

B DEREA

AR TIAIE

ATV K E—F

show webvpn statistics

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

ZDavr NIZF 740 FOBMEEFIHMEIZH Y FH AL

ROFIZ, a~ R ANNTELE—RERLET,

show u ~ show z |

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
K
W=FTy R | FIVART |2V T)L TILTF
Lk
AVTFEFRE [YRTL
¥iHE EXEC o S — . R — —
T F
avy FER Jy— FEAR
3

EREDAARZA

9.14 o< RRBMENE L,

show webvpn statistics =~ & R & AT 55513 WebVPN BWETSN TV DL LENRH Y £

j«O

il

KIZ, WebVPN A X2 N DOFEFHERICEET HEROFIZ R L ET,

ciscoasa#show webvpn statistics

Total number of objects served

html

js

css

vb

java archive
java class
image
undetermined

Server compression statistics

O O O O oo oo

Decompression success from server
Unsolicited compression from server

Unsupported compression algorithm used by server

Decompression failure for server responses
IOBuf failure statistics
uib create with channel

. show u ~ show z

o O O O



I show u ~ show z
show webvpn statistics .

uib create with string
uib create with string and channel
uib_transfer
uib_add filter
uib_yyread
uib_ read
uib_set buffer max
uib_set eof symbol
uib get capture handle
uib_set capture handle
uib _buflen
uib bufptr
uib_buf endptr
uib get buf offset
uib get buf offset addr
uib get nth char
uib_consume
uib_advance bufptr

O O O O O o o o

O O OO OO oo oo

show u ~ show z .



show u ~ show z |

. show xlate

show xlate
NAT £ v v ay (xlates) OIEFREFRT DI, F5# EXEC £— KT showxlate =~ K%
EALET,
show xlate [ global ipl [ -ip2 ] [ netmask mask ] ] [ local ipl [ -ip2 ] [ netmask mask ] ] [ gport
portl [ -port2 1] [ Iport portl [ -port2 1] [ interfaceif name ] [ typetype ]

BX DA count B TR LET,

global ipl[-ip2] (BB 77T 47 Erk~ o L TSNP T RLAERIET RLX
DOFPHRHNCR R L ET,

gport (EE) 7774 7RI~ v €0 SfF— FE A= F O
porti-port2l  piicgeR L ¥,

interfaceif_name ({£3%) 777« 7k A v H—T oA ARNCERLET,

localip[-ip2] (TR 7277 4 7 RBEBREFEFEOIPT RUAEIET KL A0
FRLET,
Iport B 7277 4 T REREFEEOR— FNEITR— FO#FERICHTER L

portl[-port2] i

netmask mask (L) vy Er &N, EEERO P T FLAZRET SR Y b
U— < AU EHELET,

type type EE) 77T 4 TR EMwE A THNIFKRLET, ROZA T4 1L
EATITEET,

* static
* portmap
+ dynamic

« twice-nat

BEOXA T HBET DHEX, AT Eh o ~TRYY £,

ATVERFIFILL T IANNOBECHEITH Y EH A,

aAvU R E—F ROFIZ, a2~ FE2ANTEHE—FarnLET,

. show u ~ show z



I show u ~ show z

show xlate .

ARV KE— | TF7AT7 2+ —ILE—F Xa)T4a0FFR+b
K
L—=T9k | FSVART VTN QILF
L b
AVTHFRL | VRTLA
¥FHE EXEC o ki . % o ki o KPS —

avy FERE

JU— EERR
A

83()  Zoa~wr FiE, HILWNAT FEEEZFR— 5RO ICETINE L,

8.4(3) LR PAT O AR T H-DIZe 7 7 7 MBEMENE Lz, F7-., xlate LR
INTSIET RUARKRINET,

9.01) zZwa<r KL, IPv6 2V R— b2 LFTENFE LT,

EELEOHA KS5q4> showxlate =~y Rif, Bfizny hONFEEZRRLET,

3l

vpncient 7 7 A4 7> h a7 4 X a2 b—3 a3 VA Fx—T VT, WERAR A K72 DNS B3R % 1%
FLTWSEAICshowxlate 2~ FaFTT DL 1 DDRZT v 7 BHITKIET D85
D xlate NERRINDHZ ENHY £7,

ASA 7 5 AZ Y L TBETIX, PAT v a U ZBET 572012, K3 DD xlate 78, 7 5
AFNORIZ 7 — RICERINDAREMERH Y £, 1 oOxlateld, #ERizFTAT 2=y
FCERRENET, 1 oD xlate X, PAT 7 RLZ2Z RNy 77 v T A5-DICoa=y T
ERSNET, ED 1 DD xlate 1L, 70 —%2E /T L7 4 L7 XIZHVET, Nv I T v
TETF 4 VLI EANRFRE L=y N THDIGA. 3O0TIERL 20D xlate MERINDZ ERH Y
£7,

S M AR EETIZ 2 I NAT V— v Z BT 5 &, VAT ARZENEZHHWDHT KL A
ST AL LR LET, 20D, NAT T — 7 /L12iE. 0.0.0.0/0 725 0.0.0.0/0 ~DZEH
NEFENFET, 2O/ —iF, 2 FEHDNAT L— A BRI R SN E T,

Iz, showxlate =~ > RO HFI 2R LFE T,

ciscoasa# show xlate

5 in use, 5 most used

Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T - twice

e - extended

NAT from any:10.90.67.2 to any:10.9.1.0/24
flags idle 277:05:26 timeout 0:00:00

NAT from any:10.1.1.0/24 to any:172.16.1.0/24
flags idle 277:05:26 timeout 0:00:00

NAT from any:10.90.67.2 to any:10.86.94.0
flags idle 277:05:26 timeout 0:00:00

NAT from any:10.9.0.9, 10.9.0.10/31, 10.9.0.12/30,
10.9.0.16/28, 10.9.0.32/29, 10.9.0.40/30,
10.9.0.44/31 to any:0.0.0.0
flags idle 277:05:26 timeout 0:00:00

show u ~ show z .



show u ~ show z |
. show xlate

NAT from any:10.1.1.0/24 to any:172.16.1.0/24
flags idle 277:05:14 timeout 0:00:00

&I, e-extended 7 7 7 & xlate DEIE S L TWASEMET B L A DO %753 show
xlate 2= FOH B E R L ET,

ciscoasa# show xlate

1 in use, 1 most used

Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T - twice

e - extended

ICMP PAT from inside:10.2.1.100/6000 to outside:172.16.2.200/6000(172.16.2.99)
flags idle 0:00:06 timeout 0:00:30

TCP PAT from inside:10.2.1.99/5 to outside:172.16.2.200/5(172.16.2.90)
flags idle 0:00:03 timeout 0:00:30

UDP PAT from inside:10.2.1.101/1025 to outside:172.16.2.200/1025(172.16.2.100)
flags idle 0:00:10 timeout 0:00:30

WIZ. IPv4 D35 IPv6 ~DZEH % 773 show xlate 2~ > FOH NflZ - L E T,

ciscoasa# show xlate

1 in use, 2 most used

NAT from outside:0.0.0.0/0 to in:2001::/96
flags sT idle 0:16:16 timeout 0:00:00

BEa<w> R avw R Bl

clear xlate BEOEEE L OERiEwmE 7 V7 LET,

showconn |- _RTHT 77 4 T A FR LET,

show 0—HILRAN Ry NU—IEREFRLET,
local-host

show vauth | BIfERRGEF 700 2 —F — % % LE T,

. show u ~ show z



I show u ~ show z
show zone .

show zone

V—2ID, ITFAL, EX 2V T4 LV BIOAUAR—Z2FRT B2, FiHEEXEC
F— KT showzone =<2 R&EFEHALET,

show zone [ name ]

EX DA name ({£&) zonea~» RCTRESINTZ Y — L& ELET,

ATV R FI4NN T ANV NOBEBERMEITH Y A,

avy R E—FK WROFIZ, a~v FeANTELE—FERLET,
AV RE— | 27AT7O4A—ILE—F tXxa)F4aTFRE
k
=T K FSUARRT (V2T )L TILF
LYk
AVTHFRE (VAT A
7 —3)L o o S5 — o KHIE o KPS —
V7 4F =
Lr—g
avy FERE Jy— ZLTERE
z

932) Zoawr RKRNEBEMENELE,

FEREDHA KSq4Y Y —UREXFRT HITIE, show running-configzone =~ > R L £7,

il show zone =< > RIZDOWTIiL, ROHNESRL T 7,

ciscoasa# show zone outside-zone
Zone: zone-outside id: 2
Security-level: 0

Context: test-ctx

Zone Member(s) : 2

outsidel GigabitEthernet0/0

outside?2 GigabitEthernet0/1
EEavF avwvk B

clear configure zone S—r DA T 4 X2l —a k7 VT LET,

clear conn zone =B E 7 VT LET,

show u ~ show z .



. show zone

show u ~ show z |

avy kR

Bl

clear local-host zone

=V DRA N VT LET,

show asp table routing

TNy TAWTEEEX 2V T 4 NAT =TV ERRFL, KL— K
WCREAS I B — B FRR L E T,

show asp table zone

TRy ZANTEEREF 2V T 4 NA T =T N E2FRLET,

show conn long

V= DEERE R EFR LET,

show local-host zone

V= HNOB =) HRANDFRy NT—7RBEEEZF R LET,

show nameif zone

A B =T 2 A ABBIOY =M e FR LET,

show route zone

S A —T 2 ADN— N EFERLET,

show running-config
zone

S—rpDar 74 Xal—aryEnrLET,

show zone V—2ID, arTxF AL, BEXa VT4 LN, BIOA U AA—%
FoRLET,

zone N T4 = ERELET,

zone-member KNS T 490 =T B —T oA ZAZEY B TES,

. show u ~ show z



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



