show is ~ show m

» show isakmp ipsec-over-tcp stats (3 ~X—)
« show isakmpsa (5 ~<—)

» show isakmp stats (7 ~3—73)

» show isis database (11 ~<—7%)

» show isis hostname (20 ~X—°)

« show isis Isp-log (25 ~X—737)

» show isis neighbors (30 ~X—13)

* show isisrib (35 ~X—2)

« show isis spf-log (40 ~—3)

« show isis topology (46 ~X—)

» show kernel (51 ~—3)

» show kernel bridge (55 ~X—7)

s show lacp (57 ~X—7)

» show lacp cluster (60 ~X—1)

» show license (61 ~—72)

* show lisp eid (64 ~<—73°)

» show local-host (67 ~X—3")

s show logging (71 ~X—)

+ show mac-address-table (75 ~X—73)

» show mac-learn (77 ~X—7)

« show management-access (79 ~<—737)
+ show-map-domain (80 ~X—)

* show memory (82 ~X—7)

+ show memory all (95 ~<X—7)

+ show memory api (96 ~X—7)

+ show memory app-cache (97 ~X—73")
+ show memory appcache-threshold (101 ~X—13)
+ show memory binsize (103 ~<—73”)

+ show memory caller-address (105 ~X—12)

show is ~ show m .



* show memory delayed-free-poisoner (107 ~<—13")
* show memory logging (109 ~—13)

+ show memory profile (113 ~<X—73)

+ show memory region (116 ~X—1)

+ show memory top-usage (121 ~X—7)
« show memory tracking (123 ~—3)

* show memory utilization (125 ~<X—2°)
* show memory webvpn (126 ~—3)

+ show mfib (129 ~—7)

+ show mfib active (131 ~X—7)

+ show mfib count (133 ~X—73")

» show mfib interface (135 ~X—73)

* show mfib reserved (136 ~—3)

* show mfib status (138 ~—3)

s show mfib summary (139 ~X—73)

+ show mfib verbose (140 ~—73)

s show mgep (142 ~X—72)

« show mmp (144 ~—72)

* show mode (145 ~<X—2)

* show module (146 ~=—737)

+ show monitor-interface (153 ~X—1)
+ show mrib client (155 ~X—73")

+ show mrib route (157 ~X—7)

+ show mroute (159 ~X—<")

. show is ~ show m

show is ~ showm |



I show is ~ show m

show isakmp ipsec-over-tcp stats

IPsec over TCP D FATREFAHE R A TR T 2121E, Fr— b a7 4 Falb—v g E—F
F 721345 EXEC & — K C show isakmp ipsec-over tcp stats =~ > K& A L £,

B DEREA

AR TIAIE

ATV R E—F

show isakmp ipsec-over-tcp stats

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N FOBERERSH D EH A,

ROFIZ, a~ P ANNTELE—FERLET,

show isakmp ipsec-over-tcp stats .

ARV KRE— | T7AT7 24— ILE—F X2 )TV TFREb
k
=Ty F FSURART (VU TL <ILF
Lk
AVTFRE |VRTL
Ja—N)L a o Xtha — o XHI o X5his _
V7 4%
L—ya
FHE EXEC o KPR — o %I o %I —
av Y FERE J)y—R ZEEAB

ASA {f8  show isakmp ipsec-over-tcp stats =< > RGBS E L7,
(1)
7.2(1) show isakmp ipsec-over-tcp stats =~ > R3BEIE X 41 E L7z, show cryptoisakmp

ipsec-over-tcp stats =~ > N, ZUCEE#DL DT,
9.0(1) <IF arTHRA R ET— ROV R—FBRBMENE LT,

FEREDHA KS4 Y

Toavry ROBHIZIE., IROT 4 —L KREENTWET,

* Embryonic connections

 Active connections

* Previous connections

* Inbound packets

* Inbound dropped packets

* Outbound packets

* Outbound dropped packets

show is ~ show m .



. show isakmp ipsec-over-tcp stats

* RST packets

* Received ACK heart-beat packets

* Bad headers

* Bad trailers

* Timer failures

* Checksum errors

* Internal errors

3l
BRTSNET,

show is ~ showm |

KOH|EZ T a— a7 4 Falb— g F— RTAHTS L. ISAKMP #EHEHR

ciscoasa(config) # show isakmp ipsec-over-tcp stats

Global IPsec over TCP Statistics
Embryonic connections: 2
Active connections: 132
Previous connections: 146
Inbound packets: 6000
Inbound dropped packets:
Outbound packets: 0
Outbound dropped packets: 0

RST packets: 260

Received ACK heart-beat packets:
Bad headers: 0

Bad trailers: O

Timer failures: O

Checksum errors: 0

Internal errors: O

ciscoasa (config) #

30

10

BEEav R avw vk

Bl

clear configure crypto isakmp

TRTOISAKMP =27 4 X2 Lb—var w77 LE
j‘o

clear configurecryptoisakmp policy

FTRTOISAKMP RY > — a7 4 Fal—a a7y
V7 LET,

clear cryptoisakmp sa

IKE V2 ALSAT—HR=Z% 7 V7 LET,

cryptoisakmp enable

IPsec 7 23 ASA LiBETHA X —T =4 A LD
ISAKMP % Fy = —3 g v 32— LET,

show running-config cryptoisakmp

TIT A T7RISAKMP 27 4 Xalb—3 g &3 _C
FoRLET,

. show is ~ show m



I show is ~ showm
show isakmp sa .

show isakmp sa

IKEZ %A LSAT —H_XR—RA%FRTHIZF, Jo—bary74Falb—v g F—K
F 721345 EXEC £— K Cshowisakmpsa =~ > K& AL £,

show isakmp sa [ detail ]

BXDEREA detail SA 7 — X ~X— 2 (TBT HFMIL A TR L ET,

ATV RFEIHIN T 7ANNOEBERHEIZH Y A,

WDOFIZ, a~vr REANTELE—RERLET,

AR EE—F
&
M=Tyk | FSVRART VUL <ILF
LYk
AVTFERbL | VAT L

7a—s3 )L a o S — o X o %t —
V74K

=3

Kt EXEC « b — . S . —

A

7.0(1)  showisakmpsa =~ > RABEMENE LT,

72(1) Zoo~r RIEEEIEESE Lz, showceryptoisakmp sa =~ > Rik, THIZE &
bbHHDTT,

90(1) —~=nAF arsrxAhET—ROFR—FREBMENE LT,

FEREDHA KSqy O FOHNITIZ, ROT 4=V FRGFEATHVET,

detail 7 3 VAR E LR WS

Eo

IKE Peer # 4 | Dr| Ry | Rt
—

209.165.200.225 | L2L | Int | No | MM_Active

detail 7> a U EIRE L-HES

show is ~ show m .



. show isakmp sa

show is ~ showm |

IKE Peer % 4 |Dr|Rky|ffrE Encrypt | Hash | 323 Lifetime

209.165.200.225 | L2L | Int |No | MM_Active | 3des | mdS5 | preshrd | 86400

2 WROB| e 7o —rL a7 4 Fal—vary E—RCTANTLHE, SAT—FX—2
BT DREifE R R RSN ET,
ciscoasa(config) # show isakmp sa detail
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
1 209.165.200.225 User Resp No AM Active 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
2 209.165.200.226 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
3 209.165.200.227 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
4 209.165.200.228 User Resp No AM ACTIVE 3des SHA preshrd 86400
ciscoasa(config) #

EEav2 R av Uk Bl

clear configureisakmp

FTRTOISAKMP 27 4 Fa2b—ara27 U7 LET,

clear configureisakmp
policy

TRTHOISAKMP RV > — a7 4 FXal—arvx 707 L
i—a‘o

clear isakmp sa

IKE T V2 ALSAT—HRX—=ZA% 7 VT LET,

isakmp enable

IPsec BT 23 ASA LiB(ET DA X —7 =14 A D ISAKMP *
dyvE—varEARF—TNIZLET,

show running-configisakmp | 7 7 ¢t 772 ISAKMP 2> 7 4 X2 L —3 3 U 2T _RTHERL

i—a—o

. show is ~ show m




I show is ~ show m

show isakmp stats

FATMHEHE A 2R T 210E, /r— L 37 4 Fab—va v E— FEITHHEEXEC
£ — KT showisakmp stats =~ > K& L £,

B DEREA

AR TIAIE

ATV R E—F

show isakmp stats

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N FOBERERSH D EH A,

ROFIZ, a~ P ANNTELE—FERLET,

show isakmp stats .

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
k
=Ty F FSURART (VU TL <ILF
Lk
AVTHFRAM [ VRATL
Ja—N)L a o Xtha — o XHI o X5his _
V7 4K
L—ya v
FiHE EXEC o KFIE — o %F . ks —
av Y FERE J)y—x ZEERNE
ASA iiF8 show isakmp stats =~ > RGBS E Lz,
(1)
7.2(1) ZOawr RIFBEIEESE Lz, show cryptoisakmp stats =~ > Rix, Zhic
BEEHEDLHEDTT,
9.0(1) <A F ArFH AL T FOFHR— hRBEMEE L,

FEREDAHA RS2

KA Fx, BT 5 cikePhaseIGW I 7 U X IZw v BV LET, INHDH T X DEE
[CISCO-IPSEC-FLOW-MONITOR-MIB.my] #ZM L T 72 &0,

FNZDWTIE,

* Active/Standby Tunnels : cikePhasel GWActiveTunnels

* Previous Tunnels : cikePhasel GWPreviousTunnels

* In Octets : cikePhasel GWInOctets

* In Packets : cikePhasel GWInPkts

* In Drop Packets : cikePhase]l GWInDropPkts

show is ~ show m .



show is ~ showm |
. show isakmp stats

* In Notifys : cikePhase]l GWInNotifys
* In P2 Exchanges : cikePhase]l GWInP2Exchgs
* In P2 Exchange Invalids : cikePhasel GWInP2ExchgInvalids
* In P2 Exchange Rejects : cikePhasel GWInP2ExchgRejects
* In P2 Sa Delete Requests : cikePhase] GWInP2SaDelRequests
* Out Octets : cikePhase]l GWOutOctets
* Out Packets : cikePhasel GWOutPkts
* Out Drop Packets : cikePhasel GWOutDropPkts
* Out Notifys : cikePhasel GWOutNotifys
* Out P2 Exchanges : cikePhasel GWOutP2Exchgs
* Out P2 Exchange Invalids : cikePhase]l GWOutP2ExchgInvalids
* Out P2 Exchange Rejects : cikePhase]l GWOutP2ExchgRejects
* Out P2 Sa Delete Requests : cikePhasel GWOutP2SaDelRequests
* Initiator Tunnels : cikePhaselGWInitTunnels
* Initiator Fails : cikePhase]l GWInitTunnelFails
* Responder Fails : cikePhase]l GWRespTunnelFails
* System Capacity Fails : cikePhasel GWSysCapFails
* Auth Fails : cikePhasel GWAuthFails
* Decrypt Fails : cikePhasel GWDecryptFails
* Hash Valid Fails : cikePhasel GWHashValidFails
* No Sa Fails : cikePhase] GWNoSaFails
ZDa~y RO, ROTZ 4=/ RREERTOES,
* Global IKE Statistics
* Active Tunnels
* In Octets
* In Packets
* In Drop Packets
* In Notifys
* In P2 Exchanges

* In P2 Exchange Invalids

. show is ~ show m



I show is ~ showm
show isakmp stats .

* In P2 Exchange Rejects

* In P2 Sa Delete Requests
* Out Octets

* Out Packets

* Out Drop Packets

* Out Notifys

* Out P2 Exchanges

* Out P2 Exchange Invalids
* Out P2 Exchange Rejects
* Out P2 Sa Delete Requests
* Initiator Tunnels

* Initiator Fails

* Responder Fails

* System Capacity Fails

* Auth Fails

* Decrypt Fails

* Hash Valid Fails

* No Sa Fails

i WOBIE 7 a— ) ar 7 4 ¥ alb—yarE— RTANTSHE, ISAKMP #EaHE
NFERENET,

ciscoasa(config)# show isakmp stats
Global IKE Statistics
Active Tunnels: 132
Previous Tunnels: 132

In Octets: 195471

In Packets: 1854

In Drop Packets: 925

In Notifys: 0

In P2 Exchanges: 132

In P2 Exchange Invalids: 0
In P2 Exchange Rejects: 0
In P2 Sa Delete Requests: O
Out Octets: 119029

Out Packets: 796

Out Drop Packets: 0

Out Notifys: 264

Out P2 Exchanges: 0

Out P2 Exchange Invalids: 0
Out P2 Exchange Rejects: 0O
Out P2 Sa Delete Requests: 0
Initiator Tunnels: 0

show is ~ show m .



show is ~ showm |
. show isakmp stats

Initiator Fails: O
Responder Fails: 0
System Capacity Fails: 0
Auth Fails: O

Decrypt Fails: O

Hash Valid Fails: O

No Sa Fails: O
ciscoasa(config) #

BEITUFR avw kR &R

clear configureisakmp FTRTOISAKMP 2> 7 4 X2 lb—3arvi 7 U7 LET,

clear configureisakmp TRTOISAKMP R v — a7 4F¥al—var &7 U7 L

policy £,

clear isakmp sa IKEZ VXA LSAT—H_X—R%E 7 VT LET,

isakmp enable IPsec 7 75 ASA LiE{ET 54 v ¥ —7 = A A LD ISAKMP *
dvx—va kA R—TMILET,

show running-configisakmp | 7 7 5 ¢t 772 ISAKMP =1 7 f ¥ 2 L—3 3 U &2 _RTHERL
ij—o

. show is ~ show m




I show is ~ show m
show isis database .

show isis database

IS-(IS U v AT — b F—HR_R—ZA & FR_THI21E., ¥iHE EXEC =— KT show isisdatabase =
~  REHFEALET,

show isisdatabase [ { detail | verbose } [ ip [ unicast ] |ipv6 [ unicast 1] [ topology base]] [

level-1 | level-2 ]
EX DA level-1 ULEE) L L1 DISIS U v 7 AF— N7 —Z_R— 2% R LET,

level-2 EE) L-UL2DIS-IS Vv /7 AT — hF— A _— 25k LET,

ip (7> a) IPVAT RLAZ77IUDISIS V7 AT — K F—H_R— 2%
ForRLET,

ipv6 (FF2a) IPv6 7T RLATZ77IVUDISAS VvV AT —h F—F_X— 2 %
FRLET,

detail EE) %V 27 A7 — bk 287> bk (LSP) davF vy iaFiELET,

verbose (A7 ay) SIS F—2 _R— AT 5 BMEREE R LET,

topology (A7 3) MIR hARrPEFERSLET,

base

unicast (FAFvay) a=Fx AN T RLZA 77 IVEFRRLET,

ATVRTFIFIR T 7ANNOEEREITH Y EEA,

v RKE—FK WDOEIC, a2 R ANTEXHE—FE2 R LET,

AXVRFE— | T7AT7 24— ILE—F XT3 TFRE

k

=Ty k FSUARRT (VUL TILF
LYk
AVTEFERE | VRTLA

R EXEC o« i — o Xt o X —
avy FERE y)— ZEERE

Z

9.6(1) Zoa~rRFRBMENELRE,

FEELEODHARSAYy ZOaAXUFNE SISV VI AT — K T—FR=2&FFLET,

show is ~ show m .




. show isis database

3l

wIZ,

ciscoasa# show isis database
IS-IS Level-1 Link State Database:

show isisdatabase ==~ > RO Sl 2~ L £,

show is ~ showm |

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL

cl.00-00 0xeal9d300 0x3d0d 674 0/0/0
routerA.00-00 0x1b541556 0xa349 928 0/0/0
c3.00-00 0x9257¢c979 0x9952 759 0/0/0
c2.00-00 *0xefl1le977 0x3188 489 0/0/0
c2.01-00 *0xa8333£03 Oxd6ea 829 0/0/0
IS-IS Level-2 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL

cl1.00-00 0x63871f24 Oxaba?2 526

0/0/0

routerA.00-00 0x0d540b55 0x81d7 472 0/0/0
routerA.00-01 Oxfff£f££01 0xe20b 677 0/0/0
c3.00-00 0x002e5434 0xb20a 487 0/0/0
c2.00-00 *0x74£d4d1227 Oxbb0f 742 0/0/0
c2.01-00 *0x7ee72cla 0xb506 968 0/0/0

%= 1:show isis database D 7 4 —JL K

J4—ILF

FtEA

LSPID

LSP D ID, H&FID 6427 T v ME, LSPEAER LIZLV—F DT 25 L 1D %%
RLET,

WOF 7T > MIBEL, — R ID TH, ZO/A FBFEErOEE, LSP LY
AT LNEDY 7 R LET, Brdaid, LSPIX, Wb 2 IEEEEL
/— R LSP C7, ZDAH=AA{L, Open Shortest Path First (OSPF) & |
ANDN—B YT AT =T RAZA XA~ (LSA) IZHEEIL TWET,
LSP (X, fFEm—Z OREEFLR L ET,

& LANIZX LT, #® LAN OHENL—Z1T5EL 2 — R LSP OfERkE L7
Z v R&EITW, ZO LAN [ZER ST X TCOV AT AETRR LET,

wtEDOA 77T v MNILSP HE S TY, H—0O LSPIZINAFRERELZ B2 57 —
ZNHHBEIE, LSPITEBRDO LSP 75 7 A v MIHBIShET, 7577
AV M, BARDLSPHESZNEID Y TOHNEST, TAXIURT (*) 1L, £
DLSP, ZDa<wy ROEETDY AT AL > TERENT-ZEERL
7,

LSP Seq Num

DT AT ARBETLLORAEREZE L TWENHETE 5, LSPO T —
U AEE,

LSP Checksum

LSP X7y FDF = v 7L,

LSP Holdtime

LSP BNARhTH 5 (L) . LSPHoldtime 23 Y 1 THh 541X, LSPA
NR=VENT, T RCOAL—=HDI I AT — KT —%~X—2Z (LSDB) MbH
HIfRENTWAZ & Z/RLET, ZOfEIX, /N— 372 LSP 23, 522ITHI
&5 FE TIZ LSDB WICHEA(ET D 2R L £,

. show is ~ show m



I show is ~ show m

show isis database .

J4—J)LK |EREA

ATT AttachtB >y b, ZDOEw MI, FONAL—FZRLUL2L—F THLHAHT-0H. il
DY TIZEZETELHZEERLET, LUVITRTOL—F BIUMO L
NIV =R E DGR R ST UL 12 b—H %, Attach By R &2 LT
BHITW L2 —F R L ET, L—F, KbV L2 /—H
DT TN N—bFERLET,

p PEw b, FES AT LAPMEEEER ) T N—=F 4 aThHoHNE D)
FHRHLET, PRaBIlOMoRr 22—, = U7 X—F 13 MEE%
FR— b LEE A,

OL WEME > R, ISHRMEL TWDNE I NEHLET, WARTE Yy ity
MEnd e, hor—2i%, V—FZHE L TNWDEXITHHfL—ZE LT
DYAT LEFEHALERA, WA > TWDL— X [ ZEBEEH S V2565
DTy NN, ZOL—ZITEESNET,

&Iz, showisisdatabasedetail =~ RO AR LET, HAIRENSE LD
|2, showisisdatabase =~ R THRKRINDIHERICI AT, show isisdatabase detail
I RIZEVHLSP DT oY REREINET,

ciscoasa# show isis database detail

IS-IS Level-1 Link State Database:

LSPID LSP Seqg Num LSP Checksum LSP Holdtime ATT/P/OL

c1.00-00 0xeal9d301 0x3b0e 1189 0/0/0

Area Address: 49.0001

NLPID: Oxcc
Hostname: cl
IP Address: 10.22.22.1
Metric: 10 IP 10.22.22.0 255.255.255.0
Metric: 10 IS c2.01
routerA.00-00 0x1b541556 0xa349 642 0/0/0
Area Address: 49.0001
NLPID: Oxcc
Hostname: routerA
IP Address: 10.22.22.5
Metric: 10 IP 10.22.22.0 255.255.255.0
Metric: 10 IS c2.01

& 2:show isis database detail D 7 1« —)L K

74 —JL K |EHBAH

Area =B NBRIERRER ) 7 7 R A, L-UL 1 LSP OE1E. BFET/L—F
Address FCFEBICLIVRESNAT YT 7 RLRICARD ET, L~UL2LSP DA,
ZON—ENBTEHZYTOTRTCOY T 7T RLRAIZARD £,

AU w7 | EEMNL—F LT RANE AL XENTZRA N—ROBERERO 2 2 N OIS-IS A
MU w7 F2E3ET RAXZ A XGTEDON—ZINGT RN A XktGosie AP 7
RLRA, =y R Y A7 A[ES]. £721LCLNS L7 1 v 7 R) ICHIET 5 2%
FHOA Y v 7,

show is ~ show m .



. show isis database

wIZ,

show is ~ showm |

show isisdatabasedetail =~ > FOH B EZ~LET, TDLSPIL, L2

LSP T9, = U7 7 KL Z39.0001 I, »—ZWF(ETHZITDOT RLATT,

ciscoasa# show isis database 12 detail
IS-IS Level-2 Link State Database:

LSPID LSP Seqg Num LSP Checksum LSP Holdtime
cl.00-00 0x63871£25 Oxa9a3
Area Address: 49.0001
NLPID: Oxcc
Hostname: cl
IP Address: 10.22.22.1
Metric: 10 IS c2.01
routerA.00-00 0x0d540b56 0x7£d8
Area Address: 49.0001
NLPID: Oxcc
Hostname: routerA
IP Address: 10.22.22.5
Metric: 10 IS c2.01
Metric: 0 IP-External 1.1.1.0 255.255.255.0
Metric: 0 IP-External 2.1.1.0 255.255.255.0
Metric: 0 IP-External 2.2.2.0 255.255.255.0
Metric: 0 IP-External 3.1.1.0 255.255.255.0

&Iz, showisisdatabaseverbose =~ > RO %2R LE T,

ciscoasa# show isis database verbose
IS-IS Level-1 Link State Database:

LSPID

cl.00-00
Area Address:
NLPID:
Hostname: cl
IP Address:
Metric:
Metric:

routerA.00-00
Area Address:
NLPID:

LSP Seqg Num LSP Checksum LSP Holdtime
*0xeal9d301 0x3b0e 644

49.0001

Oxcc

22.22.22.1
10 IP 22.22.22.0 255.255.255.0
10 IS c2.01
0x1b541557
49.0001
Oxcc

Oxalda 783

Hostname: routerA

IP Address:
Metric:
Metric:

. show is ~ show m

22.22.22.5
10 IP 22.22.22.0 255.255.255.0
10 IS c2.01

ATT/P/OL
0/0/0
0/0/0
ATT/P/OL
0/0/0
0/0/0



I show is ~ show m

show isis database .

3= 3:show isis database verbose 0 7 4 — )L K

TJ4—ILF

Bl

LSPID

Vo2 27—k X7 vk (LSP) ID, &#ID 6 47 7 v bi&, LSP &4k L
P—Z DY AT AID K LET,

ROA T T v MIELL, — FIDTY, ZO/A FRErOFEE, LSPILY
AT EMEDY 7 R LET, Br ThuvgAlL, LSPIXIEERE ) — K
LSP C9, Z iU, Open Shortest Path First (OSPF) ¢/L—% LSA & Hi{Ll LT
BY . LSPIZEE L/ —F OREEZTR LET, FLANIZR LT, D LAN
DIFEN—Z T/ — R LSP DAEIB L7 7 v F&ATV, £ LAN IZ
B szt _RTov AT AR LET,

BEDF T T v MILSPH S TT, §XTOT—FNH—D LSPIZNATE
RWEAIX, TOLSPITEHDLSP 77 7 A MIpElanEd, 757
A MTE, Z2DLSPEZVEIV S TORET, TAZIZXT7 (%) 1L,
ZDAvY FEFMELIEV AT ANLSP #AR LIz Z L 2R LET,

LSP Seq Num

DT AT NINFIGTEN O RFTTERE ZE L TWDENHETE 5, LSPOT—
U AEE,

LSP Checksum

LSP /%7y FDOF = v 7 W A,

LSP Holdtime

LSP N AN Tdh D (RPEAL) . LSP Holdtime 28 ¥ 1 T&H 5 ¥41%. LSP
D=V ENT, TRCONL—FDY 7 AT — |k F—H~—=Z (LSDB)

MOHIREN TS Z 2R LET, ZOMHEIF, N—Y SN LSP 2, %R
\ZHIBR S 415 F T2 LSDB WNICAFET DI AR L £ 7,

ATT

Attach By by, ZOE Y M, FONL—FZNL L2 L —HTHLHHT280,
o= TICBIFETEXAZ EERLET, LUV —H|L, Attach B> b
EEALT, &ZkbifWL~L 2 v—Z 2 LES, L—2E, kbt
YL 2 = H DT T 4V h— N EFRELET,

Pty b, ZOEY MI, ISHRZYT RXR=F 4> a2 EETELIZNE I M
FHRELET, YA aBLOMoRVZ—iZ, =T =T 4 a MEEE
PrR—rLEEA,

OL

WEME Y b, ZOEy ME, ISBRMELTHWDE I nEHE L ET, i
AffEy b3y hEND L, DONL—F 1T, V—FEHELTWD & &I,
HfL— 2 L LTCZDOVAT AEEALERA, BARICRSTNDHL—H
CEAERE SNT258 e D3y RN, ZO—Z IZEEERET,

Area Address

=B NLEIFERRE/R= ) T 7 KL A, UL 1LSP DAL, EEFxL—
ZETCFENCLVREINDIZ VT 7T RLVRIZRY £9, L-~UL2LSP D
B, ZOV—EZRNETHZVTOTATCOZY T 7 RLRIZRD £,

NLPID

Fv hU—27@7 1 k=D,

show is ~ show m .



. show isis database

show is ~ showm |

J4—IJLF SR BA

Hostname J—ROEKA M,

JL—4 1D J—=RDOK T T 4w 2 P=7 Y 7 —4 D,

IP Address AHE—T A ADIPVET KL A,

ANY w7 BEIN—ZET RARZA ZINDIA N OREEED 2 A D IS-IS A |

TEEY) o

Vo7, F7203T7 I A RXTEHNL—FINET RANZ A XEND5E5EFE TIZ
MINAHIA DA R (IPT RLVA, = K Z2AT5T A (ES) .
FIvary ARy NU—7 —E R (CLNS) OT V7 4 v 7 AERE

R e=

TI74=T4 |77y RENTWDLY 7T Z 7,

Physical BW

Uy ofsiEagE (By M)

Reservable BW | = » U o 7 O P Al GEH 5 IS,

BW Unreserved | 34 7] G2 &R,

BEa~vy

K

avwU kR

Bl

advertise passive-only

Ry T A B—=T 2 A AT RREZ A XTHLIITASA %
FRELET,

area-passwor d

IS-IS = V) TG A T — NE2RELET,

authentication key

IS-IS DERFEA /' 2 — L THINZ L E T,

authentication mode

T — L7 IS-IS A A K 2 AT LT IS-IS 2347 N Tf#
HENDIRIEE—ROX A TEEELE T,

authentication send-only

Ta—r U7 IS-IS A4 VAKX VAT, EEENSE (ZETIE
72K) IS-IS X7y F CORFBIENRFEITEIND L HOICHEEL
—a_o

clear isis

IS-IS 7 — X #&&Ex 7 V7 LET,

default-information originate

IS-ISV—F 4 7 RAL LV ~DF T+ R — hEERKRLE
ﬁ‘o

distance

IS-IS 7’u ha iz kR ENTZL— MNMZEID Y Tond 7T
RIZAML—T 4T TAAF L ABTERZLET,

domain-password

IS-IS KA A VRN AT — REHRELFT,

fast-flood

IS-ISLSP R 7 MR B X 9T ELET,

. show is ~ show m



I show is ~ show m

show isis database .

avy kR

B

hello padding

IS-IS hello % 7/ MTU ¥ RIZREL £,

hostname dynamic

IS-ISZAF v RANEEZANCLET,

ignore-Isp-errors

N F = 795 =T —DH 5 IS-ISLSP #5%(5 LTZBEIC
LSP #/X—TFT 5D TIHERBET DL IOICASA ZHRELE
ﬁ‘o

isis adjacency-filter

IS-IS BEREEBAMR DM % 7 4 L Z AP L £,

isis advertise-prefix

IS(IS A v X —T = A AT, LSPT RNRZ A XA FafEf L
TP DXy NU—J DIS-IS T VLT 4 w7 A% T RARZA
X‘Liﬁ‘o

isis authentication key

4"/57**7::4'?W1ﬁ'3“5m.£%7ﬁxﬁ L/jz—g)qo

isis authentication mode

A B—=T a2 A AT LT, SV AZ A
N CHEASNDIEIEET— NOX A T HRT

XL TISIS ™7
ELET,

isis authentication send-only

EEEIND (ZIET
EERITTAH LI
AHERELET,

if£<) IS-IS /\/7/ }‘ ﬂbf@ﬁwun
AVH—T 2 A AT EDISISA VAKX

isiscircuit-type

IS-IS CTREH SN ABERRD X A TH2RELET,

isis csnp-interval

To— K&y A A F—T A AL TERIIIZCSNP 7 v
FREEINLEREEFRTELET,

isis hello-interval

IS-IS 2%:# 5 L Chello/N7 v F & EETARMOE I &EE
e

isis hello-multiplier

FAN=DRIE LT LN TE 5 IS-IShello 737 v RO FK
WERELET, AKESINTE Ty MR ZDEEBZD
ELASAITBEEN A T LTS EES LET,

isishello padding

IS-IShello A v X —T7 = A AL D7/ MTU ¥ A RIZEE
L\ij—o

isislIsp-interval

A B —T A AT EOEET D IS-IS LSP 255 M D EZIERFH
ERELET,

isismetric IS-IS A MU w7 Oz ELET,
isis password AV B —T oA ADRA/AT — REHELET,
isispriority AV B =T 2 A ATOREINTASA DT TAF VT 1 &%

Hﬂzbi—a‘o

show is ~ show m .



. show isis database

show is ~ showm |

avy kR

B

isis protocol shutdown

A BE—=T 2 A AT LIZISIS 70 a v EEMICLET,

isisretransmit-interval

A B —T x4 A LD IS-IS LSP O FHEEMOM 2 3% E L
*9,

isisretransmit-throttle-interval

A B —T 2 A A DS IS-IS LSP DFEEER OB Z 7% E L
i‘é—o

isistag IP L7 4w 7 ABLSPICHHASINTZEXIZ, /1 V¥ —T =
A ACHREESNTZIP T RLAIZZ V2R ELET,
istype [S-ISIV—F 4 7 Tkt ZADN—F 4 7 L~UL&E ) 4T

£

log-adjacency-changes

NLSPIS-IS BEERUE N AT — "2 E (T v 7 E2i3F v V)
TAHABIT, ASADE T A v —IFARTEXAL9ICLET,

Isp-full suppress

PDUR T Vi oTe & X2, MflSndL— 2R ELET,

Isp-gen-interval

LSPARDISIS 2y h) v T hhAZ~A A LET,

Isp-refresh-interval

LSP O HHME 2 i E L £

max-ar ea-addr esses

IS-IS = U 7 OEBBNMOFET FLAZHELET,

max-Isp-lifetime

LSP WNHEH ENTIZT ASA OF —FZ_XR—ANTHRE SN SRR
P A E L E T,

maximum-paths

IS-ISDvNLF 2 a—R =T FERELET,

metric FTRTDISIS A v X —T = A ADA N v 7 fliE T a— L
WCEELET,

metric-style HHAZA L, BE, BXOEAT7 Y27 F (TLV) &4k
L. TLV OHZZIFAND £ DT, IS-IS Z## L TV 5 ASA
ERELET,

net N—F 47 Fa A NET #BEELET,

passive-interface

Ry T A v B =T 2 AERELET,

prc-interval

PRCDIS-IS Ay N v T h AR~ A A LET,

protocol shutdown

A B —T A AL TH#EEREZIER L CTLSP 77— & X— X
EOVTTHIENTERVWEIIIZ, ISFISTr haiiazro—
VTN L ET,

redistributeisis

FRZL L I B L 2~ EF L2 0n L]
~, IS IS b— M &= FHEdm LET,

. show is ~ show m



I show is ~ show m

show isis database .

avy kR

B

route priority high

IS-ISIP V7 4 w7 ANA TT7AF )T 4 Z2EID Y CE
?—0

router isis

IS-IS V=T 4 > T A F—T M LET,

set-attached-bit

LoyL ] & Ly 2 DL — %8 Attach By 2 FRET D00
ENHDLLGEOHINEREE LET,

set-over load-bit

SPFEHEOFMFA v 7 & L THEATE Z2nWZ L &2 fho /L —X|Z
WENTH LT ASA ZHRELET,

show clns

CLNS EH DOEFEREFR R LET,

show isis

IS-IS DIFH A= TR L ET,

show routeisis

IS-ISV— hEFRLET,

spf-interval

SPF #HLDISIS A1y P U v VA AL~ A ALET,

summary-address

IS-IS DEMT R AEERR L E T,

show is ~ show m .



. show isis hostname

show is ~ showm |

show isis hostname

B DEREA

AR TIAIE

ATV K E—F

IS-ISV—HDN—HZ EVATAID DV B 7T —T7 N M) 2R 51203, e
EXEC &— KT show isishosthame =~ > RZfEH L £7,

show isishostname
Zoa=wy RZIIBIEELZITF—U—RIbH D A,
T 7 4 NOBEEILH D FH A,

ROFIZ, a~ R ANNTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
K
=Ty F | FSVRART |V T)L TILF
LYk
AVTFEFRE [YRTL
¥HE EXEC o s — e . —

avy NERE

FEREDHA KSM4 Y

il

Ju— EEAE
S

9.6(1) Zoa~rRFRBMENELE,

IS-(IS/V—T 4 > 7 RAAL U TiE, ENV—XIZTV AT ALAIDICEVERENET, VAT AIDIT,
IS-IS /b— % Z L Ak S CU % Network Entity Title (NET) O—E8Cd, 7= & 21X, NET
49.0001.0023.0003.000a.00 2% E X TWBA—F DT AT AID A 0023.0003.000a TH 5 & L
F9, Xy NU—IEHEICLE ST, V—F TOAVTFTUVAR NI TNV a—T 4T D
M, V=24 LT AT LID OREERZTHNDOIFEHE LW & T9, showisishostname =~
VREANTAHE V—EL L AT AID DY ST =T NICEEN ST N BRFER
ENET,

no hostnamedynamic =~ > FZ AJJ L TH A F I v 7 AR A MRS EIC STV ng
B, ~ v LTI EFA T IV T RAN T T—T A THERINLET,

KIT, ciscoASA DR A M4, & 288 L, NET 49.0001.0050.0500.5005.00 % ciscoASA (Z %]
DY THHIZRLET,

ciscoasa(config)# hostname ciscoASA

ciscoASA (config) # router isis

ciscoASA (config-router)# net 49.0001.0050.0500.5005.00
ciscoASA (config-router)# hostname dynamic

ciscoASA (config-router) #

. show is ~ show m



I show is ~ show m

show isis hostname .

showisishosthame =2~ > R& AT 2B L, ¥4 FIv I ZA N~y BT T—T
NFEREINET, XA T IvI KRAN v BT T—T /X, ciscoASA, c2, ¢35
X OrouterA LW IHLETOT—H L L—F D V—ELLEL AT LID D~ v E LT

TN ) EFRLET, ZOT—TNE, 3BV =X THY, ZFD
RA NGB L1 (L1) Vo7 A7 —h 7r bhaji (LSP) 2LV T RAZ A XX
NHEZELRLET, 2IFVL20—FTHY, FOFRAMIZL2LSPIZLD T

RAXZ A ZENFET, ASA ciscoASA DL ~ULD FICFE RTINS * 30513, TS,
ASA DN—HL{LEV AT AID O~y U ITIERTHLZ 2R LET,

ciscoASA# show isis hostname
Level System ID Dynamic Hostname (cl)
* 0050.0500.5005 ciscoASA

1 0050.0500.5007 c3

0050.0500.5006 routerA

2 0050.0500.5008 c2

BEaY

~

> >

avy kR

Bl

advertise passive-only

Ny v T A B =T xf A%T RRZAXTHEHITASA &
RELET,

area-password

ISISJ:JTHALJFL[E/\XU_]\% Hﬂiﬂbiﬁ_

authentication key

IS-IS DFIEE 7 u— L CTHEMZ L ET,

authentication mode

7a— L SIS A A X AWK LT IS-IS 2347w R T H
éhéwuum%‘— ]\0)&4)7%_’* Hﬂiﬂbij—o

authentication send-only

T —sNVIRISIS A VAKX AT, BEEND (ZETIEZ
<) IS-IS/Xry P CORBIHNFEITEND LHITHELET,

clear isis

IS-IS 7 — X 7 V7 LET,

default-information originate

SIS V—F 4 v RAALL~DF 74V b— FE2ERKRLE
-é‘o

distance

IS-IS7'e ha MLV EREINAL— MNMZED Y THENDT R
SEANL—T AT THAX U ABTFERLET,

domain-password

IS-IS RA A VEBFHNRAU— RAEZELET,

fast-flood

ISISLSP N7 T A LT E L FE T,

hello padding

IS-IS hello % 7L MTU A RIZRE L E 7,

hostname dynamic

IS-ISZAFI v 7 RANREEZENCLET,

ignore-lsp-errors

WNEF = 7V LT —D&H 5 IS-ISLSP %18 L 7= 5E 1T LSP
EN—UTHOTIE R EHT AL IICASA ZRELET,

show is ~ show m .



. show isis hostname

show is ~ showm |

avy kR

Bl

isis adjacency-filter

IS-IS M2 EAR DORENL 2 7 4 NV Z ALV L £97,

isis advertise-prefix

SISA v Z—T 2 A AT, LSPT7 RARZ A XA MR LT
Bt o2y NT—I2DISISTF LT 4 v I A%T RARZAL XL
7,

isisauthentication key

A B =T 2 A AKTHBIEEZHNZLET,

isis authentication mode

AUB =T 2 A AT LI, AV AZ AKX LTISIS /S b
THASNARIAT— RO A FaiEELET,

isisauthentication send-only

EEIND (ZETHEHRL) IS-IS/N 7 v MR L TORRFEE
ETTDE90, AV B —T 2 A RAZEDISISA VAX VA%
HRELET,

isiscircuit-type

IS-IS TR SN D BHEBIR D X A T2REL £

isiscsnp-interval

T —RFxY A~ A X —T x4 ALETEHAIZ CSNP /7
MREESNIEFEEHRELET,

isishello-interval

IS-IS 23ife L T hello /X7 v b & XET HIFH O K & 27 7E
£7.

isis hello-multiplier

FAN—DREIE LT LN TE S IS-IS hello 737 v MO HK
EEBELET, AL SN Ty MR ZOEEBZD &
ASA IZBEBEN A T L TCWA EEELET,

isishello padding

IS-IShello A v X —T7 =2 A AL D7/ MTU YA RITHE L
i‘a‘o

isislsp-interval

A VB =T 2 A AT L DT 2 IS-IS LSP 45 [ O B IEREH] %4
RELET,

isismetric IS-IS A MU w7 DfEEREL £,
isis password AV B =T 2 ADPBFENAT— R ELET,
isispriority A B =T A ATOIREESNTZASAD T T A F VT 4 ZiRE

LET,

isis protocol shutdown

A B =T 2 A AT EITISIS 7 u a3 LB EHC LET,

isisretransmit-interval

A B —T x4 A FDFKISISLSP OHEEM OB ZHRE L E
7,

isis
retransmit-throttle-interval

A B =T A A LD ISISLSP OFEEBORMARE L E
—é‘o

. show is ~ show m



I show is ~ show m

show isis hostname .

av R SRER

isistag IP7 V7 47 ANLSPICIiASNIZ L &EIC, A X —T A
AR ESNTZIP T RLRIZEZ 7 RTBELET,

istype [S-ISV—F 4 7 Tav ADN—T 4 7 LryLzEY) 4T

32’9‘«0

log-adjacency-changes

NLSP IS-IS BRI N AT — A AT (T v 7 E£134 7 0)
TAHRIZ, ASANE S Ayt —URERTEALSICLET,

Isp-full suppress

PDUMN TNV ol b X2, MflSndLr— FERELET,

Isp-gen-interval

LSPAMDIS-IS Ay N v T AZ~ A A LET,

Isp-refresh-interval

LSP O HHHEAZ s E L E T,

max-ar ea-addr esses

IS-IS = U 7 DBMOFET F L RAZRE L £,

max-lsp-lifetime

LSP A HH S TIZ ASA DT — Z RX— AN TIRFF &SN 5 e KR
Fﬁﬁ%a&ﬁ Li‘é—o

maximum-paths

SISO~ FR2Aa—R =T VU TR ELET,

metric FTRCDISISA v Z—T 2 A ADA N » 7% 7 a—LC
EELET,

metric-style HHAZAL, BE, BIMEA TV 27 b (TLV) ZAR L,
TLV OH %5 F AID K 51T, IS-IS Bl L T\ D ASA &%
EFLET,

net N—F 47 Frat 2D NET #+5E LET,

passive-interface

NRoyv T A B—T 2 A AERTELET,

prc-interval

PRCOIS-IS 2y N v T a2 Z~vA X LET,

protocol shutdown

A B —T oA AL CHEEREFEMR L TLSP T — X X—2 %
JVTTAHAZENTERNWEDIZ, SISV e hars /o —N
VTN LET,

redistributeisis

FRZ LU 1B LoUb 2o~ 723~ 2 b Lyl ] o,
IS-IS /b— M & FfdAm LE 5,

route priority high

IS-ISIP V7 4w 7 RINA TTAF VT 4 B0 Y TES,

router isis

IS-ISV—F 4 v T oA F—TNIZLET,

set-attached-bit

Lyl & LoYL 2 oL —Z 23 Attach By R AR ET B LEL
N HLEOHEREELET,

show is ~ show m .



. show isis hostname

show is ~ showm |

avy kR

Bl

set-over load-bit

SPF §tHEOHRIA v 7 LT TE a2 L 2o —Z (2
WHIT DL IICASA R ELET,

show clns

CLNS EH DIFREFR LET,

show isis

IS-IS DIEHRAEF R L ET,

show routeisis

IS-ISV— b &2FERLET,

spf-interval

SPF D ISIS Avy N v T H AL~ A X LET,

summary-address

IS-IS DEMT KL AZ/ER L E9,

. show is ~ show m



I show is ~ show m

show isis Isp-log

HLUWLSP & RU B — LA v Z—T oA AD, LU 1 BLORL~UL2DIS-IS V7 A
T— "y b (LSP) v 7 ZFKRT 51X, 7 EXEC & — KT showisislsp-log =~ & %

BXDEREA

AR FIAILE

ATV R E—F

AL £,

show isisIsp-log

ZOavwy FIESIBEELITF—U—RNEIH Y FHA,

T 74N OBEREIRSH D EH A,

WDFEIZ, a~vr REANTELE—RERLET,

show isis Isp-log .

OAXVFRFE— | T7AT7I94+—ILE—F XaYyF4aAVTFER R
k
=Tk FSURRT (DT TILF
Lk
AVTERR | VAT L
FHE EXEC o s — . . —

avy FERE

Jy— EEAE

A

9.6(1)

ooy RBMBEMENE L,

FEREDHA FS14 Y

3l

FHLUWLSP A U — LA v T —T 2L ADL~L 1 BLOL~L2DIS-IS V> AF—
k%4> b (LSP) Ou /7 %FK R LET,

&Iz, showisisIsp-log =~ > RO 2R L £9,

ciscoasa# show isis lsp-log

Level 1 LSP log

When Count Interface
04:16:47 1 subint
03:52:42 2 subint
03:52:12 1 subint
03:31:41 1 subint
03:30:08 2 subint
03:29:38 1 subint
03:09:07 1 subint
02:34:37 2 subint
02:34:07 1 subint
Level 2 LSP log
When Count Interface
03:09:27 1 subint
03:09:22 1 subint
02:34:57 2 subint

Triggers

CONFIG NEWADJ DIS

NEWADJ DIS
ATTACHFLAG
IPUP
CONFIG
DELADJ

DIS ES
NEWADJ
NEWADJ DIS

Triggers
CONFIG NEWADJ

NEWADJ
DIS

show is ~ show m .



. show isis Isp-log

02:34:50
02:34:27
02:13:57
02:13:52
01:35:58
01:35:51

[ R

show is ~ showm |

IPUP
subint CONFIG DELADJ
subint DELADJ
subint NEWADJ
subint IPIA

AREASET IPIA

3 4:show isis Isp-log D 7 4 —)L K

J4—ILF

A

When

LSP AR &N TH B OB,

Count

TDEEITHAELIA N FOHL

A HE—TxA
A

LSP ZFH OV LA v H—T = A A,

Triggers

LSPDO7F v RERNY =LAV, ROXH 72, LSPICAHEZ RV
=,

*AREASET : 77747 =V 7 &y "PEEINE LT,

« ATTACHFLAG : Attach £ M OIREENEHE S E L7z,

* CLEAR : 5O FED clear =2~ > RBEEFEINE LTz,
«CONFIG : fEED a7 4 FXalb—varyPNERINE LT,

* DELADJ : BEEZBIFRANZ 7 LE LT,

*DIS : DIS WA I7eh, FFEl ) — RAEHE I NE Lz,
*ES: =2 N VAT LAOBEBRPEE S NLE LT,

« HIPPITY : LSPDB i A faf &' b OARFENAEE S E L7z,

« IF_ DOWN : #7 L\ LSP 3L EE T,

«IP_DEF ORIG : JtDT 7 A/ MEBRNPEE I LE LT,

« IPDOWN : HE#HEHINTNDIP LT 4 v 7 AR T LE LT,

« [P EXTERNAL : Hf Sz IPV— BB =, FloidkbinE L
7o

«IPIA : = U 7R IP b— R BN T=h, TR E LT
«IPUP : EHEHHGESNTWDHIP F'L 7 ¢ v 7 AREBLE Lz,

« NEWADJ : B LW BEERIR N BINLE L7z,

« REDIST : fHfiE S 7= L~UL2 CLNS L— M AEFE SN E LTz,

« RRR_INFO : RRR Fi#igE Y ) — R {E#H,

. show is ~ show m



I show is ~ show m

show isis Isp-log .

BEa~Y

vk

avy kR

Bl

advertise passive-only

ST A H =T w A AET KAGA AT B E DI ASA &
RELET.

area-password

ISIS = V) 7RG XAV — R AR ELE T,

authentication key

IS-IS DFEE 7 u— SV CHEIZ L ET,

authentication mode

T — LR SIS A A X AWK LT IS-IS 234 > s T
énénmum:&‘—‘]‘@&/r7%f* L/iwgpo

authentication send-only

Ta—rVRRISISA U AZ AT, EEEND (ZETIER
<) 1SS v F TORBINFITEINDILHIITKRELET,

clear isis

IS-IS 7 — X #Ex= 7 V7 LET,

default-information originate

IS-ISV—FT 47 RAL L ~DT 75V A—rEARLE
ﬁ‘o

distance

IS-IS7' 1 ha/Wic kR Sz — MZED Y THENET R
SRR L—F 4T F U RE U AEERLET,

domain-password

IS-IS R A A VEFHI AU — RAZELET,

fast-flood

IS-ISLSP W7 M2 B L9 IR EL £,

hello padding

IS-IS hello % 7 /L MTU A XITEELET,

hostname dynamic

IS-IS # A F 32 v 7 RAMLHEREEAIZLET,

ignore-lsp-errors

W F = v 75T —0DdHh D5 IS-ISLSP #52{Z LTI=#E 12 LSP
EN—UTHOTII R EHT AL IICASA ZRELET,

isis adjacency-filter

IS-IS M2 EAR DRENL 2 7 4 NV Z ALV L £97,

isis advertise-prefix

SISA v Z—T 2 A AT, LSPT7 RARZ AL XA M LT
Bt o2y NI—J2DISISF LT 4 v I A%T RARZ AL XL
7,

isisauthentication key

4:/&‘—73:/])% 7§T¢6utunﬁ%ﬁij L/iﬁ—o

isis authentication mode

A B—=T A AT, AV AZ L RZK LTISIS A7 v b
T{%ﬁﬁ é*‘démun £— }‘\@’/&‘7/])70%1:§Hﬂiﬂbi—§«o

isisauthentication send-only

EEEND FEETIERL) SISy MOk L TORRBIHEE
ETTDE90, A F—T 2 A RAZEDISISA VAZ VA%
HELET,

isiscircuit-type

IS-IS TR S D BHEBIR D X A T2REL £

show is ~ show m .



. show isis Isp-log

show is ~ showm |

avy kR

Bl

isis csnp-interval

To—RE¥Y A A X—T 24 A ETERIIC CSNP /7
FAEEINLEBERELET,

isis hello-interval

IS-IS 23E i L C hello /37 v h & B ET A OEIZEE L
F7,

isis hello-multiplier

FAN—NREIEL T Z N TE B IS-IS hello 737 MDD EK
WAEFELET, REE SN AAry NN O ABZ D &,
ASA TR A T LTWB EEELET,

isishello padding

IS-IShello A ' #—T7 = A AZ L D7V MTU A XITREL
ij—o

isisIsp-interval

A H—T A AT L O B IS-IS LSP 55 [ 0 IEHE ] %
HELET,

isismetric IS-IS A RV v 7 OEZFRE L ET,
isis password AV H—T 2 ADBIFNRAT— REBZELET,
isispriority A B =T 2 A ATORESNTZASADT T A F VT 4 % E

L/iﬁ—o

isis protocol shutdown

A H =T 2 A AT LITISIS 7 a b a VI LET,

isisretransmit-interval

A B =T A A LD ISISLSP OFEEBORMARE L E
—é‘o

isis
retransmit-throttle-interval

A B —T A A FEDOKISISLSP OFEEBORKEMARTE L E
KR

isistag IPF LT 47 ABRLSPICHA SN EEIZ, A ¥ —T A
AICREESNTZIP T RLRIZEZ 7 2RELET,
istype SIS V—F 4 v 7 Fat ZADN—F 4 7 L~-YLZE Y 4T

£,

log-adjacency-changes

NLSP IS-IS BRI N AT — F 2B E (T v 7T EFF T V)
THBIC, ASADR T Ayt —V% AR TESL5ICLET,

Isp-full suppress

PDUMNR T W7ol X2, Iflsndr— b EHRELET,

Isp-gen-interval

LSP AP ISIS Avy N v T B W AF~ A A LET,

Isp-refresh-interval

LSP O HOF bR 2 i L £97

max-ar ea-addr esses

IS-IS = U 7 OEMOFET RLAZRELET,

. show is ~ show m



I show is ~ show m

show isis Isp-log .

avy kR

Bl

max-lsp-lifetime

LSP AW SN TIZ ASA DT — Z R_— AN TIRFF SN 5 e K
MERELET,

maximum-paths

SIS D=L FNRA B —R =T Vo 72 HELET,

metric FTRTDISISA > F—T =2 A AZADA N v 7 lEE 72— T
EHELET,

metric-style FHAZ AN, BEE, BLIOMEA 7Y =7 b (TLV) ZAERK L,
TLV O A ZZIFAND £ 51T, IS-IS 2@ L T % ASA Z2#%
ELET,

net N—F 47 Fat A NET 2T LET,

passive-interface

Ry o T 4o B—T 2 ZAERELET,

prc-interval

PRCODIS-IS Aay N T hEhALZ~A ALET,

protocol shutdown

A H—T 2 A A ECTHEREFBREER L TLSP 7T —FX—R %
JIVTTAHZENTERNEHIC, SIS hatry o —N
VT LET,

redistributeisis

Bz L1 36 Lol 2~ E7203 0~ 2 b Lyl ]~
IS-IS v— M ZFfdAR L E 9,

route priority high

ISFISIP 7 V7 o v 7 AINA TTAF VT 4 2HID B TET,

router isis

IS-ISV—F 4 v T oA F—T NI LET,

set-attached-bit

LoyLb L & LyL 2 D — & 23 Attach By B B FRTET D LB
BNHHEAEDOHIEFRELE T,

set-over load-bit

SPFEHEOHFA vy 7L L THATE RN L& ftho/L—Z (12
Wt A LI ASA ZHRELET,

show clns

CLNS BEAH DIFEFREF R LET,

show isis

IS-IS DI #HAZF /R L F9,

show routeisis

IS-ISV— b &EFRLET,

spf-interval

SPFEtHDIS-IS Ay N 7 AZ~ A XLET,

summary-address

IS-IS DEMT R A E1ER L £9,

show is ~ show m .



. show isis neighbors

show is ~ showm |

show isis neighbors

IS-IS R A N—IZBT DA KT 5121, F7HE EXEC £ — R Tshowisisneighbors =~ > R
EHEALET,

show isisneighbors [ detail ]

BX DA

aAvU R TFI4ILE

aAvU R E—F

deal (&) IS-IS A N—OFEMfEmEF R L ET,

77 AV N OEIERIEIL S D FE A

WDOFIZ, a~r REANTEDHE—RERLET,

&
=Ty k FSURRT (DU <ILF
LYk
AVTHERE | VAT L
¥FHE EXEC . % — . s —

avy FERE

FREDHA FS14 Y

il

JU— EERR
A

9.6(1) ZoawrRREMERELE,

showisisneighbors =~ > RiZ, 8t STV IS-IS v —Z ICBT 2 B e tE a2 £Rrd 57
DICHEAINET, detall ¥—T— REANTHE, SOICFEMRERDFRINET,

isisneighborscommand % A /) L C. IS-IS %A /3—® routerA (2T D F#H A £ L%
ﬂ_o

ciscoasa# show isis neighbors

System Id Type Interface IP Address State Holdtime Circuit Id

routerA Ll subint 22.22.22.5 )5 21 c2.01
routerA L2 subint 22.22.22.5 )5 22 c2.01

c2 Ll subint 22.22.22.3 Up 9 c2.01
c2 L2 subint 22.22.22.3 Up 9 c2.01

show isisneighborsdetail =~ > K% AJ) LT, IS-IS A 73— routerA (23 % 5
Tz TR LET,

ciscoasa# show isis neighbors detail

System Id Type Interface IP Address State Holdtime Circuit Id

routerA Ll subint 22.22.22.5 UP 23 c2.01
Area Address(es): 49.0001

. show is ~ show m



I show is ~ show m

SNPA: 002
State Changed:
LAN Priority: 6

Format: Phase V

Remote TID: O
Local TID: O
Interface name:
routerA
Area Address (es
SNPA: 002
State Changed:
LAN Priority: 6

Format: Phase V

Remote TID: O
Local TID: O
Interface name:

show isis neighbors .

5.8407.£2b0
00:03:03
4

subint
L2 subint
): 49.0001
5.8407.£2b0
00:03:03

4

22.22.22.5 Up 22 c2.01

subint

3 5:show isis neighbors D 7 « —)L F

J4—IJLF SRER
System Id T U THNDY AT LE#HNT 5 6 /314 ME,
HAT LAV DH AL, SIS FA N—N L~ 1, Lob-12, F2E1~0L2

DN—FZ DTN THINERLET,

A =T AR

VAT ANFEEEINTA U E—T oA A,

IP Address FAN—=J—HDIP T KL A,

IRAE IS-IS A N—DARIER T » T InZ T U vR LET,

Holdtime V> 27—k 3w b (LSP) DiR—/L REEf, LSP2SAZNTH % Wi
(FVHL)

Circuit Id [S-ISHHENL—Z N ED L H I a— TN —Z TR SN TV A ERT .,
IS-IS T/ — X DR— ks alr—3 3,

Area Address(es) | /L—Z NBEEARERT Y T 7 FL A, LoUL 1 LSP OHAE, #E5T
N—H ECTFENCEVBRESNDIT YT 7 RLVAICRD ET, L~yL2
LSP OFEIE, ZON—ERETHZ) T OFTRTHOTY T 7 RLAIC
720 FET,

SNPA YT Ry hT—S BA L N AT THYF AL b, ZHET—5 Vo7
7 KL AT,

State Changed RENELLE LT,

LAN Priority LANDOZ A4V T 1,

Remote TID L —F FARa Y0 1D,

Local TID g—H)L—& FrARa Yo ID,

show is ~ show m .



. show isis neighbors

show is ~ showm |

BEa~Y

vk avwUk

Bl

advertise passive-only

ST AU H =T w A AET KASA AT B E DI ASA &
RELET.

area-password

ISIS = V) 7RG XAV — R AR ELE T,

authentication key

IS-IS DFEE 7 u— SV CTHEIZ LET,

authentication mode

T — LR SIS A VA X AWK LT IS-IS 234 > s CfFE
énénmum:&‘—‘]‘@&/r7%f* L/iwgpo

authentication send-only

Ta—rVRRISISA U AZ AT, EEEND (ZETIER
<) 1SS v F TORBIANFITENDILHIITKRELET,

clear isis

IS-IS 7 — X #Ex= 27 V7 LET,

default-information originate

IS-ISV—FT 47 RAL L ~DT 75V A—EARLE
ﬁ‘o

distance

IS-IS7' 1 haWic kW RSz — MZED Y THENET R
SR RL—F 4T F U RB U AEERLET,

domain-password

IS-IS R A A VEFHI AU — RAZELET,

fast-flood

IS-ISLSP W7 M2 B L9 IR EL £,

hello padding

IS-IS hello % 7 /L MTU A XITEEL T,

hostname dynamic

IS-IS # A F 32 v 7 FRAMLHEREEADIIZLET,

ignore-lsp-errors

W F v 75T —0DdHh 5 IS-ISLSP #52{Z LTI=#E 12 LSP
EN—UTHOTII R EHT AL IICASA ZRELET,

isis adjacency-filter

IS-IS M2 EAR DORENL 2 7 4 NV Z ALV L £97,

isis advertise-prefix

SISA v Z—T 2 A AT, LSPT7 RARZ AL XA MR LT
Bt o2y NU—2DISIST LT 4 v I 25T RARZAL XL
7,

isisauthentication key

A B =T 2 A AKTHBIEEZHDIZLET,

isis authentication mode

AUB =T 2 A AT LI, A VAL AKX LTISIS /S b
T{%Fﬁéhéutun £ — }‘@’/&‘74)7%11: Hﬂiﬂbi—g«o

isisauthentication send-only

EEEND EETIERL) 1SSy MOk L TORRBIHEE
ETTDE90, AV B —T 2 A RAZEDISISA VAZ A%
HELET,

isiscircuit-type

IS-IS TR SN D BHEBIR D X A T 2R EL £

. show is ~ show m
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show isis neighbors .

avy kR

Bl

isis csnp-interval

To—RE¥Y A A X —T 24 A ETERIIC CSNP /7 >
FAEEINLEBERELET,

isis hello-interval

IS-IS 23EHfE L C hello /37 v h 2B ET A OEIZEE L
F7,

isishello-multiplier

FAN—NREIEL T Z N TE B IS-IS hello 737 MDD EK
BAEFELET, REE SNy NN OfEABZ D &,
ASA TR A T LTWB EEELET,

isishello padding

IS-IShello A ' #—T7 2 A AZ L D7V MTU B A XITREL
ij—o

isisIsp-interval

A H—T A AT L DT B IS-IS LSP 55 [ 0 AEHF ] %
HELET,

isismetric IS-IS A FU v 7 OEZFREL £,
isis password AV H—T 2 ADBIFNRAT— REBZELET,
isispriority AV B =T 2 A ATORESNTZASADT T A F VT 4 % E

L/iﬁ—o

isis protocol shutdown

A H =T 2 A AT EITISIS 7 a b a VI L ET,

isisretransmit-interval

A B =T A A LD ISISLSP OFEEBORMARE L £
—é‘o

isis
retransmit-throttle-interval

A B —T A A FEDOKISISLSP OFEEBORKEMARTE L E
KR

isistag IPF LT 47 ABRLSPICHASNIEEXIZ, A ¥ —T A
ACREESNTZIP T RLRIZEZ 7 E2RELET,
istype SIS V—F 4 v 7 Fat ZADON—F 4 7 L~YLZE Y 4T

£,

log-adjacency-changes

NLSP IS-IS BB N AT — F 2B E (T v 7T EFF T L)
THBIC, ASADR T A vt —V%ARTESL5ICLET,

Isp-full suppress

PDUMNR T W7o Tzt X2, Iflsndr—hERELET,

Isp-gen-interval

LSP AP ISIS Ay N U T B W AX~ A A LET,

Isp-refresh-interval

LSP O HOF e 2 i L £97

max-ar ea-addr esses

IS-IS = U 7 OEMOFET RLAZRELET,

show is ~ show m




. show isis neighbors

show is ~ showm |

avy kR

Bl

max-lsp-lifetime

LSP AW SN TIZ ASA DT — Z _— AN TIRFF SN 5 e K
MERELET,

maximum-paths

SIS D=L FNRAa—R =TV o 72 HELET,

metric FTRTDISISA > F—T =2 A AZADA N v 7 EE 72— T
EHELET,

metric-style FHAZA N, BEE, BLOMEA 7Y =7 b (TLV) ZAERK L,
TLV O A ZZIFAND £ 51T, IS-IS 2@ L T % ASA Z2#%
ELET,

net N—F 4T Fat AONET 2T LET,

passive-interface

Ny T A B —T 2 A AERELET,

prc-interval

PRCODIS-IS Ay N T ALZ~A ALET,

protocol shutdown

A H—T 2 A A ETHERBREEHR L TLSP 7T — X X—R %
JIVTETAHIENTERNEIIC, SIS haLzy Ja—N
VT LET,

redistributeisis

Bz LU 136 Lol 2~ £330~ 2 b Lyl ]~
IS-IS v— M ZFfdAR L E 9,

route priority high

ISISIP 7 V7 o v 7 AINA TTAF VT 4 2HID B TET,

router isis

IS-ISV—F 4 v T oA F—T NI LET,

set-attached-bit

LoyLb L & LoyL 2 D — &2 23 Attach By M B FRTET D LB
BNHHEAEDOHIEFELET,

set-over load-bit

SPFEHEOHFMA vy 7L L THATE RN L& ftho/L—Z (2
Wt A LI ASA ZHRELET,

show clns

CLNS BEH DIFEFREF R LET,

show isis

IS-IS DI #HAZF /R L F97,

show routeisis

IS-ISV— b &EFRLET,

spf-interval

SPFEtHDIS-IS Ay N 7 AZ~ A XLET,

summary-address

IS-IS DEMT R L A EER L £9,

. show is ~ show m



I show is ~ showm
show isis rib  [JJj}

show isis rib

HED )L — FDONA . FEXIP e — b —TF ¢ o P TEHR—A (RIB) IS TWD A
TV —Fv NUT—T FTOLNL— FDRAEFRT DHITIL, FHE EXEC £— KT showisisrib
o< REFEHALET,

showisis [ *| ip [unicast ] |ipv6 [ unicast 1] rib [ redistribution [ level-1]|level-2 1] [ network ip

[ mask ] ]
BXDEREA * (A7vay) $RTCOISIST KL A 77 IV EFRRLET,
ip (A7 ar) IPVAT RLZ 77 I aFnRrLET,
ipv6 (A7 ar) IPv6 7 RLZ 77 IV aERFLET,
level-1 (A7 var) LyL | Bl RIB 2 FR LET,
level-2 (A7var) L2 Bl RIB #F R~ LET,

network ip [mask (47> 3 ) *v hU—27DRIBIEREFFLET,
]

redistribution (A7 a) IS-IS IP FEAN RIB [E#hk&# R~ LET,

unicast (AFvay) 2=y AT RLVA 773V EFRLET,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

avY KR E—F WOEIZ, a~v FEANTEHE—RERLET,

K

L=TyF | FSVARRT |SVTL <ILF
LYk
AVTHRE |VRT L

¥FHE EXEC o KHit o KPR o %I —
av Y FERE J)— ZEEARAR

3

9.6(1) Zoawr RREMERELE,

FEREDHA KSq4y P a— L RIBRICAHET DIP S LT 4 v 7 AT v 77— R, IS-ISm—J /L RIBHNTH
SN2 &L a2MRT 512X, showissrib a~> REAHLET,

show is ~ show m .



show is ~ showm |

B showisis rib
I WIZ, IS-IS B — /L RIB PHUCHH S 72§ R TOA— b 2 2R BHAD show isis
rib =~ ROHAHIZRLET,
ciscoasa# show isis rib
IPv4 local RIB for IS-IS process
IPV4 unicast topology base (TID 0, TOPOID 0x2) = === === === = = = =
10.10.0.0 255.255.0.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[12/524]
10.1.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[12/524]
10.3.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[13/149]
WIZ, IS-IS v —H L RIBNIZHMENTND, IPT RLAR 10320 DAY ¥ —F v
FU—210.0.00 FORN—Z &R T 58450 showisisrib =~ RO 164 R~
Li‘é—o
ciscoasa# show isis rib 10.3.2.0
IPv4 local RIB for IS-IS process
IPV4 unicast topology base (TID 0, TOPOID 0x2) = === === = = = = = =
Routes under majornet 10.0.0.0 255.0.0.0:
10.1.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[12/524]
10.3.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[13/149]
WIZ, 1S-1IS m— /L RIB FIZKEMN EALTWD, IP 7 RL A< 2773 10.3.2.0
2552552550 DRy MU — 7 FORN—F ZRKRT D550 showisisrib 2~ Ko
IR L E T
ciscoasa# show isis rib 10.3.2.0 255.255.255.0
IPv4 local RIB for IS-IS process
IPV4 unicast topology base (TID 0, TOPOID 0x2) = === == = = = = = = =
10.3.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[13/149]
MEa<v R avw ok £ EA

advertise passive-only

Ny T AV E—=T A R%ET RNRXFZAXTHLIITASA %
RELET,

area-password

IS-IS = U PRI AT — REZELET,

authentication key

IS-IS DFFEE 7 — )L THENCLET,

authentication mode

T — L7 IS-IS A VAKX 2 AT LT IS-IS 234 » [T
ménéwﬁ%_k®$47%¥ Li?o

authentication send-only

Ta—r LR IS-IS A VAKX AT, EHEENE (ZETIT
&<)$$Aﬁ/bfwﬁw£ﬂ£ﬁénéio IRELE
7,

clear isis

IS-IS T —###E&E&a 7 V7 L¥T,

. show is ~ show m
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show isis rib  [JJj}

avy kR

B

default-information originate

IS-ISV—F 4 7 RAL YV ~DF 7+ R — hEERKLE
?—0

distance

IS-IS v haickERINZL— T
RI=ZAPML—FT 4T T4 AX U RAETE

IR ETHNDT
#LET,

domain-password

IS-IS KA A VRGN AT — RERELET,

fast-flood

IS-ISLSP W7 W5 X9 IR ELET,

hello padding

IS-IS hello & 7 /L MTU ¥ A RIZ&EELE£7,

hostname dynamic

I[S-ISZAF I v 7 RAMBRELENCLET,

ignore-lsp-errors

N F = 7V 5 =T —DH 5 IS-ISLSP %5 LT AIC
LSP #/X—TFT 5D TIHE R BETHLOICASA ZHRELE
ﬁ‘o

isis adjacency-filter

IS-IS BEHEEMR DT 2 7 4 L Z AR L £,

isis advertise-prefix

IS-(ISA v X —T xA AT, LSPT RARNZ A XA FEEAL
TP ORY FT—IDISIS LT 4 v 7 A%T KL A
X LET,

isis authentication key

/r:/&"732/rx&:i{|‘—é—6muuft%ﬁfj] L\ij—o

isis authentication mode

AUH =T R LI, AV AX L RTHKLTIS-IS 237
]\T{%ﬁﬁ éhéwuu £ — }‘@5/])70%":}:Eﬁiﬂbij—o

isis authentication send-only

95‘{1:1 b (X{m if£<) IS-IS /3w MZxF L TO ARG
BEEITTHEIIC, AV H—T oA ATLDISIS AV AH
AERELET,

isiscircuit-type

IS-IS TREH SN ABEERRD X A TH2RELE T,

isis csnp-interval

Tao—R¥xxy A A E—T A A LTEMICCSNP 37 >
FREEINLHEREEFRELET,

isishello-interval

IS-IS 73f5e L Chello /37 v M & x5 DM OR S 2 HHiE
\i—g—o

isis hello-multiplier

FAN—NRIEL T2 ENTE HIS-IShello 737 v MDD KK
EEEELET, RZEEESNT 7y ML Z iz Bz 5
ELASAITBENRA T L TWALELES LET,

isishello padding

IS-IShello %A v #—T7 = A AT L D7 )L MTU YA XITEEIE
Lij‘o

show is ~ show m .



B showisis rib

show is ~ showm |

avy kR

B

isislsp-interval

A B =T 2 A AT L O 5 IS-IS LSP 25{5 [ 0 i LR
ERELET,

isismetric IS-IS A MU w7 DfEERELET,
isis password A HE =T 2 ADRFFRNAT — REHELET,
isispriority A B =T 2 ATDRESNIZASADTTAF VT ( ik

ELET,

isis protocol shutdown

A B =T 2 A AT LITIS-IS 7 ha v EEGICLE T,

isisretransmit-interval

A B —T x4 A LD IS-ISLSP O EERIOBRI 23 E L
F9,

isisretransmit-throttle-interval

A B =T A A FEOFIS-IS LSP O FEER O 2% E L
ij—o

isistag IP V7 4w ABLSPICHHASINT-EXIZ, /10X —T =
A AHEESNTZIP T RLAILE V53 Ebif
istype IS-(ISV—F 4 7 Tat ADN—F 47 L-ULEE) YT

i‘a—o

log-adjacency-changes

NLSPIS-IS BRI N AT — F 2L H (T v 7 £33 47 0)
TAHBIT, ASADE T A v b —IFARTEALIICLET,

Isp-full suppress

PDUNR T Vi oTc & X2, MflSndL— hERELET,

Isp-gen-interval

LSPARMDISIS Ay N v T a2 AZ~ A A LET,

Isp-refresh-interval

LSP O F I EZ R E L £,

max-ar ea-addr esses

IS-IS= VU 7 OEMOFET RLAZERELET,

max-Isp-lifetime

LSP RNHH SN TIZ ASA DT — X _X— AN TR SN D HK
Rl &R L E9,

maximum-paths

SISO~V FNRAa—R =T VU TERELET,

metric FTRTCDISISA VX —T 2 A ADA N v 7 {lxE 7 a— )L
WCEFELET,

metric-style FHRAZ AL, B, BXOMEA 7Y =27 b (TLV) Z4RK
L. TLV & %5 AL D L 912, IS-IS #8f# L TV 5 ASA
FRELET,

net N—F 4T FatADNET 2HEE LET,

. show is ~ show m



I show is ~ show m

show isis rib  [JJj}

avy kR

B

passive-interface

Ny T A v B —T 2 ZAERELET,

prc-interval

PRCOIS-ISAuy N v T o AL~ X LET,

protocol shutdown

A H—T 2 A AECHBEEFREZFEMR L TLSP 7 —#X—X
VT THIENTERWEIIZ, ISIST'r haara—
INIVTHENZ LET,

redistributeisis

FRZL-L I I bbb 2 o~ ERE L2 006 LL |
~, IS-IS /b— F & FfidAi L E7,

route priority high

IS-ISIP L7 4w 7 AW, TI3AF VT 4 ZE YT F
ﬁ‘o

router isis

IS-ISV—T 4 > T %A F—TNIZLET,

set-attached-bit

LryL 1 & LoyL 2 [ L— 278 Attach By N 23R ET S 4%
ERDLLAEORKERRELET,

set-over|oad-bit SPFEHEOFMA vy 7 & LTHEATE 2V L &2 ftho L — 4|
AT DL I ASA R ELET,

show clns CLNS HADEHRE R LET,

show isis IS-IS DI =R R LET,

show routeisis

IS-ISV— h&ZFRRLET,

spf-interval

SPF D ISIS Ay MY v P aH AL~ A ALET,

summary-address

IS-IS DEKNT LA Z/Em L £9,

show is ~ show m .



. show isis spf-log

show is ~ showm |

show isis spf-log

=B N T VEFL NSRS (SPF) R A FAT LTS L Bl 2 R 51213, R EXEC
£— KT showisisspf-log =~ > F&MHH L £,

show isis [ *|ip [ unicast ] |ipv6 [ unicast ]] spf-log

BX DA

ATV R E—F

aAvU R E—F

* (A7 ar) ¥RCOISIST KL A 77V E2FERLET,
ip (A7 ar) IPAT RLA 77V 52FRLET,
ipv6 (A7 a2) IPv6 7T RLA 77U aERLET,

unicast (A7 ar) A=XFY AR T RFLR 77 IV EFRLET,

ROFIZ, a~ P2 AN TELE—RERLET,

AXVRE— |74 T 24—ILE—F t¥ai)F4arvFERXE
K
L—FT v K kS ARTF Qyﬁw <IILF
Lk
AVFFRL | VRTFL
FiHE EXEC o S — . R s —

ROKIZ, A~ P ANNTELHE—F2RLET,

avy NERE

FEREDHA K4

il

Jy— EEAE
S

9.6(1) Zoa~rRFRBMENELE,

ooy RiE, V—Z BT NVEESAES (SPF) R ZFEITUL-HEE L FHREFRLET,

&Iz, showisisipv6 spf-log =~ FOHAHIZR L £,

ciscoasa# show isis ipvé spf-log
TID 0 level 1 SPF log
When Duration Nodes Count First trigger LSP Triggers
00:15:46 3124 40 1 milles.00-00 TLVCODE

00:15:24 3216 41 5 milles.00-00 TLVCODE NEWLSP
00:15:19 3096 41 1 deurze.00-00 TLVCODE

00:14:54 3004 41 2 milles.00-00 ATTACHFLAG LSPHEADER
00:14:49 3384 41 1 milles.00-01 TLVCODE

00:14:23 2932 41 3 milles.00-00 TLVCODE

00:05:18 3140 41 1 PERIODIC

00:03:54 3144 41 1 milles.01-00 TLVCODE

00:03:49 2908 41 1 milles.01-00 TLVCODE

. show is ~ show m
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show isis spf-log .

00:03:28 3148 41 3 bakel.00-00 TLVCODE TLVCONTENT
00:03:15 3054 41 1 milles.00-00 TLVCODE

00:02:53 2958 41 1 mortel.00-00 TLVCODE

00:02:48 3632 41 2 milles.00-00 NEWADJ TLVCODE
00:02:23 2988 41 1 milles.00-01 TLVCODE

00:02:18 3016 41 1 gemert.00-00 TLVCODE

00:02:14 2932 41 1 bakel.00-00 TLVCONTENT
00:02:09 2988 41 2 bakel.00-00 TLVCONTENT
00:01:54 3228 41 1 milles.00-00 TLVCODE

00:01:38 3120 41 3 rips.03-00 TLVCONTENT

3 6: show isis spf-log D 7 4 —)L K

J4—ILF

Bl

When

H0D ENL BWET (K« 4y - B) (7L SPF BHRINFEAE LT2hy, Hil
20 [E15y DIAERNE LIRS NET,

Rt ]

AEDSPFFEITESE T SH DT OITHEER I UL, FRm B 13 55088 iy
THV., CPUKRITIEH Y £HEA,

J— K

AEOD SPF AT CatE b FRu A ERTAL—F B L OEL ) — K
(LAN) D%z,

Count

ESEIDOSPFEITE N H =LA hO#, PAReIURn"EEINEE, &
BoVr s A7 — kv~ (LSP) NERFMTZEINET, L—X I,
TIVSPF H#FEITT HETITSBFREL, T XTOFH LWEREZRFFTEH L
INCLET, ZOHIT, V—F BT IVSPF & FEITTHE TSHEHET HRIC
FAELE GILWLSP OZfED X H72) A X hOKEERLET,

First trigger LSP

HLWLSP OFFE TV SPF AN N A—ahb L, #iT/L—#Z %L LSP
ID #fR1FLET, LSPID X, = UTHNTL—T 4 VI RREETH DA
DFHNY R TE 4, BEDOLSP A1 DD SPF 231715 &, Il
Z{EENT-LSP O LSPID ZiF AidiE s £,

Triggers

TNSPFEEZ F U A — LT _RTOEADY 2 b,
EEBRLTLIEE W,

U H—IZBETBRD

3% 7: spf-log Triggers

Trigger S AR

ATTACHFLAG | Z D)L — &%, LoUL2 RNy I R— R SN TWA D, £720%, L
2Ry TiR— L OB E RS TN T,

ADMINDIST | Zop)L—HDIS-IS 7urt® A2, BIOT7 RI=A N —FT 4T T A AZ A
PEREINFE LT,

AREASET OV TOREINZZ YT T RLADORENEETEINE L=,

show is ~ show m .



. show isis spf-log

show is ~ showm |

Trigger B

BACKUPOVFL (TP L 7 ¢ v 7 A0k E LIz, V=X ZEFDT VT 4 v 7 AZEET S
7=OWIRIDFERS D Z E Mo TWETN, TONNY I T v — k&%
FLTWEREA, BlOL— & RO AH—0 X, 7/ SPF OFEITT
j‘o

DBCHANGED | = ®»/L—# T, clearisis * =~ RBRITIN X LT,

IPBACKUP [P jb— h 23DV E L2, ZAULISIS £ LT Tl BT K3
ZAPNL—TFT 4T T A RE L AEEORNO T FaLE N L TFEEINE L
770 IS-ISIXZ7/VSPF #3FIT L, KbNFZIP LT 4 v AFETODISIS L—
A A=V LET,

IPQUERY ZDON—HF T, cleariproute 2~ RAFITINE LT,

LSPEXPIRED | J > 7 27— b 7 —#~X—2 (LSDB) O\ < 57530 LSP OHFRA Gl %
L7,

LSPHEADER |LSP ~> Z—WN® ATT/P/OL By F£7213IS A4 THREFE I £ LT,

NEWADIJ ZDON—EN, BlON—2 EDH UWEERERR A B L E LT,

NEWAREA ZON—HIZ, HLWZ Y 7 (Network Entity Title [NET] Z /1 L C) #&%iE &
nFE L,

NEWLEVEL | zonr—#iz, (ISZATEZNMLT) LWL RRESNE LT,

NEWLSP FARE PRICHT LWL —Z £35S — RABERE LT,

NEWMETRIC |z —ZDA B —T A AT, BTLWA N v 7 RBEINE LT,

NEWSYSID ZON—ZIZ, NETZALT) HLWIRATAIDDBHFRESINE L,

PERIODIC =2 3w, 1S O T7/VSPF stE 2 FEITLET,

RTCLEARED | Z ®»/)L—#% T, clearclns route =2~ > R ITINE L7,

TLVCODE TLV 22— ROA—FHTHY | FH/—Ta D LSPIZERD TLV BAEEh
TWBHZEERLET,

TLVCONTENT |TLV O 27 Y NER S E Lz, ZHud@sE., = U 7N CRERERIMEN
Ty FERIEIE T LA R LE T, [First trigger LSP) U 7 A%, A&
ERREN A LT-AlRetE 0 & 2 BT 2 /R L £,

BEa< > K = - N SRER

advertise passive-only

Ry v T Ao B =T ol 25T RAZA ZT5H L HITASA %
wELET,

. show is ~ show m



I show is ~ show m

show isis spf-log .

avy kR

B

area-password

IS-IS = U TR ARA U — REHRELE T,

authentication key

IS-IS DFFEZE 7 o — L THEMCLET,

authentication mode

T — L7 IS-IS A VAKX 2 A% LT IS-IS 234 ¢
ﬁﬁéhémuuﬂz%“—}\a)§47%i’ L/iﬁ—o

authentication send-only

Ta— 7R IS-IS A Y A X VAT, EEEh5 (ZETIE
72<) IS-IS X7 R TORGBAENEITIND L HITHEL
7,

clear isis

IS-IS 7 —# &% 27 V7 LET,

default-information originate

[SISL—F 4 > 7 RAL L ~DF 74V — F24AR LE
7,

distance

IS-IS 7' e ha/WZ L EAIN=A— b
RIZARNL—FT 4T FTA AR AETE

IZHDYETHNDT
#LET,

domain-password

IS-IS KA A VBN AT — REBELET,

fast-flood

IS-ISLSP W7 WCR D KO ICERELE T,

hello padding

IS-IS hello & 7 /L MTU H A RIZEELET,

hostname dynamic

IS-ISZAF w7 KA NEEZAENCLET,

ignore-Isp-errors

N F = 7P L =T —DH5IS-ISLSP 255 LTZHEIC
LSP #/X—TFT 5D TIHERBETELIICASA ZHRELE
ﬁ—o

isis adjacency-filter

IS-IS BEHERATR DT 2 7 4 VX ABE L £ 9,

isis advertise-prefix

ISISA v Z—T 2 A AT, LSP 7 RARXH AL XA MEFEHAL
THEHFTDOX Y NI DISIIS T VT 4 w7 ZA%T RANHF A
X‘Li‘a‘o

isis authentication key

/|)~‘/§7*‘7:£/I)X&:;d‘—§*z)munﬁé’7ﬁ%j] Ljﬁj«o

isisauthentication mode

A B =T a2 AAAT LT, AV AZ L ATK L TIS-IS N7
FCHEHENDRBIFE— FDE A THIBELET,

isis authentication send-only

915{1:: éﬂé (X{m if£<) IS-IS 7/~ > b X—J‘L/T@ﬁwun
ERITTDHEIIC, AV H—T 2 A ATLDISIS A LV AHF
AaBELET,

isiscircuit-type

IS-IS TR SN ABERRD X A TH=RELET,

show is ~ show m .



. show isis spf-log

show is ~ showm |

avy kR

B

isis csnp-interval

Ta—RE¥y A A Z—T A AL TEBBIITCSNP 37
FAEE SN DR EZRE L ET,

isis hello-interval

IS-IS 235 L Chello 7 v h &R ETHHRBOREIZMEL
F9,

isis hello-multiplier

FAN—NRIEL T2 ENTE HIS-IShello 37 v MDD K
EEHEELET, REEENT Ty MR ZOEEBZ 5
ELUASAIFEER A T LTWA L EE LET,

isishello padding

IS-IShello A > #—T7 = A AZ L D7)V MTU YA RITRE
L‘i‘;‘o

isisIsp-interval

AV B —T A AT & DT B IS-IS LSP 2415 M D IZIERFH
%‘fn /\':.E_‘L/ij—o

isismetric IS-IS A MU w7 OfE&ERELET,
isis password AV E—T oA ADRA/RAT — REHELET,
isispriority AVE—=T 2 A ATORESNTZASA DT T A F VT 14 &%

Ebiﬁ—o

isis protocol shutdown

AU H =T 2 A AT LITISIS 7a b a )L a8 LE9,

isisretransmit-interval

A B —T 2 A A DK SIS LSP D FFEE B DR 2 3% E L
i‘é—o

isisretransmit-throttle-interval

A B —T x4 A LD IS-IS LSP O EERI OB 23 E L
F9,

isistag IP V7 4y 7 ANLSPICFHASN L EIC, A0 F—Tx
ARCHESNTZIPT FLAIZH 7 ERELET,
is-type I[S-IS)V—F 4 7 FavZADN—F 7 LoyLa ) 4T

£,

log-adjacency-changes

NLSPIS-IS B EBUR N AT — N2 EH (T v 7FE13F4 7 Y)
TARNC, ASANR T A vt —IUF AR TEL LI LET,

Isp-full suppress

PDUR T M7 oTz & &2, Mflsnd— hERELET,

Isp-gen-interval

LSPARMDIS-IS Ay N T E AL~ A XA LET,

Isp-refresh-interval

LSP O BT RIBE 2 i L £ 7

max-ar ea-addr esses

IS-IS= VU 7 OIEMOFHET RLUAEZERELET,

. show is ~ show m



I show is ~ show m

show isis spf-log .

avy kR

B

max-lsp-lifetime

LSP WNHEFH ENTIZT ASA OF —F _XR—ANTHRE IS H&K
REM 28 E LET,

maximum-paths

ISISO~NFNRAa—R =T VU T HRELET,

metric TRTDISISA LV F—T 2 A ADA N v 7% 71—\
WCERLET,

metric-style FRAA AL, B&, BXOMEA 7Y =27 b (TLV) %45
L. TLV OHA%EZIFAIND L D12, IS-IS ZF# L T\ 25 ASA
ERELET,

net N—F 47 FutXAONET #EELE T,

passive-interface

Ny T AV B —T oA AEBRELET,

prc-interval

PRCOISIS 2y ") v T AZ<A X LET,

protocol shutdown

A B —T =2 A AL TCHHEEREEMR L TLSP 7 — & X—2X
VT THIENTERWVWESIZ, ISIST'r hazezra—
SNVTHINZLET,

redistributeisis

BRIZL~UL I D LrL 2~ FRE L2 5 Ll |
~, IS-IS b— ~ &= FEA LE T,

route priority high

IS-ISIP L7 4 w7 AT, FI3AF VT 4 ZEDYTFE
ﬁ‘o

router isis

IS-IS V=T 4 > T A F—TMZLET,

set-attached-bit

L~yLb 1 & LeUL 2 oL —Z 78 Attach By a2 RET S04
ERDLGAORKERELET,

set-over load-bit SPFEtHEOFMA Yy 7L LTERTE RN L2 flior—X |z
BT DKL IICASA ZHRELET,

show clns CLNS HADEHE R LFET,

show isis IS-IS DIERAEF R L ET,

show routeisis

IS-ISV— h&EFRLET,

spf-interval

SPFEHHEDIS-IIS Ay N U T H2NAZ~A X LET,

summary-address

IS-IS DEMT R AE/ERR L E T,

show is ~ show m .



show is ~ show m |
. show isis topology

show isis topology

TRTOTY THOER SN2V —X DU A NEF/RT DL, HiHE EXEC £— KT show
isistopology =1~ > R&MH L %7,

showisis [ *|ip [unicast ] |ipv6 [ unicast ]] topology [ level-1|level-2 ]

XDt * (A7 ay) T_RTOISIST FL A 773V 2FRLET,
ip (A7 ar) IPAT KL A 772 52FRLET,
ipv6 (A7 a) IPv6 7T RLA 773 aERLET,

level-l (A7 v ay) TUTHOTRTOLL | —F ~DRAEFFELET,

level-2 (K72 ar) RAALCHDTRTOLARA2L—F~DNRA%FRLET,

unicat (A7 arv) 2=F Y AMTRLRA 77 IV ERRFLET,

ATVRFIFILL T IANNOBECHEITH Y EH A,

aAvRVKFE-F RORKIZ, a~v FEATTELE—FenRnLET,

ARVKE— | 774704 —ILE—F X2 T4 0TFR b

k

L=Ty bk | FSVART |SVT)L JILF
Lk
AVTERL | VAT LA

FitE EXEC o xthis — o« s . 5t —
avy FERE J)— ZEERE

R

9.6(1) Zoavwy RRBMSE L,

FEHEDHA KS4 > showisistopology =~ R4 2L, X TOTY THOE/NL—Z DIFER L UVL—Z[#]
DEEHCRE A MRS T & 95,

#l Wiz, showisistopology =~ > Ko Al = L £,

ciscoasa# show isis topology

IS-IS TID 0 paths to level-1 routers

System Id Metric Next-Hop Interface SNPA
ciscol -=
routerA 10 routerA subint 0025.8407.£2b0

. show is ~ show m



I show is ~ show m

c3
c2

show isis topology .

10

10 c2 subint

c08c.60e6.986f

IS-IS TID O paths to level-2
System Id Metric
ciscol -=
routerA 10

c3 10
c2 10

c08c.60e6.986f

3% 8: show isis topology D 7 4 — )L F

routers
Next-Hop Interface SNPA

routerA subint 0025.8407.£2b0

c2 subint

J4—ILF £ A

System Id T U THNDOYAT LEHINT D 6 /314 M,

ARY v EEML—2 & T RANT A RSN A N—HOEREfRO 2 A NHO
IS-IS A RU w7 FET RARZA XD —F0ET KNS A X555
O%ise (IP7 KL A, =2 K A7 A [ES]. £721ZCLNS L7 4 v 7
A) NZEGET DA MDA NI v 7,

Next-Hop XTI AR T N—HDT KL A,

AV B —T A A| AT LINE

BNl v A —T oA A,

SNPA YT Ry NT—=T KAV N AT THEYFA N, ZHIET—H V7
7 RLATY,
BEEav >R avU R ZBA

advertise passive-only

RyvT Ay 8 =T 2 A%T FASLZTH LD I
RELET.

ASA %

area-password

IS-IS = U TR ARA U — REHRELET,

authentication key

IS-IS DFFEE 7 — )L THENCLET,

authentication mode

T — L7 SIS A VA X 2 AT LT IS-IS 234 T
ﬁﬁéﬂéwuuﬁ:ﬁ'“— %0)&47;&? H/E_’L/iﬁ—o

authentication send-only

Ta— L7 IS-IS 4 VA X VAT, EEEh5 (ZETIE
72<) IS-IS /X7y R TCORFEENRFITIND LHICRELE
7,

clear isis

IS-IS 7 —# &z 27 V7 LET,

default-information originate

[SISL—F 4 > 7 RAAL L ~DF 74V s — 2 4AR LE
7,

show is ~ show m .



. show isis topology

show is ~ showm |

avo kR B
distance IS-IS 7’1 ha/Wic K DR ENT— MIEID B THRDT
RI=ZA ML —F 4T T A RAB L AEE bi"“o

domain-password

IS-IS KA A VREGFENA T — R &3 Hﬂiﬂbijﬁ

fast-flood

IS-ISLSP R 7 Wb X9 ICRELET,

hello padding

IS-IS hello & 7 /L MTU A R EL X7,

hosthame dynamic

IS-ISZAF v RAMNBEEZAENCLET,

ignore-lsp-errors

W TF = 7% 5 =T —0H 5 IS-ISLSP =55 LT=2HAIC
LSP Z/X—TFT 5D TIH R HHT L L HICASA ZHELE
7,

isis adjacency-filter

IS-1S EIEEIR DML 2 7 ¢ L Z LR L £,

isis advertise-prefix

[SISA Vv Z—T 2 A AT, LSPT7 RARX A XA MEFFAL
THTOXy NT—2DISIS F LT 4 v 7 A%T RAZA
X“Li?—o

isisauthentication key

A B =T xA RKTHFEEEFDNLET,

isis authentication mode

A H =T 2 A AT LT, A VAR ALK LTISIS 37 >
]\T{ﬁﬁﬁ éﬂéwuuﬁ:&"—‘ %0)&/1)7;2:1: Hﬂiﬂbi@—o

isisauthentication send-only

37 <) IS-IS Xy BTk LT ARG
AVHE—T 2 A AT EDISISA AKX

EEIND (ZET
EEITTH LI
AERELET,

isiscircuit-type

IS-IS THEA SN D HHERRO X A 752 ELET,

isiscsnp-interval

T —RKEFy A~ A H—T A ALETELRIITCSNP N7 v
FREEINDLRIEERELET,

isishello-interval

IS-IS 23 #if¢ L Chello N7 > & RETHHEMOE I 2T L
\i‘a_‘o

isis hello-multiplier

FAN—NRHIEL T2 ENTE HIS-IShello 37 v M D E K
BAEBTELET, RSNy MR ZOEEZBZ 5
ELASAITBENRA T L TWALEESLET,

isishello padding

IS-IShello A v X —T = A AL D7 MTU VA R E
LET,

isislsp-interval

A B =T A AT L ORI D IS-1S LSP 2515 [ D IZAERE K]
;EIJX}:E Lij‘o

. show is ~ show m



I show is ~ show m

show isis topology .

av vk EiEA

isismetric IS-IS A NU w7 OfE&EFRELET,

isis password AR —T o2 ADBRIA/RAT — REZELET,
isispriority AU H—T 2 A ATORESNTZASA DT T A F VT 4 &R

Ebiﬁ—o

isis protocol shutdown

A H =T 2 A AT LIZISIS 7 a b a )L a8 LE9,

isisretransmit-interval

A B =T 2 A A DS IS-IS LSP DEEER OB 27 E L
i‘é—o

isisretransmit-throttle-interval

A B —T x4 A LD IS-ISLSP O EERI OB 23 E L
F9,

isistag IP7 L7 4y ANLSPICHIASN L &IZ, A1 V¥ —Tx
A RATREEINTZIP T RLRIZH THRELET,
is-type I[S-ISV—F 4 7 FavADN—F 7 L-yLa ) 4T

£,

log-adjacency-changes

NLSPIS-IS S EBUR N AT — N2 EH (T v 7FE13F4 7 Y)
TARNC, ASANR T A vt —IUF AR TEL LI LET,

Isp-full suppress

PDUR T M7 oTz & &2, fflsnd— hERELET,

Isp-gen-interval

LSPARMDIS-IS Ay N T E AL~ A XA LET,

Isp-refresh-interval

LSP O BT RIME 2 i E L £

max-ar ea-addr esses

IS-IS= VU 7 OIEMOFHET RLUAEZERELET,

max-lsp-lifetime

LSP WNEH ENTIT ASA OF —Z _XR—ANTHRE IS H&K

Pl 2 s e LEd

maximum-paths

ISISO~NFNRAa—R =T VU T HRELET,

metric TRTDISISA VF—T =2 A ADA N v 7% 7 71—
ICEBLET,

metric-style FHAZA L, B, BXOMEA 7Y =27 b (TLV) ZARK
L. TLV DA ZZF ANLD L 91T, IS-IIS ZH# L T\ % ASA
EXELET,

net N—F 47 FatXAONET #EELE T,

passive-interface

Ry T A B —T A AERELET,

prc-interval

PRCOIS-IS 2y ") v a2 AZ<A X LET,

show is ~ show m .



. show isis topology

show is ~ showm |

avy kR

B

protocol shutdown

A H—T x4 AETCHBEEFREZEMRLTLSP 7 —#X—X
VT THIENTERWESIZ, ISIST'r haarao—
INIVTHENZ LET,

redistributeisis

FRZLL I I L 2 o~ ERE L2 006 LL |
~, IS-IS b— F Z Bl LET,

route priority high

IS-ISIP L7 4w 7 AT, FI3AF VT 4 ZE YT F
ﬁ‘o

router isis

IS-ISV—T 4 > T %A F—T NI LET,

set-attached-bit

LryL 1 & LoyL 2 [ L— 278 Attach By N 23R ET S 4%
ERDLLAORKERRELET,

set-over|oad-bit SPFEHEOFMA vy 7 & L THEATE 22V L &2 ftho L — 4|
AT DL I ASA ZHRELET,

show clns CLNS HADEHRE TR LET,

show isis IS-IS DI =R R LET,

show routeisis

IS-ISV— h&ZFRRLET,

spf-interval

SPF D ISIS Ay MY U P a2 HAS~A ALET,

summary-address

IS-IS DEKT LA Z/Em L £9,

. show is ~ show m



I show is ~ show m

show kernel

show kernel .

TRy JIAEA T 5 Linux bretl = —7 ¢ U 7 ¢ NRHEET 2842 R R9 D120, ¥#E EXEC
F— R Cshowkerned =2~ R&fEHLE7,

show kernel [ process|bridge | cgroup-controller |ifconfig | module ]

BX DA

aAavv KT+

avY kR E—FK

bridge

oD T Vv hEFRRLET,

cgroup-controller cgroup-controller DFEFHEHR A TR L £7,

ifconfig 2oTBIOTY v A H—T 2 ADKEESREFERLET,
module A VAP=NLBIOETENTWEEY 2— L EF R LET,
process ASA TEITENTWAT /T 4 TR A—FN Tt ZADBIED AT —Z

2R LET,

T 7 4V F OEHEREIZH Y TR AL

WDOFIZ, a~r REANITEHE—RERLET,

ARVKE— | 774724 —ILE—F XAV T4a0THFRE
k
=Ty K FSURRT (DU <ILF
LYk

AVTFRE |VRTLA

¥¥HE EXEC o KHIE o KHiE o KHiE o KHiE o KHIE
avy FEE J)— ZEEARAR

R
8.02) Zoawr RpRBEMENE L,
8.4(1)  cgroup-controller ¥ —7 — R2NEI & E L7z,
8.6(1)  ifconfig. module, X Wbridges—vV— R2MBINELE L7z,

FEREDHA FS1 Y

3l

ZoavU NI, IRV TEITEINDIESERT B ADORFHERER R L ET,

%IZ. show kernel process =~ > RO I Z R L £,

ciscoasa# show kernel process

PID PPID PRI NI

1

WCHAN STAT RUNTIME COMMAND
78 init

VSIZE RSS

0 16 O 991232 268 3725684979 S

show is ~ show m .



. show kernel

2 1
3 1
4 1
5 1
7 5
8 5
66 5
67 5
68 1
69 5
171 1
172 171
201 172
202 201
203 202
204 203
205 203
206 203
ciscoasa#

34
10
20
20
10
20
20
15
15
20
16
19
21
16
16
15
15
25

show is ~ showm |

19 0 0 3725694381 S 0 ksoftirgd/0
-5 0 0 3725736671 S 0 events/0
-5 0 0 3725736671 S 0 khelper
-5 0 0 3725736671 S 0 kthread
-5 0 0 3725736671 S 0 kblockd/O0
-5 0 0 3726794334 S 0 kseriod
0 0 0 3725811768 S 0 pdflush
0 0 0 3725811768 S 0 pdflush
0 0 0 3725824451 S 2 kswapd0
-5 0 0 3725736671 S 0 aio/0
0 991232 80 3725684979 S 0 init
0 983040 268 3725684979 S 0 rcs
0 1351680 344 3725712932 S 0 lina monitor
0 1017602048 899932 3725716348 S 212 lina
0 1017602048 899932 0 S 0 lina
0 1017602048 899932 0 S 0 lina
0 1017602048 899932 3725712932 S 6 lina
0 1017602048 899932 0 R 13069390 lina

#9912, K7 4—N FOHHERLET,

3 9:show kernel process D7 1« —)L K

74 —IJL K |5HEA
PID & A ID,
PPID B~ ot 1D,
PRI T ADTITAFIT 4,
NI TIAFNT 4 OFFRIME SN DT A AE, EIX19 GRKTA AH) ~-19
(/N A A fE) OHEIPHTT,
VSIZE A AE Y DY A X (/XA NELL)
RSS 7’ 1 A D Resident Set Size (KB HA7)
WCHAN | 7 et AR L T D F v 1L,
STAT 7ut ZDREE,
*R : T

S BV IAZ A RERIFHEIRIE TR U — T

D : FIVIALARFRRIRT 4 A7 A Y —F ThHikgh
«Z:YUvE

eT: FL—RFEFEE (BHICLD)

P RX—=TT

. show is ~ show m



I show is ~ show m

il

show kernel .

J4—ILF

Bl

RUNTIME

Ik ANa—Y— F— FELEI—FV E-FTRTVa—L3hTND
jiffy O%%, FEATRERIE utime & stime D& F T,

COMMAND

Tt 24,

&Iz, show kernel module =~ > RO AFIZ R LET,

ciscoasa# show kernel module

Module
cpp_base
kvm_intel
kvm
msrif
tscsync

Size Used by Tainted: P
861808
44104
174304
4180
3852

kvm_intel

o O 0N

Iz, show kernel ifconfig =~ > RO AHZ R L £7,

ciscoasa# show kernel ifconfig

br0 Link encap:Ethernet HWaddr 42:9E:B8:6C:1F:23
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:43 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:1708 (1.6 KiB) TX bytes:0 (0.0 B)
brl Link encap:Ethernet HWaddr 6A:03:EC:BA:89:26
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.255.255.255
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
tap0 Link encap:Ethernet HWaddr 6A:0C:48:32:FE:F4
inet addr:127.0.2.2 Bcast:127.255.255.255 Mask:255.0.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:148 errors:0 dropped:0 overruns:0 frame:0
TX packets:186 errors:0 dropped:13 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:10320 (10.0 KiB) TX bytes:12452 (12.1 KiB)
tapl Link encap:Ethernet HWaddr 8E:E7:61:CF:E9:BD
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:259 errors:0 dropped:0 overruns:0 frame:0
TX packets:187 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:19368 (18.9 KiB) TX bytes:14638 (14.2 KiB)
tap2 Link encap:Ethernet HWaddr 6A:03:EC:BA:89:26
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

show is ~ show m .




show is ~ showm |
. show kernel

tap3 Link encap:Ethernet HWaddr 42:9E:B8:6C:1F:23
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:187 errors:0 dropped:0 overruns:0 frame:0
TX packets:256 errors:0 dropped:3 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:14638 (14.2 KiB) TX bytes:19202 (18.7 KiB)

tap4 Link encap:Ethernet HWaddr 6A:5C:60:BC:9C:ED
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

BEa<T R avw >k |ERBEA
show ASAICA VAP — L ENTWAEY 2 — WIETAEFREZFERLET,
module

. show is ~ show m
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show kernel bridge .

show kernel bridge

TNy IR TELER— M ETEEINZLinnx 7Y v ¥, TNHD AU N—R—F B
KX OYMAC 7 R L A& FoRT 5121%, 7 EXEC £— K C show kerne bridge =~ > R & f#
LET,

show kernel bridge [ mac-address bridge name ]

BX DA

AR R TFIAILE

AR E—F

bridgename 7V v o4 EiAFE R LET,

mac-address 4% 78— M AT SN MACT FL A2 FRLET,

T 7 x /v N OEBERLHEIZH Y AL

WDOFEIZ, a~vr REANTELE—RERLET,

OAXVFRFE— | T7AT7I94+—ILE—F XaYyF4aAVTFER R
k
=Ty K FSUARART (V0T L <ILF
Lk
AVTHERAR | VRTL

avy FERE

FEREDHA FS1 Y

il

Jy— EEAE
7S

8.6(1) Zoa~wr s RRBMENELE,

Zoa<vwr NI, TAY I TEAER— N ETHEEEINZLinux 7Y v, FRbHD A
VNR—R—b, BXOMACT FLx (UEF—FMMACT FLA%ET) 2FRLET,

KIZ. show kerne bridge =~ > RO A2~ LET,

ciscoasa# show kernel bridge

bridge name bridge id STP enabled interfaces
br0 8000.0e3cdB8a8909f no tapl

tap3
brl 8000.26d29f51a490 no tap2

tap4

tap5hostname#

Iz, show kernel bridge mac-address =~ > KD H Az~ LET,

ciscoasa# show kernel bridge mac-address brl
port no mac addr is local? ageing timer
1 00:21:d8:cb:dc:£f7 no 12.93

show is ~ show m .
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. show kernel bridge

3 00:22:bd:d8:7d:da no 12.93

2 26:d2:9f:51:a4:90 yes 0.00

1 4e:ad4:e0:73:1f:ab yes 0.00

3 52:04:38:3d:79:c0 yes 0.00
MEav2 kR av Uk |

show ASAIZA VA M= ENTWVABEY 2 — T ABEREFFE R LET,
kerne

. show is ~ show m
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show lacp

show lacp .

EtherChannel LACP {5 (~ 7 7 ¢ v 7 kit ®HR., VA7 A ID, BILORA N—DFEM7ZR L)
FRTHITIE. HHEEXEC BE— R TRk a~r REANLET,

show lacp { [ channel_group number ] { counters|internal | neighbor } sys-id }

BXDEREA

channel_group_number (43 5 ) EtherChannel F ¥ R/ 7 /L — 7 &K% 1 ~ 48 O#iH T
BELT, Z20OF ¥ 31V IA—FIClTAERE T 2T LUET,

counters W SN LACPDUKR L O~ — D — 8D H v v 7 & Rom LET,
internal P R A 2o L E T

neighbor A N—ERERRLET,

sysid LACP ¥ 25 L 1D %7 LET,

AU RTIFIE

AR E—F

T 7 4V N OBEMERMEIZSH W FH AL

ROFIZ, a~ R AN TELE—RERLET,

ARV KRE— | T7AT7I4—ILE—F tFaYT4a30TFRE
X
W—=T9F | FIVART [T =81%a
Lk

AVTEFREM [ VATA

it EXEC o %It o %I . % _ s

2 FRE

3l

JU— ZEERR
S

84(1) Zoavwr RpBIMSIE LT,

Wiz, showlacp sysid =~ > RO B Z R L ET,

ciscoasa# show lacp sys-id
32768,001c.cdeb.cfee

IZ. show lacp counters =~ > KD A Bz~ LET,

ciscoasa# show lacp counters
LACPDUs Marker Marker Response LACPDUs

Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 1

show is ~ show m .
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. show lacp

Gi3/1 736 728 0 0 0 0 0
Gi3/2 739 730 0 0 0 0 0
Gi3/3 739 732 0 0 0 0 0
Wiz, showlacp internal =~ > RO AHIZR L £,
ciscoasa# show lacp internal
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs

A - Device is in Active mode P - Device is in Passive mode
Channel group 1

LACP port Admin Oper Port Port

Port Flags State Priority Key Key Number State
Gi3/1 SA bndl 32768 0x1 0x1 0x302 0x3d
Gi3/2 SA bndl 32768 0x1 0x1 0x303 0x3d
Gi3/3 SA bndl 32768 0x1 0x1 0x304 0x3d
RIZ, show lacp neighbor =~ RO &R L E T,
ciscoasa# show lacp neighbor
Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs

A - Device is in Active mode P - Device is in Passive mode
Channel group 1 neighbors
Partner's information:

Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/1 SA bndl 32768 0x0 0x1 0x306 0x3d
Gi3/2 SA bndl 32768 0x0 0x1 0x303 0x3d
Gi3/3 SA bndl 32768 0x0 0x1 0x302 0x3d
BEa< 2R avo kR B

channel-group

EtherChannel (21 > % —7 = A AZBMLET,

interface port-channel

EtherChannel Z5%E L £9,

lacp max-bundle

F ¥ XN T N—TTHAENDT VT4 T A E—T A A
DIRREERELET,

lacp port-priority

F vV TN—TOWEA L Z—T 2 A ADTIFTAF VT 4
ERELFET,

lacp system-priority

LACP VAT L TI7AF VT 4 R ELET,

port-channel load-balance

O—RKRFu 7 T ALEHRELET,

port-channel min-bundle

R—=bF XN AL BE—T A ANRT IT 4 T2 DH7=DIT
W TIT AT A X —T A ADR/NEER{ELE
j—o

show lacp

LACP [5# (N7 7 4 v 7 #atEHR. AT L ID, RA N—
DM L) NFERENET,

. show is ~ show m




I show is ~ show m

show lacp .
av R SR BA
show port-channel EtherChannel {5723, FEMIZ 1 {TOH~ U — BN TERIN
¥4, Zoa<vr NI, A= bFER—FF ¥ 2L OERLE
/j——\.]\/i—é‘o

show port-channel load-balance | 75— K 5 v R LV EHMEAE RN, FEED/ST A —F v MT
TNy afERBLOEIREINTZA NN~ H—T =
ARELEBIZRRINET,

show is ~ show m .



. show lacp cluster

show is ~ showm |

show lacp cluster

cLACP > A7 LD MAC B X OV ID 2 F/RT 5 121%, FHE EXEC “E— K C show lacp cluster =
<~ REFEALET,

show lacp cluster { system-mac | system-id }

BX DA

AR TIHIE

AUk E—F

sygem-mac A7 AID &, FNUNBEEVER SINTZONTFEIA I SN0 ER R LET,

system-id 2 2F A IDBLOTIFIAF VT 4 2FRLET,

T 74N F OBEREIRSH D EH A,

ROFIZ, a~ P ANNTELE—FERLET,

AV RE— | 2747 D4A—ILE—F Xxal)T4a320TEFREb
R
W=Ty bk | FSVRART |V TL TILF
LYk
AVTEFERE | VRTLA
¥ EXEC o Xtha o %G o s . . 5

avy FNERE

FEREDHA K4

3l

Jy— EEAE
S

9.01) Zoa~rRFRBMENELRE,

clacp system-mac =~ > R&MEH LT cLACP ¥ ZA 7T LD ID BLIRTFIFA AV T 4 2R ELE
-éAO

Iz, show lacp cluster system-mac =~ > KO H A&~ L £9,

ciscoasa(cfg-cluster)# show lacp cluster system-mac
lacp cluster system MAC is automatically generated: a300.010a.010a.

iz, show lacp cluster system-id =~ > KD H#l %~k L £,

ciscoasa(cfg-cluster)# show lacp cluster system-id

5 ,a300.010a.010a

BEa<v> K avw > R Bl
clacp cLACPL 2T LDIDB LT IA AV T4 2RELET,
system-mac
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I show is ~ show m
show license .

show license

A — b ITA BV ADAT —H AL FR_THITIE, F#E EXEC £— K Tshowlicense =< K
FEHALET,

A\

GE) ZofBeid. ASA B 2T FR—FEINTHET,

show license [ all | entitlement | cert | pool | registration | features ]

BX D all Z2v—hFFA4 B ADWRE, Av— T —T = bOA—T g UDIE®R, %
v— ==V FOWREE, Fa— )L 2T A TR AT — R A FERST
HBAT =2, T4 0 A ER#, BLUOAV— 2=V X AT DA
TV a—NERRLET,

entitlement {5l P OAHEIR, > Rv (BEEKRIDZ2 L) | ¥, ¥ 7, @ifle— R GEA. FEE
BRE)  N=Var, BIOMHRNERSNIZZ A I 7ICHET 23 MIERE

FRLET,
cert TAT T 4T AGEHEONRE, BITH, BLXOFIPREERLET,
pool ZDT A AREY L CHNHMHERMNE T — L ERRLET,

reggration BED A~ —h T4 B ADBREAT —F A FRr LET,

features HIfEFOF AL AR TR LET,

ATV R FI4NN T AN NOBEERHEITH Y A,

avy R E—FK ROFIZ, a~v FeANTELE—FEZRLET,

aAY U RE— | D747 94— ILE—FK tXxaYF4aTFXR b

K

L—TvF FSUART (VT TILF
Lk
AVTXAR VAT LA

¥t EXEC o KHIE o KHIE o KHIE — —
avy FRERE J)— ZEERNE

x

93(2) ZoawrRFRENERELE,

show is ~ show m .



. show license

show is ~ showm |

FEEEDHA K54 > showactivation-key =~ > Fid, show license features ==~ > F & [F U 2 f2flk L 47,
& WIT, HAT AL ADD BUEDT A o AR L) 0 ASA (A8 Ofil% R L%
R
Serial Number: 9AAHGX8514R
ASAv Platform License State: Unlicensed
No active entitlement: no feature tier configured
Licensed features for this platform:
Maximum Physical Interfaces : 10 perpetual
Maximum VLANs : 50 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts 0 perpetual
GTP/GPRS Disabled perpetual
AnyConnect Premium Peers 2 perpetual
AnyConnect Essentials Disabled perpetual
Other VPN Peers 250 perpetual
Total VPN Peers 250 perpetual
Shared License Disabled perpetual
AnyConnect for Mobile Disabled perpetual
AnyConnect for Cisco VPN Phone Disabled perpetual
Advanced Endpoint Assessment Disabled perpetual
UC Phone Proxy Sessions 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine Disabled perpetual
Cluster Disabled perpetual
EEav YK AT VR L
call-home Smart Call Home #i%E L ¥ 3, A~—F T4 ATiL, Smart

CallHome £ > 7T A NT 7 F v NMERH L ET,

clear configurelicense

Aw—h FABVAFBREEZ VT LET,

featuretier ZAv—h S4B ZADOMEEBEHRTELET,

http-proxy A<—F T A& AF L Smart Call Home @ HTTP(S) 7' & &/
ERELET,

license smart Aw—h FA B ADTA v AR G2 BERTEX E T,

license smart deregister

TA & AGERER N DT 8 A2 BEIER LT,

license smart register

FRARAETA B AR LE T,

license smart renew

BIRETNLT A B AMERE TR L ET,

service call-home

Smart Call Home % 1 ®*—7 /L{Z LE T,

show license

2<w— N FA BV ADAT—H A F RLET,

. show is ~ show m
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show license .

av Uk FREA

show running-config 2A<w—hF T4 B ADREEETLET,

license

throughput level Aw—hF TA BV ADANL—T > b LUV ERELET,

show is ~ show m .“



. show lisp eid

show is ~ showm |

show lisp eid

ASAEID 57— 7 V& FKR$ 5121, KM EXEC £ — K CTshowlisped =~ RZEHA L £,

show lisp eid [ site-id id ]

B DEREA

AU R TIHIE

AUk E—F

steid  HEDOY A FOEDDAREFRLET,
id

T 7 4V N OBEMERMEIZH W FH AL

WDFEIZ, a~vr REANTEDLE—FRERLET,

ARV EE— | T7AT 24 —ILE—F t¥ai)T4a07FXEb
X
=Ty K FSUART (VT TILF
LYk
aAVTEFEREN | VRT LA
¥EHE EXEC o R o R o R o R

avy RERE

N)— ZEERE
z

9.5(2) Zoawy RGBS ILE L,

FEREDHA K54 ASAIZEID L%+ NID AT S EID 7 — 7 V&M L ET, T —7 VA2 FRT DI,
show lispeid =~ &AL ET,

DSR2 JO—FEUTADLISPA VAR 3 U[ZDVT

ASA L, BFTOZEHIZOWTLISP N7 7 4 v 7 AAEL, V— AV AR TAHZY v 7HAE
D= HIZZDOEREFH L E T, LISP DALY, ASA 7 T AKX AL "—F. FAIOK
7 N—% L ETR £721XITR E ORI CHESND LISP b7 7 4 v 7 ZREL, DKk, 7r—
OETEZEEZF LW A PAEFETEXET,

JIAL Ta— )T A IEEOMAICEET AR EN G ENTWVET,

1.

(A7 arv) RAMEREFV—="=DIP 7 FLRAZESS A SN D EID DIRE : &%
HOFR T —2E, ASA 7 T AZNHEHE L TWARWERA MERIZR Yy NT— 72T
HEIDEMA v E—VEEETLHZENH D7D, BID 227 7 AX | ZHEET 5 — " —F
73Ry NI =V ORIZIRETDHZENRTEET, HEXIE, 7 T7AXZB2O50% A FO
B LTV A2, LISPIE3 2DOH A N THEEL TWAELAIX. 7 7 AXICEET 5 2
OO A D EID OA%EEDE T, policy-map typeinspect lisp, allowed-eid, 35 X T
validatekey =~ > REZSM L TS0,

. show is ~ show m
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3l

show lisp eid .

LISP hT7 7 4 v 7 DAV AXRT 3 ASAE, AIOKR v 7 —4 & ITR £7213 ETR
MCTHEESNIZED BEMA v E—VICBLTLISP F 77 4 v 7 AL Ed, ASA T

EID &4 K ID ZMHEAFH1T 5 EID 7 — 7 V&R LE 9, 72 & 21X, &HIDOFB Y 7 —
ZDFEFEILIPT R AL ITR £72IXETR D457 RUA%ZHDOLISP N7 7 ¢ v 7 gt
THLENRSH Y £97, inspectlisp 2~ REBBL T ZE,

BESNIE NI 740y 7 TCO7u— YT 42 HMNITHY—ERA R —: EVR
AIVF AN RNT T 47 T7a—FE T A EHENNCTAINERHY ET, 72L& 2
X, 7e—Ev VT 4%, HTTPS N7 7 4 v 7 DBIZHIR L2V | FFEDH— 3 & DI
TRV SND b T 7 4 v 7 OBRIHIR LT TEET, cluster flow-mobility lisp =~
Y REZRLTIEI N,

PA FID: ASAIFK Y TAZ 2=y bV A FIDEFEHA LT, HFLOATEEZHBI L F
9, siteid 2~ FEZBB LT ZEV,

Tua—EFb VT4 EB5FNNT DI TAZLVDOERTE : VTAX L)L THL 77— FE
VT 4 TN TAVLERHY FET, ZOF /A 7080 L 2 EHTLZ LT, BED
VS AD KNG T 4w I FEFRIZT I r—a Al LT T7e— Y 5 4 AfHHEICEDF

P13 EC T X £, flow-mobility lisp 2~ REBRBLTL S0,

KIZ, showlispeid =~ RO ZR L £7,

ciscoasa# show lisp eid

LISP EID Site ID
10.44.33.105 2
10.44.33.201 2
192.168.11.1 4
192.168.11.2 4

EEav> R

avy kR

Bl

allowed-eids

IP 7 RLAIZESWTHREIND EID 2[RELET,

clear cluster info flow-mobility counters

Ju— b UT 4 A EET VT LET,

clear lisp eid

ASA EID 57— 7236 EID ZHIR L £9°,

cluster flow-mobility lisp

H—bE AR —DT7a—FEUF L EHEDNLET,

flow-mobility lisp

JIGARDTa— FE VT 4 BRI LET,

inspect lisp

LISP 7 7 4 v 7 BB LET,

policy-map type inspect lisp

LISP it h A X~ A X LFET,

site-id

PIARAE v —DY A MDD ERELET,

show asp table classify domain
inspect-lisp

LISP & D ASP T — 7 V&2 FKRLET,

show is ~ show m .



. show lisp eid

show is ~ showm |

avy kR

Bl

show cluster info flow-mobility counters

Ja—b T4 A2 EERRLET,

show conn

LISP 7 — FE VT 4 DRBERD T T 4 v I &F
RLET,

show lisp eid

ASAEID 7—7 LV E2FK s LET,

show service-policy

P—EZ2 R =R RLET,

validate-key

LISP X v b —Y 2 MEET 572 OFERHEF—2 A L
35—640

. show is ~ show m
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show local-host

T—HILHRANDFRy N T — 7 REBAFRT HITIL, ¥ EXEC =— R T show local-host %

show local-host .

EALET,
show local-host [ hostname | ip_address ] [ detail 1 [ brief 1 [ all ] [ connection { sctp |tcp | udp |
embryonic } start [ -end ] ] [ zone [ zone hame ] ]

BXDEREA all (BE1L) ASA ICHigid 2 m— AV A b & ASA D BEERT 5

o—ANVEA NREENRET,

brief

(AFvar) ve—hNRAMIBETAIEEREREERLET,

connection {sctp | tep |

udp | embryonic } start

(BE1k) |/ LD X A 7ITHASWT, I, TCP, UDP, 7=
IXSCTP D7 4 NV ZZWHLE T, sart OFfEIX. FDOXATD

[-end ] BN A R L2, —end OMIEAEH B &L 10-100 72 £ OF
HAERECTEET, o7 4 VZIIEMCERTIZ b,
B DECHINTS - L bTx £,

detail (EE5) 77T 4 775 xlate 5 E Ok » b U — 7 Bl 0 S5 2

BTz, =V RA MEROFEMARR y NU— 2 REEZFRL

ij_o

hosthame | ip_address

(AFvay) v—HNVEANERIZIPVAIPV6 T KL A& FETE
L/iﬁ—o

zone [zone_name |

(FFvay) y—rZlize—b L FARNEEELET,

AR FIAILE

ATV R E—F

T 74N OBEREIRSH D EH A,

WDOFRIZ, a~ REANTEAHE—RFERLET,
OAXVFRFE— | T7AT7I24+—ILE—F XaYyF4aAVTFER R
K
IL—F v K FSURART (VU5 L TILF
Lk
AVTFFRARM |[YRTFLA
¥t EXEC o %I o KHIE o KHIE o KHIE —

avy FERE

Jy— EEAE

72(1) AR MHBERHZETATIL, Z0Oa<wr R2ED, AMNFA v F—T = A 2 &R
INDAVE =T oA ANERIND LTV FEL],

show is ~ show m .



. show local-host

show is ~ showm |

Jy— EEAE

72(4)  BBLW2ODOATF 3, connection & brief 23 show local-host =~ > RIZIBANE
. HABRHNEAER NOERE T 4 NF ) o TEND L2720 FE LT,

912) FLAMIR=RADT F— k& LT A2 Smart Call Home 1F# A EET D2~
> F#5, showlocal-host =~ > K75 show local-host | includeinterface =~ > RiZ
EHINELE, L, A F—T A AT FUABEREZEMLET,

93(2) zone F—U—FARBMENELT,

9512) FRWEEIN, TAX VAT (¥) TR I T v 7 R—=F DT v 7 BREN5
Lo FE L,

9.5(2)  SCTP #&eBAHNTIEBMSHLE L7, connectionsctp ¥ — 7 — R2MEMIEvE L
77

9.14(1)  BEgi 7 4 VX DF—U— RO embryonic, TCP, UDP, SCTP (LS E LT,

9.16(1) <N FFy A bTF =R MU RHOTEMSE L,

FEEEDHA KS4 > showlocal-host 2~ REMEHTL L, =B BRA DRy N =7 REELFRTEET,

B—HNVHEARNNI, FT7 7497 % ASAICKET D), X NT 7 4 v 7 &8 U THEET
HAEEDOFRA MRt L TER S NE T,

9.16 I A FATL TWVWB U AT AT, Z0a<r ROV IZ show conn address =< > K
EHEHATAZEEMFTLTSIESN,

Zoavwy REERATLHE, a—HLARANOEB ATy FEBIUOEHRAT Y EFRRTEE
T, BHIFRIZIE, mAMCEO Y CHNIZPATR— O T a7 RNEEnET,

RARMBROSHLETVOEE, V—T v KE— KT, NEOFA L (T—27 YV —r bk—
LS —=2) F AN (f =y N V=) ElET D EEICORFIREICT Y M ER
F, A X —Fy bARANMIFBREICO T hENFERA, V—7 ER—LOBDO T 7 4 v
7 BT AR A MY, HIREICD Y FENEE A, T 740k b— MZBEEAT S A
VHA—T 2 A AT, A H—F Y N A A =T A AL RARENET, T HN N — IR
ROWEE, TRTOA v F—T oA A LEORZX MRHIBEICH T FERET, FT AT
Ly b= RTlE. AR MERRANDA X —T = A ZAPKRA MIBREIC Y > FENET,

BlEEnhf-7F>a>

Zoawy RTH. #HEOHRIBHELFRENE T, HEHEHIENPRESNTO WSS, i L
TOBRERSI, FIRITEHINERA,

TCP RITZBEVRRESINTWVALEEIC, SYN BN HAET 5 L showlocal-host =2~ FH
1T, RATZE SN OBNFEREERIZ G EasnE 3, 207 0 —)L RIidiEsE., 227k
F—F DL TR LET,

. show is ~ show m
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1

show local-host .

showlocal-host ==~ o N Cld, #RAVEER 2 2 7 2 M U Tl Ry I EE e O il FRAE

(TCP AT DAKHERL) HFRIE STV DA 12, TCPembryonic count to host counter 73
FEHINET, 20T ZiE, MOKRR RN D ZORA M@ PIEGREO A 2R L E
To ZORMDPREINTRRFIRELERT S L. ZOKRR M~OFHEIZ TCP 175
EREAInET,

&Iz, showlocal-host =~ > RO A EZ R LET,

ciscoasa# show local-host
Interface mgmt: 2 active, 2 maximum active
local host: <10.24.250.191>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 1/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited
local host: <10.44.64.65>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 1/unlimited

TCP embryonic count to host =1

TCP intercept watermark = unlimited

UDP flow count/limit = 5/unlimited
Interface inside: 0 active, 0 maximum active,
Interface outside: 0 active, 0 maximum active
Interface any: 0 active, 0 maximum active, 0 denied

WIT., RA MRS H % ASA TO show local-host =~ > RO Al Z R L E T,

ciscoasa# show local-host

Detected interface 'outside' as the Internet interface. Host limit applies to all other
interfaces.

Current host count: 3, towards licensed host limit of: 50

Interface inside: 1 active, 1 maximum active, 0 denied

Interface outside: 0 active, 0 maximum active, 0 denied

Wiz, B A LIRS 5 ASA TD show local-host =~ > ROl Z R LET, 7=
720, T 74/ b b— bR WEE. B MIBRIZTRXTOA o F—T = A A5 H
ENEd, TIHNALIP A=A HF =T A AL, T HN B A—FEFL— B
DEATAHA L Z—T oA ANRZ T L TCWAEEIIHRETERNZ ENH Y 7,

ciscoasa# show local-host

Unable to determine Internet interface from default route. Host limit applied to all
interfaces.

Current host count: 3, towards licensed host limit of: 50

Interface clin: 1 active, 1 maximum active

Interface clout: 0 active, 0 maximum active

Iz, A RHIBRDS 72y ASA T show local-host =t~ RO I Z R LET,

ciscoasa# show local-host

Licensed host limit: Unlimited

Interface clin: 1 active, 1 maximum active
Interface clout: 0 active, 0 maximum active

WROFITIE, FFEDRA MIET HIERITHIT T, £ORA FOFEMIGHRZ R LTV
iﬁqo

show is ~ show m .



. show local-host

show is ~ showm |

ciscoasa# show local-host 10.1.1.91

Interface third: 0 active, 0 maximum active

Interface inside: 1 active, 1 maximum active

local host: <10.1.1.91>,

SCTP flow count/limit = 0/unlimited

TCP flow count/limit = 1/unlimited

TCP embryonic count to (from) host = 0 (0)

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Xlate:

PAT Global 192.150.49.1(1024) Local 10.1.1.91(4984)

Conn:

TCP out 192.150.49.10:21 in 10.1.1.91:4984 idle 0:00:07 bytes 75 flags UI Interface
outside: 1 active, 1 maximum active

ciscoasa# show local-host 10.1.1.91 detail

Interface third: 0 active, 0 maximum active

Interface inside: 1 active, 1 maximum active

local host: <10.1.1.91>,

SCTP flow count/limit = O0/unlimited

TCP flow count/limit = 1/unlimited

TCP embryonic count to (from) host = 0 (0)

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Xlate:

TCP PAT from inside:10.1.1.91/4984 to outside:192.150.49.1/1024 flags ri
Conn:

TCP outside:192.150.49.10/21 inside:10.1.1.91/4984 flags UI Interface outside: 1 active,
1 maximum active

BEEavTY R

avw Uk B

clear local-host | (Bgil) showlocal-host 2 <> RiZk o THERINDZT—HLEA RDHED
Fv N — Tt R L £ T,

nat I NU—0 %7 a— LR T KL A FP— LSBT £,
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show logging .

show logging

Ny 7y NOBR T EIIIEOMO X VELX R AT DI, FiME EXEC & — R C show
logging =~ > RafEHLET,

show logging [ message [ syslog_id | all 1 |asdm | queue | setting | flow-export-syslogs ]

message

BX DA

AR TFIHILE

AR E—F

all (L) TRTDsyslog A vv—ID &, FRNES % FRLET,
asdm (fLE) ASDM BX > 7y 77 ODNEEFR R LET,

flow-export-syslogs (473 = >) NetFlow IZiE(E 41D A v — D& | ZHBAA F—T
IINT 4 —T N ERRLUET,

message (Ei)?7¢wbuﬂ@v&wmﬁéfy?—y%%ﬁbi#o%y
=T L L EHRIET HICIL, loggingmessage v RASHR L TL
f;éb\o

queue (EE) syslog A vbE—V F=2—%2FRrLET,

setting (EE) nX U /B ELELFRRLET, aX I RNy 77 3FoRanEzd
Ao

syslog_id (LE) £RTHAvE—VESEEELET,

77 4V FOEIERLEIZH D EE A,

WDOFEIT, ZOavry REANTELE—RERLTWET,

aAY YV RE— | D747 94— ILE—F tXxaYF4aTFXFR b
K
=T F ESUART (VUL TILF
Lk
AVTERE [ VRT LA
¥ #E EXEC o G o it o it o it o it

avwy FERE

Jy— EERE

7.01)  Zoawr REMERE LS.

8.0(2)  syslog ¥— 3= SSL/TLS #fKi & i T 2 L HICHESN TV ENE I ERLE
.ﬁ‘o

8.1(1)  flow-export-syslogs ¥ —7 — RANBI & E Lz,

show is ~ show m .
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. show logging

Jy— EEAE

8.4(1)  showlogging ==~ RTCik, BEE T v v 7 OBIEOREICEET S MU B DIC
aEENET,

9.7(1)  Zoa~r FOHEIITIE, IPv6 T KL A TRIE Sz syslog b —A—NEEHL TV
e

FEHEEDHA K54 > loggingbuffered =~ > FAHEH L TWL5HE, F—TU— R L O show logging =~ > Rinb
X BUEDA v —Y Ny 77 LBUEOREN T RSNET,

show logging queue =~ o R&fEH T2 &, ROERER RS TEET,
s FXFa—NOAyE—IH
o Fa—NIZFEER SN A v E— T DRI
MR TEL T By 7 AF YRR TLIEDITEEINTZ A vE—UH
« N7 v T BIOMOD syslog A v —2 T ETHIX DF 22—

GE) WD uoe = ITIX, T—F T VU bIEE I syslog A v E—VOHENERESNET,

GE) ek, RETDHF2— VA XL LTHASNIHIETHY . RRKITFEX 2 — A X&KL
FT, REINZF a2—0 A X004, showloggingqueue 2~ > RO IJIZEEED ¥ = —
YA ANRERINET,

B wiZ, showlogging =~ > R AflE R L £,

Timestamp logging: enabled
Standby logging: disabled
Debug-trace logging: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 279951603 messages logged
Trap logging: level debugging, facility 20, 1288748922 messages logged
Logging to MGMT x.x.x.x errors: 2 dropped: 32
Logging to MGMT x.xX.xX.X
Logging to MGMT x.xX.xX.X
Logging to MGMT x.x.x.x errors: 1 dropped: 2
Permit-hostdown logging: state

History logging: disabled
Device ID: disabled

Mail logging: disabled
ASDM logging: disabled
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show logging .

\)

GE)  state OAZN/REIL, enabled, disabled, disabled-blocking, 3 J 0" disabled-not blocking

bt\“j—‘o

1]

ASA L, 15T LIC, ZA TR RKEO 72 REL, B EZHIBRLES, RES
NT-HIRZ MR T 5121, Roa~>r REFEHLET,

show running-config all logging | in rate-limit

logging rate-limit %‘f'{ﬁ%ﬁﬁj—é kﬂﬁ”ﬁ&%%ET% ij—o

WIZ, EF =7 syslog P —/N—33E I 4172 show logging =2~ > RO B %2R L&
£

ciscoasa(config) # logging host inside 10.0.0.1 TCP/1500 secure

ciscoasa(config) # show logging

Syslog logging: disabled

Facility:

Timestamp logging: disabled

Deny Conn when Queue Full: disabled

Console logging: level debugging, 135 messages logged

Monitor logging: disabled

Buffer logging: disabled

Trap logging: list show _syslog, facility, 20, 21 messages logged
Logging to inside 10.0.0.1 tcp/1500 SECURE

History logging: disabled

Device ID: disabled

Mail logging: disabled

ASDM logging disabled

iz, show logging queue =2~ > RO HBIZ R L £,

ciscoasa(config) # show logging
queue
Logging Queue length limit: 512 msg(s)
0 msg(s) discarded due to queue overflow
0 msg(s) discarded due to memory allocation failure
Current 0 msgs on queue, 0 msgs most on queue

Iz, show logging messageall =~ > ROl %~ L £,

ciscoasa(config) # show logging message all
syslog 111111: default-level alerts (enabled

syslog 101001: default-level alerts (enabled
syslog 101002: default-level alerts (enabled
syslog 101003: default-level alerts (enabled
syslog 101004: default-level alerts (enabled
syslog 101005: default-level alerts (enabled

syslog 103001: default-level alerts (enabled
syslog 103002: default-level alerts (enabled
syslog 103003: default-level alerts (enabled
syslog 103004: default-level alerts (enabled
syslog 103005: default-level alerts (enabled

)

( )
( )
( )
( )
( )
syslog 102001: default-level alerts (enabled)
( )
( )
( )
( )
( )
)

syslog 103011: default-level alerts (enabled
syslog 103012: default-level informational (enabled)

show is ~ show m .



. show logging

show is ~ showm |

WIZ, NetFlow ICEEIND A vE—TV L, ZNOLBA X—TINT 4 =T L%
FRTHHERLET,

ciscoasa# show logging flow-export-syslogs

Syslog ID Type Status
302013 Flow Created Enabled
302015 Flow Created Enabled
302017 Flow Created Enabled
302020 Flow Created Enabled
302014 Flow Deleted Enabled
302016 Flow Deleted Enabled
302018 Flow Deleted Enabled
302021 Flow Deleted Enabled
106015 Flow Denied Enabled
106023 Flow Denied Enabled
313001 Flow Denied Enabled
313008 Flow Denied Enabled
710003 Flow Denied Enabled
106100 Flow Created/Denied Enabled
MEavo R av Uk ieR
logging asdm ASDM ~Du X 7k A4 2 —T7 LI LET,

logging buffered

Ny TZy~OuaX o Tl 32— LET,

logging flow-export-syslogs

NetFlow 7 — Z [ZB#EAHT B30TV 5 syslog A v B— T % A F—
TNETT 4 E—T VT LET,

logging host

syslog h——ZE&HRLET,

logging message

T LET,

Ayt —T LAVERET B0, EEA v E—V%F 4 —

logging queue

aX s Fa—%
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show mac-address-table .

show mac-address-table

MAC 7 RL AT —T7 NV EFRT 5121, $E EXEC £ — R show mac-address-table =~ >
RZEFHLET,

show mac-address-table [ interface_name | count | static | vtep-mapping ]

BX DA

count

ER) AT IvI/BIORET 4 v 7 2 PO EE R LET,

interface name  ({1-&) MAC 7 RLAF—T Ny N B FRTHA X —T = A AL %1

ELET,

static (FEE) AT 4y 7 2 N OHhE—RHLET,

vtep-mapping

(7> ay) VE—FRVTEPIPT RLARBEINTZVNIA L F—T =1 A
Fov A ¥ 28R%T—71 MACT RLA T—7)V) #Fp-LET,

ARV KR TIAINLb

A B =T 2 A AREELRWES.

FTRTCDOA L HF—T A AMACT L2 = U RFE

IRESNET,
aAavY R E—FK ROFIZ, a~v FEANJTELE—REZRLET,
A EE— | T7AT7 74— ILE—F X2 TF4aVTFRE
K
=Ty Fk FSUART (VT E%a
Lok
AVTHERAR | VRTL
Kt EXEC o XIS o XIS o XIS o XIS —
avy FERE J)y— ZEERA
A
70(1) Zoawr RRBIMESE LR,
9.4(1)  vtep-mapping ¥—V— KBNS E L,
9.71)  N—7F7 v FE— KOV R—rNBMENE L,
Bl KIZ., show mac-addresstable =~ > RO IR LET,
ciscoasa# show mac-address-table
interface mac address type Time Left
outside 0009.7cbe.2100 static -

show is ~ show m .



. show mac-address-table

show is ~ showm |

inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10

T, WNEA v Z—7 = A A D showmac-addresstable 2~ > ROH A E R L £,

ciscoasa# show mac-address-table

inside

interface mac address type Time Left
inside 0010.7cbe.6101 static -

inside 0009.7cbe.5101 dynamic 10

&Iz, show mac-address-tablecount =~ > RO I EZ R L £,

ciscoasa# show mac-address-table count
Static mac-address bridges (curr/max): 0/65535
Dynamic mac-address bridges (curr/max): 103/65535

show mac-address-table vtep-mapping =2~ > KIiZOWTCiL, RO HEERLTL 2
él/\o

ciscoasa# show mac-address-table vtep-mapping

interface mac address type Age (min) bridge-group VTEP

vni-outside 00££.9200.0000 dynamic 5 1 .1.3

vni-inside 0041.9£00.0000 dynamic 5 1 10. .3
BEa< >R avok B

firewall transparent T7AT U A=V E—FR&E T UART LY MIRELET,

mac-address-tableaging-time| %' 4 73 v 7 MAC7 KL A =2 R DX A LT 7 hEREL

N
mac-address-table static MACT KL A T—TNWIZAZT 47 7T RLAZ N 2B
mac-learn MACT RL R S—=2 0 %F 42— 2 LET,
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show mac-learn .

show mac-learn

EA L H =T 2 A AIH L TMAC 7—= 0 I NA X —TNNT 4 =T N0 EERTDHIT
X, %M EXEC =— R T show mac-learn 2/ L £7,

show mac-learn

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

aAavYRE—FK RORIZ, a~v L FEANNJTELE—RERLET,

O RE— | D747 74— ILE—F Xa)TF4aVTEFRE

k

=Ty K FSUART (V)L JILF
Lk
AVTFRAR [VATLA

¥¥iE EXEC o XHI o XHI o XHI o XHI —
av >y FERE J)y— ZEEARAR

S

7.01)  Zoawr R™EMEHELE,

97(1) N—F v FE—FOYR—FIRNBMENE LT,

FEREDHA KSAY T7HNVIT, A H =T 2 A AFIERNT T 4 v 7D MACT N A% BEIZFHE L,
VAT RIS T AT FUEMACT RLATF—7 BN LET, f X —TxAf AT &
ICMAC 7 —=0 7 %5 48 —T 2 T52 EnTExET,

il I, show mac-learn =~ > KoM Hl %57 LE+,

ciscoasa# show mac-learn

no mac-learn flood

interface mac learn
outside enabled
insidel 2 enabled
insidel 3 enabled
insidel 4 enabled
insidel 5 enabled
insidel 6 enabled
insidel 7 enabled
insidel 8 enabled
diagnostic enabled
inside enabled

show is ~ show m .



. show mac-learn

Bl

BEEav R avy
N
mac-learn

MACT7 RV A T—=0 0 %T 48— LET,

. show is ~ show m
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show management-access .

show management-access

BX DA

AR TFIAILE

AU FE—F

EHT 7R ARESNIZNIA 7 —7 = ADARITEFRRT 51T, FHEEXECE— KT
show management-access =~ > K& H L £,

show management-access
Zoawy RZEBIEELEF—Y—REH D THA,
T 7 F v E OEMEREILH Y E£H A,

ROFIZ, A~ P ANTELHE—FaxRLET,

JVDF%— 7747¢T_»%_P t$lU$4:>§$ZF
k
L—TvF FSVART (V2T <ILTF
Lok
AVTXFRARM | VRTLA
ke EXEC o K o K o S .« SIS R

avy FERE

HEREDAA K1Y

il

Jy— EEAE
A

7.0(1)  Zoawr RBMERE LK,

management-access 2~ > REHHAT L, mgmt if CIRE L7 7 A T U4 —NV A L F—T =
AADIPT RLAEFEH LT, NEEEA L =T 2 A AZERTEET (¥ —T =4
240F nameif 2= RiZ Xk » CTEFK I, showinterface 2~ KOH I THI S " (2 E
nCTERRINET) .

wiZ, Tinside] EWOHLRID T 7 AT I+ —N AL B —T A AXEMT 7R A
VHE—=T A AL LTRHREL, MRERRTOHHERLET,

ciscoasa(config) # management-access inside
ciscoasa(config) # show management-access
management-access inside

BEa<w> R

avw Uk SR BA

clear configuremanagement-access| ASA DGR T 7 ZAD =D, WA v X —T = A AD
Y74 X2l —a UEHIBRLET,

management-access BEHT 7B AHONEHA v —T 2 AEHRELET,

show is ~ show m .



. show-map-domain

show is ~ showm |

show-map-domain

aAav>v R TFI4ILk

AR E—F

<o EUITT RULABIOR—F (MAP) RAA U A&FRT DI, ¥iHEEXECE— K Tshow
map-domain =~ > R&MHH L £,

show map-domain
T 7 ANV REITD Y EH A,

ROEIZ, a~ FE2ANTEHEF—FarLET,

ARV EKE— |T7A4T7 24— ILE—F XAV T4aAVTHFRE
K
W=Tyk | FSVRART DU T)L < ILF
Lk
AVTEFRARS ([VRT LA
¥rHE EXEC o % — . R R —

avy FERE

EREDAARZM4

3l

JU— ZEERE
S

9.13(1) Zoavwr RBNEASHELE,

show map-domain =~ > RiZ X > TMAP A E R Z4LE T (show running-configmap-domain
LRER) 23, [AIRFIZ R AL UAERDARINE Db RSN ET,

WOBHNZIE, 220D FRALy (1&2) "BV ET, ZOHTITIE, MAP KA A2
MARERRTZDIZT 7T 4 7 TR ENRFBEENTWET,

ciscoasa(config) # show map-domain

MAP Domain 1
Default Mapping Rule
IPv6 prefix 2001:db8:cafe:cafe::/64
Basic Mapping Rule
IPv6 prefix 2001l:cafe:cafe:1l::/64
IPv4 prefix 192.168.3.0 255.255.255.0
share ratio 16
start port 1024
PSID length 4
PSID offset 6
Rule EA-bit length 12
MAP Domain 2
Default Mapping Rule
IPv6 prefix 2001:db8:1234:1234::/64
Warning: map-domain 2 configuration is incomplete and not in effect.
ciscoasa (config) #
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show-map-domain .

BEa<w> R

avy kR

Bl

basic-mapping-rule

MAP RAA VDA< LT — L ERELET,

default-mapping-rule

MAP RAAL VDT 7V =T —LEFRELET,

ipv4-prefix MAP RAA VDR Y E L T IL—LDIPVA T LT 4 v 7 AEREL
iﬁ—o

ipv6-prefix MAP RAA VDIEAR~ B T IL—LDIPV6 T LT v 7 ABREL
£7

map-domain vy BT T RVABLIOHR—F (MAP) RAAL VEFRELET,

share-ratio MAP KA A DA~y BT =L DR— MM EZRELET,

show map-domain

v BT T RLABIOAR—F (MAP) RAA BT HIEREE
%Lij‘o

start-port

MAP RAA L OEER~ v B 7 L— L OBAIRR— 2R E L E T,

show is ~ show m .



. show memory

show is ~ showm |

show memory

WHEAEY ORKE, BLOASNL—TFT 4 7V AT A CTBAEMAFRERZEE A2 ) BOELN
ZFRART HITIE, FiHE EXEC “E— R Cshowmemory 2~ > REMHH L ET,

show memory [ detail ]

BX DA

aAvU R TFI4ILE

aAvU R E—F

deal (f£F) AT VBLOEV Y THEHLS AT L AT OFME 2 —%2FRLET,

77 4 hOEEREIXH Y EE A,

ROKIZ, a~ R ANNTELHE—FaRLET,

AV KE— | T7PAT794—ILE—F ttXa)F4aVTFFR b
R
IL—FTv K FSUART (VUL <ILF
LYk
AVTFXRARM | VAT LA
¥5#E EXEC o G o it o it o it o it

avy FERE

FRLEDHA KS1 Y

JU— EERR

7.01)  Zoawr RREMERELE,

9.2(1)  ASARAR ZVR—FT57-012, A~ (VM) OFFERNSH DSBS
F L7,

93(2) WA EY ~x— v A show memory detail =~ > FOIEHE glibc 74 77 VIZiE
Xz o E LT,

showmemory =~ > R C, W AEY O RKEBLRAX VL —T 1 7 VAT A THEMH ]
RBREE AT BOBERNEZR R TEET, AFVEILEISLTHVETHNET,

SNMP % f#ifi L C show memory 2= RILIFREFRRTHZIEHTEET,

show memory detail ™t/ % show memory binsize =~ > K& HIZEH LT, A€V Y —7 %
TNy TTEET,

show memory detail 7<= > K /jid, B, DMAAEY, e —7 AEUD3O>OLT T 3 (2
DENTEET, BRI, AFY REROENY B THRFRINET, DMAIZY 7 LTHan
AEV, FLEETHEINTORNAEY T, E—7 LRI ET, Freememory DX, & —
THNOFRMEHAEY TJ, Used memory DfEIE, FNV Y THADAEY OFFEZRLET,

b —7E0 L TOYMIL, HAODOBRETERRINET, TRAEIBLUDMA PHRIAEY
X, B0V AT A 7 aE AR LI OEIC VPN P—ERICL > THEAShET,

. show is ~ show m



I show is ~ show m

show memory .

Free memory |J. Heapcache Pool, Global Shared Pool, 35 J O System @ 3 D D53 1Z57 7341 T
V&9, Heapcache Pool & Global Shared Pool i, glibc & — 7" CHIHFIEE/Z2 A E U DZE & K&
TJ, System (X, B L RO AT ANBEIN Y THZ ENTEHEHTRERAEY T,
ASA “Cffi | FTAE 72 Free memory D8 %5 (X, Heapcache Pool, Global Shared Pool, 33 & U System
DEFHTT,

Used memory {% Heapcache Pool, Global Shared Pool, Reserved, I J T System Overhead @ 4 -2
DEFINT 57 DL TV E T, Heapcache Pool & Global Shared Pool 7" —/L i3, glibc & — 7" Used
memory DEA&ETT, THAEY (DMA) 1, DMADOT —/LIZPRSNTWDH AEY &TT,
System A —/3—~ v KX, &EIERFITTaEAD glibe ——~y REIO T &R
ANy RTY

« A VIE, EEFFFCDMA L —T7 Xy v v HIZTFHENET,

eI, E—TF AEFV I —T X v anbEO YU THN, FORIIE—TFyrvia
Wil pp e, ZTa—rNVEHETF—LNBE DM TENET,

« Sa— AT TlE, REISE LTV AT ANL AT RNESNET, AF Y1
MENTEED LRI, AT AR LET,

cZBEX b —T AFYDOARFI. =T Xy vl u—rULEFE LD AE Y FEIZ,
VAT ADEEZFATVREEMZTZHLDOTT,

0L THNTZAEY OFEHEROGET (O3 b)) FNZFERSNHEIL, show memory detalil
o~ R OFEEOE (MEMPOOL GLOBAL SHARED POOL STATS) Tixdh 0 £H A,

)

GE)

N—=32932) LVHETNE, TR_XTOYRT A AEY (DMA 7F—/LHZFRE) 2N
MEMPOOL GLOBAL SHARED ®—#iL L CTHERSINET, DFED ., T XTOED Y THHE
7278 % A€ U R, MEMPOOL GLOBAL SHARED (Z&H 0 £ L7=, /X— 3 9.3(2) Tl
MEMPOOL_GLOBAL _SHARED /%, 7 — F7 v 7 IRICT R TOV AT L AEY ZHG L EH
MM, B L XIXFIS, LR DA R —T 4 VS VAT A AT Y ZER L E T, AR
o, REOAFUNEHRENIZEEIE, VAT LACARIDNRENET, TORE,
MEMPOOL_GLOBAL_SHARED D A XIIFEEIE U TSN TR RINET, HD HT
gt T b, FhzEE A€ YU EiL, MEMPOOL GLOBAL SHARED |2/ SV E,

HZ, A 49,152 D7 v v 7 328 F— B0 S TonThbLRESN, oY A X
131,02 07 0y 7 RNEY B THEATWDSZ EERLET, ZOHA, 22x A€V T
131,072-49,152=81,920 /XA b BN T L £ 925, FEEIE 100,000 XA ~ o0 LEd (22
AV DITEER) |

ciscoasa# show memory detail

Free memory heap: 1193358928 bytes (13%)
Free memory system: 6596267951 bytes (74%)
Used memory:
Allocated memory in use: 464188448 bytes ( 5%)
Reserved memory (DMA) : 513802240 bytes ( 6%)
Memory overhead: 202659216 bytes ( 2%)
Total memory: 8970276783 bytes (100%)
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. show memory

Least free memory: 7963442431 bytes (89%)
Most used memory: 1006834352 bytes (11%)
MEMPOOL_HEAPCACHE 0 POOL STATS:
Non-mmapped bytes allocated = 1541406720
Number of free chunks = 633
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 1541406720
Keepcost = 1190961440
Max contiguous free mem = 1190961440
Allocated memory in use = 348047792
Free memory = 1193358928
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
32 177 5664
48 204 9792
64 161 10304
80 3 240
96 1 96**
112 2 224
160 5 800
192 1 192
208 1 208
224 1 224
240 1 240
256 13 4064
384 2 864
512 3 1648
1024 1 1296
12288 1 13792
24576 2 57424
32768 1 43824
65536 1 65616
262144 1 322672
1572864 1 1843712
1190961440 1 1190961440%*
* - top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
80 1637 130960
96 13898 1334208
112 3422 383264
128 1910 244480
144 3677 529488
160 463 74080
176 856 150656
192 357 68544
208 350 72800
224 370 82880
240 337 80880
256 2293 587008
384 596 228864
512 657 336384
768 504 387072
1024 449 459776
1536 1217 1869312
2048 376 770048
3072 137 420864
4096 652 2670592
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show memory .

6144 73 448512
8192 212 1736704
12288 643 7901184
16384 598 9797632
24576 31 761856
32768 77 2523136
49152 31 1523712
65536 200 13107200
98304 30 2949120
131072 20 2621440
196608 28 5505024
262144 14 3670016
393216 23 9043968
524288 5 2621440
786432 9 7077888
1048576 11 11534336
1572864 10 15728640
2097152 5 10485760
3145728 3 9437184
4194304 3 12582912
6291456 1 6291456
8388608 1 8388608
12582912 7 88080384
MEMPOOL_DMA POOL STATS:
Non-mmapped bytes allocated = 513802240
Number of free chunks = 153
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 513802240
Keepcost = 190724944
Max contiguous free mem = 190724944
Allocated memory in use = 322994736
Free memory = 190807504
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
48 30 1440
96 1 96**
112 28 3136
160 1 160
208 1 208
224 1 224
240 2 480
256 1 288
384 19 9104
512 65 40656
768 1 800
1024 2 2608
190724944 1 190724944+
* - top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
160 1 160
240 92 22080
256 2 512
512 2 1024
1024 163 166912
2048 5 10240
8192 1 8192
12288 18 221184
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. show memory

16384 1 16384
32768 38 1245184
49152 1 49152
65536 1 65536
131072 4 524288
196608 3 589824
262144 8 2097152
393216 6 2359296
524288 2 1048576
786432 1 786432
1048576 11 11534336
1572864 7 11010048
3145728 8 25165824
6291456 5 31457280
8388608 1 8388608
12582912 7 88080384
MEMPOOL_GLOBAL_SHARED POOL STATS:
Non-mmapped bytes allocated = 135168
Number of free chunks = 4
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 0
Keepcost = 51616
Max contiguous free mem = 51616
Allocated memory in use = 4064
Free memory = 131104
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
432 1 432
40960 1 50848
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
96 1 96
112 1 112
160 1 160
208 3 624
Summary for all pools:
Non-mmapped bytes allocated = 2055344128
Number of free chunks = 790
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 2055208960
Keepcost = 1381738000
Allocated memory in use = 671046592
Free memory = 1384297536

show is ~ showm |

WO TIE, 131,072 DRV ITH A 2 149,0327 D7 1w 7 WNE D B THENT-Z & 2R L

£,

ciscoasa# show memory binsize 131072
MEMPOOL_HEAPCACHE 0 pool bin stats:

pc = 0x7£739a97db9f, size = 1490327 ,
pc = 0x7£7399be30a0, size = 309008 ,
pc = 0x7£f7399%pe31f4, size = 1255704 ,
MEMPOOL DMA pool bin stats:

pc = 0x7£73984ba38d, size = 323486 ’
pc = 0x7£73984b8e55, size = 320286 ’
MEMPOOL_ GLOBAL_ SHARED pool bin stats:

. show is ~ show m

count
count
count

count
count



I show is ~ show m
show memory .

show memory detail =~ > RO INZEFH AL MIOBME P REN D DIEARIC LD DT
T, ZHUSIFRD 2 >OHEMRH Y £,

BT IFTIAL YA RIK LT, TR_RTDT T T AL FOBREEZBRETHLERH D &
H—=DT7 77 A YA ZXOFN) B TENPIEFICEZRDIELE T, N7 —~v AT E
THREEMENRD Y, o, EfEREEZEET2E, HTLoF ¥ v 7 2FTT5HZ LN
AN =

% binsize |ZXF LT, "HICY 7 INZED YU TY R NEREMEET HLERH Y, E
Y TIXEEAEET HAREM D D 9, 04, CPULZENIFEA TE A=,
DY THEMNUE LT Z2MERH Y £3, B Y TEHFHALLE, tho7 o 2B AE
VZE Y TELITE Y Y TR LZZ 212k o Ty AE VIRERE(L LTV 5 ATHEMEN
bV FET, 0D, HitA MNZIE, EBEOM TIE e GERUEN RSN E T,

Bl Wiz, show memory =< ROH Iz R L £,
ciscoasa# show memory
Free memory: 3208100250 bytes (72%)
Used memory: 1247711232 bytes (28%)
Total memory: 4455811482 bytes (100%)

IE @ Free memory £, Y AT LADZEEXAEY TT, EHIZ, ASA 7'rEANED A E
U 7=/ THERFRER AT ZBNTELARENRHY £7T, ZOERERRTDHIC
I%. showmemorydetail 2~ > FZEHLET, 7272 L, CPUDHEAFR, 17— FRFD /S
Ty MERPEAET L AEEMER S H-DEEICHEA L T ZI0,

IZ, show memory detail =~ > RO HIZR L E9,
ciscoasa# show memory detail

Heap Memory:
Free Memory:

Heapcache Pool: 447109376 bytes ( 10% )
Global Shared Pool: 131152 bytes ( 0% )
System: 3208100250 bytes ( 72% )
Used Memory:
Heapcache Pool: 257533696 bytes ( 6% )
Global Shared Pool: 4016 bytes ( 0% )
Reserved (Size of DMA Pool): 234881024 bytes ( 5% )
System Overhead: 308051968 bytes ( 7% )
Total Memory: 4455811482 bytes ( 100% )

Warning: The information reported here is computationally expensive to
determine, and may result in CPU hogs and performance impact.

MEMPOOL_HEAPCACHE O POOL STATS:

Non-mmapped bytes allocated = 704643072
Number of free chunks = 309
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 704643072
Keepcost = 446723584
Max contiguous free mem = 446723584
Allocated memory in use = 257533696
Free memory = 447109376

————— fragmented memory statistics -----

show is ~ show m .



show is ~ show m |
. show memory

fragment size count total
(bytes) (bytes)
32 91 2912
48 116 5568
64 83 5312
96 1 96**
96 3 288
112 1 112
160 2 320
224 2 448
240 1 240
256 2 544
384 1 384
512 2 1392
768 2 1904
32768 1 44704
446723584 1 446723584%*
* - top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
80 937 74960
96 10758 1032768
112 2051 229712
128 898 114944
144 2887 415728
160 290 46400
176 300 52800
192 164 31488
208 246 51168
224 183 40992
240 208 49920
256 1396 357376
384 474 182016
512 305 156160
768 322 247296
1024 240 245760
1536 321 493056
2048 171 350208
3072 45 138240
4096 259 1060864
6144 47 288768
8192 174 1425408
12288 94 1155072
16384 571 9355264
24576 17 417792
32768 51 1671168
49152 16 786432
65536 121 7929856
98304 14 1376256
131072 9 1179648
196608 19 3735552
262144 12 3145728
393216 15 5898240
524288 2 1048576
786432 9 7077888
1048576 12 12582912
1572864 5 7864320
2097152 3 6291456
3145728 2 6291456
4194304 4 16777216

show is ~ show m
88



I show is ~ show m
show memory .

6291456 3 18874368
8388608 1 8388608
12582912 3 37748736
MEMPOOL_DMA POOL STATS:
Non-mmapped bytes allocated = 234881024
Number of free chunks = 162
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 234881024
Keepcost = 90103152
Max contiguous free mem = 90103152
Allocated memory in use = 144701888
Free memory = 90179136
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
96 1 96**
112 1 112
256 64 20480
384 32 15360
512 64 39936
90103152 1 90103152~*
* - top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
160 2 320
256 2 512
512 1 512
1024 160 163840
2048 5 10240
8192 1 8192
12288 18 221184
16384 1 16384
32768 37 1212416
49152 2 98304
65536 1 65536
131072 4 524288
196608 2 393216
262144 4 1048576
393216 2 786432
524288 2 1048576
786432 1 786432
1048576 3 3145728
1572864 2 3145728
3145728 3 9437184
6291456 2 12582912
12582912 3 37748736
MEMPOOL_GLOBAL SHARED POOL STATS:
Non-mmapped bytes allocated = 135168
Number of free chunks = 4
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 0
Keepcost = 96368
Max contiguous free mem = 96368
Allocated memory in use = 4016
Free memory = 131152
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)

show is ~ show m .



. show memory

448 1 448
20480 1 23296

————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
96 1 96
112 1 112
160 1 160
192 3 576

Summary for all pools:

Non-mmapped bytes allocated = 939659264
Number of free chunks = 475
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 939524096
Keepcost = 536923104
Allocated memory in use = 402239600
Free memory = 537419664

On 5585:

ciscoasa# show memory

Free memory: 4544618496 bytes (73%)
Used memory: 1714343936 bytes (27%)
Total memory: 6258962432 bytes (100%)

Note: Free memory is the free system memory. Additional memory may
be available from memory pools internal to the ASA process.

Use ‘show memory detail’ to see this information,

but use it

with care since it may cause CPU hogs and packet loss under load.

ciscoasa# show memory detail
Heap Memory:
Free Memory:

Global Shared Pool: 283589104

System: 4544618496
Used Memory:

Global Shared Pool: 41813520

Reserved (Size of DMA Pool): 445095936

System Overhead: 943845376
Total Memory: 6258962432

Warning: The information reported here is computationally

bytes

(100% )
expensive to

determine, and may result in CPU hogs and performance impact.

MEMPOOL_DMA POOL STATS:

Non-mmapped bytes allocated = 445095936
Number of free chunks = 161
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 445095936
Keepcost = 250149264
Max contiguous free mem = 250149264
Allocated memory in use = 194871536
Free memory = 250224400
————— fragmented memory statistics -----

fragment size count total
(bytes) (bytes)
64 1 64

96 1 96**
112 1 112
256 63 20192
384 32 15360

. show is ~ show m

show is ~ showm |



I show is ~ show m
show memory .

512 63 39312
250149264 1 250149264~*
* - top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
80 1 80
144 1 144
160 2 320
256 2 512
512 1 512
1024 160 163840
2048 5 10240
8192 5 40960
12288 27 331776
16384 1 16384
32768 39 1277952
49152 1 49152
65536 1 65536
98304 4 393216
131072 4 524288
196608 1 196608
262144 3 786432
393216 2 786432
524288 2 1048576
786432 5 3932160
1048576 3 3145728
1572864 2 3145728
3145728 4 12582912
12582912 4 50331648
MEMPOOL_GLOBAL SHARED POOL STATS:
Non-mmapped bytes allocated = 43286528
Number of free chunks = 474
Number of mmapped regions = 156
Mmapped bytes allocated = 282116096
Max memory footprint = 0
Keepcost = 11200
Max contiguous free mem = 132816
Allocated memory in use = 41813520
Free memory = 1473008
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
32 135 4320
48 203 9744
64 38 2432
80 2 160
80 20 1600
96 3 288
96 3 288
112 90 10080
112 10 1120
128 20 2560
144 1 144
240 1 240
384 1 384
400 1 400
448 1 448
480 1 480
544 1 544
560 6 3360

show is ~ show m .
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. show memory

656 1 656
816 1 816
832 1 832
880 1 880
1088 3 3360
1664 1 1680
3136 1 3280
3584 1 3776
8704 1 8704
24576 1 25728
40960 1 50064
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
64 354 22656
80 1234 98720
96 12337 1184352
112 1202 134624
128 970 124160
144 2777 399888
160 435 69600
176 155 27280
192 323 62016
208 250 52000
224 86 19264
240 388 93120
256 1478 378368
384 304 116736
512 304 155648
768 314 241152
1024 410 419840
1536 1188 1824768
2048 136 278528
3072 42 129024
4096 814 3334144
6144 56 344064
8192 174 1425408
12288 123 1511424
16384 584 9568256
24576 30 737280
32768 60 1966080
49152 30 1474560
65536 139 9109504
98304 25 2457600
131072 19 2490368
196608 32 6291456
262144 18 4718592
393216 29 11403264
524288 7 3670016
786432 8 6291456
1048576 13 13631488
1572864 11 17301504
2097152 6 12582912
3145728 2 6291456
4194304 4 16777216
8388608 1 8388608
12582912 6 75497472
Summary for all pools:
Non-mmapped bytes allocated = 488382464
Number of free chunks = 635
Number of mmapped regions = 0
Mmapped bytes allocated = 282116096

. show is ~ show m
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show memory .

Max memory footprint = 445095936
Keepcost = 250160464
Allocated memory in use = 236685056
Free memory = 251697408

RIZ, jumbo-framereservation =~ > K% A X —7 /L2 L Cwritememory 2~ > R &
reload 2~ R&FE(T L% D, 5525 TD show memory =~ > RO HZ 7~ L%

R

ciscoasa# show memory

Free memory: 3208100250 bytes (72%)
Used memory: 1247711232 bytes (28%)
Total memory: 4455811482 bytes (100%)

KIZ, jumbo-framereservation @~ > K% A R—7 /LT L72\ Y ASA 5525 TD show
memory 21~ RO B ZR L ET,

ciscoasa# show memory

Free memory: 3208100250 bytes (72%)
Used memory: 1247711232 bytes (28%)
Total memory: 4455811482 bytes (100%)

RIZ, jumbo-framereservation 2~ > K& A X—7 W L72% D, ASA 5515 T show
memory 2~ ROHIBIZRLET,

ciscoasa# show memory

Free memory: 3276619472 bytes (76%)
Used memory: 1018347824 bytes (24%)
Total memory: 4294967296 bytes (100%)

KIZ, jumbo-framereservation =~ > R%& A r— 7 /LIZ L7720 ASA 5515 TD show
memory 21~ RO HHZR L ET,

ciscoasa# show memory

Free memory: 3481145472 bytes (81%)
Used memory: 813821824 bytes (19%)
Total memory: 4294967296 bytes (100%)

RIZ. jumbo-framereservation =~ RZ A Rx—7 /LT L7-#% D, ASA 5585 T® show
memory 2~ RO B 2R LET,

ciscoasa# show memory

Free memory: 8883297824 bytes (69%)
Used memory: 4001604064 bytes (31%)
Total memory: 12884901888 bytes (100%)

KIZ, jumbo-framereservation =~ R4 A X —7 /L2 L72\ ASA 5585 T show
memory 2~ RO EZRLET,

ciscoasa# show memory
Free memory: 9872205104 bytes (77
Used memory: 3012696784 bytes (23

o°

)
)

o°

show is ~ show m .



. show memory

Total memory:

show is ~ showm |

12884901888 bytes (100%)

KIZ, jumbo-frame =~ RZH R — K L T2\ 5520 TP show memory =~ > K
DS R L ET,

ciscoasa# show memory

ree memory:
Used memory:

Total memory:

206128232 bytes (38%)
330742680 bytes (62%)

536870912 bytes (100%)

KIZ, jumbo-frame =~ KZH 7R — K L T2\ 5505 TP show memory =< > K
OB ZR L ET,

ciscoasa# show memory

Free memory:
Used memory:

Total memory:

TIZ. ASA AR |

Free memory:
Used memory:

Total memory:

48457848 bytes (18%)
219977608 bytes (82%)

268435456 bytes (100%

oe°

%14 % show memory =~ > ROHAHIEZRLET,

o°

)
)

2694133440 bytes (63
1600833856 bytes (37

4294967296 bytes (100%)

o

Virtual platform memory

Provisioned 4096 MB

Allowed 4096 MB

Status Compliant
MEav R av vk BLL]

show memory
profile

ASADAT VRN (Ta7ry A7) BT IHEREFERLE
D

show memory
binsize

FrE DA T U H A ZZEND B THENTNWDTF v 7 OERITE R 2 £oR
l_/iﬁ—o

. show is ~ show m



I show is ~ show m
show memory all .

show memory all
MEATY ORKE, BLOARL—T 4 V7V AT ACTHEMHEERZEE A€ ) BEOFEL
ZFoRT HITIE. FiHE EXEC £ — R T showmemoryall =~ > RZ2EH L E3, ZOMEICIE.
Lina & Snort D A€ VRN E LN ET,

show memory all

avy REE )1)—= EEAR
9.16(1) Zoavy RPEAINE LT,

FEEEDHA KS4> showmemoryall =~ N T, WHAEY ORKELBI VAL —T 4 7 VAT L THAEM
MARERZEE A ) BOBENEZFRTEET, ATV EFLEISCTHY Y ToRET,

ciscoasa#show memory all

Data Path:

Free memory: 3161408675 bytes (72%)

Used memory: 1203826208 bytes (28%)

Total memory: 4365234883 bytes (100%)
Inspection Engine:

Free memory: 0 bytes ( 0%)

Used memory: 0 bytes ( 0%)

Total memory: 0 bytes (100%)
System:

Free memory: 0 bytes ( 0%)

Used memory: 0 bytes ( 0%)

Total memory: 0 bytes (100%)
ciscoasa#

show is ~ show m .



. show memory api

show memory api

AT KBRS TS malloc 2% v 7 APl 23R4 51213, HiMe EXEC & — K T show
memory api 2~ > R&fHALE9,

B DEREA

AU R TIFIE

AR E—F

show is ~ showm |

show memory ap

ZOawy FIESIBEELITF—V—NEH Y A,

T 7 4 v N OEMERMEIZH W TR AL

ROEIZ, a~ FEANTEHEF—FanLET,

ARVKE— |T7A47 04— ILE—F X274 0TFRb
X
L—Fv K FSURRT (DT TILTF
LYk

AVTEFREM |VRTLA

F#HE EXEC o S . 7S . %I _ .
avy FERE Jy)— ZEERER

3
7.0(1)  Zoawr RBMERE LR,

FEREDAARZA4 Y

3l

ZOavwy RiE, VAT AICEGRIINL TS malloc A¥ v 7 APl ZFE R LET,

AEY TNy THEEE (DF Y. delay-free-poisoner, AEYV v T v h— FEFAEV 0T
A7) WA >TWAHEE . APL S show memory api =~ > RO IJIZRRIILET,

KIZ, show memory api 2~ > RO OB ZRLET,

ciscoasa# show memory api
Resource Manager (0) ->
Tracking (0) ->
Delayed-free-poisoner (0) ->
Core malloc package (0)

avy kR

B

show memory
profile

ASADAFVMEARN (TuerrAY 0 ICBETIHEREEFRLE
‘/9‘«0

show memory
binsize

FrE DA T U B A ZZEND B THEN TN DT v 7 OERITERZ FoR
Li‘d‘o

. show is ~ show m
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show memory app-cache .

show memory app-cache

TV = a kD AE YRR AR T 511X, FrHE EXEC £ — R C show memory
app-cache =~ > RZH L 9,

show memory app-cache [ threat-detection | host | flow | tcb | http | access-list | tcb-ibs ] [ detail ]

BXDEREA

access-list FE) 778 A VA RNCOT Y r—ay LSLOAEY ¥y via
PFRRLET,

detalil (EE) ZEEAEVBLOED Y THEAL AT A AEY OFME 2 — 2 FR
L/\ijqo

flow EE) 7a—TOTFY r—2ar LD AEY vy v arFRLE

host UEE) RAFTOT IV r—2 g LLDAEY v v iahFrLE
—a_o

http (£E) HTTP COT 7 U r—3 a2 LLDAEY v v a b FRLE
7,

tch L&) TCB COT F Y r—2 gy LeULDAEY v v iasFrLE
j‘o

teb-ips (A7 a) TCBIIPS D7 FUr—ay Lok A2 Fy viazf
R~RLET,

threat-detection (47> 3 2) BEMHOT 7V r—2 a2 LUV AEY ¥ viar®k

RLET,

AU R TIHIE

ATV R E—F

77 AV OEIERIELDH D EH A

WDORIZ, a~ REANTEAHE—RFERLET,
AV RKE— | T7PAT94+—ILE—F tXxayFqsarTFxXRX b
K
=Ty K ESURRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA
HE EXEC o Gt o %It o %It o %It —

show is ~ show m .



show is ~ showm |
. show memory app-cache

2T KRR Jy— EENE
S

8.0(1) oo~y RFRNBMEHELE,

8.1(1)  accessliss BLUhttp A7 a »ABEMENE LT,

9.10(1)  tcb-ips A F > a N BMENE LT,

BRLOAA Foqs “Oa<vy KEMALT, 77U r—a i k5 A% ) BRI EHRTE £,

I KIZ, show memory app-cachethreat-detection =~ > RO il 2~ L E T,

ciscoasa(config)# show memory app-cache threat-detection
LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 1350 460 115167 0 130926168

iZ. show memory app-cache threat-detection detail =~ > RO B ZR L £,

ciscoasa(config)# show memory app-cache threat-detection detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

TD ACE stats 50 0 2 0 1936

TD Host/Port counte 100 0 2 0 48
TD Host/Port counte 100 0 2 0 48
TD Host/Port counte 100 0 2 0 48
TD Host/Port counte 100 0 2 0 48

TD Host stats 50 50 16120 0 116515360

TD Subnet stats 50 2 113 0 207016

TD Host/Port counte 100 100 24618 0 3544992
TD Host/Port counte 100 100 24618 0 3544992
TD Host/Port counte 100 100 24618 0 3544992
TD Host/Port counte 100 100 24618 0 3544992
TD Host/Port counte 100 2 113 0 5424

TD Host/Port counte 100 2 113 0 5424

TD Host/Port counte 100 2 113 0 5424

TD Host/Port counte 100 2 113 0 5424

LIMIT COUNT ALLOC FAILED BYTES USED

TOTAL 1350 460 115167 0 130926168

iz, show memory app-cache host detail =~ > KOHFFIEZ R L ET,

ciscoasa(config) # show memory app-cache host detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

SNP Host Core 0 1000 1000 5116 0 961808

SNP Host Core 1 1000 1000 4968 0 933984

SNP Host Core 2 1000 1000 5413 0 1017644

SNP Host Core 3 1000 1000 4573 0 859724

LIMIT COUNT ALLOC FAILED BYTES USED

TOTAL 4000 4000 20070 0 3773160

KIZ, show memory app-cache flow detail =~ > NOHAFIZRL ET,

ciscoasa (config) # show memory app-cache flow detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

SNP Conn Core 0 1000 1000 893 0 639388

SNP Conn Core 1 1000 948 980 0 701680

SNP Conn Core 2 1000 1000 1175 0 841300

. show is ~ show m
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show memory app-cache .

SNP Conn Core 3 1000 1000 901 O 645116
LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 4000 3948 3949 0 2827484

iZ. show memory app-cache access-list detail =~ > KoOHHFIZ R L £,

ciscoasa(config)# show memory app-cache access-list detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED
NP ACL log c Core 0 1000 0 1 O 68

NP ACL log c Core 1 1000 O 6 0 408
NP ACL log c Core 2 1000 0 19 0 1292
NP ACL log c Core 3 1000 0 0 0 O

NP ACL log f Core 0 1000 0 0 0 O

NP ACL log f Core 1 1000 0 0 0 O

NP ACL log f Core 2 1000 0 0 0 O

NP ACL log f Core 3 1000 0 0 0 O

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 8000 0 26 0 1768

&IZ, show memory app-cache http detail 2~ ROHENFIZ R L ET,

ciscoasa (config) # show memory app-cache http detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED
Inspect HTTP Core 0 1000 0 0 0 O

Inspect HTTP Core 1 1000 O O
Inspect HTTP Core 2 1000 O
Inspect HTTP Core 3 1000 O
HTTP Result Core 0 1000 O
HTTP Result Core 1 1000 O
HTTP Result Core 2 1000 0 O
HTTP Result Core 3 1000 0 0 O
LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 8000 0 0 0 O

00
000
000
000
000
00
0

&IZ, show memory app-cachetcb detail =~ > FOHAHIEZ R L 9,

ciscoasa(config) # show memory app-cache tcb detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

SNP TCB Core 0 1000 1000 968 0 197472

SNP TCB Core 1 1000 1000 694 0 141576

SNP TCB Core 2 1000 1000 1304 0 266016

SNP TCB Core 3 1000 1000 1034 0 210936

LIMIT COUNT ALLOC FAILED BYTES USED

TOTAL 4000 4000 4000 0 816000

&Iz, show memory app-cachetch-ipsdetail =~ KOH B ERLET,

ha-asa5512a(config)# show memory app-cache tcb-ips detail
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED

SNP TCB IPS Core 00 625 0 0 0 0
LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 625 000 0

ha-asa5512a(config)# show memory app-cache
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES USED
[...]

SNP TCB IPS Core 00 625
SNP TCB IPS Total 625 0
[...]

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 61972 149 188 0 50212

0000
000

show is ~ show m .
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. show memory app-cache

BEavT UK av Uk ZiEA
show memory ASADAEVHRRN (Tr77yA4007) ICHETAEREFRRLE
profile +.
show memory KEEDSA F Y A RIZED Y THRATW DT v > 7 OEIERE T
binsize LET,
show memory PBLAE Y DRKEL ARV —F 4 2 VAT L CBER N R ZE %
AEVEICOWTENER I LET,

. show is ~ show m
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show memory appcache-threshold .

show memory appcache-threshold

memory appcache-threshold D A7 —# 2 L b v b W7 v M aFRART HITIE, FitE EXEC E— R
“Cshow memory appcache-threshold =~ > K& L £,

BX DA

AR TFIAILE

AU FE—F

show memory appcache-threshold

Zoa<wy RIZIBIEELITF—U—NIb FH A,

T 7 X/ N OEBERLEIZDH U AL

ROFIZ, A~ P ANTELHE—FaxRLET,

ARVEE— | TF7ATI4—ILE—F EELYFoaAVFER R
K
W=Tv bk | rSVRART |V T)L TILF
LYk

IVFERE | VRTL

FitE EXEC o i . 3 o %S _ .
avy FERE Jy— ZEERR

A
9.10(1) Zwa~wr FAEASIE L,

FERELEDOHA KSqy BHEMRT 7V r—varOby b U U e AFVEIDETLEVEDAT =X 2%

il

%1Zi%. show memory appcache-threshold =~ > R&fH L £7,

Wz, EERIST 7Y /r—3 2 > @ memory appcache threshold D A 7 — & A & FKIR3

LPlERLUET,
ciscoasa# show memory appcache-threshold
CACHE NAME STATUS THRESHOLD HIT COUNT
SNP Conn Core 00 ENABLED 85 5
ciscoasa# show memory appcache-threshold
CACHE NAME STATUS THRESHOLD HIT COUNT
SNP Conn Core 00 DISABLED 85 5

3% 10: show memory appcache-threshold ® 7 « —)L K

T4 —JLF | EREA

Cache
Name

BHEMBEOT S r—ay Fr v 2RI, ASA9.10.1 Y U — A TlX. SNP
ConnCore 00 7 U r—a v DF v v a XA TOHRNERINET,

show is ~ show m .

e




show is ~ showm |

. show memory appcache-threshold

J4—IJLK|5RBA
Status ZOT TV r—vay ¥y v a XA 7D appcache-threshold FEHE A3 A 20 H M4
MNaERLET,

Threshold |Z7 AV A —T g Frv v a XA TOLEVME, 7L 21E. 85 1Tv*
TAEAAEY DY NEAINTWNWAEI EEZERLET,

HitCount | H 7 ZNEHZICZ VT ENTHLZDOLEWEICE v F LIZEE,

BEavF avwvk siBA

memory appcache-threshold enable| kpE D A € U L EWMEIZEE LTt DT 7Y r—v 3 v
F v v aDEI Y TEHIRT 2121, memory
appcache-threshold Z A 4hIZ L £ 7,

clear memory appcache-threshold | memory appcache-threshold D&~ k 7o &2 27 V7 L%
j—O

. show is ~ show m



I show is ~ show m

show memory binsize

FREDANA TV YA XZED HTHENTWD T v 7 OERINE#RAEFRT 21213, Kk EXEC
& — K C show memory binsize 2~ > REHH L £,

show memory binsize size

show memory hinsize .

B DEREA

AR FIAILE

aAvU R E—F

B HEONRA T A ZXDF v 7 (AFY Trvr) 2FFLET, ATV HA XL
show memory detail =~ > K /1D [fragment size] ¥ 6 HfG SE 7,

77 4N FOEERLEIZH D EE A,

ROFIZ, A~ P ANNTELHE—F2RLET,

aAY VU RE— | D747 94— ILE—FK tXxaYF4aTFXR b
k
L—F v K FSURART |V TL TILF
LYk

AVTHFRRAM | VAT LA

i EXEC o KHiE

KIS KIS KIS KIS

avy FERE

FEREDAHA RS2

Jy— EEAE
7S

72(1) Zoawr RPMBMERE LK,

Zoa<y RIIFER EOTA R4 0oBH0 FH A,

I WIS, AT Y HA X500 (KD B THNET ¥ 7 IZOWTOERERZFIRT S
iz R L ET,
ciscoasa# show memory binsize 500
pc = 0x00b33657, size = 460 , count = 1

BEa<T YR avw kR 5 EA

show memory-caller
address

ASA FIZBREEINTWAT RL AFKFHEZERLET,

show memory profile

ASAD AT VERRN (7740 7)) BT A1EHREFRR
Li‘@‘o

show is ~ show m .



show is ~ show m |
. show memory binsize

avy kR B

show memory WEAE Y ORKEE AL —F (v 7 VAT A CHAEM I ATHE
RIEEAEY BICONWTENEZR R LET,

. show is ~ show m



I show is ~ show m

show memory caller-address .

show memory caller-address

B DEREA

AR TIAIE

ATV R E—F

ASA CRREINT=T N L AHiPHAZ T 21213, 74 EXEC £ — R T showmemory caller-address
a~vy REfHLET,

show memory caller-address
Zoawy RZFSIEELEFF—TU—REH D A,
77 4V P OBEREIZH Y EH A

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
IL—TvF FSURRT (DT TILF
LYk
AVTERN |YRTL
F#HE EXEC o kit o St — o XHI SIS

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

72(1) Zoo<r RBRBMENELE,

7 KL A&iPH % show memory-caller address =~ > K CHK/R$ Hai1IC, memory caller-address
Avy NCRETDLENDHY £7,

KIZ, memory caller-address =~ > R CY R L A ZHET 5515, LU show
memory-caller address =~ > KO FEROFI 2R L ET,

ciscoasa# memory caller-address 0x00109d5c 0x00109e08
ciscoasa# memory caller-address 0x009b0ef0 0x009b0£14
ciscoasa# memory caller-address 0x00cf21llc 0x00cf4464

ciscoasa# show memory-caller address
Move down stack frame for the addresses:

pc = 0x00109d5c-0x00109e08
pc = 0x009b0ef0-0x009b0£f14
pc = 0x00cf211c-0x00cfd4464

7 KL A#iPH )Y show memory-caller address =~ > R & A1 A RNCERE STV
Molh, 7 RLRAFERINERA,

ciscoasa# show memory-caller address
Move down stack frame for the addresses:

show is ~ show m .



show is ~ showm |

. show memory caller-address

BEEav R avw vk Bl
memory FIETLPCOAETY Ty R ELET,
caller-address

. show is ~ show m



I show is ~ show m
show memory delayed-free-poisoner .

show memory delayed-free-poisoner

memory delayed-free-poisoner & = — O AR D BRI 2 374 51213, 54 EXEC E— R C
showmemor ydelayed-free-poisoner =~ > K& L £,

show memory delayed-free-poisoner

SO IRy FIZFBIEERITZF—Y—NIdb v £t A,

ATVERFIFILN T IANNOBECHEITH Y EH A,

AT kK E—F WDORIZ, a~ REANTEHE—FRERLET,

ARVKE— |T7A47 04— ILE—F X2 T4 0TFR b

K

=Ty K FSUART (VUL TILF
Lk
AVTERE | VAT LA

FEHE EXEC o KPits o KPR o KPS — o S
av Y FRERE J1)— ZEERNE

3

7.0(1) Zoavy RRBMSE L,

FEREDHA KSq4 >y FTa—BIOWEEREZZ V79 25I20F. clear memory delayed-free-poisoner =~ > K% fii ]
L\i‘a_(]

Bl &Iz, show memory delayed-free-poisoner ==~ > KO Il &~ L E 7,

ciscoasa# show memory delayed-free-poisoner
delayed-free-poisoner statistics:
3335600: memory held in queue

6095: current queue count
0: elements dequeued
3: frees ignored by size
1530: frees ignored by locking
27: successful validate runs
0: aborted validate runs

01:09:36: local time of last validate

7 9-11 ©, show memory delayed-free-poisoner =~ > RO FE R E N D EHE
74—V RIZOWTiH L £9,

show is ~ show m .



. show memory delayed-free-poisoner

show is ~ showm |

% 11: show memory delayed-free-poisoner 1< > K H DA

T4—ILF

Bl

memory held in queue

delayed free-memory poisoner > —/L ¥ = —|ZfRE X7 AE U, delayed
free-memory poisoner > — /L3 A R2—T LT/ > TV WS, ZO X
Y72 AE VX, W, showmemory ) Tlix 1742& ) BEICARD £
¥

current queue count

Fa—IlhHEEDH,

elements dequeued

Fa—0bHIBRSNTEERZOE, Zo8IE, VAT LAHNDEZAEY
otz AF Y ORI EITT N TOREENCF 2 —IfEESh 5 o
EZTR o TG AT LR F 9,

frees ignored by size

FRAVNSTETCRER N T v X U TERE R TE RN T2,
F o —ZELE SR o TR B R DXL,

frees ignored by locking

BEOT TV r—varNAEY EZEHL WD, Fa—ICEiE
INTIT, V=T Lo TRATEAS STV SR 0%, BB ICAE
VEMKL TV AT AR LET 7Y r—ya vy, ZoAE Y fEhk
T o —|ZEY Y CTET,

successful validate runs

clear memory delayed-free-poisoner =~ > R&H LT, £=# U
TINA F—=T M SN, £72137 V7T E3NHRT, Fa2—0AR
28 (H#EMIZ, F721% memory delayed-free-poisoner validate =~ >
IZ& - 0) MEES B,

aborted validate runs

clear memory delayed-free-poisoner =~ > R&ZfH L T, £=# VU
TINA =TSNk, £2137 V7 Stk T, B oz 27

CEHIA 722 3T £ 721X CLID b ORREER) AR F 2 — 21 L
E9&E LD, F2—DONEET = v 7 T HERNPF IS
.

local time of last validate

EDFATHGET Lz L EDr—A L v AT LK,

Tl

Rt o

BEEav R av U R

5t BA

h=[11]]

clear memory delayed-free-poisoner | delayed free-memory poisoner ¥ —/L D ¥ = — 3 L UL

Wz 27 V7 LET,

memory delayed-free-poisoner enable | delayed free-memory poisoner 7 —/L & A F—7 /L2 L &%

ﬁ‘o

memory delayed-free-poisoner validate | delayed free-memory poisoner > — /L D % = —NEFE Dk

RlEZ R 34T L £,

. show is ~ show m



I show is ~ show m
show memory logging .

show memory logging

72X 7O AE VAR Z R T D121, F5HE EXEC £ — R T show memory logging =
~U REEEHLET,

show memory logging [ brief |wrap |include [ address] [ caller ] [ operator ] [ size ] [ process
][ time] [ context ]]

BXDEREA address (A7var) 7T RVAEREZRRLET,

brief (ATvay) EREn AT VERROr X 7 2FR LET,

caller (ATvav) BEAGEREEZRLET,

SLFRR (FTvar) FaLTER MERAETLET,
~

include BELEZZ 44—V ROLEHDIZEDET, EEDIEFTY 4 —/V REFEET
EFEITN, BWTRDIEFCTEREINET,

1. 7etx

2.

3 arFXzxh (U E— RSN
4. W (free/malloc/72 &)

5. 7T RL=A

6. HAX

7. REHE

AT, ko LBh TT,

process=[ XXX] time=[XXX] context=[XXX] oper=[ XXX] address=0xXXXXXXXX
size=XX @ XXXXXXXX

XXXXXXXX XXXXXXXX XXXXXXXX

RRAODREEEZET FUARFIRENE T, BIIRT L OIS, LB oEE G
W) BHAICHEES R ET,

operator (A7vay) ARV—FEREFRLET,

process (F7vay) 7eeAFRERRLET,

size (A7vay) A XEREFRLET,

time (A7 ar) EfgHRE 2R LET,

- .-IEE-



. show memory logging

ARV R TIFIE

ATV R E—F

show is ~ showm |

wrap (A7 ay) AFRVFERRROOX L IOT7 vy FENTE-T—2%2F < LE
T, TNOOEBETDHT —ZNERINTZVRESNTZY LWL D2, B
TEHF—=HL, ZOa<vr FOANKBICHEEERNET,

T 7 4V N OBEERMEIZH W FH AL

WDFEIZ, a~vr REANTEDLE—RERLET,

AYVKRE— |T7AT7 94— ILE—F Xxa)F4aVTFERE
X
=Ty K ESUARRT (VUL TILF
LYk
AVTFXFRAR |[YRTF LA
¥ #E EXEC o Gt o %Fhts o %Fhts o %Fhts o %Fhts

2v Y KRR

FEREDHA K4V

1

Ju— EEAE
S

94(1) Zoa~ o RFREASNELRL

show memory logging =2~ > Rix, R DAEVEHD Y TL ARV FERARNARRL, 2—HF—
MAEY OF T T T A X MR TEDL LI LET,

The following is sample output from the show memory logging
command on the ASA:

ciscoasa# show memory logging
Number of free

Number of calloc

Number of malloc

Number of realloc-new

Number of realloc-free

Number of realloc-null

Number of realloc-same

Number of calloc-fail

Number of malloc-fail

Number of realloc-fail

Total operations 14

Buffer size: 50 (3688 x2 bytes)
process=[ci/console] time=[13:26:33.407] oper=[malloc]

addr=0x00007£ff£f2cd0abcO size=72 @ 0x00000000016466ea 0x0000000002124542 0x000000000131911a

O O OO OO O oo

0x0000000000442bfd process=[ci/console] time=[13:26:33.407] oper=[free]
addr=0x00007f£ff2cd0a6cO0 size=72 @ 0x00000000021246ef 0x00000000013193e8
0x0000000000443455 0x0000000001318£5b

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]

addr=0x00007£f£f2cd0aal0 size=16 @ 0x00000000016466ea 0x0000000002124542 0x000000000182774d

0x000000000182cc8a process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]
addr=0x00007£££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542 0x0000000000bfef9a

0x0000000000bff606 process=[CMGR Server Process] time=[13:26:35.964] oper=[free]

. show is ~ show m



I show is ~ show m

show memory logging .

addr=0x00007£££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000bf£f3d8
0x0000000000bff606 0x000000000182ccb0

process=[CMGR Server Process] time=[13:26:35.964] oper=[malloc]

addr=0x00007£££224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[CMGR Server Process] time=[13:26:37.964] oper=[free]

addr=0x00007£f£2cd0aal0 size=16 @ 0x00000000021246ef 0x0000000001827098 0x000000000182c08d

0x000000000182c262 process=[CMGR Server Process] time=[13:26:37.964] oper=[free]
addr=0x00007£££224b9460 size=40 @ 0x00000000021246ef 0x000000000182711b 0x000000000182c08d

0x000000000182¢c262 process=[CMGR Server Process] time=[13:26:38.464] oper=[malloc]
addr=0x00007££f£2cd0aal0 size=16 @ 0x00000000016466ea 0x0000000002124542 0x000000000182774d

0x000000000182cc8a process=[CMGR Server Process] time=[13:26:38.464] oper=[malloc]
addr=0x00007£££224bb9f0 size=512 @ 0x00000000016466ea 0x0000000002124542 0x0000000000bfef9a

0x0000000000bff606 process=[CMGR Server Process] time=[13:26:38.464] oper=[free]
addr=0x00007£££224bb9f0 size=512 @ 0x00000000021246ef 0x0000000000bf£f3d8
0x0000000000bff606 0x000000000182ccb0

process=[CMGR Server Process] time=[13:26:38.464] oper=[malloc]

addr=0x00007£££f224b9460 size=40 @ 0x00000000016466ea 0x0000000002124542
0x0000000001834188 0x000000000182ce83

process=[ci/console] time=[13:26:38.557] oper=[malloc]

addr=0x00007£f£f2cd0abcO size=72 @ 0x00000000016466ea 0x0000000002124542 0x000000000131911a

0x0000000000442bfd process=[ci/console] time=[13:26:38.557] oper=[free]
addr=0x00007f£ff2cd0a6c0 size=72 @ 0x00000000021246ef 0x00000000013193e8
0x0000000000443455 0x0000000001318£5b

The following is sample output from the show memory logging include process operation
size

command on the ASA:

ciscoasa# show memory logging include process operation size

Number of free 6

Number of calloc

Number of malloc

Number of realloc-new

Number of realloc-free

Number of realloc-null

Number of realloc-same

Number of calloc-fail

Number of malloc-fail

Number of realloc-fail

Total operations 14

Buffer size: 50 (3688 x2 bytes)
process=[ci/console] oper=[malloc] size=72 process=[ci/console] oper=[free] size=72
process=

[CMGR Server Process] oper=[malloc] size=16 process=[CMGR Server Process] oper=[malloc]

O O O O O O O ww o

size=512 process=[CMGR Server Process] oper=[free] size=512 process=[CMGR Server Process]

oper=[malloc] size=40 process=[CMGR Server Process] oper=[free] size=16 process=[CMGR
Server

Process] oper=[free] size=40 process=[CMGR Server Process] oper=[malloc] size=16
process=[CMGR

Server Process] oper=[malloc] size=512 process=[CMGR Server Process] oper=[free] size=512

process=[CMGR Server Process] oper=[malloc] size=40 process=[ci/console] oper=[malloc]
size=72

process=[ci/console] oper=[free] size=72

The following is sample output from the show memory logging brief

command on the ASA:

ciscoasa# show memory logging brief

Number of free 6

show is ~ show m .



. show memory logging

Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of

show is ~ showm |

calloc
malloc
realloc-new
realloc-free
realloc-null
realloc-same
calloc-fail
malloc-fail
realloc-fail

O O O O O o o w o

Total operations 14
Buffer size: 50 (3688 x2 bytes)

BEEav R av ok

BLL]

show memory profile |ASAD A EUMRGL (e 7740 7) (T AEREZFRLE

R

show memory binsize |H:E D/ SA F U H A XTED S THNTWDETF ¥ v 7 OEKIERAE K

RLET,

. show is ~ show m



I show is ~ show m

show memory profile .

show memory profile

ASADAEVMME (Fu77A4Y 7)) ITHTLHEREFRT DI, KM EXEC E— 1
C show memory profile 2~ > K& H L F9°,

show memory profile [ peak ] [ detail | collated | status ]

BX DA odlated  ({LF) FrIhd AT UEREELLET,

detail  (fEE) A€V OFEMIERERTLET,

peak (A7 ar) MEMAT] Oy 77 TiER, BE—2 ¥ I F v RNy 77 EFER
Li—a_o

status  (f£E) ATV a7y VTl E—7 X TF v Ny T 7 OHIEOREE TR
LET,

AT VR FI4NN T AN NOBEERMHEITH Y A,

AR E—F WOEIZ, avy REANTXLE— RERLET,

K

W—TvF FSURART (DU T 0L TILF
Lk
AVTHFREL | VAT LA

5 EXEC o SIS o RHS — o RIS o %I
av Yy FER Jy— ZFTEAE

7S

7.01)  Zoo<r RRBMENELE,

FERLEDHA KS4> showmemoryprofile 2~ FEFHH LT, AT VERRLL~VEXAEY V=T %2 FT TN
Va—T 47 LET, TRrI7 AV TMELEENTVDOEETHL, 777 A0y Ty
DNFEFRTEET, 7R7 74 V7R TOLE. Ny 7 7IZHBINICZ V7 &%
ED

)

CE) AV TurdrA 00 0% AAF3—TNMITEHE, ASADNRT 3 —< U AN—FFIIE T 55

BRHY £,

show is ~ show m .



show is ~ showm |
. show memory profile

B iz, show memory profile =~ > ROHHFIZ R L ET,

ciscoasa# show memory profile

Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004

Total = 0

show memory profiledetail =~ > KO, 6 DDOFT—%5L 1 DD~y Z—FIIZ
XS4, EfiZ TRRINTWET, ~y ¥ —FNZiX, FLEHOT—ZFNIKET 5
AEY Nry hOT RUABRFRINET (16 #H) . 7—XHEKIZ, Xy v 7
RLRIZHDTHFAPERFT—FRRFELTWAEAAS NETY, 5% 1T L2HND
EUAFR () E, ZONNT Yy FOTHFARMIESTAEY BMEFFINTW RN L%
EWRLET, ITHOMO T 7 KX, BIDOT T LB > TS LT v b
T RLVAZRLTWET, e 2T, BYIOITOREOT —% 17 LOT KL A X
7 M 0x001069¢0 T9, HAIDITD 2 FKDHDT—H T LDT RLA N7y M
0x001069¢4 T, LABE G FEFRICH D L CWE LT, BHEIZ, ~v ¥ — D7 LZHDHT R
VARRDON)y BT RVATY, ZHUE, BiOITOREDT —X 17207 KLA
WZHEEZINE L7z O T, MARMAE ENRVTIEIR RSN EEAL, 2D XD
RIEFTRITR BT, BEER L TWDZELHV ET, ZOBRAET. ~vF—Hh T
L3 HOEY AR (L) TRENET,

IZ, show memory profiledetail =~ > KOHAFIEZRLET,

ciscoasa# show memory profile detail

Range: start = 0x00100020, end = 0x00e006e0, increment = 00000004
Total = 48941152

6;601069e0 . 24462 . . . .
6;60106d88 . 1865870 . . . .
é;éOIOadfO . 7788 . . ..
6;60113640 . . . . 433152 .

0x00116790 2480 . . . . .
<snip>

&IZ, show memory profilecollated =~ ROHE B Z R LET,

ciscoasa# show memory profile collated

Range: start = 0x00100020, end = 0x00e006e0, increment = 00000004
Total = 48941152

24462 0x001069e4

1865870 0x00106d8c

7788 0x0010adf4

433152 0x00113650

2480 0x00116790

<More>

RIZ, show memory profilepeak =~ > KO flZ < LET, ZD=a~2 KT,
= F Yy T F v Ny 77 EFRLET,

. show is ~ show m



I show is ~ show m

show memory profile .

ciscoasa# show memory profile peak
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004 Total = 102400

KIZ, show memory profile peak detail =~ > FOH A EZRLET, ZDa~<w KT
X, B0 XY T Ty RNy Tl dUETHAT Y RT FLALH LT FA h/a—K
DRFFLTWD S MIERRLET,

ciscoasa# show memory profile peak detail

Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 102400

0x00404c8c . . 102400 . . .

KIZ, show memory profilestatus =~ > RO FIZRLET, ZDa~vr FTIHE,
ARV IO T 7 AV T =X T T RNy 7y OBIEOIREEZER R LET,

ciscoasa# show memory profile status

InUse profiling: ON

Peak profiling: OFF

Memory used by profile buffers: 11518860 bytes
Profile:

0x00100020-0x00b£fc3a8(00000004)

avU R Bl
memory profile AEVFEIRY (REY Ta77A4 00 Y) OE=ZY T %A F—
enable T LET,

memory profiletext | 7o 7 > A LT HAEY ORI T AT XA MuHEZRELET,

clear memory profile| £ a7 7 4 U v VHEEEICE s TRFFSNDAEY Ny T 7 %7
V7 LET,

show is ~ show m .



. show memory region

show is ~ showm |

show memory region

B DEREA

AR TIAIE

ATV R E—F

TuatAvy 7T EFRRT DHIZIE, FHE EXEC E— KT show memory region =~ > R&fEf L

7.

show memory region

Zoavwy FIZEBIEELITF—TU—NEdb Y £HA,
774N FOEERLEIZH Y EE A,

ROFIZ, a~ R ANNTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
R
W=TFTyk | FSVRRT (DU T)L JILF
LYk
AVFFRL | VRTL
FFHEEXEC |« I " I I b b

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.01) Zoo<wr RRBMENELE,

show memory region 2~ > R&EFEHTLH L, YrEARAE ) vy TE2RKRTEET,

IZ, show memory region =~ > ROH I ZR L £,

ciscoasa# show memory region

ASLR enabled, text region 7f7397701000-7f739bc186¢c4

Address Perm Offset Dev Inode Pathname

7£7391a06000-7£7391d09000 rw-p 00000000 00:00 0 [stack:2161]
7f7391d22000-7£739212e000 rw-p 00000000 00:00 0 [stack:2157]
7£7392530000-7£7392631000 rw-p 00000000 00:00 O [stack:2156]
7£7392647000-7£7392849000 rw-p 00000000 00:00 O [stack:2154]
7£7392895000-7£7392897000 r-xp 00000000 00:01 989 /1ib64/libutil-2.18.s0
77392897000-7£7392296000 ---p 00002000 00:01 989 /1ib64/libutil-2.18.s0
7£7392a96000-7£7392297000 r--p 00001000 00:01 989 /1ib64/libutil-2.18.s0
7£7392a97000-7£7392298000 rw-p 00002000 00:01 989 /1ib64/libutil-2.18.s0

. show is ~ show m



I show is ~ show m
show memory region .

7£7392a98000-7£7392¢92000 r-xp 00000000 00:01 2923 /usr/lib64/liberypto.so.1.0.0
7£7392¢9a000-77392e99000 ---p 00202000 00:01 2923 /ust/lib64/liberypto.so.1.0.0
7£7392¢99000-7£7392ec3000 rw-p 00201000 00:01 2923 /ust/lib64/liberypto.so.1.0.0
7£7392ec7000-7£7392£28000 r-xp 00000000 00:01 3114 /usr/lib64/libssl.s0.1.0.0
7£7392£28000-7f7393127000 ---p 00061000 00:01 3114 /usr/lib64/libssl.so.1.0.0
7£7393127000-7£7393132000 rw-p 00060000 00:01 3114 /ust/lib64/libssl.s0.1.0.0
7£7393132000-7£739316a000 r-xp 00000000 00:01 3202 /usr/lib64/libxslt.so.1.1.28
7£7393162000-7£739336a000 ---p 00038000 00:01 3202 /usr/lib64/libxslt.so.1.1.28
7£7393362000-7£739336c000 rw-p 00038000 00:01 3202 /usr/lib64/libxslt.so.1.1.28
7£739336¢000-7£73933¢ca000 r-xp 00000000 00:01 3439 /usr/lib64/libxmlsecl.so0.1.2.20
7£73933¢a000-7f73935¢a000 ---p 0005¢000 00:01 3439 /ust/lib64/libxmlsecl.s0.1.2.20
7£73935¢a000-7f73935¢e000 rw-p 0005¢000 00:01 3439 /usr/lib64/libxmlsecl.so.1.2.20
7£73935¢e000-7f7393606000 r-xp 00000000 00:01 2950 /usr/lib64/libxmlsec1-openssl.so.1.2.20
7£7393606000-7£7393805000 ---p 00038000 00:01 2950 /usr/lib64/libxmlsec1-openssl.so.1.2.20
7£7393805000-7£7393809000 rw-p 00037000 00:01 2950 /usr/lib64/libxmlsec1-openssl.so.1.2.20
7£7393802000-7£7393811000 r-xp 00000000 00:01 2976 /usr/lib64/1ibffi.s0.6.0.1
7f7393811000-7£7393a11000 ---p 00007000 00:01 2976 /usr/lib64/1ibffi.s0.6.0.1
7f7393a11000-7£7393a12000 rw-p 00007000 00:01 2976 /usr/1ib64/1ibffi.s0.6.0.1
7£7393a12000-7£7393b94000 r-xp 00000000 00:01 2929 /ust/lib64/libpython2.7.s0.1.0
7f7393b94000-7£7393d94000 ---p 00182000 00:01 2929 /usr/lib64/libpython2.7.50.1.0
7£7393d94000-7£7393dd3000 rw-p 00182000 00:01 2929 /usr/lib64/libpython2.7.50.1.0
7£7393de1000-7£7393df6000 r-xp 00000000 00:01 948 /1ib64/libz.s0.1.2.8
7£7393d{6000-7f7393£f5000 ---p 00015000 00:01 948 /1ib64/libz.s0.1.2.8
7£7393f5000-7f7393ff6000 rw-p 00014000 00:01 948 /1ib64/libz.s0.1.2.8
7£7393£f6000-7f739419a000 r-xp 00000000 00:01 961 /1ib64/libe-2.18.s0
7£7394192000-7£7394399000 ---p 00124000 00:01 961 /1ib64/libc-2.18.s0
7£7394399000-7£739439d000 r--p 00123000 00:01 961 /lib64/libe-2.18.s0
7£739439d000-7£739439f000 rw-p 00127000 00:01 961 /1ib64/libc-2.18.s0
7f73943a3000-7£73943b8000 r-xp 00000000 00:01 949 /1ib64/libgec_s.so.1
7£73943b8000-7f73945b8000 ---p 00015000 00:01 949 /1ib64/libgce_s.so.1
7f73945b8000-7£73945b9000 rw-p 00015000 00:01 949 /1ib64/libgce_s.so.1
7f73945H9000-7£73946bb000 r-xp 00000000 00:01 999 /1ib64/libm-2.18.s0
7£73946bb000-7£73948ba000 ---p 00102000 00:01 999 /1ib64/libm-2.18.s0
7£73948b2000-7f73948bb000 r--p 00101000 00:01 999 /1ib64/libm-2.18.s0
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. show memory region

7£73948bb000-7£73948bc000 rw-p 00102000 00:01 999 /lib64/libm-2.18.s0
7£73948bc000-7f73948be000 r-xp 00000000 00:01 3641 /asa/lib/libplatcap.so
7£73948be000-7f7394abd000 ---p 00002000 00:01 3641 /asa/lib/libplatcap.so
7£7394abd000-7f7394ac5000 rw-p 00001000 00:01 3641 /asa/lib/libplatcap.so
7f7394ac5000-7f7394b12000 r-xp 00000000 00:01 3213 /usr/lib64/libgobject-2.0.50.0.3600.4
7f7394b12000-7£7394d12000 ---p 0004d000 00:01 3213 /usr/lib64/libgobject-2.0.s0.0.3600.4
7£7394d12000-7£7394d14000 rw-p 0004d000 00:01 3213 /usr/lib64/libgobject-2.0.s0.0.3600.4
7f7394d14000-7£7394e3d000 r-xp 00000000 00:01 3120 /ust/lib64/libglib-2.0.50.0.3600.4
7f7394¢3d000-7£739503d000 ---p 00129000 00:01 3120 /usr/lib64/libglib-2.0.50.0.3600.4
7£739503d000-7£739503000 rw-p 00129000 00:01 3120 /ust/1ib64/libglib-2.0.50.0.3600.4
7£739503000-7£73950ce000 r-xp 00000000 00:01 3143 /usr/lib64/liblasso.s0.3.11.1
7£73950ce000-7£73952¢e000 ---p 0008f000 00:01 3143 /usr/lib64/liblasso.so0.3.11.1
7£73952¢e000-7f73952d9000 rw-p 0008000 00:01 3143 /usr/lib64/liblasso.s0.3.11.1
7£73952d9000-7£73952¢9000 r-xp 00000000 00:01 3175 /ust/lib64/libprotobuf-c.s0.0.0.0
773952¢9000-7£73954e8000 ---p 00010000 00:01 3175 /usr/lib64/libprotobuf-c.s0.0.0.0
7£73954e8000-7f73954¢9000 rw-p 0000000 00:01 3175 /usr/lib64/libprotobuf-c.s0.0.0.0
7£73954€9000-7£739551b000 r-xp 00000000 00:01 3629 /asa/lib/libmsglyr.so
7f739551b000-7£739571b000 ---p 00032000 00:01 3629 /asa/lib/libmsglyr.so
7£739571b000-7£7395720000 rw-p 00032000 00:01 3629 /asa/lib/libmsglyr.so
7£7395720000-7£739576¢000 r-xp 00000000 00:01 3146 /ust/lib64/libzmg.s0.3.1.0
7£739576¢000-7£739596c000 ---p 0004c000 00:01 3146 /usr/lib64/libzmq.s0.3.1.0
7£739596¢000-7£7395970000 rw-p 0004c000 00:01 3146 /usr/lib64/libzmgq.s0.3.1.0
7£7395970000-7£7395ac0000 r-xp 00000000 00:01 2952 /ust/lib64/libxml2.s0.2.9.1
7£7395ac0000-7f7395¢c0000 ---p 00150000 00:01 2952 /usr/lib64/libxml2.s0.2.9.1
7£7395¢c¢0000-7f7395¢ca000 rw-p 00150000 00:01 2952 /ust/lib64/libxml2.s0.2.9.1
7£7395¢cb000-7f7395¢eb000 r-xp 00000000 00:01 3628 /asa/lib/libpdts.so
7£7395¢eb000-7f7395eea000 ---p 00020000 00:01 3628 /asa/lib/libpdts.so
7£7395eea000-7f7395eec000 rw-p 0001f000 00:01 3628 /asa/lib/libpdts.so
7£7395eec000-7£7395eff000 r-xp 00000000 00:01 2057 /1ib64/libresolv-2.18.s0
7£7395eff000-7£73960£f000 ---p 00013000 00:01 2057 /1ib64/libresolv-2.18.s0
7£73960£f000-7£7396100000 r--p 00013000 00:01 2057 /1ib64/libresolv-2.18.s0
7f7396100000-7£7396101000 rw-p 00014000 00:01 2057 /lib64/libresolv-2.18.s0
7f7396103000-7£7396110000 r-xp 00000000 00:01 955 /lib64/libudev.s0.0.13.1
7£7396110000-7£739630£000 ---p 00004000 00:01 955 /lib64/libudev.so.0.13.1
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show memory region .

7£739630f000-7£7396310000 rw-p 0000c000 00:01 955 /1ib64/libudev.s0.0.13.1
7f7396310000-7£7396322000 r-xp 00000000 00:01 964 /1ib64/libcgroup.so.1.0.38
7£7396322000-7£7396521000 ---p 00012000 00:01 964 /1ib64/libcgroup.so.1.0.38
7f7396521000-7£7396523000 rw-p 00011000 00:01 964 /1ib64/libcgroup.so.1.0.38
7f739677d000-7£7396784000 r-xp 00000000 00:01 2067 /1ib64/librt-2.18.s0
7f7396784000-7f7396983000 ---p 00007000 00:01 2067 /1ib64/librt-2.18.s0
7£7396983000-7f7396984000 r--p 00006000 00:01 2067 /1ib64/librt-2.18.s0
7£7396984000-7f7396985000 rw-p 00007000 00:01 2067 /lib64/librt-2.18.s0
7£7396985000-7£7396988000 r-xp 00000000 00:01 2060 /1ib64/1ibdl-2.18.s0
7£7396988000-7f7396b87000 ---p 00003000 00:01 2060 /lib64/1ibdl-2.18.s0
7f7396b87000-7f7396b88000 r--p 00002000 00:01 2060 /lib64/1ibdl-2.18.50
7f7396b88000-7f7396b89000 rw-p 00003000 00:01 2060 /1ib64/1ibdl-2.18.s0
7f7396b89000-7f7396ba2000 r-xp 00000000 00:01 1001 /lib64/libpthread-2.18.s0
7f7396ba2000-7f7396da1000 ---p 00019000 00:01 1001 /1ib64/libpthread-2.18.s0
7f7396da1000-7f7396da2000 r--p 00018000 00:01 1001 /1ib64/libpthread-2.18.s0
7f7396da2000-7f7396da3000 rw-p 00019000 00:01 1001 /1ib64/libpthread-2.18.s0
7f7396da7000-7f7396dce000 r-xp 00000000 00:01 3434 /usr/lib64/libexpat.s0.1.6.0
7f7396dce000-7f7396£cd000 ---p 00027000 00:01 3434 /usr/lib64/libexpat.so.1.6.0
7f7396£cd000-77396£fd0000 rw-p 00026000 00:01 3434 /usr/lib64/libexpat.so.1.6.0
7£7396£d0000-7f73970b6000 r-xp 00000000 00:01 3113 /usr/lib64/libstdct+.50.6.0.18
7£73970b6000-7£73972b5000 ---p 0006000 00:01 3113 /usr/lib64/libstdc++.50.6.0.18
7£73972b5000-7£73972bd000 r--p 0005000 00:01 3113 /usr/lib64/libstdc++.50.6.0.18
7£73972bd000-7£73972b£000 rw-p 000ed000 00:01 3113 /usr/lib64/libstdc++.50.6.0.18
7£73972d4000-7£73972de000 r-xp 00000000 00:01 3174 /ust/lib64/libnuma.so.1
7£73972de000-7£73974dd000 ---p 00002000 00:01 3174 /usr/lib64/libnuma.so. 1
7£73974dd000-7£73974de000 rw-p 00009000 00:01 3174 /usr/lib64/libnuma.so.1
7£73974de000-7£73974£e000 r-xp 00000000 00:01 950 /1ib64/1d-2.18.s0
7£73976£e000-773976£f000 r--p 00020000 00:01 950 /lib64/1d-2.18.s0
7£73976£f000-7£7397700000 rw-p 00021000 00:01 950 /lib64/1d-2.18.s0
7£7397701000-7£739bc19000 r-xp 00000000 00:01 3650 /asa/bin/lina
7£739be18000-7f739¢c16000 rw-p 04517000 00:01 3650 /asa/bin/lina
7ffffe1£c000-7fftfe21d000 rw-p 00000000 00:00 0 [stack]

71fffe2£1000-7{fffe2£3000 r-xp 00000000 00:00 0 [vdso]
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. show memory region

BEEav R av R 5 BA
memory profile AEVMERRN (A€ TarrA)07) OF=X) T oA R—
enable T UET,

memory profiletext | o 7> A LT AHAAEY DTl T A TR NEFHERELET,

clear memory profile | X £ a7 74 U U FVHEEEIC L > TREFEENDAEY RNy T 7527
V7 LET,
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show memory top-usage .

show memory top-usage

show memory detail =~ > F6HEID B THNIZT T T AL YA XD BN DnERRT
5IZiX. Hi#E EXEC & — K T show memory top-usage =2~ > RZ#ff L £,

show memory top-usage [ hum ]

BX DA

AR R TFI4ILE

ATV R E—F

nm  (F7a ) URMINAT Y YA ZOKEFRRLES, 207231 ~64 TT,

num O 7 # /L kML 10 T,

ROFIZ, a~ P2 ANNTELE—FERLET,

ATV FE— | T7AT7I24+—ILE—F XA YF4arTFR b
k
W=Ty bk | FSVRART |V TL TILF
Lk
AVTERR | VAT L
FHE EXEC o Gt o S5 o s _ . R

avy FERE

FEREDHA KS4 Y

3l

Jy— EEAE
S

84(6) oo~ RRBMENELRE,

show memory detail =~ > RHEID Y THNIZT T T AL R A XD LN AR RRT
%IZi%. show memory top-usage =2~ > K& L £,

Zoavr Rk, VI7AZ VT EERLE A, 7T AZY U ITRA F—TNVOHFRICT T
ABY T T 4 =TT HH0ETH D A,

KIZ. show memory top-usage 2~ > KO Il %2R L E 7,

ciscoasa# show memory top-usage 3
MEMPOOL_DMA pool binsize allocated byte totals:
————— allocated memory statistics -----

fragment size count total
(bytes) (bytes)
1572864 9 14155776
12582912 1 12582912
6291456 1 6291456
————— Binsize PC top usage -----
Binsize: 1572864 total (bytes): 14155776
pc = 0x805a870, size = 16422399 , count = 9
Binsize: 12582912 total (bytes): 12582912

pc = 0x805a870, size = 12960071 , count = 1
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. show memory top-usage

Binsize: 6291456
pc = 0x9828a6c, size

total (bytes): 6291456

= 7962695 , count =1

MEMPOOL_GLOBAL SHARED pool binsize allocated byte totals:
————— allocated memory statistics -----

fragment size
(bytes)

12582912
2097152
65536

————— Binsize PC top
Binsize: 12582912

pc = 0x8249763, size
Binsize: 2097152

pc = 0x8a7ebfb, size
pc = 0x8aad4l3, size
pc = 0x8a9%bobl3, size
pc = 0x8a80542, size
pc = 0x97e7172, size
pc = 0x8996463, size
Binsize: 65536

pc = 0x913db2b, size
pc = 0x91421leb, size
pc = 0x97e7172, size
pc = 0x97e7433, size
pc = 0x82c3412, size
pc = 0x8190e09, size
pc = 0x8190af6, size
pc = 0x93016al, size
pc = 0x89fla4d0, size
pc = 0x9131140, size
pc = 0x8eeb6c8, size
pc = 0x8056a0l1, size
pc = 0x80569e5, size

count total
(bytes)
1 12582912
6 12582912
181 11862016
usage —---—-
total (bytes): 12582912
= 37748736 , count =1
total (bytes): 12582912
= 2560064 , count =1
= 2240064 , count =1
= 2240064 , count =1
= 2097152 , count =1
= 2097287 , count =1
= 2272832 , count =1
total (bytes): 11862016

= 11635232 , count = 161

EEav> R

avy kR

= 138688 , count = 2
= 339740 , count = 4
= 197229 , count = 3
= 65536 , count =1
= 155648 , count = 2
= 77824 , count =1
= 65536 , count =1
= 65536 , count =1
= 163968 , count = 2
= 66048 , count =1
= 66528 , count =1
= 66528 , count =1
&5 EA

show memory
tracking

BENESN TS T RTOFRELRRLET,

. show is ~ show m
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show memory tracking .

show memory tracking

VUKo TTBEN D, BIEEID Y TEADOAEY 2R T DITIE, FFHEEXECE— R T
show memory tracking =~ > K& £/ LET,

show memory tracking [ address | dump | detail ]

EX DA address (1) 7 RV AT EDAEFID NG X T2 FERLET,

detail (F7>ay) NEHAEVD N T X ZVHRESFRFLET,

dump (A7 ay) AFVDI TR T T RLRAEZFRLET,

ATV RFEIHIN T 7ANNOEBERHEIZH Y A,

ATV R E—F WORIZ, a~vr P ANTELE—FEenRLET,

aAY VU KE— | T7PAT794—ILE—F +ExAYF4aUFER B

K

=Ty F | RSVART VTN JILF
LYk
AVTERRE |VARTL

FitE EXEC o i o 3Hit — S INN « hit
avy RERE )— ZEEASE

R

72(1)  Zoa<wr RBBMENnE LA,

FEREEDHA K54 > showmemorytracking =~ > RZMIH LT, YV —/WZ X VB EN TS, BITERID K TH A
DATY ZRRLET,

Bl &IZ. show memory tracking =~ > RO HHI &R L E9,

ciscoasa# show memory tracking

memory tracking by caller:

17 bytes from 1 allocates by 0x080c50c2

37 bytes from 1 allocates by 0x080c50f6

57 bytes from 1 allocates by 0x080c5125
20481 bytes from 1 allocates by 0x080c5154

KIZ. show memory tracking address =~ > RO 1l Z R L £,

ciscoasa# show memory tracking address
memory tracking by caller:
17 bytes from 1 allocates by 0x080c50c2

show is ~ show m .
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. show memory tracking

37 bytes from 1 allocates by 0x080c50f6

57 bytes from 1 allocates by 0x080c5125

20481 bytes from 1 allocates by 0x080c5154

memory tracking by address:

37 byte region @ 0xa893ae80 allocated by 0x080c50f6

57 byte region @ 0xa893aed0 allocated by 0x080c5125
20481 byte region @ 0Oxa8d7cc50 allocated by 0x080c5154
17 byte region @ 0xa8a6f370 allocated by 0x080c50c2

IZ, show memory tracking dump =~ > RO 1B 2R L £,

ciscoasa# show

memory tracking dump

Tracking data for the 57 byte region at 0xa893aed0l:

Timestamp: 05:59:36.309 UTC Sun Jul 29 2007

Traceback:

0x080c5125

0x080b3695

0x0873f606

0x08740573

0x080ab530

0x080ac788

0x080adl41l

0x0805df8f

Dumping 57 bytes of the 57 byte region:

a893aed0: 0Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc O0c O0c 0c 0C 0C | weveeeemennnnnnn
a893aeel: 0Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc O0c O0c 0c 0C 0C | weveeeeeennnnnnn
a893aef0: 0Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc O0c O0c 0c 0C 0C | weveeeeeenennnnn
a893af00: 0Oc Oc Oc Oc Oc Oc Oc Oc Oc | wueueuenenwnn.

EEa<v U FR avo kR Bl
clear memory BUENE SN TV D TR TOFHRE 7 VT LET,
tracking
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show memory utilization .

show memory utilization

Show memory utilization =7~ > R&ZfHiH LT, ASAICERESNTWVD Y B— KL &UVMEOHIFR
LI Ty valflERRLET,

show memory-utilization [ reload-threshold ]

BXDEREA

AU R TIHIE

AU R E—FR

reload-threshold ZHESNTNWAL AT A ATYDOY r— RLEXWEOHIIE., BLO, v =&
TADVB— ROFHIY T v afFRmPMRGFEINTHDINE I EFRRLE
T,

77 AV OEIERIEEDH D EE A

ROFIZ, a~ FEANNTELE—RERLET,

AXVEE— |TFATIA—LE—F  |E£F2UTF/aLTERF

N

=Ty K FSUVRRT (YU FL T ILF
LYk
AVTFHER VAT LA
Fua—sL 3| e st - K - K - K —
V7 4 ¥
Lr—g3

avy FERE

FEREDHA FS14 Y

il

Jy— EERE
7S

97(1) Zoa~r RFRBMENELE,

Jr—RLEVEDRESNTWDNE D &R 52i%, show memory utilization =2~ >
REFEHLEST, REINTVDIEHAIE, LEVEOHIRE, Ve — RREEINDANTY
T alEMERGT DA TV a v ERIRT 20 E ) N EERTEET,

WIZ, ASA EIZAE D HEHRIUEEZRET 202~ L £,

ciscoasa# show memory-utilization reload-threshold
Memory-Utilization reload-threshold is not configured.
ciscoasa# show memory-utilization reload-threshold
Memory-Utilization reload-threshold is configured:
Reload at: 93%

Crashinfo Generation: yes

ciscoasa# show memory-utilization reload-threshold
Memory-Utilization reload-threshold is configured:
Reload at: 90%

Crashinfo Generation: no

show is ~ show m .
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. show memory webvpn

show memory webvpn

WebVPN D A E U i FRIL OFEFHEH 2 AT 5 121E, F#HE EXEC £— RC show memory
webvpn a2~ REMFHLET,

show memory webvpn [ allobjects| blocks| dumpstate [ cache|diskO |diskl |flash | ftp | system
|tftp 1 | pools|profile [ clear |dump | start | stop ] | usedabjects { { begin | exclude|grep |include

} lineline } ]
BX DA allobjects  F— Trv s FRCOEREHAT V=7 MBI OMKHEHRAT Y =2

MZ2WT, WebVPN 2 E U EOFEMEZ R R LET,

begin — T AT EHA L ET,

blocks AEY 71y 7220 T, WebVPN A& U HEHBOFEMEZ LR LET,

cache WebVPN A E U F v v alRlEOX L TDT7 7 A NAERELET,

clear WebVPN A€V a7 7 A V&7 VT LET,

disk0 WebVPN # €U disk0IREED X > T D7 7 A VA EFRELET,

diskl WebVPN 2 £ U diskl IREED X > T D7 7 A N4 EFRELET,

dump WebVPN A £V a7 7 A Va7 7 A M LET,

dumpstate WebVPN X £ U IREEZ 7 7 A VI I L&,

exclude —HT 1T ERI L ET

flash WebVPN A EY 77 vy alREDX LT D7 7 A NZERELET,
ftp WebVPN 2 E U FTPIRRED X > T D7 7 A MG EFRE L £,

grep —KTHITEED DL, FEFBRALET,

include —HTTEEDET,

line —HTHITERELET,

line —HT T EEELET,

=L AEY T =IO T, WebVPN A E U EHEDOFEMER R LET,
Fu7 74 WebVPN AEY Fu77 A NENELELT, 77 A MM LET,

v

system WebVPN A E Y VAT LRED T T D7 7 A NAERELET,

start WebVPN A E U 7'u 7 7 A VOWEZRKBLET,

. show is ~ show m
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show memory webvpn .

stop WebVPN A€V a7 7 A VONEEZEIELET,

tftp WebVPN A E U TFTPRED X > T D7 7 A VA EBELE T,

usedobjects i HE AT V= 7 MIOWT, WebVPN A U EDFEMZ R R LET,

ATVERFIFILR T IANNOBECHEITH Y EH A,

avY R E—FK WDOFIZ, A~ REANTELE—FERLET,
OAYURE— | T7AT7 74— ILE—F t¥al)F4a20TFRE
&
=Ty K FSURART (VU TL T ILF
Lk
AVTHFRE | VAT LA
¥#HE EXEC o 3fhis — o Gt — —
Jua—s )L 3 o 5 — o KPS — —
V7 4F
Lr—g
webvpn = > o Sthts — o St it — —
T4 F¥ a2l —
va v
avy RERE )1)— ZEERR
A

TU) Zoawr RRENERELE,

Bl &IZ, show memory webvpn allobjects =2~ > ROHNFIZ R L E T,

ciscoasa

#

show memory webvpn
allobjects

Arena 0x36b14f8 of 4094744 bytes (61 blocks of size 66048), maximum 134195200
130100456 free bytes (97%; 1969 blocks, zone 0)

Arena is dynamically allocated, not contiguous

Features: GroupMgmt: SET, MemDebugLog: unset

Pool 0xd719a78 ("cp_entries" => "pool for class cpool entries") (next 0xd6d91d8)
Size: 66040 (1% of current, 0% of limit)

Object frame size: 32

Load related limits: 70/50/30

Callbacks: !init/!prep/!f2ca/!dstr/!dump

Blocks in use:

Block 0xd719ac0..0xd729cb8 (size 66040), pool "cp entries"

Watermarks { 0xd7098f8 <= 0xd70bb60 <= 0xd719a60 } = 57088 ready

Block size 66040 not equal to arena block 66048 (realigned-to-8)

show is ~ show m .



. show memory webvpn

Used objects:

0

Top allocated count: 275

Objects dump:

0. Object 0xd70bb50: FREED (by "jvclass pool free")

BEEav R avw U R

BLL]

memory-size

WebVPN RNEH TEX 5 ASAD AT &%

Ut

ax &

LE7,

. show is ~ show m
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show mfib .

show mfib

RET L P BIOAS V&2 —T7 = A ZADBLEDS MFIB #5757 212015, $HEEXECE— KT
show mfib =~ > R&ZFEH LET,

show mfib [ group [ source]] [ verbose] [ cluster ]

EX DA cluster (A7 ay) MFIBOxTRy 7V ESELEHEODH A ~v—EExEKRLET,

group (AFvay) sVFFx AN TNA—TDIPT RLAEZFRRLET,

source (FFvay) sAFXXY AR NA—FFOEETOIPT RLAZFERLET, Ih
I, 405 Ry MiE 10 #EEZO2=F Y A MNP T KL ATT,

verbose  (fLE) = M UICHT HBIMEREFRLET,

SR R FoA LR EEOBRERELANE, TRTOIA— T ORERASFR SNET,

avy R E—FK WROFIZ, a~v FEANTELE—FEZRLET,

OAXVFRFE— | T7AT7I94+—ILE—F XaYF4aAVTFER R
K
=Ty K FSUART (V0T )L <ILF
LYk

AVTHERAR | VRTLA
- o X — . % — _
EXEC 7213
FHE EXEC

avy FERE Jy— EERE

R

70(1) Zoawr RBRBMShE LK,

9.0(1)  cluster F—7U— FMBMENTE L7, ASA 5580 3 L8 5585-X IO A S E
‘g—o

Bl Wiz, showmfib =~ RO AHIZTR LET,

ciscoasa# show mfib 224.0.2.39
Entry Flags: C - Directly Connected, S - Signal,
AR - Activity Required, D - Drop
Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched

IA - Inherit A flag,

show is ~ show m .



show is ~ showm |

. show mfib
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.1.39) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
EEav R avw YR SR

show mfib verbose |zt NUBLOS v ¥ —7 = A AT HEEMIESH A2 ERLET,

. show is ~ show m



I show is ~ show m
show mfib active .

show mfib active

TIT 4TI~ FF ¥ A MEETLERRT DI, 2—P—EXEC £— N £ 7213554 EXEC
F— T show mfib active =~ > RZfH L £7,

show mfib [ group ] active [ kbps ]

EX DA gop (&) v~ AFXx¥ Ak JNA—TFDIPT KL AT,

Kops  (f£E) ZOELULED<=ALFF¥ A AR Y —LDORICFEREHIRELET,

ZOavwy FIESIBELITF—U—RNIH Y A,

ATV R FI4I R KpsDOT 74 v MEIE 4 TT, group ZRE L7RWGE, TR TOIL—TRERRINET,

aAavy RE—FK WROFKIZ, a~v REAN)TELE—FEZRLET,
AV KRKE— | T7PAT94+—ILE—F tXxa)TF4aTERXEb
K
=Ty K FSUART (VUL TILF
LYk
AVTHFRM | VAT A
T o KHiE o i
EXEC £7-1%
HebE EXEC
avy FERE Jyy— ZETHEAR
3

7.01) Zoo<wr RRBEMENELRE,

FEHEDHA KS4 > showmfibactive =~ > ROH I TIE, PPSO L — MIEFZIZAOKMEAFRINET, ASA
MADEME AR T HDI1X, RPEANT v MBI LIZGED, V—FBREAN v H—T = A R
(OIF) U A RZMEHALTCRPF /N7y hEE=F—LTWAHHATT, ZDX I RBRNPHA

LTCWAEEE, vV F XY A A—T 4 U ZIZMER S L RN H D 37,

i Iz, show mfib active =~ RO AHl 2~ L £1,

ciscoasa# show mfib active
Active IP Multicast Sources - sending >= 4 kbps
Group: 224.2.127.254, (sdr.cisco.com)
Source: 192.168.28.69 (mbone.ipd.anl.gov)
Rate: 1 pps/4 kbps(lsec), 4 kbps(last 1 secs), 4 kbps(life avg)
Group: 224.2.201.241, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 9 pps/93 kbps(lsec), 145 kbps(last 20 secs), 85 kbps(life avg)

show is ~ show m .



show is ~ showm |
. show mfib active

Group: 224.2.207.215, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 3 pps/31 kbps(lsec), 63 kbps(last 19 secs), 65 kbps(life avg)

BEa<vY KR avw Uk Bz

show mroute TITATIR<NTFHFXYARNAN)—AZRRLET,
active

. show is ~ show m



I show is ~ show m
show mfib count .

show mfib count

MFIB /b — b &%y NT — 2 KR4 51201%, =—V — EXEC &— N £ 7213554 EXEC
F— N Tshowmfibcount =~ > RZH L £9,

show mfib [ group [ source]] count

EX DA goup (£E) ~LFF¥ AN VL —7DIPT FLATT,

uUe (£E) vIAFXFXY AR A—FEETLOIP T FLATE, ZiUd, 4598 Ry Mix
10 EETLOZ=FFY A NPT KLATY,

AT VR FI4NN T 7ANVNOBEERMHEITH Y A,

aAvURE—FK ROKIZ, a~v U FEANJTELE—REZRLET,
ARV KRE— | TF7AT7 74— ILE—F t¥a)T4a30TFXEL
K
L—Fv K FSURART |2V T )L TILF
LYk
AVTHFRAM |[VRATL
a—HF— o xthia — S INN — —
EXEC 7213
FiHE EXEC
avy RERE )— ZEEAS
2

7.0(1) Zoawr RPBMERE LK,

FEREDHA RKSqy ZOa<r NI A7y b ey FICETLHEHERZZ R LET,

i Iz, show mfib count =<~ > RO HF 2R L ET,

ciscoasa# show mfib count

MFIB global counters are :

* Packets [no input idb] : 0

* Packets [failed route lookup] : O

* Packets [Failed idb lookup] : O

* Packets [Mcast disabled on input I/F] : O

BEEav R avU R S5ER

clear mfib MFIB/V—# Xry N oo 2% 7 )7 LET,
counters

show is ~ show m .



. show mfib count

avy kR

B2l

show mroute
count

SNTFHXY A NV—b BT B EFIRLET,

. show is ~ show m

show is ~ showm |



I show is ~ show m

show mfib interface .

show mfib interface

MFIB 7 & ZICEUR L CTWAHA v Z—T = A ZAD Ny MaHEREFRT 5121, 22— —
EXEC &£ — F£ 7134 # EXEC £ — T show mfib interface =~ > RZ M L £,

show mfib interface [ interface ]

BX DA

aAavv R TFI4ILk

AUk E—F

interface (L&) A ¥ —7 = A A%, fHESNIA L Z—T = A ADIIIFREHIRL E
—a—o

T_XTDOMFIB A v Z—7 = ADERNFREINFE T,

WDOFIZ, a~r REANITEHE—RERLET,

AV KE— | T7PAT794—ILE—F tXxa)F4a0TFFR b
K
=Ty K FSUART (VUL TILF
LYk
aAVTEXERE | VRT LA
- » %It — » Xt — —
EXEC ¥ 7-1%
¥i#E EXEC

av Y RERE

Jy— ZEERR
S

7.0(1) Zoavy RRBMSE L,

#l RIZ, show mfib interface =~ > RO 1Bl 2R L E T,
ciscoasa# show mfib interface
IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running
MFIB interface status CEF-based output
[configured,available]
EthernetO up [ no, noj
Ethernetl up [ no, noj
Ethernet2 up [ no, noj
BEEavr R o< K| EREA

show ET MO VBN, 2 —7 = A ZIZET 2 MFIBIE#REZRLET,
mfib

show is ~ show m .



. show mfib reserved

show is ~ showm |

show mfib reserved

FRIER TN —T %R T 5121, 22— — EXEC £— FE 7213454 EXEC £ — F T show
mfib reserved =~ > R&FH L E9,

show mfib reserved [ count | verbose | active [ kpbs ] ]

BX DA

active (i) 7277 4 7w A TF Xy A MNEHETLEETRLET,

count (L) & v FBLUOL— FNOKICET AT — 22 F 7 LET,

kpbs (X7 a ) ZOEULEDT 7T 4 T~ F Ry A MRETICEREHIR L E
—g—O

veboee (f13F) BMEWRAERRLET,

AU R TIHIE

AR E—F

kbps DF 7 /L MEIE 4 T,

WDOFRIZ, a2 REANTEDE—FE2RLET,

AV KE— | T7PAT794—ILE—F tXxa)F4a0TFFR b
K
=Ty K FSUART (VUL TILF
LYk
aAVTEXEREM | VRTLA
2 o K — o K — —
EXEC ¥ 7-1%
¥ #E EXEC

av Y RERE

FEREDAA RZM4 Y

3l

J)— ZEERE
z

7.0(1) Zoavy RRBMSE L,

Do~ RiX, 224.0.0.0 ~ 224.0.0.225 O#EFHDO MFIB = b U ZE R LE9,

iz, show mfibreserved =~ > RO HflZ <L E£1,

ciscoasa# command example
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop Forwarding Counts: Pkt Count/Pkts per
second/Avg Pkt Size/Kbits per second Other counts: Total/RPF failed/Other drops Interface
Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

. show is ~ show m



I show is ~ show m

(*,224.0.0.0/4)
Forwarding:

(*,224.0.0.0/24)
Forwarding:

(*,224.0.0.1)

show mfib reserved .

Flags: C K

0/0/0/0, Other: 0/0/0

Flags: K

0/0/0/0, Other: 0/0/0
Flags:

Forwarding: 0/0/0/0, Other: 0/0/0
outside Flags: IC
dmz Flags: IC
inside Flags: IC
EEav> avo kR BLL]
show mfib TIT AT~V F XY AR AN —LE2ERLET,
active

- .“



. show mfib status

show mfib status

MFIB D& e a7 4 X2 b—a v EEERT — X A2 FRT 512X, =—%— EXEC
F— RE 721384 EXEC & — R C show mfib status =~ > RZfEH L £7,

B DEREA

AR TIAIE

ATV R E—F

show mfib status
Zoa=wy RZIIBIEELZITF—U—RIbH D A,
T 7 4 NOBEEILH D FH A,

ROFIZ, a~ R ANNTELE—RERLET,

show is ~ showm |

ARV KRE— | T7AT7 24— ILE—F X2 T4aVTFREb
X
W=TFTyk | FSVRRT (DU T)L JILF
LYk
AVTERR VAT L
A s | SIS | —
EXEC £7-1%
¥t EXEC
aX Y REE V- EEAF
2
701)  Zoawy FARBEMERE LR,
#l

Iz, show mfib status =~ > FOH B R L F9,

ciscoasa# show mfib status

IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running

EEav> R

av k| ERBA

show R AHOTY FUBLIOA X —T7 = A AT 5 MFIBIE# A2 £ 7 LET,

mfib

. show is ~ show m



I show is ~ show m

show mfib summary .

show mfib summary

B DEREA

AR TIAIE

ATV R E—F

MFIB Dx [ U LA B —T = A 2O 2 BRFHRE F£RT 5120F. =—%— EXEC
£ — R £ 7213457 EXEC & — K T show mfib summary =~ > R&f#H L £7,

show mfib summary
Zoavy FIZEBIERELITF—U—NIH Y A,
774N FOEERLEIZH Y EE A,

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
W=TFTyF | FSVRRT (DU T)L JILF
LYk
AVTFFRE | VAT LA
e SIS | — SIS | —
EXEC £721%
HE EXEC

avy FERE

il

Jy— EBAE
7S

7.0(1) Zoavwy RBBINEhE L,

Iz, show mfib summary =2~ > RO AHIEZ R L £9,

ciscoasa# show mfib summary
IPv6 MFIB summary:

54 total entries [1 (S,G), 7 (*,G), 46 (*,G/m)]
17 total MFIB interfaces
BEa<v R avy kR ZEA
show mroute “NFFv A NN—TFT 4 T T =TIV OEREREF R LET,
summary

show is ~ show m .



. show mfib verbose

show is ~ showm |

show mfib verbose

B DEREA

AR TIAIE

ATV K E—F

R N LA U H—T = A RZHT L5 RE R R T HICIL, =2—F—EXECE—FZE

7= 13454 EXEC & — R C show mfib verbose =~ > &AL £ 9,

show mfib verbose
Zoa=wy RZIIBIEELZITF—U—RIbH D A,
T 7 4 NOBEEILH D FH A,

ROFIZ, a~ R ANNTELE—RERLET,

O RE— | T7AT7 74— ILE—F t¥xayF4a20TFRE
K
W=TFTyk | FSVRRT (DU T)L JILF
Ly bk
AVTFHERL | VARTF LA
e SIS | — SIS | —
EXEC £721%
i EXEC

avy FERE

3l

Jy— EEAE
7S

7.0(1) Zoavwy RBBNEhE LK,

Iz, show mfib verbose =~ > RO B/ L F4,

ciscoasa# show mfib verbose
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop
Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.1.39) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.1.40) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0

. show is ~ show m




| show is ~ show m

show mfib verbose .

BEa<w> R

avw vk SR BA

show mfib BT AMOTy Y BLOS v % —7 = A AT 5 MFIB f§#i %%
RLUET,

show mfib MFIB D> b b A v Z—T 2 A4 ZAOFIZHT 2 ERFHREZ TR L E

summary 4,

- .-E-



. show mgcp

show mgcp

show is ~ showm |

MGCPD a7 4 Falb—a bty AFREERRT HITIE, F7HE EXEC E— FTmgep
avy REFEHALET,

show mgep { commands| sessions } [ detail ]

BX DA

aAavU KT+

aAvU kR E—F

commands =< R & 2 —HND MGCP 2~ RO¥EF R LE 1T,

detail (ER) =~ F (Fidtyyay) CHETLBEMEREHIFRLET,

sessions  JYEAED MGCP & v & = v OfaFR LET,

77 AV N OEIERIEIL S D FE A

WDOFIZ, a~r REANTEHE—RERLET,

ARV EE— | TF7AT O+ —ILE—F tXaT4a0TFRE
k
=Ty k FSURRT (DU <ILF
Lok
AVTHFAL |VRTLA
¢t EXEC o b o 5 o b o R —

avy FERE

FREDHA FS14 Y

il

JU— EERR
A

7.01) Zoa<wr RBBMENnE LA,

showmgcpcommands 2~ > Kix, 2> K ¥ 2—KHNOMGCP a2~ REF L E7, show
mgcp sessions =~ > RiE, BEEFOMGCP & v i a v ¥iawFr LET, detaill 77> 3 i3, %
avr R (Fidtyvay) CET2E8MEREHINICEDET,

WIZ, showmgep 2~ > R A7 v a oz L ET,

ciscoasa# show mgcp commands

1 in use, 1 most used, 200 maximum allowed
CRCX, gateway IP: host-pc-2, transaction ID: 2052, idle: 0:00:07
ciscoasa#

ciscoasa# show mgcp commands detail

1 in use, 1 most used, 200 maximum allowed
CRCX, idle: 0:00:10

Gateway IP | host-pc-2

Transaction ID 2052

Endpoint name | aaln/1

Call ID | 9876543210abcdef

. show is ~ show m



I show is ~ show m

show mgcp .

Connection ID |

Media IP |
Media port
ciscoasa#

192.168.5.7

6058

ciscoasa# show mgcp sessions
1 in use, 1 most used
Gateway IP host-pc-2, connection ID 6789%9af54c9, active 0:00:11

ciscoasa#

ciscoasa# show mgcp sessions detail
1 in use, 1 most used
Session active 0:00:14

Gateway IP

host-pc-2

Call ID | 9876543210abcdef
Connection ID | 6789%af54c9
Endpoint name | aaln/1
Media lcl port 6166

Media rmt IP

| 192.168.5.7

Media rmt port 6058

ciscoasa#
BEa<v R a2k | EREA
classmap | vXa2 V74 7o/ arEEATHNTI 740 s VT RAEERLET,
debugmgep (MGCP D7 /3w 7l & A X —7 M LE T,
inspect MGCP 7 7V r—rav A VAR v a vk RZ—T M LET,
mgcp
mgep-map |MGCP ~ v 74 E#HL., MGCP~ vy 7 a7 4 Xal—i g B— R&A R—
T LET,
show conn | & & K F 2t ¥ A 7 OHHIREE Fon L E T,

show is ~ show m .



show is ~ showm |

. show mmp

show mmp
BETF O MMP & v v 3 BT A1 A2 R~ 5121, Rt EXEC “E— KT showmmp =~ >
REFEHALET,
show mmp [ address ]

BX DA addes MMP 7 7 A 7 > hH—"—DIPT7 KL AZEELET,

aAvU R TFI4ILE

77 AV N OEIERIEIL S D FE A

avY kK E—FK WDORIZ, a~ REANTEHE—RFERLET,
aAX VU RE— | D747 D 4A—ILE—F ttXa)F4aVTFFR b
&
=Ty K FSUART (VUL <ILF
Lk
AVTERE | VAT LA
¥5#E EXEC o it — o it o it —
av Y FERE y)— EERE
A
804) oo~ RFRBMENELE
il WIZ, BEfFD MMP & v o 3 2T 51 %2 KR35 show mmp =~ 2 RO
ZRLET,
ciscoasa
# show mmp
10.0.0.42
MMP session:: inside:10.0.0.42/5443 outside:172.23.62.204/2442
session-id=71AD3EB1-7BE8-42E0-8DC3-E96E41D4ADDS5S
data:: rx-bytes=1258, tx-bytes=1258
BEEav YR avw YR R BA
debug mmp MMP fgdiA X FEFRRFLET,
inspect mmMp  |MMP A > A7 ay mu VU ERELET,
show debug MMPA LV AT 2 a v B a—NVOBEOT Ny VBREFFLRLET,
mmp

. show is ~ show m




I show is ~ show m
show mode .

show mode

—

ETFOY TP 2TA A=Y, BT T v v a2 AR VHNOEEDA A=V DD EF 2
V7 g4 37X AN ET— FeRRT DL, ¥ EXEC & — K C show mode =~ > K& fii [
LET,

show mode

O Zoavy RIZFBIERERITF—V— REH Y FHA,

AT VR FI4NN T 7ANNOBEBERMEITH Y A,

ATV R E—FK ROKIZ, a~v L FEANJTELE—REZRLET,

ARV KRE— | TF7AT7 74— ILE—F tXa)T4a30TFXEL

K

L—Tv K FSURRT |DUT L TILF
LYk
AVTHFRAM |[VRATLA

Kt EXEC o KIS o X o X o X S INN
avwy RERE ))— ZEEAR

2

7.01) Zoo<wr RRBMENELE,

1A Iz, showmode v ROMAFIEZ R LET, Wic., BEDE—RE . FIFSNT
WA A— Timage.bin] ®F— ROFZR L ET,

ciscoasa# show mode flash:/image.bin
Firewall mode: multiple

FT— KX, v~ VFEHIT 70N ThnTd,

BEa<TR avy |ERBA
N

context | 2F A a7 4 Xal—altxa VT arTFXFANEERL, 22T
FAP a7 4Xal—ary Ew—RERBLET,

mode AUTFHFARNEB—REVUIAERIFZYATFICEELET,

show is ~ show m




show is ~ showm |

. show module

show module

ASAIZA VA M= L ENTWVWABEY 2 — T A EHREERT AT, =2 —HF—EXECE—
K showmodule =~ > REFEH L £,

show module [ id | all ] [ details|recover |log [ console ] ]

BX DA all (T 74NV 1K) TRTOEY 2a—NDOEREERLET,

console  (F 7> gr) EVa—Dary— aliEREERLET,

details (F7vay) EVa—10)T— MEHRTR EOBIMEREZFZ R LET,

id EFEV2a—VIDEEELET, "= R =T EV2—ADEA,. 0 (ASA D)
F7031 A A=A ENEEY2—LOBRE) OWTFANORT Y FESZE
ELET, Y7 =7 EV2a—AOHEE, ROAFHIOWTANEEELET,

» sfr : ASA FirePOWER € ¥ = — /L,
sips : IPSEV =—/b

eCXSC : ASACX EY =2—/L

log (AFvay) EVa—nonlEREFERLUET,
recover (4~ 3> ) hw-module £7-1% sw-modulemodulerecover =t~ ROFREHE
7.'—_“ Li‘g—o

ATURFIFIEL T IANBITE TARTOEY 2 —LOFRPERINET,

ATV K E—F WDORIZ, a~ REANTEHE—RFERLET,
OAY U RE— | T7AT7I94—ILE—F X2 )TF4aVTFXE
K
=Ty K FSUART (VUL TILF
LYk
AVTERR [YRTL
2 o RIS o RIS o RIS o RIS o RIS
EXEC
avy RERE )— ZEEAS
2z

70(1) Zoawr RRABINERE L,

71 Zoawr NI KL 0FMEREE T RS ICEEShE L,

. show is ~ show m



I show is ~ show m

show module .

Jy— EEAE
S

82(1)  SSCICEAT AIHEWAHNICE TN TWET,

82(5)  ASA 5585-X & . ASA 5585-X =™ IPS SSP O H R — MZET AIHEHNBEMEINE L
7=

84(4.1) ASACX TV a—LOYFE—FIBEMENE L,

8.6(1)  ASA 5512-X ~ ASA 5555-X TlZ. log B L console ¥ —U— KABIEHEL
2o DT, ips DT RA AID BMENE LT,

9.1(1) ASACX V7 b =T EYa2—LOYR—FB, oxsc Y 2—/LID OBINZ L -
TEMShE L,

92(1) or F—U— RF&E%. ASAFirePOWER £ 2 — /)L OHR— R EMEE L,

FEREDAARZA4 Y

3l

ZDa=wy Rid, ASAICA VA F—LENTWELEY 2 — LIZET A HHRAEFRLET, ASA
HIELT A AT LAICEY 22— L LTHERENET (Rry h0) .

Wiz, showmodule =~ > ROHABIZ R LET, TV 2—/L 0 [T_X—AT /A X,
£ 2—/L 11 CSCSSM T,

ciscoasa# show module

Mod Card Type Model Serial No.

0 ASA 5520 Adaptive Security Appliance ASA5520 P3000000034

1 ASA 5500 Series Security Services Module-20 ASA-SSM-20 0
Mod MAC Address Range Hw Version Fw Version Sw Version

0 000b.fcf8.c30d to 000b.fcf8.c311 1.0 1.0(10)0 7.1(0)5

1 000b.fcf8.012c to 000b.fcf8.012c 1.0 1.0(10)0 CSC SSM 5.0 (Build#1187)
Mod SSM Application Name SSM Application Version

1 CSC SSM scan services are not

1 CSC SsM 5.0 (Build#1187)

Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
1 Up Up

WDFEIZ, HHCEREINDIE T 4=V RERLET,

& 12: show module DHH 7 «—IL K

J4—IJLF SRER
Mod EVa—NEE, 0 EIT L
A—k A— FEH,

show is ~ show m .



. show module

show is ~ showm |

J4—ILFK

A

Card Type

FV 2= NVOILERREND TN, ZADOBRE, XA T1ET7T v b7 +—
LETFTILTT, EVa2—/L 1D SSM DS, XA F1LSSM A7
"C:\_a—o

e A%

TDEY a—IVDETIVE S,

Serial No.

YT NEE

MAC Address Range

ZDSSM, F2ET A A, MAABRA L H—T = A4 AD MAC T
KL R i,

Hw Version

IN=RT =T DNR—V 3,

Fw Version

Ty =L T D=3

Sw Version

V7RG =T ONR—=T 3,

SSM Application Name

SSM TEITENTWAT F Y r—3 3 D4R,

SSM Application Version

SSM CEITENTNDLT TV r—vardnR—vay,

Status

V2= L 0DT A ADEE, AT —H AL UpSys T, TV 2—
1D SSM D AT —H A E, IROWTNHNTT,

s Initializing : SSM MR S, TS A2k -oTary be—/Li@
gt S nE 7,

*Up: SSM T A AL 9L Z5ET LE LT,

« Unresponsive : Z D SSM & DIB(EHICT /SA AT T =384 L
F L

* Reloading : SSM 23 U & — RH1C9,

» Shutting Down : SSM %+ % > & 7 > LTV E T,

*Down : SSM23¥ v v FE U ESNE LT

* Recover : SSMBEIHEA A=Y %2 XU rm—RLELH ELTWE
7

e NolmagePresent : IPS V7 N7 = 7 NA VA h— /L ENTHEH
A/o

Data Plane Status

F— K T L— 2 OBIEDIREE,

B OFT A AZBE L7z SSM D A #af,

WH AT v bES (F 27V SSPE— R TORER) |

. show is ~ show m



I show is ~ show m

show module .

show moduledetails =< FDOHINIE, A VA PF—LINTVDEEY 2—/M{TLE-T
Hrp Y EF, 72 2iE. CSCSSM DOHIAICIE, CSCSSM Y 7 b =7 DL F—%
Y MIBETE T 4 = RREENET,

&Iz, show moduleldetails =~ > RO—fEEI 2 H 12~ LE T,

ciscoasa# show module 1 details
Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model:

Hardware version:
Serial Number:
Firmware version:
Software version:
MAC Address Range:
Data plane Status:
Status:

Mgmt IP addr:

Mgmt web ports:
Mgmt TLS enabled:

ASA-SSM-20

V1.0

12345678

1.0(7)2
4.1(1.1)847(0.1)
000b.fcf8.0156 to 000b.fcf8.0156
Up

Up

10.89.147.13
443

true

woFEIZ, HHOBIMT 4 —V RERLET,

% 13: show module details DEMEH T 4 —IL K

T4—ILF Bl
DC address (ASA FirePOWER O #4) £ = — /L4 & B9 % Management Center 7
(#F7L) P12,

Mgmt IP addr

F 2= VOEHA L Z—T 2 A ADIPT FLAZFERLET,

MgmtNetwork Mask | %557 RL ZDH T3y N v~ A7 % Frx LET,
(FR7e L)
Mgmt Gateway BET RLADS— T A,
(FR72 L)
Mgmt web ports T a— VOBEA LA —T 2 RACBREINTER— NEERLET,

Mgmt TLS enabled

Va2 —)VOEA U H—T = A ADEGITKRE L T Transport Layer Security
DA F—=T IV THDHNE I D (True £721% False) #F/RLET,

o

VI RI 2T EY 22— LEBRETXAEFTLOES. showmodule =~ > NIZXFA[RE/D
TRCOEY 2—VEEERLET, AT—ZAHFRIT, ZNED1OBA A h—
NENTWVENEIDERRLET,

ciscoasa# show module

Mod Card Type

Model Serial No.

0 ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt ASA5555 FCH1714J6HP

show is ~ show m .



show is ~ showm |
. show module

ips Unknown N/A FCH1714J6HP
cxsc Unknown N/A FCH1714J6HP
sfr FirePOWER Services Software Module ASA5555 FCH1714J6HP
Mod MAC Address Range Hw Version Fw Version Sw Version
0 bcl6.6520.1dcd to bcl6.6520.1dd6 1.0 2.1(9)8 100.8(66)11
ips bcl6.6520.1dcb to bcl6.6520.1dcb N/A N/A
cxsc bcl6.6520.1dcb to becl6.6520.1dcb  N/A N/A
sfr bcl6.6520.1dcb to bcl6.6520.1dcb N/A N/A 5.3.1-100
Mod SSM Application Name Status SSM Application Version
ips Unknown No Image Present Not Applicable
cxsc Unknown No Image Present Not Applicable
sfr ASA FirePOWER Up 5.3.1-100
Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
ips Unresponsive Not Applicable
cxsc Unresponsive Not Applicable
sfr Up Up
Mod License Name License Status Time Remaining
ips IPS Module Enabled 172 days

&Iz, showmodulel recover =~ > ROH I Z R LET,

ciscoasa# show module 1 recover
Module 1 recover parameters.
Boot Recovery Image: Yes

Image URL: tftp://10.21.18.1/ids-oldimg
Port IP Address: 10.1.2.10
Port Mask : 255.255.255.0

Gateway IP Address: 10.1.2.254

WIZ, SSCIAA VA = EN T3 & & D showmoduleldetails ==~ > KD H 7145
R LET,

ciscoasa# show module 1 details

Getting details from the Service Module, please wait...

ASA 5505 Security Services Card

Model: ASA-SSC

Hardware version: 0.1

Serial Number: JAB11370240

Firmware version: 1.0(14)3

Software version: 6.2 (1)E2

MAC Address Range: 001d.45c2.e832 to 001d.45c2.e832

App. Name: IPS

App. Status: Up

App. Status Desc:

App. Version: 6.2 (1)E2

Data plane Status: Up

Status: Up

Mgmt IP Addr: 209.165.201.29

Mgmt Network Mask: 255.255.224.0

Mgmt Gateway: 209.165.201.30

Mgmt Access List: 209.165.201.31/32
209.165.202.158/32
209.165.200.254/24

Mgmt Vlan: 20

RIZ. ASA 5585-X IZIPSSSP 234 A b —/LZ 3TV 5 & =D show module 1 details
a<wr FOW Il ZRLET,

. show is ~ show m



I show is ~ show m
show module .

ciscoasa# show module 1 details

Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model: ASA-SSM-20

Hardware version: V1.0

Serial Number: 12345678

Firmware version: 1.0(7)2

Software version: 4.1(1.1)S47(0.1)

MAC Address Range: 000b.fcf8.0156 to 000b.fcf8.0156
Data plane Status: Up

Status: Up

Mgmt IP addr: 10.89.147.13

Mgmt web ports: 443

Mgmt TLS enabled: true

RIZ, ASA 5585-X {2 CXSCSSP A VA h—/LEINTWAB L&D showmoduleall =
~ v RO NOEERLET,

ciscoasa# show module all

Mod Card Type Model Serial No.
0 ASA 5585-X Security Services Processor-10 wi ASA5585-SSP-10 JAF1504CBRM
1 ASA 5585-X CXSC Security Services Processor-1 ASA5585-SSP-IPS10 JAF1510BLSE
Mod MAC Address Range Hw Version Fw Version Sw Version
0 5475.d05b.1d54 to 5475.d05b.1d5f 1.0 2.0(7)0 100.7(14)13
1 5475.d05b.248c to 5475.d05b.2497 1.0 0.0(0)0 1.0
Mod SSM Application Name Status SSM Application Version
1 CXSC Security Module Up 1.0
Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable
1 Up Up

KIZ, ASA5585-X (2 CXSCSSP 234 A h—/LEN T % & & @ showmoduleldetails
a~ FOMNBlZERLET,

ciscoasa# show module 1 details

Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model: ASA5585-S10C10-K8

Hardware version: 1.0

Serial Number: 123456789

Firmware version: 1.0(9)0

Software version: CXSC Security Module Version 1.0
App. name: CXSC Security Module
App. version: Version 1.0

Data plane Status: Up

Status: Up

HTTP Service: Up

Activated: Yes

Mgmt IP addr: 100.0.1.4

Mgmt web port: 8443

show is ~ show m .



. show module

show is ~ showm |

BEEav R av R

B

debug module-boot

EFa— DT — | FavRIETET AT Ay —T%
FRLET,

hw-module module recover

FEA A—Y %2 TFTP Y —"—hbue— RRLT, EV2—/L%
[\ L E9,

hw-module module reset

EVa—AEVyy FEUY L A= R =T Uy b EE
FLET

hw-module modulereload

FVa— V7 TV —RRLET,

hw-module module shutdown

a7 4 FXal—vary T—HEROTICEREY A2 0H0
e LT, EYVa2a— Vv Y7 =T %2HCET,

sw-module

VI NI 2T TV a—NLERELET,

. show is ~ show m



I show is ~ show m
show monitor-interface .

show monltor-lnterface
T 2= VA= NR—=D DI =H =R RIZT DA ¥ —T = A ADIEFREFRT HIIE, Rt
EXEC “E— KT show monitor-interface =~ > R&{#HH L x4,

show monitor-inter face

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY R E—R ROFIZ, A~ FEANTELE—FERLET,

ARV ENE— | TF7ATI24—ILE—F tXa)TF4a0TERXE
k
=Ty K FSURRT |DUT L TILTF
Lk

AVTHFRAM [ VRATL

FitE EXEC o i o i o i P SITN « it
avy FERE Jy— FEAHAE

3

7.01)  Zoawr R™EMEHELE,

82(2) IPv67 RL AN EBMENE LT,

A B =T A AIFTEEHD IPv6 7 L AR R ETE 5H7-%, show monitor-interface =~ >/
RTIEY v o7a—hvT7 RVADHBNPERINNET, IPv4 EIPV6 DI FDT RUANA L Z—
T2 ATHESNTWDAEEE,. WHFOT RUARHDICE RENET, A X —T A A
WZIPv4 7 RUADEE SN TWRWEES, D IPvd 7 KL A5 0.0.0.0 & L TERINE

T AV HF =T 2 AZIPV6 T RLARREEINTWZRWEE, 7 R RTHEMIZH 1005

BirET,
T H—HNBDT 2 — NI =R VZ—T oA AL, WDAT—FANRESINET,

FREDHA FS14 Y

o Unknown : FIHiA T —H# XA T4, ZDRAT—H AL, AT —HABRETERWI LEE
R a580H0 F£7,
eNormal : f V' H—T A AI T T 4 v 7 %ZIELTWET,

* Normal (Waiting) : A > % —7 = A ZTEE L TWETN, 7 2= hOXfIETHA >~
H—T A AP ER hello X7y FEZELTWERA, 1V F—T 2 ADAHK N
AIPT FLARRESNTWELZ L, BER2ODA H—7 = A AW OBGENEET

DI EERMRL T EEN,

show is ~ show m .



show is ~ showm |
. show monitor-interface

« Testing : IN—U > 7 5[EIDM, £ > Z—7 A AThello * vE—YRABHEN T EH
/\/0

eLinkDown : £ V% —7 = A AF/2IL VLAN BB XY LTCWET,
eNoLink: f > Z—T =4 ZAOWEY) 7B E T L TWET,

eFailed : { vV Z—T 2 A AT N TFT 74 v I EZELTWEEAN, BT A X —T A
AT N T 74 v 7 B LTOET,

i KIZ. show monitor-interface =~ > RO Al Z R~ L E£9,

ciscoasa# show monitor-interface
This host: Primary - Active
Interface outside (10.86.94.88): Normal (Waiting)
Interface management (192.168.1.1): Normal (Waiting)
Interface failif (0.0.0.0/fe80::223:4ff:fe77:fed): Normal (Waiting)
Other host: Secondary - Failed
Interface outside (0.0.0.0): Unknown (Waiting)
Interface management (0.0.0.0): Unknown (Waiting)
Interface failif (0.0.0.0): Unknown (Waiting)

BEa<w> R av Uk 5 BA

monitor-interface | kg DA > X — T 2 A ATO~NNAE=Z Y T A X —T M LET,

. show is ~ show m



I show is ~ show m

show mrib client .

show mrib client

MRIB 7 7 A 7 > hEGICEAT DI #H 2 F£rd 51213, = — —EXECE— N F /21345 EXEC
F— R Cshowmribclient =~ > R&EFEH L £,

show mrib client [ filter ] [ nameclient_name ]

BX DA

AR R TFI4ILE

AT R E—F

filter UEE) VI9AT v N 74N E258RRLET, K7V IAT 2 NBFAET S
MRIBZ7 77 &L, %7547 bDREET L7 T 7T EREERT D
IR LET,

name ({£E) PIM £721ZIGMP 72X, MRIBDZ 7 A 7 v k& LTEMET 5~ 1
client name gy 2 | L—F 4 27 Fu kAL OL,

T 7 4/ FOEBERLEIZH U AL

ROKIZ, A~ P ANTELHE—FaxRLET,

AXVFRFE— | T7AT7I24+—ILE—F ttXaFoarTFERb
k
W—TvF FSVART (V2T <ILTF
Lk
AVTFRAR |[VRATLA
A « %I — . 5 — —
EXEC F721%
¢t EXEC

avy FERE

FRLEDHA KS1 Y

3l

JU— EERR
A

701)  Zoa<wr RRNBEBIENE L,

filter 7> a2 FEALT. SEXEARMRIBZ 9472 "IN TWAEL— B I
A EB—=T 2 A ALV TZTOEERZFERLET, ZOa<vwr KA 7 g 006, MRIB
IITAT VI BATDH 777 bERENET,

&Iz, showmrib client =< K Tfilter ¥ —UV — REZBELZHEOH I Z R L%
7,

ciscoasa# show mrib client filter
MFWD:0 (connection id 0)

interest filter:

entry attributes: S C IA D

interface attributes: F A IC NS DP SP
groups:

show is ~ show m .



show is ~ showm |
. show mrib client

include 0.0.0.0/0

interfaces:

include All

ownership filter:

groups:

include 0.0.0.0/0

interfaces:

include All

igmp:77964 (connection id 1)
ownership filter:

interface attributes: II ID LI LD
groups:

include 0.0.0.0/0

interfaces:

include All

pim:49287 (connection id 5)
interest filter:

entry attributes: E

interface attributes: SP II ID LI LD
groups:

include 0.0.0.0/0

interfaces:

include All

ownership filter:

entry attributes: L S C IA D
interface attributes: F A IC NS DP
groups:

include 0.0.0.0/0

interfaces:

include All

BEa<T K av Uk B

show mrib MRIBF—7 Oz N 2F R LET,
route

. show is ~ show m



I show is ~ show m

show mrib route .

show mrib route

MRIB 7 —7 /LD x > b #FRKprd 5121, =—H— EXEC &— K213 EXEC E— KT
show mribroute =~ > RZMHH L £9,

show mmp [ [ source|* ] [ group [/ prefix-length 111

BX DA * (EE) AV V- PV ZFRRLET,

/prefix-length  ({£3) MRIBA— FDF L7 4 w7 A, L7 4 v 27 A (F RLADF Y b
U—75y) AT 57 RLUAO BApEfE ey MiA R T 10 EE T, 10 8
BEOHNIAT v v 2 ENNHETT,

group L&) /N —FDIP 7 FL A E 21340,

source EE) V—FEETDOIP T L A FE-IT4 T,

AT VR FI4NN T AN NOBEERMHEITH Y A,

aAvU R E—F WKOFIZ, av L REANTELHE— RERLET,
k
W=Ty bk | rSVRART |V T)L 2 ILF
Ly bk
AVTHERL | VAT LA
A « X — . it — _
EXEC £721%
F#HE EXEC
vy RERE Jyy— FTERER
7S

70(1) Zoawr R3BEMShE L,

FEREDHA KS(> MFIB7 =723, MRIB2OEHENLT Y M) LTI 70971y MBAREESNET,
7I70F vATFFR Y ATy POEREL— LDy MIES T, BEBLIOV 7Y T
DEIMEEZRELET,

AE—T 2 A AETTTOYARNIMNZAT, EV— R FNIIZESESERD T 2B
REINFET, AN MRUE, BEINTAS, FOREHETT, Ty M, 2o FUIZo
WTEE SN2y T, show mfib count =~ > RiZ, /— b & 3EEHRIZ T o —°
NIy o B aRARLET,

show is ~ show m .



. show mrib route

1

show is ~ showm

&Iz, showmribroute =< > RO FIZ R LET,

ciscoasa# show mrib route
IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept, D - Drop
Interface flags: F - Forward, A - Accept, IC - Internal Copy,
NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,
II - Internal Interest, ID - Internal Disinterest, LI - Local Interest,
LD - Local Disinterest
(*,224.0.0.0/4) RPF nbr: 10.11.1.20 Flags: L C
DecapstunnelO Flags: NS
(*,224.0.0.0/24) Flags: D
(*,224.0.1.39) Flags: S
(*,224.0.1.40) Flags: S
P0OS0/3/0/0 Flags: II LI
(*,238.1.1.1) RPF nbr: 10.11.1.20 Flags: C
POS0/3/0/0 Flags: F NS LI
DecapstunnelO Flags: A
(*,239.1.1.1) RPF nbr: 10.11.1.20 Flags: C
P0OS0/3/0/0 Flags: F NS
DecapstunnelO Flags: A

BEav Y R

avw U R SRER

show mfib count MFIBT — 7V DL— h &8y " T — 2 2R LET,
show mrib route MRIB 7 —7 /L = b OER ZF R LET,

summary

. show is ~ show m




I show is ~ show m

show mroute .

show mroute

IPVvA~VF X ¥ A NNV—T 4 7 T—TNEFERT HIZE, FHEEXEC £ — KT showmroute
a<wr REFEHRALET,

show mroute [ group [ source] |reserved ] [ active [ rate] | count | pruned | summary ]

BX DA

active rate (&) 77T A TR~ LF XY A NERILOLEFRLET, 77T 477k
EETLEIL, BESNT rate I ETHEEZFITLTWVWHEETLTYT, rate 7
BEIhTWARWEE, 777 0 772 ExiX 4kbps L ED L — R TEEEE
fTLTWDEEILTT,

count UEE) I —T7 LR EnIcETamEtEREZFR LET, ZoFRIIE, S
Ty MO, 1BV DNRT Y N Ty ROV A X BEOR1IHT-
DOE Y MEIREENTVET,

group (f£EE) DNSHEA N T—T N TERINTWNDIZNLTF¥ AN T L—TDIP
7 R RAFE 1347,

pruned EE) h—=v T &l — b eERRLET,

reserved (FE) TREHRIN—T 2R LET,

source (EE) FETLOFRA NEERIXIP T RL A,

summary FEE) ~VFFY AR N—T 47 T—TIVNOEZET N OERE 1{TT

FoRLET,

AU R TIHIE

AR E—F

rate SIEAFEE LRWGE, 7 7 4 /L FTiX 4Kbps (2720 £7,

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARV KRE— |T7AT7 24— ILE—F XA YF4aAUTFER B
k
=Ty E | FIVRART [ LUTNL RILF
Lo bk
AVTFAL | VAT LA
F¥HE EXEC o KIS — . %I _ —

avy FERE

JU— EERE
A

7.01)  Zoa<wr RRBMENnELRE,

show is ~ show m .



. show mroute

EREDAARZA

3l

show is ~ showm |

show mroute =<2 R, v LFF¥ 2k L—F 4 LV TONEEZFERLET, ASA L. PIM
JuharAyt—Y IGMP LAR— b, BEXONT 7 4 v 712N T(S,G) BLU(H,G) =
YRUEBEHRLT, ~AVFXFXY AN N—T 4T T—=TNIT—FE AN LEST, TAHXY
A7 (*) X, TRTOEFELT FLAZRL, IS 3B —~Y—XA 7 KL AZRL, 1G] X
SESE~VNT XY AN IV —T T RLRAZRLET, (5,6) =2 N ZEKT 556, V7 b
Tz T I =Xy A N V=T 4 7 T—T/)VNT (RPF Z#EH L C) Ron-o7sd 7/ —
T DRSNS AEFEHLET,

Ffrar74F¥alb—ya N0 mroute =~ R&FRT 5121, show running-config
mroute =~ RZEH L ET,

&IZ. showmroute =2~ RO AFIZ L ET,

ciscoasa(config) # show mroute
Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State
(*, 239.1.1.40), 08:07:24/never, RP 0.0.0.0, flags: DPC
Incoming interface: Null
RPF nbr: 0.0.0.0
Outgoing interface list:
inside, Null, 08:05:45/never
tftp, Null, 08:07:24/never
(*, 239.2.2.1), 08:07:44/never, RP 140.0.0.70, flags: SCJ
Incoming interface: outside
RPF nbr: 140.0.0.70
Outgoing interface list:
inside, Forward, 08:07:44/never

show mroute OHINZIX, KD T 4 —/L KREENTHET,
*Flags : => M VIZBHT DM ARA L =37
«D—Dense. = hVEIF A E— NTEEL CTWVET,
«S—Sparse. =2 F VI A= F— RTEWEL TWET,

« B—Bidir Group . ¥ /L FF ¥ A k Z/L—T RN E BT — RTEHEL TS Z
xR LET,

*+5—SSM Group. ¥V FF ¥ Ak Z—T RN SSM D IP 7 KL AHFHANTH 5
ZEERLET, ZOTTTE, SSMOFHMEREINS LV By hahE
R

« C—Connected. ¥ /VFF ¥ A b Z)L—T DAL= T, BEEERINEZA
H—T 2 A A FITIFELET,

«L—Local . ASA HIES, ~NVTFFX¥ AT N—=TDALN=TF, J)N—"7
. BREFHO 7 NV—TIZx3 %) igmpjoin-group 2~ RiZk->Tr—
FIAZINA S FLTVE T,

. show is ~ show m



I show is ~ show m
show mroute .

+ | —Received Source Specific Host Report . (S,G) = k U 23 (S,G) LA — hiZ
LoTERENTZZ 2R LET, 2D (S,G) LAR— MEIGMP (2L » THE
RENT-AREERH Y T, 2O 7T 7V REESILDDIEL, DRIZH L THOH
<7,

¢ P—Pruned. L — F RN —=0 T I TWET, Y7 hry=71%, ZOFR
ERFELT, XUUVARY) —A AURN—REELICMATEDL L HICLE
R

* R—RP-bitset . (S,G) = FUMNRRPZHRA > FLTWDHZ LERLET,

« F—Register flag. ¥ 7 b 7 = 7B~ L FF ¥ 2 PEERICEE I TNS 2
EtERLET,

« T—SPT-bitset. /7 v FRRENAEEFE LY ) —TZEINTNDHZ L AR
LET,

«J—JoinSPT.(*,G)=> MU OFAE, WHEY U —D FHEIZIRND 877 1 v
7 DERED, 7 V—T7 O SPT LEVERELZHATWLZEERLET (7
7 4V b @D SPT L & W MERREIL0kbps T97) , J-Joinfeki/ AV U — (SPT)
TITITRRESNTWBEEIL, EHEY Y =D FHRTHRD (S,G) 737~ B
ZIEEN5 &, EEILOFEIZ(S,G)join2d M) H—SnFd, Zhicky,
ASA IFEELY U —ITMALET,

(S,G) = MU DIFE, ZFN—T7 D SPT LEVMEL I Li/odicmy b BMER S

Nzt rLET, (S,G) T FVIZI-JoinSPT 7 7 FNRE SN TV HEHE. ASA
FEEEY V- NT 7y 7 EERE=F—LET, EEFTY Y — 0>I~774/
7 REIN T w%7®$ﬁb%wﬁ%T@ofwéhﬁ#1\uhﬂﬁbt Jb—

HITZDOEETOEEY ) —ICHEI D EZ LD L LET,

\}

GE)  ASAIFMEYIV—LEO NI 74 v EEEZREL, ZO®HEE 7 L—TDSPT LE
a1k LEST, VT 7 0 v Z7@HENSPT LEVWVEZBZ-HEIE. 7
74yﬁ%f®&@ﬂ*ﬁﬁbnéif\mGym/bw:meWT7§7ﬁ%E
SNET, HHEY Y =Tk NTy RREFEE L, FTLWHTERBEIBRIGS D &, 7
T TR SIET,

TN—TZFT 7 4/ h® SPT LEVWME (0Kbps) 2MEHA SN TWAEHE, (*,G) =
INUAN i%LJhm@T777#ﬁﬁéﬂ\%%éﬂiﬁﬁoT7ﬁwk®$WL%
VMERMEH STV DHEEIC, BTLWEETNS NI 7 4 v 7 2%ET 25 &, ASALZ
RENZEETY V=T EbIc o B2 £4,
« Timers:Uptime/Expires : Uptime i, :E‘/ ]\ UBRIP~vNVFFY AN N—T 47
T =T VAN S VTR (R, o0 B) A v H—T oA AT LITRL
%9, Expires [X, IP 7/1/?“%%77« ~ /1/—7*4 VI T=T A b RHIER
ShdETOME B, 500 B) 240X —T =2 AT LITRLET,

show is ~ show m .



show is ~ showm |
. show mroute

o Interfacestate : HEA v X —T = A ZAETIIRIEA VX —T = ZADIREEZ R L
F9,

sInterface : HEA v X — T =2 A AETEIREA LV F—T =4 AD Y X MIE
IRENDA LV H—T oA AL,

eState : 77 A U A FFE7ITTimetoLive (TTL) L XVMEIZ X A#IFENH 5
MEIMDITS LT, AV F—T = A A LTk, Fv—=r7, XUELD
WTHDOMERR N MR L THFEITEINA D ERLET,

«(*,239.1.1.40) & (*,239.221) (IP~ILF XY AR =T 4T T—T DT

FU, =2 bV, BETOIPT RLAE, ZHUCHS vV TF Xy A N F—7F
DIPT FUATHRSNEY, BEILOMEICEINIZT ZAZ Y A7 (*) 13,
TRTORETEERLET,

sRP:RPDO7 FL A, ANX—R F— RTHEIETHNL—FZEBLOT 7R P—s3—
OBE. ZOT R RILHIT 224.0.0.0 TT,

« Incominginterface : EE LD~ AT F ¥ A M7y MRERETDHTFEDA v
B—T xR, Ny NIRZDA v B —T oA ZHEE Lieh o5, BES
NnET,

*RPFnbr : #ETCICHTET v T AR —LL—HDIPT KL A,

« Outgoing interfaceligt : /X7 v FNOEELIZFEHENDA v X —T =1 A,

BMEavr R av YR EiER
clear configure mroute FATa 74 ¥ 2 b—varhb mroute 2w REHIBRL £
R
mroute ART 47 2N TFXY AN NL— R NEHRELET,
show mroute IPvd v LFX¥ AN IL—F 47 F—TNEFRRLET,
show running-configmroute |ZHESNTWWA~LFF v A b Lb— h2FRLET,

. show is ~ show m



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



