%

Int —ipu

« integrity (3 ~<X—)

« intercept-dhcp (5 ~X—7)

« interface (global) (7 ~<X—73")

« interface (vpn 2— K XT3 )
e interface bvi (13 ~X—7)

« interface loopback (16 ~X—37)

« interface-policy (18 ~<—)

« interface port-channel (20 ~X—73)
« interface redundant (23 ~X—73)

« interface tunnel (25 ~X—73)

« interface vlan (27 ~X—737)

« interface vni (30 ~X—73)

« interim-accounting-update (33 ~<—)
« internal-password (36 ~—73)

« internal-port (38 ~X—1)

» internal-segment-id (40 ~<—73”)
« interval maximum (42 ~X—7Y)
s invalid-ack (44 ~X—7)

*ip address (46 ~—2)

« ip address dhep (50 =X—7)

« ip address pppoe (52 ~<X—73)

» ip-address-privacy (54 ~<—737)
* ip audit attack (55 ~—72)

e ip auditinfo (57 ~—<)

« ip audit interface (59 ~—72)

+ ip audit name (61 ~X—37)

« ip audit signature (63 ~<—717)

« ip-client (70 ~<—737)

e ip-comp (72 ~X—Y)

« ip local pool (74 ~=X—7)

(11 =)

L]
LRI




int—ipu |

* ip unnumbered (76 ~X—73)
s ip-phone-bypass (78 ~*—3°)
sips (80 ~—)

s ipsec-udp (83 ~X—7)

* ipsec-udp-port (85 ~X—7)

. int—ipu
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integrity .

integrity
AnyConnect IPsec ##t (242 IKEV2 ¥¥ 2V T 4 7/ m—3 3 (SA) O ESP ¥4
TN XLERETHITIE, IKEV2 R — a7 4 X2 b—3 g2 F— KT integrity =
<~V REHEALET, a~ 2 FEHIRLTT 74V bR EEEHATAICE. Zoa~vr Fo
no IERZEH L £,
integrity { md5 | sha | sha256 | sha384 | sha512 | null }
nointegrity { md5 | sha | sha256 | sha384 | sha512 | null }

BX DA md5  ESP DA MRH#ED 7= 5HIZ MD5 7L Y X AEFEELET,

ARV R TIAIE

FRLEDHA KS1 Y

ATV R E—F

null  AES-GCM #5703 U X4 & LTHRESH TV DA ITE L D IKEV2 B4
TNAIY XL LTl ZERTED LT LET,

sha (F7 4V R) 1Z, ESP OIEAMEARED 7= | K FEE G A=A (FIPS) TiER
ANt XaT Ny TAITY XA (SHA) SHA1 2HEELET,

sha256 256 £y FDEA P2 A RNTEF 2T Nyia 7T Y XA SHA2 ZIEEL T,

$ha3d 384 £y FDOXAA VAP TEF 2T Nyia 73 XA SHA2 2IEE L £7,

512 512 6y FOX A2 A RTEXF 2T Nyia 73 XASHA2 28ELE T,

F 74/ MEsha(SHA 1 742U X A) TT,
IKEV2SA 1%, IKEV 7N 7 = —X 2 CHRRIZMETE L L2 T 52D 7 =—X 1 Tff
S5 ¥—7T7, cryptoikev2 policy =~ > K% AJ)tk., integrity =~ R&fEH L CESP 7
o haLOBEEET LT RALERELET,

WDFEIZ, a~vr REASTELE—FRERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
k
M=F9E | FSYRRT |V TL 2ILF
LYk
AVFERE | VRTL
ra—sLig | e bl — .« 5 — _
iE

avy FERE

Jy— EEAE

84(1) oo~y RFRNBMEHELE,




int—ipu |

. integrity
J)y— ZEERR
x
84(2) SHA2 ZH¥7R— h9 BH72HIT, sha256, sha384, LW sha512 D&KF—U— RNE
mEhE L,
9.0(1) IKEV2EAMT LAY XLELTnull &7 a rNBINEShE Lz,
B WIZ, IKEV2ARY S —ar 7 4 F¥alb— g 5— REftbL., BAMT LY XL
Z MDS5 IZERET D2~ LET,
ciscoasa(config) # crypto ikev2 policy 1
ciscoasa(config-ikev2-policy)# integrity md5
EEav >R avw vk EL)z]
encryption | AnyConnect IPsec #5212 % L CIKEV2SA DRF A LT LTV XA AERE L ET,
group AnyConnect IPsec #f5¢12 5% L C IKEv2 SA @ Diffie-Hellman 7' /L — 7 Z45¢E L £
7
74 7% A | AnyConnect IPsec #felZ%F L CIKEV2 SA D SA A 7 ¥ A AEHELET,
UN
prf AnyConnect IPsec £%#5¢ (2% L C IKEv2 SA ORELLEL B AR E L £,

. int—ipu
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intercept-dhcp .

intercept-dhcp

DHCP AT EEZ AT HITIE, F—T AV v—ar 74 F¥alb—rar E—KT
intercept-dhcpenable =~ > REZEMA L E3, FEfT7a 7 1 ¥ =2 L—3 3 )b intercept-dhep
JEPEEHIBR L, — Y — #T7ﬁW%iti%@m@7w%7T)/%ﬁ6meﬁ”’@

VAKX 2L — g VEMEATEX A LT AR, Zoavwr Rono BREFALET,

inter cept-dhcp netmask { enable | disable }
no inter cept-dhcp

B DEREA

AR R TFI4ILbE

aAvU R E—F

disable DHCP (X1T%E%T 4 E—7 LT LET,

enable DHCP {Yf732{5% A *—7 M LE T,

netmask K> X /LIPT7 RLADH TRy v A7 28t FE3,

DHCP (7% 7T 4 B—7 /LT,

ROKIZ, A~ FeANNTELHE—FExRLET,

aAY VU RE— | D747 94— ILE—F tXxaYF4aTFXR b
k
L—TvF FSUART (VT TILF
Lk
AVTHFRE | VAT A
TN—7 R o Xt — o XFhts — —
— a7 4
Xl —3
N

avy FERE

EELEOHA K54 > DHCP RATZELZENICT HITIX

JU— EERR
A

7.01) Zoa<wr RRBMENE LA,

. intercept-dhcp disable =~ > RZ&EH L £,

ATV b N FT T a N 255 8 R EBZTWD L Microsoft XP THEAMAFA L.
RAAL EPARLET, ZORBEZEREET 51215, ASA TiEE/L— FOEE 27 ~ 40 2R
LET, L—hOEIINL— D7 TR L ->THERY £,

DHCP {47252 L > T, Microsoft XP 7 7 A 7> NI ASA TAZ'U v b U T %H
HATE2X9127:9 £9, ASA L. Microsoft Windows XP 77 7 A 7 > k DHCP Inform A >t —
DICEBENE LT, Z7I7A T MR RVIPT RLVAADY TRy b~ R T FAAL 4,
BLOUFALVARYT 47 — a2 L FET, Windows 7 714 7> b2 XP LIRITH



. intercept-dhcp

3l

int—ipu |

H%ATE, DHCPRITZEICXL Y, FALSUVABLIOY T2y h~AZRRtanET, Zh
IZ. DHCP ¥ —_—Zli 92 OB RATRVERE TR B £,

WIZ, FirstGroup &\ 9 7 /—7 7R U 3 —IZ DHCP VAT E 2% & T B 6l R L £,

ciscoasa(config) # group-policy FirstGroup attributes
ciscoasa (config-group-policy)# intercept-dhcp enable

. int—ipu
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interface (global) .

interface (global)

A HE—T 2 A AEBBZEL A E—Tx2AfA A AL T 4 X2l — gy F— NEHBETAHIC
X, Zu— a7 4 ¥al—y g F— RCinterface =2~ REFEHALET, 740
H—T oA ZAZHIET AL, Zoa<wr RonBEXEFEHALEST, WA X—T (4 R
RV TAA B —T o A THIBRTEEY A,

WA B —T =2 A ZADEE (ASASM Z R < T RXRTOET/LNRER)

interface physical_interface
YT =T ADEE (ASA 5505 ° ASASM . F721F ASA 5506-X ~ ASA 5555-X D4
A X —T = A ANTIIEAAH)

interface { physical_interface | redundant number | port-channel number } . subinterface
no interface { physical_interface | redundant number | port-channd number } . subinterface

“NTF ATHXARNET—ROEGE (Y BT EANED Y THENTWND & X)

interface mapped _name

B DEREA

mapped_name < L F oL TFH R hE— T, v v 4% dlocate-interface =<
EEALCEID Y CTRGA, TO4RIEHRELET,

physical_interface type[slot/]port & ¥ 9 X CTHBRA v H—T =2 A ADH AT A2y b, BL
R —FEEEZRHELET, ¥AM 7 Ay MEKR— MO A=A HMER
‘(“‘j‘o

ML L H—T 2 A ADX A TIUE, ROHLORH Y £,
* ethernet
* gigabitethernet
« tengigabitether net

+ management

A T CAR y MER— &2 AL ET, B, gigabitethernet 0/1,

BEHA LA —T 2 A AL, BHINI 740w VEBAOA LV —T 24 ZTT,
2L, BT MK TE, BREISUTEB T 7 4 v 7 IR TE ET
(management-only =~ > K& &) |

A UEB—=T A ADEA T, Ay b, BIOKR— FNEFEHERT DI
FFNMICHBON—R T 27 v=a T BB LTI,




int—ipu |
. interface (global)

subinterface  FHEET A X —T = A AHRE STV D 1 ~ 4294967293 DEES & FRE
LET, W7 A X —T A ADEKEIEL, ASA ET L > TR F
T, BT A Z—T7 A AX, ASA 5505 B LN, ASA 5512-X ~ ASA
5555-X DEBRA LA —T oA RAIMEHTEEFAL, 7T N7+ —25H
OOV T A B —T A4 A (F721XVLAN) O KEIZ OV CTIIAERL T A
REZBLTL7EEW, VLANY T A o X —T 2 A AR 1D EHLA
HZ—T A AX, HEINIZ802.1Q F 77 L LTHRESNET,

ATV R FI4I R ASADT TV ETHE, TRTOYIRA ¥ —7 = A A% HFRIT interface 2~ o KA H B
WK EhETS,

<NV FarT xR RE— FTIiL, ASA 1T alocate-interface =~ > RZEHA LT, 2 TF R
MZEID Y THENTWVWDETRTOAS X —T7 = A AZ %I interface =~ > K& BEIFIZAE

L ET,
A B —T A ADF T 4V FOWREEIZ., FOXA TBIRI o TFHF AN E— NIk TER
D E9,

e NNF aAVTHARNE—R, AUTFXAL VAT LAFEITAR—=ZANTOA VX —T =
A ADIRREIZ DD BT, TRTCOEY L CTELRDAL X —T =2 ART 7 4/ 8 TA
=TI TWET, 72 L, N7 74 v I BA U F—T oA AT 5701
X, ZOA U H =T 24 AH VAT LFE[TAN—ANTA X—T /Il > TV DHMERH
VET, AVF—T oA ABVAT LFITAR—ATU Yy NI THE ZDA v
B —T A AL, TNEHHFLTCNDTRTOaTHFANTHE T LET,

VU NE—REREFIAF ALTRANE=R, YRAT A AV E—T = ADT T+
/U b OREEIZKRD LY T,

WA L H—T A A T BT,

W TA B =T 2 A A A RX—=T Ny T2, VT T4 I W TA B =T =2 X
T H7OIE, MBS L F—T oA A A X —T NIl > TV DHMERDH Y F

TO
ATV K E—F WDORIZ, a~ REANTEHE—RFERLET,
OAY U RE— | T7AT774—ILE—F X2 TFaVTFRE
R
IL—FTv K ESUART (VUL TILF
LYk

AVTERR [YRTL
Ta—sE | e sidis o %t o %t o %t S Sp
e

. int—ipu
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interface (global) .

avy RERE

Jy— EEAE

7.01)  ZoavwrRiE, YIA U EF—T oA ZADF LWL HANCHS L, A v 2 —T =
A A Ay T 4F¥alb—ary T— RCIEEBIEPMNT Liza~r RERDBLHITE
FIhE L,

FEHEDAARKSq4y 1V F—TxA A Ay T4 X2l —ar E—RTE A F =T ZADFZATEBIOE

3l

XalV7 4 arTHRARNE-RIULLT, "= RU =T ORE MBS F—T A ZADY;
A) L AETOEID M T, VLANOEID YT, IPT RLADE D YTy, ZOMmEL OREE
FITTEET,

Ao TWDA =T 2 A AT T 7 4 v 7 BRI ELITIE, A F—T = A ay
T4 X2l —varyEF—Fav RThdnamef R EL. V—TF v RE— ROBEAITIT
ipaddress ZiXELET, V7 A Z—7 =2 ZADOEEIE, vlan 2~ RHERELET,

AVE =T oA ARTEEEFE L, BFEEROZ A LT U & -FICH Lt 2 U 7 ¢ [Hl
PHEMAT 55451, dear local-host =~ > FEERL T2 2V 7 TE£1,

ASA 5512-X ~ ASA 5555-X ® Management 0/0 1 > % —7 = A AIZIL, IROFFHERH Y £7,
W N7 T 4y ZIF AR — NS EREA,
T AU HE =T A AFTR—FEINFEHA
s TTAFTVT 4 Fa—lTR—FIhEHA
e wILF X ¥ XA K MAC IV HR—FENFEHA

«IPSSSP Y 7 7 =7 Y 2 —/LIZ X > T Management 0/0 > % —7 = A Al3AF SN F
T, ASA L IPSEV 22— /LI LTHIO MAC 7 FL AL IP T RLARYR—FEnE
T, IPST_XL—F 4T VAT ATIPSOIPT RLADa 7 4 Fal—araE
ITTHRENRHY T, 7275 L, WHFE (2 —T7 A4 2072 E) 1%, ASA Lk
THEINET,

WIZ, VTNV EB—RTYEA L EF—T oA ADNRTA— B ERETAHERLE
j‘o

ciscoasa(config)# interface gigabitethernet0/1
ciscoasa (config-if)# speed 1000

ciscoasa(config-if)# duplex full

ciscoasa(config-if) # nameif inside
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if) # no shutdown

WRIZ, VTNV EB—RTCHTA L F—T oA ADNRTA—FZEBRETAHETRLE
@—O

ciscoasa (config)# interface gigabitethernet0/1.1
ciscoasa(config-subif)# wvlan 101



. interface (global)

ciscoasa (config-subif) # nameif dmzl
ciscoasa(config-subif) # security-level 50

ciscoasa (config-subif)# ip address 10.1.2.1 255.255.255.0
ciscoasa(config-subif) # no shutdown

R, VAT L ar7Z4FXalb—rvafiiwvF ar7X A =T ¥4 —
Tz A A NG A—HEERE L, GigabitEthernet 0/1.1 7 A > X —T = A A% LT ¥F
ARNAICEYYTHHERLET,

ciscoasa(config) # interface gigabitethernet0/1
ciscoasa (config-if)# speed 1000
ciscoasa(config-if)# duplex full

ciscoasa (config-if)# no

shutdown

ciscoasa(config-if)# interface gigabitethernet0/1.1
ciscoasa(config-subif)# wvlan 101
ciscoasa(config-subif)# no shutdown

ciscoasa (config-subif) # context contextA
ciscoasa(config-ctx) #

ciscoasa (config-ctx)# allocate-interface gigabitethernet0/1.1

WIZ, avTFHRA b ar7Z o Xal—ya AL F arFF A F— KT
A =B ERETHHERLET,

ciscoasa/contextA (config)# interface gigabitethernet0/1.1
ciscoasa/contextA (config-if) # nameif inside

ciscoasa/contextA (config-if)# security-level 100
ciscoasa/contextA (config-if)# ip address 10.1.2.1 255.255.255.0
(

ciscoasa/contextA (config-if) # no shutdown

int—ipu |

EEav> R

. int—ipu

avw Uk SR AR

alocate-interface| 4 » % —T7 = A 2B L OY TA L X —T =2 A 25X VT4 a0 THZ

MZEID HCTES,

member-interface| ( » % —7 = 4 ZETREA VX —T = A ZITEV B TE T,

clear interface |showinterface =~ RKOB T 2% 7 U T LET,

show interface | f o % —7 = f ADFEATRERAT — X R LfiatHEREFR L ET,

vlan Y7 A B —T = A A2 VLAN ZE 0 4 TE,
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interfface (vpn O— K /A5 > 2 %) .

interface (ypn O— K /X522 %)

VPN 02— RRT U TR 7 AF TVPN 2 — RRZ UV  TRICT 7 40 R PSR
TV I A B =T 2 A AFNETTAR— N A X =T =2 AERET HITIE, VPN 2 —
KANF v v 7E— RTCinterface a~ > FEEALET, 204 ¥ —7 =1 AEEZHIER
L. T74NLV I DA EF—T oA ZZRETITIE, Z0a~<wr FOnoBERAEHALET,

interface { Ibprivate | Ibpublic } interface-name
interface { Ibprivate | Ibpublic }

X DERA interface-name VPN 2 — R RS 7 25 AZDRT YV w7 AV B —T oA AETITS T
AR—F A B =Tz AL LTEREEINDA VX —T = A ADLH,

Ibprivate IDavw Y RMBVPNE—R NG TOTFTAR— N VB —T 2 f A%
RETHZ ExEELET,

Ibpublic IO RBVPNE—R NG T ONRT Y vy A B —T o A
ETHZLEIBELET,

interface =~ > RZ24M L7254, lbprivate f > % —7 = A A3T 7 4 /L b Tinside [ZE%E

AU R TIFILE
S4L. lbpublic f % —7 = A AX7 7 4 /L kT outside [IZFE S ALE T,

AR E—F ORI, a~ 2V FEANTELE—RERLET,
R
=Tk | FSVRART |V T)L <ILF
Lk
AVTHFRRARM | VAT LA
vpn H— /8 o R — . — _
T r
av Y FER Jyy— FTEHRER
A

7.0(1)  Zoawr RRMBMERE LK,

EALDHA KS4> T, vpnload-balancing =~ KZHEMA LT, VPNR— R ANT v/ av 7 4 Fal—
Yary E—RFERETOIMNERH Y T,

F7=. HH LY interface, ip address, nameif D&~ REEA LT, Zoa~<w KT
ET DAL =T 2 A ZAREL, LHTZE0 Y TTEBILERHY 7,

| e



. interfface (vpn O— K /A5 > V%)

1

int—ipu |

&IZ, vpnload-balancing 2~ Ry —47 v ADF R LET, —47 v AN interface
av U RTIE, VFARAZDTTAR— A X —T 2 A A%T 74/ 1 (inside) (2R
T Ttest) AV F—Tx2ARLLT, VJTAZDNRT YV I A H—T A AEHEL

TWET,

ciscoasa(config)# interface GigabitEthernet 0/1
ciscoasa(config-if)# ip address 209.165.202.159 255.255.255.0
ciscoasa(config)# nameif test

ciscoasa

config) # interface GigabitEthernet 0/2

ciscoasa(config) # nameif foo

ciscoasa

(
(
(
(
ciscoasa(config-if)# ip address 209.165.201.30 255.255.255.0
(
(config) # vpn load-balancing
(

ciscoasa (config-load-balancing)# interface lbpublic test

ciscoasa (config-load-balancing) # no

interface lbprivate

ciscoasa (config-load-balancing)# cluster ip address 209.165.202.224
ciscoasa (config-load-balancing) # participate

ciscoasa(config-load-balancing)# participate

BEav> R

. int—ipu

avyU kR

Bl

vpn
load-balancing

VPNE— R ARGy ar7 4 Xalb—iary e — Rl Ed,
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interface bvi

interface bvi .

TV P ITN—TDT N M, v Z—T = A (BVD) ZRETHITIHE. 7E%Aw2/
T4 F¥ a2l —3 g F— RTinterfacebvi 2~ R&fEHA LET, BVIHERZHIRT 51
Zoawry FonoBERNEERALET,

interface bvi bridge _group number
no interface bvi bridge_group_number

B DEREA

AR R TFIAILE

AU FE—F

bridge_group_number 7'y v ¥ S L—TFDOFE S E 1 ~ 100 OFPEATHEE L ET, 9.3(1) LIET
HPFHDY 1 ~ 250 IZIER SN TWVWET,

T 74N b OBEREIRSH D EH A,

ROKIZ, A~ P ANNTELE—FERLET,

OAXVFRFE— | T7AT7I24+—ILE—F XaYF4aAVTFER R
k
=Ty F FSURART (VT TILF
LYk
AVFERR |VRTL
RV | " S " S SIS | —
E

avy FERE

FEREDAHA RS2

Jy— EEAE

84(1) Zoa~vr RPBIMShE L,

9.3(1)  250BVI ZV7AR— b T B 72O ZHAEDFEFALN 1 ~ 250 [ZHEMLFE L=,

9.6(2) TV V IN—=THBIEODA L H =T oA ADBKEN 4005 64 ITHEESNEL
77

Toavy REFHAL A VA —T oA A AL T 4 FXalb—ay B— REGETALE, 7
Vol JNV—TOEBRHIPT RLAZRECEET, EX=2U7 4 a2 7TF A MDA —/—
~y REBTT-WEGA, $703tEX20 70 a0 7 XA MERKRICEALIZWSGE, 1~
H =T 2 A ATV P ITN—TIZ T N—Tb L, &Fy NT—=Z 21 OTOEHEDOTY v
TN—THFBETCEET, 7V ITN—TDNT 7473 MDOT V) v T —T 006G
B, NI 74 v ZIXASARNDOIO TV v P T A—TF i3 —T 4 7 E&EH A, £i2,
N7 4w 713NN —Z 035 ASA RO T ) w2 T N—F12v—T 4 7 ENDHIT
4%A#%m6%£#%bi¢ TV U THERRIIT ) v T—T D &_“#nfwif
S, ZOMDOELL DBERBIZT X TOT Y v FA—TTHGEINET, 7oL 21X, syslog
‘lj-—/\‘~if:giAAA P—=R—OEEIL, TXTOTY) vV I—TTEEINET, X



. interface bvi

3l

int—ipu |

V7 4 R —%ZRTHETAI2E, 20T A MRNITIODT Y v ZA—F2 LT,
ﬁ%:9?4ﬂy%%x%%ﬁﬁbiﬁoH/T%xhitMyyﬁw%~Pi&K\&ﬁ
<EH 12007V vy FTA—TNNETT,

TV oY IN—TIFENENVEEIP 7 RLARKETT, ASAIX, 7V vy Z—7 i
RIESNDZ NNy hOEETLT FLALLTZOIPT FLRAEHHLET, FHIPT FL A
I, BT A Ry NU—Z LRICY 7Ry NACOHDIVLERHY ET, IPv4 T 7 1 >
I DA, TRTORN T 7 4 v 7 BB IEHI121E, BEHIP T RLVARKLETT, IPv6 b7
T4 w7 OEEIE, D Eb, NI T v/ EERIED Y e —h T RLAERET
ézgﬂ&bif UE— MEHR S OEIRMEE GO 7 VSRER EBLT A0, S u—
PNOVEBT RUVRAEBRETDHZ 2R L ET, MoOBFHAELEL AL, 7 vV I—7L
WIBNZEERA v H—T oA AERETDHIERHD £,

92LIHITIX, Y I N E—REREIALT E— RO THFA NI LIZHRRIEDOT Y v
TN—THFETEET, 93(1) LIETIX, &KR250OT Y v FNV—T%FETEET,
KTV oY TNN—FE, BRAODDA L Z—T =2 A ZAEEDDHZENTEET, 9.6(2) LI
T, KA DAL H—T A RAET VvV TA—TITBNTEET, R—A X —T7xA
AEBEDOT Y oV TA—FIZEO Y THZEIFTEERA, PR<EH 12507 vP 7
N—TEHHL, T—=F A LB =T 2 A ANT N v TA—TIE L TWDLMERNH D Z &
WICHEE LT EE,

)

GE)  ASASS05ICHEH DTV vV IN—TEHHRIETEETMN, ASA5505D F T AT L b F—

ROF =2 48 =T x4 T2 DLW OIRIE, BENCTY v¥ Z—T% 1 DT
MT&EHZLzBHRLET,

GE)  (EMOEHA L F—T oA AT, RETEARWTY v 7 L—7 (ID301) 1L, HEICHBE

BB ENE T, 20TV T ZA—71F7 ) vy ZA—T7DHIRICEENEE A,

GE)  ASATIE, BH L F VR vU—Z LD RNT 7 4 v 73V FR—FENTHERA, BEHIPT

RLALFELRY NIV—=7 LD T T4 v 7 DHYR—FENTHNET,

WOHFITIE, 325D, v H—T oA AZNEND2ODT Vv T —7 L EHEH
A B =T 2 AERLET,

interface gigabitethernet 0/0
nameif inside

security-level 100
bridge-group 1

no shutdown

interface gigabitethernet 0/1
nameif outside

security-level O

int—ipu
T I
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interface bvi .

bridge-group 1

no shutdown

interface gigabitethernet 0/2
nameif dmz

security-level 50
bridge-group 1

no shutdown

interface bvi 1

ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2
interface gigabitethernet 1/0
nameif inside

security-level 100
bridge-group 2

no shutdown

interface gigabitethernet 1/1
nameif outside

security-level O

bridge-group 2

no shutdown

interface gigabitethernet 1/2
nameif dmz

security-level 50
bridge-group 2

no shutdown

interface bvi 2

ip address 10.3.5.8 255.255.255.0 standby 10.3.5.9
interface management 0/0
nameif mgmt

security-level 100

ip address 10.2.1.1 255.255.255.0 standby 10.2.1.2
no shutdown

BEavF avo kR B
ace/bvi TV IREBA VF—T = A ADREEZHELET,
bridge-group FNFUANRT LU N 7 AT U= A B —T 2 A% T

Voo TN—Ac 7 n—{L£9,

interface AV B =T AR ELET,

ip address TV IN—TDOERIPT FLAEZHRELET,

show bridge-group AUNAUHE =T 2 A ARLIPT RVARE, TV oY 7 —
TONHMAERRILUET,

show running-config interface | 7'V v /S—F 4 L A —T 2 f A AT 4 Fal— g
bvi EFRFLET,

| e
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. interface loopback

interface loopback

N—T Ry A F—T =2 RAEERT DI, Z7a— b ar7 s X¥alb— 32y F—FR
Tinterfaceloopback =~ FZHERALET, V—T oV A0 F—T A A%HIRTHIZ
X, Zoavr FonBEXEHEHLET,

inter face loopback number
no interface loopback number

ARV R FI4IAL T AN FOBELEIZH Y EE AL

avy R E—FK ROFIE, ZOa~wy FEANTELE— 2Rl THET,
AV RE— | D747 D 4A—ILE—F ttXxa)TF4a0TFFR b
K
IL—F v K FSUART (VUL TILF
LYk
AVTFXRARM | VAT A
Ja—sr a3l et SIS SIS o i —
V74X =
Lr—g v

FRLEOHA KSAy VTN I A =Tz XL, WA =T 2 A AT I 2L — DY 7 b =T H
AA L H =T 2 A ATHY, BEOWMEA X —T = A% L CEERRETT, L—F
I A HE =Tz A RE, TRAABDO N T T 4 v T IZORERATEET,

WOBRRIZ, V=T Ny 7 A B =T =2 AP HR—FLTNET,

* AAA

* BGP

* DNS

* HTTP

* [CMP

* SNMP

» SSH

* Syslog

* Telnet

VI XfEoXA v & —T = A X

. int—ipu
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avy RERE

3l

Jy— EEAE
S

9.182) Zoma~r RBBMENE LT

9.19(1)  VTI OHR—

MBS E LTz,

9.20(1) DNS. HTTP. BLICMP ¥ AR— kBN ENE Lz,

WOFITIE, FrLw—F Ry 7 f o2 —T A AEERLET,

ciscoasa(config)# interface loopback 10

interface loopback .

EEav> R

avy kR

Bl

tunnel sourceinterface

VTL b > RNV EAVER T D72 DIRETA VX —T = AEfRELET,

ssh AV H—Tx A ADSSH #HELET,

logging host Syslog AR A FZ5E L £77,

neighbor A B —T 2 A AZBGP AL —F U T RANR—DEETTE LTHREL
update-source E

snmp-server host

SNMP H—_—%HELET,

telnet

A B =T A AD Telnet R E L £,
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. interface-policy

interface-policy

F=Z VT TA U E—T oA ADBEEELHRET DRI T = — VA —N"—DRY > —%fHET
HIZNE, TN == )—F a7 4 F a2 b— g3 F— RTinterface-policy =2~ >
REHLEST, 740 MECETIZE, 2oavy RO noBRE2H T LET,

interface-policy num [ % ]
no interface-policy num [ % ]

X niiHA m S—k o5 —L LTHEATLEXITIT 1 ~ 100 DEfEZIEEL., %95 TRhRiIThEA v
H—T 24 ADHFEKREE LTI EZHELET,

%  (EE) numDOETFN, EoF—KBA L B —T 2 ADNN—k LT —IThHHI L &
BELET,

ATV RFI4) Rk = M falover interface-policy = v > RSRE EAL TV HIGGIE. £ DOfE2 interface-policy
failover group 2~ > ROT 7 4L b ERARINET, £ TRWEGA, numitl &720 97,

aAavY R E—FK ROFIZ, a~v L FEANJTELE—REZRLET,
AV RE— | T7ATO4+—ILE—F ttXa)T4aVTFR b
k
L—TvF FSUART (VT TILF
Lk
AVTHFRE | VAT A
7 x— )L — o FIt o FIt — — o FIt
N— T N—"
a7 4%
Lr—g
avy RERE )— ZEEAS
2

7.01)  Zoa<wr RBBMEnELE,

FEREDHA KSq4y umslEEAd T a D% F—U— ROMITITAS—REHALEEA,

BEENEAE LA v H—T 2 ADEPEE LR —%i- L, o> ASA 231 L < BEEE
LTWAEAE, ASANHOEEERAEL L Tv—27 L, 72— d—R_—03RETEHZ 0D
DET (7277 4772 ASA THEENREELEZES) . R —Th U hEN5DIL,
monitor-interface =~ R CTE=X —XHRE L THRELIEA VX —T = ADIHRTT,

# WD TIE . 7 =LA S 7T CRIE R B L,

. int—ipu
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ciscoasa(config) # failover group 1

ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 100
ciscoasa (config-fover-group) # interface-policy 25%
ciscoasa (config-fover-group) # exit
(

ciscoasa(config) #

interface-policy .

EEav> R

avy kR

Bl

failover group

Active/Active 7 = — VA —R_R—DT2OD T = — )V I —_"— T N—T %

EFRLET,

failover
interface-policy

A B =T 2 A AFT=F YT R —Z2FHTELET,

monitor-inter face

T 2=V F = N—=DDICT A =R DA X —T A A %R

ELET,
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. interface port-channel

interface port-channel

EtherChannel f > # —7 =2 A AZHREL, /{1 vV HF—T x2Af A2 T 4 Fal—a s ET— K%
AT DICiE, 7 e—rL a7 4 ¥ ab—3 g £— R Tinterfaceport-channel =~ > K
Z{EH L ¥4, EtherChannel f > % —7 = A ZZHIET HI121E, ZDa~2 R no B4
ALET,

inter faceport-channel number
no interface port-channel number

BX DA number EtherChannel % /L 7 /L —7ID Zf5& L £7, #PHIT 1 ~48 TF, ZDOA v ¥ —
T oA AL, Fr RN ITN—TIA v H—T oA ZA&BIM LT L &I B EIICTER
SINTEHLDOTT, FEA X —T oA ZAEBMLTORWGEEE, Z0oa~vr FeE
TT2ER=FTF R A F—T A AMERSNET,

G¥) DIl LB 1 ODAVN A BZ—T 2 AKR—FF ¥RV A H—
T2 A RZBIMLTHLTRITIUR, A ¥ —T = A ADOFGHENRT A —
A (LRI E) IIRETEETA,

ATV RFIAINR T IANITIE A= F xRV A 0 Z—T oA RIA X—T IR TWET, 72720, b
2 7 4 v 7 H EtherChannel Z B8 3 572 0I121%, T¥ %NV I N—TWEHA L F—T =4 A H A
X =TI o TWDBRENH Y £,

AYU R E—F ORI, A~ FEANTELE—FaRLET,
AV RE— | 747D 4A—ILE—F ttXxa)F4a0TFR b
k
=Ty kF | FSVART | LUT)L RILF
LYk
AVTEFRARS ([VART LA
7=k * XIS * XIS * XIS * XIS * XIS
E
avy FERE Jy— ZEERR
R

84(1) Zoawr RpBIMSIE LT,

GELDOHA KSAy AV F—TxA A arT7 4 FXal—varE—RCE AP T RLAOEYE T, B
DS EIERRENTEET,
BN TNDA U E—T A AT T T4y 7 HBRSEDTE, A1 F—T=f AT
T4 F¥al—raryE—Favr NThs namef 2% EL, V—7 v FE— ROLEIZIE
ip address % & L £7°,

. int—ipu
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interface port-channel .

AV B =T oA AREEET L, BIEEGROZ A LT U M FICH LnEX 2 U T ¢ 1FH
T 5384 1%. cdear local-host =~ > R&EMMHA L T2 27 ) 7 Tx$£4,

\ )

G¥) ZDa<w KL, ASA 5505 <2 ASASM TV AR — rENEFH A, 4GESSM (ZIT1E ASA

5550 DAy b1 OFEE 4GESSM b E£ivET) LD A ¥ —7 = A A% EtherChannel O —
WELTHEATHZLITTEEE A,

AH =T 2 A ZADFEAMIHOWNTIE, CLIRENA REZ LT 7EE0,

ol WOFEITIX, 3 20DA % —7 = A A% EtherChannel D—#i & L TERELE T, F7-.
VATLTIAFTN T 4 2 L0 m<RET D L L BT, GigabitEthernet0/2 D77 A A
VT4 2 =72 AL bm<RELET, Jaud. 8EEBER LA 7 —
7 = A A7 EtherChannel (ZF| D ¥ THNTHEIH 2 D72 TT,
ciscoasa(config) # lacp system-priority 1234
ciscoasa(config-if)# interface GigabitEthernet0/0
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa (config-if)# interface GigabitEthernet0/1
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# interface GigabitEthernet0/2
ciscoasa(config-if) # lacp port-priority 1234
ciscoasa(config-if)# channel-group 1 mode passive
ciscoasa(config-if) # interface Port-channell
ciscoasa(config-if) # lacp max-bundle 4
ciscoasa(config-if)# port-channel min-bundle 2
ciscoasa(config-if) # port-channel load-balance dst-ip
EEav R avo kR ieR
channel-group EtherChannel |24 ' % —7 = A AZBMML £7°,
interface port-channel EtherChannel %3¢ /& L £,
lacp max-bundle F ¥ IV TN—TCHASNDET VT AT A H—T = A %
DERRBERELET,

lacp port-priority F ¥ RN ITN—=TOYFA L Z—T 2 A ADTTAFT VT 4
ARELET,

lacp system-priority LACP VAT A T4V T 4 RELET,

port-channel load-balance B— RN RS T XL ERELET,

port-channel min-bundle R b F ¥ RN A LB =T 2 AT VT 4 TN BT
WER TIT 4T AVE—T = ADF/NEEHELET,

show lacp LACPfE#H (M7 7 4 v 7 #EHE®R, VAT LID, 1A /3—OD
FMRY) BERENET,




. interface port-channel

. int—ipu

int—ipu |

avy kR

Bl

show port-channel

EtherChannel [E#72%, FEMIC 1170~V — X TERRINE
T, Z0avr R, A—heFR—FF ¥ rLOFERHERL
\i—a—o

show port-channel
load-balance

A— N F ¥ FVAMDEIERS, FEED/XT A—% &y M
TNy afERBLOSEIREI NI A NN— v —T =
A AL EBICERTRENET,
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interface redundant .

interface redundant

MEA VA —T 2 A AEBEL, A F—Tx2A AT (Fal— g F— Fethd
HICiE, Zu—)L a7 ¥ al—3 g F— FCintefaceredundant =~ > R&HH L
1, MEA VX — 7oA Z%HET5I12F. 20~ FOnEREFEALET,

inter face redundant number
no interface redundant number

B DEREA

AU R TIFIE

ATV R E—F

number IR A 2 —7 = A X ID ZfEE L E 3, #iPHIE 1 ~8 T7, redundant & ID [t
DAL= A HEE T,

T xR TIE, EA LV E—T 2 RFIA F—=T V> TWET, 2L, b T T4 w7
WILRA VH—T oA AR BB T H72DITIE, AV YA X —T oA AH A X —T T
RO TWDAMENH Y F,

WDFEIZ, a~vr REANTELE—FRERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFRE
.
L=FvE | FSURRT (VUL CILF
Lk
AVFERE | VRT L
JRT/VVE | " SR K G G
&

avy FERE

FEREDHA FS14 Y

Jy— EEAE
S

8.02) Zoa~wr s RRBMENELE,

TMEALVEZ—T oA RI, TIT AT ERBZNNA DR B —T 2 ADSIRHT T
(member-interface2~ > N%225R) . 77747 A F—T A ATEEREAETLHLE, A
BN A B =T A ANT IT 4 TN oT, NI 7 4 v 7 BRSO ET,

TRTCDOASA AL T 4 Falb—Taid, AV -\ 2 —T oA A TIEER L GEITRA
VE—T A AR LET,

AR —T 2 A A AT fFal—ary T—RFRTIE, LERPIPT FLAOE VYT, BL
NS EIERRENTEET,

HMZIpo TWDA U H—T oA AThT 7 4 w7 BB I T2, A F—T = A
74 F¥al—YaryE®T—FKavr RThH2 namef ZFEL, L—T v FE— FOHFEITIT
ip address Z % & L £7°,
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. interface redundant

AB—T oA AREXER L, BAFBHROZA LT 7 M -FICH LnvEx 2 U T 4 iR
AT A5A1E. cear local-host =~ > REHH L CHfa 7 U 7 T £,

\ )

G IOz~ RiE, ASA 5505 X° ASASM TidHAR— S EHA,

A B =T 2 A ADFFIZHOWTIL, CLIRETA FESHRLTIEE,

i WOBITIE, 2 SDTEA v 2 —7 = A ZEfER LET,

ciscoasa(config)# interface redundant 1
ciscoasa(config-if)# member-interface gigabitethernet 0/0
ciscoasa(config-if)# member-interface gigabitethernet 0/1
ciscoasa(config-if) # interface redundant 2
( ) # member-interface gigabitethernet 0/2
( ) # member-interface gigabitethernet 0/3

ciscoasa (config-if

ciscoasa(config-if

EEavU kR av Uk A
clear interface showinterface 2~ KOOI U 227 V7 LET,
debug TRAVE =T oA ADA Ry NERFTT—IZ(T 5T v 7
redundant-interface Ay —UhkFERLET,
inter face redundant TEA V2 —T7 x4 Z5ERKR LFET,
member-inter face MBIA VB —T 2 A ABTLREA VA —T = A AZEID Y TET,
redundant-interface TIT 4 TIRAN A BE—T oA ZAEEHLET,
show interface A F =T 2 ADFTHAT —FZ A LFEHEREF R L ET,

. int—ipu
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interface tunnel .

interface tunnel

FHLWVTL o pf A X —T A4 AZERT HIZE, Jo—\ a7 40 Xalb— g2
£— FTinterfacetunnd =~ > FEFHLET, VII bR A4 F—T =4 ZA&HIRT D
12X, Zoa~<wr FRono XA EHLET,

inter face tunnel number
no interface tunnel number

B DEREA

AR R FI4ILE

AR E—F

e R A E—T o RZE S EEV L TET, 0005 1024 £ TOEEDOEZ S &
ETEET,

77 4N FOBIERLEIZH Y EE A,

WOEIT, ZOavry REANTELE—RERLTWET,

ARV RE— | T7AT7 24— ILE—F EX2UTAaVTHRRE
k
=Ty E | FSVRRT |YUT)L RILF
Lk
AVTHERE | VRTL
AV S I S I . X * %I . X .-
E

avy FERE

3l

J)— EERE
R

97(1) Zwa<w s RFEZoV7E—REZEALFE L,

9.16(1) FARARAZTLIZYR—FEND b A B —T = A 2D 100 15 1024 1
Wz E L,

WIZ, HTLWR RV A o H—T oA AEERT D012 7R L ET,

ciscoasa(config)# interface tunnel 10

EEav> R

avw vk SR AR

tunnel source VTIL b RNVEVERT D720 DORETEA v X —T = A AZHEELE T,

interface

tunnel destination VTI F RV DFEHEDIP T RLAEEELET,

tunnel mode IPsec 25 o RIARGEIFEHSND Z 2T LET,




. interface tunnel

. int—ipu

int—ipu |

avy kR

B

tunnel protection
ipsec

Mo RIAREIERH SN D Psec 72 7 7 AV EEELE T,
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interface vlan .

interface vlan

ASA 5505 BLNASASM T, VLANA ' H —T =2 AEHREL, A VX —T =2 A a7 4
Fal—varE®T—RRERKBITIITI. Fa—L a7 X a2 b—3 3 F— RCinterface
vian a2~ REHEHALET, VLANA X —T = A ZAZHIRT HIZIE, ZDa~<wr RO nofE
AEfHLET,

inter face vlan number
no interface vlan number

B DEREA

AR R TFIAILE

aAvURE—F

number VLAN ID #¥5&E L £ 7,

ASA 5505 DA, 1 ~4090 DID #fEHALET, VLANA v Z—7 =4 A DX, T
7 4V FTIXVLAN 1 TA F2—T /I >TVET,

ASASM DAL, 2 ~ 1000 3 XN 1025 ~ 4094 D ID Z{HEH L E7,

FTHNV T, VLANA VX —T = A RFA X —T N> TWET,

ROKIZ, A~ R ANNTELHE—FaRLET,

ARV RE— | T7AT 24— ILE—F EXaUTAaVTHRRE
K
=Tk FSUARRT (V2T TILF
L2k
AVTERL |VRT L
TR—sIVEE | e R o R o Xt o Xt o X
iE

avy FERE

FEREDHA KS4A4 Y

J)— EERE
A

72(1)  Zoawr REmMERE LS.

8.4(1)  ASASM DOHR— kpBEIMENE L1z,

ASASM DG FERRIC/EE O VLANID Z B CEX T8, N T 74 v 7 2HEETEHD1T
AA v FIZE - TASAIZE Y B CTHN7= VLAN 721 T, ASAIZEID Y THRZT_RTD
VLAN # &R~ 9 5121%, showvlan 2~ RZEHLET, A A v FITL > TASAIZEZEID
YTHNTWRWVLANIZA VX —T oA AZBMLESE, TDOA L F—T A AIX Y
VAT— NI ET, ASAIZVLAN 2H| D Y THFERT, f ¥ —T oA R FT v 7 R
T— M LET, £ X —T = AAT— FOFFEMIZOWVTIL, showinterface =~ K
EHRLTLEEN,



. interface vlan

3l

. int—ipu

int—ipu |

A B =T 2 A AL T4 Fal—rarB—RTClE, AFTIRCIPT FLAOED YT, BX
DNEFIERBRENTEES,

BT TWDHA L H =T 2 A ATET 7 4 w7 ZBRBIELHITIE, A F—T A Ay
T74Xal—varET—FKavrRTHDnamef 2% EL, L—7T v KE— FOHAITIE
ip address Z % L 9, ASA 5505 A A v FOWYEA /5’~7 =4 A%, switchport access
vian =2~ RZEH L TVLAN A U ¥ —7 = A AZEHD B TETF,

AVH—T A ARTEEERL, BEFEHROXA LT U Mef=FIcH Lkt 2 U7 ¢ F#R
AT 55451, dear local-host =~ > FEEH L THga 2 V7 TE£1,

A UBE—T A ADFFHIZHOWTIL, CLIREVA REZR LTI EE0,

WOFITIE, 3ODVLANA VX —T =2 AERELET, 3 OODOFKEMA X —
TxA AL, FEHERA X —T oA AN T 7 4 v 7 BERETETEEA,

ciscoasa(config) # interface vlan 100
ciscoasa(config-if) # nameif outside
ciscoasa(config-if) # security-level 0
ciscoasa(config-if)# ip address dhcp
ciscoasa(config-if) # no shutdown
ciscoasa(config-if)# interface wvlan 200
ciscoasa(config-if)# nameif work
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if) # no shutdown
ciscoasa(config-if)# interface wvlan 300
ciscoasa(config-if)# no forward interface vlan 200
ciscoasa(config-if nameif home
ciscoasa(config-if security-level 50
ciscoasa(config-if ip address 10.2.1.1 255.255.255.0
ciscoasa (config-if no shutdown
ciscoasa(config-if interface ethernet 0/0
( switchport access vlan 100
( no shutdown
( interface ethernet 0/1
ciscoasa(config-if switchport access vlan 200
(
(
(
(c
(
(
(
(
(
(

) #
) #
) #
) #
) #
ciscoasa(config-if) #
) #
) #
) #
ciscoasa(config-if)# no shutdown
) #
) #
) #
) #
) #
) #
) #
) #
) #

ciscoasa (config-if
ciscoasa(config-if

interface ethernet 0/2
switchport access vlan 200
no shutdown

interface ethernet 0/3
switchport access vlan 200
no shutdown

interface ethernet 0/4
switchport access vlan 300
no shutdown

ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if
ciscoasa (config-if
ciscoasa(config-if
ciscoasa(config-if
ciscoasa (config-if
ciscoasa(config-if

iz, failover lan 2~ RZEH L CTHEINIEREIND 7 = —I)LAF—/N— A L X —
T2AAEED, 5O DVLAN A VX —T oA A RETHHE R LET,

ciscoasa(config)# interface vlan 100
ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# security-level 0

(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if) # no shutdown
ciscoasa(config-if)# interface wvlan 200

ciscoasa
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ciscoasa (config-
ciscoasa(config-
ciscoasa (config-
ciscoasa (config-
ciscoasa(config-
ciscoasa(config-
ciscoasa (config-
config-
config-
ciscoasa(config-
ciscoasa (config-
ciscoasa (config-
ciscoasa (config-
ciscoasa(config-
ciscoasa (config-

ciscoasa
ciscoasa

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

if)#
if)#
if)#
if)#
if)#
if)#
if)#
if)#
if)#
if)#
if)#
if)#
if)#
if)#
if)#

nameif inside
security-level 100

ip address 10.2.1.1 255.255.255.0

no shutdown
interface vlan 300
nameif dmz
security-level 50

ip address 10.3.1.1 255.255.255.0

no shutdown

interface vlan 400
nameif backup-isp
security-level 50

ip address 10.1.2.1 255.255.255.0

no shutdown

failover lan faillink vlan500

interface vlan .

ciscoasa(config) # failover interface ip faillink 10.4.1.1 255.255.255.0 standby 10.4.1.2

255.255.255.0

ciscoasa(config) # interface ethernet 0/0

(
ciscoasa (config-
ciscoasa(config-
ciscoasa(config-
ciscoasa (config-
ciscoasa (config-
ciscoasa(config-
ciscoasa(config-
ciscoasa (config-
ciscoasa (config-
ciscoasa(config-
ciscoasa(config-
ciscoasa (config-
(
(

ciscoasa

config-
ciscoasa(config-

if)#
if)#
if)
if)
if)
if)
if)
if)
if)
if)
if)
if)
if)

)

#
#
#
#
#
#
#
#
#
#
#
if)#

switchport access vlan
no shutdown
interface ethernet 0/1
switchport access vlan
no shutdown
interface ethernet 0/2
switchport access vlan
no shutdown
interface ethernet 0/3
switchport access vlan
no shutdown
interface ethernet 0/4
switchport access vlan
no shutdown

100

200

300

400

500

BEEaOvTY R

avy kR

Bl

allocate-interface

AVE=T 2 A ABLOY T A v F =T oA RetFX2 VT4 aLTHFA

MZEI Y B TET,

clear interface

showinterface 2~ ROB 2% 7 U7 LET,

show interface

A B =T 2 ADELTHERT — X2 A LIRFHRER R LET,




. interface vni

interface vni

int—ipu |

VXLAN %> hU—271ID (VNI) £ v X —T 24 AZREL, {2 H—T A AT {F=a
L—3aryE— REHEGETAHIZE. Ze— a7 s Xal—3 g2 F— RTinterfacevni
gy REFALET, VNIA v H—T oA ZAEHIBT 51212, 203~ RO no B % F
HALET,

inter face vni number
no interface vni number

B DEREA

AR R TFIAILE

AU FE—F

number | ~ 10000 DO#EPAITID R ELET, ZDIDIINEA > & —7 = A A5+ T3,

T 74N b OBEREIZSH D EH A,

ROFIZ, a~ P ANNTELE—FERLET,

AXVFRFE— | T7AT7I24+—ILE—F XaYyF4aAVTFER R

k
=Ty F FSURART |2V TL YILF
L b
AVTFERL [VRTA
Ja—sVE | e K K D
&

avy FERE

Jy— EEAE
A

94(1) Zoa~rRFRBMENELE,

FEREDHA KSq > vtep-nvea~ 2 REMEH L TVNIA »F—T = A AL VIEPKIF LA v ¥ —7 = A A Z S

3l
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TAMENRSHY £3, £/, VXLAN segment-id 2R ETHLENH Y £97,

KRIZ, GigabitEthernet 1/1 4 > % —7 = A A% VTEP (G0 A v ¥ —7 = A AL LTk
FEL. VNI A =7 = A A% Z UM T 56 2R LET,

ciscoasa (config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config)# nve 1

ciscoasa (cfg-nve)# source-interface outside
ciscoasa(config)# interface vni 1

ciscoasa(config-if)# segment-id 1000
ciscoasa(config-if)# vtep-nve 1
ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if

# nameif vx1anl000
# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
#

)
)
)
)# ipv6 address 2001:0DB8::BA98:0:3210/48
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interface vni .

ciscoasa(config-if)# security-level 50
ciscoasa(config-if)# mcast-group 236.0.0.100

EEav> R

avwo kR

aiBA

debug vxlan

VXLAN b7 4w 7T v 7 LET,

default-mcast-group

VTEP #E 784 ¥ — 7 = A AZBHE#EAIT 5N TWAT_TD VNI
B —=T 2 A ADT T FNV I DNV FHF¥ AN ITV—TEFREL
*9,

encapsulation vxlan

NVE A A X s A% VXLAN B 7 IAKIZRE L ET,

inspect vxlan FEYE VXLAN ~ v # — R RACHFIA IS L S &%,

interface vni VXLAN # X2 7O VNI A > Z—7 = A ZA%/ERR L £,

mcast-group VNIA U H =T 2 ADZLTFrv AR TV—T T KU AZHE
LET.

nve T NU— I b= RaRA o b AV AX AR ELET,

nve-only VXLAN E{E78A 4 —7 =2 A AIMNVEEHATHLZ L2 fEELE
¥,

peer ip 7 VIEP D IP 7 KL 2 &2 FE)TIEEL 7,

segment-id VNI A v H—T A AD VXLAN B 7 2> M ID Z2$8E L £,

show arp vtep-mapping

VE—h BT AN RALZHBHIPT RLA L U E— | VIEP
IP7 RLVAFADVYNIA v H—T =2 RAIF ¥ v 2SN MACT
FLRAZRRLET,

show interface vni

VNIA > H—T 2 ADIRT A=K AT —H A BIOHFHEHR
LTV v VENRTWAAS L EZ—T 2 A (RESNTVEHES)
DAT—H A 12 NIEHET 5 TWAH NVE AV F—7 = A
AEFRRILET,

show mac-address-table

UE— K VIEPIP 7 FL ADRRESINTZ VNI A o F—T = A A |k

vtep-mapping DL AY2EET—7 L (MACT RLAT—T)V) ZFRRLET,
show nve NVEA vV H—T 2 ADIRT A=K AT—H A BILOKHER

EX Y VT A —T AR EEFETA L F—T A R) DAT—
H A, ZDONVE % VXLANVTEP & L T2 VNI, 26N
DNVE A o Z—7 = A AZEEfFIT 5N TWHET VIEPIP 7 K
LVAZRRLET,

show vni vlan-mapping

VNIEZ AL RID &, VLANA U Z—T oA ZAFT2IT N T AR
Ty NE—FROYBHA A —T oA A DO~y o T2 FERLE
‘a‘o




. interface vni

. int—ipu

int—ipu |

avy kR

B2l

source-interface

VTEP (ET0A v Z—T = A ZAZFEELET,

vtep-nve VNI A & —7 = A A% VIEP EE A ¥ — 7 = A AZBEfT T
E AN
vxlan port VXLANUDP AA— F & ELET, 774/ h Tk, VIEP #E T

A B =T A AT UDP R— k4789 ~D VXLAN F T 7 1 v 7 %
T ANET




| int—ipu

interim-accounting-update .

Interim-accounting-update

AAA H—N—=T N —THO RADIUS FEl 7T A O T ¢ T HEF A v =V DAERERZCT
BI21E, AAAY—NR— T N—F a7 4 ¥ L— 3 E— KT interim-accounting-update
avy REHLES, FRT T 0 U TR A v =V R EHICT HIE, Zoavy
RO no A& L ET,
interim-accounting-update [ periodic [ hours] ]
no interim-accounting-update [ periodic [ hours] ]

XN periodic (A7 ay) HEOV—R— TN —FICTH I T 47 La— REEE

[hours] TAHLITEREEINT-TRTOVPNE Y a7 T 007 La— R
DEM 2B EmEET A F—T NI LET, 73T, ZHUHDOEHFO

EERRE (MBS 25052 ENTEET, T 740 MI24BEMT, 8
ETXH%PIL 1 ~ 120 B T,

ZOF T aF, ISERRGEEFRHICGRE I NV — " — Z)—7 % L TR
HLET,

ARV EFIANE T IANITE, HET AT T 4 NI R—T MR R A,

aAavYRE—FK ROFIZ, a~v P2 AN TELE—FERLET,
ARV RFE— | T7AT7I24+—ILE—F XT3 TFRE
k
=Ty F FSUART (VT TILF
Lk
AVTERE |VARTA
aaa V—/\— o St o S5 o« S o 5t
TN—7 a
T4 X2 b—
vay
avwy RERE ))— ZEEAR
R

9.2(1)  periodicF—U— R BMENE L,

FEEHEDHA K54 > periodicF—U—RRLTZDavy R+ 5L, ASAIE, VPN b xRN 7 747
VERLAVPN By a CEBMENTEXICORFET I T T 4V TEHFA v E—U %%
FLET, ZHNRELESA, HilcH#u 4 ToHNLIP T KL A% RADIUS (Z@%1d 5 72
DDTHI T AT T 7T — "B EREINET,



. interim-accounting-update

1

int—ipu |

P N—=TN—TZEH LTV E— 727 BAVPNDISEFRAI A E %% ET H5E1L, periodic
F—U—REBEMLUET, EHHMIZIX,. AnyConnect #fic & 7 74 7 LA '!Z v g VN
BENET,

ISEIL, ASAZREDNAST A ANOZETHT AV T 47 La— RZESWTT 77 ¢
Ty varoT VI M ERRELET, L, By v aMERELTCT VT4 TRT
WO T 4T A=y (FRFFRATy NPT vay) THHEWSIEME S HR
Wbl TZELRWES, ISEldtEyyar ba— RE7F—2_X—2h bl LET, EY
M7 77 4 772 VPN S S HIBR SN2V E 212512, 9 _XTo7 7747 By a it
BLTEMBRFRT AT T 4V THHIA Yy E—VZISEEET LRI N—TEREL
3

WOHNE, ISE H— 3N— Z)L—T12, BHERF (CoA) OT v 7T — K LRI T E D
TR T DT T 4 T hRRETDHHEEZRLTWET, ISEICL D327 — R
SHEERRETD MR TA—TRENEGENTWVET,

ciscoasa(config)# aaa-server ise protocol radius

ciscoasa (config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server—-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa(config-aaa-server-host)# key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa (config-tunnel-general) # address-pool vpn

ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa (config-tunnel-general)# accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

KK\EETDHﬁWﬁ%%@@ﬁEWTm@$/7W7NH7% RET DB L
£, ZO%E. =A== EREHIEH S8, authorize-only =~
/F%ﬁ—ﬂ—7w~7:/74%1V~y3/_ﬁ# ABET

ciscoasa(config)# aaa-server ise protocol radius
ciscoasa(config-aaa-server-group) # authorize-only

ciscoasa (config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa(config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa(config-aaa-server-host)# key sharedsecret
(
(
(
(
(
(
(

ciscoasa(config-aaa-server-host)# exit
ciscoasa(config)# tunnel-group aaa-coa general-attributes

ciscoasa (config-tunnel-general address-pool vpn

) #
ciscoasa (config-tunnel-general)# authentication certificate
ciscoasa(config-tunnel-general)# authorization-server-group ise
ciscoasa (config-tunnel-general)# accounting-server-group ise
ciscoasa(config-tunnel-general) # exit
BEav >k avw ok s EA
authorize-only RADIUS #—/3— L —FHORBAE[E— RE A 32— 7ML E
R

. int—ipu




| int—ipu

interim-accounting-update .

avy kR

B2l

dynamic-authorization

RADIUS H—— T N—THDOHE A F I v 7B A F—T NI LE

D




. internal-password

int—ipu |

internal-password

7747 hLASSLVPN AR—4 )L R—=T TBEINM/NAT — R 7 ¢ —)L REFrRT 510
webvpn 227 4 ¥ a2 L—3 g > F— KT internal-password =2~ > R&fHLET, Z0B
I ARAT — KX, SSO Z#FF I L TCWD 7 7 A )L — 33— 2% LT ASA 28 =2—H —%F8FET 5
OIS NET,

NE AT — RO EZ DT AI2E, Zoavry RonoXEHHALET,

inter nal-passwor denable
no internal password

B DEREA

AR R FI4ILE

ATV R E—F

aeble Py X2 T — RO A R —7 M LET,

FIHN NTIEET 4 B—T NI TWET,

WDOFEIZ, a~vr REANTELE—RERLET,

ARVENE— | TFATI+4—ILE—F t¥aTF4aTFRE
K
=Ty F FSURART (VT <ILF
LYk
AVTHFRAM |[VRATL
webvpn = > o XHI — o KHIE — —
T4 X2 lb—
varv

avy FERE

FRLEDHA KSA4 Y

. int—ipu

J)— EERE
e

8002 oa~r RAEMERE LR,

AFX—TNMZLlgE, 2 Ra—HY—37 7447 NV ASSLVPN vy g icn s A v
THEX2D9ODNAT—REANLET, 7747 8L ASSLVPN #—/ 3—|% HTTPS
EHEHALT, 22— =AU — R X0 SSO RGBSR 2 BFE Y — R —IZ X E L ET, 3R
ARV — N — D FHREER 2 KGR T 5 & $om£7/% MNY AT L ASSLVPN H— 33—
WCIRENET, 207 vxF—iZa—P =2 > TASA ITHREFFIIL, SSO — "— {2 L V&
HEINTWVD RALUND Web YA NOLRREMIKET HI2OIC, 2—F—FBRECHEH S E
7

NER/ XA T — FEEREIX., NE/SA T — K% SSL VPN SRR T — R ETEBAR D HDICT HIEEIC
ER]TE, #RIT. ASADFFRTIZT v F A DRAT— REHFEH L, NEYA b ORI IER]
DIRAT— REfATEET,



| int—ipu
internal-password .

& WIZ, WESA T — R A F—T Mot 07 LET,
ciscoasa
(config) #
webvpn
ciscoasa

(config-webvpn) #
internal password enable
ciscoasa (config-webvpn) #

BEa<w> KR avy |#HH

webvpn |webvpn 227 4 X b— g E— REBLET, ZOFE—RTEI 74T
I LA SSL VPN #t D @4 & CTE £ 75

| e



. internal-port

internal-port

int—ipu |

Azure Gateway Load Balancer (GWLB) ® Azure |® ASA Virtual ® VNI A > % —7 = A AT
VXLAN WA — M 245 ET 2120F, A v F—T A R a7 4 Falb— a3 F—RFT
internal-port =~ > REZEH L ET, A— FZHIFRT 212X, Z0a~y Fo no B A fEH]
L%,

internal-port port
no internal-port port

BX DA

AR R FI4ILE

AR E—F

ot R— A 1024 ~ 65535 ICRE L E7,

77 4N FOBERLEIZH Y EE A,

ROFIZ, A~ P ANTELHE—FaRLET,

ARV KE— | 774724 —ILE—F X2V T4a0THFRE
k
=Ty K FSUART (VUL TILF
LYk
AVTERE (VAT LA
A H—T = o Gt — o it — —
AR AT 4
Xl —33
N

avy RERE

FEREDHA K54V

3l

. int—ipu

Ju— EEAE
S

9.1911) o~y RpBNEhE L,

Azure —EAF = — 2 TlX, ASAVirtual 31 X —F v h EHEES—ERAB O r v a4
VA= T NTELHBRR S T A L U CHEREL £97, ASA Virtual 1X, X7 %y
DVXLANEZ A FEFIH LT, H—ONICIZHEA v X —T = AL NEA v X —T = A
AEERLET,

WOBTiE, Azure GWLB D VNI 1 A v X —7 = A A& XK ELET,

ciscoasa(config)# interface vni 1
ciscoasa(config-if)# proxy paired
ciscoasa(config-if)# internal-segment-id 1000
ciscoasa(config-if)# external-segment-id 1001
ciscoasa(config-if)# internal-port 101
ciscoasa(config-if)# external-port 102
ciscoasa (config-if)#

vtep-nve 1



int—ipu

ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if

internal-port .

nameif vxlanl000

ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
ipv6 address 2001:0DB8::BA98:0:3210/48
security-level 50

) #
) #
) #
) #

BEa~Y

vk

avw R & EA

debug vxlan VXLAN 77 4 v 7 &7 /Ny 7 LET,
encapsulation NVE A > A% A% VXLAN 7 72 /WVALICRE L £,
vxlan

external-port B VXLAN AR — 2% E LET,

external-segment-id

VNI A & —T =2 A AZAD VXLAN #5272 D 23 RE L £,

inspect vxlan FEYE VXLAN ~ v Z — UG L S B F 4,
interface vni VXLAN ¥ X ZHD VNI A v X2 —7 = A ZEVER LET,

internal-segment-id

VNI A X —T x4 AD VXLAN Nt 7 A M ID #E L £1,

nve Fy NT— IRk RARA  h AV AR AR ELET,
peer ip 7 VIEP D IP 7 RL 2% FEcEELET,
proxy paired A B =T 2 AT 7TaFt— RCRELET,

show interface vni

VNIA VH =T 2 f ADIRT A—H  AT—Z X BIOWHERE, 7
JoyPINTWAAL LB —T AR (BESNTWVWHEES) ODATF—X%
A, BRONCEE#EMITONTWANVEAS v F—T oA AR R LET,

show nve

NVEA > H—T =2 AD/NRT A=K AT —HA  BIUOWFHERE S+
V7 A B =Tz AR EERA VI —T2AR) DAT—HA, D
NVE % VXLAN VTEP & L T35 VNI, 5 ONZZ D NVE A & —
7 oA RZEEMT SN TWAHET VIEPIP 7 RL AR FR L £,

sour ce-inter face

VTEP EE XA v X —T = AZFETLET,

vtep-nve

VNIA v % —7 =4 A% VTEPEZIEA ¥ — 7 = A AZBEM T £7,

vxlan port

VXLANUDP &R — F & ELET, 7 74/ b TiX, VIEP £EL1
H—T 2 A AT UDPR— 4789 ~D VXLAN T 7 4 v 7 %Z T ANE
—gqo




. internal-segment-id

int—ipu |

internal-segment-id

Azure Gateway Load Balancer (GWLB) ® Azure |® ASA Virtual ® VNI A > % —7 = A AT
VXLAN Wi 7 A > M ID 245 ET 21213, /1 ¥ —T =2 A a7 4 Falb—var £—
R T internal-segment-id =~ > RZfEH L ¥, ID ZHIBRT 2I12i%, ZDa~ 2 RO no B
R L ET,

internal-segment-id id
no internal-segment-id id

BX DA

AR R FI4ILE

AR E—F

d1~16777215 O#PATID 3% E L £,

77 4N FOBERLEIZH Y EE A,

ROFIZ, A~ P ANTELHE—FaRLET,

ARV KE— | 774724 —ILE—F X2V T4a0THFRE
k
=Ty K FSUART (VUL TILF
LYk
AVTERE (VAT LA
A H—T = o Gt — o 3fhis — —
AR AT 4
Xl —33
N

avy RERE

FEREDHA K54V

3l

. int—ipu

Ju— EEAE
S

9.1911) o~y RpBNEhE L,

Azure —EAF = — 2 TlX, ASAVirtual 31 X —F v h EHEES—ERAB O r v a4
VA= T NTELHBRR S T A L U CHEREL £97, ASA Virtual 1X, X7 %y
DVXLANEZ A FEFIH LT, H—ONICIZHEA v X —T = AL NEA v X —T = A
AEERLET,

WOBTiE, Azure GWLB D VNI 1 A v X —7 = A A& XK ELET,

ciscoasa(config)# interface vni 1
ciscoasa(config-if)# proxy paired
ciscoasa(config-if)# internal-segment-id 1000
ciscoasa(config-if)# external-segment-id 1001
ciscoasa(config-if)# internal-port 101

( ) # external-port 102

( )# vtep-nve 1

ciscoasa (config-if
ciscoasa (config-if




int—ipu

ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if

internal-segment-id .

nameif vxlanl000

ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
ipv6 address 2001:0DB8::BA98:0:3210/48
security-level 50

) #
) #
) #
) #

BEa~Y

vk

avw R & EA

debug vxlan VXLAN 77 4 v 7 &7 /Ny 7 LET,
encapsulation NVE A > A% A% VXLAN 7 72 /WVALICRE L £,
vxlan

external-port B VXLAN AR — 2% E LET,

external-segment-id

VNI A & —T =2 A AZAD VXLAN #5272 D 23 RE L £,

inspect vxlan BEHE VXLAN ~ v 2 —JERUC @B I L S T E 1,

interface vni VXLAN # X2 7 HO VNI A v 2 —7 = A ZAZ/ER L £,
internal-port NES VXLAN A" — h 2% E L £,

nve Fv R T = RAEE Y FRA v b A v AR v A% HEE LET,
peer ip 7 VIEP D IP 7 KL A& FETHELE 7,

proxy paired AN B =T 2 AT 7aFET— NIRELET,

show interface vni

VNIA VH =T 2 f ADIRT A—H  AT—Z X BIOWHERE, 7
JoyPINTWAAL LB —T AR (BESNTWVWHEES) ODATF—X%
A, BRONCEE#EMITONTWANVEAS v F—T oA AR R LET,

show nve

NVEA > H—T =2 AD/NRT A=K AT —HA  BIUOWFHERE S+
V7 A B =Tz AR EERA VI —T2AR) DAT—HA, D
NVE % VXLAN VTEP & L T35 VNI, 5 ONZZ D NVE A & —
7 oA RZEEMT SN TWAHET VIEPIP 7 RL AR FR L £,

sour ce-inter face

VTEP EE XA v X —T = AZFETLET,

vtep-nve

VNIA v % —7 =4 A% VTEPEZIEA ¥ — 7 = A AZBEM T £7,

vxlan port

VXLANUDP &R — F & ELET, 7 74/ b TiX, VIEP £EL1
H—T 2 A AT UDPR— 4789 ~D VXLAN T 7 4 v 7 %Z T ANE
—gqo




. interval maximum

int—ipu |

interval maximum

DDNS H# 52UC K 2 EHaT O KMRZ % E 3 5121L, DDNS HH 5 E— R Tinterval
g FEERALET, Ef7ar 7 4 X2 b—32 3 5 DDNS B R0 MRE A& 512
I, 2oz~ Rono BRAEFEHLET,

interval maximum days hours minutes seconds
no interval maximum days hours minutes seconds

B DEREA

aAvY R FI4ILE

O R E—F

days  FEERITRIO A% 0 ~ 364 OHMPEATIHEELET,

hours  FEFEATTIH O RF[EI %A 0 ~ 23 DI THE L 7,

minutes  GEEATT R O3 ¥R 0 ~ 59 O THRE L £,

seconds  BTHTERATIH ORI A 0 ~ 59 ORI THRE L £,

77 4 hOEEREIXH D EE A,

ROKIZ, a3~ P2 ANNTELHE—FaRLET,

ARV KE— | T7A4T7 04— ILE—F XU T4aAVTHFRE
K
IL—TFTv K ESUART (VUL <ILF
LYk
AVFHFRAR | VAT LA
DDNS W57 o it — o it o it —
Xz 74
Xl —3
N

av Y RERE

EREDAARZA Y

3l

. int—ipu

JU— EERR
S

72(1) Zoa<wr RRBMENELE,

H. B, 0. BLOBzRd L. MREOGFHRRIZZR Y £9,

WIZ, 315 T LI H 1T T 27 % ddns-2 L WO ARTTRET D64~ L%
—/9]‘0

ciscoasa(config)# ddns update method ddns-2
ciscoasa (DDNS-update-method) # interval maximum 0 0 3 15




| int—ipu

interval maximum .

EEav> R

avo kR S5BA

ddns VER%# 72 DDNS F#U2%I LT, DDNS 7 v 75— h FD & 1 7%
BELET,

ddnsupdate DDNS 7 v 75— h R & ASA DA #—7 = A A £7-1ZDDNS 7 v

7T — bR A MAIZBEA T £,

ddns update method

DNSDU YV —RA L a—REZAFTI v I T vl T— T57200)
AEERLET,

dhcp-client update
dns

DHCP 7 A 7 " DHCP — "—IZETT v 77—k RF X —%
FRELET,

dhcpd update dns

DHCP #—_—{Z XA DDNS 7 v 75— s DETEA F—TNIZLE
T




. invalid-ack

invalid-ack

int—ipu |

ACK BN Z/e > TWAB Ry NMIRT DT 72 a U ERET DI, tep-map 227 4 F
L—YarE—RFTinvalid-ack =2~ > FEEHLET, [BEE27 74V MIERTICIE, Z0=
< RFOnEREFEHLET, 2D~ Fi&, s connection advanced-options 2~ > R %
EHLTA Rr—7 Mz & D TCP ERUEAR Y > —D—ETT,

invalid-ack { allow | drop }
no invalid-ack

B DEREA

aAav> R FI4ILk

AR E—F

dlov ACK LN /e > TWH Ty FERZFATLET,

drap ACK MENZ /2> TWAH ARy FE Fr vy 7 LET,

T3V T vali, ACK WENZR>TWA X ry e Ruy 452 & T1,

ROFIZ, a~ FEANTEHE—FarLET,

ARV KRE— | T7AT7I4—ILE—F t¥a)T4aVTHEXEG
N
W=Tvk |FSVRART VT RILF
Lk
AVTHRRARL | VATLA
TCP~ v 7 2| iz o R o R S IIN —
V7 4Fa
L=z

avy FNERE

Jy—x ZEERNE

72(4)80(4) Zpa~r FRBMNENE L,

FEHEDHA KS4q4 > TCPIERULEZA R—T/MITHITE, EV2T R — T —LU =7 2RO LI ITHEML

. int—ipu

7.
1. tep-map : TCP EHULT 7 v a v &ELET,

1 invalidack :tep~v vy a7 4 F a2 b— 3 F— RTiL, invalid-ack 2~ KB
FOEOMBEZ Da~vy e A TEET,

2. classmap : TCP E#ULEZFATTH T 74 v 7 ZIBELE T,
3. policy-map : &7 7 A~ v ST LT 7 a v ERELET,

1 dass: 77 arvaFEITT57 9 Ay TEREELET,

2. set connection advanced-options : {Ek L7 TCP ~ v 7 & @#lBI L £,



| int—ipu
invalid-ack .

4. servicepolicy : RV o —~v v T a2 A U F—T A AT LT, T v —rUUZEID YT
e
WD &5 135G TS ACK At S5 AR B 0 £,

« TCP #5: 2% SYN-ACK-received AT — % A Tlt, 35 L7= TCP /X% v b ® ACK HF 5N K
D TCP /3y MIEED Y —lr v A& 5 LR L TRWES., £0 ACK 13T,

¢« Z{ELTZTCP /X7 v b D ACKESNIRD TCP 37 v FFED Y —r L A& F LD K&EWN
BAITEIC, £ D ACK (3R T,

Y

GE)  E\2h7e ACK & T TCP /37 v ML, WAAS i CHEIMIZHF TSN E T,

i Wi, ACK BRI 5T D4 hEHFAIT 5 L 512 ASA Z BT 20147 L
e

ciscoasa(config)# tcp-map tmap

ciscoasa(config-tcp-map) # invalid-ack allow

ciscoasa (config)# class-map cmap

ciscoasa (config-cmap) # match any

ciscoasa(config) # policy-map pmap

ciscoasa (config-pmap) # class cmap

ciscoasa (config-pmap)# set connection advanced-options tmap
ciscoasa(config) # service-policy pmap global
ciscoasa(config) #

BEa<w >R avw ok £ EA
class-map P—EARY =R LTI 74 v 7 ZRELET,
policy-map P—C ARV =D T T 4w 7ICHEMAT LT 7 a v &fR
ELET,

set connection advanced-options| TCP [E# L% A4 x— 7 Wz LE 9,

service-policy P—ERARY =% A U H—T = AZHEHALET,

show running-config tcp-map TCP~y 7 a7 4Fal—araHFHr-LET,

tcp-map TCP~ vy 7Z{ERK LT, TCP~vy 7 a7 4 X2l — g
T—RKIZT 7 BATEDLHICLET,

| e



. ip address

Ip address

int—ipu |

AVHE =T 2 A ADIPT FLA (Jb—T v RE—FK) X, Vo PEBS X —T = A A
BVD) (W—F7 v FE—RELFFTUAXT LY ME—F) ZRETHITE, A ¥ —T =
g A :1/74%:1/»—“/3/{—wl\flpaddress:t-?/l\fzﬁﬁﬁbi# IP 7 R L R %&HIBR
THIZE, Zoavr FonBXEEHLET,

ip addressip_address [ mask ] standby ip_address | cluster-pool poolname ]
noip address [ ip_address ]

BX DA

AR TIFIE

AR E—F

. int—ipu

cluster-pool (EE) ASA 7 724 Y v 7 OHAIC, iplocal pool =~ RTEFH SN

poolname =T RLADY 5 AR F—L&3%E LET, ip address 513 CEsR Sz
AA LT TFTAZDIPT FLAL, BIIEO~VvAZ—a2=y MIOELE
T KT TAE AUNE, ZOT—Ahba—h)LIP T R L ARED
BToHhET,

Koa=y MIEVYTHENDET FL AL, HAICERICEHETXERA,
K=y FCHEHINTNDET RLAZFRT 5121, showip local pool
poolname 2~ REANLET, £ T AX AN X, 7 TAZILE
mbkkgmxyﬂmﬁﬁbﬁfghiﬁo:@mmiof\f—w#
SERsNsa—BIP BRELET,

ip_address A BE—=T 2 A ADIPT KL A,

mask EE) IPT RLADOY TRy h~RT, wAZ 5BEE LRSS, ASA
TIZIP T RLAYZ T ADT 74V b2 7 BMEHENET,

Standby (A Fvay) 72— F—R_R—DPEHIT, AZ N, 2=y FOIPT

Ip_address FLRz@ELEd,

T 7 4V N OBEMERMEIZSH W FH AL

ROFIZ, A~ FE2ANTEHE—FarnLET,

AV KE— | TPAT794+—ILE—F tXxa)T4aTERX b
k
=Ty K FSUART (VUL TILF
LYk
AVTEREN | VAT LA
A E—Tx o 3fhis o %F it o %F it o %F it —
AR AT 4
X2l —Ig
N
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ip address .

avy RERE

Jy— EEAE

7.0(1) NN—T v RE—RDOEE, Z0a<vr R, FJe—Lary7 4¥alb— gy
a<vw R A A —Tx2f AT 4 FXal—ragryT—RFRDavy NIZER
INFE LT,

8.4(1) NG ART LYy b= FRRIZT ) v TA—7RNBIMENE Lz, BVIOIP T
RLAZREL, Ze— VL3R ELEE A

9.0(1) ASAZ ZAX Y T aYR—rT5H7-HIZ, custer-pool F—U— R3BEMEE
L7,

9.71)  N—F v FA U F =T A AL TIE RA v MY —RA v MEREnT D31 £
FOY T3y MIZIPT FLAZRETE £,

EREDAARZA

Zoa<wry REIIof, 7Tz—N A —NR—DRAFLNL T RUVRAEFRELET,
TILFAVTXRANE—KOAA FSA4 Y

TN A TRARNLVL—T v R Ty AT O 4=V E—FCTE, AL F—T = AT KL
xﬁ%ﬂ%ﬂﬂﬁ@#?*ybKﬁETé%Eﬁ&@i# < IFarFxFAE—RKTIE
DA E—=T A AREFA U F—T A AZH DY %ETFVXi%M%ﬂIﬁT
%é%@@\ﬁb#i*y%ﬁﬁ&fé%%m%@iﬁo4/& Tz AABEHEDOHDTH
L6, ZOIPT RLAEZLBES U CToa 7% A M CTEHATE T,
FSURRTFLUN D7AT 94— ILDHA K54

NG ART LY N T AT T =L, IPA—F 4 ZICBIMLUEH A ASA IZHLEEME
—DIPHERLIZ, BVIT RLADERE T, @TFVXﬂHgﬁﬁé@i\/XTA%/f%
URAAA YT —N— L DHEFRETHEFEEND N T T 4 v 7 DFEFEILT FL AL LT, ASAN
IOT7 RLAEGHTA-DTT, ZO7 FLAiE, VE— MNEET 7 BRI CHHEHTEE
T, ZOT FLAIZ, EROALV—FBLIOTFHROL—Z LB LY T %y MIEETLILEND
NEST, v VF arTHF AR E—ROEAS, 20T XA NOEHIP T FLAZRELE
T, BHA L E—T oA AEGLETLAOEEIE. ZOAL X —Tx2A ZADIPT FLALZE
BHICRETH Z L TEET,

TJx— LA —I"—DHA KSA >
AZUNATIPT RLRIF, AAIPT RLAERIUH T Ry MCBEETAHLERH Y F5,
ASAUDSRAYUGTDHA RSA4 Y

2 DAY =T 2 ADY FAZT—ME, 7 FAR A =T oA A T— NEEBICH
€ (cluster-interfacemodeindividual @2~ > F) LAWLERETEXEHA, MHE—DFSMIET
HAA A —T =2 ATT,

cFHHEHAA L H—T 24 R TN OTH, HlHlA F—T 2 A RELTHRETEET (AR
V K EtherChannel £ — KD L & TH) , BEHA VX —T x4 RT, A F—T A A
LFTARZENRNTEET (M T UVART LU N 77 AT U3 —VE—RDLETY) ,
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ip address

. int—ipu

int—ipu |

o 2,3 R EtherChannel E— RClIE, WA L X —T oA ZAZFBA X —T oA AL LT
RETHE, BHA L —T 2 A L TCEAFTIvIN—TFT 4 T oA F—T T
XFE¥A, AEZT 4T — b EFERTOILENDD 3,

BLY TRy DAL RZ4A4 Y

N—T v KAV H =T oA A LT, AV MY —KRA 2 MERERAT DO 31 By hoY7
Fv MZIPT RVAZRETEET, 31y N TRy MIE2ODT RLADHENEEIN
F9, BE. PT7XY NORWEEEDT RLATRy NU—7HET7m— Ry 2 NHIZT
RSN TEBY, 27 RLAY TRy MIERHTEEREA, L. AV MY —ARA o Nk
DY, Xy hT—7 T RLART B — R¥X ¥ 2 N7 FUARRERGEIT, IPv4EATT
RLRAZREFT5DI231 7%y b By "B HLET, 72821 20D ASARID 7 =—
NA—=R= U U TIRBERT RLRAT2272FTY, Vo7 O—FHDMnbEEISNL Ty
MITRTH I —FOMTZESN, 7u—RX vy AT 0 7130 EH Y ¥ A, £72, SNMP
X Syslog ZFEATTHEHAT — g VEABESEERTLIZ b TEET,

Bl MY TRy Ny FTAKY 7 0 2% | EtherChannel 1231 By b 7% v k
v AV EfEHTEET, [Hx DA H—T A A (A3 R EtherChannel & — R D& H P
T RLVREET) 31y b TRy hEVR—FLTWEFA, £, 7 T A Xl
VoZ7icb3l ey b7 xy hEEHTEEEA,

3By R YTy b Tx2— A —R— T2—)L A ——|ZF LTI, ASA A ¥ —
TxAADIPT RLRIZ3I By hOV T3y MEFERH LSS, 7 FLARRELTH
Lz, A =T 2 A AFADAZ L NAIPT RL A TR ECE A, @, 7774
TIpa=y MRA U E—T 2 A ADTARNEFETL, AZ RN DA H—T = A ZADE
AR TCEDL LD, TN =R (B —T 2 AFAZ LA IPT FL A%
VBLL LET, ZZ UL IPT RLANRRNE, ASAIZR Y NU—27 DT A & FE(TT
X, VT AT —FOHRELMBSTEETA, RA LV MY —RA LV MEHRTHD T = —
NA—=N—=ELEDOAT— R ) 7Tl 31y bV T7Txy A TEET,

Bl M VT Ry FEFH  BEEEFRSINLTWAEHZAT—Y g rnbhlE, ASA ET
SSH E72IZ HTTP ITARA & MY —RA & MEfiz . £ E AT — 3 & T SNMP
F721E Syslog IZR A MY —RA > MERiE TN ENFEHATEET,

31y YT Ry REFAR— KL TWROVERE : IROMEEIZ, 318y R 73y F&H
A—FLTWEHA,

TV IN—THBVIA LV H—T A ATV v FI—TIZILBVL 20507
U ZN—F AR 28R EINTZ 2082 NAHIZ, D7l &EH3OoDFR A
T RUVAPKETT, 297y NUTEMEHTOILERH D £,

CINTXY AN N—T T

WRIZ.2ODA L H—T A ADIPT RLABIOAZ L3, T KL REHET 54
%i—\‘ [_/i‘j‘o

ciscoasa(config)# interface gigabitethernet0/2
ciscoasa(config-if)# nameif inside
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ciscoasa (config-if)
ciscoasa(config-if)
ciscoasa (config-if)
ciscoasa (config-if)
ciscoasa(config-if)
ciscoasa(config-if)
ciscoasa(config-if)
ciscoasa (config-if)

ip address .

# security-level 100

# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
# no shutdown

# interface gigabitethernet0/3

# nameif outside

# security-level 0

# ip address 10.1.2.1 255.255.255.0 standby 10.1.2.2
# no shutdown

WIZ, TV o T N—F1OBERT RLABLIORAZ UL T RLRAEZHRET HH1%

~LET,

ciscoasa(config)# interface bvi 1
ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

&

av

~

avU kR EHil:L]

interface A B —T A AEZBREL, A F—T oA AL T 4 Fal—g L E—
RZBtA L £,

ip address AV H =T 2 A ATDHCP h— =05 IP 7 RLAZESHTE 5 X HITHE

dhcp LT,

show ip AVE—T 2 AAAZHDYBTOENTZIP T RLAEZRRLET,

address




. ip address dhep

Ip address dhcp

DHCPZEHA L CA L X —T 24 ADIPT RLAZRETAIZIE., X —T A AT 4
Fal— 3 EF— KT ipaddressdhcp 2~ REFHALET, 2O X —T A AD

DHCP 7 74 7 v M &+ 5121,

ip addressdhcp [ setroute ]
no ip address dhcp

int—ipu |

Zoavry Rono X EERLET,

B DEREA

sroute  ({£&) ASA 28 DHCP r— _—n btk Sns 7 7 40 bb— F 2R TE 5 L 9
W LET,

ARV R TIAIE

77 AV s OBIERIEIL D D F A

AR E—F WOEIZ, avy REANTXLE— RERLET,
K
=Ty F FSURART (VT TILF
LYk
AVTXFRAE | VRTL
AU H—Tx o S — o KPIG o KPS —
AR a7 4
Fal—3
Ve
av Yy FERE Jyy— EERE
A
70(1)  ZoomwrRiE, Fao— L ar 7 4 Xal—igy avwy Kb AL A —T =

A AT 4Fal—rvaryr®¥—RFavr REREESNELE, Zoa<wr R,
A B —T 2 A RATET TR, MAEEDA V H—T 24 Ab A X —TNICTEE

T

FEHEDHA KS4> DHCPU—2%Z Uty L, Y —A&2ZRT HITIE,
ipaddressdhcp =~ > RZ& A9 5 R0, noshutdown =< > RZEHA L TA v &4 —7 = A A

3l

ZHNT L TWZRNES

\}

ZDavry REBANLET,

—¥BD DHCP ERNDEEFEINZ2NWZ LD £,

GE)

ASAZZA LT U R RHRMBO Y —AZHES LET,

K12, Gigabitethernet0/1 f > % —7 = A A TDHCP % A F—7 M 56177~ LET,

. int—ipu
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ciscoasa(config) # interface gigabitethernet0/1
ciscoasa(config-if) # nameif inside

ciscoasa(config-if)# no shutdown

(
(
ciscoasa(config-if)# security-level 100
(
(

ciscoasa(config-if)# ip address dhcp

EEav> R

av Uk HL:L

interface A B—=—T 2 A AZREL. A F—Tx2A AT 4 Fal— g
E— N&ERBLET,

ip address AV HE =T 2 A ADIPT RLVA, FHIE T VAT LU 7747

A —LOEHIP T RLAZRELET,

show ip address
dhep

DHCP H— =M lESN7ZIP 7 FL A& R LET,
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. ip address pppoe

Ip address pppoe

PPPoE # N T BI10Id, A v F—T = A7 ¥ a2l —3 3 F— FTipaddresspppoe
avy R LET, PPPoE T HI2iE, Zoa~vr Fono BEENLET,

ip address [ ip_address [ mask ] ] pppoe [ setroute ]
noip address [ ip_address [ mask ] ] pppoe

X DERHA ip_address [P 7 N L 2% PPPoE #— _"—MnH2(ET 50 TR FEICHRELET,

mask IP7 RLADY T Xy b ~AZERELET, A7 ERELARWVIES. ASA T

ZIPT7T RLAZ TADT 73/ b~ R MER SN E T,

setroute  ASA A3, PPPoE — —nbINBT 74V M— R EEATE S L HI12L

F9, PPPOE V— _"—MNF 7 4L h)Lb— FZEXELRWEA, ASAIXZT 7R
BV RL—H DT RV A= T2 L TBT 74 F— M EERLET,

ATV R FI4IAN T AN FOBESEIZH Y EE AL

aAav R E—FK ROFIZ, a~v L FEANJTELE—REZRLET,
AXVKRE— | T7AT7 74— ILE—F tXalyF4avTEFREb
K
L—Tv K FSUART (VUL TILF
LYk
AVTFXRARM |[VRTLA
A H—=Tx o KHE — o KHE — —
AR AT 4
Xl —3
N
avy FRERE J1)— ZEERNE
3

72(1)  Zoa<wr RRBMEnE LR,

FEREEDHA KS4> PPPOEIX, A —H% xRy F& PPP LWV A ZIFANLNTND 2 ODIREHELFES LT, IPT

RVA%ET7SA4T > b VAT AZE YL THRGESFAE R L ET, ISPIE, BEFEO Y T— |k
TIBVAAL VT ITAN IV TF v HFERHLCEETe— R R T 78R HR—T5729
L BEEOFE VTN o2, PPPoE AELE L E T,

PPPOE M L CIP 7 L A& RETAHHNC, vpdn 2~ R Ca—HF—4 R2U—F, B
J:U\munE7H FarzRELET, HEOA L X —T2Af ATIDa~vy Refx—7IZ L
& (L XE ISP~D Ay 7T v 7 Y7 ) 13, pppoe client vpdn group =~ > K 2l

. int—ipu



| int—ipu

3l

ip address pppoe .

HALT, BEIJELUTEA v H—T oA A FNENERDVPDN 7 L—F 28D B CTHZ &
NTEET,

BRGEEA (MTU) $ A X%, HEWEIIZ 1492 31 FMCRESNET, Zhid, 41— %Ry
k7 L — AP T PPPOE ik &7 Al H1E LUVME T,

PPPOE > a v & Uty F L THEETHIZIE, Z0a~vr REFANLET,

Zoa<y Rk, ipaddress 2~ RE7-(Xip addressdhcp =2~ > K & RIFHCIIFRE CTE 4
/Uo

I, GigabitEthernet 0/1 f > % —7 = A AT PPPoE % A % —7 MI T HH% R L%
-éAO

ciscoasa(config)# interface gigabitethernet0/1
ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# security-level 0
ciscoasa(config-if) # ip address pppoe
ciscoasa(config-if) # no shutdown

WIZ, PPPOEA > X —T 2 A ADIP T RLAZFETHRET AU 2 RLET,

ciscoasa(config) # interface gigabitethernet0/1
ciscoasa(config-if) # nameif outside

ciscoasa(config-if) # security-level 0

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 pppoe
ciscoasa(config-if) # no shutdown

EEav> R

avw vk i AR

interface A HE =T 2 A AEEREL, A HF—Txf AT 4 Fal—3
v E—RERBLET,

ip address AVHE—T2AADIPT FLAZRELET,

pppoe clientvpdn group | Z DA > H —7 = A AZHED VPDN 7 /v— 7 (2E|) Y4 TE4,

show ip address pppoe |PPPoE #r— S—/nLHEENTZIP 7 FL A2 FRLET,

vpdn group VPDN Z L — 7% {Ef L, PPPoE 7 S A4 7> FE/ELE T,
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int—ipu |

Ip-address-privacy

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

IP7 RLADTTA N —ZH{INITHIZE, R"TA—F a7 4Falb—rar E—RT
ip-address-privacy =~ > R&ZfELES, "TA—F a7 4 Falb— g F— NI,
RV — =yl a7 ¥al—ary EB— Ko7 278ATEETd, ZOMELT 4 —
TMZTBITIE, Z2oavwry RO noBERAEFHLET,

ip-address-privacy
no ip-address-privacy

ZOa=y FIZFBIEELETZF— TV —FEH D TH A,
Zoa<wr R TN TT 4 —=T NI TWET,

ROFIZ, a~v FEANTEHEF—FarRLET,

ARV EE— | TF7AT 24 —ILE—F tXa T4 0TFRE
k
=Ty K FSURRT (VU TL T ILF
Lk
AVTERE | VRT LA
INTA—H 2 o it o 3fhis o 3fhis o 3fhis —
V7 4Fa
Lr—g

2v L FRE

3l

Jy— ZEERR
S

72(1) Zoo<wr RRBMENE LS,

WIZ, SIPA A7 gy RY— <o TSIPERETAIPT RLADT T A4
= R =TT HEE R LUE T,

ciscoasa (config)# policy-map type inspect sip sip_map

ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p)# ip-address-privacy

BEEaT YR

. int—ipu

avyU kR 1B

policy-map type inspect AVART v ary R v— <oy T EERLET,

show running-configpolicy-map | IfEDR Y > — < F a7 4 Xa b—3 g VAT RTCER
LET,




| int—ipu
ip audit attack .

Ip audit attack

W TR F v —1Z—HT D7y M LTT 74NV T 7 v a % ET DI, 7 u—
SV ar 74X al—v a3 E— RNTCipauditattack =~ > FE2EHALE9, Ehz Uty
N 5H7eHIL) TNV NT 7 arEEITHIE, Zoavy RonoEH L £,

ip audit attack [ action [alarm ] [drop ] [reset] ]
no ip audit attack

WX DA adion  (f£&) —HEOF 7 ANV LTI a v EERTHILERELET, ZOF—U—F
DBIZT 7> a v ERELZWES, ASAIZT 7 v a v ERITLER A, action F—
J— R& AT LRWEA, ASA TIEF—U— KR AD S oL A7 S, action
X—U— NI R S E T,

dam (FT7 4 R) Ny MRV = F R B LTI RTRT VAT A Ay —U% g
)&Liﬁ_c

drop (L&) /7 v h& Rry 7 LET,

reset  (f£5) 7y e ey 7L, EaUEd,

ATV R FIFNE TIANMRT VIR EEL, TI—LEEKTHZETT,

avY KR E—F WORIZL, a~v REANTEHE—RERLET,

ARV KRE— |T7AT724—ILE—F tXa)TF4aVTERE

K

IL—Tv K FSURRT (VU TL TILF
LYk
AVTHFARAR |[VATA

7 a—sN)VER o KHE o KHit o kit o % —

iE
avy FRERE J)— ZEERNE

z

7.01)  Zoa<wr RRBMEnE LS,

FREDHA KSq4y T273a 3 BEIRETL22Lb, Fo{HELRVWI L TEET, ZOa~vr FTHRE
T57 7 a0k, ipauditname=a~ o REMEH L CTEAR) O —42RET H L LHEEZTEE
7, ipauditname=~ > R TT7 27 v a VARRELRWEA, ZOa~v RCRELET 7 ¥ =
YIMEREIET,

VI =F DY A MIOWTIL, ipaudit signature 2~ REZBL T 720,

| e
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WIZ, B T =F X IZ—HT257y Mt LTT 7—2%4EmkL, Vv 2%
TIFNNT I arERETHHERLET, WA ¥ —7 =4 ADBEAKRY
=X, T I LDBRIITHEINCZDOT T AN N EEE LETN, AL o H—
7 A ADRY —Fip audit attack =~ > R CTERESINTZT 7 4V M EEHH L
7.

ciscoasa(config)# ip audit attack action alarm reset
ciscoasa(config)# ip audit name insidepolicy attack action alarm
ciscoasa(config)# ip audit name outsidepolicy attack

( )# ip audit interface inside insidepolicy

( )# ip audit interface outside outsidepolicy

ciscoasa(config
ciscoasa(config

int—ipu |

BEav> K

. int—ipu

avv kR £RBA

ip audit info B /=T X Il—&%T Dy NOTT7H VN T I ay
BELET,

ip audit interface ERRY)—% A A —T =2 A AZE DY TES,

ip audit name Ny NN T = F v FIIERY S =F v I — Lz
e FEITTH7 7 ar2BET D, ARt EEERY
Dt (5 AP

ip audit signature ST =F v ET 42— NI LFET,

show running-configip audit  |ip audit attack =~ > FOBELFR L ET,

attack
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ip audit info

ip audit info .

B T =F v T H 7y MCH L TCT 74NV T 7 v a vy ERETHIE, Zr—n
a7 4 Xal— g E—RTipauditinfo a2~ RZEHALET, (77 —LE24RK
THEDI) TIANNT 7 a w2 T oilid, Zoavr Ron B EEHLET,
T va AIEEEET AL, FoltBELAVWI L TEET,

ip audit info [ action [alarm ] [ drop ] [reset ] ]
no ip audit info

B DEREA

aAavU R TFI4ILk

ain  ((£E) —EOTFTANEN T I arEEETLHILEEELET, 2OXF—U—F
DBIZT 7V a v BEELRWEA, ASAIXT 7 v a v aEfTLEH A, action F—
T — R&EZ AT LRSS, ASA TIEF—U— KR AN SN0 L A2 S, action
¥ —U— RBERICRRR S E T,

dam (F7 4 b)) Xy MRV T =F I B L EERT VAT A A v =V kA
)&Lij‘@

drop (L&) /7y h& Rry 7 LET,

reset  (f£E) 7 v ha ey 7L, EaUEd,

FIFIN N T I aild, TI—bEEMTDHZETT,

WDOFIZ, a~ REANTEHE—RERLET,

aAvU R E—F

ARVEE— |T7ATI74—ILE—F tXaUT422TFXL

X

IL—FTv K FSUART (VUL TILF
LYk
AVTERR [YRTL

7a— L% o SIS o %P SIS o s _

i
avy FEE Jyy— FEERE

EREDAARZA

A

70(1) Zoawr RRENERELE,

DAy RCRETHT 7 aid, ipaudithame=z~ > RaEMH L TEARY o —2&E
T5E EEXTEET, ipaudithame =~ RTT7 7 v a VERELRWES, Zoa<wy
RCHRTE LT ZvarnERINET,

VI =F DY A MIOWTIL, ipaudit signature 2~ REZBL T 720,
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WIZ, THER 7 =F v IZ—8T Dy MR LTT I—2 24K L, VEY T2
TIANNT I avbBRETDHHEZRLET, NEA v ¥ —7 = A ADERRY
VlE, T —AEERL, Ry T TR0 OT 74 b EEES LETHR,
A B —T7 =4 ADKRY =L ipauditinfo =~ RTHEEINZT 7 4/ hi%
ExEHERLET,

ciscoasa(config)# ip audit info action alarm reset
ciscoasa(config) # ip audit name insidepolicy info action alarm drop
ciscoasa(config)# ip audit name outsidepolicy info
ciscoasa(config)# ip audit interface inside insidepolicy
ciscoasa(config)# ip audit interface outside outsidepolicy

int—ipu |

BEEavT YR

. int—ipu

avU R EnBA

ip audit attack R T =F BTy NOT 74NV ST I ay
EERTELET,

ip audit interface BEARY % A —T = A AZE Y YT EF,

ip audit name Xy NI Y T =F v FITHERY S =F vl LTz
BRICFETTDHT 7 a v aBETH. AR EERRY
—E2AER L £

ip audit signature I =F v E T =TT LET,

show running-configip auditinfo|ip audit info ==~ > ROBREEF R LET,
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ip audit interface .

ip audit interface

BEER) —% A v —T oA AZHEIVETHIZE, Fe—var7 s Fal—vaE—
RCipauditinterface =~ FEZEHLET, A1 ¥ —T =24 ANLAHR Y —ZHIRT 51T
X, Zoavr FonBEXEHEHLET,

ip audit interface interface_name policy_name
no ip audit interface interface_name policy_name

B DEREA

AR TFIHILE

aAvU R E—F

interface name (> X% — 7 = 4 AL EEELE T,

policy_name ip audit name =~ > R TEM LIZR Y > —D4H1, A % —7 = A AT info
RN v—BXWattack RV v —ZEHDETAHZENTEET,

77 4N FOBEREIZH Y EE A,

ROKIZ, A~ P ANNTELHE—FaxRLET,

ARV RE— | T7AT 24— ILE—F EXa2UTAaVTHRRE
k
=Tk | FSVRRT |V T)L RILF
Lk
AVTHFRRAL | VAT A
Ja— Lk o it o 5 o KPS o s —
E

avy FERE

il

J)— EERE
A

701) Zoa<wr KBNBEIMENE L,

WIC, BEERY =2 NEA =T =2 ABLOMA =T = A AT 5
Bz R L ET,

ip audit name insidepolicyl attack action alarm
ip audit name insidepolicy2 info action alarm

ip audit name outsidepolicyl attack action reset
ip audit name outsidepolicy2 info action alarm
ip audit interface inside insidepolicyl

ip audit interface inside insidepolicy2

ip audit interface outside outsidepolicyl

ip audit interface outside outsidepolicy2

ciscoasa(config
ciscoasa(config
ciscoasa (config
ciscoasa(config
ciscoasa(config
ciscoasa(config
ciscoasa(config
ciscoasa (config

) #
) #
) #
) #
) #
) #
) #
) #



. ip audit interface

int—ipu |

EEav> R

avy kR

Bl

ip audit attack

W T =F %l 27y NDT 74NV T 7 ay
ERELET,

ip audit info

B =T BT HD Xy vNOT IV T 7 ay
FRELET,

ip audit name

Ry NNV =F v £3ERY S =F vic—EL-
BB ETTDT7 7 a v aBET D, A& EAERY v—
ZER L 9,

ip audit signature

I =F R T =T N LET,

show running-config ip audit
interface

ip audit interface =~ > ROREEZF R LET,

. int—ipu
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ip audit name .

Ip audit name

Nﬁ/ﬁﬁ* SEADHBEL 732 F v —FIIERY T =F vl —B L & XZETTHT
VarEmiT AR EEERY U—E2ERT DI, Fr— a7 Fal—va
E— RFTipauditname =~ > REMHEHLET, AU —ZHIBRTHI21X, Z0a~<> RDno

A ZEH L ES,
ip audit name name { info | attack } [ action [alarm ] [drop ] [ reset ] ]
noip audit namename { info | attack } [ action [alarm ] [drop ] [ reset ] ]
BXDEREA adin  ((£&) —#HOT /v arEERTHIEEHEELET, ZOF—UV—KDKBRIZT Y

TarvEBELRWEA, ASAIZT 7/ v a v EFEITLERA, action ¥—T7— F& A
J1L 72 & ASA T ip audit attack =~ > FE X Wip auditinfo =2~ > RiZ k> THRE
ENTT7HN T I arEERALET,

dam  ((LE) Ty MRV T =F X B LI LB RT VAT A Ay E— VAR LE
B

atak W S =F v OEERR Y o —52VERR LET, 2347 > I, DoS HERLARIER FTP =
v Rl Ry NU—T TOREO LR DLFREMENRH D £,

drop (&) X7y b& Fry 7 LET,

info [FWM V=F v DEERY —2ERLET, 47y ME, BRE TRy hT—2
B TCHETEAN, B— bk AL —T R EFERINET VT 4 EF 4 O—Th 5 A
REMENRH D F9,

name ;R S —DAFTIERELET,

resst (£E) X7y rEFey7L, #BEE2HEALCET,

aAavU R TFI4ILk

AUk E—F

ip audit attack ¥ X ipauditinfo 2~ REEHLCT 74V b7 7 v a VEEE LD
TeHa, WBL VX TF vy —BIWMMERS T =F v DT 74NV T 722 TT T —APERS
ET,

WDOFIZ, a~r REANITEHE—RERLET,

ARV KRE— |T7AT7 24— ILE—F X2 )TF4aVTERE
k
L—Fv K FSURRT (DT T ILF
LYk
AVTEFRE | VATA
Ja— N )LEk o s o % SIS o s —
E




. ip audit name

int—ipu |

avy FNERE

Jy— EEAE
S

70(1) Zoawr RBRBNERELE,

FEREDHA K542

VI =F it BERMOKBENRE — AN T LT VT 4 BT 4 TY, 72& 21, DoSHKEIZ—
BT 23 7=F¥xn3HVE7T, AV —%2@MHT 5L, ipauditinterface 2~ R&fEiH L
T, ZORV =% A Z =Tz A R ZHVYTES, KA F—T A X Zinfo RV > —%
L Wattack NV v —%E DY THZENTEET,

VIZ=F DY R PMNIOWTIE, ipaudit signature 2> FESBR LT Z &0,

N7 4 VN T =2F I l—H LG E. TON T 74 v I LTT 7 a a2 8775
IZiE, shun o< R&EEH LT, BIEDOKR A )b O#F - 2 HiE L. BEFEOBREN D
DTy NOZFEERIE L ET,

& WA, IR 25— 7 A A IEHE S 7 = F 0 5 L ONF S 7 = F % i 57 F—
LR DAY S HRE L, AEA 25— T = ATHBORIT i 2 THE
Uty b OEER) v—2RET D02 RLET,
ciscoasa(config)# ip audit name insidepolicyl attack action alarm
ciscoasa(config) # ip audit name insidepolicy2 info action alarm
ciscoasa(config)# ip audit name outsidepolicyl attack action reset
ciscoasa(config)# ip audit name outsidepolicy2 info action alarm
ciscoasa(config) # ip audit interface inside insidepolicyl
ciscoasa(config)# ip audit interface inside insidepolicy2
ciscoasa(config)# ip audit interface outside outsidepolicyl
ciscoasa(config)# ip audit interface outside outsidepolicy2

EEa<TU R avUk A

ip audit attack |EES VS =F ¥ I—FKT By NOF I N RN T a Ly ERELET,

ip audit info Wy 7/ =F v BT 57y DT 74V T 7 v a R ELET,

ip audit EER) S —% A v H—T oA AZE) B TET,

interface

ip audit V= F v ETF 4 e—T M LET,

signature

shun BFEDERFBILT RLABXOSELET RLATNry ha7ay 7 LET,

. int—ipu



| int—ipu

ip audit signature .

Ip audit signature

BARY O —IC LTy =F v 2 BT DIE, Fr—r b ary 7 4 Fal—arE—
R Tipaudit signature 2~ > R LET, 7 =F ¥ Z2HENNIT DT, Z0aw
Y RO no AELEHLET,

ip audit signature signature_number disable
no ip audit signature signature_number

B DEREA

aAavU R FI4ILE

aAvU R E—F

disable VI =F kT 4o e—T I LET,

dgnature number = ¢ v — 7T H Y V= F v B EEAEELET, YR—FrEhTWEY S
=F DY APMIONWTIE, F1: 3 7=F ¥ IDEVAT L AvE—UK
FEZRLTLITIEEN,

77 4V F OBHERAEIZH Y FH AL

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARV KRE— | T7AT7 24— ILE—F XT3 TERE
k
=Tk | rIVRART |[SVT)L <ILF
Lk
AVTHFERAR | VAT LA
Ja— N )LER o St o % o SIS o 5t _
E

av Y RERE

) — ZEERE
z

70(1) Zoawr RBREBNERELE,

EREDAARZA Y

EHONT 7 4 v 7 BB T =F v 8T HHEEICE, v =Fv&T =7 MiCL
THTLEEZN, VAIPES Z L BRNTU I =F v 2T 48 —TNCTDHE, ZHOT
T—ALEETEET, £1: 3V 7/=F ¥ IDEVAT AL AvE—UFZ I, PR—FENT
WAV T =F v BLOA v E—VFZO—EERLET,



. ip audit signature

R1U:VIZFXYIDELRTL Ay E—VER

int—ipu |

= Ayvte—2 |VT=Fr EA4 ML | 2= £ BA
FvID |BS Fv 24
7
1000 400000 IP options-Bad Option | {f i IPF—H T TGNy B—DIPA T a DY A NIRRT
List ETHHN, EEERERBRICR>TWSIPTF—4 7
TLEZETHE NI T—ENET, PA T ardl
A ML, SESERRXY NIV EFBRX R 12137
Ry T BAY FA7T 4T arnl oL EEENT
WET,
1001 400001 IP options-Record Packet | {7 F—=B T LDPA T ar VA MIE T a7 (B
Route oy b =B BEEDRIPTF—X T AEZIETD L
MU T—3ET,
1002 400002 IP options-Timestamp | & TR T TEADIPA T ay VARNRIAT a4 (X
ALABLT) ZEHELWPT—X T T 85%ET5H5E N
H—ENET,
1003 400003 IP options-Security f dif) TR T TEADIPA T ar JAMIIAE a2 (&
Fal) T AT vay) BERIPT =477 MERET
HERNYHT—ENET,
1004 400004 IP options-Loose Source | {# & T—=RTTEADIPA T ar VA RNIIE T a3 (B
Route BARRETN— 1) 2GR TF—2 7T 25 EZT 5L
MU T—3ET,
1005 400005 IP options-SATNET ID | {4 F—=RITFGLEDIP AT gy YA MIZF T a8
(SATNET A h U —A1ID) # &L IPT—4# 7 7 Lh&%ds
THERNYIA—ENET,
1006 400006 IP options-Strict Source | FT—=HTTEADIPA T ar VAN AE T a2 (B
Route BIREETN—T 4> 7) BELIPT—X 75 he%lE
THE NI A—ENET,
1100 400007 IP Fragment J{ % Yo 7%y b 74— RO Ty MEN O LD KELS
Ko TWDIP T —F T T L 5ZETHE N T—
EhET,
1102 400008 IP Impossible Packet Brog: FEEFTLEBENRFE LT RLRIZESTWAIP 237 v bR
BETHE NI T—ENET, 2O T=F i, Wb
W5 Land Attack ZHHHE L £ 97,

. int—ipu
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ip audit signature .

vy =
F+ ID

'I

VO ZF v BA4 ML

o=
Fx A4

A EA

1103

400009

IP Overlapping
Fragments (Teardrop)

K

FAUCIPT—% 77 LANIZEENTND2DODT T T A
cDOA Ty MEDR, FOT—H T T ANONERD &
EHEL WL ZLaRmTHAIC NI T—3ShEd, i
I, 797 A RNANT T T A FBILL o TEEICE
EXEINDZE, FRETIFITACDNADBT T T AR
BIZX > THNMIIC EEEXIND Z L2 BEWT2HA01H
DET, AXL—FT 4T VAT AZL->TE, 2Dk
VNCHBET L7777 A PRIELL QB ENT, EHEY
FITAV NEZETHEfNEAT—LTZD | DR
Bl @EZIT 5720 LE 9, Teardrop HETIX, ZHIT X
D DoSIKEARIEEZ LET,

2000

400010

ICMP Echo Reply

I[P~y X —D7a ka7 —LER1 (ICMP) I[ZRE
SN, ICMP ~y X —DH AT 7 4 —)L RN 0 (Za—J&
B) ICRESNIZIP T —H T T L2 G5THE M) H—
SNFET,

2001

400011

ICMP Host Unreachable | f

IP~w X—DF 0 hmb 74— K351 (ICMP) (2225
&, ICMP~y X =D X A 7 7 4 —/L K33 (A NE
HEARRE) ICRESNTIPT—F 7T 05%ETHLE MY
H—ENES,

2002

400012

ICMP Source Quench

LR

[P~y X—DFa ka7 40—, KRR (ICMP) IZRE
S, ICMP~Ny X —DH AT 74— )V KB4 (VY —R 7
IUF) WCERESNTZIP T —H T T e ET5L MY
H—ENFET,

2003

400013

ICMP Redirect

P~y X —n7a han 74—, KR 1 (ICMP) IZERE
SN, ICMP ~y X —DHX AT 7 4 — )L K35 (U HA L
7 B ICRESNTZIPT—X T T L% E5T5E MY —
EhET,

2004

400014

ICMP Echo Request

[P~y X =071 ka7 4—,L KR 1 (ICMP) (Z3%E
SN, ICMP ~y X —DH A7 7 4 —)L KMNQ (ma—3
K) CRESNTZIP T —HX T T L8%2%ETHE R H—
SNFET,

2005

400015

ICMP Time Exceeded
for a Datagram

I[P~y X —D7v ka7 —/L RN (ICMP) I[ZERE
S, ICMP ~y X —DH AT 7 4 —)L KR 11 (T —X
77 AOBRKREME) ICRESNTIP T —X 7T L %5
THENIH—ENFET,




. ip audit signature

int—ipu |

= Ay—U |V Fr AL ML |V EHEA
FxID |&ES Fr 24
Vi
2006 400016 ICMP Parameter [E 4 P~y X —p7a ka7 4—)L KRB 1 (ICMP) IZHTE
Problem on Datagram EH, ICMP ~v X —DH A 7 7 4 =)L KR 12 (F—4
T T BDRT A—HE) \CRESNIZIP T —H T T A
EZETDHERNIT—ESNET,
2007 400017 ICMP Timestamp E 4 P~y X—D7a ka7 ¢4—/1 K1 (ICMP) 238 E
Request SN, ICMP ~y X —D X A7 74— RN 13 (XA A
AL TER) ICRESNTZIPT—X 7 7 L 5%5T 5
ERNUT—NET,
2008 400018 ICMP Timestamp Reply | [P~y X —O7Fa ha) 7 4—)L KA1 (ICMP) IZHE
SN, ICMP ~v X —DH AT 74—V Rin 14 (XA A
AR TIE) ICRESNTZIP T—X 7 7 L E%ET D
EhUAT—ENnET,
2009 400019 ICMP Information {5 [P~y X —0D7a ka7 41—/ K21 (ICMP) IZ&RE
Request S, ICMP ~v ¥ —D X A7 7 4 —L KA 15 (s
K) ICHRESNTZIPT—X T T L52%ETHE R H—
INET,
2010 400020 ICMP Information Reply | {3 ¥ P~y X —p7a ka7 4—)LREA1 (ICMP) IZHTE
S, ICMP~y X —DH A7 7 4 —/)L KA 16 (ICMP1E
WINE) ICRESNTIP T —Z T T L2535 MY
H—SnET,
2011 400021 ICMP Address Mask | {4 P~y X—D7a ka7 4—/, K1 (ICMP) 238 E
Request Eh, ICMP ~y X —D X A7 7 4 —L KR 17 (7 KL
AR AYTER) ICHRESNTZIPT —X 7T L5255 5
ERNUT—nET,
2012 400022 ICMP Address Mask fiE [P~y X —O7a ha)L 7 —/L RN 1 (ICMP) IZRE
Reply SN, ICMP ~v X —DH AT 74— KR 18 (7 KL
AT ATIEE) CRESNTZIP T —4 7T 2 &%{5T 5
EhUHT—ENnET,
2150 400023 Fragmented ICMP Brig P~y X —p7a a7 4—)L 2B 1 (ICMP) (2T
Traffic i, izt 1 ICMP) ICRESNTZTTITAL N 75
TINMEET D0, FE3A 7By h 74— RIZAE TRy
MERNEESNTWDIP T —X T T L2595 MY
H—ENnFET,
2151 400024 Large ICMP Traffic Brig P~y X —p7Fua a7 4—)L R 1 (ICMP) IZHE

SN, IPEN1024 LV KREL RS TWBIPT—H T
LEZETDHE NI H—ENFET,

. int—ipu
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ip audit signature .

vy =
F+ ID

VO ZF v BA4 ML

o=
Fx A4

A EA

2154

400025

Ping of Death Attack

K

Ein==4

IP~yX—07m ka7 ¢—L KR 1 (ICMP) (ZFEE
SN, W7 I TAVN By FBRRESNL, 61T (IP

7ty h*8) + (IPT—XE) MN65535 %A T\5b
e, 2FE0IP A7y b (DT T T A ROTDOR
v NCOBRMBIEZR L, o831 NEMLTHDH b
D) TNy bOFRYD BINZTEM, IP 237w Ok
YA REBZTCNDIPT—Z T T L5Z5T5HE U H—
L%,

3040

400026

TCP NULL flags

s

SYN. FIN, ACK., 771X RST DWFTNDT T 7 HERE
STV DD TCP 37 » MINEFED R A MMIIEE
ENBHE NI H—ENET,

3041

400027

TCP SYN+FIN flags

e

SYNBEIOFINDZ Z 7 NEREINTND 12D TCP /N
ey NIMFEDERA MOEEENSE M) T—ENET,

3042

400028

TCP FIN only flags

K

1 DDA TCPFIN 787w R BEFE DR A b ORFHER— b
(R— FFEE2Y 1024 K) CTEfEEnsd & R -
9,

3153

400029

FTP Improper Address
Specified

T
e
w<a

BRI A B ERRDT RLAZRE LT port 2~ R
MREITENTHEIC N T—anET,

3154

400030

FTP Improper Port
Specified

I
4
wd

mm%ﬁitiﬁﬁsiwk%w1®? X R— k&g
ELTport A~ RRFITINZHGAIC N T—ShE
ﬁ‘o

4050

400031

UDP Bomb attack

K

BESNTWAHUDPEDR, HESNLTWAHIPE LY EWN
BRI —ENFET, ZORERERD NNy k&
A 7N, Y— B RIEEREE L BEEA T STV ET,

4051

400032

UDP Snork attack

W

EETLAR— MR 135, 7. £7201F 19 OWEFNNT, 5656
A— R 1351275 TW5 UDP X7 v i EN S &
U T—ENET,

4052

400033

UDP Chargen DoS
attack

Yo

IOV =F vt BEILFR—FT7TEBLO%ER— 19
WZBWTUDP Ny Esmiicsind & MU F—&nE
ﬁ‘o

6050

400034

DNS HINFO Request

DNS #— 3=/ 5 HINFO L 1 — R~D T 7 & 23745
noeE M) T—3NET,

6051

400035

DNS Zone Transfer

FAETLAR— RS 53 DIEE D DNS V' — UHEENEIT SN
HE R HT—ENET,




. ip audit signature

int—ipu |

VU= | AvE—=D |VTZFX AL ML (VU= BB
FriD |BE Fr 34
7
6052 400036 DNS Zone Transfer from | {3 PEETLR— FN 53 LIS D & X |ZARIE DNS V' — L #indk
High Port WEATHE N H—SHET,
6053 400037 DNS Request for All [ TRTOLa— N9 25 DNS ERBHDH E MY T—
Records NET,
6100 400038 RPC Port Registration | {4 B —4 s b IR A R TH LW RPC H— B R &2 8k 5 ik 2
NoHe M) T—SnET,
6101 400039 RPC Port Unregistration | {34 H—r s N IR A N TEEFO RPC V— B R 2 B RRT 5
RHDBDHDHE NI T—SNET,
6102 400040 RPC Dump LEn B =2y N ARA MIxE L TRPC ¥ v TERMFEITEND
LRV —SET,
6103 400041 Proxied RPC Request | I8z H—2 s N IRANDKR— h~ o/ X—=27 2% RPC ER
MEFEENDE NI T—ShET,
6150 400042 ypserv (YP server [ 3 YP #— 33— F—F > (ypserv) "— hDHR— k= v/ —
daemon) Portmap WZxf L CERMTbLD E MY T—ShET,
Request
6151 400043 ypbind (YP bind I it YP A v R F—%F> (ypbind) R— FDR— k= v /3—
daemon) Portmap WX L CERM T s & MY T—ShET,
Request
6152 400044 yppasswdd (YP it YP/SAT— K7 —E > (yppasswdd) H— hDAR—h~ v
password daemon) SN—=ZR L CERB TS E M) =S NET,
Portmap Request
6153 400045 ypupdated (YP update | {F# YP EH 7 —F L (ypupdated) "— hDAR— b~ v/ 3—(C
daemon) Portmap SLTERMNMTbIWD E MU H—&EnET,
Request
6154 400046 ypxfrd (YP transfer i YP #5157 —%E > (ypxfrd) FA— hDFR— b~ v/ 3—(Txf
daemon) Portmap LCERMTbNDE N T—SET,
Request
6155 400047 mountd (mount daemon) | {7 <~ b 5T—FY (mountd) R— FDR— k< v /3—|T
Portmap Request R LTCERPMTOND E N T—SnET,
6175 400048 rexd (remote execution | {Euf VE—FFEITT—F L (rexd) A— FDKR— b~ /3—(C
daemon) Portmap *LUTERPMTbis & M) H—ShET,
Request

. int—ipu
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ip audit signature .

D= B AN SR A A= o B O V| N 0 = -
FxID |&ES Fr 24
7
6180 400049 rexd (remote execution | | rexd 70 7S AOOHE LTS E N H—ShE
daemon) Attempt T, VE— NETF UL, SRS T AR E— N E

T HENEHH D F— =T, rexd 7’0 7T KOO
HUIE, VAT LYY —=ZA~DRET 7B ADRLZ R
BRLTWOEERH Y £T,

6190 400050 statd Buffer Overflow | mg#& P A XDOKREX: statd BRDEEINHE NI T—ENFE
T THE, RNy T 7 EF—A=Ta—SETYRAT A
~NT 7 ERALEL D ETORADAREND Y £,

1”'“ Wiz, ¥/ =F % 6100 &7 4 £—T MT HHlEFLET,

ciscoasa(config)# ip audit signature 6100 disable
EEa<v Uk avUk Bl

ip audit attack

BB T =F v =BT D2y bOT TNV T 7 ayv
i ELET,

ip audit info

By 7 =F X T2y bDODTT7H VN T 7 vayw
ERELET,

ip audit interface

BRRY v —% A X —T oA RZED Y TET,

ip audit name

Ry NN F=F v £23EFHR S =F vic—H L=
BBWHEITT D7 /v a v BRET D, AR EEERY v —
ZER L E9,

show running-config ip audit
signature

U

ip audit signature =1~ ROREEZF R LET,




. ip-client

Ip-client

int—ipu |

FXOS CTOEM T 7 4 v 7 OBAth & . Firepower 2100 ASA 7 — % A L X — T = A AN BHAMNT
~NOEEEFATHICE, Fe—bary7 4 X¥alb— 3 FT— RKTip-dient a2~ F%&
BHLET, NI 74 v 7 OBRBZEDNCT HI2IE, Z0a~vr FOono B EEHLET,

ip-clientinterface_name
no ip-client interface_name

B DEREA

AR TIHIE

ATV R E—F

interface name FXOSNEF F T 7 4 vV B EETEHA v X —T oA AL EHRE L ET,

77 AV OEERIEL D D EE A

WDFEIZ, a~vr ReEANTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFRE
k
=Ty F FSURART (VT TILF
LYk
AVTFRAR |[VARATLA
7a =Nk o %t o s . 5 _ _
&

avy NERE

FEREDHA FS14 Y

3l

. int—ipu

Jy— EEAE
S

982) oo~ s RFRBMENELE,

ASAT —H L =T 2 ATFXOSEH T 7 4 v VBB EADNITHZ ENTEET,
ZHUE, 2Lz SNMP R F . NTP & DNS O — R 7 7% 27 BICnETY, HEE
BRTZ 74 w7220 T, fxospermit 2~ RZZB LTS EE0,

FXOS DRET, T 74/ KM F =17 2400000 ICREENTWNWDZ EZMRLET, =
WIASAZ T — U4 L L TRELET, FXOS setout-of-band =2~ REZBBML T ZE
W,

KDa<w RIZEY, A v 2 —T oA ZA5EN LU TFX0OS NF 7 4 v 7 2T
F9,

ciscoasa(config)# ip-client outside



| int—ipu

ip-client .

BEa<w> R

e N5

connect | ASA CLI %»% FXOS CLI \ZH5fi L 9,

fxos

fxospermit |[ASA 5 — % f L X —T = A TOFXOSEHT 7 v A% LET,
fxosport |FXOSEHT 7t A R—FERELET,




int—ipu |

. ip-comp

Ip-comp
LZSIP JEAEZ AT DI12iF, ZA—7 KR — a7 4 Fab— a3 £— KTip-comp
enable~ > RZEH L ET, IPEMZ DT 521X, ip-compdisable=~ > REZEH L E
T, FTar 74 F¥alb—arhb ip-comp BHEZHIFRT 121X, 203~ Ko no B
ERHEHLET,
ip-comp { enable | disable }
no ip-comp

X DEREA dissble 1P [Effi % T 4 £ —7 /M LETS

enadble 1P JEfE A A R —7 WM LET,

AT R TFIA4IR IP JEHEIZT 4 E— T 2> CUWET,

ATV K E—F WDORIZ, a~ REANTEHE—FERLET,
ARV KRE— | TF7AT74—ILE—F XT3 TEFRE
K
IL—TFTv K ESUART (VUL TILF
LYk
AVTFXRARM |[VRTLA
TN—7"RKY SIS — o _ _
=
Xl —3
Ve
av Y RERE J1)— ZEERNE
3

70(1) Zoawr RBRENERELE,

FEREDHA KSq4y ZO0Oaxr FOnBREZHEHTL L. MOTV—TRY) —hbEafiAkTEEd, 7—X
JEfia A R—TNZT D e, ETLTHERTHVE— b XA YNV a—F—DF —F (%
L— FRAET 56080 7,

A

FE T EMEMATAE, Fa—P— v arD AT EMEL CPUMHENELS 2D,
BELTASAZERKDODANL—T > FMETLET, 207D, T —X[EMITET L TR L T
WHYE—F 2—P— T LTEFA R—TNICT D2/ LET, BT 22— —Z
BHEOIN—T KR o—%&i L, ZNOLO2—YF =k L TCRETEMEZA xF—7VIZLE
R

int—ipu
L2 I



| int—ipu

ip-comp .

T RRA Y NTIPIEM N T 7 4 v 7 BERESNDGA. 7y N OREREM#ERZ <
72Dz, IPJEMEZT 4 B—7 T 20 ERH Y £7°, FFED LAN-to-LAN k> F/LTIP £
Moo =T Mo TWEBE. P RLD—F0bh 9 —HICIP BT — 2 2 EE S &
THEXIT, RAFAITIFRARNB EEETEETA,

\}

GE)  ip-comp =~ RAERHT, [y EALAT) OEEE L TIPsec 7 7 7 AT —3 a UIRGRIE S
NTWBEA . IPsec [ EffE (ip-comp option & pre-encryption) X T& A, Kb T v 7
CEEEND P~y X =PEMEIC L > THVEWITRY | BERLTF v 7L DK E 7 > b
DRPEFFIZ =T =S AERENDHT2DTT, ZOEEIT, MTU L)L EZF = v 7 LTAHE (600
NA N2 E) THAHZ EERLTLLIEIN,

#l Wiz, [FirstGroup) &\WH 70— KU o —0D IP JEffiE A F—T M T HHZ7R L
£7,

ciscoasa(config) # group-policy FirstGroup attributes
ciscoasa (config-group-policy)# ip-comp enable

| e



. ip local pool

int—ipu |

Ip local pool

IP7 RLAT— LV EZRETHIZIE, Jo—Lary7 4X¥alb—3 3 %F— KT iplocal pool
avr P2 LEYS, 7 FVAT—=AZHIERT 51213, Z0oa~vr Fono B2 L%
D

ip local pool poolname first-address-last-address [ mask mask ]
noip local pool poolname

B DEREA

aAav>Y R FI4ILE

AR E—F

first-address 1p 7 K L 2 OFIPHICIS T HBAEET RLAZELET,

lag-address [P 7 R L ZDHIFICHBITARKT FLAREELET,

makmask  ({LF) 7 FL A F—L D% 7%y b~ A7 ZHELES, 255255255254 (/31)
F 72108 255.255.255.255 (/32) V7 %y h~AZIIMEHATE EE A,

poolname P 7 KL A F—/LO4Hi&EELET,

T 7 4 v N OEMERMEIZH W TR AL

ROFIZ, a~v FEANTEHE—FarLET,

ARV KRE— |T7AT7 24— ILE—F Fal)TF4a0TEFRE
k
=Ty bk | FSVART |V TL QILF
LYk
AVTHFERAR | VARTL
7=k o %I o XF o XF o KPR
E

av Y RERE

J— ZEEARE

7.0(1) Zoavry RpBEMShE L,

9.0(1)  ASAZ TAX YV U T hEVR—IT LD, VTAZT—NLOIP a—H )T —)L
NiEMEnE L7 (ipaddress =<2 F)

FEHEDAA KS4y VPNZ ITAT 2 MTEIDETHNTZIP 7 RLUABEEDSO Ry N T =T ZJBLTND & &

. int—ipu

\ZIE, AV EERETHILERHY £, T 74V b~ R 2ER LSS, T—42N0
O TN—T AT ENDZTENHY E4, AR EIN, 1P r—AL T —LiZ

10.10.10.0/255.255.255.0 7 RL ARG ENTWAHEE T, ZHIETFT 74V FTIEIZ T A A R
NT—2 T, ZOFfR, VPNZ FA TV "R DA Z—T 2 A AEHTI0 Xy U —
JHOBDF T F v MT 78 AT HUERD LB, HHEONL—T ¢ > 7 RN IEAE
THZERHY ¥, =& 7 FLA10.10.100.1/255.255255.0 D7V o ZI3A B —T =
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3l

ip local pool .

AA2Z N L THATEDLLIIZR>T0A DD, 10.10.10.0 % T —Z7 B VPN b %L
BRI 7oA =T oA AT THHATEDL L IIZR>TWDEHE, VPNZ 747 2 ME
TV BB TOT—HD—T 4 T IEMICHE TE 22 < 720 £97, 10.10.10.0 & 10.10.100.0
DO 7 Xy MEm A E D, 100007 7AARY NT—ZIZEENDT-0, TV 2 T—X
23 VPN bV RV CAE SN D AIREER H Y 77,

WUz, firstpool EWVHARATTIP 7 RV A 7 — Va2 RET D02 LET, BT KL
Z1%10.20.30.40 T, BT FL %13 10.20.30.50 T9, Xv hU—27 v A 7%
255.255.255.0 T,

ciscoasa(config)# ip local pool firstpool 10.20.30.40-10.20.30.50 mask 255.255.255.0

BEEavTY R

avU kR i BA

clear configureip local pool TRTOIPr—HL F—A5HIRELET,

show running-configip local pool |1p 7— /L 2o 7 4 Fa L —3 a v EFRLET, HEDIP
T RUVA P —IVERET DL, TO4HE 2~y RIZED
*7,
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. ip unnumbered

Ip unnumbered

AEBE—T 2 A A NV—T Ny T L H—=TxAfR72E) nHIP T KL AZMEHE T ILHA
THZE, A v F—T A A aryT7 4 Xal— 3y F— FTipunnumbered =~ RZff
HALET, Ao X —T oA ANLDIPT RLADMAZIZILTAI21E., Z0a~<y ROnofE
KzEHHLET,

ip unnumbered interface-name
no ip unnumbered

X DA interfacename [p7 KL A Z 5| &k A v F—T = A ZADXFZIEELET,

ATV R FI4NN T ANV NOBEERMHEITH Y A,

avY R E—F WOFRIZ, a~v L REANTELE—RERLET,
ATV RE— | T7ALTI+—LE—R EXIYFAAUTERE
k
L—Tv F FSUART (V)L JILF
LYk
AVTHERAR | VRTLA
A =T = o XHI o XHI o KHIE o XHI —
AT 4
Fal—3
Ve
vy FRERE J)— ZEERNE
R

9.19(1) —pa~y FABMESRE L,

FEERLEDHA K54 > ipunnumbered =~ Rif, BIRLIcA VX —T =2 A ADIPT RV RAEZBIEDA v H—T = A
ADT FLAE LTHKT D720l S E T,

i RIC, TRy f B —T o f AWBIPT R R %Y A7 LET,

ciscoasa(config)# interface tunnel 1

ciscoasa(conf-if)# ip unnumbered loopbackl

BEavrk avUk Bl

ipv6 unnumbered interface-name  |#5E SN A v X —T = A AD IPv6 7 FL A & k& L E
ﬁ—o
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ip unnumbered .

avy kR

Bl

inter faceloopback loopback-number

N—=T Ry ) L H—=T =2 A AEERLET,
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int—ipu |

Ip-phone-bypass

IP Phone Bypass # A5C T 2I21L, JNV—F RV —ar7 4 F¥al—r a3 E—RT
ip-phone-bypassenable =~ > FZEH L E9, FIfT27 4 FaLb— 3 5 IP Phone
Bypass BHEZHIBRT 51213, Zoa<r Ko noBXEHHALET,

ip-phone-bypass { enable | disable }
no ip-phone-bypass

B DEREA

avv R FI4ILk

AR E—F

dissble [P Phone Bypass %7 ¥ — 7 /LiC LET,

enable 1P Phone Bypass % F— 7 /MZ L £,

IP Phone Bypass |7 « Z—7 /WiZ72 > TWET,

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARV KE— |T7A47 24— ILE—F X2V T4a0THFRE
k
=Ty K ESUART (VUL TILF
LY bk
AVTERE | VAT LA
TN—"F R o Xfhia — o 3fhis — —
—arTg
Xl —3g
N

avy FNERE

FEREDHA K4V

. int—ipu

Jy— EEAE
A

7.01) Zoo<wr RRBMENELRE

IP Phone Bypass % 501295 (21%, ip-phone-bypassdisable =~ > &AL LT, Do~
YRAETaronBEREEAT L E. BT —TK Y 2 —)25 1P Phone Bypass O %k
KTEET,

IP Phone Bypass Z i f14 %5 &, /~— R ﬁ:?7747/h® SRIZHDHIP 7 4 i, 2—H—
WA BB R LT CXET, A FZ—TNLOHRE, EXaT 2=y NEHHITEDOE FIC
e ET,

IP Phone Bypass Id, L—% —iilx A X —7 WM LGB THRET HLERH Y £,

F7o. macexempt 7T a VERELTY T4 7 NORAEERIRT HMLENRH D 9, B
T oW T, vpnclient mac-exempt =< > RZZMR LT Z &0,
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ip-phone-bypass .

B WOFNL, FirstGroup & VN5 7 /L—7 7R Y 2—{Z%f L T IP Phone Bypass & A 1—7 /L
W32 HEERLTVET,
ciscoasa (config) # group-policy FirstGroup attributes
ciscoasa (config-group-policy)# ip-phone-bypass enable

EEavF avo kR iEA

user-authentication | /n— K™ = 72 5 4 7 o kDAL D L— |2 %F LT, HEEHTIC ASA
(AR A R T L D TR L ET
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int—ipu |

BAEDTZDIZASANS AIPSSMIZ T 7 4 v 7 Z1ZR &® 51213, 7722/74#1V%
YarEF—RTips a~vr R LES, Zoa~vy FEHIRTLICE, Zoa~vr Fo
no B &AL ET,

ips { inline | promiscuous } { fail-close | fail-open } [ sensor { sensor_name | mapped name} ]
noips { inline | promiscuous } { fail-close | fail-open } [ sensor { sensor_name | mapped_name }

]

B DEREA

AR R TFIAILE

AT R E—F

. int—ipu

fail-close AIP SSM DEERARFIC N T 7 4 v 7 2Ty 7 LET,

fail-open AIP SSM DFEERAFIC N T 7 4 v 7 2 LE T,

inline 77y N AIPSSMICIANT TR0 £, /347 v M. IPSSEIE L7z R,
ey 7ENnNs2L5E08H0 £9°,

promiscuous AIPSSM D37y &R £4, TDO/N7r v MIAIPSSM TR v 7
X FHA,

sensor DT T4 DY L ERELET, AIPSSM (NX—T 3 v

{sensor_name | 6o pIRe) TR Y — 2T A AT, @%liﬁ(%ﬁﬁﬁ LTk H—

mapped_name }

LEFETCEET, MRt — %%7"%5@@‘6 X, ips... sensor ?
a~v s RE AN LET, EHARERE S —0—5ER %Téﬂi*ﬁ, show
ipsa~vy RHfEHTEET,

ASA TwNLFarTHxFRA ME— REFEHTHIHAIE. 207 %X MZEIY
BTl b—DhEHECTCEET (alocateips 2~ RE&M) , 22
T XA N THRET H5E1E. mapped_name 313 & i H L £,

B —HEERELRWE, NI T4 v 7IET 7N Ot — & H
LET, v AVF v TFANE—RTIE, 2VTFANDT 74/ DO+
VY —ERETEET, VUINE—ROYA, FREYATE—RTT
AN h Y —FBEELRWGAE. T 7 4 v 7 TILAIPSSM T E S
NTHWL7T 740 s v —0EHINET,

AIPSSMIZEZHFAELBRWARIZANT D E, =7 —I2kY, a<w2 NiZ
HEInEJ,

T 7 4/ FOEERLEIZDH U FH AL

ROKIZ, A~ P ANNTELHE—FaxRLET,
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ips .

AV RE— | D747 94— ILE—F tXxaYF4a3TFREb
k
=Ty K FSUART (VUL <ILF
Lk
AVTERE | VAT LA
7 TR Ay o it o 3fIt o 3fIt o 3fIt —
TA4F¥ 2l —
va v

avy FERE

FEREDHA FS14 Y

J)— EERE
z

7.01)  Zoawr RREMERELE.

8.02) (AR Y—DOYR—FNBIMENE LT,

ASA 5500 > U — XX AIPSSM #H7R— KhLEF, AIPSSMIE, a7 277 ¢ 7 TTIIEKEED
BAGEY— AR MET 5HmERIPS V7 bV 2T 2FT LT, V=K%Y NT—T A
NAREBEDHD 8T 7 4 v 7 52EIEL, Xy NU—ZIZRERLITRNE I LET,

ASA Tips 2~y REFHET HATEZIZHEIZ, AIPSSM TEX 2 U7 4R Y U —%RELF
F, ASA (sesson a2~ ) B AIPSSMIZE vy a5, BHA X —7 A ATSSH
F 7213 Telnet ZfFH L C AIPSSM ICER#EE CX £7, F721X, ASDM & fEHTE£9, AIP
SSM DOFREDFEMZOWTIX, a~r R I A X —T A A% H L7~ Cisco Intrusion
Prevention System Sensor DX & [#56] #Z ML T 7E &0y,

ipsa~y REHRETDHITIE. £ cassmap =<2 K, policy-map 2~ K, L class
av U RERETILERDY £7,

AIP SSM (X ASA > BAERIDOT 7V ir— g v &2EFTLET, 7277 L. AIP SSM/SSC 1T ASA
DETT 47 7a—ICHEENET, AIPSSM (21X, EHA X —7 = A AL DI A
VE—T oA AAERITEENEYA, ASA T 74 w7 7T ADipsa~y RE#EATS
EL T T4 7 IO L DT ASA & AIP SSM & iEiE L E 7,

1. +T77 47N ASAICAD £9,
2. T7A T UF—VARU—NEHInE T,

3. b4 IRy I T L— A TAIP SSM ICEE SN ET (inlinedx—U— R&ff
Mo NI 74 v 27 Oat’—% AIP SSM IZEET 5721 DAL, promiscuous ¥—U — R
EHRLTIEIN)

4. AIPSSMA, X2 U T 4RV —% T 74 w7 AL, @77 a2 T
\iﬁqo

5. B b7 7490 7MWy 7 T L —RRHBTASAIREESNE T, AIPSSM Y, BF% =
VAR =~ TCh T 74wl TuwlT52083b0, 7ay 80T
T4 v 7 ITESNER A,
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II ips

6. VPNARU —2HEHINET GRESINTWDIEHE) |
7. b7 4w ASA BHET,

Bl Wiz, EERTE— FTF_TOIP hT 7 4 v 7 % AIP SSM ST S i &30
T AIP SSM I — R CEENEE LEHEAITTRTCOIP "I 7 4 v 7 %270y 74
AW &R L ET,

ciscoasa(config) # access-list IPS permit ip any any
ciscoasa(config) # class-map my-ips-class
ciscoasa(config-cmap) # match access-list IPS
ciscoasa(config-cmap)# policy-map my-ips-policy
ciscoasa(config-pmap) # class my-ips-class

ciscoasa (config-pmap-c)# ips promiscuous fail-close

ciscoasa (config-pmap-c) # service-policy my-ips-policy global

WIZ, A T7AF—RTI1011.0F%y hT—27BXT1021.0F%y NT—2%TDT
RTDOIP b7 7 4 > 7 % AIP SSM |ZiE Bl S+ il 5 7 OFH T AIP SSM 4 — R T
ENRRETGEITTXTO NI 7 4 v 7 773 561% 7 LE 7, my-ips-class ~ 7

T 4w 7 — 1 AMEH S, my-ips-class2 b T 7 4 v 71T Y — 2 03ME
HanE7d,

ciscoasa (config) # access-list my-ips-acl permit ip any 10.1.1.0 255.255.255.0
ciscoasa(config) # access-list my-ips-acl2 permit ip any 10.2.1.0 255.255.255.0
ciscoasa(config) # class-map my-ips-class

ciscoasa(config-cmap)# match access-list my-ips-acl

ciscoasa(config) # class-map my-ips-class2

ciscoasa(config-cmap)# match access-list my-ips-acl2

ciscoasa(config-cmap)# policy-map my-ips-policy

ciscoasa (config-pmap) # class my-ips-class

ciscoasa (config-pmap-c)# ips inline fail-open sensor sensorl
ciscoasa(config-pmap)# class my-ips-class2

ciscoasa (config-pmap-c)# ips inline fail-open sensor sensor2

ciscoasa (config-pmap-c)# service-policy my-ips-policy interface outside

BEa< R avU R Hil:l|

allocate-ips X2 UF 4 TR MUEEE O —FEY Y TET,

class N7 4w I IERT D7 TA vy T ERELET,

class-map RV —~=ov 7RI NI 7 4 v 7 &2 LET,

policy-map RV —%RELET, TN 1 OO RNT T 47 JTRE
1O bEDOT 7 a7y vm— 3T,

sho_w running-config BAEDOTRCOR) v—~<wy T ar7Xalb—ralraFR

policy-map L%,
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ipsec-udp .

IPsecover UDP #2024 512X, ZV—7 R —ar7 4 Fa b — g F— FCipsecudp
enable =~ R LET, BHAED I NV—TFR Y > —7n 5 IPsec over UDP J&MEZ HIFR4 512

Iipsec-udp
i, Zoa<r FonoBEXEFEHALET,
ipsec-udp { enable | disable }
no ipsec-udp

BX DA dissble [PsecoverUDP %7 ( &—7 /L LET,

AR FIHILE

avU R E—F

enable [Psec over UDP % A % — 7 /LIZ L7,

IPsec over UDP |XT 4 BE— 7 M > TWET,

WDFRIZ, a~vr REANTEHE—RERLET,

aAY YV RE— | D747 94— ILE—F tXxaYF4aTFXFR b
k \
IL—FT v K FSURART (VT <ILF
LYk
AVFHFRAR | VAT LA
TN—"TF R o Xfhia — o it — —
v— a7 4
X2l —3
N

avy FERE

EREDAARZA

JU— EERE
A

7.01)  Zoa<wr RRNBMERELE,

Zoawry RonEXE#HATLE, BT NV—TRY —)25 IPsec over UDP O % k7K
TXxEJ,

IPsec over UDP (IPsec through NAT L PRI D Z & b8 D) %325 &, Cisco VPN Client &
T2lIN—RU =727 J47 2 M. NAT 37 LT 5 ASA |2 UDP #RHI CHERt T&E £ 7,

IPsec over UDP % #4129 % (21X, ipsec-udp disable =~ > R&H L £7,
IPsec over UDP Z i i3 5121, ipsec-udp-port 2~ > RLERETHLERNH Y £,

*7-. IPsecover UDP Z {4 % X 9 2 Cisco VPN Client # 3% E L THE L LENH Y £3 (Cisco
VPN Client [%, 7 7 # /L kT IPsecover UDP Z i 95 L 5 ICEE S TWET) , VPN 3002
TIX, IPsecover UDP i+ A7~ oD a7 4 X2 —a B0 EHD FHA,
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3l

int—ipu |

IPsecoverUDP {3 HAE T, VE— F7 7 B AEEFHICEITEHA I, T—FRar7 4 F¥a b —
a UBMETT, DFED, ASAIFSADR I —y g I TIA TR a7 4K
L—yar RIXA—ZERZHLET,

IPSecover UDP Z i[9 5 L, VAT A RT7 p—< U ARETIKTFLET,

ipsec-udp-port =~ R, VPN 27 747~ & L CTEIET 5 ASA 5505 CixhaA— F & EH
ho 757472 FF— KD ASA 5505 Ti&, UDP AA— b 500 F£ 7213 4500 TIPsec E v a v
M TEET,

WIZ, FirstGroup &9 7 /L—7"7R U 2 —D IPsecoverUDP # % ET BB &R~ L £ 7,

ciscoasa(config) # group-policy FirstGroup attributes
ciscoasa (config-group-policy)# ipsec-udp enable

BEEav> R
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avwU kR

BLL]

ipsec-udp-port

ASAZUDP b7 7 4 w7 %Y v AT HR—MEEELET,
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ipsec-udp-port .

Iipsec-udp-port

IPsec over UDP @ UDP AR — MNEFEZHET HITIE, /N —T K v—ar7 4 F¥al— 3
> &— K Tipsec-udp-port =~ R&EMHALET, UDP AR— hZMWehicd512iF, 2oz~
Y RO noEREHEALET,

ipsec-udp-portport
noipsec-udp-port

B DEREA

AR TIHIE

AUk E—F

port 4001 ~ 49151 QAN OEE ZFHEH L T, UDPKR— hEEE#HAI L T,

F 7 4L hOFR— FE 10000 TT,

WDFEIZ, a2 ReEANTELE—RERLET,

ARV FRFE— | T7AT7 24— ILE—F XT3 TFRE

N
L—Tv F FSUARART (V)L TILF
LYk
AVTHFRM | VAT LA
TN—7 R o %Fhts — o XFhts — —

v— a4
Fal—3
Ve

avy FERE

FEREDHA RS2

3l

Jy— EEAE
7S

7.0(1)  Zoawr RPMBMERE LK,

Zoa<wry RonEXEFERATLE, BT N—TRY —n 5 IPsec over UDP 7R — ~ O
FHEOKCEET,

IPSec x T T — g T, ASAITRESINTZAR—FTU v AL, 7 4 L ZL—)LT
UDP h 774 v 7N Ky ENTWVWTH, ZOR— I ETOUDP FT7 7 4 v 7 ZHEELE
7,

COMREE A R—TNICT B L BEOINVL—TF RV —52REL., HEINV—F RY o —T
ETNENOR— " EBEEATEET,

WIZ, FirstGroup &9 Zb—7 R U 2 —® IPsec UDP 78— k Z 78— b 4025 (Z5%E T
HHERLUET,

ciscoasa (config)# group-policy FirstGroup attributes
ciscoasa(config-group-policy)# ipsec-udp-port 4025
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. ipsec-udp-port

BEa<w> R avy |EBA

ipsec-udp | Cisco VPN Client £ 7213/~ R =7 27 74 7 h A, NAT 2347 LT 5 ASA (T
UDP R CHfe CE 5 L9 I LET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



