secho (3 —)

* early-message (5 ~X—3)

» eigrp log-neighbor-changes (7 ~3—73)
« eigrp log-neighbor-warnings (9 ~X—737)
» eigrp router-id (11 ~X—7)

s eigrp stub (13 X—2)

s eject (16 ~X—)

s email (18 X—3)

senable (7 7 A% J)L—7) (19 =)

s enable(-=—%— EXEC) (22 *X—)

» enable e-mail proxy (BEIk) (24 X—7)

« enable gprs (26 ~~—2)

» enable password (28 ~X—7)

» webvpn DF L (32 _—2)

» encapsulation (33 X—7)

* encryption (36 ~X—)

* endpoint (38 ~X—7)

« endpoint-mapper (40 ~<X—37)

» enforcenextupdate (42 ~X—37)

» enrollment protocol scep cmp est url (44 ~X—73)
» enrollment-retrieval (46 ~X—1)

* enrollment retry count (48 ~X—37)

» enrollment retry period (50 ~<—73)

» enrollment terminal (52 ~X—737)

s enrollment url (BEIE) (54 ~X—7)

seool (56 <—)

seouallow (FEIR) (58—

s eou clientless (BEILE) (60 ~=X—72)

s eou initialize (BEIL) (63 X—2)

» eou max-retry (FElk) (65 3—)




seouport (BEIL) (67 —7)

e eourevalidate (Bgl:) (69 ~—)

e eou timeout (BEIL) (71 =X—)

serase (73 X—7)

sesp (75 3—7)

s established (77 ~<—7)

* event crashinfo (81 ~<X—73)

« event manager applet (83 ~—73°)

* event memory-logging-wrap (85 ~X—17)

s eventnone (86 ~X—737)

+ event syslog id (88 ~X—37)

» event timer (90 ~X—73)

* exceed-mss (92 ~X—)

« exempt-list (94 ~<X—1)

cexit (97 N—)

» exp-flow-control (99 ~X—73)

» expire-entry-timer (101 ~X—73")

s expiry-time (103 ~<X—37)

* exp-measure (105 ~X—1)

« export (107 ~X—)

« export webvpn AnyConnect-customization (109 ~X—73”)
« export webvpn customization (111 ~X—37)
» export webvpn plug-in (113 ~X—7)

* export webvpn mst-translation (115 ~X—13)
« export webvpn translation-table (117 ~<—13)
« export webvpn url-list (120 ~X—1)

« export webvpn webcontent (122 ~—13)

» extended-security (124 ~X—73)

» external-browser (126 ~2—3°)



echo

B DEREA

AU R TIHIE

AR E—F

echo .

BFD vV Nk 7T o7 L — FCoa—%RETHITE, BFEDT 7L —h a7 4%
L—yarE— RCechoa~vr REFALET, Yo/ ARy Ty a HOBFD7 7
L— FCxa—%2F 4= NMZTBI2E, Z2oavry FonBNEHEHLET,

echo
no echo

Zoa<xy NIZIBIEELIIF—U— NI A,
ZOa<w L RICTF 740 hOBMEE-IXMEIZH D £ AL

WDFEIZ, a~vr REANTEDLE—FRE2RLET,

ARVKE— |T7A47 04— ILE—F X274 0TFR b
X
=Ty K FSUARART (V)L TILF
LYk

aAVTEFEREN | VRT LA
BFD =27 ¢ o R o R o R o R o R
X2l —Ig
N

avy FNERE

FEREDHA K42

Jy— EEAE
S

9.62) oo~ RRBMENELRE,

U ITNIRY S T — DB T a— — NfEEY 4 2— 7 ILICT BT, Zoavy
FZFEHLET, BFD==—|%, IPV6 BFD Bt v g TIIHR— FESNEFA,

Bl Wiz, YT NWRy 7 BFD 77 L— b T a—&RET LM ERLET,
ciscoasa (config) # bfd-template single-hop templatel
ciscoasa (config-bfd)# echo

EEa<T YR AUk Bl

authentication UKy T By arbw TRy Sy g D BFD

TUT L MIRIEERE L E T,

bfd echo A B —Tx2A ATBFD=a— EF— REZHEMZLET,

" e



. echo

avw vk AR

bfd interval A HE—=T 2 A AIR—=AT A4 BFD RT A =X EFHELE
TO

bfd map T RLVAE=NLTF Ry T T o7 L— hFEEMNIT S BFD < v

TEBRELET,

bfd slow-timers

BFD A — 4 A <v—fHEZRELET,

bfd template

UKy T BFD T L —hEA U E—T A RTINS
v RLET,

bfd-template single-hop |
multi-hop

BFDT7 7L — 2R EL, BFDa 7 (X2l —3 3
T— REBBE L £,

clear bfd counters

BED W v 2% 27 U7 LET,

neighbor BGP 73§k Z41, BFD M BERE S ARIHARA v — V%%
EC&5L91Z, BGP ® BFD /R — b &% E L 7,

show bfd drops BFD ChRury 7Sl "ry hoKERRILET,

show bfd map WEELDBFD v v 752 F R LF T,

show bfd neighbors BEAF O BFD BEPIROFEMR ) X h2RRLET,

show bfd summary

BFD O~V —EFREFRLET,




early-message .

early-message

H.323 A A7 2 g U HIIZH255SETUP A v B — VORI A v B —V AT 5I1201%, /T
A=K ar7 4 Xal—rarET—RFTearly-message 2~ > REHEHLET, Z O
F =TT BT, Zoavry Rono R EFEHLET,

early-messagemessage_type
no early-message message_type

B DEREA

AU R TIFIE

ATV R E—F

message_type H.225 SETUP A v — U DHNIFFA[TDHA v E—VDX A 7T, WOXAT
EANTEET,

- facility

Zoa<wry RiETF 4 B—7 0 T9, H225SETUP # v B — DR A v B — 1T &,
BN ay 7 anEd,

WDFEIZ, a~vr e AN TEDLE—FRERLET,

ARV KRE— |T7AT7O4—ILE—F E¥a)T4a20TFRb
R
W=T9E | FSVART | SUTL <ILF
LYk
AVTHFRN | VAT LA
NG A=k | e EE - %I » Xt * X -
V7 4 ¥
L=z

avy FERE

Jy— EEAE
S

9.6(1) Zoa~v s RFREAIHELR,

EELEOHA KSq4> HA46018 T, Ry hT—2 7 RLAEBIEREL 7 7 A T U —/VEBZ TH323 V7V v

3l

ToARET DD DTENERINTWET, ZOHEZMEMT 5 &, H225 FACILITY A v
t— % H225SETUP A vt — U DRINCIEETE £9, H323/H225 #EHT5 & 12, #
DRETHNE T T 2a—ty VT v 7ORBEREAE LGS, Z0a<y RaefH L CRY
Ave—UEFFALET,

F7-. VT H323RAS & H225 O HICA Vv ART v a v kA F—T NI LTSN (F
TN BFTIEELEL LA R—T NI >TWET)

wIZ, BRIIA 2=V 562" L £,




. early-message

ciscoasa (config) # policy-map type inspect h323 h323 map
ciscoasa (config-pmap) # parameters
ciscoasa(config-pmap-p) # early-message FACILITY

BMEa<v R av vk 5 EA
policy-map type inspect AV AR v a vy R v— <~y FEERLET,

showrunning-configpolicy-map | BifEO R Y v —<vF a7 4 Fal—a rabT_CER
L/:i‘a‘@




eigrp log-neighbor-changes .

eigrp log-neighbor-changes

EIGRP %A N\— L OGO EEO X T A F—T NI BT, V—F a7 X
L—3 3 %— R Tegrplog-neighbor-changes =~ > R&EH L E9, ZOEEL A4 7127
H0%, Zoa<wr Rono B2 H L E7,

eigrp log-neighbor-changes
no eigrp log-neighbor-changes

X DERHA Zoavy FIFGIEELITF—U—FNEIH Y £HEA,

ATURTIFIRE ZOIATURE TTHN R TAR—=T MR >TVET,

av YR E—FK WROFIZ, a~vr REANTEHE—RERLET,
OY U RE— | T7AT774—ILE—F X2 TF4aVTFRXE
X
=Ty K ESUART (VUL TILF
Ly k
AVTFERR | VRT L
J—H a o G c— o it o it *—
T A4Falb—
va v
ATy REE Yy— ZEERE
2

8.0(2) Zoavry RpBEMShE L,

9.0(1) =LFarTHRAME—FROVR—IMRBEMENE L,

EELEDOHA K54 > egrplog-neighbor-changes =~ RIEZ7 7 4 /L hCTA X —T7 NV TF, Ff7ar7 4 Fal—
Tasillt, avr RO no BROALNERSINET,

Bl &IZ, EIGRP XA RN—DEHOu X I hT 4 v —7 I+ 56052~ LET,

ciscoasa(config)# router eigrp 100
ciscoasa (config-router)# no eigrp log-neighbor-changes

MEav2 R av YR B
eigrp FANEERX =T DX T A F—T M LET,
log-neighbor-war nings

| "



. eigrp log-neighbor-changes

avy kR

Bl

router eigrp

EIGRP L —7 4 v/ TR ADNL—H a7 4 Fal—a v
T FERBLET,

show running-config router

JTa— L )—F a7 4 F¥al—aroavy REFRRL
e




eigrp log-neighbor-warnings .

eigrp log-neighbor-warnings

EIGRP 2 A N—EELE X oo —0DOuFX o T oA X —T/WNIT DL, V—HF a7 1 Fal—
v = v E— K Tegrplog-neighbor-warnings 2~ > REFHALET, ZOHKEEZ A 72T 5
. Zoa~vwr FOnoERAEHALET,

eigrp log-neighbor-warnings [ seconds ]
no eigrp log-neighbor-warnings

B DEREA

AR TFI4ILbE

AR E—F

'oods (L) KA NG A Y= VORERRE (B . A1~ 65535 T, =
OFFEAICE S 3B IR LEE LSS, ThbOBEE IR ZICREkS N EE A,

Zoavwr RN, TIFIVITA RZ—TINCRoTWET, T R_XTORAN—EE L o —
na JZiEeEEInNET,

ROKIZ, a~ P ANNTELHE—FaxRLET,

aAYX YV RE— | T7ATO4+—ILE—F XT3 0TFRE
k
L—Fv K FSUART (VT TILF
Lk

AVTHFRE | VAT A
J—& 3 o it e — o FIt o FIt *—
TA4F¥ 2 lb—
g

avy FERE

FEREDHA RKS4 Y

3l

J)— EERE
R

80(2) oo~y RBIENEL,

9.0(1) ~AFarTFHARE— ROV R—FEMENE L,

eigrp log-neighbor-warnings =~ > FiZ7 7 4/ F TA % —7 L TF, Efrar 7 4 ¥l —
vailit, 2w FOnoBROABREREINET,

WRIZ, EIGRP XA N—DEERX v — DX o T hT 4 2—TMIT 562 R LE
@—o

ciscoasa (config)# router eigrp 100
ciscoasa (config-router)# no eigrp log-neighbor-warnings

WIZ, EIGRP %A N—H5 2 v —V% o 7 Z58k L, 547 (300F)) Mg Tl £ o
=T E M KT AR L ET,

" e



. eigrp log-neighbor-warnings

ciscoasa(config)# router eigrp 100
ciscoasa(config-router)# eigrp log-neighbor-warnings 300

BEEavTY K

avyU kR

Bl

eigrp
log-neighbor-messages

EIGRP %A _— & OBEERRICETAEEO R X v T A 2—7
U LET,

router eigrp

EIGRP V—T 4 7 TuatAO)—H a7 4 Fa21b— 3
T— F&ERBLET,

show running-config router

Ta——F a7 4 Xal—aroavy REFERL
ia‘o




eigrp router-id .

eigrp router-id

EIGRP L —TFT 4 770 A Lo THERAENDNL—FIDZFRTTHITIE, V—F a7 4
Xal—yarE—RNTdgrprouter-id 2~ > REFHALET, 7740 MEIZETICE, =
Da<wy FonoBEXEEHALET,

eigrp router-id ip-addr
no eigrp router-id [ ip-addr ]

B DEREA

AR TFI4ILbE

aAvU R E—F

ipadd 1P 7 FL AR (R MM 10 #EX) ToL—ZID, L —% ID & LT0.0.00 %
7213 255.255.255.255 35 Z LI TEEHA,

FBELARWES, ASA F TR EIOIP 7 FLARL—ZID & LTCHEHESNET,

ROKIZ, A~ P ANNTELHE—F2RLET,

ARV RE— | T7AT 24— ILE—F EXaUTA4aVTHRRE
k
=T K FSUARART (VUL TILF
LYk

AVTHFREM (VAT A
—F ay o % s — o KHIE o KHiE *—
T4 X2 lb—
va

avwy FERE

FEREDHA K4V

J)— EERE
R

802) —oavwr FRNEMENELE,

9.0(1) =AFarsFFALE—ROVR—RINEMSHELE,

eigrp router-id =~ > N NERE SN TWRWES ., EIGRP 7' mE ZA03BtE S 7z & £, EIGRP
X, V=X ID & LTHMT A0, ASA ETR EMLOTIP T R L 2% BRI L £7,
EIGRP 7' 1 A norouter eigrp 2~ > RIZ X > THIBRS IR WERDY . £7/2130—% ID A

eigrprouter-id =~ > FIZK > TFE TREISNTWVRWEREY , L—Z IDIFEHEEINEF A,

=% 1D X, W — FORETEN—F ZHINT B 7=DIEREINET, ML — bne—
HILDNL—E D TEZEEINTHE. 20— MIEESNET, Z0LH BRFEELZEHETD
(21X, eigrprouter-id 2~ > RZEHA LT, v—HX DD — L7 RLAZEELET,

% EIGRP V— X213, —BOMEHET HHERH Y 77,




. eigrp router-id

1

wIZ, EIGRP V—F 4 7 7utv ADREENL—Z ID & LT 172.16.1.3 &R ET 5 4

ZRLET,

ciscoasa(config) # router
ciscoasa(config-router) #

eigrp 100
eigrp router-id 172.16.1.3

BEEav YR

avU kR HrL:]
router eigrp EIGRPV—F 4> 7 Tt AD)NL—HF a7 4 Xal— g

FT—FzhmLE£7,

show running-config
router

Ja— ) )—F a7 4 Xal—rarpavwy ReFRRLE
—é—O




eigrp stub

eigrp stub .

EIGRP L —F 4 > 7T REARAZ T N—F 47 7Fatrt LTHRETAIZIE, V—&F o
V74X al—arE—RKTCegrpstub 2~ RZEMALET, EIGRPAX T )—F 7
FEHIRT AL, Zoa<>y FonBERaHHLET,

eigrp stub [ receive-only 1 | { [ connected ] [ redistributed ] [ static] [ summary ] }
noeigrp stub [ receive-only ] | { [ connected ] [ redistributed ] [ static] [ summary ] }

BX DA

AR R FIHILE

a2V RE—F

connected  ({LE) #hi— h& T KX A XLET,

receive-only ({i&) ASA #3Z{5HAFRA N—L L THRELET,

redigributed (L&) fhoL—7 17 7a kauh b SNz L— &7 RAZ A X
Li—a—o

static (EE) AFT A7 —b&T RNRNZALALET,

summary  (f£&) ERL— 2T RAZ A XLET,

AR T N—TF 4 T1EIA =T W72 > TOVER A,

ROKIZ, A~ P ANNTELHE—FaxRLET,

ARV EE— | T7AT7 0+ —ILE—F F¥al)T4aVTFRb
k
L—TvF FSUARRT (V2T TILF
LYk

AVTHFRE | VAT A
J—F a o KHIE e — o KHIE o KHIE *—
TA4F¥ a2l —
va v

avy FERE

J)— EERE
R

80(2) oo~ rRFRNBMENELE,

9.0(1) =i FarFxFzxhE— ROV R— BN BENSNE LT,

FEELEOHA KSq> dgrpstuba~ > REMALT, ASAXAZ 7L LTRELET, ZOHA, ASATIE, T

TDOIP NI 749 I BT AARNI Ea—Yay b—FITEEEXEINET,




. eigrp stub

3l

receiveonly ¥—U— R&iHT 5 &, ASAPNBEE AT ANOMOEDL—F L HL— &
HAE LWL I ICHETE £T, ASA L. EIGRP XA N—NOLDHEH DL EZ(E L ET,
receive-only ¥ —7U— KL L H DX —TU — R&2MHT 52 13T EHA,

1>LL @ connected, static, summary, X Oredistributed ¥ —7U — R&Z$EETCEET, 2
nNHEOWNFNNOF—U— REHFEL T dgrpstub 2~ > REFHA LSS, 250 ED
F—TU—RZLoTHREESNTN— N A TDOHEPERFESNET,

connected ¥ — U — R&Z¥EET D L. EIGRP A Z T /L—F 4 7 7 at& X T/ — k&21%3E
T&FEd, #i/L— 2 network A7 — h A > N THRE SN TV ARWEEIE, EIGRP 7' 2t A
Tredistribute =< > REFEH L CHER/LV— MOFEMARLEL R ER1H D 7,

static ¥ — 7 — F&IEETH L, EIGRP AZ TN —F 4 LV T Tt ATRAET 4 v 7 )L— &
EETEET, 2047 a v EFELTOARWEAIL, EIGRP X, i@F 1T H BN HAA S
NENEAZT 4 v 7 —baE&D, EORZT v 7 L— b bkE LEE A, redistribute
static 2~ FEFEH LTSI EMERAT T 4 v 7 V— NEHEMRTLHILERNDY £,

summary ¥ —7 — RZ$5ET 5 &, EIGRP AX 7 /V—TF 4 77t A THEML— FEEE
T ET, KL — X, summary-addresseigrp =~ > RAHH L CFEBICTER T2 L b,
auto-summary =~ R& A X—7 /W L THBIMIC/ER T2 26 TE X (Zoa~vo B
X7 74NV ETA =T IR TWET) |

redistributed ¥ — 7 — R&$5ET A L. EIGRP A X T )L—F 4 7 Futv AT, fhoLr—F ¢
v Fa ha s EIGRP V—F 4 > 7 at A CHEEfi S — N EEETXET, =
DFATF g v ERELRWIRS ., Bl SN2/ — MIEIGRP IZ L > T7 R A4 XENF
HA,

WIT, egrpstub =~ > K& LT, 8k — hEBLOENL— &2 T RAY A X4
5 EIGRP A% 7+ LT ASA 2R ET B 2R LET,

ciscoasa (config)# router eigrp 100
ciscoasa (config-router)# network 10.0.0.0
ciscoasa(config-router)# eigrp stub connected summary

RIC, eigrpstub == > RZ2H LT, #pil— PBLOAZ T 4 v 70— 2T R
S A A% EIGRP A4 7 & LT ASA ZRET D2 m LET, HHL— hOXER
AP EhEE A,

ciscoasa(config) # router eigrp 100
ciscoasa (config-router)# network 10.0.0.0
ciscoasa (config-router)# eigrp stub connected static

Wiz, eigrp stub =~ > K% L, EIGRP HHDZIZDH%1TH EIGRP A X 7 &
LTASA R ETHHIZRLET, #r— b, BL—F BXORZT v 7
J— F OERITEE SN E A,

ciscoasa(config) # router eigrp 100
ciscoasa(config-router)# network 10.0.0.0 eigrp

ciscoasa(config-router)# eigrp stub receive-only



eigrp stub .

WIZ, eigrpstub 2~ > REFEHA LT, ior—7 ¢ 77 v kaimb EIGRP IZFF
A SNz — b &2T KX A X35 EIGRP AX 7 & LTASA ZRTT HHlZ2RL

\32—;«0

ciscoasa(config)# router eigrp 100
ciscoasa(config-router)# network 10.0.0.0
ciscoasa (config-router)# eigrp stub redistributed

WIC, HTY 3 v OB RE LAtV Ceigrpstub 2 v v K& BT B 0145 LET,
JI¥72 LT egrpstub o~ REEAT DL, 774/ F TH L — M EUA S
F 4w I N— "R T RARZ AL RSN ET,

ciscoasa(config)# router eigrp 100
ciscoasa(config-router)# network 10.0.0.0
ciscoasa(config-router)# eigrp stub

BEEa~Y

<R

avw o R SER
router eigrp ETar T 4 X2l —2a L EIGRPLV—F a7 (X o

L—YaryE—Ravwry &2 07 LET,

show running-config router
eigrp

FITar 7 4 Xal—va VOEIGRP L—4 a7 4 Fa
L—yaryE—Ravr FERRLET,




II eject

eject

ASA DR X N 7T v va TN ZAORY AL 2P R— 3 512i%, =—H— EXEC
E—RNTCegect a2~ REEHLET,

gect [ /noconfirm ] diskl:

BX DA

AR R TFIAILE

ATV R E—F

diskl:

WA T TS 2 %G ELET,

Inoconfirm ASA ST T v 3 2 F 8 R WFEICER Y SRS, TN R EERY ST

NEIDORERBMBERN EZBELET,

T 74N F OBEREIRSH D EH A,

ROFIZ, a~ P ANNTELE—FERLET,

ARV KRE— | T7AT7 24— ILE—F XxaYFavTFERE
K
=Ty F FSURART (VT TILF
Lk
AVTXFRAN | VRTL
NN IS * RIS - P15 P P
EXEC

avy FERE

FEREDHA FS1 Y

Jy— EEAE

A

8.02)

ooy RBMBEMENE LT,

gect 2~ RZMEHT 5 &, ASAS500S U —Anb a0 v 7T via T8, AL
B4 encEEd,

WIZ, gect a~2 REMAL T, T/3 A% ASA 75 WEEAYICE Y #L3/iIC diskl & 1E# 1
Yy MU T LEERLET,

ciscoasa

#

eject /noconfig diskl:
It is now safe to remove diskl:

ciscoasa
#

show version

Cisco Adaptive Security Appliance Software Version 8.0 (2)34

Compiled on Fri 18-May-07 10:28 by juser System image file is "diskO:/cdisk.asa"
Config file at boot was "startup-config"

wef5520 up 5 hours 36 mins

Hardware: ASA5520, 512 MB RAM, CPU Pentium 4 Celeron 2000 MHz

Internal ATA Compact Flash, 256MB



Slot 1: Compact Flash has been ejected!
It may be removed and a new device installed.
BIOS Flash M50FW016 @ 0xffe00000, 2048KB

<---More--->

BEa<w> R

avy kR

Bl

show
version

ARV —FT 4 VT VAT LAY T N2 T ICETAEREFR I LET,




II email

email

BERRFHZ, FBELTZE A —NT RVAZERAEOY 7V =7 MUEBRL OIREICE D 5121,
JUVFRCA FFAMTEA L a7 4FXal— gy F—RCemall a~> REFERALE
T, TN IREICETICE, Z0a~vr FonoEXE2EHRLET,

emailaddress
no email

B DEREA

AR TIHIE

ATV R E—F

addes EF A —/L 7 FLRAZIBELET, HREIL. 64 XFETT,

T 7 F/V FEREITRE SN TOERE A,

WDFEIZ, a~vr ReEANTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFRE
&
L=FvE | FSURRT |YUUL CILF
LYk

AVTHFERAR | VRTL
7 U7k CA o %It o S . ks . .
N7 A MARA
harra
Fal—g
Ve

avy FERE

3l

J)— EERE
A

70(1) Zoawr Rp3BEMmEShE L,

Wiz, "TARKRA L heentral D7 YT RNCA MTAMRA L M a7 4F¥alb—
aryE—REBEBLT, FT A RERA U central DBGFERIZEFA—IL T KL
A userl @usernet & & & 5B %R LET,

ciscoasa(config) # crypto ca-trustpoint central
ciscoasa(ca-trustpoint)# email userlQuser.net
ciscoasa (ca-trustpoint) #

BEav> K

AL 356

crypto JUZTRCARTARRA LV ary7 4 X¥al—rarT—REHBL
ca-trustpoint F.




enable (V5 X% J)L—7) .

enable (VS5 X% F)L—7)

JTGARY) T A R—=TMITBHINE, VT9RAZ TN—T a7 4Fal—vary E—FK
Tenablea~ > REHLET, /7 I9AXV T %25 4 —TMIT B0, Z0av K
DOno X EHHLES,

enable [ as-dlave | noconfirm ]
no enable

WX DA assave (47 m) EHMEORV Y FOEFI LT ¢ Fal— g v AR
JITABY T F—T WL, 7 TAZIZBNSE DAL —T RBTEDRRN|C
BWCvRAZ =L R oML RS LET, AL—T0ar74¥al—ay
X, v AF—a=y IpbE#lancary 7 Falb—ra s illoTEEES
nEJ,

noconfirm (473 5 >) enablet~> RRANEND L, ASAIFFETaAL 7 4 Fal— g
VEAXRY LT, ZT7AZY TIEHIE LT RWEREDIE R o~ ROA
PFRET, TN a T s Fal—rallbhbav s By, ZHUTEY
THZENHYFT, MOV REHIERT 2 L2k b ET, &
ELTNoZ AN LESGEIEL, 7T RAZ ) 734 3 —T W70 $¥ A, Hl%E
AW L. Ao vwa<r REBEMICHIERT 5121, noconfirm —7 — K%
FEAHLET,

ATV R FIHILL T 7 AN NOBERHEIZH Y FH A,

AR E—F KOFIZ, A~ FEANTELE—FERLET,
ARV KE— | 774724 —ILE—F XAV T4aVTHFRE
k
=Tk | FSVRART |V TL <ILF
LYk
AVTHRRARL | VAT LA
7IRET * K « S cxhE | — . %15
J—7 a
T4 X2l —
varv
av Y FERE J— ZEEARR
S

9.0(1) Doy RPRBMENE L,




. enable (VS5 X% J)L—7)

EREDAARZA

3l

WA =T N LTz =y MZOWTIE, vAX—a2=y MEBENPEAELET, HHIOL
=y MI, ZORFHRTI TAXDHE—D AL N—ThHDHT-, TDL=y MAVAF—2= Yy
MZZ2D E4, ZOWMPIcary 7 4 X2 —a U EREZFEITLARANTSIEE N,

T TRV AZ—a=y "RHLIEAIL, VT AZICAL—T 2=y N1 5 & %1%, enable
asdave a2~ R&EMHTAHE, av 74X alb—ar  OREBEOMBE (FICEF Y T A%
VU THICERESINTWRWA X2 —T = f ADTF/E) ZRHECTE E9,

TIAEN T ET 4 =TI T B2, noenable=~ > REATILET,

\)

GE) I 7ARBV T hT 42— MILTEGEER, TXTOT—H A Z—T oA ANV ¥ v

M EN, BEAVE—T 2 ARG NT VT4 7 ET, 2= b2 T TR
ANEREEICHIRT S (FOFRLE L TCT—H A E—T A RET 7T 4 712T3)
BAIE, VI9RAZ I N—T ar 7 4 Xal—a UREREYIRTALERD Y 7,

WIZ, VIARN T oA X—T ML, EHEDOR a7 4 Xalb—ya a2l
BRI H0E2RLET,

ciscoasa(config) # cluster group clusterl
ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy

class inspection_default

inspect skinny
policy-map global policy

class inspection_default

inspect sip

Would you like to remove these commands? [Y]es/[N]o:Y
INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fl6b7fc2 a742727e e40bc0b0 cd169999
INFO: Done

BEa~Y

~

R

avw vk AR

clacp system-mac AsX | EtherChannel Z i1 % & 13, ASA IX cLACP Zffi/fj L T
FA N—AA v F L DT EtherChannel D% > T—3 3 U E{TWVE

j—O

cluster group 7T AR EIETT, VAKX AT 4 Fa2b—arET— REH
HBLET,

cluster-interface I ARG s A B —T oA ATFEELET,

cluster interfacemode| 7 5 2% f > ¥ —T7 =4 2 E— REZHELET,

conn-rebalance Bt \S B E A 2—T7 I LET,
console-replicate 2l —TFa=y hInbvAZ—a=y ha~Day ) — )G E 4 x—

T LET,




enable (V5 X% J)L—7) .

avy kR

B

enable (cluster group)

I TAZN T A X—T T LET,

health-check JIFGARDNVAF =y THE (= FO~NLAE=XZ Y 7B L
WA v B —T 2 f AD~NVA =X L T 5ET) A4 F—T ML
7,

key 5 AREY o DRIE T T 4 > 7 DREAEF—ERELET,

local-unit 7T AH AR EMNT T,

mtu cluster-interface

TIAEEY) 7 A B —T oA ADRRaEL=y FERELE
‘640

priority (cluster
group)

CAF— 2=y NREDZIOZ=y NOTITAFT VT 4 R ELE
R




B evable(z——Exec)

enable(L—% — EXEC)

KiHE EXEC &— RZ BT 5I121E

enable [ levd ]

\l%ﬁ%Enm%wFfm%bﬂ?yF%ﬁ%Liﬁo

B DEREA

ARV ETIAINb

aAvU R E—F

led  ({£) 0~ 15 DFrEL~UL, enable #:F (aaaauthentication enableconsole =~ > )
TR SN EEA,

enable 23 (aaa authentication enableconsole =~ > R&fEH) ZEH L TV WSS, H
HEL UL 15 ZBA L ET, enable sRIEDHE. T 7 4L D L-~ULT, 2—P—4 T3 E S

NTHBD LU CTHEZR Y 9,
WDOFRIZ, a2 REASTEDLE—FEZRLET,
OAXVFRFE— | T7AT7I24+—ILE—F X2 FoarTFEREb
k
IL—Tv K ESUARRT (VUL TILF
Lk
AVTHFRE | VAT A

2 o KHIE o KHhEs o KHhE o KHhE o KHhE
EXEC

avy FERE

FEREDAA RS>

Jy— EEAE
7S

7.01) Zoo<r RRBMENELE

FIT I DAL F—T IV RAT—RFT 77 TT,
password 2~ RZZH L TS0,

enable FRFEZ M H L2 WA1E, enable =~ REAJIT5 &, ==—H—4 75 enable level 2
BEINET, T 7410 FDL~ULT15TY, enable iRiE& M H T 534 (aaaauthentication
enableconsole 2~ > R&fiH) | 22—V —HBIOEET 5 L-LidfiRrsn 4, =2—9—
£ O#EFFIT, o~ FERA (B — /L F 721X TACACS+ % fif ffl L 7= aaaauthorization command
o~ K) TEHETT,

LoL 2 DL EIERRHE EXEC E— RZBM L E T, L 0B I L~UL 11, =—#%— EXEC
E— RERBLEST, PO LV EHEHTLI21E, v—Fba~> RRA (aaaauthorization
commandLOCAL =2~ ) ZA 3x—7 L., privilegea~ > RafEf L TR D FiEL X
MZa~y RERELET, TACACS+ 2~ RiBn[ Tl ASAITRRE ST HFHE L ~LI3fE
HanE®i,

BIEDRME L~V 2 FoRT 5 I12IE, showeurpriv 2~ RZ2H L £,

IRAT — ROBEEIZHOWTIZ, enable



enable(1—4— Exec) I}

¥i#E EXEC £ — REK T4 2121%, dissblea~> FEASHLET,

i Wic. HEHE EXEC &— K& BT 2625 L £,

ciscoasa> enable
Password: Pa$$wOrd
ciscoasa#

WIZ, L~UL 10 DFME EXEC B— RE2BGT A0 2R LET,

ciscoasa> enable 10
Password: Pa$$w0rdl0

ciscoasa#
BMEavr R av vk 5 BA
enable password A F—T N RNRAT— RERELET,
disable FitE EXBEC E— RZ& T LET,
aaa authorization a~v s FRAZRELET,
command
privilege n—X avy RRADEDDa~ 2 REEHEL L ZREL £
o
show curpriv BEn 74 v LT ba—Y—& L a—F —DFE L ~ L &2 FoR
L%,




. enable e-mail proxy (BE1E)

enable e-mail proxy (EElb)

\)

GE) Zoa~vr FzdR—IT2R%EOY U —R1X, 95(1) TL,

UBNCHRE LA v A =T 2 A ATEFA—NTOF LT IV R A =TT HITIT,
enablez~< > REHALET, EFA—/L 7 rXT (IMAP4S, POP3S. L O'SMTPS) D
AT, HYUTIEF AN TuFy ar T 4 Fal—a Ly T—RTIDavr RE2EAL
F9, AV X =T 2 A ALTEFA—NTOX T IV RAET =TT HITE, ZDa
< RO noXEHEHLET,

enableifname
no enable

BX DR

ul
&

AR TFI4IE

aAvYU R E—F

ifnrame LIFTICRRE LIcA v X — T 2 A AERELET, AV F—T =A AZFET HITIE,
namef =~ > R&{FEHRA L E 4,

T 74V MEIZH D EHA,

ROFIZ, a~v FE2ANTEHE—FarLET,

ARV RFE— | T7AT7I24+—ILE—F tXxa)F4a0TFFR b
k
IL—TvF FSURRT (VU TL TILF
Lk
AVTHFRE | VAT LA
Imap4s =2 > o G — o it — —
T4 F¥ 2l —
va v
Pop3s =/ o KHhts — o KPS — —
TA4F¥ a2l —
vay
smtps = 7 o X — X — —
Xl —3
e

avy FERE

Jy— EEAE
7S

7.0(1) Zoawry RNBEMENE L,




3l

enable e-mail proxy (BE1E)

Jy— EEAE
S

9.5(2) Zoawy FIBEILEENE L,

KT, Outside & WHILETDA Z—T = A ATPOPISEFA—/L 7 X HRET
BHHFEOEEZRLUET,

ciscoasa (config)# pop3s ciscoasa(config-pop3s)# enable Outside




. enable gprs

enable gprs

RADIUS 7 AWV T 4 v 7 TGPRS A F—T7 /I T 5HITiL. RADIUST H 7T 4 v 7 85
A—H ar7 4 F¥al— a3 F— RKTenablegprsa~ > FZEMALET, Zoa~vr K%
F 4 —TNIT B, Zoa<vry RO noHREFEHALET,

enable gprs
no enable gprs

X DERHA Zoawy FIFGIEELITF—U—FNIH Y £HEA,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH AL

ATV R E—FK WDFIZ, a~v FEANTELE—FE2RLET,
OYX U RE— | T7AT774—ILE—F X2 TF4aVTFRE
k
=Ty k | FIVART DU TNL RILF
LYk
AVTERE | VAT LA
RADIUS 7 % o it o 3fhis o 3fhis o 3fhis —
T 4T
INT A—K 2
V74 F =
Lr—g3
av Y FRER J1)— ZEERNE
3

7.2(1) oy RPRBEMENE L,

FEREDHA KS4> D=~ RIZiE, inspect radius-accounting =~ > REEH L T7 7 A LET, ASA I,
EH Y PDP AT XA NEHYNSES D720, TAV T 4 7ERFIEA v E—
UWNIZ3GPPVSA26-10415 355 E 2 Ik TF v 7 LET, ZOF TV aii, 77440
THEYH T, ZORELZA R—T/WTT DITE, GTP 74 £ ABBETT,

i WIZ, RADIUS 7H 7T 4 v 7 CGPRS A X —T NI T BB %R LET,

ciscoasa(config) # policy-map type inspect radius-accounting ra
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) # enable gprs




enable gprs .

BEa<w> R

avy kR

B

inspect
radius-accounting

RADIUS 7H T T 4T DA ART gV ERELET,

parameters

AVART R ==y T DONRTA—FEHELET,




. enable password

enable password

FFHEEXECE— RDA RX—T NWRAY— RERET HITIE, Fr—rar7 ¥zl —g
> &— KT enablepassword ==~ > RZ{HH L F9,

enable password password [ level level 1 [ pbkdf2 | encrypted ]

BX DA enaypted  (L3%) 9.6 LIATOEAIE, 32 LT TFO/NSAT — RERET 5 2 L &2HE L E
3, enablepassword =~ RNO/SAY — REZEFKTHE, ASAIX, EX=2U T«
EHEFFT 2720, ZORRAU—FRKE2ary 7 4 Xab—3 3 VIRFT D & EITMDS
Ny v a B L ET, showrunning-config =~ K& A )3 % & enablepassword
vy RCIEEREONRAT — REIRRINETA, BFbEnio AU —REZER
el Cencrypted ¥ — U — R2VURSNET, =& 20X, Ttest) £V H AT —FK
Z NS LI=#4 . showrunning-config =~ > ROHIFHRD L HIcFrENET,

enable password rvEdRhOxPC8bel7s encrypted

CLI TEESIZ encrypted F¥—U— FEZ AT LHDIE, 207 1 Fab—a &l
DASAIZH y b T RR=AFLT, RAEARY = R+ 567210 TY,

9.7 LI TIE., T RTOE XD/ AU — RTPBKDF2 #fFEH L E 7,

level L) 0~ 15 DEHEL LD RAT— REZELET,
level

password 8 ~ 127 SCFEDOHERTF I L O SCF 0 DR SN D CFH & L THRA T — K&K
ELET (KXFENLFEFRNESNET) , ROBNEFRNT, AT — RiZiE
EEOXTEMHATE £9,

s AN—ZIEHTE EH A
< BERIFF I T £ A

o 330D g L7- . EE AT ASCI CFEE 72134 v IR &b ASCI XL
AT ERA, L ZE, RONRNRAT— RIIEREINET,

« abcuserl
* userb43
* useraaaa

* user2666




enable password .

pbkdf2  ({£3&) AT — RO LA EE L £ T, 9.6LIFIOHEA. PBKDF2 (/AT — K
R—2OF —PRAER2) Ny ald, SRV — ROEINNFEEFBZ HH5EEIC
OIHFEHENET, 9.7 UETIX, TXTD/8AY— R CPBKDF2 #fEH L £7,
enablepassword =~ RNDO/NRAT — REFEFRTHE, ASAIT EX =2 U7 1 &
F4 272, TONRAT—=Raear7 X ab—a RMFT % & &2 PBKDF2
(Password-Based Key Derivation Function 2) 7~ ¥ = Z{ERk L £7, show
running-config =~ > K& AJj3 % & enablepassword =~ > R TILEEED /2
U—RNEIRRINERFA, BEEALSNTZ/ XA T — R &2l T pbkdf2%F—17 —
RFAVRENET, 72&z2iE, EWVWSAT— K& A L7254, show running-config
g~y FOEDEIRD L O ICERENET,

username pat password rvEdRhOxPC8bel7s pbkdf2

CLI TEERZ pbkdf2 ¥ —U — F&ZANTL5DF, a7 4Fab— a3 Zhlo
ASAICH Y RT v R_R—2 N LT, AU ARAY— REFERT 5L T,

FHLUVWSRAT— REANLARWRBY | BEFEO/RA T — RiZ MD5 R—ZAD /Ny 3 =
PEALEITAZ LIZTEELTLIEE N,

ATV RTIFINN T IANEDNRRAT—=RET T T, 774N DO LULEL5 T,

ATV R E—F WOKIZL, a~v U REANTEHE—RERLET,
AXVKRE— | T7AT7I94+—ILE—F tXalyF4arvTEREb
K
=Ty K FSUART (VUL TILF
LYk
AVTFXRARM | YRTLA
Ja—s)L 2 o Xfhi o KHIE o KHIE o KHIE o KHE
V7 4F =
Lr—g
avy RERE )— ZEEAS
z

7.01)  ZoawrRREMERELE.

9.6(1)  SNRAT— FRN 127 LFE TUER S 4L, pbkdf2 F—V— R BIMNSE LT,

97(1) FRTOEEDODNRAT—RBPBKDR2 Ny Y aZ L Tar 74 FXal—3 gy
WCRIEESND L9100 F LT,

9.12(1) noenablepassword =t~ > FIFHAES R— FERTWVEREA,




. enable password

Jy— EEAE
S

9.17(1) H/IEN3I XFENSL 8 XFIEFEISNE Lz, 72, 3 WEL R Lz, EEIC
WA ASCIH CFE-ITMV IKEN S ASCI LFIIEHTE /A, 72 2. &)
D/RAT — RIFESE S ET,

« abcuserl
* user543
* useraaaa

* user2666

FEHEEDHA KS4 > enable LUL 15 (F 740k LoUL) OF 740 b /RAT— RIFZEA T3, enable 2+

3l

RERMNIAN LI L SICEFET L L9k ONES, "AV—-F2ZAICRETS £E
}\/o

CLI T aaaauthorization execauto-enable # G223 5 &, enable=~ > N, login 2~ (Ff
MEL~L 2 Pl bk —Y—) | F721% SSH/Telnet ¥ 2 3 & L CTHiHE EXEC £— RIT
TIEATEEY, ZNOLDOFHETIETRXT, A R—T NV NRAT— RERETDHLENH Y E
ﬁ—o

TDONAT— REFEOEMHT, ASDM Ou 7 A A S nFEH A, ASDM OF 7 /b K

T, 22—V —L 2 FHHE T enable SRATV—FREZFHL T /A T2 N TEET,
TNF ATFFARNET—RTIE, VAT A AL T4 Fal—2arBLOKEarTx A M
KL TA F—T N N2 T— REERTX E9,
T 7 4 v E D15 S OFE L~V 2T 512, El*—jJ/l/:!V/ K387 (aaaauthorization
command 2~ R&#H L TLOCAL ¥—7— K&EE) &% pr|V|Iege = e I\“%ﬁ
L CTRZ DR L~ LT 37/}% RELET, B— WNZV/F DAl Z R E LR
AR—=T N LrYUEIEH ST, BRE LT L xﬁb%#VmeA®77txﬂﬁ
2720 £3, BUEDOFHE V“\/V%%ﬂ*ﬁ‘é i%. showcurpriv @~ R&MH L%,

Loy 2 P EIERHE EXEC E— REBIBLET, L b0 BIUL~v 1 id, ==—V%—EXEC
T— FEBBLET,

WIZ, A F—T )b /RAT — R % Pa$$wlrd [ZF%ET 5612/~ L £,

ciscoasa(config) # enable password Pa$$wOrd

WIZ, LruL 10 DA R—T )b XA T — R %& Pa$$word10 IZ5RET Dl 2R LFET,

ciscoasa(config) # enable password Pa$$w0rdl0 level 10

WIZ, A F—TNRNZAT— K&, BIDOASANS a bt — LIS kSN2 U — K|
RETHHERLET,

ciscoasa(config) # enable password jMorNbKO0514fadBh pbkdf2



enable password .

EEav> R

avw Uk ELE)

aaa authorization g~y R 2 E LET,

command

enable ¥¢HE EXEC £— RZBAMA L F9°,

privilege n—H) avy RRAIDEDDa~y FEEL~LERE L E
7,

show curpriv BfEn 74 v LT D a——4 & a—HF—DRE L~ L 2 F£oR

L/ij—o

show running-config enable

A X—=T N NAT = REEFESNEANTRRLET,




. webvpn DHEFE

webvpn D F%h1t

DIRNCERE LA v Z—T7 = A AT WebVPN 7 7 ¥ 2% A X — T WIZT HIZIL, enable 2~
VREBFERALET, ZOa<wr Rid, WebVPNa2 > 7 4 Fal—i g F— RTHEHLET,
A B =T x4 ATWebVPN T 4 B—T /I T BT, ZDa<wr Fono X aEHLE
7,

enableifname
no enable

B DEREA

AU R TIHIE

AR E—F

ifnrame DIRTCRE LA v A —T =24 ZAZHELET, A 0¥ —T =4 ZAZHRETDHITIL,
nameif =~ > R2FEHRA LE T,

WebVPN (%, T 74V b TlET 4 =7 M2 > TWET,

ROFIZ, a~ P2 ANTELE—RERLET,

ARVKE— |T7A47 04— ILE—F X274 0TFR b
K
W—=T9E | FSVART | SUTL <ILF
LYk
AVTFRAM | VYRTL
webvpn =1 2 o X5hts — o 5t _ o
T4 X2l —
vay

avy FNERE

3l

Jy— EEAE
S

7.01) Zoo<wr RRBMENELE,

IZ, Outside & WO AHIDA o H—T = A AT WebVPN % A R2—T7 /L2 T 5 HED
BlZR L ET,

ciscoasa

(config) #

webvpn

ciscoasa (config-webvpn)# enable Outside



encapsulation

VXLAN %7213 Geneve 1 7B /ML ZEAT B L H1Icxry hU—J k= KA >~ (NVE)

A VAR AT

EEALET, 17 a2 HIBRT D121,

encapsulation

{
vxlan

| geneve

[ port

no encapsulation vxlan

port_number }

encapsulation .

RETHITIE, NVEa 7 4 X2 L—3 3 F— FTencapsulation =< > K
ZoawrRFono BXEFEHLET,

X DR
X NN vxlan VXLAN 7 7 b a#eeE LE,
geneve Geneve 11 72 /UL ZHEE L £ 7, Geneve I% ASA (AR TORYR—FEh
*9,
port Geneve DIGE, R"— FEFEHRELET, T 74/ ML 6081 TT,
port_number

AR R FIAILE

aAvU R E—F

774V MEZH Y FH A

WOFRIZL, a2 REANTEXHE—RERLET,
OAXVFRFE— | T7AT7I94+—ILE—F tXFxayTFoarvTERE
R

L—F 9K FSURRT |V F L ZILF

LYk
AVTERER | VAT A

Nve 227 ¢ o 5 VXLAN : o kF VXLAN : —
D R R

avwy FERE

3l

J— ZEEAR

A

9.4(1)

Zoawy RpnBMmEnE L,

9.17(1)

ASA ARIZHIT % geneve DY AR — F N IBIN S UE L7z,

WIZ, NVE A v AKX A1 ZER L. 7B fbZ VXLAN [CRET D62~ L%

" e



. encapsulation

ciscoasa(config)# nve 1

ciscoasa(cfg-nve)# encapsulation vxlan

EEav> R

avwU kR

aiBA

debug vxlan

VXLAN bT 7 4 w7 2Ty 7 LET,

default-mcast-group

VTEP #E 784 V¥ — 7 = A ZAZBHE#EAMFIT 5TV AT TD VNI
A VEHE =T 2 A ADT T )V DL FXY A NI IL—T%EEL
F9,

inspect vxlan fEEUE VXLAN ~ v 7 — AU IS L S & F 5,

interface vni VXLAN # ¥ ZHO VNI A v 5% —7 = A ZA%/ERR L £,

mcast-group VNI A v HZ =T 2 A ADZ VT FX AL T)V—T 7T RLUAEZEE
LET,

nve Fv NI =R RAIRA b AV AZ L AZRELET,

nve-only VXLAN EET0A v 2 —7 = A ANNVEHHTHLHZ L2 ELE
7,

peer ip 7 VIEP D IP 7 RL 22 FETHEL X7,

segment-id VNI A X2 —T 24 ADVXLAN £ 7 A N ID Z$E L £7,

show arp vtep-mapping

VE—h BT AN RASLNZHDHIPT KA L UE— T VTEP
IP7T RLAHADVNIA VX —T 2 AZx v v a2 I~ MACT
R 2ERRLET,

show interface vni

VNI A VX =T 2 A ADINT A=K AT —HF A BIOWHEH
L T oTVENTWAAL U HE—T A4 A (RESINTWHGE
DAT—H A 2N 5 TWD NVE AV F—T = A
AEFRRLET,

show mac-address-table

UE£— K VTEPIP T RUARERESINIZVNIA » F—T A A LD

vtep-mapping LAY 285%T—7 0 (MACT RLAF—T ) 2FRLET,
show nve NVEA v H =T =2 ADIRT A=K AT —H A BIOWER

XY VT A E—T oA A KETXRAE—T A R) DAT—
H A ZDONVE % VXLANVTEP & L T4 2 VNI, 25N
DNVE A ¥ —7 = A AZHEMTF 5N TWHET VIEPIP 7 K
LVAEFRRLET,

show vni vlan-mapping

VNIEZ A2 FID &, VLAN A »Z =T = A AFET T 2 A~
TV P E—ROYEA =T = A D~ v B T 2FRLE
R




encapsulation .

avy kR

B2l

source-interface

VTEP (ET0A v B —T = A ZAZFEELET,

vtep-nve VNI A > & —7 A A% VIEP £{EI0A ¥ — 7 = A AP
£,
vxlan port VXLANUDP A — F & ELET, 774/ h Tk, VIEP #E 7T

A B =T A AT UDP R— | 4789 ~D VXLAN F T 7 1 v 7 %
T ANET




. encryption

encryption

AnyConnect IPsec ##i(2xf L CIKEV2 EX 2 U7 ¢ 7Y v m—v 3> (SA) OEsE{LT L3
UXLERET DL, ke R — a7 4 Xz b—3 3 F— RTencryption 2< > K
EHEHLET, a~vr REHIBRLTT 740 MREXHEHTHI21E, 20~ RO no B
ERHEALET,

encryption [ des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null ]
noencryption [ des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null
]

BXDERA

aAavv R TFI4ILk

FEREDHA R4V

avU R E—F

des 56 £~ b DES-CBC H5 51k % ESP (2% L CHRE L £,
3des (74 h) FUZILDESKEEAL T LT Y X A% ESPICH L CHEE LET,
aes AES & 128 B b ¥ —H;5{b%& ESP IZxF L THRE L £7,

aes-192 AES £ 192 By b ¥ —W5 % ESPIZxf L CTHRE L E7,

aes-256 AES & 256 £ b ¥ —B;5{b%& ESPIZxF L THRE L £7,

aes-gcm  [KEv2 I5{k D AES-GCM 7L 2 XA ZBE L ET,

aesgom-192 [KEv2 54k AES-GCM 7 /L3 XA ZE L £,

aesgoMm-256 [KEv2 5D AES-GCM 7 L2 XL ZIRE L ET,

null AES-GCM/GMAC BRI EAL T L T XA L L THREINTWAESIT, X LS
PET7TLTY XAEERLUET,

5 7 4V ;i 3DES T,

IKEV2SA 1%, IKEV2 7R T7 =2 — X2 THERICHETEL LT 50t 72— 1 Tff
HAEN5F—T7F, cryptoikev2 policy 2~ K& AJj L7, encryption =< > R&EFEHL
T. SADEE{T LT XARHZETEXET,

OSPEV3IEBALISNA v B —T = A ATA RX—T VDA Psec b RN ZHTE L TWBHRICHE
MR RS+ 2 L. BIENSRATAAREMERNH Y £, FEfEL 722 IPsec b RIVD AT —

S AL, B EAE L TWD Z L 289 5121, show crypto sockets, show ipsec
policy, 58X WNshowipsecsa =2~ R&EMHHLET,

WDFRIZ, a2 REANTELE—RERLET,



encryption .

AV RE— | D747 94— ILE—F tXxaYF4a3TFREb
K
IL—TFTv K FSUART (VUL <ILF
LYk
AVFHFRAR | VAT LA
Ikev2 R Y >— o G — o it — —
a7 4Fa
Lr—g v
avy FERE Jy— ZHEAR
3

84(1) Zoa~wr RNBEIMENELE,

9.0(1)  IKEV2IEE{LICfiH &41% AES-GCM 7 /L 2 U XA EMENE LT,

i WIT. kev2 KU S a7 4 Fab—s gy T REBEE LT, a2 AES-256
ICRET 2B E2 R~ LET,

ciscoasa(config)# crypto ikev2 policy 1
ciscoasa (config-ikev2-policy) # encryption aes-256

BEa<w v R avy kR B

group AnyConnect IPsec $#5¢ (2% L C IKEv2 SA @ Diffie-Hellman 7' /L — 7 Z45¢€ L £
j—o

integrity AnyConnect IPsec #5212 % L T IKEv2 SA @ ESP A PET LY X A %487E L
7

prf AnyConnect IPsec 75t (2% L C IKEv2 SA DSl FL B & e L £,

ZA 7 %A | AnyConnect IPsec ##5i (2% L CIKEV2 SA D SA 7 A 7 XA L&EFRELET,

A




. endpoint

endpoint

H323 72 hajAf AT g O HSI Z—Flcx RiRA v M &2BINT 521X, HSI 7
N—T a7 4Fal— a3y E—RFTendpoint 2~ REHHALET, ZOKEELZT «

=TT DI,

endpointip_addressif name

no endpoint ip_addressif_name

Zoavry Rono X EERLET,

B DR

i
&

aAavY R TFI4ILk

aAvU kR E—F

if_name > RNRA 2 S ASA TS S & X IRt A L F—T = A A,

ip_address 54 2=y RABAL L FOIPT KL A, HSI Z L —7 B DK TI0 DT KK
A MNERECTEET,

T 74N FOBERLERSH D R A,

WDOFIZ, a~r REANTEDHE—RERLET,

AV KE— | T7PAT794—ILE—F tXxa)F4a0TFFR b
K
=Ty K FSUART (VUL TILF
LYk
aAVTEXERE | VRT LA
hsi Z4—7 | e %t « s « St « St —
a7 4Fa
Lr—g v
vy FRERE J)y— ZETERNE
3
72(1)  Zoa<wr RRBMENELE,
#l

W2, H323 A v AT gy B o— <o 7OHSI ZV—Floxy RRA v &b
¥ AR LES.

ciscoasa (config-pmap-p)# hsi-group 10

ciscoasa (config-h225-map-hsi-grp) # endpoint 10.3.6.1 inside

ciscoasa(config-h225-map-hsi-grp) # endpoint 10.10.25.5 outside

BEEaOvTY R

avU R AR
classsmap LAY34 DI TA <y TEERLET,
hsi-group HSI 7' v —7"% Bk L £9,




endpoint .

avw Uk A
hs HSI % HSI 7 /L — 2B L £,
policy-map LAY 34 DR — <o T EERLET,

showrunning-configpolicy-map | ifEO R ) v —~<vF a7 4 Fal—a rab T _CER
L/i‘é‘@




. endpoint-mapper

endpoint-mapper

DCERPC A Y AXRT 2 a DTy RikA Vb = o= F 7 a VERETHITIE, NTA—
X ay7 4¥al—v 3y E— RCTendpoint-mapper =~ RE2EHA L £, ZOHKEELT «
LT CT BT, oavwry RO noEREFHLET,

endpoint-mapper [ epm-service-only 1 [ lookup-operation [ timeout value ] ]
no endpoint-mapper [ epm-service-only ] [ lookup-operation [ timeout value ] ]

X DiRHA epm-service-only oA L F 4 LSRRI RARA v F v w8 — —ERFHAT A L2
ELET,

lookup-operation = RKiRA > N v v/ 85— H—E2RDON v 7 T v TR A4 R—T NIt 5
ZEERBRELET,

timeoutvalue 1w 7 7 v FEMEICBITAE Y R—LDE A LT 7 NEHEELET, IEET
X ST 0:0:1 ~ 1193:0:0 TT,

ATV RFEIHIRN T 7ANNOEBERHEIZH Y A,

avU R E—F WOFIZ, a~vr REANTEHE—RERLET,
ARV KRE— | T7AT7 24— ILE—F tXa T2 TERE
K
=Ty K ESUART (VUL <ILF
LYk
AVFHFRAR | VAT LA
NI A—H a o Xfhia o 3fIi o 3fIt o 3fIt —
V74K
Lr—g v
avy FER Jy— ZEHEAR
3

72(1)  Zoa<wr RRBMEnE LR,

I ®IZ, DCERPCRY o —= v Ay RRA Vb~ o —2RETLHWE R LET,

ciscoasa (config) # policy-map type inspect dcerpc dcerpc_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) # endpoint-mapper epm-service-only




endpoint-mapper .

EEav> R

avy kR

Bl

class

RV —~y DI TR~y THERELET,

class-map type inspect

TINVr—yallEDNT T4 v I ERETHIZODA
ARy vay IRy T EERLET,

policy-map

LAY 34 DR — <~ T EERLET,

show running-config policy-map

HWEOR) S —~y T a7 4 Fal—a 2T XCTHER
LET,




. enforcenextupdate

enforcenextupdate

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

CRL ® NextUpdate 7 ¢ — /L K OALEE 5% FeE 3 21214,

ca-crla 7 4 Fal— g F—

RC enforcenextupdate =~ > R L 9, BIRA BIA 7z NextUpdate 7 1 —/V K3 & 535

A0, NextUpdate 7 4 —/L RRNRWEE Z AT H121E.

‘j"o

enforcenextupdate
no enfor cenextupdate

ZOavwy RIESIEELITF—V—RNEH Y £ A,

F 7 x IV kN ORE

IR () T

ROFIZ, a~v FEANTEHEF—FarRLET,

Zoa<wr RFOnEREFEALE

ARV RE— | T7ATIA—ILE=F X2 )T4aVTERL
K
IL—TvF FSUART (VT TILF
LYk

AVTHFRE | VAT LA
ca-crl 2> 7 ¢ o %I o %I o R © X » RIS
Xl —3
Ng

avy FERE Ji)— ZEEAR

Z
7.01) Zoo<wr RRBMENE LS,

FEREDHA K4V

3l

ZOavy RPFEESIVTWDLEEEIE, WIRAAEIIL T 7220 NextUpdate 7 1 —/L K23 CRL IZ
FETHRERDH Y £79, ZOavy RPEHINTWRWGE, ASATlE, CRLIZ NextUpdate
T 4 =L R WA, WIREIIL7- NextUpdate 7 4 — /L K23 B D5 G BFFR SNVE T,

Wiz, 7V F heaerl 27 4 Falb—ary B—FREHBLT, FPTARKRAS B
central {Zxf LC, MR EIFL TV 720> NextUpdate 7 ¢ —/L K725 CRL ICHFAET S Z &

EMAET DB RLET,

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# crypto ca trustpoint central
ca-trustpoint)# crl configure
ca-crl) # enforcenextupdate

ca-crl) #



enforcenextupdate .

EEav> R

avy kR SRER
cache-time XyrvwiaDl Ty o WA SEMN CEELET,

crl configure

cacrl a7 4 X2l —Y g T— N2l LET,

cryptoca
trustpoint

JUZPHRNCARTAINRAY a7 4 Xal—ay B— REEEL
F7,




. enrollment protocol scep cmp est url

enrollment protocol scep cmp est url

ZDRTARKA L NOBGKCAEEEL (SCEP £721X CMP £ 721X EST) ZHE LT, Xk
URL % ET5HIC1E, V7 MCAMFARKRA L b a7 4Fal—a L E—RT
enrollment protocol scep|cmp |esturl =2~ > RZFEHLET, a~v> KOT 74 /L FiREILRE
TIZE, I~ Fono X EHHALET,

enrollment protocol scep | cmp | est url
no enrollment protocol scep | cmp | est url

BX DA

71 b= |SCEP CAURL. CMPCAURL, ESTCAURL #XRIL £7,
Jb

AU R TFI4ILE

AR E—F

T T H N FOREIFA T TT,

WDFIZ, a~vr REANTELE—RERLET,

ARV EE— | T7AT7 2+ —ILE—F F¥al)T4aVTFRb
K
IL—TFTv K FSUART (VUL TILF
LYk
AVTFXRARM | YRTLA

7 V7 kCA o it o it o it o it —
PNz .

e UML)
TA4F¥2lb— X
o (EST @

Ry

avy FERE

FEREDHA K54

Jy— EERE
A

9.7(1) ZoawrRpREMEhELE,

9.16(1) Zoa~y RIFEFE I, est NE R T hart g LTHARAENE
L7,

LTEVA YL ARy NT—=7TEFxa T4 F—bU=A T4 2E LTHRET D 72012,
ASA 1%, SCEP 3 L U Enrollment over Secure Transport (EST) (212 T Certificate Management
Protocol (CMPv2) ZMEMH LTV < D OREEEFEREL VR — M LET, ASA 731 AGiE
BB DB EKIZ CMPV2 2192 2 & T, CMPV2 3% CA 2B DRMIDFERAE & &
VR #EZ FEVRER L7720 . U —7 2l 2 AN RITIH A OREE 2 2 LR R 57
DOFEAEZ FEEL L2 TEET, ZE LA EIIIER DR E DIMNTIRAE S 4L, FEH
ERFIN/2 > TWD IPsec DEETHHA SN ET,



1

enrollment protocol scep cmp est url .

WOFENT, BéEA T a 2R L TOET,

(config)
# crypto ca trustpoint new(config-ca-trustpoint)# enrollment ?
crypto-ca-trustpoint mode commands/options: interface Configure source interface

protocol Enrollment protocol retry Polling parameters self Enrollment will generate
a self-signed certificate terminal Enroll via the terminal (cut-and-paste)
asa(config-ca-trustpoint)# enrollment protocol ?

crypto-ca-trustpoint mode commands/options:
cmp Certificate Management Protocol Version 2
est Enrollment over Secure Transport
scep Simple Certificate Enrollment Protocol
asa(config-ca-trustpoint)# enrollment protocol est ?

crypto-ca-trustpoint mode commands/options:
url CA server enrollment URL
asa(config-ca-trustpoint)# enrollment protocol est url ?

crypto-ca-trustpoint mode commands/options:
LINE < 477 char URL
asa(config-ca-trustpoint)# enrollment protocol est url https://xyz.com/est




. enrollment-retrieval

enrollment-retrieval

Bk ST — W — 2 PKCS12 B3 7 7 A /L & BfS C & 2 IR 2 B AL TR e 5121,
a—HhV7 YT RCAY—RR— a7 4 X2l — g F— KTenrolment-retrieval =~ >
REFERLES, HiME2T 710 FoRfE 24) 12V By FT5IFE, Z0av2 RO no
FEAEZFEHL £,

enrollment-retrievaltimeout
no enrollment-retrieval

XD timeout (e RE LA IS 2 — P — 728 1 — A1 )L CA bk Web ~<— P bR IT SN iEAEZ2 TS L
RPN SR WM ERELET, AR ZA L7 7 MEOHEFHIX 1~ 720 FEf T3,

AT R FI4I R T 7 AN BT, PKCSI2 B8k 7 7 A /Uid 24 BRI S TG T& £,

aAavYRE—FR ROFIZ, A~ FEANTELE—FEnRLET,
OV EE— | T7AT7 74— ILE—F Xa)TF4aVTFRE
K
=Ty F FSURART (VT TILF
LYk
AVTHFRAM |[VRATL
7 U7k~ CA o XHI — o KPiG — -
A S SN
T4 X2 lb—
vay
avy FERE Jy— ZEERRS
A

8.02) Zom~rFRBMENZELE

FEEEDHA KS4 > PKCSI2BERT 7 A MIiE, FAITSNIREAFEL F— T BEFENTVES, 77 A idn—
H b CA H— 3= |ZRAF & H, enrollment-retrieval =2~ > N THRIE S AU7- R PN IZ8 6% Web
R=UPLRETEET,

TP —PBERARE L v — 7 STV DG, £ D —H% —(3 otp expiration =~ > N THIE
L7 BRINTHIUEZE D NRA T — RE2ERA L OB CTE 9, 22— —RNEFITRERT D &
PKCS12 7 7 A W AERRE L OMRTE &4, T B — 3Bk Web X— U &8 H L CTREET, fif
OMOBEHTT7 7 ANV A —RNHELEIZ/R-7256 BELEI L THF Y ra— RITk
BL7-5a77Y) | 2—F —iTenrollment-retrieval =~ > FTHRE L7ZRIN THIITH L <
A —EFEETEET,




enrollment-retrieval .

\)

GE) ZoOWIZ, OTP OF LR & 1XBE%RH v XA,

i W, FEAEDOIREITH 48 FREILLINIZ PKCS12 B 7 7 A L& 1 —H )L CA — 3—7»
LR TEDLHIITHRETIMERLET,

ciscoasa(config)# crypto ca server
ciscoasa

(config-ca-server)

# enrollment-retrieval 48

ciscoasa

(config-ca-server)

#
WIZ, BUSFRERi 27 7 /L b D 24§ ) B> M3 202 R LE T,

ciscoasa(config)# crypto ca server
ciscoasa

(config-ca-server)

# no enrollment-retrieval

ciscoasa
(config-ca-server)
#

MEav>F av Uk 5 BA

crypto ca server CAYV—N—ar 74 FXal—ag rEF—Ravw s RT7EBATES
EolELET, Zhbpavr R+ 5Z LT, a—I/LCAZRKRIE
BLOEHTEET,

OTP expiration CABGEN—RICTITENTZ T B A LS A T — RO RN & i B
NMTHRELET,

smtp from-address | CA - — =N AT 2T RTOEF A —LVOFEEE 7 1 —/V FITHERT
HEFA =N T RLREHRELET,

smtp subject B—H NV CAY—_—=BERT DT X TOEFA—NLDOMN4 T 4+ —/L RIZ
FRENDITXF A PEEELET,

subject-name-default | CA % — /N —NFITT AT R CHO2— P —FHET—F—L L L & |2
HAENAWANY 7Y =2 N4 DN ZHEELET,




. enrollment retry count

enrollment retry count

HRATE A fRET 121k, 2V 7 b CA 1\721\?4’/F3/74#1V“*“/5/‘E*F
Tenrollmentretrycount =~ > FEEM LET, 77 4L FOBERATEEGERE IR TITIE
Da~xy ROonoBEREEHL £,

enrollment retry count number
no enrollment retry count

B DEREA

AR TIHIE

AU kFE—F

numhe BRERER D EE 2T D EROREL, AR RMEIL. 0. BLON ~ 100 DFRIT T,

number 513 OT 7 4V FEEEIZ 0 (IEHIBR) T3,

ROFIZ, a~v FEANTELHE—FaRLET,

AV RE— | 747D 4A—ILE—F tXxa)TF4aTERX b
&
=Ty K FSUART (VUL TILF
Lk
AVTEREN | VAT LA
7 U7k CA o it o it o it o it —
N7 A RRA
Vhavrag
X2l —g
v

avy FERE

FEREDHA FS14 Y

3l

Jy— EEAE
S

7.01) Zoo<r RRBMENELE,

FFBHEZER L721%. ASA L CA MO OIFHEOZE A2 B £T, ASA L, FESHhZHR
ﬁmhw;ﬁﬁi%thgﬁwﬁm\&%igk%ﬁr%hbiﬁAMAi I A AT
L0, ETITRESN T L HAITHREAK T T 5E T, ZREABMVIRLEELET, o=
<~V REA T arThy, BEREEZHREL QW AHE0ORMEA I ET,

wIZ, "TARRA L heentral DZ YV T RCA RTFTARRA L M a7 4F¥aL—
va Ly E—RERBL T, T A MKRA b central NOBEEERITEIE A 20 [FIZER
ETHH%RLET,

ciscoasa(config) # crypto ca trustpoint central
ciscoasa(ca-trustpoint)# enrollment retry count 20
ciscoasa (ca-trustpoint) #



enrollment retry count .

EEav> R

avy kR

B

crypto catrustpoint

JUTRCARNTAIRA L har 74Xl —aryT— NaeBih
L/iﬁ—o

default enrollment

BERNT A =B 5T 7V MEIZRLET,

enrollment retry
period

BIREOR 2 AR 30 £ CORMERH 2 0 AL THRIE L £,




. enrollment retry period

enrollment retry period

HRAITHREEZIEETAI2E. Y7 MCA RTA MRS a7 4 ¥zl —Y gy F—F

T enrollment retry period 2~ > RZEH LET, 77 4/ s OFRAITHIG

Zoawry FonoBRNEERALET,

enrollment retry period minutes

no enrollment retry period

2L

A A&

B DEREA

AR TIHIE

ATV R E—F

minutes £ gk R O 14F %

AT D bR

(THAL) o AL, 1~605 T,

T 7 XV NOEEIL 15 TT,

WDFEIZ, a~vr ReEANTELE—RERLET,

IZRTIZ

(=N

aAYVKRE— | D747 94— ILE—F XT3 TEREbE
K
=Ty K FSUARART (V)L TILF
LYk

AVTHFRM (VAT A
7 U7k CA o XFhts o % it o % it o % it o %It
FZ A RARA
VharvTg
Xal—3
Ve

vy FRERE J)— ZEERNE

A
7.0(1) ooy RREMENE L,

FRLEDHA KSA4 Y

3l

FEMIE A ZR LToth, ASA 1X CA DD OFEREOZEEHHET, ASA X, fEE SN HR

ITRIEPICEF 2 2 E TE WA,

varThy, BEIBREREREL TWOLEDHEH I IET,

wIZ, "TARRA L heentral D7 YT RCA RTARKRA L M a7 4¥aL—
vary ®— REBMBL T,
ETHHERLET,

ciscoasa(config) # crypto ca trustpoint central
ciscoasa(ca-trustpoint)# enrollment retry period 10
ciscoasa (ca-trustpoint) #

k7 2 bR A > b central NOOBERERAITHEEZ 10 451288

FEAEERZBEXRELES, Zoavy FNEAdr



enrollment retry period .

EEav> R

avy kR

Bl

crypto catrustpoint

JUZTRCAPTAMRA L R a7 4F¥ab—aryE— Felh
L/i‘é—o

default enrollment

TRCOBENRTA—F 2, VAT LIDOT 740 MEIZELET,

enrollment retry count

BFESROFRITREZ EEL L £,




. enrollment terminal

enroliment terminal

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

TDORTARNKRA L FTh Yy T2 RR—X MG (FEIEERE LFEENET) 2ET DI
. JUZXPFCA RTAMRA LV F a7 4 F¥alb—3 3 F— KTenrollment terminal =
< REMHEALET, a2 FOT 74V FEEICETIZEH, a~vr Fon a2 HALE
7,

enrollment terminal
no enrollment terminal

o=y RIIBIKELITZF—U— RiEZb Y T8 A,
T 7 4V N OREITA T TT,

ROFIZ, a~v FEANTEHEF—FarRLET,

ARV KE— | 774704 —ILE—F XAV T4aVTHFRE
&
=Ty K FSUART (VUL T ILF
Lk
AVTERE | VRT LA
7 U7~ CA o it o 3fhis o 3fhis o 3fhis —
kT X FARA
Vhavrg
X2l —Ig
v

avy RERE

3l

Ju— EEAE
S

7.01) Zoo<wr RRBEMENELE,

wiZ, hTAMFRA L beentral D7 V7S NCA MTFAMRA L b a7 4Fab—
TayEB—RERHBELT, FTARKRA L b central ® CABFEICH >~ k7o K ~_—
A NFRERETHH 2R LET,

ciscoasa(config)# crypto ca trustpoint central

ciscoasa(ca-trustpoint)# enrollment terminal
ciscoasa(ca-trustpoint) #

EEav> R

avw Uk SR AA

cryptocatrustpoint |7 J 7 hCA T A MRS v har 7 4 Xab—va v E— Rl
L\i—a—o




enrollment terminal .

avU kR B

default enrollment B NT A =B HT 7 3V MEIZELEY,

enrollment retry count | x5 gk 5K D45 & FRkAT T 2 EER AR E L £ 7,

enroliment retry BEREER 2 PR E T 0 £ TORER R 2 0 AL THRE L £7,
period

enrollment url ZDORTARKRA Y MK LTHERS (SCEP) ##5E L T. URL
FRELET,




. enrollment url (BE1E)

enrollment url (L)

TDORNTANEA Y NOBERC HENESE (SCEP) #FEL T, X8 URL 3/ ET AL, 7
UZF7RCANTFARMRA L a7 4FXal— a2 E— RTenrolmenturl =<2 R&E{#H
LET, a~r ROT 740 MREIZRETICE. 2 FOonoBXEHALET,

enrollment url url
no enrollment url url

ul
&

B DR

AR TIAIE

ATV R E—F

ul {EhEERD URL OARTEZIEE LET, RROE 131000 L7 TT (GBI EERIFR T
) .

T 7 XV NOEREITA T TT,

ROFIZ, a~ R ANNTELE—FERLET,

AV KRE— | T7ATO+—ILE—F tXaYF4arTFFR b
R
L—=TF9 R | rSVRRT |UTL TILF
LYk

AVTHERN | VAT L
7V R CA | e RS « S « X « I « I
N7 A RARA
harra
Fal—T3
v

avy FERE

3l

J)— EERE
A

7.0(1) Zoa~ry RENEIE L,

WIZ, PTANKRA Y Meentral D27 VTR CA FTARKAL F a7 4 ¥al—
varyE—RERKBLT, T A RMKA b central (Z URL https://enrollsite {23515 %
SCEP kA fiEd o hl &~ L £7,

ciscoasa(config)# crypto ca trustpoint central
ciscoasa(ca-trustpoint)# enrollment url https://enrollsite

ciscoasa (ca-trustpoint) #




enrollment url (BE1E) .

EEav> R

avy kR

B

crypto catrustpoint

JUTRCARNTAIRA L har 74Xl —aryT— NaeBih
L/iﬁ—o

default enrollment

BERNT A =B 5T 7V MEIZRLET,

enrollment retry count

BEEROEEZBAIT T 2R ELET,

enrollment retry
period

BIREOR 2 R 2 £ CORMERFR 2 0 AL THRE L £

enrollment terminal

CDORITAMRA L FRMA LI Y BT B =X MREREFEE L
£,




. eool

eool
IPH T a A ART T g /ZBWT, /N7y ko~ Z—NIZ End of Options List (EOOL)
G a VIMFIET AGEDT Vv a v EERT DK, RTA—FarT 4 Falb—ay
EF—RFTeool 2~ REFHLET, ZOMEEZT A E—7MITBIZIE. Z0oa~<w Ko
no &AL ET,
eool action { allow | clear }
no eool action { allow | clear }

BX DA allow End of Options List IP 7> a v & & T/ v h&FA LET,

AU R TIAIE

ATV R E—F

clear End of Options List 47> 3 > % /37 v B HEIBRL TG, 07y NEFFRILE
D

TNV ETIE, IPAT >3y A AT 3 X, Endof Options List IP 47> = v & & e
Ny heE Ry LET,

PATvary A AT gy R)v— vy 7 Tddault 2~ FaERTE, T 741
MEAZZEBECTEET,

ROFIZ, a~ FEANNTELE—RERLET,

AV RKE— | T7PAT94+—ILE—F tXa)F4a0TFRE
K
=Ty K ESUARRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA
NI A—H a o %I o %I o %I o %I —
V7 4F¥
Lr—g3

avy FERE

FEREDHA FS14 Y

Jy— EEAE
7S

82(2) oo~ s RRBMENELE,

Coa<w R IPF T ar AVARI gy R — <y P TRETE T,

IPATFvar A AR ayEZRELT, BEDIP AT awBfOEDIP N7y R
ASA BB CTEX 20 &M CE £, BEETITNry hEBBEIEZY, FFEESINLTWD
PATarvas7 )7 LTob Yy helilmswiz) TEEd,



1

eool II

F P ar A NOKIEET T g iF 13 OB eOhEElH, T_XTOF T a0k
WHIRE INT, A7 a 0l A MOKEERLET, ZHUE, ~v X —RIZESI< A~y
H—DRB LT LBWEER’H D F7,

W, IPF S ar A AR aryDTIyarrR)—<y P TRET A6 %
/j—_\.[/iﬁ—o

ciscoasa(config)# policy-map type inspect ip-options ip-options map
ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# eool action allow

ciscoasa (config-pmap-p)# nop action allow

ciscoasa(config-pmap-p)# router-alert action allow

BEEavT YR

av >R SRER
class RV —= DI TR~y THERELET,
class-map type inspect TV = aBEDNT T 4y P ERET AT DDA

AR vay PRy TEERLET,

policy-map LAY 34DRY >—~ov T EERLET,

show running-configpolicy-map | Bl7ZED R Y v — < F a7 4 a2 b— g »E2T_XNTHER
LET,




. eou allow (BELL)

eou allow (JBE1L)
A\

() Zoavwr FahAR— 95K %EDY U —AE, Version9.1(1) TL7,

NAC 7L —ALU—) a7 4 Xal—2a Tl IA4T 2 MU RBGHEEA X —T VT BT
. Zu— L ar 7 4 ¥Fal—yarEF— RCeudlow a2 REFEHLET, 2274
Fal—varhbavy REHIBRTI00I. 2oa<vr Fono B2 ERALET,

eou allow { audit | clientless | none }
no eou allow { audit | clientless | none }

B DEREA audit 2547 L ARRGEEFEITLET,

dientless 7 5 ¢ 7> F L AGEFEZ RITL £ T,

none 75472 NLVARGEET =TI LET,

ATV R FI4IN R T 7 AV FERIEICIT eou allow clientless B E N E EALTWET,

avY K E—F RORIZ, a~v 2 FEANTELE—RERLET,
OAYURE— | T7AT7 74— ILE—F t¥xal)F4a320TFRE
k
=Ty kF |FSIVART | VUT)L RILF
Lk
AVTEFRE |VRTLA
Jua—s ) 2 o %I — o I — —
V7 4Fa
Lr—a v
av Y FERE )— ZEEARAS
z

72(1) Zoawr RRBEINEnE L,

8.02) auditF 7T arABMENE LT,

9.12) oo~y RFEIEESNE L,

FEREDHA KS4 > ASA TIE, KOG ORMUENmIZSNTWLHEICOHRZ DA~y FBMEHSLET,

NACRY I — FATFLLTNAC 7L —L T — 2 3 FHT AL N—FRY L —N)
HESNTNDEZ L,

.



eou allow (BELb) .

ey g U DFRA NI EAPoUDP EERITIZA LRWT &

#l WIZ, ACSEZWHRA L7 94T v MUV RFIEOFEITE A F—T WM T D0 &~ L E
j—o

ciscoasa(config)# eou allow clientless
ciscoasa (config) #

WIT, BEEY—R—ZFH LTI IA4 T P AR EFETTH X IICASAZRET
DB &R LET,

ciscoasa(config)# eou allow audit
ciscoasa(config) #

KIZ, AR — =DM LT 1 =TT D0l zRLE T,

ciscoasa(config)# no eou allow clientless
ciscoasa (confiqg) #

BEEa<TUR avw > R i AR

debug eou EAP over UDP A X b ¥ 7 & A x—7 M LT, NAC 7 L— A
T—0 Aye—TEF Ry S LET,

eou clientless NACT7 L —AU—7 a7 4 X2l —aD7 347 L ARFRET
ACSIZH L TREE SN2 22—V LB L ORRRT—FEEF LT,

show NAC OfREETe, VPNt Y v a v OFERERRLET,
vpn-session.db




. eou clientless (BE1E)

eou clientless (F1L)
A

() Zoavwr FahAR— 95K %EDY U —AE, Version9.1(1) TL7,

NAC 7 V—AU—7 a7 4 FXalb—valilBiI57 7947 NVARBIETT 7A=Y
fa— P —R—CEETH2—PF—Z L AT — RELEET LTI, T a—)L a7 g
Fal—rarE—KRTeoudientlessa~> REEHLET, 774/ MEEZFEHAT SI2IE,
ZoavwryRonBAEFEHLET,

eou clientless user name username passwor d password
Nno eou clientless user name username passwor d password

XDt passvord EAPoUDP ERICIGE LR WY E— K RA DT FA4 T v b L ARIEEZTISGT 57
DIT7'A 2y ha—b b —R—|TEEFTHRAT— REEETHILEICATN
L7,

passvord 7 A4 7 R LA RA REYR— KT HDICT7 78R 2 hr—/L $—n—(C
BESNTWNENRNRT—REANLET, 4~32LFOASCUXFHE AN LET,

usname EAPoUDP ERIZIGE LAWY E— M KRR SDI T4 T ML AREERS T 57-

DIZT 7 A aryba— b h—R—ZEETH— L E2EFETIHHEICAN
LET,

usermmame 7 547 LA KRA RNEYR— T 5707 78R 2y ha—L —n—|Z
BRESN TP EFANLET, BEBLORRD A=, vv—75
o L BMS () LBIEE (  TAZU R (%) | iy a (<BXU>)
R, 1~ 64 3XF0O ASCI LT &2 AHLET,

A<V RFI4)Lk  username BYE L password BYEDT 7 4L MEIX, W& b clientless T,

avYRE—FK KOKIZ, a~r FEANTELE—NERLET,
OAXVFE— | T7AT7I24+—ILE—F XT3 TFRE
K
W=Ty bk | FIVRART | SUTL RILF
L bk

AVTHFRRAS | VAT L

S —

7a—N)L a o XI5
V7 4 ¥
=3 v




eou clientless (BE1E) .

avy RERE

Jy— EEAE
S

7.2(1) Doy RBMRBEMENE L,

912) zZoa~wr NFELENELE,

FRLEDHA KS14 Y

Zoawry Rid, ROEMETXTHIZ L TOWDHEAICOBRENTT,
c JITAT VMU ARIEE YR — T 572012, Fy hNI—7 RliZT7 78R 3 bhar—
P R—PREEINTND

*ASA L TU AT 2 N UVARIENA R—T N0 TV D,
+ NAC /3 ASA TEHREINTW5,

TP~y NX CiscoNAC D7 L— AU — 7 EEIcFIFEAINnNET,

& WIZ. 74T > N L ARIED 22— —4 % sherlock [T E T % #1277 LET,
ciscoasa(config)# eou clientless username sherlock
ciscoasa (config) #
IZ, 74T MUV ARIEOZ—F—L%F 7 4L METH 5 clientless IZEF T 5
BlERLET,
ciscoasa(config)# no eou clientless username
ciscoasa(confiqg) #
WIZ, V7IAT v FLUARRIEO/RAT — R& secret (CEH T 562 R L E7,
ciscoasa(config)# eou clientless password secret
ciscoasa (config) #
WIZ, 7547 b UVARIED/RAT — R&T 7 4/ METH 5 clientless (ZEF I 5
iz~ LET,
ciscoasa(config)# no eou clientless password
ciscoasa (config) #
BEa<v >R avy |EE
N
eou NAC 7L —ALVU—27 a7 4Xal—var Tl 747 MU ARGEEA £ —

alow |z Uk,

debug |EAPoverUDP A X hDOa X2 Z A 2—7MIZ LT, NACT L—LU—7 A
eou v —TET NN T LET,




. eou clientless (BE1E)

avy |ERBA
X
debug INAC 7L —LU—2 A R hOuX LT EAL F—T M LET,

nac




| e
eou initialize (BEIL) .

eou initialize (BE1L)
A\

() Zoavwr FahAR— 95K %EDY U —AE, Version9.1(1) TL7z,

1O EDONAC 7L —2 T =7y a AlE#0 S TonTndY =227 VT LT, %
Ty va Ak U TH LWESREO R AT v FREEZ BlAG 3 2 121X, FiME EXEC £ — R T eou
initialize =~ > R&fEH L £7,

eou initialize { all | group tunnel-group | ip ip-address }

X DERHA all TOASA FOFTRTONAC 7 L—AU—r v v g BHERLET,
group Mo TN —FIZED Y THNLTWNDTRTONACTZ L—LTU—T By ig
VMR LT,
ip H—ONAC 7L —LU—7 vy g ZHEMERLET,

ip-address Lo LD YE—K ETROIP T KL A,

tunnel-group Ko Rk ET Y BT v ST HNRTA—EDFR I — g AEREND b
RV T I—TF DA,

AT VR FI4NN T 7ANVNOBEERMEITH Y A,

ATk E—F ARV KRE— |T7AT774—ILE—F EELYF o ALFER R

N

L=Ty bk | FSVRART DT < ILF
LYk
AVTERRL |VARTLA

¥FHE EXEC o I — . % _ —
av Y FERE Jyy— EERE

S

72(1) Zoa<wr RBNBMENE LA,

9.12) Zoa~vr RiFFEESRELE,

VE— N ETORATF Y PREREINTZD, BB TOENTWNWETZ7EA R — (DFYHF
7o —RENZACL) WEFEINLZY LEzEEI, By va il yconTtnsdl y—
2B VTTIHEEE. Zoa~vr FEEALEST, 20oa~vr REANTLHE, RAF vk
FEICEH SV D EAPOUDP 7 Y V= — a VB I OT 7B AR U—nNEEEINE T, HRiE

EREDHA K4

| " e



. eou initialize (BElL)

HFIZIENACOT 74/ DO ACLDBEZN E 70 B2, By a v ailifbd 2 E&a—9F— |k
774/&’%%¢5%AW%Di¢0_®:V/hi RAF Y HERM LRI TWVA Y
WITER LEH A

Z D3~y Rl CiscoNAC D7 L— LU —7 ik HHENET,
Bl WIZ, TRTCONAC 7 b —LT—7 By ia a2t a6z~ LET,
ciscoasa# eou
initialize all
ciscoasa
RIZ, gl &V PR ZA—FICHD ETHEN TS T XTONAC 7 L— LU —
7 vy va rENMET 562 R L ET,
ciscoasa# eou
initialize group tgl
ciscoasa
WwIZ, IP 7 R L% 209.165.200.225 #Ff> > RARA LV FONAC 7 L —ATU—7 v
Va rxHREET 2R LET,
ciscoasa# eou
initialize
209.165.200.225
ciscoasa
BEavUF avw Uk &R

eou revalidate 1 DU EDONAC 7 L —LTU—27 By v a v ORAT ¥ HERE T HIC

g L E 9,

reval-period NAC 7 L—AU—27 v g TORI LIZRAT ¥ HEROMBZIEE
Liﬁ‘o

sg-period NAC7 L—AU—7 vy a U CIERICET LIERATF v iR L, RXA

kN RAF ¥ DB ZT R LMD 7 =) — L DOEZEEL £7,

show NAC OfEREZET, VPNt v v a v OEREFRRLET,
vpn-session.db

debug nac NAC 7L —LU—7 AR vOuX o T 32— M LET,




| e
eou max-retry (FElb) .

eou max-retry (EE1b)
Y

() Zoavwr FahAR— 95K %EDY U —AE, Version9.1(1) TL7z,

ASA /N EAPoverUDP A v & —T% U E— ha v Ea— X CHEET HEEELET HITIL,
Jua— b ary7 4 Xal—varET— FTeoumax-retry 2~ > RaALEd, 7741
MEZFERHT 21213, Z0a~vy RonoBREFEHLET,

eou max-retry retries
Nno eou max-retry

BXDEREA reres fEk(E & A ~ — BSHIREINIC R > T2 BT HHME T D I ARIR L £ 97, 1~ 3 O
DiEZ AT LET,

ATV RFI4IR T 7 ANV MEX3 T,

ROFIZ, a~ FEANTELHE—FaRrLET,

AR E—F
ARVKE— | 774724 —ILE—F tFXaT4a0TFRE
k
=Ty K FSUART (VT T ILF
Lk
AVTEREN | VRT LA
Ja—sN )L o o Xfhts — o %It — —
V74K
Lr—g
avy FERE Jy— ZEHEAR
3

7.2(1) Doy RBRBEMENE L,

9.12) Zoavwr RFELESRELRA,

FEREDHA RSqY ZO0Oa<r NI ROFMFZTNTHIZ L TWDERICOHRAZTT,

c I TAT YV M VARFEAEY K= T D0, Ky bU—S RIZT /A 3y br—b
P R—NEEINTND,
s ASA ETU IA4T7 v M UVRFEENA X —T N> TN B,

+ NAC /3 ASA TEHREINTW5,




. eou max-retry (FElb)

3l

ZPDa<Y NiE CiscoNAC D7 L— AU — 7 i mEAINnNET,

&IZ. EAP over UDP O FXE(FEIE%E 1 IZHIRT 2612~ LET,

ciscoasa(config) # eou max-retry 1

ciscoasa (config) #

&I, EAPover UDP D EEEIE AT 7 4V METH D 3 ICEET 262 R LET,

ciscoasa(config) # no eou max-retry

ciscoasa(config) #

BEEa~v

> >

eou timeout

NAC 7L —ATU—% a7 4 X a2l —3 9 CEAPover UDP A vt —
THEVE— M BRAPMIEE LRI T OREEEE L E T,

sg-period

NACT7 L—AU—7 oy gV TIEFICRET LIERATF v iERE, RA
r RAF ¥ OB ETARD KO 7 =) —LOREEfFRTELET,

debug eou

EAPover UDP A XV h DX 7% A F2—T7 /LI LT, NAC 7 L —2A
T—J Aob—%T 0 7 LET,

debug nac

NAC 7L —ALU—07 AR vDuaXr T EA 32— N LET,

show
vpn-session.db

NAC OfERZ&Te, VPN g v OBFWRER R LET,




eou port (BELb) .

eou port (BELb)
S
() Zoavwr FahAR— 95K %EDY U —AE, Version9.1(1) TL7z,
NAC 7L —AU—7 a7 4 Falb— a8, Cisco Trust Agent & @ EAP over UDP
BEHERAT IR — MEEEEETHITNE, Fue—ary 7 4Xal— g2 F— RTeou
port A~ REMHLET, 7740 MEZFEHT 212X, Zoa~vr FonoBXEHH L
£7
eou port port_number
no eou port
XX DEREA port_number EAP over UDP @5 IR ET 527 74 T b =2 RBEA v FOR— &R, =

DFF1%, Cisco Trust Agent (ZFXET DA — hFEHFTT, 1024 ~ 65535 OHIFHD
fEEAILET,

AT R FI4ILR T 7 AV MEE 21862 T,

AR FE—F

ROKIZ, a~ P ANNTELHE—F2RLET,

ARV RE— | TFATIA—ILE—F tFaUT43aTFRE
k
=Ty F FSUART (VT TILF
Lk
AVTHFRE | VAT A
Ja— )L a o Xt — o Xt - -
V74K
L—ya

avwy FERE

J)— EERE
R

72(1) Zoa<wr RBNEBEMENE L,

9.1(2) Zoa<wy RiIIBEIEINE L,

FEHEDHA KS4Y O~ RiECiscoNAC D7 L— AU —7 LT ITEH S ET,

3l

&IZ. EAP over UDP iB{E DR — hE T % 62445 ICAE T HHl 2R L ET,

ciscoasa(config)# eou port 62445
ciscoasa (config) #




. eou port (BELL)

&KIZ, EAP over UDP @G DR — hEBET 7 4 /v MEIZEFE T 502~ LET,

ciscoasa(config) # no eou port

ciscoasa (config) #

debug eou

EAP over UDP A X hDOua X2 7% A % —7 /L2 LT, NAC 7
L—bLU—7 Ao —%F RNy 7 LET,

eou initialize

1 OUEDONAC 7L —2U—27 vy g iZE8n 4 Tco5nTing
VY —2ZHEL, By a T EITE LWESORATF v il
R L ET,

eou revalidate

I OUEDONAC 7L —2U—7 v gV DRAF v HWERET-
72 HIZHERE L ET,

show vpn-session.db

VLAN< v B> 7 L NACOREREZ T, VPNE Y v g v OFE#E
FRLET,

show
vpn-session_summary.db

VLAN~w v B> 7ty a7 —% %L, IPsec, CiscoAnyConnect
7 74T R, NAC DLy ¥ arOFEFRLET,




eou revalidate (BE1E) .

eou revalidate (Bgib)
A

() Zoavwr FahAR— 95K %EDY U —AE, Version9.1(1) TL7z,

12O EDONAC 7L —L T —2 vy a L ORAF ¥ FREEA 1277 BICFEITT B2, Kk
EXEC £— F T eourevalidate =~ > R&{FH L E7,

eou revalidate { all | group tunnel-group | ip ip-address }

X DERHA all ZDOASA FOFTRTOHONAC 7L —ALU—V v a2 HERLET,
group Mo RZNV TN—=TIZED L THENTVDETRTONACT L—A T —F kv g
VMR LT,
ip H—ONAC 7L —AU—7 vy a5 HMRLET,

ip-address  fr DU E—hF ETMOIP T KL A,

tunnel-group Ko x LBty BT v ST HNRTA—E ORI =g AMEREND v
PRIV T N—T DL,

ATV R FI4IAN T AN FOBESEIZH Y EE AL

aAvU R E—F ARV EE— | T7AT 24 —ILE—F tXaTF4a TERE

N

=Tk |FSVART | LUT)L RILF
Lok
AVTHRRARN | VAT LA

¥#HE EXEC o S5 — . SIS _ —
av v FERE J)— ZEKEAR

R

72(1) Zoa<wr s RRBEMEnE LR,

9.12) oo~ RIELEENELE

FEREDHA KS4y ETORAF ¥, FEFHOVHETOEATNLET 7 ERA R v— (DFEVFUrrm—Rahiz
ACL WFEET HHEFD ACL) WEFRINT-HAICZ0a~vy REEALET, Zoa~vy
Rix, IrLWESREORAF v RGEEEZ B LE T, a2~ RATENCAEN TH 2R AT v i
ARBLOEV Y TOHNTWAT 7 ARY —iF, HLWERRAF v BEEICE £ 7213 RT 5

| " e



. eou revalidate (L)

3l

FTIEBIEHEANERDET, ZDa<xy NI, RAFYHERAPOLREIN TWAETITIE
ER L EH A

ZPDa~<y NiE CiscoNAC D7 L— AU — 7 P mAEINnNEST,

I, TRTONAC 7 L—AU—27 By g 2EBREHTAHE2RLET,

ciscoasa# eou
revalidate all

ciscoasa

WIZ, tg-1E V) PRV T A—TIZED S THRTNDTRTONACT L— LT —
7 by va rEBBERET o0 E R L E T,

ciscoasa# eou
revalidate group tg-1

ciscoasa

WIZ, IPT R Z209.165.200225 2> RABRA V FONAC 7 L —LU—7 & v
VarEBRREIET A E R LET,

ciscoasa# eou
revalidate ip
209.165.200.225

ciscoasa

EEav> R

avy kK | iBH

debugeou |EAP over UDP £ Xy hDua X 7% A x—7 2L T, NAC 7 L —AL U —7
A= T NNy T LET,

eou 12U EDONAC 7L —2U—7 By a  iCE8YYTHENTWEY VY — A%

initialize | L1 o g T L CH LWESRED R AT v MR A BMG LET,

eoutimeout NAC 7L — AT —27 227 4 ¥ a2l —3 52 CEAPoverUDP A vt —T% U
F—h BRAMIERE LEBIHET OB AELETE L £,

reval-period | NAC7 L — AU —2 v g L TORN LTZRAF ¥ HERORIR AR E L £,

sg-period |[NAC 7L—AU—2 vyl g TEFICETLERAF YHERE, AA KX

F v DB ZFR DKM D 7 =) — L DR ZEEL T,




eou timeout (BEIL) .

eou timeout (BE1L)
A

GE) Zoavwry REdR—MF2H%DY Y —AX, Version9.1(1) TL7z,

NAC 7 L —ALU—7 a7 4FXalb— a8, UE—F RANMIxLTEAPover
UDP A v —V & FE LTERICFHET O BALEETHITE, Z/e— v a7 ¥ b—
gy F— RTeoutimeout 2~ REEALET, T 74V MEZERATHI2IE, Zoav
Y RO no A ZLEH L ET,

eou timeout { hold-period | retransmit } seconds
no eou timeout { hold-period | retransmit }

X DERHA hold-period EAPoUDP 54 T[E15%> @ EAPOUDP # vt — 2 & 345 L= % IS4 % B K
i, eouinitialize £7-i1% eou revalidate 2~ R TH, ZDOXA~—NT7 VT EN
FT, ZOXA~—D0HIRYNIZ/R-T25A, ASAITYE—FKAREDFH LW
EAPoverUDP 7V v — g U2 BIE L £,

retransmit | [a]¢> EAPOUDP A vt — VEEHRICFHET DR, UV E—h BA MBS
BERbbHE, ZOXA=—1F7 V7 INFET, eouinitialize F 7213 eou revalidate
avY R ThH, ZOXA~—N7 VT INET, A4 ~—NHROINZRD &
ASA 13V E— bR A MZXf LT EAPoUDP # vt —Y & FHikE LE T,

seconds  ASA 3T D%k, hold-period JEMEIZIE 60 ~ 86400 DHFPHDE % |, retransmit
BIEICIE 1 ~ 60 OFFEOMEE A LET,

A<V RFI4)Lk  hold-period 7> 5 DT 7 4L MEIL 180 TY,
retransmit 47> a »OF 7 4 /L ML 3 TT,

avY R E—R ROFIZ, A~ FEANTELE—FERLET,
ARVEE— |T7ATI74—ILE—F 'F2UT4aAVTERXEL
k
W—Tv kK FSURART |DUT 0L 2 ILF
LYk
AVTHRRAR | VAT LA
7a—N)L a o Xtha — o Gt —_ -
V7 4F =
L=




. eou timeout (BE1E)

avy FNERE

Jy— EEAE
S

72(1) Zoa~r RBRBNERELE,

912) zZoa~wr NIFELENELE,

FRLEDHA KS14 Y

3l

ZPDa<2 NE CiscoNAC D7 L— AU — 7 EREcEiFEAINnNET,

WIZ. FTLWEAPover UDP 7 Y v —3 a v 2 BALAT A F COREIRT % 120 #IC
EHET L0 2R LET,

ciscoasa(config) # eou timeout hold-period 120
ciscoasa (config) #

WIZ. FTLWEAPover UDP 7 Y v —3 a A BAGT A F COREI 27 7 + L
MEIZAET D0 2R LET,

ciscoasa(config)# no eou timeout hold-period
ciscoasa (config) #

WIZ, HEEIA~—2 6 PICERT Ll 2R L E£7,

ciscoasa(config)# eou timeout retransmit 6
ciscoasa (config) #

W, BREIA~—%2T 74/ MEIZELET 562" LET,

ciscoasa(config) # no eou timeout retransmit
ciscoasa(config) #

EEav> R

avr k| EEA

Ao —TET NN T LET,

debugeou |EAPoverUDP A Xy hOBR XLV H A X —7MIZ LT, NAC 7L —ATU—7

max-retry | m¥ a2 A28 L,

eou ASANYEF—hrarBa2—ZIZx L TCEAPover UDP X v —U 2 HiEET S




erase .

erase
Tr7ANVAT LEHEELTHE 74—~y b1 510013, FHEEXEC £— K Cerase2~ > K%
EALEY, Zoa<wr Rt EEROVAT AT 7 A NEEGHTXTOT 7 AV E EEXL
CITF7AN VAT LEWEEL, 774NV VAT EEBHA LA =L LET,
early [ diskO: | disk1: | flash: ]
X NN dk0 (L) WL X7 h 75 v a AFY I— REEEL, fildCanr 2 AN LE
ﬁ‘o
dkl (£&) #Ear 7 F 79 v a AT h—REEEL, i Tanr 2 AHLE
ER

AU RTIHIE

flah:  (fEE) WHEZ Z7 v v a2 AFVEEEL, lJ Tarnr a2 A LET,

XE T7Ivva ARV EHETLIE, 7T vV a AR VIRES A TNWE T AL
VAEBRBHIBRINET, 7T v a ATV EHEETIHHIZ, TABUARE
WMAFFELTLEE N,

ASA 5500 ) — X TX, flash ¥ — 7 — FiZ disk0: D=1 U7 2T,

T 7 4V N OBEWERMEIZH W FH AL

ROFIZ, a~ FE AN TELE—RERLET,

avvkE—F

ARV RE— | IFAT I+ —ILE—F t¥ayFaUTERE

K

L—F v K FSURRT (VU8 )L TJLF
Lk
AVTHFRAR | VRTLA

it EXEC o %It o %It . % _ s

avy FERE Jy— FEHRE

FEREDHA K4V

A

7.01) Zoo<wr RRBMENELE

erase 2~ RiZ, OXFF XZ — U ZFHLT7 7 v 2 AFY FOTRTOTFT—ZEHEEL.
DT 7 ANV AT LENNYCT—T NE2T S A CEEHZ £,

FEETRDOTV AT LT 7 ANERLS) BRENTNDITRTOT 7 A VEHIBRT 25513,
erase =~ RTIE72 < delete/recursve =~ REZ AN LET,




. erase

\)

() ASAS500 vV —XTiL, erasea~> R&F(TTHE, T4 A7 LOTRTO2—H—
T—HPNOXFF ¥ — B L CTEESNE T, —F, fomata~> RiZ7 7 AL R
T AOHKIEHEEEZ )y b T DT, rawT 4 A7 SRR Y — L EERTLE 2
DIERITETZZHRTEDAEENDH Y 77,

i KT, TrAN VAT AEWELTHT +—~ v 50557 LET,

ciscoasa# erase flash:

BEav >R avy |EBA
N

delete  |FERTDIAT LT 7 ANERSFRENTNWELTRTOT 7 A LEHIRLET,

format | GERRDOI AT L 77 A NEE) T _XTOT7ANEHEELT, 77AL ¥
2T LT F—<v b LET,




esp

esp II

IPsec /XA AN —A L ART g9 TESP U RNVEBEIWAH bRV DIRNT A —H BIHRET
DITIE, RIA—H ar 74 Fal—raryE—RTep a~vr FEFALET, ZOHRE
T =TT AR, Zoavry Ron A FEHALET,

{esp | ah} [ per-client-max num] [ timeout time ]
no { esp | ah } [ per-client-max num] [ timeout time ]

BX DA

AR R TFI4ILbE

avUFE—F

esp ESP o RNVDNRT A =X EBHRELET,

ah AH b RNV DRT A= EfRELET,
per-client-max 1207 TAT 2 EDRBORRK M RNVEERELET,
num

timeout time ESP ho RADT A KAV FA LT 7 NEBELET,

Zoawy R TN TT 4 =T N CTWET,

ROFIZ, a~ P ANNTELHE—F2RLET,

aAY U RE— | D747 94— ILE—F tXxaYF4aTFXR b
k
IL—Tv K FSUARRT (VUL TILF
Lk
AVTXAR [VATLA
NI A—H a o KHIE o KHIE o KHRE o KHRE —
V7 4F =
L—ya

avy FERE

3l

J)— EERE
A

121) Zoawr R3BEmEShE L,

WRIZ, UDP500 D vT 7 4 v 7 ZdFa] T 562 RLET,

ciscoasa(config)# access-list test-udp-acl extended permit udp any any eq 500
ciscoasa(config) # class-map test-udp-class

ciscoasa (config-pmap-c)# match access-list test-udp-acl

ciscoasa(config)# policy-map type inspect ipsec-pass-thru ipsec-map

ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p)# esp per-client-max 32 timeout 00:06:00

ciscoasa (config-pmap-p)# ah per-client-max 16 timeout 00:05:00
ciscoasa(config) # policy-map test-udp-policy




. esp

ciscoasa (config-pmap) # class test-udp-class
ciscoasa(config-pmap-c)# inspect ipsec-pass-thru ipsec-map

BEEavT YR

avy kR B
class RV =~ T DI TA Sy THERELET,

class-map type inspect

TV r—2a BB NT T 4y 0 ERET DDA
ARy vay JIA <y T EERLET,

policy-map

LAY 34 DR — <~ T EERLET,

show running-config policy-map

BHEOR)—~y a7 4Xalb—y g 2T _NTER
LET,




established

established .

ST SNTBHRIC DS, A= M ORVEREFF 751213, Ju— a7 1 Falb—
g v F— N Testablished =~ FZ&#iH L E£9, established #EEER T 4+ E—T LI T BT
X, Zoa<r Rono BRE2HEH L £,

established est_protocol dest_port [ source_port ] [ permittoprotocol port [ -port ] ] [ permitfrom
protocol port [ -port ] ]

no established est_protocol dest_port [ source port 1 [ permitto protocol port [ -port ] ] [
permitfrom protocol port [ -port ] ]

B DEREA

AR R TFIAILE

aAvU kR E—F

est_protocol fifgsz Sz DN v 7 T v ST S IP u k=L (UDP £7213 TCP) %
BELET,

WESL SVIZHEE DN v 7 T TN D55 R — b afiE L £7,

dest_port

permitfrom (&) fEEL-R— OB ESNLIREY F o ha VB EZHF T LET,

permitto EE) FEELLR— MIERTDRY 7o ba ki ae i LET,

port[-port] (f£&) RV e (UDP £721% TCP) seseh— FE2EEL E7,

protocol ULE) REvEgGoffAsnasIP 72 =2 (UDP $£7-1% TCP) .

source_port  (fE&) #ELSNT-Eke DN > 7T v FMEHT 2% E R — 2 EL £

T 74V NOREITRO LB TT,
edest port: 0 (VA /L KH—R)
e source port: 0 (VA /L RA— 1K)

WDOFIZ, a~ REANTEDLE—RERLET,

ARVEE— |T7ATI74—ILE—F tXaUT422TFXL
K
IL—FTv K FSUART (VUL TILF
LYk
AVTERR [YRTL
Ja—sr 3| e s o %t o %It o %It —
74X =
Lr—g




. established

2T KRR Jy— EENE
S

7.0(1)  F—U—KtoB LV fromB CLIZHHEIBRESNE Lz, iV IZ%F—T— K permitto
B L permitfrom 2/ L %9,

FEREEDHA K54 > established 2~ REMMT 5 L. ASARRBDOREEHGORY 7 7 ALFHFAITEET, 20
a<w 2 RiE, Fy FT =70 6RE I, ASAIZ L > TRES N TW A Ino#ERE, 8L UNE
RARNPDBDEL 2 5D7T /3 A AMDEFR Y el L TEIEL £7, established 2~ N
T, HRON Yy 7 Ty SR T 25808 — M EBECTE ET, AR — NEEET L&
IZEo T, avwr FE LN HHETE, si5ER— MIBEE T 5 3#E AR — MIABT
bH7v hanzYiR— K TEET, permitto 35 X O permitfrom ¥ —V— K TiL, V¥ —>r A
PR N ERLET,

A

ERE established =~ KT, #IZ permitto F— 7 — KI5 X O permitfrom ¥ — 7 — R&ZFEET
52 EEHRLET, ZNHDOF—U— REHEE L2 Testablished =~ > &%
&L AN AT BZHERE LTE AL EN D DOV AT Kb HEERUCBIE T 2 NEAR A MC
*f U CHERIBRICHEGE N ATREL 72 D720, ¥X 2 VT 4 DY A7 BRRELET, 20X
IRRBLT. NS AT L OHBRICEA SN D FREMER S Y £7,

1A WIZ., established 2~ REELLSHHLARAWESICEF 2 U T 0 ERDRET DA
BEMERH B Z L E TV SO0l E R LET,
WIZ, NERS 2T L HANVE AR A R O — k 4000 (2 TCP Bt 2 et L= &1c., 4
HARA SN OEREOT e harzH L TUEEOR— MRV B AML T 5 2 &
PRI HIERLET,

ciscoasa(config) # established tcp 4000 O

Za ha )L TEHENIR— FBRFEESNTOWARWESIT., HETR— B X U%Edk
R—FIO0ZEIBETEET, VAL KFI—FRAR—F (0) 1. LERBEEIZOMEH
LET,

ciscoasa(config)# established tcp 0 0

\}

(GF)  established =~ > FWIELEET 72021, 7 74 7 > Mt permitto ¥— 7V — KT
ESNZR—FTY v AT HLERHY £,

established 2~ > Fid, nat0 =<2 K& & A TE ET (global =~ R 723
/El\) o




established .

\)

GE)  established =~ K%, PAT & & HITEHATAZ LT TEEHA,

ASA Tid. established =~ REFIHT 5 Z LIZ K> TXDMCP 23R — b SivE
7,

A

AR ASAZEL T XWindows Y AT AT S U A —varwfifdse, X207 DU R
TR ETHEREENH Y T,

¢l

T 7 4L h T, XDMCP IZA4 127> TWETH, RO X 91T established 2~ K&
AN Lkt a rNETLEREA,

ciscoasa(config) # established tcp 6000 0 permitto tcp 6000 permitfrom tcp 1024-65535

established =~ > R& AF1T 25 &, NEBO XDMCP 324475 2 |+ (UNIX & 72 1% Reflection
X) 2 BAMHO XDMCP %45 XWindows Hh—/N— |27 7 £ A TX £9°, UDP/177 ~—
A @ XDMCP (2 £ - T TCP _X—A®D XWindows & v > 3 VN Ty m— k &h, %
DTCP RV FE AT AT ENET, VE—2 b T 7 4 v 7 DEETLAR— MITHTH D
728, source port 7 4 —/L RIZ1Z0 (VAL KA —R) Z4EEL £, dest port i 6000
+nERVET, nik, B—INVDT A AT VA FSFERLET, ZOELZEETHIC
IZ. WO UNIX 2~ > RZEMEHL £,

ciscoasa(config)# setenv DISPLAY
hostname:displaynumber.screennumber

(=P —RFECESNT) BE < O TCP HEfmAPVEMR S, T D OEREORE T
F— FBRYITH D71, established =~ > RANEL 720 4, 556K — hOBR
ABT 47 T, ASA Tid, XDMCP 7 o v 7 AT v 7 BNiZaic EI1 8 £ 9,
AT 4 F 2= a VEMNELD EEAN, TCP Yy v a VEMIMTEXHXK951C
established =~ > KEZ AT HLENRH Y F9°,
WIZ, EETTR—=FCHHR—FBmEO 71 ha/LAZFEH L2505 A MMEO#E
GOMERLET, ASARRHB T e hanD (FeharDid”e ha A &idR
RO TWTHNENERA) ICEDRV LT 2121, EEIXAR— FBAR—FF
W2y AR — FAR— B EIZRIGE L TWDAHERH Y F97,

ciscoasa(config) # established A B C permitto D E permitfrom D F

&Iz, TCP%ESEAR— 6060, BLIEEDOEETAR—FEHH LT, WEAR 0D
NE R A MR 2 BRI B2 R LE T, ASA TlX., TCP AR — b 6061 8L
EEDOTCP EEILA— 2 LIZAA NEOY) X —2 b T 7 0 v 7 DRI ESNE
KR

ciscoasa(config) # established tcp 6060 0 permitto tcp 6061 permitfrom tcp 0O

" e



. established

&Iz, UDP%ESER— K 6060, BLMEEDEETR— FE2MHHAL T, AR D
SR A Mzt & BRI B2~ LE 9, ASA TlX, TCP%E%EA— b 6061 B3 L
TCP EZ LA — 1024 ~ 65535 ZfEH L7=FR A MDY X —0 " T 7 4 v 7 N[ &
nEJ,

ciscoasa(config) # established udp 6060 0 permitto tcp 6061 permitfrom tcp 1024-65535

Wz, a—BL IRA R BAMNEAR R MR — b 9999 ~D TCP #5f% & Blts9 2 il & 7=
LEd, ZOHTIE, AEEANOR— K 4242 0vH 2 —T1 L I8 A DR — |k 5454 ~
DRy FRFR S IET,

ciscoasa(config) # established tcp 9999 permitto tcp 5454 permitfrom tcp 4242

BEaY

~

-

K

avw vk ERBA

clear configure established MesrESniza~<r RETXTHIBRLET,

show running-config established | f 37 & 41 T D BEEIC IS < FFATE S DB E i 2 Fm L

£




event crashinfo .

event crashinfo

ASATI T v amBELIELBRIARV N3 —Vx 77 Ly bE NI T—TF25120%, 4
RURN=FZ—U¥ 7y hary7 40Xl —3 32 F— RTevent crashinfo 2= K& fif
ALET, 77 v aA_Xr MEHIBRTHICIE. Z0a<vr RO noEXEEHLET,

event crashinfo
no event crashinfo

X DERHA Zoavy FIFGIEELITF—U—FNEIH Y £HEA,

ATV RFI4ILL T AN NOBERHEIZH Y EH AL

av YR E—FK WDFIZ, a~v FEANTELE—RFE2RLET,
ARV KRE— | T7AT7I4—ILE—F t¥a)T4a0T7FXEb
X
=Ty K ESUART (VUL TILF
Ly k
AVTFERR | VRT L
ARk = o Rt o Rt o Rt — —
TV T
Ly hayv
T4 F¥ a2l —
D=V
ATy REE Yy— ZERE
2

9.2(1) ZOawy RPRBEMENE L,

ERELEOHA KS4q> output 2~ ROMEIZERZ <, action 2~ KX 7 v v a7 7 A VaxtRE LET,
tH)1% show tech =2~ > RORHZAER S LE T,

\}

GE) ASANI T v all-Ba, TOREBITEEIIARHTT, —#HOCLla~vr Nk, 20
REED & X ZFITT DXL RETRWEERH Y £9,

# KT ASAIR Y T oo a LEBAICT I Ly Mo U H—F 5% 57 LET,

ciscoasa(config-applet)# event crashinfo




. event crashinfo

EEav> R

avw vk EEA
event none AR =% Ty NEFERTERE LET,
event syslog id AR N3 —=V % 77 Ly Msyslog A X hZ&BINLET,

event timer absolutetime

et A N b XA v —ERELET,

event timer countdown
time

B NG A== AR FERELET,

event timer watchdog time

VAT Ry A= ARV bERELET,




event manager applet .

event manager applet

AR NET 7 a ROV T4 R0 N ~F—Vy T Ly hEEREI3HE
THIIE, Fr—rL a7 4 X2 b—3 3 F— KT event manager applet 2~ > R & ffi ]
LET, ANV Fvx=Ux 77y FEHIRTDIE, Zoavy FonoBAaH L%
D

event manager applet name
no event manager applet name

BX DA name Ny kv F—U% 77 Ly hOAREEELET, ARICIIRA R XTFORSE
fEHTE £,

ATV R FIHIARL T AN FOBESEIZH Y EE AL

9w R E—FK WDOFEIC, A~y FEANTELE— FERLET,
aAY VU RE— | D747 94— ILE—F tXxaYF4aTXFR b
k
IL—TFTv K ESUART (VUL TILF
LYk
AVTFXRAR |[YATLA
Jua—s )L 3 o It o it o it — —
V7 4F =
Lr—g
avy RERE )— ZEEAS
z

92(1) oo~ s RBMEnELE,

ERLEDHA KSq4y AV EYF—V% Ty har7Fal—varE— REiET 51213, eventmanager
applet =~ REMFHALET,

i WIT, ARV =F—Uy Ty hEfERL, ARV k% —Y% 7 7Ly k=
V74X a2l —ary B— NEEBTAEERLET,

ciscoasa(config) # event manager applet appletexamplel
ciscoasa (config-applet) #

BEEav R av R ERBA

description Ty MIOWTHLET,




. event manager applet

avy kR

Bl

event manager run

ARV N 2=V ¥ Ty FEFEITLET,

show event manager

WESNIEAXR P ~vF =V T 7Ly hOREHEREZFRLET,

debug event
manager

AR N X=X DT RN NL—RAEERLE9,




event memory-logging-wrap .

event memory-logging-wrap

AERVBRX L TDT yTFAR N NI T—2RET HITIE, AN v32 =Ty 7Ly b
a7 4 X2 bL— 3 F— KT event memory-logging-wrap =~ > R&fEH L £,

event memory-logging-wrap

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY R E—R ROFIZ, A~ FEANTELE—FERLET,
ARVEE— |T7ATI74—ILE—F 'F2UT4aVTERXEL
K
=Tk FSUARRT (V2T < ILF
L> bk
AVTHFRRAM | VATLA
A= o« R o XIS o XIS — —
F—=Tx T
Ly b3y
TA4F 2 lb—
va v
av v REE ) — EKERE
R

94(1) —oa~r FABMESHELE,

FEREDHA KSq4y AEFIRXLTOT 9 TRAX—=TNDEE, AET) 0 =N A X M XU hvX—Ty
R EL, RESNET Ly FE2 R H—LET,

Bl WIC. TRTOAEYE Y ST HTRT BT Ly amLET,

event manager applet memlog

event memory-logging-wrap

action 0 cli command "show memory logging wrap"
output file append diskO0:/memlog.log

ciscoasa(config-applet)
ciscoasa(config-applet)

(config-applet)
ciscoasa (config-applet)

ciscoasa

#
#
#
#

EEavr R avw vk B7LL]
memory logging AR X T EAX—T M LET,
show memory AEY BX T ORRERRLET,
logging




. event none

event none

B DEREA

aAavY R FI4ILk

AU kRE—F

AR N3 =T Ty hEFEITHOHETIICE, ARV b=V Ty oy
T 4F¥a2l—YarE—RCTeventnone 2~ REMHLET, FEIFFECH LAEEIKRT I
1. Zoa~vwr FoOnoERAEHALET,

event none
no event none

COa=y FIZEBIEELEEF— TV —FEH D A,

T 7 4V F OEHERAEIZH Y TR AL

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARV RE— | TF7ATI24—ILE—F X2V T4a0THFRE
k
W—TvF FIURART |2V T)L TILF
LYk
AVTFRE |VRTLA
PN o %f i S INN o X — -
F=Tx T
Ly b ay
T4 X2l —
vay
av Yy FERE J)— ZEEARAR
3
92(1)  Zoa~vr R™BEMENELL,

FEREDHA K54 eventnone 2~ REMEH L THOA X FERECTEET,

3l

ciscoasa(config-applet)# event none

WIS, AN ~x—=Vy T by b 2FEHTHROHIH 2R LET,

BEa<w> R

avwo kR

Bl

event crashinfo

ASATY T v v aldRELEGRIARV b3 —Vry T Ly
Mo R T—LET,

event syslogid

AR N3 —=U % 77 Ly Msyslog A X hZ&BINLET,




event none .

avy kR

A

event timer absolutetime

it A N b A A v —ERELET,

event timer countdown
time

B NG A== AR FERELET,

event timer watchdog time

VA F Ry A<= AX bR ELET,




. event syslog id

event syslog id

ARV N wRX =V % T 7Ly RMlsyslog A X FEBEBMTHI2IE, ARXVE 2=V T
Ly har74Xal—r gy E— RCeentsydogid 2~ REFEHALET, /X b=

F—T % T Ly b5 syslog A Xk &HIBRT 5120,

‘j"o

event syslog id nnnnnnn [ -nnnnnn ] [ occursn ] [ period seconds ]
no event syslog id nnnnnnn [ -nnnnnn ] [ occursn ] [ period seconds ]

Zoa<vwry FOnERXEERLE

BX DA

ARV K TIAIE

ATV R E—F

nnnnnn

syslog # v E—2 ID ZfRE L £,

occursn

77Uy MO T DI syslog A v B — VAT HMENH LA R
LET, 7740 MI1 T, BR7RMHEIL. 1 ~ 4294967295 T,

period
seconds

AR IRRETDVENH LW L, 77 Ly FRFCHISN D HEE

HE ST RKT L EICHIBR L £, AR7RMEIZ. 0~ 604800 T9,

B0 X, WA ERSN TN LA RLTWET,

77 4N FOBERLEIZH D EE A,

WDOFEIZ, a~vr REANTELE—RERLET,

ARV RE— | T7AT 24 —ILE—F tFaAUTAVTERE
K
L—FTv K FSURART |V TL JILF
Lk
AVTERER | VAT A
ARk = o XFhts * 3fhi * 3fhi — —
X=X T
Ly by
T4 F¥ a2l —
va v
av Yy FER J)— ZEERNE
A
9.2(1) Zoawy FRNEIMEIE L,

FEREDHA KSq4y 77y M b UT—F 20 —Dsyslog A v t—T Flzidsyslog A v E— T OFFHZFEET D
21, eventsydogid =2~ R&2HHL 7,

3l

—

Wz, syslog A v&— 106201 37 7L h& N H—3 562~ LET,



event syslog id .

ciscoasa (config-applet)# event syslog id 106201

avy kR

Bl

event crashinfo

ASATY Ty alBELIEHGARICARN h~FX—Vxy T Ly
Fe b HT—LFET,

event none

AR R —=Tx Ty hEFEITHERHLET,

event timer absolutetime

et A N b A A~ —ERELET,

event timer countdown
time

W N T AL — AR NERTELET,

event timer watchdog time

Vv F Ry S B — A X NERELET,




e |
. event timer

event timer

IAT—ANRNY NERETDHITNE, ANV ~vFX—Vy Ty b arysFal—ay
EF— RFTeventtimer a2~ REEHLES, A4 ~v—A X MEHIBRT 212, Z0avy
RO no AR L E 7.

event timer { watchdog time seconds | countdown time seconds | absolute time hh;mm:ss }
no event timer { watchdog time seconds | countdown time seconds | absolute time hh:mm:ss }

BX DN absolutetime f~<> [73 1 H | [EHEE L7ZRERIICRA L, BEIMICHB SRS 2 & &246E

‘L/\i—éqc

countdown AR IR TEFEEL, Z2OA X2 FRHIRESNZZRICHEBIMS RV R

time DWEB SN Z EEEELET,

hh:mm:ss Rz a2 e UEd, BRRRI&IHIX 00:00:00 (EK) ~ 23:59:59 T,

seconds BEEEELET, A7 EOHPIL 0 ~ 604800 T3, 0 DIEOHA. Z 0

A =TT =T MY FT,

watchdogtime ¢ <o hAGRESNZHIM T L 1 EFEA L, ABIMICHBSND Z L 2
E’L\i—a—O

ATV R FI4NN T ANV NOBEBERMEITH Y A,

aIRVFE—F WDFIT, vy REANTELE— FERLET,
ARVEE— |T7ATI74—ILE—F EXAYF4AVFER R
k
W—=T9k | FSVART | SUTL <ILF
L2k
AVTERE | VAT LA
AN b~ SR « X . %S — _
F=Tx TF
Ly b=
T A4F¥al—
va Y
av Y @R J)— ZEERE
z

92(1) oo~ s RFRNBEMENnELE,

FEREDHA KS4 > | HORE LIRS A N2 BT EFEA L, BEMICHESND X 9123 51203, eventtimer
absolutetime =~ > R&ZHEH L £,

e



event timer .

AR IR IEFEAL, T4 MEHIBRLEZBICHEBMLULAAWEYHEI AR WL ST
T 5121%, event timer countdown time =~ RZfEH L £4,

FRELZHMILICA_N M T EEBEAEL, BEIRICHE SIS K 91T 51T1E, event timer
watchdogtime ==~ RZ&fHL £,

fl WiT, 1 H O L7 ER S N BEc A Ry b ERE ST B HE R LET,
ciscoasa(config-applet)# event timer absolute time 10:30:20
WIZ, 1 BORE LIERFMDAR R INTEGEITA X NERESE L0 E R LET,
ciscoasa (config-applet)# event timer countdown time 10:30:20
WIZ, AV AT HITEFAL, BEINICHRIND X2 T 502 LET,
ciscoasa (config-applet)# event timer watchdog time 30
AEa~ avw Uk & A
event crashinfo ASATY T v alBELEGARICA RV b3 =Yy T 7Ly

e hUH—LET,

event none ARV =X —=Tx Ty hEFETHROHLET,
event syslogid AR YR —=T % 77 Ly Mlsyslog A X hEBIMLET,

event timer countdown I NE T B — AR NEBRELET,
time

event timer watchdogtime | 4w F Ry 7/ XA ~<w— ARV FERELET,




. exceed-mss

exceed-mss

3V ANY Rz A 7 TCETICL S TRRESNIZTCPRKEZ A A4 X (MSS) ##x
LT —BAEONRTy N ERIEI Ry 751203, ep~vy 7 27 4 Falb—vay
F— FCTexceed-mss 2~ > RZHLET, ZORELZHIRTHICIE. Z0a<r RO nolE
REEHLET,

exceed-mss { allow | drop }
no exceed-mss { allow | drop }

EX DA dlov MSSZ#HEx 5%y FAFHFFLET, ZOREZ. T 74/ K TT,

drop MSS 2Bz %37y b2 Ry 7 LET,

:Ivsjljj—_“jj_”/l\ /\0/77 ]\Lj:\ ?771‘/D]\T§$ﬂéhijﬂo

avY K E—F WOFIZ, a~v REANTELE—RERLET,
ARV EE— |TF7AT 94 —ILE—F +XaYFoarTFRE
k
=Ty K FSURART (VT <ILF
LYk
IVTFERL | YRTF L
TCP~ vy 7 @|  «xhi X o 3t o i —
V7 4 ¥
=3 v
avy FERE Jy—2 LTEAE
7.0(1) Zoavry RBBEMShE L,

72(4)/8.0(4) =7 4L A drop 2D allow ([CZEE S E LT,

FEHEDAA KSq4 topmap A~ FITEV 2T RV — T L —LU—7 AT TANT 7 F ¥ L—fElfENE
nE7T, cdassmap 2~ FZHHLTENIT 74 v I D7 T A%EERL, tep-map 2~ KT
TCP A VAR v a I AZ~vA XA LET, policy-map =2~ REfEH LT, #HLV TCP
~y 7 &M LET, servicepolicy a2~ R T, TCPA Y AR v a &7 77 4 71L&
D

tcp-map 2~ REEHLT, TCP~y 7 a7 4 X2l —r gy T— REBLET, X
V=T x ANV Rz 7 TCETIZL o TRESNIZTCP IR AL M A XEB2 DT —
FEDODTCP X7y M Ray 5003, topvy a7 4Falb—va L EF—RT
exceed-mss =~ R&AHH L £,




1

exceed-mss .

WIZ, MSS B2 T-3BBICAR—Fr21 07 —% Ra vy 4T 50 %2R~ LET,

ciscoasa(config)# tcp-map tmap
ciscoasa(config-tcp-map) # exceed-mss drop
ciscoasa(config)# class-map cmap

ciscoasa
ciscoasa

config-cmap) # match port tcp eq ftp
config)# policy-map pmap

ciscoasa (config-pmap) # class cmap
ciscoasa (config-pmap)# set connection advanced-options tmap
ciscoasa(config) # service-policy pmap global

(
(
(
(
(
(
(
(

BEEav> R

avw vk Bl
class N7 4 I BFIERT 2 T A~y T ERELET,
policy-map RV —%RELET, L, 12D RNT T 4T 7TRE1

SUEDOT I a DT — 9 TC9,

Set connection
advanced-options

TCP EHUbZ &, BEBEEGRELZRE L ET,

tcp-map

TCP~y 7% EE LT, TCP~y 7 a7 4 FXal— 3
ET—RIT 7 BATEHLOICLET,




. exempt-list

exempt-list

IRAF ¥ B2 RS2V E—harvEa—F A4 70) X Moy b ZBINT5120%
nac’RU ¥ —nac 7L —AU—7 a7 Fal— g E— FTexemptlist 2~ F&A# A
LET, @RV A ML M) ZEIBRT DI, Zoa~vy FonoBNE#H LT, Hikk
THZURNYVDOFARL—T 4 VTV AT ABEXWNACL Zf8E L7,

exempt-list os " os-name " [ disable | filter acl-name [ disable ] ]
no exempt-list os" os-name " [ disable | filter acl-name [ disable ] ]

BX DA

ARV R TIFIE

AR E—F

acl-name ASA =17 X o L—3 g UIIFET D ACL D4, FEET AT, filter $—
U— RORIZIEETDHVLENHD £7°,

disable %o 2 SOMREDO TN EEITL T,

e "os-name” DHEIZATI L72HE. ASA L, HELEZARL—T 4 VTV AT A
FATTHYE— FHRARFNTHREREZITHOT, NACRATFT ¥ GEa @A L E7,

sacl-nameDRIZ AT LT=5A. ASAISIEE LA XL —TF 4 VIV AT L x5
BRLUETH, BE#ETDH N7 7 0 v ZIZACL ZEID ¥ TEH A,

filter A2 —ZDFR—F VAT A osname Il — BT A EIC N T T 4
Do T4 NE) T THDOACLEEA L ET, filter/acl-name D7 1347 L 3
Y,

os FRV—F 4 VT VAT AERATF Y REEN SRR L £,

osname # L —F L VAT A, BEICAR—ANES EN TV AEEIZDOHE] BGN

MEETY (72 & 21 "Windows XP")

T 7 4V N OEMERMEIZH W FH AL

ROFIZ, a~v FEANTELHE—FarnLET,

ARVKE— |T7A47 04— ILE—F tXaT4a0TFRb

K

=Ty K FSUARART (20T TILF

LYk
AVTHFRE | VAT LA

nac R Y o— o Sthts — o Gt — —
nac 7 L — A
U—7 av

T4 F¥al—
var




exempt-list .

avy RERE

Jy— EEAE

7.2(1) Zoawy RBBMEnE L,

8.02) =~ R4 A vpn-nac-exempt 7> 5 exempt-ligt (CEH INE Lz, <> KB, 7
N—F RV —ar 74 Fal—aF—FhbnacRY ¥ —nac 7 L—L T —
g ary74Xal—varyET—RIBBHEShELE,

FRLEDHA KS14 Y

vy RCANRL—F UV VAT RAERELTH, fiSh) X MSBIFAOT > R T EE
TENFERA, BBRTEEARNL—T 47 VAT ABLIOACLICH LTI DFoavr K
AN LET,

noexempt-liss =~ K2 ANT5 L, NAC 7 L—L T =27 R U =0 5F X TORRIHIFR
ENFET, T RMIERELTCIDa~vr RO nBRE2RITT5E, T2 U RGREBRY
A S BHIBRESIET,

NAC RN U ¥ —IZBEMT SN TWABHEEY R R bd_XToOx b ZHIRT 2120, F—
J— REEBELRWVWTIOa<wy RO noERXEHHLET,

! WIZ, RAF ¥ RGEE bR T 52 Ea—% O U A MZ Windows XP % F179 53X
TORA MBI 5642~ LET,
ciscoasa (config-group-policy)# exempt-list os "Windows XP"
ciscoasa (config-group-policy)
KIZ, WindowsXP ZFATT 5T _XTDRA FEHIRL T, ZILLDRARD T 7 1 v
2712 ACL acl-1 Z# M3 2612 R L £,
ciscoasa(config-nac-policy-nac-framework)# exempt-list os "Windows XP" filter acl-1
ciscoasa (config-nac-policy-nac-framework)
Wiz, R Y 2 Mo BRIz MY ZHIBRT 2614~ LET,
ciscoasa (config-nac-policy-nac-framework) # no exempt-list os "Windows XP" filter acl-1
ciscoasa(config-nac-policy-nac-framework)
WIZ, BRY A Mo T _XTo MY ZHIBRT 2612~ LET,
ciscoasa (config-nac-policy-nac-framework) # no exempt-list
ciscoasa (config-nac-policy-nac-framework)
BEa<T YR avUFR B
debug nac NAC 7 L—LU—2 A hOuXy Z A x—7 M L%
B
nac-policy CiscoNAC R U S —ZAE L CT 78 AL, ZDOX A T EIEE
LET,

" e



. exempt-list

avy kR

aiBA

nac-settings

NACRY > —%2 TN —T7 R —|ZHEY Y TE4,

show vpn-session.db

NAC OfERE2E&Te, VPN v a o DIFEREZFE R LET,

show vpn-session_summary.db

IPsec, Cisco AnyConnect 7 74 7 . BILUNAC OF%t& »
TarDPERRLET,




exit

B DEREA

AR TIAIE

ATV R E—F

exit .

BHEOa 7 4 X2l —aryT—Re& 17350, FEXECTt— FE7~iZ2——EXEC
F—Rpbual 7y A2, exit av > FEEHLET,

exit
Zoa=wy RZIIBIEEZITF—U—RiIb ) A,
T 7 AV NOBEEIXH D FH A,

WDFEIZ, a~vr REANTELE—RERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
X
W=TFTyF | FSVRRT (DU T)L JILF
Lk
AVTHFRAL | VAT A
L « X « % . 5 . 5 e
EXEC

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.01) Zoo<=r RRBMENELRE,

F——FUACUHZ ZFEHLT, ZFa— b a7 4 FXalb—ray (BLOEMD)
F—REKTTLHIEHLTEET, ZOF— v —F U AL, FHEEXECE— REzida—V—
EXEC E— R TIZEIEL £H A,

¥5HE EXEC E— RE 7232 —H—EXEC E— R CTexit a2~ REANTHE, ASAnbHa s
77 bLET, FHE EXEC T— Kb a—P—EXEC £— FIZRDI21%, disable 2z~ F%&
EHLET,

W2, exit a<wr FEFEHLTCZe—Lary7 4 Xal—2aryE®—REKT L,
tyarhou Ty NTAHEORNERLET,

ciscoasa(config) # exit
ciscoasa# exit
Logoff

W2, exita<r FEFEHLTZa— L a7 4 F¥al— gy T—REKT L.
Z D% disable =~ F&{#EH L Tl EXEC £— N2 T T 502 RLET,

ciscoasa (config) # exit




. exit

ciscoasa# disable
ciscoasa#
EEav> R vy |EBH
N

AT 4 Xalb—rary ®T— R T4 50, K EXEC T— FEiTa—H—
EXECE— 26 r7 77 hLET,




exp-flow-control .

exp-flow-control

IPAT v ar A AT g BT, Ry by X —WNICERK 7 o —ifil# (FINN)
FTa UBFET DBEDT 7 a VEERT DI, NTA—F ar T4 Fal—a
£ — FTexp-flow-control =~ REMEHLET, ZOMELT 1 E—7 2T HITiF, 20
avr RonoEXEFEHLET,

exp-flow-control action { allow | clear }
no exp-flow-control action { allow | clear }

BX DA

AU R TIAIE

ATV R E—F

alow B 7 o —Hilffl IP 47> a v &Gy EFFATLET,

cear EBRHY T o —HliHAT v a L a2y N Sy X =BHIRL TN, Ty MEFFA]
L%,

FIFNEITIL. P ar A AT g 03, BB 7o —#IIP A7 a 25T
Ry e RFay 7 LET,

PATvary A AXI gy R)v— vy 7 Tddault 2~ FaERTE, T 741
MEAZEZBECTEET,

ROFIZ, A~ P2 AN TELE—RERLET,

AV RKE— | T7PAT94+—ILE—F tXa)F4a0TFRE
K
=Ty K ESURRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA
NI A—H a o %I o %I o %I o %I —
V7 4 ¥
Lr—g3

avy FERE

FEREDHA FS14 Y

Jy— EEAE
7S

9.5(1) Zoa~rRFRBMENELE,

Coa<w R IPF T ar AVARI gy R — =y P TRETE T,

IPATFvar A AR ayEZRELT, BEDIP AT aEBfOEDIP N7y R
ASA BB TCTX 20 &M CE Ed, BEETITNry hEBBIEZY, FHFEINLTWD
IPAT > arvas7 )7 LTy helilmswiz) T&Ed,




. exp-flow-control

1

WIZ.CIPF T arv A A a7 7arwER)—~<y P THRET L%

ZT—\‘ Lij—o

ciscoasa (config)# policy-map type inspect ip-options ip-options map
ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p)# exp-flow-control action allow
ciscoasa(config-pmap-p)# router-alert action allow

BEEavw YR

avUk B2l
class RV == DI TRy THEREELET,

class-map type inspect

TV r—aBEONT T 4y I ERETDI-ODA
AR vay JIA <y TEERLET,

policy-map

LAY 34 DR — < T EERLET,

show running-config policy-map

HEOR)—~y T a7 4Xal—y g BT TEHER
Li—a—o




expire-entry-timer .

expire-entry-timer

Ty NI =0 F TVl NCIREISNIEREM N A A 4 (FQDN) OFHIRY A4 ~—%
RET HIZIE, DNS == JL—7F a7 ¢ a2 b— 3 F— KT expireentry-timer
avy REERALET, A ~—%ZHIBRT 2%, Z0oa~vr Rono X EEHALET,

expire-entry-timer minutes minutes
no expire-entry-timer minutes minutes

B DEREA

AR R TFIAILE

AU FE—F

minutes B A<= —DWF & AL CTHRE L9, AR EOEIX, 1~ 655353 C
minutes +

7 7 4V h Tld, DNS expire-entry-timer fE (X 1 53 T3,

ROKIZ, A~ P ANNTELE—FERLET,

OAXVFRFE— | T7AT7I24+—ILE—F XaYF4aAVTFER R
k
=Tk | FSVRART |YUT)L RILF
Lk
AVTHERAR | VRTL
DNS H#—r3— |« &I « %fi « s .« 5 _
TNh—TF 3
T4 F¥ a2l —
vay

avy FERE

FEREDHA KS4A4 Y

J)— EERE
A

84(2) ~omwr RAEMSHELE,

9.17(1)  DNS fi#ik-d TTL #EET 5D Tlix/e< . F/INTIL ZRETH Lo~ RO
ERER I NE LT,

ZDa< FiX, DefaultDNS Vr—— 7 )—7 (T 77 4 T == )L—7F) TOIHYR—
FENET, Xy NIV—UF 77 NTHREINZZ2EM KA A 4 (FQDN) OBz
R A ~—%RELET, 25D FQDN IZOLEM S, o> A Tif £ 7= FQDN (T
FEA SN EE A,

N— 92916 £ TIX, IRENZFQDN DIP 7 KL AH, £ O TTL OHRUINEIZHIER S
NHETORMEZIEELET, IPT7 FLARHIPRSLD &, ASA Id tmatch V> 7 7 > 7 7 —
TNEBaALRANVLET, T 7 4/L bO DNS expire-entry-timer fE1% 1 43 CT9, Ziuid. DNS
= YO TTL (FEkerlRelksf]) ORI 1| H0ZICIP T RLARHIBREN D Z &2 &
RLET,

" e



. expire-entry-timer

917 LIBETiE. DNS = MU DfR/NTTL ZH8E LET, AWIRY A ~—»=> U @ TTL
LV LEWES, TTLIZAZWIR- o b U REEE TN L 3, TIL AR Y 4 ~—X&
DHEWEA, AR MY REEIXERE S ET, Zo%5E, TTLIZEMOR R IXEN
SNFEHA,

\}

GE)  —f%"72 FQDN 7R A | (www.example.com 72 &) OfER TTL NERM CTH D HE. 7
TV NREERMMT D L, tmatch /by 7Ty T — T NI R, L E LD F]
RRMERHY £, X2 U7 ¢ ZfERT D L RFRC tmatch Ly 7 7 v 7 7 —7 VD=
VORA VBEE B S 2901, FV DNS expire-entry ¥ A v —{HA fHETX 7,

Bl WIT. RISy R U & 240 S EIRT BB R LE T,

ciscoasa(config)# dns server-group DefaultDNS
ciscoasa (config-dns-server-group) # expire-entry-timer minutes 240

BEa< R avy kR £ A
clear configure dns DNS 2= REZFT_CHIBELET,
dns server-group DNS —/N— Z /L —T % E TE H DNS —r3— 7 /b—

7= RERBLET,

show running-config dns-server BFEODNS —n_R— ) —F a7 4 FXal— g
group 1 OFEITT NI TERRLET,




expiry-time

expiry-time .

FREELRNWTA T V=7 baxy v a T 2A9IRERET DIC1E, Frvvaarry
Fal—var E—RCTexpirytimea~> REFEHALET, av 74 Falb—varnbfg
BHIRAHIBR L CF 7 40 MEICETIZIE, Z0oa~vr ROonoBRNEEHLET,

expiry-timetime
no expiry-time

B DEREA

AR TIHIE

AUk E—F

e ASANFHRFELARNWTAT Vs haxx v ad HHEH (4)) .

F7 4 ME 15T,

ROFIE, ZOa~r FEANTLHE—F2RLTVET,

ARV FRFE— | T7AT7 24— ILE—F XT3 TFRE

" =Tk FSURART |2V TL 2ILF
Lk
AVTHFRAM |[VRATL
Fyviza Oiﬁﬁg — ’iﬁﬁg — —
V7 4F =
L=z v

avy FERE

FEREDHA FS14 Y

3l

Jy— EEAE
A

7.1(1) Zoawy RBBINEhE L,

AROWIRE 1T, ASABRHRHFRELRWTAT V=2 MaeXxy vy ad H0H (93) 2L ET,
BHGRETIE, WEADNBRET =y 7 ShET,

WIZ, AR Z 13 S3ZBRET 202~ LET,

ciscoasa

(config) #

webvpn

ciscoasa

(config-webvpn) #

cache

ciscoasa (config-webvpn-cache) #expiry-time 13
ciscoasa (config-webvpn-cache) #




. expiry-time

EEav> R

avw Uk &5 BA

cache webvpn ¥ ¥ v 2 I T 4 Fal—T gy B— RERBLET,
cache-compressed | WebVPN & v v 3 = D [EfE & 7% E L £77

disable FyrviakT A= LET,

Imfactor BEETRLADS A LAZ T ET RO T2l FOF ¥ v 2|l

+ B MR Y L —aRE LET,

max-object-size

Xy v atHhE TVl FORRKIA R EZERZ LET,

min-obj ect-size

Xy oviatdHbA 7Vl bOFIIAREERLET,




exp-measure .

exp-measure

IPAT v as A AR a3 BT, Ny b~y X —RNIZERPHIE (ZSU) A7+ 3
VINFET DA DT Vv a v EERTHINE, NTA—HF a7 4 Fal—var E—FK
Texp-measure 2~ RZEHLET, ZOWEEZT 4+ E—7LICTDHIE, Z0a~vr RO
no B AR LET,

exp-measure action { allow | clear }
no exp-measure action { allow | clear }

BX DA

AU RTIHIE

AUk E—F

alow EERIEIP 47> a v aatry N LET,

clear EERAIEAT v a &SIy by X —nBHIBRL TG, 7y hEFFRILET,

FIZFNLVEITIH IPA T ar A AT ai, EBRBRIEIP A7 a3 v 528037y
FeRFaey 7 LET,

PATvary A AT gy R)v— vy 7 Tddault 2~ FaERTE, T 741
MEZEETXET,

ROFIZ, a2~ FE2ANTEHET—FanLET,

AYYURE— |T7AT794+—ILE—F tXa)T4a30TFXEG
R
L—Fy R FSURRT |SUF)L TILF
LYk
AVTHFRAR | VRTLA
NG A=k | e E - %I » Xt » X -
V7 4F%a
=3 v

avy FERE

FEREDHA K42

3l

Ju— EEAE
S

9.5(1) Zoa~rRFRBMENELE,

oo R IPF T ar AR gy R — =y P TRETE T,

IPATFvar A AR aryEZRELT, BEDIP AT awB O OEDIP N7y R
ASA iR CTEX 20 EHCE £, B2EETITNry bEBBIEZY, IHEEINLTWD
IPATarva7 )7 LTy helilmswiz) T&Ed,

WIZ, IPF T a v AV AT a DT 7 arkwiRl) r—<y 7 TRET L%
RLET,

" e



. exp-measure

ciscoasa(config)# policy-map type inspect ip-options ip-options map
ciscoasa(config-pmap) # parameters

ciscoasa (config-pmap-p) # exp-measure action allow
ciscoasa(config-pmap-p) # router-alert action allow

BEEavTY R

avy kR B
class RV =< T DI TA Sy THERELET,
class-map type inspect TV r—a@BDNT T 4w I ERETAHIZODA

ARy vay JIA <y TEERLET,

policy-map LAY 34DR) — <y T HERLET,

show running-configpolicy-map | Bi7ZEDRY v — < F a7 4 FXa lb— gV ET_NTHER
LET,




export

export .

AEAEEZ 7 TA TV M2 AR— T D52 EEBET DI, CTL Ve f X— a7 4
Fal—rarE—RFNTexport 2~ FEZMEHLET, HEZHIRTLIIE, Z0a~v K
DOnoEXEEHLET,

export certificate trustpoint_name
no export certificate [ trustpoint_name ]

B DEREA

certificate
trustpoint_name

TIAT v MI=y AR— b T HEAELZREELET,

AR TIHIbE

aAvU R E—F

T 7 4 v N OEMERMEIZH W FH AL

ORI, a~ REANTEHE—RFERLET,

AV KE— | TPAT794+—ILE—F XT3 TERXE
K
=Ty K FSUART (VUL TILF
LYk
AVTEREN | VAT LA
Ctl 7 3o o KHiE o Xfhia o Xfhia — —
H— a7 g
X2l —Ig
N

avy RNERE

Jy— EEAE
S

8.02) zZoa=r RRpnNBEMENELE,

9.0(1) =AFarFXAME—ROYVR—FRBMENE L,

ERALDHA KSq4y CILT B Af L —ar 7 4 Fal— a3y E— RTexport 2~ REMHA LT, EHEL 7

3l

TAT VM AR—=FTHZEEBELET, M7 A MKA L M, crypto ca trustpoint
av U RCERLET, GEEIEL, CTL 7 74 7> F TR S 4L72 CTL 7 7 A /VIZBINE 1L
i—a_o

WOHNE, CTL 7 a R A H— A AL ABVERT D HEEZRL TWET,

ciscoasa(config)# ctl-provider my ctl

ciscoasa(config-ctl-provider)# client interface inside 172.23.45.1

ciscoasa (config-ctl-provider)# client username CCMAdministrator password XXXXXX encrypted
ciscoasa(config-ctl-provider)# export certificate ccm proxy
ciscoasa(config-ctl-provider)# ctl install

" M



. export

EEav> R

av >k |5

ctl CTLZ AT hDCIL7 7 ANVNERTL, FTARRAL L FaA A R—LL
F9,

ctl-provider | CTL 7 "f Z#— a7 4 Fal— a3 F—RTCIL (X — LV AH
VAERELET,

client CTL 7 a A B —~DEEGN T SND 7 FA T b EEEL, 7947 MR
O —F—L L AT — REEELET,

service  |CTL Fu A Z =N v A4 5R— h2EELET,

tls-proxy

TLS VXY f VARV AZERL, KKy Yva BERELET,




export webvpn AnyConnect-customization .

export webvpn AnyConnect-customization

AnyConnect 7 7 A 7 N GUI Z AR R A AT HNAZI A= ary ATV =) Nex
AR— T 5I21E. FiME EXEC & — K T export webvpn AnyConnect-customization =~ > K%
AL ET,

export webvpn AnyConnect-customization type type platform platform name name

BXDEREA

AR R TFI4ILbE

aAvU R E—F

MR JAZ~ A= ar A7V baiild 400 &R 64 3XFTT,

e hRZ~vAB—arDyAT:
¢ XA F YU : AnyConnect 7 74 7 > h GUI ZE X2 5FIT7 7 A /L,

e KT UARTF—AL :MSIEZ WAL~ RTHNT VAT F— 1A,

ul XML 2AZ~A P = a0 F 7V hex s ZAR— 4% URLfilenameTE20 U £ —
kSR LT 7 A NE (FeK 255 30F)

77 AV s OBIERIEILDH D E A

WDFEIZ, a~vr REANTELE—RERLET,

k
=Tk FSUART (VT TILF
LYk
AVTFRAR |[VRATLA
¥EHE EXEC o S — . /S - —

avy FERE

EREDAARZA4 >

Jy— EERE
7S

8.02) Zoavr RPMBIMShELE,

9.0(1) ~AFarFFANE—ROPE— FNBEMSHE LT,

AnyConnect 7 7 A T > N WAX~A B —var A7 V=7 bMI, FxvraAEIRNICH
V. AnyConnect 7 7 A4 7 > b a—W—{ZF/RIND GUIEEEZ I AZ~A XD XML 7 7
ANTT, DAY A =V ar AT V=r hex /7 AR—F25E, XML 7 %51 XML
77 ANVH, BE LT URL IZER SV E T,

HAL <AL=V ar A7V y Mo TERSILD Template &V 9 £ RO XML 7 7 A )L
WZiE, EZOXMLZ 7R EENTEY, HiLWIRI~A P —var A7 V=7 bEERT D
FOOREME L THHATEEY, 2047227 MILEELFY, Iy via AT U OHIE

" e



. export webvpn AnyConnect-customization

L7202 LT TEEEAN, 27 AR—FL, MELT, rLLWIAZ A EB— a3 F
T2 hELTHE ASAIZA VA R— M TEET,

Template D% 1L, DfltCustomization 47> = 7 N OHIHPRAE & [ U T,

AnyConnect 7 74 7 h GUL THEHIND Y VY —RAT7 7 A VDFERIRY A MBI T 74
IVAIZDOWTIE, AnyConnect VPN 7 7 A 7 2 NEBIE A K [HGE] 22 L T E &0,

Bl RIZ. AnyConnect 7 7 A 7 >k GUI TIE S5 Cisco v A& =7 AR — T 5%
ALET,
ciscoasa# export webvpn AnyConnect-customization type resource company_ logo.bmp
tftp://209.165.200.225/dflt _custom
Prrrrrrrr PP INFO: Customization object 'DfltCustomization' was exported to
tftp://10.86.240.197/dflt custom
ciscoasa#

MEa~w avo kR Bl
import webvpn customization XML 77 ANEHAZ<A P —ary 707 FEL

Ty vz ARVICA AR —=FLET,

revert webvpn customization XX ovva AEINOHNAIAB—var ATV

AEHIERL £

show import webvpn customization | 4 v v o2 AEFV|IZHADAX AT —1 a0 7=
7 MZBET o EHRERTLET,




export webvpn customization .

export webvpn customization

7 FAT v NUASSLVPN 22— P —IZR R SN DB AN AL~V A AT DI AL~ A B—V 3
VATVl ez AR— M 5ITIL, F5HE EXEC E— R T export webvpn customization
avy FEMHEHLET,

export webvpn customization name url

¥EX DA e h 2L~ A ¥ —ar £ 7V=7 ME#BT 2400, AT 64 XLFTT,

ul XML AZ~A V¥ — a4 7V hET 7 ZAR— 425 URLfilenameTEo U £ —
h XA LT 7 AN (K 255 30F)

ATVRFIFILR T IANNOBECHEITH Y EHA,

aAvU kR E—F ROEIZ, a2~ FEANTEHF—FarRLET,

OAYRE— | T7AT7 74— ILE—F t¥xalF4a20TFREb
k
=Ty K FSUART (VUL TILF
LYk
AVTHFRE | VAT LA
¥i#E EXEC o %It — o 5t — _
avy FER J1)— ZEBERNEBE
4

802) Zoa~wr RpNBEIMENELE,

9.0(1) 2NF ATFHFANE— RO R— IR EMESIE L,

GREDHA KSq4Y DALY AE—vardT7Vxr hElZ, Fxvva AEVAICHY, 7747 hLASSL
VPN e — P —CRR SN DHMEE (77 A VB, =277 7 MEf, R—2 L= A
R/ EHERLY) BHAXARTAXML 7 7ANLNTY, DAL EL—ar 7=k

o AR—FT5HE, XML Z 7 25T XML 7 7 A /L3, $6E L7= URL IC/ERR S E T,
NAZZA =g A7V MR o TER S LS Template & W 5 445D XML 7 7 A /v
Wi, ZEOXML Y Z7REENTEY, HILWIRA A= a v 7 V27 FEEKRT S
DML L THHATEEY, 2037 V=7 MIEELEY, v vz AT NLYIKR
L7032 LITTEERAN, =7 AR—FL, MELT, FILWIAZAEB—Ta L F
TVl FELTHEASAIZA VY R—FTEET,

Template DNZ 1. DfltCustomization 47 ¥ = 7 s OFIHREE L R LT,




. export webvpn customization

3l

export webvpn customization 2~ K& L T A~ A EB—Ta v ATV e R
R—F L. XML ¥ 7 %75 L. import webvpn customization =~ > R&fEH L CH LW AT
Pl hELTTZ 7 ANEAVR—NTEET,

WIZ, T7ANV OB AA~A Y=g 4TV =7 b (DfltCustomization) % T 7
AR— kLT, dfit custom &I ZRHTO XML 7 7 A VEVERT 26127~ LET,

ciscoasa# export webvpn customization DfltCustomization tftp://209.165.200.225/dflt custom
Prrrrrrrr PP INFO: Customization object 'DfltCustomization' was exported to

tftp://10.86.240.197/dflt custom

ciscoasa#

BEEa~v

<R

avyU kR

Bl

import webvpn customization

XML 7 7 ANEDATAB—ar 707 FEL
THFrvra AEVICAVFAR—FLET,

revert webvpn customization

XX o AEIMNOHAI~AB—var ATV
FEHIBR L F7,

show import webvpn customization

Xr ol AEVICHOITAZAB—Var A7V
7 MZBET 2 E®RERRLET,




export webvpn plug-in .

export webvpn plug-in

ASADT T aTNAANLT T A vy AR— T 5%, ¥ EXEC E— R T
export webvpn plug-in =~ > K& A LET,

import webvpn plug-in protocol 7’7 k =2/ URL

BX DA

protocol

e Citrix

Citrix 7’7 7 A V&R T 5 &, VE— b =—H—|% Citrix Metaframe ¥ — & 2 &2 3
fTL WS arEa—XIcEi cEE7,

erdp

Remote Desktop Protocol 7*7 7' A 2k V| U E— b —% —{I Microsoft Terminal
Services WFATT D a v Ea— X Il TEET, P Aa T, EELMATIZZO
T EB/EMLTWET, AU T AEBE L TV D Web 1 M,
http://properjavardp.sourceforge.net/ T97,

« ssh,telnet

X2 T NI T NCEY, VE— b2 —RE—F I Ea—F D
X a7 FrRNVEMHLLIZY, VE—F 22— =N Telnet ZEHL TV E—F =
P a— IR L) TEEY, VAT, BHEEMATNCZOTTIA LV EFH
BlAi L CWET, AU Pz 4# L T2 Web ¥4 R, http:/javassh.org/ T,

EE export webvpn plug-in protocol ssh,telnet URL =~ > R}, SSH & Telnet @
WHEDOFZ7 7 vy AR— M LET, SSHH & Telnet HizZda~<y
REZZNENAT LR2NTLIZE, sshitelnet 2 NV > 7% AT 556
X, WEOHIC A=A L EE A,

*vnc

Virtual Network Computing 77 7 A > i+ 25 &, VE—h 2—F—FVE— |
TAY Ny THFEA A LIZarEa—F %k F=4— F—R—F, BLU~v
AEMEA L CRABLOHETEES, AT, BEEZMATICZOTTZ 71
AFEAMALTWET, U UFAEHEE L TS Web 4 M,
http://www.tightvnc.com/ CT97,

URL

UJE— kK T/A A~DIRA,

AR R FI4ILbE

ATV R E—F

77 4N FOBIERLEIZH Y EE A,

WDOFEIZ, a~vr REANTELE—RERLET,



http://properjavardp.sourceforge.net/
https://github.com/thinkberg/jta
https://www.tightvnc.com/

. export webvpn plug-in

ARV KE— | TF7AT7 2+ —ILE—F Xa)T4a0FFR+b
K
IL—Tv K FSURRT (VU TL TILF
Lo b
AVTHFRL | VRTLA
F¥HE EXEC o RS — . %S _ _
T—F

avy FERE

FEREDHA FS14 Y

il

N)— EERE
z

802) Zoa~wr RNBINENZELR,

9.0(1) =i FarFxFzxhE—ROoYR— N BENESNE LT,

TITA T AR—FLThH, 77 v vanbilfREnsZ iddbn A, =7 AKR—
rgBE, FBELZURLIZT 7 A4 v Oab—nNMERSNET,

kD < Rk, Citrix @ WebVPN AR — FZ B L TWET,

ciscoasa# import webvpn plug-in protocol citrix
tftp://209.165.201.22/plugins/ica-plugin.zip
Accessing

Writing file diskO:/csco _config/97/plugin/citrix...
FEEEEEOR R et e e et r e e e e e rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrreny

554543 bytes copied in 13.270 secs (42657 bytes/sec)

WDa< RTIX, RDP 7774 &) AR—FLTWET,

ciscoasa# export webvpn plug-in protocol rdp tftp://209.165.201.22/plugins/rdp-plugin.jar

lE-IUII:I

avy R A

import webvpn plugin BESNETIF A 50—V TN ANBASAT T v a
WA AR —FLET,

revert webvpn plug-in protocol | ASA D7 7 v a2 TS ANBIRE SN T T 7 A EHIBR L
iﬁ‘o

show import webvpn plug-in |ASAD 7 5 v 3 2T, RZTFET DT 7 A D U A N R
L/i—a—o




export webvpn mst-translation .

export webvpn mst-translation

AnyConnect f > A b —F 71 7 Lh#&ZEHS 5 Microsoft 87 > A7 4+ —25 (MST) =27 A
N— b3 BIZ1, ¥iHE EXEC £ — R T export webvpn mst-trangation =~ > R&H L £,

export webvpn mst-translation component language language URL

BX DA componet = O MST ANl &b a2 v R—x 2 b, A28 T AnyConnect 7 7 1 7 > b
DIHTY,

language =7 ZR— F EN5H MST DEFEI— R, 79 UPFTHREL ENHD LR LB
a— REFEHALET,

URL N AT 3 —b%Ex 7 AKR— T 25 URLfilename JEXD U E— Kk X2 LT 7 A
V& (BeK 255 3CF)

ATV R FI4IAL T AN FOBESEIZH Y AL

avY kK E—FK WDOFRIZ, a<w L REANTEAE—FREZRLET,

ARV KRE— |T7AT7 24— ILE—F EXAYF4AVFER R

k

=Ty F | FSVART VTN TILTF
LYk
AVTFFRR [VRTLA

¥5iE EXEC o St — . %S _ —
av Y RER Jy— FTEAR

z

802) oo~y RRNBIENEL.

9.0(1) =AFarFXZAFE—ROVR—FIFRBMENE L,

FEREDHA KS4 > AnyComnect 7 747 > FGUILRRRIZ, 7 74T M AV A =T T 07T LIFRIND
Ao —VRFIRTEET, ASAIZ N TV AT 3 —L%8FHLT, A VA F—FICFREND
Avb—UFFHRLET, FFLVATH =AML TA VAR L —2 g VBRI NET N,
DX 2V T 4 BLMSHTELLERA, 2NHD RN T AT 3 —ATlHEA A h—FH
TN FREN., 7 T4 7 > b GUI TR SN EE A,

ERECRTNEMAD T AT 4 —ABHY ET, FFUAT 4 LT Orea RED b T
VAT A=A T 4 A CREL T, A vt —VOXTHEEETEET, TO%K, FTLA
TA—b%E ASAICA LV AR— R LET, 2= NI I TV eF U= RTHL VT

| " e



. export webvpn mst-translation

3l

AT MIarEa—2ORMNOEE (AL —F 4 V7 VAT ADA A M— LRI E &
niemr—n) L, ZU T2 7027 — bz LE T,

B CIL, 30 DFFEICHIGT 2 7 A7+ —aPHESRTHWEYT, ZRHDFT X
7 4 —2AIZ, cisco.com @ AnyConnect 7 7 A 7 b VYT hU =T Aurua— R X=Unb,
RD zip 7 7 A NVTAFTEET,

anyconnect-win-<VERSION>-web-deploy-k9-lang.zip

Z D7 7 A L® <VERSION> |Z, AnyConnect 7 A 7> k DU J—ZA "= 5 (22103 72
E) #RLET,

WIZ, JGED N T A7 4 — A% AnyConnect Installer English & L C= 27 AR — k"
LR UET,

ciscoasa# export webvpn mst-translation AnyConnect language es tftp://209.165.200.225/
AnyConnect_ Installer English

EEav> R

av vk AR

import webvpn customization XML 77 A NEHAZvA B —ary 7TV R L
TXyvva AEVICA VAR —FLET,

revert webvpn customization Xrvia AEINEIREAP—ary TSy
FEHIBRLET,

showimport webvpn cugtomization | % v > 2 AEVICHIWAZ YA P —ar A7 V=
7 MIBET L EHRERRLET,




export webvpn translation-table .

export webvpn translation-table

SSLVPN 8t & M L3 5 U E— b2 — W —ZFREND HGEE LT 57O S o 2 #
F—TNExT T AR— T HI2IE,. i EXEC & — KT export webvpn translation-table = <
YREMEALET,

export webvpn webvpn trandation_domain { language language | template } url

BX DA

AR TIFIE

AR E—F

language HANZA VR — MERLDOEWT —T NV OL4FIEZHRELET, HIX., 7T v
POEEF T a L ORBIHESTATILET,

translation_domain fgE— U 7B KOS H A v —UTY, T—T N 14-112, EHATREZR
B RAA U ZRLET,

url A7 =22 PO URL #EL £,

T 7 4 v N OEWERMEIZH W TR AL

ROEIZ, a~ FEANTELHE—FarnLET,

ARVKE— |T7A47 24— ILE—F X2 T4 0TFR b
k
=Ty K FSURRT (VU TL T ILF
Lk
AVTHFRE | VAT LA
i EXEC o KF — .« 5 — _

av Y RERE

HEREDAA K1Y

Jy— EERR
S

8.0(2) Zoavry R BEMShE L,

9.0(1) TNTF AT FANE— RO R— IR EMESIE L,

ASA TlIE, 79UV R—2AD 7 T4 7 b L & SSL VPN i & Bts+ 22—V —IZEREH
HAR—H v EE, 3L AnyConnect VPN 27 7 A 7 b —H —ZR RS dH 2 —H—A >
H—T 2 A ATHEHINL SEE A TEET,

Y E— h P (CER S ND AT ) T L DA v — DA O A A L H Y
T, TOEH KA A X trandation_domain argument 51 CHREL £, T—7 /b 14-1 (2,
B RAAL BRI N D) T AR LET,




. export webvpn translation-table

EREDAARZA4

3l

RUTBRAAVEREERITHHETY T

THRAAY | EBREINLSBEET)T

AnyConnect | Cisco AnyConnect VPN Client D—H'— A L X —7 = f AZFKREND A v
v,

INF— VE—h2—P—|ZFRENDLNNTF—L VPNT 7 EARESGINZLEED
AvE—,

CSD Cisco Secure Desktop (CSD) D A »vt&—3,

customization

QJALR=Y, ol 77— R—EZNAR=T DA - BILIW
=P Z KD AL~ XRARERTRTDORA v -,

plugin-ica

Citix 777 A4 DA vEv—

plugin-rdp

Remote Desktop Protocol 77 74 L D A w&—,

plugin-telnet,ssh

Telnet BELWNSSH 75 7 A4 DA vtE—,

plugin-vne VNC FZ 74 DA vt—,

PortForwarder |7/K—h 74U —F 4 7 a—P—|ZFREND A vE—,

url-list =P —PNR—F L R—=SDURL T v 7 ~— 7 IHRETHT R K,
webvpn HABZ A RATERNTRTDOLA YT AvE—T AAAA v E—Y, BX

VCR—F NV A yt—,

BT T L— MIERT — 7V LRI UBRO XML 7 7 A LV TTR, BRARIT TR TET
T, ASADY T b xT A A= Ny r—I20%, EEERED L LTHRAAL VHOT
VU= RIREENTWET, TITA DT T L= NEIT T B L TR, A
DEWRAAL LV EZERLET, V94T ML Ra—HF—pu L BLUa /70 h3—
V. R=ENN—=T BEIWURL 7 v 7~ —J I WA~ A XD A[HE72 729, ASA generates
the % customization B X QRurl-list B N A A T L — XA F I v 7IZEKL, T
L— MIAEARZ N OGOKRET Y 7TICHBEIMIC XS FE T,

LIRTIZA A —

cMENEEBT —TNVExT ) AR—FT5E, URL DEFHIZFDOT—T LD

XML 7 7 A WV MERK S AL EF, showimport webvpn trandation-table =~ > K& LT, fl
MARER T v 7L — b, BLOA U AR—=MEHDT =T NDY A FEFKRTEET,

export webvpntrandation-table =~ > N&EH L CTF o 7L — NEIFEBRT —T NV E X T
n—RL, Avy&—Y%ZEH L, importwebvpntrandation-table =~ > K& L CTEHT —
TNEAVR— B LET,

Wiz, LR A A > eustomization HOF > FL— h 27 ZA4R— h 4 B5 2R~ LET,
TDORAALUNE, 754 T ML ASSLVPN g2 flesi+2 ) E—h a—HF—0n%
AL A ZABLOERAER T T A L R_R—=D a0l 70 b= R—=F L=



export webvpn translation-table .

BIXOIRTORA =V EWHWT 5720 EHLET, ASA 1. ASA
1Z. Sales & WVIHLAETODO XML 7 7 A LV EERE LE 9,

ciscoasa# export webvpn translation-table customization template
tftp://209.165.200.225/Sales

ciscoasa# !!fttrrirrrrrrrrrrrrrrrrrrrrrrrrrrrnd

WIZ, >t W HARFTD, LANNZA VAR — Sz PERERE T — 7 Ve =7 AR —
N ABERLET, T DM zh %, Microsoft Internet Explorer 77 7 D [
2 —Xy ATV a VI THEREICHEE STV D EMEICHERLL TV EJ, ASAITE,
Chinese & 9 410D XML 7 7 A /L ZERC L £77,

ciscoasa# export webvpn translation-table customization language zh
tftp://209.165.200.225/Chinese

ciscoasa# !tiitrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd
EEa<r K av R Bl
import webvpn translation-table BT —T N E A R — N LET,
revert Frvva AEUMNLEHRT —TVEHIBRLET,

showimport webvpntrandation-table| 1 o 7 R— ~ L= HT — 7 VBT AE#RA2FE R LE
_3‘0




. export webvpn url-list

export webvpn url-list

URL U A b % VU E— FOEEFTIC= 7 AR — T 5121%, 54 EXEC *&— FC export webvpn
url-lis =< > RZ&EFHLEI,

export webvpn url-list name url

B DEREA

aAavU R TFI4ILE

aAvU kK E—F

e URL U X kB9 5450, AT 64 LF T,

ul URL U A hDY —=2A~D Y F— k82, e REIE 255 7T

T 7 4V F OEBHEREIZH Y TR AL

WDOFRIZ, a2 REANTEDLE—FE2RLET,

OAY U RE— | T7AT7 94— ILE—F +ExAYF4aUTFER B
k
=Ty k | FIVART DU TN RILF
Lk
AVTFRE |VRTLA
¥#HE EXEC o S5 . %I _ —

avy FERE

EREDHA FS1 Y

3l

JU— ZEERE
S

802) Zoa~wr RRpNBEIMENELE,

9.0(1) =L FarTHRAME—RFROYVR— MR BEBMENE L,

WebVPN IZIX, 74/ TCURL U X MEHD FH A,

export webvpn url-list =~ > RZ#EH LT, Template L\ AT V=2 hEX U r— RTX
F£9, Template 77 ¥ =7 MIEEELITHIBRTE £ A, Template 77> =7 N ONE %
HELTCHAXAURLY A b & LTHRAFEL, importwebvpnurl-list =< > R&EfH L TA v R—
FL, #AHZLURL U A MEBIITEET,

A VR — R MEADURL VA a7 AFR— K F5&, URL DLGFTICZEDO Y A D XML 7 7
ANVDMER S ET, showimportwebvpnurl-list =~ RZ2HH LT, HHARRERT 7 L —
M, BEOAS VR—= P EHLDT—TNDY A NERRFTEET,

KRIZ, URL U A |k servers &z =7 AR— M 562 RLET,

ciscoasa# export webvpn url-list servers2 tftp://209.165.200.225
ciscoasa#



export webvpn url-list .

EEav> R

avy kR

Bl

import webvpn url-list

URLVU A &2 A AR —FLET,

revert webvpn url-list

Fyvoia AEFUNSURL Y A MEHIBRL ET,

show import webvpn
url-list

A VR— FFEHRDOURL Y A MBI DIEREFR S LET,




. export webvpn webcontent

export webvpn webcontent

VE—hDITAT 2 FUASSLVPN A=Y —IZFRKRIND, 7T v a AEIADA VR—
NEHra T oY ey AR — T 5I21E, Kb EXEC & — R T export webvpn webcontent =
~U REEHLET,

export webvpn webcontent source url destination url

BXDEREA

AR R TFIHILE

aAvU R E—F

destination  The URL to export to. fix K¥i% 255 37T,
url

source url AT UYNBDHASADT T v a2 AE Y DURL, e RKEIL 64 3LFTY,

77 4V FOBEREIZH Y EE A,

WDOFRIZ, a~vr REANTELE—RERLET,

K
=Ty F | rSVART VTN YILTF
Lok
AVTHFRE | VAT LA
F¥HE EXEC o S — . % _ _

avy FERE

FEREDHA K54V

Jy— EERE
A

802) Zoa~wr RNBIENEL,

9.0(1) =AFarFXZAhE—RFROYVR—FIFBBMENE L,

webcontent 77> a3 VEAFHL TCZI AR—Fransar 7oV, VE—RDZ 747 K
VA=Y —ZFRENDI AT YT, ZHUTE, 774 T ML AR—=ZIWIFREN
HAUR—= FEFELDNVT AT oI, HAZSA Y= a3y 7V Mk T
ENsuedEnbHn T,

export webvpnwebcontent =~ > RORZRICEERFF (?) AT H L, =7 AKR— Fa[ggle =
TUVDYANERRTEET, RIHEZRLET,

ciscoasa# export webvpn webcontent ?

Select webcontent to export:
/+CSCOE+/help/en/app-access-hlp.inc
/+CSCOU+/cisco_logo.gif



export webvpn webcontent .

i WIZ, TFTP % LT~ 7 A /L logo.gif . logo_copy.gif &\>5 7 7 A L4 T
209.165.200.225 |27 AR — b T LBl &R LET,
ciscoasa# export webvpn webcontent /+CSCOU+/logo.gif tftp://209.165.200.225/1logo_copy.gif
1111*x Web resource /+CSCOU+/logo.gif' was successfully initialized

MEav>F av YR BILL]

import webvpn webcontent 24T N ASSLVPN 2—H —|ZFERENDI LTV
A AR —FLET,

revert webvpn webcontent LTV ET Ty a ATFYUNLYIRLET,

show import webvpn webcontent | { o8 — | &L= = v 7 o v (2 BT B % For L £,




. extended-security

extended-security

IPAT v ar A AT v a VRRESNT ATy b~y X —TEFx2V 7 4+ (E-SEC) 47
VaUPRELTEEEOT IV a v EERTDHITIL, NTA KA T4 FXal—T g VE—
NC extended-security =~ &2 L ET, ZOMEEELT B —7LICT5I2iE, ZD=
<~ ROnoEREHEHALET,

extended-security action { allow | clear }
no extended-security action { allow | clear }

BX DA

AU R TIAIE

ATV R E—F

alow JiiEtx 2 V5 4 IP AT v avaeate\ry el LET,

cdear Jisktx =2V 7 4 AT v arazry b sy X —PBHIBRLThD, /X7y FEFFE
L%,

FIFNEITIE P T ar A AR a i, HEEXFa2 VT o IPA v a v 28T
Ny b Rry T LET,

PATvary A AT gy R)v— vy 7 Tddault 2~ FaERTE, T 741
MEAZZEBECTEET,

ROFIZ, a~ FEANNTELE—RERLET,

AV RE— | 747D 4A—ILE—F tXa)F4a0TFRE
K
=Ty K ESUARRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA
NI A—H a o %I o %I o %I o %I —
V7 4F¥
Lr—g3

avy FERE

FEREDHA FS14 Y

Jy— EEAE
7S

9.5(1) Zoa~=rRFRBMENELE,

Coa<w R IPF T ar AVARI gy R — <y P TRETE T,

IPATFvar A AR ayEZRELT, BEDIP AT awBfOEDIP N7y R
ASA BB CTEX 20 &M CE £, BEETITNry hEBBEIEZY, FFEESINLTWD
PATarvas7 )7 LTob Yy helilmswiz) TEEd,



extended-security .

i WRIZCIPF T ar A A a7 7arwER)—~<y P THRET L%
74?\‘ Lij—o

ciscoasa (config)# policy-map type inspect ip-options ip-options map
ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p) # extended-security action allow
ciscoasa(config-pmap-p)# router-alert action allow

BEavU R avy kR 58
class RV == DI TRy THEREELET,
class-map type inspect TNV =y a @GO 74 I ERETHIZODA

AR vay JIA <y TERERLET,

policy-map LAY 34DR) — <y T ERLET,

show running-configpolicy-map | BiZED R Y v — < F a7 4 Xa b— g VBT _XTHER
L/\li—a—()




. external-browser

external-browser

AnyConnect 7 7 A 7> b OFBIAHRT 7 I HFORDOVIHNET T oW (AXv—FT 4 T
AT ADT 74N D77 7Y ML T AnyConnect 7 7 A 7 2 b U 7 A A R
AEZERET DITIE, config-tunnel-webvpn &— KT external-browser =< > R&#H L EJ, 4
W77 OPICL D TN A A REE R TN HI121E, 2o < RO no A&
LET,

external-browser enable

no external-browser enable

B DEREA

AR R FI4ILE

ATV R E—F

aale =74 L hDOST T UHIC LB LY I A A LA R E LE T,

77 4N FOBERLEIZH D EE A,

WDOFEIZ, a~vr REANTELE—RERLET,

aAYXVKRE— | T7ATO4+—ILE—F tXal)F4a0TFRE
k
=Ty K FSUART (VT TILF
Lk
AVTEFRE | VAT A
configtunnebwebvpn |« SeFJE o %Fhts o %Fhts .+ X o X

avy FERE

FEREDHA FS14 Y

Jy— EEAE
A

9.17(1) Zoz~r FRBMENE LA,

external-browser =~ R&HH+T5 L. SAML > > 7o A VIR ARL—T 4
VAT DT I AN DT TN EFHT LI )ICHETEET,

Iz, external-browser enable =~ > R&H LT, SAML > > 7 VYA A VBERICA L —
TA VT VAT EADT 7 VDT TV EGHATLLIICRET AP E R LET,

ciscoasa

#

asa(config)# tunnel-group SAML webvpn-attributes
asa (config-tunnel-webvpn) # external-browser enable
asa (config-tunnel-webvpn) #



external-browser .

EEav> R

avy kR

Bl

anyconnect external-browser-pkg

AnyConnect 7 54 7 > N BT TG I HF Ry r—2 7 7 A
NDINAZHRELET,

tunnel-group

VPN #7277 A VEERT 50, E7203 VPN 8
077 ANDT—HERXR—=AT I ALET,

show webvpnanyconnect
external-browser-pkg

WBELES v IS ATy Ny —2 77 A VTt
HiEMELRRLET,




. external-browser




BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



