™

s backup (3 ~—7)

» backup interface (7 ~X—7)

* backup-package auto (10 ~X—73")

» backup-package location (11 ~—3°)

* backup-servers (13 ~X—1)

e banner (/' mz—/ VL) (15 X—7)
sbanner (7 /L—7 KU —) (18 X—)
s base-url (20 ~<—7)

* basic-mapping-rule (22 ~X—1)

* basic-security (24 ~—)

e bfdecho (26 ~—7%)

* bfd interval (28 ~X—73)

e bfdmap (30 <X—7)

* bfd slow-timers (32 ~X—3")
* bfd template (34 ~X—77)

* bfd-template (36 ~—13)

* bgp aggregate-timer (38 ~X—1)

* bgp always-compare-med (40 ~X—73)

* bgp asnotation dot (42 ~X—737)

* bgp bestpath compare-routerid (46 ~X—1)
* bgp bestpath med missing-as-worst (48 ~<—17)
* bgp-community new-format (49 ~X—1)

* bgp default local-preference (51 ~X—73)

* bgp deterministic-med (52 ~X—73)

* bgp enforce-first-as (55 ~X—7)

* bgp fast-external-fallover (57 ~X—7)

* bgp graceful-restart (59 ~—3)

* bgp inject-map (61 ~<—73)

* bgp log-neighbor-changes (63 ~X—73")

* bgp maxas-limit (65 ~X—1)

o g
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* bgp nexthop (66 ~—)

* bgp redistribute-internal (69 ~X—1)
* bgp router-id (71 ~—2)

* bgp scan-time (73 ~—2)

* bgp suppress-inactive (75 ~X—1)
* bgp transport (77 ~X—7)

* blocks (79 ~—2)

*boot (81 ~<—)

« border style (85 ~—73)

cTVvA 7T TR (87T N—Y)

* bridge-group (89 ~<X—7)

* browse-networks (91 ~2—3°)



backup .

backup

ASADZ LT 4 X2l —Tal, fEAE, F— BLUOA A—TENN I T 7T BHIT0E,
# EXEC & — KT backup =~ > RZMH L £7,

backup [ /noconfirm ] [ context ctx-name] [ interfacename ] [ passphrasevalue] [ location path
]

BX DA /noconfirm location /X7 #* — % L cert-passphrase /X7 A —% D A2 ER LN L 91T
BELET, BEBLOTT— R vt —V 2 A RNAL TR I T v 7%
ITTELLIITLET,

context ctx-name 3 27 AFITAR—ANLD</LF a T F A ME— FT, context F— 7 —
REANLT, FELILary TR A NNy T v 7 LET, HFar7FA
MIERNC Ay 7T v FFTHRMENRHY £, DF0D, 774 LT LI
backup =~ RZ AT L20ERH Y £,

interfacename  ({£E) RNv T v T At =5 L F—T oA ADLHIERELET,
A B =T 2 A AEEE L2268, ASAIXEHERHL—T 47T —
TNEHERL, —EHTD2LORRONLRITIE, T—2DNLV—F 47
TNV EHERLET,

location path X+ 7 7 > 7 location (Zix 2 —H LT 4 A7 £7213 Y &— b URL &5
T& 7, location ZF5E LI2WEEIE, ROT 7 4V MAMERH S NVE T,

« 7 VE— R : disk0:hostname.backup.timestamp.tar.gz

o ¥ /LFE— I : disk0:hostname.context-ctx-name.backup.timestamp.tar.gz

passphrase VPNGEER L OEAHEAE X — 0NNy 7 7 v 7| GEEEZ LT 5720

value \Z. cert-passphrase & — 7 — RN CHE SN £ — 3L T7, PKCS12
EROFEHEZ G F LB LOE LT 27D T 227 L—X% AJ)
TOHMLERDY T, Ny 77 v ICEEND OITAEAEICEE T % RSA
F— XTEFTHY, AZ 2 K7 o aiAERR SN ET,

ATV RFI4)0 R location ZHEE LRWEAIL, IROT 7 4V MABMER S ET,

« > 7 VE— R disk0:hostname backup.timestamp.tar.gz

o ¥ /LFE— I : disk0:hostname.context-ctx-name.backup.timestamp.tar.gz

avy R E—FK WROFIZ, a~v R ANTELE—FERLET,




. backup

ARV KE— | TFATIA—LE—F tFa)T4aVTFRb
X
IL—Fv K FSURRT (DT TILTF
Lk

AVTEFRE | VRATA

#eHE EXEC . B « %t « R * KIIE " K
avy FERE )y— ZEERRS

z
93(2) ZoawrRFiRNBENENELE,

9.5(1)

interfacename 3|2 BIIMENE Lz,

FEREDAARZA Y

RDOHA RT7A4 2L TIIZEN,

Ny I Ty T EBMET DRI, Ny 7 T TN 300 MB BLEOT ¢ A 7 fEikAME A AT
BRTHOLIVLENRDD 7,

Ny T THREIFIAN I T TR T 4 X2 b—a Y EER LTSS, EOE
ENBEIANY 7T v TGO ENER A, Ny I T v TOFTRICAL T 4 Falb—a
VEERBLTCOOETAEAEIT LSS, 20ary74Xal—varyofERiFEEXSH
FT, MRE LT, ASAIZERLZE®HZTLHZ0HY £7,

Ny Z T v FIx—FIZ 1 ST Tx £,

AT 44X alb—valE, LDy I T v T EFATLIZE X LFRIL ASA N—T 3 (T
DHETTEET, HTY—LZHHL T, ASADELRIZR—=V g U Tar7 4 ¥a
L—ya v EBBITTHZ LI TEEHA, 274 X2 —2a b OBITHRLEREA.
ASAIE, FTLWASAOSZr— R LIERICHEEET 5 A4 — Ty a7 4¥alb—va
CERHBIZT T L—RRLET,

IITABN) T EERTAEAE, Ny I T v T TEHDE, AZ— T v Fary7Xa
L—vay, FiaryaFal—var, BLOTAT T 4T 4iHEDOHRTT, =
=y FZTEITHIA ANy 7T v TEERB L OETT 2L ERH D £,

T 2= VA== T EEE. Ny I T v T OERBIMETIE. T/ T4 T =y
MR NRA 2=y MR L TRIAIZATO MENDH Y 9,

ASAIZVY AL = NAT L—RERELTOLHEEIE. ZOFIETERLIEAAYy 2T v
a7 4K al—a DETRHICEDY AL — RRAT L —ANNEL 720D £4, ASA
DY AR —=RAT L= ZANRYRPAE, CLIaY 7 4 Falb—var A REBRL
T Ny I T T EFITT DN, YAX—/RAT L —X% Uty b5 )7ika#HR LT
<TEEW,

«PKCS12 7—% %A > 7R— bk (cryptocatrustpoint =~ RZfEH) T 582 h T A bR

A FPRSAF—ZHEHLTWBEEES, A VA= FENTZF—XTITILI T A MRA
MERUAFINEIY Y THNET, ZOHIKO=D, ASDMa2> 7 4 X2 lb— g %18



backup .

LR TR I A MRS Y bBLXOZEDOX— XTICHIOARTZEE LTZGE, AX—h
Tyl arZ4Xal—aAIndar7Z 4 FXal— g lRCICRLDIC, FETa
V74X 2=y a NFRR LI RTANEENDL LIV ET, DFED, F—
X7 ERNTARRA Y MIBOARTZER L7ZGAIE, toary7 4 Falb—va &8
JTLTERNEWNS Z T, ZOMEEERET 572D, FTARRA L MEeEDF—T
WZII TR CART A L T 7ZE 0,

AU B =T 2 A AERE LR850, ASAIXEHERALV—T 4 V7 T—T IV Z iR
L. —HT2L0REONLRTNE, T—FDON—T 4 7 T—TNVEMRLET, &
HEHA 2 —T A Z%RMT DT 73V bb— MR & L8561, TXTO backup k
TIU4 I NEDON— N T DD, T—FN—T 4 T T—TIVPHERIND Z &
EHVEHA, ZOVFIATIE, T—F A H—T 2 RAERAL TN I T v 745
VN HDGEIXHIIA X —T = AEHEELET,

cCLIZ ML TRy 77 v FLTHHASDMAZHH L TETLLIZY . ZOWMa1T5 2 &1
TEEHEA,

« backup location 2~ > R&FITT 86, 74 V27 P ARRZZEHAT v = 1)) M
LTLEE, RIHlZRLET,

ciscoasa# backup location disk0://sample-backup
BN I T T T ANVITEENDNETKRD EBY TT,
cFEiTar 74 Xal—a
CARH— KT S AT 4 Fal— g

T RTOEF2VT 4 A A—

Cisco Secure Desktop 33 L UNAHR A b AF¥ v DA A—

Cisco Secure Desktop 38 L UNVHR A N A% ¥V OFRE

AnyConnect (SVC) 7 7A4 7 DA A=V EBLRT w77 AL
AnyConnect (SVC) DI AL <A ABIONNT VAT 4 — A

o« TATUT AT ARHE (TAT T 47 4 FEHFICEEA T H 472 RSA F— X7
FEENDN, AZ U RTrY 2= TR END)

* VPN 47—

*SSLVPN 2> 7 4 F¥al—v a3y

TN r—ary TuTdrANDH AL T L —LTU—7 (APCF)
s T Iw—7

s HAHwAE—T a3

e HAF Iy T EAKRY — (DAP)




. backup

1

i /A 4

BT m 7 7 ANVHOFERMAT A VT

« Fu T HE

i
2

iE

I3

o« BT —T )L

*Web 27 Y

o R 3 V1R

WIS, Ny 7Ty T el 2R LET,

ciscoasa# backup location disk0://sample-backup
location [disk0://sample-backup]?

Backup
Begin b
Backing
Backing
Backing

Backing
IMPORTA
to rest

ackup...

up [ASA version] ... Done!
Config] ... Done!
Configl] ... Done!
Enter a passphrase to encrypt identity certificates. The default is cisco. You will be
required to enter the same passphrase while doing a restore: cisco
up [Identity Certificates]

up [Running
up [Startup

NT: This device uses master passphrase encryption.
ore to a device with a different master passphrase,

Done!

If this backup file is used
you will need to provide the

current master passphrase during restore.
Backing up [VPN Pre-shared keys] Done!
Backing up [SSL VPN Configurations: Application Profile Custom Framework] Done!
Backing up [SSL VPN Configurations: Bookmarks]... Done!
Backing up [SSL VPN Configurations: Customization] ... Done!
Backing up [SSL VPN Configurations: Dynamic Access Policy] ... Done!
Backing up [SSL VPN Configurations: Plug-in] ... Done!
Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] Done!
Backing up [SSL VPN Configurations: Proxy auto-config] ... Done!
Backing up [SSL VPN Configurations: Translation table] ... Done!
Backing up [SSL VPN Configurations: Web Content] ... Done!
Backing up [Anyconnect (SVC) client images and profiles] ... Done!
Backing up [Anyconnect (SVC) customizations and transforms] ... Done!
Backing up [Cisco Secure Desktop and Host Scan images] ... Done!
Backing up [UC-IME tickets] Done!

Compressing the backup directory Done!

Copying Backup Done!

Cleaning up ... Done!
Backup finished!

EEav> R avy |FHA
~
resore |\ N 77 v T Ty ANDHASADAL T 4 Fal—ar, F—, iEHE BX
OA A=V xaETLET,
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backup interface

ASA 5505 72 &, FFABAAL v FHHEH LIZETVORE, A VX —T 2 A AT 4 Xz
L— 3y E— RTbackupinterface 2~ REEHA LT, ISP E~DNRNw I T w7 A2
H—Tx2A AL LTVLANA VX —T7 = AZHELE T, BHEOMECRTIZIE, 20z
< RFOnoEXEZEHLET,

backup interface vlan number
backup interface vlan number

B DEREA

AR R TFIAILE

AR E—F

viannumber R 77 S A v H—T = A ADVLANID Z#57E L £,

77 # /)L hTliL, backup interface =~ Rix7 4 E—7 /LT,

ROFIZ, a~ FEANTELHET—FarLET,

ARVKE— |T7A47 04— ILE—F X274 0TFR b
k
=Ty K FSUART (VUL TILF
LYk
AVTEREN | VRT LA
A H—T = o it — o 3fhis — —
AR A7 4
X2l —g
N

avy FERE

EREDAARZA4

Jy— EEAE

72(1)  Zoa<wr R™BEMESHE L,

7.2(2)  SecurityPlus 7 A &> A TlL, VLANA X —7 = A ZAEOHIR GEFED T 7 4 v
TRHIE3I D, Ro T v A2 =T A ZAfIL 1D, 7=— A —_"—HiL1
D) MR, RO, 2 —T 2 A AERETELLICRVELE (i
RKELUANADOFHIRIZH Y FHEA) o LTEEB-T, 420 EDOA 2 —T = f A% A 31—
T T D721 backup interface 2~ > REFEHT 20 EIXH D T A,

ZDavwy REANTEDLDE, VLANA VX —T 2 AA ADA L H—T 2 A A7 4 X
L—ya = RKETTT, 20avr NI, 794~V A0 X —T =24 RAERATDHT 74
N NV—=EBE T LRWRD F8E LN I T v T A v —T oA A@lE L LD &7
HRENTZ T4 ET XTIy LET,

backup interface =~ K C Easy VPN Z 3% & L7cHiid, N/ 7 v A v X —T = A4 AN
TIA VIR DE ASAIZVPNAL—LZHLWT T~ VA o F—T = ATBHLET,

"



. backup interface

1

RNy DT T A F—=Tx2A ZOREAEFRT HHIEITOWTIE, showinterface =~ N &
ZHLTLEE 0,

%f7?4794V&w7142kﬂy77yf4y&%7:4z®ﬁﬁ:?7¢wbw%
FEBRELT, TI9A4~Y A Z—T oA RAEERRELTZBEAICNR I T v T A F—
7:4%%@%?%éiﬁmbf<ﬁéwok&zi\20®77ww%w~h%aELT\
127 RI=A ML =T AT T A AZUAPMENT FTA vV A =T ZHEL, b9
1D 7 FI2A RN —TFT AT T4 AFANBNNN I T v T A F—T oA AHETDHZ
ENTEET, DHCPH— =B LT 74V M= DT RI=ANL—T 47 T 4
AH A FEEZTDHHFEICOWTL, dhep dient routedistance =T~ RESMH L TL 72 &
W, T 2 T IVISP YR — R ORREDFEMIC OV TIE, damonitor =~ RE L O track rtr =
v RESRLTIEZN,

management-only 2~ > R& T TIZHEL TWDA VX —T oA AN\ I T v {2 HF—
T A RIRETHILIFTEEEA,

WIZ, 4 DD VLAN A ' F—T = A A%5 E‘?’éfﬂ%ﬂ“bi‘?‘ backup isp A > X —
Tz AL, TIASV AL H =T A ANKT T LTS WZER Y . i~
74?7%ﬁ7bi%rwmﬂv/%fi\7747)4/ﬁ—7l4xkﬂy7
T T AVE—T2AADT 7+ )V "Mb— REER L, Xy 77 v 7 — MR
T RIZARNL—T 4T T A ARAZ U ALZFELTNET,

ciscoasa(config)# interface wvlan 100
ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# security-level 0
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# backup interface vlan 400
ciscoasa(config-if) # no shutdown
ciscoasa(config-if)# interface wvlan 200
ciscoasa(config-if) # nameif inside
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.2.1.1 255.255.255.0
ciscoasa(config-if) # no shutdown
ciscoasa(config-if) # interface wvlan 300
ciscoasa(config-if)# nameif dmz

) # security-level 50

)# ip address 10.3.1.1 255.255.255.0

) # no shutdown

)# interface vlan 400

) # nameif backup-isp

) #

) #

(

(

(

(

(

(

(

(

(

(

(

(

(
ciscoasa(config-if
ciscoasa(config-if
ciscoasa(config-if
ciscoasa (config-if
ciscoasa(config-if
ciscoasa(config-if security-level 50
ciscoasa(config-if ip address 10.1.2.1 255.255.255.0
ciscoasa(config-if)# no shutdown

ciscoasa(config) # interface ethernet 0/0
ciscoasa(config-if)# switchport access vlan 100
ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# interface ethernet 0/1
ciscoasa(config-if)# switchport access vlan 200
ciscoasa(config-if) # no shutdown
ciscoasa(config-if)# interface ethernet 0/2
ciscoasa(config-if)# switchport access vlan 300
ciscoasa(config-if) # no shutdown
ciscoasa(config-if)# interface ethernet 0/3
ciscoasa(config-if)# switchport access vlan 400
ciscoasa(config-if) # no shutdown
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ciscoasa(config-if)# route outside 0 0 10.1.1.2 1
ciscoasa(config) # route backup-isp 0 0 10.1.2.2 2

BEEavT YR

avy kR

Bl

forward interface

ALEB—=T 2 A ANBDA B —T 2 A Z~D T T 4 v 7 ZHk
THZEEHIRLET,

interface vian

VLAN A V' HZ—T = ZA&ER L, /1 VX —T A A AT 4K
L—a v B— REBRBLET,

dhcp client route
distance

DHCP — R_R— b BE LT 7+ s —FOT7 FI=A L —
TAT T AAL A EEXLET,

sla monitor ART 4T I—R DT X TOSLAET=F Y o TEIWEZ B
L/\i—g—o
track rtr SLA =% U » ZEEDIREZ IBIF L 57,




. backup-package auto

backup-package auto

Cisco ISA 3000 THE)/ Ny 7 7 v 7 L H T OBEZRRIET 2 121E. FibE EXEC E— R T
backup-packageauto =~ > RZfEH LE£7, BEI Y 77 v FE2Ii3E 02 T+ 21203,
Zoawr RonBEREFEHLET,

backup-package { backup | restore } auto
no backup-package { backup | restore } auto

XD bakup HEN Ny 77 v FEHREL TSI EEZRLET,

retore HENE CAREL TWDHZ LaRLET,

ARUEKRFIFIE T IANIONY T v T EETOE— NEFETT,

AYURE—F ROKIZ, avy FEANTELE— FamRLET,
ARV KE— | 774724 —ILE—F EELYFAVFER R
K
=Tk FSUART (VT T ILF
LYk
AVFEXRL | VRTL
¥y EXEC o %t o %t o Xt —
av > FERE Jy— ZTERE
3

97(1)  Zoa~r FRRBEMENELE,

EELEDOHA RSAY Ny 77 vy 7 LEIOE— RFMIZLTEY, FMillcRETEET,
HEW Sy 77 v P EEILOBAEIC Ny 7T v T EEITTORENT A —F ZfRET DT,
backup-package location =~ > FZ{EH L £,

Bl KIZ, backup-package =~ > REMHHA L CHEBINY 7 7 v 7 2% ET D012/ R L E
D

ciscoasa# backup-package backup auto

BEa<w> R avU R Bl

show backup-packagesummary | /X v 7 7 o F L E LD/ r— RIT A —F DY~ —%F+
~LET,




backup-package location .

backup-package location

Cisco ISA 3000 THEKED /Ny 7T v 7B I OEITTOBIEIER T 5Ny 77 v 7B X ETD
Bt &% E T 5I21%. FitE EXEC & — K T backup-package location =~ > K& L £,
Ny 0T TERIIETCORFEZT 74V MEICY By 45121, Z0a~<2 RO no B
ERERALET,

backup-package { backup | restore } [ interface name ] location disk n: [ passphrasestring
no backup-package { backup restore } location

BX DA

AU R TIFIE

AUk E—F

backup NPT T NRITA=HEEFZRLTNDLILEERLET,

EE) Ny 77 v T EILFETLOBEIMHENT 54 2 —T7 =1 ZAD4
Al

interface name

location diskn: N 7 7 T oSy r = DIERNRIESNND A b L= 2T 4 T OB

passphrase X7  (EE) Ny 77 v P EROBE b, £33Ny 77 v 7SI RO
¢l BIEHT A7 L—X,

restore "INRTA—ZHZERLTNWDHZ & RLET,

7 7 4V b location i% disk3: T, SD 71— FREGFENTWET,

WDOFIZ, a~r REANTEHE—RERLET,

ARVEE— |T7ATI4—ILE—F TF2YT4a0TFRE
K
N=Tvk | FSVART DU TNL RILF
LYk
AVTHFRAKL | VAT LA
ke EXEC o i . ks . % _ —

avy FERE

N)— ZEERNE
z

9.7(1) Zoa=rFRBEMENELE,

ERLOAA ESA Y RNv /7 v 7 LEAOREImY L THY | FRCRETE $7,

—#%1Z. backup-packagel&H O EIL, IBIMD/NT A —X —ZfRE L7 THH TTFHTT A
A AERE NN 7T v TRBIOERXRTEELHI12T57200 1 [EIRY OEIETT,




. backup-package location

Bl KIZ. backup-packagelocation =~ REMH L T, BE{b XA 7L —XL LT
lcisco] ZFEHAL TR I T v I NRIA—FEFRET HHEZRLET,

ciscoasa# backup-package backup location disk3: passphrase cisco

BEa<w> KR avUR Bl

show backup-packagestatus | /N 7 7w X EIZETLHADO Ny A —VEREE R LET,

show backup-packagesummary | /< 7 7 v 7 L {500/ v ir— 0 85 A— 2 D | — % %
~RLET,
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backup-servers

Ny P T TP —R—=BETHIZIE, V=T R —ar74FXa2lb—arE—FT
backup-servers =~ > RE AN LET, N7 7 v 7P —R"—%HIRT DL, Zoa~vwr R
D no X EHEHLET,

backup-servers { serverl server2....server10 | clear-client-config | keep-client-config }
no backup-servers { serverl server2....serverl0 | clear-client-config | keep-client-config }

BX DA

clear-client-config IIAT NI T TP —=N—ZH LN E2fRELET,

ASA VX, XNVDOY—NR— V2R BTy a2 LET,

keep-client-config ASAMMNY I T o T —N—ERE T TA T MIERFE LW &%
BELET, 7747 M, MBORY 7T v H—s— 1 2 &

HEHLEST GRESHLTVDIHA) .

serverlserver 2 ... 774 ~Y ASADVFIHTERWIGAEIZ VPN 7 747 EMERT %

server10 P R—D ) X P EIEELET, K —"—EZAR—ZTKYY, 7
FTAZTVT 4 OFmWIRICERET, F— =L, IP T L AFEZTER
ARG THRELET, UAMIL500 XFETAHTEETRN, 108
DTy N DHREEDDHIENTEXET,

AU RTIHIE

ATV R E—FR

AT M EERIZT T4~ ASA BRI T v F —N—ZRELRWVWED, Ny
Ty T NI ELER A,

ROFIZ, a~ P2 ANNTELE—RERLET,

AV KRKE— | T7PAT94+—ILE—F tXxayFqsaTFXRX b
k
=Ty K FSURRT (VUL TILF
LYk — —
AVTHFRM | VAT A
T—7 R o %It — o %It — —
v—ar 74
X2l —3
N

avy FERE

Jy— EEAE
A

7.0(1) Zoawy RBBNEhE L,




. backup-servers

EREDAARZA

FATa 7 4 ¥ 2 bL—3 3 D backup-servers BIEZ HIFRT 521X, 2Dz~ RO nofE
AR LCHAILET, ZhCkY, Ny o T v T P N—DEEO I N —T K Y -
MO TE T,

IPsec /N> 7 7 v I —R_—2X Y, VPNZ T4 T biE., 774~V ASADFIFTE 72\
HBThbEY NI A MIERCEET, NI T v T —N—ERET H &, IPsec b X
BN END EEIWZASANR T FTAT v MY ==V R 2T v 2 LET,

Ny T o T H—=n_"—=F, 7I7AT7 2 b EERITTT714~Y ASA EIZEREL£9, ASA EiC
NI T T PR BBETEHE. NI T T = R =N I—TNDY T A
TN TyvvadZ N, ZIATVNEDON 7T T ==X EEINTNDE
&) PEI#HEDY T,

)

CE) ARAMEFEHTIHEAIZ. v 77 v DNS —"—BLOy 77 v 7 WINS +—

3l

W%, 774 <VUDNSH—N"—BILOTT7A4 <Y WINS h—_—L[FHDORy N T —
7 PICERETHZ AR LES, ZoXocliwnwet "= =T 77447 D
EHDOr 74T FISDHCP N LT — KU =T 7747 hv5H DNS fE#B L O
WINS fF# 2 BfGF L CWDHA, 774~ ==L omikbh, Xv 77 v
P—N—|Z 872 % DNS i & WINS fE# 3 & 5 &, DHCP VU —ANHIRGINIZ/ 5 £ T
IIAT M EHTERLL D E9, £/, A MEHEHL TWHEEIZ DNS 3 —
N=DERARFNC/2 5 &, KIGRBIERSBET HBEZ0NH Y 7,

iz, [FirstGroupl &WHLETDZ L—T R 2 —IZ, IP 7 FL A7 10.10.10.1 &
192.168.10.14 THH NN 7T v 7 P—N"—%FHET HH 2R L ET,

ciscoasa

(config) #

group-policy FirstGroup attributes
ciscoasa

(config-group-policy) #

backup-servers 10.10.10.1 192.168.10.14



banner (¥ @—/\)L)

ASDM 73—

tyar NF—

banner (' O—/3\)L) .

0 7' A v XF—_ F721% Message-of-The-Day /3 ) — % 7%

ETHITE, Fa—r L a7 4 Xal— gy F— RTbanner 2~ REZMH L4, 5
EENTz N —F%—T— K (exec, login, 2%\ motd) 753X TOITZHIFRT 5 I121E,
Zha<wr RDno IBREFHLET,

banner { asdm | exec | login | motd text }

no banner { asdm | exec | login | motd [ text ] }

BX DA

AR TIHIE

AR E—F

&M ASDM ~D 1 7 A AR LT BICANFT—2FRTH LIV AT LAEZRELET,

Gk

TLTCRIA U EZTT DN, FRITUNT2052HRTH a7 MR —P—2k
RENET, ZOFTvarEMEATHE, HEROBNZ, EHICEXDZRY —FH0%
TANE 22— —|ZRDBZENTEET,

&XE&C A =T N T u T N EFIRT OIS, NT—2RRTLHEOICVAT LAERELE

TO

logn Telnet £7/-1Z> V7 hay Y — L a2 LTASAICT 7B AT 554,
TA v TP hEaRRTARNCAT 2R FTTEIIICVATLAERELET,

INAT— K 1

mad )6 THERE L 7= & & |2 Message-of-The-Day /N F— % FRT DL IICV AT LEHELE

—g—o

ted F7THA v E—Y FEA MM,

T 74 R TIE, ANF—ERRSNER A,

ROFIZ, a~ FE2ANTELHT—FarnLET,

ARV KE— |T7A47 04— ILE—F X274 0TFRb
&
=Ty F FSURRT (DT TILF
Lok

AVTEFRE | VRATLA
Ja—)L o o XI5 o Kt o S5 o St o S
V74 F =
=3y

av Yy FER J1)—x ZEEBERNE

72(4)/8.03) asdm ¥—U— KBNS E LT,
9.0(1) banner login =~ > Ri&, U 7 a Y — Ui EE2R— N LET,

" e



. banner (' O0—/\)L)

FEREDHA K54 bamer 2~ RiE, fEELEF—V— NG L TERIND LT —E2RELET, texdt

AN 7L, BRUIOZEH (AN—X) O®%IHEL . 17K \@REITSEIT (LF) ) £TOT
RTCOXLFETHERENET, TFA PO A=A THEFF SN ET, 72720, CLITIZZ 7%
AT TEFEH A,

BONCEEFONTF—% 7 VT LRV RY | %D tet =2 ~ VIZBEFO AR —OFKRBITBEMN S
NTWEFET,

\)

(GE)  $(domain) h—72 > & $(hostname) F—72 (X, ASA D KA A L4 LRA MAICENEN

BEEHRZONET, I TFAN a7 X2 b— 3 2 TY(system) b—2 & AT
L, Z0OarTXRARNCIE, VAT LAV 4 Fal—ra V TRESNTWSD ) —
DERHINET,

NP —ZBEATIZT D12, BT 2172 & Cbanner 2~ > REFZICANLET, Zhick
D, BEFEONFT—ORRBIZEITHBENENET,

\}

3l

GE) NP —oFTA T 7 FORKRER. 235 XFEI 31 HEE (EPISHIBRICE L))

T

Telnet £7-1X SSH 2/ L CASAIZT 7 AT B, N —R v — VOB LB
AT BAEY R3320, X TCP EBXIAALT T —0N AT HE, By a VAT E
T, SSH Z/ L7= ASA ~D7T 7 v A%, exec & motd DATHR—FINFT, v/ A N
F—lE, RO e L T —F A ZPE SRV SSHVL 7 T A4 7 NETIXSSH 7 T A
Ty hEYR—FLTWEEA,

NF—ZEZHZ H120F, nobanner 2~ FEZFEHALTHL, HFrLWTaEML £,

BELIEAT—F—U— FOTXTOTLHIFRT 5121, no banner {exec | login | motd} =1~ >
REEHALET,

nobanner =~ RTIX, 7F A PR MY U7 ZEIRLCHIBRT 22 LIXTEEHA, £D=
®., nobanner 2~ FOKRBICATI LT FA MITRTERINET,

iz, asdm, exec, login, B X motd DFNF—EFRETHHIERLET,

ciscoasa(config)# banner asdm You successfully logged in to ASDM
ciscoasa(config)# banner motd Think on These Things
ciscoasa(config)# banner exec Enter your password carefully

( )# banner login Enter your password to log in

( ) # show running-config banner

ciscoasa(config
ciscoasa(config
asdm:

You successfully logged in to ASDM
exec:

Enter your password carefully
login:

Enter your password to log in
motd:

Think on These Things



banner (' O—/3\)L) .

KIZ, motd N F—IZ21THZ BT AH12 R~ LET,

ciscoasa(config)# banner motd and Enjoy Today
ciscoasa(config) # show running-config banner motd
Think on These Things and Enjoy Today

CEEEIS ST 358

clear configure FTRTONT—ZHIBRLET,

show running-config | TN F—%F R LET,




. banner (F)L—T K1) —)

N O [e] ~
banner (FJ)L—7J /K1) o —)
V- 73472 FOEGRIZVE— NI TAT U M ETHNF—FX T2 VT LATHF A B
RRTHINE, IA—F RV — a7 4 F¥Fal— 3 F— RThanne a2~ R&ff
HALEST, N —2HIBET 500, 2oa~vr FonoBERAEHALET,

banner { value_string | none }
no banner

A\
GE) VPN L—T R) o—THEDONNFT—EFHEL, TN —%HlEd 5L, 33
TORF=0HIREE T,

X DR none NF—ICXEEREL T, NF—%22ILLET, T 740 MEITIEE
L7z N—T R —D\F—%fE LEE A,

value NF—FFANERELET, 07 A BT —ORRLCTFHNY A X%

banner_string 4,000 X7 T, WIREATEHATHIZIL, Tl =7 AEHHLE
T, 7 IAT 2 MRT T UFIESATORRGIRITLTT v T HITH T2
D, ATZT LI 80 ~ 100 LFAHET HZ L HRELET,

ARV EFI4IAEL T IANIONT =T EHA,

AU RFE—F ROEIZ, a2~ FE2ANTELHE—FarLET,

AV KE— | TPAT794—ILE—F tXxa)TF4aTERX b
k
=Ty K FSUART (VU TL TILF
LYk
AVTEREN | VAT LA
TN—7 R o %F it — o %F it — —
- a7
X2l —Ig
N
avy FER Jy— ZEHEAR
2

7.01)  Zoawr R™BEMEHELE,

9.5(1) 0 g A AT —REDOfEE 4,000 12T LUE LT,




banner (¥ )L—7 K > —) .

FEREDHA KS4y ST —IHASA EIZu— IV TRESND 2, 2—F —Fnr 7 A /3T —I2%f LT [Accept]
F 7213 [Disconnect] %7 U v 7 T 2B NHY £79°,

Y

(F)  IKEvl X AnyConnect 7 7 A 7> b "= 3 3.0 2 EOHWT —F 7 7 F v TOBEMEX
PR—FEINTEY, =7 —FRELEE A,

INF—Z A L7720 E D I2F5I21%, banner none 2~ REEH L E9,

IPsec VPN 7 Z 4 7> bid, NF—HORELHIML 2R —hrLTCWET, 7=27ZL, 774
TV h VAR—HLE L O AnyConnect 7 7 A 7 > b IZER 972 HTML % %R — h LT\ &
T, NF—NVE—F2—HP—ZELLFERINDILIICTBHITIE, RDOHTA KT A HEW
ij‘o

eIPsec 7 F9AT v b a—YP—DEAIT. h X 7 E2FERLET,
« AnyConnect 7 74 7 > 1, <BR>Z 7 & L £7,
cIITAT RV A 2—F—DEAIT . <BR>Z V7 EHEHLET,

i Wiz, TFirstGroupl &9 &RID 7 —F KU o —lo " F— % RS A6 %7 LE
+,

ciscoasa (config) # group-policy FirstGroup attributes
ciscoasa(config-group-policy) # banner

value Welcome to Cisco Systems

7.0.




. base-url

base-url
EE) 7947 FLAVPNODR—ZURL #RELET, ZDOURLIE, — R —F ¢
IdP 2R &I D SAML A X T — 4 THEA SN E T, ZIUTEY IdP 1T ASA IZx= > R4 >
2= —% XA LT FTEDHLITRY ET,
COWREEAT 4 E—7NCT AR, Zoavry FonoBERAHEH L E T,
base-url { value string }
no base-url

X DA base-url % 7> K L 2 VPN ® URL

ATV RFIHLE AL

avY KR E—FK WDEIZ, a~ REANTEHE—RE2RLET,
ARV KRE— |T7AT724—ILE—F tXaYF4aVTFER b
K
IL—TFTv K ESUART (VUL TILF
LYk
AVTFXRARM |VRTLA
NRTA—=H o o XFhia o KHE o KHE o KHE —
V7 4K
Lr—g
av Y FRERE J)— ZEERNE
z

952) Zoawr RREMERELE,

FEREDHA KSq  *baseurl BEESNTVDHE, AL AssertionConsumerService & SingleLogoutService ¢
~N—2Z URL THY . show saml metadata TER S FE T,

* base-url 3EXE SV TWRWEEE, ~X— & URL X ASA @ hostname & domain-name 7> 5 {E
RENET, =& %L, hostname £ A [ssl-vpn] . domain-name 4 7% [cisco.com] TH D
Y&, show saml metadata T/~ S 415 X— A URL I https://sd-vpn.cisco.com T,

e base-url. F 771 hostname & domain-name DWWV HHTE S LTV WS show saml
metadata |3 =7 —%FK R~ LE T,

#l KIZ, base-url X ET HHERLET,

ciscoasa(config) # webvpn




base-url .

ciscoasa (config-webvpn)# saml idp myIdp
ciscoasa(config-webvpn-saml-idp) # base url https://ClientlessVPN.com

av Yy |EiBR

K

sgnature| SAML ZR D > 7' =F ¥ &4 XF—T N EFFT 48 —T M LET, 7741V T
X, ¥ =F¥iIT 4 B—T LT,

timeout |SAMLIdP # A A7 7 h&HFEL £,

trugtpoint | saml-idp 7 — KT h T A hRA » hEREL 7,

url SAML IdP URL #RE L £,




. basic-mapping-rule

basic-mapping-rule

aAvU R FI4ILE

aAvU kR E—F

v o BEUITT RLABLIONHR—F (MAP) RFAA VHNOER~ B TN — L ERET HI
IZ. MAP RAA v Dar 7 X alb—3 3 F— KT basc-mapping-rule 2~ > RZf L
FT, AU L—AEEIERTAICIE. Z0avy FOnoBREEHALET,

basic-mapping-rule
no basic-mapping-rule

T 7 ANV ERETH Y TR A,

WDOFIZ, a~r REANTEHE—RERLET,

AV KRE— | T7PAT794—ILE—F ttXxa)TF4a0TFFR b
K
IL—F v K FSUART (VUL TILF
LYk
AVTFXRARM | VAT A
MAP KA A 2| o5t — S INN S INN —
a7 4Fa
Lr—g v
£—FK

avY RERE

FEREDAA RZA4 Y

il

Jy— EERR
S

9.13(1) Zoa~vwr RPNEASHELR,

NAZ<w—T Y (CE) T4 A, Ay 70—V aHEHLT, HSHIPVET KLy
VU ERIIHET RLALR—F By hOFIV Y TERELET, CET A AIHRMN,
VAT LDIPVE T RLARET—=IDT VT 4 v 7 ABIOR— MHIFAND IPv4 7 KL 2B &
AR — K (NAT44 ZffH) IZE# L, RITLV—ILDIPv6 SV 7 4 v 7 AL > TERS N
F—VNDOIPV6 7 L AIZ, FHTLWIPVE T RLRAEZEH L £3, T0#%, 7 v MI—E
AT aNA X —=DIPv6 EH A Y hT—2 % L TAR—Z—U L — (BR) T/31 AZERFE SN
HEHTe ET,

basic-mapping-rule =< F&E AT 5 L. MAP RAAL VODER< BT —L a7 4
Fal—TaryET— KRB INET, 22 TiX, L—DIPv4, IPv6, BLIOHR— DT
BT A ERETEET,

WOFITIE, 1 EWVILAFDMAP-T RAA VEER LT, FAAL LV DOEHL—L &R
TELTWET,

ciscoasa(config) # map-domain 1



ciscoasa(config-map-
ciscoasa (config-map-
ciscoasa (config-map-
ciscoasa (config-map-
ciscoasa (config-map-

ciscoasa(config-map-

basic-mapping-rule .

domain) # default-mapping-rule 2001:DB8:CAFE:CAFE: :/64
domain) # basic-mapping-rule

domain-bmr) # ipv4-prefix 192.168.3.0 255.255.255.0
domain-bmr) # ipvé-prefix 200l:cafe:cafe:1l::/64
domain-bmr) # start-port 1024

domain-bmr) # share-ratio 16

avoU kR

lE-IUII:I

A

basic-mapping-rule

MAP RAA VDHER~ BT L—VEFEELET,

default-mapping-rule

MAP RAAL LV DF 74N s vy B 7 —LERELET,

ipv4-prefix MAP RAA VDAY Y EL T N—LDIPVA S LT 4 v 7 ZA%EHREL
9,

ipv6-prefix MAP RAA L DEA~ Y EL T IL—ILDIPv6 L7 4 v 7 ABREL
iﬁ‘o

map-domain oI T RLABLIOHR—F (MAP) RAA V2R ELET,

share-ratio MAP RAAL DA~ E L 7 A—NLDOR— " IEHRELFET,

show map-domain

BT T RLABLIOAR—F (MAP) KAA BT LIE#REE
%Lij‘o

start-port

MAP RAAL L DOHEAR~ Y L7 L— L ORRIER— N 2HTELET,




. basic-security

basic-security

IPATLal A VAR v ayBNRESNTEAT Y b~y X —TEXx2Y 74 (SEC) 47
VaUPRELTEEEOT IV a v EERTDHITIL, NTA KA T4 FXal—T g VE—
RNCbasic-security 2~ > REMHLET, ZOERELZT 1 E—7 /M2, Zoavy
RO no R AEMEHL ET,

basic-security action { allow | clear }
no basic-security action { allow | clear }

BX DA

AU R TIAIE

ATV R E—F

alow v US4 IPA TV araaiery N LET,

dear vx=2V7 4 A7 v aranry b sy X—noHIBRLThE, 7y haFFRLE
RS

FIFNEITIZ. IPA T ar A AT a0, X2 UT 4 IPA T arz2iEgies
rybERey 7 LET,

PATvary A AT gy R)v— vy 7 Tddault 2~ FaERTE, T 741
MEAZZEBECTEET,

ROFIZ, a~ FEANNTELE—RERLET,

AV RE— | 747D 4A—ILE—F tXa)F4a0TFRE
K
=Ty K ESUARRT (VUL TILF
LYk
AVTFFRAR |[YRTF LA
NI A—H a o %I o %I o %I o %I —
V7 4F¥
Lr—g3

avy FERE

FEREDHA FS14 Y

Jy— EEAE
7S

9.5(1) Zoa~=rRFRBMENELE,

Coa<w R IPF T ar AVARI gy R — <y P TRETE T,
IPATFvar A AR ayEZRELT, BEDIP AT awBfOEDIP N7y R
ASA BB CTEX 20 &M CE £, BEETITNry hEBBEIEZY, FFEESINLTWD
PATarvas7 )7 LTob Yy helilmswiz) TEEd,




basic-security .

i WRIZCIPF T ar A A a7 7arwER)—~<y P THRET L%
74?\‘ Lij—o

ciscoasa (config)# policy-map type inspect ip-options ip-options map
ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p) # basic-security action allow
ciscoasa(config-pmap-p)# router-alert action allow

BEavU R avy kR 58
class RV == DI TRy THEREELET,
class-map type inspect TNV =y a @GO 74 I ERETHIZODA

AR vay JIA <y TERERLET,

policy-map LAY 34DR) — <y T ERLET,

show running-configpolicy-map | BiZED R Y v — < F a7 4 Xa b— g VBT _XTHER
L/\li—a—()




[l videcho

bfd echo

B DEREA

aAavY R FI4ILk

avY kR E—FK

A H =T 2 A ATBFD Ta—%F— K& X—TMZTHIE, /1 HF—T AT 4
Fal— g F—RCTbfdechoz~> F&FEHLET, BFD ta—F— FE2ERH T HIT
1. Zoa~vwr FoOnoERAEHALET,

bfd echo
no bfd echo

Zoa~vy FZE, slIEEEF—Y—NIH Y ¥ A,
BFD = a— £— NI, BFDIPVd £ v ¥ a V CET 74V bT 4 B—=T TR > THET,

WDOFIZ, a~r REANITEHE—RERLET,

AV RE— | 97479 4A—ILE—F XT3 TFRE
&
=Ty K ESUART (VUL TILF
Lk
AVTERE | VAT LA
ra—R)L a o %S — o G o it —
Y7 4%
Lr—g

avY RERE

FEREDAA RZA4 Y

3l

Jy— EERR
S

9.6(2) Zoavy RRBMSE L,

Ta— F— RNEIF 74NV N TAX—T NI TWETA, BFDIPV6 & v a Tl R—
FENTWERFA, F—U— FEEEETITnobfdechoz~> REAT5HE, ma—_ry
rOEENAT7I1272 0 . ASA 7 BFD XA N—L—EnbLZE LTcma— 7y MERE LR
WZ EERLET,

Ta—F— RaA X—T /T D&, F/hxa—XE MR & LB RELEE MR OMES bfdinterval
milliseconds min_rx milliseconds /X7 A — % N HHE S E T,

CPU ffi fHER D L H- %8S %722, BFD =2 —%— R4 4 %812, noipredirects =< >
K% AJ)L <. Internet Control Message Protocol (ICMP) U # A L7 h A vt — T Ok(E % 4
T DMERH Y £7°,

&Iz, BFD <> 7IZBFD 7> 7 L — b ZHEMT 252 R LET,

(config) # interface gigabitethernet 0/0
(config-if)# bfd echo



bidecho ]

EEav> R

avy kR

Bl

authentication

U NERy gL FRy S By a D BFD
T — NMIEREERE L E T,

bfd interval AE—T 2 A AIZRXR—AT AV BFD RTA—FEHELE
7,
bfd map T RLVALE=LVTF Ry T 7L — sEEEMNITS BFD < v

TEHEELET,

bfd slow-timers

BFD An— # A4 ~v—{EZHELET,

bfd template

VU INEKRY T BED T L — N A A —T = A AITAA
Y RFLET,

bfd-template single-hop |
multi-hop

BFD7 > 7L — F52HEL. BFDa 7 4 Fal— g F—
RZBAR L £,

clear bfd counters

BFD Ao 2% 27 )7 LET,

echo BFD > IRy T o7 — Mo a—42RELET,

neighbor BGP 73 %58k S 41, BFD 2 H#RE S AR A v — V%%
EC&% L9512, BGPOBFD A — hEEELET,

show bfd drops BFD TRr vy FENT"ry hoEERR-LET,

show bfd map EHRSD BFD ~ v 5 FERLET,

show bfd neighbors BEAF D BFD BEERIROFEMR Y A 2R R LE T,

show bfd summary

BFD O~V —FHREERLET,




B vidinterval

bfd interval

A H—T 2 A ATHUYEBFD RT A —HERETHIZE, AV F—T 2 AT 4 Fal—
YaryE—RTbda~vr REEALET, X—ATF A4V BFD vy a7 2 —X%2HIk
TAHIZZ, Zoa<wr FonoEXeEHLET,

bfd interval milliseconds min_rx milliseconds multiplier multiplier-value
no bfd interval milliseconds min_rx milliseconds multiplier multiplier-value

X DA interval BFD #1347~ 73 BFD B 7 ICEE SN ME A RE L £3, A%MEIE 50
~999 I UBTT,

min_rx BED /S v NASBFD 7 2 bEZIE S5 & & [T SN 5L 28 7E L
£, ARMEIL 50 ~999 2 VBT,

multiplier BFD B 7 bk L CLWBED il 7 v L —bE2fRELET, 2D
L— MNIETDHE, BEFDIZZFDOETRHARAIZ/RoTWHWHZ EEEFES L,
LA ¥ 3BFD T ICEENGZ DNET, FEETE HHPAIL3 ~ 50 TT,

milliseconds = OffI% 3 U BHALTY,

multiplier-value 45 D1,

ATV RFI4IR DAY RICT 74V NOBEEITEIZH Y EE A,

avY K E—F WDOFKIZ, a~r REANTELE—RERLET,
OAY U RE— | T7AT7 74— ILE—F tXa)TF4aVTERE
K
=Ty K FSURRT (VU TL TILF
LYk
AVTHFRE | VAT LA
Ja—) o o St — o 3fhis o KIS —
V7 4Fa
Lr—3
avy FERE )1)— ZEERR
=z

9.62) ZoawrRREBNMERELE,

#l Wiz, BFD ~ v 71= BFD 7 v 7 L — k% BT % %57 L £+

(config) # interface gigabitethernet 0/0
(config-if)# bfd interval 50 min rx 50 multiplier 3




bfd interval .

EEav> R

avy kR

Bl

authentication

UTNERy Sy arEv AT Ry Sy a L BFD
T — NMIRREERE L E T,

bfd echo AV H—T 2 ATBFD Ta— £— REANLET,
bfd map T RLAESATF Ry S T T L— NEEEST A BFD v

TEHRELET,

bfd slow-timers

BFD 20— # A v —fBERELET,

bfd template

U TNVIRYy T BFD T L —hEA U E—T A RTINS
Y RFLZET,

bfd-template single-hop |
multi-hop

BFDT7 > 7L — a3 EL. BFDZ 7 fFal—3i g F—
RZBB L E9,

clear bfd counters

BFD ho 2% 27V 7 LET,

echo BED v > Nk y P F o7 L— Mo a—Z&E LET,

neighbor BGP 73§k Z41, BFD M HERE/ S ARIHA A v — V%%
FETCE%L91C, BGPOBFD " R— b2 ELET,

show bfd drops BFD CRury 7S/ "ry hoERALET,

show bfd map WEFRHLDBFD v v 72 F R LET,

show bfd neighbors BEAF D BFD BHEBIROFEM 72 U A M ERRLET,

show bfd summary

BFD O~V —FHREHFRRLET,




. bfd map

bfd map

T RV RBELVFRy T T 7 L— MNMIEES TS BFD ~ v V2R ET DL, 7 u—01
a7 4FX2lb— a3 F— R, bfdmap a2~ KA LEJ, BFD~ v 7 2HIRT %I
X, Zoavr FonERz2HEHLET,

bfd map { ipv4 | ipv6 } destination/cdir source/cdir template-name

no bfd map
X DERHA ipv4 IPv4 7 RLAZZRELET,
ipve IPv6 7 RLRAERELET,

AR R FIHILbE

AT R E—F

destination/cdir 5547 L 7 ¢ 7 A/ XC9,

source/cdir ERETTV T 47 AESTT,

template-name BFD ~ v 7| B#A} 175 BFD 7> 7 L— F DA RTTT,

ZDavy RIZT 74V NOBMEEZITEIZH D FH A,

WDFRIZ, a2 REANTELE—RERLET,

ARVEE— |T7ATI74—ILE—F EXAYF4AVFER R

" =T K FSURRT (VU TL YILF
Lk
AVTFRE | VRTLA
Jua—s )L 3 o 3fIt — o KPS o %I —
V7 4F =
L=z

avy FERE

3l

JU— EERR
A

9.62) ZoawrRREBMERELE,

&Iz, BFD <> 7IZBFD 7> 7 L — b ZBHENMT 252~ LET,

ciscoasa(config)# bfd map ipv4 10.11.11.0/24 10.36.42.5/32 multihop-templatel




bfd map .

EEav> R

avy kR

ABA

authentication

UTNRy Ty arltwFRy Sy g BFD
T — MIRRREERELET,

bfd echo AV H—T 2 ATBFD Ta— £— R&EANLET,
bfd interval A B =T 2 Af ANIRXR—=AT A BFD NI A—H Z&KELE

o

bfd slow-timers

BFD Ao — ¥ A4 <v—fHZHZELFT,

bfd template

VU NEKRYy T BFD T L — "B A U —T = A RTINS
v RLET,

bfd-template single-hop |
multi-hop

BFD7 7L — 2R EL, BFDa 7 4 Fal—2 g
T— REBRBLET,

clear bfd counters

BFD ho 2% 2707 LET,

echo BFD > Nk y 7 F o7 L— Mo a—Z&E LET,

neighbor BGP 73§k S41, BFD M BERE NS ARIHAR A v — V%%
fEC&5L91Z, BGP ® BFD /R — b &% E L 7,

show bfd drops BFD Chury 7Sl "ry hOoBER I LET,

show bfd map WEFRLDBFD v v 72 F R LF T,

show bfd neighbors BEAF O BFD BEPIROFEMR Y X hE2RRLET,

show bfd summary

BFD O~V —FHRE=HFHRLET,




. bfd slow-timers

bfd slow-timers

BFD 20— 4 A v—fiZHETHIZIL, Fe—)Lar 7 4 FXal—g F—RT
bfd slow-timers =~ > RZ2{#FEH L E 4,

bgp slow-timers [ milliseconds ]

3 dOE L) millissconds (1) BFD Au— Z A ~—fi (T UVF) T, HE TE 2HPHIT 1000 ~ 30,000
T, T 74 M 1000 TT,

ATV R FI4I R BFDAR— XA ~—0DOF 74/ MEIL 1,000 I UHTT,

aAavYRE—FK ROFIZ, a~ P2 AN TELE—RERLET,
ARVKE— | T7A47 24— ILE—F X2 T4 0TFR b
k
=Tk FSURRT (DT )L TILF
LYk
AVTHFRRAR | VRTLA
Ju—sb a3 e SG — o« b .« 5 —
V7 4 F =
=3 v
av Y FERE J— ZEERE
A

9.6Q2) oo~ RRBMENELRE,

i WIZ. 14,000 S UFS0 BFD A1 — ¥ A ~— A Ed 2% 57 L ET,

ciscoasa(config)# bfd slow-timers 14000

BEEav >R avUR SR BA

authentication U NRYy T By arlwILF Ry Sy g ® BFD
T — NMIFRFEERRELET,

bfd echo AR —Tx A ZATCBFDxa— F— REHEMLET,

bfd interval A H =T 2 RAI_X—=RATFT AV BFD/NT A —Z R ELE
7,

bfd map T RLRE=ALTF Ry S T — FEEESITS BFD < v

TERHERELET,




bfd slow-timers .

avy kR

Bl

bfd template

T NVIRy T BFD T L — MNEA U E—T = A RTINS
Y RLZET,

bfd-template single-hop |
multi-hop

BFDT 7L — 2R EL, BFDa V7 4 F¥al—Y g F—
RZ2BAE L E9,

clear bfd counters

BFD v 4% 27 U7 LET,

echo BFD V> 7Nk y 7 T b— Mz a—%&#&ELET,

neighbor BGP 23456k S 41, BFD 2> DERE S AR A v — V%205
T&5L91Z, BGP ® BFD " R— b &% E LT,

show bfd drops BFD TRury &N/ ry hoEzRRALET,

show bfd map RIEFEHDBFD ~ v T For LET,

show bfd neighbors BEAF D BFD BBAfR OFEM7R U 2 AR R L E T,

show bfd summary

BFD O~V —FHRaEHRRLET,




. bfd template

bfd template

VT NVIERy T BED T L — A U HE—T 2 AN, RT BN, A A —T = A
A a7 4 F¥alb— 3 E— RCTbfdtemplate 2~ > R&EMHHLET, v 7Nk v 7 BFD
FLUT L — A VAT oA AMBT UL RTBI121E. Z0a<y RO no B4 #H
LET,

bfd template template-name
no bfd template template-name

X DiRHA template-name BFD 7 > 'L — k ®4 R,

AU R FIANL R SOy RICF 740 OBEE ZIEEIEH Y EE A,

ARV FE—F WOKIZ, a~v Re ANJTELHE—Fa2RrLET,
ARV KRE— |T7AT7 24— ILE—F tXa)T4a0TEIXEL
K
=Tk | FSVRRT |V T)L RILF
LYk
AVTFRE | VRT LA
=30 A o KHhE — o KPS . 5t _
V7 4% a
Lr—a
avwy FERE Jy— ZEEAHAE
R

9.6Q2) oo~ rRBNBMENELE,

ERLDOHA KS4 > bfdtemplate 2~ REFHLTT 7 L— hEERL T RWEETH, /¥ —7 xR
TTv 7L — MERECTEETN, TOT VT L— NEERTHETT 7 L— MIEGHL
RIgEnES, 77— MEBRRETILETH Y FEA, LANTABHICHNICRY £
R

il KIZ. Ao B —T o AT I Ry FBFD 7o 7 L— b5 ¥ R34 75
L\i—a—O

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa(config-if) # bfd template template-1




bfd template .

EEav> R

avy kR

B

authentication

SUTNERy gt FRy Sy g BFD
T — MIBREERE L ET,

bfd echo A H—T 2 ATBFD Ta— £— RN LET,

bfd interval A B =T 2 A A=A T7 A4 BFD NI A—HEZHRELF
_640

bfd map T RVAE~NVFRy T 77— h&BEAT 5 BFD ~ v

TR ELET,

bfd slow-timers

BFD Au— ¥ A <v—HEHXELET,

bfd-template single-hop |
multi-hop

BFD7 > L — h&2&HEL, BFDa2 7 4 F¥a2l— g 0 F—
RZBAR L £,

clear bfd counters

BFD i 4% 7 V7 LET,

echo BFD > > I NViky 7 T b — o a—%2&ELET,

neighbor BGP 73§k S4u, BFD M HERE S ARHIKRRA v — V%%
EC& 55912, BGP ® BFD ¥R — b &% E L 7,

show bfd drops BFD CRry 7SN ry hoERRLET,

show bfd map BEFLDBFD vy a2 FrxLFET,

show bfd neighbors WEAF D BFD BERAfR DM U A R AR R LET,

show bfd summary

BFD O~ VU —FHREFR R~ LET,




. bfd-template

bfd-template

BFDT7 7L — 2R EL,. BED2 V7 4 X2 lb—3 gy B— REEETAIZE. Ze—A
a7 4 Xab— g E— RTbfdtemplate 2~ > REMFHALET, BFD7 7L —k
T 4= MIT AR, Zoa<vr Fono X EHHLET,

bfd-template [ | single-hop multi-hop ] template-name
no bfd-template [ single-hop | multi-hop ] template-name

X NN single-hop U NAR Y TFBFD T S L— REEELET,

multi-hop v NVFHRYyFBFD T L— FEEELET,

template-name BFD 7> 7' L — k D4 #i,

ATV RTFI4NE ZOARUCRIET T AN FOEEERIIMEITZH Y A,

avU R E—F WOFIZ, a~vwr REANTEHE—RERLET,
ARV KRE— |T7AT7 24— ILE—F tXa)F4aVTERE
K
=Ty K FSUART (VUL <ILF
Lk
AVFHFRAR | VAT LA
Ja—/\L a o ki — . % o KPS —
7 4K
Lr—g
avy FER Jy— ZEHEAR
3

9.6Q2) oo~ s RRNBMENELE,

EELEDHA KS4Y ZOa~xy RiE BED 77 L— R&EfER L, BFD 207 4 ¥ a b—v 3 v F— FERRKBT
HlEOHEALET, £/, 77— T8O BFD HifgE4fsEc&$£d, BFD7 7
L—bhO—E LTHEINDBFDREIREMEIZ, 1201 ¥ —T7 oA RZREIND DO THE

HOFEH A,
i Wiz, o INVRy 7BFD 7 L— NERET HHERLET,

ciscoasa(config) # bfd single-hop nodel
ciscoasa(config-bfd)# interval min-tx 100 min-rx 100 mulitplier 3

Wiz, ~VFRy7BFD T v 7L — haRETHH 2~ LET,




bfd-template .

ciscoasa(config)# bfd multi-hop mh-template
ciscoasa(config-bfd)# interval min-tx 100 min-rx 100 mulitplier 3

BEaY

~

> >

avwU kR

aiBA

authentication

TNy Ty varvtEvlTFRy By aOBFD T L —
MIGRFEZ R E LET,

bfd echo AV H—T A ATBFD =Ta— £— FEHEPLET,
bfd interval AV B =T 2 AT_R—ATFTA L BFD NT A —ZEHRELET,
bfd map T RUVAENANTF Ry T T 7 b— N EEEfTHT 5 BFD v~ v 7 &2RE L

i‘a—o

bfd slow-timers

BFD 2 — ¥ 4 v— xR ELFT,

bfd template

VTN Yy TBFDT L — e A U E—T 2 A AN FLET,

clear bfd counters

BFD ho %% 707 LET,

echo BFD 3> vk y 7 T L— Mo a—%2RELET,

neighbor BGP 3%k S 41, BFD 2> HHRIE S AMRHKRBA v 2=V ZETEL LD
2. BGP ® BFD %" R— h&&E L FT,

show bfddrops  |BFD T Ru v 7 &N/ 7y hOEEFRRFLET,

show bfd map BEHRHSDBFD vy T2 FERLET,

show bfd neighbors | BE{7 D> BFD BEEEEMG O/ Y A A ERLET,

show bfd summary | BFD O~ U —{§#i 4 &R L £,




. bgp aggregate-timer

bgp aggregate-timer

BGP/L— b BMEM SN DRIMRZBIET D56, 723 F A ~—IZHES<— MERZT 1 & —
TMZTDHEEILZ., TRLVA 773 a7 Xz b—3 3 F— KT bgp aggregate-timer
avry REFEHLET, 7740 MEIZETIZIE, 20a~vy RO BREZHEHLET,

bgp aggregate-timer seconds
no bgp aggregate-timer

EX DA s|oNds 3 27 A BGP b— R ERT AR (BHALD) |
HRh72EIE 6 ~ 60 DFEFHA, F721X0 (Bw) TH,
7 7 AV MHIX 30 TT,

E20 (Br) ZRETDHE, AT ENET =TI L, BT
EHIZHR L ET,

ATURTFI4LL b ERYA~—DOFT 7 4V MEIZ30FTT,

aAavYRE—FK ROFIZ, a~v FE AN TELE—RERLET,
ARV KE— |T7A47 24— ILE—F X274 0TFR b
k
IL—TvF FSUART (VT TILF
LYk
AVTHFRE | VAT LA
7T RLA 757 o XIS — o 3fhis o 3fhis —
IV aryrg
Xl —3
V. T RLA
77V IPv6
+7E— K
avy FERE J)— ZEEARR
R

92(1) Zoavwr RRBMEShELE,

932) ZoawrKE, TRLA 773V IPv6 H7E— R CTHR—FENDLHIEHE
SNFEL

FEREDHA KSq4y O~ FiE BGPA— FRERNSNDT 74 /L MEREZALE T 5720 L ET,

FEFICKIFE a7 4 Fa b—3 3 > Tld, aggregate-address summary-only < > R&RE
L7e%HaTh. I0 BRI — BT RAZALXEN, BTROVESNET, ZOEELE

—



1

bgp aggregate-timer .

BET DHITIX, bgpaggregate-timer 0 (1) [CRRELET, ZHUTkD, EBRL— FRED
IZF = w7 S, FFEDL— bR S E T,

IZ, 20 FH[HFE T BGP b — MEKIZRET DBl 2" LT,

ciscoasa (config)# router bgp 50
ciscoasa(config-router)# address-family ipv4
ciscoasa (config-router-af)# bgp aggregate-timer 20

RIZ, BGP v— MEKIZ T2 BICHMT 264~ L ET,

ciscoasa(config) # router bgp 50

ciscoasa (config-router)# address-family ipv4

ciscoasa (config-router-af)# aggregate-address 10.0.0.0 255.0.0.0 summary-only
ciscoasa (config-router-af)# bgp aggregate-timer 20

BEEavTY R

av Uk B

address-family TRVA 773 ar74Xalb—ar T— K& L T, EYEP
Ipv4 N=Var4 (IPv4) 7RVA TV T4 w7 AT oNV—T 427
vy varERELET,

aggregate-address | Border Gateway Protocol (BGP) 77— & X—ZANIZHEM = b U Z1EK L £
—g—o




. bgp always-compare-med

bgp always-compare-med

BX DA

AR FIAILE

O R E—F

B2 D BV AT M DA /N—H 5 D23 A D Multi Exit Discriminator (MED) % Fbige © &
HEHITTHITIE, V—F 3T 4 F a2l — 3 F— KT bgp always-compare-med =~ >/
REMEHLET, AT 5123, Z0oa~vr RO n BREHEHLET,

bgp always-compare-med
no bgp always-compare-med

Zoawy NI ELITF—U—RiZh Y A,
DAY RPARX—=T NIRRT RWEA, £RE30a~v 2 FOon XA AT LIS

EBLASAN—T 4T VT MU= TIERGDHEVAT LIH DB FRA =05 DA MED
I LERE A,

MED NS5 DL, SN DL — FOBEEV AT LA NARE U THLEATEIT T,

ROKIZ, a3~ P2 ANNTELHE—FaRLET,

AR KRE— | TF7AT74—ILE—F X2 F4aTERE
k
IL—Tv K FSUART (VT TILF
Lk

AVTHFRE | VAT LA
LA R - - KIS « RIS « RIS
T4 F a2l —
va v

avy FERE

EREDAARZM4

N)— ZEERE
z

92(1) oo~ RRBEMENnELE,

MED (X, RFC1771 (IZFER SN TWD L HIZ, A7 v a v OHHEBHIELET, 4477 v FO
ATRVEETY, ZOREOMHIT, BGP DRIE/NNARRT B AT, BHEHHY AT L0
OS2 XKBTHbIcllshd 2 Endb £,

MED (. 3D/ S A DRINBE O H )5 i/ A B RINT 5 L X I CZBEBEIND /T A—XD |
ST, MED 2MEVSZD S8, MED RSBV S L0 BB SN ET, i S 28I ot
A MED g, RIUHBEY AT AL ONRRIH L TCEFITbEd, ZOBEEZEE
F5I21%. bgp always-compare-med =~ RZEH LT, ZELIAZADRBETHHHEI AT A
IR 72 < T R_RT D8R IZHOWT MED el &2 47 L £,

bgp deterministic-med 2> RARET H &, WMUARI AT ANLZE LT XTO/NRIZ
DV THEERY 72 MED b 2 AT TE £,



bgp always-compare-med .

Bl WOFITIE, ZE LI SANBET 5 EEY X T AR < A DOERA D> S MED
AT Ao, e—HIVBGP V—T 47 Tt A EHELTWET,

ciscoasa (config)# router bgp 5000
ciscoasa (config-router)# bgp always-compare-med

BEEav R av R 5 BA

bgp o FICEEV AT ANLEE LT TD/IAT20 T Multi Exit
deter ministic-med Discriminator (MED) fEOHgE )72 bl &2 5247 L £ 97,




. bgp asnotation dot

bgp asnotation dot

BX DA

ARV K TIAIE

AU R E—F

77 4V b DFREZE L, Border Gateway Protocol (BGP) D434 BV AT A% 5 DIE
BRBl~ v F o 7% asplain Kt (10 #EHE) 726 Fy MEEXRTITTHITE, v—F =
V7 4F¥al— 3 E— RThgpasnotationdot 2~ > REMEHLET, 774/ hD 4 A
MEFREV AT LAEBFOERRELREKE~ T 7R E Y&y b LTasplain ICETIZIE, &
Davy ROno FEREZEH L E7,

bgp asnotation dot
no bgp asnotation dot

Zoa<wy RIIBIEELIIF—U—NIb 0 FHE A,

BGP B A7 A% S XM H /712 asplain (10 #E45f) X TFERasnEd, EHEH TS
NA NAEV AT L E G E~ YT 7357 7 4/ MEXIL asplain T,

ROFIZ, A~ P ANNTELHE—FaRLET,

ARVEE— |T7ATI74—ILE—F X2 YFa0TERE
k
=Ty K FSURRT (DT TILF
LYk

AVTHFRE (VAT A
= 3 o XIS — o 5 . s o %
T4 F¥ a2l —
vay

avy FERE ))— ZEERRB

R

FREDHA FS14 Y

92(1) oo~ rRRNBMENnELE,

RFC 4271 [ A Border Gateway Protocol 4 (BGP-4)] 272k STV 5 X 912, 2009 41 A £ T,
EHEICEY S THN TV BGP Bt 27 LK 513 1 ~ 65535 OFFHD 2 427 7~ b OFE
TL7,

HEEL AT LESOEROEMITEND, A o F—x v M B TESF TANA) (X0 ED
BTHNADAET AT LFESIT 2009 4F 1 H 725 65536 ~ 4294967295 DHIFAD 4 427 7 v D
712720 £7, RFC 5396 [Textual Representation of Autonomous System (AS) Numbers] (214,
AL AT LFSZERTIOOHANLTRENTHET, Y 2AaTE, KO 2-ODHR%FEH
LTWET,

e asplain : 10 #ERFLH R, 254 PBLO4 S NAFRV AT AFZE T O 10 #EEME TR
LET, 72& 2iE, 655261231 NAMY AT AFF, 234567 134 54 FAFRET AT A
B2 £,



bgp asnotation dot .

easdot : HfEV AT A Ry MEEEFE, 254 PAEYV AT AFBIL 10 EE T, 431
BEREVATAEZZILI Ry MR TERINET, =& 2IE, 65526 (X234 FEHAEV R
T L% F, 1.169031 (10 #EFLFLD 234567 %= K MIEERLICLIZH D) 12434 FEA
VAT LEFEFITRY T,

VAAPFHALTND 431 FEFEY AT LF ST, BV AT LESOT 7 40 bFRE
A& U Tasplain MEH SIVET A, 454 AT AT L% 5% asplain & asdot D] 7 DIEF
TRETEET, 7o, ERRBITANS PARI AT LEFZES v TF I T2020DT 7
v MERiT asplain TH L7720, 431 FARV AT LEF G~y F o 74 HIERRBULT N
T, asplain ERTRIBTHILENRH Y 3, T 74/ hDshow a2~ RHIIT, 434 FH
VAT LAFEGD asdot B THEREIND L OICELT AL, v—F a7 4 Falb—
v g Y FE— R Thbgpasnotationdot T~ > REMALET, T 74/ FTasdot EXBA R—7
JNZINTWAHEE, ERERBLO 44 NART AT LEFO~ v F o 712X, 33T asdot
FEREEHT 20ERHY . AL RWGAERKRBICL D~y F o3RI LET, ROE
WCRT R, 431 FEBEV AT AF FITasplain & asdot D EH HICHEETE £923, show
av A EEREKB AL L4, AR AT LEZO~ v F - ZHIENZIE 1 SDIE
KZTPMEHSNET, 7 7 4 /V MM asplain JEA T,

show =1~ R DOFEREEREBO~ v F 2 Z il T asdot ED 4 N1 B AT L%
FERMEHT 2556 . bgp asnotation dot 2~ > RAFET HMENH Y £7°, bgp asnotation dot
avwy REAFX—T /M LT, clearbgp* 2~ FE AL, §XTOBGP v a il
DOWNWT, N"—FUty MG TOM0ERDH Y £7,

F1:asplain T 7AW MET D484 FEREVATLBERR

X |REBK showa 7Y FHAB L UVERKBEOT v F oI B

asplain | 2 /X R 1 1~ 655354 /34 b : 65536 ~ 4294967295 |2 /A K : 1~ 655354 /31 K : 65536 ~ 4294967295

asdot |2 /XA | : 1~ 65534 /34 k : 1.0 ~ 65535.65535 2754 b 11~ 655354 731 b : 65536 ~ 4294967295

% 2:asdot #ERT 5 484 FERRTLEERA

X |[FRERK showa Y Y FHAB L VERKRBEDOY v F oI HH

asplain | 2 /N R 1 1~ 655354 /31 R 1 65536 ~ 4294967295 |2 /XA K : 1~ 655354 /34 b : 1.0 ~ 65535.65535

asdot |2 /XA | : 1~ 655354 /54 b : 1.0 ~ 65535.65535 |2 /34 K : 1~ 655354 /34 k : 1.0 ~ 65535.65535

#l R D show bgp summary =~ > RO IIE, 4 51 FAET AT LEZDOT 7 4L K
asplain EXXZ /R L TCWET, Z I T, asplain B TEINTZ 4 31 AT AT L%
765536 35 L TN 65550 ITIEE LT 72& 0y,

ciscoasa (config-router)# show bgp summary
BGP router identifier 172.17.1.99, local AS number 65538
BGP table version is 1, main routing table version 1




. bgp asnotation dot

Neighbor \Y% AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down Statd
192.168.1.2 4 65536 7 7 1 0 0 00:03:04 0
192.168.3.2 4 65550 4 4 1 0 0 00:00:15 0

WDy 74 F¥alb—aid, T 7410 OHTERXE asdot BRI EF T 57
DICFITESNET,

ciscoasa# configure terminal
ciscoasa(config)# router bgp 65538
ciscoasa (config-router)# bgp asnotation dot

a7 4 X ab—a COFETHE, RO show bgp summary =~ > NIRRT XL 9
W2, H073 asdot RELERICEH SN E T, asdot B TRENTZ 4341 NAFRV AT
LAFEFLOBLIVCLMICEELTLESY (ZRHIXEMHEY AT L% 65536 & 65550
% asdot L L7=HDTY) |

ciscoasa (config-router)# show bgp summary
BGP router identifier 172.17.1.99, local AS number 1.2
BGP table version is 1, main routing table version 1

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down Statd
192.168.1.2 4 1.0 9 9 1 0 0 00:04:13 0
192.168.3.2 4 1.14 6 6 1 0 0 00:01:24 0

bgp asnotationdot 7~ > RAFET H L, 4314 AR AT ANZADEREKR~ v F
YA D asdot KRt PRUCEHL SN ET, 454 FEHFET AT L% 51T, asplain JEX
FolTasdot IEROWTNNEFEH L T, EHRBECHRETEETN, BUEOT 7 4L
FMEREZFEH L TRESNIZ 4, PEHEV AT AESLEINR Yy F o 73hE T,

1 DHDFITIX, show bgp regexp =~ > Nid, asplain B TERINTZ 4 341 NAFEY
AT LFEFEHHA L TRESNTHWES, BHEDT 7 4 /v MEAIT asdot X2 DT

~ T UKL, ML SER A, asdot B AR L7z 2 & H OFITIL,

~ v FUTIER L, 431 OBV AT LSS D15 asdot KRCIEZ -
TERRINET,

ciscoasa (config-router)# show bgp regexp "65536$

ciscoasa(config-router)# show bgp regexp "1\.0$

BGP table version is 2, local router ID is 172.17.1.99

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 10.1.1.0/24 192.168.1.2 0 0 1.0 1

\}

(GE)  Zoasdot FFtlETHEAINTWDLEY A RiL, YA OIEHEB CIIFRCTETT, FF
PRIRERZ B BR<ITIE, VA RORICANY 7 AT vy az2F%7,
BEa<v KR avy kR &R
show bgp 9_C? Border Gateway Protocol (BGP) ##tD A7 — X A &=FK R LET,
summary




bgp asnotation dot .

avy kR

Bl

show bgp regexp

BEVAT A NRAOEREFRE BT H5L— " E2ERLET,




. bgp bestpath compare-routerid

bgp bestpath compare-routerid

BX DA

AR FIHILbE

aAvU R E—F

il S AR 1 AR H0MBE T 0BG SVeFl—/b— &g L, fii/ s A & L
THbH/NZVWIL—F ID ZFfo/L— h&IEIRT 5 K 912, Border Gateway Protocol (BGP) /L—
T AT TR REFRETHITIE, V—F 3T 4 F 2L —3 3 F— T bgp bestpath
compare-routerid 2~ > RZfEH L F7,

BGP V=T 4 7 7ut A&7 74/ hOBWEIZRTICIE, Z0a<r FOno A&/ L
i‘j‘o

bgp bestpath compare-routerid
no bgp bestpath compare-routerid

Zoavwy FIZFGIERELITF—UV—NIH Y A,

TOawy ROBEZTF 74V N TCF 4 E—TATHY, R—D@EMEEZE 22 0L — M35
fg&hizbt &, BGP IImMIZZEES Nz — b EBERLET,

WDFRIZ, a~vr REANTEHE—RERLET,

ARV RE— | T7ATFT74—ILE—F tXxaYF4aUTEFRE
K
L—TvF FSUART |2V T)L TILF
Ly b

AVTFERL | VAT LA
J— K A o Kt — o R o KFI o Kt
TA4F¥ 2l —
va Y

avy FERE

JU— ZERR
A

92(1) oo~ s RFRBMENELE,

FEHEEDHA KS4 > bgp bestpath compare-routerid 2~ > Fi&, 2 5DRp5 7 (b—4 ID ZR< T TOJEMEN

3l

FIL) MWH200FR—DN— FBZE S & EITRENAEROY A T L —T—& LTL—
ZIDEHEHATHEICBCGPL—T 4 7 Tt AZERETHOIMEHLET, Zoa<wy
RISA X =T WA I2 > TV DS, ZOMOEHERT X TELITAE, &b/hEVL—4 1D
N/ R A L L CTEIRENE T,

WO TIL, BT NBE—ORZARZEINZE &I, RAZB L, fHKiE S
ABIROH A TL—H—L L TNA—XIDEFEHTH LI, BGPLV—T 47 7'
T AERELTVET,



ciscoasa(config) # router bgp 5000
ciscoasa (config-router)# bgp bestpath compare-routerid

bgp bestpath compare-routerid .




. bgp bestpath med missing-as-worst

bgp bestpath med missing-as-worst

BX DA

AR R TFIAILE

AU R E—F

Multi Exit Discriminator (MED) JBIEN 72V L— MR DOEZE Y 4TS (MED fED 720 X

At b AR Y /2R A L3 %) K 91T Border Gateway Protocol (BGP) /L—7 (v 7 7t A

EERET DI

=& 3T 4 F 2 b—3 3 F— R T bgp bestpath med missing-as-worst =

< REHEALET, V%7 74V FOEMEIZET (MED O L— MMZ 0 DfEEE Y

WD) I, Zoa~r Fono JEREZHHLET,
bgp bestpath med missing-as-wor st
no bgp bestpath med missing-as-wor st

bgp bestpath med missing-as-worst

Zoa<wy RIIBIEELIIF—U—NIb 0 FHE A,

ASA VY7 h o =T 1d, MED BIED 2 L— M2 0 DIEZE Y ¥ TH7-, MED B 720

N— R SR R LET,

ROFIZ, 2~ P ANNTELHE—FaxRLET,

ARV EE— | TF7AT IO+ —ILE—F tXaYF4aAVTFERE
k
=Tk FSURRT |V 2 ILF
Ly bk
AVTHFRARM |[VATL
= F Ay « R — o R o R o R
T4 F¥al—
va v
avy RERE )— ZEEASE
R
92(1)  Zoa~vr RAEMSHELE,
b ROFITIE, MED JEMED 22V b — R 2 HERODAE (4294967294) A H5o/L— k& L7

L. 2ORR &KL RA@ElRe /2425 L 9ICBGP/LV—% 7uvREHELTWE
j—o

ciscoasa(config)# router bgp 5000
ciscoasa (config-router)# bgp bestpath med missing-as-worst




bgp-community new-format .

bgp-community new-format

BX DA

ARV KR TIAINb

AR FE—F

12=7 4% AANNER (BRI AT LAEF G a2 =7 4 B5/ANA FOKHE) TRRT
HEIITBGP ZHET HITIE, Fr—rUL a7 4 ¥ ab—3 3 E— T bgp-community
new- formatif'?/ N LET, 232a=7 02328y FOBIEE LTHRRT D K 9 IZBGP
ERETHIE, Z0avr ROn BERXEFEHLET,

b Y

bgp-community new-for mat
no bgp-community new-for mat

ZOawy FIESIBELITF—U—RNIHY A,

ZDavwy RInA X —T IR > TWRWESE, Fdn BXE AN LEHE, BGP =2 =
=7 41X (AANNBXTADLIZEEY) 328y FOEESE LTRRENET,

ROKIZ, a~ R ANNTELHE—FaxRLET,

ARV EE— | T7AT7 24— ILE—F F¥al)T4aVTFRb
k
=T K FSUARRT (V2T TILF
LYk
AVTHFRE (VAT A
7 a—s)L o SIS — o KHiE o KHIG —
V7 4F
Lr—g

avy FERE

FREDHA KS14 Y

3l

Jy— EERR
A

92(1) Zoa<=r KRN BEMENE L,

bgp-community new-format =~ > K{X, BGP = 2 = =7 1 % RFC-1997 #£#Lc> AA:NN AT
RTHEIICa—INN—FERET HI-OIHEH L ET,

ZOavwy RiE BGP A2 2 =7 4 RERRINDIEROAIHELEHE X, a3 2=27 493
Ra2=T A OBITITEBE 5 2 A, 72120, 328y hOFME T/ AANNEAX T~ v
FUTEITOLIIC, B =B VICRESNTEEREKRE BT 2IEP 2Ia=7 1 VAL
EHEHTAMENDLGENH Y 7,

RFC 1997 [BGP Communities Attribute] (21X, BGP 2 2 2 =7 4 BZNFN 231 hED 25

STHREND EHEINTWET, 1 DEDOEDIIEEY AT LEFF T, 2 2B
&i/’i'\y =20 AR —=ZI Lo TERESINTZ2 31 FOEIETT,

WOFITIE, 2y FOEIED 2 2 =7 4 BXEFEHT 5L —% %, AANN X
AT LTy TS L —RLTWET,

" e



. bgp-community new-format

ciscoasa(config) # bgp-community new-format
ciscoasa(config-router)# no bgp transport path-mtu-discovery

WO H 11X, bgp-community new-format =2~ > R34 F— T /LT > TV D AT

BGP 2 I 2=F 4 FEHEREDILIICFE RSN ERLTNET,

ciscoasa (router)# show bgp 10.0.0.0

BGP routing table entry for 10.0.0.0/8, version 4

Paths: (2 available, best #2, table Default-IP-Routing-Table)
Advertised to non peer-group peers:

10.0.33.35

35

10.0.33.35 from 10.0.33.35 (192.168.3.3)

Origin incomplete, metric 10, localpref 100, valid, external
Community: 1:1

Local

0.0.0.0 from 0.0.0.0 (10.0.33.34)

Origin incomplete, metric 0, localpref 100, weight 32768, wvalid, sourced, best



bgp default local-preference .

bgp default local-preference

FIFNFOa—HNLN T T L AMEEEETHIE, —F a7 4 Fal— g E—
R C bgp default local-preference 2~ > KA LET, v—hL TV 77 L AMAET 7 4V
FREICETIZIE, Z0a~vry FOn BRXEHEHLET,

bgp default local-preference number
no bgp default local-preference number

EX DA number () ~ 4294967295 O#EIFHO T —H )N TV T 7 L A,

ATVURTFIFIE  ZOARYERA XTI RS TWRWES, FEZ0a~xy RO no BE A L2
ABCASA YT Ny TFa— LY 77 L AE 100 B L E T,

AU FE—F ROKIZ, a~ FEANTELE—ReRLET,
OAY U RE— | T7AT774—ILE—F +ExLYF4aUFER B
R
=Ty F | RSVART DU TNL < ILF
Ly b
AVTFERE |[VRATL
i ROV S « XIS S e
T4 ¥ a2l —
varv
IV FBE Yy— EERE
Z

92(1) oo~ s RRBMENELE,

FEREDHA KSq4y =N 7V 77 L AEMHEE, BGP Ol N AERT n AP 77 L X LV E
N— MIEMT 272D SN 2EBEOBRETT, ZOBMITIBGP B M2 TR S,
B—H VR =R RETLIDIEHINET, =V 7V 77 L RERERRDOL—
FAEE SN ET,

i WOBITHE. 0 — 0 MESEIEREE 200 1238 SHET,

ciscoasa(config) # router bgp 5000
ciscoasa (config-router)# bgp default local-preference 200




. bgp deterministic-med

bgp deterministic-med

BX DA

ARV KR TIAINb

AR FE—F

FICERES AT ANDLZESNTZTXTH/RRZ-OUT Multi Exit Discriminator (MED) fE
e B 7 teilie & 479 D121, V—HF 37 4 X2 L—3 3 F— KT bgp deterministic-med
gy REMHLET, YERMEDKELZT 4 E—7 /T 510, Z0a<y ROno B
EERHLET,

bgp deter ministic-med
no bgp deterministic-med

Zoawy FIESIBELITF -V —FNIH Y A,

ASA Y 7 bo=TlE, RIUHBEVAT ANLEEINZT X TO/RAIZOVWT MED 28 OHE
ERR L A2 FITLUE R A,

ROKIZ, a~ R ANTELHE—FaxRLET,

ARV EE— | TF7AT O+ —ILE—F tXaYF4aVTERb
k
=Tk FSUVART |2V TL 2ILF
LYk

AVTHERL | VAT L
=G 2 o K — o %t . o %
T4 F¥ a2l —
valy

avy FERE

Jy— EERR
A

92(1) Zoa<=r KRN BEMENE L,

FEEEDHA KS4 > bgpalways-compare-med =~ > Ni&, 5722 BHEY AT LTH D KA /3= 5 O/I A0 Multi

Exit Discriminator (MED) D% A 11— 7 /W2 57 DI H L EF, bgpalways-compare-med
aAx Y FOREHR., RLARI AT AZHLRBBRLRXAN—0NEZEINER LT VT 4 v
ADRANTT XTI —TE L, FIEO MEDETY — F &N FE T (ZEHEMAO/ AT
S, ZF—7fbb Yy —hbInEHA) .

WIZ, i/ SZERT L TY ANZED  BEFOL— NV EH L TRE/ NS ADNFIRSNET,
BT, RAN—D R AT LT LI T, ST B — S LfThivEd, SAD7
N—TBINY— NI, ZOa~vr REANTLEREEDIITbRET, ELWEREZED
Wi, B— A VHBEV AT ANOTRTONL—F TZDOa~vy RRA F—7 0 (FF7 4
=) ICRS> TWARLERH Y £,



bgp deterministic-med .

Bl KOFITIE. 1 SOEENORELHFTHEY 2T A E>TT FAY A XS RT—
r DS AFEINFIZ MED % i35 K 9 ICBGP 2R EL TWET,

ciscoasa (config)# router bgp 50000
ciscoasa (config-router)# bgp deterministic-med

D show bgp =2~ > R /IBIIL, bgp deterministiccmed =~ > KO 7 4 F 2 L—
Al TOV— FERBDED LI ITHELZ T L0 E R L TWET, bgp
deterministic-med =~ > K3 A R—T I > TR WA, b— FOZEIAFICL -
THRIEANAZABRIRTED L HIT/— FRBIRS DR ED £9, KD showbgp 2+
Y ROEHENE, L7 7 4> 7 2 (10.100.0.0) (ZxF L TG SNT23 DD/ A%
RLTWET, bgp deterministic-med 2~ > RidA F—7 72> T EHA,

ciscoasa (router)# show bgp 10.100.0.0
BGP routing table entry for 10.100.0.0/16, version 40
Paths: (3 available, best #3, advertised over IBGP, EBGP)
109
192.168.43.10 from 192.168.43.10 (192.168.43.1)
Origin IGP, metric 0, localpref 100, valid, internal
2051
192.168.43.22 from 192.168.43.22 (192.168.43.2)
Origin IGP, metric 20, localpref 100, valid, internal
2051
192.168.43.3 from 192.168.43.3 (10.4.1.1)
Origin IGP, metric 30, valid, external, best

JL— % T bgp deterministic-med BRES A L — T /LT 72 > TW WA, L— hDOZAFIA
FIZE o T— MBIRBEEZZTHZ BBV ET, ROVFT VAT, 1 DDOL—
ARRCT VT 4 w7 ZZH LT3 DO REZELERAEELTHET,

O—HNV V=T AT T—=TNADFTXTCDON— %27 )T T 57D, clearbgp * =
~U REANLET,

ciscoasa (router)# clear bgp *

N—T 4 T T =T N~OFEXIABLDTOIT-%, showbgp 2~ REFHEFRITL
F34, BGP v a2 VT Lk, NADIEFNEDS Z LICHEELTLEE
W, 2FADE Y a v TII SR RADOZEIRRFN R > Tz, BIRT7 LT Y XA
DOFER B B> TWVWET,

ciscoasa (router)# show bgp 10.100.0.0

BGP routing table entry for 10.100.0.0/16, version 2
Paths: (3 available, best #3, advertised over EBGP)
109 192.168.43.10 from 192.168.43.10 (192.168.43.1)
Origin IGP, metric 0, localpref 100, valid, internal
2051
192.168.43.3 from 192.168.43.3 (10.4.1.1)
Origin IGP, metric 30, valid, external
2051
192.168.43.22 from 192.168.43.22 (192.168.43.2)
Origin IGP, metric 20, localpref 100, valid, internal, best




. bgp deterministic-med

bgp deterministic-med 2~ > R A F—T W72 > TWAHEAE, @ — /L Lb—Z B3/ A
A LTZNERPICBfR e < . BIRT LT ) XADOFRERITFICR LI £9, Zov
FU A TIiX, B—H/L/b—HF Thgpdeterministic-med 2~ > K& A L7254, #ITK
DHNDPERSIVET,

ciscoasa (router)# show bgp 10.100.0.0
BGP routing table entry for 10.100.0.0/16, version 15
Paths: (3 available, best #1, advertised over EBGP)
109
192.168.43.10 from 192.168.43.10 (192.168.43.1)
Origin IGP, metric 0, localpref 100, valid, internal, best 3
192.168.43.22 from 192.168.43.22 (192.168.43.2)
Origin IGP, metric 20, localpref 100, valid, internal 3
192.168.43.3 from 192.168.43.3 (10.4.1.1)
Origin IGP, metric 30, valid, external

BEEavTY R

avU kR SHER

bgp always B LB AT DD D FA =B D23 A D Multi Exit

compare-med Discriminator (MED) O kt#i% A F—7 iz LE7,

clear bgp N—REIRY 7 VEER A L CBGPEfiE Y 2 P LET,

show bgp Border Gateway Protocol (BGP) V—F 4 > 7 7 —7 /VHNOx= K
BFRRLET,




bgp enforce-first-as .

bgp enforce-first-as

BX DA

AR TFI4ILbE

aAvU R E—F

BET v 7T — FND AS PATH DSEHHIC A AT AFE SR SN TORWIMEBGP (eBGP)
ETMMOZE LT v 7T FaERTHEIICASA ZRET HITIFH, V—F a7 %o
L —3 3 F— KT bgp enforce-first-as 2~ R&ZEH L £9, ZOEMEELT v —7 LT
L2, Zoavr Rono BAEHBHLET,

bgp enfor ce-fir st-as
no bgp enfor ce-first-as

Zoawy NIZEBIEFELITF—U—RiZb Y A,
o=y ROEEX, T 740 FTAR—TINTT,

ROFIZ, a~ P ANNTELHE—F2RLET,

AXVFRFE— | T7AT7I24+—ILE—F X2 FoarvTFEREb

" =Ty F FSURART (VT YILF
LYk
AVTHFRAM |[VRATL
g * RIS - « I « RIS « RIS
TA4F 2 lb—
vay

avy FERE

HEREDAA K1Y

3l

J)— EERE
S

92(1) —oawr FABMERELE,

bgp enforce-first-as =1~ > KiX., AS PATH BIENOHRWIDOE 7 A FE L THREV AT LEK S
PREINTWRWeBGP BT MOZELIEERET v 77— MG T 572D LES, 2
DAy ReAFX—TNMITHE, MESTEREDETRMHERD72NET R, BIOBHE AT
ENHEDN— R THDIPDOEITN—FET FRFAZXTHIEICES TR T 74 v 7 5B
TSR ETD (R— AN NV— R T—T 47T 5) ZEaERETE £,

WIZ, BGP ET L DT XRTDOERET v 77— FEFHXT, AS PATH NDOHEY)D H
B AT AR EVPEEMET Oa—HVASE S THDH & 2R T L %2R LUET,
WORFITIE, D AS F 565001 TARIFIUE, BT 10.100.0.1 DHEDOT v 75— K
IEEINET,

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# router bgp 50000

config-router)# bgp enforce-first-as

config-router)# address-family ipv4

config-router-af)# neighbor 10.100.0.1 remote-as 65001




. bgp enforce-first-as

EEav> R

avy kR

Bl

address-family
ipvd

TRLRAZ77IY arv 74 Xal—Yary T— RElEELET,

neighbor remote-as

BGP £7/2iX~ Vv F7ua ha)LBGP IV —TFT 4 T—T Mz MY #iB
meEd,




bgp fast-external-fallover .

bgp fast-external-fallover

INODETIZT 7 BEATHDDY I RF T LEGEIINEBGP BT U v 7y e
YEEEBIZY 'Y b9 5 &9 I Border Gateway Protocol (BGP) /V—7 4 7 7 a& A &K
ET DI, V—HF a7 4 F 2 b—3 3 F— KT bgp fast-external-fallover =~ > R % i
L¥9. BGP HlSNH 7 +— VA —"—%TF 4 =TT 5I2E, Z0a~> RO no B
EEHLET,

bgp fast-external-fallover
no bgp fast-external-fallover

QO ZOawy FIZFGIEERITF—Y—FNIH 0 A,

ATV R FI4 R BGP EHEIMNBT 4+ — A — =X T T H L b TA R =T VIR TVET,

avYRE—F WORIZ, a~vy NEANTEHE— FERLET,
ARV EE— | TF7AT O+ —ILE—F tXa)F4aVTERb
K
=Ty k FSUART |2V TL 2ILF
LYk
AVTHFRE | VRTL
= Ay « R — o o o R
T4 F¥ a2l —
valy
avy RERE )— ZEEAS
Z

92(1) Zoa<=r KRN BEMENE L,

FELEOHA K54 > bgp fast-external-fallover =~ > Fid, EHHEHRH SN TWDHIMBET LD BGP ET Y 7ty

Va BT LEEINBT N AN T =T NV E T R =T MTT DT DI
LES, VoonZurdsbtyda 3y vy ahEd, EEERSATHLHE
T OHYR— N ENET, BGP @M 7 + — A — =BT 4 =T VDA BGP L—
T4 TR REIT T AN hDFE— N KA ~—DHR GREIOXF—TTT747) NUIND
EFTCHoTCETV Ty arzlty FLET, £/, ipbgp fast-external-fallover 1 > % —
TrxAf AR A7 4F¥alb—vary avy RefH LT, BGP @#MHE 7 +— A —"—%& A
YH =T 2 AR TRETDHI b TEET,

i WiZ. BGP AN T +— LA — N T 4 B — T T B E R LET, 0
o alrBEETHI IR T T T LTH, #Eix) by hERLET AL




. bgp fast-external-fallover

ciscoasa(config) # router bgp 50000
ciscoasa (config-router)# no bgp fast-external-fallover

BEaY

~

> >

avU kR

BLL]

ip bgp
fast-external-fallover

AV H—T oA ABNLTEEINR T +— A ——%

SNy

ax e

LET,




bgp graceful-restart .

bgp graceful-restart

J VA Ny THREFRE T L — AT /L) A X — k@ Border Gateway Protocol (BGP) /L —7 «
YITTRBRAERETHIZE, V= 2T 4 X2 b— 3 F— KT bgp graceful-restart
avy REFEMLET, BGP/ L —AT VY RAX— | ET 4 B—T7/MMITHITF, Zoa~vy

RO no B & i L E7,

bgp graceful-restart [ restart-timeseconds | stalepath-time seconds ]
no bgp graceful-restart [ restart-timeseconds | stalepath-time seconds ]

BX DA

AR R FI4ILE

ATV R E—F

restart-timeseconds U x4 — h A X2 RRFAELE, S L—RA TV U AL — FRIGRA
SN=DNEE OBIEICR S £ TY AT LA 5 R KRR () . 7
7V MI 120 TY, Ml 1 ~ 3600 #TI,

stalepath-timeseconds ) 2 % — K L CTWA BT OV 2 % 2 2T ADMERERT 5 B KR
B) . T RTCOBHWAART, 20X A ~—BHRBEINIC > 72T
IR SN ET, 5740 MElE 360 T3, fEIZ 1 ~ 3600 T3,

BGP /'L —A 7)) YAXZ—NIT 74V N TT 4 &—TNTT,

WDFEIZ, a~vr REANTELE—RERLET,

ARV KE— | TF7AT7 24— ILE—F EXAYF4AVFER R
K
=T K FSUARART (V2T L TILF
LYk
AVTHFREM (VAT A
T4 F¥ a2l —
va

avy FERE

J)— EERE
A

93(1) —oawr FABMERELE,

HEREDAA K1Y

3l

VAN THRIED T L—RA TV ) AL — NEFIICT HIZIE, Zoavy REEHLET,
TVU—AT7N Y AZ— b eflT5 6, VAT AL, BEBTIZT RLA V=T D7 U —
T4 T AT — N MR T DR T RANX A X TEET, % BGP 1A /N\—/b— X O FEHE)
FERE A F% E T 5 121X, neighbor ha-mode graceful-restart =~ > K& H L 97,

WRIZ, TN IIDEA—ZfFHL T L —ZA T URE— &0 — LA
F—=T T BHERLET,

" e



. bgp graceful-restart

ciscoasa(config) # router bgp 50000
ciscoasa (config-router)# bgp graceful-restart

BEEavT R avw Uk Bl

neighbor ha-modegraceful-restart | BGP = f »3—® Border Gateway Protocol (BGP) 7' L — A~
VY AL — MERREZHRIELET,




bgp inject-map .

bgp inject-map

X v BARKY 72 v — |+ % Border Gateway Protocol (BGP) /L —7 « > 7 T —T7JVIZHAT 5 L D
R ENL— MEAZRET HITIE, 7 RVA 773 avr7 4 Falb—var E—FT
bgpinject-map =~ > R&ZMH LE T, FHHE L — MEAOREET 4 B—7/MITT DHITIL,
Zoavwr ROon BREHEHLET,

bgp inject-map inject-map exist-map exist-map [ copy-attributes ]
no bgp inject-map inject-map exist-map exist-map

EX DA inject-map O—HNLBGP NV—F 4 T FT—TNIEANT DTV T v 7 AEFEET
H— b <~ v T DL,

exist-map exist-map | BGP A &' —h—NiBHfiT 27 L 7 4 v 7 AEEGT— kv v T OLTT &

BELET,
copy-attributes (A7vay) EASNIZLV— NRERNL— NOREMEEZMEKT D L5 I1CE%
FELET,

ATV RFEIFIR FEDOL—EFRBGPL—T 4 7 T—T/MIEAEND Z LITH Y FEA.

aAavy R E—FK WROFIZ, a~v FEANTEDLE—FEZRLET,

ARVEE— |T7AT74—ILE—F Fa2YT4aAVTEREL
K

=Ty K ESUARRT (VUL TILF
LYk

\'1
AN
i
b

AVTHRRAEL

TRLA Ty | ewmbiE|— KIS CRE |
Y arrg
a2l —3
V. T RL=A
77X U IPv6
HTE—FR

avy RERE Yy— EERE
Z

92(1) oz FAEMESRE LS,

9.3(2) Zoa<wr NI, TRVA 773V IPv6 37 E—RTHR—FEND L HICERE
NF LI,




. bgp inject-map

FEHEEDHA KS4 > bgpinject-map =~ Fid, FUATE N — MEAZRET D1-OIMEHN LET, FAFEL—
MEAMTEY, —EHT 2007 TH, KV EKRNRT LT 4 v I A% BGP V—T 4 7
T=TICTHIENTEET, 2O00D/— b~ 7 (exist-map 3 & ¥ inject-map) % 2 11—
SN AT 4R 2L =g BT R TRELTNS, 7RLRA 773I) avr7 Falb—
v a3 &— RO bgpinject-map 2~ R THEL 7,

exist-map 58X, BGP A —H—N BT 57 V7 4 v 7 AEERT HNV— b~y TEIEE

LET, ZON— vy A2d, T VT 4 v 7 A%487E T % 72 O match ip address prefix-list
av RAT—hA L NEe | b— Y —REFEET % 72 D match ip route-source prefix-list =

YV RAT = AV IMEENDLILERDH D £7,

inject-map X, V—7 4 7T —TNVTERSI, ZOT—TNMIEHEIND T VT 4 v T A
FEHRLET, BASIRET VT 4 v 7 AX, m—H/VBGPRIB KM S ILET, FHah7esl
N— EBFETDHIVERSY £7, £ —F BEHFETL 74 v 7 R) ERIUMZENEL D AR
R TV T 4 v 7 ADHEFEANTEET,

F 72 a s DF —T— R copy-attributes |£, EAINTZT VT 1 v 7 AREKL— K EFELR
PERAT D RL)IMEECTRET DO LET, ZOF—U— K2 AN LRWEE, I
ASNT VT 4y 7 AF, m—H IV TERSNIN—FOT 740 MEEEZER LET,

Bl WOBITIE, A% — FEAZRELTWEF, BEASNET LT 4 v A
B8 () L— b OBIERRE L ET

ciscoasa (config)# ip prefix-list ROUTE permit 10.1.1.0/24

ciscoasa (config)# ip prefix-list ROUTE SOURCE permit 10.2.1.1/32

ciscoasa (config)# ip prefix-list ORIGINATED ROUTES permit 10.1.1.0/25
ciscoasa (config)# ip prefix-list ORIGINATED ROUTES permit 10.1.1.128/25
ciscoasa(config)# route-map LEARNED PATH permit 10

ciscoasa (config-route-map)# match ip address prefix-list ROUTE
ciscoasa(config-route-map) # match ip route-source prefix-list ROUTE SOURCE
ciscoasa (config-route-map) # exit

ciscoasa(config)# route-map ORIGINATE permit 10
ciscoasa(config-route-map)# set ip address prefix-list ORIGINATED ROUTES
ciscoasa(config-route-map)# set community 14616:555 additive

ciscoasa (config-route-map) # exit

ciscoasa (config)# router bgp 50000

ciscoasa (config-router)# address-family ipv4

ciscoasa (config-router-af) # bgp inject-map ORIGINATE exist-map LEARNED PATH copy-attributes

BEa<v> K avw U R SRER
ip prefix-list TVT 497 A VA RNBERT S, V7497 A VAT RN &
BiLET,

set community BGP 2 ==7 s J@MEEHELET,

address-familyipv4 | 7 N2 77 I a7 4 Fal—ar — NE#EEBLET,




bgp log-neighbor-changes .

bgp log-neighbor-changes

BX DA

AR FIAILE

aAvU R E—F

BGP XA N—U kY hOuXo T 32— /WITBHICE, V—F a7 4 Fal— g
“E— RCbgplog-neighbor-changes 2~ & R&M ] L £, BGP R A 73— & OREBILR DK
420X 7257 40— 025120, Z0avr FOon BEREHEHLET,

bgp log-neighbor-changes
no bgp log-neighbor-changes

Zoawy RIZIBIEERZETZFT— T —REH D 8 A,
BGP A N—Du X J I A F—T Mo T ET,

ROFIZ, A~ P ANNTELHE—FaxRLET,

AY U RE— | T7AT7I94—ILE—F XayF4aVTFERE
k
L—TvF FSVART (V2T TILF
Lk

AVTFRE | VARTLA
=4 o XFI — o I o XS . s
T4 F¥ a2l —
vay

avy FERE

FREDHA KS1 Y

J)— EERE
A

92(1) oo~ FRNBEMENE L,

bgp log-neighbor-changes =~ > Ri%, BGP A N—AT—H 2D (T v FE-I1xF 7 )
By MCETaX o 724 32— M LET, ualidry hU—27 OERRMED ~
TINY a—T 4 TRIOFRy NI =7 OREWOTHIEN L ET, 1A —03225K 1

Ty FTOEEIE. XY PV DT T —ROENI RN T y MEROZ W EREZLN
HDT, HAETLLIICLTIEEN,

AT =B ADECET D A v —T% X274 5721 bgp log-neighbor-changes =1~ >
ZFHLTH, BGPT v 77— b Ty V2T BB R E LR | RT3 —< AT
REBREEEHEZHZLTHY EHA,

bgp log-neighbor-changes =1~ > K3 A R —T )L TRWGA, RA N—RAT —% ZOZE(ICET
% A v &—1%, show bgp neighbors =~ RO & L THICHAARER Y &~ hOEEH %
FrNT, B S EE A,

eigrp log-neighbor-changes =~ > KX, Enhanced Interior Gateway Routing Protocol (EIGRP) A
N =R L OPERR O X2 T2 A X =7 /I LETH, BGPRA N—IZHT 5 A v —
1% BGP log-neighbor-changes == v & K CHfEIZ A R — 7 /WZ ST GBI DB SV E T,

" e



. bgp log-neighbor-changes

BGP A N—OZALICET 5 v 7 &R T 5IZ1%, show logging =~ REMH L £,

#l WIZ, W—H ar 7 4 Fal— 3y E— RTBGP DFRA N—DEtE v 73 54
R LET,
ciscoasa(config)# bgp router 40000
ciscoasa(config-router)# bgp log-neighbor-changes

EZEav2 R avvk BrLEL]

show BGP HA N—~DBGPEH#IZET o fE R ER R LET,
neighbors




bgp maxas-limit .

bgp maxas-limit

AS RAND BTV AT AF S NEE LTEE B2 5/ — M & BEIET 5 X 5 1T Border Gateway
Protocol (BGP) Z&ET HITIL, /V—F a7 4 F 2 L—3 3 F— T bgp maxas-limit =
YU REMHLES, V=227 74V FENEICETICIE, Z0a~v 2 FOno JERAEEH L
£

bgp max-as limit number
no bgp max-as limit

X DA e | BGP 7 v 7T — k A v —UND AS SR BMEICH D Y AT AFE S ORI (1
~254) ., ZDawr R, AS/RA T A MHNOBEEY AT LF S OEIZHIPR % 7%
ETHIET TR, AS/RA BT A hOFE 10 ICHIRLET, 10D AS S2& 7
AV NEFFRIT 2 EED, bgp maxas-limit 2~ > RIZHAA TN TNET,

ATV RTFo4N M MIEEIREEA,

avY KR E—F WOFIZ, a2 REANTEHE—RERLET,
AU RE— | TF7AT7 94— ILE—F tHXxalyFoarvTFER b+
K
L—Tv K FSUART (VUL TILF
Lk
AVTEREN | VAT LA
J—& a o % — o Xfhis o Xfhis o KHiE
T4 X2l —
va v
av Yy FER Jy— FTERE
3

9.2(1) Doy RPRBMENE L,

FEHEDHA KS4 > bgpmaxas-limit 2~ Fi&, EFEL— FTHAISND AS NZRBHENO AL AT LF SO
ZHIRS D72 OIHEHN L ET, RELIEHIREZBER D AS/SA BT A MafioL— FR%lE
Ehde, BGPL—T 47 TrEATION— MBRFERESNET,

i WiT. AS SABHENO A AT AR EORKEE 30 1CRET D02 R LET,

ciscoasa(config) # router bgp 4000
ciscoasa (config)# bgp maxas-limit 30




. bgp nexthop

bgp nexthop

Border Gateway Protocol (BGP) DR 7 A Rk 7 7 RV AR N T X U T HFETDHITIE, T
FLAZ77IVarZs Falb—raryE®E—RERFN—4Far74Falb—TaryE—R
Thbgpnexthop 2~ REMHLET, BGPRIZ A MKy T T RVA T uyX 7 %T 4 E—
TCTBHICE, Zoa<r Rono BREHHLET,

bgp nexthop { trigger { delay seconds | enable } | route-map map-name }
no bgp nexthop { trigger { delay seconds | enable } | route-map map-name }

B DERA FUH—|BGP R ALKy T 7 RLA N vX U JOBHERELET, *R7A MKy
N7 oX U TORBIEEZEETAHITIE, ZOF—U— K& delay ¥F—7— K& & HiT
FHLEST, X7ARNKY T T RLVA M T oF o TE2ENNCTHITIE. ZOF—
U — K% enable ¥— U — K& & HIZfEH L E9,

delay | V—F (27 F—T M ENTZEHHADF Y A bRy T A— MIxT %
F v/ ORIERRE LT L £,

seconds | BAE(ZFRET DRVEL, ARNMEIX 0~ 100 TI, T 7 4L KI5 TT,

enable |[BGP X7 A MKy T T RLAR NS ouX o T aE A x—T MW LET,

route-map |BGP 'L 7 4 v J ADR T A "Ry T — e LTEID Y ToHNIN—T 4T
F—7NANONL— MIEH NS L— vy 7OFEREIRELET,

map-name | )L — k ~ v 7 D4 i,

AT R FI4IL IPVATIE BGPRIZ ARy T T RLA FT X TIET 740 FTA R =T8> T
S

aAavYRE—FK ROFIZ, a~ P AN TELE—RERLET,

ARV RFE— | T7AT7 24— ILE—F XT3 TFRE
k

=Ty K FSUARART (V)L TILF
LYk

AVTHFRE | VAT LA

T RVAT 7 * KIS — * KPS — * KPS
Y aryrg
Xl —3
T R A
77 XY IPv6
HTE—R




bgp nexthop .

2T KRR Jy— EENE

9.2(1) Zoawy RBBMEnE L,

932) Zwa~rKE, TRLRA 773V IPv6e YV 7E— R TCHR—FENDLHICEFE
INF LI,

FEHEDHA KS4>y BGPRI ARy T T RLA T vFx 734X FUT7TH, BGP /L7 4 w7 A
X, BTV ey a CONIRFICAEINIZ R T vy X S ENET, R A MKy TOER
L, V=T 4 U THEHA—A (RIB) CTHFT D & BGPIZHWHIZHE S ET, Z O b
X5 T, RIBIZA VA =L ENTNHL—FDFRT A MKy FOEFIIRT 5 ISE R
THE S D2 & T, AEMZBGP 20 N— 2 UARREISNE T, BGP AX ¥ F H A 7L
Ml S AFENFTIND &, BERNRLTHOUEL LBl EET,

)

(GE) BGPRZARKyF T RFLRA FT7 x5k > T, BGPIGERM 2 KIFIZEHE T £
I, 21U, REERNEF— v =A v hai (IGP) 7LV, BGP WAL E
WD EnBHY ET, BGP ~DOEEORREM 2T 572012, REERIGP BT VU
VT kg VERBBIINCE T = SRS WL ET,

*IPv6 7 RL A 77 I U TIL, BGP AR A MK YT RUVA N T vFX o ZiEHAR—RFa
TWERA,

BGP RV ARy T T RLVA T X TDN—T 4 7 T—T ) 73— B OBIENRE%
EES HITIE, trigger ¥ — VU — K& delay ¥ — 7V — FEB L Wseconds 51 & & HIZHHA L FT,
TRCON—T 4 T T—=T U — 7 [HOBRIEHMIFZFE L TIGP OFFENT A —F L —
BEEEDL2LT, BGP R ARy T T RLVA R T oX o TONRT p—< 2 A%m EEED
ZENTEET, 7740 FOBIEMBILSHTHY . ®mETHEIND IGP DHEIT N
RIERETT, LV Do VIRT 5 IGP DAL, IGP =2 /N — U = RIS U TR IE
M@ % 20 UL BIcEE x££,

BGP X7 A MKy T T RLVA T vX U T2, X—TMIIT HITIL, trigger ¥ —V— K%
enable ¥ — U — K& L HIHEHLET, BGPRIZ A MKy T T RLVA T vX U TE, 774
JU R TA R—T N> TWET,

N— b~y T EEHTES X HICT5ITIE, route-map F— 7 — FI5 X U map-name 5| 5 % {5
LEd, 20— b~y FIEBGP i/ S AFHHEAITMEM sS4, BGP 7' L7 1 v 77 A0 Next_Hop
BRSNS T AV —F 4 7 F—TANOL— MEHAESNET, X7 ARy 7 L— R
N— bk =y ORI LT HE, 27 A MRy 7 v— MIBEREE ~—7 SNET,
ZDavwy RET FLVR 77 I VB TIITEND =D, BRLT7 RLA 77 I VNORY
A MKy 7 — R TIEBIONL— |k v~y T EBEHATE £,




. bgp nexthop

A\

() nA— b~y 7 THR—FEND 3~ Fid, matchip address 2~ > K727 TH, set 2~
v RRZE DM match =< > RiZV AR —FENFEFA,

i KIZ. IPVAT KL 2 75730 B ol k-T2 L 10544 2% BGP %2 2 -
KT T RLR N v v FOA—F (27 F—T N % 5 — 2 ORI % 25 F
F AR L ET

ciscoasa (config)# router bgp 50000

ciscoasa(config-router)# address-family ipv4 unicast
ciscoasa(config-router-af)# bgp nexthop trigger delay 20

WRIZ, IPVAT RLRA 77 IVDRITARKYy T T RVRA N ovFx o T a2T7 487
M DB 2R L ET,

ciscoasa(config)# router bgp 50000

ciscoasa (config-router)# address-family ipv4 unicast
ciscoasa(config-router-af)# no bgp nexthop trigger enable

WIZ, T RVA YA DREN 25 B D5 EIOHN— b EX T A MRy 7 —
FeRBRTZEETFATOIN— M~y T ERETLHEZRLET, ZOa 7 4Fa
L—=yaildoT, V7 4 v 7 ZADHERBR I A bRy T — b ERREND Z

LEEETE £,

ciscoasa(config) # router bgp 45000

ciscoasa (config-router)# address-family ipv4 unicast

ciscoasa (config-router-af) # bgp nexthop route-map CHECK-NEXTHOP
ciscoasa (config-router-af)# exit-address-family

ciscoasa (config-router)# exit

ciscoasa(config)# ip prefix-list FILTER25 seq 5 permit 0.0.0.0/0 ge 25
ciscoasa (config)# route-map CHECK-NEXTHOP permit 10

ciscoasa(config)# match ip address prefix-list FILTER25




bgp redistribute-internal .

bgp redistribute-internal

BX DA

ARV KR TIAINb

aAvU R E—F

EIGRPXR°OSPF 72 EOWNE A — k7 = A 71 k2L (IGP) ~®iBGP Bl A A& ET 5T,
TRLA 773U ar7 X al—3 3 F— FTbgp redistribute-internal =~ > K& L
£, V—HET 74V hOBEICE L, IGP ~® iBGP HlAi 25 1T AI121%, Zha~vy
RD no IEXZEHEH L ET,

bgp redistribute-internal
no bgp redistribute-internal

Zoawy NIZEBIEFELITF—U—RiZb Y A,
IBGP /L— F 2 IGP ([ZH A SET,

ROFIZ, a~ P ANNTELHE—F2RLET,

S

FSUART (VT TILF
Lk

=Tk

AVTHFRRAS | VAT LA

7 RLRAT 7 o XFIS — o XFIS o XFIS —
RV aryrg
Xl —3
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TRLR 757
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avy FERE

JU— EERE
A

92(1) zZoa~r RFRBMENE L,

932) Zoa~wrRE, TRLATZ77IVIPV6HT7E—RCHR—-FEINDLIICEE
ShE L7,

FEEEDHA K54 > bgpredistribute-internal =~ > &, IGP ~® iBGP DHFEA X ET D2 OIEHN L ET, Z

Davy RORERIZ, BGP ##iax U ¥y 572Dl clearbgp =2~ & R & A3 2 B3
HYET,

BGP % IGP [ZFEAT 3 HB%I3, 9, BRMESND T VT 4 v 7 A0 ZHIRS 2572012 1P
prefix-list A7 — h A > B L Wroute-map A7 — b A > h&HH LT 7ZE0,
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. bgp redistribute-internal

3l

£ iBGP % IGP ICHEMI 9 2 B1%. EEIIT- L EE& W, HEMENDI T VT 4 v 7 AD

WA IR T 5 72T IP prefix-list 27— b A > b L W route-map A7 — b A > b Z&ffH
LET, 7402V 7S TWRWBGP Vv—T ¢ 7 7 —7 V% IGP I AT %
L BHOIGP v b T — 7 BEICEEE KT T AREERH D 7,

WOFHITIE. BGP 7>6 OSPF ~D/b— NFHEAFEZ A 32— ML TWET,

config)# router ospf 300

config-router)# redistribute bgp 200
config-router)# exit

config)# router bgp 200

config-router)# address-family ipv4
config-router-af)# bgp redistribute-internal

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa



bgp router-id .

bgp router-id

Border Gateway Protocol (BGP) O u—h /L )b—F 4 v 7 7 ADEE/NL—H ID ZRET D
WZiE, 7TRLA 773 Y =% a7 4 Falb—3 3 F— KT bgprouter-id 2~ > RZ{f
MUES, BENV=ZIDZ2FTar 74 Xalb—ay T7AANLHIRL, 7741
=2 1D OBPUZRETIZIE, ZDa~> RO no BRAEMEH L ET,

bgp router-id ip-address
no bgp router-id

BX DA

aAavY R TFI4ILE

aAvU kR E—F

ipaddress| [P 7 N L 2B D /L—Z 1D,

TDavwy RNRA RZ—T TS TWRWES, L—X IDIZWHA v Z—T = A ADE AL
DIPT FLAICERESNET,

WDOFRIZ, a2 REANTEDLE—FERLET,

ARV KRE— | TF7AT 24— ILE—F EXaUT4aVTHERE
y =Ty K FSURART (VU T L TILF

LYk

AVTERE | VAT LA

TRLRA 75 o Kt — o Kt o Kt —
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Xl —3
VIL—H a
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EREDAARZA

Jy— EEAE
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92(1) Zoa~r RFRBMENELE,

932) oo~ s RFREEINFELE

2—% /v BGP /V—T 4 7T u ADREE/N—F ID X ET D ITIEL. bgp router-id =~ R
ERHEALET, V=X IDEFIPT RLAERXNTADLET, (EEOFHRIP T L A& H
TEET, —FTa—HNVIZEESNTWARNT RLATHLLENERA, L—F IDBE
HFEhse, 7Ty g ryRNEEBMCY Yy haERET, =0 FF A MZ L@ D
N—Z D ZEETEET,




. bgp router-id

1

Iz, BEE BGP/L—& ID 78 192.168.254.254 T b a—H )L )b— & B ET HH %5
L/i—a—o

ciscoasa(config)# router bgp 5000
ciscoasa(config-router)# address-family ipv4
ciscoasa (config-router-af)# bgp router-id 19.168.254.254



bgp scan-time .

bgp scan-time

F 7 A kIR v T HREEAIC Border Gateway Protocol (BGP) DA X % U IEZRET DX, 7

RLA 773U arv74F¥al— a3 E— RThbgpscantime 2~ RZHEHALET, L—
FOAF vy LT 7 40 FOAF v CHRE (60 8) IZETICIE, Z0a< RO no B
EREALET,

bgp scan-time scanner-interval
no bgp scan-time scanner-interval

BX DA

aAavY R FI4ILE

aAvU kR E—F

scanner-interval | BGP /L—7 1 v 71D A % % > M.
HRNEIZ 15 ~60 T3, 774/ ME 60 TT,

F 7 4V hDAF v R 60 B T9,

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARVEE— |T7AT74—ILE—F tXaUT4220TEXEL
k
=Ty K FSUART (VUL TILF
LY bk

AVTERE | VAT LA
7TRLA 77 o 3fhis — o 3f i o 3f i o 3fhis
Y arrg
Xl —3
N2

2v L FRE

FEREDHA K4V

3l

Jy— EEAE
A

9.2(1) Zoa<y RGBS ILE L,

Zoavry O BREANLTH, AF v 37 4 =7/ ) $H AN, show
running-config =~ & RO HIFHIBRS AL E T,
TRLAZ7IVIZKHLTBGPRZ A MRy 7T LA FT7vyF 7 (NHT) B4 R—7 )L
W25 TCWDEE, £O7 KL A 77 X U Thgpscan-time 2~ > RiZZIFANLINT, 77+
Vo MEDORIFEHE SN EHA, V—FE— RNEITT R A7 7 I U E— R Tbgpscan-time
a<y REFHATAESIE. HBOPUDNHAT 27 4 E—7 M L TELLERH Y £3,

WDON—HF a7 4 FXa2lb—2 g O TIX, BGPIL—T 4 7 T—7 /)LD IPv4 =
=X AN A—FNDORT AN Ry TREEO A X v U RREE 20 FHIZEE L TWET,
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. bgp scan-time

ciscoasa(config)# router bgp 100

ciscoasa

config-router)# address-family ipv4

(
(
ciscoasa(config-router-af)# no synchronization
ciscoasa(config-router-af)# bgp scan-time 20

EEav> R

avU kR

Bl

show
running-config

ASA CHUEFR RENTWA L 7 4 X2 L —a U EFERLET,

bgp nexthop

BGP X7 A FFy T TRLA RFoF o7 hBELET,




bgp suppress-inactive .

bgp suppress-inactive

BX DA

AR FIAILE

aAvU R E—F

N—T 4 TIEHRARN—Z (RIB) I[ZEAINTWRUWIL— FDT RARZ A XA N &2MHIT 5
WZiE, 7RLVAZ 7 IV E—REIINV—F a7 4 F=2b— 3 F— RThbg
suppress-inactive =~ > R&fiH L £,

bgp suppress-inactive
no bgp suppress-inactive

Zoavy FIZFBIERELITF—U—NIH Y A,
Jb— NI S EE A

ROFIZ, A~ P ANNTELHE—FaxRLET,

ARV RE— | T7AT7 24— ILE—F EFXaUTAaTHERE
" =T K FSUARRT (VUL TILF

LYk

AVTHFREM (VAT A

TRLA 77 o KHiE — o KHIE o KHIE —
RV aryrg
Xl —3
V7 R A
77 XV IPv6
HTE— K

avy FERE

JU— ZEERE
S

92(1) zZoa~r RFRBMENE L,

93Q2) Zwa<wr FRE, TRLRA 773V IPv6 YV 7E—RTYHR—FENDLHIICEE
hE L7,

FEEEDHA K54 > bgpsuppress-inactive 7~ > FiE, RIB GE7 77 4 770 — 1) ITEAINTHZRVL— AR

ETINET RRZAXISNBNE T HEOIEALET, ZOENA r—T M5 TH
WA, FIEZ0avy RO no B EHEMH L7254 . Border Gateway Protocol (BGP) IZ
KoTIHT I T 4 TN — R BT R XENET,




. bgp suppress-inactive

\)

3l

(G£)  BGP I, RIBIZEASNTWRWL—MIRIBRNKZ 7 72T Ed, 2077 7%,
show bgp 2~ > RO HIZ | Rib-Failure (17) D L Y ICERSINET, ZDO7 T 7L,
N— MEFIFRBICEHT =7 —CHEZRLTELT, Z0a~vr Foary 7 ¥a
L—y g ilioTE, ZO7 7 783HoThL— a7 RRAXAXTELEA5LH0
F9. T 7T 4 T — MCET HERERTRT HITIE. show bgp rib-failure =~ > N
AN LET,

WOHFITIE, RIBIZEAZINTWARWWL— KE2T KA A X L7 E 9 I BGP /b—
T4 TaAERELTWET,

ciscoasa(config)# router bgp 5000
ciscoasa (config-router)# address-family ipv4
ciscoasa(config-router-af)# bgp suppress-inactive

BEEavTY R

avyU kR SRER

show bgp BGPL—F 47 FT—T N NOZ M) BFERLET,

show bgprib-failure | )L — ¢ o FEHRN—R (RIB) T—T/NIA VA h— /L TERNSTZ
BGP /L — h &R L ET,




bgp transport .

bgp transport

Border Gateway Protocol (BGP) D3 XTDE v 3 Ak LT/ a— LI TCP k7 2 AR—

FEy ar RTGRA—HEA X—=TNICTHITNE, V—F a7 1 Fal—arE—KRT
bgp transport =~ > RZHH LET, T XTHOBGP ¥ v a ik LTsr— UL TCP k
TUAR— By ar NTA=EET =T MITHITE, ZDavy RO no B EfE
ALET,

bgp transport path-mtu-discovery
no bgp transport path-mtu-discovery

X DA path-mtu-discovery | k5 o 2R — b RZDFEREEL=y b (MTU) Bz A 2—7 LI L%
ﬁ‘o

ATV RFI4) Rk TCPRZAOMTUMHIL, T XTOBGP Y v a L LTT 7 4/L b TA X =TT > T

W9,
AT RE—F ROKIZ, a~v FeANTELE—RERLET,
ARV KE— |T7A47 24— ILE—F tXaT4a0TFRb
k
=Ty K FSUART (VUL T ILF
Lk
AVTEREN | VAT LA
J—H 3 o % it — o 3fhis o 3fhis o XFhis
TA4FX =2 b—
va v
avy FERE Jy— ZFTEHAHA
R

9.2(1) Doy RPRBMENE L,

FEREDHA KS4y O~y REMHTLEBGP By a v TRV RERMTU U v 7 2R TE 5 L5127k
V. ZHUIHEEBGP (iIBGP) v a NIFHFEICHELRDLZLBNH LD, ZOa~v s B
LT 7 4V h TA RX—=T N7 > TWET, TCP/RAD MTU MitH 23 A X — T /Wl > T 5
Z & HMERR T HITIE. show bgp neighbors =~ > RZfEH L £,

i wIZ, T _XTOBGP Y3 NI L TTCP XADOMITUBHET 4 E—T7 M2 T 5
BlZRLET,

ciscoasa(config) # router bgp 4500
ciscoasa (config-router)# no bgp transport path-mtu-discovery




. bgp transport

WIZ, T_XTOBGP &Y ¥ 3 % LT TCP /XA MTU #iH &2 A % — 7 LT 54

ZRLET,

iscoasa(config)# router bgp 4500
ciscoasa(config-router)# bgp transport path-mtu-discovery

EEav> R

neighbors

avy kR SRER
show bgp FA R—~DBGP HEHE T A M AR R L E T,




| b
blocks .

blocks

7 v v 7#ZW (show blocks 2+ R CTHER) (TEMOAEY ZH D B THIZIL, FHE EXEC
F— R Thlocks 2~ REEALET, HE2T 74/ MIETIZIE, Z0a<r Ko no X
AL ET,

blocks queue history enable [ memory size ]
no blocks queue history enable [ memory size ]

X DEEA memory Sz ((£) XA T v/ RMEEEAT O TIERL, TuysBlHO AT &
A RE A FHEMTRELET, ZOENZEE AT LD L REVEHAIE, =
T— AybE—UNRERIN, BERTANONETA, ZTOENREXAEY O
50% A DAL, BHEA v —URERENETN, HITZTFANLNE
7,

ATURTIFIR TRy IZBEOBHICEY ETONLT 740 8 AE VL 2136 /31 FTY,

IRV EE-F ROKIZ, A~ FEASNTELE— NERLET,

ARVEE— |T7AT74—ILE—F TF2YT420TFX L

k

=Tk | rIVRART |V T)L <ILF
LYk
AVTHFRAKL | VAT LA

¢t EXEC o RIS o« 7S . %S _ s
avy RERE )— ZEEASE

e

7.01)  Zoa<wr s RRBMENELE,

FEREDHA K51y BUEEIDHTHATND AEY 2R T 5I21E, show blocks queue history 2~ K& AJj L
ESc

ASA RV —RTH5E, AFVEDYTCHRT 740 MIED £9°,

BB TOHNDAEY BIFHRKIS0KB TTN, EEXAEIDS0% 5225 Liddby £8
ho BB LET, AFY A4 R 2FHTHETE £,

Bl WIT. Ty B AT Y Y4 R AR R LET

ciscoasa# blocks queue history enable

I, AEY A X% 3000 /S MIEOTHIZRLET,




. blocks

ciscoasa# blocks queue history enable 3000

WIZ, AFY B A X% 3000 31 MIEESCT I EE2RAD OO, Z OEIMEHATEE
R7EE AT EBXTCWSLHlEZ R LET,

ciscoasa# blocks queue history enable 3000
ERROR: memory size exceeds current free memory

WIZ, AFEY YA X% 3000 /N4 NMIHEESLTHEOD, ZOHENBZEEX XAEY O 50% =i
ZCWBHERLET,

ciscoasa# blocks queue history enable 3000
WARNING: memory size exceeds 50% of current free memory

BEa<w> R av >k | EBA
Clear VAT DNy Ty OfEHERE 2 VT LET,
blocks
show AT ANy T ORI EFR R LUET,
blocks




hoot

boot .

VAT LANKREIOY a— RTHEHTLHA A=Y, BEOV AT ABEREBRHCERAT 27 o
Xal—ay 77ANEEETAICE., ZJa— )L ar 7 ¥ l—3 32 F— KT boot
a<w REFERALET, 7740 MEICETIZIE, Z0oa<> FonoBXEHALET,

boot { config | system } url
no boot { config | system } url

B DEREA

AR R TFIHILE

oonfig o 257 A — RENLHEXIHEATHary 74 Xal—ay 77 ALV EBELE

R

YN L AT LR — FEND EZIMEHTLHVAT A A A=Y T A NVERELET,

url

A RA=TFEFITa 7 4 X2 — a3V OBEMERELET, v LF 2 TFX L
F— RFTiE, BHa L THFANTTIRTOYE—FURLICT ZVEATELONERHY
F9, WO URLHEXLESHL T ZEW,

« diskO:/[path/]filename
ASA TiZ, ZOURLIZNE 7T v aAE Y 2R LFET, disk0O DY I flash &
T b TEET, ZNBIT=A U T AR £,

« disk1:/[path/]filename
ASA TlE, ZOURLIIANMHT7 7 vy a A E2RLET, 2047 a0, ASA
P —bERE 2— /L TCIIMEATEET A,

« flash:/[path/]filename

ZOURLIZ, WEHIZ7 7 v v a AEY ZHELET,
« tftp://[user[: password]@]server[:port]/[path/]filename[;int=interface_name]

P—=N=T FLA~DN— & EEXTOHEE, A =T = AAZRELET,

ZOHA T aiE, ASA 5500 U — A D boot system =~ > R7Z T CHEATE 9,
bootconfig=~ > REMHTHICIX, AF—F T v a7 Xal—ralrBh77y
VaRAREVIHFELTODINERD Y £7,

FETE 5 boot system tftp: =~ > Ri& 1 2720 T, OISR ETHLERH Y 7,

s ASA A A—:

» Firepower 1000 38 KX QN7 7° 7 A 7 > A F&— R ® Firepower2100 : LARTFEIT L T\ 27—
MARA=TET—FLET,

c FOMODWIEASA : N7 T v a AFTVRNTRODST-EPIOT FVU r— 9
A RA=VHT—FLET,

" e



. boot

AU R E—F

o ASA AR« I IREE L7z & B S iz, BB BEH O boot:/ /3—F ¢ 3 >
WZhDHAA—THT— R LET,

* Firepower 4100/9300 > ¥ — : 7 — 3% ASA A A — I Secure Firewall eXtensible
FR_L—T 4 TV AT A (FX0S) koTivEashET, ZOFIEAMH L TASA
AA—TVERETDHI LITTEEREA,

« 77 v N7 4— L FE— RO Firepower2100 : £ D ASA/FXOS S r—V% 7 — 9%
INEFXOS Y AT Mo TRESNES, ZOTFIRZMM L TASA A A =T &
ETDHILIETEERA,

AR — | T v a7 4 Xal—ary T 74N ENTIE, ASAX, BL77 A4V TH
BAR—K T v a7 4 Xal—armb7—hFLET,

ROFIZ, A~ FeANNTELHE—FaxRLET,

ARV RE— | T7AT7 24— ILE—F EX2UTAaVTHRRE
K
=Tk | FSVRART |YUT)L RILF
Lk

AVTFRE [ VRTLA
Al IR 7 " R SRS | R
V7 4% a
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avy FERE

JU— EERR
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7.01)  Zoawr RREMEhELE.

913(1) Zoa~r KET7 7747 v AF— KOH KR — kT Firepower 1000 33 L 182100 % 1B

MmLUE L,

FERLEDHA RS54 IO ASA 721X ASDM A A=V BRHLHAIE, 7= MDA A=V EEET HLERDH Y

4, A A—TCERELRWVWEAIZT 74NV EOT — b A A= BMEREISN, £0OA A—X
BRI ESNZHDOTEHRWARERSHY ET, AF¥—F T v ar74F¥alb— a3 TlE, =
Y7 4Falb—vary Ty A NVEEETHRETEET,

WOETNLDOHA RTA4 25U T,

* Firepower 4100/9300 ¥ —3 : ASA O7 v 77 L— RIXFXOS IZ L > THEH SN ET,

ASAFRL—FT 4 VT VAT LANTIZASA T v 77 L— RTE7W 2, ASA A A—
VKL TCZDa<wy REHEHALARNTL &V, ASA & FXOS 2T v 77 L—
KC&xFEd, ZO22FFX0OST 4 L7 hU U R MIBIAIZRREINET, ASA/ Ny r—
VIZEL T ASDM BEENTWVET,



boot .

« 77w N7 4 —2I F— RO Firepower 2100 : ASA, ASDM, B LUNFX0S DA A —1F 1
DDy =V FEIIN Y R IITWET, Ny — U BEHNIEFX0SIZ L - THE S
NET, ASAFXL—FT 4 VT VAT ANTASA T v 77 L —RT5Z L3 TEER
Ao LTERST, ZOa<wy K& ASA A A—VIHEHALRNTLEEV, ASA & FXO0S
EEBNCT v 77— RTHZEIETEERA, FIINY RLERTHET,

« 77T AT A F— KO Firepower 1000 35 L T8 2100 : ASA., ASDM, I L FX0S DA
A—=VIE 1 OOy r =V R RSN TH0ET, R r—YOBRHIT, kD=
U REMEHLTASAICL > TEHEINET, TNHDOT Ty R 74 —LTIE, 7—h
THAA—VEHAT DT OICASANEH SN ETRN, BBELERDAD=ALNILV T —
ASA LITH0 F,

o ASA (AR : FIHAE ABED ASA AR /X &7 — 3 Tlid, ASA A A — U 03FeAH 0 B boot:/
N—=T 4 va lBilEINET, ASARIB 27T v 77 L —RT5EIE, 77 v aAE
VNDORIDA A=V ZIBELET, B Tar 74 FXal—aria2 270 745E (cear
configureall) . ASA ({AB IZTEDREHDOA A=V — R L9170 £7, PIHEA
RED ASARAR R r—Iid, 7T vy a2 AEVICEE IS ASDM A A —Y G Eh
TWET, ASDM A A =T 2RI T » 77 L— R TE £,

boot config =~ > N4, writememory 2~ > REZMHL TALZ— T v a7 4 Fal—
va TR FT D &, CONFIG FILE BBEAHIC O REVIRFSNE T, ASAIL. ZhHD8R
BAEBEERA LT, BEBFRHCT — 22X — T v a7 Fal—va v ERELE
ﬁAO

BAEDFATa L 74X alb—ra b3R8 s, HiILWEMCHLIAX— T v 7 ar7 g
Xal—varZyANEHEHAT L2560, 3727 Fab—a VERELIERIZ, &
PLARAE— Ty T ar7 4 FXal—vary IrANEFLWEFICaE— LT EEN,
TOEOIILNWE, FElTar T 4 Falb—ra VORFEEIC, Efrar T 4 X2l —ya v
WKLo THLWAF =T v a7 4 Xal—raryBNEEXSRET,

Je

EYb ASDM A A—T 77 A /UL, asdmimage 2~ RTHEL £,

boot system for the Firepower 1000 and 2100 in Appliance Mode

bootsystem =~ > NIZ1 DT ANTEET, HLWA A—VIZT v 77 L— FT 55513,
no boot system # A7) L C, VRN E LIoA A — Y ZHIBRT 2 M4E R H D 77,

FXEIC boot system =~ > RBFIE L RWGARHH Z LICEE LTSN, =& 2,
ROMMON /NG A A=V %A VA M=)V LTEEA, HILWT A ARG LA, £hiia~y
& F#THIR L7Z5E 7 8T,

boot system =1~ > Rix, ANFIZT 72 a v aFITLET, VAT AEIA A—TERFEL T
R L. 7 — MEFT (FXOSIZL > TEH SN D disk0 DNE r r— 3 ) [Zabe—LET,
ASAZY B —RTHEL, HLWAA—URr—RIsnET, Voa— ROFHIRNEboT2HE
I%. nobootsystem =~ RZ AN LTT— MEFINLEH LA A=V ZHIBRL, BIEDOA A —
CEBIEREFRITTLILENTEET, Z0Oa~vr REASNLEBTASA 7T via AEY
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. boot

3l

MHBTEDA A= T A NVEHIRTDHZEHTEET, ZOEE. ASA X7 — FEFIMHIE
L<EENL £,

MoOET N TR, AX— T v ar 74 Xal—valrNOZOa<wy Rk, 7—Fh
AA—VITHBLEHA (REMNICRENZRLOTT) . Ue— REHIL, KEIZr— RSN
7= AA=—UNFIZEITENE T, Z0a~vr REAT LB THRIEAZRIFELRWIES.
Ja— K358, LA A—UBEEBISNZHEETH, na~<y RBREREICHELET,
REERGFTDHZLICEY, REDORMZHMFFTILERDH D 7,

CiscoZvrua—RHA RnHa—RTEXH0F, LO7 7 ANLDA A=V DHRTT, 77
ANGZEET LG AEr— RahvEt A, £7-, Threat Defense f A —V &2 — K52 L
12 & > T, Secure Firewall Threat Defense (IH Firepower Threat Defense) (ZF A A —I L TE &E
T, ZOHEE, IV e—RT5 L2z RkRbonET,

boot system for Other Models

K 45D bootsystem =2~ R MU EZ AL T, 77— T 5EEDOA A —TVEIAFICIE
ETHIENTEET, ASAIEL, BANHRHICEEN LA A—T %7 — M LE7, bootsystem
A RaEANTLE, 2 PR Y A MORRIENSNES, 77—z Y OIEFZZ
W9 %121%. clear configureboot system =t~ > F&MHH L TF_XToOx 2 F U ZHIB L TH
5, = M) ZHMNOIEF CHANTHALERH Y £3, ETE 5 boot system tftp =~ >
NIZ1 2720 T, BICRET DHERH D £7°,

boot system =~ > K%, writememory =2~ > REfifH L TAZ— T v 7 a7 1 F 2 b—
va VRAFT D L. BOOT BREEARIC bR ENRIF SN E T, ASAIE, T b DREAKR %
BEHLT, BEBFICT— M 2RAF— Ty a7 Falb—a r2RELET,

WIZ, EEIFEZ ASA 28 configuration.txt L WA ZRID I T 4 Fal—vay 77 A
Nen—RT5X9RETAHE2RLET,

ciscoasa(config) # boot config disk0:/configuration.txt

EEav> R

XTI ES:

asdmimage | ASDM ¥ 7 b7 =7 A A=V &fRELET,

show T— b7 NBLRa 7 X2l —a L OBREEKRYFE R LET,
bootvar




border style

border style .

FRAE S 172 WebVPN — ' — |2 FIR & 41D WebVPN 7k — AX— VDR & A X~ A X4
HITiE, WAFA P —var a7 4¥ab—3 gy F— RThorder stylet~ > R ffi [f]
LET, av74Falb—varnbavy REHIBRL T, EAMASHS X 512352,
Zoa<wry RonEREERALET,

border style value
no border style value

B DEREA

AR R FI4ILE

ATV R E—F

!

valle fifi i34~ % Cascading Style Sheet (CSS) /37 A —X Z45E L £ 4, FFREATTHITL 256
LFTT

BRMOT 7 v b A X A /LI background-color:#669999;color:white T3,

WDOFEIZ, a~vr REANTELE—RERLET,

ARVEE— |T7ATI4A—ILE—F 'F2YT4aAVTERXEL
K
=Tk FSURART (DU T 0L JTILF
Lk
AVTHFRL | VAT LA
AL <A « I — P SIIN — —
T—rara
V7 4F =
L=

avy FERE

FREDHA KS14 Y

J)— EERE
A

711) Zoa<wr RBNEBEMENE L,

style 47> a NI AT —FT 47 AZA N — K (CSS) RTA—FELLTERIN
9, TNHDNRTA—=ZZONWTE, ZO~=aT7 LV TIFHHLETA, CSS/NT A —ZD
SRR OV T, World Wide Web =2 > Y — 27 & (W3C) D Web 1~ (www.w3.org) @D

CSS fHkkZE &M L T< 72 &\, [CSS 2.1 Specification] @ [Appendix F| (2%, CSS /Y7 A —

ZDFENRLT NI X I03H Y £9, Z OfFEkIL www.w3.org/TR/CSS21/propidx.html CAF T X
\i ﬁqo

Z 2 TiE, WebVPNR—UIZHTAEE TR D LITONERX—VORGBEET 757200k
Y REFEILET,

« <XV D RGBfE, HIML O@fd, £7/-13004 0] (HITML TR ESN25E) %
AT £,
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. border style

«RGB JER1E 0,0,0 T, &7 (IR, . F) & 0~ 255 OFFHD 10 EHETATILET,
OB oz MY, o2 AR DELIKODOHEL L ERLET,

« HTML JE =13 #000000 ©., 16 D 6 #HTOME T, RHHE 2 BOITHKRE, 3FED L4
Bedldfkzr, SFEHE 66 FDITFERLTVET,

\}

GE)  WebVPN R—VZfHEIIN A X~ A AT 521E, ASDM #fiH+T5Z L #HR L £,
ASDM (21, BAARRLT L e o —iER Y, A A NVDOBERERET D720 OMHF] 2k
BENH D £7°,

I Wt B RO S % RGB ) 5 — #66FFFF (500 —FE) 124 2 5~ 4 R4 7 il %
ZT—\‘L/SE?—O

ciscoasa(config) # webvpn
ciscoasa(config-webvpn)# customization cisco
ciscoasa (config-webvpn-custom) # border style background-color:66FFFF

BEa<w> R avw R £ EA

application-access | WebVPN 75— L ~4— 7 [Application Access] 7R v 7 A& AL~ A X L%
‘é_O

browse-networks| WebVPN 75— A ~2— D [Browse Networks] 7R v 7 A& B A X~ A AL %
R

web-bookmarks | WebVPN 7s— 2 ~4— 0 [Web Bookmarks] % A hVEZIZY v 7 & h A X
~A ALET,

file-bookmarks | WebVPN 75— 4 ~4— ® [File Bookmarks] % A bV E 7213V v 7 &2 H A K~
A XLET,




Jr1o75r ||

TJLA49 77 ¢k

40GB U DA v H—T 2 A A H I0GBR— 27 L—27 70U 5120, Za—s3)L av
T4 X2l — gy F—RFRTbreakout 2= > REEHLET, A v F—7 A 252 HEET
HIZiE,. Zoawr RO nEREFEHLET,

breakout dlot port
no breakout dlot port

B DEREA

AR R FI4ILE

aAvU R E—F

dot  TL— T U NFTAA L H—T oA AAT Y FEFR— ERELET, =& 2T,
POrt  Ethernet2/140GB £ v X — 7 = A A% 7 L—2 7% M AI21E, Aay MZ2, F—
MZ1EBELET,

77 4N FOBERLEIZH D EE A,

WDFEIZ, a~vr REANTELE—RERLET,

aAY U RE— | Z7A4AT7D4A—ILE—F tXxa)TF4a3TFRE
K
L—FTv K FSURRT |V TL JILF
Lk

AVTHFREM (VAT A
Ja—n\) o o %Fhts o 3fhi o 3fhis — o 3fhi
V7 4%
Lr—3

avwy FERE

FRLEDHA KS1 Y

J)— EERE
R

9.18(1) —a~r FABMESHE LS,

7L —2 7 7 hiRk— ~i, EtherChannel ~DENME &, MO A —HF %> bAR—HFEELT
IOIERATEET,

BETA LV EZ—T oA ADRTTIEHAESNTWEEEIL, FFELRL DA B —T A AT
BT 2R EL TEICHIBRT 2L ERH D £,

PR—=FEINTWBT L= T 0 Nr—TNEFERTILERSY £7, sz VT,
N R 2 TRETA RESRLTLIEZE,

JIGAR) T ERNIT 2=V —=R—=DIGE, 7 TAXT ==V —s—=1 7T (5
HD) BA v H—T=A A0 (FREHD) A X —T A ARFEHIN TN L2
MLTLKEEN, VIRLT 2= )L F == U JIHEHINTWAEE, A1 X —T <A
AEEETDHZEITITEERE A

" e



B ooo7ur

I FALN T EFNLT 2= VA== DA, I — N7 T 4 T =y hTZ D=
<~ FEANLET, BV a—LoREEIIhO ) — RicER S £,

BRGOHE. A V=7 A ADTXTOFR— M HHEGT OLERDH Y £,

B RIZ, Ethernet2/140GBA v X% —7 =2 A A% 7 L—2 7 U T 56l R LET, HElI%
DFA ¥ —7 A AlJ, Ethernet2/1/1, Ethernet2/1/2. Ethernet2/1/3, ¥3 & U Ethernet2/1/4
LTS E T,
ciscoasa(config)# breakout 2 1
WIZ., Ethernet2/140GB A >4 —7 = A A& FiEAT 20z R LET,
ciscoasa(config)# no breakout 2 1

BEEav YR avy |iiHH
N

interface| 4 o % —7 = 4 2EZELET,




bridge-group .

bridge-group

TV ITN—=TWA o H—T oA AENYTHIF, AV F—Tz2f AT 4 Fa2l—

v a v E— RThbridgegroup 2~ > REFHHLET, 4 ¥—7 = A ZADOE Y TEMRERS
H2iF, Zoa<wr Fon B e LEST, 7V v P N—T1F DA F =T AR
TRUCFy =27 1C8#m LET,

bridge-group number
no bridge-group number

B DEREA

AR R TFIAILE

AU FE—F

e | ~ 100 DEHEFRE L £, 9.3(1) AR, &AM 1~ 250 ICHE RSN E LTz,

T 74N b OBEREIRSH D EH A,

ROKIZ, A~ P ANNTELE—FERLET,

OAXVFRFE— | T7AT7I24+—ILE—F XaYF4aAVTFER R
k
=Tk | FSVRART |YUT)L RILF
LYk

AVTFRE | VRTL
A H—=T= o &I o %I o S . _
AT 4
Fal—T3
Ve

avy FERE

FEREDHA KS4A4 Y

J)— EERE
A

84(1) —om~r RAEMSHELE,

9.3(1)  250BVI#HAR— FT A7 DICEEOFPHA 1 ~ 250 I L £ L7,

96Q2) TV IN—=THIEODA L HE =T oA ADTRKIEN 45 64 IZHRESHE L
7

9.7(1) N—F v RE—ROV¥FR—FEBMENE L.

92LIHITIX, v I N E—REREIYALT E—ROaALTFA NI LIZRRSFEDOT I v
ITN—THHFETEET, 93()LETIE, BR250OT Y v FV—T%RETEET,
KTV P TN—FIZNE, WK6AA LV H—T =2 A A G5 ENTEET (9.6(1) LARTOE
HlFAA v E—T2AR) A=A B —T oA RAEEKDOT ) v T A—F 28D Y TEHZ
EIFTEFERA, AR EB 1 OOT I vV IN—TEFEHL, T—F A X —T = AN
TV INA—TIBLTCWAYENRNHD Z EIZEELTLIEEN,

" e



. bridge-group

A\

GE)  ASASS05ICBEDOTY vV FN—T%RETEETAN, ASA5505D KT AT L
FE—RDF—F A FZ—Tx A ZF220LWVWIHHIRIT. BEEHMICTY v I —T%
1O TELZEE2BRLET,

interfacebvi =~ KO%IZipaddress 2~ REEH LT, 7V v P 7 A—TIZEBIP T R
LAZEID Y TET,

BTV P TA—T1F, BlaDOFRy NU—2ICERLET, TV v TA—T DT T 4y
VMO T Y T =TS, N7 7 4 v ZIZASARNDHOT Y v Z—TIT
F—T 4 T ENFEFA, Flo. T 74 v 7NNV —F 06 ASANDOIMOT Y v 7
=N —TF 4 T ENDHENT, ASA DD LERSH Y £4,

X274 BT HRARDOE =Ny FEPISHE, 23XV T 0 2 TF2 b
DR ZR/NRICMZ D56, BEOT) v O IA—T2HTL2Z 080 7, 7V v
VIKSERIZT Y v TN —T T LIS TWET, TOMDEL OREREIZT T RTOT Y v
VI N—TRTHEESNET, 2E 2, syslog V= 3—F 721X AAA = R—DOFFEIL, T
RCOTV vV IN—T7THREINET, X2V 74 RY U—2%BR20EET5121%, &

AUTHXFARNNCLIDDT Y P IA—TIZ LT, BF¥a VT av TR A MNEFEHALET,
2 Wic. 7V v Z—F 11 GigabitEthernet 1/1 %519 2% 5 il %7 L £,
ciscoasa(config) # interface gigabitethernet 1/1
ciscoasa(config-if) # bridge-group 1
EEa< U FR avwv k| EEA

interface |/ % —T A AEHELET,

interface | FHIIP 7 RLAZRETEDL LI, 7V vy P I A—TIZOoNTAf ¥ —T =
bvi A A2 AT 4 Xal—ary T— FEBBLET,

ipaddress |71 w2 VL —7FOEBIP 7 RLAZRELET,

nameif AE—T A AL EHRELET,

saurity-level | 4 L X —T 2/ 2D F 2 VT 4 LV ERELET,




browse-networks .

browse-networks

FORE S V72 WebVPN 2 — W —|ZF /R &4 D WebVPN 7R — AX—U D [y hU—7 OB
(Browse Networks) | R 7 A& AL~ A XFT HITIE, webvpn WAZ~ A B—T 3 a v
74 ¥ 2 lb—varE—RKCThrowsenetworks2~> R&EfHLET, 207 4 Fal— 3
Yhbavy RERIBRL T, EAMEAIND K HI2T2I2iE, Z0a<y Ko no B % H
LET,

browse-networks { title | message | dropdown } { text | style } value
no browse-networks [ { title | message | dropdown } { text | style } value ]

BXDEREA

AR TIHIE

avU R E—F

dropdomn Koo FH T U R RMA~DEREIRELET,

message X A PLDFIZFERSNDHA v =V ~DERZIHELET,

style ABAN~DERERELET,

text THEARNDEELXEELET,

title A MNA~DERZRELET,

value  FIRENDEBEOTFA MERLET, HFERACTEIT 256 LT T, ZOff
I%. Cascading Style Sheet (CSS) /X7 A—Z|ZHHH I ET,

T 74N DX A ML T F A ML [Browse Networks] T3,

TIHINRDEA MV AZ AL, ROLEBY TT,

background-color:#99CCCC;color:black;font-weight:bold;text-transform:uppercase

T 74N MDA yE— 7F A MI [Enter Network Path] T,

Ay —VDT T AN RAZATROLEBY TT,

background-color:#99CCCC;color:maroon;font-size:smaller.

T74N D Ray T Xy 7% A MX [File Folder Bookmarks| T,
RNy FZT DT 750 s AZANVFTROEBY TT,

border:1px solid black;font-weight:bold;color:black;font-size:80%.

WDFRIZ, a2 REANTELE—RERLET,




. browse-networks

ARV KRE— | T7AT794+—ILE—F tXxalyF4a TEFREb
k
IL—Tv K FSURRT (VU TL TILF
Lk
AVTERE | VAT LA
webvpn 7 A ¥ o KPS — o XIS — —
e
v ary 4
Xl —3
Ve
avy FERE Jy— ZEHAR
e

711 Zoawr RRBEMEhE L,

BEREDHA KSq4Y Yled T a VBHEMRIAr—FT 47 ZZ A0 2 — ]k (CSS) NTA—=ZLLTERSN
FT, INOHDORTA—FIZONTE, ZO~=aT7 LV TIEMALEEA, CSS/KT A= D
FEABIZ DWW TIE, World Wide Web =Y —3 7 A (W3C) @ Web 1k (www.w3.org) @
CSS fiffAZ 2 L T< 72 &, [CSS 2.1 Specification] @ [Appendix F| 121X, CSS /37 X —
ZOENRT WY 2 SR H Y £, Z OfFERIT www.w3.0org/TR/CSS21/propidx.html TAF T &
£,

Z 2T, WebVPNR—UICHTAHEF TR L LTI X—VORGEER T 57200k
> hNEEILET,

« 1 <X O RGBE, HTML Ofafli, £7-idtan4r; (HTML TR S 256) %
T E9,

+RGB 1% 0,0,0 T, & (R, #. &) #0~255 D&FHADO 10 EE A LET, =
DI <YYoz UL, tho 2 B LHAEDEIEAORHEL N VERLET,

« HTML JEZCIE #000000 T, 16 EERD 6 HTOE T, LHEHE 2 BDIIFRE, 3EFD L4
Fbldfkzr, SHFEHE66FEDITFERLCOET,

GE)  WebVPN R— T Z B A X <A X9 521E, ASDM 2iHT5Z L #HEEL £,
ASDM (Zi%, AR T L o — e Y, AX A NVDOBERERET D720 DR 2
XD £7,

Bl WIZ, #A ~v% [BrowseCorporate Networks | I[ZAEHE L, AX A NVNDOT XA N FH
BICERT L0 R L ET,

ciscoasa (config)# webvpn
ciscoasa (config-webvpn) # customization cisco




browse-networks .

ciscoasa (config-webvpn-custom) # browse-networks title text Browse Corporate Networks
ciscoasa (config-webvpn-custom) # browse-networks title style color:blue

BEEavT YR

avy kR

Bl

application-access

WebVPN 75— AL ~X— D [Application Access] N 7 A& AL~ A XL FE
‘a—o

file-bookmarks

WebVPN 7R — A~— O [File Bookmarks] % A NVEZIXI VI 2B A~
AXLET,

web-applications

WebVPN 75— A~X— D [Web Application]| N v 7 A& AL~ A XA LET,

web-bookmarks

WebVPN 7R— A~ — 0D [Web Bookmarks] % 1 L E7/ITY 7 2 A%
~A XLET,




. browse-networks




BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



