Web %21 ') 71 DERE

AnyConnect Web £¥ = U7 t ¥ = —/ LI, ScanSafe Web 2% v = 7 #—E 205§ 5
ScanSafe Ax ¥ =27 X UINZHTTP N7 7 4 v 22 NV—T 4735 RFRA LV F arykR—x
v hTT,

ScanSafe Web A% v =7 % —E 2L, Web X—VDOFEREZFFICHOF T Lo, 2h b
FENSMLET, & 2E. BED Web ~2— 78 HTTP. Flash, B XL Java EZEOMEASHETH
LA, BHEO Tscanlets] AN BHDOKEFREIWFT L CTHOM LET, ScanSafe Web AFx ¥ =27

P — b R, ScanCenter EHAR—F VIZEBESINT=EXF 2 T 0 R o—2iE3nWT, BHE-EI%
FANFRER T oY EHFFA L, BEOLLIPZ T AN WAy T oY E ey FLET, 2N
1. DEOa T U PHERENRNTZDIC Web _X—URENHIRESND NER T v v 7], 203K
RE L CHFBEENRWNERICL o CAEER T VYNV TREES N D DIC_R— D 2G|
End R4 7ay s 1L E$, ScanSafe Web AFx v = 7 —t 2|3, = —V iR
Fy U= FICFETOIHABHFELRVWES b — 2R L E T,

%2410 ScanSafe A ¥ ¥ =7 FuF URHRLEICE KT D Z LT, AnyConnect Web £¥ = U 7
FIEAT A2 —Vid, BIEEHR/DRICIZ 272912, GRS R\ ScanSafe AF v =27 7'
XU NT T4 TN —T 4 I TEET,

N LAN BLiZh D= RRA Vb ERETLE), BE—ary =D 1 DU EDA V AX U AERE
T&FEJ, TNk, Detect-On-LAN| #AET9, Detect-On-LAN ¥EHER A F—7 W2 T D &, 4N
LAN 2O RIESND Ry NU—2 FTF77 40 v 2733 XT, ScanSafe A¥ vy =27 ¥ &1
ALET, TOFT 74 v 7 DEXR2 VT 1L, ScanSafe Web A% v =7 —E A TiEAR< ., &N
LAN IZfFET AT ANA R LW BIOFETEIRINE T, B—ar —_F, BEO—BOARM/
Bx— T 2HEH LT, IELWABHF—%F#> Cisco ScanSafe Web & = U 7 4 DR DL, F v
h U — 27 ~OHGEFIZ ScanSafe A¥x ¥ =27 T XU ENRALNRATELHEHICLTWET, Xv b
U=l —ay $—NOEHDOA L AZ L ARERT 256, &4 v AX U AR —OXR /L%
XF— RTEERTAILERDHY £,

AnyConnect Web % = U 7 ¢ #§#E1Z, AnyConnect D717 7 A )V =F 4 ¥ & L TRET S
AnyConnect Web ¥ = V7 4 75347 N 7T b 74— L&A LCERESNET,

ScanCenter %, ScanSafe Web A%y =27 —EXOEB KR — % /L TF, ScanCenter % H L TIE
REIFFRES N2 R —F 2 FO—F%, AnyConnect Web £¥=2VF 4 7747~ Fu7y
AWM HABAENTNETS,

WD TIL, AnyConnect Web EX = U7 4 7747 b a7y AV EiE, BIOINLORE
FEZDWTHHALET,

o LR NE(E
o TA L AESf

e ASA L L BIEAT 579D AnyConnect Web X =2 U7 ¢ EVa— DA A h—/L
e ASA 72 LT 5729 ® AnyConnect Web E¥ = U7 4 £V 2 —/LDA A F—Jb
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AnyConnect Web ¥¥ = V7 4 7 74T h 707 7 A4 LOIEK

JI7AT N T a 77 A NTO ScanSafe A¥ ¥ =27 7 aX T ORE

Web AF v =7 —EZNLDTL RiRA v b bT 7 4 v 7 DR

Web AF vy =7 $—ER SV T7 LU RADRE

t—a =AU X F—)b

FAEDHER L O ScanSafe AFx v =7 a3 ~D I N—T AL R_"—2 v FDOEE
Web X7 77347 77y AL 77 AL

2L RTRy Web ¥ F a2 VT 4 VIF3AT N TRT 7 ANDA A R—)b
WebEXx=2UT 4 N7 7 4 7DATY v bR T ORE

WebtX=2UT 40 75347 8 7277 A/0® ScanCenter " AT v K 27 4 F a2 b — 3
PR — FOHRTE

Cisco AnyConnect Web ¥ =2 U7 4 =—2 x> hDOT 4 =7 /MBI OA 2 —7 11k

BAZ AnyConnect Web tx 2 U T 4 7747 b 777 A VOIERKIZ X > T AnyConnect Web
X274 ERETEET,

VATLEH

KIZ, AnyConnect Web tx =2 U7 4 EV a— /LD AT LAEMEEZRLET,

AnyConnect Web ¥ =2 U7 4 £V 2 —/L
ASA & ASDM (P93 % 2
E—a s =D B

AnyConnect Web £¥al) 574 €EYa—L

Web X =2V T 4Tk, ROF_XVL—FT 4 7T AT AN R—FENET,

Windows XP SP3 x86 (32 &' |)

Windows Vista x86 (32 E'» ) F72id x64 (64 v 1)
Windows 7x86 (32 £ k) F7/it x64 (64 £ )

OS X v10.5x86 32 > )

Mac OS X v10.6 x86 (32 £ b)) F7=lE x64 (64 £ 1)
Mac OS X v10.7 x86 (32 £ ) F72iL x64 (64 £ 1)

ASA & ASDM ICEE9 5 EH

AnyConnect Secure Mobility Client % Web tx = U 7 4 TV a—/L & & AT T, KIETHR
DEH 7 ASA 7 R—F 2 FRLEETT,

ASA 8.4(1)
ASDM 6.4(0)104
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sqtozzx N

E—ay —n\0OEH#

E—ay =N, ROARL—=TF 4 7 VAT ATYR—FSNET,
e Windows Server 2003 R1x86 (32 "> k) F7/itx64 (64 £~ )
» Windows Server 2003 R2 x86 (32 £'v ) F7/2iLx64 (64 £~ )
» Windows Server 2008 R1 x86 (32 &' h) F7-iXx64 (64 £~ 1)
» Windows Server 2008 R2 x64 (64 £ v )

2 AT LOHIR

Web £% = U7 ¢ #7952 —%X., Anywhere Plus $FE/T3 5 LiFT&FEHA, Web XY
T4 A A M=V T DHNC, Anywhere Plus ZHIBR T2 04BN H VY 3,

T4 RAEH

WO TIL, AnyConnect Web £F¥ 2V T 4 TV a— DS ESEREAFTEDT A & ZAEITH
WTRHL £,

e IRF TRy avAR—=F ML LTHASHEZ Web tF =2V 7 1] (P.6-3)
e TAnyConnect D= > AR —R > h& LTEHAINT Web EX =2 U7 11 (P.6-3)

REvFk7AY AVR—RV FELTEASNT=Web X2 ) T4

Web ¥ a7 4 EVa—LZEALT, ASA %A A h—/L L7V, AnyConnect Secure Mobility
Client ® VPN ##2% 4 X —7 M L7V 35 Z £ 72 <, ScanSafe Web A% v =2 7 H— X DF| R
ERLZENTEET,

ScanSafe Web A% v =27 h—v A Tr—3I 7 2—F%{%# 3 521X, ScanSafe Web Filtering <°
ScanSafe Malware Scanning ® 7 A & > ZIZMA T, 5l&HKiE Secure Mobility for ScanSafe 7 1 &
APNLETT,

GE) WebtxalUF g EYa2—10DAE L BT AnyConnect Secure Mobility Client % i fi 4~ 5 54,
AnyConnect Essentials ¥ 7213 AnyConnect Premium @O 7 A & Z I A TH,

AnyConnect DaViR—RY & LTEASKT- Web X2 T+«

AnyConnect 51> X

Web £ = U7 ¢ IZ[EAD AnyConnect 74 U ALH Y FHA, Web X2 T 4 V=2 —IliF,
AnyConnect Essentials % 7213 AnyConnect Premium (W F v & & HICHRE L 7,

ScanCenter 512X

ScanSafe Web A¥ v =7 h—b 2 Tr—3I 7 a2—F2R#T 5121, ScanSafe Web Filtering <
ScanSafe Malware Scanning @ 7 A & > 2|2/l %2 T, Secure Mobility for ScanSafe 7 1 & AN MET
R
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W IPv6Web k57495 TH Web X121 T« OBHEIZET 21—H HA KSA>

IPv6 Web F5 27499 THD Web %271 DEIMEIZES
T51—YF A4 K542

IPv6 7 RL A, RAAL %, 7T RLRGEM., £RITUANL R I— FOBISADIEESNLTWEHA 2%
X, IPv6Web hF 7 4 v 73 AX Y =0/ TR VR EENET, TZTDNS Ly 77 v 7R E
FEN, 2—FRT77EALLEIE LTS URLICIPVA 7 RLARH DN E I DR ENET,
IPv4 7 RV ARROMWD &, AF vy =07 X307 FLAZMEA L CERLET, IPvd 7 K
VABRROMN L2 WGEIE, #ii Fey 7SivET,

TRTDOIPVG b T T4 v I BAX Yy =T TaX N RATEHEICHETHHRIT. TTO
IPV6 F T 7 4 v 7 /0 IS DOFRBIANEZEMLEST, 20, ZOWHEILIPV6 T 7 4 v 71X
Web tX= U7 ¢ CRESNERA,

ASA L EHIZERT 58D AnyConnect Web 3% 1)
T4 ED2a—ILDA X =)L

Web ¥ = U7 1 £Y=2—/bid, AnyConnect & & HITEATH5E, £LIFAZ KTy ®
Va— L LTHEATBHAE, 2947 N 7a 7 s A VELEE LET,

X797 1 T[AnyConnect Web X = VT 1 7747 b a7 7 A LOMER] (P.6-8) OFIEICHE > T, Web &
X274 VAT N a7y ANVEERLET,

ATFvFT 2 WebBABIOHEREADHFEEZEHALEZWeb X2 VT 4 EV2—1DA A —)LIZBET 2 FE
IZ2W\WTCiE, 28 2 % [AnyConnect Secure Mobility Client DJER | ZFiA T 720,

ASA % L TERAYT 516D AnyConnect Web £+ 1)
T4 ED2a—ILDA X =)L

WebtX =2 U7 4 EVa—LERAX L RTrYy TV r—2 a3 & LTEALT, AnyConnect VPN
V2 —VE A F—TMIHEPIT, ASA 72 L T ScanSafe ScanCenter & & I TE 4, 22T
IR DORNEIZDOWTHA L £,

e AnyConnect £ > A b —F7 2] L 7= Windows OS ~® Web ¥ =2V T 4 EVa— /DA A
—v

e AnyConnect f > A h—F %A L7 Mac OS X ~D Web ¥ =2 U7 4 EV 2 —/LDA LA F—
V%

(GE)  Windows ZNFETINTWD a2 B a—# Tlix, AnyConnect 28— ID ZHIBITE W4, WL IP
T RUAPRZ—HFID & LTHERAINET, =& xiE. T4k, enterprise_domains 7’1 7 7 A )L =
FUBEESN TWARWEAICRET D AEENRH Y T, £DHA. ScanCenter TL AR — h &AL
THOIZ, NEIP 7T FLVRAZERATL2MERINH Y £7°,
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ASA = LTHAT 51-HD AnyConnect Web %2115« EZa— 101> X F—1 M

Mac OS X NFEITENTVWD 2L Ea—F T, Mac N FAL VAL RERTWAEE, Web &

Fo2 VT4 BV VT, IR A L TND AL U ERETEET, RAAL TN

A RENTOWARWES. WebtEXaUT 4 TEVa— T MacDIP 7 RLAFFIZHER 1L
TWha—HFLERETEET,

AnyConnect 1 X b—35 %R L = Windows OS ~MD Web &3 1)
T4 ED2—ILDA VA=)

ATFvFT1

A7y 2
AFyvFT 3

ZOFNETIE, ScanSafe & & H I T 257212 Windows OS T Cisco AnyConnect Secure Mobility
Client Web tX =2 U7 4 £V a— NV ERET DHEZOWTHHALET, RENIIEZ, KOFXF AT %
FATLET,

1. Cisco AnyConnect Secure Mobility Client ISO 4 A —Y % ¥ 7o — RLET,

2. ISO 77 A VORNEEMHB L ET,
3.

AR RTRYy TR T AN 2T 4 A A =L L, WebtFx=VUT 4 7u77AVEERK
LT, WebtxaUT 4 707740 774 10% 1SO 7 7 A VOHMHFEALONFIEMT D &
WEoT, WebtFa T4 EVa—VEDRETAALET,

4, HDAZZAXFEHD Web EX2UT 4 EVa2a— &A=V LET,

ScanSafe & & b2 T % 7291 Windows OS T Cisco AnyConnect Secure Mobility Client Web =
X274 BEV2—VERET DI, ROFIEEZFATLET,

ScanCenter ¥78— kb @ U 7 £ 721% Cisco.com 25 Cisco AnyConnect Secure Mobility Client /¥ v 47—
VEX e —RNLET,

HLWT 7 MY ZERLET,

WinZip R 7-Zip e EOT TV r—va Y EMBHALT, ISO 7 7 A VONEE., FizlcBRk LEzZT 4 L
7 b UICHIE L ET,

~

GE) TOEEETIEIWeb EX a2V T 4 BV a—LE A LA R—LLABRWNTLFE N,

2Ly Ry r® AnyConnect 7R 7 7 A )V =7 4 %A VA M—/L LET, FEMICOVTIE, TR 4
v R7ry AnyConnect 7R 7 7 A )b =T 4 X DA A F—)b]| (P2-44) 2L T X,

~

GE) FT74N0RTE. Web X2 lTF D7 a7y AL F 4% avR—3%2y MIA LA =L
SNTVWERFA, WAFL A A= LDO—EE LTEIRT D0, ELRA A N —/LZEIR
THEMLERDY T,

[AnyConnect Web &% =2 V5 1 7547 vk a7 7 A LOEKR] (P.6-8) OFIEICHE - T, Web
X274 TaTr AN T4 2 ERBLTT 07 7 A VEERLET,

7’17 7 A /L2 WebSecurity_ServiceProfile.xml &\ 9 £ il & 1 TLERGATICHRG LE T,

Web X a7 77y AL =7 1 ZIZL Y, WebSecurity_ServiceProfile.wso &\ 5 ZRijD
077 A NVOEGHLN— Y 3 UANBIIER Sh, WebSecurity ServiceProfile.xml 7 7 A /L & [7] U357
ZRIFENET,
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W ASALZLTHEAT 37-HD AnyConnect Web £¥2UF 1 ESa—LOA VR k=L

27w 7 7 WebSecurity ServiceProfile.wso &9 #Fifb "= 20D Web X =2VT7 4 Yurr7 A%, A
7 v 7 3 Tl L 72 Profiles\websecurity 7 4+ /L Zic a2 — L %9,

ATv7 8 Setup.exe ZHBEL T, 7 F7A T N VYT by =2T A A=V LET,

AFwF 9 [Cisco AnyConnect Secure Mobility Client 4 > 2 h—/L & L- 7 ¥ (Cisco AnyConnect Secure Mobility
Client Install Selector) ] T, RO X ST LET,

e [AnyConnect Web ¥ = U 7 ¢ € =—/L (AnyConnect Web Security Module) | = > 7 K v
JARKF NI TND D L HTRLET,

e [Cisco AnyConnect VPN £ = —/L (Cisco AnyConnect VPN Module) ] 34 727> Tn5H Z
LEMRBLET, 2hTaT 7747 b0 VPNEERA TR, A A b= 2—=T 1Y
TARLEST, Ry hU—=7 TI7 A vx—V v & Web ¥ VU7 475, VPN HEEER L DA X
YRTRYy 7TV =y arELTA VAL SRET,

e (ER) [my 2 #¥vr arikR—xr bk —E X (Lock Down Component Services) | F = > 7
RNy 7 AE@RLES, ny ¥ vy avfR—xr b =L ->T, 22— L, Windows
Web EX =27 4 = RET 4 =TV EIHELTE R LY T,

AFv T 10 [BIRLEZAEFDOA A F—/L (Install Selected) 227 V27 LT, [OK] &2 Vw7 LET, A
M= VR EFIZFET LIzb, Y AT A b LA 12 [Cisco AnyConnect Secure Mobility Client] 74 = > 23
FRENET,

AnyConnect 1 X b—5ZfERA L= MacOS X ~D Web tz¥1') T4«
EDA-ILDA R =)L

WOFINETIX, AX TRy a7y ANV ET 4 F A A=AV LT, WebtFal7 4 71
T ANEBER L, TDOWeb X2 T 0 7a77 4% DMG X r—JIZBMT5Z &2k o
T. WebtXalT 4 BV a—NVEHAZYA XTEHFIEIZOWTHHLET,

A7wF 1  ScanCenter /" — F = U 7 F721% Cisco.com D¥ 7> a— K U 75 Cisco AnyConnect Secure
Mobility Client DMG /X> 7 —Y % & 7 a— RLET,

AFvT 2 TrANVERHOC AVAR=TIZTIZEALET (K 6-1), ¥V rua—KLA A —VEEHEARD
HHT 7 ALTE,
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& D ]

ATv7 4

AFyFT 7T

AFv7 9

2797 10

ASA L THAT 576D AnyConnect Web 2F2UF 1 ESa—NLDIvZX +—L N

6-1 AnyConnect f VA b—5 £ A=

8 .00 ) AnyConnect 3.0.4223

alualn
Cisco

=

AnyConnect Secure Mobility Client

245051

FUART 2—=FT 4 VT4 2FETTI0, ROLHITHWME T TV r—2a v 2HALT, A VA —7F
A A=V HEEXIAHLARICLET,

Hdiutil convert <source dmg> -format UDRW -o <output dmg>

Windows AL —7 4 7 VAT ANEITINTND AL Ea—FITAZ L K7 1 ® AnyConnect
TuT g AN T 4 B VA M=V LET, FEMICOWTIE, (2% F7 r 2 AnyConnect 7'H
TrAN T 4 ZDA A=) (P2-44) ZZML TS ZEW,

N
(GE) FTI7ANLEFTIE. WebtEFa2 T4 DF0T 7 AV F 4% aR—F2 MIA A R—/L

SNTVWERA, PAFXLA A AR—LO—FE LTERIRT D0, B2 A A b—/L &R
THLENSY £,

[AnyConnect Web ¥ X =2 U7+ 7744 T~ 777 A LVOERK] (P.6-8) OFNEIZHE- T, Web &
a7 TaT7ry AN T4 2 ERBLTT a7 7 A VEERLET,

7’17 7 A /LI WebSecurity_ServiceProfile.xml &\ 5 £ /i % 1 CLRERGIICRTFLET,

Web EX= U7 Fu7y AL =7 ¢ ZIZL D, WebSecurity_ServiceProfile.wso &\ 9 411D~
07 7 A OEEGH L N— 2 3 UNBIIERL 4, WebSecurity ServiceProfile.xml 7 7 A /L & [7] U5AT
RSN ET,

WebSecurity ServiceProfile.wso 7 7 A /L% Windows ¥~ 2 > 75 AnyConnect
3.0.5074/Profiles/websecurity Mac OS X A V' A h—F Ny —Iilav—LET,

03, ROLHICHWRT TV r—sa v EHTZ2 b TEET,

Copy WebSecurity ServiceProfile.wso
cp <path to the wso> \Volumes\"AnyConnect <VERSION>"\Profiles\websecurity\

Mac OS X « A h—F T, AnyConnect 3.0.5074/Profiles 7+ -7 b UV IZBE L, TextEdit T
ACTransforms.xml 7 7 f VEZBAIWTT7 7 A VERELET, VPNEENA VA h—L IR NED
{2, <DisableVPN> 2% True 2R E L ET,

<ACTransforms>

<DisableVPN>True</DisableVPN>
</ACTransforms>

Cisco.com @ AnyConnect Secure Mobility Client 3.0.4235 ® X 7> rn— K = U 7 T,
VPNDisable_ServiceProfile.xml 7 7 1 /L% L2137 T, AnyConnect Web EXx =2 U7 1 &A1 A F—
NTHarvEa—RiIFyra—RLET,

VPNDisable_ServiceProfile.xml 7 7 /L% AnyConnect 4 ~* A F— 7 @ AnyConnect
3.0.5074/profiles/vpn 7 1 L' 7 N VIZRF LT,

Cisco AnyConnect Secure Mobility Client E2&744/ F



E6E  Webt*1iUT(ORE |

M AnyConnect Web #%2UF 4 45472 F 7a77 4 LOKR

2FvF 11

~

(i) AnyConnect3.0.4235 HDO Web EX 2 U7 4 £V 2 — VDA% Mac OS X IZA VA F—/LF
23%4A . AnyConnect = —W £ ¥ —T x A A%, 7 — N7 v FRRICABMNICETT 5 L 5 &
ETHHLENDY F9, 2Nk ->T, AnyConnect X, Web EFX = U7 4 TV 2 —/L|ZHE
RA—FBIOINV—TEREEETEDL LRV ET, FIHIBLU10 TiX, 77— M
IZ AnyConnect 1 —H A ¥ —T7 = A 2% AEBICEB TELLOICTHELWRELTHEL
£,

I T, AnyConnect DMG /Ry 7r— Y% 2 —FICEATT HHEfA CTEE LT,

ARSI A AR M=I)LEERALT=- Windows OS ~D Web #% 2
T4 EDaA—ILDA AR =)L

ATFwT 4

(E)

awr R FrryT b Webtxal) T 4 TV a— L&A VA M—AT 51201, KOFIEEZEITLE
j‘@

AnyConnect 1 A b—Z %] L7z Windows OS ~® Web EX =2 U7  EV 2 —/LDA A F—)b

DAT T 1 ~AT v 7 6IEVET,

VPN #¥§8E% 4 712 L T AnyConnect Secure Mobility Client VPN & ¥ = — /L& A > A b—/L L E T,
msiexec /package anyconnect-win-<version>-pre-deploy-k9.msi /norestart /passive
PRE_DEPLOY DISABLE VPN=1 /lvx* c:\test.log

Web tx=2lU7 4 £Va— L&A A b=/ LET,
msiexec /package anyconnect-websecurity-win-<version>-pre-deploy-k9.msi /norestart
/passive /lvx* c:\test.log

(fLE) DART #A v A h— LET,
misexec /package annyconnect-dart-win-<version>-k9.msi /norestart /passive /lvx*

c:\test.log

WL Web X2 VT 4 7947 urdyrArvoat—%, £ 2-15 (P.2-42) TEFLIZELW
Windows 7 # /VZIZRIEL £7,

[Cisco AnyConnect Web £ ¥ = U7 4 =— V=2 DT 4 E—7 W bB LA x—711k]) (P.6-42)
DFNEIZHE > T, Cisco AnyConnect Web E¥ =2 V7 1 =— = | Windows —E X Z ) L £
D

Ihbda~ KX, Systems Management Server (SMS) OEAICHLEHATE £4,

AnyConnect Web a7« 935472078274

JLDYERL

AnyConnect Web ¥ =2V F 4 7547 h Fu 77 A VEMERT DI21E, ROFIEEZETLET,

Cisco AnyConnect Secure Mobility Client §E&H 1 F



| 62 Webt¥alT(ORE

A7y 2
AFyvFT 3
2AFyv7 4

ATFvT 6

ATy 7T

AnyConnect Web %254 9547+ 7077410k N

WONTNNDFET, WebteX=aUT 0 TurrA V7 4o XERELET,

* ASDM G, ASDM % BT [ #%7E (Configuration) |>[ VE—k 727+ A VPN (Remote
Access VPN) |>[ Ry hT—2 (7547 k) 7 27EAZ (Network (Client) Accessess) ] >
[AnyConnect 7 74 7> b 777 4/ (AnyConnect Client Profile) ] 3R L 9,

e Windows OS DA X > K7 m v £— KT, [ A¥— b (Start) |>[ v 2 7 A (Programs) |>
[Cisco] > [Cisco AnyConnect 7' 7 7 7 A )L =5 4 # (Cisco AnyConnect Profile Editor) ] > [Web
t¥a2VT 4 Fe7r A0 =T 4% (Web Security Profile Editor) ] &R L £ 7,

(B (Add) 1227 VU2 LTI I7A4T7 N 7Tu7r7AVEERLET,
IIAT N Ta T rANVOARERELET,

[Fe77AvDfEM (Profile Usage) | 74—/ K& 27 U7 LT, [WebEX=UT 1 (Web
Security) ] ZiEIRL £,

FIAN DT RT 7 A LOEFEMERT 5. [B (Browse) | %7 U v 7 LTRHI D7 7 A 1
DEFEIEE LET,

EE) [Z7v—7" RV >— (Group Policy) | #BIRL T IA4 T b a7 7 A VEERENT DN, 7
FAT v b 77 7 A% <Unassigned> DEFEIZLET,

AnyConnect Web EX = V7 4 75347 b a7y A VERTFELET,

AnyConnect Web v ¥ =2V F 4 7547 F a7 7 A LVEERLTHLIBEAIE, 70774 LDOK
OREEZRET DLENDH Y ET,

e [V TIAT N 7077 A/LTO ScanSafe Ax v =27 7aXTORE] (P.6-9)

e [Web A¥y =2 h—EANLDTY RIRA Vb bT 7 4 w7 ORI (P.6-13)

o [Z2—PHIHOREL LD RNAFx vy =07 Fux &R oOGFE] (P.6-16)
e [Detect-On-LAN O B — =2 Y — ko E ] (P.6-18)

o [FHEFOHEFB LN ScanSafe AFxF v =227 XL ~DTI—TF A" —3 v FDEE |
(P.6-31)

AnyConnect Web tx =0T 4 7547k 7077 A )VEERL TRIELZ%E T, ASDM i,
XML 77 ANAD2 oD a b —%{EK LET, 1| DIFHML7 7 AL T, 9 12X L—r FHFZ R
EXTT, N6 T7 7 A NLDOFEMIONTIE, Web X2 T 4 794777y A0 77
A (P.6-36) #ZMRL TSN,

HDS5A4F72 bk AT 7A4ILTOHD ScanSafe Axv =249 TOXLNDHRTE

ScanSafe Web A ¥ v =7 +—E R X Web 2T YV ESLET, it BX=2UT 1 KU
VO WT T T UFANORED AT Y OREEZFAL, BEOHLA TV ET Ry 7 LE
T, A¥ vy =27 FaFxE, ScanSafe Web A ¥ ¥ =27 H—E RN Web 2> 7 Y E5HT 5
ScanSafe 7' 1 ¥+ #—/3C9, AnyConnect Web ¥ ¥ =2 U7 7m 774V =F A XND [AF ¥
7’1 % (Scanning Proxy) ] /3%/Uix, AnyConnect Web £¥ =V 7 ¢ EV 2 —IC LD Web %
NO—2 NT 7 4 v DEENH ScanSafe AXx ¥ =27 X EEHLET,
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M AnyConnect Web #%2UF 4 45472 F 7a77 4 LOKR

3 = = > . °
6-2 Web £Xal)F1 95472k FAIT7A4LD [RFv> FAXL (Scanning Proxy) ] /%
IV
(e ———————————)
Profile: web_security_client_profile About
. web Secust 1 x
ST Scanning Proxy
Exceptions
S} Prefarancas =
5 Auhentication Scanning Prasxy kst is currently up-to-date.
3 dvanced
ScanningProxy | Most Name. Plain Port S8, Fort Displaytide
3 B0.254.147.155___ |euen 43 Displsy S
e Buzse.198.130 B0 5] Display,
France 90.254.150.66 060 43 Display
Dermark. 80.254.154.66. 8080 443 [Display
US West Coast [72.37.244.75 8060 443 Display
US East Coast. [80.254.152.98 8080 {43 Display
US Midwest e 5E2T 8060 43 Display
65 South 7237 74543 laen, 443 Diealay: |
Default Scanning Proxy
U5 West Coast -
Traffic Listen Port
po Oelote
5080
3128
@
< >
o
= g
&

AnyConnect Web ¥ =2V 7 1 7747 F 7m 77 AT ScanSafe A¥x ¥ =7 Tk &EH
THIIE, ROFIMEEHER L £,

e TAnyConnect Web €% =VU7F ¢ 74T~ a7 7 A VOVER] (P.6-8)
s RAF¥y=rr TuXroa—F~DRFELITIFEET] (P6-11)

o [FIFNIDAFY=L T TaxD®EIR] (P.6-12)

o THTTP (S) F97 4 v YURAR=22 R—bofEE] (P.6-13)

AXxy=oF FOoxy YA MOEH

Web X274 70774V 2T 4 XDAF Yy =07 Xy UAMIREARTRETT,
ScanCenter Ax v =7 7Yuxv %2 Webtxa2UT 4 7774V 25T 4 ZNOT—T L TEML
ZOHIBRLEDTAZ LT TEEEA,

WebtX=2 U7 707740 T4 X BB LR T, AF v =07 70X 0ROV A FHBME
FFENTuW5 ScanCenter Web ¥ MZT 78 ATHZ LT, AFXFy =27 Fux UXNBREEINN
WCHEHEIET,

AnyConnect Web ¥ =2V F 4 7547k 7077 A LOBMEIIRERIC, 77740 =
5 4 %1%, ScanSafe A ¥ v =7 FuF T OBED Y A %, ScanSafe Web %A F b AT 0 —
FL7eAFy=07 Fuxy JAMEHRBELES, VAR EWESIE, TAFyr Trxs JR L
IXHIBRE)LCF (Scanning Proxy list is out of date) | &\ 9 A v&— & [ VA MOEH (Update
List) 1 W2 F-UiMftncavy R ARZUNRRINET, AXy=07 Xy VR M,
ScanSafe A¥x ¥ =7 T uX L OERHOY A M THEHTHI21E, [V A FOFEHE (Update List) ] A
vEZY I LET,

[VAMOHEH (Update List) | %27 Vw7 325E, o7y A0 =57 4 22X o>T, BEFORED ]
RV RFSNET, Tu7 740 T4 XE TIHNVIFDAF Y =07 TaXURE, BIO
BETF O ScanSafe A¥ v =27 7T uXx v OFRNEIIIERRHEL R L ET,

Cisco AnyConnect Secure Mobility Client §E&H 1 F
[ 610 | |



| 62 Webt¥alT(ORE

AnyConnect Web %254 9547+ 7077410k N

Web Xal)T4 954720 TOT7PAILTODTIAHILEDRF Y= TOXIETE

F 7 R TIE, BT 272 7 7 A VIZiE, IRD ScanSafe Ax vy =7 FuxI BERHY £,

o AXy =/ FuFy URAMNMUL, 2—PNRT VB ATE ST ATD ScanSafe Ax vy =27 7
o0& UNFEHAIAEN, TT [Display] &~—7 &hEd, spllicoVTiE, [Axr=00 7
2X O —FAORFELITIEERT] (P6-11) 2L TIZI W,

e F 74/ LD ScanSafe AF ¥ =27 Fu X IHFHANBIRENTWET, 57 4/ h® ScanSafe
AF¥ XY=V 7 TaFUERETHINE, [(TI74NVROAXYy=0 T Tax o) (P.6-12)
BB T I,

» AnyConnect Web Security E¥ 2 — AR HTTP N7 7 4 v 7 2ZETHHR—bD U A ME, WD
MOF—RMITrEYa=r7InEd, FMCOWTE, THTTP (S) b 74 v 7 VA=
A— hOHEE] (P6-13) ZBRL T ZI0,

AX v =0T TaXSOA—YFADORTEIEFERT

Z—H2 ASA ~D VPN i 2 ML L7 T, ASA L, 7 94T b 7u7y ATy RiRA v b
WX v rm—RLET, AnyConnect Web EX =207 4 7947 F a7y A ik, a2—PFICER
SM B ScanSafe Ax v =27 XU EHRILET,

a—WiE, ROFET, AnyConnect Web X2 U7 4 79347 b T RT7 7 ANVDAF Y= T 7
2¥% 3 UX KT [Display] &~v—27 S3NEAFy=07 Faxs EXFELET,

e ScanSafe 2 ¥ ¥ =27 7 m¥* X, Cisco AnyConnect Secure Mobility Client £ > % —7 = A &
@ [Web E¥% = U5 ¢ (Web Security) ] 7S5/ d [## (Advanced) | BRED—PITERENE
j—o

e AnyConnect Web %= V7 1 EVa—/ME, WERFHTAFZy =7 T ok U ZEFAT 55
(2. [Display] &~—7 &7z ScanSafe Ax ¥ =27 ¥ 27 AN LET,

o a—WX, BHDOT BT 7 AN T—WHITENTF S 558 18T 5 ScanSafe A% ¥ =27
TaXx o EEBRTEET,

e AnyConnect Web EX =2 U7 4 /34T b IR T77ANVDAF Y= Xy 7—7 )T
[Hide| &~—7 &N T35 ScanSafe Ax v =27 Fuxid, =—PICERENT, IEERR
TAX ¥y =7 Fax AT BRI SN ET A, =—HI%, THidey &~v—7 iz A
Fry=v 7/ TadUllidERTEEEA,

() v—3I27 a—PREROFHREZ/HFLITIE, T3TO ScanSafe AF vy =27 FuF 24 X TO1—
FiZ [RR) T22L2B8OLET,

ScanSafe AX vy =7 FaXx v Ea—WICERRELFFRRTHICE, ROFIREZFITLET,

AFv7 1 ASDM #BAWT [ & (Configuration) ]>[ VU E—k 7272 VPN (Remote Access VPN) ]>[ % >
NO—2 (7747 ~) 727&A (Network (Client) Accessess) ] > [AnyConnect 7 74 7 >k 7'm
7 7 A /L (AnyConnect Client Profile) | Z&{R L £,

ATvFT 2 fRHETH AnyConnect Web €x =2 VT ¢ 774 T F a7 7 A VERIRLT [mE (Edit) 1 %272
Uy 27 LET, WebtFxa T Tnr7y AL 27 0 ZPRHE, [AF ¥ 7m X (Scanning
Proxy) ] " ANERESNET (K 6-2 #5H),

AFwF 3 ScanSafe Ax ¥ =27 T ux U EIEERELITERTIHICE, ROFIEZETLET,

¢ AX XU/ FuFVEHERTTTIHCIL. HERCT LA y=0 7 Taxoa@RLT, [
For (Hide) 127V vy 27 LET,

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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o AX ¥ = FuFUERTTIHCIE. RRTHAFYy=0 7 o042 ERL T, [£R
(Display) 1 %7 Vw7 LEd, +3TD ScanSafe A¥ ¥ =27 7uFx L aRRT D E Ll
LET,

AFv 7 4 AnyConnect Web ¥ ¥ = VT 4 7734 T7 v b 7u77AVERTFELET,

TIAILEDARAXTY =2 TOXLDRER

74/ h® ScanSafe AF¥ ¥y =27 XL ERTHIIT. ROFIELZEITLET,

A7TvF 1 ASDM %ZBWT [#% & (Configuration) | >[ VU E— bk 727 A VPN (Remote Access VPN) ]> [+ v
cNO—2 (72747 F8) 727 A (Network (Client) Accessess) ] > [AnyConnect 7 747 >~ b 71
7 7 4V (AnyConnect Client Profile) | Zi&R L 7,

ATvFT 2 fRETSH AnyConnect Web ¥x =2 U T 4 774 T F a7 7 A LERIRLT [#mE (Edit) 1 &7
Uy 27 LET, WebtFxa T Tnr7y AL 7 0 ZRHE, [AF ¥ Fm % (Scanning
Proxy) ] 7SEXANERINET (K 6-2 #5H),

ATF9FT 3 [T74VEDAF v FrFx T (Default Scanning Proxy) | 7 4 —/V KNOLT 74V DA F ¥ =
7Tk RIRLET,

ATv7 4 AnyConnect Web X = V7 4 7534 T7 v N 777 A VERTFLET,

A—HRRFr =5 TOXVICERT I

1. 2=FRPD TRy bT =T /T DL, TT7AN FOAF Yy =0T TRy —T 47
énij‘o

2. 2%, a7 s ANOREFEISL T, 2—FEAFy =07 T ok 28RI7_T 50,
AnyConnect Web ¥ 2 U7 ¢ V2 —An, IWEREI KD RWVWAFy=07 TuaFijla—
Fam L4,

- 2a—YDIIALT N a7 s AN Ta—FHENTFATESND5E, =—HiE, Cisco
AnyConnect Secure Mobility Client Web 2% = U7 ¢ F LA ® [FXE (Settings) 1 ¥ 71 H
AF¥y=v 7 T ERIRLET,

- IIAT N TR T FANT[AF vy 7ux o8] (Automatic Scanning Proxy
Selection) ] 7'V 7 7 LU ANRA R—=T )T/ > T HAE. AnyConnect Web E¥ = U 7 1
X, AFX vy =27 TR adWRIZ LT, IWERMAARDRENWAFy=7 Frdic
a—WEEHRRE L ET,

- V74T TR T s AN TA—FHBIRHFT SN2 T, [AF v T rFk o[ BiER
(Automatic Scanning Proxy Selection) ] 234 r—7/LiZ72 > T % & £, AnyConnect Web
X2V T 41F, 2=V ET TNV EDARY =0T Tuxiinb | RERRN RS RN
XFx=27 TuX OV BLAET (RERFMD, BOICER LT 74V FOAX ¥ =
7 7rxr L0 REICRONER) .

— =Y, BEOAFZ Y =07 Faxihbu—3I 7 Lkl &, 7947 F 7n
Tr7ANT [ AFx vy 7axo o A#HER (Automatic Scanning Proxy Selection) | 235%E &
NLTWIE, AnyConnect Web EFX =2 U7 41X, 2—HFZ2H LW AF vy =7 TrF )y
BxHZndb 4 (EEREBBIEOAX Y =7 Tuxs L0 b RIBICRVEE),

Cisco AnyConnect Secure Mobility Client §E&H 1 F
[ 612 | |



| 62 Webt¥alT(ORE

AnyConnect Web %254 9547+ 7077410k N

AnyConnect Web % = U 7 ¢ TiX, Windows OJLIE S #1172 AnyConnect M LA 7 A =2,
AnyConnect GUI @ [#EMIF%E (Advanced Settings) | % 7. 8L O [#itEHaEM (Advanced
Statistics) | # 7ICA R—T NIl > TWVWIAX Yy =0 7 X v ANRFRINDL D, 2 —F Ik
HDOAX Y= 7 TuXT BHERTEET,

HTTP (S) r35 7499 YR=VT R— FOIEE

Scan Safe Web A% v =7 —E X%, 574/ s THTTPWeb b7 7 ¢ v 7 Z4387 L. HTTPS
Web N7 7 4w 0% 74N Z Y TTHLOFEARTT, Web BEX 2T 4 77347~ Tr7y
ANT, WebtFXa T4 IZZnbDXATDRy NI —2 T 7 4y 0% %5 S¥HR— &
ETEET,

ASDM #BHWT [ & (Configuration) ]>[ YV E—F 72X VPN (Remote Access VPN) ]> [ % v
NO—2 (7547 F) 727&A (Network (Client) Access) ]> [AnyConnect 7 74 7> k 7'n
7 7 A /L (AnyConnect Client Profile) | Z&R L £,

T 5 AnyConnect Web ¥ =2 U7 ¢ 7547 h 7ur77 A L EERLTC[Edit) 227V v 7 LE
To WebtFXa T TmT7y AL 27 0 ZRHE, [ AF v 7 rF v (Scanning Proxy) ] /3% /L
BFEIRENET (K 6-2 25M),

[V 74> URY» AR— |k (Traffic Listen Port) | 7 4 —/V RIiZ, WebtFXx=U T ¢ £V 2 —/Z

HTTP £721X HTTPS F7 7 4 v 7 7132 0Wi % %5 ¥ LMEBR—FESFEZATILET,

WebtXa U7 7734470 87077 ANVERIFLET,

Web XX =2 H—EXANSDIVRRSA 2 5T 1499 DS

FEDIP 7 RLANLHEISND Ry NV —2 T 7 ¢ v 7 % ScanSafe Web A%y =27 #—E X
T L2 WEA . ROWTNLOHT I TEDOT RLADOHI AR ETEET,

o R NS
D= = 2 LTIPN
o Eiy7a il sh

THHDOBANE, Web X2 U T 4 77 AL =F 4 ZO [ (Exceptions) ] 7Sk /L T#E L E
7 6-3 LT IZEN,

Cisco AnyConnect Secure Mobility Client E2&744/ F
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6-3 Web £%a )74 FAT7AI TT7 4420 [R5 (Exceptions) ] /8%JL

& AnyConnect Client Profile Editor, - web_security_client_profile

Profile: web_security_client_profile About

. Weh Security :

-5 Scanning Proxy Exceptions
£] Exceptions
{0} Preferences =

88 Authenticatian Haost Exceptions
e Adwanced | |

Add

Delete

10,0.0.008
127.0.0.0/8
169,254,0.0/16
172.16.0.0012
192,168.0.0/16
224.0.0.0/4 B
240.0.0.0/4

liveupdate.symantecliveupdate. com v

|3

Proxy Exceplions

| Add

192.168.2.250 Delete

Skatic Exceplions

| | Add 1
1.1.1.1 Delete
192.0.0.0/24
v
oK ] [ Cancel ] ’ Help

249988

R st

[ A MERSE (Host Exceptions) ] U 2 kT, ScanSafe Web A% v =27 #—E R &/ A N2 FHH
YTy FENTY v 7 Web A FEBIMLUET, RS (Exceptions) ] /3D EIZHOWTIE,
6-3 xR LT EEN,

e 2E T7ANMCEEBIEA TR, AT LINEY 7y FEBINT2LERH Y £,
192.0.2.0/8

EAET 7 ¥ A A R—=T VT DNEE T2 ITSMEE Web VA FHBIT2H8ER H Y £9, K2, Hlz
FLET,

update.microsoft.com
*.salesforce.com
*.mycompanydomain.com

Flo, AV IIRY N Y—ERIZFEHTDHNT V7 IP T RLAEZBITHOMLERH Y 7, BIML
BNE, WebBEF 2T 40NN TRy B B—=RNIIT 7 EBATEEHA,

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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RFC 1918 THMA SN TWELTRTOTTAX—=FIP T RLAR, 77 4/L FTHER MiSY 2 MMZ
EHOLNTWVET,

WOL AL T, Y7 Xy hEIP T FLAEANTEET,

38 1l

%= @ IPv4 B LW IPv6 7 KL & 80.254.145.118
2001:0000:0234:C1AB:0000:00A0:AABC:003F

Classless Inter-Domain Routing (CIDR) #  10.0.0.0/8
it 2001:DBS::/48

SERERI N A A 4 windowsupdate.microsoft.com
ipv6.google.com

GE) MR RAL VI R—FEnERA,
L 21X, example.com [V AR — FINEHA,

SEREM F AL A ERIZIP T FL2oU 127.0.0.*
AWV RKAI—F

*.cisco.com

oy 7L RAL VO T ANV R — FE2FEH LT E3n (& 23 *cisco.*), T
NIZIE, 747 A FREENDLITERNHDT-HTT,

Zox 54

i d:ubaxtlbA

TN EOFEA IS N ZHIREZIIEFELARNTEEN,

[ 77 % BRS (Proxy Exceptions) ] =V 7 T, @BESNIENE 7o F D IP 7 RLAZ AN LET,
192.168.2.250 72 & TH, [BRH (Exceptions) | 7SF/VORIZHOWTIE, B 6-3 2B LT EE0,

DT 4=V RIZIPVA BLOIPV6 7 RL AZEETEETN, K— 1 FE 52 B ET LI LIET
TEHA, CIDREFZAZFEHLTCIP 7 FLAZIEETEET,

IP 7 FURAZ$EETH L., ScanSafe Web AFx ¥ =27 H—E 2N, ZNHDHF— 50D Web 7 — &
ERATZEL, SSLZHFEHLCT—42%2 o r Y7 LaVnE2CLET, ZhiCk-T, Tr¥y
F— NIFFWR L CEMETCE E T, 22 TR B—NEENLARroGE, Tudy h— 3T
ScanSafe Web A ¥ v =7 % —bE A T 7 4w 7% SSL b xé RAaLET,

IOV ARIBRNTaXF IO TIE, WebtFx=UTF 40F, SSLEFEHL TR RV 7 LED &
THFED, 2a—UN, A F—F N TI7BADEDIZTaXxT Ny NU—I N6 HAZNERD S
BOREY A MWD A, ScanSafe Web A% v =27 —E X%, BAWVWTWD A ¥ —F v Mg
ZHEALTWALELRULNLOYR— M 2R L E9,

NZ 7 ¢ w7 ) ScanSafe Web A¥x ¥ =2 7 B —EREZNA NZRFTEMLERHAHADIP 7 KL AFE
720X IP 7 L AD#&PHD Y A k% Classless Inter-Domain Routing (CIDR) EicTEMLEd, U =R
MZiZ, VPN Z— b= A DA IP 7 RLAZEDET, 6-3 ML T EE N,

Cisco AnyConnect Secure Mobility Client E2&744/ F
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CIDR &AL T, IPvA BLOIPv6 7 RLAFE 7137 L RADOHFAEZIEE T ET, ELEM N
AAHERELIZY, IPT FLARIZYA NV KD —FREFEHALZY T2 L3 T&FEFA, RIZ, E
LWESLOB 2R L ET,

10.10.10.5
192.0.2.0/24

~

GE) WMPFSSLVPN vt hL—ZDIP 7 RLAEFHRERIY 2 MTEML T ZEV,

IPv6 Web 5274 v 2ICET31—F HS K504

IPV6 7 RV A, RAA A, 7 RUVAKMH, £7213U AV K I — ROFIABPIEEESNR T EEA %K
&, IPv6Web N7 7 4 v 7 I AR Y= Ttk EENET, ZTZTDNS VY I T v INE
TFEN, 2—FRT 278X L LS E LTS URLICIPVA 7 RFLARHDHENE I MR HERSNWLET,
IPv4 7 RLANRREOMDE, AF v =07 7uxiioo7 RLAAZHEH L T#EELET, IPv4 7 R
VABRROMNL72WGEEIE, ik Fay 7SivET,

FTRTCDIPV6 N T T 4 v IVIMAX =0T TaFx v A RX2ATHLCHRETHEARIL. T3TO
IPV6 T 7 4 w7 /02 OFMRFISEZEBMLET, ZhEITH>ZLE T, $TDIPV6 FT 7 4 v
INTRTCOAFy =T a4 RALET, 2F0, ZOHFEIFIPV6 N T 7 4 v 71 Web
X2 VT ¢ CREINETA,

Web XX ¥ =245 H—FERX FYIT7 LUV ADEKTE

WRDOTYV 77 L AERETHITNE, ZOXRVEEHALET,
o [2—VHIHOBREBLIORLFEVAX Yy =07 T ax VNG OFHE ] (P.6-16)
e [Detect-On-LAN D E— 2> $— 0% (P.6-18)

A—HHEOBRES L URVBRVRFr=VJ TOXVRERBOHE

Z— W, HEFSED ScanSafe AF vy =0 T ARIRTE S LT 5I01E, ROFIEEZETL
iﬁ—o

AFv7 1 ASDM #BAVT [ & (Configuration) ]>[ VU E— bk 7272 VPN (Remote Access VPN) |>[ % >
NT—2 (2547 k) 727&A (Network (Client) Access) ]>[AnyConnect 7 74 7> k 7'r
7 7 A/ (AnyConnect Client Profile) ] Z&R L £,

AFvT 2 HETLHIWebtXalT 4 V77478 T 077 A VEBRRLT [ (Bdit) 12270 v 7 LET,

ATy F 3 [FUT77 LA (Preferences) |27 Vw7 LET, ZOFETHRELLET £ — RORIZTOW T,
6-4 LTS,

AFv T 4 [=2—YHIHET (User Controllable) 1 Z A4 LET, (ZHIZTFT 7 4L FRETT), [2—FHI#E
(User Controllable) ]i%, =—¥7 AnyConnect f > ¥ —7 = A AT [ ¥ U —@BEEIK (Automatic
Tower Selection) | B L[ AF ¥ v 7ok v 2R ERFMIEIZIE~% % (Order Scanning Proxies by
Response Time) | RELZEE TE O E I NERELET,

ATYFT 5 WebtFXa T4 IlAFY=27 77X AHMNIGRIRIE 12T, [AF vy Yaxro s
R (Automatic Scanning Proxy Selection) | Z4 L IZLET, TNEITH L, [AFy Y TrFUEE
EBFMNEIC I ~% 2 (Order Scanning Proxies by Response Time) | (X B EMICA 2720 £,

o [AFx ¥ Fux O HBEIN (Automatic Scanning Proxy Selection) | %R+ 2% &, Web &
Fa T 13, AR R RVWAFy =07 T2 {j LT, 2a—FEZDOAF Y=
7 7 uk A HEIRICER L £,

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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e [AF ¥ TuXOHBHEIR (Automatic Scanning Proxy Selection) ] Z##R L7e< TH, £/
[ A% vy 7a X &R ERRIEICIE ~% % (Order Scanning Proxies by Response Time) | 238241
SNTVLHE, 2—WITE, ERTEDAF Y =027 Trxi0 U 2 3 ISERRA R OIE
WICERESNET,

~

GE) [AF¥yr 7eXroBREER (Automatic Scanning Proxy Selection) | A 3 —7 /23 5
&, —RNRBEEOTE EEERRK T, T/ T4 TR ARy =07 T a kv OERN B
ICEFESNDARERSH Y £9, AXxv =27 Tux v OLERFLELL RN LDV %
T ZHUE, BIOFFHEEMTLHOED AR ¥ =7 TuxhbRFEMBNBRSND 72
EL THILRWEMEDIRRK & 72 2 WREMES B 5 729 T,

ATF9FT 6 [AF vy TuXUEIGERIEIZIE~% % (Order Scanning Proxies by Response Time) | &4 12 L
A, IWERMAR L RWAF Yy = 7 Ta X v EHAET L EOORELITVET,
o [7ANRIBE (Test Interval) ]: /37 4 —~< A 7 A NOFETHORER (HHAD), Z OREL,
AL — PR — FNOLHRINIZGEUIMNIEE LT ZE0n,
e [TANETZT 47 #4257 U L (Test Inactivity Timeout) ]: Web &% = U 7 ¢ 23, =—#IF
T T 4T DIZDITIGERT A P& —kHEIE T 2 F TORE, Web ¥ =2 U7 13, AF v =
VI IaX U THRAATMTOND LT CICT AN ERHLET, ZOREIF, ARAXv—H
R— b DI RSNTHEUSMIEE LT ZEN,
>
GE) [AF vy a2 I0ERIEICIE~% % (Order Scanning Proxies by Response Time) ] 7 A ki,
WROFINEIRE . T A FHRBICESWTIEIT LEET E7,
e [Detect-On-LANJ 34 X —7 LT, v URHENLAN RlZh2 2 tx e —ay F— I3l L
7=
e WebtXalT74DT7A4 LA F=RNR00, BHTHD,
o a—VN, REFHORHIET 77 47T, ZOMR[TANET 7T 47 ZA4 LT U b (Test
Inactivity Timeout) ] L& VWMEIZEL -,

ARTYTT WebtxalT7 4 27347 Ta77AVERFELET,

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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6-4 A—PHEE L CHERBAHEICE DR ¥ =0y FOX P DIEF{TIT

B2 AnyConnect Client Profile Editor - web_security_client_profile

Profile: web_security_client_profile About

b Web Security :

7 Stanning Proxy
2] Exceptions |
o¢ Preferences A
£ Authentication User Controllable
i Advanced

Preferences

Aubomatic Scanning Proxy Selection

Advanced Response Time Settings

Test Interval (min,) 115
Test Inactivity Timsouk {min.) Sy
v
ok || concel |[ hHep |

249951

Detect-On-LAN D E—a Y —N\EHRDETE

Detect-On-LAN F¥REIX., =2 KR4 > F234EN LAN BICWERMICIFET D2 A4 2 7, F£721X VPN
P a L CIEET 224 I 7 &R LE T, Detect-On-LAN #REZ A X — 7 M2 5 &t
LAN 2O RIEENDEZ Xy hU—2 v T 7 4 v 7159 _T, ScanSafe AFx vy =27 a1
ALET, FONT T 4 v 7 DEF=2 VT o1k, ScanSafe Web A% v =7 $— v A TiE7< ., N
LAN [ZHFET BT RNA ALV JIOFETEIRINE T, 5oV TiE, Detect-On-LAN |
(P.6-40) =M LT EEW,

E—ay NI, BEOBONR/MEX— X7 EMHHL T, ELWABX—%4> Cisco
ScanSafe Web % = U 7 4 ODFEDHMN, F v b U —7 ~O#HHIZ ScanSafe A ¥y =7 7%
VENRANRATELLHICLTVET, Xy hU—ZZt—ay = "OEKEDO A V2 Z v A E RN
TEEHE, KA VAL VAR OB/ B — T 2HEHT2LERH D FT,

GE) Ry MU—2ICFaXFTNFEET S (ScanSafe Connector 72 &) JREET, B —ay — & LA
WIS, a7 AN =T 4 X O [BRS (Exceptions) | /SR T, Zux N0 Y 2 MK T a
FORBMTIHILENLY E4, [Faxifist] (P.6-15) 2B LT EEW,

Web tF =2 U7 4 DE—ay —"LOHFHEEZRET 2121, ROFIEZFEITLET,

A7Tv7F 1 ASDM %BAWT [#% & (Configuration) 1 >[ VY E—k 727 A VPN (Remote Access VPN) ]> [+ v
NT—2 (2547 ~) 727&A (Network (Client) Access) ]> [AnyConnect 7 74 7> k 7'm
7 7 A /v (AnyConnect Client Profile) | # &R L £,

AFvT 2 fETHEWebtx2UT 4 75347 F Fu7 7 A AEBRLT e (EBdit) 1220 v LET,

AFvT 3 [FUVT77 LR (Preferences) | %27V >y 7 LET, [FU 77 LA (Preferences) | 7SR/ DIKIC
DUWTIE, 6-5 LT EEW,

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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ATv7 4

AFvT 5

& A

AFyFT 7

ATFv7T 8
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E—ay h—RExy hT—7 FIZA VA =L, WebEX2 VT 4 2=V NOD T T 4 v I %
ZETLHIORCZOE—ay P—n"ERELHAIEL. [E— 2 R (Beacon Check) | &AL
ij—o

[/37 V> 27 ¥— 77 A/ (PublicKeyFile) ] 74—/ KT [ZM (Browse) | %7 Vv 27 LT, 1
EONHAF—FEAZELZBIRLE T, ©—ar — %, #FEIC RSA A/ BEX— X7 2R L E
T, MEXF—ORIIZS12Ey NUETHAMLERHVET, 2L, YAaTiE 1,024 £y hOF—
EHESEL E 9,

[E—=2DH LWT R A (New Beacon Address) | 7 4 —/V KT, B =2y =P A R b—/1
ENTWHarva—FERELET, AR IP 7T RLAFZEE RALS L LOWTnEFEHLET,
ELWHESOB 2R L ET,

3 1)
il %x @ IPv4 7 KL A 10.10.10.123
FTREM R A A 4 beaconserver.cisco.com

GE) oM RAAL TV AR—bFENnETA, & 20E,
cisco.com [ZV R —FINFHA,

ROBERE— a3 VREELITWVET,

e [E—=r®D&R—F (BeaconPort) |: ZDOEHKIL, yY—ERCL>THEMENS TCP/IP A— %
fRELET, =1 6001 TH—ERART TIZEITHORE, ZORFLLEETEEY, b—av
PSR, A =L INTND 2 B o —H D websecurity.config 7 7 A /L TN D HREE L
o0 EHHY ET,

o [E—=2 U HEFRMHINR (Beacon Check Interval) 1: Web €% = U7 13, B —a v H— "~
DOFRATOM, WAL CHESNZZOBMMEHL, 2o —ay F— B LAN EiZH 50 E 9 h
ZHRLET,

e [DNSWVy 27 7 ZA4 L7 D K (DNS Lookup Timeout) ] : <Beacons> % & THE I L7z H A
Mo (FRESNEHE) TODNS Ly 2T v 70X A LT TN (RUR), ZOREX. AL
~— FR—= IO RINTEHEGUIMNIEE L RN T EI N,

o [A— MY A 27 7 b (Port Connection Timeout) ]: ZOHEHKIX, B —ar h— 5 —%
ZEELTORWERAHLON 2 £ TORMERMBMTHELEYS, ZOREL, VWAF~v—
PR= FDBIHERENTEHGLIMNIEE L 2N T 230,

Webtx=UT 4 7747 Tu77 ANV ERGFELET,
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E 6-5 E—ay 34— FzyvIDHE

B2 AnyConnect Client Profile Editor - web_security_client_profile

Profile: web_security_client_profile About
4
| Web Security |
58 Scanning Proxcy Preferences
--[&] Exceptions i
4% Preferences A
g v| Beacon Check
& Authentication
s Advanced Public Key File

oo oo |

Mew Beacon Address

0123 ‘ | Delete

Advanced Beacon Settings
Beacon Port 6oot |
Beacon Check Interval (sec.) M
3000 |

DS Lookup Timeout (millis.)

Port Connection Timeout (sec,)

249937

ok || cancel [ Hep |

E—ay Y—n\DA VX =)L

v—ay =% A A M= T 501, DOLprv.pem 7 7 A /L% BeaconServermsi 7127 7 A 7 7
ANPEENTODA A= TH VLA —FTOH8ERHY T, RHEF—BLIUAMY—D
ARk (P.6-41) &ML TL 72 &V, BeaconServer.config 7 7 A V&R U7 4 L F 22— L1-8
B I TIANVEORETZ 7 ANVDORDOVICA VA b=V SNET, RET 7 A /MEA A b—
NMEICIRETE D720, ZhiE, BE—ar $—nNo@EHOa—%2 1 VA =1L T 5555 RE RHE
TY, E—ar —=ORE] (P.6-27) 2ZRLTIIZIWV, FEDOA A M=V HHEITMAT, W
AV M AVAN—VOFETEREIRTEES, (AL N AR =] (P6-23) 5L T
Sy,

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F



| 62 Webt¥alT(ORE

AnyConnect Web %254 9547+ 7077410k N

t—ay —NREAL A= NTBHIZIE, WOFEZETLET,

AFw 7 1 BeaconServermsi 7R T L T ANELTNI Y v I LT, A AL 4P —REFETLE
‘j—o

i'é‘u Anywhere+ Beacon Server Setup I [l 4

Welcome to the Anywhere+
Beacon Server Installation
Wizard

It is strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any
programs wou have running.

Click, Mext bo continue the installation.

WARMING: This program is protected by copyright: law and
international treaties,

Unauthorized reproduction or distribution of this program, or
any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law,

< Back | Text = I Cancel |

245614

AFwFT 2 [k~ (Next) 1227 Vw7 d5E, [ T4 28KE (License Agreement) | A 7 0V InFREN
iﬁ—o

i'él' Anywhere+ Beacon Server Setup ;Iglil

License Agreement
ou musk agree with the license agreement below to proceed,

End User License Agreement ﬂ

This written software license agreement, referred to in the following as "license”,
describes the rights granted to resellers and end users and the restrictions that
apply to the use of the accompanying software, data media and documents,
referred to in the following as "Software”. Please read the license agreement
carefully before you review or install the Software. By reviewing or installing
the Software you will be deemed to accept the terms of this license
agreement.

1. Limited right of use |

& I accept the license agreement
" Idonot accept the license agreement

Reset | < Back | Text = I Cancel |

Wise Installation Wizard (R)

245515

ATYT 3 TR a—¥ T4 ARNELHRLET, FMICABETLIHRE [T B ARKNEICRBELET
(I accept the license agreement) | %27 UV v 7 L, WIT [k~ (Next) 1427 Vv 7 LT[A A=)
567 # V4 (Destination Folder) | #4707 %R A7 LET, FICRBELRWVWESIZ. [Ty
(Cancel) |27 Vv 7 LCA A= EHIELET,

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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i'éln Anywhere+ Beacon Server Setup ;Iglil

Destination Folder
Select a folder where the application will be installed,

The Wise Installation Wizard will install the Files For Anywhere+ Beacon Server in the
following Folder,

Toinstall into & different Folder, click the Browse button, and select anather Folder.
Yfou can choose not to install Anvwhere+ Beacon Server by clicking Cancel to exit the
‘Wise Installation ‘Wizard,

C:\Program Files\Anywhere+ Beacon Serverd, Browse |

"Destination Folder

Wise Installation Wizard (R

< Back. | Mesxt = I Cancel |

245516

AFyvFT 4 [k~ (Next) |27 Vw7 LTCT 74V DAL A =N TV EHELET, £7213. [
(Browse) 1 %27 Vv 7 LTRERTZANZICBEIL, [R~ (Next) |27 Vv 7 LT [TFUr—
varvkA A M=V LET (Ready to Install the Application) | # &R L FE T,

i'.;!-" Anywhere + Beacon Server Setup _ ||:||£|

Ready to Install the Application

Click the Install butkon to begin the installation.

Wise Installation Wizard (R)

< Back. | Install I Cancel |

245547

AFYFT 5 [AAb—n (nstall) |22V wo+DE A A M—ADNRBINET,
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i'éln Anywhere+ Beacon Server Setup ;Iglil

Updating System

The Features vou selected are currently being installed,

Wise Installation Wizard (R

Cancel

2458518

ATF9T 6 AAP—AREECETTLE, ROXAT 0 I NRRENET,

i'éln Anywhere+ Beacon Server Setup ;Iglil

Anywhere+ Beacon Server has
been successfully installed.

Click. the: Firish button o exit khis installakion.

< Back | Einish I Cancel

245510

GE) AVAM—NVICHERRELTSGA, a~v 2 R Trr T b A A M= %EE LE T, msiexec /i
<path>/BeaconServer.msi /I*vx install.log & A L E 7, installlog &9 m 2 77 A ABER SN E
R

AL FA VA=)

E—ay =TI, ROa<vr REFA+THEMSIA v A =T AL b B—FE2FHATEE
j‘o

msiexec /i <path>/BeaconServer.msi /l*vx install.log /gn
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NR2GF, vm—A 74 F (Chtemp 72 E) F72idxr > hU—27 A (\server\share 72 &) O L5 5
THENEVERA,

E—a> —/\DHIkk

E—ay =N EHIERT D,

E—ay =N P —EZXMELEINTNDE I 2R LET, B—

gy P—RNEHIET DI, 2 ha— L x0T AOBMEBIREHERT A2, a8
7’7 h Cmsiexec /x <path>BeaconServer.msi /l*vx uninstall.log /qn &t AJJLF
T FF, U4 P—FE2EHL T —"\0b b —ar P—_EZHIRT DI, ROFIEEZFEITLE

ﬁ-o

AFv7F 1 BeaconServermsi 7RI T L Ty A NEXTAIY w7 LT, VAP —FEFETLET,

i'c!:I' Anywhere+ Beacon Server Setup

Application Maintenance

Select the maintenance operation ko perform.

=101 ]

= Modify

=
@LD.
=

=0

" Repair

T

* Remove

Wise Installation Wizard (R)

Change which application features are inskalled, Displays the
Select Features dialog, which lets vou configure individual
features,

Reinstall rmissing or corrupt files, registry kews, and shorteuts.,
Preferences stored in the registry may be reset to default values,

Uninstall Anywhere+ Beacon Server From this computer,

< Back | Text = I Cancel |

246510

ATv7 2 [HIER (Remove) 127 Vw7 L, WIZ[K~ (Next) 127V v/ LTC[E—ary $—nO7 A
A ~—/L (Beacon Server Uninstall) | ¥4 702/ %FRrLET,

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F
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i'éln Anywhere+ Beacon Server Uninstall ;Iglil

Anywhere+ Beacon Server
Uninstall

This will remowve Arywhere+ Beacon Server From wour
machine. Are you sure wou want to continue?

Click the Mext button to remove the application.

Click the Cancel button ko exit the uninstall process.

< Back. | Mesxt = I Cancel |

246511

AFYFT 3 [k~ (Next) |27 Vw7 LTCtE—ay b—"ZHIKRLET, £iE, [Fr> &/ (Cancel) | &7
Uy LTHIBR vt 2% dik LET,

i'é‘u Anywhere+ Beacon Server Setup I [l 4

Updating System
The features you selected are currently being uninstalled.

‘alidating install. ..

Wise Installation Wizard (R)

Cancel

245542
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ATvFT 4 HIBENEFICETT2E, ROXATu I BNERINET,

i'-.%‘ Anywhere + Beacon Server Setup

Click. the: Firish button o exit khis installakion.

=101 ]

Anywhere+ Beacon Server has
been successfully uninstalled.

< Back | Einish I Cancel |

AFwF 5 [T (Finish) |22V vy 7 LTV AP —FREKTLET,

245513
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E—ay b= RERET HIZ1E, BeaconServer.config XML 7 7 A VERELET, ZO7 7 A4 ViF,
E—ay =N VAR =L ENTWS 7 4% (G@%,. C:\Program Files\Anywhere+ Beacon
Server\)) IZHV EF, T 74/ MEEIFROELBY TT,

<DetectOnLANServer>
<ConfigurationParameters>

<!-- Beacon Port, default 6001 -->
<BeaconPort>6001</BeaconPort>
<!-- Connection Timeout in secs, default 10 -->
<ConnectionTimeout>10</ConnectionTimeout>
<!-- Disallowed Source IP addresses ';' separated -->
<DisallowedSourceIP></DisallowedSourceIP>
<Logging>
<debug level>00000107</debug level>
<!-- Log file size in kilobytes (KB) -->
<LogFileSize>1000</LogFileSize>
<!=- Number of log files to retain -->
<NumLogFilesToRetain>10</NumLogFilesToRetain>
<!-- This setting specifies the time for which a log file can be retained

before being deleted -->

<LogFileRetentionTime>
<Days>7</Days>
<Hours>0</Hours>
<Minutes>0</Minutes>

</LogFileRetentionTime>

</Logging>

</ConfigurationParameters>
</DetectOnLANServer>

PR—= DO RPR DTGB ZRNT, ROERLZTEEELET,

BeaconPort

COERFL, BRI XoTHEASND TCP/IP A — MEHEELET,
A— 1 6001 TH—EARTTIZEITHOLE, ZOBRFLLFETEE
T, H7IAT v h aryEa—F0 Admin.cfg 7 7 A LN ORIET 5 E
FLEETHILERHY £,

ConnectionTimeout COHERIT, B—ary =N T=FHZEEL T RWERAA L6

5 E TORRZDEATHEEL £,

DisallowedSourcelP ZOERITIE, B—a3r =% EHT D AnyConnect —E R & /A

NALBRWIP 7 RLAREENET, BEROEEZEHAT DO TR
KVHIPTRFrvRZEIany () TRUI-TI1 SOBERET M
L%,

Logging

nETEZRLUTIZSN,
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0y 7y A NVOREREERT L EHOY T IRNEENET,

debug_level

AAL~— PR—= MY EPLIERPRVIRY . ZHFERELEEA,

LogFileSize

MR SNDRRKR T 77 A0 A X (100 ~ 10,000 F z /31 1), BIE
DuT T7ANPHERSNOERRY A XET L L, Ny I T v T Sh
THLWe YT 77 A VPMERESNET, 774/ FOY A X3 100 KB
‘/Gj‘o

NumLogFilesToRetain

RETLIEHVR T T ANDE, T 74N ME 10 TT, FFREIET
L&, e Z 7y A VIFHIBRES L E T,

LogFileRetentionTime

0y Ty ANDRKEICELENE DR, v 77 AR
HIBRE N2 & CORR, kOH 7 % FTHRELET,

e Days
e Hours

e Minutes

DARTL FLA TAOY

VAT A A TAaNE, Y= EADARAT—H AR LET,

P EABETRTT,

" v—exicpmmrrs LS

P—EZAPMMEIEL TWD, FES— 77 A LB, EBEX— 77 A LBNHHE L TV E

‘é—o

P—ERERBET DI, TAarvEH27 Y v LT[ E—ay — 0jLH) (Start Beacon Server) |

7 Vv LET,

P—EAEBEETDHICNE, TAarvEA7) vy LT[ B—ar $— 3DfE (- (Stop Beacon Server) |

7 )y LET,

E—ay = RNE2RET DI, KOFIEZETLET,

AF9FT1 TA4a3v&E27Y)V 27 LT[FY 77 LR (Preferences) | %27V v L, [E—aORE
(Beacon Configuration) | ¥4 7w/ 2R R LET,

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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Beacon Server Configuration 1'

Listening TCP Fork I 6001
Errant connections cleanup timeout (secs) I 10

Disallowed IP Addresses (semi-colon separated) I

(o4 I Cancel |

245600

[TCP R— kDY 2=27 (Listening TCP port) 1 A v 7 A2, h—AREH T2 TCP/IP A— k%
AN LET,

[RiEEHREZ V—>T v ¥4 57U b (#) (Errant connections cleanup timeout (secs)) ] R v 7 A
. W ERICT 2B TAD LET,
[RAIIP 7 KL A (EIarrXY)v) (Disallowed IP Addresses (semi-colon separated)) ] AR > 7 A

(2. AnyConnect 4 —ERZ/NSANRFTHIP T FLAELIFIAA MEEIany (5) TREY->TA
jj‘[_/\i\j‘e

[OK] #2 U » 27 LT, BeaconServer.config 7 7 A WICEEERIFLET, EIE, [Fr &L
(Cancel) 17V v/ LTEREEMELET,

VATA A TV = arERTTHICE, TAarEA27 U v 7 LTIGUI Ok T
(Terminate GUD) ] %7 U > 7 LET, $—EARFEITHOHE, TN L o TH—E R HEILENE
Hho YAT L PA TAAEZHEHTHITIE, a2 F 77 MIROEIICATILET,

<BeaconServerInstallFolder>\BeaconServer -BD

Detect-On-LAN D&5E

A7y 2

2AFvT 3

Detect-On-LAN #BEZ X ET D I12i1E. WOFINEZEITLET,

t—ay =12 Eoat—%23ry hU—JIA VA=V LET, [E—ar —"DA A
=] (P.6-20) LT ZE0,

~
() E—ay Y—N3 WEICHEN LANWCT 2T _XTO Web X2 U T 4 f VA P—LEBX

N7 bRV VPNBRHTER SN TSI WebtFX 2T 4 f A =BT 7 & AA[HE
TRTFIUER D T A,

[AnyConnect Web tx =2 U7 4 7 747k a7 7 A )LOfERK] (P.6-8) OFIEICHE- T, Web &
X2 T4 74T N 7TaT77ANVEERLET, 7747 b 777405, AnyConnect
A=PIEAT LN =T R —%BELTVDL I L afR L T EE N,

Detect-On-LAN IO &' — = Y — ok E] (P.6-18) ML T, WebtFx=2V7T 4 7547
YhTuTrAND [TV 77 LA (Preferences) | SR/ TIROFEEITVET,

o [E—=fi® (Beacon Check) ] &AL IZLTA X—T I LET,

o [TV vZ” ¥— 77 A/ (PublicKeyFile) ] 74—/ R T, A/ fEx— XTO—HL LT
fER L 72 ABH%— 7 7 4 /v (DOLpub.pem) ZHEELET,
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E—al = NOFEA L AFZADIP T RLA%Z [ BE—arOH LT R X (New Beacon
Address) | 7 4 —/V RiZBIML £,

ATFYT 4 WebtFxF=2UT 4 7747 77740 ERELT, BELET,

AFvF 5 Detect-On-LAN HRENREINTZZ DO Web vX 2 UT 4 7 T4 T N 7a7 74 VEZET DHITIE,
2 —FE, ASA ~® VPN £t O#ESL 2781779 2 BEIZ. AnyConnect Secure Mobility Client @ [VPN]
AR AR T ATIDIIFTAT Yy N a7y ANVOARTERIRT HLERNH Y 7,
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REINH/RES LU ScanSafe A¥x v =T TOXIADTIL—T A 2iN—

oy TMEE

ATFyvFT 1

A7y 2
AFyvFT 3

AFwT 5

(E)

WDOWT IO HET, Webtex=aUT 4 TYuryrAL o5 o Xl LET,

* ASDM G, ASDM %PBAWTC [ #%7E (Configuration) 1>[ VE—k 727X VPN (Remote
Access VPN) 1>[ > hU—2 (7547 k) 727X (Network (Client) Access) ] >
[AnyConnect 7 74 7> b 777 4/ (AnyConnect Client Profile) ] 3R L 9,

e Windows OS DA X R7mr v £— KT, [ A¥— b (Start) |>[ 722 7 A (Programs) ]>
[Cisco] > [Cisco AnyConnect 7' 17 7 7 A )L =5 4 # (Cisco AnyConnect Profile Editor) ] > [Web
t¥a2VT 4 Fe7r A0 =T 4% (Web Security Profile Editor) ] &R L £ 7,

WETDWeb X274 2747 F 77y A VaRRLT [k (Bdit) 1227V v 27 LET,

[2FE (Authentication) ] %#72 U v 27 LEd, ZOFIHETRE LT 4 —/L ORI SV T, 6-6
EHRRL TSN,

[Proxy Authentication License Key] 7 4 —/L RiZ, ScanCenter TIERL L7={B¥Fx—, 7 —7 F—,
FlFa—Y F—ICHIETLIAM B A F—=2 AN LET, BERAS ESN T2V ZFREET
L%EIE. E LI ¥x—%2 AJ) L ET, ScanCenter ¥ 721X Active Directory 2 /L — 7 IZE-25\ T
2—YEFIET D2HEIT. ER LA —7 F—%2 AN LET, T 74 FTIE, 20X ZI3ZETT,
ZOEFICLIEE, Web tF 2 U7 (13N AAL— = FTEEL 97,

[Service Password] IC AT LET, Web EF¥ 2 U7 4 DF 7 4 /L |k /XA T — KX websecurity T,
TONRAT—RE, TR T 7 A NDHAZ A ARICEETEET, 2T — F3EET (a~ z,
A~Z.0~9) OHEMEMTLZHLENRDH Y £7, ZOMOLTFIE, Windows 2v 2 F &=/ 8-> T
HIHEH LT & BN D FTRRMEDN & 5 0y, XML TRER R B EZFF S Z &R H 572D T,

ZONRAT—REMFHLT, BHEUINOHERZFF> TND2—FiL, WebtxaUT 4 = 2D
IR L OMEIL 21T Z e BN TE ET, BHAMREZF = —FiL, ZONAT—F2L T Web
X274 Y= AEHRBIOFIETE XS, FEMIcO>VWTIE, TZOFIETHEHATL -2 2
V=R, Web X207 7m77 A0 =7 X0 [ ik (Authentication) ] /3K /L CHRE L E
T.1 (P.6-42) #SHLTIZEN,

FRTO HTTP 3R & & 1B KA A L E#HEB L O ScanSafe ¥ 7213 Active Directory 7 /L— 71 #
EAXY =7 TaFy = NCEETEET, AFXvy=0 7 Taxd, 2a—FDO AL VBLD
TN—=T AN=y FIZONTRBELTVDINEILESWT I T T 4y 7 TANZ ) T =L %
WHLET,

A—FDOHAZ D 2—=F/ENAT N TN—THERE ATy =2 7 =N T a XV ICEEGT 56,
F 71T N Active Directory A L72WEHEIE, ZOFEEZAXF YT LT, AT v 7 TIC#ELE
\?‘O

o [ ¥ —TTFA4X FAAL L OEM (Use Enterprise Domains) | A7 v a v A% %7 Vv 7 L
i‘j—o

KA A 4% NetBIOS I TAI LET, 72 & %iE. example.cisco.com @ NetBIOS =i
cisco T9, DNSBXRZEH L7z KA1 4 (abe.def.com) # AT)L7RNTLZE W0

[ =TT 4K KAA4 24 (Enterprise Domainname) | 7 4 —/V KIZ KA A V4 EFRET D
L. ScanCenter i%, BfEw 7' A > LT\ 5 Active Directory = —V &5 LT, ZO=2—¥ 0D
Active Directory Z /b —7 % FIZE L ET, LOFRIT. TXTOERL L BICAF Yy =7 Fux
VZHEEENET,

WKDONWTNNERTICE, BRERAL L LELTTAZIRY (*) ZASTEET,
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- () F EEORAAS ERTUA NV RRA—FRELTHERAESNET, Windows & Mac OS X
DOWFDa L Ca—FTE, RERALDANNE (¥) T, vV UBRAAL THDIHEE.
2—FRBET LT RTORALUB—FHL, 2—FLHETNV—T A N"—2 oy TIEFERN
ScanSafe A% ¥ =27 FuFUCEEFEINET, ThIE, BEO KA L URNFET DMEEIC
LoTHICEBE T,

— Mac OS X 7 A 7> biE, Active Directory KA A v 2 —WH &Rz ev2—WF2id, IP 7
RLZADRbYIZ2—YFAZEATILERH Y T,

o ScanSafe A ¥ v =27 X Iizxd 5 HTTP R T/ —FIERE GO D0RIT 1213, [
INV—7a0E&Y 2~ (Group Include List) |1 & [ 7 4—7 B4 Y 2 FOfEA (Use Group Exclude
List) |=U7ZEALET,

[ 7 Vv—"78%Y Ak (Group Include List) ], [ Z/v—78%& Y A b (Group Include List) ] O
R#%IZ, HTTP EK & & 412 ScanSafe AF v =27 Fu %o +— %57 5 ScanSafe £7-1%
Active Directory 7 /v —7" %% [ 7V —7 @& U A b (Group Include List) ] IZEML E9, K
N, WESINLERERALS VRNO—F b INEE, HTTP XX, =—FD s L—7 2
PNR=Y T TTANZ ) T ENET, 2= TN—T A R=2 y TRBRVGE
HTTP ZRiE, 774NV DT A NZ V7 = by FEER LTI 4 V2 T ENET,

[ 7 v—TBr5 U 2 I (Group Exclude List) ], [ Z7/v—7 &5+ U 2 I (Group Exclude List) ] ®
BRZIC, HTTP Zk & & $1T ScanSafe A% vy =227 ¥ $— NT#EE L7V ScanSafe &
721X Active Directory 7 /V— 74 % [ 7 /v—7ErS+ U 2 b (Group Exclude List) ] IZEML £
=Y, [ =TS U 2k (Group Exclude List) ] DWW FNhrD 7 A—T 2@ LT 5E
By EDITN—=THEFAXY =07 Tuxy —NEEFESNT, 2—F O HTTP ERiZ, €0
DT N—T AR — T FIIRIETH Active Directory & 721% ScanSafe 7 /v — 7 Hiig %
Flena—PId LTERSNET 74NV DT 4N Z Y T =) &y FOWTAMNITE -
TIA4NEI T ENET,

NABZ L 2—PH T N—THEAX Y =07 Taxy Y= NZEET DL, [BibiEHa—F /7

N—7"DfEM (Use Authenticated User/Group) |47 v ay R¥ %7 Vv 7 LET,

o [#AEW A —Y (Authenticated User) | 7 4 —/V RiZ, BAZ L a—FHE A LET, Zh
I, AEEOXFIITERTEET, XFFN e AN LenEsE, RbVicara—4DIP T P
AW, A¥y=r 7 Tuxy —NCEESNET, ZO2—YPLRELTIP T FLRE, HARK
L 2—H06 HTTP b7 7« v 7 #5313 % ScanCenter AR — F CEH SN E T,

o [#FEZ V—7 (Authentication Group) | 7 1 —/V RIZ, i K 256 LT DETFTOH AH b 7 L—
THEANITLET,

HTTP RN AF vy =7 Xy F—NTEEFEIND L, DRE L TNA—TH0EESNIZGE

W2, Axy =7 Fuaxy —NHIRT 70— 085, HTTP 5 7 4 v 71d, HAZ L

TN—TZHICEEMST ONTN— N> T T NZ D T ENET, A% y=27 Tudy =N

TERINTHIST DI AL L TN—TRe0GE, HTTP BRIZT 740 b b— il X>TT7 4 v

2V TENET,

HAR D A—PLZDOBEHREL, DAL L TN—TE2RELTWRWES, HTTP E:RiZ. X¥x ¥ =
VI Taxy = ROF T F IR =L ST T AR ) T ENET,

WebtXa U7 7734470 87077 ANVERIFLET,
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6-6 ScanSafe A¥ v =>4 FoX L BADEE
B AnyConnect Profile Editor - Web Security |Z||E|le
File  Help
Web Security : Authentication

S Scanning Procy

& ) Profile: Untitled
E Exceptions
{8k Preferences L
&‘ Authentication Prozy Authentication License Key | |

e Advanced

Service Password |websecurity |

() Use Enterprise Domains

Use |Gr0up Inchude List w |

Enterprise Domain

| | Add | | Add
Delete Delete

() Use Authenticated User/Group

|

.jl‘J Help

Web ¥V 7 1 OFMERE

WebtX=2UT74 277478 Fua77 A0 [FM (Advanced) | 7SHFUICIE, Y A3 B RAF~v—
YR—F T P=TICEAMED N T TNy a—TF 4V TIELDWL ODDRENERSNET,
CDONRFNVDEEF, WAZ~— Y R— FDLERINZHEUIMIET LN T EEN,

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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E6E  Webt*1iUT(ORE |

KDF ) RX=>% R—

ATv7 3
ATv7 4

M AnyConnect Web #%2UF 4 45472 F 7a77 4 LOKR

6-7 Web £Xal)F1 25472k FAI74)L0 [## (Advanced) ]/8%JL

B AnyConnect Client Profile Editor - web_security_client_profile

Profile: web_security_client_profile #About
‘Web Security
Scanring Proxy Advanced

] Exceptions |
2% Preferences |
Fix authentication KOF Listen Port 0L
1 Advanced

o Service Communication Part S003

Connection Tirmeout (sec.) [ 42

DS Cache Failure Lookup

Forward Timeout (mils.) |3000 Forward Fal TTL (sec.) 300
Reverse Timeout (milis.) [3000 Reverse Fall TTL (sec.) 300
Debug Settings
Debug Level 00000107
~|
& 2
8
ook [ cencel |[ Hep | §
@

a7y AN =T 4 2O [ (Advanced) | SRV T, IRDX A7 HFEITTEET,
e [KDF U A=27 KR—sOi%iE]| (P.6-34)

o [Yr—vRBENR DEE] (P.6-35)

o [Hiftx A L7 U bORERE] (P.6-35)

o IDNS v v =alEE Ly s T v 7OREl (P.6-35)

o [FRy7OFE (P.6-36)
b DETE

Kernel Driver Framework (KDF) 1. ho 74 v 7 VA= 7 R—1+D 1 D&smeER— & LTHEM
IO ET X TRITZELTC, T 749 7% KDF U A=27 R— Mk LET, Web AF ¥ =
VT —ERXF, KDF VA= 7 R— MIBEIND T 7 4 v 7 2T T LET,

DHEEIL, WAL~ — PR — IR EINTHEUIMIEET L2 T E I,

ASDM %P\ T [ (Configuration) ]>[VE— F 77 &% VPN (Remote Access VPN) ]>[ % v
NT—2 (2547 K~) 727&A (Network (Client) Access) ]> [AnyConnect 7 74 7> k 7'm
7 7 4 v (AnyConnect Client Profile) ] &R L E7,

WMETDWebEXalT 4 V7I7A4T7 0 777 A VEBRUT [faE (Bdit) 122V v LET,
[Webt¥ =V 7 ¢ (Web Security) 1> U — A T, [### (Advanced) 1227V v 7 LE3, Web
X2 VT eIy AN =T 4 20 [FEM (Advanced) ] 3RV OEIZDWTIE, 6-7 WL
TLEE,

[KDF U 2> &R— I (KDF Listen Port) ] 7 4 —/L RIZKDF U v 2 R— F&EELET,
Web X274 77947 777 A NVERTFLET,

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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AnyConnect Web %254 9547+ 7077410k N

H—EXBEER— FOERTE

AFvFT 1

A7y 2

PF—ERBER— I, Web AF ¥ =27 —E X3 AnyConnect GUI = KR —X v FBLOED
oaL—7 4 U7 4 IR —=—3 FbOEFEREZETL2R—FTd, ZOREF, VAF~—
PR—=EPORERINTEHELSNIEE L 2N T2V,

ASDM % BT [3%E (Configuration) ]>[ VY E— bk 727 &2 VPN (Remote Access VPN) ]>[ % v
cNo—2 (7747 ) 727&A (Network (Client) Access) ] > [AnyConnect 7 7 A 7 > k 71
7 74V (AnyConnect Client Profile) ] Zi&R L 7,

WMETDOWebEXalT 4 7747 b 777 A VEBIRUT[fRE (Bdit) 122V v LET,
[Web % = U7 ¢ (Web Security) |~ U — A > C, [5£#l (Advanced) | %7 U v 27 LE7T, Web
X2 VT TuTrr AN T 4 X0 [ (Advanced) ] SRV DRI DWW TIE, 6-7 LWL
TSV,

[V—bt 2@EHR— bk (Service Communication Port) | 7 4 —/ K &#HE L 9,

WebtXa U7 7734470 87077 ALVERIFLET,

BEHI A LT FORE

AFv7 3
ATv7 4

B A A LT U MREICL ST, Web X2 VT 4 B AXF Yy =07 X 2 AT FICEEA >
H—Fy MZTI7EHALLIETDETOEIALT U FERETEET, FHOEFFICTDHE, T7 4
NVMED ARREREINET, kv, BFRITT2ENIIY A 27 U MZR D0 E2FIE ERE L H%
TAOMENRL, 2—PFITAEBR Y NV —27 = RCEVEL T 7 A TEET,

[#FeD % A 57~ (Connection Timeout) | 7 4 —/V FZFHET HI2IL, RO TFIAICHENE T,

ASDM % BT [3%E (Configuration) ]>[VE—F 7272 VPN (Remote Access VPN) ]>[ X v
NT—2 (2547 ~) 727&A (Network (Client) Access) ]> [AnyConnect 7 74 7> k 7'm
7 7 A v (AnyConnect Client Profile) ] # &R L £,

GETH WebtXxa T4 27947 F a7 7 A AEBRLT [ (Edit) 12270 v2 LET,
[Web %=V 7 ¢ (Web Security) |V U — XA T, [##M (Advanced) 1 %27 VU >~ 27 LEJ, Web
X2 VT Turr AN T 4 X0 [ (Advanced) ] /SR DRIZ DWW TIE, 6-7 WL
TLIEEW,

[#fin % A 57 7 & (Connection Timeout) | 7 4 —/V REZEH L EJ,
WebtXx=2UT 4 72747 7u7Z7AVERGELET,

DNS v v aEELY I 7Y TDRE

IaT AN 2T 4 X O [FM (Advanced) | SRMIT, RAL Y R—L =N Ly 7T v T EEH
THEODT 4 — IV KRN ONFRRINET, ZNbHiE, DNS Vv 77 v FICikiE2MExfEH LT
RESNTVWET, ZOREF, WAX~v— FTR= P LERINEHELIMNIEE LN TS
AN
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M AnyConnect Web #%2UF 4 45472 F 7a77 4 LOKR

TINY T DERSE

[7/3v 7 L~yL (Debug Level) | IZFREFEER T 4 —/V R TT, 7272 L, ZOBREIX, HAX~—
PR = F RO RINTEHEUIMNIEE L RN T &,

Web t¥a2YT« OF2S

Windows OS

FTRTHO Web EFX =27 1 Ayt—1%, Windows £ Xk B2 —7 @ Event Viewer
(Local)\Cisco AnyConect Web Security Module 7 4 /L ZIZFRE S E T, Web BF = U T ¢ 234X

Vb B2 —TIZ5#T D1 X i, Cisco Technical Assistance Center D= P =7 IZ X259 T
ERS

Mac OS X
Web ¥ =2 UT 4 AvE—I0, syslog o Y —AnbERRTEET,

Web X1 UT4 954720 FTAT74IL 774

AnyConnect I\ RSN/ ve 7y ANV =TF 4 ZEFHLTWeb X2 VT4 77347 8 7
T ANVEERLTRIFLIZET, 707740 27 4 2%, XML 77 A 40D 2 2O a B —%/El L
F9, 1 DT 7 AV TT 7 A v BBl filenamewso ZfEH L. $95 1 2137 L —r 7% A
cMEXTT 7 A V& RA filename.wsp A L9,

AP RTRYy TR T 7 ANV 2T A X EERALTWeb X2V T4 77347 T rT77 A NVEE
MLTIRFELEBR T, L= THFARNANR=D3 DI TAT 2 N a7y A LDT7 7 A 4 HA
1% filename.xml (2720 | #R(L T 7 A L O RANT filename. wso (2720 37,

INoD 2 5OREMMT 52 & T, BHEIT, LEICS U TROFHRRAEZEITTE ET,

BERH Y, BEAR(L Web £ ¥ 2 U7 1 2 T4 T b FuTr A0k ASA by XK= LT,
T RRA Y b FAL R CETE £,

BEHIX, TL—r TXAMDOWeb X2V T4 253470 s a7 rA NV ERELT,
AnyConnect Web tX =2 U7 1 a7 74V =7 4 Z THR— FENRWVIRELZIATTEET,
TU—V TXFARNNRN—=TarOWebteXaUT 4 77347 Ta77A40ME, DAF~<—H
A= IR RENTHELIMNILERE L 2N T EE N,

TL—Y TXAMDWeb X2 )T4 95472 F7OT7A4IL TPAILDITHY AR—

AFv7T 1 ASDM %PV T [#&E (Configuration) [>[V E— bk 7272 VPN (Remote Access VPN) ]>[ %
cNoO—2 (2747 8) 727&A (Network (Client) Access) ]>[AnyConnect 7 7 A 7 > ~ 71
7 7 A /L (AnyConnect Client Profile) ] % &R L £,

ATy 2

WET D Web X274 V74T F 7T rT7 7 A )VEERLT [ AK— K (Export) | %7
Uy 27 LET,

ATF9T 3 Ty ANERETLIR DN T AFESBULET, [m—HL %R (Local Path) | 7 4 —/L K®D

T ANZERETDE, FOFT LWIT 7 A NELTWeb X2 UT 4 77470 8 777 AL
FEINET,

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F
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ATv7 4

AnyConnect Web %254 9547+ 7077410k N

[=27 AKR—F (Export) 1227 Uy 7 LEd, ASDMIZ, Webtx=2U7T4 7747~ Fury
ANDTL—r THFANN=T 3 ThD filenamewsp =7 AR— b LET,

DART XY FILDTL—2 THX D Web ¥ UT4 953472 TAITZ 74 T 74

ILDITHRAR—

k

Diagnostic AnyConnect Reporting Tool (DART) /3> KA & RAadDHAE~v— P—ERITIKET D
VERHLGEE, 7=V THRARN=Va O Web X2l T4 774777y A40 77
AV filename.wsp F 7213 filename.xml % DART /SN2 FL L L BICEETAHMBERHY 4, V23D
AR~ — = AL, BN —Va v ERARD ZENTEER A,

ASDM T7 R 7 7 AV =T 4 ZIZX o TER ENTZZTL—2 TF A F X=TV 30D Web X2 U
TAITTAT N TaT7 A NVENETAICE, L= TFANDOD Web X2 UT 4 7747
N 7a7r7 AN T ANDT T AR—FOFIEEZFEHLET,

AR RTRY R—=UaoD 70T 7 AV TF 4 HXF 200 — 3D WebtEx=aUTFT 4 I

T AN T ANEERLET, 1| D37 7 AV TT 7 A v BBl filename.wso ZAFEH L,

HI 1 2FE 7L —r TXRMEXTT 7 A Va4 Al filenamexml ZEHLEST, L—r FF A
N—=Ta D7 7 AV filename.xml ZIEHE L E7,

DART Ny KA EI RAadDh AR ~v— P —ERZEETIHRINC. S L—r TF A X—T 3 D Web
X2 VT4 27347 777 A% DART N RVZEMLET,

T—2 TXAMDWeb X2 )Ta 954720 TOT7A4IL T74ILDRES LUV
ASDM ™54 »iR— bk

L=V TFANOWeb X2 VT 4 7 T7AT 0 N T T7 74N T3 ANETT AR—KMLTE6,
TEOTL—2 TXAMNELRIEI XML =T 4 Z&2FHLCe—h/L a0 Ea— X TRETEET, 4
VAR— MZiE, ZOFIEEERLET,

ATFvFT 1

ATFvFT 2

AFvT 3

ATy 4
AFyFT 5

Ty ANEAR— DL BRLEWebExF2UT 4 2747 F Fudr A VORNFITE
EXEINhET,

ASDM % BT [#% & (Configuration) |>[VE— k 72 &2 VPN (Remote Access VPN) > [ v
NT—2 (2547 ~) 727&A (Network (Client) Access) ]> [AnyConnect 7 74 7> k 7'm
7 7 4 /v (AnyConnect Client Profile) ] Zi®&IRL 7

WMETDOIWeb X2 UT 4 77477774 VERRLTC [ AKR—b (Export) | &7
Uy r LET,

filename.wsp 7 7 A V& AT L1-1% T, [AnyConnect 7 7 A4 7> b 777 7 4 )L (AnyConnect Client
Profile) | X—VIZR->T, wWELLT 7 A ADT a7 7 A VL EZEIRLET,

[ > A—=F (Import) 1227V v27 LET,

WELIN—=TarDWebEF2UT 4 7747 b 777 AN0EZRLUT, [£F—h
(Import) 1 %27 Vv 27 LET,
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W X2 F70>Web %2054 95472k FAT7AADS VR F—N

AL Web X1 VYT1 954720 7OT7A4IL T74ILDITH RER—

ASDM %P &, [V —/ (Tools) ]1>[7 7 A /VEH (File Management) | Z IR L E T,

[ 77 A VEH (File Management) | BT, [ 7 7 A /L#5i% (File Transfer) |>[ 2 —H4 /1 PC &7
Z v affl (Between Local PC and Flash) 1 %27 VU v 7 LT, [ 7 7 A /#sk (File Transfer) | A4 7
0 7 xEH U CEARL filenamewso 7 AT N TR T AN Ty AN ER—H))N 2L Ea— X TH
ELET,

AR R7AYWeb X )74 9547070774
DA 2R =L

AFvT 4

AFwT 5

ASA RN WERICWeb BxX 2T 4 77347 b 777 A NVEERT AL, AZ KTy 7
n7 7 AN T 4 XEHERLET,

[A%&— b (Start) ] > [T _XTD7 v 77 A (All Programs) ] > [Cisco] > [Cisco AnyConnect 7' 1 7 7
A/ =7 ¢ & (Cisco AnyConnect Profile Editor) 1>[Web X =V 7 1 Y u7 7y AL =7 14 ¥
(Web Security Profile Editor) | #3#RL T, Web tX¥ =2V 7 4 AX L KTmry a7y AL =7 ¢
ZEAEET,
[AnyConnect Web ¥ ¥ = U7 1 7547 b a7 7 A4 VOMER (P.6-8) OFIRIZHES T, Web &
Xa 074 27347 8 T T7 A NVEERLET,
[Z7 41 (File) 1> [#R1F (Save) | ZBINL T, WebtXa )T 7747 b T RT7 7405
FLET, A RTuy 7a77 40 =7 4 213 XML 77 A VD 2 5O a—2ERLET, |
OIXERIL 7 7 A NV TT 7 A s B filenamewso ZER L, b5 1 27 L —r T X MEAT
7 7 A N A filename.xml (ASDM Y — /U2 Xk > THEKREIND wsp 7 7 AV ERI%) AL E
‘a_o
47l WebSecurity_ServiceProfile.wso O Efi#{t. filename.wso 7 7 A 7k a7 7 A )V 7 57 A Vi
ZEIEET 50, ROWTNPLOT 4 L7 M UVIZRIFELET,
e Windows XP = —FDHFE, 77 A NE T HNE
%ALLUSERSPROFILE %\Application Data\Cisco\Cisco AnyConnect Secure Mobility
Client\Web Security (2 AL E 3
e Windows Vista £ O Windows 7 +—¥DHE, 77 AV E T4 VHE
%ALLUSERSPROFILE%\Cisco\Cisco AnyConnect Secure Mobility Client\Web Security (Z
ANET
e Mac 2—HFDHFE, 77 A NVERDT A VFIZANET,
/opt/cisco/anyconnect/websecurity
[Cisco AnyConnect Web E¥ 2 V7 4 =—Y = hDOT 4 E—T7 /b LA x—7 1k (P.6-42)
DFNAIZHE> T, Cisco AnyConnect Web ¥ =2V 7 ¢ =— =k Windows h—E R & HiEH L F
‘a_o
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| 62 Webt¥alT(ORE

Web 21T 4 F5T74990RTYv ko vioie B

Web t¥XalT4 F3T749I9DRTYy bRy

DEXTE

Web tX = U7 4 BLO VPN [ ZRBFIZHERATEET, ZORETHRER/NT 4 —< U AT DI
%, ScanSafe AFx ¥y =27 7aX T DIP 7 RLAZ MU RADLRANT L 2B LET,
ScanSafe AF ¥ =7 TR UIIEEEIND N T 74 v 7T HAREITTITWeb X2 U T 7%
EBIZX o TITONA T, DAV v R ERET HHLEILIH Y THA,

ScanSafe AFx ¥ =27 7uX T [P T RLVADU A FEBHET LI, 7T RLADOY 2 FBAFEHEH I LT
WARDITAT ~=2TLEBRLTEEN,

http://80.254.145.118/websecurity-config-v2ip.xml

Detect-On-LAN fReZ AT 5512, Web X 2 U T 4 & VPN RREIFIZCT 75 4 T2 b X 51T
T AL, B—ay — 38 VPN b U RV TRIERREIC RO RVWE IRy FY—27 2R ELE
T, TOFETIE, =P BN LAN B2 EEIZfRY, Web % 2 U7 4 #EEIZNA XX E—
Riz7e 0 £7,

Web £XxaYFT4 95472 7A7741LD
ScanCenter RXATFYy K arv2J4¥aL—ay gER—Fk

DEXTE

AnyConnect VU —23.04 16, WebEX=2UT 4 KRATY RTI4TN a7 7400
ScanCenter "A7T v K a7 4 Fal—raickh, BHEL Webtx2UT 4 7747 M
FLOVWREERMETEET, ZEITHICE. Web X2 VT 4 2HT 5T A AT/ 70K (K
ATy Rar7Z4Xalb—yar 77 A% ScanCenter —NM2H VY £9) HH LV Web £ =
V74 RATY RTI4TN TadrAVedyra—RTEX5X51CLET, ZOKEDOHE —D
BHESRMEIE, A 9470 a7 7 A VTTNA AT Web EFXF 2 U T 4R A A =L ENT
WAHZ LT, BHEIZ. Web X2 T 40 Turyry ANV T 4 X2 LTI IAT N Tary
ANVEER LTS, 77 7% A2 s XML 7 7 A /L% ScanCenter — N7 v 77— RKLEd, =
@ XML 7 7 A ViZiX, ScanSafe WHDOEDRTA B A F—REENTWALERHY T, 77
AT NI, FAT Yy R arg s Falb—rvary P—N"~0Ouf%ic, K T8RFMHILVWEREY 7
ANEISELET,

RATy R ary740Xalb—ya U HETIH, FAT vy R a7 ¥ 21— 32 (ScanCenter)
=SB H LW TAT U N TaT 7 AN 77 A VERETARCTIA A F—0EHSE
T, LW FAT U T s AN T A AN —_"EICEINTEDL, Web X2 UT ¢ 2REL
72T A ZAIEFICY —RER—=V T L, BILWIIA T s TardrA Ve Zyra—RLE
T, ZHCE, BFEOWeb ¥t X2 UF 4 7 9AT v a7y A NMCHDETA B ANEFAT v R
YP—NEOIFZAT N TR T 7 A NIBEEMTONTETA R ALERUTHD Z ENREMNERD E
T, LW ITAT U s 7adyrA vEdyra—RLizgGse, WebBXx= U7 013, BEENHL
WIFAT N TaZ AN 77 ANVEFEHARRICT2ETRUZ 7MLV EREX Yy re— RLER
Pue

DIAT 777y AN T7ANVEER LT, Web X2 VT 4 T34 ATH T a— KA[REIZ T
57 AFIKROEEYD TT,
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W Detect-On-LAN

~

GE) RAT v Rar7aoXalb—ra U HMELHEMAT H7-DI121E, ScanSafe 74/ v A F—NEEN/-F
N7 FAT b 7TaT7rAN TrANVEFERALT, WebBxF=2UT 4 7I7AT 2 TNRA A%H
ENUDA VA=V LTEBLMLERNHD T,

ATFYvFT1 WebtXalUig a7y ANV 2T 4 X E2EHLT WebEX2 )T 4 TS ZHAOH LN T4 7T
Uh a7 rANEBERLET, ZDOZTAT b FaT 7 ALZ1E ScanSafe T A B A TG
ENTWVWDIMERHY T, T2 F—OFMIZ DV TiX, [ScanCenter Administration Guide,
Release 5.1] #ZM L T 7230,

IFGAT N TaTZr AN T7ANEI VT TEFAMDXML 77 A VELTREFELES, 2077
A V% ScanCenter —NIZ7 v 7u—RKLET, TOT 7 A NVET v 7T e—RT5L, HLWI T4
TohTuTrANE Web X aVT 4 7T 47 NTHEARGEICTE £, ScanSafe TO R A
Ty RarzZoXalb—ya O o0 Cit, [ScanCenter Administration Guide, Release 5.1
EHRLTLIEEND,

PETHRAT Yy K ar 74 Xab—ra VEBERA X—T NI TWDEE, il IA47 b
a7y ANt ED ScanCenter R— X BT v 7 un— RFBLOEHATEES, AT v K77
AT N TaT77AMET7A4 v RSO THET, ZhiE, ERTORIOZ A2 (-
LR, oI N—T FA'VA =) BDHHIGEA. KTA4 B RAZEZ, MBDOZ ZA4 7 8 7R

T ANBEEMTONTVWAZEEZERLET, 2Nk T, FHEIL, FHITD L IRTEINT
WHTAB LRGN LET, B934T v 77 AN ERlO2—FIZT v a0 TEET,
BHEL, AR AT LICEEIERBEEBMNLC, ¥Uvore— RT3 747 bOT 74k
IIAT U N TaTrANERETCEET, TO), TOITFAT N TR 77 A NVET 74V NE
LTERTAHZET, RAT Yy R ary 74 F¥alb—gy R=FZLIKHEnNTWAo ) Y g
DFEED 1 DYV EZ DI ENTEET, 1 DOTA B RAZHEMNITEZENTEBR7 T4 T b
TaT7r ATl OORTT, ZhiE, HEROVEY a NI A r ACBEEMNT SN TV DEHAIC,
12D FAT v N 7TaT77ANVDHEET 74V MITELI EEERLET,

ARTYT 2 IVIATVIBRAT Y RIIAT N TRT7y A VEXTra—RLEBRT, HILWI47 0k
TuT7 A NVBPEBRICENSNETS, 2= EROVTNNEIT I LERH Y £,

o TNAARAERY =T F—FIZLThb, BT D, BB, 77147 MEIHLORELHEN
LET,

o TNARAETHIELENT D,
o TNRAATWebtFalVT 4 =—Vxr b H—EXEHHETL,

GE) Webtxa2VU7g4 ==V b P—EROFRAT v aid, P—EREZEHET 572 0OICHERHER
RO — VO BIME A A RETY,

Detect-On-LAN

Detect-On-LAN F¥BEILX. =2 KR A > F234#EN LAN BICWERMICIFET D2 A4 2 7, F£721X VPN
P a L CIEET 224 I 7 &R LE T, Detect-On-LAN #REL A X — 7 M2 5 & #N
LAN 2O RIEEND Xy NU—2 v TF77 4 v 7139 XT, ScanSafe AFx vy =27 7o &/
ALET, EONTT7 47 DOEF=2 VT 1%, ScanSafe Web A% v =7 $— A Tlid7<, N
LAN [ZTFET BT ANA ALV BIOFIETERHINLET,
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Detect-On-LAN H

ELWABF—Z2FHo>Web BEXa2UT 4 7 I7AT 2 bDOHMB, Ry MU —7 ~OHFEHHTIZAFTy =
7 TaXENLRATELEHI1C, B—a3y —oNF, HERICEAEOAR/ MExX— T 2R L
F9, AUME/ AR — X7 2T 2856, RESLT, B—ay =R a b —%iE
ANTHZELTEET, B/ ABF— 7%, ScanCenter N—FZ /L THK L E7,
Fy N =217 ax U NFET S (ScanSafe Connector 72 &) JREET, ¥—a v — &AL
WAL, a7 A =T 0 2O [BRF (Exceptions) | 2SRV T, 77X 4O Y X MK T v
%/%Emﬁébgﬂﬁbiﬁoﬁﬁ_owfm\WW%VW%J@&w)%ﬁ%LT<ﬁéwo
T—H2ELRP I (DLP) 7794 Ty R, —#HOH— K X—=F 4 YU a—v a3 T,
Detect-On-LAN ORRELMECTT, N T77 4 v 70 Web ¥ a2 VT OFBEZITRNE T DM
WRH Y FT,

BEX—BLUVLEF—DER

E—a s h—NF, FBREIC RSA AB/ MEX— T A LET, MEF—ORZIXS512 8y RO E
THAHAZLENLYET, 2L, YAa2TE 1,024 By FOXF—%HELET,

X — 7 7 A V413 DOLprv.pem. ABF — 7 7 A /413 DOLpub.pem (23 2 4 E R H Y 7, &
B —I3, RET 7 A MITHABIAENET,

RSA & — X7 &£ T 5121%. Microsoft Certificate Services (Windows Server 4~XL—7 4 7/ &
AT ADarR—x2 k) R OpenSSL (http://www.openssl.org/) 72 & D> — )L BNMETH,
Microsoft Certificate Services D FHIZ OV TIX, XX —D~v=a2T7 L EEH LT EZE0,

OpenSSL ##RA L =f&FEX—D4ER

openssl.exe 7R 7T 5 T 7 A NBEENTND 7 ANAFICBH LT, ROLIICTATLET,

openssl genrsa -out DOLprv.pem 1024

DOLprv.pem 7 7 A /L%, BeaconServermsi 7 7 A VRFENTNDL 7 A AKX ICa —LET, £
i, BE—ay B SR TIA VA A SR TV SHAIE, DOLprv.pem 7 7 A L&, B—a
PN A =V LT FAFICa—LET,

OpenSSL # A L =2AR¥—D4ER

ANBAF— AT HHINZ. DOLprv.pem & V9 s ¥ — % openssl.exe 70 7 J L EH U7 + /L HNIT
ERLT D BN H D £, AT —Z21EKT 5113, KEADLET,

openssl rsa -in DOLprv.pem -out DOLpub.pem -outform PEM -pubout

DOLpub.pem 7 7 A /L%, AnyConnect Web EFX 2 V7 f TV a— L&A VA R—)LLTcT 4L HIT
ar—LET,

FE  AnyConnect Web tx =2 U7 4 TV a2 — /L DA VA M= LERZARF—ZEAL THARNEA,
AnyConnect 234 > A b — L ENTWNHTRTOIAL E2— X IIFEBTA VA =T EHEND
nET,
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BEEIL, WOFIEEFETTHZ LT, Web bT 7 4 v 27 #4T7%15% % Cisco AnyConnect Web
FalT 4 2=V NOBEEZT A E—TLVBLUOAM R =TI TEET,

Windows 2R L7413 DT« E—ILiLEEUVAL r—T Uik

COFETHEHAT LIV —ERA NRRAT—=RE, Web X2 UT 4 7uar7r7A40 75 4 X0 [RFE
(Authentication) ] /SR /L THELET,

AFyvT 1 avwrR7er7h vy RuzfExEd,
AFv7F 2  %PROGRAMFILES%\Cisco\Cisco AnyConnect Secure Mobility Client 7 + VX |ZEF L £ 7,
AFYFT 3 TUNEV T ET AT NERIFA R =TI LET,

o TANK I U THEAIX—TNMIT HIZIE, acwebsecagent.exe -enablesve & AT L E T

o TUNE VT ET 4 =T NVIIT HITIL, acwebsecagent.exe -disablesve -servicepassword &
ATTLET

MacOS X #ERLE=4 L2 5DT4—TIEBELUVSL R—TIL
=

COFBETHEHAT L2V —ERA RRAT—=RE, WebtEXa T ImrryA 7 4 X0 [#i
(Authentication) ] 7SR/ THELET,

ATFvF 1 WRT TV r—varEEELET,
ATwvF 2 /opt/cisco/anyconnect/bin 7 + VX IZER L ET,
AF9FT 3 TunB VT ET =T NEFA XTI LET,
o TANE I U THRARX—TNMZT HIZIE, acwebsecagent -enablesve & AT L E T

o TANEIUTHRT 4 =T NMIZT HITIL. acwebsecagent -disablesve -servicepassword & A\ 7]
LET

Windows OOy 9585 A7 a3y

AT, AnyConnect Secure Mobility 7 7 A 7> & HR A M T 57 /34 A THIR S 7= HER % =
VR a—VFIMETLIEEBBOLET, = N 2—FITBNOHREZZB AT 556, 1A h—
T, 2= ea—INEHRENRT L RFRA v b Tay 7 X rEFhe LTHRE SN Windows —
EREF 7OV RBRZ T 0ELE LY TERWE 51T ry 7 ¥y U EiEafRitcx £3, 5l
X Y—ERNRNRAU—REFEHALT, avr F Fer 7 b — 22 EIETEET,

Il Cisco AnyConnect Secure Mobility Client &EB&# 4 F
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% MSI A A =7 TiE, @7 r 87 4+ (LOCKDOWN) A¥R—hrEhEd, Zhidk, el
HDOMITHEESINTWBIEARIZ, TDA A b—F 2B T Sz Windows —E AR Y RAKRA
VTN AT EF eV EEFICL o THI SRRV E DI LES, ZoTu T 1%
HRELT, By 7 Z 0 FTE338EMSIA VA P—FIC TV AT 3 —LZWATHICE, A A =L
BRICIRE SN DV TNV D N T U AT 3 — L AT L 2BEID L ET,

1O EOATvary BV a— MMz Tary 7747y a8 AT 54, lockdown 7237 ¢ %

BA A S—=TCHEMATOILERDHY 3, ZOBMEIHTNORTHY , ®iZHA A b=/ L2
WIRY HIBRTE £8 A,

GE)  ZOEEIX Mac OS X 7 7 4 7o b CldE IR AT T,
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