hREDE Web LR—T 14 VT DERAE

ZOEF, WONETHERINLTNET,

o [ fErhil Web LaR—F ¢ v 7 OHEE ] (P.5-1)

o [HhtEth Web LR—F 4 7 0% E] (P.5-2)

o (AU BFTIT 47 Web LiR—T 1 27 _—=TO#EME] (P.5-7)

e Web VAR—F 4 v 7 X=2zo>0 T (P.5-7)

o (AT Va—NFEESNTZLAR—bEA T <2 K Web LE— MZoWTJ (P.5-63)
o [Web LiIR— DAY 2— /Lg% iE] (P.5-63)

o [FUF<w RTO Web LiR— FDAR] (P.5-68)

e [[Archived Web Reports] ~<—"] (P.5-69)

o [7—Hh AT &N Web L ER— FDFEREEH] (P.5-69)

hREFE Web LR—T 1 VT DBRE

Web LAR—7 ¢V 7HEREIE, AxDeX a7 A HEENOEREZIEEL, Web N T 7 1 v 7 RE—v
X2V T4 VRIOFE=FIMHEHATEDLT— X2 LET, LR—bE2UTIH A LTHEITL
THEDOHIMNDO LV AT A T I T AT ARBA L ETIT A TICERLED, APV a—VEERL

TULR—FEEMBNCEIT LD T2 2N TEET, £, UR—T 4 U 7L MH L T,
TR ET7ANIT I AR— P THIELEHTEET,

raw

e £ i Web LR—F ¢ VRERER T A L. BHEITEH LR LR — M E2fERRE L TRy b
U— 7 OBIREHETE B2 TR, BEDORAAL Y, 2—F, FHREFAITIVIZOVWTRT T 4 v

7 OFFME RULZ DL, BT DI ENTIET,

kA4 158

RAANZDOWNTIE, Web LAR—TF 4 U IHBRETCUTOT — X EREERL, RAL Y LAR— MIE

WHZENTEET, /2L 21T Facebook.com FA A BT 5 LAR— b ZAERK L TWAIERE,
MIRDIEREED D ENTEET,

e Facebook.com {27 7 A L7z bff—HF DY Z |k

e Facebook.com WT7T 7t &x X7 EAL URL @V X b

a—4

LR —

A—FIZONTIE, Web LAR—T 4 U ZHERECTUTOT —F BRAAER L, 22— LAR—RMNIEDD
TERTEFET, L X, Namie) £ WO Z A MLDOLAR— MIROEREZDLZENTEET,

Cisco IronPort AsyncOS 7.8 for Security Management 1—4 754 F |



E58  hREPH Web LK—T 4 LT OEASE |

GE)

GE)

o o—W [Jamie] WT 7 EBALE i RAAL DY X |
o YN TELIZVANANEMETH -2 AL URL ® U X
e =o— [Jamie] W7 7 EBA LAt TFITYDY X K

AT

ATFIVIZHLTUE, A7 TV LR—NMIEDHLIT—F %, Web LAR—TF 1V THERETAMRTE 7,
& 21X, TSports) & WO AT TVICIRDIEREEZDH DL ENTEET,

e [Sports] W7 TVIZEFEENTWIEEM FAL DY R b

e [Sports] #7 IV T7®ALE Eff2—F DY Xk

EFROEDOHDOLER—F L, Xy NU—7 FOREOHBIZET A EENR 2 — %2Rt LT, FHE
MR TEAHEHIICTHZEEEMELTVET,

—hg
DX R=DLULR—FT 47 R=VOFEMONTE, Tex 7L LrR—7 427 (P.14-1)
L TLTEE0,

T EASNERHED URL 21 Tl 2—VRFATITXTO AL VIERERET L2 E08T
TET, =R T I/ EALTWLHEED URL, £ URLIZT 7 A L72KZ, & ® URL BNFFA] X
NTODENE IR EDOFEHRE ANTFT H121E. [Web Tracking] ~2— @ [Proxy Services] ¥ 7 & fl L
£,

Web vt X274 7T IATVATT—EAPMREINDIOE, a—h) LR—T 4 IR END
WARZT T, WebtX=a2 VT 4 T I9AT LV ATHREGHLR—F ¢ VTN, R —TNVIREE.
ZOWeb tX a7 4 TTIAT UV ATRYAT A XY RUT L EVAT D AT —HADT =4 D
LM SN E T, PREFH Web LR—F 4 I3 A X —T NITh o TWRWES., ARENS L
K= bMEIVAT L Fy T LVAT N AT =H AT TY,

X2 VT A BT T IA T UV ATLR—=T 47 T—HE2RKRT DI, WS OPDFERH Y F

7,

o AVHETIT AT LR— K R=VUEBERRTIHEHIE, Web LAR—F 4 7 X—=TZHOWNT|
(P.5-7) BB L TLIZEWN,

o LIR—hLE2F Ty FTEMTAICIE., (FF~2 RTO Web LAR— F4ERE] (P.5-68) %
SZHLTLZE0,

o LAR— FREHAICH IR LMEREND LAV a— 2R ETIHER., (AP a—L i
EENTZVR—bhE AT~ F Web LiR— RZDOWT) (P5-63) 22 L TL &0,

o DFNCETENTZVAR—F (RFVa—ARESNZVER— AT~ RTERENTZLR—
FDOWS) DT —HA TR EERT L HECHOWNWTIE, [7T—hA4 7 &7 Web LAR— FDFERE
EH] (P.5-69) #ZBHL T 7ZE0,

hREFE Web LR—T 1 VT DEETE

PR Web LAR—TF 4 U 7 2BRET DL, WOFIRZIAFEBY EITLET,
e X2 VT4 EFHT T I7A4 T ATOFRREFRT Web L R—T 4> 7 DA F—7 1) (P.5-3)
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— Web L R— F TO2—HFDEA
e WebtX=al T4 77 IT7AT LV ATORREFRLAR—TFT 4 7 DA F—7 4] (P.5-3)

o [BHHGEDE WebEXa T4 7534 T A~DFSLEFR Web LAR—F 47 —E 2D
BN (P.5-4)

o [Web L R— hTHO—VLZDEX{L] (P.5-5)

XA T A BB ITSAT7UORATOHREGTE Web LAR—T 1 25 DA

*r—TILiE

ATFvFT 3

AFvF 5

(E)

X2 VT A BEET TIAT VAT Web ViR—T 4 V7 A2FRTIENC, EX2 VT4 BHBT7I4
TUATWeb VIR—T 4 VT %A X—TNITDHENDHY FT,

X2 VT4 BT IIA T ATHRETE Web LR—F 4 VT2 A 2 —TMIZT B2, ROF
JlE% 4T L E9,

FRAEFRT Web LIR—F 4 V7 %A F—TIVIZT DRI, +072T 4 A7 FEES I — B R ZEI) YT
BNTWDHZ 2R LET, T4 A7HHEOEMH] (P.13-57) 2B L T EEW,

X2 VT 4 FET 7T A7 AT, [Management Appliance] > [Centralized Services] > [Web] >
[Centralized Reporting] % 3R L £,

[Centralized Web Reporting] <X— U RERENE T,

VAT ARy NT T U= ROEFTHEMND CTHREFTR LR —F 4 VT2 A4 3 —T MZT D55
X, WOFINEEFEITLET

a. [Enable] %27V > 27 LET,

b. =V Fa—% S48 2B HELMHBE L., [Accept] 27V v/ LET,

VIR tEF R LR —F 4 V2T 4 —T M L, ZD%A F— 7 VT HHA1E. RO FIEE E
TLET,

a. [Edit Settings] #7 U v 27 LET,

b. [Enable Centralized Web Report Services] = v 7 R v 7 A&EIR L F7,

c. 'Web LAR—FTOZ—VFHDELXL] (P5-5) T2 ZTHEITTIHZ L, B#THERITTDHZELT
xFET,

EEREFEL, REFELET,

TTIAT AT Web LIR—T 4 VI BRAR—=TIIZHRS>TWT, ZOMRBIZT ¢ A7 AN E Y Y
THNTVWRWEE, T4 AZHEEAEID B ToND E T, PREPE Web LR—T ¢ > 7 DNERE
FHA, Web LIR—TFT 4 VU IBEIO N o X U FTICRET D7 +— 2N, BIERHAL WL T 4 27
LD L REWVEE, Web LAR—T 4 V7 BXON T v xR 707 —F3kbhEdiA, #co
WL, [T 27 EHEOFER) (P.13-57) 2L T ZE0,

Web X)) T4 7ISAT7VRATORREPELKR—T 4 2T DA %—

JILiE

TR L R—F 4 v T A F—T NI TBEIC. T_XTOWeb EX=2UF 4 77547 2 AN
ES, BELBVICEELTVWARLERH Y £,
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PRERR LR —F 0 7%, TNEGEHT28 Web X2 VT 40 T 794 T AT LA F—T b
T DHENHY F9,

[ Cisco IronPort AsyncOS for Web Security User Guide] @ TEnabling Centralized Reporting] % %M
LTL7IZaNy,

EEWNEDEWeb EXa1 T4 PFTSATIOARAANDRREHRE Web L
R—T 12T Y—ERDEM

o RS SRR AR ET HEE. T TCICT I IA T U AZBIMLENE SNk ->T, 22T
FINEIZE 2 £4,

ATvF 1 X2 V7 4EET 7 F (7 AT, [Management Appliance] > [Centralized Services] > [Security
Appliances] Z#R L 9,

AT7F9F 2 VANMIWebtFaVT o 7TI7A4T7 L ABMELOLEIT, KOFIEZFITLET,
a Webtxal7a 777347204 TEZ2 Y v LET,
b. [Centralized Reporting] ¥+ —tE 2 Z®{R L 9,

ATFvFT 3 WebtxalUT7 g 777347 REERBMLTWRWEGAIE, ROFIAEZETLET,
a. [Add Web Appliance] 27V v 7 LT,

b. [Appliance Name and IP Address] 7% & k 7 1 —/L KiZ, Cisco IronPort 777 A 7 A DEHA
VE—T 2 A ADT T TAT AL EIP T RLAZASLET,

~

(GE)  [IP Address] 7¥ A b 74— /L RIZDNS 4 & A L728HAETH, [Submit]) 27V v 2735 &,
FTITIP T FLRIRREE T,

[Centralized Reporting] ¥ — E A3 ¢ TIZER S TWET,
[Establish Connection] #727 U v 7 L&,

e. BHARLEBRDIT IIAT VADERET U hOa—H4 L RAT— K4 AL, [Establish
Connection] 27 VU v 7 LET,

GE) v lAVEREREANINITDEE, BX2 VT A BT T I3A TV ADNLIE— N T T34 T
AND T 7 A NEEDTZ DDA SSH F—NEINET, 2/ A4 VEREFERIZ. B2V T4
BT FS5AT AR EISNE R AL

f. [Success] A vE—VNX—=TVDT—TNO LK RENDIETHELET,
g. [Test Connection] %7 U v 7 L%,
h, =70 EOT A MERZHBLET,

A7TvF 4 [Submit] 7 Vv 27 LET,

AFyT 5 HREFHLR—FT 4 T 24 X—TNICTEEWeb EXF a2 VT 4 T7I7AT L RIH L TIDOFAE
B IRLET,

ATv7T 6 LEHERFLET,
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Web LR— FTHOA—FRBDESRIE

TI7ANBITIH, VER—T 4T X—=T L PDF IZa—¥FEARERENET, 2EL, 2—FD7 574
N —ZRi#ET D722, Web LAR— F CTa—HFA MBI TERNWEIITT LI LENTEET,
~

GE) ZoT7TIATURAOEREMREFOA—FIET, A F T 7T 47 LR—FERRT O ®IC
=YX ERRTEET,

B 51 A—HFanRREhiLR—F v R—
Users
Printable (PDF)
Time Range: | Day ,_;_i

27 Mov 2011 10:00 to 28 Moy 2011 10:57 (GMT -08:00)

Top Users: Transactions Blocked Top Users: Bandwidth Used

timmy 132 timmy [T 320.7KE
tecumseh 127 tecumseh [T 264.8KE
wells 126 franklin.d [T 259.6K6
franklin.d 118 wells [T 254.4KB
timmy 106 davies [T 236.9KB
frank 104 timmy [T 2315KE
murgatroyd 99 8.19.75.105 [T 230.2KB
davies 95 tim [T 209.9KB
alices 94 chan [ 207.5KB
karl 94 franklin.d [T 193.2KB
0 1.1_,0 I

200 300 0B 195.3KB 390.6KB 585.9KB
Transactions Bytes
Chart Options... | Export... Chart Options... | Export...

Items Displayed =10 5‘

User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked = Total Transactions
timmy 320.7KB 00:33 151 132 283
tecumnseh 264.8KB 00:39 121 127 248
wells 254, 4KB 00:27 124 126 250
franklin.d 259.6KB 00:27 117 118 235
timmy 231.5KB 00:24 104 106 210
frank 162.3KB 00:12 78 104 182
murgatroyd 186.8KB 00:24 85 99 184
davies 236.9KB 00:33 108 95 203
alices 186.1KB 00:24 89 94 183
karl 185.2KB 00:27 92 94 186

Totals (all available data): 10.0MB 21:48 4,763 4,648 9,411

I Find User ID or Client IP Columns... | Export...
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5-2 A—HEEBEICLELR—TF 40T R=
Users
Printable {PDF)
Time Range: | Day 3]

27 Mov 2011 11:00 to 28 Moy 2011 11:29 (GMT -08:00)

Top Users: Transactions Blocked {(Anonymized) Top Users: Bandwidth Used (Anonymized)

4c4b26262d79 132 4c4b26262d79 [T 320.7KE
4c43202c262a232b7c 127 4c43202c262a232b7c [T 264.6KB
422326464279 126 444a3482741264b2707437c [ ] 259.6KB
444a482741264b2707437c 118 422326464a79 [T 254.4KB
4c4b26262d79 106 4348224b232a79 | ] 736.0KB
444348274179 104 4cab26262d79 [T 2315KB
462c2a44282c4a472d237c 99 0d0709ada?02aca?09a90c79 [T ] 230.2KB
4348224b232a79 95 4cdb2679 [T 209.9KB
48264b20232a79 94 422326464aa744482a442779 [ 207.5KB
41282a467c 94 444a3482741264b2707437c [T 1 193.2KB
o 1ui.|n zrlm 300 iz} 195.I3KE SQD.ISKB 585.9K8
Transactions Bytes
Chart Options... | Export... Chart Options... | Export...

Users (Anonymized)

Items Displayed 10 B‘

User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked = | Total Transactions
4c4b26262d79 320.7KB 00:33 151 132 283
4c43202c262a232b7c 264.8KB 00:39 121 127 248
422326464a79 254, 4KB 00:27 124 126 250
444a3482741264b2707437c 259.6KB 00:27 117 118 235
4c4b26262d79 231.5KB 00:24 104 106 210
444348274179 162.3KB 00:12 78 104 182
462c2a44282c4a472d237c 186.8KB 00:24 85 95 184
4348224b232a79 236.9KB 00:33 108 95 203
48264b20232a79 186.1KB 00:24 89 94 183
41282a467c 185.2KB 00:27 92 94 186

Totals (all available data): 10.0MB 21:48 4,763 4,648 9,411

I Find User ID or Client IP Columns...

VAR— F Ca—PAEZ@H T2V E 91292123, ROFIEZFATLET,

ATF9FT 1 X2 VT4 EEHT 7 T4 7T AT, [Management Appliance] > [Centralized Services] > [Web] >
[Centralized Reporting] %3#R L £ 9,

ATwF 2 [EditSettings]| %27V v 7 LET,
AFw7 3 [Edit Centralized Web Reporting Service Settings] ~X— U NEKRFRINFE T,

Edit Centralized Web Reporting Service Settings

Enable Centralized Reporting Service

Usernames in Reports: Anonymize usernames in reports

If pou turn off this service pou will not be able to use the Centralized Web Reporting feature,

ATv7 4 [Anonymize usernames in reports] = v 7 Ry 7 A& A I LET,
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AFwT 5

EHzkfFE L, REFELET,

12859747 Web LiR—T 1 2T R—UDiEE

AVETIT 47 Web LiR—F 4 7 R—=V Tk, VAT ANTEHNG LTS 1 22T TTO
WebtXx=2UT 4 77947 ACHETHEREE=F TEET,

INHEDOR=YDBIEIZ ST, ROERZZHL TS0,

% 5-1 12859 T 17 Web LR—F 1 0J R—Snig
=Ly BR%

LAR—KNTF—ZDOT7 7 EABIOE AT g v
ZERT 5

"WiR—T g7 F—=2xFfnrT ) (P3-1)

T—TNVNDOT — & OE W% PR 25

'Web LAR—F 427 XR=Y DT =T N BT LD
) (P.5-11)

ASVHTIT AT LR—KF RX=TVDEa—%H
AL~ A T D

(S BT T 47 LR—F RXR=TVDOE2—Dh
AL <A X (P.3-3)

T NOERE KT D

[[Web Tracking] ~*—’] (P.5-51)

VAR— MEREZEIRE 72137 AR — 2

[VR— bk 7 =% O & =27 AR — 1] (P.3-8)

SESERALETIT 4T LiF— b RV
SOWTCHET D

[Web LiR—TF 4 7 R_R—=izonWT) (P.5-7)

LR— b E2F T~ RTERT S

(AP a— B ESNELVR— e v~y
K Web L AR— MMzoWTJ (P.5-63)

LR — b MEE L7 kR CRTE DR LI B BRI
FITENDEIRATVa—NVERFET D

(A a—VEESNTZLVR— AT~
K Web LAR— Mz2>W\W T (P.5-63)

T—IA T ELDF T R LAR—KERYT
Va—/lEZNELR—FEERTD

[7—J A 7 &7 Web LR— FDFoR & & F
(P.5-69)

T =2 OWEGEEBET D

X274 77 I9A4AT 0 RCLDVAR— M
T — X OWEF ) (P3-2)

Web LiR—T 4 2T R—=IIZTDNVT

[Web] > [Reporting] % 712iE, VAR— bk T—H 2 RRTHLDOF T a BN 20b0ET, =
ITEH, ZOFTICRRENDFZEVR=T 4 T R=V BLOKVR—=T 4 7 X=VICRRFEN
HIERIZOWTHHL E7,

[Web Reporting] # 7D EDAT v a vzt T~y RERIEAT YV a—ViEHLAR— M LTHEAT
EDNCONTIE, ATV a—ARESNIZLVER— AT~ F Web LAR— RMZHOWNT]
(P.5-63) =&ML TIZEW,
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& 5-2

[Web Reporting] %4 7 DO &#l

[Web Reporting] A =21 —

Toay

Web LiR—7F 1 > ® [Overview] R—
o

[Overview] ~—IZi%, BV D Cisco IronPort 777 A 7
YATDT 7T 4 ET 4 OMENFRSNES, THITIE,
BREBIOREN I VY7 a il T 277 700~ —
T NAbEENET, FEMICOVWTIE, TWeb LAR—T o
7D [Overview] ~—7] (P.5-13) 2L T EE W,

[Users] R—

[Users] ~— 23D Web T v X7 U v 7 NERE
N, Ha—HDO Web b7 v F o SIEREHRRTE LT,

[Users] —Y Tk, VAT A boa—4 (1 NE7RITELK
DAV H—Fy b, BEEOVA b, FZIETHED URL TF
RVLEEE . FO—FRHEH L TV B ERIEO 8% R R
TEET,

[Users] X—Y DA % F 277 47 7% [Users] 7 — 7 /L Cfiil %
Da—HEr7 )y I T5HE ZORED—FOFEMIGHRN
[User Details] X—VIZR RS NET,

[User Details] ~— " Tl%, [Web] > [Reporting] > [Users]
R—=TUDAH T T 477 [Users] 7 —7 AV THHRE L2
A—PFICONWTEENREREMR CEET, ZORX—Un
b, BHEWDOU AT LTOHEL—YOT 7T 4 T 4 Ziifk
TEET, Frlz, 2= LVULOFAEZFEITL TV IHE
W2, 2—=FRT 7 EALTHLYA b, 2—¥FREEL TV
LN =T OB, 22— NRT 7 EALTWS URL 17
Y, ZHDHA FTREDZ—FRERL L T L REH 7
EERERTOILERNHD L EX, ZOXN—UREILHLET,
FEMNC W TCIE, [[Users] ~=—3) (P.5-17) &ML TL 72
EV, VAT AICBITEE—FOFRIZOWVTIL, [[User
Details] ~—] (P.5-20) &ML T 7230,

[Web Sites] R—o

[Web Sites] ~<— 2 Tl HFHMRT 7 T4 T ATRAELT
WET 7T 4T 4 2REEN L TRRTEET, 20—
DT, BEORBEFENIC T 7R SR Y A7 OB
Web %A hEE=XTXET, FEMHICOWVTIE, [[Web
Sites] ~X—7) (P.5-24) LTSV,

[URL Categories] R—2

[URL Categories] “X— Y TlX, 77 BAINTWBHRD EAL

URL #7 3V 2RR-TEET,

o FNIUH I TLIIRET LTy T arE
TixEELE T 72 a % MY H— L7 B4 URL,

o BT LIV Ivard, BELToy ™ Thh
ThNZoY s varvolilestgl Lz, HE LM
FPHHNOTRTHOURL BT IV, ZHiFA v H T2
TATRBTERBLOBDA XTI T 47 T—T)b
Lo TVWT, BREWGLTCT—4 %Y —bT&ET,

FEMNC Wik, [[URL Categories] ~<—3] (P.5-26) %%
LT ZEN,
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||

% 5-2 [Web Reporting] 4 7D5# (#E)

[Web Reporting] # =a2— Tovay

[Application Visibility] *—< [Application Visibility] X—Y T, ¥ =274 EHT 7
TATVABELOWebtXa )T 4 77747 2 ANTH
EDOT 7V r—ay XA 7 ST 2 il % i
L, BRTDHIERTEXET, FEHIZOVTI,
l[Application Visibility] ~—<"] (P.5-30) #ZH L T2
AN

Security

[Anti-Malware] R— [Anti-Malware] ~<— Y Ci, f8E LIZREREHENICT v F <

N 2T AFxxr VU THRIBENEZ, w0 =T R—
Me=wno=7 a4 MIBETAHIERERRTEET, LFR—
D ESIZIE, oK~y =27 F— FBIOEw LT =
7 Web A NOERENERINET, LAR— MO TEHIZ
X, RSN~ Ar =T R—hi~ro=7 A vBRE
RENET, FEMICOWTIE, [[Anti-Malware] ~2—)
(P.5-33) 22 L T X,

[Client Malware Risk] R— [Client Malware Risk] _X—%, %2V 7 4 BEHEO LR —
TAT RX=UTT, ZOX—=UERHEHLT, FLIHEIC
~NAT 2T YA FAERE L TCWDARENNH Sl D T4
Ty bk arva—FEETEET,

FEMIC DWW CiX, T[Client Malware Risk] ~<—<"] (P.5-39)
AERLTLIEEN,

[Web Reputation Filters] *—< € LTSN v T o7 g k45, Web L
Bard—ay 74 0EZ ) JICET VR — M2 RRTE
F3, FEHNC OV T, [[Web Reputation Filters] ~<—3 |
(P.5-41) L TIEIN,

[L4 Traffic Monitor] X—2 faE L7-REFEIBEPHNIC L4 T 7 4 v 7 E=X TS H
o, U7 R—RhEwAr T YA MCET D ERE
FRTEET, M2 OV TIL, [[L4 Traffic Monitor] ~—
V] (P.5-44) AL TLIZ3 0,

[Reports by User Location] R—¥ [Reports by User Location] ~2— 3 Ti&, E/NA /b 22—
02— VAT LAELIEIYE— N VAT LARLFEITLTY
DTV TA4ET A R TEET,

FEAIZ DU T, T[Reports by User Location] ~<—3/ |
(P.5-49) #ZML T &,

Reporting
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% 5-2 [Web Reporting] # 7084 (#E)

[Web Reporting] # =21 — Toay

[Web Tracking] R— [Web Tracking] ~<—Tid, IRD 2 FEEOIEHREMR TEE
7

e [Proxy Services] # 7 TiL. HARH)72 Web Bh#fs#® (7
TIAT VATUEENTWDE Web T 7 1 v 7 DFA
T ) BBHLCERTLIZENTEET,

THICIE, BRI, 22— ID, 25447 FIP TR
VAR EDERBEENDIEN, FFED X A 7D URL,
BHHEDNEHA LTV D HIIRO R, FFED 2 —H D Web
RO FF vX o 7R EOERbEENET,

* [L4 Traffic Monitor] # 7 Cix, ~/\ U =7 OHZET 7
TAETAICEELTWAYA N, A—F, BLLRT F
ATV FIPT FLZAD LATM 5 — 2 2R TE £,

FEMIC DWW CIE, [[Web Tracking] ~<—v| (P.5-51) &R
LTLEEN,

[System Capacity] R—% VR—=T 4 v T— 8% Ex a2 VT A BT T4 T A
ICEET 5, 2RMNARTY -2 a— ReRRTEET,

FEHEIZ oW TiE, [[System Capacity] ~*—3] (P.5-57) %%
%Lf<kéw

[Data Availability] R—< KT TITATVAD X2 VT 4 EHRT 74T A DL
R—T 47 T—=2OEBERETEET, FHMICONT

%, [[Data Availability] ~—] (P.5-62) &ML T2 &
AN

Scheduled Reports BELERHEGEHEO LR - OAFr P2 — L ERETEE

T, MOV TIL, RV a—ARESNT-LR—FE

FF<2 K Web LFE— MizoW<T] (P.5-63) 5L T
<TEEW,

Archived Reports BE LI-RMESEHEO LR — 2T —h A4 7 T&ET, FHHIC
DNWTIE, 77— 4 7 &7z Web LAR— hDFKoR & EH
(P.5-69) #ZL T &N,

GE) 1ZLAEDOWeb LR—F 47 ATAYTULR—- M 2ZAFZVa2a—ARETEET, ZNICIE, HES
N URL AT 3V BIOENT T r—vay 24 FICET8NMOLR— RN EENET, L
K= FDART Y 2 — LR EDFHMIONWTIL, AV a—nLBFEINZLR—FEF T~ F Web
vT~h 22T (P5-63) #5ML T EE,
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Web L R—T 4 29 R—ODT—T IV H 35 LOFRHA

ZITHEH, SESERWeb LE— K R=VOT—T AL THEHASNDI T LRABLIZOWTEBELE
ﬁ—o

GE) TRTOHNTLEZHLVA— b X=UTHEATELIDITTEHY £HA, £/, HHFRERTXTOD
TEANT 74NV N TRRENDIDITTIEDLY EXHA, T—TAVTHEAFGERD T LEFRIRT DI,
T—7NLOFO [Column] V27 %27 Y vy o LET,

L R— N TOT =T NVOEEOFEMIHONTIE, TVFR—F X=YDF7—TNVDOHAZ <A X] (P.3-6)
EHRLTLLIEEN,

& 5-3 Web L R—F 4 2J R—=SOF—TIL H S5 LDOFREA

hI LA H L]

Domain or Realm TFTXANMNERTEREINDLIZ—FDRAAL U E-IT LIV
'L\o

UserID or Client IP FTEXRAIMNERTHR TR INLIZ2—FO2—FID /1327 5
A7 b IP,

Bandwidth Used BEO—FELILT 7> a I Lo THER SN L HE
RO R, HIIEOHEAIT, N FELIL % CTERINE
KR

Bandwidth Saved by Blocking BEORNT Y I aro7ay 7O Snr-g
WigE o &, HIRERALII NS P TERREINET,
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& 5-3 Web LR—F 4 25 R=SDT—TIIL h5 LOHHE @EE)
HhI L% B
Time Spent Web _N— 2L s, 4% URL 7 A2 Ta—

PR LR, 2— 2 ET SN THEASRE
9, URL ® bT v ZHCIE. ZOHED URL 124
Z— PR LK,

Ko7 a2 MZ Iviewed] D F 7R 5
N5 (=—»4eEo URL (2HTe) & [Time Spent] @
EOFHENEHBEEN, Web LR—F 4 7 F—T 1D
T4—LRELTEMENET,

TR SN 2RI 5720, AsyncOS 137 7T 47
=PI, 1 MO T 7T 4 BT 4 1Zx LT 60 e
WO ZEID L TET, 20 1 HEoKbYIC, &
PR LRI, 2O —F RN E KA A
VHEITTHEICE S NnE T, e, HH—FnRT
IT 477 1 M4 DD B R AL NTHEATTS A
FOA—=PEIHERAAL L TISHTOBLLZE RSN
E3r AN

e OMEICBI LT, BIFOEFEFEEZEE L T2
S,

o TIUT 4T a—WiX, TTIAT U AELT
HTTP o9 7 4 v 7 ZFEEL, Web A T 27 &
A LTz, 7205 AsyncOS 8 [R—2 Ba—| & H
T ENEETolea— YA EIZIP 7T KL AL LT
EREINTHET,

e AsyncOS Tix, 7 I7A T s TV r—a i
W D ER & T, 2 — VLG T D HTTP 2R
ELTR—=Y Ea—%EHLET, AsyncOS 1L
ta—URAT 4y 7 TAIT)ANEMALT, ATHE
RV R —Y =Y Ba—F# L ET,

BNZIEEER : TR RSN ET,

Allowed URL Category

HFA SN T TV OKE AT, BALZ FT oF 7
Var AT TEREINET,

Monitored URL Category

F=H VU TENTWAD T IO E XA, BT
oY rvary 24T TRRINET,

Warned URL Category

BEENRITINT= AT IV O L2 47, BALZNT
Frigy AT THRRENET,

Blocked by URL Category

URL #7 UV RNFRNTCTry s &Nz b7 0o¥ 7 v
Ve I NT oY v ay XA T TERREINET,

Blocked by Application or Application
Type

TV r—vary FALATRRRNTT ey 7 ST 7Y
r—var, B b oy ar AT TERREN
ij‘o

Blocked by Web Reputation

Web L 2T —grpizbr7ay 7 En-ro %7
Tarv, BIZ h I o s ar A4S TERRENET,

Blocked by Anti-Malware

Anti-Malware IC X~ To7my /7 &= b7 0¥ 7 v
Vo B N T v v ay AT TERRENET,
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# 5-3 Web LiR—F 4 2 J R—=SDTF—T ) hS5 LOSH #HE)

h LA By

Other Blocked Transactions Tay 7 ENTFMOTRTORNT P> g v, HALK
NI ey AT TRREINET,

Transactions with Bandwidth Limit HEIIEOHIERH S N T o7 va 0¥k,

Transactions without Bandwidth Limit BRSO FRIEN 2N N T o7 g o,

Transactions Blocked by Application BWEDT TV r—vary ZA4 Tk TTry 7 &N
FFUH T a DR

Warned Transactions Z—PICEERREOSNTZT R TO N T T T v a
HAZ R TV oo ary 44 7 TERESNET,

Transactions Completed I—YRET LN Y ay, BLE T o2
ary AT TRRIINET,

Transactions Blocked Tuav s INETRTONT U T ay, BT RS
VI vary BATTERRINET,

Total Transactions WELIENT Uo7 v a oA

[o] — » - o O
Web LiR—T 1 > D [Overview] X—<
[Web] > [Reporting] > [Overview] ~~— Tix, BV ® Cisco IronPort 7 774 7 L ATDOT 77 4
BT o OMERERRINE T, ZHICE, FEBLORE N Z V7 v a v iclT 277 700~ —
TN bEENRET,
5-3 12, [Overview] X—Y &R LET,
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5-3 [Web] > [Reporting] > [Overview] R—
Overview

Printable {PDF)

Time Range: | 90 days v| ¥iew Data for: | all Web Appliances w

30 Aug 2011 00:00 to 28 Moy 2011 12:01 (GMT -08:00)

Total Web Proxy Activity Web Proxy Summary

70.0k
3.0 B suspect Transactions 0.6% z2.3k
SE.0k Clean Transactions 99.4% 3.6M
9K Total Transactions: 3.7M
Rl Export...
35.0k
28.0k
210k .
14.0k o . . o
7,000 |
o 4 Suspect Connections Detected o
31-Aug 14.Sep 28-Sep 12-Oet 26-Oct 0%-Nov 23-Nov Export...

Export...

Suspect Transactions Suspect Transactions Summary

2,000 -
| Blocked or Warned by URL N
1,800 B Categary £.3% 1,416
1,600 -
- N
1,400 Blocked by Application 0.0% 2
1,200 - B EBlocked by web Reputation 27.7% 6,197
1,000 B Detected by Anti-Malware 44.9%, 10.0k
800 +
Other Blocked Transactions 18.1% 4,034
Total Suspect Transactions
I Detected: z2gik
Al =
| L1 s 5
31-Aug 14-Sep 28-Sep 12-0ct 26-0ct 08-MNov 23-Mov
Export...
S O P "o B W I R S S S S T St

(RD—12H: <)
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(A= b DR )

Top URL Categories: Total Transactions Top Application Types: Total Transactions |

Computers and Internet Vet 166.4k
Social Networking 263.6k Media
Zearch Engines and Portals 187.9k Internet Utilities
Advertisernents il 125.8k Social Metworking
Computer Security il 105.6k Enterprise Applications
Mews I 74.9k Elogging
Business and Industry J| 71.6k wiebrmail

Shopping )| 59.8k Instant Messaging
Reference | 56.5k Tt

Uncategorized URLs | 40.8k o

T T
o 1O0M 2.0M EX 4.0M o 100.0k 200.0k 300.0k

Transactions Transactions
Chart Options... | Export... Chart Options... | Export...

Top Malware Categories: Monitored or Blocked Top Users: Blocked or Warned Transactions I

195.51.100.59
195.51.100.12

johnson
lee
smith
jones
williarns
Adware 1,879 singh 3,841
Trojan Horse | & schmidt
Trojan Downloader | 2 gonzalez
T T
o 1,000 2,000 3,000 o 2,000 4,000
Transactions Transactions
Tranzactions Monitored Warned Transactions
I Transactions Blacked I Transactions Blacked
Chart Options... | Export... Chart Options... | Export...

[Overview] ~<X— @ E#BIZiX, URL & 2—H OEARICET IHFHER, Web 7k 777 4 &
TA, BEXOKEHE NI Y7 vary b~ —nRNFRrEhEd, hFo¥Fr7var <= —2iF, &6
WCEEMZ LY RIEBRARENET, HE 2 BbLWhI ¥ rvarv b, 2077 70BKIcEN
LONIUY I varRnTay s a3, B0V ey SR FEREREINET,

[Overview] ~<X— @ F¥450%, ERARBICETHERICERAINLET, 2F0, BRI TWD B
URL A7 3V, 7y &3nTWb ENT 7V r—yary A4 7BIOITITY, ZhbDTry
FFEEEAR LTS B —RERENET,
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WD Y A KTIE, [Overview] X—Y D&K€ 7 v a oW T LET,
& 5-4 [Web] > [Reporting] > [Overview] R— D5l

ovay

SieA

Time Range (FRAYZF# > YR }F)

1~90 AFME/AE AX LAKHHEIEETED Fuy 74
T2 U A b, WP O & EEEO =— X2 h b A
A=A RZONWTIR, (A 2T 7T 47 LiR— h ORI
PHOEIR ) (P3-4) 2L T IZEW,

View Data for

WHEF -2 52FRTTEWeb X2 VT4 TFXI5A4T VA%
B4 57, [All Web Appliances] Z3R L E7,

(7 FIGAT VAL B VR—=F 4 7 F—=FDOHIK
(P3-3) BB L T EEN,

Total Web Proxy Activity

Ik varTiE, BEEX VT A BT ST A
TEHEINTWAE Web X2l T4 7T7I7A4T ATk
THEEIND Web 7uXs 775 4 EF 4 #FERTEXET,
DT va iRk, U v a roEBREOK (o B
), BLORT 77T o 3B ELEZBELEZORAMN (B
OWEfEH) NERINET,

Web Proxy Summary

IOk varTiEH, b LW Web YuXy 7T 48
TAERFEER TR T2 T4 8T 4 DLRE, T
P vaORBLEDTERTEET,

L4 Traffic Monitor Summary

o a I, BEEXF VT A BT S5 AT A
TEHINTWD WebtX=2UT 4 777947 RITE-
THESINDVAYL N T T4 v I BFRRENET,

Suspect Transactions

ok varTlE, BEEAENEDLW NI U gk
SHELZWeb T v araRRTEET,

ORI variZid, PV T v ar0EEDE GitoR
W), BEOT I T4 8T NBELEBLZORA (B
D) NERENET,

Suspect Transactions Summary

DR varTIR, Try s ERiEEgEIRZEDLD N
TV I varolRERRTEET, T2, BREBEITT
oy 7 ENTE NI arnEZ AT, BIOEDNT v
P va rREBICT ey 7 SR AR TE £,

Top URL Categories by Total
Transactions

DB va iR, Ty ER TS BN 10 © URL #
TAUNERENFET, URL AT IV DX A7 (fiEo B R
D), BEXZA TOHT Y RERICT vy 7 Sk
FEOBED) Z2ERDH Y FT,

TTICERBSIN TS @D URL AT I VITEFHSND Z
ERHYVET, T LEFEHRCLD LR — MER~DOFEIC
ST, [URLATTY By FOEHFELFR— ]
(P.5-28) =ML T X,

Top Application Types by Total
Transactions

DB va iR, Tuy I ERTWD LT Y r—
Var AATRERRINET, X, BEEOT Y r—
varv ZATHh WOBREY), FEOT U r—ya Ui
Tay s EEE BOBREY) BEENLET,

Il Cisco IronPort AsyncOS 7.8 for Security Management 1—4 #{ F



| £5% chsh® Web LE—F 1 VI ORERAHE

® 5-4 [Web] > [Reporting] > [Overview] R— L DF#l ()

o ay B
Top Malware Categories Detected o' a i, BB ENETRTO LY 2T T A
URFRSNET,

Top Users Blocked or Warned o7 vailiE, Tey &R NI varEl
Transactions FEERIEIT SN b TS v a Vv EAR LTV S ERO

a—PREREINET, 2—VFFIP 7 L RAE L Fa2—F
HTRRTEET, 2—FLEHTERNE ST HIC
X, [Web LAR— FhTOa—F4DELAL (P.5-5) %5
LTL7E&EW,

[Users] R—¥

[Web] > [Reporting] > [Users] ~X—VIZid, 2 —H D Web LR —7 4 VT IERERRTEHEEDOY
VIREREINET,
[Users] X—TTix, A7 A Eoa—% (1 AELTEH) A2 —xy b, FFEOYA b, 2
I ED URL TERLLEZFME, ZOa—FREAL TV AHRIEOREE K R TE£T,
~
GE) X2 VT 4FBTTIATUARYR—FTEDL WebtEXa VT4 77747 A LOERE—W
% 500 ¢9,
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5-4 [Web] > [Reporting] > [Users] R—
Users
Printable {PDF)
Time Range: | 90 days w |

30 Aug 2011 00:00 to 28 Moy 2011 12:44 (GMT -08:00)

Top Users: Transactions Blocked

3,841 195.51.100.9 | 39.0GB
198.51.100,37 | 38.9GB
195.51.100.132 [T 16.9GB
193.51.100.25 [0 6.6GB
198.51.100.208 [HI 5.6GB
195.51.100.14 [0 5.5GB
198.51.100.116 W 4.2G8
198.51.100.67 [l 1.6GB
193.51.100.142 [ 954.7MB
195.51.100.165 || 907.1MB

195.51.100.67

195.51.100.132

195.51.100.28

195.51.100.14
195.51.100.116
195.51.100.208
195.51.100.174
195.51.100.151
195.51.100.193

195.51.100.58

o 2,000 4,000 Jil=3 20.0GE 40.0GE

Transactions Bytes

Chart Options... | Export... Chart Options... | Export...

Itemns Displaye

User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked = | Total Transactions
195.51.100.67 1.6GE 18:39 62.3k 3,841 66,1k
195.51.100.132 16.9GE g1:40 1958.5k 2,603 2011k
195.51.100.25 5.6GE S4:02 3E7.5k 2,023 3E9.5k
1958.51.100.14 5.5GB 45:18 1.6k g50 2.5k
195.51.100.116 4.2GB g0:32 3089k 14 309.7k
195.51.100.208 S5.6GE 33:43 95 .4k 496 5.9k
195.51.100.174 0B 01:15 o 357 357
1958.51.100.151 494,1MB 14:00 31.9k z01 2.1k
195.51.100.193 3.7MB 00:36 S84 146 730
195.51.100.55 325.4MB 01:37 §,645 &0 §,705

Totals {all available data): 123.6GB 4470:00 3.7M 11.7k 3.7M

Columns... | Export...
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[Users] =—i2lE, v AT L LO2—VICEHTIROBERNERSNE T,

& 5-5 [Web] > [Reporting] > [Users] R— D

Eovay E LT

Time Range (FOYF#oY YR |1 ~90 B E/Idh A X AREHEEEZEECED Key 4y
k) v U A b, REEIEEIEOFEM & EEEO = — X ICADbE LA AL~

A RZOWTE, T4 2T 07 47 LiR— b OFFRHFEOZE
R (P3-4) 2L T EEW,

Top Users by Transactions OB vaAllE, IP T RLAERIF2—Y A TRENE R
Blocked fra—+ (@ORBEY), TO2—FRT oy s Shic b o+
Jvaro BROBKY) RERINET, VLR—T 17
FEMLELT, 2—VAETIP 7T RLAEFEHBTE LD
T2 ENTEET, ZOXR—VERFAF Va2 —LERES
Nl LR — hCa—H4 ZFRE A A RIS T 5 FikoFEMIc S
T, X2 VT BT 7747 A TOHREFA Web
VIR—=F 4 7 DAx =Tk (P5-3) #ZRLTIIEE0,
T 7 H I/ IERETIE, T _XTOZ—FLERNETRINEST, 2—
P4 & IEERICT DI, [Web LR— FTCO2—FLDESL
by (P.5-5) Z2ZHL T EEW,

Top Users by Bandwidth Used ORI a i, VAT A E TR LEEE (XN, FE
MOEREZRTHEOBRY) 2HERALTWD B —¥2,
IP7 RUAEF2—F8 (HOHEY) THRRESNET,

[Users] T—7 L CIOTF—TNDT—X DM ONWTIE, [Web L FR—F 4 > 7
R=TDOT—T )N BT LOHKA (P5-11) 25 LTLEE
AN

S5, BEOZ—VID £/37 74T NPT RL A%
KTEET, [User] BZ 2 a V FEOT HF A k7 4 —)L NIk
EO2—PID E/-137 547> R IP 7 FL A& AH L. [Find
User ID or Client IP Address] %27 U > 27 LET, IP 7 L AN
EfEIC—H L T THRHRITIESNET,

[Users] 7—7 A TiL, BEDOZ—HF %7V v 7 LT, IHICAE
WHZREREHFDL N TEET, ZOEHRIL, [User Details]
R—=ICHRKRINFE T, [User Details] _X— P OFEMAIZ DN T
I%. [[User Details] ~—<"] (P.5-20) 2R L T ZE0y,

~

GE) Z79A4A7URIPT7T RLAORDYICa—FID 2FF3T AT, X2 VF 4 EHT FI5A4 7 0 A% 3H
E L, LDAP =062 —WIEREABRETH2LERSH Y £9, FEMIC OV T, 5 9 D [Creating
the LDAP Server Profile] &L T 720,

o)

Evk IDVR—=FDEa—% D AX~A XTHIIE, (A2 2T 7T 47 Web LiR—T 4 7 R_X—=T D
fEI (P.5-7) 2R LT EIN,

[Users] =—YOFERAFICO>NTIE, (61 =2—FoFE] (PD-1) 2B LTIEEWN,
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~

(GE)  [Users] X—VIZoW\WTC, VAR—FEERELIIAFr Va— 352 LNTEET, MOV T,
(22— VBRESNZLVAR—F AT~ K Web LiR— MMZoW T (P5-63) 22BLTLE
I,

[User Details] X—

[User Details] ~*— " TiX, [Web] > [Reporting] > [Users] X— DA % 5 77 1 7 7% [Users] 7—7
NVTHRE L2 — 2T 2 B2 ERE R TE ET.

[User Details] *—YTlid, Y AT ATOMX D2—FDT 7T 4 T 4 ZRETEET, Hic, =—
P LV OREEZEIT LTV DAHEEIC, 2—PRTI7EBALTVDEYA b, =2—VFREEHLTNDE~
N =T OB, 2—FRT 7 EALTWS URL #72Y, ZAb6DY A FTREDZ—FREDLL
TWHIEM 7R E 2 BT HMNERD D L &E, ZOR—UNEILHET,

FEE D=2 —H D [User Details] _— Y %K~ T HI21%, [Web] > [Users] ~X—® [User] 7 —7 /L Txf
LGOa—Fur7 Vv LET,

Il Cisco IronPort AsyncOS 7.8 for Security Management 1—4 #{ F



| €58 R&EDH Web LiR—T 1 VI OERAE -
5-5 [User Details] R—2

Users > 198.51.100.67
Printable {FDF}

Time Range: | 90 days v

30 Aug 2011 00:00 to 28 Moy 2011 13:40 (GMT -08:00)

Transactions Blocked Trend: Total Transactions

10.0k
Illegal Activities 0,000
Advertisemnents
8,000
Computers and Internet
7,000
Infrastructure
6,000

Streaming Media

Business and Industry 5,000
Science and Technology 4,000
Uncategorized URLs 3,000
Infrastructure and Content Delivery Netw... 2,000
Arts and Entertainmment |0 1,000 M A
, M

o 200 400 LR L] L L ) B R L
01-Sep 15-Sep 29-Sep 13-0a  27-0ct  10-Nov  24-Nov

Chart Options... | Export...

Transactions

Chart Options... | Export...

Itemns Displayed

URL Category Bandwidth Used Time Spent Blocked URL Category Transactions Completed Total Transactions =
Uncategorized URLs 728.5MB o0:zo o 25.7k 25.7k
Arts and Entertainment 101.6MB 0z2:04 o 8,275 8,275
Zearch Engines and Portals 53.6MB 01:33 o 5,525 5,525
Advertisermnents 28.4MB 00:1a o 4,007 4,232
Computers and Internet 19.0MB 00:49 u] 3,776 3,868
Games 145.2MB 01:52 o 2,808 2,808
Infrastructure 50.7MB 0z2:42 u] 2,443 2,532
Business and Industry 32.3MB 0z:08 o 2,165 2,235
Social Metwaorking 14.2MB 00:40 o 1,582 1,582
Streaming Media 405.2MB 00:5a o TE3 852

Totals {all available data): 1.6GB 18:39 390 62.3k 63.3k
Columns... | Export...
- - — —— - Ty r 4

TD_R—=1ki<)
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(A= b DR )

Domains Matched

Itemns Displayed

Domain or IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions =
L Lcom 713.4MB 00:29 24 .5k o 24 .5k
9z 4MB 0z:02 §,037 o §,037
Pisiglie .com 31.2MB 00:358 3,095 o 3,095
P, com 1.7MB 00:56 179 1,769 1,945
piereglis mrtossMeia  com 3.7MB aoo:00 1,541 o 1,541
JiN e com Z4MB 0z:1z2 1,539 a0 1,619
i ty 1z.6MB 00:03 1,033 o 1,033
Pl .net 10.5MB aoo:00 1,001 o 1,001
Wishafe com 46.5KB 00:57 4 595 a0z
Ll com 5.5MB oo:09 77E o 77E
Columns... | Export...

Itemns Displayed

Application Application Type Bandwidth Used Transactions Completed Other Blocked Transactions Total Transactions =
Ve giie vt Internet Utilities 3.7MB 1,832 o 1,832
T Wideo Media 380.6MB 1,517 o 1,517
Seoaion General T il 10.2MB 1,283 u] 1,283
o Tl Media 274.ZMB 517 o 517
Wil Instant Messaging 337.3KB 95 u] 95
aml wiebrmail 1.4MB 68 o 68
sk Mail wiebrmail 425.5KB &1 o &1
tubbia Social Metworking 364.5KB 58 0 58
* wimiloioih Photos Fra— 2.2MB 54 o S
st Media 157.6MB 40 o 40
Totals {all available data): | -- 832.1MB 5,621 1] 5,621
Columns... | Export...

Malware Threats Detected

Malware Bandwidth Saved by Transactions Transactions Total Malware Transactions
Malware Threat Category Elocking Monitored Blocked Detected +
$hise Mt Adware 0B gz i} gz
" s Adware 0B g i} g
Tisi it et Trojan Horse 36.0KB o 3 3
Totals {all available | -- 36.0KB a0 3 93
data):
I Columns... | Export...

Policies Matched

Falicy Mame Paolicy Type Bandwidth Used Completed Transactions Blocked Transactions Total Transactions =
Palicy 1 Access 1.6GE 62.2k 1,174 634k
Policy 2 Access 0B 1] 2,667 2,667
Policy 3 Decryption 765.3KB a1 1] a1
Totals {all available data): | -- 1.6GB 62.3k 3,841 66.1k
Columns... | Export...
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[User Details] _X—12i%, AT A LDl D2 —VIZBERT 5 ROERNFRENET,

® 5-6 [Web] > [Reporting] > [User] > [User Details] *— DO&¥ifl

tovay B2L

Time Range (FAYFH¥9Y YR  |LAR—MNIEDHLIT—HF ORFMEIHZRINTE D A =2 —, K
k) PEDH O REA & KPR = — XIA DR A S ~ A XITHNT

W, (A 2777 47 LR— hORRITEORIR (P.3-4) %
ZILTLIEE,

URL Categories by Total IOk T va i, BEO—FAEH L WD EED URL
Transactions HTFIVDOY A RNDBERRINET,

TTILEHEESN TS —HD URL h T IV IIFHEIND Z &N
BHET, ZTHLEEHFIZED LR — MNER~DOREIZONT
WX, TURL 73V v hOEHELAR— R (P5-28) 25
LTLE&EN,

Trend by Total Transactions ZDVT 7T, 22— Web IZWOT 7B R LTERFRRE
NET,

&2, 1 HOREEDRFLNZ Web T 7 4 v 71T KE /AN
AT DGFEIETDNE I, ETo. TROD RS, 7 PO FEA
L7zinin, 2077 70bphY £3, [Time Range] Fr v 7
Ay YA NEFERTLE, ZOZT7REEL, 20—
25 Web BT L TWZF 2 2R T2 SO S 2T £
R

URL Categories Matched [URL Categories Matched] ¥ 7 > 2 > 1Zi%, e T LIz b T o ¥
svarvErTuy SR ET UV v a Ly OWFIZONT,
—E LT A NERINET,

IokRZvarTiE, BEDODURL AT IV 2HBETHZELT
XFET, B/ a rTFEHOTHRA S 74—/ NICURL hF Y
Z AJJL. [Find URL Category]l %7 U >» 27 LET, 72V IX
EEIZ—FLTWAMEEHY A,

TTICEHEESN TS —HD URL h T IV IIFHEIND Z &N
BVET, THLEEHFIZED LR — MNER~DOREIZONT
X, TURL #7323V &y hOEHELAR— K] (P5-28) 2
LTLEEN,

Domains Matched TDEIarTiE, ZO—YFRT IR RALZEED AL
VERIFIPT RLAEERTEET, £/, 2R Zhbo
BTV TEHELCLERME, BIOAIT A E2—THELEZZD
MOIFEIERERLSHETEXET, EZ7va r FTHOTF R
N 74—V RIZRAALERIFIP T RUA% AL, [Find
DomainorIP] %27 Vv 27 LEd, FAALAUELIFTIPT FLX
ITEMEIC—H LTV AIMEIIH D A,

Applications Matched IokBZva T BEO—FREHLTWEREDT

Vo —ariEmRT&Ed, =& 2iE, Flash 7 4% £
LY A M2 —FRT 7 A LTWEEAIL, [Application] #

TRZEDT I r—vay AL TRERINET,

v valyTFTHOTFRAL T4— NV RZT TV r—va itk
AJ1L. [Find Application] 7 U > 27 LET, 77U 55— =
VOLBNIEMIZ —H L WAL EETLD 8 A,

Cisco IronPort AsyncOS 7.8 for Security Management 1—4 754 F |



E58  hREPH Web LK—T 4 LT OEASE |

GE)

% 5-6 [Web] > [Reporting] > [User] > [User Details] R—L DO# (8 E)
EHvay H B8R
Malware Threats Detected IDOT—TNATIE, BFEDZ—YNR N H—L W5 Efio~<

N =T B AR TEET,

BEO~NY = T EBOLENIET 57 —# % [Find Malware
Threat] 7 4 —/V RTHRBTEET, v U =T EBOLATE A
71 L. [Find Malware Threat] 7V v 7 LT3V, ¥/b
T T EBOLTNITEMHIZ—H L TWALEEH D A,

Policies Matched ZOv I a T, Web 7 7 AT 5B Z 0 —HY |2
AR v— I —To2mBFTEEd,

v alTEHOTIAN 74—V RIZKRY v —&&= AL,
[Find Policy] #7 U v 7 LEF, AU T —DARNTIEMIZ—K
LTWALEEFHY FHA,

[Client Malware Risk Details] 7—7 VD27 547> b LR—FTlx, 2—FLDOEKRBIZTAX Y 27
(*) BN THWDZERHYET, 722X, 7747 b VA= M Tjsmithy & Tjsmith*] O
FOZ NI BRRRINDIGAVRDHYVET, TAZIRT (¥) BT da—HF41L, =—F oDk
E LI —F AP — R TR SN T ARNWZ L 2R LTWET, ZoRIE, BEES— B Z0
FERCHEATET, DOoBY—EREZFEHATE VWL E L NI 74 v I 2T THX5 77547
VADEESNTWDIHAICRELET,

[Users Details] ~2— O AN >V Tk, 61 2—VofE] (P.D-1) 22 L T EE,

[Web Sites] X—

[Web] > [Reporting] > [Web Sites] ~— Tix, HHALDT S IA TV ATHEAELTNDT 7T 4 €
T4 BREEERN LD TY, ZOX—U T, FEOKRMBEEANICTY 7 A SN 27 DEn
Web A ha2E=4T&E7,
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5-6 [Web Sites] R—
Web Sites
Printable {PDF)
Time Range: | 20 days v |
31 Aug 2011 00:00 to 29 Mow 2011 17:11 {GMT -08:00)
©.com 2,200
ironport.com W com 1,945
corm
¥ net % .comn
LGOI 400
.Com .com 366
i .com 9011 353
net net 310
net 252
net 220,159 237
o ]..li.lM Z.SM 3.0M o 1,000 2,000 3,000 4,000
Transactions Transactions
Chart Options... | Export... Chart Options... | Export...
Itemns Displayed
Domain or IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions =
JCOm 10.0GE 1901:32 1.6M o 1.6M
ironport.com 69.4GE 2192:21 625.5k o 625.5k
.Com 14GE 45:53 134.2k 105 1343k
net 1.2GB 01:04 108.5k o 108.5k
2.1GE 26:53 62.9k o 62.9k
cam 706.3MB 44124 59.2k 7 59.2k
JCom 294 . 6MB oo:01 37.9k o 37.9k
net 100.0MB aoo:00 31.7k o 31.7k
249.9MB 51:35 29.5k o 29.5k
net 234.5MB aoo:00 24,9k o 24,9k
Totals {all available data): 125.8GB 4486:23 3.7M 11.7k 3.7M
l— Find Domain or IP Colurmns... | Export..,

[Web Sites] _X—VIZITROERB KRS NET,

& 5-7 [Web] > [Reporting] > [Web Sites] R—Z Dt

N7 B EL

Time Range (FAY &Y YR |1 ~90 HMF A A X LA EHHEZEE TCE S Fuy 74y
k) YU R b, B0 L EEO=— X hbE e A4~

A RZHOWTIE, 42T 05 47 LiR— b OIS
R (P3-4) 2L TLIIZEN,

Top Domains by Total oy vailiE, P A N ETT 7 BRSNIE B R AL
Transactions NI T TR TERRENET,
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& 5-7 [Web] > [Reporting] > [Web Sites] R—C D&M (#F)

o3y HL

Top Domains by Transactions SR VAR, RV s v ar DI RET AT Ry
Blocked v 7o variE VA= N AL VB, 7T 7RATE

RENET, HE2E, 2—VRHDLNAALNITI7EALE
N, BEORY —RNEHENTWEdIZ, Tuav s 77
varyBNhI -zt LET, TORAALFTrY 7 S
NEZrT o7 art LTI I 7I0EBMEN, 7y’
TIvarvuE NI T—LERALY A PBRRREINET,
Domains Matched DB arTiE, YA N ETT 78RS RAAL dA
VAT IT 4 TR T =T NCERENET, ZOT—T L TIL.
BEDRAA L H Y v 7T HILET, ZTORALUICET S
S HIZEEMERICT 7 BEATE £9, [Web Tracking] ~—
IZ [Proxy Services] # 7 NWE RS, FT v X UTERE . FE
DRAALNT a7 SPIHEHBETEET,
ZIOTF—TNDT—FDEEHIICOWTIE, [Web L FR—F 4> 7
R=UOTF =TV HT7LADOFHHA] (P5-11) Z2ZHLTLEE
VN,

BEDRNAL L Z 7Y v THE 2D RAL D Effa—H,
FORAALTOEL T ay, —# L7 URL A7 2
V., BIUOBHE SN~V 2T OEBRFRINET,

Web R T v ¥ o RAENZSWTIEL, |2 : URLD FT >
X7 (PD-5) #ZH LTI XN,

Evh ZOVE—-ROEa—2BAE~vA XTHITE, (A HT75 47 Web LE—F (7 R—=T D
1 (P.5-7) ZBRL TS,

GE)  [Web Sites] X— P DFEBRIZHONT, LB — FEEREIEATSPa— LT3 ENTEET, FMIC
DONWTE, (AP a—LBEEN-LAR— AT~ K Web LAR— KMzoWnWT) (P.5-63) #%
BLTIEEN,

[URL Categories] R—¥

[Web] > [Reporting] > [URL Categories] ~— Y % HL T, AT A EOa—FRT7 7 AL TN
+4 hDOURL #7 I #FRCTEET,
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5-7 [URL Categories] R—

URL Categories

Printable {PDF)

Time Range: | 90 days v

30 Aug 2011 00:00 to 28 Moy 2011 14:53 (GMT -08:00)

Top URL Categories: Total Transactions Top URL Categories: Blocked and Warned Transactions

Computers and Internet Illegal Activities 1,268
Social Networking 264.1k Zearch Engines and Portals 108
Zearch Engines and Portals 188.0k Computers and Internet | 24
Advertisernents il 126.2k Alcohol |3
Computer Security i 105.8k Social Metworking | 3
Mews | 74.9k Games |2
Business and Industry J| 73.2k News |2
Zhopping || 60.0k Spiritual Healing | 2
Reference || 56.5k Weapons |2
Uncategorized URLs | 40.8k Hate Speech |1
o 1.0M 2.0M 3.0M 4.0M o I,EIDCIO Z,C;OD 3,000
Transactions Transactions
Chart Options... | Expart... Wiarned URL Category

W Blocked by URL Category

Chart Options... | Export...

URL Categories Matched

Itemns Displayed

Allowed Monitored Wwarned Blocked Other
Time URL URL URL by URL Blocked Transactions | Transactions Total

URL Category Spent Category Category | Category Category Transactions | Completed BElocked Transactions «
Computers and 3915:46 o 2.3M o 24 2,192 2.3M 2,216 2.3M
Internet
Social 1z6:09 o 2641k o 3 2 2641k 5 2641k
Metworking
Search Engines 35:05 o 157.9k o 108 16 15879k 124 1858.0k
and Portals
Advertisermnents 01:47 o 125.3k o o 957 125.3k 957 126.2k
Computer 196:17 o 105.8k o o & 105.8k & 105.8k
Security
Mews 09:34 76 74.8k o 2 o 74.9k 2 74.9k
Business and 20:04 2,061 65,9k o o 2,245 71.0k 2,245 73.2k
Industry
Shaopping 12:33 1,540 58.5k il il il 60,0k il 60,0k
Reference 11:30 ] 56.5k ] ] ] 56.5k ] 56.5k
Uncategorized 05:34 o 40,8k o o 17 40,8k 17 40,8k
URLs

Totals {all | 4474:35 11.0k 3.6M 1] 1,416 6,207 3.7M 7623 3.7M

available data):

——

Columns... | Export...

[URL Categories] ~<— IZIZRDOIER BT RINE T,
= 5-8 [Web] > [Reporting] > [URL Categories] R— Dl

o ay REA
Time Range (FAY &9y YR UAR— N ORFMEHZ BRI L 3, Gl WTE, T4 427

M) 7T 47 LAR— N ORFRHEH ORI (P3-4) 2S5 L T
él/\o

Top URL Categories by Total o7 va i, A M ETT 78 A S EML URL A7

Transactions FYBRT T TR TERENET,
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% 5-8 [Web] > [Reporting] > [URL Categories] R—L DE#l (&)

o3y

B

Top URL Categories by Blocked
and Warned Transactions

o vailiE, FIUYF s var R ETAE TR Y
g7 arEdgE T 7 g MY H— L7 B URL 28
777 TCRRENET, L E, 2—F2RH B URL LT
IR ALEN, BHEOR) V—REHEINLTWAZDIL, 7
Oy 77 varyEdEEN NI -3l LET, 20
URL X, ey s i3 ELEsnizr 7o vra LTz
DT 7IEMENET,

URL Categories Matched

[URL Categories Matched] &2 > = »12i%, F8E L7 R #EH
MICHB1T D URL A7 T VRO BT oH 7 va s O, FH &S
IR, &7 T TR SNIZRMPER R INET,

KAOYFED URL DR 15 ~20% & EEA8EEIE, RkRoF 7
varERFLTIEEND,

e BEOB—B T A XENT URL OHAIE, B A% 5 URL
AT AV EEKL, BEOA—YELTINV—T R o —
WEACE E3, FEMIC OV TIE, [Cisco IronPort
AsyncOS for Web Security User Guidel @ [Custom URL
Categories] ZZML T ZE WY,

o BFELIZEOMD AT IVITEDLREHF A MTHONT
1%, T35 T &N URL & RHHED URL O LAR— K|
(P.5-29) =&ML T E&EW,

eV CDVR—=bP DO a2a—%2 N AX~A XTHIE, (A XT7 7T 47 Web LiIR—T 4 7 R—=T D

Bl (P.5-7) 2ZRL TS,

(GE) o ZON—T LN HIBIZEEMA LR — MEAERT ST, [Top URL Categories — Extended |

(P.5-65) #ZML TS 7SV,

e URL 7T AVICHTIAT Y a—NERLR— M TT =¥ TRA TV T A BMEAINTWDY;
B WTNNOT T IAT VAT —H XY v TNbHBHE, X—TUDO FEIC Isome data in
this time range was unavailable.] EWH A v tE—UREREINFET, Xv v RRVEET

MHFRRENER A,

URL A73Y £y FOEHFELKR—F

[URL 72V &y hOEFEPRERH a7 X0 L—3 g &M (P.8-25) THHINTWD
Iz, EX2 VT 4 BT S IAT VAT EOERFA URL 17 2V NEHICEF SN

BNRHYET,

INSOEFRMTONTEE, W T TV OF—21F, HTETMENR RS RDET, Jl&EmE L
R—h& Web F 7 v UiERICERENET, 173V vy FOEHBICER ST LVER—F T—
ZIIZFH L WAHT Y RMMERENLZDT, MULR—MIHFABMEFODT IV NERENDIBELH Y

£7,
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HWAT TV EHLWAT T OMTEELEEHA D556, AARKEIHEREHEH-DIC, LViE
BERES VA= MEREZMIET ARENELDZ ENRHV ET, 2L 21T, AERNROLZ AL T L —A
MIZ lnstant Messaging] #7 = U & [Web-based Chat] » 7 =Y 23 [Chat and Instant Messaging |
WS 1 DDA T IV =V IN TS, lInstant Messaging] 35 LU ['Web-based Chat] 77
IVIHIGET DA b ~DO~—TRITOT 7 & A% [Chat and Instant Messaging] DGR 7> b
ENFERA, FARIC, A AX N Ave—P0 7 A FEZIT Web =2 Fyr v b A F~D
~—tHhOT 7 & AL, [Instant Messaging| F£721% [Web-based Chat] #7 =V OAFKICIEEEh
FH A,

[URL Categories] R— &£ ZDMDLR—T 1 0 J R—DOHH

[URL Categories] ~—" & [Application Visibility] ~X— Y8 L O [Users] X—V Z AT 5 &, HED
a2—WE | HEOZ—YPRT I ERALLIELTCNET TV r—vay YA 7 E1E Web Y1 ~ %l
HCTEET,

7= & %1%, [URL Categories] ~<— U T, #4 h 6T 7€ X Sh#EF_To URL #7 = Of%E
AT D, AEHAMTOME LR — b EAERTEET, R T—T® [URL Categories] 1 % 7 7
T4 7 7—7/NTClE, URL 77 =2V [Streaming Media| (ZB9 25 S HICFELVWEREZNETE 7,
[Streaming Media]l 77 2V Vo2 %27 U w7425 L, FED [URL Categories] LA — h _X—I MK
RENET, ZOXR=VIE, APV =T AT 47 A MZT 78R LTV D Bl —HFRER
SN5H721F T2 < ([Top Users by Category for Total Transactions] =2 < = >*). YouTube.com <
QuickPlay.com 22 8 D7 7 XA Iz KA A b Fpx I E T ([Domains Matched] 1 > % 7 77 47
T—TN),

CORRT, FEDZ—PICHT 2 ELICFHELWEREGONET, 7L 2AF, FEDZ—FITLHE
ANEHLTWEDT, 202 —FDOT7 7 B AR EMICHETILERHLELET, 22006,
[Users| A v 2507 47 7—TNDa—Fa 7 Vv I35 ENRTEET, ZOT77va Ly
[User Details] <—YNHFREII, ZO2—FD ML v FEERL, TO2—% D Web TOFTE) % IEH
BT E £,

EDIZRELWERBA M E R BT EIE. A ¥ 77T 47 7—7 /LT [Transactions Completed] V > 7 %
7Yy 7 LT, Web b7 vX U 7O MERFTEET, THITEY, [Web Tracking] ~— I
[Proxy Services] # 7 BNE/REN, 2—FNWP A M7 7 A LEAR, 5847% URL, £® URL T%
RINTERHE 72 ElZ o0 T, EEOFEME R MR T2 E T,

[URL Categories] ~~— Y OOE BN ST, 413 1 77 28D L U URL 7 3 U OFA
(P.D-6) ZZML TS 720N,

RO THESINT= URL £ERHED URL O LR—k

Mo T ENT- URL & RGO URL 1220 T, kO URL THETE £,
https://securityhub.cisco.com/web/submit_urls
EEHNRFFHMO SN, 5% ONL—VEHIERASNE T,

PEF SN URL ODAT —HF 2% [ERT DI, ZD~2—Y D [Status on Submitted URLs] # 7 % 7
Uy s LET,
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[Application Visibility] X—<
N

GE) [Application Visibility] ®FEMIZ DWW TiX, [Cisco IronPort AsyncOS for Web Security User Guidel] @
Understanding Application Visibility and Control] Z#ZM L T 7Z& W,

[Web] > [Reporting] > [Application Visibility] X—Y Tix, EX =2 VT 4 EFET 7 IA4 T AB IR
Web X2 UT 4 TTITAT UV ANOREDT 7V r—yay ¥4 7ICHEzZ@ATEET,

TV r—va il e TS E, URL 742 ) U T OREFATIHALIVE Web hT7 7 ¢ v
I 2 DMNLHETELET TR, RODEATOT TV r—2arBIOT TV r— g ZA
T ORIHE R TE ET,

o [EMET TV r—Tar (T /)= PRREL 2R E),

e aFRL—val T 7Y lr—3 3 (Cisco WebEx, Facebook, f v AHX L b Avk—T 7%
E‘)O

o VY —XEZKREWMETHT TV r—ay (AN =3I 7 AF 40 T7RE),

FI)r—3 07T ) =23y B4 TOENZDNT

LR— NS 27 7 r—a v 2Rl 212, 77V r—var b7 7l r—var 447
DOENWEBFT 5 2 EDNIEFICEETT,

s TV y—varv FAT, | DERFEROT TV r—v a2 FL AT AY T, Ll ZITRE
TP, Google Search <° Craigslist 72 EDMRB- L VoG 7 7 r—yay ¥4 7 TY,
AVAZ VN AvE—U 27X, Yahoo Instant Messenger <> Cisco WebEx 72 E&# &R0 T 7'V
r—vay XA 7 TH, Facebook 77V r—va v XA TH,

o T —av, TV r—ary ZALFICRBLTWAEEDT ) r— a1, 22
X, YouTube IZAF 47 77XV r—>ay BAFICEENET SV r—3 9 T,

o TFULF—valv@ifg, TV r—1a N T—YRETTEXIHTEDOT 7 v a v EI3EMET
7, =& ziE, =—V% Yahoo Messenger 7e E DT 7V r— g U OFHATIZT 7 A )V EEEET
EFET, TRTOT TV r—vail, FEARRT 7V r—ya VEMERE ENTWA DT TiE
HYEEA,
~

(3¥)  Application Visibility and Control (AVC) => ¥ > %l L T Facebook 77 7 1 £ 7 ¢ ZHl#HI4 5 )5
EOFEMIZ OV T, [Cisco IronPort AsyncOS for Web Security User Guide] @™ [Understanding
Application Visibility and Control] ZZH L T 72XV,
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5-8 [Application Visibility] *R—<

Application Visibility

Printable {PDF)

Time Range: | 90 days v

31 Aug 2011 00:00 to 29 Moy 2011 17:26 (GMT -08:00)

Top Application Types: Total Transactions Top Applications: Transactions Blocked by Application

e 168.2k
Media
Internet Utilities
Social Networking
Enterprise Applications
Elogging
W ebrnail
Instant Messaging
EUESEEN ~ Applications: Games |2
o lO(;.OI: ZIJDI.Ok 300.0k o I 2I I :1 I 6‘ I é I 1‘0
Transactions Transactions
Chart Options... | Export... Chart Options... | Export...

Application Types Matched
Itemns Displayed _

Application Type Bandwidth Used Transactions Completed Transactions Blocked by Application Total Transactions =

.-l 1.5GB 168.2k 2 168.2k
Media 29.5GB 73.5k o 73.5k
Internet Utilities S8.1MB 27.5k o 27.5k
Social Metwaorking 72.6MB 13.2k o 13.2k
Enterprise Applications 80.4MB 4,445 o 4,445
Blogaing 62.6MB 3,798 il 3,798
wiebrmail 26.7MB 3,043 o 3,043
Instant Messaging 7.8MB 1,717 u] 1,717
706.3MB 1,642 o 1,642

5.9MB 1,117 o 1,117

Totals {all available data): 32.4GE 299.5k z 299.5k
Columns... | Export...

Applications Matched
Itemns Displayed _

Bandwidth Transactions Transactions Blocked by Total
Applications Application Type Used Completed Application Transactions «
- General b 1.4GB 1497k i} 1497k
el Media 2.1GE 27.3k o 27.3k
o analytics Internet Utilities 47 6MB 24,6k o 24,6k
Video Media 11.1GE 17.3k o 17.3k
Media 5.6GE 17.2k o 17.2k
i Social Netwaorking 68.9MB 129k o 129k
.-l Photos R 479.5MB 1z.0k o 1z.0k
-kl Chat & Video R 15.9MB 6,216 o 6,216
Chat
Enterprise 50.4MB 4,445 u] 4,445
Applications
Media 483.2MB 3,961 o 3,961
Totals {all available | -- 32.4GE 299.5k z 299.5k
data):

I Find Applic Colurmns... | Export..,
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[Application Visibility] ~2— IZIZRDIERNF RSN ET,

% 5-9 [Web] > [Reporting] > [Application Visibility] R— 04
Eovay % BH
Time Range (FOYF#oY YR |1 ~90 B E/idh A X AREHEBEEZEECED Key 4y

M)

VU R b, BEEEHOMME EREO=—XICEbETE I A <
A RZOWTE, A2 T 0T 47 LiR— b OFFREHFEOZE
R (P3-4) 2L T EEW,

Top Application Types by Total
Transactions

eI aiZitx, B M ETT RSN LT Y
g—ay BATRT T 7R TERRINET, L& 2T
Yahoo Instant Messenger 72 E DA VAKX U b Avg—T T
¥ — L. Facebook, Presentation & \\5 77U Fr—va sy XA
TRERINET,

Top Applications by Blocked
Transactions

IOk vaiZid, RV a T EIIRAET LT Ry
7 T7rvarvE NI =L 7T r—vay XA TR
TN TR RENET, 2L 21X, =—¥D Google Talk <°
Yahoo Instant Messenger 72 EOFFEDT 7'V r—va v 2 A7
ZEEBILLIIELEDS, HEORY P —RNEAS TS0
W2, Tuy s 7rvarms i A—Enict LET, 207
Vor—yaid, 7ayrEin3EgEsnitcr oo rvay
LLTCZorZI7isBEmEnET,

Application Types Matched

[Application Types Matched] 1 % 7 7 7 4+ 7 7 —7 LTI,
[Top Applications Type by Total Transactions] 7 — 7 /MZEK R S
NTWDT7 TV r—vay 24 7ICHT 2 E LIS LNE#RE
FIRTE Y, [Applications] 7 7 LT, iEMERRTEHT7 7Y
F—varks )y TEET,

Applications Matched

[Applications Matched] &7 + 3 2%, f5& L 72N O
FTRTCOT TV r—va v RERRENET, A 2T 7
TATRATLEAM L OBDA BT I T 4T T—T Nl o
TWT, RBEIZELTT—# %Y — FT&ET,

[Applications Matched] 27 ¥ 5 VIZRRT DD T L ERET D
ZEBRTEET, ORIV arOh T ADORECONTIL,
(A2 2507 47 Web ViR—T 4 7 X—=TO#EAE] (P.5-7)
EHRBLTLLZIN,

[Applications] 7 — 7 MICEKRT D HEH & 8&R%, Rrd2HH
D¥% [Items Displayed] Koy ¥ 7 A= o —hHRIRTE
F9, EREIE [10]. [20]. [50]. [100] T3,

S 51z, [Application Matched] 7 v a VN THREDT 7'V
r—rarERFETEET, Zovs7 T ary FEHOTF A b
74—V RIRFEDT ) r—va 4% NS L, [Find
Application] 7 U v 7 LET,

Je

Evk ZDLR—=FDEa2—% B AF~A ZXTHINE, (A 2T7 7T 47 Web LIR—T 4 7 R_R—=T D

fE1 (P5-7) L TIEEN,
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~

()  [Application Visibility] ~— Y DOERICBEH L T, Ar YV a— L@ ESNEZLR—b2EKTHZENT
EET, VAR FDOATVa = VRECONTE, (A7 Va—@EShicbiR—heAdr T~ K
Web LARN— MMZHOWT] (P5-63) 2L T ESN,

[Anti-Malware] R—¥

[Web] > [Reporting] > [Anti-Malware] X— i3t x 2V T A BEO LR —FT 4 7 X=VTHV | A
R =T NI AF ¥ =V (Webroot, Sophos, McAfee, F 721 Adaptive Scanning) 12X 2% %
¥ v URERNBKBES I ET,

TONR=UEEHLT, Web XR—2AD< /LY =2 7T OB EREBIRNE=FT52 08T ET,

GE) L4 o774v7 F=FV I THRIESNE~LVT 2T OF —X &2E£RT 510, [[L4 Traffic
Monitor] ~—7] (P.5-44) S L T7Z3 W,
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5-9

Anti-Malware

[Anti-Malware] X—

Printable {PDF)

Time Range: | 90 days

|

Adware
Trojan Horse

Trojan Downloader

Tranzactions Monitored

I Transactions Blacked

Malware Categories

31 Aug 2011 00:00 to 29 Moy 2011 17:37 (GMT -08:00)

Top Malware Categories: Monitored or Blocked

[ Wil

2
T T
o 1,000 2,000 3,000
Transactions
O
Chart Options... | Export...

L e R L e
hepent o aElseaid

L L s i g

2 A P e

B ganes

Biap e

Tranzactions Monitored

Tranzactions Blocked

S seampibdecanbiie . he-ablng

Top Malware Threats: Monitored or Blocked

Powow oG W

I 11,773

1,000

Transactions

Chart Options... | Export...

2,000

Malware Threats

Bandwidth
Malware Saved by Requests Responses Requests Responses Transactions Transactions Transactions
Category Elocking Monitored Monitored BElocked BElocked Monitored BElocked Detected +
Adware 0B o 1,790 o o 1,790 o 1,790
Trojan Horse 96.0KB u] u] u] g u] g g
Trojan 0B o 2 o o 2 o 2
Downloader
Tatals (all 96, 0KB il 1,792 il S 1,792 S 1,500
available
data):
Columns... | Export...

Malware Bandwidth Saved by Transactions Transactions Transactions

Malware Threat Category Elocking Monitored Blocked Detected +
i . Adware 0B 1,773 il 1,773
i Adware 0B 9 o 9
+ Adware 0B g ] g
LU Trojan Horse 60.0KE o 5 5
8 Trojan Horse 36.0KB o 3 3
8 Trojan 0B 2 o 2

U Downloader
Totals {all available | -- 96.0KE 1,792 g 1,300
data):

Columns... | Export...
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[Anti-Malware] ~2— IR OFE WA FR RSN ET,

% 5-10 [Web] > [Reporting] > [Anti-Malware] R— < D4l

Eovay E LT

Time Range (FOYF#oY YR |1 ~90 B E/Idh A X AREHEEEZEECED Key 4y
b v U A b, REEIEEIEOFEM & EEEO = — X ICADbE LA AL~

A RZOWTI, (A% T 07T 47 LR— hORFEIHFFH D
W) (P3-4) #&HL T30,

Top Malware Categories: OB aAllE, BTEDHTIY AL o TR

Monitored or Blocked ek~ =7 737 FTYNFRENET, ZOHRILT T 7

ERTRRENES, Ahle~rT =7 A7 3 Y OFERICO
Tix, % 5-10 (P5-38) ZZML T ZEwy,

Top Malware Threats: Monitored O)Jzﬁ Ta i, Fio=A vy o T OBENRERINLET,

or Blocked DEHILY 7 TR CRFSHET,

Malware Categories [Malware Categories] 1 ¥ % 777 47 T —7/WZiX, [Top
Malware Categories] 7+ — ki i‘%Téz}’L’Cb\éﬂﬁlb 0)-7/1/'7 ES
7 AT I VICET LEMERSRRINET,

[Malware Categories] A > #7277 47 7—7VANDY » 7 %
2V rFhE HarDv LT 2T ATIVEBLIRER Y U —
7 CORHGITICET A I HICFE LW ERPRRINET,

W4 . = D7 —7 LD [Outbreak Heuristics] V > 7 # i3 2%
L O T IV TOD T UF T v a VRRAE LD ERT
Frv— MRRRINET,

Bhip=w =7 BT 3V OFEMIZONTIE, £ 5-10
(P.5-38) #ZHL T X,

Malware Threats [Malware Threats] f > % 7 7 7 4 7 7—7 VIZiE, [Top

Malware Threats] &7 ¥ a2 VIZEREN TN D ﬂEI/z DN x
T OEBICEAT DFEMIERARSTINET,

[Outbreak] M7 ~)LEFBZDFNTWDEBIT, DR F ¥
TV 3BT, Adaptive Scanning BEREIC L o THiE Sz
é}ﬁ“@‘d—o

Je

EYhk ZOVR—=FOE2—2WRAE<AXTHITR, (L85 27F 47 Web LIR—F (7 X—=T Dt
fE) (P5-7) 2BML TS,

[Malware Category] L R— k R—2
[Malware Category] L'AR— bk X—=I Tk, flxDO~A =T BT 2V &Ry NV —27 TOZOEEIZ
B DRt e R R TEET,
[Malware Category] L'7R— b X—Z7 78 A4 21201%, ROFEEZETLET,

ATYvFT 1 X2 VT4 EHTTIAT U ADY 4 RUT, [Web] > [Reporting] > [Anti-Malware] % 3R L &
\?AO

[Anti-Malware] X— VU NERSNET,
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ATwF 2 [Malware Categories] £ ' ¥ 7 77 47 7—7 /L, [Malware Category] 7 7 LNOH T 2V %
Vo7 LET,

[Malware Category] L'7R— b X—URNRRINET,

5-10 [Malware Category] LiR— k R—
Malware Category
Adware
Printable {PDF)
Time Range: | 90 days v

31 Aug 2011 00:00 to 29 Moy 2011 17:44 (GMT -08:00)

Malware Category: Adware

300
270
240
210
180

Monitared
150

120 I Blocked
a0
Il
30
, Hﬂn | Hﬂ H “Inln“ﬂ Inlnlnﬂ HHHH i S | | |
01-Sep 15-Sep 29.5ep 13-0ct 27-0ct 10-Meowv 24-Mov
Export...
Malware Threat Transactions Monitored Transactions Blocked Transactions Detected =
1,773 il 1,773
9 o 9
g o g
Columns... | Export...

ATFYT 3 ZOLR—=FDEa2—% WAL ARTAHINE. A 7T 0T 47 Web LR—F 4 7 R_X—=T O
fE1 (P5-7) L TLIIZEN,

[Malware Threat] LA R— k R—2

[Malware Threat] LA — bk X—2iE, FFEOEBICEHLINTWH I TAT U b, BLORESR L
WREME 55 7 T4 T F DY A RAFERSA, [Client Detail] <—Y~D U > 7 Bb 0 £, LHE—
FEHO ML R 7T 7IZE, BELERREENCTERICA L TE=F S v Frvavk
LT my s SN T oI va v RRRINET, FHOT —7 ML, 1BE LR REFEN T
BIZELTE=F SN T oI varBlTey s sz b T o7 v a VOERBOENPERS
nEJ,

[Malware Threat] L' 7R— bk =27 7 ¥ 2T 512i%, WOFIEEZEITLET,

ATF9T 1 X2 VT4 BT TI7A4T 2 ADY 4 KT, [Web] > [Reporting] > [Anti-Malware] % #4R L &
‘a—o

[Anti-Malware] ~<—YRFERrENET,

ATwF 2 [Malware Threatl £ > % 77 7 47 7—7 VT, [Malware Category] # 7 LNOAT IV E I U v
Lij—o
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ATFvFT 3

ATy 4

[Malware Threat] L' A" — b X—UNRRINET,

5-11 [Malware Threat] L R— F R—2
Malware Threat
Frintable (FDF})

Adware > BllaibBalie DOUE LI 5

Time Range: | 90 days

v

31 Aug 2011 00:00 to 29 Moy 2011 17:55 (GMT -08:00)

Malware Threat: Sls iaie Sous Sl -

300
270
240
210
180
150
120

a0

60

. }HHHN HHHH HnnHﬂ ﬂﬂﬂ” HHHHNHH

01-5ep

15-Sep

29.5ep

13-0ct

Clients at Risk for Threat: Shs S aie S0 S«

27-0ct

10-Mowv 24-Nov

Monitared

W Blocked

Export...

User ID / Client IP Address Transactions Monitored Transactions Blocked Transactions Detected =
smith 1,286 o 1,286
jones 325 o 325
lee 7a i} 78

1 gonzalez ] o 8
reza 17 o 17
bill 17 o 17
brown 10 ] 10
schrnidt 3 ] 3
rnartin 4 1] 4
roy 2 u] 2
l— Find User ID / Client IP Address Colurmns... | Export..,

IOVHR—=IDOEa—%2 DRI A RXT2IE, (A 2F 7T 47 Web LIR—T 4 v 7 X—=Y Dk
fE1 (P5-7) 2BML TSN,

FEHZ OV TIE, 7 — 7 @D F @ [Support Portal Malware Details] V> 27 %27 U v 7 LTL &0,

[Anti-Malware] ~*—® [Top Malware Categories Detected] 35 £ O' [Top Malware Threats Detected]
WL T, A7V a— B EINEZVR— b EERTHZENTEET, 272 L, [Malware
Categories] ¥ & U [Malware Threats] L' AR — b X—=U MM LERINDA VAR — NE, ATV a— LiRE
FTHZELTTEERA, VR—FDRFZ P a—ABEICOWTUL, A7V a— B ESNTZLR— b
LA T~ K Web LAR— MZoWT) (P5-63) #ZMLTLIEE0,
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TILITTFTDATIIZONT

WDRIZ, Web X2 T 4 TTIAT LV ATTI Ry CELIEIERYNA T 2T OIT I B

LET

VAT FDHTITYIZDOIT

RILITT7DEAT |HHA

FEY7 7R =7, BEAEN Ca—Y 2R RICHEET D, T XCHOY T vy T

FATRRE 7 7 ANVBIOT 774 UBnEGENET, TR =T7 77V r—
varyORiZiE, BlxOTrERAERKFICETLTCEVWE T4 IET, £
ZABILT D2 LORH Y £9, EERMOFUIT, v~ UoNEBIENDZNCH
LORFETINDLICTIELORDYET, £, ZNHOTa s I L8 -
TEXF2 VT A BRENEFEINT, 2—FRT I U0FRBA T v a v, TAY
hy 7 BLOFOMDO U AT AREEELTERIRHILGAELHY £,

IS99 AJLIR—F T
PEL/ N

TG AR F T =7 MM JEEOFRP L — PR EOTE -V 12
BT D SESERBELZET T ORBENDROHLT I UV FF7 74 TT,

BRAVATL E=4

PR AT A F=Z1T, EYRFERICESTEROIA B ATRETE 5,
VAT T AR ATY 7 N =T T,

HL4XS HAXYTE, ETLHDLWVENOXATDOAL L E—Fy N T vAZFHL
T, 22—V ORETHEN K2 LI, BEBEEFDEIO )2 BRI E 7213
P4 Ma—HE2ERT 2717 7 AT,

—BHERRLITT7 (A4 T 2T F 2 Ea—FIIA VAN LENEZZAL DT =T T,

=PI BN D Z &R T ORMEREZNEL LT,

N Sxvh—

ATy T—E, 22—V OEETHEYNEKEK R LIz —% % Web 1 MZ
BT IS TLAEFETLEY TERLIIC, VAT LRTEELEE L
D, =DV AT AIREREFTEZMAT-0 LET,

FR/DTILYZT

ZOHTIVIEF, EREHFDOEDITIVITHEY TUIESRNIL T T LEE
bLOVEMEICHEHR S E T,

F79rIM4Y Ea—
YRTFa49Y

ZOHRTIVIE, MOT Ty 2T =Yy LTINS, Adaptive
Scanning IZ X > TR SNz~ LD =T 2R L TWET,

24v¥ 249 URL

74 vy Z URLIZ, 77 U9HOT FLAN—IZRRINET, Haicdo
TIE, BN FAA CZFE LT FAS AR EnES, 74 v
3. Y=y 2 =T ) 7 L BRI O S 2 L TEAT —#
el 0 EORBIEF w2 A HT, A2 T4 > ID BT,

PUA FFEILLARWTF Y r—varoZ b, PUA T, BETIRHARAVLWHHFELLL AR
WERRENDT SV r—va T,
¥ & W NE =k ] VAT A E=ZZITIE, WOWTNODT 7 arEEITTAY T R TR

giﬂi#o
IR . FETTENT, VAT A SRR —F Ty g v ERET A,
IhHOREEE TS L TR TES LT 5,

(N =E 8O 8y M=t 4

fefoFrvra—FiF, A A=V RIZVE—KN KA N YA NZT7&
ALT, VEBE—F FRAMNOR =T 74 VA haeA A P—)LT
5haADOKRETT, TNHDOA A =L, BET2—FICEMPND Z
EAtbhEd, ¥z, baAfoFxrvre—XFUE—h AA MEZEIY
A M E T a— FHESERETHIOT, A VA=A T LI, a1 — )
R ERH0 7,

rBAL DOKRE

reA OKREZ, BT TV r—arv b ESHERI S ATET, UA
NALIIRZY, beAOKRBIFACERLEEA,
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VIO ITFDHTTYUIZD0T (FE)

RILIT7DEAF |HHA

fOL DTS freAs D7 4 vyt BBELEI L Ea—X A THEED Web ~_— M)
TIRASNDDZE/HEON, ERIFERE L~ v E AT v U LTEHRITY A
b A= ar %A b, HDEIWVIAVTA U RHY A MCBEBRT A 2—F
HENRAT— REBELET,

J4ILR T ANART, 2—FRE i ar e —File— R, 2—FoF
BICK L CEITEND T VT 5FEZTa— RTT,
D EN U—AlZ, 2o Fa—% Xy NU—7 FCHCDZER L, ®HITEELRT Y

TarvEETTASu S I AFERIFZTATY XAATT,

A

[Client Malware Risk] X—¥

[Web] > [Reporting] > [Client Malware Risk] X—J1%, 7747 b ~rv=T VAT 7774 &
TAEE=ETHEDIHEATEL X2 ) T A HHEOLR—TF 4 7 =TT,

[Client Malware Risk] X— Tk, Y A7 L2EFHENR L T ny 7 FLEFEELZITTVWDH2—
FEHERTEET, ZOX—UTIESINTHEENL, FHEETZ2—F V227 )7 LT, D
2—PNREHDOT ey I REEEZITTWHRA, BLOXy b —7 Lo —HF 10 &£ <Ml
ENTWVBENE > TND2—VFDITEN 2R TE £,

& 512 [Client Malware Risk] ~—12i%, L4 FT7 7 4 v 7 £=% (L4TM) IZ L > THREES T, M
EOEW~ Ly =T #RICEELTWE 7 IA4 T MNP T RLARERENET, <L v=7 YA
BB T 220 Ea—2E, w0 TIERL TV D HEERHV ET, ZhbD~v Ly =T
I kRoavr R/iaryhe— L P—NZERLES ET50T, RELRTNIERY A,

5-12 1 [Client Malware Risk] ~— %R LE T,
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5-12 [Client Malware Risk] R—<
Client Malware Risk

Printable {PDF)

Time Range: | 90 days v

31 Aug 2011 00:00 to 29 Moy 2011 18:15 (GMT -08:00)

Web Proxy - Top Clients: Monitored or Blocked

195.51.100.59
195.51.100.12

—— A 1T
11538

1337

28

johnson
lee
smith
jones
williarns
singh | 6
schmidt |4
gonzalez |3

o 4,000 8,000 12.0k
Transactions

Malvware Tranzactions Monitored

I Malware Transactions Blocked

Chart Options... | Export...

L4 Traffic Monitor: Malware Connections Detected

195.51.100.128
195.51.100.40

195.51.100.155
195.51.100.41

195.51.100.118
195.51.100.46
195.51.100.47
195.51.100.17
195.51.100.12
195.51.100.50

Monitared

Web Proxy - Client Malware Risk

I 2172
I ¥
1310

[0 276

1151

60

57

42

31

12

0 1,000

W Blocked

2,000

Transactions

Chart Options... | Export...

Itemns Displayed -

L4 Traffic Monitor - Clients by Malware Risk

User ID / Client IP Address Malware Transactions Monitored Malware Transactions Blocked Total Malware Transactions Detected +=
195.51.100.59 7,955 3 7,958
195.51.100.12 1,538 o 1,538
johnson 337 o 337
lee 28 ] 28
smith 19 ] 19
jones 17 o 17
williarns 1z ] 1z
singh ] o -]
schrnidt 4 i} 4
gonzalez o 3 3
Totals {all available data): 9,918 g 9,926
Columns... | Export...

Itemns Displayed n

Client IP Malware Connections Monitored Malware Connections Blocked Total Malware Connections Detected -
195.51.100.128 2,172 o 2,172
195.51.100.40 1,654 o 1,654
195.51.100.155 310 o 310
195.51.100.41 276 o 276
195.51.100.118 151 o 151
195.51.100.46 &0 o &0
195.51.100.47 57 o 57
195.51.100.17 42 o 42
195.51.100.12 31 o 31
195.51.100.50 1z o 1z

Totals {all available data): 4,795 1] 4,795
Columns... | Export...
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7 5-11 T [Client Malware Risk] ~X— Y OEFHIZOWTHHA L £,

& 5-11 [Client Malware Risk] L{R— k R—SORAE

2o ay B

Time Range (FAYFHYY YR |LK— Mo&E®H T — 4 ORHHALZ BN TE 5 A =2 —, ##
B MZOWTIE, (A2 575 47 Ll— s ORREHF O@R |

(P3-4) ML TLIZEN,
Web Proxy: Top Clients Monitored |- »F v — FNZid, /LT =7 DU RATBFA LT EAL 10 AD

or Blocked a—FRFRINET,
L4 Traffic Monitor: Malware ZOF v — ML, BN TROBEREIC LY =T oA NI
Connections Detected BLTVD 10 ADIL Ea—FDIP 7 FLARERINET,

Z OF ¢ — hiE [[L4 Traffic Monitor] ~<—"] (P.5-44) ®
[Top Client IPs] % — F &R U CTT, F#EMHBINTF¥— K 47
A IONTIRIDHESZRL T EEN,

Web Proxy: Client Malware Risk  |[Web Proxy: Client Malware Risk] 7— 7 /ViZi%, [Web Proxy:
Top Clients by Malware Risk] £ 7 ¥ 3 “iZEREN TV D~
DI TAT MIETLHEMERNIRRINET,
ZOT=TINTHEA—F s Vv rT2L ZOIITAT b
(ZB9#9 % [User Details] X—YBRERINET, ZOX—T0D
FEMIC DWW CIX, T[User Details] ~<—) (P.5-20) #&MR LT
<TZ&EW,

T=TNVAEEDOY 7 %7 Vw358 llxDa—FL,
NI 2T DYV AT NI A—LTWDLZEDL—YDT 7T 4
BT 4 SLICFELSFERTEET, 72& 213 [User ID / Client
IPAddress) W7 LDV 7% 7 Vw7 FHE, FO2—HD
[User] =— B8 L9,

L4 Traffic Monitor: Clients by IOF =T ML, MEN T T 2T A MOEEICT 7 &
Malware Risk AL TWVWAEaryEa—4DIP T RLARERINET,
Z 07 —7niL [[L4 Traffic Monitor] ~<—"] (P.5-44) ®

[Client Source IPs] 7 —7 /L &R U T, 7 —7 /L DOEEIZDN
TRHZIOHEZZRL TIZEV,

Je

EYhk ZOVR—=FOE2—2WRAE<AXTHITR, (L85 27F 47 Web LIR—F (7 X—=T Dt
fE) (P5-7) 2BML TS,

[Web Reputation Filters] X—<

[Web] > [Reporting] > [Web Reputation Filters] 1%, 5& L7=FE&HAND b7 Y7 v a izxtd 5
Web LB 27—y gy 740y (a—FRRE) OFRERTRTDH, EXx2 ) 7 BHEDOLR—T 1
VI R=UTY,

Web LEaT—>3> J40)L3 &%
Web L E=2T7—v a3y 700X, Web —"OEEEZSHT L, URL X—Z2AD< /LT =T NEENT

WHTATHEMEZ TS B2 DL EaT— 2y Aa7 % URLICEIV Y TEd, ZoMEx, = F
=P TA N =R EOHBBIEREGRICE ST URL R—2AD< L7 2T 2o &ir b
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¥4+, WebtxFalF 4 77547 %F, URL L 2T — gy 2a7#FHALT, bLWnWr 2
TAET 4 BRETDELEHBIC, SNV T2 THBEERRIIGEETET, Web L BT —vary 7 40
X, 72782 RY L —LEBRY O —DlF LG THATEET,

Web LB 27— ay 74 ¥ TiE, HAOICARRT —2E2FEHAL TS Z—F>y b RAALDE
MEMENF S, URL DL B aT— a il RAa 7 M bnE T, BHED KA A RBEINLTH
72, Web A FBHRA M ENTWDEFT, Web b —_"BX A FI v 7 IPT RLAEZHHLTWS
DEIPREDT =X EHEHA LT, FFED URL OFEESHEINET,

Web LE 27— a rOfHE T, URL 2Ry hU—27 RTA—FZHEMIT T, v 0 = 7 BFEE
THAREMENHESNE T, AT =T BFEET D AREEO R’ -10 ~+10 ® Web L E =7 —
vary RaTiley B EnET 10 By = T EETe TSR BV,

NI A=ZIZE, REZRROLORHY £7°,
e URL WHE7T—#

o H¥yrm— RNu[fg/ra— ROFLE

o B AHB/TY Fa—H 741 28HE (EULA) OIFE
o =AY a—AERY 2a—2DEW
o Fv hU—7 F—F—IEH

e URL DJERE

o URL D%

e TuvZ YR MNIFE

o FFE U R MTTELE

o ANRDO®HBKAAL LD URL A7 IR

o RAALDLIALTIER

e IP7 FLAEW

Web LE 2T —ay 74 F Y T OFMTHONWTIE, [Cisco IronPort AsyncOS for Web Security
User Guidel @ T[Web Reputation Filters] ZZH L T 72& W0,
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5-13 [Web Reputation Filters] R—

Web Reputation Filters

Printable {PDF)

Time Range: | 90 days v

30 Aug 2011 00:00 to 28 Moy 2011 15:20 (GMT -08:00)

Web Reputation Actions (¥Yolume}

31-Aug

14-Sep

28-Sep 12-0ct 26-0ct

Web Reputation Threat Types by Blocked Transactions

0%-Nov 23-Nov

Export...

Action
Block 0.2% 6,197
B =can Further: Malware Detected 0.3% 10.0k
Scan Further: Clean 25.4% 927 4k
Allow T4 2% 2.7M
Total 3.7M
Export...

Web Reputation Threat Types by Scanned Further Transactions

Adware
adware Trojan |
othermalware | Othermalware |1
phishing [ Phishing []
trojan Spam
T T T T T d T T 1
o 2,000 4,000 6,000 o 10.0k 20.0% 300k
Transactions Transactions
Export... Export...

Web Reputation Actions {(Breakdown by Score}

Score & Block Scan Further: Malware Detected Scan Further: Clean Allow

-10.0 ... -9.1 170 o o o
-9.0 .. -81 58 o o o
-5.0...-7.1 4,594 o o o
70, -6 1,288 o 75 o
-6.0 ... -5.1 g7 265 28.6k o
-5.0 .., 4.1 o 414 4,208 o
-4.0 .., -3.1 o 5 10.7k o
-3.0 ... -21 o 1,023 46,2k o
20 ... -11 o 179 17.9k o
-1.0..-01 o 1,771 15.9k o
0.0..09 o 910 176.6k o
1.0 1.9 [u] 61 60,1k [u]
20..29 o 321 39.5k o
3.0..39 o 3,393 48 .5k o
4.0..4.9 o 77 308.5k o
5.0..59 o 391 1251k o
6.0 .69 o o o 1.5M
7.0..7.9 o o o 4.0k
§.0..589 o o o 135.3k
9.0 ..10.0 o o o 6369k
Mo score ] 513 42.5k ]

Export...
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[Web Reputation Filters] ~— VICIFRDIERNF R I E T,

& 5-12

[Web] > [Reporting] > [Web Reputation Filters] R— < D RE#H

ovay

SitEA

Time Range (FRAyYZF4&%> X
k)

1 ~90 FRIEZIZ A X L AHHHAZIRECTE D Fry 74 Y
v U R b, BRSEHOENERBEO=—XIZhbE I A Y <
A RZHOWTIE, A 2T 77 47 LiR— b ORFE#PH O
R (P3-4) 2ZBLTLIEEN,

Web Reputation Actions (Trend)

v va lE, HBE LR (BT o BRI (2%
HWeb LEaT—2ay 77 a0t HhAmoBREY)
D, TI7RATERRINET, 2087 v a Tk, Fo
BORICEY Web L 25— g0 7273 a VOBERR ML
NEfERcxEd,

Web Reputation Actions (Volume)

OB allE. Web LE 2 TF—v gy T arDR
Va— 2N S0P 7 a v BORBTRRINET,

Web Reputation Threat Types by
Blocked Transactions

ok variZid, Try S Web LE 2T —v gy X
A TRERINET,

Web Reputation Threat Types by
Scanned Further Transactions

Adaptive Scanning 3 A X —7 VDL, TO®T v a LT
BOFREERRIBENTZ b T VT v a v oBBRFERINET,

Adaptive Scanning 31 F—7 NV TRWEAE, ZO® 7 v a il
37 By 7 ENEEDICELICAT Y U ELE LS5 Web L
Va7 —valy ¥ATRERINET, Web L E 2T —va
T4 nNZ Y TORERMN [Scan Further] OFA. T o7
vaYiET Ty =T V= ZEI N TEMO AR v R
fThbnEd,

Adaptive Scanning 31 X —7 NV TRWEAE, ZOAL X T
TAT T=TNMZRFET 7 arDWeb LEaT—v 3y A
IT7 ORRBERINET,

Web Reputation Actions
(Breakdown by Score)

Je

=

TDLR—FDEa2a—% B REZ~ARXTAHIZNE, (A2 FF 75 07 Web LiR—F 4 7 R_R—T DR

fE1 (P5-7) #ZRLTIEEN,

Web LEaT—2 3 VEEDRE

FREFEHD Web L E 27— a3 VOREIX, LAR— MERICESHTRET L, EBRTEET, 2L
ZIiE, LEWEA=T7 2% L7V, Adaptive Scanning &1 *—7 /£ 72ETF 4 E—7 M L7Z0 T
TET, Web L 27— a3 VOREICHT HFEMIC OV TIX., BV Cisco IronPort AsyncOS for
Web Security D/N— g NZxfIST D2 —H HA REZZRL TS0,

[L4 Traffic Monitor] X—<

[Web] > [Reporting] > [L4 Traffic Monitor] X— it ¥ 2 V7 A BHED L R—T 4 V7 =T TH Y,
FE LRFEHEENIC LA P T 7 4 v 7 F=XICE-oTWebExa VT 4 77747 2 ETHIS
Nlewnh =7 R—hexnv=7 ¥4 MIBETLIERBERSNE T, v T =7 %A MIHEIC
TI7EALTCNDZIFAT L bDOIP T FLAbRRSNET,
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L4 b7 74w 7 F=XF, £ WebtXa VT4 77747V ADTRTOR— MIEETDHFH Y b
I—20 v 774w 7% )AL, RAALVAHEIP T RLAZMBDT =4 X=X F—T LD
VEBALT, BREN I T4 v I EBENT T4 v 7 2R TOENE I DERELET,
COVHR—=FOT—Z&EERALT, A= EEF VA b 2Ty 73220 E202 B LZY, FED
IFGAT VNPT RUARFELLHABEIIN Y =27 A MIEHRLTWDIHEEB (& 2, £OIP
7 RUVRICEEMN TN Za o=, fhoav s R/arybo— L B—CERELEDY &5
AT TICEREL TSR YY) ALY TEET,

5-14 12 [L4 Traffic Monitor] ~X—Y %/~ L £,

o)

ek ZDOLR—=FDEa2—% B AFAXTHINE, (A 2T 7T 47 Web LIR—T 4 7 RX—=TU D
E1 (P.5-7) &ML TLLEE0,
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5-14 [L4 Traffic Monitor] R—2

L4 Traffic Monitor

Printable {PDF)

Time Range: | Day v |

28 Mov 2011 12:00 to 29 Moy 2011 12:14 (GMT -08:00)

Top Client IPs: Malware Connections Detected

195.51.100.128
195.51.100.40

—— 3
I ¥
198.51.100,155 |1 310

193.51.100.41 | 1276

195.51.100.118 [] 151

193.51.100.46 | 60

195.51.100.47 | 57

195.51.100.17 | 42

193.51.100.12 |31

195.51.100.50 |12

0 1000 2,000 3000 4000

Transactions
Monitared . Blocked

Chart Options... | Export...

Client Source IPs

Top Malware Sites: Malware Connections Detected

e e S I I
NG | 153
el ittt T 182
el ittt . T 180
4 it omi g [T 165
el Bl il o [T 158
Vo e ety [ 149
et Pt swmi g [ 144
g g e [ ] 138
ol Bl bl o [T 135
o a0 w0 600

Transactions
Monitared . Blocked

Chart Options... | Export...

Itemns Displayed

Client IP Malware Connections Monitored Malware Connections Blocked Total Malware Connections Detected -
195.51.100.128 z,166 o 2,166
195.51.100.40 1,654 o 1,654
195.51.100.155 310 o 310
195.51.100.41 276 o 276
195.51.100.118 151 o 151
195.51.100.46 &0 o &0
195.51.100.47 57 o 57
195.51.100.17 42 o 42
195.51.100.12 31 o 31
195.51.100.50 1z o 1z

Totals {all available data): 4,788 1] 4,788

Columns... | Export...

————
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(A= b DR )

Port Malware Connections Monitored Malware Connections Blocked Total Malware Connections Detected -
&0 4,383 il 4,383
6551 309 o 309
53 73 o 73
443 10 il 10
gz 4 i 4
050 4 o 4
3219 2 o 2
25 1 o 1
9545 1 o 1
35892 1 o 1
Totals {all available data): 4,788 1] 4,788
Columns... | Export...
Itemns Displayed
Malware Connections Malware Connections Total Malware Connections

Destination IP Website Monitored Blocked Detected +
i e . TP S PRI S 496 o 496
- oy 183 i 183
FPIRPR— 152 i 182
- FPIRPR— 180 i 180
- 166 i 166
R g te 155 o 155
- P — 149 i 149
. - 144 0 144
- SAp—— 138 i 138
» Sl g g 135 i} 135
Totals {all available | -- 4,788 1] 4,788

data):

l— Filter by Port Columns... | Export...

# 5-13 T [L4 Traffic Monitor] X— I ICERENDZEREHHE L £,

% 5-13 [L4 Traffic Monitor] L R— k R—SORNAE

o ay B2

Time Range (FAY &9 >Y R VR — bR OBERFE A2 B IR TE D A =2 —, FEMIZONT

B W A2 7 7747 LiR— hORKREFEHEOZER] (P3-4) %
ZHRLTIEZEN,

Top Client IPs o' ¥a U AiE MW TR OB LT =T A BT
L Tnbarta—4DIP 7 RULART T 7N TERS
ﬂij—o

F ¥ — FDF® [Chart Options] V > 7 %27 Vv 7325 L, R
A )72 [Malware Connections Detected] 7> & [Malware

Connections Monitored] ¥ 7213 [Malware Connections Blocked]

WCEETEET,

ZDOF v — kX, [[Client Malware Risk] ~—"] (P.5-39) @

[L4 Traffic Monitor: Malware Connections Detected] & [f] U T

R
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& 5-13 [L4 Traffic Monitor]

LR—F R—CSORE H#E)

o3y

B

Top Malware Sites

o7V a i L4 bT T 4 v E=H Lo THRIEEN
T~y 27 AL BT T 7R TERINET,
Fx¥— h®OTF®? [Chart Options] V 27 &2 Vv 7+ 5L, &R
% {8 & )72 [Malware Connections Detected] 7> & [Malware
Connections Monitored] % 713 [Malware Connections Blocked]

WCAEFETEET,

Client Source IPs

ZOTF—7 NI, BN T LY =7 A MBS L
TWBarvEa—4DIP T FLUARFERENET,

%E®T~F®T ZITEEDDHITIE, T—TINVTFEHOR
7 AR — hEFEAIIL, [Filterby Port] 27V v 27 LET,
_®% %ﬁﬁLT\7W?ITﬁE®ﬁ—F%EﬁLTvW
T 7 YA b~ TFFE] LTWEnEHEcE 9,

BHFEOR— FRFESE R A A V72 EOFMIERE R AT D121
F=TNHNOZ NV 27 )y LET, TobkxiX, HORE
D7 Z7A7T v MIPT KL AD [Malware Connections Blocked]
BEWEIEZRLTWDEE, TONT LO8EE2 Y v 7T
Ll TRy INTH/EROY A SBRRINET, ZDY

A M. [Web] > [Reporting] > [Web Tracking] ~— @ [L4

Traffic Monitor] # 7 IR & L TRRSNES, VA LD
SR VT, T[L4 Traffic Monitor] # 7| (P.5-56) % %
LT EEN,

Z T —7 Vi, [[Client Malware Risk] ~<—| (P.5-39) @
[L4 Traffic Momtor. Clients by Malware Risk] 7— 7 /L & [A] LT
\?AO

Malware Ports

ZOT—=TMIIE, L4 T T 4 v T FE=HIZ Ko TR BEHEIC
N 2T RBHENER— FRERENET,

#ﬁ%%FTé X, TR0 MV E 7Y v LET,
7= & %21X. [Total Malware Connections Detected] D #%fii % 7
)/7?6& ZDR— DB EHROFHEMGERDBR RSN ET,
Z DY A ME, [Web] > [Reporting] > [Web Tracking] ~—®
[L4 Traffic Monitor] # 7 IZHERR L L TR RINET, U A
kN DFERIIZ OV CIE, [[L4 Traffic Monitor] # 7| (P.5-56) %
ZHLTLIEEN,

Malware Sites Detected

IDT—TNIE, L4 b T T 4 v BRI Ko T BEEIC
TN =T B ENT FAAL URFRRENET,

BEDOR—sOT—ZET 52505120, T—T NV TFEOR
J AR — +FEEEZAJL, [Filterby Port] 227V » 7 LE T,
:@% EXEAL T, VA bEREFR— b 2T 0y s3T50 E
IEHMITE T,

#ﬁ%%ﬁ?é X, 7= RO M E 7Y v 7 LET,
7= & %212, [Malware Connections Blocked] ®¥fE% 7 V v 7 3
5&‘%m®#4k HLTTry 7 SHBHERO ) X B
FRINET, ZDY A ML, [Web] > [Reporting] > [Web
Tracking] ~4— ™ [L4 Traffic Monitor] # 7 IZHBEHER L LT
FRINFET, VA NOFEMIONWTIE, [[L4 Traffic Monitor]
2 7] (P5-56) #ZMLTIZauy,
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Evk CDVER—=FDE a2~ NAZART DN, A ZF7 7T 47 Web LER—F 4 7 =T D
g1 (P.5-7) 2R LT EIWN,

= o & &
[Reports by User Location] N—¥/
[Web] > [Reporting] > [Reports by User Location] ~— Y CTi, ENXA L 2—FRa—h L VAT ALE
TIZVE—F VAT ADPDLEITLTCWDET I T 4 BT 4 R TEET,
MNBERDT I T A ET LIFKRDOEBY T,
e B—H N a—PEBIRIE—F 2—FRT7EAL TS URL ATV,

e D= a—HTEBIRIE—F 2—FRTI7EHALTNDEY A MIEL->THRIT—ENTWNDET
VFNT 2T T T4 ET 4,

e =N a—FEBIOVE—F 2—FRTI7EALTWVEH AL FO Web LE=2T—T 3,
e B—H N a—PRIRIE—F 2—FRTI7EALTNET SV r—r3 L,

o a—H (m—HALBLIOYE—}),

e B—HN 2—FBIRVE—F 2—FRTI7EALTNE RAA,
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5-15 [Reports by User Location] R—

Reports by User Location
[ Summary | URL Category | Anti-Malware | Web Reputation | Applications | Users | Domains ]
Printable {PDF)

Time Range: | 90 days v

30 Aug 2011 00:00 to 28 Moy 2011 15:41 (GMT -08:00)

Total Web Proxy Activity - Remote Users

Mo data was found in the selected time range

Web Proxy Summary

Mo data was found in the selected time range

Total Web Proxy Activity - Local Users

20,0 Web Proxy Summary

63.0k

56.0k

Clean 99.4% 3.6M

49.0k B suspect 0.6% z2.3k

42.0k -
Total Transactions: 3.7M
35.0k
Export...
28.0k
210k
14.0k
7,000
0 |

31-Aug 14-Sep 28-Sep 12-0ct 26-0ct 08-MNov 23-Mov

=

Export...
Suspect Transactions Detected - Remote Users Suspect Transactions Summary
Mo data was found in the selected time range Mo data was found in the selected time range

Suspect Transactions Detected - Local Users Suspect Transactions Summary

2,000
Blocked or Warned by URL N
1,800 B Categary £.3% 1,416
1,600
- N
1,400 Blocked by Application 0.0% 2
1,200 B EBlocked by web Reputation Filters 27.7% 6,197
1,000 .
U Transactions Detected by N
200 O Anti-Malware 44.3% 10.0k
600 Other Blocked Transactions 18.1% 4,034
400 -
Total Transactions: 22.3k

200 |
IS

|
.I| || |
g L ] TP Export

31-Aug 14-Sep 28-Sep 12-0ct 26-0ct 08-MNov 23-Mov

Export...
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[Reports by User Location] ~— IZIXR DOIERNPER SN ET,

% 5-14 [Web] > [Reporting] > [Reports by User Location] R— D#l

Eovay % BH

Time Range (FOYF#oY YR |1 ~90 B E/Idh A X AREHEEEZEECED Key 4y
b v U A b, REEIEEIEOFEM & EEEO = — X ICADbE LA AL~

A RZOWTE, T4 2T 07 47 LiR— b OFFRHFEOZE
R (P3-4) 2L T EEW,

Total Web Proxy Activity: Remote |- o+ 27 2 5 2, HEE LR (BHFM) 2B 5 YU E—

Users b a—HoT7T T vT 4 (fthm) 2, 77 7B TERE
WET,
Web Proxy Summary Zovr7va N, VAT A DR —H )L 2—HF LY E— |

2—YFOT I T A ET 4 DBEHNRFRRINET,
Total Web Proxy Activity: Local DT va it BELRZERM BEHm) B85 Y E—

Users N a—HoTsT T4 (5 B’ 77 7B TRRS
WET,

Suspect Transactions Detected: oI a i, VE—F 2a—WIH LTER LT V&

Remote Users A2 RY =T o THE LR (BEF M) IS S iz
bLWrZ ¥ 7 vay (f{Ehm) B 77 7N TRREN
x93,

Suspect Transactions Summary |— ot/ v g ilid, Y AT L EDYE—F a—FDED LWV
NV arOBHNRRREINET,
Suspect Transactions Detected: ok vaicit, VE— R 2—PFIHLTERLET

Local Users AR =2k o THRE LEZEBN (BG5S S5
bLWhNTF U rvay (Ehm) B, 77 7 TE RSN
ij‘o

Suspect Transactions Summary ORI a i, VAT LA EOO—H)L 2a—F DD L\
MUY a VOBERNERINET,

[Reports by User Location] {—Y Cix, v—hN 2—HF LV E—F 2—FDOT /T T 4 ZmT L
R—b2EgTEES, ZhCEY, 2=V Or—INV 7774 T4 LVE—bTIT 4T 4%
fEIC B TE T,

EYk COVR—FDOEa—%BAFARXTHINE, (A 2T7 7T 407 Web LiR—T 4 7 =T D
fE1 (P5-7) #ZHLTLIIZE0,

()  [Reports by User Location] ~— YV DIERIZHONWT, A7V a— LR ESNELVR—bEERTHZ L
MTEET, VR—FDRATVa—VREICHONTIL, [R7Ya—AREShEVR—- et T~
¥ R Web LAR— MMZHOWT] (P.5-63) ZZHLTIZI,

[Web Tracking] R—¥

[Web Tracking] ~—YZMHAL T, xD IV 7o avEhid@blLn T2 a0
H—UERFEL, TOFEMERRLET, BRIZEL T, ROZ 7OWTINETIEH S TREEZITV
iﬁ‘o
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o [[Proxy Services] # 7| (P.5-52)
o [[L4 Traffic Monitor] % 7] (P.5-56)

Web 7rXx v & L4 T 7 4 v 7 B=HOEWIZOWTIEL T Cisco IronPort AsyncOS for Web Security
User Guidell @ TUnderstanding How the Web Security Appliance Works| Z#ZH L T &\,

[Proxy Services] 2 7

[Web] > [Reporting] > [Web Tracking] ~X— " ® [Proxy Services] ¥ 7 Z{EH L T fHx DX =2V T ¢
aUR—R b BEORT 77 F TN a—R@EHa R =3 " bINES N Web T v F s
T2 ERBLET, ZOT—XIZL4 "N T T4 v 0 F=F2 VU7 THEEENETA,

ZOTF=ZEERLT, ROBEZMITHIENRTEET,
o AFELRERSX—Vx, TEOHHNOMERICHET D VAR— hafid LET,

7o & 21X, [Proxy Services] # 7 &MHL T, =2 —FR7 7 AL TWHHRED URL IZDW\WT,
2—FRT 7' A LRLC, ZENRFFAIENTZ URL THLEME I D, Lo FRERG T
ij—o

o Xy MU= X2V T4 BHE, DHORy NIV =IO BREEEDA~Y— T+ EN LTI
VT OBBICELENTWARNWNLE I NETHE LET,

FrEOHMNICEEINE NIV ay (Tayvy, F=X Y7, BRUOEEIHE NI oH Y
vary, BILENI U7 vavihl) oRBREREFRTEET, URLAIT IV, LT =T D
B, TV = arihll BEOKEEFER LT —2ERE T A NF ) T THIELTEE
\?AO

Web 7 v ¥ ZOFERBICOWTIE, 6] 1 2—F 0] (PD-1) 28R L TS0,

[Proxy Services] # 7 &> Web L AR—F 1 > 7 X—=T OHFHAFIC OV TiX, [[URL Categories] ~X—
VEXZDOMDVR—T 47 X=TYOHM] (P.5-29) 2ZRL TSN,

BLDHA Web TV T 4 BT 4 DA VARV AERBET AT, ROFIEEFEITLET,

ATYvFT 1 X2 VT 4EHTTIA TV ADY 4 KT, [Web] > [Reporting] > [Web Tracking] % &R L &
ﬁ—o

AFw 7T 2 [Proxy Services] # 7% 27V v LET,
AFYT 3 WMBRATLar b T74nNBFY T AT arETNTERT HIE. [Advanced] 27 Y v 27 LET,
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5-16 [Web Tracking] *R—<® [Proxy Services] % 7
Web Tracking
Proxy Services L4 Traffic Monitor
Available: 14 Jul 2010 15:00 to 258 Nov 2011 15:50 {GMT -03:00)
Time Range: | [Day »
User/Client IF: | {e.q. jdoe or DOMAINYjdoe)
Website: | (e.q. google.com)
= Advanced Search transactions using advanced criteria,
URL Category: | &) Disable Filter
O Filter by URL Category:
Application: | &) pisable Filter
) Filter by Application:
I {ex, Yahoo Messenger)
O Filter by Application Type:
I {ex, Instant Messaging)
Policy: | &) Disable Filter
O Filter by Policy:
Malware Threat: @ Disable Filter
O Filter by Malware Category: | Select Category..,
(%) Disable Filter
) Filter by Malware Threat:
I (ex, W3Z2/MyDoom-A)
WBRZ! | &) Disable Filter
O Score Range:
-10 to |10
O Mo Score
(%) Disable Filter
() Filter by Reputation Threat:
I {ex, phishing)
AnyConnect Secure Mability: @ Disable Filter
O Filter by User Location: I Rernote access
Web Appliance: | G pisable Filter
O Filter by Wweb Appliance: | Select Appliance...
User Request: | @ pisable Filter
() Filter by User-Requested Transactions
= Ve
AT9T 4 BEFMEEATLET,
% 5-15 [Proxy Services] # 7® Web +5 v X2 JiRREH
s =
7 ay BT
—
T4 FOBREEYE
T o 1 Jl ~ — > o — N
i i A VAR— FARORMEHAEZERLET, EX=2 VTR 77107

ATHERTE DRI OWTIEL, A 2T 7T 47 LiR— hORF
MEPH O] (P3-4) 2L T EEW,
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% 5-15 [Proxy Services] # 7 Web FS v X2 BRREH HE)

AFoay

B8

=Y/ 7747 IP

LAR— MIEREINDEIEL—F 4, FFEBHARO7 F 4T 2 b
IP7 RLVRAZBEETASLEY, IPHiPAEZ 172.16.0.0/16 D X 5 73
CIDR EAXTANTHZEHETEET,

ZDOT7 44—V REZEIZLTEL &, 7 XTO—FIZHT L RBREN
EEhET,

Web #A1

BESERO Web A FERERTANLES, ZO7 4=V F&EZETL
THL &, TRTO Web A MEETDIMBRERPEINET,

KooV rvary 24T

BERIRO N T T v a DX A 7% [All Transactions],
[Completed]. [Blocked]. [Monitored]. 7213 [Warned] 7> &R L *
‘j_o

BETRREY

URL A7 =Y

URL 472U T7 4 V&Y 7§ 5IZi%. [Filter by URL Category] %
BIRL, 74NV Z Y TRRETDHAL LFETNTERFEH» URL 7
FTYDEEXFEANLET, BRENTLY AL HT TV ZFIRL
ESSaR

—#HDO URL A7 TUNREH IND &, —HOIT IV IZ
[Deprecated] DT XABFITFOENIHZERHY ET, Zhboh 7=
Uik, 27 e 1 DOFHEMGE WebtX =2 V7T 4 77I7A4T7 AT
DOFHLWE T o Fr v arTERTE RS ARV ET, 2L, £0h
FIUNERRMNCREELZRKED T o7 v aiconTE, 5l
EMmBELFIITTEFET, URL ATV Yy FOEHIZOWTIE,
[URL 772V &y bOFHELFR—] (P5-28) #BML TS
A%

Feov 72y JAMIFEREINDITZ VD UAICERARLS, 73V
=BT HRED T oI a BRI RTEENET,

TSV r—va

TV r—va s TT 4 AE Y 73 5ITIE, [Filter by Application]
EERL, 74 NVZ VTS 27 7Y r—ya v 2 BRLET,
TV r—=vay FALATTT 4 F ) 73 5HIZIE, [Filter by
Application Type] R L, 74 VL& U U TIMHERHT 2T 7Y Fr—
vary AATEERLET,

RYv— RYv— TN—7TT7 4 V& 73 521X, [Filter by Policy] % #4R
L, Z4NVEZ VU TIERT AR O— I —T4E AN LET,
ZORY—=AWebtxalT 4 7TIAT U ATEEHRATHDZ
EEERLTLLIEIN,

~ T =T O FrED~NT =7 OB TT 44 Y v 7+ 5121, [Filter by

Malware Threat] IR L, 74 V& U U TIHEHTH~L T =7 OF
B AT LET,

N =T T IV TT 4 NE Y T T 5L, [Filter by Malware

Category] ZRIR L, 74V Z VU WA T A~V =T 73V %
BN L ET,
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% 5-15 [Proxy Services] # 7D Web FS v X2 BRREH HE)
AFay B
WBRS [WBRS] &7 3 2> Tlt, Web "—ZDLEaF— oy 2a7ick

LT 4NEY T BED Web L 2T —3a LV OBBICED T«

JVE Y TIRERETT,

e Web bt aT—vay Aa7T7 40 73 512i%, [Score
Range] #8R L, 7 4 ¥ U o 72T % LIRME & FIRAE % 38
WLET, HDWE, [No Score] ZEIRTH L, X7 B0
Web A h&T7 4 VZ ) 7 TEET,

e Web L V=27 —va OB TT 4VZ ) 79 521X, [Filter
by Reputation Threat] ZiER L. 7 4 L& U 7T AT 2 Web
LEaT7—va v O&BE AN LET,

WBRS 2 27 O DWW TiX, [Cisco IronPort AsyncOS for Web
Security User Guide] %ZH L T 7Z3V,

AnyConnect E¥ =7 £t |(VE— b EREFEr—HIV T I/ EATT V&) 735120, [Filter
V7 g by User Location] IR L, 77 ¥R XA TEERLET, +3CTD
TIRA ZA T EEHDITIE, [Disable Filter] Z#R L £7

(IHY YV —RATlL, ZOAF 7 3 it Mobile User Security & FEEILT
WE L7z,

o — R
2P X o TERBIZRB SN N T oI va rCoa g ) 7§
512X, [Filter by User-Requested Transactions] Z &R L £ 7,

() ZOT74NBEAR=TNTT DL, BRFHRITIE TREOHEN
KT arNEERET,

Web 7 7747 A BWED Web 7774 T 2V ATT 4 V& U273 %121, [Filter by Web
Appliance] DDA T a vy REL 7V w7 L, THFAL 7 4—/L
RIZ Web 7 7’947 A4 EANTTLET,

[Disable Filter] #8325 &, MBIIFTEXF 2V T A FHT 7 74T
ACBEMS T SN TRTO Web ¥ X2 VT 4 T T4 T VARG E
ET,

AFvF 5 [Search] %7V vZ7 LET,
Web b7 v 7 OMBRERNDERENET,
Web b7 v % ZEERICHOWNT
T 74/ NTIE, BREIFA L AZ T TY— NS, BHHOREN R ETICERINET,
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5-17 Web rS v x> mEHR ([Proxy Services] 4 7)
reswre ... |
Itemns Displayed

Displaying 1 - 250 of 1000 items., «Previous |1 2|3 |4 | Mext»
Time {GMT -08:00) = Website  {count) Display Details... Disposition Bandwidth User / Client IP
30 Mov 2011 17:28:56 | http://downloads.ironport.com (33 | Allow 9,138B | 198.51.100.128
30 Nov 2011 17:28:45 {2y |Monitor 1,0676 | 198.51,10040
30 Mov 2011 17:25:42 (2) Block - Policy 0B | 198.51.100.155
30 Now 2011 17:28:14 (6) |Block - WBRS: -9.1 0B | 198.51.10041
30 Mov 2011 17:25:07 (51 | Allow 8,614p  195.51.100.118
30 Movy 2011 17:27:59 (2} | Block - URL Cat 0B | 195.51.100.46
30 Mow 2011 17:27:45 (23 | Block - WBRS: -7.3 0B | 195.51.100.47
30 Mow 2011 17:27:45 | http://downloads.ironport.com Allow 1,067B | 198.51.100.17
Y e e e G B B WY T W o o Y v ,_,.-‘.) = T =

[Results] ¥ 1 ¥ RUIZIZKDOBERDBFERSNET,

URL 237 7 & A S izl

N T v a TR LT Web A b

0 — RENToA A=, FITI47z JavaScript, 77 BAINIzBEI U F Y YA M2l 2—9n
B LT b T o7 va R o TRAELEEE N 7 v a o, ZOBEIX. T L5
L @ [Display Details] U > 7 O FiZH v a THENTEREINET,

B (T F T arofif, %ET556, NP rvaripnyuy s ilc3E=2shic
HE, H5WIFEERBEITINZEARRRINET),

NZ W T va v ORIRIE

a—%ID/ 7 FAT > NPT FL XA

N7 U a DN T I BICFEMZAE#REZ R T DI21E. [Website] 77 7 A RLH L@ [Display
Details...] V> 2 %27V v LET,

~

(E)

& A

1000 &2 DR ERRT 20N & D %G1, [Printable Download] V 7 %7 U v 7§
D&, BETDL NI YT v a rOFEMERS raw T — X —ANEENTZ CSV 7 7 AV EE
BeEET,

e

~

EY bk #RO URL BEIVEED LN TVDEEIE, EORAEWeb X2 T4 TFI7A4T7AThH
TN a BB EINTENIER L, EOT I ITATVADT Ve An SR T D L

764272 URL R ETE £,

500 frETORE T Y7 v a v OFEM AR T DI2IE, [Related Transactions] V7 %27 U v 7
LET,

[L4 Traffic Monitor] 2 2

[Web] > [Reporting] > [Web Tracking] ~*—® [L4 Traffic Monitor] # 7Zi&, v/ vU =7 #A FE
FOR—= b ~OERIZHT SFMERB R RINET, w0 =T A F~DERIL, ROZATD
HRIZE > THRRTEET,
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o FMH&EMH

o HA b, HEHENTZIP T RLAELIERAL Y

« H—F

o MEENO I E 2 —Z ICHEMNIT bR IP T RL 2
o AT

o PR ANI LT Web kX2 UT o 7754 T %

5-18 [Web Tracking] R—< ® [L4 Traffic Monitor] % 7

Web Tracking

Proxy Services L4 Traffic Monitor

Available: 14 Jul 2010 15:00 to 28 Nov 2011 15:50 (GMT -08:00)

Time Range: |Day v
Source/Client IP: | (e.g.12.23.34.45)
website/Destination IP: | (e.q. google.cormn or 90.87.76.65)
Port: I

Connection Type: | | Detected (All)

- . . -
Advanced Search transactions using advanced criteria,

Web Appliance: | G pisable Filter

O Filter by web Appliance: | Select Appliance. ..

—BL TR FER D 5 HEAIO 1000 fER3F RSN ET,

BOLWYA MZHDHEA M, EFREF T 7 a2 0B LT Web X2 VT 4 77747
A& Ford 5HIZ1E. [Destination IP Address] # 7 & H.H L @ [Display Details] V27 %27 U v 27 L¥
T

Z DIEROFER 2 IOV TiE, [[L4 Traffic Monitor] ~<—7) (P.5-44) &L T &0,

[System Capacity] R—

[Web] > [Reporting] > [System Capacity] *— Y Tix, WebEXxa2 V74 77747 RZL-TE

X2 VT BT T I7A4T A TRAET HEEAMEERLF R TEET, EEQRAIT, [System

Capacity] <~— V&ML T, MBI RE T v X7 LTV AT A FX /307 4 OFFEZLTH

NHZETT, WebteXa T 4 TTIAT LV RAEE=HTHE, Iy 0 T A NEREOREIZHEL T

WD EMRTE ET, &IE, BHORBICHE> TUH I ETRA, BWiceE=2Y 7 LThh

(F. BNy N T FERELE L THRICEATE £,

[System Capacity] *—L &M T2 L, ROEREHERTEET,

e WebtXaUT 4 77 T7AT7 U ARHEEIND CPU F ¥ T 4 WO TN ERELET,
IHIZ L - T, HEDKE(ICBINT T4 T U ARNORE Lol h £,

o MNITNVa—T 4T DEDIT, VAT ARRDY Y —AEHEH L TODLESERA L ET,

o RERHLTHXY Ny Ty A EHRLET,

s IBHEYVDOLIT U I var, BROBEERERAMELE T,
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[System Capacity] R—JICRRENDT—2 DERAX

[System Capacity] _X— T —# ZFrn§ HRFHHEAZ BINT 258, KOZLICHET LI LNE
Y,

e« Day L#— | : Day LF— FClx. BT —7 L2 BEA L, 24 BREIOMIC 1 22127 75
TUARZE LS =Y —OERARER R LET, - OBRIRET -7 Ao IE S ET,

e Month L7R— b : Month U7R— hTi%, 30 HfE/=1X 31 HE (ZOoHOHEKIZI L D) OH
T—7NERESL, 30 HEE/21E 31 HREOEMER 7 =V —KE2F R LET, b IEfRKET
j_o

[System Capacity] ~— @ [Maximum] A > V7 —# X, faEIN-HENORKEEZRLET,
[Average] fEIFFEE SNIZHIBINO T X TOMEDOEE TF, E3HMIE, VAR — Moxh L TRRI N
MBS TR 4, & 2E. ABMOF ¥ — bOHAIE, BT L O [Average] 8 &
[Maximum] B2 & R4 52 &M TEET,

(¥) Mo LA— b TRHEHFIC [Year] 28R L2513, RRKORREFEME TH S 90 H 2RI 5 2 & 24
ﬁbij—o

[System Capacity] X—IZ7 7 £ 245121, KOFIEEZFEITLET,

AFYT 1 X2 VT4 BHTTIA4 T ADY 4 KT, [Web] > [Reporting] > [System Capacity] Z &R L
ij_o

[System Capacity] X— Y BnERENET,
5-19 [System Capacity] R—

System Capacity

Printable {PDF)

Time Range: | 90 days v

30 Aug 2011 00:00 to 28 Moy 2011 18:20 (GMT -08:00)

Overview of Averaged Usage and Performance

Web Security CPU Response Time Proxy Buffer Transactions Per Connections Bandwidth Out (Bytes
Appliance & Usage % {rms) Memory (Bytes) Second Qut Per Second)
Wsa_01 27 7% 511 0B o 11 146
Wsa_02 32.1% 523 0B 1] 34 135
WSaA_03 38.4% S41 0B o 45 152
Columns... | Export...

ARTF9T 2 MoOXATOTF—2%KRTHICE, [Columns] 27 Vw7 L, RRT5H7T —FEERLET,

ATF9T 3 H—DTTITATUVADYAT A X% /32T  #FRT BT, [Overview of Averaged Usage and
Performance] 7—7 VD [WebtFX 2 VT 4 7T I7A TV AN TLTEMOT FIA4T L A%T Y v
& L/i‘j—o

DT TTAT AT % [System Capacity] 77 7R RINET, ZOXR—=TDT T 7RO 2
MHIZ AP TWET,

e [System Capacity] : [System Load]
» [[System Capacity] : [Network Load]J
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[System Capacity] : [System Load]

[System Capacity] U 4 » RUDKRYID 4 DDV F 7%, Y A7 LAMIETHLA—FTT, Zab
DLAR— ML, TT T4 T ATOENZ CPU AR ARENET, AsyncOS (X, 74 Ktk
BOCPUY Y—AZMHERALTCrI v rvary 20—7y b 2ALESEDL L)ICEEILENLTWVWE
T, CPUBHENAFEL TH, XTLHVAT A Xy 0T s OMEERTDOITTlEHY ¥ A, CPU
BHERELS, DOBRY 2—LDATY X—Y 2Ty B IREETIES, ¥ /30 T 0 DME
DORHEERH Y ET, ZOX=IIZE, WebtFxF 2T 4 TFIA TV ADVR—T 4 T DR
EOXFIERBERETHEMEND CPUERZRT 777 b RrENET, HEEN CPU DI T 71X, v R
TLETHRGZ LDV Y —2EMNT2/GEOHEBEZ R THETT, 77747 o ADORE N LERY;
A, ZOTT 7, REST 4 BT L O LB ERE R BT D DRI L E T,

Fo, IWERR/GRIED ST 7L 1 BHEVO T a0 s T 7I10%, BERRIEERR (2
URHAD) . 3L [Time Range] Fa v 74 vy A=a—CTHELZAMFEETO 1 BdH-v O 7
YA VEPRENET,

Cisco IronPort AsyncOS 7.8 for Security Management 1—4 754 F |



PREPH Web LHE—F 4 LT OERAKE |

5-20
System Capacity > wsa_01

[System Capacity] : [System Load]

Printable {PDF)

Time Range: | 90 days

|

Overall CPU Usage

100.0%
90.0%
B0.0%

30 Aug 2011 00:00 to 28 Moy 2011 18:37 (GMT -08:00)

\/&_/\f’\—ﬁ*\—/&,\/—\__

01-Sep

15-Sep

CPU Usage by Function

0.0%

01-Sep

15-Sep

W vvsh Proxy

W wisbroot

Response TimefLatency (milliseconds)

200.0k
180.0k
160.0k
140.0k
120.0k
100.0k
&0.0k
60.0k
40.0k
20.0k

29.5ep

29.5ep

‘Weh Categorization

Sophos

W Logging

13-Oct

13-Oct

Mchfes

| Reporting

27-0ct

27-0ct

10-Now

10-Now

‘Weh Reputation

24-Nov

24-Nov

Export...

Export...

o T
01-Sep

15-Sep

29.5ep

B sverage

13-Oct

B Maimum

27-0ct

10-Now

24-Nov

Transactions Per Second

Export...

01-Sep

15-Sep

29.5ep

B sverage

13-Oct

B Maimum

27-0ct

10-Now

24-Nov

Export...
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[System Capacity] : [Network Load]

[System Capacity] 7« > FUDKD 7 T 712i%, FEHG. HWOMHFEEE, 7rnxs Ny 77 A€
OWMFHERIRENET, B, B, A, FHREOMEL2ERTHILHTEET, THHOREICE
JOMERE AL DMLY FEREL TR ZENEHEETT,

[Proxy Buffer Memory] Ti&, BEEMEFICH Yy NU—2 b T T4 v I DANL IWMRNDT EBHY
4, LML, ZF79 7B BEKERCAEAN S TEERICEE L TWARERIE. 77794 T UV ARKERT ¥ IV
FAICETAAREERH D . ¥ 30T  OBINERITALERNL Y 7,

WDF ¥ — M, 5-20 @ T[System Capacity] : [System Load]] &R L~_X—Y T, ZNH6DF ¥ —
FOTIZERREINET,

5-21 [System Capacity] : [Network Load]

Connections Out

500
450
400
350
300
250
200
150
100

50

B sverage B Maimum

Export...

Bandwidth Out (Bytes)

19.5KB
17.6KB
15.6KB
13.7KB
11.7KB
10,0008
8,0008
6,0008
4,0008
2,0008
0B -+

B sverage B Maimum

Export...

Proxy Buffer Memory (%)

100.0%
90.0%

TAXS Ny IT7 AEY ROV EVHIZET R EEEIE

VAT AL, BT R Y Ny Ty ARV ERAV v TTHELIICERHSINTNDEDT, —HOT
XY Ny Ty A AT EUERIVELZLOTHY, 77747 AOMEERT HDTIX
O FEFAL, VAT LANBEHNTE R 22— DT Xy Ny T 7 AFVEZ AT v I THESEZRE,
Taxy Ny Ty AFTOAT v U TIXIEEPOWE OBETT, VAT ADBERIC KED LB A
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TV, RETHIE0IC7eXy Ny Ty A VEHEIT AT v T3, Fy hV—21C
Cisco IronPort 7 7’7 A4 7 A& BT D0, FHIEANL—T 2 FBRRERIZRD X HIICHEEZTHEL
T, NI —~ A0 EEHALEZLERNH Y £9°,

[Data Availability] R—

[Web] > [Reporting] > [Data Availability] ~—I2i%, BEHAROE Web ¥X 2 VT 4 7774 T
ZNHIGET DX 2 VT A BT TIA TV ATLR=T A7 BLO Web T vX 7 F—F %
AT AMEHEOMENRERSNLET,

5-22 [Web Reporting Data Availability] R—
Web Reporting Data Availability

Printable {PDF)

Web Reporting Data Range

Displaying 1 - 1 of 1 appliances.

. Web Reporting Web Tracking and Reporting Detail
WWeb Security
Appliance Fram = To Fram To Status
Fublic Proxy 01 Jul 2010 00:00 28 Moy 2011 19:12 14 Jul 2010 15:00 28 Moy 2011 19:12 Ok

Overall: | 01 Jul 2010 00:00 {GMT | 28 Mov 2011 19:12 (GMT | 14 Jul 2010 15:00 (GMT | 28 Nov 2011 19:12 (GMT
-07:00) -08:00) -07:00) -08:00)

Displaying 1 - 1 of 1 appliances.

GE) Web VAR —T 4 I NRT 4—TNhdE, X2V T4 BT TI7AT AT Web EX =T o
TTITATUVANLH LT —FEZR&G L2 TR, URINCBEG LT —Z1T X2V 7 4%
BT 7 I9A4T AT TWET, T AZHERAROERFECONTL, [T 4 A7 EAEOEH)
(P.13-57) 2L T &N,

[Web Reporting] @ [From] &7 7 & & [To] 7 &, & LU [Web Reporting and Tracking] @ [From] %
T LE [To] BT DR TAT —Z ANRERDGE1X, [Status] 7 7 LCHR BIERARERPRINET,
WEDT TITAT VADT =R TRATEV T 4 %7 T 7N TERTHITE, [Web X2 VT 4 T
TIAT VAV ITETT T IAT A% 7Y v o LET,

Web Reporting Data Availability: WSA_01

Printable {PDF)

Time Range: | 90 days v

30 Aug 2011 00:00 to 28 Moy 2011 19:27 (GMT -08:00)

Data Received

31-Aug 14-Sep 28-Sep 12-Oct 26-0ct 08-Mov 23-Nov

(E) URL B 7 VT ARV 2a— VERLKR—FTT—F TRA TV T 4 BNMERA SN T DEEE,
WINPDT T IZAT LV ADT —HICX Y v TR D E, =YD FHIZ TSome data in this time
range was unavailable.] &9 A v —URERRINFET,

Xy v ITPFEELRWERIIMTERRINEEA,
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ATV a—)ILEBESNT-LEKR—rEATY K Web L
R— R ZDUNT
BERDORWRY, ROXATD Web X2 T 4 LiR—F a2, AT Va— LRESNTZLVR—MET
AT R LAR— e LUTIERTE £,

» [Web Reporting Overview] : ZD_N—VIZERRSNDERICONTIL, TWeb LAR—T 1 7D
[Overview] ~—<] (P.5-13) &L T 723V,

o [Users] : ZDO_R—=VIZHERENBERICOVTIE, [Users] 21— (P5-17) BB LT EE

AN
TLIEENY,

[URL Categories] : & DX—TIZERKR S LD IFERIC OV TIE, T[URL Categories] ~<— |
(P.5-26) =ML T ZEW,

e [Top URL Categories — Extended] : [Top URL Categories — Extended] ® L' A"— h &4k 3 5 F
2oV CiE, [Top URL Categories — Extended] (P.5-65) ZZ&M L T 7Z&W,

ZDOLAR—FEF T R LAR—MELTHERT2Z EITITEERA,

» [Application Visibility] : ZD_X—IZRKRF I N DHERICOWTIL, [[Application Visibility] ~~—
v) (P5-30) 2L TSN,

e [Top Application Types — Extended] : [Top URL Categories — Extended] ® L A" — F &£ T 5
FIEZ oWk, [Top Application Types — Extended] (P.5-67) ZZ&MR L TL 72 &0,

ZOVR— AT R UR—ME LTHERAT2ZLIXTEEEA,

e [Anti-Malware] : ZD_X—UIZRRINDIHEFRIT OV T, [[Anti-Malware] ~—7] (P.5-33) %
ZRLTIES,

* [Client Malware Risk] : Z D= PIZHRKR S LD HEHRIT OV TIL, [[Client Malware Risk] ~— )
(P.5-39) ML TLIEEN,

e [Web Reputation Filters] : & DX — IR REN D HEHRIZ OV TIL, [[Web Reputation Filters]
~—= ) (P5-41) 2ZRLTIEEN,

[L4 Traffic Monitor] : Z DX —VIZR R SN D IEHRIZ OV TIE, [[L4 Traffic Monitor] ~<X—37 ]
(P.5-44) ML TN,

* [Mobile Secure Solution] : Z D _X—NICRRF SN D HERIZ OV TIL, [[Reports by User Location]
~N—=) (P.5-49) 2L T ZEN,

* [System Capacity] : T D _X—VIZRKRINDHFMRIT OV TIE, [[System Capacity] ~—)
(P.5-57) #ZHLTLL7ZE0,

Web LIR—FDRY P2 —ILETE
2T, MORNEFIZHOWTHBA LET,
o (R Va—LFEESNIELVA—OBEM (P.5-64)
o (A7 Va—nNBEESNTVAR— FOfRE] (P.5-65)
o (R Va—FEESNELVA— FOHIER (P.5-65)
LEMOYEEL R— k) (P.5-65)
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>
B

TRTOLAR—FT, 2—FLAEZFHTERNEHIITTHZENTEET,
A= TOx—FLDOEL] (P5-5) #ZHRLTIEIN,

ANz HOWTIE, TWeb L

HEA, BEA, SRR HEMTETENDILICLUR— 2 ATV a— L RETDHZENTEET,
AV a— VERESNZVAR—ME, AiH, @E 7 B, atH., ®E0H (&K 250 H), #EDH
WKR1258) OF—2%EDDLI0HETEEST, £, BELZHE 2~100 H) £-i3dEE
L7zA%% Q~12%H) OF—F%2E5H5H2LHLTEET,

ViR— b OETREFIC 200 b8 ERTORFREE GHZE 1 RRFE, 1B 1RF, £23 15 8) ©
T=HOHRNEENET, L xE BRVA—FEFHE L RICEITT DR OICAT Y2 — L EBREL
e%a. LAR— MIEHTH @ 00:00 7225 23:59 ETOTF—ZBEENET,

X2 VT A BHT I ITAT AL, AR LEEFOLVAR— AR LET (FXTOLVFR—MIHL
T, WKRTI1000 "=V a2), BESLEE (Pubal) OLR— NZEELZ2EHETEET, &
FA—NZEEEZRELRWVWEATH, LR—MIT—IAT7ENET, LR—FZ2ZHOT FL I

EETIOIVNENDLIGE. HICZEFEEZRETDLEIVL, A=V 7 URXNEERTDIZIDES

<9,

T FHNVETIE, AV a— B EINEZAELF—FDL, BID 12 DLKR— BT —04 78
£, LR— NI, 77747 AD [periodic_reports 7 4 L7 b U IZHEE S ET, GEHRIZHOW
Tk, kA TIPA L H—T 2 A ZABLOT T IAT U A~NDT 78 A ZBBLTLIEEWN),

Ao a—ILERE SN LR— FDEM

2ATFyvFT 1

AFyF 2

ATFvFT 3
ATFvT 4

&

AP 2= VRE STz Web LR — b & BINT 5121%, ROFIEEZFATLET,

X2 VT A BT TIAT U ADY 4 KU T,
LET,

[Add Scheduled Report] #7 U v 7 L ¥ 7,
[Add Scheduled Report] _X— Y RNEREINET,

[Web] > [Reporting] > [Scheduled Reports] % &R

5-23 [Add Scheduled Reports] XR—
Add Scheduled Report

Report Settings

Trpe: | [Select report type... ~|

Title: I

Time Range To Include: | | previous 7 calendar days ~|
Format: | @) Loe

Ocsv®

S O iy attime: 03 v [0 V]
@weekty on [sunday v

O Monthly  on first day of month

Ermail ta:

Separate multiple addresses with commas. Leave blank for archive only,

Report Language: | | English/United States [en-us] &

[Type] DHED Ruy FH Y Ama—hb, LR— N X4 TEERLET,
[Title] 7 4 — /A RiZ, VR—F DX A MLEASLET,

R CARIOBEEDO LR — NEERT A EE2HIET A0, DD TWHA M EHERATHZ &2
S

[Time Range] Ku v 77X U A=a—7b, LR— FORFBHEHZ2IRL 9,
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ATFYT 6 HEREINHLR—TFOBREZ R LES,
T 74 MERXIZPDF T4, IFEALEDLAR—FT,raw 7T —%%2 CSV 77 AL E LTIRET D Z L

HLTEET,
AFTvF 7 [Numberofltems] DD K vy 7 X URRnb, ARESND LAR— MIHAT BHEE 0% iER
LET,

ARRMEIT 2 ~20 T, T 740 MEIT S TY,

AFw 7S 8 [Charts] Tix. [Datato display] D FOFT 74/ k Fx— &7 Vv 7 L, LR—FOKET ¥ — MK
R AT — X EEIRLET,

ATvF 9 [Sort Column] DD K v 7H oy UARNNPL, ZOLVR—RNCT—H %Y — T 2720007 L%
BIRLET, ZHICEY, AT Va2 LEESNTEVR— NAOTEEON T 22 LT 5 B0 IN)
BOERHDAF Y 2 —VEEINTZ LR — N EERTE ET,

AFv 7 10 [Schedule] f T, L R— b DAF P a— N ERETIHH, B, FRITIAOHICHIAL T ar KA
VEBRBRLET,

Z2FY7 M [Email] 7F A~ 74—V R, ARENTEVR— IR EESNDIEBTFA—NL T RLAEZASLET,
BT A=V T RLAERELRPSTEHAIE, VR—NOT —h A T7OHRPMTbILET,
A7TvF 12 [Submit] 27V v 27 LET,

AT a—ILEREShf=-LR— FDiRE

UAR— h &#RET 521X, [Web] > [Reporting] > [Scheduled Reports] ~—IZBE) L, fmET S L
Fe MCHIET 2 F = v 7 Ry 7 A% A LET, BEELHE L, [Submit] 27 U v 7 LTA—
TOEHE %G L, [Commit Changes] R¥ > %7 Vw7 LT T IAT UV A~DERZHELET,

AT a—LERE SN LR— FOHIER

LR — k& HIBR4 5 121%, [Web] > [Reporting] > [Scheduled Reports] ~<—IZBEI L, HIFRT 2 L
A= MG TDTF 2w IRy 7 A% AN LET, ATV a—VRESNTZVAR— b ETXTHIRT
DAL, [All] F=v 7 Ry 7 23R L, HIBRZFETL CETAREL 7, HIRShizLA— |
DT = A TRUTHIBR S EH A,

SEMODIEIE L AK— b

SHIZ2FHDOLAR—Fae, ATV a—ARESNTLLVAR— e LTOREX 2T ERTSI7A4T
VATHAT LI LB TEET,

e Top URL Categories — Extended

e Top Application Types — Extended

Top URL Categories — Extended

[Top URL Categories — Extended] LA — hi%, FHH A [URL Categories] LA — b XV b7
MENBEL T OGEICELLET,
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GE)

ATFvFT 2
ATFvFT 3

ATv7 4
AFvT 5
2AFv7T 6

2AFvT 8

7o & 21X, % @ [URL Categories] L'AR— R TiX, KEWURL A7 TV LYV TREDEEBDH
SR AL R 2 R 2 M AINE X £, &£ URL #7 =Y @ EA7 10 o> URL, F7-1%% URL
BT Y DI S ADAZ—=FIZTONT, HIBIREOH AR Z T =2 T D572 LR — b 2AERT DI

1%, [Top URL Categories —Extended] V" A"— M &{EH L £7,

o IDHATDLR— P TERTEIHRKLKR— MIUT 20 T,

o ERHFEADURL AT IV VA MIEFRENDIZLENHVET, TH LEEHFICELDLAR— MER
~OEBIZOWTIE, TURL AT IV vy hOBEHFELAR— ] (P5-28) 2L TIEEN,

[Top URL Categories — Extended] L7 — F 24T 2 121%, RO TFIEEFEITLET,

X2 VT4 BRT TTA T ADY 4 KT, [Web] > [Reporting] > [Scheduled Reports] % &R
l/ \i j‘o

[Add Scheduled Report] #7 U v 7 LET,
[Type] DEED Ru v 77X 7 A==—5, [Top URL categories — Extended] Z &R L £ 7,

Add Scheduled Report

Report Settings

Type: |T0p URL Categories - Extended Vl

Title: |T0p URL Categories - Extended

Tirme Range To Include: |Previ0us 7 calendar days Vl
Farmat: ® . =
PDF Preview PDF Report
Ocsv®@

Number of Items:

Sort Column:

Table Codurnn
Category: Category Mame [ Transactions Total v
Sehedie | © . swime: (0179

© weekly on

(@] Monthly — on first day of month

Ernail ta: |
Separate multiple addresses with commas, Leave blanik for archive only.

Report Language: |Eng|ish.-"United States [en-us] V|

[Title] 7% A~ 7 4 —/L FIZ, URLHLR LR — DX A MEZ AN LET,
[Time Range] Kr v 7 X Uy A=a—nb, LAR— FORMESHAZERLET,
ERIND LR — FOBRERERL E T,

7 7 4 v MMERIL PDF T,

[Number of Items] DD Fr vy F& T YR b, AfEhd LAR— M35 URL A7 3
DI BTIRL £,

Hh7aEix 2 ~20 T, 774/ MEIX5 T,

[Sort Column] DD Ku v FH o URXA MG, ZOLVKR—NCT—F%2 Y= T2720DH T L%
BIRLET, ZNICED, ATV a—AREINTZLR— FAOLEEDON T &L T D BT TN
BOHEBDAT Y 2 — LR EINT LR — FEERTEET,
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AFvF9

AFv7F 10

2Fv 7T 11
2ATFvFT 12

[Charts] TiX. [Datato display] D FOFT 74V h Fx—h227 U w7 L, LAR—FOEHET v — IR
RY LT — X EBEINLET,

[Schedule] Ik T, VAR—FDAFV2a— N ERETLH, B, FRIZHAOBIH LA TV ar R
CEFIRLET,

[Email] 7% A b 7 4 —/L FiZ, ERENTE VA= I BEEEINDIBLF AN T FLAZAALET,
[Submit] 27 U v 7 LET,

Top Application Types — Extended

ATFvT 4
AFvT 5
2AFv7T 6

2AFv7 8

2AFv7 9

[Top Application Type — Extended] L' A~ — F # AL T 511X, WOFIEEZFEITLE T,

X2 VT4 BHT STA T ADY 2 R T, [Web] > [Reporting] > [Scheduled Reports] % i8R
LET,

[Add Scheduled Report] #27 U » 27 LE 9,

[Add Scheduled Report] 7 4 & RUNEKRRINET,

[Type] PRED Fa v 7 X7 A=a—»5, [Top Application Types — Extended] Z##IR L £,
ZOR=VDT T AN N AT a VIERISNDIBEBH £,

Add Scheduled Report

Report Settings
Type: | [Top Application Types - Extended &

[Top Application Types - Extendsd

Title:

Time Range To Include: | [Previous 7 calendar days v

@ poF
Ocsv®
Table

Type: Application Name | Transactions Total v

Format: =
Freview PDF Report

Number of Items:

Sort Column: Cotumn

Schedule:

O paily Attime: .
@ weekly on [Sunday v
O Monthly  on first day of month

Ermail ta:

Separate multiple addresses with commas. Leave blank for archive only,

English/United States [en-us] &

Report Language:

[Title] 7% A N 74—V RIZVLAR—b DX A MLEANLET,

[Time Range] KR v X T A=a—hb, LR— hOREMFHEBEZRIRLET,
AIhD L AR— FOBREBRIRLET,

7 7 4V MEXIL PDF T,

[Number of Items] DD Fr v FHZ T YR b, Szl R— M AIT57 70 r—v =
VAL T OREEIRL ET,

Hh7aEix 2 ~20 T, 774/ MEIX5 T,

[Sort Column] DHED Fu v 7 X7 VR RNDL, T—TNWIRKRTHAITLADEA TERIRLET,
BB iL, [Transactions Completed]. [Transactions Blocked]. [Transaction Totals] T3,

[Charts] TiX, [Datato display] D FOFT 74V Fx— &7 Uy 7L, LAR—FOEKEF ¥ — MK
RT LT — X ERIRLET,
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AFv7 10

AFv 7T 1
AFvFT 12

ToTFY

>
()

AFvFT A1

[Schedule] Ik T, VA= DR Va2 — LV ERETDLH, H, ERITAOBICHL AT v ay A
CVEERLET,

[Email] 7% A & 7 4 — /L FIZ, ERINIZLVA— IREFEINDIE AN T RLVAEZASNLET,
[Submit] #27 V » 27 LE 7,

KT®OD Web LR— FDERL

AV a—VERETEDLAR—IDIFLEALIE, AT~ RTOAERBAIRETT,

*%@VT~Fi F T RCRBL ATV a—VRESNTZLVAR—FE LTORMEHTE £,
BINOPER LR — K1 (P.5-65) 2L T,

VAR—baAd o7~y RCERT 2I1CE, ROFIEEZFATLET

X2 VT4 BT T ITA4T U ADY 4 R T, [Web] > [Reporting] > [Archived Reports] %3 L
i j_o

[Archived Reports] ~— Y RNERENF T,
[Generate Report Now] #7 V v 7 LE 7,

5-24 FoTFIUF LiR— FOER

Generate Report

Generate Report
Report Type: | [ Select report type... -

Title: | [

Time Range To Include: | [Previous 7 calendar days ~

Format: ® poF

Oesv@

Delivery Options: Archive

[ Email now to recipients:

Separate multiole addresses with cormmas,
Report Language: | [ English/United States [en-us] v
< Back to Archived Reports Deliver This Report

[Report type] EZ > a T, Rery 7 Xy URAMRLUR—K A4 T7EZRIRLET,
COR=VDF T a VIERINDBENDH Y FT,
[Title] 7% A~ 74—V N2, LIR— DX A "M EATILET,

AsyncOS TiE, LAR— MR —ENE I DIIMR SN ET A, RILEZRET 572012, 5 U4 RTTEEK
DUR—=FEERLRNTZS Y,

[Time Range to Include] Ku v 7 &> U A Rinh, LAR—h F—X ORFEHAZRIRLE T,
[Format] €7 v 2 T, LAR— FOBRAEZRIRL £,
WDOFTvarBbHvET,

— [PDF], BEH. 7—HhA 7 A, £IXZOm S ORETPDF ERAD R¥a 2 M EERLE
7. [Preview PDF Report] #7 U v 735 &, 72FEHBIZPDF 77 AV CLR— b ERRTX
ij_o
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| £5% chsh® Web LE—F 1 VI ORERAHE

ATy 7T

ATv7 8

ATv7 9

— [CSV], Br~KE) DIED raw 7 — X "N EEN5 ASCIL 7% A b 77 A LEERLET,
% CSV 77 A MCiE, BK 100172805 2L NTEET, LR— MCERORBEOFENE
ENBHA, BEICKHLTHED CSV 7 7 4 LRER S NET,

LAR— h CHEAFTREZR A7 Y 3 VIS U CROIEH 28R L £ 7,
e [Number of rows] : T — 7 NWICERT DT — X DITHL,
e [Charts] : LAHR— FDF ¥ — MIRRTDHT—H,
[Data to display] D FTOT 74/ b A7 a VERIRLET,
e [Sort Column] : %7 —7NDY— "EHEL T2 B H T A4,
[Delivery Option] &7 > a »inb, IROA T a 2R L ET,

e Z®ULHR— k% [Archived Reports] ~—IZER AT HIZiL, [Archive Report] F= v/ RNy 7 A%
BIRLET,

~

(3¥) [Domain-Based Executive Summary] V'R — MNMIT —H A 7 TEZEHA,

o LAR—IEEA—NTEETDHE1E. [Email now to recipients] = v 7Ry 7 A% 41T L
ij‘o
o TXEAN T 4=, VIR—FDOZEHEDEFA—IVT FLAEZASILET,

[Deliver This Report] #27 UV v 7 LT, LA — F&AEMRLET,

[Archived Web Reports] X—

o A Va—lLHBEINZLR—hEA LT K Web LiR— MMZHoWT
o FUTFT <L RTOH Web LiR— hDAERL
o T—MA T ENTZ Web LAR— hDFEIR L EF

T—hA4TEht-Web L R— FDORFEEE

[Web] > [Reporting] > [Archived Reports] ~*— JITITRONEN TR ENET,

o (AT a—NBESNIZLAR—FOEMN] (P5-64) OFIEEZHEHL TR Ya—VERELLLY
A=k

o [FU T~ FTD Web LAR— hDAER] (P.5-68) OFNAZMEM L TIER L LAR—

LiR— b & #£RT HITiE. [Report Title] # 7 ATLAR— %27V v 7 LE$, [Show] Ry 7&x v
A== —TI%. [Archived Reports] X—VICRKREND VR — DX A TR T4 NEZ ) T TEETS,

VA RBREWEAIZRED LR — R & A2 5121%, [Show] A=a—0bLAR—F A FZEIRL T
VARNETZ4NEZY) U TTDH0h, £ T 2O~ E—% 7 VI L, TDOHTLTY—MLET,

TTITAT VAT, A7 Va—VBRESNIZLR—RNTEIZRHEK 1204V AZ CABMEESRET
(FK 1000 LR—1), T—HATEHLDOLHR— NI, TTT7AT 2V AD /periodic_reports T A L

7 MNVICREINET, 77— A 7HEHAO LR — MIBBMICHIRILET, LA — RRENE
Nz, HEVLR—FPHIBREE, FIZ1000 E WO ERMEREINET, 12 42X ALV IR

X, FCARTE BRSO Ay Y a— LB ESNTEALR— MIEHSNET,
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