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Stopped by Reputation Filtering

[Stopped by Reputation Filtering] OfEIL, WOEEL D EFHEIZHELS
WTHEH SN ET,
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o @SN, F72IT TCPIER ORI (B EitsnE
)
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[Overview] ~~— < ® [Stopped by Reputation Filtering] ®
BEIE, TRTOES SR OERREFHEICH T
DNTWET, BEAB ORI IE, AR TR
EHZR b DI £,

Stopped as Invalid Recipients

PEED LDAP HERIZ L » THEG SN TR TOETF A —LVZEH
B+ _To RAT 555 % 0 2 72 fE,

Spam Detected

BHENTZT _RTDOANRL,

Virus Detected

ST XTOU ANV,

Stopped by Content Filter

aT Y T4 NHFI Ko THHIEENTZ A v — T DR,

Total Threat

B A vy E—Y GHMIIC L VLS b o, B RZEE, A
Nh BEORUALRE LTHIESNTZ D) O

Marketing RER~—FT 407 A=V LTHREBENTEA Yy E—DD
ﬁo
Clean TRTCOIZ IV —v Avbv—,

User Mail Flow Details ([Internal Users] ~<—73)

Incoming Spam Detected

B SN T _XTOERF AL,

Incoming Virus Detected

B SNIZAERB YA LA,

Incoming Content Filter Matches

B ENEHBEa LTy 740 0E2D—EK,

Incoming Stopped by Content
Filter

BEINTWEIA LT Y T4 NEZDOEDICHIESNTEEA Y
-3,

Incoming Clean

TRTOHEFIZ V= Avt—,

Outgoing Spam Detected

M S 72315 A8 4,

Outgoing Virus Detected

B SN2 RET A VA,

Outgoing Content Filter Matches

BHENEREa LTy 740 0E2D—E,

Outgoing Stopped by Content
Filter

BESINTWzar 7Y 74 MEODHEIEINTZRE A~
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Outgoing Clean
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Incoming and Outgoing TLS Connections ([TLS Connections] ~<X—3)

Required TLS: Failed

KLUz, B3 _To TLS ##i,
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Required TLS: Successful RIhLU7-, SER4_To TLS #F:.
Preferred TLS: Failed KB L7z, BT 53 < To TLS ki,
Preferred TLS: Successful P Ui, BT 53 _To TLS #i.
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Outbreak Filters

Outbreak Name T KT LA 7 DATL

Outbreak ID TURNT LA 7 ID,

First Seen Globally YAV ARNRINT 78— VIS FE R ST A
Protection Time T A VAN DR S ATV R,
Quarantined Messages MRBEICRE T D A v —,

BFA—IL LIR—TFT 1 > D [Overview] R—

X2 VT 4 EFHT 7T AT 2 AD [Email] > [Reporting] > [Overview] X—IZiE, BT A—/L &
X2 T4 TTIATVANLDETA =N A=Y T 774 T OMERFRINET,
[Overview] X—UIZiE, 777, EREBLOREA v E—VOBENT — T ARERINET,

[Overview] X— Y& RRZT DI21E, ROFIEEZFATLET,

ATvFT 1 X2 UV7 4EH-T 7F (7 AT, [Management Appliance] > [Email] > [Reporting] > [Overview]
IR LET,

[Overview] X— U RFREINET,
4-21Z, [Overview] X—V %R LET,
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g . . . .
4-2 [Email] > [Reporting] > [Overview] R—<
Overview
Printable {PDF)
Time Range: | Day v| ¥iew Data for: | All Email Appliances »
26 Apr 2011 14:00 to 27 Apr 2011 14:06 {GMT -07:00) Data in time range:100.0 % complete
Incoming Mail Graph Incoming Mail Summary
2,000 d
L1800 B stopped by Reputation Filtering 1.8% 299
1,600 Stopped as Invalid Recipients 1.8% 291
1,400 Spamn Detected 35.5% 5,895
120 dditional db Il
Additional Spam Detected by Intelligent o
1,000 W k-scan 03% 140
800 B virus Detected 0.0% il
GO0
Stopped by Content Filter 0.0% o
400
200
Total Threat Messages: | 40.3% 6,625
D||||||||||||||||||||||||
14:00 18:00 22:00 02:00 06:00 10:00 14:00 R
Marketing Messages 5.6% 915
Export
Clean Messages 54.1% 8,905
Total Attempted Messages: 16.4k
Export...

Outgoing Mail Summary

18 Spam Detected 0.0% o
16 B virus Detected 0.0% il
14 Stopped by Content Filter 0.0% o
12
B stopped by DLP 0.0% il
10
8 Clean Messages 100.0% 130
B Total Messages Processed: 130
4 Export...
gl '
I [T ]
14:00 18:00 22:00 02:00 06:00 10:00 14:00 Hard Bounces 0.0% o
Export... .
Delivered 100.0% 128
Total Messages Delivered: 128
Export...
search for: | Domain v || exact match v )

B L ~UL D [Overview] —VI2, EZEA—NAD T T 7 LEZEFEA LDV~ —NERENET,

A= PV R TT7F, A=V 7e—%2H1REMICRLEZLOTT, Z2ONX—=YDA—)L fL UK
T T75EHLTC, TTIA TV RAEITERTDHTRXTCOA—NORNEE=FTEXET,

(3¥) [Domain-Based Executive Summary] LA — ;35 X O [Executive Summary] L7 R— FRET- A —/L L
R—=FT 47D [Overview] R=VNZHEDSNTNBZ LIZEELTLEE N, [Domain_BaSed
Executive Summary] VAR — M, HEESNTE RAL VO N —TIZHIBSNET, LAR—FDORF
Va— VREIZOWTIE, B A= LE— FORAT Y a—VRE] (P4-54) 2BRLTIEE,
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WD Y A KT, [Overview] X—Y D% €7 v a oW T LET,

® 4-3 [Email] > [Reporting] >

[Overview] R—S DM

ovay

SieA

Time Range

FoRT DM Z BINT 5720047 a2 E) Fay
TR YA N, FERIZOWTIE, (A 25 05747 L
A— b ORRIFEHE ORI (P3-4) 2B LTI ZE0,

View Data for

[Overview] DT —X % RKRZTHBEBA— N X2 VT4 T
TIAT v AEZEIRT 57, [All Email Appliances] % i&R
LET,

[T FIGAT AL DB VR—=T 4 7 F— 2 DOHIK
(P.3-3) HBHLTL &0,

Incoming Mail Graph

[Incoming Mail Graph] 121, &EA—NVOWNRE Y TV F
A LTHEMR LIZZ 7 7REREINET,

Outgoing Mail Graph

[Outgoing Mail Graph] |21, 7774 7 L A TDIIFEA —
NONRERTEINR L2 T TREREINET,

Incoming Mail Summary

[Incoming Mail Summary] IZi%, V=27 —3 3 7 4 V¥
Vo Iz o TRHIEE (SBRS) A vE—v, %
FELLTHIEINZA vE—T, 2R BHERTZA Y
=Y, UANRABRBHEENRTEAvE—Y, BT
YV T4 NNFIZE o THIEERTEA yE—Y BN [
V=] LRAESNEA v =V D=k T —V L HNE
RENET,

Outgoing Mail Summary

[Outgoing Mail Summary] ¥ 27 & = Ci%, FEGHB A
T—VBIOREIZIY - A vbE—VOERPEGENE T,
EFlo BESNTA vy E—V b= T 2SN A Y
T—VONRLEENE T,

BEA I AvE—DDhoV b AE

AsyncOS IE, A vE—V I LDOREHEHIECCEHEBA—NVEDI T M LET, & 2,
example.com 75 3 ADOZEFEHFICERBINTLERBA vE—VIE, ZOEEENLDOIHDOA vE—T

LLTHV s FENRET,

LEa2T—Yay ZJ4NME) 0TIk os T ry s Shiz A vyb—F, EBICIIEEF=2—ICAD
RWDT, TTITAT UV AE, FREAYE—VOZEHFOI A MILT 7 EATEERTA, ZOHE,
FEEER L CZETOEN TR S ET, ZOFEHIL Cisco IronPort Systems 12 k> THIHI b
DT, BEFOBET — X ORBMEY 7 ) o THRICE STV ET,

o

FISGATVRICEBBEFA—IL A yt—

D5 E

AyE—VEEFA-N ST I EBBTLOT, BEOIT IVITELTLHERHY £7.,

72l 21E, AvB—UICARABE

IVANABELE WS~ = BT HIENTEET, 3T

U T4 NFI—BESEDL I TEET,
B OERL—VICENT, RO LI S ESERHENTOIET,

- TUNT VAT T4 VF O

(ZDHE, Ay e—ViREEN RS h D £ TE

fTohET)
i SAWN

rand, FEEX T L BNERTFY]
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— A IVAGME
- ATy T4 NEED—K

INHLOHANZHES T, AvE—UNARAGHEE~—T ENDE. T U T ANRARENANAGHED
Aot =T Ry 7 T353R ESNTVEHRITIE. ZOXAyE—UN KKy &, A4
B 2RSS LET,

I, ARLBHEORA v =V EGEREBETA—N XA T T4 TUEL, RO T
TANENIZIDA =V Ry NULVA FRERBHET S L 5ICT7 FARARENHFESIN
TWABEHAILH, AL B U X3y Liﬁ” A=V WANAGEETIT T A VATt e
WS, AT Y TN ATk FTHETTT,

[Overview] R—STHOEFA—IL A vE—PDHEE
[Overview] X—Y TLAHR— FENDH A vE—IF, ROXSIZHEINET,

& 4-4 [Overview] R—CDEFA—ILDATTY
ATIY BieA
Stopped by Reputation Filtering HAT RV v —c ko TFu v 7 SN TOEFEHIT,

FERM ([BEA—IL Avv—0h FFE)
(P4 13) 288 28T 7-b0lz, ZEFHFORY MY v
CEoTT ey 7 ENETRNRTCOZEERE N 214,

[Overview] ~— @ [Stopped by Reputation Filtering] D&
iz, TRXTOESG SN HE OB R R EFHMEICHE TSN
TWET, HFE M OHGHETZ T 1L, ﬁﬁﬁ)ﬁlfﬁﬁﬂzéﬁfoﬁ
HDIZR Y E,

Invalid Recipients PEFHKD LDAP FERIZ L o THER EINTETRTOEF A —L
ZAZEETT R T O RAT EAE % N % 7= il
Spam Messages Detected TUFANRK AXyy TPV THEME. SHE8RVHD L

LTHRIBSNTZA vy =20, EHIT, ANRNLETA VL
ZOW S THIEL RSN A v =Y DKL,

Virus Messages Detected T ANVABHTE DN ARATII AW EBRE SN A vE—D 0
Bk LOEIA,
Stopped by Content Filter avT Y T4 NFIE o THIE SN A v — T DR,
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& 4-4 [Overview] R—SDEFA—LDOATI) HFEZ)
ATV Bl
Marketing Messages R~ —T 47 Ay—VERHENEZA -

DOHRBBLOEIL, ZOX=YOZ0) A HARBIZ, VAT
D=0 T 4 7 T2 P FEL TV DLEEICETRR
SNET,

Clean Messages Accepted IOATAVE, RTANLIL, YAV ATHANRLATHA
We BRI A—1TY,

ZEZHMNOAX Yy T ay (laDA—n KUY —
T EINDEHHELTIZA v E—=URY) 2ZE LI EICZ
BEanizr7)—r A vt —VEREBIEMHICELZHbDTT,

72720, ANLGEHEERIZTVANVAEREE WS ~— 7 ZAF1F
LN, TNTHEREIND A vE—EF by a7
Wiz, BUE SN DEBED A v =TT 7V —v Ay
=TT R D AREMERH Y T,

A —UN X t—2 Tz —HL, 74 NVEIT
LoTRryTENEZD, XU RAEINTZD LTWRWES
Z. 7V —=vip Aok —VE LTHbRET, AvkE—
TANKIIZE T Ry Iz, NUUVAINEA Y
T—Vid, BEICEENEE A

A

GE) AFvrTERVAvE—VERRELENTEA v E—V2RETLIIICT VFUALILARESR
TolGE. THHDA =T, VA NVAEEE L TTIERLS, 72— Avbk—U 8 L THERH
ENFET, FNUNDOBEEIT, AvEB—JIT U4V AEME U THESEINET,

[Incoming Mail] R—

X2V T 4 BHT 7T 47 AD [Incoming Mail] > [Reporting] > [Incoming Mail] ~<— 2%, &
HARO ¥ X2 VT 4 BT T I7A 7 ATHERMEN TN LT XTOVE—F FRAXA DY TILZ A L
BROA L ZTITT A TRVR = IBRERENET, YATACEFA—NAEZEFLTNDIPT R
A, RAAL YV BEORy bU—7 A—F— (i) OERENETEES, £, A—LEEED
IP7 RLVA, RAAL Y, lEICHOWTIE, BEBE TR 7 7 A VBRREFITTHILEHTEET,

[Incoming Mail] =—1%, 2 SO EERE 7 v arnbRY £4, DE0 . EEEE (BEA v
E—VOGRFHEIV - AvE—VORIHICLD) BELHIZA—N LR F T T & [Incoming
Mail Details] A » #7277 47 7—7 LT,

[Incoming Mail Details] 4 > % T 7T 4 7 T—7MZiE, BFEDIP 7T FL A, RAAL Y, £iFFxy
FU—2 F—F— () [TV TOFEMERNFRINE T, [Incoming Mail] ~— T F 7213l o
[Sender Profile] —®D L#ICH DT DV 7527 Vw35 IPT KLVA, FAL Y, Fiz
3% v NU—2 F—7F—d [Sender Profile] =—VIZT7 7 B ATE E£7,

[Incoming Mail] X—Y Tk, ROBIEEZFATTEET,

o XA UTAEHMT TIIAT LV AICBEBFA—NEZEE LA —NAEEEDOIP T FLA, RA A,
ElERy NI —2 F—TF— (k) BT A2MREEITT S, MBEBLIOAM 2777 474
T A= LAR—h RX—=] (P4-6) 2R LTI ZE,
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o WEHIN—T ULR— b EERLT, FEODRFEEI/IN—TBIRA—L T7a— K v— T2
Va o TR AR E =X T 5, MoV TiE, [[Sender Groups] VAR — bk ~X—7] (P.4-24)
EHRL TS,

o BT A—NETTTA47T VAZEE LIEEEZOFMRRHEREEZRT D, WEHERIZIEK, &
Fa T4 =R GHli7AaNZYV T, TUFARL, TUFUANLRRE) [TkoTT
Oy ENFEAvE—V0MBREENE T,

o TUTFANRKELFTVFUANA X2V T 4 —ERICLoTHEIND, REDANRALE
TIX A NARE A=V EEE LEEEEINCY — T 5,

e Cisco IronPort SenderBase L B =7 —> g —ER&EHEHLTHEHEEDIP 7 RL A, RAA L,
BIOHBOMOBEROGHT 21TV, BEEICET 2 EREZBET 5,

e K{EFED SenderBase LY =T — g AaT, FAASLUNRERIC K LEZEEEINV—TE
Cisco IronPort SenderBase L' B =5 —3 3 > $—ERANLIREHFICHAT IHFMEZRET 5, %E
FEREEE I NV—TITEBNT S,

o TUFARLERIFTVFUANA X2 T 4 H—ERICL-oTHIESND, KEDANSLE
TXTANARET A=V ERE LT EOEEFEIZOWVTOEMIERE ST 5,

[Incoming Mail] R—2PHD E 12—

GE)

[Incoming Mail] ~—IZiE, KD 3 SO 2—nHY £,

e [P Addresses

¢ Domains

¢ Network Owners

INHDOE2—TiE, YATACERESNIZYE—F RAIMDAT v T ay bR, BRLIZE2—
DT HRANTRIEINET,

S 512, [Incoming Mail] ~*— < ® [Incoming Mail Details] £ 7 > a > Ti%, [Sender’s IP Address].
[Domain name], F7zi% [Network Owner Information] 272 V v 7 325 &, ¥:E D [Sender Profile
Information] % B3 CX %9, [Sender Profile] DEHRDFEMIZ- D CTiL, [[Sender Profile] ~—)
(P.4-20) #ZHLTIZEN,

Ty P~ F—F—F, RAAS LV EBELT T 4T 4TY, FXLAF. IPT RL 22T
T AT 4 TT,

BIRL7- =2 —IZ/E U T, [Incoming Mail Details] 1 > % 777 4 7 T—7 NI, BTA—/N Xz
V74 TTIAT UV ATRESNIZTXTONRT Y v 7 JAF—ICEFA—/VEREFELEZLAAIP T R
LA KAV, @Ry bT—2 A—F—BEFENET, TTIAT Y ACASETRTO
A—=NDT7—kE=HTEET,

IP7 RVRA, RAAL YV, £ xy NUV—2 F—F—% 27V v 7 3% &, [Sender Profile] ~— Dk
1F& DFEMICT 7 A C& %9, [Sender Profile] X— IIHEED IP 7 KLV A, FAALVEEFR Y b
T — 2 F—F—IZ[EA ® [Incoming Mail] ~<— T,

[Incoming Mail] ~— @ F#IZ& 5 [Sender Groups Report] V> 27 %27 U v 735 L, EgH 7 —
TROA = Ta—FRIZT 7B ATEET,
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[Incoming Mail] R—STOEFA—IL A yE—P D5

[Incoming Mail] X—Y TLR— b INDA v E—IE, RO LI ITHFESNET,

® 4-5 [Incoming Mail] R—SDEFA—ILDOATT
AT3Y SRER
Stopped by Reputation Filtering HAT RY) =il koTo7r v 7 ST XTOHERKIZ,

BEERK ((HEA—N AvE—VOHT L N H
(P4-13) #28) ##HTbolc, ZEFEOARY M) v
TIZEoTT7 0y 7 SR RTOZEEREZINAT-E,
[Stopped by Reputation Filtering] O I%, Kk OEIE O FEHEIZ
EOWTHESET,
o ZOEFEENLD FEINL] XA yE—Y0K
o HEEINTo, F72IE TCP A OHRisk (o IC R
EnET)
o EHITLDORA Y —URITHT DX DRI
TIIAT L RZEWVARBNT O TV S5EE, ERSH
To B D BRI B A HEENNICHERF CE £/ A, RV IT,
A SN BRI, A v 2 — L DL DRERFEETZTIC
LUTHEFF SN E T, ZOHRE. RSN DHEIE TFR],
DEVDRLEBL OO A vy E— U RIS L ERIRT

EET,

Invalid Recipients fE3k D LDAP HEAIC L » THEE SN2 TR TOEF A —/L
ZEFHICT X TO RAT fEGEE N 2 7218,

Spam Messages Detected TUFANRK AFXyy o THAE, T8 WHD L

LTHRHENTZA vy =T, 612, ARLETA L
ADW G THMEE BRI N A v E—T O,

Virus Messages Detected T AINVABETE R ZARATIE AV EREEINEA v E—TD
ks L OVEIA.

Stopped by Content Filter aLF U T ANRICE S TCHIEENTE A vE—T 0,

Marketing Messages RER~ =T AT A=V LRINS R A v —

OMBBLOEE, 20—V A MNERIZ, VAT
D= T 4 V7 T—=EREEL TV DGR ETR
SNET

Clean Messages Accepted ZiIFANON, YA NVATHLANATHRWE RS-
A=), ZREBMOAX Y T ary (fHxDA—)
RY—TUHENE DA LA =V E) 2EEBLE
LEIZZEENTZZ7 V= A=V hkELIEMIIELE
HDOTT, 7oL, ANRABHEELITITAVABEE NS
=T BT NN, ENTHEEIND A vE—VI1ED
vy hEINRNeD, BESNDEREDO A =T8I
V= Aot —UBEITRRDABERH Y £77,

~

GE) AF¥ o TERVWAYE—VFEREKELENTEA v E—V2EETAIL STV FUANARESE
1Tola., TNHDOA =T, VANLRGHEE L TTIERLS, 2 —2 AvbE—U L LTHER
SEhEd, TRUSNDOERIZ. A o= IIvA LV ABMEE L TEHFSNET,
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EHIT, AvE—UB A ot—2" Tz =L, T4NEZIZEoTCRuey7XEnEzn, "R
ENZYVLTWVWRWES, 27— R Ay —UL L THbRET, AvE—Y 7405 CL>TK
oy 7ENEN, NTUAERTEA =V, BEBICEERET A,

BEICL o TE, WL DOBDLFR— b X=VZ, by TRV DOR=UnLT 7 EATEHMA DY
TUR—="BEHEENDZERDVET, e 2E, ¥X=2 VT 4 BHT 7747 > AD [Incoming
Mail] LA R— b R=T T, fHxDIPT FLVA, RAAL Y BIORy NI —7 F—F—DIFHRER
RTEET, N5 [Incoming Mail] LAR— b X—=UN67 7 ERATE L3 T X—UTH,

by 7Ly R=Y (2 OHEIZHE [Incoming Mail] VAR — kb ~—) ©F EiZH % [Printable PDF]
Vo2&V 7358, INLEOHEYTLER—F X=VORRE, | DOEGLAR— MIAERTE F
To [BEF AN VR=T 47 X=UOfHE] (P4-7) OEERFRESZRL TIZIV,

[Incoming Mail] X— Y& RRZT 2121, ROFIEEZFATLET,

AFvFT 1 X2V T 4 EHET 7T A7 AT, [Email] > [Reporting] > [Incoming Mail] Z3&R L £,
[Incoming Mail Page] ~— Y RF/RINET, ZOHFITIE, [IP Address] B = —B@BIRS L TWET,

4-3 [Incoming Mail] *—2 : [IP Address] E 12—

Incoming Mail: IP Addresses

[ 1P Addresses | Domains | Hetwark Owners]

Time Range: | Month (30 days) v

20 Mov 2010 00:00 to 20 Dec 2010 18:42 (GMT)

Top Senders by Total Threat Messages Top Senders by Clean Messages

Printable (PDF)

Data in tims range:71.06 % complets

10.0.82.118 63.9k

10.92.145.175 [ 2,877 1092145175 [ 10.4
' L ' L ] : ]
[ 4.0k 0.0k [ 0.0k 20.0 30.0k
Messages Messages
Export... Export...
Incoming Mail Details
Stoppsd
Stopped by Stopped as ¥

Sender IP Total Reputation Invalid Spam Wirus Content Total
Address Hostname Atternpted Filtering Recipients Detected Detected Filter Threat | Clean =
10.92.145.175 | No Domain 13.3k 2,877 [ [ [ 0 2,577 104k

Infarmation

10.0.82.118 d1.smadl.sma 63,9k 611k 1,921 893 i [ 63.9k [
Columns .. | Export...

Search for: | IP Address ~I exact match

[Incoming Mail Details] 1 > X% 7 77 4 7 T—7NWIZEENDT — X OFHHIZ OV TIE, [[Incoming
Mail Details] 7—7 /] (P.4-20) #ZH L T Z X0,
Z OB TIX, [Domain] B = —NBIRENTWET,
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4-4 [Incoming Mail] R—2 :

Incoming Mail: Domains

[ IF Addresses | Domains | Nstwork Owners]

[Domain] E 21—

Printable (PDF)

Time Range: | Month (30 days) v

20 Nov 2010 00:00 to 20 Dec 2010 18:55 (GMT)

Top Senders by Total Threat Messages

small.sma

63.9k

Mo Domain Infarmation [l 2,877
0 40.0k 0.0k
Messages

Export...

Incoming Mail Details

Data in time range:71.1 % complets

Top Senders by Clean Messages

Mo Demain Infarmation [ 10.4k
- ]
0 10.0k 200k 0.0k
Messages

Export...

Stopped by
Tatal Reputation Stopped as Invalid Spam Wirus Stoppad by Tatal

Sender Domain Atternpted Filtering Recipients Detected Detected Content Filter Threat Clean =

Mo Domain 13.3k 2,877 o o o o 2,877 10.4k

Information

smalll.sma 63.9k 611k 1,321 893 o o 63.9k o
Columns... | Export...

Search for: | Domain ~I exact match v | IEG (2

For additional information, ses: Sender Groups report

[Incoming Mail] 24— 735, PDF Z4 L7129,

raw 7—4% % CSV 7 7 A VT AR—F L7720

TAHZELTEET, 77 ANVEHMEZ I 7 AR — M2 HFEOFEMIHOWTIE, [EFA—1L L
R=T 47 X=V O] (P4-7) ML TIZI0,

~

()  [Incoming Mail] LAR— F X—=Y DR 7V a—LZESNZLVR— FE2ERTEET, EBrA—L L

R—FrDAF Y 2a—)Li&KE] (P4-54) %

S L TLZEN,

[No Domain Information] ') > %

X2 VT4 EHT T IAT R LI bOD, FTVDNS vy 7T v S THRIETE oo N
AA %, BHHH R AA > [No Domain Information] IZ HEIWICHE IR ET, Zh60fEORIESH
RORA Mz, BEEORGECE > TEDO L) ICHERT 202 TE £9, BEHEMIEOEMIZ OV
&, [Cisco IronPort AsyncOS for Email Security Configuration Guide] % ZR L T3\,

[Items Displayed] A == —%HA LT, VA MIERTIHIEEEOREZEBINRTXET,

A=)V b R T35 71281 MR

A=NDTT77F, SEIEREDMMPIEZBINL TR A CTEET, AILT—X¥DH, B, H, BLW

FEOC2—%BIRTEXEST, T—ZIZVTNAEAL LTE=Z ) L TENTVWELEDT,

W, Foy A TR ERET,

T E IR

R OFEMIC OV T, [ ¥ 7277 47 LAR— FORFMFFAOEIN] (P3-4) 2R LK

X\,
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[Incoming Mail Details] 7—7/L

[Incoming Mail] X—Y D FEBIZH DA % T 7 7 ¢ 772 [Incoming Mail Details] 7 — 7 /WZi%, B+
A= BX2 YT TTIAT U ALDORT Y w7 JAF =R SN LR EENRREINF
T, TOT—T7 N, BIRLIEZE2—IZESNT, FASLS U IPT RLVA, £2Exy U —7
F—F—RERINET, T—FEY—THIE, ATLRBLEZ Y I LET,

S FTNDNS b 2 T o ZHFGTHIET, VAT AZVE—F FARDIP 7 KL ADEYS M4
BBIXUOMIELET, F7NVDNS V7T v 7 L EEERIEOFEMIC OV TCIL, [Cisco IronPort
AsyncOS for Email Security Configuration Guidell % ZH L T 72E0,

[Incoming Mail Details] 7 — 7 VO DA Z A, F721% [Top Senders by Total Threat Messages] (&
FRENDERHE, 2FV Ry NI =7 A —F— IPT FVAEZIT R AL IZ20 T, [Sender]
F721% [No Domain Information] V > 7 %7 V v 7325 L HMEFOHEMERN T RSN ET, MR
. [Sender Profile] ~*— |2/~ S 41, IronPort SenderBase L B =7 —3T a3 v F—EXNHO YU 7L
BADMERBEENET, BMEHETR T 7 AN X=Uhbid, BEOIP T L AEZIFFy T —7
F—F =T LM E E R TE E T, FEMICOWTIE, [[Sender Profile] ~—) (P.4-20) &R
LTLEEN,

[Incoming Mail] ~—® FEBIZ & % [Sender Groups Report] %227 U v 7 L C, [Sender Groups] b AR —
FaeRRrITHIELTEET, [Sender GI‘OllpS] LiR— h =TI OV T, r[Sender Groups]
LR—h A=) (P4-24) 2B LTLIZE W,

[Sender Profile] X—

[Incoming Mail] ~*— T [Incoming Mail Details] 1 > ¥ 7 77 47 77— NVOXEEEI7 Vv 7T 5
L. [Sender Profile] XR—YREAREINFET, Z2iF, FHFEDIP 7 RLA, ALY, Flidxy b
U—7 F—F— (k) OFMEERARRINET, [Incoming Mail] X— Y £ 7213 [Sender
Profile] X—VIZo 25TV 27 %27 Vv 7 F5L IPT7T RLA, RAL Y, Fidxy hU—7
F—7F—® [Sender Profile] X— 27 7 EATEET,

Ry P T—2 F—F—F, AL G T 4T 4T, FXLAL IPT RLRAE2E&exm

T 4T 4 TY,

IPT7 FLA, RALUVBEIOXRY NT—2 F—F—ZH L TRREINDIEEZ 2 77 AN =

. 280 FET, TRFRNOX—=IICF, BEDOEEENLDEREA—NIET 277 780

V= T—=TANEENET, VT T7OTFTORXRIZ, FEHFICHEM TN RAL L ERZFIIP T FL

ANERENET, {Hx D IP 7 KL ZAD [Sender Profile] ~—12, §EMIZR U A MIEENTHA),

[Sender Profile] ~X— 121k, Z OEFEEHEOBAED SenderBase fE#H, HEEH /L —71EH, BIOxR v

N = EREEDERE 7 a b BV ET,

o Xy hNU—I F—F—TuaT7 A R=V|E, Xy V=0 F—F—, BLOZoOXy hU—
g A —F—ICBET A RAALRIP T FLAICETAERIGENE T,

o RAAL L TuTr7ANN=VIZE, TORAALAVBLILRZIDORAAL IZEET S IP 7 KLU RICH
TAHBBNEENE T,

e IPT7TFLR Za77AL X=2I2F, IP 7 FLRADHRICHEAT AIEERNEENET,
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B 4-5 FYRI= F—F—OFALY VR

Incoming Mail Details

MNetwork Owner
Test Inc.
Mo Metwork

Cwner
Information

Total
Atternpted

38.0k
11.1k

Stopped
Stopped by Stopped as by
Reputation Invalid Spam Wirus Content Total
Filtering (2} Recipients Detectad Detectad Filter Threat Marketing Clean +
6,045 o 16.6k S84 gan 24,1k 1,004 1z2.9k
1,536 o 4,743 269 440 6,985 205 3,878
Columns... | Export...

% [Sender Profile] _—IZi%, =YD FEOHIEDIERT — 7 NMTKRDT — 2 BNEENET,

e Cisco IronPort SenderBase L B =7 —3 a3 v h—EAMLD 7 o — N UER, 728 20E, ROE
%&‘/C“‘j—o

IP7 RLVAR, RAL U4, Ehidry hTI—2 F—F—

Fy NI —=2 F=F =0T ) (Fy NT—=27 F—=F—=D%)

CIDR #i[ff (IP 7 KL AD &)

IP7RLVA, RAAL Y, FEFERY N0 F—F—OBHEf~7 =F 22— FBIOH BN

ZDOEEEPORIADA v =T EZE L THLEDREK

HEDOEEHE I N—7L DNS BRAEENTE=NE I IP T RLAREE T 0 77 AL =

D)

HHEf~ 7 =F 2— RiE, BEL24BFMIC R AL UBREE LA v =V BOEETT, MEL

WETHDIFEHEND Y & — A — L LEERIZ, SenderBase ¥ 7 =F = — K%, 10 &L &

L7t BREZHH L CEHESND A v —VEOREBEM T, BEORKHEGRMIL 10 (25T

SNFET, ZhiE, HROBFA—N A E—VORICHEYLET, ZOMNEBAKEZER LS

H. NI =2Fa— RO 1 FA 2 O BRI, EBEOED 10 FHEMCHEY LET,

ABpNL~ 7 =F 2— FiZ, B30 HRICEHE SNEETFA—LOBIZESWTEENAHEIND

RERWT, BRI~/ =Fa2— RFERUFEEZFEH L CEHINET,

— P~ =F=2—FK (IPT7 RLADHK)

RREMELBOHOE IPT7 FLA 777 AL X—=V D)

Bonded Sender A7 —#% A (IP 7 KLV A a7 7 AL RX—=T D)

SenderBase #¥fiz =7 (IP 7 KL A 777 A /)L NX—=T D)

BAOIDA =650 (Ry NI—7 F—F—L RAL L Ta Ty A0 X=TDR)

IDFy NI—7 F—F—ICHETLE AL 0 (xy VNI —F A—F— T T A

R=VUBLIRRAS Y a7 7 AL R=T D)

DXy NI—2 F—F—DIPT7T RLVAOH (v hI—7 F—F—Tua77 AL X—=

BIXORRAASY o774 X—= D)

B A—NVORBEIEHENLIP 7 RLADEK (Ry RT—7 F—F— RX=TVDH)
Cisco IronPort SenderBase L B 27— 3 v b —E R K-> TRHEEINE2 T XTOFERE T
N— Y% FK/RT HIZ1E, [More from SenderBase] #7 U v 7 LE£7,

o TRy NIT—F F—F—IZLoTEEHIND RALVEBLIOIP 7 NLVRIZET 23 MIZ,. Ry
NI —2 F—F =TT 7 A X=VICRRINET, FALUHNOIP 7 LA IZET 25
X, RAA Y R=VIFERENET,

RAAL Y TaTZ 7 A NDOR=Unb BEDIP T RLAEZZ7 Y v 7 LTHEDIEREZERTDHZ &
L, BT e 7 A NNDOR—=TEERTHIELTEET,
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4-6 v FI—9 F—F—OREDOHER

urrent Information for EXAMPLE COl

Current Information from SenderBase Sender Group Information

MNetwork Owner Category: NSP
Daily Magnitude: 7.8
Monthly Magnitude: 7.5
. X . Last Sender Group: UNKNOWNLIST
Days Since First Message from this Network Owner: -- days
Number of Domains Associated with this Network Owner: 1,928
MNumber of IP Addresses Used to Send Mail: 3.7M

More from SenderBase CF Add to Sender Group...

FAAY TAIT7MIL R—D

Time Range:

01 Mar 2011 15:00 to 02 Mar 2011 16:34 (GMT) Data in time range:80.73 % complets

g Mail from

260 B stopped by Reputation Filtering 16.7% 78
320 Stopped as Invalid Recipients 0.0% 1]
280 Spam Detected 42.7% 199
240
B virus Detected 0.0% ]
200
60 Stopped by Content Filter 4.7% 22
120 Marketing 1.7% g
0 Clean 34.1% 159
40
Total Attempted: 100.0% 466
L o L L L L L
18.00 22.00 02:00 0600 10:00 14.00 1800
Export...
Rejected 0.0% o
Accepted 100.0% 98
Total Connections: 100.0% 98
Export...

IP Addresses

Items Displayed

Stopped Stopped
by Stopped by
Sender IP Total Reputagi_o‘n as Invalid Spam Wirus Cantent Tatal
Address Hostnarme Attempted Filtering (2) Recipients Detscted Detected Filter Threat Marketing Clean +
24.29.109.4 .tp-02.rde-nyc.rr.com 26 ] a 2 a 8 1 17
24,9347 42 ms-smtp- 26 & a & a 1z a 14
0% texas.rr.cam
65,32.5.134 wp-04 tampabay.rr.com 117 3 a 79 21 103 a 14
24,724,258 ms-smtp- 13 3 a 1 a 4 a 9
04.nyroc.rr.com
24.93.40,211 | austtx- 13 3 a 1 a 4 a a
-0 . rgw.rr.com
65,32.5.13% ...p-05 tampabay.rr.com 26 [ a 11 a 17 a 9
66.75.162.134 | ms-smtp- 13 3 a 2 a 5 a 8
02 .socal.rr.com
24.24.2.57 ms-smtp- 13 3 a 2 a 5 1 7
03 .nyroc.rr.com
65,240,113 ...0-113 chiorde.rr.com 13 3 ] 3 ] ] ] 7
69,205,138.16 | ,..8-18 stny.res.rr.com 13 3 a 2 a 5 1 7

Columns... | Export...
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4-8 Ry bI—9 *F—F—FOIT7AN R—D
Sender Profile: Test Inc.

Time Range:

01 Mar 2011 18:00 to 02 Mar 2011 15:40 (GMT) Data in time range:80.78 % complete

Printable {POF)

ncomi Network

g Mail from tl

30.0k
270 B sStopped by Reputation Filtering 15.9% 6,045
24.0k Stopped as Invalid Recipients 0.0% o
21.0k Spam Detected 43.7% 16.6k

18.0k
B virus Detected 1.5% 5G4

15.0k
2.0k Stopped by Content Filter 2.3% 590
9,000 Marketing 2.0% 1,004
6,000 Clean 33.9% 1z.9k

3,000
Total Attempted: 100.0% 38.0k

I e W A
18:00 22:00 02:00 06:00 14:00 18:00
Expart...

Rejected 0.0% 1]
Accepted 100.0% z,827
Total Connections: 100.0% 2,827
Export...

Iterns Displayed

Stopped
Stopped by Stopped by
Tatal Reputation as Invalid Spam Wirus Content Total

Sender Domain atternpted Filtering (2) Recipients Detected Detected Filter Threat | Marketing | Clean =
Mo Damain Information 1z.5k 2,001 0 5,574 15z 310 7727 295 4,428
cormncast.net 4,361 684 ) 2,175 113 140 2,972 83 1,306
yahoo.com 1,094 186 0 522 a 51 708 26 360
earthlink.net 604 &1 0 2384 a 25 365 1z 227
rr.com 441 78 ) 136 a 21 274 8 159
verizon.net 402 &0 0 163 28 7 251 7 144
ststelecorn.com 470 &0 o 213 67 19 340 [} 124
aol.com 441 BE 0 231 iz 36 309 10 1zz
pacificrack.caom 335 57 1) 157 1] 21 214 10 111
profitinnovationunlimited.com 421 4z 0 253 a a 295 16 110

Columns... | Export...
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B 4-9 IP7KLR FAZ7ALIL R—=

Sender Profile: 172.22.110.13 - a013.d2.prep10.prep
Printable (PDF)

Time Range: [ Month (30 days) ~

22 Jul 2007 00:00 to 21 Aug 2007 11:24 (GMT -0700) Data in time range: 137.35 % complete

Incoming Mail from this IP Address
Hesinge by Cte
e by oo S e

[ M stopped by Reputation Filtering 2.8% 41.1k
540.0k
480.0k Stopped as Invalid Recipients 0.0% 0
420.0k Spam Detected 38.8% 585.0k
360.0k
B virus Detected 1.4% 21.0k
300.0k
200k Stopped by Content Filter 0.0% 0
180.0k Clean 56.9% 828.8k
1200k Total Attempted: 1.5M
600k F Export...
0 -+ T | T T
23ul 30-Jul 06-Aug 13-Aug 20-Aug
Info... | Export...
Current Information for 172.22.110.13
Current Information from SenderBase Sender Group Information Network Information
No infarmation available. Mo information available.

Last Sender Group: ALL
DNS Verified: Yes

Mere from SenderBase O

[Sender Groups] L R— k R—2

[Sender Groups] LA — k _X—IF, EEEIN—THEBLOA—L 7ua— KR o— T 7 a Blo
BtV ~ U — 2t L, SMTP #FiB L OA—/L 77— R —D L v REHRTE AL 1L
%9, [Mail Flow by Sender Group] U A MZiZ, FEEH I/ NV—7DHIEGR L OEREB REINET,
[Connections by Mail Flow Policy Action] 77 7%, A —/L 7a—KY v — T 7 a rOFExROE|
ArERLET, ZO~—T21L, Host Access Table (HAT; " Ak 77 & A T—7)L) KU —DF
kOB AR SE T, HAT OFEHNC W TIE, [Cisco IronPort AsyncOS for Email Security
Configuration Guidel Z#ZM L T I,

[Sender Groups] L' AR— F X—T %2 KR T 521, [Incoming Mail] L'AR— bk X—=T DO FHIZH D
[Sender Groups report] Y 27 %27 U v 7 LET,
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(E)

4-10 [Sender Groups] L R—k R—2

Sender Groups
Printable (PDF)

Time Range: [ Month (30 days) =]

22 Jul 2007 00:00 te 21 Aug 2007 11:28 (GMT -0700)

Connections by Sender Group

Data in time range: 137.33 % complete

Connections by Mail Flow Policy Action

13.5%

UNKNOWNLIST 353M

BLACKLIST 5.5M " ses%

SUSPECTLIST | 63.4k

ALL | 1615 Accept (85.5%) Reject (13.5%)

L] 20.0M 40.0M Export...
Connections
Export...

Sender Group % Connections
UNKNOWNLIST 86.3% 35.3M
BLACKLIST 13.5% 5.5M
SUSPECTLIST 0.2% 63.4k
ALL 0.0% 1,615
Total Incoming Connections: 100.0% 40.9M

[Sender Group] VAR — k =T PDF 24K L7V, raw 7 —H % CSV 7 7 A JLiZ= 7 AR— b
L7204 hZLbTEET, 774V EHINMERIZZ 7 AR — M43 EOFEMzO WL, [E
A= VR—=T 4 7 X=TUOlE] (P4-7) 2ZRL T EEW,

[Sender Group] L R— k X—=YDRF TV a—LFESNTLVR— NEERTEET, [EFA—1L L
R—=bDAT Y a—/ViZE] (P4-54) ZZML TSN,

[Outgoing Destinations] R—<

AFvFT A1

[Outgoing Destinations] ~<— 12, MEENE T A —NVEEFETDHLED KA A O TOFRBER
EnET,

[Outgoing Destinations] X—Y &AL T, ROEHREAFTEET,

o BIA—NEX2VT 4 TTITATUARBFA—NVEEETDIE RAL

o HRAALVZEESNDEFA—VDORE,

o T U= AL, FhFarT Y T4 NFITEDEIED A =L DEE,

e BEINIEAvE—VEBIUSMEY —NZLoT A= KRN T L RAINTEAvE—TVDH],
[Outgoing Destinations] ~X— Y % &R T 5121E, ROFIEEZFITLET,

X2 VT 4 EHT 7T A7 AT, [Email] > [Reporting] > [Outgoing Destinations] % 3R L £ 3,
[Outgoing Destinations] ~— Y NE /R ENE T,
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4-11

[Email] > [Reporting] > [Outgoing Destinations] X—

WD Y A Tl [Outgoing Destinations] X—V DI E I ERE7 ¥ a VIO OVWTHHALET,

® 46

[Email] > [Reporting] > [Outgoing Destinations] R— D&

€ovay

B8

Time Range (KAYZF&H>Y JR )

1~90 HME72 3 A X AR E#EAZIBETCE S Kuy 7y
v VAR, FEM&SHAOFEME EEO=—XIZEbY ol A
Ao RZONWTI, (A X2 T 7T 47 LiR— b ORI
PHOEER | (P.3-4) LTI IZEN,

Top Destination by Total Threat

FARIZ Lo CEESNIEREEBA vE—Y (AL, T
FOANRRE) OO RAL L, T T 40
B b U= LI ARNGIEETIT T A NV AGEDOE A >
T—UEE, BEA v E— VORI,

Top Destination by Clean Messages

MR Lo TRREENTEZZ V=V RBEEEA vE—V DL
NEDFESE R A A >,

Outgoing Destination Details

HRRICE > TR EENTZTRTOREFEA v =V D55 R A
A CET D, BEZEEEINC Y — N ENTET T OHEME
W OFEMBERIIIRILENTZ AL, YA NVA, T —
A=V ERGENET,

[Outgoing Destinations] ~X— 5, PDF 24 L7V, raw 7 —4% % CSV 7 7 A LIZ= 7 AR — b
L0352 TEET, 77 ANVEHMELIZT Y AR — M5 HIEOFEMICO W T, [E
A=V VIR—=T 4 7 N=V OB (P4-7) 2ZMLTIEEN,

GE)

[Outgoing Destinations] X—Y DA ¥ a —LRESNLA— hEERTEETST, [BTrA—1V L

A= DAT TV 2—iFEE] (P4-54) 2L T EE0,
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[Outgoing Senders] R—

AFyvFT 1

[Email] > [Outgoing Senders] ~X—IZ(X, F» hU—ZNDIP 7 RLABIORAAS B EESR
BT A =IO EFEFICOWTOERNFTREINET,

[Outgoing Senders] ~— Y ZfLH L T, ROEHREAFTEET,

e BMHLELDUANAREINIANRNLGHEDBEF A —NVEEELLZIP T RL A
e FLHEIZaLT VY T4 NEE NI F—LEIPT LA,

e MHLELDA—NEEGFETDERAL

o FENRITINIZGHT CLB I N ZEF ORI,
[Outgoing Sender] ~— Y &K /RT HITIL, ROFIHEZETLET,

X2 VT 4 BHT 7T A7 AT, [Email] > [Reporting] > [Outgoing Sender] &R L £ 7,
[Outgoing Sender] ~— VMR ERENE T,

412

[Email] > [Reporting] > [Outgoing Senders] R—< (IP 7 FL R # &)

Sender IP
Address

64.233.162.194
206.81.115.12
65.32.5.134
195121.6.13

216.21.210.24

80.69.8.190
B0.176.255.66
218.104.80.23
B4.233,170.130

£9.25.3.76

206.81.115.12
£5.32.5.134
185.121.6.13
216.21.210.24
80.69.5.190
B0.176.255.66
216.104.60.23
£4.233.170.130
63.25.3.76

TmeRemgeoay )

01 Mar 2011 18:00 to 02 Mar 2011 18:55 (GMT)

Top Senders by Total Threat Messages

B4.233.162,194

Data in time range:82.09 % complets

Top Senders by Clean Messages

206.190.36.82 [ |1

20911909 [ 1
2413110236 1
69.56.175.229 [ 1

Messages

Sender Details

Hostname
unknown damain
pimn-115-12 smilspopmail.com
ms-smtp-04 tampabay rr.com
unknown damain

mailout-
210-24.adknowledge2 com

cluster-a.mailcontrol.com
no-dns-yet.demon.co.uk
unknown domain
unknown domain

unknown domain

Items Displayed
Stopped by
pam Virus Content Stopped Total Total

Dastectad Dastectad Filter by DLF Threat  Clesn | Messages =
o 72 o 5 7z 5 7z

o 70 o 5 70 5 70

o 66 o 5 56 5 56

o 65 o 5 55 5 55

o 65 o 5 55 5 55

0 64 0 0 54 0 54

0 60 0 0 50 0 50

0 57 1 0 sa 0 sa

0 58 0 0 sa 0 sa

0 58 0 0 sa 0 sa

o 2z 4 & 8 1
Messages

Export... Export...

Calumns... | Export...

[Outgoing Senders] OFEFITRD 2 O L 2 —THERTEX E7,
e [Domain] : ZTOE 2—TiX, HFRAAL UNOLEEENTZEFA—NOBERRTEET,

e [IPaddress]: 2O E2—TiE, IRHELDTA LA Ay E—V%REFE LD, FRIEKRLELD
ATy T4NEE RNV T—LEEIPT RV RAZRRTEET,
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WD U A hTliE, [Outgoing Destinations] X— Y DOE T DO 2 —D S EZFE 2B 7 ¥ a 20Tl

LET,
& 4-7 [Email] > [Reporting] > [Outgoing Sender] R— Dl
tovay ETL)

Time Range (KAYZ7#HY YR k) 1~90 Bl E 7213 A X AEHHEAIRECED Fuy 74
7y YA N, FEEEOEME EEO=—XIZ/hb izl A
A=A RZONWTIR, (A 2T 7T 47 LiR— h ORI
PHOZEIR ) (P3-4) 2L T IEZEW,

Top Senders by Total Threat HHBNOREEBR A v — (RN, TUF A IR

Messages L) O FpiklEHE P 7 RLABIERIZ R AL 8],

Top Sender by Clean Messages BN CRE S NTZ7 U=V REE A v — V0 EIk{EH
(OIP 7 RV ARBIEZIZ R A A B,

Sender Details HIENIC L > TEFEENETRTOREA v E—VDRES

DT XTOFEMIFHR AP 7 RV ABIEZIZ R AL ), FF
MEHRIITRE SNTIZANRL, UANVA T U= A yE—
ChENEENET,

(G¥) ZOR=VIE, AvbE—VEEBICHETAERIIFRTIINETAL, BED RAAL U DPEDONRNT U AEN
T A=V o EOREERE BT A2, BUIRETA—N X2V T 40 TTI7A4T R
v 7' A > L, [Monitor]> [Delivery Status] &R L £,

[Outgoing Senders] ~X— /b, PDF #4M L7V | raw 7 — % % CSV 7 7 A MiZ= 7 AR — b LTz
DFTHZELTEET, 77 ANVEHIRERIZTZ AR — b5 FEOFHHICONTIE, [E1FA—L
VIR—=T 4 7 XR=YOME| (P4-7) 2ZRLTIZS,

(3¥) [Outgoing Senders] LR — h X—=Y DA P2 —LFESNI LV R— b 2ERTEET, [BEFA—L
VR—=bDR7 Va2 —@E] (P4-54) Z2ZRL TS,

[Internal Users] R—>

[Internal Users] X—I2id, BF A — 7 FL X TEICNE2—FICE > TEZEESNZBETFA—IL
WOWTORERBRTRENET, | AD2—FREHDOEFA—L T RLRERFSTWLIEHEAERH Y F
T, LAR—FTIE, BFA—NLTRLAREFLELDONEREA,

[Internal Users]| A > ¥ 777 47 LiR— bk X=VEFERATL L. ROX D RERERGCTEET,
o RLEL DAEA—NERERE L2 —H,
e HHLEL DIV —VEBETA—NEZE LI —W
o HLESDANRLEZEFE LI2—W
o BEDaLVT VY T4NEE N H—Liza—,
o BEDA—FNLOEFA—NEMILLIzar Ty 74048,
[Internal Users] "— Y& RR-T 2121, WOFIEEFEITLET,

AFvFT 1 X2 VT EHT 7T 47 AT, [Email] > [Reporting] > [Internal Users] #i®R L £,
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[Internal Users] X— Y NFRENET,

4-13 [Email] > [Reporting] > [Internal Users] R—

Internal Users
Printable (PDF)

Time Range: [Manth (30 days) [
20 Nov 2010 00:00 to 20 Dec 2010 20:51 (GMT) Data in time range:71.33 % complete
Mo dats was found in the selected time range
2811@example.corn [ |7
9307@example.cam [ |7
21z22@example.corn [ 1§
4528@example.com 6
Gd6a@example.corn [ 1§
6304@example.cam 6
9879@example.corn [ 1§
9926@example.cam 6
1151@example.corn [ 15
1153@example.cam [ 15
o 2 4 6 & 1
Messages
Export...
Iterns Displayed
Incaming Qutgaing
Incoming | Stopped Outquing | Stopped
Incoming | Incoming Content by Outgaing Outgaing Content by
Sparn yirus Filtsr Content | Incoming Spam Wirus Filter Content | Outgoing
Internal User Detected Detected Matches Filter Clean = | Detected Detected Matches Filter Clean
2911@example.cam 0 0 0 0 7 0 0 0 0 0
9307@example.cam 0 0 0 0 7 0 0 0 0 0
2122@example.cam 0 0 0 0 & 0 0 0 0 0
4528@example.com 0 0 0 0 & 0 0 0 0 0
6468@example.cam 0 0 0 0 & 0 0 0 0 0
6304@example.cam 0 0 0 0 & 0 0 0 0 0
9879@example.cam 0 0 0 0 & 0 0 0 0 0
9926@example.cam 0 0 0 0 & 0 0 0 0 0
1151@example.cam 0 0 0 0 H 0 0 0 0 0
1153@example.cam 0 0 0 0 H 0 0 0 0 0
Calumns... | Export...
Search for: | Internal User ~l exact mateh ¥

WDV A FCliE, [Internal Users] “X— YDl F DO 2a—DIEXEREI v a VIOV THALET,
& 4-8 [Email] > [Reporting] > [Internal Users] R— D&t

+H 3y B

Time Range (KAYZ7¥HY YR ) 1 ~90 HflE iz A X LAKHELZIEETED Rny 74
7 U AR, BRSO E EEO=—XzHbyTmh A
A=A RO, (A 2T 7T 47 LiR— s ORI
OB (P3-4) 2L T IZEW,

Top Users by Clean Incoming BN TEE SN2 ) — v REFEA v =YD Efiia—V
Messages (IP 7 RV ABIE =T KA A 8,
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® 4-8 [Email] > [Reporting] > [Internal Users] R—SD##l #EZ)

o ay EEA

Top Users by Clean Outgoing BN TEE INTZ 7 ) =V RBEEA vy E—V O Miia—H
Messages (IP 7 RV ABIE =T KA A 8,

User Mail Flow Details [User Mail Flow Details] 1 > % 7277 47 &2 3 > Tit,

HEFA—N T FLATERE LZBETF A —/LD [Clean].
[Spam Detected] (515D 7). [Virus Detected]. [Content
Filter Matches] IZ0 B EINET, W I L~y F—%7 U v/
THZ LK, HREY—-FTEET,

W#E = —3 @ [Internal User Detail] ~=— ¥ % H£rT 521X
[Internal User] 7 7 AONF2—H %27V v 7 LET,
[Internal Users Details] ~<— OFEfIZ 2V Tix, [[Internal
User Details] ~2—3] (P.4-30) 2B LT &0,

[Internal Users] ~~—226, PDF 24k L7V, raw 7 — % % CSV 7 7 A WMIZZ 7 AR — K L712 V7
TELTEEY, Ty ANERRMELIZ= S AR — T B FEOFEMIZOWTIE, BT A—L L
WN—=T 4 7 RX=VOHE] (P4-7) ZZRLTIEIN,

(GX)  [Internal Users] R—Y DA P2 — LR ESNELVR— FE2ERTEES, [EFA—L LE—FDX
TV a— ik E] (P4-54) R LTIIEE N,

[Internal User Details] R—<

[Internal User Details] ~—CiX, % #7 =Y ([Spam Detected]. [Virus Detected]. [Sopped By
Content Filter], 3 XU [Clean]) DA v —VHETRTEHEEBIOREA vE—VORNRRE, 22—
PICBET 2GRS R SNET, EREaLT Y 74 O—BbRENET,

EENERL—W L X, Rept To: 7 FLACE SN TV AT ATEF AN EZETING2—F D L
T, RENE=—YIE Mail From: 7 RL X ZESWTEY ., NERy hU— 27 NOBEZFNREEL
TWAETA— VORMEL BT 258 &LbET,

LT T 4 VEDOFEERERIET AT Y T 4 NV FERN—VICERRT BT, T
T T4 NE4LE 7Y v LET ([[Content Filters] X—] (P4-33) #&M), ZOhHkEHEH
THL, BEDaALT Y TANBIC B LAV EEZELLETRATOZ—FDY X FHFRT
=FET,

GE) EEA—AOPT (RN AR E), FEEDI IR TWALORHY £9, ZnbD%kEE
iE. XE TR & LTHEHESRET,

FEORBL—FDIRRE

[Internal Users] ~<— 35 & O [Internal User Details] ~X—Y D FHIZH DR 7 4 — LT, FFEDONHS
2= (BEFA-LT FLVR) ZRETSTET, METFAMIERIC-BESEDL0, ALETF
A RNTHEIHBEZRET D) (2L 21X, Tex)] THELEHBEZMET %A,
lexample@example.com] B—FH L ET) ZEIRLET,
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® 4-14 RBL1—FREDER

Search Results
Printable (PDF)

Search for: | Internal User v |[useri@example.com exact match v | [ 2
Time Range: ay v
26 Apr 2011 15:00 to 27 Apr 2011 15:41 (GMT -07:00) Data in time range:99 36 % complete

Search Results for Internal Users

1 itemn found matching "user! @sxample.com”

Incoming Outgaing
Incoming | Stopped Outgoing | Stopped
Incoming | Incoming | Centent by Outgoing | Outgoing | Content ¥
Sparn Wirus Filter Content | Incoming | Spam wirus Filter Content | Gutgaing
Internal User Detected | Detected | Matches Filter Clean v | Detected | Detected | Matches Filter Clean
userl@example.com 14 o 13 o 16.3k o 0 0 0 0
Colurns .. | Expart...

[DLP Incident Summary] R—>

[DLP Incident Summary] ~X— 2%, %15 A —/LCTF#4 L7z Data Loss Prevention (DLP) RV v —i&
KA T v MBET 2E®MARENET, Cisco IronPort 777 4 7 2 2T, [Outgoing Mail
Policies] 7— 7V TCA X —T MIZ LI DLP 1A —/L RV U—%@HEH LT, =—FN%EE LIHE

-3:“._.

ZaBLET, DLP R Y U —IJERXTLREA v E—URRET LT, 1T el

THESNET,

[DLP Incident Summary] VR — M &2FEHTL &, RO K5 RIERERGETEET,

o Z—YREE LIMET — & O

o ZNHODLP AT NOEKE

o INBLDOAYE—VDIL, BMEINIZA vE—V DK

o INHLDAYE—=TVDOIL, FrYy T INTAYyE—VDHK
o INLDAvE—VDEEHR

[DLP Summary] ~— Y27 T 51201F, ROFIEEZFEITLET,

ATYvFT 1 X2 VT4 EHT 7T (47 AT, [Email] > [Reporting] > [DLP Summary] %i&R L F 7,

[DLP Summary] _— Y BNFE RSN ET,
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4-15

[Email] > [Reporting] > [DLP Summary] <—

Time Range:
26 Jul 2009 08:00 to 27 Jul 2009 06:05 (GMT +05:30) Data in time range: 100.0 % complete
Top Incidents by Severity Incident Summary
800 :
720 Critical
640 i
- High 43.9% 3,518
400 .
320 B Medium 19.4% 1,556
240
160 Low 31.0% 2,484
80 -
T o S P T sy e e Total 8,012
07:00 1100 15:00 19:00 23.00 03:00
Export...
Export...
Top DLP Policy Matches
Payment Card Industry Data S... 3712
Weapons [T 1324
Media Files [T 1,240
Transmission of Contact Info... 1211
Suspicious Transmission - Zi... [7] 339
Design Documents [1 186
] 2,000 4,000
Messages
Export...
DLP Incident Details
_— Delivered Delivered
DLP Policy Low | Medium | High | Critical - {encrypted) {clear) Dropped
Payment Card Industry Data Security Standard (PCI-DSS) | 1,391 906 | 951 454 | 3,712 o 0 0
Weapans 90z 422 o 0| 1,324 o [t} [t}
Media Files 0 01,240 0] 1,240 o i} i}
Transmission of Contact Information 191 228 792 0 1,211 o i} i}
Suspicious Transmission - Zip Files 0 0| 339 0 339 o 339 0
Design Docurnents 0 o 186 0 186 i o o
Columns... | Export...

[DLP Incident Summary] ~—IZIERD 2 DD AL > B avBbh £7,

e HE A ([Low]. [Medium]. [High]. [Critical]) BI® LAz DLP A > > FT > hEBLORY —D—
B EENTDLDLP A VT b ML R 757

e [DLP Incident Details] U & b

WD Y A K TiX, [DLP Incident Summary] X—Y DI EXE 2RI ¥ a VIO THHALET,
® 49 [Email] > [Reporting] > [DLP Incident Summary] X— DOl

o3y
Time Range (KA Y F&H> JX )

Bl

1 ~90 HMF /3 AZ AR EHIFAZIEECE S Ry 7y
v VRN, FEEFAOFEM & EEEO =— XA by e R
A RNZOWTIE, A% T 7T 47 LiR— b ORI
PO (P3-4) 2L T3,

BERERO LN DLP A 5> b,
BETA—NTTIALT L ADEEFEA—IL R o —CHIE
A R —T VI > TWAB DLP A VU v —I%, [DLP Incident
Summary] ~X— @ FEIZ & % [DLP Incident Details] 1 > %
FIT 4T T NCRRINET, M RERRTHIC
X, DLP RV v —O&4Hi2 7V v 7 LET,

Top Incidents by Severity

Incident Summary
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||
& 4-9 [Email] > [Reporting] > [DLP Incident Summary] R—C O# (#HE)
o a3y EL)
Top DLP Policy Matches —H L TWb AL DLP R Y v—,
DLP Incident Details [DLP Incident Details] 7— 7 /L iZid, AV > —Z & @ DLP

AV T U NOEIZIMAT, ERELABONR, A v
=T OWT NN T Y TICEAE ST, B b S CE
BENE», FayZEIn=mnR_rEnEd,

HME R AR AT HI2IE, DLP R v—0&iix 27 V) v 7 L
%9, [DLP Incidents Details] ~— ¥ OFEMMIZ DUV T,
[[DLP Incidents Details] 7—7/L| (P.4-33) &ML <
720,

RY =X > THRHEENZDLP A o7 v M AEMEREZFE T HI21E. DLP RY v —0D4
Hiz27 Uy 7 LET, ZOFEZFEHATLIE, R v—ICLho TR ENTZ, BT — X225 A —)L
FEELZa—YD) X FERETE T,

[DLP Incidents Details] 7— 7L

[DLP Incident Details] 7—7 /L%, AU —TEL D DLP A > 7 > FOFIZI AT, ERE L]
OHNR, AvE—TONT N7 U TICEE SN0, B LI TERE Sz, ey 7Fank
MDIRRRENDAVETIT 4T T—7NTY, 7—F%Y— b TAHIZE, Z7LAHLE2 Y D
LET, SOA BT 0T 47 T—TNMICFREN5 DLP K ) & —OF MG R Z M5 51213, DLP
RV —2%7 V735, TODLP KU —D_R—=URERENET, sEMICOWTIE, [[DLP
Policy Detail] ~¢—<7| (P.4-33) &L T 7Z&0,

[DLP Policy Detail] X*—

[DLP Incident Details] 7—7 /L CDLP R U > —D4H[%7 U v 7 LIzGA, TO/REL L TEREN
% [DLP Policy Detail] X—IZZDRY > —IZBFT D5 DLP A TV F T—ERERENET, 2D
NR=VIZE, BEREICESWEDLP A V3T MDY T IRRRIINET,

ZOR—=VITE, DLP RY U —ICENK LT-A v — V2R E L SN — 2 FRR7T5, —UF

#BIZ & % [Incidents by Sender] 7—7 A b EENET, ZOTF—T AL, ZORY —IZET 2 —
PTLDDLP A 7 v FOREITINZ T, BERELVASAJONR, AvE—TOW0Tnnz V7T
RS SN7eh, BB LS TERE SN, ey 7SN REE T, [Incidents by Sender]

T=TNEERTDHE, MBOWET — 4523y NV =402 —FIZEFE LETRECH D2 —V %
MR TEET,

KEHE 4% 2 v 45 &, [Internal Users] ~— 2B & £97, FEMIC>W Tl MInternal Users]
=] (P4-28) ML TLIZE WY,

[Content Filters] R—

[Content Filters] ~—IZi%, &%EFar 7Y T4 ZOEi—8 (HRbE DA v =TI 8L
leary Ty Z4nE) THETLHERPEBRSNET, ZOXR=VUTE, 740377 7L A
DX THERINET, [Content Filters] X—V2HERATHE, 20Ty 74X T FEiida—
PTLIRER) v—%2 R L, ROEREBIFTEET,

o ZEA-AEREEFEA ML ST MY A= SNEERORSEVI VT VY T 0,

s WEDALT Y T4 NEE ) H— LA =N EFRZE L Bz —,
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[Content Filter] ~— Y% &K R 51T1F. ROFIEEZFEITLET,

ATvFT 1 X2 U7 4 EHT 777 AT, [Email] > [Reporting] > [Content Filter] Z &R L £ 7,
[Content Filter] _=— Y RFE RSN ET,
4-16 [Email] > [Reporting] > [Content Filter] R—

Outgoing Content Filter: free_stuff

Printable (FDF)

12 Sep 2006 07:20 to 12 Sep 2006 08:22 (GMT -0700)

Matches Over Time

Messages
=
=3

%WHHHHHWHWHH g

07:20 07:30 07:40 07:50 0800 08:20
Export...
Internal User Messages «
userl23@example.com 77
Export...

BEED T 4 NVZ OFEMERERRT DT, 74 V24 % 27 Y v LET, [Content Filter Details]
N—UNRERINET, [Content Filter Details] ~— Y DFEHIZ DWW TiE, [[Content Filter Details]
=] (P4-34) 2L TLIZE W,

[Content Filters] ~—<%5, PDF #4Ep L7V, raw 7 —% % CSV 7 7 A MIZ= 7 AR — LY
THZELTEET, 77 AVEHMEZIZT Y AR — N2 HFEOFEMICO WX, (B A—L L
RN—=T 47 X=VOWE| (P4-7) Z2ZRL TS,

((¥)  [Content Filter] X—Y DA ¥V a— R EINZVAR— FEERTEES, [EFA—L LR—FDZ
Y a—VikiE] (P4-54) 2L T ZEN,

[Content Filter Details] *—<

[Content Filter Detail] ~— 2%, 2D 7 4 VX ORI —EB L ONE 2 —FR O —EREREN
ij‘o

[Matches by Internal User] £7 v 2 T, Wii=—H (BFA—/L 7 FLR) OFEMX—TVE2RRZT

Ha—WxEI7 Y v LET, FEMIZ OV TIX, [Internal User Details] ~2—3] (P.4-30) &L T
<TEEVY,
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417 [Content Filters Details] R—<

Outgoing Content Filter: free_stuff

12 Sep 2006 07:20 to 12 Sep 2006 08:22 (GMT -0700)

Matches Over Time

Printable (FDF)

14 —
§ 12
2 10
2
= 3
]
4 ’_‘ ’_‘
Y | | T | | T | | | | | |
07:20 07:30 07:40 07:50 0800 08:10 08:20
Export...
Matches by Internal User
Internal User Messages «
userl23@example.com 77
Export...

[Virus Types] R—

[Virus Types] X—Y Tl *y V=7 TEZEINTZ VANV AOBERRENET, [Virus Types]
R=DIE, BFA N X2V T 4 TTFIATUVATEH L, X2 VT 48T 774 T A
FERINDTANA AFXy v DoV AL s TSN VA NVAREREINET, ZOLVEAR— %
FEHLT, BEDOTANAIK U TAEZITWET, =& 21X, PDF 7 7 A WVICHAIAEID Z LA
HHL TV DU ANV AZREIZZE L TWDSEE. PDF B SNT0DE R vy =V %R 2 7 4
NE T Iy arERERT D E RS E T,

TANAREGET 4 VB TiE, 2—FRNATEHZ LR, TROLOFEEDO T A NV AE R LTIZA vE—
CHIEEET A LN TEET,

[Virus Types] X— Y 2R T HI121E, WOFIREZETLET,

X2 VT 4 BHT 7T A7 AT, [Email] > [Reporting] > [Virus Types] Z#R L £,
[Virus Types] X— YV WRRFINET,
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- . . . o_os
4-18 [Email] > [Reporting] > [Virus Types] R—<
Virus Types
Time Range:
0% May 2011 05:00 to 10 May 2011 05:06 (GMT +07:00) Data in time range:78.26 % complete
Top Incoming ¥irus Types Detected Top Outgoeing Yirus Types Detected
Mal/Bredozp-B 205
Mal/EncPk-RM 134
Troj/Mdrop-OLP [l 24
Troj/Agent-RMI 17 Troj/Agent-RMI 4
o 100 200 300 400 o 2 4 3 B 10
Messages Messages
Export... Export...
Yirus Types Detail
Wirus Trpe Incoming Messages Qutgoing Messages Total Infected Messages =
Mal/BredozZp-B 205 o z0s
Mal/EncPk-RM 134 o 134
Troj/Mdrop-DLP 24 0 24
Troj/Agent-RMI 17 4 21
Columns... | Export...

BEOUANA AX Y =V FT LTV DA, [Virus Types] R— P2, 4 X —7 272>
TVWBTRTDOIANA ZAF Yy TV VORENREGENE T, R—JICFREND U AL ADLTT
T, UANVA AFx vy TPk o THESNIEATI T, DAYy 2 VB 1 SDUA
NAZRH LIzgE, R UvA LA LTEEDO N BEET L EERH D £7,

WD YA RTIiL, [Virus Types] X—VDEESFE Rt va 20 THALET,
# 4-10 [Email] > [Reporting] > [Virus Types] R— D&

2oLay H L]

Time Range (FAY 745> YR M) 1 ~90 HMEZIZ W AZ LR BEHIAZIEE CE5 Fey 7y
v U RN, FERHEHOFEME FEEDO=— XZH by el A
<A RZONWTIHE, (A% T 7T 47 LiR— hOFEE
FHOER] (P3-4) LT ZE W,

Top Incoming Virus Types Detected OB aryTIE, Ry NP ICEESNTETYANLAD
Fy¥— b Ea—RBRRINET,

Top Outgoing Virus Types Detected |-~ &7 a2 Tk, Xy hT—Z L EEINTFETA LR
DF ¥ — b Ca—NERENET,

Virus Types Detail BTANVA ZATOHRMBEREINDA L ETIT 4T
T—T ),

GE) TVANARRBRLEAyE—V2Fy NI —ZITEE LIZAA MEF AT 511, [Incoming Mail]
N=ICBEI L., FUREHMEZIETE LT, UA ARy — N LET, RIS, Xy NTU—2 W
TUANABEDEF A —NEEF LI IP T FLAERRFT 511X, [Outgoing Senders] X—T %K
R, UANVABHEA v =Ry — N LET,

[Virus Types] ~X— 225, PDF 24 L7V raw 7 —H# % CSV 7 7 A MZTZ 7 AR — L7V T 5
TELTEET, Ty ANEAHNEITT Y AR — T HFEOFFMICONTIE, TEFA—L LR—
T4 RX=UOME] (P4-7) ESRLTLIEZIN,
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~

GE)

[Virus Types] N—Y DAV a— LR ESNZLR— b 2ERTEET, [BEfFA— LER—-FORF
Ta—iRiE| (P4-54) 2B TIEEN,

[TLS Connections] X—

[TLS Connections] ~*— 21k, A —/VOEZFITHH I D TLS Bk O 2R 7224 IR AR R I N
F9, TOLR—FTIE, TLS#fEAFEH L TA—ILEZEETIHE RAL VOFEMIZOVWTHREN
iﬁ‘o

[TLS Connections] ~—Y ZfFHT 2 &, ROEREBETEET,

ATFvFT1

EEAEHRIC L D 27 TLS O HEIE,

TLS #Ef ik Lz 8— hF—,

TLS BT Lie o Fo/S— R —,

TLS FBREICHED & % /3— FF—,

N— hF—MN TLS M Lz A — Lok eEE,

[TLS Connections] _X— Y& RAFZT 2I121E, ROFIREZFEITLET,

X2 VT A EHT 77147 AT, [Email] > [Reporting] > [TLS Connections] Z &R L £ 7,
[TLS Connections Report] ~<— Y NFRrINET,
[TLS Connections Report] X— %, 2 2DE 7 ¥ a G0N TWET,

[[TLS Connections Report] ~— < : [Incoming Connections]|

[[TLS Connections Report] ~*— <" : [Outgoing Connections]
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4-19 [TLS Connections Report] *—<> : [Incoming Connections]
01 Mar 2011 19:00to 02 Mar 2011 19:16 {GMT) Data in time range:s3.25 % complete

Incoming TLS Connections Summary

3,000
- Successful - Required 38.3% 1,185
2,400 Successful - Preferred 20.9% 645
2,100 B Failed - TLS Required 0.0% 0
1,800
Failed - Preferred 0.0% ]
1,500
a0 Unencrypted Connections 40.8% 1,262
900 Total Connections 3,002
500 Export...
300
o Incoming TLS Messages Summary
T T
1900 2300 0300 0700 1100 1500 1900 M
EXport... TLS Encrypted 43.9% 19.2k
Unencrypted 56.1% 24.5k
Total Messages 43.7k

Items Displayed

TLS TLS
Req. TLS Req. Fref. TLS Pref. Total TLS Unsncrypted % TLS of all | Messages
Domain Failed Success Failed Success Connections = | Connections Connections | by TLS

Mo Domain [ 373 0 207 580 413 58.1% 5,975

Information

comeast.nst i 92 [ 72 164 114 59.0% 1,640

yahoo.com i 35 [ 19 54 33 62.1% 531

sarthlink.net i 13 [ 7 20 1z 62.5% 250

rr.com i H [ 11 18 11 62.1% 180

ststelscam com i 16 [ z 18 ] 66.7% 180

sol.com i 10 [ 4 14 15 48.3% 132

bigfootintsractive,com i 10 [ 3 13 5 72.2% 130

epidr.net i 6 [ 7 13 ] 59.1% 130

bigpond com i H [ 5 1z 3 80.0% 120
Columns .. | Export...
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o, . o3 . . .
4-20 [TLS Connections Report] *—< : [Outgoing Connections]
Outgoing TLS Connections Graph Outgoing TLS Connections Summary
Connection Category Connections
10 S
9 Successful - Required 0.0% o
8 Successful - Preferred 100.0% 4
7 B Failed - TLS Required 0.0% il
[
Failed - Preferred 0.0% ]
5
4 Unencrypted Connections 0.0% o
3 Total Connections 4
2 Export...
1
0 Outgoing TLS Messages Summary
U | 1 [ | ! | ol
19:00 23:00 03:00 07:00 11:00 15:00 19:00 Message Category
Export... TLS Encrypted 100.0% 3
Unencrypted 0.0% o
Total Messages 3
Outgoing TLS Connections Details
TLS TLS
Req. TLE Req. Pref. TLE Pref. Last TLS Total TLS Unencrypted % TLS of all Messages
Domain | Failed Success Failed Success Status Connections Connections Connections by TLS
mail.ga o o o 4 | Preferred - 4 o 100.0% 3
Success
Columns... | Export...

WD Y A NTliE, [TLS Connections] X—Y DI EFSFht s v a iz o0 T LE T,

& 4-11

[Email] > [Reporting] > [TLS Connections] R— D4l

ovay

i

Time Range (FAy &>y JR k)

1~90 B E/ i3 A2 ¥ AR EHEECE D Fuy 74
T2 U R, BEREEPH O & EEO = — X I2h b A
H=w A RZOWTCIE, M%7 57 47 LR— OB
FHOEIN | (P3-4) 2L T IZE0,

Incoming TLS Connections Graph

T 70%, BIRLEZ AL 7L —A 0 0T, BEED 1
. 1 H, 7203 1 @B T 5. %{5 TLS OB E{L &7z
BB LU L SN WEROE 2 —RERINET,

Incoming TLS Connections Summary

ZORITIE, HEA Y E-—VORE, BE{LIz /K5
SNV A =V OR, i/ KL 72515 TLS i 51k
Ayt —VORNRRIINET,

Incoming TLS Message Summary

ZORITIE, HEAvE—VOREOBMELRRRINET,

Incoming TLS Connections Details

FIZIT. WELENTZA v =D EZET DL AL D
FNFRENET, & FAAL THONWT, Eomik, %1E
INTZA =T, BIOED/ KB LTz TLS Bk s *&
RCEFET, K RAALNTHONT, FRE/ B L - Bk 0 E|
BEFRTHILELTEET,

Outgoing TLS Connections Graph

TS 700E, BIRLIEZ AL 70— AIZS 0T, HED 1
M, 1 H, 7231 #HBICEBT 5, %5 TLS ok s hiz
BB LU S L SN2 VRO E 2 —DNERINET,

Outgoing TLS Connections Summary

ZORITIE, BEA vE—VORE, BalhIniz/EEtk
SNV A =V, )/ RIG L% fE TLS B 51k
AybE—VORNRRFINET,
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® 4-11 [Email] > [Reporting] > [TLS Connections] R—I DM (#E)

o3y HL
Outgoing TLS Message Summary ZORIZIF, BEAYE—VOREVRERFSINET,

Outgoing TLS Connections Details FITE, BEEENTEZAvE—VURESET B RAAL DR
MIBERENET, & RALTONT, B OB, %G
SN Ay v—D 0 BRI/ RILT TLS B 0%, 36 L O
%D TLS AT —F A&RRTEET, & FAAL NTHONT,
BB | RIG LT e DEI G 2 Fon T 5 Z 8 b TE £,

[Outbreak Filters] X—<

[Outbreak Filters] ~—1Zid, RIEOFAERNSL T A NVAEG T 4 V2 ICL > TREfEN= A vE—
CICETAERP R INET, TOX—VEMFRATLIE KBARERSTZUA VA, FEIK, BXIO
T4y T RBIIK T A AT =X TEET,

[Outbreak Filters] ~— Y &AL T, ROBREAFTEET,

o UANARERET AN L= Lo TRBESNTEA vy E—V DR EMEH ST r—,
o UANADFREIIRT D, VA NVREIHEEDO Y — R XA L,

o T m—rL UANVRREGIEAE LR LTcm — L U A L A DFEARDL,

[Threats By Type] ¥ 7 > 2 ik, T I7A TV ATZELESESERBEHOBE A v —UNRE
RENET, [Threat Summary] B 3 ik, VANLVR, T4 vy 7 HWE BIOGERIZE S
Ay EBE—VONRPERINET,

[Past Year Outbreak Summary] (21, A7 0@ — L7 AEB L ORa — DV TORERKRIND D
T, B—H) Xy hU—27 bl RETE— UL LU RERETEES, Zo—SV8EY X b
T, UANVAEEFET A NV AEDOTTOTXRTORRED ENEATT, ZhiZ ;('JLL/T\ o — 7 VIR
I, BfEVD Cisco IronPort 777 A 7 U AZEEE 5 2 127 A WV AEYFEAICRE SN THET,
= ANRET = 2T T ANV AEOBRITE ENEE A, T — VB RRET =X, TU b7
LA 7 @B CBIERE SN TS LEVMEZE X 72, Cisco IronPort Threat Operations Center (Z & -5 T
RSN T_XTOREPREERLET, B —WVERRET — XX, 7V N7 bAoA JIRBETHIERE I N
TWDLEWEEZBRTZ, 2OT7I7AT7 VATHRIEENTETRTOT ANV RERERLET, [Total
Local Protection Time] I&, Cisco IronPort Threat Operations Center (& X 24 7 A /L A KGO & |
FENUT LR DT v TFUANA T =F v O E ORREICHICE SN THET, 49 LbT
RTCOTa—rVREER, BEVO Cisco IronPort 777 A 7V R BEE 2 501 TiEb Y £
loo T--1 MEIE. IRFEFRFEINIFIEL RV, T FUANA RXUF =Dy 7 =F v 2 AFTER
W2 L ZERLET (O =L, v =F v M ERE LEEAL), ZhiX, RERMAER T
bHZEERTOTIEIRLS, RERMOBEHIILBERFEREAFTERNILEZRLET,

[Quarantined Messages] =27 v 2 v Tid, BT 4L ¥ @Bﬁ%ﬁ«ﬂi{ﬂ@%%ﬁiﬂ“éﬂi 9, ZAuE, R
T A VE DI LT BERREB A v =V OB ERET 5 OICENLORETYT, RSz 2 /tw
DI, RRRICER ENE T, BF. TUFUALR /I/%/I/ioJ:U\7 UF AR J— L3 E AT e
ké%m\th~yﬁ%%éni¢o%ytwyﬁﬁméhé&\TV%W4»zy7%¢:7x
FOT v FARL Y7 T2 TIZEoTAF Y S, UANVAREGWEN, 7 —rhEHESINET,
BRNT X TOBMMEEICELY . A v E—URREERNICHS EEXTH, A vE—VOREL—
b (B LOBEEM T b 384) ﬁ>ﬁﬁéﬂ5i}%/\7pz§> 0 ET, (REEFEEICA - RS TIAL)
BRFIC A v — VR EFHTDH LI . B EENC L HIRELEE T,

[Threat Details] U 2 MMZi%, BEOZT IV (VA NVAR, FFK, FHT7 40000 7), B4, B
DOHH, MBSz A v =V Y, BEOREICOVTOHERNERENET, 7A L RERFEE
D54, [Past Year Virus Outbreaks] (&Y%, 3L WVID, U A NV AREREDRIRPNC 7 B —7DIUIZHE L &
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NIEREZ & B, ST A V2K > TIRESNTZIFA, BRORBES WA v E— VNG ENE
To MDA =2 —%HA LT, 7o —AREEITe—INAVBEONTRN, BRORRT LA Y
TV ORERBINCTEET, VT~ X =% Uy 7 T5H2LICRD, RREY—FTEET,

[First Seen Globally] ®EEZI1L, HRAFERKHEOBE A —NLEBLOWeb v 77 4 v £E=HV T
F v kT —2 T 5 Cisco IronPort SenderBase 7>5 D7 — & (233X | Cisco IronPort Threat
Operations Center |2 & - THE S E T, [Protection Time] (L. Cisco IronPort Threat Operations
Center IZ L2 K HBOBM L FENV X —ICLDT v FUANA T =F ¥ Offit L ORI
WSV TWET,

M) 1T, REEENFEELRZWD, TUoFIANA RXRUE =N VT =F v 2 AFTE RN
LERLET (—HoRVE =L, v =F R ERELEEA), RERFMA e THDL I LB
LTWabiTiEd $¥A, LA, RERMOFHICHNERIFEREZATTERN EEZEKRLE
j‘o

[Outbreak Filters] ~*— % &~ 9 5121%. [Email] > [Reporting] > [Outbreak Filters] Z#R L F 9,
4-21 12, [Outbreak Filters] _*— Y OFRRFI 2R L ET,

4-21 [Outbreaks] R—<

Qutbreak Filters
Printable (PDF)
Outbreak Filters

01 Feb 2010 00:00 to 23 Feb 2011 03:45 (GMT) Data in time range:0 % complets

Threats by Type Threat Summary
Threat Category Messages
viral attachment Phish 790
Financisl Lrl Seam 110
ghish Virus 519
Faks Company
Total Messages: 1,728

Fake Deal

Bank Transfer

Loan

Fake Cashiers Chack
Robbed Abroad

Past Year Virus Outbreak Summary

Dating Total Local Protection Time: 0.0 hours
800 Local Qutbreaks: b
O Glabal Outbreaks: 3z

Expart...
Iterns Displayed
Category Threat Mame Description Total Messages +
Wirus Wiral Attachment A message attachment may contain a virus or other malicious software that is ins... B19
Phish Financial Ur| The message tricks victims into confirming a bank account change or transaction ... 563
Phish Phish 226
Scam Fake Company The sender poses as a legitimate company proposing a business deal. 75
Scam Fake Deal The sender poses as a legitimate company proposing a risk-free transaction, but ... 47
Scam Bank Transfer The message tricks victims into believing personal bank account information is r... a4
Scam Loan The message tricks victims into applying for some kind of loan with too-good-ta-... 34
Scam Fake Cashiers Check | The sender tricks victims into accepting a cashier's check that is not legitimate. 33
Scam Robbed Abroad The scammer pases as a friend of the victim by using a stolen email account. The... 26
Scam Dating 20
Expart...

Past Year ¥irus Outbreaks
Iterns Displayed Global Outbreaks (v

Outbreak Name Outbreak 1D First Seen Globally Protection Time Quarantined Messages

Trojan variant 3222 | 22 Feb 2011 19:53 (GMT) 0
Trojan variant 3221 | 22 Feb 2011 16:47 (GMT) 0
Troj/Agent-QLN 3220 | 21 Feb 2011 23:09 (GMT) 0
Mal/Fakeay-1U 3219 | 21 Feb 2011 19:02 (GMT) 0
Trojan variant 3218 | 21 Feb 2011 16:41 (GMT) 0
Trojan variant 3217 | 20 Feb 2011 01:33 (GMT) 0
Trojan variant 3216 | 19 Feb 2011 18:50 (GMT) 0
Trojan variant 3215 | 19 Feb 2011 13:03 (GMT) 0
Trojan variant 3214 | 17 Feb 2011 11:22 (GMT) 0
Trojan variant 3213 | 17 Feb 2011 05:04 (GMT) 0

Columns .. | Export..
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S
(3¥)  [Outbreak Filters] X—IZ7 =T ANIELL RRINDHTEDIE, X2 VT4 FHT 774 TR
M downloads.cisco.com E[E TEAMENDH Y 7,

[System Capacity] R—

[System Capacity] ~— I Tit, fF¥Fa—NDORX v -V, HEBLOEEA Y E—Y (B, A
A AEE) . B2 CPU EHI =R, BERERID CPU MR, AEY N—Y ZATU v FERRET AT LA
W OFEMMARINET,

[System Capacity] ~— L Zf 42 &, ROIEREZ MR TE £,

s BIA—NEX2VT 4 TTIATUAPHRF Y XU T 4 2 0OBATZD, ZhIZE-> T, &
EDOREALETTBINT 7T A4 T VAR, WORBEZ IR0zt £77,

o XY RUT A ORENSHRREET HAREMEEZ RT VAT AZEHOBED P LU R,
o "NITNYa—T 4T DEDIT, VAT IEINEL Y VY—REFEHLTWDIESERIL £,

Monitor your 7 A —/L X2 VT 4 7T7I7A T RAEE=F LT, F¥ XU T AR Ay E—VRIT
BWLIEHDI > TV D0 2R LET, B, BHORBEICHE> TRFHEML £33, BOict=
Vo Z LTWIE, BIR vy o7 4 ERERELE 2 PUMICEHTEET, VAT A Fx v
T A B AT HIDRNRIEZ, 2FNRE, FEXFa—NOA vy E—Y BLOY YV —RHiK
T—RDOA VT b EBTSZ LT,

o B:IEW| RAYE—VELBRENTO AR OANL 7 24052 ENEETT, R
WCZDOT—% %BH LT, BEo#MEELET, [Incoming Mail] ~<— 1 X O} [Outgoing Mail]
NR=UEFEHAT DL, BREFMICELZBIICE £, FEMICOW T, [[System Capacity] :
[Incoming Mail]J (P.4-44) ¥ XL [[System Capacity] : [Outgoing Mail]] (P.4-45) &R L T
<TEEw,

o MEEXa—  fFEX L ARLKBORNE 7 4 NVE Y T ETD, FEANL AyE—TD
BRI A LIRS 5, RREEEE] & LTRSS TWET, 2720, fE¥EF = —I13AR O
MO TNHYAT LERTHETLH Y T, B, HBEREEX2—ORy 7T v 7L, Fy 8
T 4 OREER L TWARREMEN H D £ 97, [System Capacity] : [Workqueue] ~— > & f i 4

L EEX 2 —NOT 7T 4 BT 4 BB CEET, FEMIC OV T, [[System Capacity] :
[Workqueue]| (P.4-43) &ML T ZE0,

e U YJ—RHHKET— K : CiscolronPort 7 77 A TV AN —_"—p—RiZbdt, U /—2HK
F—F (RCM) 2729, CRITICAL ¥ A7 A 77— MR EFEEINET, ZOE— KL, T84 R
EREL, RUEHSDOA v E—VZBETE D LI INTWET, BEVD Cisco IronPort
77747/xi BEEBIZ RCM 1272 B D TlE2 <, A—VEREFIZZVGE - TBEI28m

LG EICORRCM IR DULENRDHY E9, HELRRCM 77— M, VAT ABNA—"—m—
Nz 72 ‘9 00&35 TEERLTWVABAREMENH Y £9, RCM (. [System Capacity] ~X— ¥ Tidi8
e Edi,

[System Capacity] R—IZRRINDT—2 DEREE

[System Capacity] ~X— V27 — & 2R3 T L HEH A BIRT 256, WO LICHET 22 ENE
g‘(‘\\j‘o

e Day L7AR— b :Day LiAR— N TCid, Bl 7 —7 V2 BA L, 24 ORI LI T7 774
TUANZE L 2 ) —DERAERERFLET, ZOHRIIFHT—7 A0 0IRESNET,
T IERE R BB T,

Il Cisco IronPort AsyncOS 7.8 for Security Management 1—4 #{ F



| 248 DREPVEFA—L £F21UT4 LE—F4 2 IOER

e Month UAR— bk : Month LAR— FTi&, 30 HRMIE/=12 31 B (FOHAOBEIZIELD) OH
T NAEREL, 30 HME/IE 31 HMOEM#e 7 =) —$%xFK R LET, TN IEMRIYET
‘g—o

[System Capacity] ~— @ [Maximum] fEA > V7 —X X, 8 IN=HENORREEZ TR LET,
[Average] MEIZFEE S NN O T X TOMEDOFH T, LFHHIMIZ, LR — MIx L T#IRES AT
BIRBIOIG UTHRARY £4, 2L 213, ABMOF ¥ — FOBRAIE, B2 & O [Average] E &
[Maximum] B4 &K RTHZ W TEET,

¥ED T Z 7@ [ViewDetails] V> 27 %27 Vw7358 E, HxDEFA—N X2 T4 TTI7A47
VADT—EABIOE X2 VT A BHT S IAT VRSN T T IA T ADT — RN FR
INET,

[System Capacity] : [Workqueue]

[System Capacity] : [Workqueue] ~—IZ1%, € SNIHIHOFEEF 2 —NDO A v —VEMPER
SINET, Fo, AUHHOEEF 2 —NORRA vy E—VbRFINET, B, B, A, EFEFED
TR ERRTHIEHLTEET, [Workqueue] 77 ZIZBIF B REH DO AL 7%, EFTHY, F
ETDHARERD D ET3, AL 7 OREBENEL 20, BREIMICHE > TRRORER K HE.
XY T 4 ORMEERLTOAAREENH D 9, [Workqueue] X— U ZERT 5 & X%, 1EE
Xa— NI T o TOBEEZRIE L. 10,000 A vt —VE2BIOEEX2— NI T v FITEETD
TEBHERESNET,

4-22 [System Capacity] : [Workqueue]

System Capacity
[ workqueue | Incoming Mail | Outgoing Mail | System Load | All]
Printahle (POF)

Time Range: | Month (30 days) v ¥iew Data for: | All Email Appliances v
07 Feb 2011 00:00 to 09 Mar 2011 00:59 (GMT -08:00) Data in time range:99.94 % complete
Average Time Spent in Work Queue
Minutes
60
54
48
42
6
30
24
18
2
6
a —T—T— 7 —r T ——
09-Feb 16-Feb 23-Feb 02-Mar 09-Mar
Wiew details
Export...
Average Messages in Work Queue
10
9
8
7
6
H
3
3
2
1
| E— T ——— T
09-Feb 16-Feb 23-Feb 02-Mar 09-Mar
View details
Export...
Maximum Messages in Work Queue
200
180
160
140
120
100
80
60
40
20
a T ——T————T—T7——T—T—T—T ——T———
09-Feb 16-Feb 23-Feb 02-Mar 09-Mar
Wiew details
Export...
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[System Capacity] : [Incoming Mail]

GE)

[System Capacity] : [Incoming Mail] <— 2%, EEHR, &E A v —Y ok FHA -
AR, BEAYE—VORYA AN RENET, A, B, A, FLEIFORBRERFTTHILHTE
T, THHORRBICBT2BFOA v E—VEEASA IO ML REHELTE I ENEET
7, [System Capacity] : [Incoming Mail] X—Y &4 2 & BREFRICA —LEOEMAZBHL, &
AT N FRXNTADOFEENTDHZENTEET, FEA-NT—FLEERET v T 74V T—4
EHBLT, FFEDO KA Vb Ry NI —ZICEEINDIE AN AyE—VOEDO MLV FE

FKRTHIEBHESNET,

EEHEREOHEMT. BT LI AT DAMIEELZHZ 2D TIEHY T A,

4-23

System Capacity

[ Workqueue | Incoming Mail | Outgcing Mail | System Load | All]

[System Capacity] : [Incoming Mail]

Printable (PDF)

Time Range: | Manth (30 days) v

07 Feb 2011 00:00 to 09 Mar 2011 00:59 (GMT -08:00)

200k

Total Incoming Connections

view Data for: | All Email Appliances v

Data in time range:39.54 % complets

09-Feb 16-Feb

20.0k
18.0k
16.0k
14.0
12.0k
10.0k
8,000
6,000
4,000
2,000

—
23-Feb

Total Incoming Messages

02-Mar 03-Mar
View details

Export...

T
09-Feb 16-Feb

200k

T
23-Feb

Average Incoming Message Size (Bytes)

02-Mar 09-Mar
Wiew details

Export...

09-Feb 16-Feb

200.0M
180.0M
160.0M
140.0M
120.0M
100.0M
BO.OM
60.0M
40.0M
20.0M

—
23-Feb

Total Incoming Message Size (Bytes)

02-Mar 03-Mar
View details

Export...

T
09-Feb 16-Feb

T
23-Feb

02-Mar 03-Mar

View details

Export...
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[System Capacity] : [Outgoing Mail]

[System Capacity] : [Outgoing Mail] ~— 21X, FfEHR. BEA v -V, FHA v -
YA X BEA VORI A IR RINET, H, B, A, ELITFORRERRZTLHZLHTE
T, THHORRBICBT2BFOA v E—VEEASA IO ML REHELTE I ENEET
7, [System Capacity] : [Outgoing Mail] X— T &4 5 & BIEFAIIC A — L mOBEMABIFL,
AT A XX NRUT A OHBENLTDHIENTEET, BEA—N T =X ERERET — ¥ 2 LT,
BEDRAAVEIIZIP T RLANLIEEINDIEF AN Ay E—VOEDO NV RERTTHT
EhHER I ET,

4-24 [System Capacity] : [Outgoing Mail]

System Capacity

[ Workgueue | Incoming Mail | Outgeing Mail | System Load | All]

Frintable (PDF)

Time Range: |Day ~

08 Mar 2011 14:00 to 09 Mar 2011 14:10 (GMT -08:00)

¥iew Data for: | All Email Appliances ~

Data in time range:100.0 % complete

Tatal Dutgoing Connections

30.0k
27.0k
24.0k
21.0k o

18.0k
15.0k -
12.0k
9,000
6,000
3,000
0 T T T T T T T T T T T

T T
15:00 19:00 23:00 03:00 07:00 11:00

Wiew details

Export...

Total Dutgoing Messages

4,000
3,600
3,200
2,800
2,400

T T T T T T
15:00 19:00 23:00 03:00 07:00 1100
Wiew details

Export...

Average Outgoing Message Size (Bytes)

90.0k

T T T T T T T T T T
15:00 19:00 23:00 03:00 07:00 1100
Wiew details

Export...

Total Dutgoing Message Size (Bytes)

100.0M

T T T T T
15:00 19:00 23:00 03:00 07:00 1100

Wiew details

Export...

[System Capacity] : [System Load]

VAT LAAFLAR— ML, BTFA N EX2 VT 4 TTTAT U ATOM CPUHENRRENE
T, AsyncOS I, 74 FAREO CPU Y Y —AZBH L TA Y=Y ANV—""y F&H LIED &
ITHBEL SN TWET, CPUBHENES T, T LHI AT A ¥ 0T 1 ORMEEZ R T DT
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System Capacity

TIEHY EA, CPUBHAZEREL, OoERY 2a—LbDAFEY R—=Y AU v L VRREET LS

By FYNRNUT 4 OREO AR HD T, TOX—=UTIE, A=A, ZARXABLIORTA LA

TV, LR— N, BXOWHA P S ESERBECL > THERAESND CPUDEERRTL ST
LRI NET, KRR CPU O/ 5 7%, VAT A ETRVE DY Y —AF AT 5858 O8% % 7~
BIETY, 77747V AOKBICBAMNERGE, 2077 71, HEST 4 v—T W bD LI HEHE
W4 B DR B T,

AEY R=D AU LT DT TINE, VAT LILEDT 4 AT ~DOR_R—=D 0 TPRLBE AT R L
i‘@—o

4-25 [System Capacity] : [System Load)]

[ workgqueue | Incoming Mail | Qutgoing Mail | System Load | all]

Printable {PDF)

Time Range: | Dray

~|

08 Mar 2011 22:00 to 09 Mar 2011 22:19 (GMT)

Overall CPU Usage

Data in time range:89.0 % complete

100.0%
90.0%
80.0%
70.0%
60.0%
50.0%
40.0%
30.0%
20.0%
10.0%

0.0%

100.0k
50.0k
&0.0k
70.0k
50.0k
50.0k
40.0k
30.0k
20.0k
10.0k

CPU by Function

Memory Page Swapping

3 4 5 [ 7 B ] 10 11 12 13 14 15 16 17 18 18
Wiew details

Export...

T T T T T T T
2 3 4 5 (] 7 B 4
Anti-virus . Reporting Qaranting

. Anti-Spam . ail Processing

Wiew details

Export...

3 4 5 6 7 B 9 10 11 12 13 14 15 16 17 18 19

Wiew details

Export...
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AEY R=D RDYEVITICHT S EESEE

VAT AT, BFNCAEY E AT o TTHEIICRE SN TVWEHDT, —HDOAEY AUy BT
FEZVEALZLOTHY, TT7I9AT UV ADOMEEZRTLEOTIIHD THA, VAT AN EIZER
Va—2DATY RV T EITHIFEUIE,. ATY AUV IBIEETHY, B2 0HE5%
FTT JFIZCIS0 T T TA TV ADEE), I 2iE, K 42612, BARY 2—LDAFY AU E
VT EEIATIVAT AERLET, N T p—~ A& A EEE AT, kv MU —271Z Cisco
IronPort 777 A 7 LV A& BINT 50, HEZHEL T, RRKOANL—Ty NEMIRT 25 LA LE
LBaEbH £,

4-26 [System Capacity] : [System Load] (BHEHFBHDSRTL)

System Capacity quickdraw.run

16 Aug 2007 15:00 to 17 Aug 2007 15:05 (GMT)
Overall CPU Usage

19:00 2300 03490 o700 13:00 15:00

[System Capacity] : [All]

[A] *=YTiX, ZRNETOTRTDOYAT A FX /0T 4 LIR— FEH—OX—=VITHRAEL, &F
SERLA— MNATOBRERRTHIZENTEET, &2, BREAZAAETY AU B TORE
R A v =Y Fa—RNEW I LR T ET, I, ﬂ'r)r/\/740>lﬂ'ﬂ%ﬁmm&ﬂbé
FREMENH W EF, ZD_X—V%PDF 77 A0 E LTIRIFEL, BTERT 2012 (FRI3HR—F
2By T EHEFTEEDIZ) VAT LR T 3=~ ADA T v TV ay N RIETHZERHERESH
F7,

[Reporting Data Availability] R—

AFvFT A1

[Email] > [Reporting] > [Reporting Data Availability] ~<— Tid, U Y — A HEBB L OE A —L b
T4 OEEOHIGHB I TN EZA LIRRINDEICT —FERT, BEHFBLIRY—FTE
F7

[Reporting Data Availability] =X— Y% FRT5I121%, WOFIEEZEITLET,

X2 VT A BHT T AT v AD—C, [Email] > [Reporting] > [Reporting Data Availability] %
BIRLET,

[Reporting Data Availability] ~<— YR E RSN E T,
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4-27 [Email Reporting Data Availability] R—2
Reporting Data Availability

Printable (PDF)

Time Range: | Month (30 days) v

21 Mov 2010 00:00 to 21 Dec 2010 00:26 (GMT) Data in time range:71.67 % complete

T ’ ' T
29-Nov 06-Dec 13-Dec 20-Dec

T T T T
22-Nov. 29-Now. 06-Dec 13-Dec 20-Dec

80.0%
70.0% 1
60.0%
50.0% 4
40.0% |
30.0% 1
20.0%
10.0%
0.0% | I L —— | L T
22-Nov

29-Now 06-Dec 13-Dec 20-Dec

TONR—UME, EX a2 VT A BT S IAT AR E S TEEINB T I IA T AR KOT — X
TRAGENT 4 2EDT, TRTOF—F )Y —AEARBLIOET A=V b T 7 4 v 7 ICHEHED
OGN ERINET,

CZDOVR—=F RXR=Unb, FEDT I ITA7 L ABIORHHEHOT —% 74 )T 4 2RKRT
LZLEHTEET,

ATV a—ILEBESNFEBEFA—IL LIR—rEATFTUFR
DEFA—IL LER— KFIZDUT

ERATREL LAR— FDER

FFRRORVIRY | WO A TDOBEBFA—N £F2) T4 LF—RI, AT Ya—n
FBLOA YT K LAB— R LTHATE £,

RUE S L A—

[Content Filters] : 2D LA — MIIIHKK 40 DT T4 VI BERINET, TOX—VZ
FRIND EDOMOIEHRIZ OV TIE, [[Content Filters] ~<—37] (P.4-33) ZZM L T 7Z SV,

[DLP Incident Summary] : & D X—VIZRREIN D HFRIT OV TIE, T[DLP Incident Summary]
~N—v) (P4-31) 2L TIZEN,

[Delivery Status] : 2D LR — h X=X, HEDZEH NAL VERLRBS— Yy =of TR
ASDOEEOBBEIZ OV TOERNRRINET, £/, ZO—I2iF, BT 3 FEFRUNIZT A
T AL TRIFEENTZA =0 AL 20, 50, F721F 100 DZEZH KA A DV A FHRFER
ENFET, EHHABHROV T LAHLOY 2% 7Y v FT52 LIk oT, KFOFRA K X

T=RA T IT 4T e%F5E (T 74N U LB, BUE SNz EE. Y7 b Ay
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(E)

AANRC B BELON=F RN URAZEFNCY — b TEET, BFA NV EF2VT 4 TT7
A 7 > A® [Delivery Status] DFEMIZ DU TIE. [ Cisco IronPort AsyncOS for Email Security Daily
Management Guidel] %2R L T 7230,

e [Domain-Based Executive Summary] : Z®D LR — NI EFA—/L LER—F 4 7 ® [Overview]
N=VNWHESE, BESINTRAAL DI NV—=TICHIBENE T, BRINDERIZTOWTIE,
[[Domain-Based Executive Summary] V73— k] (P.4-50) &ML T EEW,

* [Executive Summary] : 2O LA — MI BT A—/L LHR—7 14 27O [Overview] ~X— Y DIFHIC
K& FT, RSN DHEMIT OV T, [[Domain-Based Executive Summary] L 7R — b
(P.4-50) Z2ZRLTIZEW,

e [Incoming Mail Summary] : Z D_X—IIZRKRINDIEWRIZOW T, [[Incoming Mail] ~_—|
(P4-15) ML T ZIW,

¢ [Internal Users Summary] : & OX—VIZHRR SN DHIERIC OV TIX, [[Internal Users] ~X—3 |
(P4-28) #ZMML T 7ZEWY,

* [Outbreak Filters] : & D X—VIZRRINDEFRIT OV TIE, T[Outbreak Filters] ~—<7)
(P.4-40) 2L T 7ZE W,

¢ [Outgoing Destinations] : & D X—IJNZHRKR SN HIERIC OV TiL, [[Outgoing Destinations] ~—
V1 (P4-25) 2ZMMLTSIZEN,

e [Outgoing Mail Summary] : Z OX—VIZEKRINDIERIZOWVTIL, [[Outgoing Senders] ~<—
V1 (P4-27) ZZMMLTSIZEN,

* [Outgoing Senders] : Z D X—P|ZTFKR S D IERIT OV TIL, [[Outgoing Senders] ~=— |
(P4-27) ZZRL T EI0N,

* [Sender Groups] : ZDX—VIZRRFRINDHERIT OV T, [[Sender Groups] LA — Kk ~X—)
(P4-24) =L TIZEN,

* [System Capacity] : T DX—VIZRR SN DHERIT OV T, [[System Capacity] ~—3]
(P.4-42) ML TL7ZE W,

e [TLS Connections] : & D_X—|ZHRKR I HERIC OV T, [[TLS Connections] ~— |
(P4-37) ML T ZIW,

e [Virus Types] : & O_—VIZEK RSN D HERICOW T, [[Virus Types] ~2—) (P.4-35) &5
LTLEEN,

i S

ZUAR—ME, BiE. BET7HRB., BTH, BFE0OH (®K2500H), FF3BEOH (K12 5 H)
DT —FEEHDEICRETEET, 2, HELZHAEK 2~100H) Fo3EEL-A% 2~
12%A) OF 225052 b TEET,

VAR — hOFETEEMIC b B, EATORRBMF GEZE 1B/, 1 B, 18, /2315 H) ©
F=BOHENEGENET, 2L 2iE, BRLVE—FE2FRT I BICETT D E0ICAZ Va2 — L E2REL
A LA— MTIXATH @ 00:00 225 23:59 ETOTF — X REENET,

EELNYy—)L

iz DOLR— MEEOR r— L ZEH LT, PDF LAR— F2 A7V a— LR ELLY, raw 7 —4
ZCSVIZ7ANE LTI AR—MN LD THZ LN TEET, [Scheduled Reports] X—T DFFE N
By XY A= a =T, 2= FRBERBRL WL s — LB XOEFETPDF LAR— MR E
FAT Y a—nT52RTEET, [VAR—F F—2OH & =7 ZR— ] (P3-8) OEERIE
WEBRL TSN,
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T—h4A TFE#HLKR— FORE
— ORI, 7T —H A TEH LR — FRND V2T AN HEHIBR SN D IOV T,
l[Archived Email Reports] ®#&x & EH ] (P.4-58) 2#ZML T L&,

ZOMDOLR—+ 247

X2 VT BT 7747 2 AD [Email] > [Reporting] £ 7 ¥ = > TlX, RO 2 FHEOFR 72 LR —
NEAERTEET,

e [Domain-Based Executive Summary] L 48— K

e [Executive Summary] L' A" — b

[Domain-Based Executive Summary] L'7/k—

[Domain-Based Executive Summary] VAR — MMZid, Xy NU—7 WD 1 DF73EEO KA A D&
FBRBIOREA vy E—VoMENFRINET, 21X [Executive Summary] LAR— h ERICWES
D, LIR— KN T—2R, HELTE RAAL VTEZEFEIND A v E—VIZHIRENET, B KA A
UHRESNTWOHE, ZOT I IA TV AFTT_XTDO RAL DT —H % 1 DO LR— MIELMIL
F9, FOMDRFr V2 — LB EINTLAR— K EFR2Y | [Domain-Based Executive Summary] L
R—=RMIT—IAT7TEINFEHA,

LEaT7—3aly 74 TICko TRy 7 SN Ay E—VIEEEF 2 —IZAL RN,
AsyncOS IZZNHD A vy —VICK LT, 58 RAA VEZHET DD ONMBIIITVERA, T
JAAZEST, FASLS VLG ENTZA v E—VHEBRHESNE T, RASM VT EDT Ry T &
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