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X, 2% A FTIEARY >y—% Tdefault allow with auth] (Z3%E L. BIOH A b Tix ldefault deny
WCRELTWAEHATY, ZORA, 77947 ATEDID ERY —%F 7 40 FOF < RICHE
T DMERSHY T, EARMIITHMED [F7+V 8 R —%ERLET,

BENBICTAR—TIIZSN TS L DORER

GE)

Configuration Master AT 2 RIIC, TNBAMIND T & &, ARKICBOBEEEN A r—7LIC
7Y BRTAEIICHRESNTNDZ 2R LET,

ZOEHIZE, WO EFEFEITL T EE0,
o [Ax—TNICENTWDHEERED LR (P.8-10)
o [ABRTDHEED A % —7 1 1k) (P.8-11)

Bl DRERE R RO D Web X2 U7+ 77547 AN [E U Configuration Master (2% 0 4T 5H
NTWDAEAEIE, &7 7747 U AZJMENCART 2 L5120, AN Z b D FIAEZFITT 5 05
Wi ET,

A R—TIIZEN T SBEED LLE

ATyFT1
ATvT 2
ATv7 3
ATFv7 4

ENEND Web EX =2 VT 4 7T ITAT VAT R=T VSTV DERENR, £DOTTI7A4 T R
B9 I 5TV % Configuration Master TA X — 7 /WIZENTWAHEEEEE —F L TWDH Z & 2 HER
LET,

BRI DAE R FF OB D Web ¥X =2 U7 ¢ 7754 7 2 AE U Configuration Master (2% 0 4T 5H
NTWABERIE, &7 7747 AZJUIICABRT A L5, AR ZOF = v 7 ZEITTH0E
N ET,

Web EXx 2T 4 TTITA4T U ATAR=T IS TV DHEREZ MR T D121, ROFIREZFETL
ESUaN

X2 VT A EFHT T A7 AT, [Web] > [Utilities] > [Web Appliances Status] Z &R L £,
Configuration Master # A3 2 Web €t X =2 U7 4 777347V AD4RTE 7 Y v 7 LET,
[Security Services] 7—7/VE TCAZ u—/L LET,

A F =T MCINTWDL TR TOBEOWIEF—20T 7 7 4 7T, MW TRV L 2B LET,
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AT T 5  [Services] 1 T ADRTEEEL £,

[Web Appliance Service] 77 A& & [Is Service Displayed on Management Appliance?] 777 AW[E U
THLIVERDY 3,

[Enabled] = [Yes]
[Disabled] ¥ & O [Not Configured] = [No] & 7z1% [Disabled]

INA]J FEANCTHD Z EEBHRLET, 2L xIE. D47 3 1% Configuration Master Tk
ETEERAN, —BILERTENT, BEX—DRAT —F RAEHERTHIENTEET,

a7 4 X2l —varyOA—HKT, FEOTHFAFTERRENET,

ATFYT 6 HOAEIIONWTOALAX—TNLEBLIOT 4= NVOREN —FH L TWVRWVWEAIE, ROWTAnEE
{f?l/ivé—o

o Configuration Master DX ST 2 EE LR L £ 7, AT 2EEDOA x—7 (k) (P8-11) %
ZHRLTLLIZEN,

e WebtFxalT a4 77747 ADUFOEELA X—TNVELTT =7V LET, £H
WEICE - TE, EEOERICHERE L2581 H Y £9, BET HRIC OV TIE, [Cisco
IronPort AsyncOS for Web Security User Guide] #ZM L T 7ZE 0,

AFT HEBED A R —T UL

Configuration Master il L CEEEZ AT 2HIEEZ A XA —7 M LET,

(3¥)  Configuration Master (2% L THERERZ A X —T ML ThH, TOMEEN Web v X2 VT 4 77747
YATAR—=TNIZRDDITTIEHY £H A,

% Configuration Master (2% L T 31— 7 /UIZ L7=#HEIX. [Security Services Display] ~<— |2 E#Y
SNET, INJAI EFRENTWDLHEIE,. £ DOHEED Z @ Configuration Master D /3 — = & Tfff
MTERhNWZEE2RLET,
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8-1 [Security Services Display] R—%

Security Services Display

Configuration Master Settings for Display of Security Services

Configuration Masters

Features 6.3 7.1 7.5
Transparent mode es es es
FTP Proxy es es es
HTTPS Proxy es es es
Upstrearn Proxy Groups es es es

Cisco IronPort web Usage Cisco IronPort web Usage

Acceptable Use Cantrols Cisco IronPort web Usage Controls Controls

Controls {with Application Wisibility {with Application Wisibility
and Contral) and Contral)
AnyConnect Secure Mobility MAA IP Range IP Range
Wweb Reputation Filters Tes Tes {Adaptive g:;nning: Yes)
webroot Anti-Malware Tes Tes Tes
Mcafes Anti-Malware Tes Tes Tes
Sophos Anti-Malware MAA es Tes
End-User Acknowledgement Tes Tes Tes
Cisco IronPort Data Security Filters Tes Tes Tes
External DLP Servers es es es
Credential Encryption MAA Mo Mo
Identity Provider for Saas MAA es Tes

Edit Display Settings...

KT DBEEE A X — T /T HITE. ROFIREZFATL T ES W,

ATYT 1 AXR—TNVICTDHREL T A B =T VT OMELHER L E T, [ X—T 2SN TV HHEREED
(P.8-10) ML T 7EE VN,
ATF9FT 2 X2 VT 4EET 7 T4 7T AT, [Web] > [Utilities] > [Security Services Display] & &R L £,
AFwF 3 [Edit Settings]| 7 V v 7 LE T,
[Edit Security Services Display] ~*— UM ER 4, % Configuration Master (2R /R S LA HEREDN —&
SHET,
>
GE)  Web 7mFiqifiel LT-EHINTWEFA, ZHE, Web 7 it Web £X =2V 7 o
TTIAT VATERIN TN T 0 Xy AL TONTUNEFITT DDA F—T NI

RoTWDHERRENTWAELEDTYT, Web Vx5 4 —70ICT5HE, Web EF= U
T4 T TITAT VAR ENTZTRTORY U —NEHR S E T,

AFvF 4 (EE) A L7\ Configuration Master 1ZFEHERICLET, BRI LARWEENEC DO ERIT D120
i ] L 72\ Configuration Master ©F 4 £ —7 /L4t (P.8-13) @ i) 2#BML T EE W,

AFvT 5 {EHT 5% Configuration Master IZ2W\WT, A X —7 /I T HEBEEEICxIT 5 [Yes] T= v IRy 7 A
BB CE T IR IR L £,

—HEBDBEREIC DWW T, RO K D il 2B FER H Y £7 (Configuration Master 128 %),

- FIUART LU N E—NR, 74U —F ET—RFREHEHLEEE., a2 SRR
HAT&<<{RnnEd,

— HTTPS YuXx v, HTTPS 7uxid, HERY v —%2FTT 57D RF—T NI T HHE
NHYET,
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— Ty 7AN) =L Taxy SN—TF L—F 4T RY—EHERATHEAIL. Web EF =
V54 TTIATVATT 9T AR —A 70Xy FJAV—NMEHTEA LR >TND
PVERHY F7,

— AN OEAGIE, A5 —1 2 ([Cisco IronPort URL Filters] % 7214 [Cisco
IronPort Web Usage Controls]) #38&R L. [Application Visibility and Control] % 1 *— 7 /L
WZTHME I MEBRRLET,

— AnyConnect ¥ =7 LU 7 ¢, [IP Range] F721% [Cisco ASA] ZIRL 7,

— Web LEa7—v a3y 74 A% 7, Adaptive Scanning & A 2 —7 /WZT B0 E ) &R
ELET,

ATy 7 6 fHHT 54 Configuration Master (2% L TEEZMZ £9,

ARTF9F T [Submit] 7 Vv 7 LET, X2 VT4 P—EROREICMILELER, Webtx =T 777
AT VATRESNEZRY V—ICBEBT 54, GULIZKEDEELE A v —URERENET, £F
BFETH I LBHEEREEIX. [Continue] 27V v 7 LET,

ATwv 7T 8 [Security Services Display] ~X—C, SR LA A T 3 ORRIC [Yes] ERREND Z & &R L
ij‘o

AF9T 9 EHERGFLET,

ATYFT 10 ABFEOTTIAT U AICH LT, TRTOBENPELI A RX—TVERLEZT 4 E—T NI R>oTND
TLEMRLET, A X—TMCENTVHHEEDLE: ) (P.8-10) 2ZMLTIEEW,

A L% Ly Configuration Master 7« £—7JJL{t

fEM L7 Configuration Master R R L72WEHICTHZ ENTEET,

7o & Z1%, —#® Configuration Master 5 (& —7 /1 L7z & &, [Configuration Master] ¥ 7 &
[Security Services Display] “X— i3k D L IR ENET,
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Security Services Display

Configuration Master Settings for Display of Security Services

Configuration Masters

Features 6.3 {disabled) 7.1 {disabled) 7.5
Transparent mode es es es
FTP Proxy es es es
HTTPS Proxy es es es
Upstrearn Proxy Groups es es es

_ Cisco IronPort Wweb Usage Cisco IronPort web Usage
Acceptable Use Contrals e rate” “** | (with apsleation visibiliy | (with Applhastion visibliy

and Contral) and Contral)

AnyConnect Secure Mobility R IP Range IP Range
Wweb Reputation Filters Tes Tes {Adaptive g:;nning: Yes)
Webroot Anti-Malware Tes Tes Tes
Mcafes Anti-Malware Tes Tes Tes
Sophos Anti-Malware R es Tes
End-User Acknowledgement Tes Tes Tes
Cisco IronPort Data Security Filters Tes Tes Tes
External DLP Servers es es es
Credential Encryption R Mo Mo
Identity Provider for Saas R es Tes

Edit Display Settings...

(i)  Configuration Master #7 4 £ —7 /MZT 5 &, ZNICKT 5T RTOSRDB, 3T 5
[Configuration Master] % 7 % & C GUI 22 HHEIBR S L EF . % @ Configuration Master % i
AT H5REHFOARY a 7I3HIBR S, ERKRD Configuration Master (IZHI D 4 THA TV
FTARTOWeb EXa VT 4 TTIAT AR, DL THATHWRNWED L LTHSHEISN
7. P72 b 1 20 Configuration Master % A X — 7 WV T2HLERH Y 7,

AFvFT 1 X2 UT 4 EHT 7T A7 AT, [Web] > [Utilities] > [Security Services Display] &R L £,
AT7wF 2 [EditSettings]| %27V v 7 LE T,
ATvF 3 A L%V Configuration Master 12X 2 F = v 7 AR v 7 A2 @PUEER L E 7,

Edit Security Services Display

Configuration Master Security Services Display Settings

Flease match the state currently configured on pour Web Security Appiiances, If there s variztion within pour deplopment pou showld answer
“ves" if the option is used on ary sopliznce in pour deplopment,

M configuration Master 6.3

Enable this Configuration Master to dispia)y the avaiable options,

M configuration Master 7.1

Enable this Configuration Master to dispia)y the avaiable options,

Configuration Master 7.5

Wweb Appliance Options for Configuration Master 7.5 Tes
Do your Web Appliances have Transparent mode enabled? ®
Do your Web Appliances have FTP Proxy enabled?
Do your Web Appliances have HTTPS Proxry enabled? ®
P R R e T gy STy T i P ok et S S
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ATvFT 4 EHEREXREL, RELET,

R 7M1 VDR ZERT =0 DKE

2 A7 LT Configuration Master ZfE/H3 2 L ORESNTWDHEIL, ILET 7 A VAT T D
EBITONTWVET,

Z O TRVWEAIT, ROETHMT 2 FIEEZFEITL T EEN, bt JLE7 7 A VARG T2
<. Configuration Master O/ABIIC biEH S E T,

o [EX2 VT 4 BT T IAT VATORREFR a7 (X a b —r a3 VEHROA R —7 K]
(P.8-4)

» [Configuration Master O #J#i1t| (P.8-4)
e Webtx=2VF ¢ 777417 AL Configuration Master & B {17 (22T (P.8-5)

Web Xxal)T4 7T53A4AT7 2V AANDEEDAH

o [Configuration Master /AR | (P.8-15)
o MIBR” 7 A VAR K 2RRED AR (P.8-19)

Configuration Master O 2258
Configuration Master TRRE & e £ 72131 AR — FL7=th, ZDRE%. Configuration Master (2P
BTN TS Web X a7 4 77I7AT U ANABETEET,
» [Configuration Master % A3 2 #ilz) (P.8-15)
o [Configuration Master ®ZABH] (P.8-17)
e [Configuration Master % # H/ABY ] (P.8-17)
o [avwy RIA L A ¥ —7 xA A2 % Configuration Master D85 (P.8-18)

Configuration Master Z2AB9 %#ilIC

Configuration Master 2B 9 % &, % ® Configuration Master (ZBE T STV 5 Web X = U
T4 TTIAT LV ADHFORY —F#@N EEE INET,

Configuration Master Z i/l L TRE T & 2 EDFEMIZ DWW TR, U722 3¢0E 8B )7 o E |
(P.8-1) WL T ZEW,

Configuration Master 223 5AIC, RO Z & 2B LET,

o XfGL2D Web X2 UT 4 T7TA4T 2 AD AsyncOS D/3— = A3, Configuration Master
DNR= a2 ERUNENLVH LS D THLIRENRDH Y £9, BRI REFIZ OV T,
[SMA it~ Y 7 21 (P2-2) 2L T 7ZEW, AsyncOS 7.5 #EITL T\ 5 Web &
X2 DT 4 TTI74T AR L TARMT 5121, Configuration Master 7.5 Z {3 5 Z & %9
SHEBE L F9,

o (@Iald &) [Configuration Master #9572 D% E) (P.8-2) T+ 2 FIEIZEWFE T,
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o HBLETDHEWeb X2 VT 4 TTIAT U ANLALV T 4 Xal—ay 77 A VERFL
T, ARENEFHEICL > CTRENE UG AICTFOREEE L TED L oICLET, Mo
Wi, [Cisco IronPort AsyncOS for Web Security User Guidel] %S LT 72X\,

» Configuration Master 23 A58 % Fhi L. ABRICER T HHREN A XR—T MIZRD K527 21
X, F Web X2 U7 4 77747 AL ZHUZHIET 5 Configuration Master OFHRE % 73
L. MBS CCERZMAET, [ 3—TNMICENTWHHEREDE ) (P.8-10), BLUOME
WS U T TAMT 2HRED A x—7 (k) (P8-11) B L T ZELy,

[f] U Configuration Master (ZE| ) 2 THNTWOLHEED Web vt X =27 4 77T 47 A TR
DIEREDRA K —T Mo TV DAL, FT T 74TV AEZHMEICABT 5 L5112 L. ThEh
DABINCHEBEN A R —T N> TN D T L 2R T IVNERH Y £,

o MBEDOWebtxalT 4 7FT7AT AT AsyncOS 2T LIZHEBIE, TOTTI9A4 T A%
#73 % Configuration Master & BHENT T 227 UL H22WIEERH D 3,

» Configuration Master &, F 7 A7 L2 b 2—F D BA X —T W5 T2 LIV DB R 720
Web X7 4 7747 AR LSOO, [Identity] % 721% [SaaS Policy] T
[Transparent User Identification] Zi&IR L T 5 &, RO LI IR £,

— [Identity] ™334 . [Transparent User Identification] 137 « E—7 iz b, b v iz
[Require Authentication] 47> 3 VU ANBIRI L E T,

— [SaaS Policy] @34 . [Transparent User Identification] 47> a2 37 4 B—7 2720, R
POIZT 7NV bOF T v g (SaaS 2 — WK L THICT v URBFEAZR) @RS h
E7

e WebtXalT7 4 77747 ATaIy hLIEEEIZ Web 70X v OFEBINMLEIZRDHER

NEIX, TN2EXa VT BT 7734 T ADLRM LI XL T e o FEENMLEC

7Y ET, ZOHEIE BENEELET,

Tux T OFEBNLERETE Web X2 T 4 TTIATUATITO & ARFFICLE 1%

COBBENBETLENHVET, HERIE Web kX2 VT4 TFIFAT U ATH LN

N—=T%T 7 8ARY) =07 N—TRIREICBIMT D & KIZ Configuration Master 7323

ENDHEEIZWeb 7uX U RNHEELET, 20X RBEEF, T omEEiic T oEE

IRAELEEA,

Web 7' L OFEENC I Y, Web & =27 4 b—E X TFRIICTEIS L ET, Web 7'm
TOFEENC L 2 EEBOZEMIZ DWW CIX, [Cisco IronPort AsyncOS 7.5 for Web Security User
Guidel @ TChecking for Web Proxy Restart on Commit] # S L T 7230y,

e IDIKFTHIAEREZAMTHE, TRTOZY R 2—PRHRMEEZ T ILERETET,

GCE) EBEX2UT 48T TIA47 A0 RSA V= "SHIZRES L TOWRWEED Web EX =27 1 7
TFIGAT AT, SMBDLP RY —F2 AL CHRBEH Y F¥A, RALES> LTDE, EF=2 Y
TABHT T TATUANS, ROAHAT —Z ZAEERKE SN ET, [The Security Services
display settings configured for Configuration Master 7.1 do not currently reflect the state of one or
more Security Services on Web Appliances associated with this publish request. The affected
appliances are: "[WSA Appliance Name]". This may indicate a misconfiguration of the Security
Services display settings for this particular Configuration Master. Go to the Web Appliance Status
page for each appliance provides a detailed view to troubleshooting this issue. Do you want to
continue publishing the configuration now? |
AR ERAT LIS A, RSA VT —"HICRESINTWWR2WWeb X2 U T 4 77747 AT, INE
DLP RV —%ZEFELETH, ZNLORI —FT s —7 a8 E 3, S DLP — BB E
ENTWRWEAE, Web X o UT 4 77T A7 AD [External DLP] ~X— JIZIXAB SN 7R Y
VeRERENET A,
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Configuration Master O 2\Fd

AFyvFT 1
ATFvT 2
ATFvFT 3

AFwFT 5
& A

2AFvT 8

lConfiguration Master Z B3 2 A1IZ) (P.8-15) OEBEAREMFLIFREZSRL T ZI W,

X2 VT A FHT 7T A7 AT, [Web] > [Utilities] > [Publish to Web Appliances] %R L 9,
[Publish Configuration Now] #27 U v 27 LE7,

[Publish Configuration Now] ~_— Y RFE R I ET,

8-2 [Publish Configuration Now] *—2

Publish Configuration Now

Settings for Publishing

Job Mame: | (&) System-generated job name (sxampls: admin.29_Mov_2011.04:18)
O User-defined job name:l

Start Time: | Mow 22 dow 2011 Q4,18 (GMT)

Configuration Master to Publish: | [ Configuration Master 7.5 + |

web Appliances: (7 [ options... v

Mote: Publishing will take place immediately when the Pubiish button s clicked - # is not necessary to “commit” these changes,

7 7 4V bk TiZ [System-generated job name] @R ENTWET, HDHWIE, =2—FEZEDO Y a 74
(80 ILFLLF) #ATILET,

AB9 % Configuration Master 38R L £ 9,

Conf1gurat1on Master DAL 725 Web EX 2 VT 4 77 I7A4T A ’ELTR L %7, Configuration
Master IZEIV B THNTNWDLTRTOT I T A7V ACHKEEZART HI2i%, [All assigned
apphances] BBIRLET,

F2X

[Select appliances in list] & #%#4R L T, Configuration Master IZHIV ZToHLNTWAET TIF3A4 T U AD—
BAEARFLET, BEOAWELRDTTIA T  AEBRLET,

[Publish] %27 U v 7 L %7, [Publish in Progress] X— YRR REINFET, ROOFBFRAA—LT X
A ME, ARPICE T —RRELEZEEZRLTWHET, OV a 7RBREARTOHA, ERIXATO
VaTNETTDHEETINET,

S,
GE) TR OY a 7 OFEMIE. [Web] > [Utilities] > [Publish to Web Appliances] ~<— 12§ FRs &
#UE$, [Publish in Progress] IZ27 27 £ 24 %21, [Check Progress] %2 V > 27 LE7,

KRANPELSZET LEZ L 2R LET, AREREOZ R (P8-21) 2ZRL TSV, BERILA
PSP oTcHANRRINET,

Configuration Master % B /2B

2AFyvFT 1
ATFvT 2
ATFvFT 3

lConfiguration Master ZAB 3 2 1IZ) (P.8-15) OEBEAREMFLIFREZSRL TIZI W,

X2 VT A FHT 7T A7 AT, [Web] > [Utilities] > [Publish to Web Appliances] %R L 9,
[Schedulea Job] &2 V v 7 LE T,

[Schedule a Job] X—URFREINET,
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ATv7 4

AFyFT 5
ATFvT 6
AFvF 7

AFv7F 10

GE)

8-3 [Schedule a Job] R—

Schedule a Job

Settings for Publishing

Job Mame: | (&) System-generated job name (sxampls: admin.29_Mov_2011.04:20)
O User-defined job name:l

Start Time: I I
MM b

Configuration Master to Publish: | [ Configuration Master 7.5 + |

web Appliances: (7 [ options... v

Mote: The Publish job will be created when the Submit button is clicked - it is not necessary o "commit” these changes,

77 # v b Tl [System-generated job name] VBRI TWET, HDWVIE, =2—FEROY a T4
(80 SLFLLF) #ANILET,

Configuration Master #2325 HREEZ ATJLET,
/ABA9 % Configuration Master &R L 7,

Configuration Master DABEE 70D Web € X2 VT ¢ 77747 L A% #EIR L £ 9, Configuration
Master IZEI W B THNTNDLITRTOT T A7V ACHKEZAMT HI2i%, [All assigned
appliances] 3R L £,

EJl s
[Select appliances in list] % 3%&4R L T, Configuration Master IZE D 4 CHNTWDET T I7A TV AD—
BERTFLET, REOARHRLELRDLT T I7A4 7 AR L ET,
[Submit] 27 U v 7 LET,
AT a—ERTNELYa 7DV A M, [Web] > [Utilities] > [Publish to Web Appliances] ~<— 1
RRINET, ATV a—LINTWLYa 7E2mETIIIE, 2OV a 704 E7 Uy 7 LET,
REPTOT a T E2FY vV THIE, FIETDHIIHBT A% ) v LT, Va7 OHRIBRE R
LET,
NEPELLGET L2 Z L &2ERT 57202, BAOBHICH TR AEEE (WL F—7EI10) 1Ek
TH5ZEbTEET, [ABEOERR] (P8-21) 2L T EE VW, ERICARI N7 HE
DERRINET,

ARV a— NV ENTRBY a TREET DN, 7T IAT AR T — R ERIET v 77 L —FLE
BElE, Va v ERERAS YV a— VT ARMERSY T,

AT RS54 428 —7 x4 RIZ& S Configuration Master M2

~
()

[Configuration Master # AT 5 a(12) (P.8-15) OEEATFLFERESHML TIEI N,

X UT 4 EFHT FFTAT AT, D CLI 2~ &l L T Configuration Master 7> & %5 # %
ABTEET,

publishconfig config_master [--job_name] [--host_list | host_ip]

Z ZT. config_master 1£ 6.3, 7.1, £/IX 75122V ET, ZOF—U— FIILEATT, job_name
FT v a NTEWARET, FIE Lo B A RSN ET,
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Mﬁﬁwﬁfya/iA%TéWﬁ?%:)?%77?47/X®TXF%ikﬁWTFVX@U
A RT, H8E L7 - 723854 1% Configuration Master IZEID 4 THNTWAHTRTHOFRA MIAR I
F9, host ip A7 a iz li B~ TR > TEBEDOHRANIP 7 FLAZBETE 1,

publishconfig =~ > PRI L7c 2 & MRS 2121, smad_logs 7 7 A /LA FH~E 7, [Web] >
[Utilities] > [Web Appliance Status] Z &35 Z & “C\ X2 VT4 FEHT ST A4 T AD GUL D
NBRBRERKNTZ T Z L 2R T D52 L b TEET, ZOXN—IU0E, ARBEOFEMETH D
Web 7 75 A 7 v A% BR L3, %7-. [Web] > [Utilities] > [Publish] > [Publish History] (= X ¥ .
[Publish History] ~— ViZide = LN TE £,

Va2 7 €4 ILARBIZ &K BEBTED A

GE)

WEZ7 7 A NVAREZERH LT, BEfEOHL XML 2 7 4 Falb— a3y 77 A &, a—h)L
T AN VAT ANSERGED Web ¥X =2V T 4 7 7I7A4T7 R T v 2 LET,

WERET 7 A NVARAZEA L TRETE 2REDFFMIZOWTIE, NEGIZR3E AT AoRkE ] (P.8-1)
ZZRLUTLIEIN,

Web X2 VT 4 77I7A4AT7 L ATaIy hLTEEEIT Web 70X VOB ESNLEIZ/RDEENE
I, TNEeX 2V T AT T IA T UANLAR L XL Yo v OFEEN LI/ F
T, YR T7 7 A NVABEHEHT S L EI2iE, e oERNICETIEENRAEL T,

Web 70 % v OFEENZ LY, Web X2 VT 4 b—E AT -FFRICHRT S ET, Web 7 F 0
FEBNC L DB OO\ TIL, [Cisco IronPort AsyncOS 7.5 for Web Security User Guidel @
Checking for Web Proxy Restart on Commit] &M LT 7230,

JEEZ 7 A VAR ZFEITT H121E, ROWTNERIRL £,
o [JE3E~ 7 A /V/ABA : [Publish Configuration Now]| (P.8-19)
o [JE8E 7 7 A VAR : [Publish Later]/ (P.8-20)

Y538 7 7 4 JLARA : [Publish Configuration Now]

ATFvFT1

ATFvFT 3

ATFwT 4
AFvT 5

JEBR 7 7 A VAR @ [Publish Configuration Now] % T3 5121k, RO FNRICHENET,

TERDBWeb BXa2 VT 4 TTIAT VAN, a7 4 Fal—ay 774 NVERFELET,
T 7 A NOHBHEIZ N T, [SMA Effitt~ R U 7 A (P2-2) #5MBLTLE&E,

Web X274 T7IAT U ANLAYT 4 Falb—ary 77 AVERET D HIECOOTIE,
[Cisco IronPort AsyncOS for Web Security User Guide] %S L T 72X,

BHIED Web X2 VT 4 7T I7A T RZBNT Web EX 2 VT 4 77747 L AOBFDORE
HarZ4X¥al—vary 7rANMIRTELET, FEMICOWTIE, [Cisco IronPort AsyncOS for
Web Security User Guide] %#ZM L T ZE W,

X2 VT A EHT T ITAT LV ADAAL Y T KU T, [Web] > [Utilities] > [Publish to Web
Appliances] R L 9,

[Publish Configuration Now] #727 U v 7 L£7,

7 7 4V K TiX [System-generated job name] ARSI TWET, HLWEY a 74 (80 XFFET)
EADLET,

[Configuration Master to Publish] ¢, [Advanced file options] Z i L £ 97,
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8-4 L3R 7 7 1 JLABARA® [Publish Configuration Now] R—

Publish Configuration Now

Settings for Publishing

Job Mame: | (&) System-generated job name (sxampls: admin.29_Mov_2011.04:23)
O User-defined job name:l

Start Time: | Mow 22 gow 2011 Q4,23 (GMT)

Configuration Master to Publish: | [ Configuration Master 7.5 + |

web Appliances: (2) Configuration Master 7.5

Advanced file options...

AFwT T [Browsel 27 Uy 2 LT, 2797 | THRELEZ 7 A VEBIRLET,

27w 7 8 [Web Appliances] Ku v 7 & 7 U A k)i, [Select appliances in list] % 7213 [All assigned to
Master] ZBIRL T, 274X a2l —ary 77 A NVORAREERDLT T IAT UV AEZRIRLET,

ZFwF 9 [Publish] 27V v 7 LT,

Yi3R 27 7 4 JLARA : [Publish Later]

JEBR 7 7 A VAR @ [Publish Later] & 179 512X, IROFIEIZHENE T,

RFYT 1 TeRBWebtEXa T4 TTFIATUANDL, a7 4FXal—ary 79ANLERTELET,
T 7 ANVOHEBEIZONWTIE, [SMA A#E~ NU 7 A (P2-2) #8LTLZE0,

Web EX =207 4 77947 Anbar7 4¥alb—3ay 77 A NVERET D HIEICOWTL,
[ Cisco IronPort AsyncOS for Web Security User Guide] % ZML T 7230y,

ATF9T 2 HHEDOWeb EXaUT 4 TTIAT LV ACBN T Web BX 2T 4 T7I7A4T U ADBAFORE
BEar74¥alb—vary 77 A MIRELET, FEMIZOWTIX, [Cisco IronPort AsyncOS for
Web Security User Guide] ZZH LT 7ZE0,

ARFYT 3 X2 VT AFETTIATVADAAL L 7 42 R T, [Web] > [Utilities] > [Publish to Web
Appliances] &R L FE 7,

AFwF 4 [Schedulealob] 7V v 7 LET,

AT9F 5 T 74/L K Tid [System-generated job name] BB ENTWET, HH VIV a 74 (80 ILFET)
EANLET,

ATvFT 6 WREEZAMTLHAREEZANLET,

ATwF 7 [Configuration Master to Publish] "¢, [Advanced file options] Z 3R L, KIZ [Browse] %2 U v 7 L
T, ATy 7 I THRELEa V74 Falb—var 7y A VERIRLET,

ATwv7T 8 [Web Appliances] K> 7 & U R kb [Select appliances in list] 721X [All assigned to
Master] ZBIR LT, a7 4 FXal—ary 77 A VOARELERDET FIAT UV AZRIRLET,

ATv7F 9 [Publish) 227U >7 LET,
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NI TORT—F R EBEDRT

o ATV a—NBREINT-AMY a 7oFE R (P.8-21)
o [HEDOABEY s TORTFT—X ZADFE] (P.8-21)
o [ABHREIEDFET] (P.8-21)

o~ » =, == :0 —
AT a—LEESNELHY 3 TOERTE
AT a—VEEISNTNDELO0, FREETINTWRVARY a 7Oo—E 2 /HERT 5121%. [Web]
> [Utilities] > [Publish to Web Appliances] Z 1% L T, [Pending Jobs] 7 L a v 2R L £ 7
REDQDARAY 3 TORT—2 ADERT
BAEEITHO R Y a 7O RAT — X 2R &R 5121E, [Web] > [Utilities] > [Publish to Web

Appliances] Zi&# L T, [Publishing Progress] €7 v a i L £ 7,

NRBEEDRT

KRR FZR T D L. RETICRELZAEEOSH 227 —DOF = v 7 ITRILLET,
FET LAY a 7 ORMBIEZFRT 51213, KOFIEZFETLET,

AFvT 1 X2 VT 4FHT ST 47 AT, [Web] > [Utilities] > [Publish History] Z 84 L £ 7,
[Publish History] ~— Y REREINET,

Publish History

Most Recent Publish Jobs Attempted

Job Mame Completion Time = Configuration Master Number of Appliances Status

admin.07_Apr_2010.21:40 07 Apr 2010 17:40 (GMT -04:00) 7.1 1 Success

[Publish History] ~<— 121, 37 S OT~COAMY 2 73 2 hShET, 77 AFHRIC
X, Ya T4, Va7 TR, &7z Configuration Master (7213, fEIE T 7 A VAR & EAT
LG XML 20 7 4 XFalb—vay 77 A NVDARD, Va 7ORREBICLET T I7A4T UV AD
¥}, BLOAT—H Z ([Success] F 721 [Failure]) 23% 0 9,

REDOY a ZICHAL TS HICHEMAERTZT D12, [Job Name] 77 A TREDY a 7D /NA /R—T
XANV I EI7 VI LET,

[Publish History: Job Details] ~— YRR S ET,
Publish History: Job Details

Job Details

Job Name: | admin.07_Apr_2010.21:40

Configuration Master: | 7.1
Completion Time: | 07 Apr 2010 17:40 (GMT -04:00)

Appliance Details for Job
appliance Name IP Address Status
wrn-04 10.92.152.90 Success [Z3
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[Publish History: Job Details] ~—TlX, 77 IA T RA4% 7 Vv 7352 L1280, [Web] >
[Utilities] > [Web Appliance Status] ~— Y2 RR LT, PVa TOREDT 77 A4 7 AT 5BMO
HMEERRTEET, VaTOREDT T IAT VACET AT =X AOFMERRTHIELT
X, ®HE&T 2 [Details] V2 %2 U v 7 LT [Web Appliance Publish Details] ~X— VIZgEM 2 R L
ESraN

[Web Appliance Status] ~~—3”® [Web Appliance Service] 7 7 LD A7 —# A L [Is Service
Displayed on Management Appliance?] 7 7 LD AT — X AR BB H D &, ABRLHEN LKL £
o WHDOHT LT, BREPAX—T IR >TNDHOD, ET 2HEEXT—RT 77 4 717> T
W WS (IREINLZR E) b, ABRAEEAKIRL 7,

Web X)) T4 FTFAT7 VADRAT—E ADRR

AsyncOS (21X, 2 2O Web X a7 4 T FITAT VA AT —FRA LR—IBBVET, 1 Dl k&
X2 VT 4 BT 7T T AR INTZ Web EX 2 VT 4 77747 2O~ U —&RT
LOT, b)) 1 DIEHMSNIHE Web EFX 2 )T TTIAT UV ADAT —=FZ ZADOFME 2 =TT,
AT —HAERE LT, SN T0D Web X2 VT4 77747 AT 5 fRiEHR, Th
DOANHESNTZRRE, KRB, BEX—DAT —Z AR ENH Y F7,

GE)  Exa )T ABETSIA T ACEMT 5T RTDO Web 777 A 72 A%, [Web] > [Utilities] >
[Web Appliance Status] X—IlCx o U BRRRINET, 7L, RFRARERT—FDBHL01E, £
FEHEZTR— T ORTT, FHRAYR— SN TND/S—T 3 id, AsyncOS 6.0 % &
<. AsyncOS 5.7 LIED T _RCONR—=V a3 DO Web tX =2 VT 4 TT7I7A4AT VAT, LizB-T,
AsyncOS 5.7, 6.3, 7.1, 715 #F[TLTNDLT_RXTOT T ITA TV AIERTDHT—EBHDLHI LI
7m0 ES,

Web X2 T 4 TFIA TV ADAT—H ABFRT D00, ROFIEEZFETLET,

ATvFT 1 X2 VT 4 FHT 7T A7 AT, [Web] > [Utilities] > [Web Appliances Status] &R L 7,
[Web Appliances Status] ~— U NRRENET,
8-5 [Web Appliances Status] X—<

Web Appliance Status

A\ attention Required. Click on the appliance name for details. Total Web Appliances: 3

web Appliances

Y - Last Published Configuration Security Services
Appliance Name = or Hostname AsyncOS Version User | Job Name Configuration Enabled Disabled
A wsa-02 10.92.152 .89 6.3.0-604 (unpublished) 8 5
A wsa03 10.92,145.13 7.5.0-255 (unpublished) 13 3

A ysa0g 10.92.152.90 7.1.0-027 (unpublished) ] 6

GE) WebtvFx=VUF 1 77547 AD Acceptable Use Control Engine D&/ N— g V23, &
X2 VT A EERT TIAT L ADNR=Va v b —BLARAWEARIT, BEA v v—UNEREN
FT, TOV—EAZARWeb tXa VT 4 TT7ITATUVATT A E—TMIIRoTWDN, £
ZICTFIE L2 WA, [N/A] ERRSNET,
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[Web Appliance Status] ~<—I2id, SN TND Web X2 )T 4 77T T ADY A MRS,

TTIAT VA% IPT LA, AsyncOS /A—v 3 v B ICAMSRREN# (=—F, a7
A, AT 4Falb—var AN=Var) FRAEELIIMEARTICSh TS EXF2) T4 —1F
A0, BROERH L TWDT 7 T4 7 A0 (KRR 150) LLbllFrahEd, E&57 12
E, R ENTET IIA T AD | DICEENSER I LA RLTHWET,

N

GE) Webt®Xa2UT 4 77747 ATRAE LRI O EZE A [Web Appliance Status] ~<2—
KBS NDETIZ, bl enb T, T—¥ 52T ICEH T HI121E. [Refresh
Data] Y > 7 %27 U v 27 LET, XR=VDFA L AZTE, T—EBRRHFIZ) Ty vas
NI 2R L CWET,

TIIAT AOLEE 7 ) v 7 LET,

FDT T ZAT v AD [Appliance Status] X— VU NFERENE T, ZOX—IZE, KoEZ v a vn

%U ijﬂo

e [[Web Appliance Status Details] X— : A7 A5 A7 —F A REOARERE, L OHRES
FBIVIR—TFT 4V T DAT—H A

e [[Web Appliance Status Details] X— : €F¥ 2 U7 4 $—E R 87 v a3 ]

» [[Web Appliance Status Details] ~3—<" : AnyConnect E¥ =7 EE VT ¢, 7r¥T BLUR
RAEDFRE |

8-6 [Web Appliance Status Details] R— :

DATLRT—E R, BREOLHEE, SLUHREFBLR—T 4 VTDRT—FR
Appliance Status: WSA-03

Data Refreshed: 28 Mov 2011 20:50 (GMT -0&8:00) Refresh Data

Appliance Status
System

Uptime: | 1 week, 2 days, 9 hours, 25 mins, 1 secs
Up since: 19 Mov 2011 11:25 (GMT -08:00)

Model: | 5160

Serial Number:

AsyncOS Version: | 7.5.0-255 for Wweb

Build Date: | 2011-11-18

AsyncOS Install Date/Time: | 2011-11-19 11:27:53

Configured Time Zone: | AmericaLos_angeles

Host Mare: | wsa-03.example.com

Centralized Configuration Manager

Configuration Publish History: | Publish Date/Time Job Mame Configuration | Result User
\ersion

10 Mov 2011 13:52 jsmith_ 10_Nov_2011.13:52 | 7.5 Success | jsmith
{GMT -08:00) {current)

08 Mov 2011 15:54 jsmith_ 08_Mov_2011.15:54 7.5 Success jsrnith
(GMT -08:00})

08 Moy 2011 15:07 jsmith_08_Nov_2011.15:07 7.5 Success jsmith
(GMT -08:00})

The last successiul configuration published appears in bold.
For & complete list of appliznces in each publishing event, go to Web = Utiities = Publish History

Centralized Reporting

Status: | Connected and transferred data

Last Data Transfer Attempt: | 28 Mov 2011 20:52 (GMT -08:00)

Cisco IronPort AsyncOS 7.8 for Security Management 1—4 754 F |



E8E Webt¥ailT+( 7I5/7RAOEE |

8-7 [Web Appliance Status Details] *—2 : €%a T4 ¥Y—EX 9> a >

Services Feature Keys
Is Service Displayed
Description Wweb Appliance Service on Management Appliance? Status | Time Remaining | Expiration Date
Cisco IronPort Web Proxy & DVS{TM) Engine | Enabled fes Active | 30 days Thu 29 Dec 2011
Cisco IronPort L4 Traffic Monitor [{RES [{RES [{RES [{RES [{RES
Proxy Mode Farward Mo {Bypass Proxy)
FTP Proxy Enabled Tes
Cisco IronPort HTTPS Proxy Enabled Tes Active | 30 days Thu 29 Dec 2011
Upstrearn Proxy Groups Mot Configured Mo {Routing Policies)
AnyConnect Secure Mobility Cisco ASA es (Cisco ASA) Active | 30 days Thu 29 Dec 2011
Cisco IronPort URL Filtering Disabled Mo Active | 30 days Thu 29 Dec 2011
Cisco IronPort Web Usage Controls Enabled Tes Active | 30 days Thu 29 Dec 2011
Application Visibility and Control Enabled Tes
Cisco IronPort Centralized Wweb Reporting Enabled Tes
Cisco IronPort Web Reputation Filters Enabled Tes Active | 30 days Thu 29 Dec 2011
Adaptive Scanning Disabled Mo
webroot Anti-Malware Enabled Tes Active | 30 days Thu 28 Dec 2011
Mciafee Anti-Malware Enabled fes Active 30 days Thu 29 Dec 2011
Sophos Antivirus Enabled fes Active 30 days Thu 29 Dec 2011
End-User Acknowledgement Enabled Tes
Cisco IronPort Data Security Filters Enabled Tes
External DLP Servers Mot Configured Mo
Credential Encryption Disabled Mo
Identity Provider for Saas Mot Configured Mo
Wweb Appliance Managernent Appliance
Update Type Version Version
Web Categorization Categories List 1320890990 MAA
Application Visibility and Control Data 1319743829 MAA
8-8 [Web Appliance Status Details] R—2 :

AnyConnect £%217 EEUT ¢, 7O¥xY, BIURBILORE

AnyConnect Secure Mobility Settings

Cisco AS4: [IP address and port go here]

Proxy Settings
Upstrearn Proxies: | #o upstream proxies configured,

HTTP Ports to Proxy: | [Port goes here]

Authentication Service

Authentication Realms: | Mame Protocal Servers Support Transparent User Identification
NTLM AUTH NTLM ad.example.com Mo
LDAP AUTH LD&P ad.example.com Mo
Authentication Sequences: | Name Order of Realms

MNTLMSSP: NTLM AUTH

All Realms Basic: NTLM AUTH, LDAP AUTH

Unreachable Authentication Service Action: | Block all traffic if authentication fails

FERNC IR DI RN E T ET,

- X2 VT AT =2 2GR (BEE. 7774 T2 T Y T AFES, AsyncOS
DNA—=T 5, ENRHA, AsyncOS DA A b —/LHE, RA M)

— REAWBE (KA, Ya7h, 3v 7 Fal—var N—Var, AROKR,
—)
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| 68%F Web+tFalFs 77547 VROEHR

— EEICRIT SN T —F koL e L MREPU LR —T 4 T DAT—H A

— Web X = U7 s iEORAT — X A (BEEMH, REOY~V—, EX2VT 4 —E 2D
HIE, WREF—DAT—H R)

ZOERIT T 27 T4 7 R RETEH AR ET LHAIHEHLET,
— B REB LOEHEMDOT 7T AT 2 AD Acceptable Use Controls Engine /73— 3 >
— AnyConnect X =27 EE U T ¢ OFE
- TrXUERE (TyTAR—A TrX T aXo o HTTP A— )

- n»qu‘*j_ B R (%H'J\ 7n ]\:I/I/\ uALuEV/I/A@‘*j_'“/\\ uALuEE,EJ”E BIFD V/VA@%?JIAJ&JIIE
. hZrAXT LYy N 2—W D OV R — FOFHE, EFE %WL# BDNTT 4T D
7'v oy 7 £

AFwT 3 WebtXx=2UF 4 77547 R WE%JJDKK?:%’? 7 74’7/7\ IR DEMAERRTER
WEWNWI A=V NERRINTEEITEHEMEZY 7 by 29 5121%, [RefreshData] Yo7 %27 U v
&Liﬁo&~9®54Ax&yfm\?~9ﬁ%&mu7Vyyzéntﬁ%%%bfmi¢o

URL A3V &y FOEHEFTREFR I T X L—
vavER

URL #7 3V & v h®EH L, Configuration Master 7.5 IZxf L TOA@EA SN E T,

VAT AT Web DERAFEZEHTHDICEFAMERIN TS URL AT 2V & EFHOREBICHERT D
728 121%, Cisco IronPort Web Usage Controls (WUC) ®URL A7 2V &y ERHTEHFLET, 7
TANETIE, WebtxalUT 4 77I7A4T7 AN URL #73Y & k% Cisco IronPort 7> 5 H &
ey ra— KL, X2 VT4 BHT 774 TV ARINLOEFHEZEERIRO Web £F 2 U
T4 TTTAT U APBESUNICEEIIICZE LET, E%ﬁént URL #7 =3V &y MI
Configuration Master 7.5 D ID &7 7T A4 TV A R =l EBHICERRINET,

UTOZ EaFE LTI IEIW,

o IURL 73V &y FOREHIC K DEEOHM] (P.8-25)

e TURLA7 Y &y NOEFICHET LT 77— b&2%fE] (P.8-26)

e TConfiguration Master 7.5 Z &% &3 IO HEEFH] (P.8-26)

o UHHlERIZEEINTZIT IV OT 740 FREDOFRTE] (P.8-26)

e [URL A7 3V &y NOBTHRFIZARY —& ID OFEX MR (P.8-26)

URL A 73Y v FOEFICL SEEDEMR

URL 7 2V &y FOEFHOFERICFTT 5 FIHOEELRFHICONTIE, TFFax bty b
(P.1-4) oV 7 IZE#E SN TWB, [Cisco IronPort AsyncOS for Web Security User Guide] @
[Managing Updates to the Set of URL Categories] DEAEZZR L T ZEW, 7T VIZHOWNTIE, [
U#® [URL Category Descriptions] CTatlH ST\ ET,
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URL A7V £y FOEHICET 27 5— FE2(E

Configuration Master @ﬁf’ VU—FEICEBEEZRKITT URL AT I £y hOEHFICONT, 77— b
A5 9 5 X 51T HITi%, [Management Appliance] > [System Administration] > [Alerts] Z3&R L,
[System] %7 = U ks v«»@77~ NEZETLEIBRELET, 75— MIOWTORMIZ
[7Z— b (P.13-30) #ZHBL T EE0,

Configuration Master 7.5 Z3&Ed SRIDFEEIE

Configuration Master 7.1 @3 & % Configuration Master 7.5 IZ 2 ¥ —F 723 A >R — 35 &, URL
N7 TV BT HTXTOID BLOARY >—22 Configuration Master 7.5 TER SN ET, ZDfR
PO ELT, ELKRESNTE Web tFa VT 4 7T IAT U Anbar 74 Falb—ary 774
NaAR—= b THZENRTEET, £/, a8 —F A KA — M 551 Configuration Master
71 OFERY —IZOWTHRGED URL FEZFHITHZ &b TEET,

FHRFELEITEEINE-ATFITUDOTI4IL FBREDIETE

fk, URL 77 3Y &y bBRFEH INDH &, BEFD Configuration Master 7.5 O R U ¥ — D EIENE
LI 2 AREMEA HY £9, URL 7 FY Y baEHT L0, URL 74 L2 V) 7 E#{THRY v —
DFRAT TV =TSN A T AVIET 74V FOBELIRET 20, ZNOLRTTICHRESNT
WL WebEFXaUT 4 TTITATUVANLREEA VA= M DULERDY £7,

PRI DWW TIE, [User Guide for Cisco IronPort AsyncOS for Web Security] @ TURL Filters] OEIZ

& % T[Choosing Default Settings for New and Changed Categories| H, F7iX WebtX=U7 ¢ 7
TIAT LV ADF L TA Y ~ATEBRLTLIIEI N,

URL A73Y £y FOEHEFIZKR) —& ID OFRELHEDR
BT By FhOFHRITEL AT, RO2BEHOT 77— FN MY H—ENET,
o NTITVDEFIZDONTDT 77— b
o ITIAVOERIZL-TERINT, FET 42— NMIZENTZFRY —IZONTOT F— |

URL #7 3V ky NOERICHET L7 77— b &5%{5 LI2BE1E, Configuration Master 7.5 TELfED
URL A7 FVIZE S RY — & ID #fEs8 L T, %h%ﬁ‘%l%f;u%‘i’)/ DHBZMZLTWD Z
EERERLTIIZE,

EEPLEREREOFEMCONTIE, TR¥aAr Mty b (P1-4) OV r7icfB#iahTnd
[Cisco IronPort AsyncOS 7.5 for Web Security User Guide] @ [Responding to Alerts about URL
Category Set Updates] &ML T &0,
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