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<?xml version="1.0" encoding="IS0-8859-1"?2>
<!DOCTYPE config SYSTEM "config.dtd">
<t--
XML generated by configuration change.
Change comment: added guest user
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User: admin
Configuration are described as:
This table defines which local users are allowed to log into the system.
Product: Cisco IronPort M160 Messaging Gateway(tm) Appliance
Model Number: M160
Version: 6.7.0-231
Serial Number: 000000000ABC-D000000
Number of CPUs: 1
Memory (GB): 4
Current Time: Thu Mar 26 05:34:36 2009

Feature "Cisco IronPort Centralized Configuration Manager": Quantity = 10, Time
Remaining = "25 days"
Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"
-—>
<config>

CLIEEENn/ nfEH

# 14-5(2, CLIEEn ZICiE I oM E#REZ T~ LET,

% 14-5 CLI BEZE N5 O#aHER
#Et B
BRALRZ Y |3 FNEE IR,
7
PID a<w Y KPRANEINEHED CLLEy v aro7atk X 1D,
Ayt —UiE, ANNENTZCLI 2w R, CLIHA (A==a—, VR Red), BX
Aytw— ONEREINBD v 7 M THEHEREINET,

CLIEEEN 7 0l

W CLI ¥ v 7 OFiE, who B8 X textconfig CLI <2 KA1 7z PID 16434 O %R L
/C(/\ivé—o

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n

\n

admin Wed 11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM Os

10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n- NEW
- Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]> '
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FTP 4—/\ OJ DOfEMA

# 14-6 |2, FTP — N un /Il SN o MettE#R ez~ LET,

FTP 4—/\ o5 ol

% 14-6 FTP 4—/% O O#titiEsR

et HL

BALRBY | FEE ST,

7

ID Bifge ID, FTP B¢ 2 L O BIE O 1D,
0/ U RNUDAvE—U I vavid. el 7 A NNDARAT—X AER, F7001X
FTP ¥ (n /A4, Ty 7u—K, Fyro—R, gl 7y pE) 12720

} ‘yt_:/‘ ij—o

WD FTP — N u Z7ofIcid, B (ID:1) BNidEksnTnEd, BEEROIP 7 RLADIEN, 7
TTA4ET 4 (Z7ANVDT vTu—RELZyrn—FR) BIXORalZ 70 FPARENLTWET,

Wed Sep 8 18:
Wed Sep 8 18:
Wed Sep 8 18:
Wed Sep 8 18:
Fri Sep 10 08:
Fri Sep 10 08:
Fri Sep 10 08:
Fri Sep 10 08:
Fri Sep 10 08:
Fri Sep 10 08:

HTTP O D fEHA

# 14-712, HTTP m 7 iZidk S h D MaHEH a2~ LEd,

HTTP B4 DOl

03:06 2004 Info:
03:06 2004 Info:
03:06 2004 Info:

Begin Logfile

Version: 4.0.0-206 SN: O00065BF3BA6D-9WFWC21
Time offset from UTC: 0 seconds

03:06 2004 Info: System is coming up

07:32 2004 Info: Time offset from UTC: -25200 seconds

07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
07:38 2004 Info: ID:1 User admin login SUCCESS

08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

08:57 2004 Info: ID:1 Download words.txt 1191 bytes

1
1
1
09:06 2004 Info: ID:1 User admin logout

® 14-7 HTTP o7 IzfEgk s h S #tatAR
#eat BZL
BALRB T | SA FREE SR,
ID 'y a 1D,
req oo~ 0P T R A,
user i —F o2 —¥4,
ETSNT 7 v a BT 5. GET 2av> B, POST 23w K, E/idv =z
Ayt—T THhAT I AREPNGENLDHZERHY 7,

WD HTTP n 7 oflik, EHEL2—FICLE 7T T4V a—F L 2 —T = ZADFEH (VAT L
Yy N7 U4 = ROERTRYE) ERLTHET,

Wed Sep 8 18:
443
Wed Sep 8 18:

17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port

17:23 2004 Info: http service listening on 192.168.0.1:80
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Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443

Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system_administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: reg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsing&height=190
HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=190
HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: reqg:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

Cisco IronPort X/ LfEEEO 5 D {ER

% 14-8 12, Cisco IronPort AN AfFHER ZICFeEk S N A HEHERE R L ET,
%= 14-8 Cisco IronPort /{3 LFREEQ & D EHER

Rt B

BALREUT A b S AL

A=V, RTSRET 7Y 3y (A ye—YoRilk, TSN 5 Ol
Ave—S &) THESAET,

Cisco IronPort /XL gD 5 Dl
wow 7 oFiE, FEEE,> S admin@example.com 12 2 D A v — (MID 8298624 & MID
82908625) MNEshi=Z L ERLTWVET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID 8298624 to admin@example.com

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298625 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID8298625 to admin@example.com

Cisco IronPort X/ L[FEE GUI OS5 DO fER

# 14-9 |2, Cisco IronPort A X A[REE GUI v 7 IZiidk SN D EHERE T~ L E T,
* 149 Cisco IronPort X/ LEEE GUI 05 O EHER

#at B8
BALREVT |5 Bk S AL

Ay —UlE, 2—VRIERE, FEITsNT 7 v a U THEEE R
Aytw—T ESC
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Cisco IronPort X/ LEEE GUI 04 a4

KoB 7 OFNE, KB LRI, nr 4y, BEORZTY FERLTOET,

% 14-10 Cisco IronPort Z/XALFEEE GUI 04 Dl
Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82
Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83
Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin
Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtLé6vyI5StCghCfO
session:10.251.23.228
Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO
session:10.251.23.228
Fri Auag 11 22:08:44 2006 Info: Authentication OK, user admin

Cisco lronPort XX k A—)L OS5 DOEHR

INoou 7t EFA—NVDOZE, ETA—NVORE, BIONNY U AOFEMNRTREINET, X
T — &XMﬁ% lﬂ’krfﬁwu& EXAENET, Thbou i, FFEDA vE—TVORME
FEEL, VAT A NRT 4= AT 59 A CHERBERIRE R 7,

hbou s, BIRREIVELHY E¥A, 7L, B T7 7 A NVLEFERT HITIE, WERT R
TAOBRENVLETT, W7 7 AVL41E, FICREESNIDITTIEIH Y FHA, FEMIZ OV T,

[N T ox 7 = 20ME] (P.6-1) 2L TITEIN,

F14-1112, TF AN A— L u IRk RmINnNAEHRE T LET,

* 14-11 FHR F A—JL OY OHEHER

Bt SiBA

Injection Connection ID (f > ¥ =7 v a V##i ID), v AT Ak B % D
SMTP % 34l ID TF. VAT L~D 1 20D SMTP ##5# T, H—D X »
ICID BV EREIZEROA -V ERETEET,

Delivery Connection ID (FdfE#:#t ID), BID Y — N2k 9 5 %« > SMTP #i %
RIHMEID THY., ZoOHERT I ENSETHEOA yE—VPRESNET, |
DCID DDAy —VHEE T ELIEAEO RID N —F#I2EE ShET,

RPC Connection ID (RPC ##¢ ID), Cisco IronPort A /S LFgHE 645 8 % D
RPC i 2 &35l ID T3, 2 ID i H L T, Cisco IronPort A% AlGEfE L D

RCID MTEZEEND A vE—VZBHLET,

MID AyvE—VID, ZOIDZHEALT, Avk—YDO7un—%n 7 TEBIFLET,
RID ZEHE ID, & A v —VZEHICE, IDBFVLETHRET,

New B ORI S E Lz,

Start O A v E—UnBBINE LT,

!
0y 77 ANERRT 570D A FE LT, ROFC T V2L TIZEN,
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(i) 0y 7y ANVOEITICNE, BENAIV L TOAEFTA, ZIZTIE, BIZH U7Vl E L TESNENY
LToHNTWVWET,

£ 1412 FER M A—JL O O

Mon Apr 17 19:56:22 2003 Info: New SMTP ICID 5 interface Management
(10.1.1.1) address 10.1.1.209 reverse dns host remotehost.com
1 verified yes

2 Mon Apr 17 19:57:20 2003 Info: Start MID 6 ICID 5

Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5 From:
3 <sender@remotehost.com>

Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5 RID 0 To:
4 <mary@yourdomain.com>

Mon Apr 17 19:59:52 2003 Info: MID 6 ready 100 bytes from
5 <sender@remotehost.com>

6 Mon Apr 17 19:59:59 2003 Info: ICID 5 close

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 8 interface
7 192.168.42.42 address 10.5.3.25

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 8 MID 6 to RID
8 [0]

9 Mon Mar 31 20:10:58 2003 Info: Message done DCID 8 MID 6 to RID [O0]

10 |Mon Mar 31 20:11:03 2003 Info: DCID 8 close

Rl ow 7 77 A NEFRAHMDIZDDITA RE LT, £ 14-13 ZEHL TSN,

£ 1413 FEXR b+ A—)L AT OO
78S Eizgi]
1 VAT AR L TH LWERNBEBESN., Y2 var ID (ICID) 5] 23%]Y

YTOHNELE, ZOBEFIIEHIPA LI —T oA ATZESH, 10.1.1.209 DY
E—F AR NTEBEINE LT,

2 7 TA7 2 b D MAIL FROM AV RRFTEINE, AvE—TIAvyE—T 1D
(MID) 6] A&V YU THNE LT,

HEEET RUARER S, ZIFANLNET,

ZEENHNSN., ZEHID (RID) 0] BV Y THNAELE,

MID 5 % AIvbiv, 74 A7 ICEHEZAEN, HRINESNE LT,

ZAEDE L, ZEERAK T LE L,

Ayt —VEBET e ARG I E Lz, 192.168.42.42 725 10.5.3.25 ~DOHlfF
2, EE86% ID (DCID) [8) nNEID ¥ ToHhE Lz,

RID 0] ~D R vE—VEENBEIEINE LTz,

RID [0 ~® MID 6 OEUFIZHEN L E Lz,

10 BUfEHefe e T LE LT,

N oo b~ ®

(]
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THERF A=) BT T2 FYOH
KOBIT, SESERT—ALES RS = b ERLET,

1 NDZAEHITHT B A v —32 Cisco IronPort 7 7 I A T v ACA P =27 PENET, A vE—
T EFICEE SN ET,

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com
(1.2.3.4) address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhe@mail.example.com>"'
Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [O0]

[ ("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gva9$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

EEGAyE—CEREDH

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

LBLI-AvE—DHEME UOV—F \HUR)

2 NDZEHENEEESNTZA vE—U M Cisco IronPort 7 77 A4 7T AW A V=7 hENET, BIE
BEIC, SEERA MR SXX T —2RLE L, ZhiE, AvEeE—Ca2EbLL0ZEHFICHLEE TE R
Mol-Z xR LET, CiscolronPort 7754 7 AT EBITHEA L, Fa—b2EELHIRL
9,

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close
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BRHBICERICREINSE YT F 13020

A B—U Cisco IronPort 7 7T A4 T L RCA V=27 FENFET, BUIORERITT. Avk—2
TV 7 h RN ALT, FOROEREXF2—IZ ANOLNET, 2EDORITTA vEe— VIR EFICEG
EhEd,

Mon Mar 31
63.251.108
Mon Mar 31
Mon Mar 31

error

Mon
Mon
Mon
Mon
Mon
Mon

Mar
Mar
Mar
Mar
Mar
Mar

31
31
31
31
31
31

20:10:58 2003 Info:

.11
20
20

('466"',

20:
20:
20:
20:
20:
20:

0

:00:23 2003 Info:
:00:23 2003 Info:

New SMTP DCID 5 interface 172.19.0.11 address

Delivery start DCID 3 MID 4 to RID [0, 1]
Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address

['Mailbox temporarily full.'])[]

00
01
01
01
01

01:

:23
128
:28
:28
128
33

Ayt—Y Rx v U#ER (scanconfig)

2003 Info:
2003 Info:
2003 Info:
2003 Info:
2003 Info:
2003 Info:

Message 4 to RID [0] pending till Mon Mar 31 20:01:23 2003
DCID 5 close

New SMTP DCID 16 interface PublicNet address 172.17.0.113
Delivery start DCID 16 MID 4 to RID [O0]

Message done DCID 16 MID 4 to RID [O0]

DCID 16 close

WDOT a7 R T, AyvE—VOMRERZ SR TE RS (RN 7 7 A VERIBRT 256) OBIE
% scanconfig A< R&EEH L CIRELT-HE.

If a message could not be deconstructed into its component parts in order to remove

specified attachments,

1. Deliver
2. Bounce
3. Drop
[31>

the system should:

A= a JIZUUFRERRENET,
scanconfig T, X ="M TERVBHIZHNGT S L 0 IZFRIE L 7EHE

Tue
Tue
Tue
Tue
Tue
Tue

Aug
Aug
Aug
Aug
Aug
Aug

3
3
3
3
3

3

16:
16:
16:
16:
16:
16:

before first

Tue
Tue
Tue
Tue

Aug
Aug
Aug
Aug

3
3
3
3

16:
16:
16:
16:

scanconfig T,

Tue
Tue
Tue
Tue
Tue
Tue
Tue

Aug
Aug
Aug
Aug
Aug
Aug
Aug

3

wwwww

3

16:
16:
16:
16:
16:
16:
16:

before first
Tue Aug 3 16:
Tue Aug 3 1l6:
Tue Aug 3 16:

36:
36:
36:
36:
36:
36:

29
29
29
29
29
29

2004
2004
2004
2004
2004
2004

header

36:29 2004
36:29 2004
36:29 2004
36:29 2004

Info:
Info:
Info:
Info:
Info:

MID 256 ICID 44784 From: <test@virus.org>

MID 256 ICID 44784 RID O To: <joe@example.com>
MID 256 Message-ID '<137398.@virus.org>"

MID 256 Subject 'Virus Scanner Test #22'

MID 256 ready 1627 bytes from <test@virus.org>

Warning: MID 256, Message Scanning Problem: Continuation line seen

Info:
Info:
Info:
Info:

ICID 44784 close

MID 256 antivirus positive 'EICAR-AV-Test'
Message aborted MID 256 Dropped by antivirus
Message finished MID 256 done

A o= E I TERDBGENT N 7T 5 L 5ICRE L EH 6

38:
38:
38:
38:
38:
38:
38:

53
53
53
53
53
53
53

2004
2004
2004
2004
2004
2004
2004

header

38:53 2004
38:53 2004
38:53 2004

Info:
Info:
Info:
Info:
Info:
Info:

Start MID 257 ICID 44785

MID 257 ICID 44785 From: test@virus.org

MID 257 ICID 44785 RID 0 To: <joelexample.com>
MID 257 Message-ID '<392912.@virus.org>"'

MID 25781 Subject 'Virus Scanner Test #22'

MID 257 ready 1627 bytes from <test@virus.org>

Warning: MID 257, Message Scanning Problem: Continuation line seen

Info:
Info:
Info:

Message aborted MID 25781 Dropped by filter 'drop zip c'
Message finished MID 257 done
ICID 44785 close
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BEATPANDHEIA Y E—D

ZoFITIE, R’ T s AN O E A X —T T D L DI, & TMessage Body Contains| % 5
a7y T4V RRESHTOET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID O To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx’'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3ODRM T 7 A ND 2 FHN Unicode THDH Z & IZ7EE L TL 2 &V, Unicode & F/R T& 72 W iR
T, 20X 5 RIRAT 7 7 A Vi quoted-printable B TERENE T,

$FERIT)SA SN AVE—D

~
(i)

VA NUEALVI N T 7 varizlO—HoOMEE (alt-rept-to 7 4 V¥ 7 F A5 RCPT Y
FA M. bec() TZVay, TVFIANRAVEAL LT aripl) IZXoT, HILWA v E—U0E
BENET, e Z7ICBZBELCREZMHER L, LEIDSUTMID R, HAI1CX > T DCID #iEML
T, O X o7 FUNRAEETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

F2X

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter
'testfilt'

[Rewritten] = FVix, FH LW MID O A RT v 7 DITORICERINET,

Cisco lronPort R/\L[REE~ND A v E2—DEF

Ay —VZREEEEICEET S &, A —/L 1/ TiL, RPC k& #59 % RPC ##%: ID (RCID) %
EA LT, fRBEmEL - OMOBIRERINET, KOA—L o/ TiE, AvE—TIZALDH T
MBEHF B4L, Cisco IronPort AR ARREEICEE SN TWET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfil.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To:
<stevel@healthtrust.org>
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Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make it
a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>
Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local Cisco
IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

NTP o/ oA

# 14-14 12, NTP m 7 iZid@k S h D fatfla L7,

® 1414 NTP O JICR&ES h S#EHER
st B8

BALRE Y S A PREE SR,
7

AvE—UF, A~ DffiGRry NUV—2 XA L Fr b= (SNTP) 7=V —
Ay— F720F adjust: A v E— VTR SN ET,

NTP B0 5 Dpl

WD NTP v 706, 7T7T7A4 T AMBNIPEA RAD2EDOR—=Y T Z2RLTWET,

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152
Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

LiRk—T 4> OJDER

F 14-1512, VR—=T 47 v JICEKENLHEHERE R LET,

£ 1415 LiR—F ¢ »5 o5 ofitEHR

st HL

BRALRRY |4 NHPEE SN,

7

Ay— Av—=UF, 2—VREERE, FITENET 7 v a r THERENET,

LR—T 127 0T nbl

WRDOVR—FT 47 aZofE, FHa 7 L_VICERESNET 94T v A Rx L TWET,
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Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40
Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42

LiR—F 4> 9T )— Oy DER

£ 14-16 12, VR—T 47 72— nZiliEshdiaHiHRerLEd,

& 14-16 LiR—F« v¥ 4 T1)— 0F OEHER

st HL

BALRRY |4 NHPEE SR,

7

Ay— Ave—UF, 2—VREERE, FITENET 7 v a r THERENET,

LR—T4 27 9x)— nJnbl

ROVIR—=FT 47 72— aloFL, 7774728 ->T, 2007 4 8 H 29 H»5 10 H 10
HETOHBTHEADEEA NV FTF7T7 47 72 —=RIITINTNDHILEZRLTNET,

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for

['"MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING_TRAFFIC SUMMARY.THREAT CONTEN

T FILTER', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constraints

None sorting on ['MAIL_OUTGOING_ TRAFFIC SUMMARY.DETECTED SPAM'] returning results from 0
to 2 sort ascendin

g=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for

['"MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL_HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

'"MAIL OUTGOING TRAFFIC_ SUMM

ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range 2007-08-29 to
2007-10-01 with key constra

ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES'] returning
results from 0 to 2 sort

_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.
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+—2JYR M TAYvHYR b+ OTOER

F£ 14-1712, =7V AN/ Ty 27U R a IZRBEINDIMEHERE R LET,

= 1417 —2UR M/ TOYY YRS OTOFEER

Wt HL

BRALRRY |4 NHRRE IR,

7

Aytw— Aov—UiE, 2—VFIARE, ETEIN=T 7 v a yTHERENET,

—2JYR M TOyHs YR~ agnsl

WDE—T7 VAN Tay 72 alZoflt, T7I9AT L ACEoT 2RI EICF—2X—2D
AF v gy FAMERENTNAEZ LA RLTWET, REENTFT —F_X— 22BN SR 3+
IRENET,

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC: 10800
seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.
Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.
1 14:16:09 2007 Info: SLBL: The database snapshot has been created.
1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.
1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.
1 16:37:40 2007 Info: SLBL: The database snapshot has been created.

SMA OS5 DA

# 14-18 12, SMA n 7 (IRt S o et dz = L £,

& 14-18 SMA 0¥ O#ErHER

#Et A

BALRBY | A BAEE SR,

7

Ayg—o Aut—UiE, a—VREER Y, RITENIET 7 v a CTHERENET,

WD SMA v 7 OWNE, BAFA—N X2 T4 TTIAT VAN N T XU T Ty A NEBEXT
a— RFLHHREFHR T o X 7 —RE BFA N X2V T4 TTITAT U ANLLER—
TAYT TrANEAD Ly — RTERREFRLR—FT 4 7 P—ERERLTNET,

Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.17 - /export/tracki

ng/tracking.@20071003T2022447 20071003T2025447%.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.15 - /export/tracki

ng/tracking.@20071003T202443Z 20071003T202743%.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.17 - /export/tracki
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ng/tracking.@20071003T202544Z 20071003T2028447%.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from

172.29.0.15 - /export/tracki

ng/tracking.@20071003T202743Z 20071003T203043%Z.s

Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.15 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.000F1F6ECA7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from

172.29.0.17 - /export/tracki

ng/tracking.@20071003T202844Z 20071003T2031447%.s

Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.17 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.0019B9B316E4-JZ41PCl.v1.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from

172.29.0.15 - /export/tracki

ng/tracking.@20071003T203043Z 20071003T203343%Z.s

ATF—2X O50#ERA

AT —H A 1 J|\ZIL, status, status detail, B L WNdnsstatus 5T CLI AT —HX A a< 2 KT
M &N T2 A7 AREHE R TSR S E T, I, 1ogconfig D setup W7 a~vwr REMBHL
THELET, A7 —FRA B TLAR—-FNENDIITFELIEIL— NI, AR 2130 &Y b
SNTRER DS DETT,

ATF—R R A5 DOFEATY

£ 14-1912, AT =22 07 T390, BIOENE =BT LV AT LFEHERE T LET,

% 14-19 RTF—AR O OEHEHER

st B8

CPULd CPU =,

DskIO T 4 A7 /O i E,

RAMULil RAM fE 3,

QKUsd RIS TWAFa— (131 FNEL),
QKFre ZENTWNDFa— (Frof MHAL,
CrtMID A vt— 1D (MID),

CrtiCID Ay va s ID (ICID),
CRTDCID Fd {5 #%ft ID (DCID),

InjMsg AVl NENTEAYE—D,
InjRcp ATzl NENTZER,
GenBncRcp ERENT= T v AZEH,

RejRcp R ShZZEH,

DrpMsg Fry7EnzAve—,
SftBncEvnt VTR NG URINTA N R,
CmpRcp SET L= EH,

HrdBncRcp N R AT R ENTEZES,
DnsHrdBnc DNS "—F "7 %,
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# 1419 RAT—ER OF DOMEHER (FE)
et EL)]
5XXHrdBnc SXX =K "R,
FltrHrdBnc TANE =R NG A,
ExpHrdBnc HAREIN N— K N
OtrHrdBnc FOMDN— R R
DIvRcp BlfE SN2 5%,
DelRcp HIBR =2 5 H,
GlbUnsbHt 7 —VEEEIE Y R b EO—B
ActvRcp TIT 4 TR,
UnatmptRcp ARITZEHE,
AtmptRcp AITZEH.
CrtCncln BUE D B Pk,
CrtCncOut BE DRI HEHL,
DnsReq DNS ZK,
NetReq Fv b U — 7 3R,
CchHit Fyvia byvb,
CchMis Fyrvia I A,
CchEct * v v a2 ik,
CchExp X v v 2 HREI,
CPUTTm 77U = a UM L7cAEF CPU KR,
CPUETmM T = a YSEEG STH D ORKARRER,
A= TaERZHT D1 BHIYORKT 4 A7
MaxIO /0 #1F,
RamUsd T B THERDAEY (/54 MHAL),
Swin AT A ENTZAEY
SwOut ATy TT U REREZAEY
SwPgin N=UA rENTAEY
SwPgOut NR=UT U IR AEY
MMLen VAT LNOGEA v E— VR,
DstinMem AEFVWNOGEELAT V=7 N
VY — 2 {RFFD tarpit fE (KEDO T AT LAFMIZLY |
ResCon FEA—NDZTFANE Z ORI EIEL£9),
WorkQ E¥EX2—ICHDIBED A v E—VH,
VAT LR DE A DA v — U8 (B O
BIRICHFEET A A=V ER TV b E
QuarMsgs DN
VAT ARREEA =TI Lo T S NZF u NS
QuarQKUsd - &
LogUsd EHEN-a s =7 4> a v OEE,
CASELd CASE A ¥ ¥ > Cffi il =iz CPU OEIfA,

Il Cisco IronPort AsyncOS 7.8 for Security Management 1—4 #{ F



| £14% n¥oy

ATF—4HZ a5 0l

#* 1419 AT—H R O OHEHER (&)
et Bl
TotallLd CPU D& 3HEE &,
LogAuvail 0y 7y ANMIERATELT ¢ A7 HEEORE X,
EuQ Cisco IronPort A /N ARBEEND A > &— %,

Cisco IronPort A /S ARREEMR L = —ND X v &—
EuqgRls .

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608
CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp 6318
DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15 FltrHrdBnc O
ExpHrdBnc 1 OtrHrdBnc 0 DIlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp O UnatmptRcp 0 AtmptRcp 0O
CrtCncIn 0 CrtCncOut O DnsReqg 143736 NetReq 224227 CchHit 469058 CchMis 504791 CchEct
15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen O DstInMem 4
ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd 0 CASELd 3 Totalld 3 LogAvail
17G EuQ 0 EugRls 0

RTFL AT DOFER

AT L AgnH

#£ 142012, VAT A aZIlREINOHETERE S LET,

x® 14-20 SRT LA OY OFEHER
et B

BRALRRY |4 FHRRE IR,
7

Ay— o iRk S s A X2 b,

WD AT A a7 ORI, commit ZFEIT LIz —VFOL4FTIE AN EINTZa A EET, W Oh0
commit =2 F U ZRLTWET,

Wed Sep 8 18:02:45 2004 Info: Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX

Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Password

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW

Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI log

for examples
Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI
log.
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— R N -
Sy OY(ZD0VT
N7 v¥r 7 v izt AsyncOS OEF A — VEMEICET RPN ET, T AvE—
. A= e il InNiAyEe—oY 78y T,

FowvXxrraliFz, Avke—Y NI ovX T T—ER—AFERT IO, Avk—Y FT X
JarviR—3xr NCHERHENET, v 77 A NMET —FRX—ADER T B A THEHEIND DT,

o7 aZix—BEObLDICRET, FT7vXr 7 v Z7oFRIL. AT L DHEAED T
FHBE LERGFICR > TWERA,

Moo aZit, VY —2AOBRMEEHESTEZDIIAAS TV EATRESN, IBEahET, HFR
I, BERIZ LA 7 b &4, Cisco IronPort MEET 22 —7 ¢ U7 ¢ ZEH L TEBR LI-%RITAI
L DHAEY BATREIC e D F3°, Y — %, RO URLICH Y £77,
http://tinyurl.com/3c518z1,

ny $IRy)Toay
Z 2T, ROEBICOWTHALET,
o B/ BT R7 )7y aroiiEl (P14-22)
e IGUITOuZ 727U T a Ok (P.14-23)
o ¥ rizxtd 27 m— LgkE] (P.14-25)
o 7 %727V Fraroum—Lt—_—] (P.14-27)
o KA F—0%iE] (P.14-29)

07 TR TavDEE

o/ 7T RA7YF g2k - T, Cisco IronPort 7 75 A 7 212, F£213) F— MIREEINS
froa s 77y A AMEFKSNET, 27 7227V Fa0F, Fyia Bloarea—2ICi
B) £EZTN (TFIAT U ANLEEG) ShET, —kic, n7 $T 27V 7Y 3 VITRKROR

PN £9,
= 14-21 Ay 274/ ILORYE
=1} B
FERENDBEROI A T L, u TR )T a OB EER LE T, M
Log Type SNWTIE, Tr7 447 (P14-2) 2BRLTLEEN,
Name BTBRTLED0, ul T 27 YT g Dby 0 W4 R,

FAATICEZRAD L XD T 7 A VOWEL, AT JTHEE D Cisco IronPort 7
TIAT VARSI HZE, vl Ty ANEER LT T4 7V AEBATE D —
Log Filename (Zon s 757 A V4% ERALET,

Rollover by T ANDRERYA R, ZOV A RXZBETHE, B— A F—N"—XNFET,

File Size

Rollover by BEfICHEE STy 7y A e — VA —NRN—F XA I 7, TerDu—

Time F—=N—=BIOREA T P a—] (P14-5) OF T arw#RBLTIEEN,

Log Level FEa g YT A7 YT a DEEML~L,

;etl:e\(lid 17 75 A/N% CiscoIronPort 775 A 7 A HEnikd 5 & X ITEHT 2 A,
etho
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GE)

[Management Appliance] > [System Administration] > [Log Subscriptions] ~<—< (721X CLI ®
logconfig 2¥ U R) ZFEHLT, r ¥ 727 V7 a v aRELET, nT FATEZANTEHS
o7 EmERRINET (Iny 247 (P14-2) #58), FeAons 24 7T, vy 7R
Y Fvardrs LNADANbERSET,

Ay 74 Xalb—varYBREa 7 ORh a7 4 Fal—varBEnsnbar 7 Xal—vay
Eo— RTAA[EEERHALEIL, 27 4 Fa2lb—2a VIR ENEARRAT—RRREENRTND
Lo — RTERNZ EIZHER L TL XV, [Management Appliance] > [System Administration] >
[Log Subscriptions] ~— T, AV — &2 ZIZEGHLNEI hEFRL T a7 ERRRINT
B, [Yes] ZiEIRLET, CLID logconfig A< FEFEHTHAIT. a7 b T y EANNLZE
R

a4y LRILDETE

By L i o T, v ZICEEESNLHERENSPIELET, = 7T, 5 SOFFEM L~ ron§ i
ERETEET, M7 VLV ERET DL, BlkShicn 7 VALV ERE LSS LT,

KR&EhalZ 77 ANVPMEREN, VAT L RT 4 —~v U ACKREREELH 2 ET, Elre s LR
VEREIZIL, A EShlcn 7 LLVEREILGEND TR TOAyE—UE BIIOA Yy E—UNEE

NET, ML E BT HI13E, VAT LADOR T 3 —< AFETLET,

ng A4 TR R LZn S LV ERIRETEET,

* 14-22 AYg LRL

n4g LRI

%“:

A

TR ISR ET, RbEK I LLVRETY, Zory L
NN TIE, XT3 —~ U ABLOEERT T IA TV ADT I T AT 4 2= FT
HIEWFTEERA, 72720, i LD X HIc, v 77 A4 RNT ITHRK
YA RETDHZEEHY EHA, 20T LULE, syslog L~UL Alert & [RI%Z T
Critical 7,

TRCOVAT A =T —LEERGFINET, Zous LUV THE, R7 40—~
ABIOEBERT T IA TV ADT VT A ET 4 ET=4THILITTEERA,
Critical @ 7" L~V X VTR, a2 77 A ABRRRYA XIELET, Z0orT L
Warning ~JLiE, syslog L~/ Warning &[4 T3,

VAT LAOMENRBRFLESNET, 2 IE, EROA— 7 URBERITA R S
Informatio |71 F 3, Information L~Lid, v ZICHERS N IR ETT, 20T LU,

n syslog L'~UL Info & [F%: T,

Information 2 7" L~V L) L7 mpsisksnEd, =79 —%2 77 a—
T4y T THEXIE, DebugrZ LA EFEHALET, ZOFEIERFICERL,
BTTF 7400 LYULVIZRLET, Z0oa s LU, syslog LUl Debug & [F%
Debug <7,

R TRE T _RCOEMMAFLEINFE T, Trace 27 L-ULid, BIREICOLHELE X
NET, ZOL_AVEFHTEE, PATLDONRNT 4 —v U ANKELIETT LD T,
Trace HLEShEHA, 202 LU, syslog L-~UL Debug & % T,

GUI TORYT Y TRV YT a vDER

0y YT A7 YT a rEERTHIZE, KOFIEEZFETLET,
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ATFyvF 2
ATFvFT 3
ATy 4

[Management Appliance] > [System Administration] > [Log Subscriptions] ~~— <" T, [Add Log

Subscription] 7 U v 7 L£7, [New Log Subscription] ~— Y RNEREINET,

14-1

Oy $ITR9 YT a vOHEBRER

New Log Subscription

Log Subscription

Log Type:

Log Mame:

File Mame:

Rollaver by File Size:

Rollaver by Time:

Log Level:

Retrieval Method:

|Se|ecta log type... v|

(it be used fo name the log divectory)

10M Maxirmurm

(Add & traifing & or M to indicate size units)

|N0ne v|

(O Critical (The least detailed setting, Only errors are logged.)

O warning {all errors and warnings created by the system.)

(® Information {Captures the second-by-second operations of the systemn. Recommended.)

() Debug {Mare specific data are logged to help debug specific problems.)

(O Trace {The most detailed setting, all information that can be is logged. Recommended for
developers only.)

@ FTF on vm1l0smal006.ga

Maxirum Murmber of Files: Ilg

O | FTP on Remote Server
FTP Host:

Directory:

Username:

Password:

O | SCP on Remote Server

Protocal: SSH1 SSHZ

SCP Host: | | SCP Port: |22

Directory: |

Username: |

Enable Host Key Checking

Automatically Scan
Enter Manually

o Syslog Push

Hostname: |
Protocal: UDP TCP
Facility: Iauth

ny ZATE@RL, nr4 (m7 T4 Vv 7 FIH) bnl 7y A VEKOARTIZ A LET,

BT B,
CEE RS S

WRK7 7 AN A XERELET,
0w —)LA—N"—F25H, B,

EARHEBEZEELET,

E, e 70— LA —_"—=BLOEERA TP 2—1) (P14-5) 2ZRLTLEE0,

FETDHAE
(mr74Fab—vaVBEa 7oR) NAV—Ra2a ZIZ8D 50 E e ERLET,

oy LUV EEELET,

ST OWT
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~

GE) ~RAZENTERNRT—RREFRLTWAary 74 Xal—guiie— RTxFEHA, v
T4 Falb—a VBRI b a7 X al—varru— RT5a(EERD L8581,
[Yes] #BIRL T RRAU— K& u 2 IZE50E T,

AF9T T nIJOBMHEERELET,
AFvT 8 EWEFEEL., RIFLET,

O TR UTLarDEE
ayg TRV T a rERET AL, ROFIEEFEITLET,

AT7w7 1 [Log Subscriptions] X—Y® [Log Name] 7 7 A brn 4 %27 U 27 LET, [Edit Log
Subscription] “N— Y RERENET,

AFYT 2 vl YTRIVFarEBEHLET,
AFyvFT 3 EFEEXREL, REFELET,

AX 12 55 8—/N\ILEE

VAT AE TEAN A=A B BIORAT—H A B TNIZV AT A AN 7 EEMICREL E
9, [Log Subscriptions] ~*—® [Global Settings] &7 * 3 2% 5 [Edit Settings] A% > (F 721,
CLI ® 1logconfig -> setup 2 ¥ K) ZEHL T, kKOFHREFZRELET,

o VAT ANMIEEFEET D E TR DR (RVEAT)

o AvE—VID Ny HX—EFETDHNE I N

o UE—NEEAT—HF A a— R&iskd 0L 50

o TDAYE—VOY TVl N Ny X —FFREFETDHNE DN

s Avk—vIliiunIliEkT o~y H—

3T Cisco IronPort = 712i%, RD 3 HHE ZTLE TR TEET,

e [Message-ID]: ZDOA T v a v azRETDHE, AIBRBEEIITRTOAyE—YDA Yy E—VID
Ny —=RuZIiEEnNET, 20A Y=V IDIE, ZRELEAvE—ULRG SN SHE
L. AsyncOS THKINALENRH Y £7, WITHEZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-ID Message-ID-Content

e [Remote Response] : ZDA v a v aRET DH L., AIBARGHRITTXTOAyE—YD U E— |
ISEARAT—H A a— KPR ZIZEEESET, RICHZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

V£ — MEEXTHNE. SMTP &55BER O DATA a2~ R~DJEERICZEESND . ADHH
WMHZEDOTEDLTXARNTY, ZORITIE, #EftA R b2 data a2~ FEFETLEHZDO Y £—
M, Tqueued as 9C8B425DAT 72 v 4,

[...]

250 ok hostname
250 Ok: queued as 9C8B425DA7
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CFFNO A H D22 [CAF A, BEON250 I5E D OK XTFiHBREEINE T, UFHORREIC
WX, ZZAZETRBREEINE T, =& 2iX. Cisco IronPort 777 A 7 > AT 7 /v » T,
DATA :’V/]\ Z%t LT 250 Ok: Message MID accepted & W9 WFHTINELET, L7=n-
T, UE— bk FAFBBIO Cisco IronPort 777 A 7 A Th H8451%, Message MID
accepted] EWH T MU R TICEEINET,

+ [Original Subject Header] : ZDA 7> a v a2 A X—TNICTDHE, EAYE—VOIROFT V=
7 b~y H—=Ra SIEERES N ET,
Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID O To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44ed4n$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

Ayve—U AyF—nnxry

BRICE-TE, AvE—UR VAT AZBERTDHEEIL, AvE—VDONy ¥ —OFEENFE s
T HMENH Y 3, [Log Subscriptions Global Settings] ~*—3 (F£721%, CLI ® logconfig ->
logheaders ¥ 7 A~ R) T, kT 5~y X —%HELET, Cisco IronPort 777 A 7 A3,
BEINTEA Y=Y ANy —%2TFA K A= o BILORNTvyF 7 alilig&klEzd, ~v
E =BT D56, VAT ANy X —OARTEEETLHELET, ~v ¥ —DBNHFEELRWVGEAIE, =
bR SN EE A,

GE) VAT AR ARV VIHE L~y ¥ —ICBIRR< . A v b — VORBAI RN, A vE—ic
FRIET BT R TO~y ¥ — ki LET,

GE) SMTP 7 wa b =2 L2 2\ T® RFC i,
http://www.fags.org/rfcs/rfc2821.html IZH VY £4, Z® RFCITIE, 2 —HFEZD~v ¥ —1#
EERTWET,

GE) logheaders 2~ REMFEH L Ty X —2 0 7 ZHET 5L IICHEL TWDIHAE., ~y X —E#lix
BLEEROBICFRENET,

£ 14-23 AT Ay H—
Ny F—% ~y L — DA
= B2 7SR EN D~y X —DNE

el i, v ICEERT D~y £ —L LT [date, x-subject] Z45ET D & A—/b o JITROITHE

RENET,
Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0] [('date', 'Tue, 31 May
2005 10:13:18 -0700"), ('x-subject', 'Logging this header')]

GUI ZFRALE-OX 505 O0—/NILERE

X IO a— NVREEITOICE, ROFIEEZFETLET,
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AT7v7 1 [LogSubscriptions] ~<—"® [Global Settings] =7 3+ = > % [Edit Settings] "% %27V v 7 L ¥
9, [Log Subscriptions Global Settings] X— U NER RSN FE T,

14-2 Oy $JZR5)Foarnsa—IILER

Log Subscriptions Global Settings

Edit Global Settings
System metrics frequency: | 15| seconds

Logging Options: | [F essage-ID headers in Mail Logs

¥ original subject header of each message

W Remote response text in Mail Logs

Headers (Optional): | List any headers you want te record in the log files:
date, x-subject

[ cance | [‘Submit |
ARFYT 2 TATALAARNIITAOHE, A= ol AvE—=ID Ny X —%M22o0nE 20, UVE—MNEE%E
Mz BNEIN, BIXOEA =000 T2 b N X =2z 5020 wEELE T,

INGOREDFFEMIONTIE, eXFo 73567 m— Ui E] (P14-25) #2R LTI EE0,
AFvT 3 oMz izomo~y =2 AN LET, = b idhr~TRYD £9,
AFyvT 4 EEEEREFEL, RELET,

Ay IRy Toaroa—)LA——

AsyncOS a7 7y A V& —/F—_"—FT5L RO LENITONET,

o D= )VF—NR—DHZ A LAZ LT THHOO T 77 A VPER S, XF Te)] OIEEFITE-T
HEOZ7 7 AE LTHRRENET,

e HEORT 77 ANDN, REELETRTIT [s] OEFHEICARIEEINET,

o WIEICHREENT-0 S T AANYEF—F KRR MIUBEEINET (Fyia X—20EE),

e RUBTRAZ YT arnblURNCERLI-ar 77 A AREEENET (Fyia =205
).

o REFT LTV FANDOAFHBEBAIZEAT. vl YT R Fa b NORELEHEWT 7 A L
BRENET B—VU 7 R—=2DEA),

Ay YR YToarvARAOBSOA—)ILA—/N—

7o — L F—R_"—BLOHREA T 2 —1] (P14-5) 2R LT 7EEW,

GUI 2R L0 DAEEO— LA —/3\—

1 > IERONGFEOR P et T~y RTr—d—R_R—F 3201, WOFIEEZETLET,

A7v7 1 [LogSubscriptions] X—Y T, B— A —R_"—F25070LHMOF =y IRy 7 A%eF A LET,

AF9T 2 [All] Fzv /Ry AEF LT, TRTCOB T Em— LA —N— 8L L CGRIRT 5 2 L T&
ij_o
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ATFvFT 3

[Rollover Now] R&# > %27 U v 7 LET,

CLI ZNAL=-aJ O A—)ILA—/\—

T274AWNA—YHF A 3—TARATOREDOAYT TV

ooy T

(E)

%

rollovernow 2~ RZfEHL T, —f
DREOR T Ty ANVERIRLET,

W NTon Sy 7y Ak a— LAt —"—F50 URAR»n

k1) DERR

GUI 2 LCr s 77 A &&RT HI2iE, [Log Subscriptions] ~*—®» 7 — 7 /L ® [Log Files] & 7
AZhrual Y727V Fvarwr Yy LET, v Y7 RV TFvar~pU %7007

THE NAT—REANTATa T IRFREINET, RIZ, ZOFTRAI VT arons

T7ANDY A NBEREINET, WIhbhoas 774 V&7 7 LT, 77U0FICFRRLED,

FUARAITIRELED TN TEET, V974N a—WF A 0 F—T A 2L Tr vk
IRTBIIE, BHA X —T =2 A ATFTP 4 —bE 2% A4 32— L TBLBERH Y £,

E 14-3 TS24 ANA—BF L VF—TIARATOAYT F741ILDET

Log Subscriptions

Configured Log Subscriptions

Add Log Subscription...

All

i
Log Name Type Log Files Rollover | Delete
cli_logs CLI Audit Logs ftp://cyclone.ena/cli_logs - o
euq_logs IronPort Spam Quarantine Loge ftp://cyclone.ena/euq_logs - o
euqqui_logs IronPort Spam Quarantine GUI Logs. ftp://cyclone.enafeuqaui_logs - o
qui_logs HTTP Logs ftp://cyclone.ena/aui_logs - o
mail_logs IronPort Text Mail Logs ftp://cyclone.ena/mail_logs - o
reportd_logs Reporting Logs ftp://cyclone.ena/reportd_logs - o
reportqueryd_logs Reporting Query Logs ftp://cyclone.ena/reportqueryd_logs - o
slbld_logs Safe/Block Lists Logs ftp://cyclone.eng/slbld_logs [ o}
smad_logs SMA Logs ftp://cyclone.ena/smad_logs - o
system_logs System Loge ftp://cyclone.ena/system_logs - o
trackerd_logs Tracking Logs ftp://cyclone.eng/trackerd_logs [ o}

Note: To view log files via FTP you must enable the FTP service on the ‘Management’ Interface.

Rollover Now

FJDERR (tail A< k)

AsyncOS Tix, 77 IA TV AZEESINT-r 7 ORF=> b #FKRT 5 tail I~v 2 REFFR—F
LTWET, tail a2~ FEFEITL, IEREINTWDI eI DHr B, FRTHu 7 OFFE2ERL
T4, Ctrl ZHL7RET C 2L T, tail I~ FEKRTLET,

A7 4 Falb—a VBB ZIE tail A REEHLTERRTLZIENTEEE A, FTP £72
13 SCP 2T 2 H8ENHY £7,

WIZ, tail 2~ REMFEH LTV AT A 07 2R R-T 502 R LET tail a~ 2 R, ROFIO XS
2, BRTDRTOA4FEZNRNTA—ZELTHRETDHIELTEET,

tail system logs
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Welcome to the Cisco IronPort M600 Messaging Gateway (tm) Appliance
example.srv> tail

Currently configured logs:

"cli logs"™ Type: "CLI Audit Logs" Retrieval: FTP Poll

"euq logs" Type: "Cisco IronPort Spam Quarantine Logs" Retrieval: FTP Poll
"euggui logs" Type: "Cisco IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
"gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

"mail logs" Type: "Cisco IronPort Text Mail Logs" Retrieval: FTP Poll
"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
"slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

9. "smad logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 10

W J o U bW N

Press Ctrl-C to stop.

Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN: 001143583D73-FTI9GP61

Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds

Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64] Host is down' to
'172.16.0.3" looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:

Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:

“Cexample.srv>

KA b F—DEKE

GE)

logconfig -> hostkeyconfig W7 a~< 2 R&@H LT, Cisco IronPort 7774 7 A HAhd ¥ —
Neark7yadhHEEZ, SSH THEMTARA N F—2EFBLEJ, SSH — NITiE, fE
F—LRBHAF—DO2OORA N F=PHETT, WEHRA D F—LSSHY—ZHY, VEt—F <
VUNHLEARAZ LIFTEERFA, ABF AN F—1F, SSH—ANEXFETILEOH HTED Y
FAT b wVUICEESNET,

o —H F—FEHT 5 HEICOWTIL, [Cisco IronPort AsyncOS for Email Security Daily
Management Guide] @ TManaging Secure Shell (SSH) Keys| #ZMR L T 7Z S0,

hostkeyconfig 7 <y RIZL - T, ROMENETINET,

* 14-24 KRN F—DER : Y Ta2 Y FOYRF
avryr ]
New FLnF—2BMmLEd,
Edit BEFOX—2EHLET,
Delete M OX—%ZHIBRLET,
Scan RA N F—ZHEMICAY e —RFLET,
Print F—EERKTLET,
VAT L BRAN F—HRALET, Z4UL VE—F AT AD Tknown hosts]
Host T ANVICELE INAETT,
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% 14-24 RR b F—OBE: $TITUROYR L #E)

avuk L)z

Fingerprint |* 25 A "A N F—D7 4o H—=FV v hEFRLET,
VE—h~2iul a7 v adT VAT LA THUY FOARF—%2FRLET,
ZHE, SCP 7y va TR Y T a v ERETHLEEICERENDEF—LFELT
User T, ZhiE, VE—F 27 A0 lauthorized keys] 7 7 A MZEE SN AHETY,

WOBTIE, 2~ FIZE>THRAN F=RNAFXF ¥ &N, KA MIBINENET,

mail3.example.com> logconfig

Currently configured logs:
[ 1ist of logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig

Currently installed host keys:
1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:
1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[41>

SSH2:dsa
mail3.example.com ssh-dss
[ key displayed ]

SSH2:rsa
mail3.example.com ssh-rsa
[ key displayed ]

SSHl:rsa
mail3.example.com 1024 35
[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>
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Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]
3. mail3.example.com 1024 35 [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

(1>

Currently configured logs:
[ 1ist of configured logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1>

mail3.example.com> commit
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