1

COfERTIE, EX 2 VT A BHT I IA T U AEFEET 0L O0O— R FIEIZONT, KEME
FALTHHLET, WOHEHZERY EIFET,

o Il 12— (P.D-1)
o [HI2:URLD T v¥> 7 (PD-5)
o 3.7/ vREDLWURL 77 =Y D& (P.D-6)

Web X274 7TS547 2 ADHI

TITIE, X2 VT AT I IATUABL N Web v X2 VT 4 TFIAT AR LIZHNIC
DOWTHHA L ET,

(i) NGOV TIFETTRTC, ¥X2 VT BT T IAT U ABLOWeb v X2 VT 4 TTI7A4T
ATWeb LAIR—T 4 7 BIUOWeb FT7 v X T A X—TNLRAFZ—TNIEINTWND Z & ERHiTR
LLTWET, Web h 7 v F 7 BIWUNWeb LiR—T 4 T & A X —T NI T B HIEIZOWNTIL,
%S [hRtEfB Web LR—F 4 7O k] 28R LTLEEN,

Hl1: 2—FORE
WIZ, VAT LERAENSLTHED 22— E2THET 26 2R LET,
ZOVF VAT, BHOAMEAEPHBHEFICAREY L Web A MZTZ7EBALTWS, L)tk a
FENZITM- TWET, ZRETET DT, VAT LAEHEN Web 7277 4 EF 4 OFM%E R
ToXUITTHEMNENRLD £7,
Web 7774 €T oM N TvFxrrand e, WEBOZRBERICET 2 ERITLE SN Web L
R— b ERENET,

AFv T 1 X2 UT 4 EFHT 7T 7T AT, [Web] > [Reporting] > [Users] Z iR L £,
[Users] _X—YRNFERENET,
ATwF 2 [Users]| 7—7/VC, #ET % [User ID] E721% [Client IP address] %7 V v 7 L ¥ 7,
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2—WID £ 7 FA4A T FIP T RLARDMLRWEEEF, 2=V ID 237747 FIP T
KL A& DFATT ¥ A~ 7 ¢ —/L RIZAJ L, [Find User ID or Client IP address] %27 U v 27 L
F3, [P 7 FUABEHIZ—HL TR THERITKR SN ET, [Users] 7—7 M2, fEELTz2—
FIDBIRITAT NPT FUABRAAENET, ZOBITIE, 7747 MIPT FLXA
10.251.60.24 OfFHIZOVTHRE L TWET,

Users
Printable {PDF)

Time Range: | 90 days v|

23 Apr 2010 00:00 to 22 Jul 2010 01:00 (GMT +03:00)

Top Users by Transactions Blocked Top Users by Bandwidth Used

10.251.60.24 5
10.251.60.35 5
10.251.60.67 4
10.251.60.15 2 10.251.60.67 3.5MB
10.251.60.72 1 10.251.60.24 [] 568.6KB
L L
o 2 4 6 & 10 0B 10.0MB 20.0MB
Transactions Bytes
Chart Options... | Export... Chart Options... | Export...

AFvF 3 IPT7 FLA[10251.6024] %7V w27 LEd,
10.251.60.24 ® 22—V OFEMAR—UBRERREINET,
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Users > 10.251.60.24

Printable {PDF)

Time Range: | 90 days v|

31 Aug 2011 00:00 to 29 Moy 2011 15:00 (GMT -08:00)

URL Categories by Total Transactions Trend by Total Transactions

200
180
160
140
120
Search Engines and Portals a9 100
Business and Industry 7 &0
Computers and Internet 5 a0
Advertisemnents [l 4 40
Infrastructure il 3 20
LI I B L B B B |
o 20 40 60 B0 100 o U B Ll L B L L
s 25-Apr 09-May  23-May 06 Jun  20-Jun 04 Jul 18- Jul
Chart Options... | Export...
Chart Options... | Export...
URL Categories Matched
URL Category Bandwidth Used Time Spent Blocked URL Category Transactions Completed Total Transactions
Zearch Engines and Portals 447 AKB o021 o a9 a9
Business and Industry 15.5KB 00:06 o 7 7
Computers and Internet 84 .4KB 00:06 u] 5 5
Advertisemnents 16.9KE 00:00 ] 4 4
Infrastructure 4,540B 0o:o0o u] 3 3
Totals {all available data): 568.6KEB 00:33 1] 118 118
l— Columns... | Export...
Domains Matched
Domain or IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked Total Transactions
“com 464 5KB 00:36 101 5 106
§3.1KBE o0:06 4 o 4
piereglis mrtossMeia  com 8,272B 0o:o0o 4 u] 4
Fieiitiediiie net 15.1KBE aoo:00 3 o 3
S .com 6,3916 o0:06 2 o 2
#RER .com 1,3656 aoo:00 1 o 1
1,2318 aoo:00 1 o 1
s o com 1,5478 aoo:00 1 o 1
el oy 2,021B aoo:00 1 o 1
Columns... | Export...

Applications Matched

Mo data was found in the selected time range

Malware Threats Detected

Mo data was found in the selected time range

Policies Matched

Falicy Mame Paolicy Type Bandwidth Used Completed Transactions Blocked Transactions Total Transactions
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ATv7 4

GE)

AFyFT 5
&
AFyFT 7

=P OFEMR—UNER T 7 a O URL AT IV, TP 7 a oL R,
—E$TBHURL ATV, —ETDRNAL Y, —ETHT TV r—rar, HENE LT =T D%
B, BLO—HT 2R O — %2R TEET,

INHDOATIAVIZE ST, 10.251.60.24 Dx—HR 71y 7 I TWDS URL (~X—? [Domains]
¥ 7 v a & EN D [Transactions Blocked] 77 AMIFHEIR) IZT7 7 AL LI ELTW I &R
Hiry ET,

[Domains Matched] 7—7 VD KD [Export] #7 UV v 7 L, 2—¥FRTI7EAL LI & LTV KA

A BRI URL OV R MERRLET,

D-112, 2—=¥Fnbx 7 AR — FENTEFEROYV XA FERLET,

IYRER—F T—20H

D-1

A B C

| 1 |Domain or IP Bandwidth Used Time Spent Other Blocked Trans Transactions Compl Transactions Blocke Total Transactions
| 2 |addthis.com 1365 0 0 1 0 1
| 3 |addthiscdn com 1231 0 0 1 0 1
| 4 |doubleclick.net 15447 0 0 3 0 3
| 5 |gmodules.com 85071 3R0 0 4 0 4

B _|google-analytics.com 8272 [u] ] 4 [u] 4/
| 7 |google.com 475631 2160 ) 10 ) 106
| B |kontera.com 6391 360 0 2 0 2
| 9 |quantserve.com 1647 0 0 1 0 1
| 10 |yandex.ru 2021 0 0 1 0 1

11
- »
W 4 » Wi\Users 10 251 60_24_Domains_Matc / J< | 3|

I Web N T v THREEEAMFH LT, ZOREO—F D Web fERARNE T R L, E
RTDHIENTEET,

Web LAR—7 4 7 Tlid, 77 BASNDHED URLIZRS T, 22— NRT 78 AT EHTXTH KA
A NERERETE L RICERL TS ZS W, 2—=FR7 7 AL TWDHHRED URL, £® URL IZ7
72 ALTREL, @ URL BFFAI SN TWENE D e EOFEHRER 511X, [Web Tracking] ~<X—
@ [Proxy Services] # 7 & L £,

[Web] > [Reporting] > [Web Tracking] # &R L £5°,

[Proxy Services]| # 7% 2 U v 7 LET,

[User/Client IP Address] 7% A k 7 4 — /L NIZZ2—H A ELIXIP 7 RLRAEZASILET,
ZOFITIE, =—%10.251.60.24 ® Web + T v X U IIEREBBLET,

MR RN RS INET,
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Web Tracking

Available: 13 Jul 2010 01:00 to 14 Jul 2010 23:59 {GMT +03:00)

Time Range: | [G0days v

User/Client IP: | [10,251 60,24 (2.9. jdos or DOMAINjdos)

website: | {e.0. gnogle.com)
Transaction Type: | [All Transactions .
b Advanced

| Search transactions using sdvanced criteria,

[cionr |

Displaying 1 - 8 of 8 transactions.

Time (GMT User / Client

+03:00) ¥ Transaction Display Details... | Disposition | Bandwidth i
14 Jul 2010 22:58:32 | hitp://safebrowsing.clients.google.com/safebrowsing/downloads?eli... | Allow 6,3548 10.251 6024
14 Jul 2010 22:27:37 | hitp://safebrowsing.clients.google.com/safebrowsing/downloads?eli... | Allow 51316 102516024
14 ul 2010 21:56:02 | http://safebrawsing.clients.google.com/safebrowsing/downloads?eli... | Allow 68,1488 102516024
14 Jul 2010 21:28:05 | hittp://konab.kontera.com/KonaGet,is7u=12791320893628p=1425248... | Allow 6,3916 102516024
14 ul 2010 21:27:49 | hittp://kB830suikis2Bg0udg944808bpOtpusr3.a friendeonnect.amodules.... | Allow 83.1KB 102516024
14 Ul 2010 21:27:44 | hittp:/fwww.google.com/url?sa=tisource=wsbied=1aved=0C .. | Allow 244 3KB 102516024
14 ul 2010 21:27:04 | hittp://www.google.com/search?q=%D0%BF%D0%BE%DN%BE%D1%EC | Allow 28.4KB 10.251 6024

| %D0%EBA%DI%. . |
14 Jul 2010 21:26:58 hitp:/#suggestqueries google .com/complete/search?output=Ffirefoxaa... | alock [ 14.6KE | 10.251.60.24
T e S e e ) o ) i i
Columnns...

ZOR=UnBH, IP T FL A 10.251.60.24 iIZE D B TCoHoNTWEHa Ly Ea—F0a—FRT 7 AL
2RI 2729 BIORURL DT RTHOY R NEHERTEX T,

#* D-112, ZOFTHMLEE 2R LET, FHEAOFHEMIOWTIE, V727U v 7 LTLE
éb\o

& D1 A—YORBEOEEER

HREH

[User] ~=—v

B EETHR
l[Users] =<—"| (P.5-17)

[User Details] ~—<

[[User Details] ~<—3"| (P.5-20)

LAR—F FT—=FDOx 7 AFR— |

[VAR— bk =% OHIR E =7 AR — K] (P.3-8)

[Web Tracking] ~<— " ® [Proxy Services] % 7

[[Proxy Services] # 7] (P.5-52)

#l2: URLD 39 F2T

ZOVFTIATE, BNV A=V, SOV A b~OT I BAT, OB SR 2
WIBAZEEZET, IHIT, ED2—FRZNED Web A MZT 7 EHALTWENZONTHEY
e LET,

X2 VT 4 BET T A7 AT, [Web] > [Reporting] > [Web Sites] ZEIR L F 7,
[Web Sites] X— U NERINET,
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Web Sites
Printable (PDF)

Time Range: [ Day ~

02 Jun 2010 02:00 to 03 Jun 2010 01:59 (GMT +03:00)

Top Domains by Total Transactions

Items Displayed | 10 |

Bandwidth Used | Time Spent | Transactions Completsd Transactions Blocked Tatal Transactions =
409.1KE, 00:33 102 102

227.5kB o0:21 | 64 65
457.6KE, 00:15 | 63 63
403 7K, o0i24 | 43| 45
418.9KB 00:03 | 28| 28
50.7KE 00:08 | 12 1z
52.3KB 00:06 | 11 11
76.4KB o0;08 | 9| 9

106.3KB o0:00 | 9|

0
1
1
2
0

20.5K8 00:00 | 14 2 16
0
1
0
0 2
5

2.6MB 02:21 409 2 431

ATwvF 2 [TimeRange] Fuy 7 ¥ URAMID [Week] IR L £,

AFwF 3 [Domains] EZ v arEaR7ua— L ForthE TI7EASENTWDS RAAL U E1T Web ¥ 1 b3
KRINET,

77 /A AL 25 AL FE TD Web A i, [Domains Matched] 7 —7 ViR RrSnEd, LT —7 v
T [Domain] £/X[IP] #7720V 7% 7 Vw7558 FFEDT RLAFIZa—FRBRLEE
BrD Web ¥4 &R TE £,

EEHE

#* D212, ZOFTHMLIZEAZRLET, FHAOFHEMZIOWTIE, Vo7 a227 U v 7 LTLE

é l/\o

% D-2 URL D +S v xS DOEEEIBER

BEREA BERETEHR

[Web Sites] ~<—3 [[Web Sites] ~<—"] (P.5-24)

Bl3: 7OERAHEDZLURL h7I DRE

ZOIFYATIE., HEEBNRIIT 30 ARCT 78X L B3N FETO URL 2. ASEENEY /-
WiEAEEZXET, £, Xy NU—ZEHEN, HREOFER EEZE=4 1LY, Xy NU—J Tk
HHEEIEZ A L CWD URL 245 E L7050 Z0EREZEGTHE LET,

WOHNL, EEOBEEZHESEBOANDTZDIZT =2 2WET LR, ERTHLR— I 1 O7FT THF
e iR R LET,

ATvF 1 X2 V74T 7T A7 AT, [Web] > [Reporting] > [URL Categories] % &R L 7,

Il Cisco IronPort AsyncOS 7.8 for Security Management 1—4 #{ F



| #8& D

Bl

[URL Categories] X — U NERRINET,

URL Categories

Time Range: | 30 days v

03 Jun 2010 00:00 to 04 Jun 2010 20:59 (GMT +03:00)

Top URL Categories by Total Transactions Top URL Categories by Blocked and Warned Transactions

Mo data was found in the selected time range

Printable (PDF)

Uncategorized URLs 282.7k

Instant Messaging 57.2k
Hate Speech

Tattnos

55.6k
53.6k
Search Engines and Portals 52.1k
Tasteless or Obscene 52.0k
Weapons 517k
Government and Law 516k
Software Updates 50.2k

Streaming Media 50.0k

o 1000k 2000k 3000k 400.0k

Transactions

Export...

Iterns Displayed |10 v |

URL Categary Bandwidth Used | Time Spent | Blocked by URL Categary | Transactions Completed | Total Transactions =
Uneategorized URLs | 4268 | 1311733 | ol 282.7k 282.7k
Instant Messaging | 1.268 2688157 ‘. 0 7.2k 7.2k
Hate Speech | 1368 2653154 ‘. 0 55,5k 556k
Tattoos | 1368 2563136 ‘. 0 s3.6k S50k
Search Engines and Portals | 652.2MB 2419:30 ‘. 0 s2.1k sz.1k
Tasteless or Obscene | 717.3M8 2412:33 ‘. 0 2.0k 2.0k
Weapans | 964.EMB 2428157 ‘. 0 517k 17k
Gawernment and Law | 1.068 2430:15 ‘. 0 s1.ck stek
Software Updates | 755,38 2334124 ‘. 0 s0.2k snzk
Streaming Media | 70L.5MB 3184z | 0 s0.0k so.0k
Totals (all available data): | 45,068 13210742 | o 2.8M 2.8M

Find URL Calumns... | Export...

Z Ofld [URL Categories] X—JIc kb AT a v Blo B 10 ® URL A7 3V 757
75 Instant Messaging, Hate Speech, Tattoo ¥ ~72 K dfthiz, 282 k DAKR43¥HD URL (27 7 & &
LTWBHZ EBnbnh ET,

ZZC, [Bxport] Y2 %7 Uy LCraw 7 —H % Excel A7 Ly R — NIz 7 AKR—hF5 &,
IOT77ANEANFEBRICEETEET, Xy NUV—2 w3 —T %2 URL Z & OFEiE O A &% M
LEDLIMENRDH Y T,

[URL Categories Matched] 7 —7 V% A7 m—/ ¥ v L, [Bandwidth Used] 7 7 A% £ R L ET,

URL Categories Matched

Items Displayed |10 v

URL Cateqary Bandwidth Used | Time Spent | Blocked by URL Category | Transactions Completed | Total Transactions =
Uneategorized URLs ) 4z08|  13117:33 o 2827k | 282.7k
Instant Messaging 1zce | 2688:57 o 572k | 7.2k
Hate Speech 13ce | 2653:54 o 55,6k | 556k
Tattoos 13ce | 2563:36 o 536k | 53,6k
Search Engines and Portals 552,28 | 2419:30 o 521k | 521k
Tasteless or Obseene 717.9m8 | 2412:33 o 2.0k | s2.0k
Weapans 964.6M8 | 2428:57 o 517k | 517k
Government and Law 1oce | 2430:15 o 516k | 516k
Software Updates 788.9m8 | 2334:24 o 50.2k | 50,2k
Streaming Media 701.5m8 | as1miaz | o 0.0k | 50,0k
Totals (all available data): | 4s00B| 137107142 | o 2am | 2.8M
I i UL category Columns... | Expart...

[URL Categories Matched] 7—7/L"C, 3_XT® URL A7 2V OHIIEOME N #E AR T 2 2 &1 T
EEJT, b —E [Export] Y27 &7 Vv LT, ZO7 7 A NERy MU=V EREIZKELET,
S HICHI < FHRDITIL, [Instant Messaging] V> 7 %27 Vv 7325 &, EOa—WRHIEZ K&
EHL TR ESNET, ROXR—UNREKRINET,
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URL Categories > Instant Messaging
Printahle (FOF)

Time Range: | 30 days ~]|
03 Jun 2010 00:00 to 04 Jun 2010 20:59 (GMT +03:00)

Top Domains for Category by Total Transactions Top Users for Category by Total Transactions

Ho dsta was found in the selected Hime range

10,128 .4.64
10.128.7.80
10.128.14.30
10.128.20.133
10.128.20.1
10.128.13.113
10.128.17.206
10.128.5.159
10.128.10.197
10.12817 .41

T T
o 200 400 600

Transactions

Expart...

Domains Matched

Data befow is not auailable for the full time range selected, Data for this table is auailable for 0F Jun 2010 16:00 to 03 e T
Fun 2010 18:59 (GMT +03:00). Ciick to changs the time rangs of this report o refiect the dats avallsble. 2 2

Mo dats was found in the selectsd time range

Items Displayed [10 |

User 1D or Client IP Bandwidth Used | Time Spent | Transactions Completed | Transactions Blocked Total Transactions v
azsdes | wame| 1987 - e 0 309
10.128.7.80 | 15ame | 15 358 o 355
10.128.14.30 | 18408 | 1745 355 o .
10.128.20.133 | 21ame | 1745 355 o .
10.128.20.1 | 1ame | 173 353 o 353
10.128.13.113 | 17608 | w7 o o b
10.128.17.206 | 1zave | w7 e o b
10.128.5 159 | 12ame | 1636 3z o 332
10.128.10.197 | 16808 | 101z 324 o 324
10.128.17.41 | 1wame | 1306 262 o 202
Totals (all available data): 1208 208857 sk | 0| s7.2k
Client 1P Columns... | Export..

ZON=UNE Ry MU — 7 FHED Instant Messaging ¥ b D EAL 10 2 —F &2 HDH Z LN T

EET,

ZOR—=UNG | BT 30 AT 10.128.4.64 O —H 3 Instant Messaging ¥ N2 19 Kifi 57 43

T7EALTEY, ZOHMOHEIEOEMHEN 101 MB TH 2 Z L3bnnh £7,

£ D312, ZOBITHRMLIZEBZRLET, FEHAOFEMICOVWTIE, V27227 Y v 7 LT

éb\o

& D-3 7Y EADOZLURL h 7T OREOEEIRR

HEeS HEERR

[URL Categories] ~*—<

[[URL Categories] ~*—3"| (P.5-26)

LiR—F F—=ZDxT 7 AKR— |

[LViR— bk =% OHIR E =7 AR — ] (P.3-8)
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