cuneren 12

BEI R DOER

X2 VT A BT IIA T U ARAEERTLIERL AT EOBESE, SESERFIETT T IAT VA
DT I BRAERIETHENTEET,

ZOFEX, WONETHRSNTOET,

o [EHE R OHUZHOWT) (P12-1)

o [a—# o—LDEVYT] (P12-1)

o [HHaA—VFORIEOER] (P.12-12)

o [UX2UT (W EHT FIAT LV ANDT 7% AT HBIMOFIE ] (P.12-22)
e Ryt —Y bT7vF 7/ CTODLP EFHR~DT 7 £ ADHIH] (P.12-25)
o BHoaO—F 775 4T 0 DFER| (P12-25)

EEIX)DAEIZDINT

=Y THT MIEY STz —F n—lESNT, oax—FiceX2 V74 ERT 7747
VADERL AT HBMTEET,

EHA AT PAMEND L ODICRET 2I0E, FHERSNZ2—Y m—AR=—XZf L THD
MEIMEHW LT, RBERIAF L 22— m— L EERLET, KIC, EX2 D74 77747
ATH=ANVZERA—YORBIEZAT I, BELO (£7213) B OFREFRDO LDAP < RADIUS ¥
AT LEMEH L TOOMECTERL—FORBIEEITO) LT T IA T AEHRELET,

EBIL, TTIATVABIOT 774 T VA LOREDER~OT 72 ABMOFIEZHETE £
‘@—O

A—H O0—J)LDE|Y U T

X2 VT4 BT SIAT AR, BFA—NE Web EF 2 VT 4 TFIAT U ADE=LY
TEBIOERETOZOO, BEERL—Y o= LW AF L 2—F o— Ol FRAEEINLTWE
‘?—O

o [HpiEHZL—Y m—s1) (P.12-2)
o 2B L a2—H m—] (P.12-4)
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FRIERLI—Y O—)

BV RY | ROBTHHIN TV BHERZFOFFREZ—Y m—b, FLEFHIAZ L 22—
0— /LK —PIZE VY THZENTEET,

* 121 a—4 A— )LD
Web LR—
TAVTIRT
1—4 o—La e Ta—LBRES
hit-LAR—+r#
BE
admin admin =2 —WF I AT DT 7NV N 22— THU L NTH |HV/HY
D, T RTOFEMEREFF-> TWET, EH L, admin =—
THUY Ml ZICEELELES, 22— v—n%
EHLTEYYTHZ LIFTET, NATU—RNOEBLS, #H
ECHIBRD TEX EH AL
resetconfig =~ K& revert 2~ REHITTX 5D,
admin = —% 721} TJ,
Administrator Administrator 2 — /L Z RO —HF T AU MITVATLADOT [ HD/HY
NRCOBREICKTLRERT 7 B AL F->TVET,
Operator Operator 2 — V& FFO2—HF T H T MIKROZENTEE |HV/HY
A,
o a—Y THh v NOERE - IImE
* resetconfig I < RDIELT
o VAT ARy NT v U 4P — ROFELT
e LDAP PIMTERIERICA R —T MR o TV AEHED,
Z—PHENRRAT—RFEBRLS LDAP — R Fa 77 AL
REDER
B LA E. Administrator 2 —L & [7] UHERR 28 6 £ 9,
Technician Technician 7 —/V & Fgo2—HF 7Hh v ML, 777 b — |[Email] ¥ 7
RBIXQRV T—F, 7794 TV ANLDI LT 4 X2 b— RRENDHVA
Tary Ty ANDRE, BEF—DOFIR LSOV AT LE]R  |T A TSy
TIT 4T 4 BRI TE ET, 74 LAR—Fk
~DT kA
Read-Only Read-Only Operator # —/L & o2 —H %, REFHESR  |HV /L
Operator BT 7B AME > TWET, Read-Only Operator 7 — L
RO — WX, WEEOREFIEEZMRT D202y D%
FEToTEEFETEETN, RETEEFA, FLIFRTFEL
WL LARWEFETHIZENTEET, £/, oo — /L& fF
Sz —H % Cisco IronPort A RA[REETA v — U A EFHTE
T (TI7BABA X—TNREGE), 20— VEFo 21—
Fix, 7740 VAT A, FTP, 71X SCP LT 7 A TE
*H A,
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= 121 a—4 O0—)LOHE ESE)
Web LR—
Ta4VITIRT
1—4¥ A—iLE |BHE Pa—LEES
nft-LR—r#
|: 3
Guest Guest B —/VEFOa2—% TH U MIAT—X AERIZTZE BV /7L
ZWTEEY, £7-. Guest 1 —/LE&F->=2—H% Cisco
IronPort A NARBEECA v —VEEHTHZ L TEET
(T 7 BADA =T NIRGE), Guest @ — /L& FFDO2—HL
Ave—Y b T oXUTIIT I RBATEER A,
Web. _ Web Administrator 27— /L& o2 —H 7o M, [Web] |HD/HY
Administrator ATWERREND TR TORELKTHT 7V e AEERDE
7
Web Policy Web Policy Administrator = —/V & Fox—% T H o M, |Z2L/7%2L
Administrator [Web Appliance Status] ~X—3” &, Configuration Master ™3
RTCOXR=VICT 7 EATEET, Web AU o —EFHE L,
ID, 778X KU — BEELRY >— =T 17 K
=, Fuxy RfRR HAZLURL ATV, IO
M#EPHZRETEET, Web R U —EHE I, REEZAH
T EHA,
URL Filtering URL Filtering Administrator 2 —/V & ffox—% 7 v |72l /7L
Administrator 5. URL ZANZ Y U PR T EHRETEET,
Email Email Administrator =7 —/L & fgo2—H% 7 H 7 R, Cisco |72 L /7L

Administrator

IronPort A X AFEEEZ £, [Email] A ==2—(ZH DT X TDOH
E~DT 7 AMEDOH R L ET,
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& 121 aA—H O—)LOBHE #HE)

Web LAR—
FAUTIRY
1—H ao—IL4 EL Va—ILRES
hizLR— i
BE

Help Desk User  |Help Desk User = — /L& Ffo2— W N7 7 LA TEHDFKD 7L/l
HOIZHIBRSET,

e Ayk—V T uFS
e Cisco IronPort & /< AR EfED & FH

:@m~»%%on~ﬁm\ajéﬁmt:huﬂ®yz%A
WET7T s eATEERYA, 20— L EFFOZ—H N Cisco
IronPortX/\Aﬁmfﬁ‘E@f’s@’Eﬁﬁ . FDOARNRABEE~DT

I AMERA F—T VST DHERD Y 7,

HREL O—)L NAL L 2—F m— YL TonTnHa—Y T Hvy |el/klL
ME., AU —, BEE, F-1320e —LIZBICS5 2 b
EORY o —F I THEREA VA F L R L TOH, FERB L
UREEITAET,

# L\ Custom Email User &2 — /L% 72133 L\ Custom Web
User 22— L%, [Add Local User] <— Y0 BIERCTE 9, &
L, m— a2 HHTEL LT DI, ZOBRAF A
Z—F v —VICHERZEI D Y THOMERH D 3, HERZE
D YT 521X, [Management Appliance] > [System
Administration] > [User Roles] ICBE L T, =2—V4%227V v
7 LET,

(G¥) Custom Email User 2 —/LIZE[ Y B THRTWD 22—
Pix, CLIICT 7 BATEEH A,

FEAIZOWTIX, [ AZ A 22— m—) (P12-4) &5H
LTL7E&EW,

—#d v —/ (Administrator, Operator, Guest, Technician, 354U Read-Only Operator) 13, GUI
L CLIOWFIZT 78 AT&E 9, ior—/v (Help Desk User, Email Administrator, Web
Administrator, Web Policy Administrator, URL Filtering Administrator, 3 X0 A ¥ & = —H) (%
GUI EHIcT 7B ATEET,

2—WEFIET BH7DIZLDAP 7«4 L7 Y AT A5, =2— a— i@l x o= —% Tidi

<74V&b)7»~ HEIVYCES, 2T - T 4 L7 b TA—TEEIDETHE, £

@ﬁ»—f@%l PFIEEDOZ—Y 7 — /L TERINIMREZZ T 3, FEEIC OV T, TN
WERIE DM 1] (P.12-20) # B L T &,

A—PNARLBEECT 7B ATEDL LT HITE, FDOT VAR A X —TNITTHLERDH Y
%9, [Cisco [ronPort A/S ARREE~DEFLE 2 —Y 77 v ZADFE] (P.7-8) ML T &N,

AREL 21— Oo—)L

Administration #RZ o2 —ViE, v X2 VT 4 BHET S IA TV AZEH L THAHX L 0 —)L|Z
BEMERE B TEET, IAX L va—iF, FRIERIca—YF e—1 Ly, =2—F07 7%
AREITHR U TR 24T 2 E 9,
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HAZ DL 2—F 0— L EEYYCla—WX, T7I9A4T7 A, i, 3= F a2—Fo47
Ty MZBELT, R —DFHELIFIVER—b~DT 7R 2IT2F T, =& 20E, BIOEICH DM
WOZA T, FRFARERERAR D > — PO AR L1 TR 72> T DEAIC, Web —ERIZEL
TREEZ T EHREIL, ZHOR) o—0FHEZHFRTEET, VAX L 22— a— L EERKL T,
ENHLOR— VT 7 EAMEELFV Y THZ LT, FHRERTLET, ZESNTCERELETRTBLIV
METEZDRY >—, HEE, LAR—b, PAXLAURLATIVREZRELET,

FERIZOWTIL, UTFE2SRLTIEE W,
e [Custom Email User @ —/Liz>\W T (P.12-5)
e [Custom Web User 7 —/1{Z2>\C | (P.12-9)

Custom Email User O—J)LIZDLVT

AAZ L B—= LB BRTHE, BESNIEEHED EX2 )T 4 FHT 7747 ACHDHROH
RIC7 78 A THZ L affFaTEEd,

o TRTOLE—F (FFLarTLE—F 427 FL—FI12 k- THIR)

o A=A RYv— LE—b (FFvarTLR=F 127 FA—TIC L > THIR)
e« DIPLE—F (FF>arTLB—F 17 IA—FI2 Lo THIIR)

e Avk—T FT XS

I PAPN 1

INOLDOHEHEBOFEMCHONWTIE, UFOR 7y a T LET, /2. ZhOOHREMN S5 SNT-
FTRCO2—HL, [Management Appliance] ¥ 7 > [Centralized Services] A == —% i L C,
[System Status] # /R CTZ £9, Custom Email User 2 —/L{ZHI W ¥ THNTWAZ—H¥ X, CLIIZT
JEATEEE A,

AAL L =P B —UIE BT AN X2 VT 4 TTIAT U ADOEEERTLI LB TEE
T BFA N EX2VT 4 TTIAT LV ADH AL L a—F n—E, EX2 U7 4TS 74
TUYADHAR K 2—WF o — VRERATERVERRA~DOT 78 2RI LET, 22 A—
BXODLP RYv—&, av Ty T4 NEADT 7w AEEZFLTE LT, FHHIZ OV TIEL,
[Cisco IronPort AsyncOS for Email Daily Management Guide] ® [Common Administration] D#|Z
&% [Managing Custom User Roles for Delegated Administration] &R L T 7Z2& 0,

BFA—IL LR—F1 V5

WDt 7 aryTHmATAEIC, BFA—IN LER—I~DT IV BRMEHAZ L 2—% o—LIZff
HT&EET,

X2 VT 4 BHT 7T A T AD [Email Security Monitor] ~<— Y OFEMIC DWW Tl [ desE sl
HAA—N X2 T4 VR=T 4 O] OFYTLHIEEZZRLTIEZIN,

FRTHOLEKR—+

HAZL B—= VTR TCDLR— b ~DT IV AMENEGETHE, ZOou—LEzE DY THN-a2—
PIE, TRTO BIA—NEF2VT 4 TTIAT VA, FHREFEBRLIZVEA—T 42T TA—T7D
WPz xd 5. kO [Email Security Monitor] ~X— Y% £RTE F77,

e Overview
¢ Incoming Mail

¢ Outgoing Destinations
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¢ Outgoing Senders
* Internal Users

¢ DLP Incidents

¢ Content Filters

e Virus Types

e TLS Connections
e Outbreak Filters

e System Capacity

* Reporting Data Availability
¢ Scheduled Reports
e Archived Reports

A—JLRY>— LiR—F

HAZ L B— A= KR — UR— b7 7 BAMEMNGT2E, Zoa—nzED 4 THN
o E, FRCOBEFA—N EF2 )T FTTILT VR, ERRRR L L HE—F 47 7
=T DT IR B, KO [Email Security Monitor] ~<X— Y% /R TE 9,

¢ Overview

¢ Incoming Mail

¢ Outgoing Destinations

¢ Outgoing Senders

e Internal Users

* Content Filters

e Virus Types

¢ Qutbreak Filters

¢ Reporting Data Availability
e Archived Reports

DLP L#R— b+

AL L B—ZDLP VAR — h~DT 7 AR HET 2L, Zon—LixE0 Y Toniza—WF
B FRCOEFA—L LF2 VT 4 TTILT LA, EEER U LK —TF (27 T —T DU
TN 5, KO [Email Security Monitor] ~_— Y &2 HERTE ET,

e DLP Incidents
¢ Reporting Data Availability
e Archived Reports

rytE—= prSyXYT
HAZL B— A=Y TR T~DT VARG THE, ZOor—LE2ED BTN
Fra—HFE, BEX 2 VT A BB T FI5AT AL ST R I vF U T ENTEZTRTOA v E—T DR
TR ABRRTEET,

DLP RY P —ITENT DA v —VNOBEFTR~OT 7 B A Z2H#T2120%, [ Avk—Y FTvF
> 7 CO DLP MG WA~DT 7 2 2O (P.12-25) 2ZRL T LS,
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TR VT AUBHT T IAT UV ATAYy =Y N T ovF U T ~DT I BREA RX—=TNIZTBHZHD
TTIATVAOREFERE, AvtE—Y N7 vXF L TOFEMICONTIE, TEFA—LV AyvE—
DRI ovX 7] 2R LTIEIN,

HAZ L a—VIZIEE~DT 7 v AMEE 5T 5L, Zon—LEEYYConza2—F L, 20 &
FaUTAEHT TFIAT L ADANALRHEA v —V B, Fox, BME. EHI3HIRTE E9,
D—YPRANRNLREECT 7 BEATELLIICTBITNE, ZOT Vv AMEEA F—T W THLERHY
F 9, [Cisco IronPort A/ RARGEE~DEHE 22—V 77 v A0 E] (P.7-8) 2L T EEW,
X2 VT AT S IAT VAN ZORBHE~DT 78R A X —TNICTBEDDT I3 T A
DORETERE . ARNLRBHEOFEMIZOWTIX, [Cisco IronPort A /S AREEDEH | OEEZSR LT
<TZEW,

Custom Email User O—JLD{ERL

A7y 2

BIA—N LFE—TF 427 Avk—2 T wdr /. BEOASLREE~DT 7 & ACK LT,
Custom Email User 2 — /L& {ER CX £ 9,

INGDOKA T a NTHFRINTET 7 AMEOFEMIZ OV TIEL, Custom Email User 2 — /L {22\ C
LEDOY TR arEBRL TSN,

KO T 7 v AME, FIXMOBEE., VAR— b, R) —~DT7 7 AMEEMNET AT, & E
FA=N X2 VT 4 TTIAT U ATEEI AL L 2—F 0 —LZ2ER LT EE,

AA Y X2 VT 4 EHT 7547 AT, [Management Appliance] > [System Administration] >
[User Roles] #3&R L £ 9,

[User Roles] X— Y MFRENET,
[Add Email User Role] #27 V v 7 L&,

e

By b F723, BEFE® Email User o — V&R LT, Lo — Va2 ERTE 9, T2, %4
T 57 —7NDFT T [Duplicate] 74 2> %7 Vv 7 L, AlREShiab—%HmELET,

[Add Email User Role] <=— U RERENE T,
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1241 [Add Email User Role] R—2

Add Email User Role

Access Privileges:

Marme: |

Description:

Email Reporting: &) no Access

O Access to data by Re orting Group
IAII Reports

O Access to data from all Ernail aAppliances
all Reports

Message Tracking: & No Access
View Message Tracking

GQuarantines: &) no Access
O Spam Quarantine Access

& D ]

ATFyv7 4
AFwT 5
ATFvT 6

ATy 7T
ATFyv7T 8

Subrit

2= m—LO—-EDOL4H (72 & 213 dip-auditor]) &#iH% AL ET, Email & Web DH 2 & L
=Y o=V ZEFECIZLRNTLEEN,
~

GE) 4Anci. IXE T BXOX v v a0REFEA LTSI, LA X v v = F-138
FTATAHZ EITTEEEA,

TOR=ZHLTAR—=TNTT DT 7 B AMERZRIRL £7,
[Submit] #7 Y v 2 LT [User Roles] X— IR &, HiLna—¥ m— L nNFRrINET,

VIR—=T 4 7 IN—=TF T LT 7B AEERIRT 2581%, 4T 52 —% v—/1? [Email
Reporting] 77 AZ& % [no groups selected] Vo7 %227V v o7 LT, el b 1 DOLHR—FT 4
T IN—T RN ET,

EHERFLET,

T —VICANLREE~OT 7 B AR ET D5E81E, Z0Or—cx LTT 7B AL A X —7
Mz LE T, [Cisco IronPort A/ X A[GEBE~DEHEZE 2 —Y 77 220 E] (P.7-8) &ML T2
S0,

Custom Email User O—/LDiEE

ATvTA1
ATvT 2
AFv7 3
ATv7 4

[User Roles] X—yTr—4 %2 Y v 2 L, [Edit Email User Role] X—Y %R R LET,
REZMRELET,
EREREFEL, REFELET,

ZOa—VICANRLRBHE~DOT 7 2 AMEEF G T HGAIE. Z0Or— WM LTT 7 BAEEA *—T
Mz LE T, [Cisco IronPort A/ X A[GEBE~DEHEZE 2 —Y 77 A0 E] (P.7-8) &ML T2
X\,
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Custom Email User O— )LD fEMA

Custom Email User 2 —/LIZEID B CTONTWDHLZ—FNRT FIA4 T Ru /A 03T5HL, TDx1—
Pt 2—IRT 7 v AEZ o2 U T A MEE~D ) L7 PR ERENE T, FO—H %
[Options] A = =—"C [Account Privileges] #iERTHZ L T, WOTHI DAL N—=VIZRED I &N
TEET, INLOZ—FEL, Web X—VDEFIZH DA =a—%EA LT, 77 &AL FFOMEE
W7 7252 TEET, ROBITIX, =—Hi% Custom Email User 2 — /L2 k> T, &%=V
TAERT TTA T ATHERTRERT X TOME~DT 7t AEEZRHET,

® 12-2 Custom Email User O—/LHAEIY BT oA TS ZEEEED [Account Privileges] R—¥

Logged in as: full-access on example.com
Options = Help and Support

Account Privileges (full-access)

Email Reporting

Message Tracking

Quarantines

Mail Policy Reports from all Email Appliances

liew and analyze email traffic,

Message Tracking

Track messzges,

Manage messages in the Spam Quarantine

Manage messages in assigned Quarantines,

Custom Web User O—)L[ZDINT

Custom Web User 2 — /L ClX, —FNHRY v —%FIDO Web ¥X =2 VT 4 T T4 7T RZABT S
TEMTE, DAFLREEWELZY, JOT FIAT L ACABRTEDL X HICRY £7,

X2 VT A EHT 7747 L AD [Web] > [Configuration Master] > [Custom URL Categories] ~*—
T, BEHBIOARTES URL 7 3Y ARV v—%FRTEET, £72. [Web] > [Utilities] >
[Publish Configuration Now] X—IZBE LT, AlRERRELZ R TITHIEHTEET,

NEAMEREZFFON A2 A v — VEER LI=E, =2—Fnn Ao 358, AR A =2 —2NE
RENZNWZ EIZEELTLEE Y, URL R v — X I BRHEELZRi-20W=d, 2ok ) pa—
WA A =2 —NERRINT, MERFOBERENARRINET, 2FEV, EONTIY E2ITR
VY — b ARERIIEE TE RV —YE2{EoTLES Z &ITR2 0 7,

- a)F'EJ EOBERER & LT, 2—VRABNIITEZ AR, EonT7IV E23R) v—bEFHTE 2V X

T 286, EORV—THHEHINTWARWIAZ L A7 T 2EKRL, TO2—F|Z
jaxéwx BTN HERTHHEREARTHIEREMNETILERDVET, 20X TDHE.
I—PNREOHT TY TURL ZBEMEZIFHIBREL TH, MICHEENREPETA,

HAHK L 2—% va— L EERB LOWRE L T, Web BB ZRETEE T,
e Custom Web User = —/L O {ER%
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e Custom Web User = —/L DRk

Custom Web User B— )LD {ER

ATFvFT1

ATFvFT 3

ATv7 4

&

ATFvT 6

AFvF 7T

GE)

Custom Web User 2 — /L ZEKT 521X, RO FNEEZFEITLET,

AA v X2 VT 4 EHT S5 47 AT, [Management Appliance] > [System Administration] >
[User Roles] ##4R L £ 97,

[User Roles] ~— Y NFREINET,
[Add Web User Role] %7 V v 7 L¥ 7,

e

Evbk £703, BEFEO Web User n— LRI LT, FrLuve— L 2{ERTE T, 2T, Y
T 57— VDI C [Duplicate] 74 2> %7 Vv 7 L, ARENZab—%RELET,

[Add Web User Role] X— UV NERINET,

12-3 [Add Web User Role] R—2

Add User Role

Marms:

Description:

wisibility of Policies and Categaries: Visible by default

Hidden by default

Publish Privilege: (2) off

on

a—Y o—LO—FD4ET (=& 21E canadian-admins)) E#iAZ AN L ET,

S

GE)  ARNZiE, DXE BFE BRI vy 2 0B EFRLTSEI N, LHEEZX v 212352
LIETEEEA

TN RT, R =D AZ AL URL AT 3V 2HERT D0, EERCTINEZRIRLET,
ANBMERR &2 A N T D, A 7T 50 EEIR L ET,

ZOMERERF D —FX, =2—YPRT 78R RV —FIZURL A7 Y ZRETEHTITO
Configuration Master Z/ABT& £,

LW (ZZ2D) BRETHDDLID, BEOHI AT L 2a—F n—Laxat—350EBRLET, BED
a—H r—Eabt =TT, -0 L% XML RIRLET,

[Submit] #7 U » 27 LT [User Roles] XR—VICRS &, HLWLW=2—F o— A B3ERENET,

Web LiR—TF 4 v CELBEZ A RX—T ML TWEEES, Web LR—F 4 T ~DT 7 & AHE%
FoT_XCoa— a— Wt A v HTF77 T 4 TR LVR— K XR=U TR TRV —Y4 Lo—
NARFEREND I TR ET, F 52 HREFE Web LiR—F ¢ 7Ol O Web LR—
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MDA Y 2 —VREEZSH L TL X, Administrator 7 —/VOEEIEIHIFAIIC, AT 2 — L%
EINTLVR— N CTEBEO—VPAZMHRTEET, BAWENRA X—T NIRRT BEHE, 43
L—ZBIXO Web BHEICL > THER SN AFr Va2 — VB ESNIZUVAR— MIELIZRY £,

12-4 [User Roles] R—2

Web Roles

Privilages
Role Name Description Assigned Users Duplicate | Delste
Configuration Master 5.7.1 Canfiguration Master 6.3.0
Access Policies: 0 Access Policiss: 0

canadian adrmins Custorn URL Categaries: 0 Custom URL Categaries: 0 B o

()  [Web] > [Utilities] > [Security Services Display] > [Edit Security Services Display] ~— % fifi
FA L C Configuration Master ® 1 2% 3ERRIZ LTV DA, [User Roles] ~<— T CThxffind
% [Configuration Master] 7 7 AMNFERRIT/ D FT23, FERRIT/ - T 5 Configuration
Master (259 2 MR EIZRFF S E T,

Custom Web User O— LDz

AFvFT A1
AFyvFT 2
ATFvT 3

Custom Web User 2 — /L DX E ZfRET D121, RO FIEZFEITLET,

[User Roles] —YCr—A4 %7 Y v L, [Edit User Role] *— % F£ R LET,

2, B, BEORY =B AX A URL BT TV 2 RRTHNEI DR EORELREL LT
[Submit] %27 V v 7 L7,

HAL L a2—H a— LOHEREFEST DI120E, ROFIEEZETLET,

[User Roles] X—IZBE L £,

o TIURANRY—HEREMET 5121, [Access policies] 7 U » 7 LT, Configuration Master

&Eéﬂfbé?ytzT)/—®)xk%%rbi¢ [Include] 7 AT, —WFIRET 7
JZX?F%%EH’H‘-?%)TJ V—=DF v IRy I RAeA N LET, [Submit] 27 U v LT, [User

Roles] X—VIZRE Y £,
E

o HAXALURL T IAVMHRERET HITIX, WAXLURL A T7IV %227 v 7 LT,
Configuration Master IZERINLTWA L AZ LA URL #7F VDU R MERALET, [Include]
HTAET, 2—VWIRET VB AWEEMNGTHHOAZLAURL AT IVOF =y IRy 7 Akd T
L#E3, [Submit] #2 Y » 7 LT, [User Roles] *—VIZEY £7,
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) & O
[Users] ~"—v
RO avOEHMDNT BHEE
a—# BHEHZ AT DT HONT
0=V TOL—F OEFH
[Reset Passwords] R 4 > a— Pt AREI R Z A O RRAT — REE OB T
Local User Account & Password FIR—Y T hH T b ERXRRAT— ROEKRT
Settings
51 EBEBEE A — D RBRE O 5k
DLP Tracking Privileges Ayt —Y N7 vF 7 TO DLP BEFHR~DOT 7 & A DH
7
= =
ﬂE:L ffO)mmﬂfa)E%ﬂi
WA SN2 —VF 2T TIA T AT —AVIER LY, INBERGEEEH LIV 52 LT, 77

FTAT VA THT 7 A EHBETE £9,
o To—HNTO—VFOEH] (P.12-12)
o (A ER o — P REFAEOM 7 (P.12-20)

A—AILTHOILI—HNERE

o To—Jn a—HFoiEhn (P.12-12)

o To—W a—HofFE] (P.12-13)

o [E—J) 2—FOHIER (P.12-14)

o TBE—INIEREINTZ—Y DY A DOFKR] (P.12-14)
o INAT—FNORFELLE] (P.12-15)

o [HIR=2—Y THDY NENRT—ROFEE] (P.12-15)

o [a—WiZxT2WIEI 7 A DN AT — FERDOZHA T (P.12-18)

e =N o=V Thurtoryr7BIOe v 7k (P.12-19)

O—AJ)L A—H 08N

SERFRFEZ M L CW WS IX, ROFIEIE- T, 2—V% ¥X2 VT o BET 7747 AT

EREBINLE9, F721EL, CLI T userconfig =~ KEHHALET,
>

GE) HNEFRIED A F—T NV THIHEEIE. a—H )V 2a—F LRI SN2 —F L4 L EE LW &

ZHER LTS ZE W,

TTIAT VAR TE D= T AU FOBITHIRIZH U £8 A,
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DAL D 2= B A EE YR THEAE, TOR—AERITERLTHE L& MIBLET, (72
Z 5 a—H m—] (P12-4) 2L T &N,

X2 VT o EFHT 7T A7 AT, [Management Appliance] > [System Administration] > [Users] %
BIRLET,

[AddUser] %27 U v 27 LET,
[Add Local User] _*—YRNFRENET,

12-5 aA—Y0EM

Add Local User

Local User Settings

Account Status: | Active

User Name:

Full Name: I

: @ | -
User Role: (2} ) o _yefined Roles

Administrater
@ Custom Roles

EEENSOEIEEE -~ | New Role Name:

Add Web Role...

Fassword: | poccword: A password must contain the following:

= at least 6 characters.
Retype Password:

ATvT 4

ATy 7
AFyv7T 8
AFv7T 9

AFvF 10

2—VDO—BDOLTIEANLET, VAT ATTHENTWSEE (Toperator] < [root) 72 &) AT
THZLIFTEEEA,

571‘ wuuﬁ%{ﬁﬁﬁjﬂéi—a/\i :L‘_"‘j-gl%%nlgmunméﬂﬁ_:’-“—ﬂ_% &E@éﬁé & if%i“@:/\/
2—FORLEANLET,

HAERINTZe— AN FEEIIAZ L a— L ERIRLET, 2—F g — LOFEMIZONTIE, & 12-1
LT TE XN,

LV Email B —/VFE 7213 Web 12— L% Z ZIZEBMT 28561, ve— A 04mix AT LET, mb Lk
DHIFRIZSWTIE, TCustom Email User & — /LD 1ERL] (P.12-7) F£721% [Custom Web User 72—/
1ERE) (P12-10) 22 L TS ZE0,

NRAT—=KEASL, RAUV—KREHADLET, NRAT—=RE, 6 XFURIZTAHLERH Y £,
[Submit] 27 V v 27 LT, =2—V¥&BMLET,
[Commit] 7V v 7 L TEREERFLET,

CDON—VIICHAZ L 2—F a— LV EZBNT 58561, ZORFRTEOT—/VZHEREZED Y TET,
(AL L 22— m—/] (P12-4) LT ZEW,

AO—AJ)L 2—H0ORE

a—WEE (RAT—ROEEFERY) 5101, ROFIEEZETLET,

[Users] ~ETa—HFo4a1% 27 Y v 7 LEF, [Edit Local User] X— YRR RINET,
2 —PIZx L TEEEZTVET,
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ATvy7 3 [Submit] #7 Vv 2 L, [Commit] 7 Vv 27 LTEREELRELET,

O—AJ/L A—HOHI
=P EHIRT 212, ROFINEZFEITLET,

ATy F 1 [Users] "B Ca—VOLAUNIKHIET H2IIMOT A 2270y LET,
AFwT 2 FRENDZEEZA7u s T[Deletel] 227 Vv LTHIRZHERLET,
A7TYvF 3 [Commit] %7 Vv 7 LTEREZRFLET,

A—ALICERSA 12— DY X FOERTF
[Users] <—iCit, Y AT AOBRFEOEHRA—YF N —ERTENET,

ATF9FT 1 X2 VT 4EHMT 7T 47T AT, [Management Appliance] > [System Administration] > [Users] %
BIRLET,

[Users] X—YNREREINET,

12-6 [Users] R—2
Users

Add User,.,

All
]

Accounts | User Name Full Name User Role Account Status | Password Expires | Delete
O 1-helpdesk predefined helpdesk privs Help Desk User Active nfa oW
O 2-operator-ro read only operator Read-Only Operatar Active nfa oW
O 3-guest guest privs Guest Active nfa oW
O 4-e-admin email administrator Email Administrator Active nfa oW
O S-operator operator Operatar Active nfa oW
O full-access Full Access full access* Active nfa oW
O msg-trackg msg trackg message tracking only* Active nfa oW
O nemailrole new custorn email user role new custom email user role* Active nfa oW
O new-operator new operator Operatar Active nfa oW
O no-privs custam with no privs no-privs* Active nfa oW
O pre-admin predefined admin role Administrator Active nfa oW
O quarantine quarantine access quarantines only* Active nfa oW
O reportg-all reporting - all appliances reporting only - all appliances® Active n/a w
O reportg-mpalicy reporting - mail policy reporting - mail palicy® Active nfa oW
O reporting-dlp reporting dip reporting - DLP* Active nfa oW
O admin Administrator Administrator Active nfa

Reset Passwords

* Custom ser Role for delegated administration.

Local User Account & Password Settings

Account Lock: | Not configured.

Password Reset: | Mot configured.

Password Rules:  Require st least 6 characters,

Edit Settings...

External Authentication

Extarns! Authentication is disabled,

Enable...

DLP Tracking Privileges

DLP Tracking Privileges:  Access allowed.

Edit Settings...
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() TAZY AT X, BESNEEIOE L T2 —FIZEV B TONTEIRAZ L a—F a— L E2RLET,
=YD AL L a— LRHIREN AL, [Unassigned] £ RS FRENET, BAZ L =2—V
BV DFEMUCHONWTIE, W AFZ L 2= m—) (P12-4) 2ZRLTIESW,

NRAT—FDHREEER
o Z—VEBEMTIHAIL., TOZ—FITHH AT — RERELET,
o VAT AUIREINLZ—FDRRT— FEEET 5T, GUI @ [Edit User] X— V&AL E
T OEEEL. Tr— v 22—V ofREE] (P12-13) 2R L TIZEWN),

o VAT ADT 7 A E admin 2—Y% T H T RONRRAT— REETF H121E, GUI @ [Edit User]
NR=UEEATH GEL, Ta—Bh 2—FofEE] (P12-13) 22BLTL7ZE), CLI T
password £ 7213 passwd 2~ REMFEHALET, admin =2—%F T H U hORAT— REENLE
BARIF, WAL ~— PFR—b T L —CHEbE T, 2T —F2Uty hLTLIEE,

o A—WINRT— FOERELBEIT2I121E. 22—V ITdd D%EIE 7 A U RED/NRAT — REFED
BT (P12-18) #BML T EEN,

o GUI Al £ [Options] A ==—% 2 U » 27 LT, [Change Password] 7'+ = » %&RT 5 Z
LT, a—HPIIESDNRARY— RELEFETEET,

[Change Password] ~— T, HHWWRZAT—=RZ AN LTHrE, HILWAART—REZ AL, fH#
D=, EDOFHFLWASRAT—RFEHFASHLET, [Submit] %27 Vv 7 LT, =77 v MLET,
0y A CEEPERSNET,

FHRL—F FHoo FENRRT—ROHRTE

A= THT L P ENRAT—FOHIREERL T, MBEEEICASAT — R KU —2mifil a9 i@+

L2ENTEES, 2= T FERRT— FOHIRIL, Cisco IronPort 777 A 7 AITFES

nice—hn a—FCEH s ET, ROBREMERETEET,

s =Y THYL I DORY I, 2a—FRTH T Frbry 77U FENLETD, vrA AT
DR A EZTEET,

o NRAU— FHIBOBAL 2/ A v BICa—FRNRAT— ROEFLBERINLETO, HNAT— R
MMz ERTEET,

o NRU—FORAL, EOXFMERET, EOXFRUANRYE, 2= RBINTE 52T — D
A ERCTEET,

2—% THU L PBIUORRT— FOHKIBRIZ, [Local User Account] 3 L UF [Password Settings] = 2

¥ 3 »®, [Management Appliance] > [System Administration] > [Users] X—Y TEZRTEET,

12-7 12, [Users] ~*— < ® [Local User Account] ¥ & U [Password Settings] €27 > a V&R L £ T,

12-7 [Users] X—<>, [Local User Account] & & U [Password Settings] £ &3>

Local User Account & Password Settings

Account Lock: | Mot configured.,
Password Reset: | Mot configured.,

Password Rules: | Require at least 6 characters,

Edit Settings...

A= T NN AT— FORIRERES 2121, ROFIMEEZFATLET,
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AT7wv7 1 [Management Appliance] > [System Administration] > [Users] ~<—"® [Local User Account and
Password Settings] £ 2 2 a2 T, [Edit Settings] %7 Y v~ L¥£7, [Local User Account and
Password Settings] X— U MNERRINFE T,

12-8 aA—F Fhor rERRT—FRHIRDORE

Local User Account & Password Settings

Local User Account & Password Settings

User Account Lock: . .
™ Lock accounts af'terls failed login attermnpts . *

[ Display Locked Account Message

rour account is not available due to administrative
action, Please contact your Administrator,

This message appears on the login page if an Administrator manually locks & user gccount, If
the User Account Lock seltings are enabled, the message also appears after foo many login
FHernpts ooour,

Password Reset:

[ Require a password reset whenever a user's password is set or changed by an admin
{Recormnmended).

r Require users to reset passwords afterlQD days,

- Display reminder|14 days before expiration,

Password Rules: .
Require at Ieast|6 characters,

[ Require at least one upper (A-Z) and one lower (a-z) case letter,
Require at least one number {0-9), ~
Require at least one special character, (7)
Ban usernames and their variations as passwords,

[ Ban reuse of the IastIS— passwords,

*Sedtings do not 3oply fo Admin Lser,
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ATFvFT 2

F 122 IR TREBEEZRELET,
= 12-2 O—AlL A—F FPHAIY FENRRT—FDOFRE
BE EL

User Account Lock

I—PREFIIRTA U TERVERIC, 2= THhvr hery 735
MEIMNERELET, THU IR INDETO, vl A R
BERELET, 1~ 60 DHHETEEOHTEANTEEYT, T 7401
x5 ¢4,

TAT DRy 7 ERETLIHEIE, v/ A LESELTWDHa—HI
RREINDAyE—TVEAT Liﬁ‘o 78y bo ASCIL XFEMHEMLT, 7
FAREANLES, ZORXAvE—VIE, 2=y rInkT Ao b
WCIELWARY = REAN LIEHBARETRRENET,

a—WF THhHUrERay s SNEEAE BHEE N GUI © [Edit User] ~X—
UM, userconfig CLI 2= K %1%)% LT, vy JfERCcEET,

S—YPRERICHER Lo~y . 2385 ofEE (SSH £721% HTTP)
WCBMR R . R LT-a 7 A U ifTIZa— DL ICEl s+, =2—¥Nn
EFicarZ7Ar35E, R Lizn 1 o#97RE8EE e (0) iVt y b
énij‘o

K L7-a A Vv ifTORRBICELEZEZDICa2—F Thor vina vy s
TURINESGE, T PREHEICEEINET, 20T 77— I
mejﬁkaAw_ﬁﬁéﬂif

GF) FExrxoOx—V THU b NeTFEITRY T2 TEET, [F

ka2 — 7 rory ) (P12-19) #ZRLTES
[/\

Password Reset

BHENLZ—FONRRT — REETG, 2—FIZ AT — ROE T %@ 3
DINEIDERELET,

T, RNAT—=ROFRYIRBYINTHRIZ, 2—FIZ AT = FOEEE TR
HT2DEIMDERET D EHTEEST, 2—WIZLDHRAT—FNOER
DMENZIRBETHD, AT RNOFHEEEADNLET, 1 ~ 366 O
TEEOBFEEZANTEET, T741 ML T, A7 Y2 — /LoD
iz, 2=V "R T — ROETE ZHEH 3 5121, [2—Fickd 5%kEm
A DN AT — REFOEEMT] (P12-18) #BBLTLLIEEW,

NAT — ROBWAGINIH, 2 =PI AT — FOLEE Z i+ 556
3, REIDOANZT — FHIREINICOWTOEMZFK R TE £9, RN D
il B RN @EIAT O D 2RI L £ 9,

NRAT— RRHRYINIC22 &, 22— iXRkElOr 74 VT B> b
NRAT — ROEE &l IihvEd,

GE) =2V THIUEBRNRRAT—K Fy LU TiEe< SSH ¥—%1f#
JALTWAHBEEL, NAT—Fo Uy FMEANIEHA SN ET,
SSH ¥ —%kox— 7 h v hRHIRYUINICR2S L, 20—
FHWARRAT— REANT L0, BHEIKELT, AU — %
FEHTEEL, THU Y MBI ONEZF—2EFLTHDH D
PR H D F9,

Password Rules:

Require at <number>
least characters.

NAY— PG D iR/INTHE AT LET,
6 ~ 128 DFIPICTHEE D TFEZANTEET, 774/ ME6 TT,
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& 12-2

O—AI2A—HF F7HYY FERRT—FOBE (HF)

BE

55

Password Rules:

Require at least one
number (0-9).

WNAT = RIC 1 XFLULOBFEEZD0ERHL0E I DERELET,

Password Rules:

Require at least one
special character.

NAT—=RIZ 1 XFLULEORRLFEEDLUBERH L0 E 5 NERELE
T NAT = RIZE, ROFHLFEMENTEET,
~ 21 F S s N s k- 4=

N/ ) <> g e,

Password Rules:

Ban usernames and
their variations as
passwords.

HIET 22— P ETF2—FHDEE LRI LS DA, NRAT— NI
TELMEIMERELET, 2=V HOE(LROEMEEILT 256, K
DA AT — FIZEA Sh £,

o KICFEIVNLEMEME R L . NAT— Riga—HFL4 LR U THo Tl
ASRAAN

o RICFDVIILFNITEBRR S, NRAT—REa—PazdicLizcbo L
[FCTho TR DR,

o NAU— NI, ROXFEBMMTONL2—FH, Eoida—V a2
WCLIZbDERUETH - TIERBARUY,

- Ta) ofkbvic T@l £721x T4)
— Te)] ofRp vz T3]
- Ty ofbvic 1|1,
- ToJ offb vz T0]
- Is) ofbviz T$) £721% 5]
— Ity ofbviz T+ £721F 17]

My, F72X My

Password Rules:

Ban reuse of the last
<number> passwords.

=PI RAY — ROEF ZBH T 25410, RIEEHA L7/ XA T — K&
RTELZNEIDERTELET, mEO AT — FOFEAHZEIE L8
&, BRAZZEETARED AT — ROEKE A LET,

1~ 15 OHEATEEOEFTEANTEET, 7740 I3 TY,

AFvT 3 EREEEEL. RIFLET,

A—HFIZHTIREIQT A VBEONRAT— FEBDZHA T

FTARTO, FFEBER LIz —Hiz,

WEY X2 VT A BT T IAT VAT 7 RBALIZE EIT/RA

U—RFE2BEETDEIICERTDITE. ROFIEZETLET,

[Management Appliance] > [System Administration] > [Users] Z &R L £,

[Users] EZ v a T, REIOR T A THRRAT— ROEENLER2—FODTF =y I Ry 7 X%

ATvTA1
A7y 2
EIRL 9,
ATv7 3 [ResetPasswords] #27 YV v 27 LE7,
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X TEIRY DT 7> a T, NWAU— REEET L7700 EMMNERE BB 512X, Tl
Ra—H 7T H o b2 T— ROEE] (P.12-15) T I T % [Password Reset] 47" = v~
FHEALET,

O—AhllaA—¥ 7Aoo b0OyvoEE00y 9 #ERKR
2= THT DRy IIE, v—) 2= FRNT TITA T AR a T A T HDEKIELET,
=P THU I, ROWVWTROOEFERIZe vy 7 INDHZERnHY £,

o FTRTOE—AN a—F THhUr be, RELCRITEEOZRICA—FREF R 7 A KK
T5ERry I THEIIC, HETDHZENTEET, MHR2—Y T OO N ENRRT— RO
El (P12-15) #ZHRL T EZEN,

o BHEIIo—V THYLVMNEFH TRy TEEY, (T2 TH Y by
(P.12-19) BB L TLEEW,

[Edit User] *—YCa—HF TH U &R RTHE, AsyncOS I XV a—HF ThHho v hnmy 7 Sh
TEHEARRFINET,

FERICKB1I—F 7hHuot0Ovy

AFvT 1 WEDH . TTIA TV AEHRELT, 2= THhur b oy b4 FX—TNMZLET,

a. [Management Appliance] > [System Administration] > [Users] IZ8&) L, [Local User Account &
Password Settings] €27 + = >N ® [Edit Settings] %7 U v 27 LE7,

b. [Display Locked Account Message if Administrator has manually locked a user account] {ZXF4 %
Fxy IRy 7 AEBBRLT, AvkE—VEANLET,

c. BEEZFXELET,

AFwF 2 [Management Appliance] > [System Administration] > [Users] IZ&# L C, =—V4%2 27V v 7 L&
\?‘O
Y

GE) admin 7 AUV hER Y7 THHIC, By VERTEL 2 EE2MRL TSN, =97
Ay homy 7Rk (P12-19) @ () 2R L TIEE N,

AFvF 3 [Lock Account] #7 U » 7 LE7,

AsyncOS X, 2—FNRT T ITA T LA T A U TERLRDENI A vE—VEFRL, kT 5
MEI MEMNEGDOETEET,

A—Y F7hor roOy @Rk

a—W THUr Nery JiFERT HICIE, [Users] ~ETCa2—V4%7 Vv LCa—F ThHUr b
B & . [Unlock Account] #27 U v 7 LE7,

~

GE) admin 7H U bER Y LESAEE, YU TN 2= K= ba~D Y ) TOVIBEBR R T
admin & LTz A LTuy 7RI bk £8A, admin =—Wid, admin 77> F3n v
JENTEHAETH, YT aryy = K= befHLTEICT 774 T AT 7 8ATEET,
YIUTN A= R= b e LT S TA T ANDT 7 ADFEMIT OV T, [Cisco
IronPort AsyncOS for Email Configuration Guidell ® [Setup and Installation] PEZZHL T £ X
AN
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9*%&3- m&dﬂbﬁﬁﬁtﬁﬁ&

a—PERAE XY U —2 D LDAP £721Z RADIUS ¥ 4 L2 MV ICIRFELT-HBE, BX=2 VT 4%
7774 TR A T 52— ORGEHELT « L7 v U T 5 L 91 Cisco IronPort 7
TIA TV AEHRETCEET,

N
GE) BACBTD, v— D AFRGEEANBRRREDO T OFEHIZ W T, kD&Y TT,
o X2 VT4 BHTISIAT A= a—F F L7 MY HBMNTAESIT, o —hL
DN EIAE SN2 —F L EEE L TWARNWI L 2R L TLEE N,
o TITIATUVANNET 4 L7 N LBETERWEGEE, M7 hv e heue—h v THhyr b
O i eRFoa—PI, o— ANV 22—V THT U 2fEH LTI I9A4 T Rl A4 T& %
\?AO
AR T 4 L7 NV BERT2L5CT P94 T v A%®y b7 v 7T 5120, WOFIEEELT
S
e Web A ¥ —7xAAEFEHTHICIE, UTEZRL TSI,
— [LDAP EiEoik & (P.12-20)
— TRADIUS #BFED A x—7 A4k (P.12-20)
e av U RIA L A X —TxA A (CLI) ZFEHT DL, a~r I, a7 T
userconfig =~ > R L Wexternal 7 a2~ FEfHLET,
LDAP S25EDERTE
LDAP FBFEZ R E T H121%, TLDAP # i L7292 —V OAEERIEDHRE ] (P.10-15) 2L T
TEEW,

RADIUS EB5ED 1 = — 7 UL

:f-—"ﬂ‘@uw IZRADIUS ¥4 V7 RU ZEEH L., =—H¥ D7 —7% Cisco IronPort ©—/L|ZHE| D X4

Z Lt TcExFEJ, RADIUS —/ 3% CLASS B % KR — ]\TJ—Z)/Z\EWXD D E3 (AsyncOS I%
RADIUS 74 V7 ~J ®=ax—H%% Cisco IronPort == —# D*/I/ FY Y TH7=HIZ CLASS BPEAf
AL E9), AsyncOS (X, RADIUS #— 3 LiffE 9 5 72 HIZ Password Authent1cat10n Protocol (PAP;
NRRAT— RBFEZ v k 2L) & Challenge Handshake Authentication Protocol (CHAP; ¥+ L >
YR A Z7RBIETm hAN) D2ODBIET R FAaLaEFR—FLET,

RADIUS = —¥#% Cisco IronPort =t —¥% 1o — LiZEI D YT 521, &#IZ RADIUS —/T
<radius-group> &\ 9 XFHIE A LT CLASS B2 3% & L£% (Z i Cisco IronPort = —
n—/Zwy 7 ENET), CLASS BHICIIIT, HFE. BLUOF v v a2E05 I LR TEXETHR,
BRI H v a T 52 LIXTEEH A, AsyncOS 1% CLASS BHETHEBODHEEZ YA — M LEHE
o CLASS BMEFE T~ v 7S T2 CLASS BB 27 )V — 71283 5 RADIUS = —H137
FIALT AT TEEE A,

TTT7A4T AN RADIUS =R EBETER2WEE, 22—V R T 774 T7 A0 —0) 2—% 7
kTR sl A rTEET,

GE)  AEB=—Y S RADIUS /v —7 Oa—H o— LEEET IS, Ao —FIZT7 7794 T v Ahbe
7O RL, BOaSA T ARERHY T, Zox—FIH L e — LOMREREFLE T,
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ATFvFT1

A7y 2
AFyvFT 3

ATv7 4
AFwT 5
ATFvT 6

AFyvFT 7T
ATFv7 8
AFv7T 9

AFv7F 10

27y 7 11

ATvF 12

ATv7 13

ATFv7 14

RADIUS %l L THMBIRIAEE A 2 — T WIZT DT (B WD FIA%E FAT LET,

[Management Appliance] > [System Administration] > [Users] ~*—"C, [Enable] #27 U v 27 LE£7,
[Edit External Authentication] ~<X— Y RERINE T,

[Enable External Authentication] ¥ = v 7 R v 7 A=A LET,
FAEH A 7& LT RADIUS Z3&IR L £ 7,

12-9 RADIUS #%{f L=SEREED 1 *— Tk

Edit External Authentication

External Authentication Settings

Enable External Authentication
Authentication Type! | |RADIUS w
RADIUS Server Information: | | pant)s server Part Shared Secret Timeout | Authentication|  add Row
Hostname value | protocel
(in
seconds)
= F|far v £
External Authentication Cache Timeout: (2) | [g seconds
Group Mapping: | (3} Map externally suthenticsted users to multiple IronPort roles. (recommendsd)
RADIUS CLASS Attribute Role (@) Add Row
[ aAdministrator v ]
RADIUS CLASS attributes are case-sensitive.
(O Map all externally authenticated users to the Administrator role.

RADIUS #—1_0DOA A b2 AN LET,

RADIUS #—OR— hEZE AN LET, 774V FOKR— FEEIT 1812 TY,
RADIUS #—DILFWE AT — FE2 AN LET,

N~

(GE¥) CiscolronPort 777 A T AD T T AHZx L THRRIEE A R —T MIZT DI, 7T A
ENOTXTCOT T 74T ATRIUELEME AT RFE A LET,

BADLT T NTDHETT T ITAT VAR —=NnD DINEEFORMZ MM TATI LET,
RADIUS @ik L LT PAP 25 27>, CHAP 23+ 20 ZTIRL £7,

£72. [AddRow] #7 U v 7 LCHI®D RADIUS %— %3835 2 &b TE 9, HIALEDT-DIZT 7
FATUATHEMAT 5% RADIUS — 2R LTAT v 7 6 EAXAT v 7 7T 2BOIRLET,

Web 2 —H 4 ¥ —T = A AT, SBRFIEZ LT ¥ VERGET DRME AT LET,

RADIUS == —H%#® 7' v—7% Cisco IronPort @ — L2~ v 7T 250 E 9 5, £33 XToD RADIUS
L —HZ Administrator 2 —/L & E Y B TEH 1 E I nEEIR L £3, RADIUS 7 /L—7 % Cisco
IronPort B —/VC~ v 752 & 2HEE L £,

RADIUS 7 /v —>7% Cisco IronPort & —/L{Z~ v 745 Z & ZBIRLI=EE1E. 7 v—7d RADIUS
CLASS % AJ1L., Z£® CLASS Btz o2 —HF oo — L 2@RLET,

F7-. [Add Row] %7 Vo LTCHIOITN—T%BMT2IELTEET, 77747 2 ANFRIET
HA—YDETN—TIZH L TAT v 71l EAT 7 12 0L ET,

EHAREL, RIFLET,
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XA YT ABEBT7ITSATIORANDT I RIZHT 5380
D il i

o [[PR—=2Z2DFy hT—2 T/ ADORE] (P.12-22)
e WebUltvyary ZALT 7 boi&E] (P.12-24)

IPRA—ZADARY FI—H FHRADETE

MRV E— b 22—V T e 2HEHT 256, 7774 7T RACEEERT L 2—F, BILOW
WFaXL 2N L THRT A 2= 0RO T7 78X VX NEERTHZE T, 2—FREDIP 7 R
VANWLEX 2 YT A BT T IA T VAT 7B AT H50O0EHETE £,

[R::35:450
X2 VT A BT I T VARG T LY D IP T RLVA, 7%y b, £721XCIDR T R
VAZEETEET, 2—WiE, 778X VRAMDIP T FLRAEZE ST RTOUonb, 7754
TYARIT 7 EBATEET, VANMNIEGENTWARWT RLAMDLT FI5A T VAR LLY 45
a—Wix, T/ EREREAINE T,

70X EHR0OER
WOy hU—27 T, VE—F 2a—HO~ b Xa VT4 EHT 94TV ADOMTH o x
UBMER SN TWEEHE, AsyncOS Tlik, 7774 T VAR TEL 70X O IP T KLADT 7
A VA NEERTEET,
W7aX EFEHLTWAEHETEH,. AsyncOS 13, 2—YVEEEDTFATEINTHWASIP T RLADY A K
LHBALT, VE—F 2—VO~rDIPT7 RLAZRIELET, VE—bF 2—FDIP 7 KL 2%
BIA—N X2V T 4 TTITAT U RCEETDHITIE. 72 F T x-forwarded-for HTTP ~ v
H—%"T TITAT VASNDERERICEDDVLERDH D 7,
x-forwarded-for ~~v # —[3F# RFC {4 HTTP ~v ¥ —Th V., BRIk D LB TT,
x-forwarded-for: client-ip, proxyl, proxy2,... CRLF.
TDONYE—DEITII o~ REYODIP T RLADY A RTHY, EMOT RLANY T—h 2—H <
VDT RUVAT, Z2ORIC, BREREZBEELE—HEOZL T o O7 RLARGEEET, (~v
H—ZIIREWHRETT), EX 2 VT A EFT T IA T AL, ~ov X =BG LE)E— b 22—V
DIPT7 FLABLIOERE XD IP 7T KL A%, 7782 VA MNOFAENTZa2a—FIPT7 KL
ABLIOTaF P T FLALEBAELET,

~

() AsyncOS 1%, x-forwarded-for ~» ¥ —TIPv4d 7 FLRA7ZF %% R —MLET,

TOER )R NDERK

GUI @ [Network Access] ~— " F7-21% CLI ® adminaccessconfig > ipaccess =~ K225, x v b
T—2 77FA VAMEERTEET, B 12-101F, X2 VT4 BET S T4 7 2 A~OEHFEN
BRPHFATENTWHD 22— IP 7 FLAD Y A MBRR STz [Network Access] X—TV &R L TWE
R
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12-10 [Network Access] @
Network Access

gl;q

Network Access

Web UI Tnactivity Timeout: | [30 Minutes
Enter a value between § - 1940 Minutes (24 hours).

User Access: | Condrol systemn access by IP Adgress, IF Range or CIOR,
| only Allow Specific Connections v

10.0.0.33/32, 10.0.0.52/32, 10.0.0.130/32, 10.0.0.105/32, 10.0.0.155/32,
10.0.0.23/32, 10.0.0.28/32, 10.0.0.209/32, 10.0.0,31/32, 10.0.0.60/32,
10.0.0.51/32

(Valid entries are an IP address, IP range or CIDR range. Separate multiple entries with commas.
Examples: 10.0.0.1, 10.0.0.1-24, 10.0.0.0,8)

P Address of Proxy Server:

(Separate multiple entries with commas. )

Origin IP Header:
x-farwarded-for

AsyncOS 121X, 727 &8A UR MIXT 2D 4 SORRLHIEE— RBHAEINLTHET,

o [Allow Alll, ZDOFE—FTIE, T I7A TV A~DT_XCOERNTAISNEST, 2B, T
74V O#EEE— FTT,

e [Only Allow Specific Connections], Z PE— KiZ, =—¥FDIP 7 KL AR, 77ERX URXZ
BENTHWSLIP T FLX, IP#HFE, £k CIDR #ifl & —&HT 25 EIC, =2—HVFOT77I34 T
ADERZTFA LET,

e [Only Allow Specific Connections Through Proxy], Z ®E— RiE, ROEGENHT- ENTZHE
W, W7 RX RN L —FOT T T4 T U ANOBRETF AT LET,

— BT e X0 IP 7 KL A, [Proxy Server] 7 A —/V FOT7 7 ®A UARDIP T KL AT
HEERLTND,

— 7aXT T, BEFERIC x-forwarded-header HTTP ~y X —MNEEN TV 5
— x-forwarded-header DfEMNZETIL/2 VY,

— UE—bh 2—=YDIP T KL AN x-forwarded-header & FI., TNRT 7 A U R FHND
IP 7 FU A, IP #ipH. F£ 7213 CIDR #iH & —¥3 5,

 [Only Allow Specific Connections Directly or Through Proxy], ZDE— RiZ, =—H¥FDIP 7 KL X
B, TI7EAVARNMIGENLTWSIP T RLA, IPHiPH, F7-1% CIDR i & —E3 5551, =—
#@@7n%/% Lo, HDWVTERENRT 774 7 v A~OEEFFTLET, Tuax iz
=B O 41E. [Only Allow Specific Connections Through Proxy] €— K D4 L [F LT,

ROWTNNORMEICHEYE T 25HE. EEE2Y 7 Iy BRI Pa Iy FLERIZ, T I9A4T AT
JREATERLIQRDARMERH Y £77,

* [Only Allow Specific Connections] ZER L, BIEDO~T D IP 7 RLAN Y A MIHEENL T
NG,

 [Only Allow Specific Connections] ZZR L, 77T 4 7 LV ACHEEHR I N THNDH 72RO IP 7 K
VARTrE L YA MRS, O IP~y X —OENFFAI SN IP T FLAD D A MIRWEGE,
e [Only Allow Specific Connections Directly or Through Proxy] Z&R L, KXY CTLE 54,
- TP~y F—DERFHFAISND [P T RLADY A MR
EeE

— TEDIP ~ X —DENRTAENDIP T RLADY A MR, TFIAT U RICHERENT
WHT7BRXTOIP T RUARTFRIESNL T BaXx o) X NIRW,
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AFvTA1
ATvT 2
ATv7 3
ATv7 4

AFvT 5

ATFv7T 6

Web Ul v

ATFvFT1
A7y 2
AFvT 3

ATv7 4

TI7EAUAMEEEETIRITLIZSGG, 22—V RERELAEET D L. AsyncOS 1377747 v &
NHA—YOvrELFTu X EYM L ET,

YX2 VT4 EHT I IAT U ADT 78R VA MEERT AT, ROFIEZFEITLET,

[System Administration] > [Network Access] <*— & H L £,

[Edit Settings] 27 U v 27 LE7,

77 A UAMOHIEIT— FEBIRLET,

A=YNT T ITAT U ASDOHERGEBFTF A SND P T RV AEZANLET,

IP7 KLz, IP7 RLA#PHEIZCIDR &iHA2 AN T 4, o=+ 2K 5121,
W~ EFHALET,

7o URH OGN TR SN TV DAL, ROEHRE A LET,

o TITIAT UV ANDERmNH AT EINTWNAERTax D IP T RLA, #E0o= b 2XE]5120%,
Hr~EFRLET,

s TuXURTTIATVRICEETLIRELO P~y X —D4H, ZhiZiE, VE—ha2—% <
VUDIP T RLAE, BERAEFEELEZTEXFY =P T FLAREGENET, T74L KT
X, N~y X —DLHID x-forwarded-for T,

EHzXRE L, RFELET,

a3V A3ALTYFDERE

X2 VT4 EERT TITA T AD Web UL 25 AsyncOS 23, HT7 27T 4 Tha—H 47 b
HETORMARETEET, 2O WebUl kv ay #4577 M, admin 50T, TXTD
a—HFiIcEMAEN, £-HTTP By > a2 & HITPS By a v Ol FIER SN ET,

AsyncOS IZ k> Ca—¥nu s/ 7o h&Nd L, 7774 T A2 —F DO Web 77 ¥ 2 u /A v
R=WIVHZAL V7 FLET,

Web Ul v ay A L7 Y M IronPort AXAWREEEE v v a 3EHSNERA, 20y T3
NE 30 DEA LT T RRRESNTEY, BHETXEHA,

12-11 Web Ul k79 74T 24 LF I b

web UL Inactivity Tirmeout: |3g Minutes
Enter & value between 5 - 1440 Minutes (24 hours),

WebUlty v a il 77747 ZALT U MEERT DICE. ROFIREZIATLET,

[System Administration] > [Network Access] <*— & L £,
[Edit Settings] #27 U v 7 LET,

=YPIET 7T 4 TREIC R o7, MoRBERICe 7T T FERDNEANLETS, FA LT TR
REIZIE S ~ 1440 A ERTEET,

EHERFEL, RFLET,
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Ayt—T FSYFUYJITODLP BEBRFRHADT IV ZAD
il 1

T =XKL (DLP) AU v —I0ERT D A v —VICid, B, BREOREFHROMAFR (7
LYy b = REBCREEBHERRE) Lo tHERENGENTHET, T74LET, 20O
NERFAYE—Y b7 vF U IRERICEREN TN D A v — 0 [Message Details] <—12H b
[DLP Matched Content] # 712 F R I E T,

IDORTEZTONEIL, AvE—Y N oX T ~DT 7 AMEFFO, BEHEUSNOZ—Y (72—
ANETIIMBTER SN TND) ICERREINBNEI T EZENTEEY, FHE—VIiT, &
ZDar7F oY ERRTEET,

AT7w7 1 [Management Appliance] > [System Administration] > [Users] ~<— 2B EI L 7,
ATw7 2 [DLP Tracking Privileges] @ FiZ® % [Edit Settings] %27 U v 7 LE 7,

[DLP Tracking Privileges] “X— Y RFRENET,

12-12 [DLP Tracking Privileges] XR—¥

DLP Tracking Privileges

DLP Tracking Privileges

This sefting applies to non-Administrator accounts of either local or external authentication account Hrpes,

DLP Tracking Privileges: (2) Allow access to DLP Matched Content in Message Tracking results.

Subrmit

AFw7 3 [Allow access to DLP Matched Content in Message Tracking results] &= v 7 R v 7 A& 4 7I1C LET,
AFvT 4 EHEEEEL, RIFLET,

ZOBREEAICT HI21E, [Management Appliance] > [Centralized Services] TH R HFRITE 1- A —
VA=Y T XU TEREA XTI THRNERD Y T,

EEA—Y 70T ET14DRTK

o Web ZFERLI-T7 27T 47ty aroFr] (P.12-25)
o o= RFIA v AV B =T 2 A AN LEEHa—Y 777 4T 0 OFER] (P.12-26)

Web #FRLE=70 T4 7Ly avDRT

X2 VT4 BT TIAT AT, T RCDT 7T 47 hkyvarvd, 77947 R a4
VLTTWhHa—HYEFRRTEET,

TITATREyvaryeRRT 5, ROFIEELFATLET,

ATFYFT 1 X2 VTAEHT T4 7 AD—T T, [Options] > [Active Sessions] Z#IR L £ 7,
[Active Sessions] X — U NERINF T,
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1213 [Active Sessions] R—

Active Sessions

Active Sessions for m1060s02.sma

Username Role Login Time «

admin Administrator 06 Aug 2010 21:10 {GMT +03:00)

Idle Time

25 secs

Remote Host

173.37.7.243

Logged in as: admin on m1
Options = Help a

Account

Mo Ch

Change Passward

Log Out

Interface

GUL

+ Return to previous page

[Active Sessions] X— Vb, 2 —F4, 2—FRFFoTnpra—L a—HFoa /1 URKH, 74 K
NVEER, Bz —¥Ra<wr R4 GUIOELLNbu A LEEnEERTEET,

AI VKR4V AVE—T AR ENLEEBA—YF 70T ET14DR

WIZ, TFIAT v ANDER a2 —F T 7252 R— T 2a<vr RerLET,

e who 2~ KiZ, CLINH VAT AIZa A LT _XTCoOx—Y, a s A VB, 74 RVER
B, BXOa—¥ra A LizVE—FFA 2 —EEXZRLET,

mail3.example.com> who

Username Login Time Idle Time

Remote Host What

admin 03:27PM Os

10.1.3.201

cli

e whoami 2< Y RiX, HER/ A L TWAa—HVDa—VPELBLIOKLE, 2—FREL TS

IN—T%RRFLET,
mail3.example.com> whoami
Username: admin

Full Name: Administrator
Groups: admin, operators, config,

e last AV U RNE, TTIAT VAR ER A v Liza—YEFRLET,

log,

guest

TRVA mrAr n 7y b BIOGEHFR bR RSNET,

mail3.example.com> last

Username Remote Host Login Time

Logout Time

Total Time

admin 10.1.3.67 Sat May 15
admin 10.1.3.67 Sat May 15
admin 10.1.3.67 Sat May 15
admin 10.1.3.67 Fri May 14
shutdown

shutdown

admin 10.1.3.67 Fri May 14
admin 10.1.3.103 Fri May 14
admin 10.1.3.103 Thu May 13
admin 10.1.3.135 Fri May 14
admin 10.1.3.67 Thu May 13

23:
22:
11:
16:

16:
16:
09:
10:
17:

42
52
02
29

05
12
31
57
00

still logged in

Sat
Sat
Fri
Fri
Fri
Fri
Fri
Fri
Fri
Thu

May
May
May
May
May
May
May
May
May
May

15
15
14
14
14
14
14
14
14
13

23:
14:
17:

16

10
19

42
14
43

122
16:
16:
16:
14:
:58
124

15
15
15
11

15m
50m
3h 12m
1h 13m

9m

2m

1d 4h 39m
Om

2h 24m

VE—hF FHA D IP
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