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PAUEA—D A RBEUVTTSAT AN
D7 R

TTIAT VATERTAEBEDIP A VX —T oA AL, SFIFERY—EALZBLTT AT

xFET,
TT AN BTHEH, A 0 F =T 2 AR L TROV—EABA X =T VLT 4 =T MIRIE S
nTnET,

£ A1 IPLUE—TzARITHLTTIF N FTAR—TLIZHEZY—ER

TIHIETLR—TLHES
T2+ EBAUA—T1 FHRERSAEZIP A

Y—EX |R—F 4R VE—TIM4R

FTP 21 No No

Telnet 23 Yes No

SSH 22 Yes No

HTTP 80 Yes No

HTTPS 443 Yes No

PA22—20x4R

IP A Z =T =4 A2, Ky MT =7 ~OEBIOERUME R F y VU =T BET =2 BEENT
WET, 1 OOYEA —F Ry b A F =T =2 AT LTHEEDIP A v F—T = AZRETEE
+, IP A > % —7 = A ZfFH D Cisco IronPort Z /S A[REE~DT 7 ¥ A LR ETE £, BT A—/L
FBEBIOMEEY b2 OBE. FIP AV E—T =2 ZAI/FEDIP 7 FLABIOEA M & FF
D1OOEBTF— b U= TRLVRAELTHEELET, Eio, A ¥ —7 = A RIEHDO 7 L—T12
(CLIZArLT) &) s¥E5ZEbTEET, TOHE, VAT AL, EFA—NLVOREBRIZIND
DTN =T HNEFIHREVIRLTHERALET, (KBS — b = OBMETIT 7N —FiE, REERE
FA—I Fy N BEROA A =T 2 A A TR — R RT U v ST ARSI L T,
VLAN ZAER L, oA v 2 —7=A ZLFEERIC (CLIZMLT) RET DI LHTEET, FHMIC
DWW, [Cisco IronPort AsyncOS for Email Security Advanced Configuration Guidel] @ TAdvanced
Networking] DEAZRL T ZE VY,
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A1 [IP Interfaces] R—2

IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...

Name IP Address Hostname Delete
Data 1 172.19.1.86/24 buttercup.run i
Data 2 172.19.2.86/24 buttercup.run i
Management 172.19.0.86/24 buttercup.run i

IPAARA—D x4 RADEKRTE

[Management Appliance] > [Network] > [IP Interfaces] X—< (3 L O interfaceconfig 2 ¥ K) T
I, IP A F =T = A 2ZBM, WL, ELITHERTE ET,

GE) X2 VT A4EWHTFIAT VA LOEEA L F—T oA ZZEEMT SN ARTE 23S —F %o b
R—hEEEFTHLIETEEREA, EDIT, X2 VT A BT T4 7 2 AFBBOT X TOMEAE
EYR—FLTWEHDITTIRHY EHA (L 2E, HEF— 7o),

IP A2 =T 2 ZAERETIHHEE. ROBFERPHLIETT,

x A-2 PAYE—JzA R aVvR—22k
CA:] AV H—T o f AD=J F— I,

FULY 77Xy MZEENDIP T KL A%, BilxOEA —F x>y b £ X —
IP7ELR T xA ATIFHETEEHA,

Xy bR AT ZBED Ry MI&EA 27T v MERX (oL 213, 255.255.255.0)
XY FIRY (Y EiFle #RA (72 & 21X Oxffffff00) TANTEET, 7741 EDXRy
TRy bTRY) b~ A 2713 255.255.255.0, —#&kiN727 7 2 CIETT,

TO—FXxv X+ |AsyncOS 37 74/ bDTa—K¥¥ A F T RLAZIP 7 FLABLOR v
7ERELR b~ A D HEICEIA L E 7,

AVE =T oA RAZEBT DA AR MM, FA ML, SMTP I o t—va v
PP —"OREICHERA SN ET, & IP 7 KL RICEEMN T SR H R R A
N B ANTDHERDY ET, Y7 =T id, DNSICE-oTHA MR~
HTBHIP 7 FLAICELLBIRENTZY, £/-13%8) &% DNS Ik > THED
"R M KA NEDRIREND 2 TF 2w LERHA,

FTP. SSH. Telnet. Cisco IronPort A /S AFEEE, HTTP. B8 X OYHTTPS 1%~
=T 2 A A ETAR—TNELETT 4 B—TNMITEEST, P—ERT LI
HAIEhdY—F |F—r2HFETE£7, Cisco IronPort A 3 AfgEEED HTTP/HTTPS, R— b,
R BILORURL bmETEET,

@ HrE by T o7 AR BROEARE] ORPUS>TEAT L Y b T v T T4
P—FamT L, BEEZRFLTVDIHAE, 7T T4 T A RICEHA U F =T = AP TIZRIE
ENTVLIEFTT,
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GUI Z2RALIIPA 23— 4 ADERK

IP A =7 = ZA&AERT 2121, ROFIEZFEITLET,

1.

[Management Appliance] > [Network] > [IP Interfaces] ~*— <’ | C [Add IP Interface] %2 U v 7
L¥9, [AddIP Interface] X— Y NFRENET,

A-2 [Add IP Interface] X—2

© o e b

Add IP Interface

Name: l—
Ethernet Port:
PAddress: [ =
Netmask: [255.255.255.0 |
Hostname: [ |

Services: | Service

o
I
By

I~ Fre

I~ Telnet

™ ssH

Appliance Management

I~ urTe

I~ HTTRS

I™ Redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)
IronPort Spam Quarantine

I™ IronPort Spam Quarantine HTTP

1

I™ IronPort Spam Quarantine HTTPS
I™ Redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

™ This iz the defau\t mterfa:e fnr IrnnPnrt Spam Quarantine
Quarantine login and notification: s will originate on this interface.
URL D\;p\aved in Notifications:

¢ Hostname

=]l
(examples: http://spamQ.url, http://10.1.1.1:82/)

Warnings - ® Please exercise care when disabling or changing thess items, as this could disrupt active connections to this appliance when changes to thess items are committed.
** Hyperlinks and URLs affected by these changes will not be usable until the changes are committed.

A B =T 2 ZADLHIE AT LET,

A=Y Ry N AF—FEERL, IPT FLAZANLET,
IP7 FLRIZKHET 5y h~RA 7 &2 AJLET,

AV B—=T oA ADKA BRI LET,

TOIPAVE—T 2 A LTA R =TT AEY—ERAORBICHEIF v IRy 7 A% F 10
LET, REICELT, TR — b 2ERLET,

TIIAT U AFBHHICA v H—T = A ATHTTP 5 HTTPS ~D U XA L oA X —T LT
THDE I PEEINLE7,

Cisco IronPort AN AMEBEA R LTV A4E1E, HTTP, HTTPS., F7213F oW Fa&ER L, %+
NENIZHR— I EEEZRECTCEET, HTTP ExR%Z HTTPS 2V XA L7 " T2 E I MHE&ERT
TET, %@2 . IP A v & —7 = A 2 Cisco IronPort A XNAFEHEDTFT 7 4/ b f B —T = A
ATHHNE D 75\ BXOKRAM% URL & LCTHEHTINERZIII AL A URL 28HET 250
FHRETEET,

EHzkfFE L, REFELET,
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FTP 79 £2R

FIPRETT FI5A T AZT 7 AT AT, WOFIEEEITLET,

4 S

[Management Appliance] > [Network] > [IP Interfaces] R— 2 & 1=(& interfaceconfig AT F
NoY—EXETsE—TNITTEILICEY, FTSATUVRAADERTAEICEH LT, GUI £1:=(%
CLINGYITEET, ADTO I, DUFLAVE—TIA4 R, FLRIEEBER—FOT I+
FEEEFEALTT IS4 7V RICBERTELVMESNE,. COaATY FTH—EXET+E—TL
ISLABEVTLESLY,

1. [Management Appliance] > [Network] > [IP Interfaces] ~*—< (¥ 721X interfaceconfig I+
R) ZEHALC, A7 =7 = R LTFTP 77 A& A X—T M LET,

ZoOFITIE, BEA U F =T =2 AFAR—=b21 (T 74NV E R=bF) ETOFTP 77 ER%A
F—=TMTT D LI TREESNTNET,

A-3 [Edit IP Interface] R—¥
Edit IP Interface

IP Interface Settings
Name: IManagement

Ethernet Port: Management
IP Address: |1?2.19.0.11 *
Netrnask: |255.255.255.0 *
Hostname: lelroy.run—

Services: | Service Port
[ Fre Pr |
[#] Telnet |23—
[¥] ssH |22—*

~
GE) WORAT Y FIIBIFNC, BEEEREFTLHILEZENRNTIIEIN,

2. FTIPRETA LV Z—T a2 AT I7E®ALET, A F—T 2 RAZKHLTIELWIP T KL 2%
AL TS Z 2R LET, f:
ftp 192.168.42.42

TI7UHFD%ELIE, FIPRBETHA v ¥ —T 2 AT 7B ATEET, i
ftp://192.10.10.10

Il Cisco IronPort AsyncOS 7.8 for Security Management 1—4 #{ F



| AR A IPALVE—TIARBLKUVTITATFUVARNDTIER

3. FITLEDETHBRHEDHXAIDT 4 L7 Y EBRLET, FIPRHTA VX —T oA RAIT 7
®ALTEL, ROT 4 L7 N ESRLTCT7 7 A V22 —BXUWEM (IGET) XU TPUT))
TXFET, £ A3 EZZRLTIES N,

* A-3 FOERARTEBT4LI Y

A7 ANWE N L]

lavarchive [Management Appliance] > [System Administration] > [Log Subscriptions] ~—" %
/bounces 721%. logconfig BE W rollovernow I~ REMHEMA Lo X /A, BEINIC
Icli_logs ERENET, &1 7 Ot LWItHIZ >\ TiE, [Cisco IronPort AsyncOS for Email
Idelivery Security Advanced Configuration Guide] ¢ [Logging| OEEZZBRL T &,
lerror_logs

Iftpd_logs

Igui_logs ‘xas Ty ANn FATOENIOWTIL, [Logging] D [Log File Type
Imail_logs Comparison] ZZH LTI E &,

Irptd_logs

Isntpd.logs

Istatus

Isystem_logs

RON—VEBIRa~vy RPLOT—Z DTy AR—ET 4 L7 bY | Ei2idA
YAR— ot (RFE) T4 L7 MY,
e B —h U =4 w7 (altsrchost)
o XML IEROEET — ¥
(saveconfig, loadconfig)
o« RAKNTZEAF—T (HAT) ~2—< (hostaccess)
e ZFHT /A T—T ) (RAT) ~— (rcptaccess)
* SMTP L— k ~—2 (smtproutes)
o A UT R F—7) (aliasconfig)
e wAHL— K F—7/L (masquerade)
s Avt—¥ 7 4H (filters)
Iconfiguratio |+ 7 =—/VLEMEREIET —2% (unsubscribe)
n e trace IV ROT AR Ayt—¥
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& A-3 FORATEDTALI M) S

T4LYFUE BHA

A= T7ua—F=F YT T—=FX—=XF L7 FIZIE, GUI D OfEHTES
A= Tu— TS EREOT =2 NEENET, YT T 4oL FUILIE. £T 7
ANDLa— NEXECEN L README 7 7 A AR &G FE T,

EERTEOICINED Ty ANV ERRS Y IZat— LTz, 77 A V%
Fe B R—2 I Ca— RLTHBEBOONT 7V r—a v 2B L7-0 T2 %4,
a— FEXE, T TCHOT 4 L7 PIRNIZHBTRTOTZ 7 A LTRILETY, 2D

/IMFM ERIIEHDOY ) —ATERENLEHENHY £7,
Iperiodic_rep |2 257 A THRESNTWETXTOT —H A TR LR— FRMERE SN ET,
orts

4. THEMDOFTP 7u 2/ Z hafifiL T, WURT L7 FVICHT 2774007 v 77— R &
OF v rm— REfTVWEd,

t¥*a7 aE— (scp) /R

TIGAT Vs ANV =T 4 VT VAT ATEF2T abt’— (scp) IV R R—FENTWEH
AliE. £ A3 PAS) IRTT 4L IR T 7A 0B —T&Ed, 72L& 20E. ROBITIE,
77 A /tmp/test.txt X, V TA TV b =B RA M mail3.example.com ZFFOT ST A T
v A® configuration 7 4 L7 M iZa B —InET,

(i¥) ZDavwy FTHEH, 22— (adnin) OXAU—FRZ2ROL 707 "REREINET, ZOHESE
HAELTHFIRLET, AR —F 4 7 VAT LADEX 27 a bt —DFEEFEICL > TERLLZEES
NH Y £,

[

% scp /tmp/test.txt admin@mail3.example.com:configuration

The authenticity of host 'mail3.example.com (192.168.42.42)' can't be established.
DSA key fingerprint is 69:02:01:1d:9b:eb:eb:80:0c:al:f5:a6:61:da:c8:db.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'mail3.example.com ' (DSA) to the list of known hosts.
admin@mail3.example.com's password: (type the password)

test.txt 100% ‘****************************‘ 1007 OO-OO

>3

S

ZOBITIE, MU T 7ANRBT TIAT UV ANSL I IAT b v vilar—8n%t,

[

% scp admin@mail3.example.com:configuration/text.txt .
admin@mail3.example.com's password: (type the password)
test.txt 100% ‘****************************‘ 1007 OO:OO

Cisco IronPort 7 7’7 A4 7 2 AT D7 7 A VDEREL T OREICIE, E%F 27 28— (scp) %
FTP icfkb B FiEE LT TE £7,

(3¥)  operators 7 /L — 7% X (Y administrators 7V —7 D2—YFZF B, TTITA T UV ANDT 7 ALK
Xa7 at— (scp) ZHHATEET, FHIZ OO T, TAsyncOS DLIRTD /N —2 3 o ~DE )
(P.13-27) ZZRL T &N,
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DYTNERICEDZTIER

VTN EGEHA L CT 774 T RACHER L TWDAEE, KM A4V VTV R—h ax7 420
VEBERL, F ALV TIR—F ax I ZOEVED Y TRBIVA, U F—T oA AMEEER TSR

LET,
A-4 Y7L R—FDEVEE
1 5
oo
6 9
% A4 DYFPL R—rDOESEY YT
Ey ES 110 &
1 DCD I T—4 ¥ UTHRH
2 SIN T U TIVAT
3 SOUT 0 U TV
DTR 0 T =4 X—3IF )
4 LT 4
5 GND n/a 155 A
DSR I F— kL
6 Al
7 RTS I SR BN
8 CTS 0 EAF AT
9 RI I Vol AT hr—4
ST n/a n/a T — T —RA
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