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o [TABT 2D A x—7 k) (P.8-11)

R DBEENA X —T N> TVWDEED Web X =2 U T 77 T4 7 2 A[E U Configuration
Master IZEID 4 THNTWDEAEIE, K7 7747 AZBEICABRT 2 X2l ARz b
DOFRIEZFETTHLERNDH Y E7,

A R—TIIZEh T SHEDLE

(E)

ATvTA1
A7y 2
AFv7 3
ATvT 4
AFyT 5

ZNENDO Web tF =2V T 4 TTIAT U ATAR—=TNMITESNTOVDOEENR, TDOT T TAT A
(2B 1T 541 T % Configuration Master T4 X — 7 /M STV OBEREE —H L T 5 2 & & s
LET,

R DBEEZFF OB D Web X2V T« 777 A4 7 AH[E U Configuration Master (Z#]0D 4T 5
NTWAERIE, &7 7747 AEHEICABRT LI, AN ZOF = v 7 2 FETTH0E
W ET,

WebEXa T4 7T IAT UV ATA X =T NMZENTWDHIEREAZ BT 2121E. ROFIEEZIFIATL
£7

X2 VT A EFHT 7T A7 AT, [Web] > [Utilities] > [Web Appliances Status] Z &R L £ 7,
Configuration Master #2725 Web tx =2 U7 4 7774 TV ADLHIZZ YV v 7 LET,
[Security Services] 7—7/VETAZ v —/L LET,

A X =T NVZENTNDTRCOMEDOHEES—2NT 77 4 7T, HIRUN TN L 2R LET,
[Services] 77 7 LA DFHEZE I L £,

[Web Appliance Service] 77 7 A & | [Is Service Displayed on Management Appliance?] 77 7 A 237 U T
HHLVERDHY £,

[Enabled] = [Yes]
[Disabled] ¥ & O [Not Configured] = [No] & 721% [Disabled]
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& A

[NA FEAACTHHZ 2B LET, 2L 21X, £DA 7> 3 1% Configuration Master Ti%
ETEEREADN, —HITEIRFEINT, HEF—DAT I AR TLIENTEET,

AT A X2 b= a URAR-BROBEE, XFRRETERRINET,

HOHEEIZONTOAL F—TNBLOTFT 4 =T AORENR L TOARVEAIEL, KOWThrgE

TLET,

e Configuration Master DX &I 2% EE LR LE T, AT 2HMEOA x—7 (k) (P8-11) %
ZIRLTIESN,

e WebtFal7 4 77I7A4T U ADUFDOKELA X—TNVERLITZT =7V LET, £H
WEICE - TE, EHROERBICHET L LGRSV £, BET 28I OV T, [Cisco
IronPort AsyncOS for Web Security User Guide] %#ZM L T IZ&E W,

AHT HHBED A R —T UL

~

(E)

Configuration Master #ffi [l L TR ELZ ABT 2HMEEZ A X —7 M LET,

Configuration Master (ZxF U CHERER A R — 7 /MIC L Th, TOMEN Web v X2 VT 4 7T7I747
YATAR—=TNICRDLDITTEDHY £HA,

% Configuration Master (25t LT+ r—7/WIZ L7=#§REIZ. [Security Services Display] ~S— I EY
SNET, INA] ERREINTWDEEIE, £ OHAEN % O Configuration Master D /3 —3 5 > Tffi
MATERVWZEERLET,

8-1 [Security Services Display] R—<

Security Services Display

Configuration Master Settings for Display of Security Services

Configuration Masters

Features 6.3 7.1 7.5
Transparent mode es es es
FTP Proxy es es es
HTTPS Proxy es es es
Upstrearn Proxy Groups es es es

Cisco IronPort web Usage
Contraols

Cisco IronPort web Usage

Cisco IronPort web Usage Controls

Acceptable Use Controls

Controls {with Application Wisibility {with Application Wisibility
and Contral) and Contral)
AnyConnect Secure Mobility MAA IP Range IP Range
Wweb Reputation Filters Tes Tes {Adaptive g:;nning: Yes)
webroot Anti-Malware Tes Tes Tes
Mcafes Anti-Malware Tes Tes Tes
Sophos Anti-Malware MAA es Tes
End-User Acknowledgement Tes Tes Tes
Cisco IronPort Data Security Filters Tes Tes Tes
External DLP Servers es es es
Credential Encryption MAA Mo Mo
Identity Provider for Saas MAA es Tes

Edit Display Settings...

NET DL A =T VT DR, ROFIEEFATL T EE N,
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ATYT 1 AX—TNCTOWEET 4 =T M T DR EMBLET, [ R =7 M STV D HRED ik
(P.8-10) &ML TL7ZEW,
ATvFT 2 X2 UTF4EET 7T A4 7T AT, [Web] > [Utilities] > [Security Services Display] R L £,
ATwF 3 [EditSettings]| %27V v 7 LET,
[Edit Security Services Display] ~— {2, % Configuration Master (ZE R SN DHEREN —E I E T,

~

GE) Web Fudiidtfel LT—ESNnTWERA, 2T, Web 7 %3 Web k=) T 4
TFIATUVATERIN TV aXx Y XA 7ONT e RITT 572010, F—T i
o TWALRZRENTNDEHTYT, Web X %25 4 —T 023 5E, Web k=l
TA T TITAT AR ENTZTRTORY —RNEBHINET,

AFyF 4  ({EE) M L7 Configuration Master IZFEERICLET, BRI LAWEEBRETL L0 %8BT 57290,
MM L 72\ Configuration Master O 1 E—714k) (P.8-12) @ ] B LTI ZIN,

ATy F 5 AT 54 Configuration Master (22T, A X — 7 /UIZT HEHREICRTT 5 [Yes] T= v 7 Ry 7 R
BRI E T IR IR L 9,

—EBDMEBEIC DN T, RO K D RENZREEFHNH Y £7 (Configuration Master IZ 8 %),

- FFUART LU N E—R, 7HV—F ET—REHEHLEEE. a2 SRR
HAT&R<<{RnnEd,

— HTTPS 7w, HTTPS 'ux ik, HAEARY v —2KITT 5720l X =T /T HHMHE
M ET,

— ToT7ANI—b Tuxy IN—TF, =T 47 RV —%EHTHEHEIL. Web EF =
V74 T7TI9ATVATT v T AR —A TuaXy JA—TREHATEDLLHIITR->TWND
VERHY £,

— AN O HHE, #H34 53— A ([Cisco IronPort URL Filters] £ 7= i3 [Cisco
IronPort Web Usage Controls]) %3%{R L, [Application Visibility and Control] % A % —7/L
T B0 EIDERIRLET,

— AnyConnect €% =7 €t U7 ¢, [IP Range] 7213 [Cisco ASA] #EIN L 7,

— Web LEa7—v a3y 74 A% 7, Adaptive Scanning & A 12— 7 /I T B0 E ) hE R
ﬁ‘[_/i‘j‘c

AT7wv7 6 fHEHT 5% Configuration Master |Z%f L TEEZ M F 7,

ATy 77 [Submit] 27 Vv 7 LET, EX2VT 4 Y—EADOREICMATZEFTENR, WebtxaVTFT 4 777
AT VATRESNTERY V—ICEET 56, GULICHFEDESLE A veE—URKRRINET, £
EET D 2 LR A L. [Continue]l #7 U v 7 LET,

ATwv 7 8 [Security Services Display] ~=— T, IR L7447 T a ORI [Yes] ERRSINDZ & 2R L
£7.

AT97T 9 EHEERFLET,

AFwT 10 ABREOT T34 T AT LT, TRTOBENELLAF—TLERETT 4 E—T NIRRT D
TLEMRLET, M x—TNMIENTWHHEREDOLE ] (P.8-10) 2L T 7ZEW,

/A L% L Configuration Master 7 1« £—7JJL{t

] L 72\ Configuration Master R R L72WEIIZTHZ &N TEET,
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2ATFyvFT 1
ATFvT 2
ATFvFT 3

7o & 21X, —#® Configuration Master %7 « & — 7 /W2 L7z & %, [Configuration Master] ¥ 7 &
[Security Services Display] X— 3RO L I ICEREINET,

Security Services Display

Configuration Master Settings for Display of Security Services

Configuration Masters

Features 6.3 {disabled) 7.1 {disabled) 7.5
Transparent mode es es es
FTP Proxy es es es
HTTPS Proxy es es es
Upstrearn Proxy Groups es es es

_ Cisco IronPort Wweb Usage Cisco IronPort web Usage
Acceptable Use Contrals e rate” “** | (with apsleation visibiliy | (with Applhastion visibliy

and Contral) and Contral)

AnyConnect Secure Mobility R IP Range IP Range
Wweb Reputation Filters Tes Tes {Adaptive g:;nning: Yes)
webroot Anti-Malware Tes Tes Tes
Mcafes Anti-Malware Tes Tes Tes
Sophos Anti-Malware R es Tes
End-User Acknowledgement Tes Tes Tes
Cisco IronPort Data Security Filters Tes Tes Tes
External DLP Servers es es es
Credential Encryption R Mo Mo
Identity Provider for Saas R es Tes

Edit Display Settings...

~

()  Configuration Master 25 4 £ —7/MCT 5 &, FRUCKHT HTXTOBRMB, T 5
[Configuration Master] % 7 % %% T GUI 22 HHIBR S E T, % D Configuration Master % fi
AT 2REHOARY a 7I3HIBR S L, FEFRTD Configuration Master IZ#EI D X THh T
FTRTCOWeb txaUT 4 TTTAT AR, HYUTHRATWRVWEDE LTHMESN
F3, 27< b 1 50 Configuration Master A F—7 /T 20 ERH Y 3,

X2 VT o FHT T AT AT, [Web] > [Utilities] > [Security Services Display] Z &R L £,
[Edit Settings] %7 U v 27 LE7,
I L72\> Configuration Master (264 2 F = v 7 AR v 7 A& B L £,
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Edit Security Services Display

Configuration Master Security Services Display Settings

Flease match the state currently configured on pour Web Security Appiiances, If there s variztion within pour deplopment pou showld answer
“ves" if the option is used on ary sopliznce in pour deplopment,

M configuration Master 6.3
Enable this Configuration Master to dispia)y the avaiable options,
M configuration Master 7.1

Enable this Configuration Master to dispia)y the avaiable options,

Configuration Master 7.5

Wweb Appliance Options for Configuration Master 7.5 Tes
Do your Web Appliances have Transparent mode enabled? ':?:'
Do your Web Appliances have FTP Proxy enabled?
Do your Web Appliances have HTTPS Proxry enabled? ':?:'
=

P R R e T ey ST el Iy i W T e

ATvT 4 EHEEREL, RELET,

R 7 M IV DHZERT -0 DKE

A7 5T Configuration Master Z 132 K 5 BE SN TV LHE L, SRIET 7 A VAR T % 3%
EHITONTNET,

Z 9 TRWEAIEL, ROETHAT 2 FIEZFITL T EEN, Zibix, IEEY 7 A VAR TR
<, Configuration Master ®ABIIZ b A S E T,

o X2 UTF 4 BMT FIATLUATORREFR L 7 X2 b—a VEHOA R—T7 L]
(P.8-4)

» [Configuration Master O #J#i{k.| (P.8-4)
e Webt*¥=2U7 4 77747 A& Configuration Master O B} 1221\ C ) (P.8-5)

Web X274 775347V AANDEFED L
» [Configuration Master ®/AB8] (P.8-14)
o MRIR7 7 A VABIC K 2FED AR (P.8-18)

Configuration Master MO AR
Configuration Master T EEME T 72134 VR — b Liz#k, TOFEE%, Configuration Master (24
BT ONTWD WebtF 2T 4 77I7A4T U ANAHETEET,
e [Configuration Master % AR 3 212 (P.8-15)
e [Configuration Master ®ZABH ] (P.8-16)
» [Configuration Master % % H/ABH | (P.8-16)
o [a~r RISy A% —7 A AL D Configuration Master D25 (P.8-17)
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Configuration Master % 2ABi3 5 #ilI
Configuration Master /A3 % &, %@ Configuration Master (2B H T D Web % = U
TATTIAT LV ADOBEGFEORY U— RN EEEX S ET,

Configuration Master % ff ] L TR E T X 2% E OFEMIC WL, TE )22 5% E AR X ORTE |
(P.8-1) ZZWLTLZE W,

Configuration Master Z AR SHNC, RO Z & ZMERLET,

R LD Web X2 UT 4 77747 2 AD AsyncOS D /3— = > 73, Configuration Master
DNR= a2 EREIUPENLVH LN D THLIHLERD Y £9°, BEEMZREEIZ OV T,
[SMA Ak~ kU 7 2] (P2-2) 2L T EEV, AsyncOS 7.5 #5/TL T\ 5 Web &
Xa VT4 TTI7A47 A% L TART 5121%. Configuration Master 7.5 #3252 & %94
HEREL £,

(#El D &) [Configuration Master ZEH 9 572> D E ] (P.8-2) THHT 2 FIRIZHEVET,

HELETHEWeb tF 2T 4 TFIFIAT U ANSBAL T 4 Fal—ary 77 A VEREL
T, AENERECICL > THRENE LS AICMBEOREZE L TEL LI LET, #Mico
Wi, [Cisco IronPort AsyncOS for Web Security User Guidel] %S LT 72X\,

Configuration Master 23ABH 2 Eji L, ABHEZICENT 2HERA 21— VIR D X HICT DI
X, FWeb X =2UT 40 77747 AL, ZHUZHIET 5 Configuration Master OF§HRE % 73
L, RBSCTCEREEZMAET, [ Fx—7icsn TV 58Dk (P.8-10), BILOLE
WS U T TAMT 2HRED A *—7 (k) (P8-11) B L T ZELy,

[f] U Configuration Master (ZE| ) HTHNTWOLHEED Web vt X =27 4 77T 47 A TR
DREREDRA X =T NIRRTV DHEIE, T T 74 T AEJIEICART L LIl #nEh
DABINCHEBEN A R —T N> TN D T L 2R T ILERH Y £,

HMEBD Web tx 2T 4 77 T7AT7 AT AsyncOS 2T LIZHAIE, TOTTI9A4 T A%
#73 % Configuration Master & BHENT T 7227 UL B2 WIEERH D 3,

Configuration Master 2, h 7V AXT L v b =% ID A X —T NIl o T LIV A ERTZ W
Web X7 4 7747 AR LSOO, [Identity] % 721% [SaaS Policy] T
[Transparent User Identification] Zi&IR L T 5 &, RO LI IR £,

— [Identity] @354, [Transparent User Identification] (35 4 £ —7 1127220, b v
[Require Authentication] 47 > 3 VU ANBIRI L E T,

— [SaaS Policy] @354 . [Transparent User Identification] 47> 2 37 4 B—7 2720, R
POIZT 7NV bOF T v g (SaaS 2 —WITH L THICT v URBFELZR) @RS h
E7,

Web X2 UT 4 777347 ATaIy bLEEZIIWeb 70X VOFEBINMLEIZRDIER
NEIX, ZNE EXa2 VT A BT 774 TV ADLRMALEZEZICL T e v oFESNLE
IR0 ET, ZOHAIE. BEREELET,

Tux T OFEBNLERETE Web X 2T 4 TTIATUATITO & ABFFICH T m %
COHEBPEET LI LNHY ET, LLAE WebtFX 2T 4 TTIAT L ATH LW
N—=T%T 78R RY) =07 N—TRIREICEBIMNT D L. KIZ Configuration Master 7323
ENDLEXITWeb XU HEBILET, ZOXIRGAIE. T omEEET o EE
TRAELEEA,

Web 7' 0 L OFEENIC I Y, Web %= )7 4 =X THRIICTEIS L ES, Web 71
TOFEENC L 2 EEBOZEMIZ W TIX, [Cisco IronPort AsyncOS 7.5 for Web Security User
Guidel @ TChecking for Web Proxy Restart on Commit] #ZH L T 7230y,

IDICHTLEEAANRTHE, TRTCOTL R 2—FRHRIEEZIT DLENECET,
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GE)

Txa VT A BT T TAT U ANE RSA b= SHICHE SN T RO Web £F =27 1 7
TIAT A, S DLP RY v —2REALTHMEH Y FHA, KFALLS &T2L, BF=)
TAERT TIAT L ANS WORHAT — 2 AEENKEF &I E T, [The Security Services
display settings configured for Configuration Master 7.1 do not currently reflect the state of one or
more Security Services on Web Appliances associated with this publish request.The affected
appliances are: "[WSA Appliance Name]".This may indicate a misconfiguration of the Security
Services display settings for this particular Configuration Master.Go to the Web Appliance Status
page for each appliance provides a detailed view to troubleshooting this issue.Do you want to
continue publishing the configuration now? |

NEERAT L7286, RSA —"HICRES TRV Web X2V T 0 T F47 A%, B
DLP R v—aZELETH, ZNULDORY —FI7 1 =7 micSnET, SM DLP ¥ — 033k E
ENTWARWEAS, Webtx=U T 4 77547 A0 [External DLP] ~—JIIIA SN =R Y
eRERINEE A,

Configuration Master M2\ Fd

ATvTA1
ATy T 2
ATv7 3
ATv7 4

AFvT 5
2AFv7T 6

AFvF 7T

[Configuration Master Z /AT 2 aIC) (P.8-15) OEE AT LFHREZSRL TIEEN,
X2 VT o EFHT 7T A7 AT, [Web] > [Utilities] > [Publish to Web Appliances] & %R L £ 7,
[Publish Configuration Now] #27 U v 7 L £,

7 7 # )V bk Tl [System-generated job name] BRI N TWET, HDHWVIX, =2 —HFERDOV 3 74
(80 XFLAF) # AN LET,

/ABA9 % Configuration Master % 3&R L 7,

Configuration Master DRI &L 72D Web ¥ X2 VT 1 77747 A% TR L £9, Configuration
Master IZHI DV B TOHNTNDTRTOT T T4 T L ATHEEABT 5121, [All assigned
appliances] &R L £,

700X

[Select appliances in list] % 34R L T, Configuration Master (ZHI D 4 CoHNTWET ST A4 T AD—
BARTLET, REOARELRDT T ITA TV AEZRIRLET,

[Publish] %2 U v 7 L £,

[Publish in Progress] ~— VIZHRR SN HRADFBME TR NA—L T H A ME, ABTICTT =28 EL
Tl BRLET, MOV a 7RHRELARPOLAE, ZERITHMOY a TRETTHEETINET,
S

GE)  #ITTOY a 7 OFEMIL, [Web] > [Utilities] > [Publish to Web Appliances] ~<X— 2 HFER S
FUEF, [Publish in Progress] {27 27 &£ 29 512i%, [Check Progress] #27 U v 27 LE7,

BRMNIELS BT LI Z 2R LET, [AREEOFR K] (P8-19) #ZML TIESW, BEICRK
SR> TCHARERRSNET,

Configuration Master %% B 2\F

AFvFT 1
A7y 2

lConfiguration Master /AT 5aiZ) (P.8-15) OEEARTFLFEREZSML TIEI N,
X2 VT A EHT T 4T AT, [Web] > [Utilities] > [Publish to Web Appliances] Z#R L £,
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ATv7 3
ATv7 4

AFyT 5
2AFv7T 6
AFvT 7

AFvT 8
AFyvFT9

ATv7 10

(E)

[ScheduleaJob] &2 V v 7 LE T,

7 7 # )V b Tl [System-generated job name] DERINTVWET, HDHWVIX, = —HFERDOV 3 74
(80 XFLAF) #ANLET,

Configuration Master # AT % HEEEZ AT L E T,
ABH3 % Configuration Master % 3R L £ 97,

Configuration Master DB L7 D Web EX 2 VT ¢ 775 /1’ 7 ‘/X é”i%%?)i' L %7, Configuration
Master IZEID B THNTWNDTRTOT T 74T L AZHEEZAFT H11F, [All assigned
appliances] Z &R L £ 7,

F20X

[Select appliances in list] %% L T, Configuration Master IZE| 0V ¥ THNTWDET FIF3A T AD—
WARFLES, BEDAWELRDTTIA4T7 U A& BRLET,

[Submit] 27 V » 27 LE 7,

AP a— IR TWNEHY a 7DV R ME, [Web] > [Utilities] > [Publish to Web Appliances] ~<— 1
RFRINET, AT7Va—LINTWLYa 7 &2 mETIIE, 2OV a 70L& E7 Vv 7 LET,
REPDOTaTERY AT, MIETDIIHRFET A a2 7Y v 7 LT, Va7 OHIRE kR
LET,

AMBPELLSET LI L2270, BOBFIIHTIRAEESEZ (WL FX—72E10) 1El
THZEHTEET, AMEREDOFR K] (P8-19) 2ZML TSV, BEICAM IR T-HA
MERSINET,

ATV a—VINTARY a TRBET LIRS, T I7A T ARV T = ERIET v 77 L— Rl
Bl VaTEBEAS V2V T OMERHY £,

AR R34 4 28—T 24 XIZ& % Configuration Master D 22fH

~
(i)

Configuration Master # AT 5HMZ) (P.8-15) OEELRI/FLERESHML TIZI N,

X2 VT4 EHT TT AT AT, kO CLI 2~ R4 LT Configuration Master 7> 528 &
AT EET,

publishconfig config_master [--job _name] [--host_list | host_ip]

Z ZC. config_master 1L 6.3, 7.1, £1L 751220 FEF, ZOF—U— KIILETT, job _name
FT v a VITEMEATRE T, RE Lo AT ER S E T,
MnﬁnﬁfyaquﬁW%HWbﬁél)?47??47/X®Txk%itdﬂP7va®)
A KT, 8E L7 o o856 1% Configuration Master IZEID 4 THNTWAHTRTOFRA MIAR I
iﬁ‘hmtwﬁ7/a/4@ A~ TRE S THEHEDARA NP 7 FLAEZBETEET,

publishconfig =~ F2RIIL72Z & 2R3 21213, smad_logs 7 7 1 L Z i~ £ ¥, [Web] >
[Utilities] > [Web Appliance Status] %3R3 2% Z & 'C X2 VT4 EET T4 T AD GUL D
NERBREPEINTE ST Z L2 MR T LI LB TEET, Z0X—Unb, AWBROFEMZR~D
Web 7747 o A&2@IRLET, £72, [Web] > [Utilities] > [Publish] > [Publish History] {Z & ¥
[Publish History] ~—icite 2 LN TE E 7,
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ik 7 7 4 IV ARIZ K SRED A

WEZ 7 A NVAREZFERAL T, EftE0oHE XML a7 4 Falb—vay 77 (V& a—hL
T AN VAT ANSEHRED Web ¥xF 2T 4 T 7I7A4 TR T v a2 LET,

YERT 7 A NVARBAZM A L TROE TE 2REDFFMIC oW TR, NE) 22 30E A7 AokE ) (P.8-1)
AZRLTIZS N,

i

Webt X2 UT 4 TTIAT L ATasy bLZEEIT Web 7L OFEEINNEIZRIETHNE
. Thae EX a2 VT 4 BBT 774 T U ANLARLEZEEICL 7T e v oFESNLEIC/RY F
T PETZ 7 A NVABAEBEHATA L EIiE, e oEEIICET A EENRE LT,

Web 70 v OHEENZ LY, Web X2 VT o —E 2L -FRICHRT S ET, Web 7 ¥ D
FRENC L 2B BOFEIC W TIE, [Cisco IronPort AsyncOS 7.5 for Web Security User Guidel ®
[Checking for Web Proxy Restart on Commit] #ZH L T 7230y,

JEE T 7 A VAR EFATT B2, ROWTRNERIRLET,
o [JE3E~ 7 A /L/ABA : [Publish Configuration Now]| (P.8-18)
o TJE8R T 7 A VAR : [Publish Later]| (P.8-18)

Y538 7 7 4 JLAR : [Publish Configuration Now]

AFvFT 1

ATv7 4
AFwT 5

AFv7 6
AFyvFT 7
ATFv7 8

AFvF9

TERDWeb X2 UT 4 TTITAT VAN, a7 4FXalb—vary 774 NVERTFLET,
77 A NOEBEHEIZOWNTIE, [SMA B#itt~ FY 7 2| (P2-2) 22 LTI EIN,

Web X270 TTIA4T U ANLAry7 4 ¥alb—vay 7y A NVERGET D HIECOWTIE,
[ Cisco IronPort AsyncOS for Web Security User Guide] % 2L T 7230,

B DO Web BFX 2 VT 4 7T T7AT L AZBNTC Web BX a2 VT 4 77747 2V ADOBEFORE
Far74X¥alb—valry Z7rANMIRGELET, FIC WX, [Cisco IronPort AsyncOS for
Web Security User Guide] %ML T E&EW,

X2 VT A BRT TTA TV ADAAL Y Ut RUT, [Web] > [Utilities] > [Publish to Web
Appliances] Z#R L 97,

[Publish Configuration Now] #27 U v 7 L £,

7 7 # bV bk Tl [System-generated job name] DRI TNWET, HHWETa 74 (80 XFET)
EANSILET,

[Configuration Master to Publish] ¢, [Advanced file options] # R L £,
[Browse] #27 Vw7 LT, A7 v 7 1 TRFLEZ 7 A NVERIRLET,

[Web Appliances] Km > 7 # U R kb, [Select appliances in list] F 7213 [All assigned to
Master] Z8IR LT, a7 4 FXalb—Tay Iy ANVORARELRET T4 TV AEZERRLET,

[Publish] %2 U v 27 LEF,

#i5& T 7 4 JU2AE : [Publish Later]

2AFvF 1

LD Web X aVT 4 TTIATVANL, a7 4Xal—vay 774 NVERTFLET,
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77 A NVOEHEMEIZOWNTIE, [SMA A#itt~ Y 7 A (P2-2) &R LT EE0,

WebtXa U7 4 7773470 ANbar 7 Xalb—ray 7y ANVERETDHFIECONTIE,
[ Cisco IronPort AsyncOS for Web Security User Guidel] % 2L T 7Z& W,

AF9T 2 HHEIEOWeb X2 VT4 TTITATLVAIBNT . Web X2 VT 4 77747 v ADWEAFORRE
Har74F¥al—rary 77 AMIRELET, S OWTIE, [Cisco IronPort AsyncOS for
Web Security User Guide] %#ZH L T 7Z& W0,

AT9FT 3 X2 VT 4EET T ITAT U ADAAL L U RUT, [Web] > [Utilities] > [Publish to Web
Appliances] &R L F 7,

ATwF 4 [SchedulealJob] %27 VU v LET,

ATYvF 5 77 4/)L FTiL [System-generated job name] BBIRINTNWET, HHWET a 74 (80 XFEET)
EANNLET,

AT9T 6 WEEK/HTLIAREZATLET,

AFwF 7 [Configuration Master to Publish] ¢, [Advanced file options] Z 3R L, ¥KIZ [Browse] 7 U v 7 L
T, A7y 7 I THRELEa V74 Falb—var 7y A VERIRLET,

ATv7F 8 [Web Appliances] ke v 7 # v U X hh b, [Select appliances in list] & 7213 [All assigned to
Master] Z &R LT, a7 4 X2l —vay Z7ANVDRRELERDT TI7A4A T VAR LET,

RFwyF 9 [Publish] 227V v 7 LET,

KR ITDRAT—EFRAEBEDRTK

o AV a—NBREINT-ABRY s 7oFE R (P.8-19)
o [HIEODABRY a 70T —2 20%E xR (P.8-19)
o [ABREEDF R (P.8-19)

RFTa—ILBESN-AHY 3 TORKR

AT a—AREINTVWAHDD, EFEFETINTHRNWARY a 7O—E42 R T 5121%, [Web]
> [Utilities] > [Publish to Web Appliances] Z 1% L T, [Pending Jobs] 27 3 v 2R L £7,

REODLFEAD I TORT—F ADERT

B TR ORARY a 7OAT — X X% Mi83 5121k, [Web] > [Utilities] > [Publish to Web
Appliances] %R L C. [Publishing Progress] 7 > a » iR L £ 7,

PHRBREDRT
AR 27T 5 & AWBICRE LT MO B 5= 5 —0F = v 7 1T b ET,

AFvFT 1 X2 VT4 EFHT 7T A7 AT, [Web] > [Utilities] > [Publish History] &R L £,
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[Publish History] ~—1Zid, BATSNTemIEDT R TOAT a 7R Y A FENET, BT AERIC
X, Ya T4, Va7 TREL, i Sz Configuration Master (£ 7213, JEE T 7 4 VAR % FAT
LEEBEIR XML 2 7 4 Xalb—Yay 77 A AVDLARED, Ya 7ORBREICLET FI5A4T LV AD
¥, BEIOAT—F 2 ([Success] £721% [Failure]) 3% £,

AFvT 2 FEOVaTICEHL TS OICHMEZRRT 5121, [Job Name] 7 A TRED Y a T4 DA R—T
X2V 7%V LET,

AFw 7 3 [Publish History: Job Details] <X—TiZ, 77 7A T 24 %7 Vv 7 +25ZLI2Lb, [Web] >
[Utilities] > [Web Appliance Status] X—Y %2 F R LT, Va7 OREDT 7T A4 7 2 AT 5BMD
HMAERTRCTEET, VaTOREDT T IAT UV ACETHAT—H ADOFMERRTHIE LT
&, %9 % [Details] V7 %2 U v 7 LT [Web Appliance Publish Details] ~X— VIZFEM A KR L
3N

[Web Appliance Status] ~~—3"® [Web Appliance Service] 7 7 LD A7 —% 2 L [Is Service
Displayed on Management Appliance?] 7 7 AD AT —Z AZR—EB3H 5 &, ARFRLEN LKL £
T WHDOHT LT, BEENA X —T T RoTWDH b DD, MIET HMEEF—RT 77 4 71275 T
WeWES (IR E) 126, ABLERKIL £,

Web t¥al) T4 FTSAT VADRT—F ADRT

AsyncOS 1Z1E, 22D Web EX a2 T 4 TTITAT VA AT —H A LAR—IRHVET, 1 DiF &
X2 VT ABHT P IAT LV AERSNTEWeb ¥ X2 T 4 T4 7 0 20O~ ) —Z5RT
HOT, b 1 DEEREINTEE Web EX =2 VT 4 TTIAT UV ADAT —F ADFME 2 — T,
AT —HAERE LTI, BHRINTWVWDI Web X2 UT 40 77747 AT RE#R. Th
SONRASNTRE. ABRE, WES—DOAT—Z 2R R 7,

GE) txa2VT4BHTIIAT U ATBMT 5T TD Web 777 A 7 X%, [Web] > [Utilities] >
[Web Appliance Status] X—IC= 2 P RFERINET, L, R T — 2B H201%, £
HEIEZYR— T 5w OHRTT, FEHEBAYR— FINTWVAEN—T 3 i3, AsyncOS 6.0 %[k
<. AsyncOS 5.7 LIBEDT RTON=Ya D WebEX a2 T 4 7T T4 T ATYT, LizndoT,
AsyncOS 5.7, 6.3, 7.1, 715 #F[TLTNB TR TCDT T IAT VARLZRKRTHT—ENHDHI &I
7m0 ET,

ATF9FT 1 X2 VT4 EET 7 T4 7T AT, [Web] > [Utilities] > [Web Appliances Status] % %R L £,

8-2 [Web Appliances Status] R—<

Web Appliance Status

A attention Required. Click on the appliance name for details. Total Web Appliances: 3

web Appliances

IF ddrass Last Published Configuration Security Services
appliance Name & or Hostname AsyncOS Version User | Job Name Configuration Enabled Disabled
A wsa-0z 10.92.152.89 6.3.0-604 (unpublished) 8 5
A wsa-03 10.92.145.13 7.5.0-255 (unpublished) 13 3

A wsa-0a 10.92.152.90 7.1.0-027 (unpublished) g 6

GE) Webtx=2VUT7 4 775472 AD Acceptable Use Control Engine D& Fli/NN— 3 U3, &
Fa 0T A BT 7 IAT UV ADNR—=Va =K LRVERIZ, BEXA v VURERIN
T, TOV—ERARWeb X a2 T4 TTITATUVATT 4 B—T WMo TWDID, %
CITHIE LR WERIE. [N/A] ERRShET,
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[Web Appliance Status] ~<—I2id, SN TND Web X2 )T 4 77T T ADY A MRS,

TTIAT VA% IPT LA, AsyncOS /A—v 3 v B ICAMSRREN# (=—F, a7
A, AT 4Falb—var AN=Var) FRAEELIIMEARTICSh TS EXF2) T4 —1F
A0, BROERH L TWDT 7 T4 7 A0 (KRR 150) LLbllFrahEd, E&57 12
E, R ENTET IIA T AD | DICEENSER I LA RLTHWET,

N

GE) Webt®Xa2UT 4 77747 ATRAE LRI O EZE A [Web Appliance Status] ~<2—
KBS NDETIZ, bl enb T, T—¥ 52T ICEH T HI121E. [Refresh
Data] Y > 7 %27 U v 27 LET, XR=VDFA L AZTE, T—EBRRHFIZ) Ty vas
NI 2R L CWET,

TIIAT AOLEE 7 ) v 7 LET,

FDT T ZAT v AD [Appliance Status] X— VU NFERENE T, ZOX—IZE, KoEZ v a vn

%U ijﬂo

e [[Web Appliance Status Details] X— : A7 A5 A7 —F A REOARERE, L OHRES
FBIVIR—TFT 4V T DAT—H A

e [[Web Appliance Status Details] X— : €F¥ 2 U7 4 $—E R 87 v a3 ]

» [[Web Appliance Status Details] ~3—<" : AnyConnect E¥ =7 EE VT ¢, 7r¥T BLUR
RAEDFRE |

8-3 [Web Appliance Status Details] R— :

DATLRT—E R, BREOLHEE, SLUHREFBLR—T 4 VTDRT—FR
Appliance Status: WSA-03

Data Refreshed: 28 Mov 2011 20:50 (GMT -0&8:00) Refresh Data

Appliance Status
System

Uptime: | 1 week, 2 days, 9 hours, 25 mins, 1 secs
Up since: 19 Mov 2011 11:25 (GMT -08:00)

Model: | 5160

Serial Number:

AsyncOS Version: | 7.5.0-255 for Wweb

Build Date: | 2011-11-18

AsyncOS Install Date/Time: | 2011-11-19 11:27:53

Configured Time Zone: | AmericaLos_angeles

Host Mare: | wsa-03.example.com

Centralized Configuration Manager

Configuration Publish History: | Publish Date/Time Job Mame Configuration | Result User
\ersion

10 Mov 2011 13:52 jsmith_ 10_Nov_2011.13:52 | 7.5 Success | jsmith
{GMT -08:00) {current)

08 Mov 2011 15:54 jsmith_ 08_Mov_2011.15:54 7.5 Success jsrnith
(GMT -08:00})

08 Moy 2011 15:07 jsmith_08_Nov_2011.15:07 7.5 Success jsmith
(GMT -08:00})

The last successiul configuration published appears in bold.
For & complete list of appliznces in each publishing event, go to Web = Utiities = Publish History

Centralized Reporting

Status: | Connected and transferred data

Last Data Transfer Attempt: | 28 Mov 2011 20:52 (GMT -08:00)
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X 8-4 [Web Appliance Status Details] *—2 : €%a T4 ¥Y—EX 9> a >

Services Feature Keys
Is Service Displayed
Description Wweb Appliance Service on Management Appliance? Status | Time Remaining | Expiration Date
Cisco IronPort Web Proxy & DVS{TM) Engine | Enabled fes Active | 30 days Thu 29 Dec 2011
Cisco IronPort L4 Traffic Monitor [{RES [{RES [{RES [{RES [{RES
Proxy Mode Farward Mo {Bypass Proxy)
FTP Proxy Enabled Tes
Cisco IronPort HTTPS Proxy Enabled Tes Active | 30 days Thu 29 Dec 2011
Upstrearn Proxy Groups Mot Configured Mo {Routing Policies)
AnyConnect Secure Mobility Cisco ASA es (Cisco ASA) Active | 30 days Thu 29 Dec 2011
Cisco IronPort URL Filtering Disabled Mo Active | 30 days Thu 29 Dec 2011
Cisco IronPort Web Usage Controls Enabled Tes Active | 30 days Thu 29 Dec 2011
Application Visibility and Control Enabled Tes
Cisco IronPort Centralized Wweb Reporting Enabled Tes
Cisco IronPort Web Reputation Filters Enabled Tes Active | 30 days Thu 29 Dec 2011
Adaptive Scanning Disabled Mo
webroot Anti-Malware Enabled Tes Active | 30 days Thu 28 Dec 2011
Mciafee Anti-Malware Enabled fes Active 30 days Thu 29 Dec 2011
Sophos Antivirus Enabled fes Active 30 days Thu 29 Dec 2011
End-User Acknowledgement Enabled Tes
Cisco IronPort Data Security Filters Enabled Tes
External DLP Servers Mot Configured Mo
Credential Encryption Disabled Mo
Identity Provider for Saas Mot Configured Mo
Wweb Appliance Managernent Appliance
Update Type Version Version
Web Categorization Categories List 1320890990 MAA
Application Visibility and Control Data 1319743829 MAA
8-5 [Web Appliance Status Details] R—2 :

AnyConnect £%217 EEUT ¢, 7O¥xY, BIURBILORE

AnyConnect Secure Mobility Settings

Cisco AS4: [IP address and port go here]

Proxy Settings

Upstrearn Proxies: | #o upstream proxies configured,

HTTP Ports to Proxy: | [Port goes here]

Authentication Service

Authentication Realms: | Mame Protocal Servers Support Transparent User Identification
NTLM AUTH NTLM ad.example.com Mo
LDAP AUTH LD&P ad.example.com Mo
Authentication Sequences: | Name Order of Realms

MNTLMSSP: NTLM AUTH

All Realms Basic: NTLM AUTH, LDAP AUTH

Unreachable Authentication Service Action: | Block all traffic if authentication fails

FERNC IR DI RN E T ET,

- X2 VT AT =2 2GR (BEE. 7774 T2 T Y T AFES, AsyncOS
DNA—=T 5, ENRHA, AsyncOS DA A b —/LHE, RA M)

— REAWBE (KA, Ya7h, 3v 7 Fal—var N—Var, AROKR,
—)
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| 68%F Web+tFalFs 77547 VROEHR

— EEICRIT SN T —F koL e L MREPU LR —T 4 T DAT—H A

— Web X = U7 s iEORAT — X A (BEEMH, REOY~V—, EX2VT 4 —E 2D
HIE, WREF—DAT—H R)

ZOERIT T 27 T4 7 R RETEH AR ET LHAIHEHLET,
— B REB LOEHEMDOT 7T AT 2 AD Acceptable Use Controls Engine /73— 3 >
— AnyConnect X =27 EE U T ¢ OFE
- TrXUERE (TyTAR—A TrX T aXo o HTTP A— )

- n»qu‘*j_ B R (%H'J\ 7n ]\:I/I/\ uALuEV/I/A@‘*j_'“/\\ uALuEE,EJ”E BIFD V/VA@%?JIAJ&JIIE
. hZrAXT LYy N 2—W D OV R — FOFHE, EFE %WL# BDNTT 4T D
7'v oy 7 £

AFwT 3 WebtXx=2UF 4 77547 R WE%JJDKK?:%’? 7 74’7/7\ IR DEMAERRTER
WEWNWI A=V NERRINTEEITEHEMEZY 7 by 29 5121%, [RefreshData] Yo7 %27 U v
&Liﬁo&~9®54Ax&yfm\?~9ﬁ%&mu7Vyyzéntﬁ%%%bfmi¢o

URL A3V &y FOEHEFTREFR I T X L—
vavER

URL #7 3V & v h®EH L, Configuration Master 7.5 IZxf L TOA@EA SN E T,

VAT AT Web DERAFEZEHTHDICEFAMERIN TS URL AT 2V & EFHOREBICHERT D
728 121%, Cisco IronPort Web Usage Controls (WUC) ®URL A7 2V &y ERHTEHFLET, 7
TANETIE, WebtxalUT 4 77I7A4T7 AN URL #73Y & k% Cisco IronPort 7> 5 H &
ey ra— KL, X2 VT4 BHT 774 TV ARINLOEFHEZEERIRO Web £F 2 U
T4 TTTAT U APBESUNICEEIIICZE LET, E%ﬁént URL #7 =3V &y MI
Configuration Master 7.5 D ID &7 7T A4 TV A R =l EBHICERRINET,

UTOZ EaFE LTI IEIW,

o IURL #7743V &y FOREHIC K DEEOHM] (P.8-23)

o TURLAZT7 Y &y NOEFICHET L7 77— b&2%fE] (P.8-24)

e TConfiguration Master 7.5 Z &% &3 IO HEEFH] (P.8-24)

o UHHlERIZEE SN T IV OT 740 FREDFTE] (P.8-24)

e [URL A7 3V &y NOBTHRFIZARY —& ID OFEX MR (P.8-24)

URL A 73Y v FOEFICL SEEDEMR

URL 7 2V &y FOEFHOFERICFTT 5 FIHOEELRFHICONTIE, TFFax bty b
(P.1-4) oV 7 IZE#E SN TWB, [Cisco IronPort AsyncOS for Web Security User Guide] @
[Managing Updates to the Set of URL Categories] DEAEZZR L T ZEW, 7T VIZHOWNTIE, [
U#® [URL Category Descriptions] CTatlH ST\ ET,
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URL A7V £y FOEHICET 27 5— FE2(E

Configuration Master @ﬁf’ VU—FEICEBEEZRKITT URL AT I £y hOEHFICONT, 77— b
A5 9 5 X 51T HITi%, [Management Appliance] > [System Administration] > [Alerts] Z3&R L,
[System] %7 = U ks v«wm’ S EZETHEIBRELET, 77— MooV TOMIE
[7Z— b (P.13-34) #ZHB LTI EE0,

Configuration Master 7.5 Z3&Ed SRIDFEEIE

Configuration Master 7.1 @3 & % Configuration Master 7.5 IZ 2 ¥ —F 723 A >R — 35 &, URL
N7 TV BT HTXTOID BLOARY >—22 Configuration Master 7.5 TER SN ET, ZDfR
PO ELT, ELKRESNTE Web tFa VT 4 7T IAT U Anbar 74 Falb—ary 774
NaAR—= b THZENRTEET, £/, a8 —F A KA — M 551 Configuration Master
71 OFERY —IZOWTHRGED URL FEZFHITHZ &b TEET,

FHRFELEITEEINE-ATFITUDOTI4IL FBREDIETE

fk, URL 77 3Y &y bBRFEH INDH &, BEFD Configuration Master 7.5 O R U ¥ — D EIENE
LI 2 AREMEA HY £9, URL 7 FY Y baEHT L0, URL 74 L2 V) 7 E#{THRY v —
DFRAT TV =TSN A T AVIET 74V FOBELIRET 20, ZNOLRTTICHRESNT
WL WebEFXaUT 4 TTITATUVANLREEA VA= M DULERDY £7,

PRI DWW TIE, [User Guide for Cisco IronPort AsyncOS for Web Security] @ TURL Filters] OEIZ

& % T[Choosing Default Settings for New and Changed Categories| H, F7iX WebtX=U7 ¢ 7
TIAT LV ADF L TA Y ~ATEBRLTLIIEI N,

URL A73Y £y FOEHEFIZKR) —& ID OFRELHEDR
BT By FhOFHRITEL AT, RO2BEHOT 77— FN MY H—ENET,
o NTITVDEFIZDONTDT 77— b
o ITIAVOERIZL-TERINT, FET 42— NMIZENTZFRY —IZONTOT F— |

URL #7 3V ky NOERICHET L7 77— b &5%{5 LI2BE1E, Configuration Master 7.5 TELfED
URL A7 FVIZE S RY — & ID #fEs8 L T, %h%ﬁ‘%l%f;u%‘i’)/ DHBZMZLTWD Z
EERERLTIIZE,

EEPLEREREOFEMCONTIE, TR¥aAr Mty b (P1-4) OV r7icfB#iahTnd
[Cisco IronPort AsyncOS 7.5 for Web Security User Guide] @ [Responding to Alerts about URL
Category Set Updates] &ML T &0,
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