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Total Web Proxy Activity

Z D& s a Tl Security Management 7 77 A 7 A
WL THEFEBRIN TS Web X2 T4 7T7I747
VAP LER—hEND Web T RX Y T T4 ET 4 BR
RCTEET,

ok s va i, bV a v oEEBEOR o R
B0), BLOT 774 €7 4 ™R AELTEBLEZOHMN (M
OREEE) NERINET,

Web Proxy Summary

DB arTiE, BbLWWeb ¥y 7T 4
T A if:fiﬁuﬂ%@f@b\7om XTI T 4T 4 ®tt$;5f\
FSUHr g ORKE L BICFRTEET,

L4 Traffic Monitor Summary

Z D& 7 ¥a IiZiX, Security Management 7 7 A 7 A
WX THEEHINTHDE Web X2 UT 4 75347
VADLHREINDLAY L N T T4 I RRRINET,

Suspect Transactions

DB varyTiHR, HHENREDLW NI UV g b
SHELZWeb N7V v a B RRTEET,

IOk valiE, b U v a v oEREOK GitoH
BV), BLOT 77 4T BN BELEZBLZORAMN (B
D) NERENET,
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& 5-2 [Web] > [Reporting] > [Overview] R—C Dl (HE)

€ovay

B8

Suspect Transactions Summary

IR arTiEH, ey EFiEgEIRZEDLD b
TV varolkRERRTEET, £ BESRTT
Oy INE T I aroEAT, BIOREDNT
P a rRNERICT ey 7 SR E#ERTEET,

Top URL Categories by Total
Transactions

ok variZid, ey ENTWS EAL 10 ® URL &
FTAYRERENET, URL BT IV DX A7 (fto B
D), BEXA TOHT T Y RERICT vy 7 Sk
(oK) RERHY £,

Top Application Types by Total
Transactions

DB aiE, Try ERTWD o7 7Y r—
var AATRERRINET, BEOT TV r—va ¥
A7 O4FT WEOBRKY), FEOT SV r—yarn7
0y 7 INEE BOBEY) EnboEd,

Top Malware Categories Detected

o7 variZix, SN ETRTO~Y VT =T BT A
UNRFRENFET,

Top Users Blocked or Warned
Transactions

Zov g, Tay s FREEINZ N T TS
varEbER L TV EERO2 YRR REINET, 22—V
Z, IP 7 R AERFa—PFHATRRTEET, LAR—T 4
VI EBEMELT, =YL ELIFIP T FLAZRFHECTE
BNEICTDHZENTEET, ZOX—UFEEEFAYT
Va— VEEINZLR— N T —YL4 E2RBRREICT S
FIEOFEMIZOW TR, THREFH Web LAR—T 0 7D
E] (P5-3) #2RLTL7EEV, T 74/ FRETIL,
TRTCOL—WFHEBERINET, TOFHEOHIZONT
W, il4: 774 —BLO02—V£0IEFR R (P.D-12)
ELBLTLLIEEN,

[Overview] _— M5, HIRIA® PDF % CSV 7 7 A MZEIR £ /23— 27 X
R=FT22LbTEET, Ty ANERERIZT Y ZR— M 2 FEOFM

2OV T,
S0y,

[LAR—= K XR=U b0 LAR— FOHI] (P5-11) 2L T

GE) 2—PRFICAT P a— R ESNEZVR— AR T R ENTEET, L
R—=FrDRFTa—U 7] (P5-83) ML T EEW,

[ oL-23827-01-J
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[Users] X—¥

[Web] > [Reporting] > [Users] ~<—IZid, il % D2 —HF D Web LR —7 1 >
THERERTT D100 7 PRESATHET,

[Users] X—YTix, VAT A Eoa—H (1 ANERITHEH) A2 —3 v b,
FEEDY A b, FIEFED URL TEHLZFEME, 20 —FREHALTH
DHRIE O BEFRTEET,

(G¥)  Security Management 7 /7 A 7 U ANT R - TEL Web ¥ 2T 4 77
TAT VA EORERKa—VEIT 500 TT,

[Users] X—JNZT7 7 AT HIZIE, WOFIEEZFEITLET,

AF9F 1 Security Management 7 77 A 7 ANV 4 > KT, [Web] > [Reporting] >
[Users] Z1E&W L £,

[Users] X—YBNFERENET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
m. 0L-23827-01-J |
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5-2

Users

[Web] > [Reporting] > [Users] R—

Printable (PDF)

Time Range: |90 days v

23 Apr 2010 00:00 to 22 Jul 2010 01:00 (GMT +03:00)

Top Users by Transactions Blocked

10.251.60.24 5
10.251.60.35 5
10.251.60.67 4
10.251.60.15 2
10.251.60.72 1
—T T T T T T T T
o 2 4 6 &

10.251.60.67 35MB
10.251.60.24 [] 568.6KE

Top Users by Bandwidth Used

10 08 10.0MB 20.0M8
Transactions Bytes

Export... Export...

User ID or Client IP Bandwidth Used = | Time Spent Transactions Completed Transactions Blocked Total Transactions
10.251.60.67 3.5MB 01:57 322 4 326
10.251.60.24 S68.6KE 00:33 118 5 123
10.251.60.15 i1 00:00 [ z z
10.251.60.35 i1 00:00 [ 5 5
10.251.60.72 i1 00:00 [ 1 1
Totals (all available data): 4.1MB 02:30 440 17 457
Columns .. | Export...
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|

[Users] =—i2iE, Y AT b EO2—PITHETEIRDOBERNERENE T,
* 5-3 [Web] > [Reporting] > [Users] R—Z DEH#
Eovay E LT

Time Range (Fay 74y YR
k)

1~90 HRIF /-3 AX AHEHEAIEECTE D Fry 74y
v U A b, BN L EREO=— X TAbE I A E <
S RZHOWTHE, (A 2T 7F 47 LR— kORI O %
R (P3-18) &L TLIEEN,

Top Users by Transactions
Blocked

ok vaizit. IPT RLAEHEa—F4TRENTE E
fr—% (HEOBHKD), TOx—FRTay s Eniz b7 oW
Jvaro BoBKY) REREINET, LR—T 7
ZHAE LT, 22—V A FELIFIP 7T FLRAEZRHBTE RN E D
WCTBH52ENRNTEET, ZON—VFEREFATF Va2 —LRES
Nz AR— T —V4 ERBEBEAAREICT 2 FIEOFEIZ O
Tid, THRERE Web LR—T 4 7 0Of%E] (P5-3) &5
LTLEEY, T4 FRETIH, T_XTOZ—VFLNETR
INFET, TOFHEOHIZONWTIE, Ml 4: 774 —8B X
R—HZ DI EFR] (PD-12) 2BBL T &N,
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® 5-3 [Web] > [Reporting] > [Users] R—TDF#M (HE)

€ovay

SiBA

Top Users by Bandwidth Used

IO a U tlE, VAT A TR EIRE (X, N
NOEREZ RITHOBEY) ZFH L TS Eira—928,
IP7 RLAFE 7 Fa—04 (HEOBKY) TRRINET,

[Users] T—7 L

[Users] 7—7 NEA BT 7T 4 TIT—T NI/ >TWNT,
2—PEREELOFTET)— ML, T—TINEERTDHEZR
WV P T R T4 —NEEZDIENTEET, EHT L0
BFRIZ, T LAHLEZ ) v 7§52 & CHRIBEIZRIEIC
V—hrTEET,

DT —TNIZEKRENDH T DEH AL <A XA[FETT,
[Users] 7—7 VD H 7 LDOFEFEICDOWTIE, [Web ¥ =l
TATTIATVARDA L E T I T 47 LiR— h =)
(P.5-10) ZZML T 23wy,

AVHETIT 4772 [Users]| T— T NWICERTDHT L T2
Uz@R Li#%I2, -7 53 A O % [Items Displayed] F
0y IHET Y A= bEBIRTE 9, BT [10]. [20].
[50]. [100] T

B, EOD2—HFID EFHEFI7I9A4 T FIPT RLAZRK
RTEET, [User] €7 v a V FEOTF AN 7 4 —)L RIZk:
EDL—HID F7i1x7 747 NP7 KL A% AJ) L, [Find
User ID or Client IP Address] %7 U > 27 LE93, IP 7 KL AN
EMEC—H L TR THRERITIRINET,

[Users] 7—7 AV TClid, HEDO2—H %227V v/ LT, IHICA
EHZREREHEDL N TEET, ZOFHIL, [User Details]
NR—=VIIZRK R ENET, [User Details] ~— T DOFEMIIZ DN T
%, T[User Details] ~<—"] (P.5-20) #&M L T 7230,

G¥) ZoOR=VTa—FERBEMEITHIRTSZ LITTEERA,

Z—FOBMELITHIROFEMIOW T, IGUI TO—VEH] (P.12-59)
EBRBLTLEE N, 2—F m— LEEOFEMICOWTIE, T2—% m— ]
(P.12-43) BXUF 12-2 (P.12-44) B LT 7Z&W, 2—HF g—LDOH A
XA 22OV TIE, Custom Web User 2 —/LD1ERL] (P.12-56) &ML T

<TEEW,
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GE) Z7I9AT7VRMIPT RUATIERLS I TAT v b a2—%FID 2Fr-T5HIC
LDAP SBAEA R ET 2LE R H Y £3, LDAP BIEAMHEH L2 WHE. v AT
LTITIP 7 LRI L 51“*‘*3'0)?%530)77'%3“C3é‘ x9,

Security Management 7 77 A 7 > AT LDAP #FE&E R ET 51T

[Management Appliance] > [System Administration] > [LDAP] > [Add LDAP

Server Profile] #8&R L £ 9, [Use Password] 7'+ a > RF¥ AL T,

2—HFHERAT—REANLET, Zh T, [Users] ~X— & [User Details]
=N —FARERRIND LT ET,

[Users] ~— 226, HIIA® PDF % CSV 7 7 A JVICEH E 7213 =27 AR — b
THIELTEET, 77 A NVEHRMEZ T AR — 925 HFEOFEMIZOW
T, TVAR—=F R=Unb0LR— ORI (P5-11) 22 L T EE0,
Z—PENFICA T Va2 —VBRESNZ LR — AR TI b TEET, T
R—bhDOARFTa—Y 7 (P5-83) 22 L T,

GE) TOR—VORTVa—LFEESNEZLER—FNT, J*“’ﬂﬁ?&’ﬁf%ﬁ%fﬁtﬁb\
T DT ENTEES, 2—PHERERFMATEICT D HIEIT OV T,
lSecurity Management 7 77 A 7 > A CTOHRERH Web LR—T (> 7 DA
F—=T7MEET =T k) (P3-5) ZZRL TSN,

[Users] X—Y O ERFICHOWTIE, ] 1 =2—HFofi#E) (P.D-2) 2B LT
<TEEw,

[User Details] R—

[User Details] ~*—"TiX, [Web] > [Reporting] > [Users] X— DA & 57
F 4 772 [Users] 77— 7V THRE L7z — W % BARR R R T& £
T

[User Details] X— Tid, Y AT ATOMEAD2—YFDOT 7T 4 T 4 ZH#
TEET, FiC, 2=V LVULOFEEZEITLCWDIEAIC, =2—FnT7 7k
ALTWEYA b, 2—PFREHRHL TWDEYLT =T OB, 2—FNR7 7 &2
LTWAURL AT IV, ZNHDY A hTREDZ—FREL LTS RER 72
CRERTHIVLEND D L XL, ZOR—URELEHET,

FEE D= —H D [User Details] ~X— Y% F£ 77 511X, [Web] > [Users] ~X— D
[User] 7—7 NV THED2—F %27V v 7 LET,
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5-3 [User Details] *—2

Printable (PDF)

Time Range: |30 days -

23 Apr 2010 00:00 to 22 Jul 2010 01:42 (GMT +03:00)

URL Categories by Total Transactions. Trend by Total Transactions

200
180
160
10
10
Search Engines and Portals |EEEEG— 0 &
Business and Industry |7 ®
Computers and Internet i 5 o
advertiserments w0
Infrastructure 20

o 2 4w & @ 10

o
T T T T T
25Apr 09May 23May 06Jun 20un  04Ju  18Jul
Transactians

Export. G

URL Category Bandwidth Used | Time Spent | Blocked URL Category | Transactions Completed | Total Transactions v
Search Engines and Portals 447 4KB 0021 0 99 99
Business and Industry 15.5KB 00:06 0 7 7
Computers and Internet 54.4K8 00:06 0 5 B
Advertisements 16.9KB 00:00 0 4 4
Infrastructure 4,5408 00:00 0 3 3
Totals {all available data): S68.6KB 00:33 0 118 118

Domains Matched

Data below is not availzbie for the full time range selected, Data for this tabie is susilabie for 13 Jul 2010 01:00 £o 14 .
Jul 2020 23:59 (GMT +03:00). Click to change the fime range of this report o reflect the data avaitable, k] 9

Columns.. | Expot...

Domain or 1P Bandwidth Lsed Time Spent Transactions Completed Transactions Blocked Total Transactions +
aooale.com 464 5KB 00:36 101 5 106
amodules com 63.1KB 00:06 4 0 4
google-anal ytics.com 82728 a0:00 4 o 4
doubleclick.net 15.1KB 00:00 3 0 3
kortera.com 63918 00:06 2 0 2
addthis.com 13658 0000 1 [ 1
addthiscdn.com 12318 00:00 1 0 1
aquantserve.com 18478 00:00 1 0 1
yandex.ru 20218 0000 1 0 1

T Calumne o | Exportor
Applications Matched

No data was found in the selected time range

Malware Threats Detected

No data was found in the selzcted time range

Palicies Matched

Policy Name Policy Type | Banduwidth Used Completed Transactions Blocked Transactions | Total Transactions =
DefaultGroup Accsss 568 6KB 118 o 118
HONE Access o8 o s s

Totals (al available data) 568 .6KB 118 5 123
T Columns... | Export.
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|
[User Details] X— 2%, VA7 A EOfx O —FIZERT 2R OIGERMN R
RENET,

® 5-4 [Web] > [Reporting] > [User] > [User Details] R— D5l

Eovay E LT

Time Range (FRy 745y YR
k)

1 ~90 HMEIZIAX LHEFHHAIREECTZ D Rry XY
v U AL, RO & EREO=— G by A &~
ARZOWTIE, A 2T 0T 47 LR— hORRIHEOE
R (P3-18) Z2ZHL T LV,

URL Categories by Total
Transactions

DB Tva A, BEO—FNHEH L TWAEED URL
HTIAVDOI) A NRFERENET,

Trend by Total Transaction

ZOTT I, BEDOZ—FD Web h T UYL g R
B7e L v ROREINET, EARWIZIE, ZORED—FN
ZD Web lZWDT 7 A LN, BLXOMENT 7 4 v 7 &%
18 L7zl r & E 9,

722X, 1 BORFEDRKZIZ Web N7 7 4w 71T RKE R AN
A TVBEIET D0 E I, Flo, ENED AL T PRNDHAE
LD, 2077 7nbbn £9, [Time Range] Km > 7
Ao VA EFERTZE, O T7%IEL, Z0a—%
23 Web # [ L TV Z R R T2 2O I AT £
7

URL Categories Matched

[URL Categories Matched] 27 >z > Zix, €T L7 b7 oW
vvarvirvuy IS o v a yOmEICE LT,
fAE LI RREAN O =B LT X ToD T T BRERRINE
T AETIT4TRAT LR LEHENT LT -4 %
V— FT& %7, £/, [Items Displayed] A ==—IZ k> T,
UAMIEREIND URL 7TV OELETTEET,

IOk varTE, FEOURL AT IV EMRFETHELT
FET, BV a VTFEHOTEAN 7 4—/L RIZURL 73
% AJJL. [Find URL Category]l %7 U > 27 LEd, A7V IX
EMEIZ—BLTWAREEHY A,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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® 5-4 [Web] > [Reporting] > [User] > [User Details] R— O (HE)
toay H LT
Domains Matched Ok Va T, ZO—YRTITEALERFED KA A

VERIFIP T RLAEERTEET, £/, =2—PFRZhbo
BT ITY TELLERE, BLIOITALA Ea—THRELEZZD
OIS EIERERLEMCEET, B v a VU FEOT XA
N 74—V RNIZRAALEZTIP T VA% AN L, [Find
DomainorIP] #27 U v 7 LET, FAALEIZIP T RLA
IXIEREIZ L TV AMEEH Y TR/ A,

Applications Matched ORI arTi, BEOZ—FRFEHLTWAEEDT
Vor—valraEmBTEEd, 2& 2, Flash 54 %%+
LY A MZ2—FRT 7B ALTWBEHAIL, [Application]
TRZEDT TV r—ay A4 TRFRENET,

v varTHOTHRAN T4 =V RISV r—va 4%
AJ1L. [Find Application] 7 U > 27 LET, 77U r—v =
VOALBHIEMEIC L WA LEETHY T A,

Malware Threats Detected TOTFT—T LTI, BEO—FR NI HT—LTWAE o~
N 2T ERERTEET, BV a y FHOTHF A |

T A= NIy = T B O TE AN L, [Find Malware
Threat] 7 V v 27 LE9, <7 =T HBOLANTIERIC—E
LTWAHEEHD T A,

Policies Matched ORI a T, ZOBEO—FIZEA SN TWAETE
DRV —ERBETEET,

I alr TFEOTHFAN 74—V RIZHRV =&AL,
[Find Policy] 7 U v 7 LE£9, KU > —DOARNTIEMIC 3K
LTCWAMEITIH Y FHA,

[User Details] ~— DWW 20Dk 7 v a Tk, BRTHINTLERETE
ET, WTLDOREIWLDNTE, (Webtxa VT4 TTIA4T U AROA ¥
F07 47 LAR—h =] (P5-10) 2L T ZE,
AVETITA4TREI T a VIRRTLHAT A ZiE R, - T2HHAORK
% [Items Displayed] e v 7 F U A =2 —nHBIRTE E7, SERKIT
[10]. [20]. [50]. [100] T3,

[Users Details] ~2— O A >W Tk, 611 =2—Voi#E] (P.D-2) %
ZRLTLEEN,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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[Web Sites] R—

[Web] > [Reporting] > [Web Sites] ~— I Tik, BHHARDOT FT7A 7 AT
ELTWDT 7T 4T 4 REEZEN LD TT, ZOX—I TR, FFEDRF
MIEEHRNIC T 78 A SN2 A7 OFEW Web A hE2E=4 TEXET,

[Web Site] ~— 7 7 & A+ 5101k, ROFIEEETLET,

ATwF 1  Security Management 775 A 7 AD Y 1 > KT, [Web] > [Reporting] >
[Web Sites] &R L £7,

[Web Sites] X—UNRRINET,
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5-4 [Web Sites] R—

Web Sites
Frintable (FOF)
Time Range: |Day v
02 Jun 2010 02:00 to 03 Jun 2010 01:59 (GMT +03:00)
S.ua 102 advertarium.com.ua 3
kisv.ua bigrnir.net 2
pravda.com.ua cloudfront.net H
president.org.ua list.ru 2
msk.ru rambler.ru o)
bigmir.net yadro.ru 2
googlesyndication.com president.org.ua 2z
developers.org.ua for-us.com 1
google.ru dto0.net I 1
adnet.com.ua rystat-in.net [ 1
0 w0 20 0 oz 4 s 8 1
Transactions Transactions
Export... Export...
Items Displayed |10 |
Dornain or TP | Bandwidth Used | Time Spent | Transactions Complsted | Transactions Blacked Total Transactions ¥
S.ua | 409.1KB | 00:33 | 10z 0| 10z
kisv.ua 227.5K8 | o0:21 | 64| Al es |
pravda.com.ua 497.6KE s | 63| 0 63 |
president.org.ua a03.7KE nza | as| 2| as |
msk.ru 410.9KB | 00:03 | 26| 0| 20|
bigrnir.net 20.5KE o | 14| 2| 16|
googlesyndication.com S0.7KE g | 12| 0 12|
developers org.ua 92.aKE s | 1| 0 11|
google.ru T6AKE g | a| 0 q
adnet.com.ua 106.3KB | o0:a0 | o] 0| 5
| Totals (all available data); 2.6MB 02:21 403 22 431
- Colurmns... | Export...

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F

[ oL-23827-01




FE55 FREFE Web LE—Fs o5 0EA |

|
[Web Sites] <— VIZIZRDIERP R R INET,

% 5-5 [Web] > [Reporting] > [Web Sites] R—Z DEF#

Eovay % BH

Time Range (FAYF&YY YR |1 ~90 HIElE/idh A ¥ AREHEHBHERRECTED Fey 74y

k) YU A b, BERIREEH O & RO =—XchbE T A Y <

ARZDWTE, (A2 T7 77 07 LR— N ORF[HHiFH O3
R (P3-18) Z#ZML T IZE VY,

Top Domains by Total o vaiiix, YA P ETT 7 BASNIE B R AL

Transactions NI T IBRTERSNET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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% 5-5 [Web] > [Reporting] > [Web Sites] R—C DF# ()

€ovay

B8

Top Domains by Transactions
Blocked

DRI a A, NI v a T EICRET ST Y
7 7 varE MY H—Liz b RAL U, 7T 7HRATHE
RENFET, HExE, 2—IFRHDL AL LT IVEALE
N, FEORY v —NEAINTW=dll, 7avy s 77

varNhIH—EnizEtLET, TORAAL T T Y7 &
NErT o7 g LTI I 7ITBEMER, Ty’
TrvarvE b MIH—LIZRAL Y A MRFRTREINET,

Domains Matched

okt TaryTE, YA P ETT 7 BRASNTE RAAL UL
YETIT A4 TRT =T NIFERSNET, ZOT =TT,
BEDRAA L HI ) I TDHIET, TORAALITHETD
S HICHEEMARERICT 7 B ATE EF, [Web Tracking] ~<—
MDERIN, PR THERBLICRED KA BN Ty
7 SINTERR AR TE ET,

[Domains Matched] ¥ 7 ¥ 3 VIZRRT DN T LERETDHZ
LINTEET, ZOBZT 3 DHTLDOREICHONTIE.
(Web X2 U7 4 TFI9AT L AHDA X T 7T 47 L
A—F X—=Y] (P5-10) BB LTI,

[Domains Matched] 7— 7 /WVIZERT D HT 2V B #IN%, £
Y BIEE O % [Items Displayed] ke v 7F 0 A=a—Mh
SRR C X E . SEHUIE [10]. [20]. [50]. [100] T

BEDRKAA LTI TDHE, ZORAL LD L2 —H,
FORAAL L TOEN T Y7 ay, —FH L7 URL A7 =2
V., BXUOBHENTa~LV T =27 OBFBNERSINET, [Time
Range] Kmy 7# v VX NEMEH LT, FEEORRHGEE (K
M. B, £72138) TRAAL COERRENTEREND LI
IOT—TNVEERETEET,

Web b7 v 7oA OWTIE, $]12: URLD FT v
*2 7] (PD-7) &L TLIEEWN,

[Web Sites] ~—7 5, [Top Domains by Total Transaction] 3 & U [Domains
Matched] OFEHREZHIR L7720V, CSV 77 A M7 AR —F LD T2 LD
TEET, 77 A VEHRERIT 7 AR — b T2 FEOFEHICONTE, T
R— b X=Yn5DVR—FOHI] (P5-11) 22 L TIEE,

[ oL-23827-01-J
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~

GE [Web Sites] X— Y DIFHRICBEH L T, A7 T a— A ESNZ L R— &AL
HIENTEET, LR—FDAT P a—LREIZONTIL, [LR—FDRA»
Va—VU 7] (P5-83) #BHL T &N,

u (] & O
[URL Categories] N—v/
[Web] > [Reporting] > [URL Categories] ~X— Y TiX, VAT AL EOZ—FRT
JEALTWS URL A7V R RTEET,
[URL Categories] —I27 7 £ AT 5121, RO FIEZEITLET,

AT7w7F 1  Security Management 75 A 7 L AD Y 1 K7 T, [Web] > [Reporting] >
[URL Categories] # R L £ 7,

[URL Categories] X— Y NHRRINET,
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¥ 5-5 [URL Categories] *—2

Time Range: [Day &

02 Jun 2010 02:00 to 03 Jun 2010 02:23 (GMT +03:00)

Top URL Categories by Tatal Transactions Top URL Categories by Blocked and Warned Transactions

Uncategarized URLs
Reference

Search Engines and Portals Advertisements
Advertisements Search Engines and Portals
Transportation Computers and Internst
Hews

Web Hosting

Mobile Phones
Computers and Internst
Business and Industry

Tilegal Activities

Hews

Business and Industry

wieb Hosting Reference
0 100 200 300 400 a 2 4 ] 8 10
Transactions Transactions
X o wamed [ Blocked
Export

URL Categories Match
Items Displayed |10 |
URL Catsgory Bandwidth Used | Time Spent Blocked by URL Category | Transactions Complsted | Totsl Transactions =
Uncateqorized URLs 1.1MB | 01:30 | o | 222 | 2227
Reference I 499.3KB 00:15 | 1 65 | 667
Search Engines and Portals I 162.6KB on:12 | 4 34 | 357
Advertisements I 168.1KB 00:08 | 6 28 | 35
Transportation I 420.4KB 00:03 | o 29 | 297
Mabile Phones I 106.3KB on:00 | o 9 | 97
Computers and Internet I 26.1KB | 00:00 | 3 | EV
Mews I 10.7KB | 00:08 | 3 | 7
Business and Industry I 4,6088 | 00:00 | 1 | 5-
web Hosting ) I C:DZ..SKB | 00:00 | z | E
Totals (all ;Vai\aHE dat. i Z2.6MB | {1 G 21 | 431-
I— Columns... | Export...
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[URL Categories] ~<— TR DIER BT RINE T,
& 5-6 [Web] > [Reporting] > [URL Categories] R— DEt#l

wHay SREA

Time Range (FAYF&YY YR |1 ~90 HIElE/idh A ¥ AREHEHBHERRECTED Fey 74y
) VU R b, RO & EREO=— X i b AL <
A RZOWTI, (A2 T 7T 47 LiR— hOREI#EFH D

R (P3-18) &L TLIEEN,

Top URL Categories by Total Zovsvarilii, ¥4 FETT 7RSIz B URL 77
Transactions I T TR TERRENET,
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| £5% HREFH Web LKR—F 1 v J0ER

& 5-6 [Web] > [Reporting] > [URL Categories] R—L DF#l (=)

€ovay

B8

Top URL Categories by Blocked
and Warned Transactions

DRI a A, NI v a T EICRET ST Y
7T a rER3EET a0k Y H— L= EAL URL A
777N TcERENET, e 2E 22— 0nH D URL T
JRALEN, FEORY v—NEH I TWboic, 7
Oyl T varEREEEN NI TSNz LET, O
URL %, 7 my 7 3B anizro o9 r7vav LTz
DTT7IBNENET,

URL Categories Matched

[URLCategoriesMatched]ﬂZﬁ TasliE, BT LN W
svarve, BhEETuy s T T oY va Ol
Taxtg e Ulc, $87E LIRHEEMEN O3 ~To URL #7 Y
DRREINET, ZHIA L E T I T4 TR BTLEH LD
BAVETIT AT T—=TNEIRoTWT, LBEIZELTT—
&% Y — NT&EF, [Items Displayed] A ==—0 6, U X b
IR RTAHURL 72V OHELELTTEET,

[URL Categories] £ > a VIZRTRT DN T LAERETHI L
NTEXFET, 20O TarDHT LAOFEICDONTIL, [Web
X2 VT4 TTITAT U AHDOA L E T 77T 47 LAR— |

~N—=v] (P5-10) ZzZHRLTI7EE W,

[URL Categories Matched] 7 — 7 /W2 HE R HIHH % R4
For T HIHE O % [Items Displayed] Ku v 7 &4 7 A =a—
M ERINCE £, B [10]. [20]. [50]. [100] T

& 512, [URL Category] 7 ¥ 2 N THE® URL 77‘/::1\\)
%ﬂ“ﬁ,«af’a‘iff v a U TFEOTX AN 74—V RICEE
® URL 73V 4% AJIL. [Find URL Category] %7 U v 7
LET,

[URL Categories] ~X— TOH435H D URL DL, @F 15
~20% FRETT, KOO URL OERN I %E ERS5EF
WA T arwEmatl TLEEN,

o BEdu—Hh T4 XEhiz URL OFAI1L,. A% 5 URL
BT TV EERL, BEDZ—YELFT I N—T R o—
WA TE £, FMc-oVWTiE, B A XA URL #5 =
U1 (P.5-33) 22 L T 7E30,

[ oL-23827-01-J
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[URL Categories] ~X— 06, NX—=Y0% &7 a »&FHRILEZY, CSV 7 7
ANMIZZI AR—FLT20TDH2 L TEET, 77 A VEHRIEZIT 7 X
A= T2 HEOFHIZONTIE, TLFR— K X=Un50 LA — ~OH)
(P.5-11) #ZRLTLLEEWN,

(%) [URL Categories] ~— Y DIEMICHL T, AV a—ARESNEZLR— %
AT HZENTEET, LR—FMDRAF Y2 —LHEEIZOWTIL, TLFR—
DAY a—Ur 7] (P5-83) #ZRLTLEIV, &6, URL #7573V IC
LTIV LA — R &4 X £9, Top URL Categories — Extended)
(P.5-87) B L [Top Application Types — Extended| (P.5-88) # &ML T<
2SN,

URL #7 FVICHETHAS YV a— LR ESNLLVR—MTT—% 747 E
V7 4 BMERAINTVWDEARIL, WThPDOT 7 I3A4 TV ATT —HICRED D
L. &“y@T%Bﬁ: [Some data in this time range was unavailable. | L
WO Ay E—URERRINET, REDFELRVGAIIMbERRSINEE A,

[URL Categories] R—2 & DD LKR—T 1 2 F R—TDOHH

[URL Categories] ~~— Y ®OF > 1 D&, [Application Visibility] ~— ¥k L
[Users] X—Y LA GLRETHEAL T, HEDOZ—HZIF TR, FFEDT—
PRT 7 AZRKBTCNDT 7Y r— 3 v EiE Web 14 b X A 7 HiRE
T&E5HZ&TT,

72 & 21X, [URL Categories] X— T, ¥4 b OT7 7 BAINLTRTO
URL 77 3V OFEMERTT 5, AFHBMAATOMEL RN— b Z2ERTEET,
RUN—Y0A %575 477 [URL Categories] 7 —7 /L Ci&, URL #7 =
Y TStreaming Media) 1ZBI3 2 & HIZFELWEMZINEE TE £9, [Streaming
Medial #73Y Vo2 %27 Y v 273 5&, FED [URL Categories] LA — k
R=UNRFERENET, ZOX—VIE, ANV —I T AT 47 HA MZT
JEALTWD ia—¥RERIN D721 T2 < ([Top Users by Category for
Total Transactions] =2 2 = >), YouTube.com X° QuickPlay.com 72 & D7 7 &
AENTZRAA b RAESNET ([Domains Matched] 1 % F7 277 47 7 —
I,

ZOMET, BEOZ—FICETIELICGRELWEREZSONE T, =& 2IE,
HED2—YFOMARINBSL > TNEDT, TO2—FDT 7 Akx EMIC
RETHDUERDDELET, ZIZ0b, [Users| A ¥ 77747 T—7 LD
2—HEIT VI THIENTEET, ZOT 7 =3 XY [User Details]
N=UNFREN, TOZ—FD L REHRL, £FDO2—% D Web TDIT

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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B2 EMECHETE £,

SHICHELWERDBLERGEX, A% T 77 47 7 —7 /LT [Transactions
Completed] V> 7 %27 U »27 LT, Web N7 v ¥ 7 Oitlia R R TEET,
Tz XY [Web Tracking] X— Y RERRIIL, 2—YFRY A MZT7EALT
Aff. 58472 URL, % ® URL C#H SN RifilZe SR 3 2 3G 2 fss <
xFET,

[URL Categories] ~~— DO fE A BNV TI, 6] 3: 727 & ADZ%\Wv URL
H73V O] (PD-8) #ZMMLTIEINY,

ARZLURL hT7TY

(E)

Security Management 7 77 A4 7 A TiX, WebtF¥=2 U744 77747 A
LRIBRIC, 2B DEFFH URL #7 2 U (Web-based Reporting 72 &) 237
TZANVEPTHESNTWET, 7220, FFEDORA M EIP 7 RLAZRET
5, 2—VPEZRONAZLURL T TV ZAERT 2L b TEET, WEHTA
R ROHEEIEETE MY A bO I V—FITiE, B AZ L URL A7 2 24
BT HZEEHRLET,

Security Management 7 77 A 7 2 AT, JEHEICCT Tc ) MM Ehizh A
S5 URL 17 AV HDRND 4 LFHR, 7782 a7 THEMASHLET,
Sawmill for Cisco IronPort ZfEf L C7 7 & 2 v 7 %fith+ 55461k, A%
AURL AT Y OARNZHERE L TLEEW D AZ A URL A7 3V OFEYO 4
LFNCAN—=ZANEENTWS & Sawmill for Cisco IronPort X7 7 & A v/
T hY ZIEL LT T©& £¥ A, Sawmill for Cisco IronPort 2 L CT7 7 &
Z 0SB AT, ORI 4 TEIT, FR— R STV LTFEOR
EHEALTLSEEY, 22X A URL 7 3V ORERAFET 782 v 77
T LA, %XF 74—~y MEETZT 7R v Z7\ZEBIILET,

BWEOHALZLURL A7 TV Z2EK L, £AT7TVICRACURLEZEDHHZ L
NTEET, PAXAURL AT IV DIEFITEETT, VA MDD EMIZHD A
TN, TRICHD 7TV L0 bBEIsnET, TNHDOHh A% 5 URL
FAYERUTIZ7ERA R — I —F HBEARY— Fr—7F F/-1%
Cisco IronPort Data Security R Y & — Z v —FIZ AN, AT IVICERARDT
7y arEEHBLESEAIE. I EMICH B I AEZ L URL ATV DT 73
UREERY ET,

AR L5 URL B 7 3 Y ZEk, M. FRFHIRT 21C0%, ROFIEEFETL
E N

[ oL-23827-01-J
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AT97F 1  Security Management 7 /7 A4 7L AD T 4 KT, [Web] > [Configuration
Master 7.1] > [Custom URL Categories] Z &R L £ 7,

[Custom URL Categories] ~X— Y NERINFE T,

WEAFDO A 22 5 URL A7 2D Zfm%ET 2121, URL 7 Y OAHZ 7 U v 7
LEd, #AZ L URL B 7 2V ZHIBRT 21203, BIBRT 20 2% 5 URL 77
TYDORICH D ZHFHE7 ) v LET,

5-6 [Custom URL Categories] R—

Custom URL Categories

Custom URL Categories

Add Custorn Category...

Mo Custorn URL Categories are defined.

ARF9T 2 HIAXAURL H7 3D 2ERELITMET 521X, [Add Custom Category] &
7V w7 LET,

[Create Custom URL Categories: Add Category] ~— U NE R I E T,

5-7 HRBRLURL AT DIER

Custom URL Categories: Add Category

Edit Custom URL Category
Category Name: | [T

List Order: | [T
Sites: ()

Sort URLs
Click the Sort URLS
button to sort alf site
YALs in Alpha-numerical order,

(2.6, sxsmpis.com, exampis.com, 10.1.1.1, 10.1.1.0/24)

= Advanced | Regular Expressions (Access Policies Only): (2)

Enter one regqular expression psr line.

AFYFT 3 BAXALURL BT 3V ZAEREIIRET DI, ROBRELZHSTDHT 40—
WV RICAD LET,

e [Category Name] : URL 77 2V 04 HiA2 AN LET, ZO4HNHL, RV
V= JNV—TIZURL 74 NVE ) T aRETDHEEICRRTINET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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ATv7 4

&

o [ListOrder] : # AX LA URL #7 IV DY ZAMIBITHZDOHT I OIEF
ZTXAN 74—V RICANLET, kO URL A7 T VIZIE, 1 2 A
JILET, URL 74 A Z VT 20 TlE, BELFIEFTH A X A
URL A7 I3 VIZR LTy T4 T > FERPFMINET,

o [Sites]: HAX A BT IVICETDH 1 DEEFEHOT FLAZ AN LE
7,

BEOT FLAX, SITERIT D~ TR > TANLET, 7 RLRIEK
DONTNPOREHEH L TAITEET,

IP7 FLVA, 10.1.1.0 %2 &

CIDR 7 FL A, 10.1.1.0/24 72 &
KA A 4, example.com 72 &

B A M4, crm.example.com 72 &
AR RN DO—ER, .example.com 72 &

(3¥) .example.com 2R EFDKRA ML D& ASIT 5 &, www.example.com
H—ELET,

e [Advanced] : [Regular Expressions] 7% A b 7 4 —/L NiZ, AJjL72/%
H— =T LD Web Y — NZIRET L2720 DEHEBZ AN ) TE
ESc RN

~

GE) URL 744 Yrs =P Tk, URL 8E 9 [Sites] 7 1 —/V RIZA
HLET RLREigsnEd, 797 v 3 0 URL B [Sites]
T4 =NV FOATINEE =B LZHEIE. 22 TAN LR E OERT
IThihvERA,

(fE) [Sort URLs] #7 U w7 LT, [Sites] 7 4 —/V RNOFTRTHOT LR
BY—RLET,

[Sort URLs] #7 U v 795 &, ¥4 b URL & FIHIC Y —hanEd, V
2 MEFTYHA MR L TAD LETOMEF L, YV — 5 8RR 5,
[Submit] 27 V v 27 L T_—Y LOEE A %[5 L, [Commit Changes] %7 V v
JLCT FIA TV ANDEEEHELE T,

[ oL-23827-01-J
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ROTHEENT= URL EXR7ZTED URL O LAR— K

Mo T &N URL & R%5%E® URL 1%, %k URL @ Cisco IronPort ¥ 7~ —
F R—=ZNTHRETEET,

http://cisco.com/web/ironport/index.html

WENKIT, S%OL—1 T v 7T — FHICEHE S L E T,

Web L EaF—vary ZJ4NVE Y TE TUoFwNT=T T4N0E) TR
A =T NIRRT VWA L EZHER LTSN,

£ OHE, BbLnar7 Yy aEi URL &~y =7 OMBEEE <. 4
BT 4 Z TRIESNDATREIERE 2D £9, URL 74 V% U v 7 CHIE
TERWEEIX, MOF T AN —A T4 VETEERNT 7 0 v 7 B

SNDEIC, VAT A NLTTAVPRESNET, ZOBEOFMIZ OV

TIX, [Cisco IronPort AsyncOS for Web User Guidel % 2L T IZEW0,

[Application Visibility] R—

~

(E)

Application Visibility ®FEHIZ DWW T [ Cisco IronPort AsyncOS for Web User
Guide] @ [Understanding Application Visibility and Control] #ZH L T 72
S,

[Web] > [Reporting] > [Application Visibility] ~<— "%, Security
Management 7 77 A TV AB LR Web X =2 VT 4 TTT7A4T 2 ANOKE
OT TV —ay A TIHEEEATEET,

TV = a U EERT S E, URL 74V Z ) o 7 OREHATHIEE

FVHE Web hT7 74 v 722N <HIITEX 7T TR, ROXATDT

TV =2 arvBIOT AV AA— gy ZA 7OHEEMRILTE £,

o [EET SV r—ay (T ) =<A PR b2 d),

e T RL—vary 77— 3 (Cisco WebEx, Facebook, 1 A%
VR Ave—=IUTRE),

o VY—REREMWETLT IV r—vay (ANI—=IvT AT 477
),

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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FIVr—3 0 EF7T)r—2ay 34 TDEWNZDONT

AFvFT 1

LVAR— MIBEET AT 7Y r—va v EHlETai2ix, 77V r—var 7S
Vir—vay ZATOENEHRET D2 ENIEFICEETY,

o TV r—vav EAL, 1 DERIFEHOT TV r—varkgieh T
VTd, & 2IIMRB P UiE. Google Search X° Craigslist 72 & D3R
TV ERRT IV v ar AT T, A VAZ N A=V
Z7'I%. Yahoo Instant Messenger <> Cisco WebEx 72 E &G iRl 7T 71 &r—
vay 447 TY, Facebook b7 7V r—ray 447 T,

o TV —vav, 77V r—ar ZA4AFICRBLTWDIEEDT 7V
r—va vy, it Z2iX, YouTube (3AT 47 77V r—vay ¥4
WEENDT TV r—a > TT,

o TFYr—var @i, TV r—2a AT —FRFETTEEHEDT
7 vayERIIEETT, =& xiE, =—¥d Yahoo Messenger 72 D7
TV r—va OFERFIZ 7 7 ANVEBETEET, TXTOT7Y Fr—
Ta ., BREARERT AV r—ya VEMEREEN TV A DT TIEH Y £
FA,

Application Visibility and Control (AVC) = Y %{#H L T Facebook 7 7
T4 BT 4 BHIET D HEOFEMC W TIE, [ Cisco IronPort AsyncOS for Web
User Guidel @ TUnderstanding Application Visibility and Control] %%/ L T
<&,

[Application Visibility] ~X— 27 7 B 23 512id,. RO TFIEEZFATLET,

Security Management 7 77 A 7 AD 7 4 > KT, [Web] > [Reporting] >
[Application Visibility] Z#4R L 7,

[Application Visibility] _X— Y NFERINET,

[ oL-23827-01-J
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5-8 [Application Visibility] R—<
Application Visibility

Frintable (PDF)

Time Range: | Week v

20 Aug 2010 00:00 to 27 Aug 2010 21:19 (GMT +03:00)

Top Application Types by Total Transactions Top Appl

Mo data was found in the selected time range

ations by Blocked Transactions

Instant Messaging 3.929
Media 2655
Social Networking 2,420
[ 2,000 4,000

Transactions

Export...
application Types Matched
Application Type Bandwidth Used Transactions Completed Transactions Blocked by Application Total Transactions +
Instant Messaging 3.7MB 3,929 0 3,929
Media 491.6MB 2,655 1) 2,855
Social Metworking 14 8MB 2,420 0 2,420
Totals (all available data): 510.1MB 9,004 0 9,004
Calumns... | Export...
applications Matched
Bandwidth Transactions Transactions Blocked by Total
Applicatians Application Type Used Completed Application Transactions =
MSN Messenger Instant 3.0MB 3,314 a 3,314
Messaging
Facebook Social 14 .8MB 2,420 o 2,420
Networking
TouTube Media 357.0MB 1,387 a 1,387
Flash Videno Media 85.7MB 1,251 a 1,251
ahoo Messenger Instant 595.3KB 574 a 574
Messaging
Google Talk Instant 103.1KB 41 o 41
Messaging
ASF Media 25.5KB 1z a 1z
MPEG Media 48 .9MB 5 a 5
Totals (all available | - 510.1MB 9,004 0 9,004
data):

Columns .. | Export...

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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[Application Visibility] ~2— IZIZRDIERBERENE T,
& 5-7 [Web] > [Reporting] > [Application Visibility] R—Z D&

ovay

SitEA

Time Range (Fay 74y YR
k)

1~90 HRIF /-3 AX AHEHEAIEECTE D Fry 74y
v U A b, BN L EREO=— X TAbE I A E <
S RZHOWTHE, (A 2T 7F 47 LR— kORI O %
R (P3-18) &L TLIEEN,

Top Application Types by Total
Transactions

ZDEIa i, MM hETT v RSN LT Y
re=var ZAL TN T I7BRTRRINET, L 2T,
Yahoo Instant Messenger 72 E DA V AX U v Avg—T T
> — L. Facebook. Presentation &9 77U Fr— 3 XA
TINRRINET,

Top Applications by Blocked
Transactions

Zovrsvarilid, bIrY I a TR ET LT R Y

2 T vare NI A= LT ) r—vary ZALTRT
TR TRRINET, 72& 2. =—¥ D Google Talk X

Yahoo Instant Messenger 72 E DR EDT 7Y r—vay ZA
FREREILEIS>ELEN, BEORY U —RNEHAINTWS72D

W, Tay 2 7 rvarynrI sl LET, 207
Vor—Yaid, 7ry 2 Eli3EEInc T o rvay

LLTCZorI7IZEMERET,

[ oL-23827-01-J
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|
& 5-7 [Web] > [Reporting] > [Application Visibility] R— D&M ()
toay H LT

Application Types Matched

[Application Types Matched] 1 > ¥ 77 7 47 7 —7 LTI,
[Top Applications Type by Total Transactions] 7 — 7 /LT R R &
NTWET TV r—ay A4 72T LI HICEELWEHRE
FRTEET, [Applications] 77 AT, FMERTT LT 7Y
g—vark7 Uy TEET,

Applications Matched

[Applications Matched] &7 3 = Zi%, $8E L BEM#EHEA O
TRTOT TV r—va RERENET, A 5277
TATRIBTEIRMLOBDDA BT I T 4T T—TNNEMRo
TWT, BBEIELCT—4 %Y — M TEET,

[Applications Matched] v a KRR TDON T LERET D
CENTEET, ZOBIZTaLDHTLEADORFEICOWVTIL,
(Web X2 UT7 4 7T I9ATVARHDA LV H T 7T 47 L
AR—h =] (P5-10) 2L T EI,

[Applications] 7— 7 /MK R T HHE 28 IRFE, £-T2HHE
DO¥% [Items Displayed] K w7 F 7 v A= a—7h HRITE
F9, #RUKIE [10]. [20]. [50]. [100] C9,

S 512, [Application Matched] 7 v a VN THRED T 7'V
r—varEMmTEET, Zokrsva s FHOT XA B
T4 =N RIZFEOT 7V r—a 4% AJIL, [Find
Application] #7 U » 7 LET,

~

()  [Application Visibility] X—YDIEWIZEHL T, A7 ¥ a—AREINZ L R—
FEARTAHZENTEET, LR—FDRATF P2 — LTIV T, L
R—=FrDRFT2—U 7] (P5-83) #ZRL T LI,

[Anti-Malware] X—

[Web] > [Reporting] > [Anti-Malware] ~— 1%, %2 DVS =2

(WebRoot,

Sophos, McAfee 72 &) IZHESWe, ¥ =2 U7 ¢ BHE#O LR —

T R=TUTT, ZON—=UTE, SEEER Web R—AD~ LT = TR
B EHABLOMELTE, MESNZ~LV Y =T 2E=F TEXET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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[Anti-Malware] ~4— 127 7 ¥ 24 5121, WO FIEE F4T L ET,

AF79F 1 Security Management 7 77 A 7 AD 7 4 > KT, [Web] > [Reporting] >
[Anti-Malware] Z3®&R L 7,

[Anti-Malware] X— Y NFRENET,
5-9 [Anti-Malware] X—

Anti-Malware

Printsble (PDF)

Time Range: | Month (30 days) [v]

17 Oct 2009 00:00 to 16 Nov 2009 10:15 (GMT -0800)

Top Malware Categories Detected Tap Malware Threats Detected

“Unknown" |EEE—
"Virtumonde"
“Ultrasurf*
*Adware Sabatch”
Adware [ "altnet”
Phishing URL.

“Other Malwars"
Trojan Downloader *Trojan Blackmal"
Trajan Horse

"Trojan-Downloader.Gen"
o 00 20 0 40 0 w0 20 30 400
Transactions Transactions

Monitored [ Blocked Montored [ Blocked

Info... | Export... Info... | Export,

Malware Categories

Summary all

Malware Category Bandwidth Saved by Blocking Transactions Menitared Transactions Blocked Transactions Detected v
Adware 3.9M8 o 331 331
Phishing URL 12.0K8 0 1 1
Trojan Downloader 12.0¢8 o 1 1
Trojan Horse 12.0KB 0 1 1

Info... | Export,

Malware Threats

Malware Threat Malwsre Cateqory | Bandwidth Saved by Blocking | Transactions Monitored | Transactions Blocked | Transactions Detected <
"Unknown" Adware 3.6ME o 308 308
"irtumonde" Adware 216.0kB 0 18 18
"Ultrasurf® Adware 36.0k8 o 3 3
"adware Sabatch" Adware 12.0kB o 1 1
“altnet” Adware 12,08 0 1 1
"Other Malware" Phishing URL 12.0¢8 o 1 1
“Trojan Blackmal’ Trojan Horse 12.0KB 0 1 1
“Trojan-Downloader.Gen" | Trajan Downloader 12.0¢8 o 1 1

Info... | Export,

searchfors[Clentlwl[  |exact metoh [v]
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|
[Anti-Malware] ~<— IR OEHRB TR SN E T,
% 5-8 [Web] > [Reporting] > [Anti-Malware] R— Ol
Eovay E LT

Time Range (Fay 74y YR
k)

1 ~90 HEEIZI A X LAHEFHHAIRECTZ D Rry XY
v U AL, RO & EREO=— G by A &~
A RZHOWTIE, A2 2T 7T 47 LiRk— b ORFEHRPE O
R (P3-18) Z2ZHL T LV,

Top Malware Categories Detected

TR aliE, BIRLEDVS 2o P Uk o THIED A
T3 AATTREENTZEiO~1 T 2T hT7 T NERS
NE+, ZOBERITIT7 7R TR RENET, AR~
77 T3V OFEMIOWNTIL, £ 5-9 (P.5-45) #ZMRL T
<&,

Top Malware Threats Detected

DB va i, AT A DVS =Y RS BAL
D=NVT =T OEBRERINET, TOFRITS T 7EKXT
FRINET,

Malware Categories

[Malware Categories] A > % 727 7 47 7 —7 W2, [Top
Malware Categories Detected] &7 ¥ 2 VIZERKR S ﬂfl/\ 7 1 &
D~Ny =T BT A VICET DFEMERP RS ET,

[Malware Categories]| A > #7277 47 7—7VANDY 7 %
7V rFEE MrDw LT 2T B TIVRBIRFR Y U —
7 TORBHBANCET 2 ELICHELWERAERENE T,
Bhip~nNo T 73V OFEMIONTIE, £ 5-9 (P.5-45)
EHRRL TSN,

Malware Threats

[Malware Threats] 4 > % 727 7 1 7 7 —7 MZiX, [Top
Malware Threats] &2 > = | %Téh’(b“éﬂﬁlb DZNT x
7 OB HFEME AR TSN ET,

[Malware Category] L7 R—

b=

[Malware Category] L' R— k _X—=YTlix, flx DO~V T =7 H7TY EHXy b
V=27 TOZOHEICET DFEMERE KRR TE £,

[Malware Category] L'7/R— h R_X—NZT7 7 AT HI2iE, ROFIEEZETLE

B
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ATFvFT1

Security Management 777 A 7> AD Y 4 > KT, [Web] > [Reporting] >
[Anti-Malware] Z &R L £7,

[Anti-Malware] ~=— Y RNERINET,

[Malware Categories] A > ¥ 7 7 7 47 7—7 /LT, [Malware Category] » 7
LNOAT IV ET V7 LET,

[Malware Category] LR — k X—UNRRRINET,

5-10 [Malware Category] LiR— k R—2

Malware Category
Adware

Printable (POF)

17 Oct 2009 00:00 to 16 Mov 2009 10:28 (GMT -0800)

Malware Category: Adware

Time Range:  Month (30 days) M

Monitared

16 I Blocked

18-Oct 25-Oct 01-Nov 08-Nowv 15-Now

Infa... | Export..

[Malware Threat] LA R— k R—2

[Malware Threat] LR — b X—J21E, FFEOHBIZSHLINTWNWDLY T4 T
Vb, BEOREYELEZAREERSH D7 T4 T O U A MRF ARSI, [Client
Detail] X—=Y~D YV I RHY ET, VAR—FEHO ML R 7T 72, 18
ELERBESENTERICE L CE=4 &N v sy arBli7ay s
SN LT F 7 arBERENET, THOT—7VIZE, BE LR
PN TEBICE L CE=F &N T oo varBltr7uny s snkz b7
W a rOEBOBNEREINET,

[Malware Threat] L' 7R— bk _X—ZT7 72 AT 52, KOFIEEZETLET,

[ oL-23827-01-J
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AT97F 1 Security Management 7 /7 A 7 L AD T 4 KT, [Web] > [Reporting] >
[Anti-Malware] Z &R L £7,

[Anti-Malware] ~=— Y RNERINET,

ATwvF 2 [Malware Threat]  » % 72 7 47 7—7 /LT, [Malware Category] # 7 AN
DATAV 27 w7 LET,

[Malware Threat] L' AR — b X—UNRREINET,

5-11 [Malware Threat] LiR— k R—2

Malware Threat
Printable (PDF)

Adware = "Ultrasurf”

Time Range: Month {30 days) [ll

17 Oct 2009 00:00 to 16 Moy 2009 11:37 (GMT -0800)

Malware Threat: "Ultrasurf”

107

Monitared

I Blocked

L T R ]

Info.. | Export..,

(3¥) [Anti-Malware] ~*— 2 ® [Top Malware Categories Detected] 33 & U [Top
Malware Threats Detected] (2B L T, A7 Y a— LA ESNLAR— b &AL
THZENTEET, 727 L, [Malware Categories] 35 & Uf [Malware Threats]
LAR— bk XR=UNbAERINDI VR — &, ATV a— ZETHI LT
FHA, VA= FDRATF T2 — LEEZONTE, [LR— b DAFVa—1
71 (P5-83) #ZMLTIZE 0,
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TILIITFTDATIIZONT

# 5-9 12, Security Management 7 77 A T AB IR Web &t X =27 ¢ 77
FGATVATT By TEDH, SESERAT2TOIT IV 2R LET

® 59 INIZFDATFIIIZDONT
E4PE WA L E v
FEY7P 7Ry =7, BT —YERBICHEET S, T RXTOY T b7

EITAREZ 7 ANVB LT T 74 v ngEnNETd, 7 Ro=T7 77 r—
varohizid, a7 et AERFFICEIT L TCEVWEE=X SE T, AR
EABALTD2LORDY ET, NUT Y boRIE, v UBNEB SN
WCHLRFETEND LT D2L008HVET, /2, Thb07 e s T A
Lo TeEFXa VT A BEPELEEINT, 2—FRTITUIFREL SV a v, 7
27 by, BEOREOMD VAT AR EEERTEZ R RD5LH5LH0 E
7

TS9H ANIR—FT
DF /N

TITOY AR — F TV =7 M, BEEOFRRR—YRRIEDE - BV 12
YL SEFIERMELAFETTOIBENLRDDL T T UY T4 T,

BERVATL =4

RV AT A =213, EYRTFERICESTEROIA B ATRSTE 5,
VAT AN T O E AT 7 h U =T TY,

4% EAXTIE. ETLHLWVERDOZ A TDA 2=y N T 7 ERAEFIHL
T, 22—V OREETHIRAKH 2 LIS, RIEBEBEEE O )2 EEEEHR E 7213
YA hlz— #%@f1ﬁ‘67ﬂ77hfﬁ‘o

NSy yh— NA Dy —iE, 2=V ORETHMRKH 2 LIZ2—H %2 Web ¥4 i

BT TS T LAEFETLEY TERLIIC, VAT LRTEELEE L
D, 2=V DOVRAT LI AREREREZMZTZ0 LET,

24v¥ 249 URL

74 vy 7 URLIZ, 77 7FDOT FUAN—ZFRENET, ko
T@\E%&P%%y%ﬁMLtP%%y%ﬁﬁ%éﬂifo74///7

F Y=y 2 V=T U 7 L AR O W7 2 LA T — 4

R 0 ORFEF &2 WA, AT ID O /T,

PUA BELLRWTZ Y r—varol b, PUA E, BETIEHAVWREFELL
WeRRENDT Y r—a T,
SRATLEZA VAT AN FT=XITIE, ROWTNDLDT 7 arEETTAEY T N2 TR

GENET,
IR . FTTENT, VAT A SRR —F T g v ERET A,

INOOREAEABZE TR L THRETE L LI 2,

[ oL-23827-01-J
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[ |
% 5-9 TILIIFDATFIYIZDONT (HE)
INITT7DEAT |EBA

kA DFYO—4

feAfOFT =X, A A=A ZIZVE—F KA N/ YA MZT &
ALT, VEBE—F FARMNONRy =0T 74 VA haeA A M—LT
LHhuADOKRETT, ZNHDA A F—VE, @FIT—FRERNMNL e
ArbhEd, o, brA X e —XFVE—K KA N YA bDHF
vra— R TMmeERETA7-0, A VA=A LIS n— FRELHE
ANHY ET,

AL DOKE

feADOREIZ, BERT IV r—ardiESHFER 0SS ATH, vA
VA LITRY, P ORBIZACERLEEA,

rBLADT14vIw

faAD7 4y vid, BELZarEa—Z ZEBATHED Web <—I0
TIRAINDDE/FOD, FloidBLicv B2 A% v o LTIRITY A
M =22 ar A4, HOIWEIF L TA TV A MCBEBRT 22—
L ENRAT— RERLET,

94 IR TANART, 2= REA PRV Y a—Zile—FEh, 2—FDE
Bl L TEITEINDE 0 ST AFE-ITa— FTT,
VN U—AlE, 2o Fa—% Xy NU—7 FCHCZER L, @HITEERT 2
varEERTTL e ST AERET AT XATY,
=
TFUFRIL) T NDEERE
~
(G¥)  Security Management 7 /5 A 7 U ATT »F /L7 = T RERE AR AT 5121%,

HENC Web ¥ X2 UT 4 TFITAT VAT — LR EEEE L, FHEOK
VY —IlREORELXHATHLERS Y 7, FEMICOWTIL, [Cisco
IronPort AsyncOS for Web User Guide] @ TConfiguring Anti-Malware
Scanning] ZZML T Z &V,

TUFIAY 2T HRETHIE, ETRO 2 SORELIEET S BEN DY F
¥

o Tu—NVRTVFINT2TRE, A7V b AFX X NI RA—F%
HEL, URL#BETH-00 7 a— VR EREELET, Sbic, &
DEIREXIZURL 27 0y 73250, $RIMEOEITEZHF AT 50%
L £,
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o TIEBRABRYII—DTUVFeNT2TERE, vV 7T AXxrO¥HEID
EASWrw Y27 HTAVOE=FERITIT ey VA F—T ML E
j‘o

AT7w7 1  Security Management 77 A 7 > AD Y 1 > K7 ¢, [Configuration Master
7.1] > [Access Policies] ##R L £9°,

[Access Policies] 7«4 & RUNRRINET,

ATwvF 2 [Web Reputation and Anti-Malware Filtering] 77 AT, #ETHT7 7 A KRV
DRV =X D) T ET Y v LET,
Z DR Y T —0 [Access Policies: Reputation and Anti-Malware Settings] 7 1 >
RUBERRENET,
TONR—IU T, =T Ax v OHEICHKASWE LT 2T BT I U D
TS ERF TRy I EAR—TNMCTHIENTEET,

ATw7 3 [Web Reputation and Anti-Malware Settings] £27 > 2> C, Fuy7&Z 7 2
== —» 56 [Define Web Reputation and Anti-Malware Custom Settings] % &R
LET (FEBBRSNLTWRVWES),

Web Access Policies: Reputation and Anti-Malware Settings: groupAuthPolicy

Web Reputation and Anti-Malware Settings

EDefine Web Reputation and Anti-Malware Custom Sethings i« |

IHZEY, ZoT7 782 RY =l LT, Zu—UL R = L3RRS
Web LE 27— a VREBLOT U FevL =T RELHETCE ET,
ATw7 4 [Cisco IronPort DVS Anti-Malware Settings] 2 v a > T A v—D7 v F~
N =T REEBLBIISCTHRELET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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1]

5-12 TIEARY DT L FwNY = TRE

IronPort D¥S Anti-Malware Settings

¥ Enable Suspect User Agent Scanning ¥ Enable webroot W Im

Manitor
Malware Categories Select all
(:} Adware v
) Brawser Helper Cbject o
@ commersial Systern Monitor v
(:} Dialer v
) Hijacker Y4
(:} Phishing URL v
© pua 4
e Systemn Maonitor v
(:} Trojan Downloader v
€ Trojan Horse o
(:} Trojan Phisher v
© virus o
(:} Worrn Y4
© other Malware v

(May include Worms, Trofans and ather dangerous forms of malwars.)

Manitor
Other Categories Select all
(:} Encrypted File v
(} Suspect User Agents V
@ Unscannable v

ATFYT 5 R —OTFeN T TREFMLEIS L TEELET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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£ 51012, 77EBA R —IZH LTHETEDT v F~vA U =T REEZRL

£,

& 5-10 7oA RYO—I2/T BT UFIIITRE

BRE

A

Enable Suspect User Agent
Scanning

HTTP TR~y ¥ —ZEESNT2—Y =—V = b 74—/ R
WZHEDSWT, T IA TV ARNTI T4 T BAXF Y L TEDH L
AT HME I DERRLET,

OREEA N LI AT, _X— Y FH® [Additional
Scanning] €7 3 T, EblLnwa—F -V hExE=H
FTAHENT By T ENERIRTEET,

Enable Webroot

TTIGAT VRN T T4 w7 &A% T LB, Webroot A
Xy VU EMEATEDLLDICT OMNE I MEBBRLET,

Webroot A¥ ¥ & A X —7 LT B L, D= D [Malware
Categories] T, BN T IV =X T o070y s T 50k %k
RTxFET,

Enable Sophos

TTIGATUVANNT T 4 w7 %A% v T HEZ, Sophos A
Fyry 2V EHEATEDL LT ONE I hEBIRL £,
Sophos A ¥ & A F—TNWIZT D &, D= D [Malware
Categories] T, IBMAT IV A E=F T 5T 0y 7T Hinkik
WexET,

Enable McAfee

TTITAT Y ANNT T 4 w7 A% T HEIC, McAfee A
XY UV UEEHATEDLDICT 2 E I EBIRLET,
McAfee AFx v & A X —TNMZTH L ZOX—T D [Malware
Categories] T, BMAT TV 2EF=FTHNT 0w 7T DHnkiE
Re&xET,

[ oL-23827-01-J
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|
£ 5-10 FORR RUSI—IZHT BT UF I TRE (HE)
RE A

Malware Categories

BREO~N T 2T BTAVE, VU] AX ¥ OHEICES
WTCE=ZTDHDNT 0y 7 TH0E@IRLET,

IOk vaiRREINDIAITIAVIE, ETAH =TT D
AXpr TN TR £,

Additional Scanning

ORI VI NIRRENTEA TV 2 PBIOWNEDEZ A T,
F=HTEHENT A I TENEERRLET,

B REINTRKEFRIZET 20, ERIE VAT AR —Fr7k
T —IRBEICMED &, URL bT V7 v a B Ay URA &Sy
HaInxd, 2z, AF vy P07 v T — bR
AsyncOS O7 v 77 L— RBfThbh T Ak, T ¥ s
VIRAF Y UARREGEINDAZERHVET, AT R
¥y OHETHD SV_TIMEOUT B LT SV_ERROR %, *#
XY UARADRNT oI artRpEnET,

[Submit] 27 V » 7 L T_—Y EOAEF % %(F L. [Commit Changes] %7 U v
JLTCT TIA TV A~DEREHRELET,

TrFNT =T OFHMEBLINWeb EX a2 VT ¢ 7T T4 7 ATIOHRER
FRET D HIEIZOWTIX, [Cisco IronPort AsyncOS for Web User Guide] @
Configuring Anti-Malware Scanning] #ZM L T &0y,

[Client Malware Risk] R—

[Web] > [Reporting] > [Client Malware Risk] ~—1X, 7747 h /LU=
T VR T I T AT A2F=FTHEOIMEATEL XY T 4 BED L
R—=T 47 X=UTT,

[Client Malware Risk] — Tld, VAT AEHENK L T v 7 F7213%
HEEZF T2 —FaR TEEd, ZOXR—UTRESNTERIH, EH
FFa—F V2% 2707 LT, FO2—FREHOT oy s 0852517

TWAEK, By hT—27 oo —F L0 Ll St Tuva R
Lo TWHa—HFOITEIZ R TEET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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& 5T [Client Malware Risk] ~— T FED IP 7 FLAD LATM 77 7 4
T 4 B TEET,

[Client Malware Risk] <X—27 7 £ 29 512id, WOFIEEZETLET,

ATwF 1  Security Management 775 A 7 AD Y 1 KT, [Web] > [Reporting] >
[Client Malware Risk] % 3&R L £,

[Client Malware Risk] _X— Y RERINFET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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5-13 [Client Malware Risk] R—

Client Malware Risk
Printable (PDF)

Time Range:

15 Now 2009 09:00 to 16 Mow 2009 09:30 (GMT -0800)

Web Proxy: Top Clients by Malware Risk L4 Traffic Monitor: Top Clients by Malware Risk

173.37.10.103 173.37.6.153 |
173,37.10.45 173.37.846 [
173,37.10.99 17337821
17337 11.230 17337847 [
17337 10.118 173.37.841 [
173.37.10.76 173.37.8.128 [
10.21.126.102 173.37.8.146 [
10.21.148.253 173.37.9.38 [0
10.21.69.104 173.37.9.5 [
10.251.60.15 173.37.9.6 [ ]
0 2 4 [ 8 10 0 200 400
Transachtions Connections
Monitored I Blocked Montored I Blocked
Info... | Export.., Info... | Export..,

Clients by Malware Risk

Iterns Displayed

Summary all

User 1D / Client IP Address Malware Transactions Monitored Malware Transactions Blocked Total Malware Transactions Detected =

173.37.10.103 0 2 z
173.37.10.45 0 2 z
173.37.10.99 0 2 z
173.37.11.230 0 2 2
173.37.10.118 0 1 1
173.37.10.76 1 ) 1
10.z1.4z6.102 0 0 a
10.21.145.253 ) ) a
10.21.69.104 0 0 a
10.251.60.15 ) ) a

Info... | Export...

Iterns Displayed

Client IP Address | Suspect Malware Connections Monitored | Suspect Malware Connections Blocked | Total Suspect Malware Connections Detected
173.37.8153 490 0 490
17337640 422 ) 422
173.537.8.21 64 0 364
173.37.6847 356 ) 356
1735376841 276 0 276
173.37.6.128 10z 0 10z
173.37.8.146 86 0 86
173.37.9.36 25 0 25
173.37.95 25 0 25
1733796 25 0 25

Info... | Export...
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[Client Malware Risk] ~=X— VIR DIER BT R INET,
£ 5-11 [Web] > [Reporting] > [Client Malware Risk] R— L D5

ovay

SitEA

Time Range (Fay 74y YR
k)

1 ~90 HEEIZI A X LAHEFHHAIRECTZ D Rry XY
v U AL, RO & EREO=— G by A &~
ARZOWTIE, T4 2T 0T 47 LR— hORRIHEOE
R (P3-18) Z2ZHL T LV,

Web Proxy: Top Clients by
Malware Risk

ot svalid, v =T DY RTBREEL EA 10 A
Da—PRERINET, ORI 7 7B TRRINE
ﬁ—o

L4 Traffic Monitor: Top Clients by
Malware Risk

b vailid L4 NI T 4w F=Z YT DY RTR
BAELLZ 10 N\O2—=¥RFRENET, ZOHRITT 77
A TERRESNET,

Web Proxy: Clients by Malware
Risk

[Web Proxy: Clients by Malware Risk] 1 > % 577 4 7 7—7
JWIZiX. [Web Proxy: Top Clients by Malware Risk] &7 2 3 &
WCRREINTWBEA D7 T4 7T > MTET 25EMIERD R
INET.

2—HIDEIITATUNIPT RVRBFA U E T 7T 47T
RoTEBY., &7 747 FOFMERZEMT S [Client
Details] X—3Y~D UV I BRHVET, 7 74T 8 X=TD
FEMIC DWW UL, [Client Details] — Y% &R LT Z &0,

AVETITAT T—=TNDI) IV ITHE, lrD
- BIOALT2TOIYRIEZ RN HT—LTWVEED
2—PDOT I T4 ET A EEBICFELLERTEET, L
W, 2—F/IP 7 RLVADITLND) I %7 ) v I35 E&,
ZFOIP 7 RLADaZ—H R=URFREINET,

L4 Traffic Monitor: Clients by
Malware Risk

[Web Proxy: Clients Malware Risk] ¥ v % Z 75 47 F—7 )b
ZiE, HxD2—FBIVLE T 74y 7 F=H DV TDY
AV ERNIA=LTCND, ZO2—FDT 7T 47 4 IZHT
LEFMERA R R INET, 2—HF/IPT FLADOH T ALNDY
VI EIVyITHE FOIPT RLAOZ—F X—UNER
INET,

[ oL-23827-01-J
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~

Gx [Anti-Malware] <X— Y DIERICHONT, A7V a— L& ESNLVR— &4
T HZENTEET, LR—FDAF VP a—LREICO>NTIE, [LR—FD
AP a— ) (P5-83) #BRLTLZE,

[Client Details] X—

[Web Proxy: Clients by Malware Risk] 27 > a > THAx D27 A4 7> hdOA
N=TFF2AL V2727V 7TDHE HEDZ—FOR—UNERIN, &
E LRSI BT DRED I FA T D Web 77 7 4 BT 4 BL U~V
TxT VAT DT —EZRTXTORENET,

[Client Details] ~—IZ7 78 24 2121%, RO FNEEZFEITLET,

AFw 7 1 Security Management 7 /7 A 7 AD T 4 KT, [Web] > [Reporting] >
[Client Malware Risk] Z3®R L £,

[Client Malware Risk] ~<X— YR FERENF T,
AFwF 2 [User/IPaddress] # 7 LDV 27 %27V v LET,
[Client Details] ~— YRR R INET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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5-14 [Client Details] R—<

Users > 173.37.10.190

Printable (PDF)

Time Range: [ Day v

09 Mar 2010 21:00 to 10 Mar 2010 21:46 (GMT)

URL Categories by Tetal Transactions Trend by Total Transactions

Mo dsts was found in the seiected time range

Reference | 03
Uncategorized URLs [N 114
Computers and Internet [N 71
Ssarch Engines and Portals B 59
Business and Industry B 41
Advertisements [l 28
Health and Nutrition i 24
Mews 19
Social Networking [l 13
arts and Entertainment | 9

0 200 00
Transactions

Export.

URL Categories Matched

Items Displayed

cundefined 1-10 undefined»

URL Category Bandwidth Used | Time Spent | Blocked URL Category | Transactions Completed | Total Transactions v
Referance aame 393 i 793 393
Uncategorized URLs 14.3uB 114 0 114 114
Computers and Internet o8 0 7 0 71
Search Engines and Portals 152.2KB 65 o 55 65
Business and Industry 314.6KB 41 0 41 a1
Advertissments e i 28 i 2
Health and Hutrition 26.1K8 ) 0 24 24
Hews 469.5KE 13 0 18 13
Social Networking 80.9KE 13 o 13 13
Arts and Entertainment 355.7KB 9 0 g 9
Totals (all available data; 18.9M8 697 104 697 801

Domains Matched

Loading,

Golumns... | Export

Applications Matched

Application Application Type | Bandwidth Used | Transactions Completed | Other Blacked Transactions | Total Transactions +
Google Search Search Enging 45.9KB 20 o 20
Flash video Media 536 4KB 11 o 11
YouTube tedia 65798 3 o 3
Totals {all available data: - 588.6KB 34 0 34

Malware Threats Detected

Mo data was found in the selected time range

Columns.... | Export...

Policies Matched

Palicy Hame Palicy Type Bandwidth Used Completed Transactions Blocked Transactions Total Transactions &

DefaultGroup Auccess 15.9MB 697 104 &01
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|
[Client Details] ~<— IR OEHRBFR SN E T,
#* 512 [Web] > [Reporting] > [Client Malware Risk] > [Client Details] R— D &4l
Eovay E LT

Time Range (Fay 74y YR
k)

1 ~90 HEEIZI A X LAHEFHHAIRECTZ D Rry XY
v U AL, RO & EREO=— G by A &~
A RZHOWTIE, A2 2T 7T 47 LiRk— b ORFEHRPE O
R (P3-18) &L TLIEEN,

URL Categories by Total
Transactions

OB va Al BEO—YRNERH L T\ A HE D URL
HTIAVDOYRRNBRERRINET,

Trend by Total Transaction

DT T 7R, FEOZ—YD Web NZ VT a DR
B7e hL v ROREINET, EARWIZIE, ZORED—FN
D Web I2WoT7 7 A LTd, :I;ootoﬁﬁ N T g RE
f& LIRS /RS ET,

722X, 1 BORFEDRKZIZ Web N7 7 4w 71T RKE R AN
A TPHEIET DNE I, Elo, FNHD AL TR NDFEA
LD, 2077 7nbbn £9, [Time Range] Km > 7
Ao VA NEFERTIE, 2OV 7%2EL, Z0oax—WF
2 Web B L TCWR AR R THXOMMO I 2 TE E
7

URL Categories Matched

[URL Categories Matched] 27 >z »Zix, ET L7 b7 oW
JvaverTuy s INTE NI U a VOBFIZONT,
BE LRGN~ Ly =7 VR LR b i r & o7
—HBATAVRTRCRFIINET, A FTITTATRAT
LAMLEHERT T — %% Y — hCT&FET, Fz. [ltems
Displayed] A ==—I2X->T, VA MIERSNLD URL AT =
VOEEETEET,

ok varTiE, FEDOURL AT IV 2REFETHZELT

TFEFT, B aVTFTHOTF AN 70—/ KIZURL A7 =Y
% AJJL. [Find URL Category]l %7 U > 27 LEd, A7V IX
EMEIZ—BLTWAREEHY A,

URL # 7 = U OFEMIC >V TiL, [[URL Categories] ~— |
(P.5-28) #ZHL T Z3wy,
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& 5-12 [Web] > [Reporting] > [Client Malware Risk] > [Client Details] R— D&Ml (HE)

€ovay

B8

Domains Matched

[Domains Matched] 7 a2 > Tk, ZO=2—¥RT7 7 AL
oo v =T URTOFRENRD DFFED RAA EIXIP
T RVAZMRTEET, o, 2a—¥RIn6onTIY T
B LW, BEXOH T L Ea—TRELEZOMOSES
FRBERLBRCTEET, BV aV FRHOTFAL 70—
RIZRAA > EITIP 7 FL A% AJ) L, [Find Domain or IP]
Vw7 LET, FALVERIFIP 7 FURITIEMIC—EL
TWAHRIELH Y FHA,

Applications Matched

ok varTiE BEO—FRFEHL TS, vl U=x
T URTDAGEMERH DEEDT TV r—a L EERTEE
ERS

fel 21X, Flash BT A% ZHTHHA Ma—FRT /AL
TWAHAIL, [Application] 7 7 AMZZEDT T Y r— g 4
ATBRRRINET, VAT LEHEN, §3TO Flash £ 7

vV =T YR RHD B LR H Y £5, =

Dl ZOT 7V r— a id [Applications Matched] &7

va s ICFERENET,

v alr THOTFAN 74—V RIZT TV r—va gk
AJ1L. [Find Application] #7 U v 27 LEd, 77U r—v 3
VOLRNIEMIZ —H L TV AR EELY X8 A,

Malware Threats Detected

ZOT—=TNTIE, BEOZ—FN NI H—L TS, w/b
U7 VAT DAREMNRD D O~V T = TR AR TE
4, B ar FEHOTIFAR 7 4 —I)L RIZ=V T = T &
D4 % AT L. [Find Malware Threat] 227V v 27 LE9, ~
N 2T EBDOLBNIIEMIC B L TWARLETIH Y FHA,

Policies Matched

ok varTiE, TOREO—FICHEA S, BEDT
I a UEBERNRLT 2T VAT LEHZERLTWAEEDR
Vo —%fERTEET,

7 alryTHOTEFAN 74—V RIZHRY —4E AL,
[Find Policy] 227 V v 7 LEd, AU T —DOARNIIEMEIZ—E
LTWAYEEHY FHA,

[ oL-23827-01-J

Cisco IronPort AsyncOS 7.7 for Security Management 1—4 #i4 F i



FE55 FREFE Web LE—Fs o5 0EA |

> Web LAR—7 7 ~— T L[AERIZ, [Client Details] ~— D3~ TD
TFT=TNTIE A ETIT 47 Vo7 @l TOFEMERZFZRTE,
R=V DT =R ea2—TO=2—XZADLETCERTELLO1C, MeFlh T L/
HLEREL I T LDOT—F%2 Y — b TDH2LNTEET, BT LOFED
FHCOWTIE, (Web X2 VT 4 7T IA4 TV AROA L H T 7T 47 L
A=k X=v] (P5-10) ZZRLTLEE,

GE) 77947 bFULAR—FCT, 2—FHOKRBIZTAZ Y A7 (*) BRRINDHZ
ERBVET, xiE, 7747 b A= MC Tjsmith) & [jsmith*] @
TV MNIBRREINDIGAVDHVET, TAX IV RT (¥) BT p=2—H
21X, 2=V OEE LI — VAR — S THE I TWaeWnWZ £ 2R LT
WET, ZOMRBUL, FBRAEV— SR E ORI CHEATE T, o —E 2%
FRHTERWEEL NI T4 v 7 R2HATHIEICT T IA T U ADREREINT
WABAITRAELET,

[Web Reputation Filters] <—

[Web] > [Reporting] > [Web Reputation Filters] (%, f§& L 7ZREIFEHND ~ Z
VYT a KT D Web LE aT—vay TS (2—FRERE) OkER
ERTTLH, X2 VT A BHEO LR =T 4 7 R=T T,

Web LEaT—23 > Jq)L3 L&

Web LV 2T —3 3 74 L%i%, Web 4—OE{EAE 58 L, URL _X— A D
N2 T REENTWDAREEZ T 27200 L aT—vay AaT x
URL IZEID Y TET, ZOMEILX., =0 Fa—H D7 T4 R —on ok
EMEGERICE ST URL R—2AD LT =T 2 <2y bE9, Web &
X2 T4 77947 A%, URL L aF—3 gy 2a7 &AL T, %b
LW 2T 4 ET A B EETHLEEBIC, AT 2T HBERRIZHEET,
Web LV oaT—vay 7402 F, T7BARY —ELEEALRY > —DM )
LAY TCTHERATE £,

Web LB =27 —vay 74X TR, HHWICAERRT —FE2FERLTA v
Z—F v b FALUOEEENFEiEI, URL DL E =T —3 a3 VAT TH
HFonET, HED RAAL VRSN TV, Web 1 FA3E A I &
NTWBEFT, Web h—"XBNEAFI v 7 IPT7T RLAZEHLTHENE I D
REDTF—=FFERA LT, o URL OE@EMENHAESNET,
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Web L E 27— a VOFETIH, URL 2%y hU—27 /T A —Z | ZBHH#EAHT
T, AU 2T BFETHAREENSHESNET, Y =7 BFEET 5 AlRetk
DREFFNR, -10~+10 D Web L EaT—Tary AaTilvy B r7InEd
(+10 B~ v =7 ZE TGN HIRVY),

NI A—=FIZE, 7o 2 IFROBONRH Y £,
o URL /3T —%

o Xvurum— KNu[fglea— NOTFEME

o B AHB/TY Fa—H 741 28HE (EULA) DIFE
o Ju— AR a—LERY 2 —LOEHE
o Fv hU— F—F—IEH

e URL DJEIE

o URL D%

e Tuvws URANIIFE

o FFE U R MTTE(E

o ANRDO®HBKAAL LD URL #A 7 IR

o RAALDLIALTIER

o IP 7 FLAfEH

Web LE 2T —v gy 74 0& U TOFEMIZONTIL, [Cisco IronPort
AsyncOS for Web User Guidel] @ TWeb Reputation Filters] ZZH L T £ &
AN

[Web Reputation Filters] ~— 27 7 B 245121k, ROFNEAEITLET,
Security Management 7 77 A 7 AD 7 4 > K7 T, [Web] > [Reporting] >

[Web Reputation Filters] % 3R L £,
[Web Reputation Filters] ~_X— Y NERRILE T,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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5-15 [Web Reputation Filters] R—

Web Reputation Filters
Printable (PDF)

Time Range: [Day v

09 Mar 2010 22:00 to 10 Mar 2010 22:38 {(GMT)

Web Reputation Actions (Trend) Web Reputation Actions (¥olume)

o data was found in the sefected time range

Block 00% o
B Scon Further: Malware Detected 0.0% o
Scan Further; Clean 98.0% 684
Allaw 20% 14
Total 698

Export

Web Reputation Threat Types by Blocked Transactions Web Reputation Threat Types by Scanned Further Transactions

adware adware
trojan trojan 1
] 2 4 6 8 10 ] 2 4 6 8 10
Transactions Transactions

Export... Export...
Items Displayed
«undefined 1-10 11-20 21-71 undefineds

Score Block ¥ Scan Further: Malware Detected Scan Further: Clean allow
-10.0..-9.4 o o o 0
90 B 0 0 0 0
B0 .7 i i i 0
EZIREEY 0 0 0 o
60 .50 0 0 s o
504l o o o 0
4 30 0 0 0 0
30 .2 i i 15 0
20 .11 0 0 0 o
10 .01 0 0 14 o
0.0..0.9 o o 30 0
0 0 0 0
i i 17 0
30..3.9 0 0 398 o
an..a.9 0 0 s8 o
5.0..5.9 o o 47 0
60 .. 6.9 0 0 0 12
70..7.9 i i i 1
8.0 ..8.9 0 0 0 1
9.0 ..10.0 0 0 0 o
fo score o o 96 0
EXport..
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[Web Reputation Filters] ~— JIZIZk OFRBIE RSN E T,

& 5-13 [Web] > [Reporting] > [Web Reputation Filters] R— < D&t

Eovay E LT

Time Range (Fay 74y YR
k)

1 ~90 HEEIZI A X LAHEFHHAIRECTZ D Rry XY
v U AN, R OFEM L EEO=—XICEDbEE DAL~
A RIZHOWTIE, A X577 47 LiR— b ORI O=
R (P3-18) ML T 7Z&EW,

Web Reputation Actions (Trend)

Zov g TE, HBE LR (BT o BRI (2%
HWeb LEaTF—2 gy 77 aroiit BAMOBED)
N, F7I7 7R TRREINET, 207 v a o TIE, RKEO
BIBIZEEDY Web L 2T —3 3> 7273 3 VOEBERR ML
FEERTEET,

Web Reputation Actions (Volume)

Ok I7va i, Web LB 27— a7 7y a DR
YUa— AN a VBOlBTERRRINET,

Web Reputation Threat Types by
Blocked Transactions

IOk variZid, Try S Web LE 2T —v g X
A TNERENET,

Web Reputation Threat Types by
Scanned Further Transactions

OB vallE, Tuevl ENEEOILELIIAFT Yy U R
VLD Web LY 2T — gy A4 TRERENET,
Web LE 2T —3 3y 740X TOREEMN TScan Further|

FEIE. TV I arRNTFwA T T VLI ES
NTEBMOAX ¥ RN ThbivET,

Web Reputation Actions
(Breakdown by Score)

TDAVET T 4T TN, T 7 a D Web L
FarF—3ay 2a7ONRNBFTRINE T,

FROBOIO 4 oD% T g o ZiE, HIRIFTRER 7 7 A WICT —H o J AR —
F 2720 ® [Export] A S—F F AN U7 BRERAINTWET, FIRIFTHE

R77A NN, TLR— b =Y

MNHOLR— ~OHI (P.5-11) 2%

LTS IZEn,

[Web Reputation Actions] 7 — 7 /LI,
BOVET, AEZTIT 4T T LORE

RERGERA AT IT 4T T LN
OFEIZO>NTE, TLR— | =

DT LDOFE] (P5-10) FBLO THREFE Web LAR—FT 4 7 X—TDA
VHET T 47 BT (PE-1) EBBRLTLIEEN,

[ oL-23827-01-J
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Web LEAT—3 2 RaT7DHTE

Security Management 7 774 7V AB LN Web EX 2 VT 4 77734 T A
EA VARV LTCEY T v 7 d5E, WebtFXa T4 TTI7A4AT VAT
Web LE =T —2 gy Aa7OT7T 74V ORENMEESNET, 72720,
Web LB 27— arOAaT #5700 0560 L WEOHREIL, &
BN U CEETEET,

TI7RARI—BIWESLRI > —D 7 L—T1Z% LT, Web L =25 —
vay IANEOBREERETINERDY £,

79 ER RYS—IZxtd B Web LEATF—3Y T4 ILE2DHRE

TIRARY) = T N—TIZkTB5Web L E 2T —vay 7 4 VHDREER
£ DITE. ROFIEEFEITLET,

AFwF 1  Security Management 777 4 7 AD 7 > KT, [Configuration Master
7.1] > [Access Policies] # 3R L £ 7,

AFw 7T 2 [Web Reputation and Anti-Malware Filtering] 7 7 AT, fWETE7 272 KV
= IN—=TDV w7 v LET,

ATw7 3 [Web Reputation and Anti-Malware Settings] & 27 3 = > G, [Enable Web
Reputation Filters] = v 7 R v 7 2% AU LET (72> TWEHEHR),

[Web Reputation Score] A v 7 ANFRINET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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5-16 FOER R)—I2xd 5 Web LE2T—3Y T4 L2DEE

Web Reputation Settings

¥ Enable web Reputation Filtering

Web Reputation Score

BLOCK SCAN ALLOW
-10.0 to -6.0 -5.9to 5.9 6.0 to 10.0

a0 - 6 4 -2 0 2z 4

Block

Scan Allow

The requested URL is immediately

The IronPort DVE™ engine scans the
blocked.

client request and the server response,
Mote: Sites with no score will be scanned.

The requested URL is allowed. Mo
scanning is performed.

NGO~ —H—z=EN LT, Web L E =
F—LarDLEVVEALEELET

kY, Jua—r LR — =D Web LE 27— ar BTV
FINT 2T OREEA—N—TF 4 FTEFET,

AT7w7 4 [Enable Web Reputation Filtering] &= v 7 R v 7 AN 2> TCND T L%
R LET,

RFwT 5 ~w—Hh—ZFHNL T, URLDO7ry 7, AXxr, FAIOEKET 7 a O
EEELET,

ATvF 6 [Submit] %7 V v/ LTAN—Y EOAEFE %G L, [Commit Changes] %7 U v
ILCT T IAT LV A~DEFRREELET,

ZORRT, HEEARY = LT Web LE 27— 3 U ERET HLEN
HYET, HHERY —ZxT D Web LE 2T —vay 74 VEEREOmE
F 2T EICOWTIE, [Cisco IronPort AsyncOS for Web User Guide] @
['Web Reputation Filters] Z#ZH L T &,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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[L4 Traffic Monitor Data] R—2

[Web] > [Reporting] > [L4 Traffic Monitor] ~2— 1, 5 7E L 7= REHPEMNIC L4
N7 4y F=2B¥BE L~V 2T A= =TT P4 MZBET D
HREETRTD, X2 T A BHEDOLR—T 4 7 R=UTT,

L4 "o 74 v 7 F=2E, TTITA TV ADTRTOR— MIFEETDHF v b
TJ—2 b 7749 7%YV AL, RAALVHAEIPT RLRAEZMABDT —X
NR=RAF—=TNDT M) ERAELT, BENF T4 v 7 ERIGNT T4 >0
BRI oME I I ERELET,

LR— b0 EEICE, EHiof~r v =7 K—rBLUOEK~/L T T Web ¥4
rOBERENFREINET, LAR— MO FEICIE, RESNE~Ar T =7 K—
he~no=7 A4 "BRERENET,

[L4 Traffic Monitor Data] ~X—27 7 £ 23512k, ROFIEEZFETLET,

AFw7F 1  Security Management 777 A 7 2 AD 7 4 > K7 T, [Web] > [Reporting] >
[L4 Traffic Monitor] % 2R L £,

[L4 Traffic Monitor] X—YNRRINET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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5-17 [L4 Traffic Monitor] R—

L4 Traffic Monitor
Printable (PDF)

Time Range: Day (2]

15 Nov 2009 09:00 to 16 Nov 2009 09:03 (GMT -0800)

Top Malware Ports Detected op Malware Sites Detected

...ys.smileycentral.com [
mirrar fdoservers.net |1

wiww.banzi.com [I

images.playsushi.com

purityscan.com

ww liveinternet.ru

geocities.com

50 [T www,ukrtrains.narod.ru
123 1 VWK . QEMEVANCE .COm
53 extrotur.narod.ru
—_— _— |
[ 1,000 2,000 3,000 ) 1,000 2,000
Connections Connections
Monitaree [ Blocked wontored [ Blocked
Info... | Export Info... | Export...
Malware Ports Detected
Port Malware Connections Manitorsd Malware Connections Blocked Tatal Malware Connections Detected -
60 2,132 0 2,132
123 a5 0 85
53 16 o 16

Info... | Export...

Malware Sites Detected

Items Displayed 10 ||

Site Malware Connections Monitared Malware Connections Blocked Total Malware Connections Detected w

smileys.smileycentral com 1,913 o 1,913
mirror.fdeservers.net 109 0 109
www bonzi com 53 0 53
images.playsushi.com 31 0 31
puritysean,com 13 0 13
waw liveinternet.ru 12 o 12
geocities.com 10 o 10
i ukrtrains.narod.ru 10 o 10
WK DA EYaNCE £OM 9 0 3
extrotur.narod.ru [ 0 [

Info... | Export...

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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|

[L4 Traffic Monitor] ~X— VIZIFRDIERN TR EINE T,
& 5-14 [Web] > [Reporting] > [L4 Traffic Monitor] X— D&l
tovay E LT

Time Range (Fay 74y YR
k)

1~90 HRIF /-3 AX AHEHEAIEECTE D Fry 74y
v U A b, BN L EREO=— X TAbE I A E <
S RZHOWTHE, (A 2T 7F 47 LR— kORI O %
R (P3-18) &L TLIEEN,

Top Malware Ports Detected

ORI a Al L4 R T 4w E=RIZEoTHREIER
e~ =7 K=t 77 7 TR REINET,

Top Malware Sites Detected

ok a iciE, L4 VNI T 4 v BRI o THRIEER
TN~V T 2T RAALUNRNT T 7R TERINET,
ZOE=2—TiH, L4 v I 74 v F=HITEoTHRHEEST.
T X EINTERAALA L ERITT oy 7 SN RAAL U, %
FTENTT T 7 TFRRENET,

Malware Ports Detected

[Malware Ports Detected] 7 —7 WMIZix, L4 FTF7 7 4 v 7 =
AL o THRHENTZTRTOR— FRRRINET,

Malware Sites Detected

[Malware Sites Detected] 7—7/VIZi%, 14 b T 7 1 v 7 =
ZILL s THHEINTZTXTO AL VU NRRENET,

EROTRTOR®S g izix, HIRIFEER 7 7 A NMIT —F 2T AKR— T
572 ® [Export] ™A R—FTF A~ Vo RERINET, HIRlAER 7 7 A

JUZDOWTIEL,

TEEWN,

[LAR—= R X=U b0 LR— MO (P5-11) 2L TL

L4 k57490 E=FDERE

L4 N7 7 1 v 7 E=4IL, Security Management 7 7’7 A T L AD L AT A
vy b7 v 7 U4 ¥— K ([Management Appliance] > [System Administration]
> [System Setup Wizard] Z&R) Z#H L7 AT L5 By N T v T OHF T,
AF—TNIZTHIERTEET,

T7HNETHE, L4 b T 74 w7 B2ARA R—T TR TRTOKR— b
TrI 74 w7224 0L CRESNET, ThiZiT. DNS RZOfhhd
P—EAREENET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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(E)

ELWIZFZAT Y MIPT RVRAEZE=ZT BT, Fy MU—7 7 RLREH
(NAT) PTONDRENCT 7 AT UA—NVATLT L4 b T 7 4 v E=H &
ETDUENRDY £7,

L4 N T 7 4 v 7 T=FOEREDFEMOWTIL, [Cisco IronPort AsyncOS for
Web User Guide] %#ZHRL TSV, VAT Lty N7 v 7 U ¥— FDgE
HIZOWTIE, AT 5 2y N7 v 7 U F—RiZonT) (P2-10) 258
LTL7ESN,

[L4 Traffic Monitor] X— Y OFERICEH L T, A7 Y a—LFESNELR— b
RERTHIZENTEET, LR—FDAF P2 — LR EICHO>WTIL, [LR—
ORGP 2= 7] (P5-83) 2ZRLTIZSN,

[Reports by User Location] R—

AFvFT A1

[Web] > [Reporting] > [Reports by User Location] ~— Y ClE, E/34 )L 22—

W= PAT NEITY)E—F VAT AMBETLTVDT 7T 4T «

TR TEET,

KRG LRDT I T4 ET AITRDEBY TY,

e B—H N a—PEBIRIE—F 2—FRT77EALTNSHURL 7Y,

e BN a—PBIWIE—F 2—PFRTI7ERALTNLIYA MIL->T
N —ENTWABT o FwLT T 7754 ET 1,

e B—HN 2—FBIRVE—F 2—FRT7EALTNEHA FD Web L
Bar—v a3y,

e BN a—PBIWIE—F 2—PRT 7 AL TVLT 7Y r—a
e

o a—H (B—=ANBIOVE—I),

e B—H N a—PBIRIE—F 2—FRTI7EALTND FAAL L,

[Reports by User Location] ~X— 127 7 B AT 5121%, ROFIAEEZFEITLET,

Security Management 7 77 A 7 > AD D ¢ > KT, [Web] > [Reporting] >
[Reports by User Location] % 34K L £,

[Reports by User Location] ~— U NERINFE T,

[ oL-23827-01-J
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5-18 [Reports by User Location] R—2

Total Web Praxy Activity - Local Users

Web Proxy Summary
9
8 I Clean 0.0% [
7 B suspect 100.0% 7
° Total Transactions: 7
5
Export...
4
3
2
1
L L L A L T~ T T " "11
20:00 00:00 08 00 16:00 20:00
Export...
Suspect Transactions Detected - Remote Users Suspect Transactions Summary
Mo data was found fn the selected time range Mo data was found fn the selected time range

Suspect Transactions Detected - Local Users ransactions Summary

10

s M Blocked or Warned by URL Category 0.0% 0
8- | Blocked by aApplication 0.0% 0
7 M Blacked by Web Rsputation Filters 0.0% o
6

54 W Transactions Detected by Anti-Malware 0.0% 0
I | Other Blocked Transactions 100.0% 7
£l Total Transactions: 7
24 H H Export...
14

. Ul S0

R R o AT R e T
2000 00.00 04:00 08:00 12.00 1600 20,00
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[Reports by User Location] ~— VIZIXR DIERPER SN E T,
% 5-15 [Web] > [Reporting] > [Reports by User Location] R—Z DOE#l

ovay

SitEA

Time Range (Fay 74y YR
k)

1 ~90 HEEIZI A X LAHEFHHAIRECTZ D Rry XY
v U AL, RO & EREO=— G by A &~
ARZOWTIE, T4 2T 0T 47 LR— hORRIHEOE
R (P3-18) Z2ZHL T LV,

Total Web Proxy Activity: Remote
Users

v s va i, fBE LR B5m) ko) —
b a2—VFOT T T 4 (EHR) B, VT I7BATERE
nEJ,

Web Proxy Summary

ok va i, VAT A EDOR—H L 2—P L Y E— |
2—FDOT I T A ET 4 DBHNRFERINET,

Total Web Proxy Activity: Local
Users

Ok va Al fBE LR (7)) I8 '
Na2—FOT 7T 4T 1 (ihm) 2. 7T 7B TERS
nET,

Suspect Transactions Detected:
Remote Users

ZokrvaAciF, Ve =PI LTERLET 7 &
A RY = Lo THRIE L2 RN (B TR) ISR S 7o ke
BLWhZ ¥ rvay (fehm) 3, 77 7N TRREN
£

Suspect Transactions Summary

ok aiciE, VAT AEDUE—F 2—HFDED LW
MUY T arOBEHNFRINET,

Suspect Transactions Detected:
Local Users

DRI va AR, VE— b 2—PFIZHLTCERLEZT 7 &
A2 RY =Ko THRE LM (B It Shi-g
bLWNF U vay (EHFm) B, 77 7B TE RSN
ij‘o

Suspect Transactions Summary

ok a I, VAT A EOr—H L 2a—HF DD LW
KMo H o varOBERRERINET,

[Reports by User Location] X—Y Tix, v—H/) 22— LV E—h 2—HFD7T
T AT 4R TUR—MEAERTEET, 2LV, =2—Voa—hnL
TIT4ET 4 VE—NT I T 48T 4 B TEET,

(3¥)  [Reports by User Location] X— Y DIFRICONT, A7 Va—LBEINT L
A= NEERTAHZENTEET, LA FDORT V2 —AEREIZOWTIL,
[VAR—=FDRAT V2=V 7] (P5-83) 2ZRLTIEEVY,

[ oL-23827-01-J
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[Web Tracking] R—

[Web] > [Reporting] > [Web Tracking] ~<— 3 Clid, AN 7z Web BIHE{F#
(Web X274 77 I7A4T7 VATUEINTND Web hT7 7 4 w7 DX A
TheE) BRI yx U L, FoRTAHIENTEEY, JhIUTiE, R
2—HID LV FA T MNP T RLAREDERNEGEN, HBEDZA T D
URL., &M EHA LTV D HHSIEO &, FFE O — 0 Web i ko b
ToX IR EDERbEENET,

AT = THEROT 4 NE )T BEOWBRS DA a7 fif £ I Ea
T—va BRI ED Web A PO T yF b Web Ry R S OEE
7R B TY, [Web Tracking] X—Y Tid, ZNHTXRTCOREELRREL, T=
T HIENTEET, Web N7 v X T ORENL T — X 2T 2 Fikix
HOFEFAN, T oF T THREBERZRE LIRS, AL ILITEMNL TH
Ry FERKVADLZ ENTEET,

[Web Tracking] <— Y Cld, BHENRT 74/ 5D Web F 7 v &% o 7 kR
Eao—ZfHL Ta—FICHET OMEREREMER LY, 372 Web M7 v
FUURRE2—2 AL TEVEEMAREREZMRLZY TED KO ICHiEEn
TWET,

[Web Tracking] ~X— % ftho> Web LiR—F 4 > 7 R_—=D LlAEDETHMAT
LBz T, [[URL Categories] “X— Y EZDMD LV R—FT 4 > 7 X—=T D
fFH) (P.5-32) Z2Z ML TS ES W,

() Web LAR—F 4 7Tl 77 BAESNAHRED URLIZRGT, =2 —FRT 7
TRATLHTRTORAA UEFREBBTE L RICER LTS ZS W, 2—FR7
JHEALTWAEED URL, £® URL (27 7 & A L7k, % @ URL 23777
EINTNDIDNE D D EDERZE 1S5 I2IL, [Web Tracking] <—T & L $
T

[Web Tracking] ~<— U127 7 ¥ A+ 5101k, KOFIEE EITLET,

ATwF 1  Security Management 775 A 7 ADY 1 > KT, [Web] > [Reporting] >
[Web Tracking] Z &R L £ 7,

[Web Tracking] X— VU RHEREINET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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5-19 [Web Tracking] *—2

Web Tracking

Time Rangs:
User/Clisnt IP:

website:

= Advanced

URL Category:

Application:

Palicy:

Malware Threat:

WBRS:

Mabile User Sscurity:

Web Appliance:

User Reguest:

Available: 22 Sep 2010 12:00 to 22 Sep 2010 17:59 (GMT +03:00)

90 days v

(e.q. jdoe or DOMAINYjdoe)

(e.9. google.com)

Transaction Type! | | all Transactions v

Search transactions using advanced criteriz,

©

o 0@ e

o®|C O@| 0O 0@ o@

oO®|  0®| 0@

Disable Filter

Filter by URL Category: | Select Category...

Disable Filter

Filter by Application:

{ex. Yahoo Instant Messenger)
Filter by Application Type:

ex. Instant Messenger)

Disable Filter

Filter by Policy:

Disable Filter

Filter by Malwars Threat:
(ex. W32/MyDoom-A)
Filter by Malware Category: [ Select Cateanry.

Disable Filter

Scors Range:
10~ to[10

Mo Score

Disable Filter

Filter by Reputation Threat:
(ex. phishing)

Disable Filter
Filter by User Location: | Remote scoess

Disable Filter

Filter by Web Appliance: [Select Appliance,

Disable Filter

Filter by User-Requested Transactions

17”9 [Web Tracking]
BOHLOTY,

~—U%, [Advanced] D& 7 4 —/V RRFREI 2R

[Web Tracking] <— VIZIFROIERNP TR REINE T,
T7+NV D Web F7 v XU IRER

— HEfRIPH

- a2—=%/ 74T 1P

[ oL-23827-01-J
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— Web %1 &

- "IV Iar HAT

M ERED Web 7 v U IR
— URL #7=Y

- 77U r—=var

- R ¥—

— I =T OB

— Web X"—2DVAKR—FT 17 A7 A (WBRS)
- ERNA )N 2—F DX T 4
- Web 7774 T A

— > —H¥ER

Web FSvyF 2T DERTE
Web T o F USRI, RO 2 OO 2 —THKRTEET,

o T 74/ FD Web hT vF L TER
o ZEHMZ: Web h T vk TEER

FIH+ILED Web FSyXx VTR

FIFNL D Web hT X7 Ea—TIL, Web T v X 7 OfRERAY, 22—
PLHEFIZIP T RLA, "o ray A4 TR EOERHREHETT 1L
2y TTEET,

T4V D Web 8T v XU T OEREFNET HITIE, ROFIEEZFITLET,

AT7wF 1  Security Management 7 77 A 7 > A C,[Web] > [Reporting] > [Web Tracking]
ZBEIRL £ 7,

[Web Tracking] X— U NERRINET,

ATwF 2 [TimeRange] Kuy7# v VX NT, M7 vF 735 RMEMAZRNL E
‘a_o
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WP F & OY Security Management 7 7' 7 A 7 2 A TO R FH OMREIZ S
W, A 252757 47 LAR— b ORREHORR] (P3-18) 2ZMMLTL
72,

AFwF 3 [User/Client IP] i —VF721Z7 747> b IP 7 KL 2% AJ) L [Website]
74—V RIZADLET,

INHD Web A MBI R —FEITITFAT NPT RLUAIZELT, 1§
WP NT R TINET,

ATwF 4 [Transaction Type] RKevy7F v UANT, FT7oFr 7358707
VOB TEBINLET,

BRI, [All Transactions], [Completed]. [Blocked]. [Monitored].
[Warned] T,

AFvF 5 [Search] 27V v7 LT,

T4V Ea—0OfRIT. VI LA THRETEEYA, BRIIFXAL ZX T
TY— &, EOBENK EFICRTIINET, 7740 5 BEa—0fER
X, ROR—=T DL HITHR F9,

5-20 T4 D Web F59vF24 Ea— [Results] R—

Items Displayed 50
Displaying 1 - 46 of 46 items
Time (GMT -07:00) = Websits  {count) Display Details... Dispositian Bandwidth User / Client 1P
10 Aug 2010 06:45:10 | hitpi//fishki.net Blocked by URL Cat 08 10.251.60 45
10 Aug 2010 02:26:57 | http://engine.adland.ru (2) | Blocked byP dlicy 08 10.251.60 45
10 Aug 2010 02:26:54 | http:i//picS teasarnet.com Blocked by WBRS: -7.0 08 10.251.60 45
10 Aug 2010 02:25:54 | hetpi//engine.adland.ru (2) | Blocked by P olicy 0B 10.251.60 45
10 Aug 2010 02:25:52 | httpi//picd teasernet.com Blocked by P olicy 08 10.251.60 45
10 Aug 2010 02:25:02 | hitp://counter.yadro.ru Blocked by WBRS: .7.0 08 10.251.60 45
10 Aug 2010 02:25:02 | htkp://is luxup.ru (4) | Blocked by WERS: -7.0 08 10.251.60 45

[Results] 7 o > KU ICITRDIERNF RSN ET,
e URL A7 7 &R INT=KiH
e F7U¥ U ar Web¥A b

[Transaction] 7 7 A C [Display Details] #27 U v 27+ 5 &, T U¥ 7 g
ICET D EMIE RN R RINE T,

¢ Disposition

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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[Disposition] # 7 AZix, T oW rvavPryay s Skl 2%
R v—=llLoTTmy 7 ShlzDh, WBRS ZaT7|li-Tr7ry s S
NI=OnR ENFRENET,

¢ Bandwidth
e User ID/Client IP

HlE Web FSyF TR

A7y 2

ATv7 4

FEANZE Web R T v/ B a—TIL, LV ERERHH L T Web FT7 v
VDR ETANE Y T TEET, ExiE WBRS LEaT—v g X
27, URL 73V, Web L EaTd—va v OFBREICIo T4 E) v
rTEET,

72 Web b7 » % ZORERZINET DI11E, ROFIREZFTLET,

Security Management 7 77 A 7 A DY 4 » KT, [Web] > [Reporting] >
[Web Tracking] % &R L £ 7,

[Web Tracking] X— U RFEREINET,

[Time Range] Fry 7" Z v JANT, N7 v¥x 7§ LREHHAZERLE
\?AO

W% P 3 & OY Security Management 7 77 A 7 2 A T ORI #FH OMREIZ S
W, T4 55277 47 LAR— hORRHEO®RR] (P3-18) #BMLTL
7230,

[User/Client IP] {22 —HFFE721%27 T4 7 NP 7 KL A% AJj L [Website]
T4 =V RICANLET,

INBED Web WA PEBLXP2—YEFIITIA4T NPT RLRAIZBELT, 1§
WRRNTvX 7 InNET,

[Transaction Type] ke > 74> VARNT, NTovXoITHr70H 73
VDEATEEIRLUET,

B, [All]. [Completed]. [Blocked]. [Monitored]. [Warned] T,
[Advanced] D KRHIZ 7 UV v 7 LTN—U 2R L, MR EELERLET,

[Filter by URL Category] DDA 7> a v R& %27 Y » 27 LC,URL 7 =
Va7 4 t—7VEREIA R—T M LET,

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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ATFvFT 8

2AFv7 9

ATv7 10

AFv 7T 11

2AFvF 12

P & K

ATy 14

AFvFT 15

URL 7 IFVICED 74N ) v T %A X —TNICT D L, [Filter By URL
Category] Fr vy 7 ¥y UXA FOBREARIRL T, A X—7NVICTHHT A
UaRBRIRTEET,

REEDRY > —T7 4 V& U > 7§ 520X, [Filter by Policy] DB D A7 > =
NEHI Vw7 L, THRAN 74—V RIZRY) =& AN LET,

ZORV =B Webtxa T4 77T TV ATEERATHD Z & AR
LTL &,

BED=IVT =T OBBTT 4 /VZ Y 74 %I2id, [Filter by Malware Threat]
DDA T v ary RE R v 7 L, TXFAN 74—V RIZEBOLARTE A
JILET,

WBRS DA 2 7 i % 45 €3 5 121%, [Score Range] DDA T > a v RA %
7y 7 LET,

DT A4 NEET 4 B—TMICT HITIE [WBRS] £ > 3 > @ [Disable Filter]
FTvarv REE7 ) w7 LET, WBRS A2 7 H#BAEROFEMIC OV TIEL,
[ Cisco IronPort AsyncOS for Web User Guidel] &R L T2 &\,

V27— a OB BTWeb N7 v X774 NEY) T DI,
[WBRS] 2 v = > T [Filter by Reputation Threat] 7" v a > F¥ %7 U v
JLET, TOT4NEET 4 B—T T HITiE, D27 23 D [Disable
Filter] 7> a v AZ %227V v 7 LET,

BFEDENAN 2—F BF 2V T 4 TT 4% ) 7351214, [Filter by User
Location] DDA 7> a vy RE %7 Vv 7 L, TF AL 74—V RINLEE
ADLET, ZOTANEET =TT DHITE, 20TV aro
[Disable Filter] &7+ a > R¥ %27V v 7 LET,

BEED Web 77T A7 ATT7 402 ) 79 51Ti%, [Filter by Web
Appliance] DBEDOA 7> a v RE %227V v 7 L, TF AN 74 —/L RIZ Web
TTIAT VAL EBANNLET, ZOT7 4N EET 48— MZTBHIZE, 20
t 27 v a>® [Disable Filter] A7 v a v R& %27V 7 LET,

BEDL—HPERTT 4 V% Y 73 5121%, [Filter by User-Requested
Transaction] DO AT > a v A2 %27 Vv L, 7F AN 74—V FIZ
Web 774 T VAL EANNLET, ZOT7 4 NEET 4 =TT DI,
IOk 3 ® [Disable Filter]| 77> a v RE %7V v 7 LET,

NR—=Y B a—0OfR%E A X —7 VT 5121, [Enable Page] B = —DfER DK
CHDF 2y IRy 7 A AT LET,

[Searchl| %7 U v 27 LET,
Web k7 v & VOB EDERSNET,

[ oL-23827-01-J
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AT9 7 16 [Transaction] # 7 AT [Display Details] %2 UV v 7 3+5&, +FoH 7 ar
(BT DREMIE AR RSN ET,

Web b7 v X ZOFERFIZONTIE, 1 =2—F D& (P.D-2) 22
LTL7E&EN,

[System Capacity] ~—¥

[Web] > [Reporting] > [System Capacity] ~X— TiZ, Web t¥ = U7 1 777
A T v AT & - T Security Management 7 7' 7 A 7 A TRAT HIEEATE
REFRCTEET, HERLEL, [System Capacity] ~X— V&M H L T, R
CHIRE P T v FR T LTURT A X NV T A OFEEZLTHND Z ETT,
Web tx =2 l)T 4 7TFIA TV RAET=4T 5L, F¥ 30T 4 NEBOEIC
BWLZHDIZR S TNDINEMEFRTEET, i, KOS T
LETA, WUICE=F2Y 7 LTI, BINF Yy U7 ¢ SIERELE %
FHRICEHATE £,

[System Capacity] ~— L Z 32 &, ROIEREZ MR TE £,

e WebtXaUT 4 T7T7A4T7 U ANRMLEIND CPU v /307 1 WO
RTohy T T, REOHEBILEIZBMT 74T 2 AN, WOk
FZR ST b £,

o "I TNYa—T 4T DEDIZ, VATINERLY V—RAEFHLTWVD
oy a#sl LET,

o INEREETuXY Ny Ty AV EMIELET,

e 1 BHIEYVDOINT U IV ar, BLOHBHELRER 2R LET,

[System Capacity] R—IZRRINDT—2 DEREE

[System Capacity] X — T — ¥ &R 7 L IFHHHAZ ERT 256, RO Z

CICBBETHZENEETT,

e Day L'7AA— b : Day LA— hTlE, BT —7 V2RSS L, 24 K OMIC
IR Z T I IAT UARZE LI 2 —DIEHERBEZR T LET,
ZOBHRITEM T — T A bE SN E T,
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e Month LK— k : Month L7AR— FCi%, 30 ARIE7=1L 31 AR (FOHDH
IS U D) OB T—7AEBE L, 30 A E72id 31 B EMER 7
V—HaFrLlET, INLIEMREMETT,

[System Capacity] ~X— <@ [Maximum] A > 27— &%, #&E S HH O
RRMEAE R LET, [Average] fHITHEE SN HHOFT X TOMDEETY, £
AR, AR — MCR L CRIRE MRS CCRZ2Y 9, =& 21E, A
AL OF v — FOBFEIE, BT L O [Average] 18 & [Maximum] 5% &R~ 9 5
ZENRTEET,

GE) o LAR— b CREGEFIC [Year] 28R L2 5E 13, b K& 2RI CTH
%90 HZRIRNT 22 LR LET,

[System Capacity] ~*— 27 7 & 24 5I2id, KOFIEEZFITLET,

AT7w7 1  Security Management 77 A 7 > AD Y 1 > K7 T, [Web] > [Reporting] >
[System Capacity] &R L £,

[System Capacity] ~— IV BRRINET,

5-21 [System Capacity] R—

System Capacity

Frintable (PDF)

Time Range: Day [»]

27 Aug 2009 09:00 to 28 Aug 2009 09:05 (GMT -0700)

Overview of Averaged Usage and Performance

Proxy Buffer Bandwidth Out
Web Security Appliance | CPU Usage (%)  Response Time (ms) | Memory (%) | Transactions Per Sscond | Connsctions Out | (Bytes per second)
wsa, SBNOL 25 31 34 200 3 300M
wsa,SBNDZ 20 22 45 250 3 345M
wsa, SBNO3 35 31 35 244 5 400M
wsa, SBNO4 45 22 20 150 H 300M
wsa,SBNOS 45 23 25 270 6 450M
wsa, SBNOE 45 20 30 260 4 340M
Columns .. | Export..,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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ATwF 2 [Overview of Averaged Usage and Performance] A >4 5277 4 7 T—7 /LD
Web Security Appliance 77 7 A TREDT FIFA T L A% 7 Vw7 L, DT
SATLUADY AT A F X TF 4 2 RRELET.

Z O —HFIZBIF % [System Capacity] 77 7 B FE R S E T, [System
Capacity] ~— U Tlx, KO 2 HHEOFEHREFERTEX ET,

¢ [System Capacity] : [System Load]
e [System Capacity] : [Network Load]

[System Capacity] : [System Load]

[System Capacity] 7 « » R DERHID 4 SO T T 7%, AT 2AMIIET S
LR—FTT, ZNHDOLR—RMIX, 77 IA 7 ZTORKRZ CPU #H
R RENE T, AsyncOS iE, 74 R/WREDO CPU Y V—2ZfFEHLTHT
VY vary AN—Ty FEELEEDL X Ck#ElLENTWEY, CPU A
BRELSTH, BT LEVAT A Xy AU T OEEZRT DO TEHY £4
ho CPUMHARNBEL, POEARY 2 —2DATY N—=T AU v ¥ 70334
THHEE. Ty 3T 4 OMBEOFREENRSH Y £F, ZOX—TI2iE, Web &
X2 T4 TTIATVADVR—T 4 VT OB & O X F S F elfe Cff
H&nd CPUBEZRTZI 7 RENET, HENCPUDS T 71X, VAT
AETRLEZLS DY Y —AFAT MO E RTHEE TS, 77747 A
ORBAEBMLERIGA. 2077 713, RESCT 4 B —7 W AbD L E 2 EE % )
Wrd 2D &ELBET,

Fio, B/ GBED ST 7 1 B0V NI a0 T 7T,
R IIRERR (I VMELLD) . B3 L0 [Time Range] Ka v 7H o2 2
Za—THRELEZAMEEH TO 1 BHZVD T o7 a VEIVURENET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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5-22 [System Capacity] : [System Load]
System Capacity

[ Warkqueue | Incoming Mail | Outgeing Mail | System Load | All]
Printable (PDF)

Data in time range:59.0 % complete

Export...

€PU by Function

1000%
90.0%
s0.0%
700%
60.0%

0 1 2 3 . s 6 7 s a
W Ant-spam Antivies B Wail Precessing 10 Reporting Quarantine

view details

Export,

0.0
80.0k
70.0k
60.0k
50.0k
20.0k
30.0k
200k
10.0k
0
0 1 2 3 a s 6 7 8 9 1 o\ 12 13 14 15 16 17 18 1
View details
Export,

10

9

8

7

B

5

Pl

3

2

1

0

™ ™ ™ ™ ™ T ™ ™ — —
10-Feb 17-Feb 24-Feb 03-Mar 10Mar

Transactions Per Second

Cmmwane e

™ — — — — T — T —
10-Feb 17Feh 24-Feb 03-Mar 10Mar

B pveraon B Mavimim

[System Capacity] : [Network Load]

[System Capacity] 7 «+ » R DD 7 712k, FEHER. HAMAEIE, 7
rXY Ny 7y AEYOKEFHERP R ENET, A, B, A, EITEORR
EREATDHZEHTEET, TEFOREICBITOIBFEELEANSLS IO RNV R
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R L TR ZENEETT,

5-23 [System Capacity] : [Network Load]

Connections Out

20
18
16
14
12
10
g
6
4
2
o

I1-Ma 14-Jun 28-Jun 12-Jul 26-Jul 09-Aug 23-Aug

B rverace B Maximum

Export...
Bandwidth Out (Bytes)

90.0KB
BLOKE
72OKB
63.0KB
54.0KB
45.0kB
36.0kB
27.0KB
18.0KB
9,216B

0B

31May 14-Jun 28 Jun 12-Jul 26-Jul 09-Aug 23-Aug

W average M Maximum

Export...

Proxy Buffer Memory (Bytes)

CrmnwhEnaume D

I1-Ma 14-Jun 28-Jun 12-ul 26-Jul 09-Aug 23-Aug

Export...

TOXFL Ny IT7 AEY AV EVHIZET R EEEE

VAT AL, EHIMIC T RX Y Ny Ty ARV ERAY v TTEH L OICEKEI SN
TWAHDT, 7T aXxy Ny 77 AE) AUV ZEFHEZVEDILOT
Y., TTI7A TV AOMBEERTHLOTEDLY FH A, VAT AN EZER
Va—207aXxy Ny Ty AFVERAT v T 5855I, Tafy Ny
77 AEY AT ECTIFIEERTHY, I VEGDIEETT, VAT LM
WRKEOUIREITV, KETHIEDIZTEXL Ny 7y AEY 2232

Ty T AEEE. £y N U —21Z Cisco IronPort 7 75 A4 7 v A &BMNT 5%

M, FREANV—T MR RIZRDEIICHEEZHEL T, T —< L AD
A L& BMERHY ET,
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An_‘,—l—»

[System Capacity] ® % 7 A% &L, [System Capacity] ~— < ® [Overview of
Averaged Usage and Performance] €7 > a V CHRETEET, 14777 4
7 N7 LDOBREDFFCONWTIE, [VAR—F R=YDH T L0OFE] (P.5-10)
BLO THREP Web LAR—T 4 7 R=V DAL ETIT 4T BT L]
(PE-1) 2L TSZE0,

[Data Availability] R—

[Web] > [Reporting] > [Data Availability] ~X— Tix, U Y —AfEHEL L O
Web N7 7 4 v 7 DEEDHDGHN I T NAEA LIRREND LT —4
R, BHBLOY—bhTEET,

[Data Availability] X—27 7 £ A4 512X, ROFIEEZFETLET,

Security Management 7 77 A 7 2 AD~X— T, [Web] > [Reporting] > [Data
Availability] Z3IR L F 7,

[Web Reporting Data Availability] X— U NERRINET,

5-24 [Web Reporting Data Availability] X—<

Web Reporting Data Availability
Printable (PDF)

web Reporting Data Range

Web Reporting Web Tracking and Reporting Detail
Web Sscurity Appliance | From To From To Missing Data | Status
wsa, SBNOL 22 May 2009 10:20 | 06 Nov 2009 09:01 | 07 Aug 2009 10:01 | 06 Nov 2009 09:01 | No OK
wsa, SBNO2 22 May 2009 10:20 | 06 Nov 2009 08:48 | 07 Aug 2009 10:01 | 06 Nov 2009 05:48 | No Hot updated in 12 minutes
wsa,SBNO3 22 May 2009 10:20 | 06 Nov 2009 08:57 | 07 Aug 2009 10:01 | 06 Nov 2009 08:57 | No OK
w53, SBNOE 22 May 2009 10:20 | 06 Nov 2009 08:57 | 07 Aug 2009 10:01 | 06 Nov 2009 08:57 | No OK
w53, SBNOS 22 May 2009 10:20 | 06 Nov 2009 08:57 | 07 Aug 2009 10:01 | 06 Nov 2009 08:57 | Tes OK
w53, SBNOG 22 May 2009 10:20 | 06 Nov 2009 08:59 | 07 Aug 2009 10:01 | 06 Nov 2009 08:59 | No OK

Overall; | 22 May 2009 10:20 06 Nov 2009 09:01 07 Nov 2009 10:20 07 Nov 2009 09:01

(GMT -07:00) (GMT -08:00) (GMT -07:00) (GMT -08:00)

ZON=Uph, TRTOT—F VY —=2FARB IO Web b7 7 1 v 7 DR
BEpT e R TEET,

[Web Reporting Data Availability] ~X— " TliL, fHx D Web 7774 T AL &
VCEFA—NTTIAT U AETWeb VAR—T 4 T EEFA—I LR—T 4
VIO BGTNT 4 =T Nl o TWBEARIZDH, Web LiR—F 4 78
FAE—TINEREINET, Web LER—FT 4 VI RF 12— iz b L,
Security Management 7 77 A4 7 A Z Web vt X =2 U T 4 T T4 T U AND

[ oL-23827-01-J
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ATFvFT 3

ATv7 4

(E)

LT —Z 2B LR 20 928, UANCEE L= — & 1% Security
Management 7 77 A 7 2 AZFE-> TWET, T 4 A EAROEH G EIZON
TiE, 7 27 EMEOEH] (P.12-123) 2B L TIZE0,

[Web Reporting] @ [From] % 7 & & [To] 77 A, ¥ L [Web Reporting and
Tracking] @ [From] 7 7 AL [To] # 7 A TAT — X AN 5386 1%, [Status]
BT DT H BRI IAER DR ENE T,

IHIT, Web LAR—TF 4 7 E72iE Web 7 v F 0 7 OWT N TRE SN2
FHEEIZX v v TS BHA 1L, [Missing Data] 77 A2 [Yes] BEREN
i ﬁ‘o
Web Security Appliance 77 7 AT, T—% T4 F VT 4 {ERNPLEIRFEE
DT TIAT A% ) v LET,
FEDOT T AT AP [Web Reporting Data Availability] AR RS NET, ZD
U4 RUIIEROERNFRSNET,
LT —X

o ZOREDTTTAT VAOHAR A,

Z OF#HIE [Overview] X— U2 b Kk S 41EJ, [Web Reporting] &7 2 =

& [Web Tracking and Reporting Details] £ 2 2 5 > ® [From] & X U [To]

DX UIENA R=D 7272 TEY | HED2—FDOREED Web ##

MEMERRTDHILENTEET,

T—2E, FEOHIFIZI T 2 RFFFRIC OV TOHRFRINET,
[Items Displayed] Fr > X T X=a—nb, T 5HLba— REEEIRT
TET,

[Submit] 27 V v 7 L T_— EOER%%(F L. [Commit Changes] %7 U v
I LT FIAT VANDEREREELET,

|

haflls

URL 7 AV T AT YV a— AR ESNIZLER—FATT—% 74 F &
V7 A BERAINTHDEEIL, WINArDOT T 74TV ATT—HIZ¥y v
BdHDHE, N—TYDOTFHIZ [Some data in this time range was unavailable.] &>
IAYE—UNRRINET,

Frv v TRFEELRVERIEMbERRINEE A,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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LR—FDRGD2—Y) 27

HENAL, BEEA, FREABMCETEINDIIICVAR— 2R Va2 —LERE

TAIENTEET, ATV Va—REINTLVAR— MI, AiH, 8% 7 B,

BiH., ®BEOH (KRK250 H), BEDOH (®K12 3 H) OF—2%25d5 K

IWRETEET, £, BELLEAS 2~ 100 H) FXEELZA%K (2
~1257A) OF—FE2EDDH ELEHLTEET,

VR — b ORTR I 200 53 ERTORFFFE (#EE 1R, 1 B
FF L0 A) OF—ZOHBREENET, t&zi\ﬁﬁvf—b%¢ﬁlﬁ
WEITTHEIICAT YV a— N ERE LSS, LA — MIIEATH O 00:00 225
23:59 FTOT—ENEENET,

VR—=FERATVa— VB ETEDLLR—F XA T XKD LEEBYH T,

* [Web Reporting Overview] : Z D~ —JIZFER SN B ERIZHOWVTIE,
[Web LAR—7 4 > 7 ® [Overview] <—| (P.5-12) #ZRL T Z&E0,

e [Users] : ZOX_X—VICHEKREINDIEMRMICOWVTIE, [[Users] ~—)
(P.5-16) #ZHLTIZEV,

* [Web Sites] : T D_X—INZEKRINBEHRIZOWVTIL, [[Web Sites] ~—
¥ (P5-24) 2ZRLTIZEN,

e [URL Categories] : = D_X—VIZHR R EINDHFHICOWTIE, [[URL
Categories] X—<7] (P.5-28) #ZML T3,

e [Top URL Categories — Extended] : [Top URL Categories — Extended] ®
UAR— N &2AERT 2 H1EICOWTIE, [Top URL Categories — Extended
(P.5-87) &#ZML T 7ZEWY,

* [Application Visibility] : Z D_X— KR S D HFRIZ OV T,
[Application Visibility] ~*—<"] (P.5-36) #ZM L T 7Z2E\V,

e [Top Application Types — Extended]:[Top URL Categories — Extended] @
VR — b & ERRT 5 HEIZ OV Tk, TTop Application Types — Extended |
(P.5-88) #ZML T ZEV,

e [Anti-Malware] : = D X—IZRK R INDHERIZOWVTIL,
[Anti-Malware] ~—="| (P.5-40) Z#ZML TI7ZE0y,

* [Client Malware Risk] : ZD_R—IZHERENBERICOWVTIE, [[Client
Malware Risk] ~<—] (P.5-50) #&R LT E&X,

e [Web Reputation Filters] : & D= IZRREN D HERIZ OV TIE, [[Web
Reputation Filters] ~—<7) (P.5-58) #ZML T 7Z &,

[ oL-23827-01-J
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o [L4 Traffic Monitor] : Z D<= IZFRENDHFERICHOWVTIE, [[L4
Traffic Monitor Data] ~—<"] (P.5-64) #ZML TS /ZE 0,

* [Mobile Secure Solution] : = D_X—IZFKR SN DHHERIZHOWVTIL,
l[Reports by User Location] *—=<"] (P.5-67) #ZM L TSV,

* [System Capacity] : & DX—IZFR SN DFERIC OV TIX, [[System
Capacity] ~<—] (P.5-76) &ML T &,

R Sa— BRSNS L— FOEE

~
()

Z 2T, ROAFICOWVWTHALET,

o R Va—nEESNELA—hoEM (P.5-85)
o (R Va—EESNILVHR— FORE] (P.5-86)
o (A7 Va—nABESNTLAR—FOHIER] (P.5-86)
o [BMOIEELHR— ] (P.5-86)

AT a— VR ESNTEVR—FTE, TR TO2—PFHFREBHTERVED
T D2 ENTEES, LR—FTCa—VAPERHTERVIRETLR— a4
9 %12iE, [Anonymize usernames in reports] F= v 7Ry 7 A&k A NI LE
T, T7ANIFRETH, TXTOLFR— MNITRTO—FHABRERINE
R

Security Management 7 77 A 7 AL, AR LB O LR — M ERFFLET
(TRTOUVAR— MR LT, HKTI1000 X—Y =), REIDECTH (Br
bETe) DLVAR— I NZEFEZEETEET, B A—AZEELZRELRVIGS
TH, VR—MNIT—IATENET, VA—FEZHDOT FLRIZHEET LM
BERBH LG, FRCZEREZRETLI2LVL, A=V 7 VA MEERT D
FEORESHTT,

TI7HNEITE, ATV a— A REENTZELR— DI S, HED 1201
R BT —IATENET, VLE—NNI, 7FIFIAT L AD
/periodic_reports 7 4 L' 7 R UIZIEE SN ET, GEMIIZOWTIE, (8 A 7
TIAT VANDT 7R B LTIESW),
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AT Ta—ILREShf=LKR— FDEM

ATFvFT 3
AFvT 4

ATy 7T

AV 2= VRE STz Web LAR— b & BINT 5121%. ROFIEEZFATLET,

Security Management 7 77 A 7 A DY 1 K7 T, [Web] > [Reporting] >
[Scheduled Reports] # 341 L £9°,

[Add Scheduled Report] #7 U v 7 LE 7,
[Add Scheduled Report] ~=— Y RHERINET,

5-25 [Add Scheduled Reports] *—2
Add Scheduled Report

Report Settings
Type: | [Top URL Categories - Extended v

Title: | [Top URL Cateqories - Extendsd
Previous 7 calendar days -

@ POF  preview FDF Report CF

Humber of Tterns:

Sart Column:

Time Range To Include:

Format:

Tabie Codumin

Categary[1]: Category Mame | Transactions Total v

O paily attime: 01 ][00 v
O weeldy

O Monthly o first day of month

Schedule:

Email to:

Separate mutipls addresses with commas. Leave blank for archive anly.

[Type] DRED K v 7FHF Ty A=a—nh, VIR—h XA 7E2RIRLET,
[Title] 7 4 —/N KiZ, VER—FDOHXA MVEAALET,

[ CAROERDO LR — FEERT D52 L2k d 5720, DT ung A
NEMHT 2 Z A2 HERE L ET,

[Time Range] Fu v ¥ T A =a—nb, LAR— hORBEFRAZERLET,
EREND LR— hOEREZER L ET,

7 7 4V MERIL PDF TF, K#mOLAR— R TiE, CSVDORT Y a—
EITHOZEMTEET,

[Number of Items] DD Ky FH T UX Mhb | ASILD LAR— MW
1T HHEE OB A B L ET,

[ oL-23827-01-J

Cisco IronPort AsyncOS 7.7 for Security Management 1—4 #i4 F i




FE55 FREFE Web LE—Fs o5 0EA |

B2 EIL2 ~20 T, 7 74V MEILS5 TT,

X797 8 [SortColumn] DD Kr vy FHE T YA MNL, ZOLR—MTT—4 %/ —
M2 7 L2 RIRLET, ZHICED, AT V2— VEREINTZLHR—
FRNOAEE DD T 22 FEHEL+5 EAL IN] HOEB O LR— 2 {ER T %
7

AFw7 9 [Schedule] fHIi T, L R—FrDAF Y 2—LERETHH, B, £7213AOHIC
HHF T ary Ry EERLET,

AFwF 10 [Email] 7% A b 74—V RIZ, ERENTZ LR — bR EEFEENDIETA—NT
FLRAZAILET,
BT A=V T RUVAZBBEELRENPSTZHA/IE. VER—NOT =T A T OHRT
bIET,

Z2FwF 11 [Submit] %7V v 7 LET,

AT Ta—ERESIN-LR— FDOEE

LR — b & fRET 5121%. [Web] > [Reporting] > [Scheduled Reports] ~— 12
BEL, WETDHILR—- MG TEIF =2y 7Ry 7 ZAEF N LET, REE
ZEEL, [Submit] 27V v 7 LT_X—Y TOEEE%IE L., [Commit Changes]
RELHI VI LT T IAT UV ASNDERTEHEELET,

AT a—LERE SN LR— FOHIER

UAR— M &HIBRY 521X, [Web] > [Reporting] > [Scheduled Reports] ~<— (2
BEHL, HIBRT 2L R— MNIxhit T2 F = v I/ Ry 7 A4 LEd, A7
Va—VREINZ VA= M T XTHIERT 2581E, [All] Foy 2Ry 7 R
ZEIRL, BIBRZFIT L CEREAMELE T, HIREhEZLR— 07— 47
MUSHIBRS L E T A,

EBMDYER LAR— +

Security Management 7 7 A 7 > A @D [Web] > [Reporting] &7 > =2 > T,
BANT 2 MIHOILEL AR— FEAERTEET, ROBOBHY £7,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
m. 0L-23827-01-J |




| £5% HREFH Web LKR—F 1 v J0ER

* Top URL Categories — Extended
e Top Application Types — Extended

Top URL Categories — Extended

GE)

[Top URL Categories — Extended] L' A" — kX, &#H 2 [URL Categories]
A= hED BFEMRERELEE T HHEICELLET,

7o & 21X, @%@ [URL Categories] LA — FCTiX, KEWURL #7573V L~
JVTCHREE DIEHEB ORISR AR 2 5l 2 R A NETEE T, Lol
Fy NU—7EHEIX, 4 URL A7 =2V O EAr 10 > URL, 72134 URL
AT AV DL S NDAa—FORBEERRLEE=4F2, FFlRLA— &
MHELLTWD ELET, ZOHAEEIL. [Top URL Categories — Extend]
VAR—hE2EHLET,

ZDXATDUR—FTERTE DK VR— ML 20 TT,

[Top URL Categories — Extended] L7 R— k&£ 21213, ROFIEEZ FITL
\i \a_o

Security Management 7 77 A 7> AD U 4 > KT, [Web] > [Reporting] >
[Scheduled Reports] & 34K L £ 3,

[Add Scheduled Report] #7 U v 27 LET,

[Add Scheduled Report] 7 4 & RUNEKRINET,
Add Scheduled Report

Report Settings

Type: | [Top URL Categories - Extended |

Title: | [Top URL Categories - Extended

Tirne Range To Include: | | Previous 7 calendar days v

Format: .
@ POF  Preview PDF Repart

Humber of Items:

Sort Column:

Table Column
Category[1]: Categary Mame | Transactions Total v
Sehesuet | ) iy e time: ;

@ weekly on

O Monthly  on first day of month

Email to: I

Separate multiple addresses with commas. Leave blank for archive only,

[ oL-23827-01-J

Cisco IronPort AsyncOS 7.7 for Security Management 1—4 #i4 F i




FE55 FREFE Web LE—Fs o5 0EA |

ATvT 3

2AFyv7 4
AFvT 5
ATFvT 6

ATy 7T

ATFyvFT 8

AFvF9

2Fv7 10

27y 7 11

[Type] DRED Fu v 77X o A =a—6, [Top URL categories — Extended]
R LUET,

[Title] 7% A b 74—/ FiZ, URLEELVR— DX A b EAHLET,
[Time Range] Fe v X7 A=a—nb, LAR— hORBFRAZERLET,
EREND LR— FOBREEIRL 7,

7 7 /v MERIL PDF T,

[Number of Items] DD Fr vy 7 X7 UMb, EEShd LA— MIH
71975 URL 77 3V O ERIRL E T,

AR72MEIT 2 ~20 T, 7740 MEITS5 TY,

[Sort Column] DEED RKu v F X7 YA RnE, ZOLVR—MNTTF—F %Y —
FE5720DR T LERBIRLET, ZHICEY, ATV a— AR ESNTLLVR—
FNOEBEDOAD T L& EHELT D B IN) HOBEBHO LFR— N E/ERTE E
R

[Schedule] fHIR T, L AR— b DRF Y a—LEFETHH, #H, £330 OHIC
AL T vary REUERRLET,

[Email] 7F 2 b 7 4 —/L RIZ, AR ENTZLVR— R EEENIEF AT
KL AEZ A LET,

[Submit] #27 V » 27 LE 7,

Top Application Types — Extended

2AFvF 1

A7y 2

[Top Application Type — Extended] L R— b ZAEK T 5121, KO FIEZE ELT
LET,

Security Management 7 77 A 7 > AD Y ¢ > KT, [Web] > [Reporting] >
[Scheduled Reports] & 34K L £ 3,

[Add Scheduled Report] #2 U v 27 LET,
[Add Scheduled Report] ¥t & RUNRELRENET,
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ATFvFT 3 [Type] DFiD K v 7 X7 A ==—5, [Top Application Types —
Extended] #i#R L £,
Add Scheduled Report

Report Settings
Type: | [Top Application Types - Extended &

Tidle: | [Top Application Typss - Extsnded

Time Range To Include: | [Previous 7 calendar days v

Format:
@ poF Frevisw PDF Report &
Cesu®@
Numnber of Items:
Sort Columni | 7.y Column
Type: Application Name [ Transactions Total v
Sl | 0 oy setme: (o1

@ wieekly on

O Monthly  on first day of month

Ernail to:

Separate multiple addresses with comimas, Leave blank for archive onty.

AFyFT 4 [Title] THF AL 74—V RIZLFR—=+DF A bAEATLET,
ATwF 5 [TimeRange]l ku v 7 X0y A=a—00, LAR— hORMEHEEZRIRLET,
AFvT 6 ARENDLER—bOEREZERLET,

7 7 4w MEXIL PDF T,

AFw 7 7 [Numberof Items] DFED K v 77X T UR b, ARESND UAR— M
51942 URL 7 2V OFEEIRL 7,

BHEIX2 ~20 T, T 74/ MEIZS TT,

X797 8 [SortColumn] DD Kry FEZ T URARNpL, T—T NIRRT DNT LD
2 A TR ET, #INEKIL, [Transactions Completed]. [Transactions
Blocked]. [Transaction Totals] T3,

ATvF 9 [Schedule] ST, VAR— b DRF YV a—NERETDHH, B, £213HA ORI
bHA T ar RE U ERRLET,

AT7TYF 10 [Email] 7% A~ 74—V RIZ, ERSNTELVHR— I BREFEINDIEFA LT
FLRE AN LET,

AFy 7T 11 [Submit] %7V v LET,
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LR—bD7—hA47

[Web] > [Reporting] > [Archived Reports] ~*— IZi&, HEAREER T —H A 7
HDLR—=FDY A SBRRSIET, [Report Title] 7 7 LD L AR— F41EA
VETIT 4T EROoTHT, HLR—bOE2—IZY 7 LTHET,
[Show] Fu v 7 XD A ==a—7Ti&, [Archived Reports] X—IIZRRIND
VR—= b DEATHTANEY T TEET,

GE)  [Report Type] 7 7 MMIRRENLKLVAR— MI, NAN=FTF XK U7z
RoTWET, ZONANX—TFTXA LNV 7% 7 )7 35HE TOLHR— |
WET AIERICT 7B ATEET,

Fle. AVETI T4 TRATLARHLEBH LT, VT 207 — 2% =—X
WCAEDETY—FT2ZLBRTEET,

TTIATVATEH, AV a—ARHEINZLVAR—- NI EITRK12D4 A
HUAPMEESNET EKRK 1000 LE— RN, 7T—HA THELDLF— NI,
T 7T AT AP /periodic_reports TAL7 NVIRESRET, 7T—HA
THEAHOLVR— MIHBICHIRESNET, ILLLR—-IRBMEND &, &
WL AR — R2MIBRE I, EIZ 1000 & WO BRI ET, 124 AF R L
WO HIRRIZ, A CARTE BERFPHO A 7Y 2 — LB E &N LR — Mo f &
nET,

[Generate Report Now] # 7> 3 >

[Web] > [Archived Reports] ~— @ [Generate Report Now] &7 > = v %
ToHEL ELR— N EATOF T~ KN T—HFREERTEET, O
RRZMEHLTLR—FEERT DI, KOFIEEZFITLET,

ATwF 1  Security Management 775 A 7 AD Y 1 KT, [Web] > [Reporting] >
[Archived Reports] Z3&R L £,

[Archived Reports] _X— Y NRFREINET,
AFw 7T 2 [Generate Report Now] #7 U v 7 L£9,
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Generate Report

Generate Report

Repart Type: || Select report type... vl

Title: |

Tirme Range To Include: | | previous 7 calendar days v
Format: @ ooc
QOcsv®

Delivery Options: | [7] archive

[[] Emnail now to recipients:

Separate mutipls addresses with commas.

% Back to Archived Reports Deliver This Report

AFvF 3 [Reporttype] EZ7 3 a T, FuyvF&Zur URA NS LER— b &4 FEER
LET,

AFwT 4 [Title] TF AL 74— RIZ, LR—=FDZXA AL EAHLET,
AsyncOS Tix, LAR— MR —EBNE I DR INET A, RILZEET 272
DT, [ CARTTEHEO LA — FE{ER L2V TLIZE 0,
AT7w7 5 [Time Range to Include] Kr vy 7 X7 UMb, LiR— |k 7 —# OREHE
P A B ET,
AFwF 6 [Format] ¥7 3 3> T, LER—FOEREZERLET,
BRI O B0 T,
— [PDF], BEM. 77— A4 7M. 713205 Ok T PDF JERD K

XA MEVERLET, [Preview PDF Report] 27 Vv 7§25 &, 7z
PHICPDF 77 A L TLR— b EFTRTEET,

— [CSV], #r~KUY DFEF—% % &1 ASCIL 7% A k 7 7 A VafE
BLET, & CSV 77 A NMTIE, K 1001T2EHDLENTEET,
LAR— MIEBOEROEXRNE ENI LG, &FRICx L THED CSV
77 ANVBERSNET,

AFwF 7 [Delivery Option] £7 v a3 inb, ROF T a 2R LET,
e [Archive Report] F= v 7Ry 7 A& FNZLT, LR— ET—AA4 7L
£7,
IOF T a v ERIRT S E. LA — b [Archived Reports] ~=X— VIR
éni‘j‘o
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GGE [Domain-Based Executive Summary] L' R— MIT7— A4 7 TEXERA,

o LAR—hMEBETA—/VTEET HEA1L. [Email now to recipients] = »
IRy I AL LET,

o THXRALMN T4 =R, LA—MDZEEDEFA—NT RLAZATL
£7.

AT7wF 8 [Deliver This Report] %27 Vv 27 LT, VA—bEAERLET,
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