B CHAPTER

Web %274 7T35347RX
NEH

ZOEIL, WOBETHERINLTWET,

o 'WebtFaVTF 4 77I747  Z0EHOME] (P.8-1)

» [Configuration Master ®#{E] (P.8-3)

o WebtXa T4 T7I7AT LV A~DREDANR] (P.8-14)

e WebtxalUT 4 77IAT LV ADAT—X ADFKR] (P.8-23)

Web t¥al) T4 7T53A4T7 VADEEDOHE

ATFvFT1

A7y 2

AsyncOS for Security Management Z M7 % &, #EICHENT-* >y hT—7
WZbleoT, B—D WebEFxF =27 4 RUT—BLOHAZLURL A7 2
@A CTEET, Web X2 T4 77747 ADREIL, Security
Management 7 77 4 7 > 2D GUI 72 b BHEmERS L OABTE 7,

Web X2 TF 4 TFIAT LV AOEH o 2 IkO LB T,

Web tX =2 VT4 77747 R, AsyncOS 7.1 for Web IZ7 v 727 L— KL
7, [Cisco IronPort AsyncOS 7.0 for Web User Guidel F7-1% [Cisco
IronPort AsyncOS 7.1 for Web User Guide] % ZH L T Z &0,

Web ¥X=2V74 TFFAT R, Xy FU—F 7 @BA, BLOEX=Y

T4 P—ERERELET, [Cisco IronPort AsyncOS 7.1 for Web User Guidel
EHZRLTLIEEN,
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lConfiguration Master Off FHICRE T 5 HEFIH | (P.8-3) DR EEMEW/-T &
Iz TSN,

AT9T 3 WebeXal)T 4 TFI7AT VR, RV —DOFRELT A MEITVET,
[Cisco IronPort AsyncOS 7.1 for Web User Guide] %ML T Z X0,

ATFvT 4 (FEEB) Web kX274 TTXIAT VR, MBLEBYOREICRST-5H, Web
YX2 VT4 TTIAT AN Ay T4 Fal—ay JrAVEL T
n—RLET, (ZO77 A NVEHEHT S L&, Security Management 777 A 7
A2 @ Configuration Master D% E % (k. C& £ 7)., [Cisco IronPort
AsyncOS 7.1 for Web User Guidel] %ZH L T Z&E0,

274X alb—Tar 7y A/Le Configuration Master D/3— 3 > D A i
PEIZ DWW T, 3R 2-5 (WSA O b 58 ALREEDA) Configuration Master @ A.
k) (P.2-36) ZZML T EE W,

ATvF 5 Security Management 77 A 7 A, Cisco IronPort F1EFRI =2 7 ¢
XFal—vary vx—Vy¥ &A1 F—7 /M LET, [Security Management 7 7
TAT VATOH—EADA F—T k] (P3-3) 2L T EEW,

ATwv7 6 Security Management 7 75 A T VAR, Web X2 T4 77747 VA%
Security Management 7 77 A 7 U REIMLET, [EFHAGRT T4 T A
oiEm (P3-11) ZZRLTIZSW,

ATy T Security Management 775 A 7 /A, [Security Services] D& & & #mfE L T,
Web tXx 27 o4 77747 P RACBERESN TV LOREBICEDEES, [
Fal T4 P—E2OREDOHwE] (P8-4) 2ZRLTIES,

ATwv7 8 Security Management 75 A 7 X, Configuration Master % #J#{t. L 7,
Configuration Master ®#I#{t.) (P.8-8) ZZML T 7EE Wy,

AFv7 9 Security Management 7 /5 AT VA, Web X2 T4 77747 VA%
Configuration Master ([CBhEFTE T, [Web X =2UT 4 77734 T R E
Configuration Master O BE#fHF ] (P.8-8) #ZML T XV,

ATv7 10 Security Management 7 773 A 7 A, KU — HAZXALURL 72V
Web 7’1 v /34 /32 U X | % Configuration Master |24 AR — h§ 55, F
T E L E9, [Configuration Master D% JE| (P.8-10) 2L TL 72X,

ATwv 7 11 Security Management 777 A 7 A, %E|ZJG LT, Security Management
TTIGAT U ADNy 7T 7 G, Ty 77— RE{TNET, [Security
Management 7 77 A4 T ADNN 7T 7] (P12-8) ZZBLTLEIN,

ATv 7 12 Security Management 7 /7 A 7V R, FHEEZ Web X2V T4 77747
PAZARLES, (WebtFa VT 4 77 T7A47 U ANDEEDRN )
(P.8-14) ZZMML T 7ZEWY,
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Configuration Master DE{E

Configuration Master #1425 & FEDORE (K2, WebtFx=2VT7T 4 7
77 AT v AD [Web Security Manager] A == —®D FTORE) % Web £X =V
TATTIAT U AZABTEET,

AsyncOS for Security Management Tl&, ##t® Configuration Master 23 #2&{f =
NE7E0 EROMELZEL ST 8E 23— 3 D AsyncOS for Web Security
ZWeb X2l T o 7TITA4T7 L ANRFETLTND, REOHARE & EPE
BI o ENTEET,

Security Management 7 77 A 7 > 2D GUI @ [Web] B2 v a Y NIZH D EN
Z1.® Configuration Master (21X FFE/N— 3 @ AsyncOS for Web Security
DEFEPMSILTNET,

Configuration Master Z#%ET 570D A7+ 3 1220, [Configuration
Master ®%E] (P.8-10) ZZH LTI,

Configuration Master OfERICEAT 2 EEHIA

~
(i)

GE)

BEDOWeb X2 VT 4 TTIAT UV ANLILIBEEIT. TNFHO Web EF =
VFg 777347 R %F oy L, RADLLVADRENR—OHEZ RN

T. [Network] > [Authentication] DT X TD LIV AHLBT ST 4T L AMT—

BlIZ2oTWAZ L 2R LET,

Security Management 7 7' 7 A 7V AlX, HBMEDH D AsyncOS DA—V 3
ERITTD Web X a VT 4 77747 22D Configuration Master 223
BCxFET (2. WebtX=2 T4 77747 AN AsyncOS 6.3 %5
fTLTWAHAE, £i%E Configuration Master 6.3 12|V 4 TE9), MEFELLS
TTIA T ADEM (P3-11) 2L TSN,
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tXal) T4 Y—EXDEREDHESE

Configuration Master D & BRAAT DR1IC, EF¥ =2 U T 4 Y —E ADORELH
ELTC Web X7 4 TTI7A4ATVADOREEKMT 2 L 5 Configuration
Master DEREZ A AL~ A XA LET, ZNHORFEIZED, Security
Management 777 4 7 A TOFEICHY 2HEREZHEHCE 2 L5120 E
T

7 7 4/ hTiX, [Web] > [Utilities] > [Security Services Display] ~*—1Z, F
~T D Configuration Master DFRENRRS IILE T, HWRRIZK LT [N/A] £ d D
Wt TOEEIL, £D/3— 3 O AsyncOS for Web Security T i T & 72
WZ ExRRLET,

[Security Services Display] ~X— ¥ TEIR LTV R WIEREIL, £ 5 OMRED
Web tXx =207 4 77 I7A47 L ATAR=TMZINTWTSH, Configuration
Master ZffH L TRET D Z LIFTEEEA,

48

Configuration Master DR EZEEXNEZD Web X2 )71 7IS54T7>
Rl=xt L CEYIC BT 512(E,. Configuration Master Dt¥%a!) 71 H—
EXDFEHN, Web 2FXaTF4 FTSAT7UVRATOREE—BL TS0
ENHYET. Configuration Master DX T4 H—EXDREEER
LTH. Web EFXaUTq PTSAT7VRADRENBBNICEREEND L
[xd% Y FHA. Configuration Master DAB%E{T S #HIIC. [Web] >
[Utilities] > [Web Appliance Status] R—CZF v Y LT, #¥%a T«
Y—ERDHRELE Web X)) Ta 7T5347 Y ATOREDMBICF—HA
BUOMARDZLZHBHLET (Web X2 UT 0 FTSAFUADR
T—RADET] (P.8-23) #8R), F—BUKRIWHEEE, EFXxaUTq
Y—ERDRE (LX) T4 Y—EXORENHE] (P.8-4) 288, F
flEWeb ¥ aUF4 FISAT7UVRATOREOWVWTIAEZEETT IHEMN
HYFET,
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8-1 [Security Services Display] R—%

Security Services Display

Configuration Master Settings for Display of Security Services

Configuration Masters

Features 5.7 6.3 7.1
Transparent mode Yes Yes Yes
FTP Proxy WA Yes Yes
HTTPS Froxy Yes Yes Yes
Upstrsam Froxy Groups Yes Yes Yes

Cisco IronPort Web Usage

Acceptable Use Controls IronPart URL Filters Cisco Imgpf‘;‘m"“'sﬂ’ Usage (with Ap;;”agg'nsvls‘hmw
and Contral)

Mobile User Security W/h W/h IP Range
web Reputation Filters Yes Yes Yes
webroat Anti-Malware Yes Yes Yes
Meafee Anti-Malware Yes Yes Yes
Sophos Anti-Malware W/h W/h Yes
End-User Acknowledgement Yes Yes Yes
IranPort Data Security Filters W/h Yes Yes
External DLP Servers W/h Yes Yes
Credential Eneryption W/h W/h Mo
Identity Provider for Saas Wh Wh Yes

Edit Display Settings...
X2V T4 - ADORELWET DI, ROFIREFATLET,

ATv7F 1  Security Management 7 77 A 7 AT, [Web] > [Utilities] > [Security
Services Display] Z#R L £,

AT7wF 2 [Edit Settings]| %7V v 7 LET,
[Edit Security Services Display] ~— ¥ 23 %7~ S 41, Configuration Master (237~
SNDOHREN Y XA FENFET,
S

(GE)  Web Proxy I3##RE & LCTU A b I TWEH A, Web Proxy X Web &
X274 TTITAT UV AQEBRUMRERY — XA T ONT N % FELT
THEDIT, A F—TNMTR>TWVEERRENDHETT, Web
Proxy 7 4 E—T L OEAEIX, WebEX 2 UT 4 T T34 T LV RAITA
BENDTRTORY U —RNEHEINET,

AFwF 3 (f£E) Configuration Master DWW & i L7aWEAIE, ThzIERRIC
9 %7912, [Edit Security Services Display] ~*— " Tx})&- 3 % Configuration
Master DF = v IV Ry 7 A% A 7IZLET,
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Reporting Utilities Configuration Master 7.1

Edit Security Services Display

Canfiguration Master Security Services Display Settings

Piease match the state currently configured an your Web Security Appliances. If there is variation within your deplayment you should answer
"yes" if the option is used on any appliance in your depioyment.

B Configuration Master 5.7
Enable this Configuratian Master to dispiay the available options.
B Configuration Master 6.3

Enable this Configuratian Master to dispiay the available options.

Z Configuration Master 7.1

¥eb Appliance Cptions for Configuration Master 7.1 Yes
Da your Veb Appliances have Transparent mode enabled? (%) =
Do your Vieb Appliances have FTP Proxy enabled? ™
Da your Veb Appliances have HTTPS Proxy enabled? (7 =
Are Upstream Proxy on your appliances? () [=]
Do your Web Appliances have Acceptable Use Controls enabled? 'm o
# Enatle Application Visibility and Control
Do your Web Appliances have Mobile User Security enabled? [Csmasa |
Do your Vieb Appliances have Web Reputation Filters enatlec? =]

~

(3¥)  Configuration Master Z#IEF/RICT D L, ZHICHT 5T XTOSHM,
%fit3 % [Configuration Master] % 7 & & » GUI 22 HHIBR SN E T,
Configuration Master Z i 19 2 R DAY 2 7I3HIR S 4v, FEE
ROF TP Configuration Master 12V B THN TS Web X = U
TATTIAT VAR, REVYTE LTHSHEINET, 272l tb
1 >® Configuration Master & 1 X —7/LICT DMLERH Y 3,

7= & 21X, Configuration Master 5.7 53X 6.3 BT7 4 E—7 MicEh TV 5D
[Security Services Display] ~— %, D X H 12720 9,

Reporting Utlties Configuration Master 7.1

Security Services Display

Configuration Master Settings for Display of Security Services

Configuration Masters

5.7 (disabled) 6.3 (disabled) 71
Yes ¥ ves

~ WA ves

HITPS Proxy ves Yes
Upstream Praxy Groups Ve e ne

Acceptable Use Controls IronPort URL Filters

BEEERIEEF

Cregential Encryption /A NiA

Identty Provicer for Sas5 WA wiA o

Edit Display Settings...
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AFwT 5

FEHES Web EX 2 U T 4 T TA T UV ATA X —TIMZEINTNENE I %
KWt 5729, [Yes] Tyl Ry 7 A A rEiizA7Ic LET, HEAREN
TREN—ETRWIEEIEL, BAINT T APDT 774 T 2 ATHREENRA
F—=TMZENTVIIE, ZO0F =y 7Ry 7 AZRRLET,
BERBIIIR D LB TT,
— FIUARTULU R FRFY E—R, T4 U— R E— REEH LS
By TEFT AN RZERRIIEH TE RS R T,
— FTP v %, Configuration Master 6.3 5L CF7.1 DA,
— HTTPS 7w %, HTTPS V'uxid, SR —&F{TT 5701
ARX—=TNVICT LDRERDH D ET,

— ToTFANI—b TaFs SN—TF =T 4T R —EEHT
BEEF. Web X2 )T 4 T I9AT UV ATT v T AR —A 71
XL IN—TPMEHATEEEICRoTWVABLERDY £9,

— TRHENOMEARE, AT S —E 2L LT, Cisco IronPort URL
Filters % 721% Cisco IronPort Web Usage Controls % i#R L £,

— Web LE=2T— a3y T 4VH,

— Webroot 7 o F <7 =T,

— McAfee 7 F~v1v =T,

- TV F a2—H¥KRE,

— Cisco IronPort 7—% X =2V 7 1 7 4 )V¥, Configuration Master

6.3 BLIT7.1 DA,

— 4N DLP $—/3, Configuration Master 6.3 5L T8N7.1 DA,
[Submit] 27 U >y 7 LET, EXx a7 4 $—ERAOREITMATZEEDL,
WebtXa U7 4 TTIAT VATRESINTZARY U —ICEET L85G, GUI
ZREDEEA v E—VURERENET, BEEZEET L L BHERGEEIT.
[Continue] 7 U » 7 LET,

[Security Services Display] ~~— T, EBR ULI2FF 7 2 a ORI [Yes] & &
IREINDZEEMERLET,

[Submit] 7 YV v~ L, [Commit] 7 V v LCERZEEL £,
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Configuration Master O ##A1kE

AFv7T 1  AA 2 Security Management 7 7 1 7 AT, [Web] > [Utilities] >
[Configuration Masters] % 3#R L 7,
[Configuration Master] X— Y NRRFINET,
AFw 7 2 [Options] # 7 LD [Initialize] 27 U v 7 LET,
AFwF 3 [Configuration Master] ~— ¥ TR OH#EE EITL £,
o LFiD Y U —RA k3 B BE7F D Configuration Master 8% 0 . £ D[A U E

%31 L\ Configuration Master (23 572>, Z DR E THHT 55 E1%.
[Copy Configuration Master] Z &R L £ 7,

Configuration Master ®/3— 5 > O HHEMEIZOWTIE, 3 2-5 (WSA O
& HHEABRBEED ) Configuration Master O A a1t (P.2-36) &ML TL
ZEW,
o ZHTHRWEAIEL, [Use default settings] #3®IRL £,
ATwF 4 [Initialize] 27V v 27 LE 7,
Z T Configuration Master 23l FJEEZ R AEIZ 72 0 £,

Web X274 775472 R & Configuration Master
D REEST T

HEHERTLENTNDO Web tX a2 VT 4 7T T4 TV AZDNT, R v—
REHE, TDOT T T4 7T 2 AD AsyncOS N— 7 v & —K 3 2% Configuration
Master ICBIERT 2 MERH Y £, 2L 2E WebeXa VT4 77I747
> A 05 AsyncOS 6.3 for Web & FETH D513, £ % Configuration Master
6.3 IZBHEMITAMENH Y ET, ZNIE. Web X2 VT 4 7774 TR %
Security Management 7 77 A 7 L AIZBINT B L& (EHGLT 7547
2D (P3-11) #%M). %71 [Web] > [Utilities] > [Configuration
Masters] X—TITH 2 &M TEET,

ZoYY—ATIL, 5.7, 6.3, 7.1 ® 3 5® Configuration Master 23 | /T §E T
R
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ATv7 4

GE)

Web ¥ = U7 1 777 A7 A% Configuration Master (ZBIERHTTH, #r
LWERENRT 7 I7AT VACHBMICARENS Z L3H Y A, FHEIZX. T
BCTT S IAT VA BHT DUERHYET, (Web X2 UT 4 77747
VANDEEDR] (PR-14) Z#ZHL T EEV,

7 7V /r—3 = % Configuration Master (2B 1 5121, RO FIEZEZ FITL
3

A A Security Management 7 77 A 7 - AT, [Web] > [Utilities] >
[Configuration Masters] % #&4R L £ 97,

[Configuration Master] X— U RF/RINET,

[Edit Appliance Assignment List] 2 U v~ L T, [Configuration Master
Assignments] ~X— Y EFRLET,

BEM T 27 74T ADITTZ U v 7 L, [Masters] 77 AMZF = v 7 < —
7 B ANET,

~

(3¥)  Configuration Master DI ERROHE, ~X— V2% D Configuration
Master D7 7 LIRSS NEE A, FEFRRD Configuration Master % A
F— T WNZF B IZIE, [Web] > [Utilities] > [Security Services Display] (&
BHLES, tFx=2) T4 - XOREDOHmE] (P.8-4) 2ZHL T
&N,

[Submit] 2 V » 7 L, [Commit] %7 U7 LTELEZHEELET,

Configuration Master 7 > 77 L — R EIE, £721E7 774 7 ACBEEA T
D HEOFNZOWTIE, 65 : BEfF? Security Management 777 A 7 & AT
D L\ Configuration Master ~D7 v 77 L — ] (P.D-16) #ZH LT 72
Sy,
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Configuration Master D& 7E

Configuration Master ZiXE T 2121E. RO LI ITWL DD HERSH Y £77,

o UMDY U —AMbHLDT v 77 L— ROGA  LLaTORESF D Configuration
Master % #1 L\ Configuration Master O/N— 3 |2 a B —F2idA »
A—RFLET,

e WebtFXaUT 4 77 I7AT7 AT TIIRELTHY, RIURELHELK
DWebtxalT 4 77547 AMERTHHE T TICREFLD
Web X274 7794 T ANy 7 4 FXalb—vay 77 )V%E
AAR—bFLET,

[Configuration Master ~DBEED Web EF 2 U T 1 77747 LV ARED
YAz (P.8-10) #ZHL T EEV,

e WU —= URLHTFY, "ANRAFREEL Web X274 77I7A47
ATERERE L TWRWIEEIE, %47 % Configuration Master % Security
Management 7 77 A4 7TV A THELE T,

FEAIIZ 2T, [Configuration Master Zffif L7 Web &% = U 7 ¢ H#EHE
DHFEICDONT] (P.8-12) ZBML T ZE W,

(3¥)  Configuration Master ([Z/N 2 72 A H (L, WL LICRELZR/HTLET, 20
Configuration Master (210D 4 THAL7z Web EX 2 VT ¢ 77 T4 7 2 A5
HAEnEX¥A, (Web X2 VT 4 77747 A~OREDRH] (P.8-14)
L TLIIZEN,

Configuration Master ~OBXFED Web tXa )74 7FS5A 7V REED
B Y 5AH

FTTIREBICRERDHY, ThE Web X2V T4 TT7ITA4T L AD 1 20 b
BRI ZHAICIE, 27 4 Falb— 3 77 A /L% Security Management
TS TAT U ALA A — b LT, Configuration Master |27 7 4 /L b DR Y
V—REEIER TE 9, Configuration Master |%, [FIL/3—Y =2 D Web &
X2 VT4 TTIATUANGDaALy 7 4 Falb—ary 774NV EZITANR
£7,
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7= & 21X, Configuration Master I XML 7 7 A V& v — KT 5454, D7 7
A i%, Configuration Master EAR LRI U= 3 Uinb Db DT HHER B
DE9, 2F Y. 6.3 ® Configuration Master IZH D iATe Z &N TX H5DIL, 6.3
VUMb DT 7 ANDHRTY, £z, 7.1 ® Configuration Master (ZH Y iATe
TERTEDLDE, 11~ PO 7 7 A NVDHTY,

a7 4¥alb—v a3y 77 A /L& Configuration Master D/N— = > D Hift
PEIZOWTIE, TR 2-5 (WSA O & % H ABREE D7) Configuration Master ¢ A.
#irt) (P.2-36) #ZMMLTIZEW,

48

EEARDO Web X2 ) T4 PTSAF7VRICEREEZT TICABALTH S5
ATH. EAMtEOHD 5 Web a2 T4 FaL—2a3y I7MLEMAETES Y
R—rFHIeTEET, L, A2TsFaL—2aY TP ILE
Configuration Master [ >/R— k9% &, #IR L 1= Configuration
Master [CESEF TSN TWARENLEETIAZZLISEFRELTLEELY,
Ff=. [Security Services Display] *—2Dt¥xa ) T4 Y—ERDEE
F. A VR—FLET7ANE—BTEZE5FESNET,

Configuration Master {Z Web =7 f Fa L—3/ 9 77 A L EEVIATIZIE,
ROFIEEFATLET,

AFYT 1 WebtXaUF g 77547 ANnbar7 ¥al—3igy 77 A LERE
LET,

ATwF 2  AA 2 Security Management 7 77 A 7 AT, [Web] > [Utilities] >
[Configuration Masters] % B4R L £ 97,

AFwF 3 [Options] 7 7 AT, [Import Configuration] % 3R L £,

[Import Web Configuration] _X— Y BFEREINET, ZOHITIL, Configuration
Master 7.1 23BN I L TWET,

ATwv7T 4 [Select Configuration] Km > 7% U X ~H»6, [Web Configuration File] %
BIRLET,
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8-2 [Import Web Configuration] R—

Import Web Configuration for Configuration Master 7.1

Select Web Configuration

REGRebDEel 1 o et e il b st 01 St efault pilicy Settings for the selacted Configuration
Master, The selected configuration file must be compatible with the Configuration Master (7.1);
typically, the Configuration Master will accept uersions of the Web Security Appliance
Configuration File which sve the same version or earlier than the configurstion master version.

Load a valid configuration from a Web Sscurity Appliance.

| Browse:

AFw7F 5 [New Master Defaults] ¥ 7 > =2 T, [Browse] #7 U v 27 L, Web ¥ =
TATTITAT U ANOEY AT 4 Falb—ay T/ VEBERLETS,

ATvF 6 [ImportFile] 227V v 7 LET,

AFYF 7 [lmport] 227V v 7 LTA vR—bk Frtxiciied, [Cancel] 27 VU v 7 L
ij—o

Configuration Master Z{#fFA L 7= Web %21 1) 7 1 BBEDRTEIZDOLT

Web X =2 U7 1 77747 ADEE%L Security Management 7 77 A 7
A0 GUI THEHERE L T, £ORELE %, Configuration Master (2% ) 4T
BTN Web tFxal T 4 77 IAT LV RATRTLZENTEET,

Security Management 777 4 7 > A GUI ® [Web] 7 v a »HNIZH D ZE 1
Z#® Configuration Master 21 FFE/X— 3 D AsyncOS for Web Security
DRENBHENTHWET, 2D YU U —ZD AsyncOS for Security Management
1Z1%,. AsyncOS 5.7 for Web Security, AsyncOS 6.3 for Web Security, ¥} X
AsyncOS 7.1 for Web Security % ¥4 — k LT\ % Configuration Master 735 £
nNTWET,

Configuration Master 5.7 QA

Configuration Master 5.7 # ¥+ 2% &, ID, #E5LKRY v — L—FT 17 K
Uyo—, 772 RY ¥— BLOKHR—ZADORY > —%FELZY, Web
TaFx TN NALIEY AAZAURL A7 2D ZEKLIZY TEET,

IS ORERE% Configuration Master TXET 5 HiEX, Web EXx =V 7 ¢ 7

TIAT VATHRET DIk ER LTI, [Cisco IronPort AsyncOS for Web
User Guidel #ZH LT 7ZE0,
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8-3 Configuration Master 5.7

Management Appliance || Email m

Utilities

Configuration Master 6.3

web Security Manager
Identities » Identities

Decryption Policies

Routing Policies

client / Transactio

Add Identity,..

Access Policies

Proxy Bypass

End-User
Qrder | Membership D Custom URL Categories acknowledgement Delete
Global Ident, Time Ranges Required

Authentication: ¥ Enabled ¥ Disabled
Configuration Master 6.3 D&/

Configuration Master 6.3 Zfifl9 2% &, ID, H5A) > — V=T 47 K
Uo—, 778RA KR v— BH~X—2ADKY > —_ Cisco IronPort 7—% &
X270 RV v—, BLWMNTIDLP AU v —%2RELZY, Web 7 X%
INANRALTZY, BAZLAURL A7 TV H{ERR LD TEET,

IS OBERE% Configuration Master TXET 5 HiEX, Web EXx =V 7 ¢ 7
TIAT VATHRET DIk ER LTI, [Cisco IronPort AsyncOS for Web
User Guide] #ZM L TZa0,

8-4 Configuration Master 6.3

| Management appliance || Email ‘ml

Utilities Configuration Master 5.7 Configuration Master 6.3

Web Security Manager
Identities + Identities

Decryption Policies

Routing Policies

Client f Transaction Identity Definitions

add Identity...

Access Policies

Data Loss Prevention

. Tranport Data Security Policies End-User
Order | Membership Definition P i Acknowledgement | Delete
External DLP Palicies -
Global Idenatity Policy Required

Proxy Bypass

Custom Policy Elements Authentication: ¥ Enabled 7 Disshled | Policy Disabled |
Custam URL Categaries
Tirne Ranges

Configuration Master 7.1 OfEH

Security Management 7 7' Z A 7 > A ¢, Configuration Master 7.1 23 %4 — |
EINs L5127 FE L7z, Configuration Master 7.1 Zff3% & | &FE ID,

A

SaaS RV v —%RELIZV, HERIV Y —, —FT 4T KV —, TI%
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A2 RY — | EFRFHOREMEFE, B L O 22 kg H R % & 2 Web AR Y
V—REFLTLY TEET, £/, Z® Configuration Master (Zi%, AVC,
Sophos, 7 L7 > ¥ v URFE{t. Mobile User Security (MUS) H & T E
9, X512, Cisco IronPort 7 —# X =2 U7 ¢ AU —CH DLP AV v —
EEFRLTED, Web 7 F 2N N2 A URL R o—%&Te A
ZLURL AT TV ZERT DI b TEET,

B OFEREZ Configuration Master CEET 5 H{EIL, Web tXx =207 4 7
TIAT VATRET HHEER LU TT, [Cisco IronPort AsyncOS for Web
User Guidel #ZML T 7ZSW,

8-5 Configuration Master 7.1

Reporting Utilties Configuration Master 6.5

dverview
Printable (PDF}

Time Range: | 30 days v

Loading

otal Web Proxy Activity

Outbaund Malware Scanning

Custom URL Categories

Defined Time Ranges fing..

Global Settings
Bypass Settings

Web X)) T4 7TF3ATUVRAANDEEDL
E3

AsyncOS for Security Management (213, 2 FEHOBREARFERDH Y £4, &
H 5D K A7 Configuration Master @ GUI TR USX—I 3L BEG L, Wi 5D
FATEMAITHETTIETR, ThENDZ A T THRRITRL L DITRY
E3 e

Configuration Master D2 F

Configuration Master TR E & fde L72% T, £ DikE% . Configuration
Master (ZB#EHT HNTNWD Web BX 2 U T 4 T34 T UV ANABTE &
D
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Configuration Master Zff L TIRETEZH01F, AV v— (TR, H5
{t.. SaaS. L4 Traffic Manager, V—7 4 > 7B IWID &), 7r¥ T A
ANAZ VA D, BEAVT =T A%y BREH, KXY — 227 URL ¥
7. AAZLURL 7 2V FTP 7 u % (Configuration Master 6.3 35 L
7.1 ®#) . Cisco IronPort 7—% X =Y 7 1 7 /L% (Configuration Master
6.3 BLVT.1 OH), L USHES DLP #—3 (Configuration Master 6.3 35 LY
T1DH) L) WebtxalT o4 77 ITAT LV AORELEBRDHTT,
Configuration Master Z i/l L THLOBRELE (72L& 21X, =2—%, 77—k,
BLOuZ $727 ) Fvay) ZRETLIIEIETEEE A,

Configuration Master #ABH9 % &, % ® Configuration Master (& BH#fF T & 4L
TWDHWebexalT 4 7TFI7A4T AT, BEFEORY U—F#N LEE S
E3rpe

Security Management 7 77 4 7 2 A0 B, RSA — SHICERE SN TN
BHDO Web tX=2 VT 4 77747 A, HAEEDLP AU v —%2ALTH
RiEH Y EHA, ABLES &35 &, Security Management 7 77 A 7 2 A H
5. RONBRBAT — 2 ZBERKFE I E T, [The Security Services display
settings configured for Configuration Master 7.1 do not currently reflect the
state of one or more Security Services on Web Appliances associated with this
publish request.The affected appliances are: "[WSA Appliance Name]".This
may indicate a misconfiguration of the Security Services display settings for
this particular Configuration Master.Go to the Web Appliance Status page
for each appliance provides a detailed view to troubleshooting this issue.Do

you want to continue publishing the configuration now? |

N ZEHAT L1235 G, RSA v — S HICRES L TRV Web X2 U T ¢ T
FAT RSB DLP R o —&ZELETH, ZRHORY —37 4
=TSN ET, SN DLP — "R E I N TV RWES, Web E¥ 2
T4 T T T7AT v AD [External DLP] X—VIZIIAR SR Y v —0FR S
nNEEA,

Configuration Master ®ZABf | (P.8-16) #Z&M L T 7Z2& vy, Configuration
Master OFEMIZ DV CTik, [Configuration Master D#fE] (P.8-3) Z&M L T
<TEEw,

[ oL-23827-01-J
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VR 7 7 1 LB

JEEE 7 7 A NVABIIE, Configuration Master OZABR & 1358 212 lAT L/Clz\i‘fo
F 72, [Configuration Master Publish] 27 > 2 Y A RSN TWVWEREDWNT
b BT E2EHA, SHIZ, Xy NT—7 /A4 04— 7:/]’25&7@

DNS. SNTPD, WCCP, 7 v 7 A hU—4h Fukxy JA—7, GEHE, Fn
¥ E— N, FFHRE., LATM RE, BIEV XA L7 N A MICOEELE
ZEH A,

W7 7 A NVABREHEHA LT, EfEDH L XML a2 7 X2l —vay 77
ANE . aA—TN T7AN VAT EANLERNRO Web et X2V 7T 4 7754
TR T v LET,

YR 7 7 A NVABRIE, RY =LA OREEL DS (2L 2E, 2=V, 7I—
M wZ BT727 ) Frary) #bBEELET, IE7 7 A VABEEEA LT,
BHARO Web t X2 UT 4 77 IA TV ATRY O—1ERELES 22 L3
T&FEHA, 2F Y. Configuration Master DARIZ L > TRELZLEL T 545
BER T s A VAR EER L TEDOEEE(T) 2L I3 TEEREA,

M7 7 A VB O] (P.8-20) ZZML TS 7Z3Vy,

GE) QYA TR Web X2 lVT 4 TTITATUATOFRy hU— 7 FEICHET
HZLbdHVERAL, Xy PT—IREIL, BHMNGEO Web EFX =2 VT ¢ T
TAT VATHEERET DLEND Y £3, [Cisco IronPort AsyncOS for Web
User Guidell #ZH L T ZE0,

Configuration Master M2
~

GE) 63 ZFTHOTFTA4 7 A%, 5.7 @ Configuration Master IZH1 0V 4 T2 Z
EMTEET, XN=VaVER—ThHHILEETHVEEAN, TTITAT L AD
N— 3 kD HH L Configuration Master (2, DT 77 A 7 A%E DY
THZ EIFTEERA,

48

Configuration Master DR EZ EERMED Web X )T« 7ITSA4T Y
RIzx L THEYIC AT 512(E. Configuration Master O AEEADEA
HIEN, Web X2 ) T4 PFTSATUVADBREE—BLTWAIRENHY
F9 . Configuration Master Do DBREEZEELTH. Web 52 1)
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2FyvFT 1

ATFyvF 2

AFvT 3

ATv7 4

AFwT 5

T4 FTTFAToRAORENBBMICERTSIZ I LIEHY FHA.
Configuration Master ® 2B %47T 5 #1I<. [Web] > [Utilities] > [Web
Appliance Status] *—2%F v/ LT, HFBRHEAAOERADETE & Web
EX21UT4 TISATUORTOREOHMICF—BMRBUVNRARDLZ L 2HH
HLET (Web X714 PTSATVRADRAT—RADETR] (P.8-23)
8B, Thod—BLEWMEES, AIEBLET., TOMDITRTOF—
BTk, ThoDRY S—HBERFAICHEY . ZOFMIE [Publish History]
R—CTHBETEEY, F—HRIZER IV -BEE. FEEERNOERHBHOR
' TEFf2)T1 Y—ERDOBREDHE] (P.8-4) =588 ». Web £+
VT4 PTSAFTVRTOREMDVWITNANEZEET ILENHY T,

Configuration Master % Web ¥ =2 V7 ¢ 7774 7V ACASTSART HIC
X, WOFIEZFETLET,

Security Management 7 7° 7 A 7 > AT, [Web] > [Utilities] > [Publish to Web
Appliances] R L £7°,

[Publish Configuration Now] #7 U v 27 LE7,
[Publish Configuration Now] X — Y NERIINET,

K 8-6 [Publish Configuration Now] R—2

Publish Configuration Now

Settings for Publishing

Job Mame: | (&) Systern-generated job name (sxsmpls: sdmin 31 Mar 2009.20:44)
O user-defined job name:l

Start Time: | Now 31 Mar 20028 20:44 (GMT)
Configuration Master to Publish: | [ Configuration Master 5.7.0 ¥

Web Appliances: 2) | [ options... v

Note: Publishing will take place immedistely when the Publish button is clicked - # is not necessary 1o "commit™ these changes.
77 # v Tl [System-generated job name] 2VBIR I TWET, HD VI,
a—FEZRDOYa T4 (80 LFLLT) AN LET,

/ABA$ % Configuration Master % 334R L £ 9,

HDHWE, HEET 7 A VA E FATT 235 1X. [Advanced file options] %
BIRLET, HEE7 7 A VAHOEH] (P.8-20) 2B L T EEN,

Configuration Master AR L 70D Web X 2 VT 4 7754 7 0 A& HIR
L %£7, Configuration Master IZHI D B THNTWNETRXTDOT FFA4T LRI
E &N AITIE, [All assigned appliances] Z &R L £ 7,

F2X

[ oL-23827-01-J
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AT

AT

w71

v 2

Configuration Master IZHIDV ETHONTWAET FI3A4 T ADY A MERRT S
IZ1%. [Select appliances in list] IR L F T, FREOAREL LT IIF34T
VAEBIRLUET,

[Publish] %2 VY w2 L &7, [Publish in Progress] X— YRR RINFET, R\
DORBERN—ETHF A ML, AFFICZ T —BRELTZZ 2R LTVET,
MOV a 7T RBAEARFOLA, ERIFFOY a THRETTH L ETEINET,
S

GE) TR OY a 7 OFEANE, [Web] > [Utilities] > [Publish to Web

Appliances] ~— T b FKR A E T, [Publish in Progress] 127 7 & A
3 %12iE. [Check Progress] #7 U v 27 LE7,

Configuration Master 2% C Web t¥x =2 U7 4 7774 7 2 AZABT 5121,
WOFNEEFEITLET,

Security Management 777 A 7 > AT, [Web] > [Utilities] > [Publish to Web
Appliances] Z &R L £ 7,

[ScheduleaJob] #7 UV v 7 L ¥,
[Schedule a Job] _— U NFERENET,

8-7 [Schedule a Job] R—

Schedule a Job

Settings for Publishing

Job Mame: | (3) Systern-generated job name (sxsmpls: sdmin 31 Mar 2009.20:46)
O user-defined job name:l

Start Time: I v I

MDD M

Configuration Master o Publish: | [ Configuration Master 5.7.0 ||
Web Applisnces: ()

biote: The Publish job will be created when the Submit button Is clicked - i is not necessary to "commit” these changes,

# /b b Tlid [System-generated job name] 23RN S TVE T, 3?) b\&i\
a—WEREDOT a T4 80 XLFLT) AT LET,

Configuration Master ZAB$ 25 BREZ A I LET,
/ABA9 % Configuration Master R L £,
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ATy 7T
AFyv7T 8

HDHWE, WEIRT 7 A VAR A FEITT H5A 1%, [Advanced file options] %
BIRLET, HEBE7 7 A VABOMEH] (P.8-20) ML T ZEW,

Configuration Master DABE L 722 Web X2 VT 4 T 74T 2 A% RN
L £, Configuration Master IZEID Y THNTWATRXTOT 7T AT AT
RE#ANBT 511, [All assigned appliances] Z IR L £7,

70X

Conflguratlon Master IZEI D B THNTWDET T IFTA T ADY A NEERRTDH
1Z1%. [Select appliances in list] # 3R L ET, HEOARILELRDLT I I74T
‘/X %i%%EFR LET,

[Submit] 7 U » 7 LE7,
AT a— IR TNEHYa7dU R NI, [Web] > [Utilities] > [Publish to
Web Appliances] N—VIZERENFET, AT PV a— L EINTWD Y a 7 &k

‘3”%) X, TV aTd7oL4EiE 7 ) v 7 LET, BT OYa T EFy AT
DIIE, ®GTDHZRFHET A arE2 70 v 7 LT, Ya7dOHIREHRLET,

publishconfig a7 > FOERA

Security Management 7 77 A 7 > A Tix, D CLI 2~ FEHEMA LT
Configuration Master D258 % AR CTX £7,

publishconfig config_master [--job_name] [--host_list | host_ip]

Z ZT. config_master (X 5.7. 6.3, £72L 7.1 oW TFANTT, ZDF—U—
RIZMEHTT, job_name 7" a VTEMEWRET, FHE LRI > 2B BT
ShET,

host_list 7> a %, AT 2% Web *’z*‘%;)7‘4’ TTIAT VADKRA N
FIZIP 7 RLAD U R MT, 5E Lo 72846 1% Configuration Master 12
OB THATNDTRTORA MIARH éﬂi@" host ip A7 a T,
N TREY > THEEDRANIP T FUAZEBECTEET,

publishconfig =~ > NI U722 & 2R T 5%, smad_logs 7 7 1 L %
F~F7, [Web] > [Utilities] > [Web Appliance Status] # R 5 = & T,
Security Management 7 77 A 7 > A0 GUI 7> b ABBRBRINEZE 12 L %

BTDHEHTEET, ZOX—Unb, AMBEOEMZH~D Web 77
SAT L ARBIRLET, F£7-. [Web] > [Utilities] > [Publish] > [Publish
History] {2 & ¥, [Publish History] ~=*—IZiEde = L RN TE F T,

[ oL-23827-01-J
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ViR D 7 A4 ILABDER

PEBRE 7 7 A VAR EFATT HICIE, ROWT N ERINLE T,
o [JEHEZ 7 A /LZABA : [Publish Configuration Now]] (P.8-20)
o T4E#E7 7 A V2B : [Publish Later]] (P.8-21)

}i38 7 7 4 JL2AB] : [Publish Configuration Now]

JE3E 7 7 A VAR @ [Publish Configuration Now] % E1T34 21213, RO FNEIC
PENET,

ATvF 1 AA Y Security Management 777 A 7 L AD Y 4 K7 T, [Web] >
[Utilities] > [Publish to Web Appliances] %8R L £,

AT7w7 2 [Publish Configuration Now] #7 VU v 7 L¥ 7,
[Publish Configuration Now] X — Y NERINET,

8-8 [Publish Configuration Now] R—%

Publish Configuration Now

Settings for Publishing

Job Mame: | (&) Systern-generated job name (sxsmpls: sdmin 31 Mar 2009.20:44)
O user-defined job name:l

Start Time: | Now 31 Mar 20028 20:44 (GMT)

Configuration Master to Publish: | | configuration Master 5.7.0 '+
web Agpliznces: (@

Mote: Fublishing will take place immedistely when the Publish button is clicked - it is not necassary to “commit” these changes.

AFwvFT 3 T 74V TiX[System-generated job name] NI SN TWET, H DV,
A—PEZEDOY a T4 80 XFLUT) AL ET,

AT7w7 4 [Advanced file options] Z &R L 7,
ATvF 5 [Browsel®7 Vw7 L, BT 7 A NVEBIRLET,
[Publish Configuration Now] _— Y NERINET,
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8-9 [Publish Configuration Now] *—2

Publish Configuration Now

Settings for Publishing

Job Mame: | (&) Systern-generated job name (sxsmpls: sdmin 31 Mar 2009.20:45)
O user-defined job name:l

Start Time: | Now 31 Mar 2008 20:48 (GMT)

Canfiguration Master ta Publish: | [ Rdvancad Bie opiene 2w
Select a file from the local computer:
Browse.
The selected fils must be & Web Appliance wtion file ible with the fo
which you are publishing
web appliences: (2

Mote: Fublishing will take place immediately when the Fublish button is diicked - it is not necessary to “commit” these changes.

ATv7T 6 [Web Appliances] K> 7 & U R kb [Select appliances in list] & 7213
[All assigned to Master] Z#IRLC, 2> 7 4 Falb—T a3 774 VDAL
ERDTTIAT v ARBRIRLET,

AFwF 7 [Publish] 22V v 2”7 LET,

Y58 7 7 4 JLAEA : [Publish Later]
JEBRE 7 7 A VAR O [Publish Later] & 173 5121k, RO FIEIZHENE T,

ATwF 1 Security Management 7 75 A 7 A C, [Web] > [Utilities] > [Publish to Web
Appliances] ZEIR L £ 7,

ATvF 2 [SchedulealJob] %2 VU v LET,
[Schedule a Job] X— Y NERENFET,

8-10 [Schedule a Job] R—

Schedule a Job

Settings for Publishing

Job Mame: | &) Systemn-generated job name (example: admin 31_Mar_2009,20:45)
O User-defined job name: [

Stark Tims | | =5 I
MDD HH
Canfiguration Master to Publish:
Web Appliances: (2)

Mote: The Publish job will be created when the Submit button is clicked - i is not necessary to "commit” these changes.

Cisco IronPort AsyncOS 7.7 for Security Management 1—4 #i4 F i
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ATwvFT 3 T 74k TiX[System-generated job name] NEIR SN TWET, H DV,
a—YEREDOY a T4 80 XLFLT) AT LET,

AT9T 4 REEZNHTLIAREANLET,

ATwF 5 [Advanced file options] Z##R L C [Browse] %7 Vv 7 L, AWTH7 7 AV
IR L ET,

8-11 [Schedule a Job] XR—% : [Advanced File Options]

Schedule a Job

Settings for Publishing

Job Mame: | (3) Systern-generated job name (sxsmpls: sdmin 31 Mar 2009.20:50)
O user-defined job name:l

Start Time: i I
MDD M

Configuration Master to Publish: | [idvanced fils optians,. 1%

Select a file fram the local computer:

Browse.
The selected fils must be & Web Appliance wtion file ible with the fo
which you are publishing
web appinces:

diote: The Publish job will be created when the Submit button is clicked - it is not necessary to "commit” these changes,

Cancel Submit

ATvF 6 [Web Appliances] Kr v 7 #w UZ hh b [Select appliances in list] £ 7213
[All assigned to Master] # IR L T, 27 4 Falb— a3y 77 A VOARE
LD TTIAT U ARRIRLET,

AFwF 7 [Publish] 27V v 7 LET,

NHRBEEDRT

NEBEZZRT DL, ARTICRELEWEEDH LT —DF = v 7 ITHKAL
%i‘j_o

NEEIEZ R T 21213, ROFIEZFETLET,

ATwF 1  Security Management 7 77 A 7 > A G, [Web] > [Utilities] > [Publish History]
IR E T,

[Publish History] ~_X— Y NERRINFET,

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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Publish History

Most Recent Publish Jobs Attempted

Job Name Completion Time + Configuration Master Nurmber of Appliances Status

admin.07_Apr_2010.21:40 07 Apr 2010 17:40 (GMT -04:00) 7.1 1 Success

[Publish History] ~—1Zit, #ATINTZHRIEOT X TOARY a 708U A b &
NET, BTAERICE, Ya T4, YVa TETHRA, A
Configuration Master (E721%, L3R 7 7 A VA% F4T LA 1L XML 22>
T4F¥alb—vary TrANDLRD, YaTORBREILET T4 T AD
¥, BELUORAT—H 2 ([Success] F721% [Failure]) 3% 0 7,

REDOY a ZICHAL T HICHEMEZRTT 512, [Job Name] 77 7 A CTRED
CaTHDONAN—TFANV T EIY T LET,

[Publish History: Job Details] X— Y RNEREINET,
Publish History: Job Details

Job Details
Job Name: | admin.07_Apr_2010.21:40
Configuration Master: | 7.1

Completion Time: | 07 Apr 2010 17:40 (GMT -04:00)

Appliance Details for Job

Appliance Name IF Address Status
wrn-0d 10.92.152.90 Success [z

=

[Publish History: Job Details] ~— Y TlX, 77 I9A T RA4% 7 Vv 7 356Z
LIz kv, [Web] > [Utilities] > [Web Appliance Status] X— % & R LT, V=
TOREDT T I7AT o AHET 2BMOFFME £ R TEES, Va7 ORED
TIIGAT VAT HAT =2 ADHMERTT L2 LHTE, T2
[Details] ¥ 7 %27 Y » 7 LT [Web Appliance Publish Details] ~~— 12 3E#l %
KRLET,

Web t¥al)T4 PTSATVADRT—HE R
DRR

AsyncOS 121X, 2 2D Web EX a2 V7 4 7T IAT VA AT —H A LAR— b
NdH v FEF, 1 20% Security Management 7 77 A 7 2 AT HEE S 4172 Web &
FalT 4 TTITATAOHMEY ~ ) =270 0T, b9 1 23k Sh

Cisco IronPort AsyncOS 7.7 for Security Management 21— 51 F
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7% WebtXa VT 4 TTIF5A TV ADAT —H ADFEME 2 —TF, AF—
HAERE LTI, BRI TWAE Web X2 T 4 77747 AT 5
—xIEHR, TNOOARINZHRE, AFBERENH Y 97,

(X)  Security Management 7 7 F A 7 > ZIZBMTHTNTD Web 7 7514 7 2 A
I%. [Web] > [Utilities] > [Web Appliance Status] “X— Iz b U RFRINE
T, 727 L, BRARRT —ZRHH01F, EFEHET R T DR
T, BEAFR—FENDE A=V 3 0T, 6.0 <., 5.7 UEDOT~TO
N=VarOWebtFxal7T4 TFI7A4T AT, LEN-T, 5.7, 6.3,
FF T 2ETPOTRTOT T IA T LV RAFIT—FRERRINET, 6.0
N— a3 U Clik, BFHTRERERPR NI EEZTRTZ I — AvbE—URERS
nET,

Web EX o2 UTF 4 TTIATVADATF—F A5 F 1T 3120k, WOTFIEEE

AFv7 1 Security Management 7 7' A 7 > A G, [Web] > [Utilities] > [Web Appliances
Status] Z#IN L FE 3,

[Web Appliances Status] ~— VBN ERINET,
8-12 [Web Appliances Status] R—

Management Appliance || Email m

Reporting Utilities Configuration Master 5.7.0 Configuration Master 7.1

Web Appliance Status

A attention Required. Click on the appliance name for details. Total Web Appliances: 3

web Appliances

Last Published Configuration Security Services
Appliance Name = IF Address AsyncOS Version User | Job Name Configuration Enabled Disabled
" 10.92.152 .89 6.3.0-604 (unpublished) 8 5
A vrw078-wasDa.dev 10.92,145.13 (unpublished)
A wsa-0a 10.92.152.90 7.1.0-027 (unpublished) ] 6

[Web Appliance Status] <— 2, #isnTnDd Web X274 777
ATVADY RN, TFITAT A4, IP 7 KL A AsyncOS N— = |
RBICAFHSNIERER®R (=P, Ya7dh, ar7sFab—rar nN—
Tary), EHARELIIEARTICEN TS X2 T —EADH, B

Il _Cisco IronPort AsyncOS 7.7 for Security Management 1—4 A1 K
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(E)

ATFvFT1

A7y 2

FOERHR L TWAET 7 I4 7 U A0KE (K 150) &L bicRrahEd, &
T A BRI NET TIATUAD | DICEENMERZ L& LT
F9,

Web X2 )T 4 7T 747 v ATHRALUIEHTORTEL LN [Web Appliance

Status] N—VICKMENDETIZ, BRPrL2Zenb £4, 7—42%3<
WZHHT9 5121, [Refresh Data] ) I ERIV I LET, XR=UDFA L AL

/7m\7 INERBICZY 7y v a SRR EZ R L TVWET,

Web X2 UTF 4 TTIAT LV ADAT—F AT A2EMEERT A2
WOTFNEEFEITLET,

Security Management 7 7 7 A 7 > AT, [Web] > [Utilities] > [Web Appliances
Status] Z &R L £ 7,

EFRT AT T IAT LV ADLETEZ 7Y v o LET,

PR IR OERAE ENET,

— VAT A RAT—FZAER BERERE, 7SI T U ADOETAB LU
U7 %S, AsyncOS /X— =z v B RO HESF, AsyncOS A > A
h—L D HEE, FARN)

— REABIBE (ABHAK, a4, a7 4FXal— g =g
V. A0SR, 2—)

— Web &%= U7 s HEE (BRESIH], HEOY~IU—, X2V T4
P —ERAORE, KX —DRAT—F X)

- TuRIRE (T FA ) —A Fax b Fux o HTTP R— |)

— FEEY—E R GEEEV AV ADOAHI/ v han/—o IRV — v
ATDULIVADLRTENEF., BEAERRFFIC N T 74 v 27 uy 35
FFRIT 2 D)

FEME ST AICE. 2R BILWT I IAT U REBMLESS. £
77747/2@%%#ih@%(%&w LERT A E—UNREREINTY
AH1Z1X. [RefreshData] Vo727 U7 LET, X—=YDZA L AZ L TX
T 5”5@&1& V7 by vadeif a2 R LTWET,

[ oL-23827-01-J
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BEDO WebtXaUT 4 77747 AT 2 & OMMN RG22 HERT DI
I%. [Web Appliance] # 7 LDONANR—=FTF XA~ Vo2 %7 Uy 27 LET, RO
NR=UNERINET,

Unethl unetoation S dcton: | Bk o ol f et fls
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8-13 [Web Appliance Status Details] X—>

Appliance Status: vmw095-wsall.sma (vmw095-wsall.sma)

Data Refreshed: 06 Aug 2010 21:55 (GNT +03:00) Refresh Dats

Appliance status

system

Uptime: | 8 hours, 53 mins, 52 secs
Up since: 06 Aug 2010 13:01 (GMT +03:00)

Model: | s10

Serial Number: | 000C29BEA7DC-ymware

Asyncos version: | 7.1.0-265 for Web
Build Date: | 2010-08-05

Asyncos Install Date/Time: | 2010-08-06 13:27:57

Canfigured Time Zane: | Europe/kiey

Host Name: | vmw095-wsall.sma

Centralized Configuration Manager

Configuration Publish History: | Publish Date/Time 30 Name Configuration | Result | User
version
06 Aug 2010 14:56 (GMT | admin.06_Aug_2010.14:55 | 7.1 Success | admin
+03:00) (current)
The last successful configuration pubished appears in bold.
For o complets lst o appiances i sach publishing event, 9o to Web = uiiltes > Pubist History
Centralized Reporting
Status: | Connected and transferred data
| Last Data Transfer Attempt: | 06 Aug 2010 2154 (GHT +03:00) |
Services Feature Keys
s Service Displayed
Wb Appliance on Management Time
Deseription Service. Appliance” Status | Remaining | Expiration Date
IronPort Web Proxy & DYS(TH) able ive | 25 days Sun 05 Sep 2010 13:1%:23 (GMT
Laneor Ensbled wa active | 23 day: i s
ronport L4 Traffic Menitor able ve | 29 doys Sun 05 Sep 2010 13:1%:23 (GMT
IranPort L Traffic Manit Ensbled wa active | 23 day: i s
Proxy Hode Transparent wa
TP proxy Ensbled Yes
ronpor o able o ve | 29 doys Sun 05 Sep 2010 13:14:45 (GMT
IranPort HTTPS Praxy Ensbled v active | 23 day: i s
Upstream Praxy Graups Configured Yes (Routing Policies)
obile User Secu ange es (1P Range ive | 29 days Sun0s Sep 2010 13:16:03 (GHT
Mobile User Security 1P Rang: Yes (1P Range) Active | 29 day: +03:00)
ronpor erin — e | 50 doys Sun 05 Sep 2010 21:55:24 (GHT
IranPort URL Fitering Disasled wa Active | 30 day: R
isco Ironpart Web Usage Contrals | Enatle ive | 29 days Sun0s Sep 2010 13:13:23 (GHT
Gisco TronPort Web Usage Controls | Enatled wa Active | 29 day: Sunoes
Application isibity and Control | Enatled wa
Cisca IranPart Centralized Web
Enatled wa
porting '
ranpart Web Reputation Fiters natle es ive | 29 days Sun0s Sep 2010 13:13:23 (GHT
TronPort Web Reputation Fi Enatled v Active | 29 day: Sunoes
ebroot Anti-malvare atle o e | 29 doys Sun 05 Sep 2010 13:13:23 (GHT
Webroat Anti-tal, Enatled v Active | 29 day: Sunoes
chfes Anti-malware atle o e | 29 doys Sun 05 Sep 2010 13:13:23 (GHT
Weafee Anti-Mal Enatled v Active | 29 day: Sunoes
oshos Antiviras atle o e | 29 doys Sun 05 Sep 2010 13:13:23 (GHT
Saphos Ani Enatled v active | 29 day: Sunbes
End-User Acknawlzdgement Enotled Yes
IranPort Data Security Filters Enotled Yes
External DLP Servers Configured Yes
Credential Encryption Disasled o
Identity Provider for SaaS Configured Yes
Acceptable Use Controls Engine Updates
Wb Appliance Management Appliance
Update Type version version
Web Categorization Categories List | 1280964334 1280964334
applaton Vit and Control | 1275707745 arre7as

Mobile User Security Settings

1P Range: | 111.1-20

Upstream Proxies: | G-oup Proxies

| wpstream_aroup Lra0anae |
I

TP Ports o prosy: | o0, 3120 |

Authentication Service

smetsame wap | mewsameess | ves
ks mn | wkaae T
sequencel Basic: smal9.sma, wzk3.ga
T
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