FIS5ATUORANDT R

T ITIAT U ATERTHEBFDIP A X —T = A RTIE, SESERHP—F
2EWMLCT 7 ERATXET,

T HI T, HA L F—T =2 A A L TROY—EAZANA X —T N E T2
F A= NICERESNTWET,

& A1 IPLYB—T A RITHLTT I FTAR—TIICHERZY—ER
TIANLEFTLAR—TLHESH

Y—E |TI74N0+ BEAUE—Tx FRERSHhEZIP A

R R—F 4R VA—T MR

FTP 21 No No

Telnet |23 Yes No

SSH 22 Yes No

HTTP |80 Yes No

HTTPS |443 Yes No

PA2—20x4R

IPA X —T A4 RZE, Xy NI —7 ~OEBOBEFICLE R Ry NU—7
BET—FNEENTHVET, | DOPEA —Y Ry b A F—T A R ZHKL
THEBEDIPA VX —T 2 A AERECTCEET, IPA U F—T A AKEHD
Cisco IronPort A/XARE~DT 7 EZALHRETEET, BT A—NEEFERBID
WS — bz T, FIPA L H—T =2 ANRFFEDIP 7 FLAB LUK R
N EFES 1 SOEBF— b = TRLAELTEELET, 1% —T7=x
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A AR O V—FZ (CLLEZHEHALC) &) s¥5ZLbTEES, v
AT ML, BT A—NVORGERFIZINGDO I V—TZIRCER L ET, KBS —
Y 2 A ~OBMETNL T V—T0IE, EEOA ¥ —7 = A AR TR E
TA—IN Fy X BARMG T DO H T, VLAN 2R L, fth
DA H =T = ZAOFE L FAFRIZ (CLI ZfM L T) VLAN @& Ed 52 &
HTEET, FEMIZ oW TIE, [Cisco IronPort AsyncOS for Email Advanced
User Guidel @ TAdvanced Networking] DEZZRL T ZE W,

A1 [IP Interfaces] R—

IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...

Name IP Address Hostname Delete
Data 1 172.19.1.86/24 buttercup.run i
Data 2 172.19.2.86/24 buttercup.run i
Management 172.19.0.86/24 buttercup.run i

IPAARA—DJ x4 RADEKTE

[Management Appliance] > [Network] > [IP Interfaces] ~X— (B LW
interfaceconfig 2~ K) TiX, IP A ¥ —7 = A A%&BM., wWE. 720X
HIfR T & £,

GE) EX2VT4ERT T IAT LV AOERA U F— T o A AZEEST T B4R
FlEA—Y Ry P R—MILETEERA, BT, EXF2 VT BFHT S
TAT UAZ, URRICHIAT 2HEE (K — o= A7) 2T _XTHAR—F
THDLITTIEHY A,

IP A2 =T 2 ZAERETIHHEE. ROBFERB/HLETT,

® A-2 PAYE—T A RDAVE—RV P
e A B —T 2 A AD= T X —D5h,
FILY 7Ry MZEENDIP 7 RL 2%, jilx Dy
IP7EKLR A—H Ry N A X —T oA RITHBETEEH A,
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® A-2 PAYVA—D A ADaAVR—RY b (#FE)

*y FYRY (FEIEY
TRy FTRY)

Xy b AT EEHRED Ry M4 7T v FEX
(255.255.255.0 72 &) F£721% 16 ¥ (0xFFFF00 72 &)
TANTEET, 774V DRy b A7 1E, — K1
2y A COMETHD, 255.255.255.0 T7,

JOo—F¥v X+ 7 FL

A

AsyncOS I IP 7 RLABEINR Yy hvR I 0B, T
TN bDOTE—R¥r AT RLAZABICEREL
\i\?‘c

KRR b4

AV B —T oA AZEET HHEA N, SMTP 7o
=g UERZ, ZORA ML EEH L TN E @5
LET, &IP 7 RLRAZEEM T ONTZER2F A M
., BOTCADNTOMERSD ET, Y7 b7k
DNS CHA MB—FT 2 IP 7 KL A 1Eb<ﬁ%%é
Noh, E1EW5 & DNS THE SR A N IR
ENDMNE I DHERLEEA,

ERATREGY—EX

FTP. SSH. Telnet. Cisco IronPort 2 3 A%, HTTP,
HTTPS, BLXOHTTPS %, 4/ v F—T = ATA F—
TNVEFREIT 42— WIRETEET, -2

IR — FERETE&E£9, F7. Cisco IronPort A XAk
A HTTP/HTTPS, &A— ., BX O URL HfFETE
9,

~

GE) % 2 H Ity h7 v 7BLOGRE] THAIIL TS System Setup Wizard % 52

VEFEHBEELTOHDESIE., TR T T IAT VR, v B —T =4 AN

yoitiz«a RESHTWBIETTY, (RELIP A Z—T A ADEINY
TLERE] ¥ a s TANLEREEZHLTLLEEW), =, BHA

g —

7 xA A% Cisco IronPort 7 /7 A4 7V ATHRESHTWET,

GUI ZFRLEIPA 23— x4 ADERK
IPA VX —T A RAEMERT AL, ROFIEEZFEITLFET,

1.

[Management Appliance] > [Network] > [IP Interfaces] ~~— "¢, [Add IP
Interface] #7 U » 27 LE£9, [AddIP Interface] ~— Y NRRINET,
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A-2 [Add IP Interface] X—>

Add IP Interface

Name: l—
Ethernet Port:
PAddress: [ =
Netmask: [255.255.255.0 |
Hostname: [ |

Services: | Service

o
I
By

I Fe
I~ Telnet

™ ssH

0

Appliance Management

I~ HTTR

™ HTTRS

0

I™ Redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

IronPort Spam Quarantine

I™ IronPort Spam Quarantine HTTP

1

I™ IronPort Spam Quarantine HTTPS
I™ Redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

™ This iz the default mterfa:e for IronPort Spam Quarantine
Quarantine log d notifications will originate on this interface.
URL D\;p\aved in Nnt\ﬁ:atmns
¢ Hostname

=]l
(examples: http://spamQ.url, http://10.1.1.1:82/)

Warnings - ® Please exercise care when disabling or changing these items, as this could disrupt active connections to this applisnce when changes to these i
** Hyperlinks and URLs affected by these changes will not be usable until the changes are committed.

Cancel

A B—T oA ZADLHTEANTTLET,

A—HFy b B—FEBRL, IPT FLAZANLET,
IP7 FLAICHIET 5%y h~227 2 AN LET,

AV B =T 2 ADKFANGEANTILET,

TDIPAE—T oA ATAR—TNITHEZES—EL RO HLHF = v
TRy I A A LET, KBS UTC, ST H5R—F2EHLET,
7. 7794 TV AEBMICA % —T = A AT HTTP 725 HTTPS ~D U & A
VI b R—TNMZTDENEIMERIRLET,

8. Cisco IronPort AN AREZEH L CW5541%,. HTTP, HTTPS., 721X
FOMBFEERL, TNENICKR— FEFEZHEETEET, HTITP k%
HTITPS ICU XA L7 R T EIDLIBIRTEET, HKkiZ, IPA ¥ —

o o e b
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7 = A AJA Cisco IronPort A XLAREDT 74V s f VA —T =2 ATHD
MEREL, "AM%E URL & LCHEHTINERET DI, £ A
AN URL #FETAZENTEET,

9. ZHEAFEL., RIFLET,

FTP 77X

>

FIPRHETCT TI3A TV AT 78 AT 5I121E,. WOFIEEEFTLES,

T T34 7 o ANDERAEIZEK o TlE. [Management Appliance] >
[Network] > [IP Interfaces] R—2 & f=[& interfaceconrig AR FEMRAL
TY—ERXRET4E—TNIZT B LT, GUI £f(L CLI A BB EEEIMR
TEFET, floFakal, DVFLAVE—T 4R, FEEER—FD
TI4ILFBREEMEALT7 IS4 7 VRICEERTEZRVESE. C0av
VETH—ERET4E—TNIZLBENTLEELY,

1. [Management Appliance] > [Network] > [IP Interfaces] ~—< (F721%
interfaceconfig 2> F) ZHHAL T, £ ¥ —7 A RZxLTFTP
T EREAFX—T VT LET,
ZOFITIE, BEHAH =T A ABRKR— 21 (T 7 F—F) T
FTP 77 ¥ A% A F—7 MCT D L) ICfESNTVET,

A-3 [Edit IP Interface] R—¥

Edit IP Interface

IP Interface Settings
Name: IManagement

Ethernet Port: Management
IP Address: |1?2.19.0.11 *
Netrnask: |255.255.255.0 *
Hostname: lelroy.run—

Services: | Service Port
[ Fre Pr |
[#] Telnet |23—
SSH |22—*

| oL-23827-01-J
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|
N
Gx WOFNZHEL RN, LT EELMHEEL TSN,
2. FTPRETA VA —T oA AT 7 8ALET, A1 VX —T A ATHLT
ELWIP 7T RLAZFEHLTWDZ 2R LET, #:
ftp 192.168.42.42
T30 D%LIE, FIPRETHLA VX —T = A AT 7 BATEET,
i
ftp://192.10.10.10
3. EITLEI LT DMEDIAIDOT 4 V7 P AZMLUET, FTP #&H TA
VH =T 2 A AT 7R AR, ROT 4 LY MU EBBRL, 77 A%
—BXUEM (IGET) 3L TPUT)) TXFET, £ A3 2L TL
TEEWN,
& A3 FURRTERBT ALY LY
T4LY Y
£ BL
lavarchive [Management Appliance] > [System Administration] > [Log
/bounces Subscriptions] ~*— £ 721%, logconfig B L U rollovernow 2=
Icli_logs Y REHH Lz X 7 HIc, BBMICERSNET, £r 70
Idelivery L Wiz oW CTiE [ Cisco IronPort AsyncOS for Email Advanced
lerror_logs User Guidel ® [Logging] OEZZSHL T ZE W,
Iftpd_logs
Igui_logs
/mail_logs #xug Ty AN ZALTOENMIOWTIE, lLogging] ED lLog
Irptd_logs File Type Comparison| Z#ZH L T E I,
Isntpd.logs
Istatus

Isystem_logs

Il Cisco IronPort AsyncOS 7.7 for Security Management 1—4 %/ F
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® A-3 TOERTERT4LY MY (&E)

Fa4LI MY
£

B8

Iconfiguratio
n

KOR=VEBIRa~y RPLDOT =4 DTy AR— T 4 L7

MU EBFA A= RFF) T2 b,

A7 —bhv A v (altsrchost)

XML JEX DB ET — X

(saveconfig, loadconfig)

RANT 7R TF—7N (HAT) ~— (hostaccess)
ZEHET 78A T—7 (RAT) ~2— (rcptaccess)
SMTP /L— k ~X— (smtproutes)
TAYTAT—7) (aliasconfig)

AW L — K F—7) (masquerade)

AvE—Y 7 44 (filters)

7 —VEMEEIET — 4 (unsubscribe)

trace AV RKOT AN Ayt —v
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® A-3 TOERTERT4LY MY (&E)

Fa4LI MY
£

B8

IMFM

A=) Ta— F=H YT T—HX=RF 4 L7 ~VIZiE, GUI
MLEHTEAA— 7Ju— T X EEOT—ZNEENET,
EYTT 4L MIZIE, &7 7 ANVO L a— REREZCELE
README 7 7 A AW EENET,

La— REHOEDIZINED 7 7 AV ERO~L v icay—LE
D, T—F_X—RZa— KL TMBDOSHT 7V r— a > E1Ek
THZEMNTEET, La—FEXE, 7XCTOT 427 FUNIZ
HHTXTOT77ANVTRILTY, ZORKTASHEDOY Y —ATE
FEINDBARHY T,

Iperiodic_rep
orts

VAT ATRESNTZ, TRXTOT—0 A THEHHLFR— FBMEIES
nNaE7F 412 MY,

4, THHOFTP 7u s/ L% HL T, @Y7 L2 bV

NDT vy Tu—RBIOF Y ra— RE{fTWET,

t#’l? = to_ (scp) 77‘|’.’Z

T 77 A

GE)

TIALT s FAR—=FT 47 VAT A TEF 2T at— (scp) <2 FR
PR—=FENRTWHBEEAIE. £ A3 PA-6) (ORTT A L7 FURBTT 7 AL
Fav—TCxFEd, =&, RofITE, 7741

/tmp/test.txt DT TA T b = Unb, BRAMAD naill.example.com @D
TIIATVAPAYy T 4 Fal—vary T4y hMlicar—sh%d,

Zoa<wy RTlE, 22— (admin) O/XAT— RERD AT 7 FRFERS
NFEI¥, ZoFIFSEHE L CEIRLET, EBEOFRL—T 47 VAT
LADEF 2T abt—DREFIEZL > TRLRIBENDY £7,

% scp /tmp/test.txt admin@mail3.example.com:configuration

The authenticity of host 'mail3.example.com (192.168.42.42)' can't be
established.

Il Cisco IronPort AsyncOS 7.7 for Security Management 1—4 %/ F
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(E)

DSA key fingerprint is 69:02:01:1d:9b:eb:eb:80:0c:al:f5:a6:61:da:c8:db.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'mail3.example.com ' (DSA) to the list of
known hosts.

admin@mail3.example.com's password: (type the password)

test.txt 100% ‘****************************‘ 1007

00:00

o°

ZOBTE, RUTZ7ANNT TIAT U ANSE T TAT o b v oilar’—
SNFEJ,

[

% scp admin@mail3.example.com:configuration/text.txt .

admin@mail3.example.com's password: (type the password)

test.txt 100% ‘****************************‘ 1007

00:00

Cisco IronPort 7 77 A 7 L AT 57 7 A VDOHEIER T OESIZIE, B2
7 at— (scp) & FTP IZRbDIFHEL L THHATE T,

operators 7 /L— 7% X Y administrators 7 )V —7 D2 —HEFN, TTITAT
VASNDT A EF 2T 3 — (scp) BHEATE 9, FHMCoOWTIL,
TR /R —2 5 @D AsyncOS ~DE It (P.12-26) 2B L T EE W,

D)TIERICKDITIEX

VUTNAEEREERA L CT 7747 A8 L TWHBA. A-41Z3 0T
IWR—F aRxIZOE L FFERL, £ A4 IZVI TNV HR—F axsx2or
VEIDLMTBIUOS, Vv E—T oA AEEDOEEELET,
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A-4 Y7L R—FDEVES
1 5
olige
6 9
= A-4 SYZILR—FOEVEIY YT
() = /10 EE
1 DCD I T—4 ¥ UTHRH
2 SIN I U TINVAT
3 souT 0 LU TS
DTR 0 T—HF X—3IF )
4 LT g
GND n/a &5 H
DSR I bt A N N
6 vakt
7 RTS I AR
8 CTS 0 EE AT
9 RI I Vol A4 Thr—X4
ST )L n/a n/a Ty— T — R
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