= APPENDIX D

Z OfFkTiE, Security Management 7 7' 7 A T U A &E FET 5N oD —fi%
7R FIEZHOWT, HMEEALTHALET, ROBEAZERY LT ET,

o IH1:—¥oF#E) (P.D-2)

e MHI2:URLD M7 vXx 7] (P.D-7)

e IBI3: 727 ®ADEZ W URL #7 2V OF#) (P.D-8)
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o [l 5 : BEfF® Security Management 7 77 A4 7 > A TOH L
Configuration Master ~»7 v 77 L — K| (P.D-16)

o 6 BEFDOWeb X)) T 4 TFI9AT UAMNLDA T 4 ¥ 2l —
vay Z7ANDA A=k (P.D-17)

e BI7:VFE—FWebtFxalT 4 TTIATLVATOT AR v—0D
HAH <A RXE, i Security Management 777 A 7 2 A TOEHL
(P.D-21)

Web X274 7TS5A47 2V ADHI

Z ZTi. Security Management 7 T A 7 AL Web kX 2 VT4 TS T A
T ADERTFIEICOWTHA L ET,

~

GE) LU ToT~_ToIFUATiE, Security Management 7 7' 7 A 7 > A LT
RO Web €8x =207 4 77747 AL T Web LAR—F 127 L Web b
TR T EAR—T LTINS Z L&RifEE LTHET, Web LAR—T ¢
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HED B |

Ve Web NT xR T EARX—TITT B FIEIZOWTIL, Security
Management 7 77 A 7 > A TOHFREFR Web L R—F 4 > 7 DA F—T )V
fbETF 4 B—TMLESR L TIIEE W,

Fl1: 2—FORE

ATFvFT1

A7y 2

ZORFITIH, VAT AEHENSHENOFRFEDO 22— E2H/ET 5 HFEICO N TH
%Lij‘o

ZOVFIVATIE, HOMEENEEFICREY R Web 1 MZT 7 E2ALT
W5, LW EFERZERENZ TR TWET, FREWHET DT, VAT A
BEHEN Web 77T A ET 4 DOFEME T o X U ST HMEND Y £7,

Web 727747 4B T vXrrasnd e, WEEOSRRBREICET 2 #
DFH S 72 Web LA — FMERCSILE T,

Security Management 7 7 7 A 7 > AT, [Web] > [Reporting] > [Users] % &R
LET,

[Users] =—YNEREINET,

[Users] 7—7 /L C, #A& T % [User ID] F 721X [Client IP address] #7 U » 7 L
i\?‘o

2—HFID FEEEFIIFAT L FIP T FLARDLALARNWESIE, 22—V ID £72
Z2 747 MNP T RLAZDNLHMTT F A 70—/ FIZAJ) L. [Find
User ID or Client IP address] #7 U v 27 LETIP 7 L AN EMRIC—EH L TV
R THRRITEINET, [Users] 7 —7 WMZiE, ANh&hiz=—H¥ID &7
FTAT MNP T RUARGEHLAENET, ZOFITIE, 77347 FIPT R
2 10.251.60.24 OIEFERIZOWVTHRE L TWET,
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Users

Printable {PDF)

Time Range: | 90 days v|

23 Apr 2010 00:00 to 22 Jul 2010 01:00 (GMT +03:00)

Top Users by Transactions Blocked

10.251.60.24 5
10.251.60.35 5
10.251.60.67 4
10.251.60.15 2

10.251.60.72 1

Transactions

Export...

ATvT 3

Top Users by Bandwidth Used

10.251.60.67 ] 3.5MB
10.251.60.24 |[] 568.6KB

0B 10.0MB 20.0MB
Bytes
Export...

IP7 KL% [10.251.60.24] %2 U v 7 L%,

10.251.60.24 O —HF OFElR—VRFRINE T,

| oL-23827-01-J
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Users > 10.251.60.24
Printable (PDF)

Time Range: |90 days v

23 Apr 2010 00:00 to 22 Jul 2010 01:42 (GMT +03:00)

URL Categories by Total Transactions Trend by Total Transactions

120
Search Engines and Partals 99 100
Businsss snd Tndustry B 7 80
Computers and Internet il § 60
Advertissmants B 4 a0
Infrastructure i3 2

S

o s 80 100 0

25Apr 09-May 23-May O6-Jun  20Jun  Od-Jul  18-Jul

Transactions

Export...
Export...
URL Categories Matched
URL Category Bandwidth Used Time Spent Blocked URL Category Transactions Completed Total Transactions =
search Engines and Portals 447 4KB 00:21 0 99 99
Business and Industry 15.5KB 00:06 0 7 7
Computers and Internet 64.4KB 00:06 0 5 5
Advertisements 16.9KB 00:00 0 4 4
Infrastructure 4,5408 00:00 0 3 3
Tatals {all available data): 568.6KB 00:33 0 118 118
Colurnns... | Expart...
Domains Matched
Data below is not suailzble for the full time range sea‘ec_ted Dats for this table is auailable for 13 Jul 2018 81:00 to 14 Change & Rangs
Fui 2010 23:59 (GMT +03:00), Click to change the ime range of this report to reflect the data available. _change Time Range |
Domain or 1P Bandwidth Used Time Spent Transactians Completed Transactions Blacked Total Transactions ¥
google com 46d.5KB 00:36 101 5 106
gmadules.com 83.1KB 00:06 4 o 4
google-analytics.com 68,2728 00:00 4 0 4
doubleclick.net 15.1KB 00:00 3 o 3
kontera.cam 6,391B oo:06 2 o 2
addthis.com 1,3658 00:00 1 0 1
addthiscdn.com 1,231 00:00 1 o 1
quantserve com 1,8478 00:00 1 0 1
yandex.ru 2,021B 00:00 1 o 1

Columns... | Export..,

Applications Matched

W dsta was found in the selected time range

Malware Threats Detected

Ho data was found in the selected time range

Policies Matched

Policy Name Policy Type | Bandwidth Used Completed Tranzactions Blocked Transactions Total Transactions =
DefaultGroup Access S68.6KB 118 0 118
NONE Access 0B 0 s s

Totals (all available data):  -- 568.6KB 118 5 123
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(E)

AFwT 5
& A

A—HDOFEMN—V BRI TP a VBOURL 53V T ¥
varplo LR, —#HTZURL AT IV, —HT DR ALY, —EHT DT
TV —v gy, REENTE~ALT 2T OB, BLO—HT 3K o — %R
TEET,

IN6OHTIVIZE ST, 10.251.6024 D=—HFRT v 7 T3S URL
("= ® [Domains] &7 ¥ a T £ D [Transactions Blocked] #7 7 Al2F
) T ZEALES ELTWEZ R ERDMNY T,

[Domains Matched] 7—7 /L C [Export] 7 V v 735 &, 2a—¥RT7 7 &R
LEo2ELERAAL L URL ®DERRY A NRERENET,

X D-112, 2—¥Fhbx 7 AR—bFENEHEROY A ME2RLET,

D-1

IHYRR—F T—20H

A B C

| 1 [Damain ar IP Bandwidth Used Time Spent Other Blocked Trans Transactions Cormpl Transactions Blocke Total Transactions
| 2 |addthis.com 1365 0 0 1 0 1
3 |addthiscdn.com 1231 0 0 1 0 1
| 4 |doubleclick. net 15447 0 0 3 0 3
| 5 |gmaodules.com 8071 360 0 4 0 4
| B |google-analytics.com 8272 1] 1] 4 o 4
| 7 |google.com 475631 2160 5 10 5 106
| 8 |kontera com B331 360 0 7 0 2
| 9 |gquantserve.com 1847 0 0 1 0 1
| 10 |yandex.ru 2021 0 0 1 0 1
il

= ~
W« » i\ Users_10_251_60_24_Domains_Matc / < gl

b Web FT R THEREAMFERH LT, ZOMED—Y D Web £ RN
ERToXU L, BRTHIENTEET,

Web LAR—T 4 V7Tl 77 BASNARBED URLIZRSGT, =2—R7 7
TRATETRTORAL UERZIHB TELRICHEBELTLEE N, 2—FR7T
JEALTWAEED URL, #® URL (27 7 & A L7=KZ], Z o URL 3% 7
ENTNDINE I DR EDORERZE 521X, [Web Tracking] ~— T & H L E
7T

[Web] > [Reporting] > [Web Tracking] Z 3R L £79°,

[User/Client IP Address] 7% A b 7 4 — /L RIZ2—FHEIXIP 7 RLAEZ A
jj L/i‘j‘o

ZOFITIE, 10.251.60.24 D—FD Web b7 v F U SEREBRK L TOET,
[Web Tracking] X— U MRERRINET,

| oL-23827-01-J
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Web Tracking

Available: 13 Jul 2010 01:00 to 14 Jul 2010 23:59 (GMT +03:00)

Tirne Ranasi | [0 days ~|
User/Client IP: | [10.251 6024 (2.9. jdoe or DOMAINYjdoe)

website: | | {e.9. google.com)

b Advanced | soooh transactions using advanced criteriz,

Displaying 1 - 8 of 8 transactions.

Time [GMT Ussr / Client
+03:00) = Transaction Display Details... | Disposition | Bandwidth 1
14 20l 2010 22:58:327 | http://safebransing.clients.google.comysafebrowsing/downloads?eli... | allow | 6,3548 10.251.60.24
14 20l 2010 22:27:37 | http://safebransing.clients google.comysafebrowsing/downloads?eli.. [ allaw | 5,1318 10.251.60.24
14 2l 2010 21:56:02 | http://safebransing.clients.google.comysafebrowsing/downloads?eli... [ allaw | 8,1488 10.251.60.24
14 2l 2010 21:28:05 | http://kanaS.kontera,com/KonaGet jsTu=12791 3208936 28p=1420248.. [ allaw | 6,3918 10.251.60.24
14 2l 2010 21:27:49 | http://k830suikia28gaudg84480sbpltpuSe.a.friendeonnect. gmodules. . [ allaw | 83.1KE 10.251.60.24
14 20l 2010 21:27:144 | http:/fwaw google comurlTsamtEsourcemwebied=18yed=0C .. [ allaw | awaae 10.251.60.24
14 2l 2010 21:27:04 | http:/fwew google comsearch?q="%D0%BF%D0%BEYDI%EETD1%8C [ allaw | 28.4KE 10.251.60.24
%D0%BA%D0%... |
14 Jul 2010 21:26:58 | hitp://suggestqueries google com/complete/search?output=firsfoxia... Black 14 6KB | 10.251 6024

Displaying 1 - 8 of 8 transactions.

Colurnns...

ZOR=TUNE, 10251.6024 Da—FRT AL NTUWF T g O
72U ARE URL ZHR T 7,

EEEE

# D-112, ZOBTHIALZEREZRLES, FEHOFEMIZOWTE, Vv
a7 U7  LTLTEEN,

% D-1 A—YORBEOEEERR

BERER BREIEHE

[User] ~=—¥ [[Users] ~<—"| (P.5-16)

[User Details] ~X— [[User Details] ~<—"] (P.5-20)

LAR— b F—=FDx 7 AR— | MVAR— K 7 =2 O & =27 2R =1 (P.3-21)
Web F7 v %7 [[Web Tracking] ~~—<"] (P.5-70)
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#Hl2: URLD v F2T

ATFvFT 2
AFvT 3

IOVFIVATIE, E—AV A XK=V ¥R, [EOV A b~DT 7 AT, %K
WO NS iz Im a2 Ex £, &b, EO2—FRTihbd Web

YA MCTZ7BALTODDEINETONTHHEY 720 E LET,

Security Management 777 A 7 > A T, [Web] > [Reporting] > [Web Sites] %

BIRLET,

[Web Sites] _*— U RNFERINET,

Web Sites

Printable (PDF)

Time Range: [ Day =
02 Jun 2010 02:00 to 03 Jun 2010 01:59 (GMT +03:00)

s.ua
Kiev.ua
pravda.com.ua
president.org.ua
msk.ru

bigmir.net
googlesyndication cam
developers.org.ua

gosgle.ru

adnet.com.ua

Transactions

Find Domain or 1P

Top Domains by Total Transactions

Export.

Domains Matched

Domain or [P Bandwidth Used | Time Spent
5.ua 409.1KB 00:33 |
kiev.ua 227,508 | o0t |
pravda.com.ua 497.8KEB 0i1s |
president.org.ua 403.7KB 00:24 |
msk.ru 418.9KB 00:03 |
bigmir.net 20.5KB 00:00 |
aonglesyndication.com 507K | o009 |
developers.org.uz 92.3KB 00:05 |
google.ru 76 4KB 00:08 |
adnet.com.us 106.3K8 00:00 |

Totals (all available data) 2.8MB 02:21

Transactions Completed

Top Domains by Transactions Blocked

advertarium.com.ua 3
bigrir.net
cloudfront.net
list.ru

rambler.ru

yadro.ru

president.org.ua

for-us .com [ 1
dtn0.net I 1
mmystat-in.net [ 1
T i e e e
0 2 4+ & 8 1

Transactions

Expart..

Items Displayed |10~ |

| Transactions Blocked | Total Transactions =
102 o 102
64 | i 65
63 | [ 63
a3 2 45
28 0 28
14 H 16
12| 0 12|
11| [ 11
s 0 s
s 0 s
409 22 431

Columns... | Export.

[Time Range] Ry 7 X U A h6 [Week] IR L E7,

[Domains] 27 v a a2 Aru—N X458 77BAISNTND RAA
VETIL Web A RBERINET,

7 U A AL 25 AL E TO Web A N L, [Domains Matched] 7 — 7 /MZFK R &
nE$, WLT7—7/ T [Domain] X [IP] HZ7 20V 7%V v 755
L BEDOT FUAELII2—F RSB UIZEERED Web 14 M &R TE ET,

| oL-23827-01-J
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|

BEEEHE
# D212, ZofICHMLEEARZ R LET, FHEOFEMIONWTIE, Vv
Jx 7YV LTLIEEN,

% D-2 URL @ F5 v ¥ Y OBEEEE

HRER L

[Web Sites] ~—v

[[Web Sites] ~¢—<] (P.5-24)

B 3: 7U9EAD%ZLURL h T3 OFRE

AFvF 1

ZOTF VAT, WEENKIT 30 ARIZT 7 & X L7z BAL 3 L E To URL
. NFEEREPMVIZWEEEERLET, £/2, Xy MU EHED, HEE
OEMLEZE=2 1720, Xy FU—2 THRbWHBIFELZEMN L TS URL & 45F
ELEV T DI OFEREBGTDE LET,

WOBNL, EEOBREFFSOEBEDONDIZDIZT — 2 ZWNEST 08, AfT 5L
R—MI 1 SLEFTHLHEEZRLET,

Security Management 7 77 A 7 > AT, [Web] > [Reporting] > [URL
Categories] Z#BER L £ 7,

[URL Categories] <— Y NHRRINFET,

Il Cisco IronPort AsyncOS 7.7 for Security Management 1—4 %/ F
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URL Categories

Frintable (PDF)

Time Range: |30 days v

03 Jun 2010 00:00 to 04 Jun 2010 20:59 (GMT +03:00)

Top URL Categories by Total Transactions Top URL Categories by Blocked and Warned Transactions

Mo dats was found in the selectsd time range

Uncategarized URLs 2827k
Instant Messaging 57.2k
Hats Speech 55.6k
Tattoos 536k
Search Engines and Fortals s2.1k
Tasteless or Obscene 52.0k
Weapans 517k
Government and Law 516k
Softwars Updatss 50.2k
Streaming Media 50.0k
[ 1000k 2000k 3000k 400.0k
Transactions
Expart...

URL Categories Matched

Iterns Displayed |10 v |

URL Categary Bandwidth Used | Time Spent | Blocked by URL Categary | Transactions Completed | Total Transactions =
Uneateqarized URLs | 4268 | 1311733 | ol 282.7k 282.7k
Instant Messaging | 1.268 2688157 ‘. 0 7.2k 7.2k
Hate Speech | 1368 2653154 ‘. 0 55,5k 556k
Tattoos | 1368 2563136 ‘. 0 s3.6k S35k
Search Engines and Portals | 652.2MB 2419:30 ‘. 0 s2.1k sz.1k
Tasteless or Obscene | 717.3M8 2412:33 ‘. 0 2.0k 2.0k
Weapons | 964.EMB 2428157 ‘. 0 517k 17k
Gawernment and Law | 1.068 2430:15 ‘. 0 s1.ck s1.ek
Software Updates | 755,38 2334124 ‘. 0 s0.2k snzk
Streaming Media | 70L.5MB 3184z | 0 s0.0k s0.0k

e | 45.0GE | 13210742 0 2.8M 2.8M

—

Z Ofld [URL Categories] X— 2 LB & M EF T v a VRO B 10 O
URL 77 =Y 77 7Mh 5, Instant Messaging, Hate Speech, Tattoo ¥+ k72
EDfhI, 282k DRSFED URLICT 7 EALTWDHZ ERNbMD £9,
ZZT, [Export] Y2 %27V w7 LTRMLOT —%% Excel A7 Ly Ky —
MZZZ AR—=FT2DE, ZOT77ANENFBRICGEETEET, Xy FU—
7 =% —Y %I URL Z Lt o#EOHHEZMOE I LERH Y £77,

ATwF 2 [URL Categories Matched] 7—7 V% A7 a—/LZ > L, [Bandwidth Used]
N7 LEFRLET,

Columnns... | Export...

Cisco IronPort AsyncOS 7.7 for Security Management 21— i1 F
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URL Categories Matched

Itemns Displayed 10 |

URL Category Bandwidth Ussd | Tims Spent | Blocked by URL Category | Transactions Comipletad | Total Transactions
Uncategorized URLs 42068 13117:33 0 282.7k 282.7k
Instant Messaging 1268 2666:57 0 57,2k 57 2k
Hats Spesch 1368 2653:54 0 55 6k 55 6k
Tattoos 1368 2563:36 0 536k 536k
Search Engines and Portals 582.2MB 2419:30 0 52 1k 52,1k
Tasteless or Obscsne 717.9MB 2412:33 0 52,0k 52.0k
Weapons 364.6MB 2426157 0 51,7k 51,7k
Government and Law 1.0GB 2430:15 0 516k 516k
Softwars Updates 786.9MB 2334124 0 50,2k 50,2k
Strasming Media 701.5MB 2318:42 0 50,0k 50.0k
Totals (all available data): 45068 | 13210742 0 2.8M 2.8M
[ i URC Columns... | Export...

[URL Categories Matched] 7—7 /L C, 9XT® URL # 7 =2V O IHIE O H
BEMBTHIENTEET, 95— [Export] V7% 27V vy 7 LT, 20D

TrANEXy P = EHEIRELET, S HITMN<
[Instant Messaging] UV > 27 &2 U v 7324 & £ —F 4k 4 K& H
LTV PRRESNET, KOX—VRERINET,

FRDITIE,

Il Cisco IronPort AsyncOS 7.7 for Security Management 1—4 %/ F
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7l

URL Categories > Instant Messaging

Time Range: | 30 days -

03 Jun 2010 00:00 to 04 Jun 2010 20:59 (GMT +03:00)

Top Domains for Category by Total Transactions Top Users for Category by Total Transactions

Mo data was found in the selected time range

Printable (PDF)

10,128 4.64
10.128.7.80
10.128.14.30
10.128.20.133
10.128.20.1
10.128.13.113
10.128.17.208
10.128.5.159
10.128.10.197
10.12817 .41

Transactions

Export...

Domains Matched

Data befow is not auailable for the full time range selected, Data for this table is auailable for 0F Jun 2010 16:00 to 03 e T
Fun 2010 18:59 (GMT +03:00). Ciick to changs the time rangs of this report o refiect the dats avallsble. 2 2

Mo data was found in the selected time range

Items Displayed

User 1D ar Client TP | Bandwidth Used Tirne Spent Transactions Completed Transactions Blocked Total Transactions =
10.128.4.64 | 10.1MB 19:57 399 i 399
10.128.7.80 | 15.3MB 17:54 358 i 358
10.128.14.30 | 18 4MB 17:45 355 i 355
10.128.20.133 | 21.4MB 17:45 355 i 355
10.128.20.1 | 10.2MB 17:39 353 i 353
10.128.13.113 | 17 6MB 17:27 349 i 349
10.128.17.206 | 12.1MB 17:27 349 i 349
10.128.5.159 | 12 .3MB 16:36 33z i 332
10.128.10.197 | 16.8MB 16:12 324 i 324
10.126.17.41 | 10.1MB 13:06 262 o 262

Taotals (all available data): | 1.2GB 2686:57 57.2k i 57.2k

——

Columns... | Export...

ZOXR=U b, Ry MU= ERED Instant Messaging ¥ ~ D L7 10
2—FEMDHENTEET,
ZOR=UNE, &I 30 HET 10.128.4.64 @ — 73 Instant Messaging

YA T 19 W) 57 237 7 A L TR Y Z OB OHEIE O 6 £
10.1 MB T&H 5 Z E3binh 97

| oL-23827-01-J
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|

BEEIE R
# D312, ZoOBTHMLIZEBEEZRLET, £HEOFEMIONWTIE, Vo
%7V w7 LTSN,

# D-3 7O9EADODE W URL A5 T OFEEDOEEIER

BERER BREIEHE

[URL Categories] ~— [[URL Categories] ~—] (P.5-28)

VAR— bk F—=Z Dz AKR—h [VR— b 7 =% O & =27 2R — 1] (P.3-21)

Bla: T3AN—BLUPL—YFRDIERT

ZOFTIE, v F =Yy N DO LR — FEERT 52, EEBOE AT HRIE—
MRRLRVGEEELET,

Security Management 7 77 A 7 > A Ti, [Reports] F= v 7R > 7 AD
[Anonymize User Names] #7 U v 775 &, ZO8FEEZA X —TNVEIZT 4
=TI TEET, TOBFEEA X —TNMICTHE, LR—FEZITRSTZA
WCa—PFEZEZWLMNCT LI e, VR FEARLTRMTLZIENTEE
R

OB, 2—PLRLIP 7 FLAREDEAFEERN LR — M ED L HITER
ENDHION, BER2—VHZEELIZTDHEEDL D72 LR — MTRDODER
LTWET,

A—HROELIED A F—T UL

ATv7F 1 Security Management 777 A 7 . 2 "C, [Management Appliance] >
[Centralized Services] > [Web] > [Centralized Reporting] % #3841 L 9,

[Centralized Web Reporting] X— Y RNFRENET,

~

GE) PATL BN T U4 F—FRERTLTLLMO THEEF LR —T ¢
VT EAF=TNMITHEEIT, 2 Ra—F T4 v ABEEHER L,
[Accept] #7 V v 7 LEF, THREHRE Web LAR—T 1 > 7 DFRE] (P.5-3)
EHRLTLIZEN,

AT7wF 2 [Edit Settings]| %7V v 7 LET,

Cisco IronPort AsyncOS 7.7 for Security Management 1—4* i1 F
m. 0L-23827-01-J |
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AFyvFT 3

2AFyv7 4
AFvT 5
ATFvT 6

[Anonymize User Names in Report] &= v 7 R v 7 AN A 727> TN5 T &%

B LT ZEN,
[Submit] 27 V » 27 L7,
[Web] > [Users] R L 97,

[Web Users] ~— U MNRRINET,

Users
Printable (PDF)
Time Range: [ Day B
04 Jun 2010 17:09 to 04 Jun 2010 21:26 (GMT)
timmy 132 timmy [T 320.7KE
tecumseh 127 tecumseh [T 264,8KE
wells 126 franklin.d [T 259.6K6
franklin.d 118 wells [T 254.4K8
timmy 106 davies [T 236.9K8
frank 104 timmy [T 2315K8
murgatroyd 99 8.19.75.105 [T 230.2K6
davies 95 tim [ 200.9k8
alices 94 wells.fargo [T 207.5K8
karl 94 franklin.d [T 193.2kB
o n‘:u zéuu 300 i) 195‘3&5 SQD.‘GKB 585.9K8
Transactions Bytes
Export... Export...
Items Displayed @
User ID or Client IP Bandwidth Used Time Spent T Completed T Blocked v | Total Transactions
timmy 320.7KB 00:33 151 132 283
tecumseh 264.8KB 00:39 121 127 248
wells 254.4KB 00:27 124 126 250
franklin.d 259.6KB 00:27 117 118 235
timmy 231.5KB 00:24 104 106 210
frank 162.3KB 00:12 78 104 182
murgatroyd 186.8KB 00:24 85 99 184
davies 236.9KB 00:33 108 85 203
alices 186.1KB 00:24 89 94 183
karl 185.2KB 00:27 92 94 186
Totals (all available data): 10.0MB 21:48 4,763 4,648 9,411
l— Columns... | Export...

ZOHAIE, TRTOZ—VLH [Web] > [Users] S— IR RENET,
D—VZEMHEBLIZVGEEIE, ZOHEARREINTHTCHEEHY ¥, &
NICH LT, ZoFEREMO 7 L—T 1A LARWERIE, 22— 4 %2 IEFRRIC
THVLENDHY 7,

Cisco IronPort AsyncOS 7.7 for Security Management 21— i1 F
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~
() HEEAT—FAEESoTOLHAR, Fla—¥anfrshiT,

A—HRADERLLDA r—T kiR

ViR— MEBE T2 —VHZOELLZHATDIE, AICLAR—FBRKROLHITHRY
ij‘o

ATwv7F 1  Security Management 7 77 4 7 AC, [Management Appliance] >
[Centralized Services] > [Web] > [Centralized Reporting] % %R L £,

[Centralized Web Reporting] <X— VU RERRENE T,
ATwF 2 [EditSettings] %27V v 7 LET,
AT7wv7 3 [Anonymize User Names in Report] = v 7 Ry 7 A% A I LET,
AFyvF 4 [Submit] %7V v 7 LET,
AFvF 5 [Web]>[Users] &R L E,
ATvF 6 [Web Users] X—URERINET,

Cisco IronPort AsyncOS 7.7 for Security Management 1—4* i1 F
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Users
Printable (PDF)

Time Range: | Day ]

04 Jun 2010 17:09 to 04 Jun 2010 21:27 (GMT)

Top Users by Transactions Blocked (Anonymized) Top Users by Bandwidth Used (Anonymized)

4c4b26262d79 132 4 d79 [T 320.7K6
4c43202c262a232b7¢ 127 4c43202c2622232b7c [T 264.8KB
422326464279 126 4442482741264b2707437¢ [T 259.6KB
4442482741264b2707437¢ 118 422326464279 [ 254.4KB.
4cab26262d79 106 4348224b232a79 [T 236.9KB
444248274179 104 4c4b26262d79 [T 2315KE
462c2244282c4a472d237c a9 0d0709ada702aca709a90c79 [T ] 230.2KB
4348224b232a79 95 4cab2679 [T 209.9K8
48264b20232a79 94 4223264642a744482a442779 [T 207.5KB
41282a467¢c 94 4443482741264b2707437c |1 193.2kB
0 1$o zc‘m 300 B 195.‘3&5 390.6KB 585.9KB
Transactions Bytes

Users (Anonymized)

Items Displayed 10 LB‘

User ID or Client IP Bandwidth Used Time Spent Transactions Completed Transactions Blocked = Total Transactions
4c4b26262d79 320.7KB 00:33 151 132 283
4c43202c262a232b7c 264.BKB 00:39 121 127 248
422326464279 254.4KB 00:27 124 126 250
444a482741264b2707437c 259.6KB 00:27 117 118 235
4c4b26262d79 231.5KB 00:24 104 106 210
444248274179 162.3KB 00:12 78 104 182

TOBEIE, 2=V 4 0 [Web] > [Users] X—VICERENEH A,

EEHE

# D412, ZoOBITHMHLEZERZRLE S, FHAOFEMIZHOVWTIZ, U
a7 w7 LTLTEEN,

& D4 T34 N —EROEEER

BREA HEETHR

Web L R—F ¢ > [Web LAR—7 o 7 &M 5502 (P.5-3)
Web VAR—F 1 7 DA =701k M gegE cp il Web LAR—7 ¢ > 7 0% E] (P.5-3)
[User] ~—v [[Users] ~*—<"| (P.5-16)
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5l 5 : BE#F D Security Management 7 754 7 > A TO#H
L L\ Configuration Master ~D7 v 745 L—FK

~
(GE)  Zoflix, Configuration 6.3 Z¥HILFE A TH D Z & ZAIEE LTWET,

Z 2Tk, BEfF® Security Management 7 77 A 77 A & ¥ L\ Configuration
Master IZ27 v 727 L— R 32 HIEZHOWTHB L ET,

ZOFITIE, = — M Configuration Master 6.3 % 34T L TV 5 BETED Security
Management 7 77 A 7 > X % Configuration Master 7.1 |7 v 77 L — K3 3%
BEEBxET,

Ty 77— RET) FIAE, kRO LEY TT,

ATv7F 1 Security Management 777 A 7 AT, [Web] > [Utilities] > [Configuration
Masters] Z &R L £ 7,

[Configuration Masters] ~X— U NFRRINET,

Configuration Masters

Configuration Masters

Configuration Master Version assigned Web Appliances options
5 5.7 0 of Initialize
6.3 (6.3.3) 0ofo Import Configuration
7.1(71 f Initialize

Edit Appliance Assignment List... |

Z D=5, Configuration Master 6.3 A TIZFIH LS TnBEZ & &,
Configuration Master 7.1 23#J#H{L SN TR W2 b 3, iz, ME—
@ Configuration Master (Configuration Master 6.3) %% Security Management 7
TIATVADEZTDOFIZEREIN TSI L LERTEET,

ATvF 2 7.1 Of7T [Initialize] %7 UV v 7 LET,

Cisco IronPort AsyncOS 7.7 for Security Management 1—4* i1 F
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Management Appliance || Email m

Reporting Utilities Configuration Master 6.3

Initialize Configuration Master 7.1

Initialization Options

Initisl Settings: | & Copy configuration master: 6.3
Copy custom roles
O Use default settings

Cancel Initialize

[Copy Configuration Master 6.3] &7+ a . R% % 27 Y » 27 L [Copy custom

ATv7 3
rules] F= v I/ Ry 7 A& AT LET,
[Copying the custom rules] F= v 7 Ry 7 A& A2+ 5 L, BE
Configuration Master 6.3 IR E L T\ D2 —% n—LE72IZBEAORY —%
HMERF L72F &£, HHlo Configuration Master 7.1 17 — ¥ #5316 T 25 Z L N T
i‘a—o
AFwv 7 4 [Initializel 7V v 7 LE7,
Configuration Master 7.1 3¢t &, BHATZ 2 L5120 E LT,
BEEIEH
# D512, ZoBITHIALEERZRLET, FHEHAOFEMZIONWTIE, Vv
Ta7 V7 LTLIEEN,
% D-5 #7 L L Configuration Master ®7 v 74 L— FORE#EIER
BEHER B EETHR
Configuration Master [Configuration Master D #{E| (P.8-3)

%16 : BEIFD Web X T4 Z7TSA4F7VAMLMaY
T4F¥aLb—>3r I7M4ILDA UR— bk

~

GE)

Z Of%, Configuration 6.3 ZHIILFEATH S Z L ZHitEsE LTWET,

| oL-23827-01-J
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ZOFITIE, Web ¥ VT 4 7T ITAT U ANDFOALST 4 Falb—
v a v, BEfF® Security Management 7 77 A TV AIZA VAR — NI B R
WZOWTHBLET,

ZOVFUATE, 2—FOFTRTO WebtF 2T 4 77T 7 ATHSR
a7 Fab—va VEREERTL L2, 2—PBRRELTVE

T THAEAT I 2. = —F Il Security Management 7 77 A 7 2 R & ff
AL, Web X2l T4 T7IF3AT U ADTRTCOEREZITNET,

ATv7 1  Security Management 77 77 A 7 > A C, [Management Appliance] >
[Centralized Services] > [Centralized Configuration Manager] % #4{R L £ 97,

ZFvF 2 [Enable] #7 Y v/ LET,
AFw 7T 3 [Web] > [Utilities] > [Configuration Masters] DJEIZZ U v 7 L £,
[Configuration Masters] X— Y NERINET,

Configuration Masters

Configuration Masters
Configuration Master Version assigned Web Appliances options
| Fo | Initialize

|nofo | Import Configuration

of 0 Initialize

Edit Appliance Assignment List... |

Z D=5, Configuration Master 6.3 23 CTIZHIHHL I TnDH 2 & &,
Configuration Master 7.1 3gJ#l{fb STV nWZ LR £9, Fio, HE—
@ Configuration Master (Configuration Master 6.3) 7% Security Management 7
TIAT LV ADEZTDOTFICFERSINTND Z E bR TEET,

AT7vF 4 7.1 OITT [Initialize] 7 UV v 27 LET,

| Management Appliance || Email |m

Reporting Utilities Configuration Master 6.3

Mo Changes Pending

Initialize Configuration Master 7.1

Initialization Options

Initial Settings: | & Capy configuration master: 6.3
Copy custom roles
O Use default settings

AFTwF 5 [Use Default Settings] 7> a> R¥ %270 v7 LET,
[Configuration Masters] ~X— U NFER S, FIHEARE) e RS ET,

Cisco IronPort AsyncOS 7.7 for Security Management 1—4* i1 F
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Management Appliance || Email \m

Reporting Utilities Configuration Master 7.1

Commit Changes »

Configuration Masters

Sucocess  — Configuration Master 7.1 was successfully initialized,

Configuration Masters

Canfiguration Master Version Assigned Web Appliances | options

S ‘ Oof0 Initislize i
5.3(6:3.3) [oofo Initislize

717000 "n of 0 | Import Configuration

Edit Appliance Assignment List...

[Import Configuration] #2 U >~ 7 LE9,
[Import Web Configuration] ~X— Y RERINET,

[Select Configuration Source] K> 7 # 02 X =2 —7)»b [Web Configuration
File] %R L £,

| Management appliance || Email \m

Reporting Utilities Configuration Master 7.1

Commit Changes »

Import Web Configuration for Configuration Master 7.1

Select Web Configuration

Select Configuration Source: | [web anﬁaurat\gn File: v

Ll Master Defaults:
e Master DRIt | rhe selected file will be used to create default policy settings for the selected Configuration Master,

The selected configuration file must be compatible with the Configuration Master (7.1); #ypicaily, the
Configuration Haster will accept versions of the Web Security Appliance configuration fite which are
the same version or earlier than the configuration master varsion.

Load a valid configuration from a Web Sscurity Appliance.

Browse:

o]

[Load a Valid Configuration File from a Web Security Appliance] D45z 5 7 %
AN 74—/ RT[Browsel 7 Uy 27 L, WebEX=2UT 4 777347 R
MmoA R— T D5E7 XML 7 7 A VEBRLET,

[Import] #27 V v 7 LET,

BIRLIE XML 77 AR WebtEX =274 77947 o Anbr— RENE
j—o

AT7v7 10 [Confirm Import] 7 U v 27 LET,

| oL-23827-01-J
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ZDMDEREE

Security Management 7 7 7 A 7 > A2 ID Z{ERT BRI, BFEDT 7T A
TUADKRIZHEAESNAA T a vBAAEIRLTWET, =& 2, Security
Management 7 /7 A T AEAL, Web tX =2 T4 7T I7A4T AT L
AER S NVTBEFD Web ¥ X 2 VT o 77 I7A T A ar7 4 Falb—vay
ERY = ERFTIHEE. 1 20Ty AV Ev e — L, Kicto~
VDL FHTHRY U—FBNTAUNERS D T,

INEFTTHRODHED 1 DL LT, FT 7T 7 L A—HEO ID % {ER
L., 2o ID 2RI R V—%2HETD2HERHY £, Security
Management 7 77 A T VAN a7 4 Falb—ra VEAHTLE, ZHHD
ID &, ID 22T 2R Y —id, BEIWICHIBRSHh, 710 8—7 02 %
To ZOHEEMMTLL, FHTMORET I2LENHY T, THIFTHEAR
BN (7747 v AZED] ID TY,

ZOFETIE, T4V PDORY —F T ID B, A REITRA DA
NEEE 2 ET, 22X, DY A FTIEARY > —% [default allow with
auth] IZRE L, BlOYVA Tl ldefaultdeny) IZRELTCWAEATT, 2
DOBFE, TTIATLAZTEDID ERY —%TFT 744 hOT < EICEKRT S
MERH D ET, BAMICIIMBED 57408 OFRY —%FRKLET,

£ D612, ZOBITHHALIZEAEZRLET, FHAOFEMIONTIE, Vo
&7V v LTLIEEN,

% D-6 FLLOLIVI4XaAL—Say F7MILDA R— FOBEEER

HRER HRETH®R
Configuration Master [Configuration Master D #{E| (P.8-3)
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BHT7:-VE—FWebtXxalyT4 PTSAFTVATDODT7 V&
ARYO—DHRETA4 XL, R Security Management
FT75AT7ATHDEE

~

GE)  ZofliX. Configuration 6.3 ZHHHLFE A~ TH D Z & &fifEE LTWET,

%< OFEEIL. 1 D0 Security Management 7 77 A 7 A& L THEE®
Web tx =27 4 77T T AOEAREZEHLIZNWEEZEZTVET, £
DA, BHIENR R -0, I R2n r—a i TT7 78X KR
VR EDLRRERS Y T,

72z, FE, Bk, BXOa—a vy RoEERMTICIA XA XS NTz—
HONL—=LVRBUNERZENHDET, 22T, 778A R —Fa—n v
WCEBTE £,

ZOTFVATIH, MBIV E— DO WebExF 2T 4 77747 2 AT
W27 782 R —% AL ~A AL, Security Management 7 77 A4 7 . A
Ou—ANVEREILT VAR —0ua—h VR Z G5 HEEZBH L
i—é_o

ZOTFIVFATIE, IDEEKLTID>Orr—3 a vy FRENLTC—FE23%5]
L, Z0%zoulr—ya JadIcEier 722 R U—%{ERkLET, K
W, mr—varDID %, AAZSAREN-alr—a D7 78 xR

VI BMTAMERNSLY FT, 2= N O IDICX IHTEITHIE, 2D ID
O—WTHAHRY —0N, 2—FO-0ry MIBEHINET, HHKIC, a—h
NIRRT 78 A RY —2 T2 ODOFEEHEZER T HLENH Y £,

INEITOICIE, WOFIEEZFEITLET,
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Foay SHEH

ATVvT 1 | TR L= LORE TOFITIE. 3ODT VA A— L EEEL.
VEIZISLTINSDNL— L E2T 782 R
—THIA R E T,

o V=¥V Xy N NT—=V TITEADNL—
Mzl Y—=vy ) Xy hU—7OY
A MZHT AT 7 EAREIBRINET,

o HRUEMBIORBRIOT Z7ER L—IZX
D, REOYA FEFRITOY A MTxtT
D7 7B ANRKIREINET,

¢ Web XR—ZXADEFA— NN T 7R L—)1
LV, Web XR—ZADEF A —IL~DT
I ARFHIBRINET,

RT9T 2 | 7rER A—LOEMEORE V=X Ry KT —T TR ADL—)L

. TRTOYA MCEAESNET, ARET

X, Zor—E o —rL 77 EA R

U U —IZk AR E T,

REBLOgEHoL— T, dbk (NA) @
P4 MZEHSNET, ZONL—LENAT
7 AR IR ET, Web X— 2R
DEFA—I T ITERA JL—)LiE, T—1 v
DEMLY A MZEHSNET, ZoLr—1%
HQ 7 7% A RY I —IZHlBIALET,
ATv7 3 |ID OfERk TOFECEY, K —REHIN D 2—
HFOID &, ZO2—FRFEHT 5 Web &
X2 UT 4 TTF5AT L ADID 2ERTE
S

B2 DV A MIxfid 2 Web EX = U T o
TITIATARE, =R THT T
Ty ML TS ET,
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||
FTovay BL
A7v7 4 |Configuration Master 5.7 IO # 2% |AsyncOS 5.7 [ZI3 Y — v /v %y hU—2
2 URL 47 = U OAERL URL 77 AV 2372< | 6.3 ITIIFET D720,

AsyncOS 5.7 B LV 6.3 2547925 Web &

X274 TTIAT VAR THRY v—%
W—T 270, BAZLURL 53V 21E
KT H2LERH Y £97,

RATYF 5 | TR BV —OERE ID OB | Fa—rUL K —TiE, Y=Y Ry b
T—20 YA b~DOT 7B ANEIESNET,

ko722 R —Tlk, REBIUE
YA b~DT 7 BANEIEEINES, T—
0y XOT 78 AR —TlE, Web _X—2=R
DEAA—=N~DT 7 ANREIEINFT,

IHlL, T7A R —nEHIND —
PEEETHID &, ZORY —2NEMHX
N33V A NEETDHHAX L URL 72V
ZEMTALERHY £,

RTYT 6 | BLEHEOIER kta—myRAIFoa—nL 727 8RA R
Vo—i3, u—AL R —FBLOae—mL
= ZEELWEEFIZLY, o—hL A
N CHERFS N E T,

KM D212, ZOEENRED LI ITHET 202 RLET,
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D-2 EEEH
Heterogeneous deployment of AsyncOS for web [ ]
[ =sgeed samnsran | | W“I*“:‘f; |
== . S : PR S
[ " { ] .
P Asil“nu{iﬁ forWeb57 | AsyncO§ for Web 5.7 'ul b SEELS o vet 8.3
- b, i - i § e %
[ e — ;. o —
! B B \ L ?_—j{rie_-__; g . §-Series J

- e

it - MNA
IronPort M-Series i ﬁ

TR IL—ILDHRE
ZORITIE, 35007 7 A NL—LEREL, BEGLTINLDNL—LET
7 AR —THIOAIE T,
V=% Xy NT—T TIEAOAL—AIZED, VY—2 %L Xy NT—
DOV A MK TEHT 7 EARGHIREINET,
REERBIOEIIOT 722 =L, REBOT A MEEIIOV A MC
T DT 7 ANRGRINET,
Web XR—ZADEFA—IL T 7R NL—LIZLED, Web X—ZXADEA A — /)L
~OT T ANKIREINET,

Security Management 7 77 A 7 > 2 T, [Management Appliance] >

ATvFA
[Centralized Services] > [Security Appliances] Z &R L £ 7,

[Security Appliances] N— Y RERINE T,

Cisco IronPort AsyncOS 7.7 for Security Management 1—4* i1 F
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D-3

Security Appliances

[Security Appliances] *—2

Centralized Service Status

Configuration Manager (Web):

Enabled, using 0 licenses

Spam Quarantine:

Service disabled

Reporting:

Enabled, using 0 licenses

Tracking:

Enabled, using 0 licenses

Security Appliances
Email

__Add Email Appliance... |

Mo sopliances have been sdded.

Add web Appliance...

Yo appliances have been added.
[Add Web Appliance] "&% %27 U v 7 LT,
N=VERRLET

AFvT 2 [Add Web Security Appliance]

D-4 [Add Web Security Appliance] R—%

Add Web Security Appliance

Web Security Appliance Settings

appliance Name:

IP Address:

l—

Centralized Configuration Manager

WSA Centralized Services:

Centralized Reporting

Connection Status: | Not established.

Establish an 55K connection for Centralized Web Services,

| [ Test Connection

Establish Connectian...

Assign Canfiguration Master: (2)
#ore sssignment options may be enabled once an SSH connection is estebiished.

@ ot assigned
57

7.1

[Appliance Name] 7 F A b 7 4 —/L FEB LU [IP Address] 7% X k 7 1 —/V K
{2, Cisco IronPort 77 F A TV ADERA L X —T A ADT TT74T AL
LIPT7T RLRAEZAHNLET,

ZOBITIX, 7747 241X, China, HQ 3L TU'NA T,

GE) [IP Address] 7% A b 7 4 —/L K

Uy rdoE, <

IZ DNS 4% A S L7286
WZIP 7 KL RIS ET,

T%. [Submit] Z7Z

| oL-23827-01-J
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AFw T 4 CiscolronPort 7 7T A4 7 AT HRIHEHT L2 —E 228K/ L £,

~

(3¥)  Security Management 7 77 A 7 VA TA F—T M LTz —ERADH
BINCEFET,

ATwF7 5 [Establish Connection] #7 V v 7 LE 7,
[SSH Connection] # A 7 7R v 7 ANRFRINET,

D-5 [SSH Connection] #4 7R¥Kv o R

SSH Connection

Enter login credentials for an administrator or an operator
account on the remote appliance, This will be used fo obtain
ah SSH key for file transfers.

Username: |

Password: |
Establish Connection
AFwF 6 [Username] ¥ & O [Password] 7 % A b 7 1 —/L KiZ, Cisco IronPort 7 77 A
TUALOEBRET I hou A CEKIEREATDLET,
S,

GE) nroq U BEKE#RE AT S L. Security Management 777 A 7 2 A
MBYE—NTTIAT U ANDT 7 A VERED T2 DA SSH F—
DESNET, v 7 A U EKIERIL, Security Management 77 7 A 7
AR RSN EE A

ATwF 7 [Establish Connection] %7 U v 7 LT, £=% U7 %—¥ 2 HOHEN & L
LET,

ATw 7 8 [TestConnection]| #7 Vv 27 LT, VE—KTTIATLVADE=LY T
P—EANRELSEESN, BBRERH DL LR LET,

AFYT 9 WebtXaUT 4 TFIA4AT U RAEBMTIEE/IE. T7I7A4T7 0 A%ED Y
T % Configuration Master % i%&{R L £,

% Configuration Master (21X, Web X =2 UT 4 77 I7A TV ADNN—T 5
TEDORENEGENTWET, Security Management 7 7°7 A 7 > A1, Ak
D5 AsyncOS D=2 a U EFETTDH Web X a7 77I734T7 R
® 7 Configuration Master # A T& E 4 (72& 2iX, WebteX=2UT7 ¢ 77
FTA T v AD AsyncOS 6.3 1T L T\ 534, Configuration Master & L T

Cisco IronPort AsyncOS 7.7 for Security Management 1—4* i1 F
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6.3.0 &R L EJ), [Web] > [Utilities] > [Configuration Masters] Z &R L T,
H“BTWeb X2 )T 4 TTIAT UV AZEND Y TR TEET (IWeb &
X2 UTF 4 77747 AL Configuration Master O RI# {1 1F | (P.8) Z&M),

Configuration Master 8X X Web tx =2 VT 4 77 T4 7 > AOEHEDFERMIC
ONTIE, 8 E WebEX=UT 4 77747 A0ER] 2ZRL T
éb\o

AF9 7 10 [Submit] #7 YV v 7 LT_X—Y TOEHEE%(E L, [Commit Changes] 7 U »
JLTEEEZMELET,
[Security Appliances] ~X—1Zix, BIMULEEBEIIRT 7734 T ABRERRIN
FT, Fovl v—JF, AX—TNCRS>TWDHY—EREZRL,
[Connection Established?] 7 A%, £=4V v 7 +— b 2AOHEENEINIEK
EINTWAENE I NERLET,

D-6 12, HIITBMSNIZEHRRDT T I7A4 7 ANRFRSNET,

D-6 EEEERICBMEIT- Web X2 T1 7TF4F7UR

WUELECERERTIENES | Email | web
Centralized Services Metwork Swstemn Administration

Syskern Stabusg

Secuyr " Security Appliances
Email
SUCLESS  Spam cuarantine ed,
Centralized Reparting
Centralized Message Tracking

— Enablad, using 3 licenses

Centralized Configursbon Manager
rER Y| Service disabled

Service disabled

Tracking: | Service disabled

Security Appliances

Email

Mo centrafized services are currently available,

BORLE0 Cannechion
Appliance Hams & 1P Address Configuration Manasgar Establichad? Delete
China | 10,744,226 o e
HQ | 1092153 47 o Yes ]
L 10.92.153 45 o Tes =

Key: of Selacted

Cisco IronPort AsyncOS 7.7 for Security Management 21— i1 F
| oL-23827-01-J .m




HED B |

TOER IL—ILOEREDRE

ATFvT 2
ATFvFT 3

ATFwT 4
AFvT 5

&

AFvT 7
ATFv7T 8

ATFvF9

2Fv7 10

ZOFIETE, NOEBIZHEHINDIRO 70—V T 72 A R V—&E
HLET,

e V—V¥)L Xy hU—T L—)b

ZOTI7EA R =TT RTOYA MIEHINET,
s RBBLOENINL—

ZORY Akl R~ — AV ICEH S E T,
e Web X—Z2DEFA—/L L—)L

ZORY =T HQWm~m— A ShE 9,

TI7RARY —OFREEHMBET HENT, FREFH Web 207 4 F 2 L—
Ay IR =T RA =T NI o TS LR LET,

Security Management 777 A 7 > A C, [Web] > [Configuration Manager 7.1]
> [Access Policies] ##IN L £,

[Add Policy] %7 U v 27 LET,

[Access Policy:Add Group] 7 « > K7 T, [Social Networking Rule] & A7 L,
ZORY —2FTRTOHA MIEALET,

[Submit] Z7 V v 27 L£7,

[Web] > [Configuration Manager 7.1] > [Access Policies] IZFE Y . [Add Policy]
w7V w7 LET,

[Access Policy:Add Group] 7 « > K7 C, [Weapons and Violence Rule] & A7
L., Z2OFRY vr—%dLkoW 1 MasEfALET,

[Submit] 2 V » 7 LET,

B %2, [Web] > [Configuration Manager 7.1] > [Access Policies] IZ& ¥ . [Add
Policyl] 7 Vv 27 LET,

[Access Policy:Add Group] 7 « > K7 C, [Web-based Email Rule] & AL,
ZORY —% HQ ¥4 MIEHLET,

[Submit] 27 V » 27 LE 7,

Il Cisco IronPort AsyncOS 7.7 for Security Management 1—4 %/ F

0L-23827-01-J |



| #&D @

ID DERK

2AFyvFT 1

Management Appliance | Email u: .

ZOFEICEY, KV v—p#EAINH2—FDID &, ZO=2—FRFEHATD
Webt¥=2UT 4 77747 ADID ZERTE 9, Hx OF A MIkHsd
HWeb X2l T 4 TT7IAT U RE, 2—YREFHTEIT TRy MZLoT
Al EnEJ,

[Web] > [Configuration Master 5.7] > [Identities] > [Add Identities] & &R L | #
EHLA D ID Z1ER L F 7,

Utilities Configuration Master 5.7 Configuration Master €.3

Web Security Manager

Identities b Identities

Success —

client / Transaction RSN IwereN

Decryphion Policies

Item wa  Routing Policies

Access Policies

| Add Identity... Custorn URL Categories

Time Rangss End-User

Order  Membership Dennimaon Acknowledgement Delete

Global identity Policy
Exernpt from authentication

Required

ATFvFT 3
AFvT 4

dwsthentication: ¥ Enabled 7 Disabled

[Web] > [Configuration Master 5.7] > [Identities] > [Add Identities] Z #efR L .k
KR ID ZER L ET,

R B L ORIV —E, Ak Y A REFICEHENET, kA Fo
Web ¥ =27 4 77747 AL AsyncOS 5.7 ZFEIT L TCWET,

[Identity Settings] 7% & kb 7 ¢ —/L KT, [NA identity] & AJJ L E T,

[Include these Appliances] D24 % [All Managed Appliances] #27 U v 7 L
T, LRI A DT FFA4 7 2T ID iR L £,

| oL-23827-01-J
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| Management Appliance ” Email m

Utilities

Configuration Master 5.7 Configuration Master 6.3

Identities: Add Identity

¥ Enable Identity

Name: (2) | [ia identity ]
{e.@. mp IT poficy)

Description: | [The identity for the Narth America branch.

Insert Above: | |1 (HR identity) v

Membership Def

on

Mernbership is defined by any combination of the following options. All criteria must be met far the policy to take effect.

Include These Appliances: | all Managed Appliances

Define Members by Subnet:

(examples; 10.1.1.1, 10.1.1.0/24, 10.1.1.1-10)

Authentication Realm:

o Authentication Required %

Authorization of specific users and groups is defined in subsequent policy layers

b Adwanced | Define additional group membershio criteria.

AFw7 5 [Web] > [Identity Policies] > [Managed Appliances] % E4R L £,
AF9FT 6 [NA|DHICHDTF v /Ry 7 AL LET,
ZOFTEH, 2—FD I N—T77310.103.024 7 x> b EizH O 7,

V¥ Enable Identity

Name: ()| [ya identity |
(e.g. my IT policy)
Description: | [The identity for the North America branch.

Insert Above:

1 (HR identity) v

Membership Defi n

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Include These Appliances:

Define Members by Subnet:

Authentication Realm:

b Advanced

MNA

10.10.3.0/24

(examples: 10.1.1.1, 10.1.1.0/24, 10.1.1.1-10)

Mo Authentication Required v

Authorization of specific users and groups Is defined in subsequent policy layers

Define additional group membership criteria.
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ATF9FT T NAIKHLTETLEFRIE (A7 7 2~6) LEUCFIET, HQ ® ID Z#Hiizic
TER L £9,

ZOIDDOHQWeb tX 2T 4 7T IAT LV ADTF =y 7Ry 7 A%BRL
9, ZOFO—F DI —71510.10.1.0/24 37 x v F EicH Y £,

T, D-7 27T L5122 20 ID BERINET,

D-7 R ENT= ID
Management Appliance | Email m
Litilitizs Caonfiguration Maseer 5.7 Configuration Mastar 6.3
Identities
Success  — Youwr changes have been committed,

Client f Transaction Identity Definitions
Add Identity... I

End-User

Order | Membership Defintion Acknowledgement Delete
HI identity
Appliances: HQ ‘ Wl

L Subnets: 10101024 (glabal policy) w
Exarnpt from authantication

NA identity
Appliances: Na i

2 | Subnets:  10.10.3.0/24 {glabal policy) i
Exermpt from authentieation

Global Identity Policy i
Exempt from authentication Required

futhentication: ¥ Ensbled 7 Disabled

Configuration Master 5.7 DA X4 s URL 773 Y DIERK

AsyncOS 6.3 TixY— v/ x> hU—2 URL #7573V ZFEMATEET 2,
AsyncOS 5.7 TIHEM TE 2\ ed, B AX KN URL AT Y BAERT D L4LEEN
%D i—aﬁo

=X Ry NT—F HAZ L BT IVINIROY A bR EENET,
e myspace.com
e facebook.com

¢ linkedin.com
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e twitter.com

¢ badoo.com

ATwvF 1 Security Management 7 77 A 7 A C, [Web] > [Configuration Master 7.1] >
[Custom URL Categories] &R L 9,

[Custom URL Categories] X— Y NEREINFE T,

ATwvF 2 [Add Custom Category] #7 VYV v 7 LT, 5.TRAOY—v ¥/ Xy hU—27 %1{E
J&l—/i‘j—o

D-8 HRBRLURL AT DIER

Custom URL Categories: Add Category

Edit Custom URL Category
Category Name: | [T

st Order: [T
NG
S G Sort URLs

Click the Sort URLS
button to sort alf site
YALs in Alpha-numerical order,

(2.6, sxsmpis.com, exampis.com, 10.1.1.1, 10.1.1.0/24)

= Advanced | Reqular Expressions [Access Policies Only): (2

Enter one regqular expression psr line.

AF9FT 3 HAZAURL H7 3V EERELIIRET HICE, RKOBREEELTDET 11—
NV RIZAD LET,
e [Category Name] : URL #7 2V OLFiZ# AN LET, ZOLARNL, KV
= JN—TFIZURL 74 NE ) o T RFRETDHEEICETRENET,
e [Sites]: Y= %A kv hT—2 HFIYIRTD FAL 45 AN LE
\a_o

HEOT FL AL, SITE2I1E v ~TRE > TANLET,
ZOBITIEH, WO RAAL U EFEHLTHET,

— myspace.com

facebook.com

linkedin.com

twitter.com

badoo.com
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D-9 ARRLURL AT

Management Appliance | Email m

Utilities Configuration Master 5.7 Configuration Master 6.3

Custom URL Categories: Add Category

Edit Custom URL Category

Categary Name: | |sasial Networking

List Order: ,1_|

Sites: LT [y cpace.com
faceboaok.corm
Dinkedin.com
Jwitter .cam
.badoa.com

fe.p. example. com, .example.com, I0.X. 1.1, 12.1.1.0/24)

b advanced | Matoh specific L0 By reguiar sXprEssIang

Subrrit

[Submit] #27 U » 7 LTR—Y LOEEZE(E L, [Commit Changes] #7 U »
I LT T IA TV A~DEFREHELET,

TR RYS—DERE ID OEM

ZOFIETIE, V=% Xy bT—7 B A b~DT 7B A%HIRT 5§ ~T
DY A MAFOT 72 A RY =2 ERLET, KO3 DORY ¥—ZAEplT
LRERHY ET,

e China Policy

¢ NA policy

e HQ policy

HIEHLAE D Web ¥ 2 U 7 1 777 A4 7 A%, Configuration Master 6.3 721}
ZFTLTOVES, PERAICET M7 782 KD — b—id, V—
VXN Fy NT—F YA RADT IR BT LIL— LT, Y=y
* v U —2 J17 3 V1% Configuration Master 6.3 ® URL #7573V D& v hiZ
FEENTNDLED, V=% Xy hT—I B, TI7EAPEIEEN TV
URL #7 3V & L GRBRENTWD Z E2FERTI2MLERH D £,

| oL-23827-01-J
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ATvF 1  Security Management 7 75 A 7 . AT, [Web] > [Configuration Master 6.3] >
[Access Policies] Z &R L £,

AFwF 2 [URL Categories| # 7 LDV 7% 7 Uy L, Zua—_"LT7EA R —
EEFLET,

ATw7T 3 [Social Networking] 23R &4, HV Y THNZID AT Ry 7 SR TNDH I &
MR LET,

©) shopping L4 -

€3 Social Networking -

) Sosial Science ) _

) Society and Culture v —

NAHLED Web X 2 VT 1 77747 A% Async0S 5.7 ZFTL TV E
T, NATZ A RY —IZiF, KDO2ODOL—LEBEHATILERH Y £,

o REMBBLUOBNTA b~DT 7 BRERIETEZr— L L—),
o V—Ux NV Ry T—F YA DT 7 EREEIETE L,

V=¥ ) Ry NU—7 AT IAVIESTICEENTWARNWE=ZHD, Y— v b
Sy NU— 7 BHERICEILT A2, VY=Y v b Xy NTU—7 DH AKX A URL
BT IV BERTDLENHY 9,

AFwF 4  Security Management 7 77 4 7 A C, [Web] > [Configuration Master 5.7] >
[Access Policies] Z &R L £,

AFvF 5 [AddPolicy] #7 Vv 27 LET,
AT9 7 6 [Access Policies: Add Policy] ~X— Y CROFIEEFEIT L E T,

* [Policy Setting] £~ * = > T [Enable Policy] ¥ = v 7 R v 7 2% 412 L
e

e [Policy Name] 7% A k 7 4 —/ L F|Z [NA policy] L AL ET,

* [Policy Member Definition] €2 v a2 > C, ey 77X 7 U A Enb [NA
Identity] Z#3IR L E 5,

ZFyF 7 [Submit] #7 U v 7 LET,
[Submit] %2 U v 732 &, [Access Policies] X—IZRYD £,

ATw 7 8 [Access Policies] *—Y® NA 77 &2 RY +—47 T, [URL Categories] 77 7
A® [global policy] V> 27 %27V v o LET,
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ATv7 9

Weapons URL 77 2 U LW Violence URL 72U R, ZOT27EA RV
ICBERENTWD Z L 2R LET, & 512, [Social Networking] 77 2 %
LAURL AT Y RTHy 78 T0DH I xR LET,

‘ €3 Violence
€3 Weapons

2Fv7 10

ATy 7 11
2ATFvFT 12

P & K

ATFv7 14

AFwF 15

vy rraver v |

€ web-based E-mail .4

RBIC HQ AR Y o —Z T 50N H ) £3, HQ HLmd Web £F =V
T4 TTITAT AT AsyncOS 5.7 #ETLTCWET, NAT 7R KRY v —
X, WD 2 2OV —NVAGERATHULENHY E7,

e Web R—Z2DFEA A=/ VA b~DOT VAT HO—T/L )L—
Iy

o V= xRy NU—T YA hADT IR RAEIEIETLHL—IL,

V=¥ X2y NU—7 AT IVIES5TICEERTWARNWED, Y—vy L
Ty NU— 7 BHERICEILT A2, VY=Y v b Xy NT—27 DH AKX A URL
BT IV BERTDLENHY 9,

Security Management 7 77 A 7 > AT, [Web] > [Configuration Master 5.7] >
[Access Policies] # iR L £,

[Add Policy] #7 U v 27 LET,
[Access Policies: Add Policy] ~<—Y CIROFNEEZFEIT L E T,

* [Policy Setting] £ = > T [Enable Policy] = v 7Ry 7 A% A4 2L
ESSR®

e [Policy Name] 7% A k 7 4 —/L KiZ [HQpolicy] & AJ1LE T,

e [Policy Member Definition] 2 > 2> T, RKuvy 77X 7> U R kx5 [HQ
Identity] ZBER L £ 7,

[Submit] 27 U v 7 LET,
[Submit] #2 V » 795 & [Access Policies] X—TIZREY £,

[Access Policies] X—® HQ 77 X K VJ —4T T, [URL Categories] 77 7

LD [global policy] V> 27 %27 Vv 27 LET,

[Social Networking] # A X L URL A7 TV NRT By 7 SN TNWDSI L ZERL
F9, X5HIZ, [Web-based Email] #7 TV N7 a7 INTWDZ & E2MERL
iﬁ—o

| oL-23827-01-J
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w weapun v 4

€3 Web-based E-mail @
INT, FAOWeb X2 VT 4 TTIF7A4 TV RZBIT DT 74V MDY —
VRN Xy T =7 RY =B LY =y Xy U7 KU v—IlE
T ONET,

D-10 Bl 7T TERLER) O—
| Management Appliance | Email m
Utilities Configuration Master 5.7 Configuration Master 6.3

Access Policies

Add Folicy... view: | all Folicies v/
web Reputation and
Order | Graup Applications URL Categories Cbjects Anti-Halware Fittering Drelete
Redirect: 0
. Allowe: 0
NA | . s . P
1 Ideniltt;?:li'i.:e:\?;y talobal policy) Elc;r:;?r:i 51 {global policy) {global policy) i}
Time-Based: 0
Redireet: 0
. Allow: 0
H I " B " .
2 Id'gn?ii;f;’q'::;rﬁiy {alabal palicy) K.Inznru:?r;: 52 (alabal palicy) {alabal paliey) o
Time-Based: 0
Rediract: 0
Globai Policy allow: FTP over HTTF, HTTP Allov:: 0 . .
dentity: Al allow: Ports 20, 21““’ :IT:T:II:‘-“:{ 53 Ohject Max Size: None fenabled)
Time-Bazed: 0

Authentication: V' Ernabled V' Disabled [ Policy Disabled

EEEEBEOERK

W, ZEFHEZEBNT D LERH Y £4, Thidid, FHEAERT 7 X
RY =% END Y TOREEHED, Web 21— n— L &AERT 2L ERH Y
i‘a—o

a—W n—VEEERT DL, WOFIEEETLET,

ATv7F 1  Security Management 7 77 A 7 . AT, [Management Appliance] > [System
Administration] > [User Roles] # %R L £7°,
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AFvF 2 [Add Web UserRole] #27 U » 7 LE7,
ZHUCEY, NAMEDO2—H o — 28BS E T,

AT7wF 3 [Edit Web User Roles] ~—® [Name] 7 F A b 7 4 —/L F|Z na_admin_role
EATILET,

A7TvF 4 [Submit] 7 Vv 7 LET,
[User Roles] ~— Y NFREINET,

AFw7 5 [Configuration Master 5.7] ® F @ [na_admin_role] 17 C. [Access policies] % 27

Vo7 LET,

WELEL T LR Email | Web |

Centralized Services Hetwork Eystemn Administration
User Roles
Success  — Your changes have been committed,

User Roles for Delegated Administration of Web Policies

Add User Role,.,
Privileges f
Role Mame - - - - Description Essmned Delete
Configuration Master 5.7 | Configuration Master 6.3 £l
Access Folicies: 0 .
. — - e, . . This is tha role for the NA& branch delegated
na_admin_role | CUZE —Eegorias: gust:m URL Catagories adrinistrator. i

[Edit Access Policy Privileges: na_admin_role] ~— YRR RINET,

[NA Access Policy] DHICH LT = v 7Ry 7 A% A2 LT, NA ZEEHEE
HAOz—% m— L ~DONAT 7 EA R —%RIRLET,

T, Y=V Xy NU—=Z OB AHX 5 URL iZ, NA L O —H o—
B EnEFH A, ZUIHEH URL A7) T, 1 2OHY A hTZhiadE
T oL, TXTOYA MIKMEINET, ZOIT7TITVIE, A VEREOE
HIEEHZLICLET, ZNT, NAILEDO2Z—Y o—LBRENZETLEL
7

Ttz —HFoa2—HF g—L)n
HEHnELE,

Security Management 7 77 A 7 > A ¢, [Management Appliance] > [System
Administration] > [Users] Z#iR L £,

[AddUser] %7 U v 27 LET,

=L

RIESNTTeD, NA R DORALEHE Z/ERTE

| oL-23827-01-J
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ATw7 9 [CustomRoles]| &7 a> A& %2727 L, [Custom Roles] ® FiZdh b

7 4> K7 [na_admin role] Z#R L FE T,
2797 10 [Submit] 7 V v LEJ,
ZHTNA ZEEHEDO — L35 SNET,

Cptions — Help and Suppc

Management Appliance (=Y ” Web

Centralized Services Hetwork System Administration

Users

Success — ‘Your changes have been committed.

4dd User..
User Name Full Name User Role Delete
@ Jo= Admin na_admin_rale* o]
adrmin Administrator administrator

* Custom User Rots for defegated administration of web policias.

External Authentication

External Authentication: | Enabled
Authentication Type: | LDAP

| Edit Global Settings... ]

HQ ZEEHEOn — L &2 ffoa—F o — L 2RI T 20E DY £,

25w 7 11 Security Management 7 7’7 A 7 > A ¢, [Management Appliance] > [System
Administration] > [Users] Zi#iR L £,

ATvF 12 [AddUsers] 27V v 27 LET,

ATw7 13 [Edit User Roles] ~*—<® [Name] 7F A k 7 4 —/L FiZ hq_admin_role & A
jj l_/ \ijﬁo

Z5vF 14 [Submit] %7 U v 7 L£F.

AT9 7 15 [User Roles] ~—IZ& % [Configuration Master 5.7] ® F® [hq_admin_role] 17
T, [Access policies] 27 V v 27 LET,

ATw 7 16 [Edit Access Policies] ~*—C, [Include] = v 7 Ry 7 A& A2 LT, HQ

ZEEHENHQ 7 7 A RY v —2BHTELLIITLET,
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Edit Access Policy Privileges: hq_admin_role

Access Policies {Configuration Master 5.7)

Include | Order Policies Existing User Roles with Edit Access
P11 ety i dentey
T | 2| ety na encey ne_admin_role
Nl e id

=1 =
ZF7w9F 17 [Submit] 2 U v 7 LET,

25w 7 18 Security Management 7 7’7 A 7 > A ¢, [Management Appliance] > [System
Administration] > [Users] # &R L £,

AFvF 19 [AddUser] 27V v 7 LET,

ATwF 20 [Custom Roles] A7 a> A& %27 U > L, [Custom Roles] ® FiZdh b
7 4> R T [hq admin_role] ZiE#IRL E7,

ZhT, HQ &HE n—L7% HQ EHEIEI 0 Y ToHNET,
ZFwF 21 [Submit] 22V v 7 LET,

D-11 12, BV Y CToONZREEEENFRRINT Users T—7 V&R LE
‘a—o

~
D-11 BYLTOMNL-REEEE

Users
Success — Your changes have been committed.

[ add user...|
User Name Full Name User Role Delete
ha_amin Jacques Admin hq_adrmin_role® W
na_admin Joe Admin na_admin_role* @
admin Administrator Administrator

* Custom User Role for delegated administration of web policies.

External Authentication
External Authentication: | Enabled

Authentication Type: ‘ LDAP

Edit Global Settings...

FARTHET LE L,
IRT, 30o0%nr—va il a—FEEBIT 5 ID BMEREShE Lz,
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[}

D%, ulr—a @i T s A R —E2EKL, vsr— 3D ID
.o = alDODAALA RENET /B A R —ZBMLE LR,

I 51T, AsyncOS 5.7 IZiEB WA T IV #8357, URL 7 2V Z1Ek
LELL,

BB, O—H T 7 A R) =% fET A 00RTEERELERLE
L7,

BEEI1E H
#* D712, ZoORTHALZEREEZ R LET, FEBEOFMIIONTE, Vv
JH7 V7 LTLEEN,

% D-7 FOERRYS—DHRE2I(4 XDOBEEEE

BERER BREIEHE

[User] ~=—¥ [[Users] ~<—"| (P.5-16)

[User Details] ~—3 [[User Details] ~<—<"| (P.5-20)

[Custom URL Categories] ~X—’ (B A% 2 URL A7 =2V (P.5-33)
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