= CHAPTER 4

hRERHBEF A —JL £F2 T4 LK—
74 T D

o [HREFHE LA —L LR—F 4 7 OME | (P4-1)

o [HREPREF A=V LR—T 4 T OHRE] (P4-2)

o [EBFA—IL LR—F F—FZDOHE (P4-5)

e [[A—/L LAR— 1 (Email Reporting) | =X—Y D% | (P.4-7)

o [ AT Va—NNEBEINEZETA—N LER—F AT ROEBEFA—I/L LR— MIOWT
(P.4-51)

o [FUF<w U RTOETFA—N LFR— DAL (P.4-58)
o [BFA—NVR—FDAF T a—L&iE] (P.4-56)
o [ T—HATEBEFA—I LR—FDOEREEH] (P.4-59)

RREPREFA—IL LR—T 1 VT OBE

GE)

SAaADaAyT Y X a VT4 BT S IATUARF, BAANDNT T 47 RE—BIOY
X2V T 4 VAZEZERTEAIIIC, HNELREIEROEFA—N X2 DT 4 TFIAT A
NODEHIFERERLET, VIAZALTLR—F2ETLT, BEOHIMDL AT AL TIT 4
TABA VBT I T 4 TICERTDHIEL, VR— A Va—ARELT, EHNICETTHZ L
HTxFET, T, VATV ITBREEFERAL T raw T —F 27 s ANV AR - T BRI LD
TEET,

COMEREICE YD, BT AN EX2VT 4 TTIFAT U AD [EF=4 (Monitor) | A==2—OFIZY
xhéﬂévf—b@ﬁ¢4@éﬂif

HERRIE - A —L LAR—7 ¢ 7RI, BEL A — P E2ERL TRy NY—27 TRETWD Z
LEMBETE DT TR, BEDRAL Y, 2—%, LI TIVDONT 7 4 v 7 OFME, RV
WE G L THERTEET,

¢%$¢M}7/#/7% X, BHEOBF AN X2 )T 4 TTIAT LV AZBHET HEF A —
VA=V OB EZATREIC LET,

B A= X2V T4 TTIAT LV ATT—EPMEESNDIDIE, a—I LiR—T 4 v 7 0ME
ENDHHERET T, FREFRLR—FT 4V 2B T AN X2 VT4 TTI7A4T7 A3 LT
AR—=T N LTS AE, BTA— NV X2V T4 TTIAT VAT, VATA Fy AV T 4 BLD
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VAT A AT =R AUND VR —T 4 7 T RFEEI N EY A, FREFRIET A —L LR—
FUVITNAF—T N THRWVES., ERENALR—RMNIVAT LA AT —H AL AT A Fy /3
T AT,

FREFL KR —T 4 > T ~OBTTBLOBITHRDO LR — ~ 77— O AMEOFAMZ OV TR HE
WODEBEBFA—NV X2 VT 4 77747 AD [Centralized Reporting Mode| OTEAZZR L T 72X
A

RREDBEFEFA—IL LIR—T 1 VT DEFE

~
()

R ERRIE A —)L LiR—T 4 V7 HFRET DI, ROFIEEZIEFEBYICFETLET,
o X2 VT4 EHT T IA TV ATOFREFIET A —V LIR—T 4 T DA F2—T Ak
(P.4-2)

o [BIHBDOEEFA—N X2V T 4 TTITAT LV A~DRREFRIE S XA —)L LIR—T 1
7 H—r 20BN (P4-3)

o [EFA—IV LVFR—F ZNA—TDOEK (P4-4)

o [BIA—NEF2VT 4 TTITAT L ATORREFUE S A=)V VR—T 4 T DA X =T
ikl (P4-5)

LR—T 4 7 e v T R T EFICRARBICA F—TNVCET, LR—T 0 78 bT v 7R
WHERE L e WA, 2, VFR—T A4 TR T X IMEETA—N X2 VT 0 TTI73A4T
VATCTHICFRFICETEREZE e — IV RESNZWEA, LR— DL RUAX T L&D

Avt—Y NI yFUTOREIT. PRLEERICITI—HLEEA, ZNIT. BHEE (LR—F 4

T R ToXT) OF—EN, ZOWENA X—T MR > TWVABICOLFTY TF ¥ ENDH7-HT
T

XU TAEBFTISATFUVRATOHRREFREF AN LR—FT 1>
TDAR—=T AL

(X L& BRI

o HREFALKR—T 4L T oA FX—TNVICT DRI, TRTOEBFA—N X2V T 4 TTT74
TUANREESH, HELCBYVICHELTWALERHY £,

o HMREFRES A -V LR—T 4 VT oA F—TNMIT BRI, +372T 4 A7 @EN Y —Ee 2
WEIDETHNTVWDZ 2R LET, [T A ATHAREOEH] (P.14-56) 2L T ES
W,

FIE

tX 2 VT A EHT T ITA4T VAT, [T 7747 A (Management Appliance) |> [£EHE 2L
#—1 A (Centralized Services) 1> [ A—/V (Email) | > [EKE# LK — F (Centralized Reporting) ]
AR ET,

[£%) (Enable) 127V v27 LET,
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ATFvFT 3

ATv7 4

yx%At/kT/f¢4$ REFATLTOOHMD THREPRE LA -V LR—T 4 T %A
F—TNCTHHEE, = Ra—Y T4 AN ELHER L, [KFE (Accept) 1227V v LZE

ﬁ—o
EEREFEL, REFELET,

~

GE) TITIATVATETA—IN VER—T 4V ITBRAFX—TNWIZHRS5TNT, TONBEIZT 4 A7
FENF VLY THNTWRWGEE, 74 AZHEENREID B TONDLE T, FREPRET X —
W LR—=T 4 VI PERELETA, BT AN VLR—T 4 VI BION T v F U JIZRET D
IA—2B, BIEFERALTNDET 4 AZHEKREIY bREVGE, LER—TFT 47BN
X TOT—FFkbnERT AL, FEIOWTE, [T 4 AZEHEBEOEH] (P.14-56) 25
LTL &N,

EENEDEEFA—N X2 T A FTSATIVAANDHREGFEF

A—JL LiR—

AFyvT 1

AFyF 2

ATvT 3

GE)

T4 Y—EXDEM

2 TCTHETTDFIEL, o REFRUEHEEDFR ERIZ, T TILZDOT 77344 T AEBI L0
EomickoTRAEY 4,

FIg

X2 VT A BT T IAT AT, [BHT 7747 A (Management Appliance) | > [ & B

#— B R (Centralized Services) 1 >[EFx=VUT 1 777 A 7 A (Security Appliances) ] &R L
e

ZONR=VOUY RN, TTECEFA—N X2V T4 TTIAT U AZBMLTWDHEE, RO
FIAZFITLE T,

a. BIFA-NEX2VT 4 TTIAT L ADLHZZ ) v 7 LET,

b. [#£f&H# 1K — b (Centralized Reporting) | F—E A &&ER L £,

BAA—N X2 VT4 TTITAT U AZELZBEMLTOWRWESIE. ROFIEEZFIATLET,

a. [A— N T7I747 A0 (Add Email Appliance) | #27 U > 27 LET,

b. [77747 24 (Appliance Name) [ B L O [IP 7 KL X (IP Address) | 7% A~ 7 1 —/L
o BX 2 VT A ERT T IAT LV ADERA LB =T 2 AA ADT T ITAT AL L IP T FLA
BN LET,

[IP 7 KL A (IP Address) | 7% A~ 74—/ RIZDNS &% AS LA TH, [ (Submit) |
Vv r3he TSP T RUAICHKEINET,

[#£HKEH LR — + (Centralized Reporting) ] ¥ —EANHEFNBRENTHET,
[ ke DSt (Establish Connection) | 227 U v 27 LE7,

e. BHHRBLRBAT TIA T VADEHET H T bO2—HL ERRT—=FEAN L, [#OH
37 (Establish Connection) | %27 U v 27 LE 7,
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GE) v lAVEREREANINITDIE, EX2 VT BT T I3A4 TV ANLIE—NTTI3A4T
AND T 7 A NEEDTZ DDA SSH F—NEINET, 2/ A4 VEREFERIL. B2V T 4
BT S5 T AR SN EE A

f. [ (Success) | A vE—VNRX—TDT—TNDO LI REINDIETHELET,
g. [7 A NEEE (Test Connection) | %27V v 7 LE T,
h. =70 EOT A MERZHBLET,

ZAFvF 4 [#%5 (Submit) 152U v LET,

AFvT 5 HREFHMLR—FT 4 T 24 X—TNCTEEET AN VX2V T4 TTITA4T 2 AIx LT,
ZOFIAEMREY R L ET,

ATv7T 6 LEHERFLET,

BFA—I LIR—F TIL—TDERK

X2 VT A BT T IATVANBLVR—T 4V T—H 2RI IBEF AN X2 VT4 T
SATVADI NV—TEERTEXET,

TN—T0E 1 DU EDOT TIA T UV AZEDDLENTE, T I7A4T RIEED 7 N—T 1R
TEET,

(X L& BRI

KT TITAT UV ATHREFMLU R =T 4 VI PA X—T NIl TWDHZ L 2R LET, BB
BOBKBEF AN X2 )T 4 T IAT LV ANDPREPEAA—)L LIR—T 47 P —E 2D
By (P4-3) 2L TSN,

FIR

ATYFT 1 X2 VT4 EHTTIAT VAT, [FHT 7747 A (Management Appliance) | > [ E#EHE
P —t A (Centralized Services) 1> [#fE#H LK — k (Centralized Reporting) ] &R L £,

AFvF 2 [ZA—7%EM (AddGroup) |27V v 7 LET,

AFYT 3 ITA—TO-FEOLRIEANILET,
B AN X2V T4 TTIAT VAT, ¥ X2 VT 4 FHBT 7747 A ZBMLE EFA—L
X2 VT 4 TTIATUARKRENET, V=BT AT T I7A47 AR ET,
BINTE 57N —T7ORRENT, HRATRERREF AN T I ITA47 L ADHRELL T T,

S

GE) BAFANEBFXF2VT 4 TTIAT L A2 B2 VT4 BT 7747 2 ZITBM LA,
UZMIERENBWNEAIE, EX 2 VT 4 BT I AT VARBTFA— L ¥F2 VT4 T
TIATVAMBLVR—T 47 T—FENETHLIIC, TOEBEFA N EX2VT 4 7T
TIAT VADREERELET,

AFyF 4 [N (Add) 1227V v27 LT, [FNA—F #*23— (Group Members) | VA MITFT7A4 T A%
BEMLET,
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ATwF 5 EHEEXREL, RFELET,

BF AN EXa)TA4 PTS5AT7ARATORREFREFA—)L LR—
TA2TDA4 %2—TILE

BHANBRORBETA—N X2 T 4 TTIAT AT, TREFHEFA—L LR—F 1 T %A
F—T T HHERH Y £,
FIEIZOWTIE, BEVOBEFA—N X2 0T 4 TFIAT LRI T HY=aT LD

[Configuring an Email Security Appliance to Use Centralized Reporting] DHE 72134 F A > ~L 7
EZRLTLIEE N,

BEFA—I LR—F T—2DHRE

o LR—KTF—=HFOTI7BABIVOERICETIEIS S aronTL, ([VR—FT 407 F—F %%
RT LD (P3-1) 2L T &,

e LR—hKTF—HDEa—%hAX<AXTEHHEIONTE, [VER—F T—FDE2—DHAX
<A X (P3-3) #BZH LT ZE,

o T—HNORFEDERERBT AT, MBBLOA LV ETF7 7T 4 TE A~/ LiR— k X—
V1 (P4-6) LTSN,

o LAR—MEFBREAMELIZ= I AKR— D TDI0F, VAR—TFT 47 T—2BLR N vF 7
T =2 OB L V=7 AR =) (P3-10) Z2ZRLTIZEW,

o ZFEIERAVETIT AT LAR— b RX=UEAMT LI, [[A— LAR— | (Email
Reporting) ] X—Y O E ] (P4-7) 2L T EIW,

o LIR—hEF T RTEKT DI, THrT~2 RTOEFA—/ LR— FDOAK]
(P.4-58) #ZBHL T 7Z&E,

e HELHBRSIVOKINCHEBRICETIND L)X VR -2 A7 Y2 —RET DT T8
FA =N VR—=bhDATVa—LixE] (P4-56) 2L TIZEN,

o T—HNATLEA VT FOLR—=FBIORAF Y 2—ViRE L ViR— b2 FRT 5I100%,
[T —hA TEFA—IN LR—FDOFREEH] (P4-59) 2L T ZEW,

o RNyl 7T RERIZOVWTIE., X2 0T 4 77947V AICLBLER— AT —Z DIUE
JiE] (P3-2) #2RLTLEEN,

o KEDTF—HEWNHTHLEXIINATr—~< 2 A% LESERI0F, [ETA—L LE— FDR
T x—~rADMLE] (P3-8) #BMMLTLLEE,

o Fx¥—hELREFT—TINARNICERDY V7 L LTERINDITUT 4T 4 £1TFFITHET 25
ST HICE, =T 4 T F 3R v LET,

T2 ziE, ZEHTAHZLEZHFTENTVWEEAIL., ZoOMELERALCary Ty 740810 v
7. F—BIRRIERY =T EBR LA v — U ORMERRT AN TEET, T,
Avt—Y bR S TEETIRRBEEITLET, REAFETTIHICIE, X7 —L XU
LET,
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BREBLUVAVEZI9TATEFA—I LR—F R—=D
AETITATBFA—IN LR—F X=UDLL TR, X—=YDFEIZ [#MKE : (Search For:) ]
KRy 7H T A=a—RNhb) ET,
ey 77X Ama—=hb, ROXD REEFORMETHRETEET,
e IPT LR
o KAAV
e Xy MU= F—F—

o Wi —W

o S NAA

o WHIEEHED FAA

o NEEFEHEDIP 7 KL A
e &G TLS FAA ¥

e F{ETLS RAA

Z< ORBTIE, MBTFAMIERIC—HKIEDLN, ANMLETHFANTHESHEBEMRKET D0
(7= 2, Tex) THELIHBEZMBET 25 E. Texample.com) B—EHLET) ZRIRLET,

IPv4 ATl AS LI=TF A MR TAIP 477 v b (Fy MEE 10 5 OSsims LTH
RS ET, ok 2L T17) 13 17.0.0.0 ~ 17.255.255.255 O CRE S5O T, 17.0.0.1 1
—ELETA, 172000 H—HLEEA, EEBREOHAEE, 4 5T TO42 7y PEASL
EF.IP 7 RUARSEE, 7T AL A RAL LA—F 4> 7 (CIDR) & (17.16.0.0/12) &4

A= hLET,

IPv6 R DGE . WOBFOHBREEH LT, 7 FLAEZANTEET,
e 2001:db8:2004:4202::0-2001:db8:2004:4202::ff
e 2001:db8:2004:4202::
e 2001:db8:2004:4202::23
e 2001:db8:2004:4202::/64

il
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[ A—JL L7R— + (Email Reporting) ] R—CDHE

% 4-1

[#—JL LiR— (Email Reporting) 12 70*+ T ay

[A—) LR—F (Email
Reporting) ] #=a—

Toay

BFA—IL LR—TF1250 [BE
(Overview) ] R—2

[#Z (Overview) | _X— %, BFEVWOEFA—1 &
X2 VT4 TTIATUVATOT 7T 4 T 4 OWENFR
SNFET, ZNIE, BEBIUOREA vE—VICETSE S
IRV — T—TANEENET,

T OWTIE, TEFA—L LR—=FT 4 70 [
(Overview) | =¥ (P4-11) 2R L T E S0,

[ZfEA—JL (Incoming Mail) ] R—

[ %1% #—/ (Incoming Mail) ] ~<—Iizix, EHI%O E
FA—N X2V T 4 TTITATRCE RSN TS T
RTCDYFE—bF FRA DU TIVE A DERD, A FZ T
TATIRUR— IRERENET, VAT LB A%
EELTWBIPT RLA, RASL Y, By hT—7
F—JF— (k) oOfFHREZIETEET,

FEMIZ oW T, [/ A —/v (Incoming Mail) ] ~<—)
(P.4-16) #ZRL T &,

[#f8% (Outgoing Destinations) ]
R—Y

[ %125 (Outgoing Destinations) | ~— 12, fRENE
A—NVEEETHHEED K AL AZODNTOFERNERS N
£, XY EMIIE, BEEEA v -V LD EMO
side, BLOREZ YV —v Aot =Yoo B0k s =4
7T INERENET, =T FEICIE, RZEE G
V= SN (T 7 AN RERE) BT LERTRPF RSN
£,

FEMIC DWW T, T[35155E (Outgoing Destinations) ] ~X—
V) (P4-24) #ZRLTIIEE,

[EEA vtE—U#EE (Outgoing
Senders) ] R—Y

[ A v —UVkEH (Outgoing Senders) | 21— IZid,
2y RT—=JNOIPT RLABLORRAL UnbEEEN
B AL EEICOVWTOHBERNFRINET,

FEMCOWTIR, T[AE R v E—YEH (Outgoing
Senders) ] ~—] (P.4-26) #ZML T ZE W,

[RE1— (Internal Users) ] R—

[W#E=— (Internal Users) ] iZIx, EFA A —4 7 FL-X
TE I —PIC L > TEZFESNTCEF A —ITHONT
DIEBRBFRINET, 1 AOZ—FREBOBE A —L T
RLRAZF > TWOHERHY £9, LA—FTIE, &1
A= T RLABRELDONEEA,

FEMIZ oW TIX, T[WEB=— (Internal Users) ] ~=—</]
(P.4-28) ZZHL T ZEN,

[DLP £ ¥ F > k 43 1J— (DLP
Incident Summary) ] R—%

[DLP o >~ 7> h¥ <Y — (DLP Incident Summary) |
NR—=UE, EEA—NVTRE LT — IR (DLP)
RY —#EXA o Ty MCET A ERBRENET,
FEMZ oW TIX, T[DLP A > v 5>~ b ¥~ VU — (DLP
Incident Summary) ] <—v"] (P4-31) #ZRLTZS
AN
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& 441 [A—IL LR—

k (Email Reporting) ] 2 70FFa> ()

[ A=) LAR—F (Email
Reporting) ] #=a2—

Tovay

[a>FT>Y 74)L% (Content Filters) ]
R=

[T 7 444 (Content Filters) | _—IZid, E%

Barvsyy 74ngoii—% RbE DAy E—VIC

—HLcarrrYy 74 0F) ICHTOERPEFRRSNE

T ZON=UTE, TEBETT 7L X DOBATYH

FRENET, [T Y 7 4% (Content Filters) ]

f\°~“/“é"1§§ﬁﬁﬁ‘6§: AT T NE T e E R
WZRERY o— %R T £,

ﬁMKOMTH\Wﬂy?V774W&(QmMﬁHMmH
~N—= ] (P4-34) 2ZRLTIZEN,

[94 IR 24T (Virus Types) ] R—
:)

[VA A X AT (Virus Types) | X—I Tk, *v hU—
7 CEZEENTZTA VA @*EEE??S‘?éﬂiT [TVA LA
& A7 (Virus Types) ] X—2IiE, BT AL X2
?477?47VXTﬁ@L\?%1)74 BT 7I34A4T

ACRRINDUANA AF ¥ 2PN K> T
SINTETANANRRRTINET, ZOLR—MEHHLT,
FED T A N AITK L TREZITWVET,

B HOWTIZ, [[7A L& Z A7 (Virus Types)
V) (P4-35) ML T EEN,

]~

[TLS #&# (TLS Connections) ] R—

[TLS ##%¢ (TLS Connections) ] ~—IZiX, A —/LDEX
R S5 TLS Bt o2 Ei) e R WA R R S E

Fo TOVAR—FTIE, TLS S 2 L TA— L&k E T
2% RAA VOFFEAMZIOVTHRENET,

FEHEIZ DWW TIE, T[TLS ##¢ (TLS Connections)
(P4-37) 2L T &,

e

[ SMTP & (Inbound SMTP
Authentication) ] R—2

[ 318 SMTP 58iF (Inbound SMTP Authentication) ] ~X—
WZiX, 72747 v MiEAEOHHEHR, BLOETFA—L &
X274 TTIAT v REZ—FDOA—L I F4T
[T SMTP v v a v &Rl T 57D SMTP AUTH =~
U RRERENET,

PRI OWTIE, [ 315 SMTP #83E (Inbound SMTP
Authentication) ] X—] (P4-39) Z#&MRL T3V,

[L— IR (Rate Limits) ] R—2

[ L— h#ilBR (Rate Limits) ]2 ik, HEELTCYLO
Ay —UZAFEHITHR LT Ebtb%%ﬁ%txé
A —ViEE#H (MAIL-FROM 7 KL R |2H3<) MERS
nEJ,

[F2RTLALY T 4% (Outbreak
Filters) ] R—

FEARICOWTIE, T L— MR (Rate Limits) ] ~<—27]
(P.4-40) ZZML T ZEW,

[7Y b7 VA2 7 4% (Outbreak Filters) ] =TT,
TANAEG T 4 VE L > TRt SN2 fiaDT7T v h 7 L
AIRAyE—VICHATLOIERPDREINET, ZOXR—V%

FRHLT, VANVABEBEST HEaE=2 LE 7,

SR OWTCIE, [T b7 VA2 7 0% (Outbreak
Filters) ] —27] (P4-41) #ZWL T2 &\,
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||

& 441 [#A—JL LR— b+ (Email Reporting) ] # 7DFFa>y ()
[ A=) LAR—F (Email
Reporting) ] *=a— Tovay
[V RTLEE (System Capacity) ] LR—TF AT TFT—R X VT 4 EWT S I5AT A
R=Y WICEET D, 2Ry —ra— RERRTEET,

FEMNC OWTIR, [V A7 A% & (System Capacity) ] ~X—

V) (P4-44) 2L TLKEIN,
[ LAR— b+ T—4 (Reporting BT TIATVAD X2 VT 4 EHT 7734 T A DL

Data Availability) ] <—2 R=T 42 T =2 ORBEERTEET, FEMIONT
X, A7V AR— K 7—% (Reporting Data Availability)
] =) (P4-50) #ZHL TSI,

BEF AN LR—FDORTZa—EBE |[HEE LEERBEHEO LR —FDORT Va2 —LERETEE
T, FEHICOWVWTIE, TBFA—L LE—FDAF Y 2—)L
i) (P4-56) #ZLTIIZEN,

F—HATEFA—IN LR—FDRREE |7 — I A THEHDLFR— N E2ERBIOEETE 9, M
B WZOWTIE, [7—HhA TE A=) LiR— FDFRREEH]
(P.4-59) #ZBML T 72 &,

F2, AT R UR—bEERTAHZ LB TEET,

(F T~ RTCOEBFA—NL LR— MDA (P4-58) %
ZHRLTL &,

BF AN LIR—=T 42T R=ODT—=T I H3 LOHHA

® 4-2 BFA =N LR—F 42T R=SDT—TN hS5 LOHHA

h3SLg EE:
ZEA—/LOFM (Incoming Mail Details)

B4 (Connections HAT RU v =l ko TTa vy 7 ENET_XCOER, 77747
Rejected) VAIZEWAMBDT BN TWAIEE, EE SR O B

BEREENHBETEEEA, bz, EESN-Bsi.
A B =NV T EORRKEFHE L TICR L CHEER S LET,

il k#® (Connections AN BT TR T O,

Accepted)

RITENTZA v =V | TRTOZTANONIERRIT &, I S BEkialiT,

(Total Attempted)

ZEH AR Yy MUIZ X DR I, vEaT—vary Ta ) U FICL DD 1 BET
(Stopped by Recipient T HAT $llREOWThh (1 K472 ORRZEHEK,. A v
Throttling) T URIORRZETR, BERAORRKA vE—V%) #2772

FOMIESNEZEEA vE—VOKERLET, ZHIT, [V
a7 —3ar 740255181k (Stopped by Reputation
Filtering) | 23384 U7z, & &z, £721% TCP EE S iz Heke
WCHEET A EHEA v — Ve L TESRET,
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® 4-2

BFA =N LIR—F 42T R=SOF—TI hS5LDOHE EHE)

hI L%

BifA

LEaT—vary 740210 K
%1% 1k (Stopped by Reputation
Filtering)

[LE=aT—vay 740285151k (Stopped by Reputation
Filtering) ] DML, ROBEHOEFRIZESWTHRIBSNET,

o ZOEBEMNLD THREINZ] AvE—TOK

o @SN, F72IT TCPIER ORI (B EitsnE
)

o BERITLDAyE—URIIHT DR D REE
TTIAT P AZEHOVARANT BN TWDEE, B Shic
O IEMER B 2 REHEINCMRF CE EEA, RbVIT, HER SN
e IE, A A=V DL DRREEFEL TR L THERF S
NET, ZOHE, REINLMEE TFRI, 2E0dR< b
DDA v =V RISz LR TE ET,

A

G¥)

[BEE (Overview) | _—YD [LEaT—v a3y 7 40
Z 12 X 5151k (Stopped by Reputation Filtering) ] D4k
F TRTOEE SN ER OB RREFHEIC T IZIES
TWET, FEEOHRETT X, AR RE TRER
RO £,

N ZEH & L TR
(Stopped as Invalid Recipients)

PEED LDAP HERIZ L » THEG SN TR TOETF A —LVZEH
B+ _To RAT 555 % 0 2 72 fE,

AR (Spam Detected)

BHENTZT_RTDO AL,

7 AV AfEH (Virus Detected)

Bt s XToOvA LA,

LT T4 NEICEAEIR
(Stopped by Content Filter)

aT Y T4 NHFI Ko THHIEENTZ A v — T DR,

At & Bit$ (Total Threat)

B A vy E—yY GHMEIC L VLS b o, B RZEE, A
RNE, BEOUANLALE LTHIEENTZ S D) DR,

~—>7 47 (Marketing)

RER~—FT 4T AyvE—VL L THRBENTZ Ay E—DD
ﬁo

1E% (Clean)

FTRTOI V-2 Aok—,

User Mail Flow Details ([ N&8=—% (Internal Users) | ~<—2°)

ZA5 A8 it (Incoming
Spam Detected)

Rl SIz T N TOHRFE AL,

ZfE VA VAR (Incoming
Virus Detected)

B SN EEBGTAVA,

ZEavyTVY T4 FD—K
% (Incoming Content Filter
Matches)

Bl ENnE=EBEarysT oY 740020 —5,

AT TANEITLDZE
&1 (Incoming Stopped by
Content Filter)

BEINTWEILTUY T4 AXOEDICHIESNEEEA v
-,

EH 725215 (Incoming Clean)

FTRTOERZ V= AvkE—,

K AL (Outgoing
Spam Detected)

B STz 35 A% 4,
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% 4.2

BFA—N LIR—F 42T R=SOF—TI A5 LDOHE FHE)

hI L%

B8

EE A VAT (Outgoing
Virus Detected)

B SNz RET ANV A,

RlEavTry 74 vE20—%
% (Outgoing Content Filter
Matches)

Bl ENEREa LTy 74002 0D—E,

avFrY T4 NFIZLDEE
%1 (Outgoing Stopped by
Content Filter)

BEINTWEI LT Y T4 NEZOTFOHIESITERIEA v
v,

IE# 72 75{5F (Outgoing Clean)

TRTCOREIY =2 Avv—,

Incoming and Qutgoing TLS Co

nnections ([TLS ##t (TLS Connections) ]| ~2—3°)

WEE72 TLS : kB (Required
TLS: Failed)

R LTo, B2 d_To TLS #t.

V72 TLS : %5 (Required
TLS: Successful)

B Uz, #3723 C o TLS ##i,

Y4 % TLS : 2B (Preferred
TLS: Failed)

KM L7z, B+ 253 ~To TLS i,

B934 2% TLS : k) (Preferred
TLS: Successful)

R LTz, B4 53~ To TLS i,

A FFBiE (Total Connections)

TLS ##c D & it 1.

HEFA v E—U% (Total
Messages)

TLS A v t&—T DR,

T NTVvA 7 7 4% (Outbreak Filters)

7T N7 LA 7% (Outbreak
Name)

T NI LA DL,

77 7 LA 727 ID (Outbreak
ID)

7Y N7 LA 2 1D,

BNC 7 B — UL TR L T2 H
i (First Seen Globally)

YA VAN 1 — U R S U

{75415 (Protection Time)

T A IV A D B ARTE T2 RRR,

BBt ST A vE—

PREEICRET 2 A v =

(Quarantined Messages)

BFA—I LR—T 4270 [#E (Overview) ] R—2

X2 VT4 EBRT T ITAT U AD [ A=/ (Email) ]>[ LA —F (Reporting) ]> [#E3=

(Overview) | ~<—Ticlx, BT A

— X2 VT T TIAT U ANLDEBFA—IL AvE— T

JT 4T 4 OBENRFINET, [ (Overview) | X—VIZiE, 7770, EEBLOHE
A=V OEKNT =T NVRRRINET,
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AT hREPNEFA L EF2UT4 LE—F1UTOER |

o, . ° . . o3
4-1 [A—JL (Email) 1>[L#®—F (Reporting) 1> [#tZE (Overview) | R—
Overview
Frintable {PDF)
Time Range: [Day v| ¥iew Data for: | All Email Appliances v|
26 Apr 2013 05:00 to 27 Apr 2013 05:37 (GMT) Data in time range:0 % complete (ssrvice disabled)
Incoming Mail Graph @| Incoming Mail Summary !i"! Y hEEOTE
2000 Message Category o Messages
1,300 W stopped by Reputation Filtering 1.8% 299
1.600 Stopped a5 Invalid Recipients 1.8% 291
1,400 Spam Detected 35.8% 5,595
L1200
Additional Spam Detected by Intelligent
1,000 u Multi-Scan 0.9% 140
#00 M virus Detected 0.0% 0
600 1
py D I]l:l ; Stopped by Content Filter 0.0% 0
. H . | .
| Total Threat Messages: | 40.3% 6,625
L.l oo L e I o e L L I L
14:00 18:00 22:00 02:00 06:00 10:00 14:00 .
. Marketing Messages S.6% 918
xport...
Clean Messages S4.1% 8,905
Total Attempted Messages: 16.4k
Dutgoing Mail Graph m Outgoing Mail Summary
Message P 50
o essage Processing
18 Spam Detected 0.0% o
16 M W virus Detected 0.0% 0
14 Stopped by Content Filter 0.0% 0
12
B stopped by DLP 0.0% 0
10
8 Clean Messages 100.0% 130
6 - Total Messages Processed: 130
" -‘ \‘ -‘ I“ Export...
2 |
o rl-" .|_||H|F 'FI IF L I’_I"]I I-" L |. e Message Delivery % Messages
14:00 18:00 22:.00 02:00 06:00 10:00 14:00 Hard Bounces 0.0% o
Export... .
e Delivered 100.0% 128
Total Messages Delivered: 128
Export...
Search for: | Domain v || exact match v | el

WL~ Lo [#2E (Overview) | N—VIT, EREA—NVD T T 7 LEZFEA LDV~ —RER
EnET,

A= NV R TT7F, A=V 7e—%2H1REMICRLEZLOTT, Z2ON—=YDA—L fL UK
TI7REHLT, TTI9A TV AETERTHTRXTCOA—NDOHRNEE=FTEET,

GE) [KAAEBOTIEST 47 ¥~ VU — (Domain-Based Executive Summary) | L A — FBL O [=
€277 47 ¥~U— (Executive Summary) | LA — M, B A=V LIR—FT 47O [#%E
(Overview) | _X—VIZESEE4, FMZHOVWTIE, [ RAAS VUV BOZ ISP I T 47 = —
(Domain-Based Executive Summary) ] LA— k] (P4-53) BLO [/ B 747 ¥~ —
(Executive Summary) ] LAR— K| (P4-56) ZZHL T ZEVy,
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% 4-3

[#—JL (Email) ]>[L*R—F (Reporting) 1> [#E (Overview) ] R—C DEH

ovay

SieA

BFfEISEEA (Time Range)

FoRT LRHEHMH L RIRT 572000 F T a v zfhd Fuy

FET YA b, FEICOWTIE, TVAR— - ORI #PH O
iR (P3-4) 2R LTLIEEN,

T—4%%® (View Data for) (% (Overview) | DFT — 4 % HFRTHEF A=/ X a
V7 g4 TIIAT A RIRT 20 [BA—NVTTI7A4T

A (All Email Appliances) | Zi&R L 7,

(T T IAT VAERIFIVR—=T 4 7 T —T DL R—
T4 T—=20FER] (P3-4) b LTLITZEN,

ZEA—ILDY 57 (Incoming Mail
Graph)

[ZA§ A —ND 27 Z 7 (Incoming Mail Graph) ]IZi%, %18
A—IVONRE VT IVE A L THRENOR LT T T 7 BFR
INET,

[FfEA—ND 27 Z 7 (Outgoing Mail Graph) ] iZix. 77
TAT VY ATOHRIGEA—=NVONREFTEINR LTS T 70
FKrINET,

E/EA—ILDJ ST (Outgoing Mail
Graph)

2{E4—JL Y=< — (Incoming Mail
Summary)

[%(§ A —/ ¥~ VU — (Incoming Mail Summary) ] iZi%, b
Var—vay Z740E Y 7k CIEEn
(SBRS) A wtE—v, MhpsfEH L L TCHIEINTZA Y
=V, ARADRBHEEINTZA =Y, UANVARKHE
NieAve—v BLOarrry 74021285 THIES
NiAvE—= BREWNC 7V —r) ERARENTEAY
TR TV ENFRENET,

ZEfEA—JL <7 1— (Outgoing Mail
Summary)

[ &1 A —/ ¥~ U — (Outgoing Mail Summary) | £7 =
VT, BEEBA v E—VBLUOREI Vv AvE—Y
DIEFBNEFENET, /2, BESNTAvE—TEN—F
R AESNTEA v E—VORRbEENET,

BEA I AvE—DDhoV b AE

AsyncOS 1E, A vE—V I LDOREHEHIECCEHERBA—NVEDI T M LET, & 2,
example.com 75 3 AOZEFEHFICERBINTLERBA vE—VIE, ZOEEENLDOIHDOA vE—T
ELThHv b ENET,

LEaT—vay 74N R ) 0TIk oToay 7 &Nt Avye—DF, EBRIQIIEES2—ICAD
BRNDT, TTIAT AL, BEAYE—VOZEEDOY A MIUTT 7 EATEEEAL, ZOHE,
AN L TREHEOBP TMENET., ZORBIIBGFOBET — % O KRB 7 v 7k
WZHASNTWET,

TFITZATVRICEBEFA—IN A yE—DOREAE

AE—VIEBEF AN R T T, U EBBTHDOT, HEOIT IVICELTIHEAENRHY 7,
T2, AveE—VIZANLGEERITIVANABEE NI — 7 BTN TEET, 2T
U T4 NFIC—BESEDL I TEET,

INDDEIN—MHNT, RO XS RS EIERHEDTONLET,
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— TONTVAT T4 DIEEE
(ZDHAE., A vE—UNREEEN ORI D ETEFINT, EES 2 —ICX20NENHY

1IThbnET)
— ANARGYE
— A AR

- aTUY T4 NEED—EK

THHOHANIHES> T, Avb—U RN ARG ~—r SND e, TUFANRNAREN AR LEMED
AvE—VE Ry T THLICHESNTVDIHREICIE, 2OAyE—URRr vy 7S, ANA

AT ERES LET,

5T, ARLBHEDORA v —VEFEHEETA—IN AT T4 TUEL, BTy
TANERZDA =V Ray T NUv A FREREET 2 X0 T U FARNLEENHKESN
TWAEARILH, ARA AU HEFWSLET, A ve—URARAGHEEZIZ VA LV ABETIEZ
WA, a7y Ty Ay IS T 5 TT,

[#IZ (Overview) | R—UTOEFA—IL A vy E—C DR

[# % (Overview) | X—Y TULAR—bEINDH A v E—VF, KOXDIICHFHEINET,
= 4-4 [BIE (Overview) | R—SDEFA—ILDATIY

AT3Y

Bl

Va7 —vay 74
ABIZEBEIR
(Stopped by
Reputation Filtering)

HAT RV =l & ->To7mr v 7 SN _XTogsine., BERE ((5E
A=V XAyw—=OH Ty k] (P4-13) 25MR) 207 bolc, %
BEHEOZT Yy F) Ik o T Ty 7 SNETRTOZEEREMZT-
8,

[#%% (Overview) ] SX—YD [LEaT—ar 74Xk B
(Stopped by Reputation Filtering) | ®##ix. T X CTOEL S =Bk
FERREFMEICTEICTESWTWET, REHENOEHHIZ T, AR A
TRREMZR S DIZ Y 9,

EH2%f5%F (Invalid
Recipients)

HEkD LDAP ESIC L o THEGE ENTE=T N TOET A —VZEERIZT~
T® RAT E% % N 2 7-1E,

AR5 A y—UR
(Spam Messages
Detected)

TUTFANRE AFXxy VU THME, FRI38VWHD & L TRHRITENE
A= 0M, SHIT, ANNAETA LA THREE BTSN
A v—ORE,
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~
()

® 44 [BIE (Overview) | R—SDEFA—ILDOAHTIT) HEE)

yiloat=1)) Ll

TANR AE—=UH | TANZGEEERZRATIERWE BRI ENT A v — Yok O
H (Virus Messages |4

Detected)

DA =%, [VA/VABE (Virus Detected) | 7 TV IZh v b
SNET,

o UANA AF ¥ UFERMN [EHE (Repaired) ] F70i% [ &G
(Infectious) | THHA vE—V

o BEBALENTZAYE—VEUANAEEGRA v E—VELTHY Y T
HF T a BB RINTVWDEEIT, VAR ZAF % UFERD [ 5
{t. (Encrypted) 1 THD A v E—

o AX Y UTERVWAyE—VICHT LT 7 varn] IRE] 2L
(NOT "Deliver") | DA, TANVA AX v UFERDN [ A% ¥ U ARA]
(Unscannable) | THHA v E—Y

o REA—N FAPNELIIABZEE~RET LISV a VBB REN
TVBHAIT, TALA ZF 5 URERN [ A% ¥ LR A
(Unscannable) ] £721% [ 51t (Encrypted) ] THH A v E—

« TURTUA VRN D FBEIESA LT Y MCE D EIRS A A v
-y

=N AV AP Y2 dd
X 2121t (Stopped by
Content Filter)

AT T4 NEICE o THIESNTE A vE— Y DORE,

=TT A4T Ay
‘&— (Marketing
Messages)

RERp~—rT 407 Ayb—VEiBHIhE A vE—Y0RER L OE|
B, TONR=YDOZDOY A FHEHBIZ, VAT A= T 4T T—HEN
FAEL TWAEASICETRRINET,

EHERAyE—UZE
(Clean Messages
Accepted)

ZOHTIVIE, ZIFANSN, YA NLZATHEARLTHRWE RSN
A — LT,

ZEHEHENOAX Yy T ay (HerDr—nL R —TREISNS 5
B LT AvE—URE) BB L EXICZEINTZ)—0 AvE—
T bIEFEICRLEZLDTT,

72720, ARAGEETL I VA NAGEE W) v — T BT OB,
THLEEINB A vE—IEh T bEaNRWeD, BESNDAEBED A v
T—UHIF ) = A=V TR AR D AREENH Y 1,

AvbB—UNAvt—2 T 05 —K L, 74NV ZICL-oT Ry
N0, RUUVAINTZD L TWRWESIR, 72— Ayt —=L LT
WonEd, Avk—Y 74N ZICEo TRy TENTN, AT AE
NeA =%, BEIZEENERA,

AFx U TERVRA v E—VERIIR LI NTEA v E—VERET LT UV FUANAREE

1To =54,

THRHDRAyE—=IF, UANVAEMHEE LTTIEERLS, 72— Avb—U8 LTERH

SNET, TRUNDEGEIT, A vE—VEB VA NVAGEE L TR SET,
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[Z{EA—IL (Incoming Mail) ] R—¥

X2 VT A BT T4 T U AD 5§ A —/L (Incoming Mail) ]>[ LA — bk (Reporting) ]>[%
f§ A —/L (Incoming Mail) | X—I1Zid, HEHED EX 2 VT 4 EFHT S T4 7T L RATHER I LT
WAHBTRTOVE—R FAMDYTNVEADMEROA L E T I T 4 T2 VR— MRFRINET, v
AT DCEFA—NEZEEFELTODIP T FLA, FASL Y, BEORY V=2 F—F— (k) O
HRENETEET, o, A—AREEFEDOIP T FL A, FAAL | MO TIE, #EHET 1
T ANRBREFEITTDHIEHTEET,

[%18 A —/v (Incoming Mail) | X—21%, 2 >OFHEALw I/ arnbhEd, 2F0., EMEFE
H BEA Y E—VOEHEZ Y =0 A E—VOERNCLD) LAV FLU RN TTT
L [ZEA—LOFEM (Incoming Mail Details) |4 > %7277 47 7—7 AV TT,

[ %15 A —/L DM (Incoming Mail Details) | A %7277 47 7 —7 /Wi, FFEDIP 7 LA,
RAAL V. Fldxy U —7 F—F— (M) [ZOVWTOFEMERPEBRINET, [ZEA -V
(Incoming Mail) | X—Y 7213 ftho [£FHF 727 7 A /L (Sender Profile) | <X—Y O _EH#IZH %%t
TV k7Y 7T HEIPT RLVRA RAL Y, FlEAXy NUV—2 F—F—0D [FEES
2 7 7 A )b (Sender Profile) | X—TIZT7 7 ATEET,

[3%%1§ A — v (Incoming Mail) ] X—YTl, ROBIEEZFITTEET,

e X2 VT A4EBHT T IAT VAIZEFA—NEBERE LA —NAVEEEDOIP T RLA, RAAL
FlFxRry MU —2 A —F— GERR) BT IIMRREEITT D, MREBEBLIOAM ¥ T7 7747
T A= LR— |k =] (P4-6) WL T ZE,

o KEEFEIN—T LFR—FERRFLT, BEOEEFEHEI/N—TBLO®A—NL T — K)o — T2
Va NI TR T =495, sEHC OV TIE, [[%(5% 27 /v —7 (Sender Groups) | L
A—F X—=] (P4-23) BB LT EEW,

o BIA—NET T IA7 0 REE LELFEEOFHMLHREHEREZZRT 2, maHFHRIZIE, &
FalTg =R GE7ANE Y T, TUFARLA TUFUANARE) ZEoTT
0y INTZAyE—VOEREENET,

o TUTFANRLFERFT VFUANA X2V T 4 —ERIZEL-THESND, KEDANRLE
TEUANARET A=V EEE LIZEEERICY — T 5,

e SenderBase L B a7 —v gy h—ERAEMHEHLTRHREDIP 7 LA, RAA ., BILUHMHRO M
ORI 24TV, EEHICHT2EHRE G T 5,

o EEHD SenderBase LB 2T — g9 Ray ., RALUNEEIC—HLEEEE IS LV—T R E
SenderBase L' =7 — L 3 P —EANLEEHICHETIHEMEZIUET 5, EEEFZEEE S
=BT 5,

o TUTFANRLERFT VFUANRA X2V T 4 P—ERIZELSTHESND, KREDANLE
TETANABF A=V EZRE LB EOEBEEICOWTOIHMERE2BIET 5,

[Z{EA—JL (Incoming Mail) ]| R—PHDE 21—

[318 #—/v (Incoming Mail) | X—VIZiF, RO 3 2O =2—013H Y ET,
e IPT7TRLXA

o ALY

* Xy hU—2 F—F—

INLOE2—TiH, VAT AZERINTZVE—RF SA DR F TV ay b, BRLZE 22—
DaTHAPNTRESINET,
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GE)

EBIT, [ZIEA—/L (Incoming Mail) ] _X—2 D [%(F A — A DM (Incoming Mail Details) ] &2
T arTlE, [%fE#F IP 7 L2 (Sender’s IP Address) . [ KA A >4 (Domain name) ]. F721% [
F v hU—7 HiFEE®R (Network Owner Information) | %27 U v 27425 &, BED [REE a7 7
A W& (Sender Profile Information) | ZHfS X £9, [#F&F 727 7 A/ (Sender Profile) | ®
THMOFERZOWTIE, [[#(5H 7 27 7 4 (Sender Profile) | —| (P4-20) #ZWL T
SN

RFy P U—2 F—F—F, AL G T 4T 4T, FXLAL IPT RLRAE2Exm
T 4T 4 TT,

BIRL72 2 —IZS U T, [ZEA—LVOFM (Incoming Mail Details) | A v #7775 47 7—7 )b
2, BFA N EF2V T TTIAT UV ATRESNIZT_NTONRT Y v 7 YA —ZEF A/
EEGFLIEERIP 7 RVA, RAAL Y Eidry NI =0 F—F—BERRENET, TT7ITA4T7
ACADTETRTDA—=ND TR —,E= X TEXET,

IP7 RLVA, RAALY ERFIRY NV—0 A—F—% Vo35, [EEETa 774V
(Sender Profile) | X— Y OFEEDFHEMZT 7 A TEET, [KFE T 27 7 1L (Sender Profile) ]
NR=UIEFFEDIP T FL A, RAAL U FEFRy bV —7 F—F—IZBEF D [ A —/v (Incoming
Mail) | =T,

EEHEIN—TNOA = 7a—IFRIZT 78 AT HITiE, [%1E A —/v (Incoming Mail) ] X—T®
TEIZH D [EEHE I NV—T DL AR— bk (Sender Groups Report) | V7% 27U v 7 LET, [[XF
#27 N—=7 (Sender Groups) ] LA — k ~X—] (P4-23) 2L T X,

[Z{EA—IL (Incoming Mail) ] R—OTOEFA—IL AvE—CDREE

[%1§ A—/v (Incoming Mail) | X—Y TLR—FEINDA v =, ROLIITHEEINET,
& 4-5 [Z{EA—JL (Incoming Mail) ] R—SODBEFA—LDOATIY

ATV BREA

LEaT—vay TJA4NZICE /I HAT R =2k > T7m v 7 SRz~ TOHHKIC,
(Stopped by Reputation Filtering) BERE ((BEA—V AvE—VOh DUy HE
(P4-13) 238) 2#HTboIC, ZEEOAR Y N~
TIZEoTT7 0y 7 SR RTOZEEREZ AT E,
[LE=aT—Yary 74 Ik bR (Stopped by
Reputation Filtering) ] OfEIL, ROEEDOEFRIZE ST
RsnEd,

o ZOXEEFEENLO RSN AvE—TVD¥K

o HEESNT. LI TCP A Ok (B IR
SNET)

o BRI EDA Y= UHITHT DA DRI

TFIAT VACEWARENT BN TWAEHRE, ER &N
TR D ERE B 2 R BB BICHERF CE E A, RV,
HEE S EREKIL, A 2=V O KREEEZITIC
sUCHERFSNE T, Zo%Ee, RINAHMEIE TR,

DFEVDORLLELZOHEDA v E—UnHIE I NIz ERIRT
=E9,

)72 5% /8% (Invalid Recipients) WD LDAP HiFIZ L » THE SN TR TOE T A —/L
ZAZE T R T O RAT EAE A N % 7= il
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% 4-5 [Z{EA—JL (Incoming Mail) ] R—CDEFA—ILDATI) EE)

hF3Y Bie

AR5 A=K (Spam TUFANRL AF vy m U THME, ERI3RVHY &

Messages Detected) LTSN A v =V O, 51T, ANLETA L
ZDWNTHMEE B Iz A v 2 — Y OREL

T4 NAR A yE—UBRE (Virus TANAGHE RN AN LTIV E RSN A v 2=V D

Messages Detected) wEk L ORIE,

ATV T4 NFITLBELR AT Y TANZIT RS THIESNTEA v =V ORI

(Stopped by Content Filter) PO RAMEIRCRA vt FT RS Tk B AT

HIgE. TOVLR—bDaryT Y 7 4 VA ERIZHT S
A=Y NI XU TOFMERRT HITIE, ROFW
FroV 2%y 7 LET,

=TT Avk—V RER~—T 47 Ayve—Vethanic Ay —v

(Marketing Messages) DRBBLUEE, ZOX—YDZ0U X MERIE, VAT
N~ =T 47 T RHFEELTWAEARICTE T #ER
SNET,

EXERA v E—VZE (Clean ZHANLR, YA NVATHEANLATHRNE RREhT

Messages Accepted) A—Ib, ZEHEHBEMNOAX Yy T ay (HxDr—

R —TUHINLIHH LI Ay E—URE) 2BE L
LEIIRESNTZZ Y = Ayt —VaRbIEMICE L
bOTY, L, ARNAEEELB YAV AGEE WS
¥—7 T oNEN ERNTHORES DA vy E—D1FD
v bINRWED, BESNDFERDO A v -V
U= Avb—VHE 3R RENRHY 1,

~

GE) AFXF XU TCERVWA =V FERERKELENTEA v E—V2RETAILICT VUV FUANNAERESE
TolBE, TRHDAyE—TF, VANV ABEE LTTIERL, 7= Avk—U L LTERH
EhEd, TNUSNDOERIZ. A b= IIvA VvV ABMEE L TEFESNET,

IBIT, AvE—VUNR X vtb—2 T8l L, 740X IZLoTRuey 7N, Ry
ENTZVLTOARVWES, 2V —v R Ave—U0 LT bRLEYT, AvE—Y 740 0%k oTHR
oy 7ENEN, NTUAENTEA =V, BREICEEREE AL

BEIWCEoTE, W< OOV A=k R=VIZ, by T LRADORX=UnNDLT 7 EATELME O
TUR—MPEEEENDIZER’HVET, AR, X2 VT BT T IATUAD [ZEA—
/v (Incoming Mail) ] VAR—h X—=UTlX, fADIPT RLA, RALY, BLORyY hT—7 F—
F—DERERRTEET, ZNDOEF [ZE A=/ (Incoming Mail) ] LAR— k R=UNHT 7 k&R
TEX LY TRX—=UTT,

by L R—=U (ZOEHAITIE [%18 A —/L (Incoming Mail) | LAR— bk X—) OF RiZh 5 [
Fiil e PDF (Printable PDF) (U2 %27 Vw7 35L, ZNHLOKEY T LHR—F X—VORER%E,
1 SOFAELVAR— MIAERTEET, I[[ A=/ LA— b (Email Reporting) | ~X— Y O3] (P.4-7)
DEERIFERESRL TSN,

[ A=/ (Email) ]>[ b a&— T (Reporting) ]>[%f5 A —/v (Incoming Mail) ] ~<—IZiFKD
Ea—MbET [IP7 FLA (IP Addresses) ]. [ KA A~ (Domains) |, £7iE [y hU—7
A4 (Network Owners) |
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| 248 DREPVEFA—L £F21UT4 LE—F4 2 IOER

4-2 [ZfEA—JL (Incoming Mail) ] R— : [IP 7 FLR (IP Address) ] Ea—

Incoming Mail: IP Addresses
[ IP Addresses | Domains | Metwork Owners]
Printable (POF)

Time Range: 90 days -
27 Jan 2013 00:00 to 27 Apr 2013 05:43 (GMT) Data in time range:94.01 % camplete.
Top Senders by Total Threat Messages o My Reports op ders b a 0 + My Reports
srnel2.sma (I 1494 10.1,82.206 | = = 2710

Mo Domain Information Bl 16M +:ffff:60,35.195,243 [ 4

Zasynefs.cam | 24.0k 1ffff:12.175.204 46 [1 92

Jasyncfs.cam | 202k 1ffFf:59.104.132.73 [ 90

10asynefs.cam | 211k +:ffff:12.5.170.163 [l 88

130asyncss.com | 202k 1:ffff:24.128,73.56 [l 88

1Zasyncfs.cam | 2001k ffff12.3.5.284 [l 86

dasyncfs.carn | 19,0k 1:fiff:24.57.58.161 [] 86

Basyncfs.com | 19,8k 1effffi4.7,30,218 || B2

Sasyncfs.cam | 19.8k 1afff12.161.104.8 1 84

0 10,00 200M 300M o 1000 2000 3000 4000
Massages Hessages
Export... Export...
Incoming Mail Details @
Items Displayed 10~
Stapped Stopped
b Stapped by
Total Reputation a5 Invalid Spam Wirus Content | Total

Sender 1P Address Hostnarme atternpted  Filtering (2] | Recipients | Detected | Detected | Filter  Threat  Merketing | Clean =
10,182,206 d2.smal2.sma 1494 14.3M 6029k 856 44 148 1494 of 2710
i 60.35.195.243 | ,..5,195 243asyncfs.com ur a 3 12 0 B 23 a 54
$ffffi12.175,204.45 | ,..75,204 A6asyncfs.com 116 0 4 1z z 6 24 0 9z
1:fiffi59.104.132.73 | ,.04.132.73asynefs.com 111 0 1 1z o B 2 0 50
125170163 | ..5.170.163asynchs.com 114 0 4 18 o 4 26 0 68
offff:24.120.73.86 | ..128.73 86asynchs.com 118 [ 3 22 o 2 27 [ o8
1:ffffi12.3.5,254 .-2,3 5.254a5yncfs, com 118 0 z 24 0 6 3z 0 B6
1:ffffi24.57.58. 161 | ...57.58.161asyncfs.com 171 0 3 24 0 L 35 0 B6
1:fiffid.7.30,216 1.7, 30.218 a5 yneks com 111 0 1 14 o 1z 27 0 2]
ffffi12.161.204.8 | .. 161,104 Basynchs.com 107 [ 1 14 z 6 23 [ 2]
Columns... | Export..

[3f5 A —/L DM (Incoming Mail Details) | A > Z2F 77 47 T—T7NMIEENDT — X OFHIC
DNTIE, [5G A —/LOFEM (Incoming Mail Details) | 7—7 /) (P.4-20) 2R LT E &0,

ZoFITIE, [ RKAA > (Domain) | Eax—RBREINTWET,

[%fE A —/V (Incoming Mail) ] <—/6, PDF 24 L72V | raw 7 —% % CSV 7 7 A LiCT
AR=bPLEDVTDHI b TEES, 77 A NZHRE I 2R = b4 2 FIEOFEAIS OV TR,
[ A= LA— (Email Reporting) | <X—Y D% | (P4-7) #5R LT EEN,

)
GE)  [Zf5A—/ (Incoming Mail) ] LAE—k “—UDRAF V2 —L@ESNELR— FEERTE 2T,
B A= LIR— FDAT Y 2 —)Vi%E] (P4-56) #BRBLTLLIEEN,

[ FAA U1ESRNHY EFEA (No Domain Information) 1) >4

X2 VT A BT TIAT R LI bDD, XTNVDNS VY 2T v T THRIETE o2 R
AA N, HARAALA Y [ RAAL E®RNRH Y ¥ A (No Domain Information) | IZ BEIRIC/HH S U
F9, INOLOFEEDOKIAEINLWVWARR M| BEHEORILIZE > TEDO LI ICEHT 2L HlTE
F7, BHEEOHRIEOFEMIZO VWL, ZHEHADEF AN X2 VT TTIAT LV ADT=aT
NETITF L TA v ~VT BB LT< FEW,

[ER&ENZT AT 2 (Items Displayed) | A==2—%HL T, U X MIERTDEEEOKEER
TEET,
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F4E PREPEEFA—N EF2VT1 LR—TFsVJ/OER |

A=) R Y R T35 71281 B EMEERE

A=NDTT77F, SEIEREDMMPIEZBINLCRACTEET, LT —X¥DH, B, H, BLW
O 2—%BIRTEET, 7—FIFIVTNAFA LATE=Z IV U T7EINTWVWHEOT, ERITEMHOITHE
BESiv, 7= X—ATHEIHINET,

RE RGP ORI SV TiE, TV AR — ORI OEIR ) (P3-4) Z2ZRLTIZ3,

[ZEA—ILDFH (Incoming Mail Details) ] 7—7L

[%15 A —/v (Incoming Mail) | X—Y D TFHICH DA X T 7T 4 77 [%Zf5 A — /L OFEM
(Incoming Mail Details) | 7—7 Wi, BT AN X2 VT 4 TTIFAT A LONRTY v Y
AF =T SN EREERERENE T, ZTOT—TCE, BIRLEZE 2 —I2iE ST, R X
A IPT RUVA, El2ldRy NU—0 A—F—RERKRINET, T—F&2 Y= TDZE BT L
RHLE27 Uy 27 LET,

ST DNS b 2 T FHFETTHZET, VATATIVE—F RAFDOIP 7 LU ADIEY M4
BEBIOKIELET, 7LV DNS Vv 7 7 v 7 BIOEEERIEOEMIIOWVWTIL, BF A&
X2 VT TTIAT VADY =2 T VERFA T4 ~VT SRl T EE,

[ 3218 A —/LDFA (Incoming Mail Details) | 7 — 7V DRWIDO T T b, F£IT[BEA vE—V DRk
1574 AL (Top Senders by Total Threat Messages) | ICERSNDHEFEE, 2FV Ry hT—7 F—
FT—  IP 7 RLRAEIFE R AL AZONTIEL, [¥EFE (Sender) | 7T [ RAA VIEERRH Y £H
/v (No Domain Information) 1 V2% 27V v 7325 &, RMEFEOFHMERNBFRINET, BRIT.
[EfEH D777 74/ (Sender Profile) | ~X—IZHEREH, SenderBase L B =7 —3 a3 $—b
AMBDY T NVE A DERBEENET, FEET 0T 7 AN X=Unbid, HEDIP T FLAFEL
Ry N —7 A —F =TT EMERRTEET, MO VTR, [EEHE T 77 AL
(Sender Profile) ] ~—<] (P.4-20) Z#ZML T 7ZEW,

[%f& A —/L (Incoming Mail) | X—Y D TFEICZH D [FEE 7 /V—7 DL AR— 1k (Sender Groups
Report) |27 U v 7 LT, [#{E&H 7 /L—7 (Sender Groups) | VAR— h2ERTDHI L TEET,
[#{E#& 7 v—7 (Sender Groups) ] LAR— k =T OFEMIC OV TCiE, [[##5FH 7 v —7 (Sender
Groups) ] VAR— b ~X—2) (P4-23) 2L TIIZE W,

TIRAMBTA Y E—Y NI X T T—FERRTEDLHAE, 2OVR—b DI T Y 7 40
ZERICHT DA vE—Y NI v T OFEMERRTHICIE, BEOFWESZOV 27270 v 7 L
£,

[£{E& D774 )L (Sender Profile) ] R—

[318 A —/v (Incoming Mail) ] X—Y T [%15 A — DM (Incoming Mail Details) ] A > % F 7
TUAT T=TNOEEEEI Vv T HE, [EEET 77 74/ (Sender Profile) | X—UBRRRS
NET, T HEDIP T FLA, RAA v Elidxy FU—2 F—F— (k) OFFMfER
DERAINET, [ A=/ (Incoming Mail) | X—T F/ I [EFE T 77 7 4/ (Sender
Profile) | X—2 b bx5T5V 7% 7 Vw7 35L IPT RLVA, RAAL Y iy hU—
7 F—F—D [KEEHET 17 74/ (Sender Profile) | X—ICT7 7 EATEET,

Fy P2 =T FAL L EFL T 4T 4 TF, FALAT TP T R RAEGTex

TA4T 4 TY,

IP7 FLA, RALVBEORY U= A —F—ICHLTCERENDIEEE T 77 AL =D

X, ZLERYFET, FNFROR—=VITE, BEOREENPSLDERFEA—NMCETE 7T 780
V=T —=TANEENET, FTTOTORIC, HEHFICHEEMITONIL NAAL ELIXIP T FL
ARERENET, HLXDIPT FLAD [KEE 77 7 A/ (Sender Profile) ] ~<—IZ, FEMl7e
YA MIFENERA), [BEHET 77744 (Sender Profile) | ~—II2iE, ZOEEFEHEDEIED

SenderBase {F#., EEHZ I/ N—T7HHR, BILORy NV —JEREELHERE7 v a v bdH 0V E9,
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Py NU—F F—F—Ta 774 X=VZF, xy hIT—F F—F— BLORZDORY hT—
U F—F—ICHETAERAAL RIP 7 RLAICHET ARG ENET,

RAALY 707740 RX=DIZ1F, ZTORAALVBIOZORAL ICBEETSIP 7 RLRIZHE
THBmNEENET,

IP7RLZR Za77A40 R_R=J2%, IPT7 RLADORICEATAEENGENET,

% [#EH 727 7 4/ (Sender Profile) | ~N—iZid, =YD TFEHOBEDHERT — 7 /IR D
TAREERET,

SenderBase #Hlith—E AN S D7 v — UFER, & 21X ROFEHRTT,
— IPT FLVR, RAAL U4, E3xy hU—7 F—F—

- Xy hNU—T F—F—DOFHFIY (Fv NU—F F—F—DHK)

— CIDR #iJf (IP 7 RV ADH)

— IPT7 RLA, RAALY, FHEXY NI —F F—F—DHEN~T =F 22— RBLOH BN
<~ =Fa— N

— ZOEBENOEVDOA v E—VEZELTHLLOBEK

— WEOFREE I N—TL DNS PRAES NI E I D (IPT RLVREEES w77 AV =
D)

HHEAM~Z =F 2a— Fid, HiE24 BRI AL VR R ELEA v =V 0RO EHETT, #iEL
WESTDHDICHFEHEIND Y v &4 — A7 —/L LFERIZ, SenderBase v 7 =F o — NiE, 10 K&
Lokt A AR L CRIE SN D A v =V BORERMN T, BEORKHEGRMET 10 (5% E
ENFET, ZrE. HROBEBFA—NL AV E—VOBICHY LET, ZOXEABAMS T L5
G, 7T =Fa2a— KD 1 RS2 b EFIE, EEOED 10 fE8IMNCHEYS LET,

ABL~ 7 =F 2 — FiE, Eilf 30 HEIZHEESNTZEF A -V ORIZESHTEIGNRE SN
RERWT, HEfL v/ =Fa— RFERELCFEZEALTREENET,

- ¥~ =Fa2—FK (IPT7 RLRADH)

— REBERE/B0 A0E (IP7 FLA IR 7 7 AL X=UDH)

— Bonded Sender A7 —4% A& (IP7 KLVA a7 7 AL X—=T D)

— SenderBase §fffiz =7 (IP7 KL A a7 7 AL 2=V D)

— BHOR =0 EE (Ry NT—2 F—F—L RAL Y TR T 7 AL =T D)

- ZOXy N7 F—F—ICBHET L KA O (XY NT—2 F—F—Ta7r AL

N=VBLORNAAS Y TrT 7 ANV RX=TDF)
- IRy NI F—F—DIP 7 RLRADE (Ry NUV—7 F—F— T aT77 AN =
BIORKAAS Y a7 7 A X=TDH)

— BT A—LORGBIHEHSNEZIP T FLADOH (R hU—2 F—F— _X=TDAK)
SenderBase #Hlith —E R IZ L » TRE SN DT X TOHFERE R T A=V 2 RRT HITIF,
[SenderBase 75 OFEMES (More from SenderBase) |27 U v 7 LET,

IOXRy hT—0 F—F Il Lo TEHIND AL VBIOIP 7 RLRAIET 23MIZ, *v
NIV =2 F—F =TT 7 A X=UIZRRINET, AL UHNOIP T L AIZET 53
iE, RAAL L A=Vt FREnEzT,

RAAL Y TaT7 7 ANDR=IUnS, BEDIPT FLAZ 7Y v LTHEDERAFRTITLZL

b

T2 7 7 ANDR—DFRFRTHE L TEET,
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AT hREPNEFA L EF2UT4 LE—F1UTOER |

4-3 2y FI—9 A—F—OBREDHR
Current Information from SenderBase = My hepots| | Sender Group Information o Py hepods

MNetwork Owner Category: NSP
Daily Magnitude: 7.8

Monthly Magnitude: 7.5
Last Sender Group: UNKNOWNLIST

Days Since First Message from this Network Owner: -- days
Number of Domains Associated with this Network Owner: 1,928
MNumber of IP Addresses Used to Send Mail: 3.7M

More from SenderBase CF Add to Sender Group...
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| 248 DREPVEFA—L £F21UT4 LE—F4 2 IOER

4-4 [#E&FTO T 71 (Sender Profile) ] R—2

Sender Profile: 34asyncfs.com

Printable (POF)

Time Range: Day -
26 Apr 2013 05:00 to 27 Apr 2013 05:29 (GMT) Data in time range:100.0 % complete
Incoming Mail from this Sender Domain
€ Messages by Category % Messages
54 I sStopped by Reputation Filtering 0.0% o
a8 : Stopped as Invalid Recipients 3.9% 29
:: Spam Detected 16.2% izo
10 W virus Detected 0.0% ]
24 Stopped by Content Filter 4.3% 32
® Clean 75.5% 558
12
6 7 Total Attempted: 100.0% 739
L N I
0500 0900 1300 1700 2100 0100 0500 Connections by Category % Connections
Export... Rejected 0.0% 1]
Accepted 100.0% 385
I Total Connections:  100.0% 385 I
IP Addresses @
Itemns Displayed 10
Stopped Stopped
by Stopped by
Total Reputation as Invalid Spam Wirus Content | Total
Sender IP Address Hostname Atternpted Fittering () Recipients Detected Detected Filter Threat Clean «
ffffi61,170.212.34 | L..70.212, 34 asyncfs.com & o o o o o o [
1offff: 70.60.68.34 . 60,68, 3435y ncfs.com & Q 1] 0 o 1] 0 &
4.12.11.34 wa12.11.34asyncfs.com 4 o o o o o o 4
24.67.192.34 67,192, 34asyncfs.com 4 o o o o o o 4
59.42.1.34 ..9.42.1.3dasyncfs.com 4 o o i} o o o 4
66.178.176.34 78,176, 34asyncfs.com 4 o o o o o o 4
offffi12.144.99.34 | L.144.99 34asyncfs.com 4 1] 1] 0 0 1] 0 4
1offff:24.2.59.34 4,259, 34asynefs.com & o o o o 2 2 4
1offff:24,2.135.34 2135, 34asyncfs.com & Q 1] 2 o o 2 4
offff:24.73.145.34 | L..73.145,3dasyncfs.com 4 o o o o o o 4
Columns... | Export...

[#EES )IL—T (Sender Groups)

JLR— bk "=

[%f5%# 7 v —7 (Sender Groups) ] ViR— h =%, EEH I/ NAV—THBLOA—L 7ua— iKY
=T va PloEgoY v ) — &R L SMTP #ftls LA —L 7r— R =D L R
MR TED LT LEY, [EEFEI/NV—TI12L D A—/L 71— (Mail Flow by Sender Group) ] U *
MZE, FERFEIN—TOEEB L OERENRINET, [A—V 77— KR — T 7 a il
X 54kt (Connections by Mail Flow Policy Action) 1 77 71, A —/ 7u—RY— T 7=
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F4E PREPEEFA—N EF2VT1 LR—TFsVJ/OER |

VOBEROEEE R LET, TO—IZiX, Host Access Table (HAT; A k 727 A F—7 L)
R —OFHEOHEIRINET, HAT ICET 23O WTIE, EF ANV X2 T4 77
FGAT VAP =2 T VEIZIT T2 ~VTEBRLTLL &N,

[#%fE# 7 v—7 (Sender Groups) | VAR— kb X—T & F/RT 51201, [3%18 A—/v (Incoming Mail)
JVR—F X=POTFEICH D [EFEHE I NV—TDLHE—1 (Sender Groups Report) | V> 27 %27 VU v

& L/i‘j‘o
4-5 [%{&J )—7 (Sender Groups) ] LIR—k R—

Sender Groups Printable (PDF)

25 Apr 2013 19:00 to 26 Apr 2013 19:36 (GMT -07:00)
Connections by Sender Group Connections by Mail Flow Policy Action [ 15l Bepods,
15.0%
ALL 3444k
UNKNOWNLIST [T 3440k T mon
BLACKLIST 129.0k
SUSPECTLIST I 43.0k Accept (85.0%) Reject (15.0%)
T T T T 1
o 200.0k 400.0k Export...
Connections
Export...
Mail Flow by Sender Group
Sender Group % Connections
ALL 40.0% 344.4k
UNKNOWNLIST 40.0% 344.0k
ELACKLIST 15.0% 129.0k
SUSPECTLIST 5.0% 43.0k
Total Incoming Connections 100.0% 860.5k

[#fE# 7 v—7 (Sender Groups) ] VAR— k =5, PDF 24K LY, raw 7 —4 % CSV
T ANMETZ I AR—= M L2V THZEHTEET, 77 A NVEFHIREIET 7 AR — N 25 HIEDH
AZOWTE, [ A=/ LA— b (Email Reporting) | — Y O#f%E ] (P4-7) 2B LT EEW0,

(GE) [#EHEZL—F (Sender Groups) ] ViR—h N—=YDAFVa—ABFEESNTZVR— b EARTEE
T, [BF A= LR— DAY a—ni&iE] (P4-56) #BRL T EE,

[%£{E% (Outgoing Destinations) ] R—
[ A—sv (Email) 1>[ LA —k (Reporting) ]>[15{E5t (Outgoing Destinations) ] ~<—I1Zi%, #i#k
WEAA—NVEFET DD K AL NZONTOFRNFERINET,
[ /5% (Outgoing Destinations) | —Y &AL T, KOEHREAFTTEET,
« BEAN LF2 T TTIAT VARES AN RET DI K AL
o BHRAALAVIZEEINDBETA—NDR
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o 7V —r AL, ERFarT Y T4 FIT X AEIED A — L DEIE
e BEINTEAvE—VUBIOSES—RNCLoTHN— KRNV AEINTZA =V

H 4-6
S

Outgoing Destinations

[#—JL (Email) ]>[LHR—F (Reporting) ]> [*%{§% (Outgoing Destinations) ] *—

Printable (PDF)

Time Range: 90 days -
27 Jan 2013 00:00 to 27 Apr 2013 01:57 (GMT -07:00)

examphe3 com A22.4k

examphad com 8.0k

L] 2000k 4000k G000k BOO.0K

Messages

Dutgoing Destinations Detail @

Top Destinations by Total Threat Messages Top Destinations by Clean Messages

Export...

Destination Messages
Drestination Spam Virus Stopped by
Domain Detected Detected Content Filter
example3.com 0 4224k a
exampled com o 38.0k o

Data in time range:94.74 % complete

exampledcom | 1soM
exampled.com | LIM

o 4.0M B.OM 12.0M

Messages

Export...

=+ My Reports

Delivery

Tatal Tatal Hard Total Messages
Threat | Clean | Processedw Bounced | Delivered Delivered
4zzAk  8.9M 9.3M &.9M 1} 8.9M
380k | 1.1M 11M 1.1mM o 1.1M

Columns... | Export...

WY A NTix, [#5% (Outgoing Destinations) | N—Y DI EIERE T v a V2O THBIL

£,

& 4-6 [#—JL (Email) ]>[L#R—F (Reporting) ]> [%{§% (Outgoing Destinations) ] *—
Lo

o3y L

FE®EE (Time Range) (FAYZFHY |1 ~90 B E/ 13/ 2% LA HEHBERETE D Kuy 74

Y URR) vy U R b, BRI O & EEEO =— X hb W A

B2 A RZHONWTIE, TLVaR— hORFMHEPEOER ] (P.3-4)
FERLTLLTEZN,

BEAYE—COEELELL (Top
Destination by Total Threat)

R X o TEBINIZREERA v E—Y (AL TV
FIANRIRE) OEALOWIE NAAL Y, ATV T 40
2N T— LI ARNNEMEE T A VARG A >
t—TEET, BEA vV ORI,

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F |



F4E PREPEEFA—N EF2VT1 LR—TFsVJ/OER |

% 4-6 [#—JL (Email) ]>[LR—F (Reporting) ]> [¥{&% (Outgoing Destinations) ] X—
COFEM (EE)

o ay BL

ERGAVE—SOREERLL (Top FARRIZ Ko TEE SN2 V— U BRBEEGHA vE—T D 1

Destination by Clean Messages) fEDFEHE R A A

EEXEDFHM (Outgoing Destination  |[fHARIC L o THEESNTZTRTORIERX v E—I D565 B A

Details) A BT D, RMEZEHEEINC Y — b &I TR T ORI

W, FEMBERICIIME ENTZ AL, DA LA T Y=
A=V ERGENET,

TIRAMERTA =Y b T vF T T—HE2FKRTE
HPE. TOLVR— DI LT Y T4 VEEBERICHT S
AvE—Y FT XU T OFEMERRT DI, BOFWE
FDOV I EI VT LET,

[ %135t (Outgoing Destinations) ] ~—Y73 5, PDF #4£K L7720, raw 7 — % % CSV 7 7 A M=
JAR—FLIEVTDHIELTEET, 77 A NVEHRNMERITTZ AR — T2 FEOFEMIIONT
%, [[ A=/ LAR—F (Email Reporting) ] X—Y O] (P4-7) #ZHL T ZE0,

(GF) [%f3% (Outgoing Destinations) ] N—YDRAF YV a— @ ESNELVR— NaERTEEd, BT
A= VIR—hDAT Y a— i) (P4-56) 2ZRLTILEEWN,

[ZEE A vt—%E®E (Outgoing Senders) ] R—P

[ A=/ (Email) 1>[ VA& — |k (Reporting) >[5 A v —T%(EF (Outgoing Senders) ] ~—
Wik, Ry U= NDOIP 7 FLABIPRAL U BLEESNIZE LA — VO EFEEIZONTO
HHRNRRENET,

[8 A v & —V%EH (Outgoing Senders) | X—VEMHEHL T, ROBFREAFTEET,
* RLZDUANARELFANRLGHEDOE S A—NVEZEEFLELIP 7 LA

e HOLBHBIZaLT VY T4NEERNIH—LIEIPT KL A

e WMLELDA—NEEETDLHRAL Y

o BUENFUT ENTGAT CUE SN EH ORI

[#fE A v &=V %E#H (Outgoing Sender) | X—V A2 FRFT HITIE, ROFIEEFATLET,
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4-7

[#A—J)L (Email) ]>[LHR—F (Reporting) 1> [#EA vtE—U#{EE (Outgoing

Senders) ] *—% (IP 7 FLX &&TRH)

Outgoing Senders: IP Addresses
[ Domains | TP Addresses]

Erintable (POF)

Time Range: Day -
26 Apr 2013 03:00 to 27 Apr 2013 03:44 (GMT -07:00) Data in time range:100.0 % complets
Top Senders by Total Threat Messages Top Senders by Clean Messages
2001::101 2001::81 | 163
2001::147 2001::93 | 129
2001::43 20010189 [T s
2001::122 2001::61 1104
2001::52 200110 [ 97
2001::203 200.35.92.106 [ 89
2001::33 2001::118 | &7
2001::310 2001::147 | 87
2001::163 2001::12% 183
62.61.235.114 2001263 163
300 o 1(')0 200 300
Messages Messages
Export... Export...
Sender Details @
Iterns Displayed 10 =
Sender 1P Spam irus Stopped by Stopped by Total Total
Address Hostnarne Detected Detacted Content Filter oLe Threat | Clean Messagesw
2001::81 gus. 2001 :81asynefs.com o 6 o 1 ar 163 200
2001::147 qus.2001::147asyncfs.com o 111 o [ 111 ar 193
2001::101 gus, 2001101 asyncfs com o 139 o [ 139 L) 177
2001::122 Qus.2001::122asynefs com o &9 o o 89 45 134
2001::93 Qus.2001::93asyncfs.com o 4 o o 4 1z9 133
2001::43 Qus. 20014 3asyncfs.com o 99 o [t} ag an 129
2001::342 gus, 2001134 2asyncfs.com o 49 o 1 50 74 124
2001::12 gus, 20011 1Zasyncfs.com o 8 ] o 58 65 123
2001::61 gus. 2001 :61asynefs.com o 15 o o 15 104 19
2001::159 Qus.2001::18%asyncfs .com o 3 o o 3 115 115
Columns.., | Export...

[#E A v EB—TV%EHE (Outgoing Senders) | DFERIFKD 2 FIEHO L 2 —CTHRRTEET,
e [FAA Y (Domain) ]: 2O =2—Tik, & FAASUNOREINEEFA-—NORERRTE

i‘?—o

e [IP7 RL A (IPaddress) ]: 2O a2 —Tik, WHELDUANA AvE—VEEEFELEN F

FiEEbE< Da Ty T4 A

ZRNUFT—LEZIP T RLRAZRRTEET,

WDV A RTIL, [#5% (Outgoing Destinations) | X—Y DM O 2 —DIFXEht s a v

WZOWTHHLET,

= 47 [#—/ (Email) ]>[LKR—F (Reporting) 1> [ZEAvE—U#%EE (Outgoing
Sender) ] R— DO

Eovay L

FE#EE (Time Range) (FAYZFHY |1 ~90 B E/- 3/ 2% LA HEHBERETE D Kuy 74

Y URR) vy U R b, BP0 & EEEO =— X h bW A

B2 A RZHOWTIE, VR — h O OER ] (P.3-4)
ZHERLTLLEE N,

BHAvE—COREELNM (Top
Senders by Total Threat Messages)

MBENOREEGHA vt —2 (AR5, TUFIA LR
E) O EIEEE P 7 RUARBIEZIZ R AL VDD,
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F4E PREPEEFA—N EF2VT1 LR—TFsVJ/OER |

GE)

& 4-7 [A—JL (Email) ]>[LHKR—F (Reporting) 1> [#EA vtE—U#{EE (Outgoing
Sender) | R—TDEM (&)

toay B

ERELGAvE—COREEELA (Top FNTEE SN2 V= BRRBEA =T O EALRES

Sender by Clean Messages) (IP 7 RLRBIETZIT RAA B,

#fEEDHM (Sender Details) MBNICE > CTRHEINTETRTORERA vE—VDEIEE

DT XTOFEMIFHR AP 7 FVABIEZIZ R AL ), &
MEHRIITME SNTIZANRL, DA NVA T U= A yE—
UREBGENET,

T I BAMERTA =Y VT oF T T—HERRTX
LA, TOLVLR—FODLP BLIQar sy 7 4 VX iE
KIZHT DA YE—Y b T X 7T OFEMERRT DHITIE,
FOHFEWEED) &7V v s LET,

ZON—=VIE, AvE—VEREICETIHERIIERINETAL, FEDRAAL U NLDONNY U AEN
oA Y=V EOREERE BT 512, BUREFA N X2 VT 0 TTITA4T R
a7 4L, [E=% (Monitor) |>[XFLFRT —4% X (Delivery Status) ] &R L £,

[1E A v E&—TY%EH (Outgoing Senders) ] ~— 235, PDF 24 L7V, raw 7 —# % CSV
TFAMIEI AR= R LIz T HZ L b TEET, 77 A VERIRERZIET 2 2K — b2 HIEORF
Mz OWTiX, [ A—/b LA— b (Email Reporting) | X— Y OE | (P.4-7) 22 L T I,

[#E A v E—TV%EHE (Outgoing Senders) | LAR—h X—=TDRAF Va2 —LFHESNTZLVEAR— &
ERTEET, THEFA—L LER-bORT Y a—@E] (P4-56) 2ZML TIZE,

o O

(Internal Users) ] R—2

[ A=/ (Email) ]>[ VA& — bk (Reporting) ]>[HE=—4 (Internal Users) | X—IiZl, &7
A= TR XTSI —FIC Lo TERESNTEE A =MDV TORERPFRINET, 1
AND2—=PPREHDOET A=/ T N AZFS> T HEERH Y £F, LA-FTE, EF AT
FLARE LEDHNER A,

[NiEB=—¥ (Internal Users) | >4 5275 47 Lai— h X=V&MATH L. RO X D 7218 E B
mexET,

o HHLEL DA —NLEREE LTma—H

e HHLEL DIV VB LA —NEZF LIZa—F

o BHLELDANAEZELa—H

s FEDOaLTLUY TANEE NI T—Lica—W

o BEDL—YNLDOBEFA—NEHIE LT Y 7 4 VE
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| £4EF SREPYHEFA—IN EF21UT4 LKR—TF1VJ0ER

4-8 [#—JL (Email) ]1>[LHR—F (Reporting) 1> [R#B1—4 (Internal Users) ] R—

Internal Users
Printable (FDF)

Time Range: 90 days -
27 Jan 2013 00:00 to 27 Apr 2013 06:07 (GMT) Data in time range:94.02 % complets
Tap Users by Clean Incoming Messages = My Reparts Top Users by Clean Outgoing Messages o My Reports

useriftestdornaind.com [T 2

user2Btestdomnainl.com [T o )

user3estdornaini.com 120

userdJtestdornaini.com 13

users¥testdornaini-com 1

userd testdomnaini.com 118

user?Festdornaini-com 17

userd¥estdornaini-com 17

userdgestdornaini.com 17

userd Frestdornaini.com 117 user@testdomainlcom [T GAM

o 1w 20 30 - o oM oM
Messages Messages

Export... Expart...

User Mail Flow Details @ 4 My Reports

Ttems Displayed 10 =

Incarming Outgeang
tncaming  Stopped Dutgoing | Stopped
Incoming Incoming Content by Qutgoing Qutgoing Cantent by
Spam Virus Filter Content Incorming | Incaming Spam Virus Filter Content | Qutgoing
Intarnal User Detacted Datected Matches Filkar Marketing Clean =  Detactad Detactad Matches Filter Clean

useriftestdornaind.com 11 L] 34 0 o 23 o o o 0 o
user2 Frestdornaind.com 2 a 24 0 o 22 o o ] 0 ]
userd Frestdomnaini.com 3 a 3 o o 0 o o o 0 o
userd Frestdornaini.com 4 a 23 o o 19 o o a 0 o
userSFtestdornaini.com 7 L] 25 0 a 18 o o L] 0 o
userdFtestdomnaini.com 4 L] 23 1 ] 18 o o o 0 o
user7Etestdornainl.com 5 a 24 2 o 17 [ o o ] o
userdFtestdornaini.com 5 a 24 1 o 17 o o o 0 o

userdRestdornaini.com 4 a 2z 1 o 17 o o o L}
userd Ftestdornaini.com 2 L] 20 2 a 17 o o a L o

= 4-8 [#—JL (Email) ]>[LHR—F (Reporting) 1> [REI1—Y (Internal Users) ] R— D&
#

293y Bl

BB (Time Range) (FAY 74D |1 ~90 £/ 30 A% AR HHEHMERET TE D Fuy 74
Y URHE) vy U A b, EEREI#EPAOFEM & EEO=— XA bE s A
B <A RNZOWTIE, TVFR— hoRF#EOZER ] (P.3-4)
EHHLTLIEEN,

Era—4 (EEGREAvE—D) FANTEE ENT 7 ) =V RERF/A v E—V O B2 —H
(Top Users by Clean Incoming IP 7 RLARBIEFIZRA AR,

Messages)
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F4E PREPEEFA—N EF2VT1 LR—TFsVJ/OER |

# 4-8 [#—JL (Email) ]1>[LH—F (Reporting) 1> [REB1—4 (Internal Users) ] R— D&
HoEE)

toay B

oo —Y (EEGREAYE—D) FEANTEE ENT 7 ) =V BB EA v E—V O B2 —H

(Top Users by Clean Outgoing (IP 7 RLABIETIZ R A A B,

Messages)

A—H A—)L JO—0OFH#M (User Mail |[=—H 2 —/L 7 —@FH (User Mail Flow Details) ]

Flow Details) VEZIT 4T 7 va TR, FEFA—NT FLAT

WZE LB A—AD [IEH (Clean) ]. [ A/SAMiH
(Spam Detected) ] (ZAGDAH). [ VA /L Ak (Virus
Detected) ]. [2 T Y7 4% D—3 (Content Filter
Matches) ]IS NET, BT L~y F—%2 U v 7T
52 LITEY, RREY—PFTEET,

a—HOFEMESRT 51T, [WE=—Y (Internal Users)
| HFACa—HFLEs Y vr LET, ST, ]
PR — W OFEM (Internal User Details) | ~4—3 |
(P.4-30) Z#ZL T ZEW,

TIRAMRTAvE—Y NI vF T T—HEFRTX
DA, TOVR—b DT Y T 0 VEERIZHT D
AvtE—Y NIRRT OEMERRTHIE, EOFBNE
TV 7Y v LET,

[N#B=—% (Internal Users) ] ~X— /5, PDF 24K L7120, raw 7 —& % CSV 77 A Mz 7 A
AR—=hLEEVTHZEHTEET, 77 ANVEFHRMELIZTZ AR — T2 HEOFHEMZOWNTE, ]
A—/L L7R— 1 (Email Reporting) | ~X—Y O (P.4-7) 2B LTI,

G¥)  [WNEB=— (Internal Users) | X—Y DA 7 P2 — ViR ESNVR— AR TEES, TEBEFA—
VLR — DRV a— Vi E] (P4-56) L TIIZS0,

[REL1—F DM (Internal User Details) ] R—

[NEB=— OFEM (Internal User Details) ] 2— Tk, &4 7 2V ([ A/858H (Spam Detected) ].
[VA VAR (Virus Detected) 1. [T Y 7 4 L ZIZ L H1F1L (Stopped By Content Filter) ], 3
LOIEHR (Clean) ) DA vE—VEERTERBLOREA v E—YONRR L, 2—VIZT 55
MIERPRENES, BZEa Ty 742 0—HbRranET,

BEENIL—H L1, Rept To: 7 RLRAZESNWTU AT ATEFA—NVEZETIHNEL—Y D L
TF, BENH—VIE Mail From: 7 FLAIZESNTEY, NExRy T —7 NOREEDEE L
TWBETA—/NVOEY BT 25 AICELLET,

AT Y T4 NEOREMERE ST AT Y T 4 MV EERAR—VICERT DI, Foay
T T UNELEI Y v LET ([[2F7 Y 7 4% (Content Filters) ] ~<—3"| (P.4-34) %
B, TOFEEHEHATRE, BEDI LT UV T4 NZIZ—BLEA— L EZEZELEZTXTO
2—YDY 2 RN bERTEET,

GE) EEA—roPIZE NT 2R L) REEP Il IZRoTWLbORHY £7, ZAbDOREHE
X, XE TR L LTSN ET,
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REOABL—FDORRE

[NEB=—Y (Internal Users) | X—I B L [N —HF DFHM (Internal User Details) | <— D F

L

CHDHRRT +— LT, HFEONH2—Y (BEFA— T FLR) ZRETEET, BT FA b

WCHERIC—ESED, ANLTETHFANTHELIHBEZRET D0 (Toé 21X, Tex) THEHHEHA
ERRT DA, Texample@example.com| 23— L E£9) #&ERL £,

[DLP 4 > 25> k < 1)— (DLP Incident Summary) ] R—2

[ A—/v (Email) 1>[ V& — b (Reporting) ]>[DLP £ > >7 > k #~< U — (DLP Incident
Summary) | X—IZiE, EEA—AVTHEAELL, 7T —ZIWRP I (DLP) RNV v —IZEXTHA
TV NDIEFRBNRENE T, BELA— N X2 VT4 TTITAT AT, [BEA LK) v—
(Outgoing Mail Policies) ] 7—7/VTA X =7 WIC LI DLP & A—V RY —&FEHL T, =2—HF
WIEFLIMET—22MELET, DLP RV —ICEXTIEFEA vE—Y BN BET LN, A
YT hELTHESNET,

[DLP A > >7 > k %~ U — (DLP Incident Summary) | LAR— h&2EMAT D L, kD X5 2 IFEHREH
BTEET,

2 —WREE LI T — & OfEH
INHDDLP A Ty hOEKE
INHDAyE—=UYD5L, RIESNIAYyE—VDH
INHDOAyE—=UDOL, Fary I AyEe—U0%
INHDORAyE—VDORES

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F |
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g . ° . ° s
4-9 [#A—JV (Email) ]>[L&KR—F (Reporting) ]>[DLP ¥#<!— (DLP Summary) ] R—%
DLP Incident Summary
Printable (FDF)
Time Range: 90 days -

27 Jan 2013 00:00 to 27 Apr 2013 06:12 (GMT) Data in time range:94.01 % complete
Top Incidents by Severity 4 My Reports Incldent Summary & My Reports
2 Severity Messages

4 M cCritical 0.0% o
21
18 High 66,7% 276
15
H W medium 1.7% 7
3 Low 3L.6% 131
01||.. WLy Bl s e e
29-Jan 12-Feb 26-Feb 12-Mar 26-Mar CE-Ape 23-Apr Total 414
Export... Export...
Top DLP Policy Matches
Restricted Files | 265
Payment Card Industry Dats S... |87
HIP&A (Health Insurance Port... a2
o 100 200 300 400
Massages
Export...
DLP Incident Details @
Deliverad Delivered
DLP Palicy Low Medium High Critical Total = {encrypted) {clear) Dropped
Restricted Files a o 265 o 265 o o o
Payment Card Industry Data Security 76 o 1 o 87 '} o o
Standard (PCI-DSS)
HIP&A (Health Insurance Portability and 55 7 o o 62 o o ¥4
Accountability act)
Columns.., | Export...

[DLP « > 7> k %~ VU— (DLP Incident Summary) | ~X—IZIERD 2 DDA A v &7 g U
HoET,

o HKE ([M& (Low) 1. [ (Medium) ], [& (High) 1. [Z U7 « #1/v (Critical) 1) BI®D kAL
DLP A > TV FBIORY v—DO—FHEENTEDLPA LT MO RN LUK 757

e [DLP A > 7 FOFffl (DLP Incident Details) ] Y & b

#* 4-9 [#—/ (Email) ]>[L&—F (Reporting) 1>[DLP £ ¥ 7> k 42 1)— (DLP
Incident Summary) ] R—I O

tooay E L

FEEE (Time Range) (FOYZF#Y |1 ~90 BRI E/- 302X A B EREETCE D Fuy 74
Y UAL) vy U R R, BRI O L EREO=— XA bRl A
B~ A RZONWTIE, [LAR— b ORERHHEFAOERR ) (P.3-4)
EBRLTLIES 0,

BEXENELESACSTU R (Top BERER O LA DLP A 7 b,
Incidents by Severity)
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||
£ 4-9 [#—JL (Email) ]1>[L#—F (Reporting) ]>[DLP 4 >> 7> kb #<1J— (DLP
Incident Summary) ] R—SOFHM ()
o ay B
12272 b $3J— (Incident KETA—NT T ITAT LV ADERF A=V K v —THIE
Summary) A F—T M- TS DLP Y v —i&, [DLP A v 5

k ¥~ U — (DLP Incident Summary) | X—Y O FHIZH 5
[DLP £ > 7 > b @74l (DLP Incident Details) ] 1 > %
FIT AT T NIRFAENET, FMERERTTDIC
. DLP RV v —D4di%a 7 ) v 7 LET,

DLP RY >——B O L (Top DLP —H L TW3B B DLP RV v—,

Policy Matches)
DLP £ T v FO&E# (DLP Incident |[DLP 1 > 35 > b ®&%fl (DLP Incident Details) | 7—7
Details) MZIE, AU =T, D DLP A ¥ 7 v O Z T,
\RELV-LBIOAGR, A vyEB—VONT0RT7 Y 7IZE
fFEanichn, el TRIESNTZ, Fay X Ehin
DRIINET,

[DLP 1 > 7 > b ®Ffl (DLP Incident Details) | 7 —7
NOFERZOWTIX, [[DLP oA > 5> F O (DLP
Incident Details) ] 7—>7 /1) (P4-33) #ZML T ES
AN

R —ZE o THRHEEINTZDLP A > v 7 > MIBET 28MEREZF T DHI2iE. DLP RV v —D4
BiZz7Y 7 LET, ZOFEZFERATLIE, R v—ItkoThHENTZ, BT — 25251 A—L
EEELEIa—Fo Y X NERETEET,

[DLP 4 > 7> FDOEE# (DLP Incident Details) ] 7—7 L

[DLP f > 7> h@#EfM (DLP Incident Details) | 7—7/Vix, "YU —TLDDLP A ¥ T2 bD
BT A T, BERELVSAVFNOANR, A vE—00nTFN0n27 Y 7ICEE Shizd, ek Td
fEENT=D, Ry T ENTEDPNRERINDA BT IT AT T—TNTT, 7—F%&/— T DHIZ
I, A7 LRHLEZZ Y v 7 LET,

ZOT =T NMIEIREND DLP A Y > —OFEifF A2 MK 51213, DLP AV =422 U v 7 L
T, 2O DLP KV v —0_— V& ERLET, FMIZOVTIE, [[DLP &Y < —35§ (DLP Policy
Detail) ] —) (P4-33) 2L T L&,

TIRAMERTA =Y NI vX T T—HEERTEDHHA., ZOLKR— MIEHEIND A v
VT A=Y NI R T OFEMERTTHIZE. BEOHFWETOV I E I v T L
iﬁ—o

[DLP RY) &—&¥#ll (DLP Policy Detail) ] *—<

[DLP 1 > 7 > F@Ff#l (DLP Incident Details) ] 7—7 /L CDLP R U > —DA4RTH# 27 Y v 7 LIz
. FORMREE LTERIND [DLP A 7~ bOFEM (DLP Incident Details) ] ~<X—JIZZ DR Y
P—ICETEZDLP A Ty N T REREINET, ZOXR—UZIE, EREICESVZ DLP A
VUT U NDT T INERINET,

ZONR—=UIZE, DLP RY V—ICE X L2 A v — VR RE LTSN —F 2 £R5T5, X—UF
BRI D [1B(E5H B > 7 > b (Incidents by Sender) | 7—7 Vb EENE T, ZOT—T I,
ZORY =T 52— TLDDLP A 7 v FOREIIMAZ T, EBRELLFIONR, A v
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=T ONTNIRY U TICEE ST, BELSNTERE SN, Fey PSRRI NE
T, [EEFEMA 27> b (Incidents by Sender) | 7—7 V& #HAT L L, MEOMET —2 % %>
NI =R D2 —FICEE LR H 52— EMETEET,

ATV NHEMR—VDOREELE 7Y v 7T 5 L [NEB=— (Internal Users) | _X— UM & F
T, FEMC OV TR, T[N —Y (Internal Users) ] ~<—31 (P4-28) #ZMWL T EEW,

[>Ty Z74J)L4 (Content Filters) ] R—

[ A=/ (Email) ]>[V&H&— bk (Reporting) [>[=2> 7Y 7 ¢/L% (Content Filters) ] ~2—IZ
T, EZREI T Y TANSO B (RLZ DAYy E—VIZ—HLTcarToY 74 0H)

AT AHERNBBREINET, ZOX—UTIE, 7T—403BITT7 7LV A MO TEERRINET,
[2>T7 Y 7 4% (Content Filters) | X—Y &+ 2L, a7y 742 T8 Eizida—
PTEIRERY —FHERL, KOBFREBHTEXET,

o ZEANFELFIEEA—NCIoTMI T —SNZBEOEb LN T 7 40X

s WEDaALTUY T4NEEN) =L A=V EEZE L bira—H

BEDT 4 NVE OFHIERERTTDINE, 74NV 2857V LET, [T Y 74 VHDFE
#M (Content Filter Details) | ~—YNRRINET, [2rT Y 7 4% DFFEH (Content Filter

Details) | X— Y OFHMICHONTIE, [[a2rF Y 7 4 %2 OEH (Content Filter Details) ] ~<— 3]
(P.4-34) #BRL TSN,

T2 EAMERTA vy =Y b T v Ry TS 2FRTEDLHE, ZOVR— MIGERSMD A Y
T=VICHT A=Y NIRRT OFMAERSRT DT, ROBFWEZOY 727 ) v L
S

[z>7 > 7 4% (Content Filters) ] ~—725, PDF 2/ L7V raw 7—# % CSV 7 7 A

M AR=F LI THIEHTEET, 77 A NVEHIMELITT 7 AR — 35 HIEOFEMICHO
WL, [ A—/v LAR— K (Email Reporting) | X—Y O | (P.4-7) #ZRLTIZE0,

GE) [=z=vTvY 7 4% (ContentFilter) | XR—YDAF Va— LR EINTVHR— MNEERTEET,
BT A= LR— MDAV a—LgE] (P4-56) 2B LTSN,

[>Ty 74)L2 0 (Content Filter Details) ] R—

[Ty 7 4 0H DM (Content Filter Details) | =X—I2iE, 2D 7 4 V¥ ORI 22— X
OPNER—F RO —FHNERENET,

[ &R — 5l —%£ (Matches by Internal User) | 2 ¥ 3 > ¢, Wil —% (BEFA—/L 7 FLR)
DHMN—V2RRT H2—FLE7 ) v LET, IO OOTIE, [[NE=—F DM (Internal
User Details) | <—] (P4-30) #&MLT7Z30,

T BAMRTA vE—Y NI ovF T T—HEFRRTEZDHEHE, ZOLFR— MIRHIND A >
T—VICHT A=Y NI R T OFHMERTT DT, ROBFWEZDOY 7% 7Y v s L
\i\?‘e
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4-10

Outgoing Content Filter: free_stuff

[a>ToY T4 L2 0O (Content Filters Details) ] XR—2

Printable (FDF)

Matches Over Time

12 Sep 2013 07:20 to 12 Sep 2013 08:22 (GMT -0700)

%Dﬂﬂ HHHDHDHH

o My hEpots

=

07:20 07:30

Matches by Internal User
Internal User

userl23@example.com

| |
07:40 07:50 08:00 08:10 08:20

Export...

Messages «
77
Export...

[DA4 LR 24T (Virus Types) ] R—

[ A—/v (Email) ]>[ V& — T (Reporting) ]>[ VA /LA XA (Virus Types) | ~—T Tld, R*v
U= TEZEEINT VA NVADOMEPRENET, [VA /LA Z AT (Virus Types) ] ~—VIZ
X, BTFA N X2 VT4 TTIATUATEBHL, X2 VT 4B T4 TV RICERRIN
DIANA ARy TP Lo TSN VA NVARERRINET, ZOLVAFR— a2 LT,
BrED DA N AITHK L THEZITWET, 72& 21E. PDF 7 7 A VIR END Z E23HBI L TV
DUANAERBIZZELTVWDEHEA, PDE BRI TVDIA v =V R BT 7 o2 T2
varvEERTDZERHEREINET,

TANVARYL T 4 VB T, 2—FBRNATEZ LR, ZNHOFEO T A NV ZITERLIZ A v —
CEWMET A Z LN TEET,
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4-11 [#A—JL (Email) ]>[LHR—F (Reporting) 1>[74 /LR &4 T (Virus Types) ] R—%

Virus Types

Printable (PDF)

Time Range: 90 days -
27 Jan 2013 00:00 to 27 Apr 2013 02:40 (GMT -07:00) Data in time range: 34,74 % complete
Top Incoming Yirus Types Detected Top Dutgoing Yirus Types Detected

W3z/MyDoom-A
W32/Gibe-F
Mal/BredoZp-B
W3iz/Bugbear-B

1007k W3z/MyDoom-A
W32/Gibe-F

W3z/Bugbear-B

Troj/Iframe-v

Troj/Iframe-y Mal/BredoZp-B
W3z/Bugbear-Dam W32/Bugbear-Dam
W3z/Bagle-A W3z/Bagle-A
Troj/Inva-Zip Troj/Invo-Zip
Mal/FakeAy-L1 W32/Klez-H
W3z2/Klez-H W3Z/Dumaru-A
o 100.0k 200.0k 300.0k o 40.0k B0.0k 120.0k
Messages Messages
Export... Export...

Yirus Types Detail = My Reports

Items Displayed 10 «

Virus Type Incoming Messages Outgoing Messages Total Infected Messagesw
W3iz/MyDoom-A 101.7k 96,3k 198.0k
W3z/Gibe-F 374k 42.8k &0.2k
W3z/Bughear-B 31.1k 35.3k 66,3k
Mal/BredoZp-B 33.0k 32.5k 65.5k
Troj/Iframe-r 29.3k 33.2k 624k
W3z/Bugbear-Dam 23.0k 25.9k 4.5k
Wiz /Bagle-A 19.1k 19.1k 382k
TropInvo-Zip 14,5k 14.3k 28.9k
Mal/Fakeav-LT 13.3k 13.1k 26.4k
Ww3iz/Klez-H 11.9k 13.6k 25.6k

Columns... | Export...

BEOUANA AX Yy TV EFITLTWDEA, [VA VA XA (Virus Types) | =X—TIC

T, A RX—TNMZRSTVDTRTOTANVA AFXy L T UV VORRERNEENET, N—VICHER
SNDUANADHANL, VANA AFX vy VU THEShZARTTY, HEOA X v
TV UR T DDA NAERI LGS, FICUAVRICx L TEBOT > Y BIFEIET 5 alREMEN
HYET,
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(E)

||
% 4-10 [#A—JL (Email) ]>[L*R—F (Reporting) 1>[74 IR 24T (Virus Types) ] R—
DEEHA
o3y HL]
BMIEEE (Time Range) (FAY A |1 ~90 HEIZ 7213 A X L HEHALZIEETED Funy 74
YURR) T U A b, BERERPEOEME EBEO=—XTE by A

B A RNZHONWTIE, [UR— FOF#PEO%®IR ] (P.3-4)
FERLTLLIEZN,

BELEREIIILR BLTOLELE (Top |ZDE 790 TiE, Xy NT—ZIZEEENZUANLAD

Incoming Virus Types Detected) Fy— b Ea—MRNERENET,

BRHLUEZEEIILVR BL4TOLEE (Top |ZD® 73Tl Xy FPT—I06EEENTZTA LA
Outgoing Virus Types Detected) DF ¥ —hF Ea—0NFERTEINET,

4R 24 TEHM (Virus Types BETANA XA TOHMBEREINDA L ETIT 4T
Detail) T—T I,

DANAZEY LA v =P %2Ry FPU—ZICEELERA M 2FRRTHI2E, [ZEA—L
(Incoming Mail) | _X—IZBEh L, [FUHEMHEEZEEL T, YAV ABEINC Y — M LET, [HEE
W, XY U= NTUANABHEOBTA— N EZEEFELIZIP 7 RV RAEZFRRT HIZE, [EEFEA v
t—UkEH (Outgoing Senders) | X—TY &R KL, VANVAGHEA v E—TRICY —FLET,

[VA VA %A (Vitus Types) | X— 26, PDF 24K L7720, raw 7 —% % CSV 7 7 A )L
JAR—ILTEVTDHZLELTEET, 77 ANVEARNERIZE=Z AR — N5 HFEOFEMIZONT
%, [ A=/ LAR—F (Email Reporting) ] X—T O] (P4-7) S LTI ZE0,

[VA LA X AT (Vitus Types) | =V DAF P a— eSSV R — AR cE 4, ETF
A=V VIR—= DR P a—igiE] (P4-56) Z2ZRLTIZE,

[TLS ##t (TLS Connections) ] R—

[ A—sv (Email) ]>[ LA —F (Reporting) ]>[TLS ##t (TLS Connections) ] ~<—JIZix, A —/b
DRZAFIEN S D TLS # O RN R EARI AR RS E S, ZO LR — FTiE, TLS #fez
BERALTA—LVEREETDIHHRAL COFMZONTHERINET,

[TLS £t (TLS Connections) | X—V%#MHATH L, ROBEHRZHETE T,
o EEEEHICLD. KM TLS O HEIS

o TLS &kt Liz/S— hF—

o TLS #EHRtlCAIh Liginofori— b —

e TLS FEFRICHED & % /S— hF—

o N—hF—MTLS 2 H L7z A —LOKRKREE
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412

Connections) ]
TLS Connections

[TLS ## L7/R— b (TLS Connections Report) ] R— : [ Z{EEHEH (Incoming

Printable (PDF)

Time Range: 90 days
27 Jan 2013 00:00 to 27 Apr 2013 02:41 (GMT -07:00)

Export...

Incoming TLS Connections Details

Incoming TLS Connections Graph Incoming TLS Connections Summary
o Connection Category % Connedions
3600k I successful - Required 0.0% o
) Suceessful - Preferred 0.0% 0
2800k
W railed - TLS Required 0.0% [i}

2400k {
2000k | Failed - Preferred 0.0% 0
L] Unencrypted Connections 100.0% 1.2M

120,0k
Total Connections. 1.2M

800k {
| Export..
T e - [E o]
28-Jan  11Feb  25Feb  llMar  25Mar  OBApr  22-Apr B I LS ROCEa s TRy = My Reports

s oy RN
TLS Encrypted

Unenerypted

Data in time range:$4.74 % complets

0.0% 0
100.0% 1040
Total Messages 10.4M

Export...

4 My Reports

Ttems Displayed 10~

TLS Req TLS Reg. TLS Pref, TLS Pref Total TLS. Unencrypted % TLS of all Messages by
Domain Failed Success Failed Success C Ci J =t LS

Dacfs.com o o o o o 227 0.0% o
100acfs.com 0 0 0 L o 1,577 0.0% o
101acfs.com 0 [ o o o 1611 0.0% o
102acfs.com o o a a a 1,271 0.0% o
103acts.com 0 0 o o o 1,310 0.0% o
104acfs.com 0 [ o o o 998 0.0% o
105acfs.com 0 L] 0 o o 1,382 0.0% o
106acfs.com o o o o o 1,530 0.0% o
107acfs.com 0 0 0 o o 1,208 0.0% o
103acfs.com 0 [ o o o 1,169 0.0% o
Columns... | Export...

& 411 [#—J (Email) ]>[LAR—F (Reporting) ]>[TLS ## (TLS Connections) ] R—I®

tovay SieA

Erf%E (Time Range) (Faw 745
Y UYXFEK)

1~90 HME 3 a2 Z AHEHEBAZRECES Kay 7y
v U R b, BRI O & EEO = —XIZh b A
B <A KON TIE, TVR— b oRFHEIE DR (P.3-4)
PR LTLLEEN,

{8 TLS ##&#J 57 (Incoming TLS
Connections Graph)

TS5 700E, BIRLIEZ AL 7L —AIZS 0T, HED 1
. 1 B, £ 1 EMICBIT 5, %15 TLS oz
BB LU S L SN2 WVEHO L 2 — N ERINET,

{8 TLS E#H¥HY < — (Incoming
TLS Connections Summary)

ZORITIF., BEAVvE—VORE, BRI/ KEEL
SNV A =08, K/ KRB LT-%(F TLS K51k
Avb—VOEREREINET,

BETLS Avt—2 21—
(Incoming TLS Message Summary)

ZORIZIFE, BEAVE—VORBOMENRETINET,

52{8 TLS %M (Incoming TLS
Connections Details)

FITIE, BELENTEA v E—DEEZET DL NAAL D
HNFRENET, & AL LITHONWT, HEFEORE. %E
SNTZA =T BLORH/ KK LTz TLS #Hi 0% &
RCEFET, K RAALNTHONWT, KRB/ KRB LBk 0 E|
BEEFRRTHILELTEET,
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[ %{& SMTP

||
= 4-11 [#—JL (Email) ]>[L7AR—F (Reporting) ]>[TLS ¥#t (TLS Connections) ] R—2®
Hl @wE)
toay B
I8 TLS MBI 57 (Outgoing TLS | /' 7(TiE, BIRL=F A L 7L — LG LT, BEED 1 K
Connections Graph) fil. 1 B, 721 1 BEMIZBT 5, 25 TLS OBk iz

e L UM SE SR WD B 2 — RN SN E T,

{8 TLS #&#i#y~< ') — (Outgoing TORITIE, BEAVE—VORE., BE LI/ KR
TLS Connections Summary) SNV A =T DR, R/ R L7-%E TLS K51k
AvbE—VOEREREINET,

Outgoing TLS Message Summary ZORIZIT, BEAvE—VORBVERINET,

PR{E TLS EMMAEM (Outgoing TLS | £ ITIX, WELENTZA v E—VEEZET D KA L VDRt
Connections Details) MBFRENET, & FALICONWT, B0, %3
ENTZAvE— I/ R LT TLS 0, BX UK
BOTLS AT —F A%EFRTEET, K RAL ITONT,
K/ KRR U=t 0BG 2R R THELTEET,

#8:if (Inbound SMTP Authentication) ] R—<

[ 518 SMTP it (Inbound SMTP Authentication) ] X—II2i%, 7 74 7 &~ MEAFEOHEHFR, B

NEFTA—N X2 T 4 TTIAT L RLZ—FDA—NV 7 TF7A4T > NETSMTP Y v a %
ALY 572D SMTP AUTH a2~ RRRRENET, 7774 7 A%, GEBEE 721X SMTP
AUTH a~ > FExlf ANNb e, A=V 774 T7 2 h~D TLS #ftz i LES, 7747 MEZ
DEFEEHL TRy E—VERELET, 7774 T VA F, ZL0ORITE 2 —VHL TE T
RN VAR MTIE, FAA e AL P 7 L RITEES W T SMTP BIEDFHMA R R S
£

WOEREMHERT DT, ZOLVR— b EHEHLET,

o SMTP #BFEAf#H L T\ 5 E {5 Bk Ok

o JTAT v bEHIEEERL TV DEROHK

e SMTP AUTH Zflifl L T\ % ki ok

o SMTPFEFEZMHEMH L LS & LT, #mn R LT RAL >

o SMTP SBFENKM LI=— T, 74— NNy 7 B IEFITHEH L TV D EER D

[%15 SMTP §8iE (Inbound SMTP Authentication) | ~=*— 2%, %2(8 Lic#kiv 7 7 7 SMTP #%i
B2 T LI A — A ZEEHDO T T 7 B LU OIS TTODﬂé'f‘EH;deE?B’T TIVRRRINET,

[3215 L7=8#%t (Received Connections) | 7' 7 7 Ti, $8E L7-HE&E IV T SMTP Gk % {4
LCERERIELE I ELIEA—NL 774 T v FOFEERIRENET, 20T T 7, 777
AT U APZAGE LR OB, SMTP JBRE4 M L TERREE3RIT L e o ek, 72 54 7~
NRERAE A U CRRAED RHCS K OkEh L=kt 0%, SMTP AUTH =~ REMHEH L CTRRIEN K
BB IO LIEROB N ERRINET,

[Z1E th{n%‘ (Received Recipients) ] 77 7121, SMTP @BGEE# AL T, A v —V%EET
HEDICEFA—N X2 )T 4 T T IAT VUV ANDEGERBIFEL LI E LIZA—L I T4 TV M A&
F)fﬁj—z)X{n%@%(ﬁ‘i%Téﬂiﬁ_o SO T 7T, ERSTEIE SN ZEE O, B OERSTR
AEES NPT EEOH bR SNET,

[SMTP BIEEDFEAM (SMTP Authentication details) | 7—7/WIZIE, A v E—VEFETH20
A=V X2 )T 4 TTIATVANOERERIEL L) & L2 —FE2EFL R AL /@ﬁfmﬁ ?E/T
SNET, AL TEIZ, 7747 FEHFEZEM Lot (RS 7213k00) 0% SMTP
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[ L— FHIBR

AUTH =2~ R&EH LT (RBhERIRRR) o, B 747 b
KR U714,
HALT, FAALVAETRIEZRAALIP T RVARRNCZZ

AlE W B a4 T 8
SMTP AUTH (27 =— /Ny 7 LTt DR e FRTE ET, N—=Y Lo Y 7 24l
HHRAERRTEET,

413 [5{S SMTP &E (Inbound SMTP Authentication) ] R—

Inbound SMTP Authentication

[ Domains | IF Addresses]

Printable (PDF)

Time Range: 90 days -

Received Connections

Total Received
Without ion Attempt

27 Jan 2013 00:00 to 27 Apr 2013 02:43 (GMT -07:00)

4 iy Reports

[N

Authenticated With & Client Certificate

Failed to Authenticate With a Client Certificate
Authenticated With SMTP AUTH Command

Failed to Authenticate With SMTP AUTH Command

L7M

_

Data in time range:94.74 % complete

Received Recipients

Total Received
Authenticated
Mon-Authenticated

0 Lom 20M 3.0M 0 100M 200M 300M 40.0M
Export... Export...
SMTP Authentication Details By Domain Name o My Reports

4 My Reports

I 0.8M

 ——]

Items Displayed 10 ~

Failed to
Authenticated | Authenticate
with a with &
Failed to Disallowed to | fall-back lrnm fall-back from
Failed to | Authenticated | Authenticate | Authenticate a Client
without Authenticated | Authenticate |  With SMTP With SMTP | With SMTP C:ml\cu\c toa | Certificate to
Authentication | With a Client | with 5 Client AUTH AUTH AUTH SMTP AUTH | a SMTP AUTH
Domain Totalw Attempt Certificate Certificate | Command Command | Command Command Command
vmw0d3.com | Sdd4.7k Sdd. 7k o ] o 0 0 0 0
20acfs.com 5,875 5,875 a [ o 0 [ [ [
10acfs.com 5,615 5,615 o ] o 0 0 0 0
2acfs.com 5,392 5,392 a 0 o 0 0 0 0
13acfs.com 4,878 4,878 o 0 o 0 0 [ 0
4acfs com 4,872 4,872 o 0 o 0 0 0 0
Zlacfs.com 4,734 4,734 o ] o 0 0 0 0
6acfs,com 4,561 4,561 o o o 0 0 o L]
18acfs.com 4,523 4,523 o ] o 0 0 0 0
12acfs.com 4,462 4,462 o o o 0 0 0 0
Export...

(Rate Limits) ] R—¥

TR —=TREHETLEOLV— MREEHAT S & A—VEEFEET FLRZESHT, lx DXES
MO ORFHHEZ & OBEF A= Ay —UREELEHIRTE 4, [ L— MR (Rate Limits) ]
ViR— MZiE, ZofilRzfib ERl-> ek EERRRSINET,

ZOVR— NI, UTERET LK ILLET,

o KREDANLZEETHEODIHEHINDAREOHLZEHATE RV —Y Th Tk

o WH, TT7— b, BEHMERLSICE T A—AEERATHIMEBNOSIEARET ) r—ay
o NEEERRU YV —REHOT-DIT, MEENTET A — /L EZBEENIIEE L TV HEETT

o ANRLLIFRBZINLVE, REDEREBEFA—N M T 74 v 7 EFELTWDHEET

WEEGEEICET 2 MEHERE F o LR — b ([W#E=—Y (Internal Users) ], [EEA v E—Y
#%{5%& (Outgoing Senders) |72 &) Tik, EEFEINEA vE—VOHOLFHUENET, ZhbD L
A— b TiE, DEORX =V % SHEOZEEITHEE LR EHTHI S EEA,
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g . .
4-14 [L— rHIEB (Rate Limits) ] R—%
Rate Limits
Printable (PDF)
Time Range: | 90 days i
25 Aug 2011 00:00 to 23 Nov 2011 00:32 (GMT +05:30) Data in time range:96.62 % complete
Top Offenders by Incident Top Offenders by Rejected Recipients | e 1y bepots ]
user789@test.com [T 5 user7a9@test.com |— 64
admin@test.com [T 3 admin@test.com [T a8
user34s @test.com 3 userlll@test.com | 44
useri@test.com 2 userd4s @test.com | 3l

userlz3@test.com
userd@[ipv6:2001::4]
userlll@test.com

1 userl21356@test.com | 30
1 userl2133456@test.com | 20

1 userlz3@test.com | 15
1
1
1

userddd @test.com
user986 @test.com
userl2133456@test.com [0

userld33@test.com [0 7
userld@test.com [0 7
userd33@test.com [ 7

2 4 [ B 10 o 20 40 60 B0

=Y

Export... Export...

[ LAr¥®E (A >35> FBl) (Top Offenders by Incident) | v — MZiE, REFAHIREL Y H %<
DZEHICA v =R BHBICEELL) L Lz "o TR EERERENET, FRITH 1
AT UMY LET, ZOF¥— T, TRXTOIY ZAF=b0A o7 v MEMER S ILE
D

[ LArs®E (S L7=32{EH %) (Top Offenders by Rejected Recipients) ] F v — hZix, REHFH
OHIRE EED, RbEZDOZEHFIA v E—VEEELELZ U Xe—TEEERRRINET, 20
Fr— R T, TRCOY 2R F—0bOZEFHDEHINET,

[mr " —7%FEDO L — MMlBR (Rate Limit for Envelope Senders) | % E % & e [ L — MR
(Rate Limiting) ]&REX, BFA— N X2 VT4 TTITAT LA D[ A= FIJ— (Mail
Policies) |>[ A—/N 7r— KU ' —D%E (Mail Flow Policies settings) ] T/T\WE 3, L — IR
DFFCHONTIE, THHADEFA—N X2 VT 4 7T IAT U ADY =2 T VERIFA L TA
T EBRLTIZE N,

[72FT LAY J4)L% (Outbreak Filters) ] R—2

[ A—/v (Email) 1>[ V& — b (Reporting) |>[7 7V b7 LA 2 7 4% (Outbreak Filters) ] ~<—
DIt BOEORAERRRDL T A VAR T AN R L > TREESNE A vE—JICBT 2 HHRNERS
NET, ZOR—VEHEATHE, WEFRERSTTANA, FER, BEOT 4 v v ZHBIZHT
LR EE =2 CXET,

[7Y h7 VA2 7 4% (Outbreak Filters) | X—Y%#MHL T, ROEREAFTEET,
o UANRERT A NG =L o TRBES NI A vy E—V DR EEH ST r—

o UANADEEITHT D, VANVRBRIEED Y — K Z A A

o Ju— Vb UANAREYRAE LB LT-a— D U A )V ADFRAERN

[ %4 781 (Threats By Type) | ® 27 v avidid, 7774 TV ACTEZE LI EIEREEOE
WA Y=Y NERINET, [HEY~ Y — (Threat Summary) |7 ¥ 2 »iZid, VA /VA,
T4y HE BIOFFRKIZE DA v =Y ORRBERRINET,
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[#WE 1 HEEOT7 Y N7 LA 27 < U — (Past Year Outbreak Summary) ]1Zi%, BiFED 7 17— L7
REBL O =DV TOREPRLREINLDT, B—A)V Xy FV—7 P F&EZu—rUr L
FaticExEd, Z7a— UREY R ME, TXTORE (VANVALTANVAUSNOET) O EAL
H£ETT, ZHICH LT, a—AARBEZ, BEWOTFIA47 AR EEEX T A )V AFKAEIZR
EINTWET, B—IARET =X VAN AEOEBITEENEE A, 7o — VL ERRA
FT—=HE, TU NI A 7REECHRERE SN TS LEWEEE 27, Cisco IronPort Threat
Operations Center |2 L > THRIESNEZT R TORREEELET, B— b VBEREEET—F1Z, 77 b
TUA IREECERERE SN TS LEWEEZBXTZ, ZOT7 774 T v ATRHEINZTRTO VA
NABGERLET, [ — B AREDOAFHHEM (Total Local Protection Time) ] (%, Cisco IronPort
Threat Operations Center IZ £ 24 7 A W AEROBIL L, FEN X —IZEDT 0 FUANA T =
F v DL DRHZEICHE ICE SV TWET, BT LT XTOTm— VR AR, BENDT 7T A
T AL B ES2 50T TIRH Y EH A, -] EIT, RERFBPGFIELRVDN, 7o FUANLA R
VHE=NH YT =T B EAFTERNIEERLET (—HORU A =L, v =F v AR
LEREA), Zhid, RERHENREr THD I LE2RTOTIHR, RERFM ORI LERERE A
FCERNWIEERLET,

[ FRlE S 7z A »— (Quarantined Messages) | €7 v a > Tid, Y7 1 V& ORFEEER IO E
DAREINET, T, BRT 4V Z PR LEBENRERA v — YV OREEIET 5 DICEHOR
BT, RSN A v E—U, BEFICEFSNET, @BF., 7V FTUANLR L= ABIORT v
FARNDL = VRMERAIREIZ /R DRI, A vE—URRHESET, Ave—UBNEHREINDE, T
VFIANA I TR 2T BEIORT VFRANRL YT R 2TICE>TAF v S, UALVAGEDN,
sV —=uhEHESNET, B NT XU SOBIMEICL Y, A v = UNRHERNICH D & E
Th, Avk— /mm%w—w(kioﬁﬁﬁf%ﬂé%i)ﬂwﬁéné%A#&@iﬁ;(E%ﬁ
WAZ AN S TR R T2 ) R A v 2=V EHT A LI2E D, HHEOLENC L AIRILEZHEE
T

[ZBDOFA (Threat Details) ] U A MZiE, BBOAT TV (UANVR, FEK, 3740 v
ONE 7 Z/N ’%E‘Z@Eﬁﬁﬁﬂ WAl SNTZA vy =V RRE | FEDHKEIZOVWTOERPIRRSNET,
TANAEREBEOEE, [E 1 FROTA VA T 7 LA 2 (Past Year Virus Outbreaks) ] 1Z&
m%\%quD\?4WXWm#W@ 7u—rVUVIZR R SRR L B, BT A L2k o T
TR SN, BRUORRBES N A v v —VHEDPGENE T, ElOA=a2—2H LT, Zu—2
NREFTFT o= NAREONTN, BIOERTLIA v E—VOREBRTEET, WT7L ~y
=% )y I35 LI2X0, £REY—MTEET,

[N 7 v — L THEZR L= HEF (First Seen Globally) ] OEiglIx, AR KB OE A A —/LEB &
OWeb b7 74 v £F=FV 7 v NU—2 ThD SenderBase 16 DT —HIZH-S %, Cisco
IronPort Threat Operations Center (2 > CIREINFE T, [Ri#FEHM (Protection Time) ] 1%, Cisco
IronPort Threat Operations Center |Z KX 2 K% FWOM & FEN X —(ZXDHT7 VFUANA V7=
F v Offfix & ORFFZEICH ICE SN TVET,

M-) 1L, RERFRIBEELRWD, TUFIANRA XU E =N P =F v R AFETERNT
LERLET (FEHORUF =L, VS =FyEBlERELERA), REREAEeTHD Z L AR
LTWAbIITIEHY FHA, LA, RERHAORBICHNEREREZAFTERNIEEERLE
\?‘O
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4-15 [FP:TL4A4Y 74)L% (Outbreak Filters) ] R—T

Outbreak Filters

Printable (FDF)

Outbreak Filters
01 Apr 2012 00:00 to 27 Apr 2013 02:37 (GMT -07:00)
Threats by Type

== My Reports

Threat Summary

Threat Category Messages
Phish 7277 Malware 30.1k
foneylHule Phish 758.6k
Fake Deal s | 3m
. 1,
Fake Diploma cam
Dating WVirus 20.5k
Request Quote Total Messages: 2.1M
High Crime Region -
Inheritance
Charity
Lottery Winner
. T T T 1
o 4000k B00.0k
Messages

Export...

Year ¥irus Outbreak Summary

Total Local Protection Time: 236.8 hours
Local Qutbreaks: 39
Global Qutbreaks: 1,774

reat Details My Reports
Th t Detail My R 1t

Ttems Displayed 10 «

Total
Category | Threat Name Description Messagesw
Phish Phish It may pose as a legitimate company, tricking victims into revealing personal information, 7103k
Scam Maney Mule The sender may trick victims into passing bad checks on their behalf, 489 6k
Scam Fake Daal It may pose as a legitimate company proposing a risk-free transaction, but requests money from the 25611k
victim to complete a business deal.
Scam Fake Diploma 1286k
Scam Dating a7.7k
Scam Request Quote | The sender may a business relationship and submit a request for quotation or proposal. Do not a0.6k
disclose any sensitive information in response.
Scam High Crime It may originate from geographic regions that send a high volume of scam traffic. 44 .5k
Region
Seam Inheritance The sender may pose as a barrister or lawyer informing victims that they are due an inheritance and 43.0k
must provide information to collect.
Scam Charity It may trick victims into donating to a fake charity. These chanties often pose as relief efforts after 38.5k
natural disasters.
Scam Lottery Winner | It may indicate the recipient has won a lottery and must pay to receive winnings, 37.2k

Past Year Yirus Dutbreaks

Itemns Displayed 10 =  Global Outbreaks -

Outbreak Name Outbreak IDw First Seen Globally Protection Tirme (7 Quarantined Messages ()
Trojan Variant 5,912 26 Apr 2013 12:39 (GMT -07:00) - 0
Trojan Wariant 5,911 | 26 Apr 2013 09:22 (GMT -07:00) - o
Trajan Variant 5,910 | 26 Apr 2013 0%:10 (GMT -07:00) - L]
.TroJ'en Variant 5,909 .26 Apr 2013 08:46 (GMT -07:00) . - o
Trojan Variant 5,908 26 Apr 2013 03:53 (GMT -07:00) - 0
Trajan Variant 5,907 | 26 Apr 2013 03:24 (GMT -07:00) - [
Trojan Variant 5,906 | 26 Apr 2013 00:23 (GMT -07:00) .- o
Trojan Variant 5,905 | 25 Apr 2013 22:4% (GMT -07:00) - o
Trojan Variant 5,004 25 Apr 2013 18:33 (GMT -07:00) - 0
Trojan Variant 5,903 25 Apr 2013 17:25 (GMT -07:00) - 1]

Columns... | Export...
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S
GE) [TUbTLA2 7 44% (Outbreak Filters) | X—VIZT7 — 7 ANELIEREINDTZDICIE, &
X2 VT A EHT 7T AT AN downloads.cisco.com CIE CEAMLERH VY 97,

[ R T LEE (System Capacity) ] R—2

[ #—/v (Email) ]>[V7A— I (Reporting) ]>[+ A7 L% & (System Capacity) | ~2—¥ Clx, E
EXa—NORXA =V BEEBIOREA yE—Y (8, ¥4 X, #50). &F7% CPU A=,
BRI D CPUERASE, AEY X—Y AU v FERR E VAT LATTOFEMB R SN ET,

[ A7 L% & (System Capacity) | X—Y&#HEHT 2L ROBEREMATEET,

s BIA—NEX2VT 4 TTIATUAPHRF Y XU T 4 2 0OBATZD, ZhIZE-> T, &
EDOREALETTBINT 7T A4 T VAR, WORBEZ IR0zt £77,

o XY RUT A ORENSHRREET HAREMEEZ RT VAT AZEHOBED P LU R,
o "NITNYa—T 4T DEDIT, VAT IEINEL Y VY—REFEHLTWDIESERIL £,

Monitor your 7 A —/L X2 VT 4 7T7I7A T RAEE=F LT, F¥ XU T AR Ay E—VRIT
BWLIEHDI > TV D0 2R LET, B, BHORBEICHE> TRFHEML £33, BOict=
Vo Z LTWIE, BIR vy o7 4 ERERELE 2 PUMICEHTEET, VAT A Fx v
T A B AT HIDRNRIEZ, 2FNRE, FEXFa—NOA vy E—Y BLOY YV —RHiK
T—RDOA VT b EBTSZ LT,

o B:IEW| RAYE—VELBRENTO AR OANL 7 24052 ENEETT, R
WCZOTFT—Z%ZBHLT, B0¥NElELET, [%/FA—/ (Incoming Mail) | X— B LW
[1#f5 A —/L (Outgoing Mail) | X—T & EMF 5 L. MEFNICELZBHTE £7, FFMIZONT
I, [ A7 2% & (System Capacity) |:[515 A—/ (Incoming Mail) 1) (P.4-46) BX W I]
VAT LFEE (System Capacity) | : [%18 A —/L (Outgoing Mail) ]I (P.4-47) #ZHL T2
AN

o EEXa— fEEX2—I1F, ARAELBORNE T A NZ Y T EITV, FEARL Ay E—TD
BN AE BT 5, EEEE) & LT ShTWET, 72720, 1EEF o —13AR O
MO TNDH VAT LaRTHEETLHY £3, B, HERMEEX 22—y 77 v 73 T4
VT 4 OREZR LTV DO RREMENH Y £, [ AT L% & (System Capacity) |: [V —7
¥ = — (Workqueue) | &%V%{ﬁﬁﬁﬁ‘é LV EEXR 2 —NOT VT BT 4 BT ET, B
MIZOWTIE, [ A7 4% & (System Capacity) |: [V —7 ¥ =— (Workqueue) |/ (P.4-45)
%8%L1<tém

. U V—RBHE— R T T I5A T U ANF—R_"—a— Richné, VY—2HKE—F (RCM)
12720, CRITICAL VAT A 77— MREEFEINET, TOFT—RIL, T AL, RN
HODRA v e—VENILTE D L IICHFF SN TVET, kﬁ%®77747/xi BRI
RCM (2725 D TiE <, A—NVEPIEFIZZWGE EIERFITHM LGS0 A RCM I
HMENRHY F9, HERRCM 77— Mi, VAT AR A ——n— K| iﬁ@/)o%é_}:%‘:ﬂ“
LCWD AR S Y £, RCM iE, [ A7 A% & (System Capacity) | 21— ¥ CIHBIFC&
ES IR

\"
)J

&E (System Capacity) ] R—VIZRRTENDLDT—32 DERA X

[V AT LAE R (System Capacity) | _—VICT — & & Fon§ DG 28I+ 2558, kO Z LI
BETHZENEETT,
e Day LAA— b :Day LAR— R Tk, BT —7 V2R L, 24 B OB 1 REEZ & icT7 774

TUANZE L 2 ) —OERBEEZFR R LET, ZOFRIFHMT -7 b ESNET,
Z AT IERE R B T,
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e Month UAR— bk : Month LAR— FTi&, 30 HRMIE/=12 31 B (FOHAOBEIZIELD) OH

T NERZL, 30 HFMEZIE 3 FFEOEM#AL7 =) —HE2RRLET, Zb ERREET
ﬁ—o

[V AT L5 & (System Capacity) | X—Y® [ K (Maximum) i+ > ¥ —Z %, EEI M
MO KEA R LUET, [FH (Average) | fHIFIEE SNHBOFT X TOMOFEETY, HEiHH
X, LAR— MCX L GEREN MBI L TR ARV £3, 2L 21X ABRMOFT ¥y — hoRAIE, A
fZED [FH (Average) | MEE [ K (Maximum) |fEZFRT 52 LN TEET,

¥ED T Z 70 [EMER (View Details) (V7 %27 Vv 7 F5E&, fHxDEFA—I X2
TU4 T TITAT UV ADT—HABIOR 2 VT BT T4 T VAR SINTEZT T34 TV AD
T ERPRFIRENFET,

[ RTLEBE (System Capacity) ]: [T—2 F 21— (Workqueue) ]

[ AT L% (System Capacity) ]: [V —7 % =— (Workqueue) ] ~— 2L, fEE S o
1’?%«*\':—7\]0)% vE—VEPERINET, £, RCHROEEX 2 —NORKA v E—V B FER
ShEd, H, B, A, FLEFOT—FEERRTHIEHLTEET, [V—2 F2— (Workqueue) ]
i TéTﬁEE@O)Z/W’? X, E¥THY, BETHHERUERH O EF. A1 7 OFAEHER
m< 720, RMMICOI > TRERORER S HE., T 33T 4 OREZ R LTV D AR H D £
9, [V—7 % =2— (Workqueue) | ~S— ¥ % fit ﬂ”é&%i EEX o — Ro 7 v 7T OMEE % IE
L. 10,000 A v E—V%BX (X2 — Ny Ty NCEET L ERHERINET,
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4-16 [YRTLBEE (System Capacity) ]: [7—% ¥ 21— (Workqueue) ]
System Capacity
[ Workqueue | Incoming Mail | Gutgoing Mail | Systern Load | &ll)
Prirtable (POF)
Time Range: 90 days - Yiew Data for: All Email Appliances -
27 Jan 2013 00:00 to 27 Apr 2013 06:26 (GMT) Drata in time range:94.01 % complete
Average Time Spent in Work Queue
Seconds
001
00:00 -
0000 |
00:00 -
0000 |
00:00 -
0000 |
00:00 -
0000 |
o000 — —
0100 R T e R e R LR
29-Ja 12-Feb 26-Feb 12-Mar H-Mar af-Apr 23-Apr
View details
Export..
Bverage Messages in Work Queue
Wiew details
Export...
Maximum Messages in Work Queue
600
E‘W—
m_ f\ﬁ\f\
12 Feb 26-Feb 12 Ma IIIIIIIII 2;) Ma 23-@9‘
View details
Export,
N E
[ RTLAE (System Capacity) ]: [Z{EA—/U (Incoming Mail) ]

[V AT L% & (System Capacity) ] :

[%fE A . ARG AE

—/L (Incoming Mail) ] ~—IZ

A=V ORE, FHA =Y A X BEA Y- ‘/“@%’A‘%%X\ﬁiﬂ‘éhiﬁ“ H, @, A,

FRAEORRERIITHZELTEET, THHOREIC
VY REEMELTRB ZENEETT,
(Incoming Mail) | ~X—V %M HT 2 &, BIFAIIZ A
FIEZTHZ LN TEET, HEA

BI2EFEOAvE—VEEANL IO
[X'fl:l —/b

—VEOHEINEZER L, VAT A T/ T 4D
TR LREFEET R T AN T BRI LT, FFEDO R

[ AT A% E (System Capacity) ] :

AALUMPOEFy hU—J I ZEEENDEF AN AvE—VDBEDO MLV RERRT DI L HHERRE

ni‘j—o

GE) AEESEEoBINT. XPFLLI AT LAATR

I EE B2 5D TIEHY £ A,
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417 [RTLBE (System Capacity) ]:

System Capacity

[ Warkaueue | Incoming Mail | Qutgoing Mail | System Load | All]

[Z{E#—JL (Incoming Mail) ]

Frintable (FDF)

r—
\'l

Time Range: 90 days

Total Incoming Connections

27 Jan 2013 00:00 to 27 Apr 2013 06:26 (GMT)

- Yiew Data for: All Email Appliances -

Data in time range:94.01 % complets

View details
Export...
Total Incoming Messages o My Reports

7 T T . EEnaaes e
26-Feb 12-Mar 26-Mar 0%-Apr 23Ape

1E0.0M 4
90.0M 4

Total Incoming Message Size (Bytes)

=\ e

29-Jan

Wiew details

12-Feb

I L |
26-Feb 12-Mar 26-Mar a-Apr 23-Apr

Export...

Z&E (System Capacity) ] : [i%2{§ * —JL (Outgoing Mail) ]

[ AT L% & (System Capacity) ]:

[ %8 A —/L (Outgoing Mail) ] ~<—UIZiE, HE#R. %G

AvE—VOREK. FHA =T A X FEEA - ‘/“@%"W‘%X‘ﬁi‘ﬂtéhiﬁ” A, @, A

FLRFORRERARTHIELTEEY, THAFOREIC
LYy REHML T ZENEETT, [V AT AKX R (System Capacity) | : [ %18 A
Mail) | X—VZ2EHT 2 &, BRI
HTENTEET, FIEA

BILZBEDAyE—VBEEANL IO
—/b (Outgoing
A—VROMMMAZBIFL, AT 5 F ¥ /30T 1 OFHE AL T
= TR EREHET —F R LT, FED FAAL U ERIXIP T ML

AMBEEENDIBEBFA—IN AvE—VOBO MLV REERTDHZEBHBEINET,
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4-18 [V RTLBE (System Capacity) ]: [#{§A—JL (Outgoing Mail) ]
System Capacity
[ work | ing Mail | ing Mail | Systern Load | 2ll]
Printable (POF)
Time Range: 20 days - View Data for: &ll Email Appliances -
27 Jan 2013 00:00 to 27 Apr 2013 06:31 (GMT) Data in time range:94.01 % complete

Total Dutgoing Connections

T TTTTTTT T T T T T T T T T
20- Jan 12-Feb 26-Feb 12-Mar 26-Mar 09-Apr 23-Apr

Wiew details
Export...
Total Dutgoing Messages & My Reports
L B o L U e T
26-Jan 12-Feb 26-Feb 12-Mar 26-Mar 0%-Apr 23-Apr

Wiew details

L L N L L L L L T T T
29-Jan 12-Feb 26-Feb 12-Mar 26-Mar 09-Apr 23-Apr

Wiewe details

Wiew details

AT LBE (System Capacity) ]: [ RATLDETR (System Load) ]

VAT AAMLUR— MIIE, BFA N X2V T 4 TTITA T ATOR CPUBARNRENE
4, AsyncOS i%, 74 RLRED CPU Y Y —2 &AL TA v —Y AV—7 v hE&H ELESES &
IS TVWET, CPUBAERES TH, BT LHEVAT A Fx 30T 4 OEEZRT OIS
TIEHY FA, CPUBHRNEL, 22OmR) 2—LbDAFY A= 2T v B IRFEAET LS
B XX T 4 OFEOFREERSH Y £9, 2OV T, A—VLE, ARABIORT A LA
TPy, LER—b, BIUOREE R P S ESEBERICI--THERAESNS CPUDRBEFR T HI T

r—
4
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LR SNET, MEEER CPU DV T 71E, VAT ALETELEL DY V— 2T 5850 OME% R~
IECT, 77947V AOKBLNVERIGSE, 2077 7%, REST « B—7 M bo LT iRe
T 5 DICESL B E9,

AEY R=D AU LT DT TINE, VAT LILEDT 4 AT ~DOR_R—=D v TRV MEE R L
4 (KB/FHEAD),

4-19 [ R T LBR (System Capacity) ]: [V X TLDER (System Load) ]
System Capacity
[ workaueue | Incoming Mail | Qutgoing Mail | System Load | &l]
Printable (PDF)
Time Range: 90 days - Yiew Data for: Al Email Applisnces -
27 Jan 2013 00:00 to 27 Apr 2013 06:32 (GMT) Data in time range:24.01 % complete
Overall CPU Usage

e My Reports

W 2nti-spam activirus [ Ml Processing [ Reperting Gusranling

View details
Export...

Memory Page Swapping

TTTI I T LB T T T
12-Feb 26-Feb 12-Mar 26-Mar 09-Apr 23-Apr

View details

AEY R=U RADYEVHICEAT IEAEEE

VAT AT, EMIICATY AT T TEHEIICEHINTNDEDT, —#HOAEY AUy BT
FERZIVELILOTHY, TTIA TV AOMEETRTLOTIEISY A, VAT AN FITER
Va—2DATY AU U TEITIHAUIMI. AT) AUV TFEFETHY, B 0EHZ
FHTT BT CISO T 7 IA T ADEE), =& 2iE, 42012, BARY 2a—ADAFEY ATy ¥
VITEREIITIVAT AR R LET, N4 RAEMAEXEAITIE, Xy NU—ZZV AT v
TV X2 VT4 TTIAT U AEBNT 0, BEEZRAEL T, HRKOALV—Ty VR T 5
ZERMERBELH D ET,
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4-20 [V RTLEE (System Capacity) ]: [ R TLDAR (System Load) ] (FEFENDI X
TL)
100.0%
90.0%

E0.0%
70,0% =
60,0%
50.0%
A0.0%
30,0% -
20.0%
10.0%
0.0%

. . . | . . . . . . . . .
19:00 23:00 03:00 0700 1100 15:00
= o]
100.0%
90.0%
B0.0%
70.0%
60.0%
50.0% -
40.0% -
30,0% -
20.0%
10.0%
0.0% T I T T T T T T T
19:00 23:00 03:00 0700 1100 15:00
B Anti-Spam O Anti-Virus B Mail Processing O Reporting O Quarantine
Memory Page Swapping

My hezots

T T T T
18:040 2300 03:00

. . . . . . -
0700 1100 15:00

\'l
N

AXE (System Capacity) 1: [TXRT (Al ]

[TT (AID) ] 2—=2 T, ZHETOTRTDOYVAT A F¥ 30T 4 LR— b 2HE—-DOR—IICH
AL, SFESERVFR—NELEOBBREERTAZZENTEET, 2 21E, BRIRAATY AU Y
VI DORAELRFFHICA v - Fa—REWNWI L EERTEET, _ﬂi %?/\/74®FEJ%_H®
JETHLAREM N H Y £4, ZDX—Y% PDF 77 A VE LTIRIFL, B TERT L0 (£
IV R—h ZZ w7 EHEFTEHEZDIL) VATLANRNTF—< L ADAF v F gy F%ﬁ’d’??‘é:t
NHELE S L E T,

[E%hi LR— k T—42 (Reporting Data Availability) ] R—

[ A—/v (Email) 1>[ VA& — b (Reporting) ]>[H#72 LA —F 7 —% (Reporting Data
Availability) ]“\~:‘/“Cli ) V—AFHEBLOE AN T 7 4 v 7 OEEOH LGN TV
HABIRRENDEIICT—#2ERR, BHBIOY - b TEET,
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4-21 [BE#iA—I)L LR— r F—4 (Email Reporting Data Availability) ] R—
Reporting Data Availability
Printable {PDF)

Time Range: 90 days -

27 Jan 2013 00:00 to 27 Apr 2013 05:38 (GMT) Data in time range:94,01 % complete

overal
100.0%
90.0%
B0.0%
T0.0%
60.0% -
50.0%
40.0%
30.0%
20.0% -
10.0%
0.0% -f ¥ f ¥
28-Jan 11-Feb 25-Feb 11-Mar 25-Mar 08-Apr 22-Apr

= My Reports

TOR—TUNS, EFX a2 VT A BT S ITAT VR L S TEHINDT T I5A TV ARRKOT — X
TRAFGEVT 4 H2GOT, T R_RCOT—F VY —AFHEBLONETFA—NV T 7 4 v 7 IZEED
HDOGIINERINET,

ZDOUVR—=F RXR=Unb, FEDT I I7A7 L ABIORHHEHOT —% 74 F )T 4 2K RT
LZLEHTEET,

Ao a—ILEBEEShE=BFA—IIL LIR—rEATFTUFR
DEFA—IL LR— FIZDOWNT

EFRRIREL: LAR— b DIESE

LD 72 WRBY . ROXATOEFA =N X2 T4 LR— ML, A7V a— LB ESNZLFR—
FBLOF L Fvr F LAR—RE LTHEHATEET,

e [zyF Y 7 4% (Content Filters) |: 2D L AR— MIITHK 40 DT Y 7 4 )V HREK

RENET, ZOXR—VICRREINDZDMDIERIZONTIE, [[m2F7 Y 7 1% (Content
Filters) ] ~~—<) (P4-34) 2L T ZIW,

e [DLP A > ¥7 v K %~ YU — (DLP Incident Summary) ]: ZDX—JIZRKRSNDHERICDONT
1%, I[DLP A > 7 h ¥~ U — (DLP Incident Summary) ] —| (P4-31) 2B L T2
I,

o [EEWIFEART—HZ A (Delivery Status) ] : ZDLHR— h A—=2iL, FFEDZEHE AL U ET
R — R = A 7 RLASOREOBBEIZOWTOHERAEREINET, /2, ZOX—V
X, BT 3 RERBINICC AT M Lo TRUME SN A v — 2D B 20, 50, F7213 100 OZA{E
FERAL DY) A NPRRRFINET, FRIHEROI T LEEHLOY 7 %227 ) v 7325281
KoTL BHORA N AT —=F A, TUT 4 TR%EE (T 740 18), YW LIcHf, BESh
5 H, VTR AT A AR BEON— R AT U RZEENNCY — s T&ET, &
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A= X2 VT4 TTITAT L ATO [ EFUHERAT—X X (Delivery Status) | ~X— YO E|
DFMICOVTIE, BEVOBEBFA—N X2 UT 4 TTIAT UV AD~Y=aT VERIA LT
AL ~VTESBLUTLIEIND,

o [FAA DO/ €I T 47 %~ VU — (Domain-Based Executive Summary) ]: 2D L HR— I
WA= LR—=T 4 7O [#E (Overview) | N—VIZEIE, HEEINTZ RAL DT —
TICHIRENE T, BARINDERICONTL, [ RAAS Y HOZTEI T 47 Y~V —
(Domain-Based Executive Summary) | LAR— k| (P.4-53) &ML T ZEN,

e [=/¥I T 47 ¥~V — (Executive Summary) ]: ZOLR— ML E A=V LR—T 17
O [#E (Overview) | N—YOFERIZIESEET, RINDERICONVTR, [[ FAL O
=~ J7€r 7 47 %~ U — (Domain-Based Executive Summary) ] LA — ] (P4-53) &ML T
TEEWw,

o [%ZfGA— H~ VU — (Incoming Mail Summary) ]: ZDX—VICRKRFRSNDHERICONTIL, I]
=15 A—/L (Incoming Mail) ] <—) (P4-16) 2B LTI ZSW,

o [Nl —+¥®¥~ 1Y — (Internal Users Summary) |: ZD-X—VIZERINDIFEHRIC O T,
M= —4 (Internal Users) ] ~<*—7) (P.4-28) ZZ&M L T 7230,

e [TURNT VLAY 7 4% (Outbreak Filters) ]: ZON—VICERINDHERICONTE, [T
7 7 LAY 7 4% (Outbreak Filters) | X—] (P4-41) #H5HL T 7ZIW,

o [%f3%E (Outgoing Destinations) ]: Z D _—IJIZERENAIERICONTIE, [ 5%
(Outgoing Destinations) ] *—"] (P.4-24) #&M L T E X,

o [#fEA—/L ¥~ U — (Outgoing Mail Summary) |: ZDONX—VIZFRINDHERICOVTL, ]
EE A v E—UEEH (Outgoing Senders) | ~X—) (P4-26) ML T X0,

o [EfE A vE—VEE#H (Outgoing Senders) | : ZDO_N—VICFRENDERICONTIE, [[5(F
A w—T%EFH (Outgoing Senders) | X—| (P4-26) Z#ZML T IZE 0,

o [EEEZL—F (Sender Groups) |: ZDO_X—VICFRENLHERICHOVWTIE, [[EIEH 7 NV—
7 (Sender Groups) | LiR— k ~2—37| (P4-23) 2L T ZEN,

o [V AT AEE (System Capacity) ]: ZOR_R—VIZERENDERICONTIE, [V AT 25E
(System Capacity) ] X—<"] (P4-44) #ZRL T Z30,

e [TLS ##% (TLS Connections) ]: Z D~ —VIZRR SN DFEHRIC Wik, [[TLS B (TLS
Connections) ] ~—| (P4-37) #ZHL T LIV,

o [UANA XA T (Virus Types) ]: T DOR—VIZERENDERIZONTIE, [[UANVA XA T
(Virus Types) 1 ~<—) (P4-35) WL T EEW,

i S

ZUAR—ME, BiE. BET7HRB., BT, BFE0OH (®K250 B), F23BEOH (&K12 5 H)
DT —FEEbDEICRETEET, 2, HELZHAEK 2~100H) Fo3EEL-A% 2~
12%A) OF =255 b TEET,

VAR — N OFATRENIZ 22 59, BERIOFRFREIME GBE 1M, 1 B, 1@EM, 7215 H) ©
T=HORNEENET, ZE2IEX, BRVA—MEFRT I BRZETTHEICAr Va— V2R EL
72854, LAR— MJIERETH O 00:00 705 23:59 FTOT—ZNEENET,
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%2 DLR— MIEFEOR r— L EHH LT, PDF LR— b2 27 Pa—L@ELEZY, raw T — 4 &
CSVIZ7ANELTCZIAR— I LENTHIENTEET, [EHLA—b (Scheduled Reports) ]
N=VDFHERR Yy T LY A= =T, 2—FREEERL T\ oH e — LB X OEEE T PDF L
R—=bF2ERELIIAT 2= NTEILERTEET, VR—T 4T T—H2BLIORN T v
F—=FOHRMB L O AR — 1] (P3-10) OEELFEREZSZML T IZEN,

F—haA TEHLK— +ORTE
VR — b ORI, 7T =0 A THEH LR FBOD VAT ANLHIBRS NS ME DN T, 77—
HATEF A= VA= FOFRFLER] (P4-59) 2ZML TSN,

ZTOMDLAR—k 24T

X2 VT4 BT TIA T AD [ A=) (Email) ]>[ L& —F (Reporting) ] &7 ¥ =3 Tik,
WD 2 FEHOK B L AR— N EERTEET,

s [FAAS U BOTIEY T 17 ¥~ U — (Domain-Based Executive Summary) ] L'7R— b
e [=7EVF 47 ¥~V — (Executive Summary) ] LA— k

[EXASBOITEY T4 7 Y7 1)— (Domain-Based Executive Summary) ] L7/R— k

[FAAS v BEO= ¥ 7T 47 ¥~V — (Domain-Based Executive Summary) | LAR— ML, R v
FO—=ZAD 1 DERIFEEO RAAL D OERBIOREA v —VOMERERENET, ZhiF]
7B 7 47 Y= U — (Executive Summary) ] LA— hELITHWETR, LR—F T—20, BE
L7e RAAL UTEZBEEND A v E—VICHIBRENE T, [EEA— H~ U — (Outgoing Mail
Summary) ] iZiZ, BEEV—SOPTR (KA ¥ La—FR) ORAAL VB, FBELLE RAAL I—3K
TOGRICDOHRT —HINRRFINET, BHO RAAL BB EINTVWDIEA, ZOT7I74 7T VA%
FTRTCDORAA DT —F% 1 DOLR— MIEHLET,

YT RAAL DU R— FEAERTDITNE, EFA N X2 T 4 TTI7A4T 0 ABLR X2V
TAEBT T IAT VADVR—=T 4 T VAT LT, IRAAL L EED R RAL L ELT
BT 20ERH Y E3, 72 2IiE, examplecom A2 FL~UL KA AL LTEMLEEA.
subdomain.example.com DX 9 2% 7 RAAL L VR—FT 4 U IERATEL LIV ET, B
VRLAUL RAAL CERBNTHICE, BFA— NV EX2VT 4 T7TI7A4T7 2 AD CLI T
reportingconfig -> mailsetup > tld #Ef7L, X2 VT 4 BHET T4 T AD CLI T
reportingconfig -> domain -> tld % 317 L £ 7,

EOMDAT Y 2—VRESNIVAR—FEFRRY | [ FAAS BOZITEIT 47 = U —
(Domain-Based Executive Summary) | VAR— MIT —U 4 7SN EF A,

[FAASBDOITTEY 717 Y=< 1)— (Domain-Based Executive Summary) ] LiR— k&L EaT—3> 400
A)JIC&k->TITAYI SN Ay E—D

LEaT—vay J4NZ Y Ik oTT7 Ry 7 SNTEA v E—VIHMEEF 2 —ICAL RO,
AsyncOS I ZZNHD A v E—UIZR LT, 585 FAA CE2HET D7D DM ITATVER A, T
URXRZE T, RALA VD EIHERENTA v E—VEPHEEESNE T, AL TEDTuy 7 &
NTEA v E—VOEMBREEMBDICIE, A yE—UZEHL~L (RCPTTO) IZETHIETEXF=Y
TAERT T I7A4AT A HAT ERZBIELET, £ 52 LT, AsyncOS BNERFBA vE—U D%
BET—HEPETEDLLICRVET, BEFA—NVEX2YT 1+ 77747 AT listenerconfig
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GE)

>setup 2~V REHFA L THESZELEDZENTEET, ZEL, Z0F Ty a VFv AT A0
T A AN RITTATREMER B 0 £, BIE L7z HAT G OFEMIC Wi, ZHEADE
A= tXal)TF 4 TFIAT LV ADY=a T LEZR LT AN,

X2 VT A BHT T IAT VAT RAL v BEOTE ST 47 ¥~V — (Domain-Based
Executive Summary) [ LAR— D [LEaT—v a3y 74 ZIZ K B1E1E (Stopped by Reputation
Filtering) | D#ERZERRTHITIE, BIA— N X2 VT4 TTIAT AL BX2 V7 0 HHT
7T AT ADW T hat_reject_info A X — T MZT HMERH Y ET,

X2 VT A EFHT 7T A7 AT hat_reject_info %1 x— 7 /LIZF 5HIZ1L, reportingconfig >
domain > hat_reject_info =~ > RZETLE7,

[FASBDOITYTEY T 14T ¥<1)— (Domain-Based Executive Summary) ] LR—FD KA A U ELUREFD )

A nER

(E)

AT 4 F¥alb—vary Iy ANEERALTC, [ RASVBEOZ T T 47 Y~ —
(Domain-Based Executive Summary) | VAR— D RAAL VBIOZEHFEEHECTCEES, 27«
Xalb—vary Zr7AMI, TTIAT L ADA Ly T4 Xal—varyT4b7 NIIRIFEENDT
XFANT7ANLTY, TOT77ANVOITZT LI, HRDO VAR — FPRERINET, ZHIZEL-T, K
BORAAVBIOZEEREEZ 1 ODOLER—RNIEDDIZENTE, HEDORAAL Y LEA—FE2 150
ary 74 Fal—vary Iy VTEHETEET,

AT 4 X2l —valy Ty ANDEITITNE. RALVLEDANR—=ZAKYIN YA ME, LiR— FZAE
HEOBFA—N T RLADAR=ZAXGIV VR IREENET, AL ADYV A NEBFA—LT
RLADY R MNIH o ~<~TRY S ET, subdomain.example.com O L 912, Bl KA A 4 ORI
TRAA KLU REBINTHE, YT RAALEEHDLTENTEET,

WIRT 77 AT, 3OOV R— b 2ERTE 1 OOV R—h a7 4F¥alb— a3y 7744 T
ERS

yourdomain.com sampledomain.com, admin@yourdomain.com
sampledomain.com, admin@yourdomain.com user@sampledomain.com
subdomain.example.com mail.example.com, user@example.com

Ay 74 F¥alb—vary TrA Nl 1 OOARIFTE LAR— MIERSNERELHEH LT, Eo L
A= MEREMICERT D ENTEET, & xiE, Bigfish &9 4RO Redfish & Bluefish
LW I AETOEMAEIL L, Redfish & Bluefish O KA A &5l &fex#ifid 5 & Lxd, Bigfish #-
W, BxDRAL Y UR—=MIXIET D 31TREENDLIa 74 X2l —vary 774 VEHFEHLT
12O [ KAAS O T¥ 7T 47 ¥~ U — (Domain-Based Executive Summary) | LR — k& {ERK
LET, 77734 T VAT AL OB T 47 H~1U— (Domain-Based Executive
Summary) ] LAR— h iﬁEEJZ Ib & Bigfish #h0EE#H X Bigfish.com, Redfish.com, ¥} X
Bluefish.com ® L K — %Z{g L. Redfish L& H# X Redfish.com KA A DL KR—FEZEL
Bluefish L& & 1% Blueflsh.com RAAL L DLUR—F2ZELET,

HEMTELR— N LICR RS2 a7 4 Xal—vay J7ANET FTIAT VAT v Fa—RT
Xk, F. BEOLRA—MIHLTRLar 7 Fal—Yay 7y AL E2ERATHILELTE
F9, i, BRHMORIC FAA ICET AT —2RFRIND, BEOL4RIMNEZLR—
ERTEES, 77947 ACar 74 Fal—ary 7740V T v a—RT58813, 77
ANZEREFRLRWEY, GUI TLR— MNREZFHTILENH D £H A,
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[FAABOITEY T 47 < 1)— (Domain-Based Executive Summary) ] L{R— F DR

ATFvFT1

A7y 2

ATvT 3

ATv7 4

AFwFT 5

ATFvT 6

AFyFT 7T

FIR

X2 VT U BT SIAT UV ATLR—FDRAT D a— LERETHZEE, TITLAR— MEAR
THZELTEET,

LR— MDAV a—VEFRETDHIZIE, ROFIEEZETLET,

a. [A—/V (Email) ]>[ LA —F (Reporting) ]>[EM LA — K (Scheduled Reports) ] 3R L
ij‘o

b. [E#MLA— hZiBEM (Add Scheduled Report) 1 %27V v 7 LE T,
Fr T K UAR— MEERT DI, ROFIEEFATLET,

a. [A—/ (Email) ]>[ VA& —F (Reporting) 1>[7—H A7 LAR—F (Archived Reports) ] %
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