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E2E  tyLa EEOLHOYTYU— APIOFER |

WM vy 3> a92% APILO—LOER

ActiveCount APl DHH R F—~<

OV TN AX—~< T 7 AL ISE D/ — KD F—4 > k Monitoring ~)VYFTT 7T 47 &
varohvy hERET 5790 ActiveCount API 22— /L O H J1 T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="activeCount"/>
<xs:complexType name="activeCount">
<xs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

ActiveCount APl I—)LOFEUH L
N

GE) APIa—nN&FRITT L4 —5 v b /— D, F%h72 Cisco Monitoring ISE / — R ThH 2D Z & HHER L
TWARENRH Y £9, Cisco ISE / — RO~ Y F %2 ERT 121X, [Cisco Monitoring ISE / — K®
il (P.1-2) #ZML T EEW,

ActiveCount APl O—/)LZH{T7 BIZI1&k. ROFIEZEFTLET,

AFw7F 1 Z—% v b Cisco Monitoring ISE / — Nicu 7' A > LE7,

7o & 21X, BFA NAD acmel23 @ Cisco Monitoring ISE / — RIZERANC e 74 T 58E5. 20/ —
RO URL 7 RLVABRD LI ICERRSNETS,

https://acmel23/admin/LoginAction.do#pageld=com cisco_xmp web page tmpdash

AFwvF 2 T/admin/] 2> R—3> h%& APl a—/L O aR—>x> k (/ise/mnt/api/ <specific-api-call>) (Z& &
#azx <, #—4%v bk /J—FKOURL 7T KL A 7 ¢ —)L RIZ ActiveCount AP = —/L & AJJ L £,

https://acmel23/ise/mnt/api/Session/ActiveCount

~

GE) hboa—uE, KXFILFEXGT L5720, =5 J—FOURLT7 KLRA 74—
b RIZIEEIZS API 22— V& ANTHLENH Y F9, API 22— L HAITO Tmnt) OfFHIT,
% —/% > bk Cisco Monitoring ISE / — F&#£ L 7,

AFv7F 3 Enter ¥—%HLTAPI a— V% RITLET,

ActiveCount APl a— )L HiREhB35 > TI)IL 7—4

wiz, #—4 > bk Cisco Monitoring ISE / — K C ActiveCount APl = —/ /L Z T & ZITEIND
T2 (T T47 vyvar¥) ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>

<count>5</count>

</sessionCount>
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RAFw Eyray hooi

BET 7T 4 TR T_XRTCORATF ¥ vy va  OBREOD T N ERET 572912 PostureCount API
a— LB FEHATEES, 22T, 2% —~ 77 A /LD, PostureCount APT == — /L & IOV 4
ZEIZRY, BIEOTRTOT VT 47 RAF ¥ Byvarkhyy bT5FIE, 20 APL 2 — L%
TRIGEENDZARATF Y By vay T—FOH% T OWTIEHALET,

PostureCount APl D Hh X ¥F—~<

OV UTN AX—< T 7 AL, ¥—4 > k Cisco Monitoring ISE / — R THET 7 7 4 TR A
Fry kyvaroh vy bERGT S 72H0 PostureCount API = — /LD )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="postureCount"/>

<xs:complexType name="postureCount">
<xs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

PostureCount APl 3—/LOFEUH L

~

GE)

ATFvFT1

APl 2 — V% RITTH X —7 > b/ — KD, FA#72 Cisco Monitoring ISE / — R TH 5D Z & ZfEid L
TWAMENRH Y £9°, Cisco ISE / — RO~V Y F % R4 %121, [Cisco Monitoring ISE / — RK®
s8] (P.1-2) 2L TSN,

PostureCount APl 2— /L% R{T¥ BIZ[E. ROFIEEZERTLET,

% —7%" > bk Cisco Monitoring ISE / — Nlcmr 7 A » LET,

7ok Z1E, BA 4D acmel23 @ Cisco Monitoring ISE / — RIZRAIC e 74 358K, 20/ —
FOURL 7 FLARRD L HICR RS NET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash

[/admin/] 22> R—F > % APl a—/L D2 FR—> > k (/ise/mnt/api/Session/<specific-api-call>)
WCEXH X C, ¥—% >k /=KD URL 7 KL A 7 ¢ —/L FIZ PostureCount AP =2— /L% AJJ L &
T

https://acmel23/ise/mnt/api/Session/PostureCount

S

GE) hboa—mE, RXCFNILFERT D720, #—5 > 8 /—FOURLT LA 74—
v RIZHEEIZA APL 2 — 2 AT 0ERH Y £9, API = —LBIHITO Tmnt] ORI,
% —7%"> |k Cisco Monitoring ISE / — R&ZR L 7,

Enter ¥—Z# L T APl =2 — L& R(TL £,
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WM vy 3> a92% APILO—LOER

PostureCount APl a— /L b REhB P2 )L T—4

Wiz, #—4%" > b Cisco Monitoring ISE / — K C PostureCount APl =2 — /L Z MO & X [ZiRE D
T—4% BUET VT A TRAEATF Y By arv#) 2RLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>3</count>
</sessionCount>

JO72745 vy arhora

BIET 7T 4 7RI _X 77747 vyar vy b&EEET 572912 ProfilerCount API = —
NEBHTEET, ZITiH, A¥%—~ 77 A LD, ProfilerCount API = — L &I 4 Z &
I, BEOTRTOT /747 Turd7r7A47 vyvara vy M5 FRIE, 20 API 22—/ %
FHRIGRENDTuT7 745 Byay F—ZDOY U FAZHOWTHHALET,

ProfilerCount APl DHH X ¥—<

OV UT)N AF¥—< Ty AE, ¥—4 v k Cisco Monitoring ISE / — RTHET 77 4 7771
7747 By aroh vy NERST H72HO ProfilerCount API = — /LD 1T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="profilerCount"/>

<xs:complexType name="profilerCount">
<xs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

ProfilerCount APl a—/)LOREUH L

~

GE)

APl a— NV EFITT D5 —0 v b/ — R3, A7 Cisco Monitoring ISE / — R TH D Z & iR L
TWBHRENRH Y 7, Cisco ISE / — RO~V Y ;%R 7 511k, [Cisco Monitoring ISE / — K ®
B8] (P1-2) 2L T IZE0,

ProfilerCount APl O— /L& #1773 3I21E, XOFIEZETLFET.

% —/%"> k Cisco Monitoring ISE / — Rizr 7 A > LET,

7o & 21, BFA MAH acmel23 @ Cisco Monitoring ISE / — RIZRANICa 74 T 585H5, 20/ —
FOURL 7 FLARRD L HICR RS NET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash
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Bty ary YRk APl a—LoER B

[/admin/] 22> KR—F% > % APl 2a— /LD FR—> > b (/ise/mnt/api/Session/<specific-api-call>)

WCEXHZ T, #—4F v N J—ROURL 7 KL & 7 ¢ —/)L RIZ ProfilerCount API =— /L% A/ LF

ﬁ—o

https://acmel23/ise/mnt/api/Session/ProfilerCount

N

GE) hboa—mFt, RXFIXFERBTH20, ¥—5 > b /J—RFKOURLT KLA 74—
U RICEEIZE AP 22— L& AT HHERH Y £, API 2—VHAITO Tmnt) OFEHIL,
Cisco Monitoring ISE / — FZ R L £7,

Enter ¥—Z# L T APl =2 — L& RITL £,

ProfilerCount APl A—I/LHh 5 REh DYV TIL T—4

Wiz, #—% v b Cisco Monitoring ISE / — K ProfilerCount APl = — /L ZIEONH & 2SN D
T8 BUET T4 7R TuTr AT kyva ) ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>1</count>
</sessionCount>

Bttty ary YR M API a—I)LOER

WOHMEE Y a VAR API =2—{Z X > T, Cisco ISE ERHIZHIT 5% —4 v k Cisco
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ActivelList API

ActiveList API
~

GE)

AFvFT A1

A7y 2

DHARF—=

OV TN AFx—~ Ty A ML, ¥—7 v k Cisco Monitoring ISE / — RCHAET 77 4 Tty
vary (BLUOtyva UBEER) OV R N ERET 57290 ActiveList API = — /LD )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<xs:sequence>
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<xs:sequence>
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct session id" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

O—ILOFREUH L

APl = — V& FITTHHX—5 > b /7 — KW, F%h7e Cisco Monitoring ISE / — K Th b Z & Z#HER L
TWARENRH Y F£9, Cisco ISE / — RO~V Y F %2R T 5121, [Cisco Monitoring ISE / — K ®
B (P.1-2) 2L TLEEN,

ActiveList APl I—)LZ%{T9 BICIE. ROFIEERTLFES.

% —4%" v K Cisco Monitoring ISE / — Ficu 7 A > LEd,

7o & 21X, BFA M4AD acmel23 @ Cisco Monitoring ISE / — RIZEANIC e 74 T 58E5. 20/ —
RO URL 7 RLABRKD L IR REINET,

https://acmel23/admin/LoginAction.do#pageld=com cisco_xmp web page tmpdash

[fadmin/| a2 FR—F> h%& APl a—L D= R —x 2 b (/ise/mnt/api/Session/<specific-api-call>)
CiE &L T, ¥—4 v M /= RFROURL 7 FL A 74—V RIZ ActiveList APl = —/V & A/ LET,

https://acmel23/ise/mnt/api/Session/Activelist
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GE) hooa—nid, RKXFIXFEXBT L2720, =45 8 J—RKOURL7 KLA 7 14—
U RIZEEICE APLIFOH LE AT H24ELRH Y £3, API =— A HAITO Imnt) O
L. Cisco Monitoring ISE / — K& &K L £,

AFv7 3 Enter ¥—%MLTAPI a— 1% FITLET,

ActiveList APl 3— /L HiRENZ Y TIL T—4

wiZ, #—% > b Cisco Monitoring ISE / — K C ActiveList API 2 — /VZMENHT L EXICT 7T 47
TovalroAMNLEEND®EYy Y a VBT X ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="5">

<activeSession>

<calling station id>00:0C:29:FA:EF:0A</calling station id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<calling station id>70:5A:B6:68:F7:CC</calling station id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>tom wolfe</user name>

<calling station id>00:14:BF:5A:0C:03</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_1d>00000032</acct_session_ id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>graham hancock</user name>

<calling station id>00:50:56:8E:28:BD</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>

<acct session i1d>0000002C</acct session id>
<audit_session_ id>0ACB6BA10000002A165FD0OC8</audit session_ id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<useriname>ipepvpnuser</user7name>

<calling station_ id>172.23.130.89</calling station_ id>
<nas_ip address>10.203.107.45</nas_ip address>

<acct session i1id>A2000070</acct session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>
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BEEtyvary YR b

BET 7T 4 73 _RCORGEEy a0V A NERET 572912 AuthList AP 2 — V&l T&
9, 2T, A¥—~ 77 A LOHAH, AuthList APl 2 —/LZIFOH+TZ Lick v, HEDT
RCOT I T4 7 7Bikey a2V A RNTEFIE, 20 APl 2 — LV RITRICKINAT VT 47
KRRy a DY N HONTEHBHA L ET,

CiscoISEDZ DV U—ATIX, 777 4 TRBAFHZL RRA U b By a v ORRATRE/R KL
1. 100,000 IZHIFR S TVWET,

AuthList APl D AR F—<

OV TN AFx—~ Ty ANE, ¥ —7 v | Cisco Monitoring ISE / — RCToD, $&57E L 7= HIHN
(F721% Tnull/nully N7 A =2 2FR L THBEZHEE L 2WES) BIET 77 4 77T XTORE
tyvarol) A RNERST 57250 AuthList API = — /LD H )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<xs:sequence>
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<xs:sequence>
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct session id" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

AuthList APl I—/)LOMUH L

~

(E)

APl = — V& FITTH X —5 v b/ — KW, F%h7 Cisco Monitoring ISE / — R ThHh D Z L AL
TWBHRENRH Y 7, Cisco ISE / — FO~ULY ;%R 5 121%, [Cisco Monitoring ISE / — F®
il (P1-2) 22RLTIZE,
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AFv7T A1

ATFvFT 3

Bty ary YRk APl a—LoER B

AuthList APl 3—/LZ%#T9 5ICE. ROFIEEZRTLES.

% —4%" v |k Cisco Monitoring ISE / — Ficu 7 A > LEd,

7ok X, BA N4 acmel23 @ Cisco Monitoring ISE / — FiZ&AIca 7 A 23545, 20/ —
RO URL 7 RLVABRD LS ICRRSNET,

https://acmel23/admin/LoginAction.do#pageld=com cisco_xmp web page tmpdash
[fadmin/] 2> AR —%> b% APl a—/Lda R —>x > b (/ise/mnt/api/Session/<specific-api-call>)
WCEEHRZ T, #—7 > b /—FKOURL 7 KL A 7 ¢ —/L RIZ AuthList APl =— /L% A LE7,

~

GE) RO2EEHOFI T, ERBHFEHFORBIEL T A =2 BL O null X7 A—X%#H L. BllAR
UL S NT-BIET 7T 4 Tty ia DY 2 N2FRrLET, 2 FBOFIL, BIE
TI2T 47T RCOFRBIEFAEYy a0 A MeERT D ull/null) X7 A—4% =/
LET, 2D APl 2 — k55 4 FEED /T A — 2R EOHNZ OV TIE, [AuthList API
I—APLIREIND T T—2 ] (P2-9) EBRELTLIZE,

https://acmel23/ise/mnt/api/Session/AuthList/2010-12-14 15:33:15/null

https://acmel23/ise/mnt/api/Session/AuthList/null/null

~

(G¥) b0 a— L, KXFNILFEEATEH-D, =%y b J—FOURLT7T KLRAX 7 4 —
IV RIZHEEIZS APL 2— AV E2 AT HMERH Y £5, API =2— LHRAITO Tmnt) OFEHIL,
Cisco Monitoring ISE / — K& & L ¥,

Enter ¥ —Z# L T APl =2 — L& RITL %7,

AuthList APl A— /Lo REhB YTV 7—4

WIZ, PR—=FENTNWDENRT A= AT a0 1 2%FH LT, ¥—% v I Cisco Monitoring
ISE / — RC AuthList API = — VA MO T L X IZIREND, BIET 7 7 4 7 RRGEE At vy v a v
DYARERLET,

nulllnull 77> a v o ER

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station id>00:26:82:7B:D2:51</calling station id>
<nas_ip address>10.203.107.10</nas_ip address>

<audit session i1d>0acb6b0c000000174D07F487</audit session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom wolfe</user_ name>

<calling station id>00:50:56:8E:28:BD</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_1d>00000035</acct_session_id>
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<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>graham hancock</user name>

<calling station id>00:14:BF:5A:0C:03</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session id>00000033</acct_session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

endtime/null 7> 3 VO ERA

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station id>00:26:82:7B:D2:51</calling station id>
<nas_ip_address>10.203.107.10</nas_ip_address>

<audit session id>0acb6b0c0000001F4D08085A</audit session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>hunter thompson</user name>

<calling station id>00:50:56:8E:28:BD</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_1id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>bob ludlum</user name>

<calling station_id>00:14:BF:5A:0C:03</calling station_id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_id>00000033</acct_session_ id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

null/starttime &7 3 VO ER

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station id>00:26:82:7B:D2:51</calling station id>
<nas_ip address>10.203.107.10</nas_ip address>

<audit session 1d>0acb6b0c0000001F4D08085A</audit session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>
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<activeSession>

<user name>bob ludlum</user name>

<calling station id>00:50:56:8E:28:BD</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session id>00000035</acct_session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>tom wolfe</user name>

<calling station i1d>00:14:BF:5A:0C:03</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session 1d>00000033</acct session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

starttime/endtime =7 3 > DO{EMA

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station id>00:26:82:7B:D2:51</calling station id>
<nas_ip address>10.203.107.10</nas_ip address>

<audit session 1d>0acb6b0c0000001F4D08085A</audit session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>graham hancock</user name>

<calling station id>00:50:56:8E:28:BD</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session id>00000035</acct_session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>hunter thompson</user name>

<calling station i1d>00:14:BF:5A:0C:03</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session 1d>00000033</acct session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<xs:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>

<xs:element name="failed" type="xs:anyType" minOccurs="0"/>

<xs:element name="user name" type="xs:string" minOccurs="0"/>

<xs:element name="nas ip address" type="xs:string" minOccurs="0"/>
<xs:element name="failure reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas port" type="xs:string" minOccurs="0"/>

<xs:element name="identity group" type="xs:string" minOccurs="0"/>
<xs:element name="network device name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>
<xs:element name="authen protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed ip address" type="xs:string" minOccurs="0"/>
<xs:element name="network device groups" type="xs:string" minOccurs="0"/>
<xs:element name="access_service" type="xs:string" minOccurs="0"/>
<xs:element name="auth acs timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication method" type="xs:string" minOccurs="0"/>
<xs:element name="execution steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius response" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas port id" type="xs:string" minOccurs="0"/>
<xs:element name="nac policy compliance" type="xs:string" minOccurs="0"/>
<xs:element name="auth id" type="xs:long" minOccurs="0"/>

<xs:element name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="message code" type="xs:string" minOccurs="0"/>
<xs:element name="acs_session id" type="xs:string" minOccurs="0"/>
<xs:element name="service selection policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>

<xs:element name="service type" type="xs:string" minOccurs="0"/>
<xs:element name="cts_ security group" type="xs:string" minOccurs="0"/>
<xs:element name="use case" type="xs:string" minOccurs="0"/>

<xs:element name="cisco av pair" type="xs:string" minOccurs="0"/>
<xs:element name="ad domain" type="xs:string" minOccurs="0"/>

<xs:element name="acs_ username" type="xs:string" minOccurs="0"/>
<xs:element name="radius username" type="xs:string" minOccurs="0"/>
<xs:element name="nac role" type="xs:string" minOccurs="0"/>

<xs:element name="nac username" type="xs:string" minOccurs="0"/>
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<xs:element name="nac posture token" type="xs:string" minOccurs="0"/>
<xs:element name="nac radius_is user auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected posture server" type="xs:string" minOccurs="0"/>
<xs:element name="selected identity store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication identity store" type="xs:string" minOccurs="0"/>
<xs:element name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext pol_ server matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity policy matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port type" type="xs:string" minOccurs="0"/>
<xs:element name="query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap tunnel" type="xs:string" minOccurs="0"/>
<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response time" type="xs:long" minOccurs="0"/>
<xs:element name="nad failure" type="xs:anyType" minOccurs="0"/>
<xs:element name="destination ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct id" type="xs:long" minOccurs="0"/>
<xs:element name="acct acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct session id" type="xs:string" minOccurs="0"/>
<xs:element name="acct status_ type" type="xs:string" minOccurs="0"/>
<xs:element name="acct session time" type="xs:long" minOccurs="0"/>
<xs:element name="acct input octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct output octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct input packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct output packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct class" type="xs:string" minOccurs="0"/>
<xs:element name="acct terminate cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct_multi session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination action" type="xs:string" minOccurs="0"/>
<xs:element name="session timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct interim interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct delay time" type="xs:string" minOccurs="0"/>
<xs:element name="event timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct tunnel connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct tunnel packet lost" type="xs:string" minOccurs="0"/>
<xs:element name="security group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323 setup time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323 connect time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco h323 disconnect time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>hunter thompson</user name>

<nas_ip address>10.203.107.161</nas_ip address>
<calling station id>00:14:BF:5A:0C:03</calling station id>
<nas_port>50115</nas_port>

<identity group>Profiled</identity group>

<network device name>Core-Switch</network device name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>

<authen protocol>Lookup</authen protocol>
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<network device groups>

Device Type#All Device Types,Location#All Locations

</network device groups>

<access_service>RADIUS</access_service>

<auth acs_timestamp>2010-12-15T02:11:12.359Z</auth _acs_timestamp>

<authentication method>mab</authentication method>

<execution steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution steps>

<audit session 1id>0ACB6BA1000000351BBFBF8B</audit session id>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>

<nac_policy compliance>Pending</nac policy compliance>

<auth 1d>1291240762077361</auth_id>

<auth acsview timestamp>2010-12-15T02:11:12.360Z</auth acsview timestamp>

<message code>5200</message code>

<acs_session id>HAREESH-R6-1-PDP2/81148292/681</acs_session_id>

<service selection policy>MAB</service selection policy>

<identity store>Internal Hosts</identity store>

<response>

{UserName=00-14-BF-5A-0C-03; User-Name=00-14-BF-5A-0C-03;
State=ReauthSession:0ACB6BA1000000351BBFBF8B;

Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
ss5ionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }

</response>

<service type>Call Check</service type>

<use_case>Host Lookup</use_case>

<cisco_av pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_pair>
<acs_username>00:14:BF:5A:0C:03</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>

<selected identity store>Internal Hosts</selected identity store>
<authentication identity store>Internal Hosts</authentication identity store>
<identity policy matched_rule>Default</identity policy matched rule>
<nasiport7type>Ethernet</nasiportitype>

<selected azn profiles>CWA</selected azn profiles>

<other attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812,Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03, HostIdentityGroup=Endpoint Identity
Groups:Profiled,Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other attributes>

<response time>77</response time>

<acct 1d>1291240762077386</acct_id>

<acct acs_timestamp>2010-12-15T02:12:30.779Z</acct _acs_timestamp>

<acct_acsview timestamp>2010-12-15T02:12:30.780Z</acct _acsview timestamp>

<acct session 1d>00000038</acct session id>
<acct_status_type>Interim-Update</acct status_type>

<acct_session time>78</acct session time>

<acct input octets>13742</acct input octets>

<acct output octets>6277</acct_output octets>
<acct_input_packets>108</acct_input_packets>

<acct output packets>66</acct output packets>
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<acct _class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct class>
<acct delay time>0</acct delay time>

<started xsi:type="xs:boolean">false</started>
<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<xs:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>

<xs:element name="failed" type="xs:anyType" minOccurs="0"/>

<xs:element name="user name" type="xs:string" minOccurs="0"/>

<xs:element name="nas ip address" type="xs:string" minOccurs="0"/>
<xs:element name="failure reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas port" type="xs:string" minOccurs="0"/>

<xs:element name="identity group" type="xs:string" minOccurs="0"/>
<xs:element name="network device name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>
<xs:element name="authen protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed ip address" type="xs:string" minOccurs="0"/>
<xs:element name="network device groups" type="xs:string" minOccurs="0"/>
<xs:element name="access_ service" type="xs:string" minOccurs="0"/>
<xs:element name="auth acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication method" type="xs:string" minOccurs="0"/>
<xs:element name="execution steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius response" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="nas identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port id" type="xs:string" minOccurs="0"/>
<xs:element name="nac policy compliance" type="xs:string" minOccurs="0"/>
<xs:element name="auth id" type="xs:long" minOccurs="0"/>

<xs:element name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="message code" type="xs:string" minOccurs="0"/>
<xs:element name="acs_ session_ id" type="xs:string" minOccurs="0"/>
<xs:element name="service selection policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>

<xs:element name="service type" type="xs:string" minOccurs="0"/>
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name="cts_security group" type="xs:string" minOccurs="0"/>
name="use case" type="xs:string" minOccurs="0"/>

name="cisco av_pair" type="xs:string" minOccurs="0"/>

name="ad domain" type="xs:string" minOccurs="0"/>

name="acs username" type="xs:string" minOccurs="0"/>
name="radius_ username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>

name="nac_ posture token" type="xs:string" minOccurs="0"/>
name="nac_radius_is user auth" type="xs:string" minOccurs="0"/>
name="selected posture server" type="xs:string" minOccurs="0"/>
name="selected identity store" type="xs:string" minOccurs="0"/>
name="authentication identity store" type="xs:string" minOccurs="0"/>
name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
name="ext pol server matched rule" type="xs:string" minOccurs="0"/>
name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
name="identity policy matched rule" type="xs:string" minOccurs="0"/>
name="nas_port type" type="xs:string" minOccurs="0"/>

name="query identity stores" type="xs:string" minOccurs="0"/>
name="selected azn profiles" type="xs:string" minOccurs="0"/>
name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
name="selected query identity stores" type="xs:string" minOccurs="0"/>
name="eap tunnel" type="xs:string" minOccurs="0"/>

name="tunnel details" type="xs:string" minOccurs="0"/>
name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
name="other attributes" type="xs:string" minOccurs="0"/>
name="response time" type="xs:long" minOccurs="0"/>

name="nad failure" type="xs:anyType" minOccurs="0"/>
name="destination ip address" type="xs:string" minOccurs="0"/>
name="acct_ id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct session id" type="xs:string" minOccurs="0"/>
name="acct_ status_type" type="xs:string" minOccurs="0"/>
name="acct session time" type="xs:long" minOccurs="0"/>
name="acct_ input octets" type="xs:string" minOccurs="0"/>
name="acct_output octets" type="xs:string" minOccurs="0"/>
name="acct_ input packets" type="xs:long" minOccurs="0"/>
name="acct_ output packets" type="xs:long" minOccurs="0"/>
name="acct_ class" type="xs:string" minOccurs="0"/>

name="acct_ terminate cause" type="xs:string" minOccurs="0"/>
name="acct multi session id" type="xs:string" minOccurs="0"/>
name="acct_ authentic" type="xs:string" minOccurs="0"/>
name="termination action" type="xs:string" minOccurs="0"/>
name="session timeout" type="xs:string" minOccurs="0"/>
name="idle timeout" type="xs:string" minOccurs="0"/>

name="acct interim interval" type="xs:string" minOccurs="0"/>
name="acct delay time" type="xs:string" minOccurs="0"/>
name="event timestamp" type="xs:string" minOccurs="0"/>
name="acct_ tunnel connection" type="xs:string" minOccurs="0"/>
name="acct tunnel packet lost" type="xs:string" minOccurs="0"/>
name="security group" type="xs:string" minOccurs="0"/>
name="cisco h323 setup time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 connect time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 disconnect time" type="xs:dateTime" minOccurs="0"/>
name="framed protocol" type="xs:string" minOccurs="0"/>
name="started" type="xs:anyType" minOccurs="0"/>

name="stopped" type="xs:anyType" minOccurs="0"/>

name="ckpt id" type="xs:long" minOccurs="0"/>

name="type" type="xs:long" minOccurs="0"/>

name="nad acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="vlan" type="xs:string" minOccurs="0"/>

name="dacl" type="xs:string" minOccurs="0"/>
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<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>graham hancock</user name>

<nas_ip address>10.203.107.161</nas_ip address>

<calling station id>00:14:BF:5A:0C:03</calling station id>
<nas_port>50115</nas_port>

<identity group>Profiled</identity group>

<network device name>Core-Switch</network device name>
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<acs_server>HAREESH-R6-1-PDP2</acs_server>

<authen protocol>Lookup</authen protocol>

<network device groups>

Device Type#All Device Types,Location#All Locations

</network device groups>

<access_service>RADIUS</access_service>

<auth acs_timestamp>2010-12-15T02:11:12.359Z</auth acs_timestamp>

<authentication method>mab</authentication method>

<execution steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution steps>

<audit session 1id>0ACB6BA1000000351BBFBF8B</audit session id>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>

<nac_policy compliance>Pending</nac policy compliance>

<auth 1d>1291240762077361</auth_id>

<auth acsview timestamp>2010-12-15T02:11:12.360Z</auth acsview timestamp>

<message code>5200</message code>

<acs_session id>HAREESH-R6-1-PDP2/81148292/681</acs_session_id>

<service selection policy>MAB</service selection policy>

<identity store>Internal Hosts</identity store>

<response>

{UserName=graham hancock; User-Name=graham hancock;
State=ReauthSession:0ACB6BA1000000351BBFBF8B;

Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
ssionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }

</response>

<service type>Call Check</service type>

<use_case>Host Lookup</use_case>

<cisco av_pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av pair>
<acs_username>graham hancock</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>

<selected identity store>Internal Hosts</selected identity store>
<authentication identity store>Internal Hosts</authentication identity store>
<identity policy matched_rule>Default</identity policy matched rule>
<nasiport7type>Ethernet</nasiportitype>

<selected azn profiles>CWA</selected azn profiles>

<other attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812,Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03, HostIdentityGroup=Endpoint Identity
Groups:Profiled,Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other attributes>

<response_ time>77</response time>

<acct_1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779Z</acct_acs_timestamp>

<acct_acsview timestamp>2010-12-15T02:12:30.780Z</acct_acsview timestamp>

<acct session 1d>00000038</acct session id>
<acct_status_type>Interim-Update</acct status_ type>

<acct_session time>78</acct session time>

<acct input octets>13742</acct input octets>

<acct_output octets>6277</acct_output octets>
<acct_input_packets>108</acct_input_packets>

<acct output packets>66</acct output packets>
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<acct _class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct class>
<acct delay time>0</acct delay time>

<started xsi:type="xs:boolean">false</started>
<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>

NASIP 7 KRLXR vy arvDiEk
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JIE, APT 2 — /L DRBRIZIEENTZ NASIP 7 FLUABET —Z DH T NZOWTHBALET, 20 API
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<xs:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>

<xs:element name="failed" type="xs:anyType" minOccurs="0"/>

<xs:element name="user name" type="xs:string" minOccurs="0"/>

<xs:element name="nas ip address" type="xs:string" minOccurs="0"/>
<xs:element name="failure reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas port" type="xs:string" minOccurs="0"/>

<xs:element name="identity group" type="xs:string" minOccurs="0"/>
<xs:element name="network device name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>
<xs:element name="authen protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed ip address" type="xs:string" minOccurs="0"/>
<xs:element name="network device groups" type="xs:string" minOccurs="0"/>
<xs:element name="access_ service" type="xs:string" minOccurs="0"/>
<xs:element name="auth acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication method" type="xs:string" minOccurs="0"/>
<xs:element name="execution steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius response" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="nas identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port id" type="xs:string" minOccurs="0"/>
<xs:element name="nac policy compliance" type="xs:string" minOccurs="0"/>
<xs:element name="auth id" type="xs:long" minOccurs="0"/>

<xs:element name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="message code" type="xs:string" minOccurs="0"/>
<xs:element name="acs_ session_ id" type="xs:string" minOccurs="0"/>
<xs:element name="service selection policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>

<xs:element name="service type" type="xs:string" minOccurs="0"/>
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name="cts_security group" type="xs:string" minOccurs="0"/>
name="use case" type="xs:string" minOccurs="0"/>

name="cisco av_pair" type="xs:string" minOccurs="0"/>

name="ad domain" type="xs:string" minOccurs="0"/>

name="acs username" type="xs:string" minOccurs="0"/>
name="radius_ username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>

name="nac_ posture token" type="xs:string" minOccurs="0"/>
name="nac_radius_is user auth" type="xs:string" minOccurs="0"/>
name="selected posture server" type="xs:string" minOccurs="0"/>
name="selected identity store" type="xs:string" minOccurs="0"/>
name="authentication identity store" type="xs:string" minOccurs="0"/>
name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
name="ext pol server matched rule" type="xs:string" minOccurs="0"/>
name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
name="identity policy matched rule" type="xs:string" minOccurs="0"/>
name="nas_port type" type="xs:string" minOccurs="0"/>

name="query identity stores" type="xs:string" minOccurs="0"/>
name="selected azn profiles" type="xs:string" minOccurs="0"/>
name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
name="selected query identity stores" type="xs:string" minOccurs="0"/>
name="eap tunnel" type="xs:string" minOccurs="0"/>

name="tunnel details" type="xs:string" minOccurs="0"/>
name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
name="other attributes" type="xs:string" minOccurs="0"/>
name="response time" type="xs:long" minOccurs="0"/>

name="nad failure" type="xs:anyType" minOccurs="0"/>
name="destination ip address" type="xs:string" minOccurs="0"/>
name="acct_ id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct session id" type="xs:string" minOccurs="0"/>
name="acct_ status_type" type="xs:string" minOccurs="0"/>
name="acct session time" type="xs:long" minOccurs="0"/>
name="acct_ input octets" type="xs:string" minOccurs="0"/>
name="acct_output octets" type="xs:string" minOccurs="0"/>
name="acct_ input packets" type="xs:long" minOccurs="0"/>
name="acct_ output packets" type="xs:long" minOccurs="0"/>
name="acct_ class" type="xs:string" minOccurs="0"/>

name="acct_ terminate cause" type="xs:string" minOccurs="0"/>
name="acct multi session id" type="xs:string" minOccurs="0"/>
name="acct_ authentic" type="xs:string" minOccurs="0"/>
name="termination action" type="xs:string" minOccurs="0"/>
name="session timeout" type="xs:string" minOccurs="0"/>
name="idle timeout" type="xs:string" minOccurs="0"/>

name="acct interim interval" type="xs:string" minOccurs="0"/>
name="acct delay time" type="xs:string" minOccurs="0"/>
name="event timestamp" type="xs:string" minOccurs="0"/>
name="acct_ tunnel connection" type="xs:string" minOccurs="0"/>
name="acct tunnel packet lost" type="xs:string" minOccurs="0"/>
name="security group" type="xs:string" minOccurs="0"/>
name="cisco h323 setup time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 connect time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 disconnect time" type="xs:dateTime" minOccurs="0"/>
name="framed protocol" type="xs:string" minOccurs="0"/>
name="started" type="xs:anyType" minOccurs="0"/>

name="stopped" type="xs:anyType" minOccurs="0"/>

name="ckpt id" type="xs:long" minOccurs="0"/>

name="type" type="xs:long" minOccurs="0"/>

name="nad acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="vlan" type="xs:string" minOccurs="0"/>

name="dacl" type="xs:string" minOccurs="0"/>
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<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>ipepvpnuser</user name>

<nas_ip address>10.10.10.10</nas_ip address>
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<calling station i1d>172.23.130.90</calling station id>
<nas_port>1015</nas port>

<identity group>iPEP-VPN-Group</identity group>

<network device name>iPEP-HA-Routed</network device name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>

<authen protocol>PAP ASCII</authen protocol>

<network device groups>

Device Type#All Device Types,Location#All Locations

</network device groups>

<access_service>RADIUS</access service>
<auth_acs_timestamp>2010-12-15T19:57:29.885%</auth_acs_timestamp>
<authentication method>PAP ASCII</authentication method>

<execution steps>
11001,11017,15008,15048,15048,15004,15041,15004,15013,24210,24212,22037,15036,15048,15048,
15004,15016,11002

</execution steps>

<audit session i1d>0acb6be4000000044D091DA9</audit session id>

<nac_policy compliance>NotApplicable</nac policy compliance>

<auth 1d>1291240762083580</auth_id>

<auth acsview timestamp>2010-12-15T19:57:29.887Z</auth acsview timestamp>
<message code>5200</message code>

<acs_session id>HAREESH-R6-1-PDP2/81148292/693</acs_session id>

<service selection policy>iPEP-VPN</service selection policy>

<identity store>Internal Users</identity store>

<response>

{User-Name=ipepvpnuser; State=ReauthSession:0acb6bed4000000044D091DAY;
Class=CACS:0acb6be4000000044D091DAY: HAREESH-R6-1-PDP2/81148292/693;
Termination-Action=RADIUS-Request; }

</response>

<service type>Framed</service type>

<cisco_av_pair>

audit-session-id=0acb6be4000000044D091DAY, ipep-proxy=true

</cisco_av_pair>

<acs_username>ipepvpnuser</acs_username>
<radius_username>ipepvpnuser</radius_ username>
<selected identity store>Internal Users</selected identity store>
<authentication_identity store>Internal Users</authentication_ identity store>
<identity policy matched rule>Default</identity policy matched rule>
<nas_port type>Virtual</nas port type>

<selected_azn profiles>iPEP-Unknown-Auth-Profile</selected azn_profiles>
<tunnel details>Tunnel-Client-Endpoint=(tag=0) 172.23.130.90</tunnel details>
<other attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812,Protocol=Radiu
s, Framed-Protocol=PPP, Proxy-State=Cisco Secure
ACS9e733142-070a-11e0-c000-000000000000-2906094480-3222,CPMSessionID=0acb6be4000000044D091
DA9,CPMSessionID=0acb6bed4000000044D091DA9, Device Type=Device Type#All Device
Types, Location=Location#All Locations,Model Name=Unknown,Software Version=Unknown,Device
IP Address=10.203.107.228,Called-Station-ID=172.23.130.94

</other attributes>

<response_ time>20</response time>

<acct 1d>1291240762083582</acct_id>
<acct_acs_timestamp>2010-12-15T19:57:30.281%</acct_acs_timestamp>
<acct_acsview timestamp>2010-12-15T19:57:30.283Z</acct_acsview timestamp>
<acct_session id>F1800007</acct session id>
<acct_status_type>Start</acct_status_type>
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<acct _class>

CACS:0acb6bbe4000000044D091DAY: HAREESH-R6-1-PDP2/81148292/693

</acct class>

<acct delay time>0</acct delay time>

<framed protocol>PPP</framed protocol>
<started xsi:type="xs:boolean">true</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>

IVFRADEFDIP 7 FLADEY S 3 VDRE

HIEOT 77 4 7ty iarhbtyiary T4 7 MUIEREZTGT 27201
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EndPointIPAddress API 2 — V& IFOHTZ L LD FHESNTZIP 7 RUARGENDIHKFTOT 7
TAT By valiZHinTd /) — K T—F_R—2%RETDHFIA, APl 2—LOKICEINZ > K
RA Y MNEET —H OV TVZONTHALES, ZOAPI a2—E, /— R FT—4 =2 7—7
ADLBBEINEZIEFSTE v ary FoLL7 FUEREBUANLET,

EndPointIPAddress APl DHE AR F—<
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EndPointIPAddress API ==—/ /LD H /1T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<xs:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>

<xs:element name="failed" type="xs:anyType" minOccurs="0"/>
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ip address" type="xs:string" minOccurs="0"/>

<xs:element name="failure reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port" type="xs:string" minOccurs="0"/>

<xs:element name="identity group" type="xs:string" minOccurs="0"/>
<xs:element name="network device name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>

<xs:element name="authen protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed ip address" type="xs:string" minOccurs="0"/>
<xs:element name="network device groups" type="xs:string" minOccurs="0"/>

<xs:element name="access service" type="xs:string" minOccurs="0"/>
<xs:element name="auth acs timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication method" type="xs:string" minOccurs="0"/>

<xs:element name="execution steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius response" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>

<xs:element name="nas_ identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas port id" type="xs:string" minOccurs="0"/>
<xs:element name="nac policy compliance" type="xs:string" minOccurs="0"/>

<xs:element name="auth id" type="xs:long" minOccurs="0"/>
<xs:element name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="message code" type="xs:string" minOccurs="0"/>

<xs:element name="acs_session id" type="xs:string" minOccurs="0"/>
<xs:element name="service selection policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization policy" type="xs:string" minOccurs="0"/>

<xs:element name="identity store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>
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name="service type" type="xs:string" minOccurs="0"/>

name="cts security group" type="xs:string" minOccurs="0"/>
name="use case" type="xs:string" minOccurs="0"/>
name="cisco av pair" type="xs:string" minOccurs="0"/>

name="ad domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>

name="radius username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture token" type="xs:string" minOccurs="0"/>
name="nac_radius is user auth" type="xs:string" minOccurs="0"/>
name="selected posture server" type="xs:string" minOccurs="0"/>
name="selected identity store" type="xs:string" minOccurs="0"/>
name="authentication identity store" type="xs:string" minOccurs="0"/>
name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
name="ext pol server matched rule" type="xs:string" minOccurs="0"/>
name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
name="identity policy matched rule" type="xs:string" minOccurs="0"/>
name="nas_port type" type="xs:string" minOccurs="0"/>

name="query identity stores" type="xs:string" minOccurs="0"/>
name="selected azn profiles" type="xs:string" minOccurs="0"/>
name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
name="selected query identity stores" type="xs:string" minOccurs="0"/>
name="eap tunnel" type="xs:string" minOccurs="0"/>

name="tunnel details" type="xs:string" minOccurs="0"/>
name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
name="other attributes" type="xs:string" minOccurs="0"/>
name="response time" type="xs:long" minOccurs="0"/>

name="nad failure" type="xs:anyType" minOccurs="0"/>
name="destination ip address" type="xs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>

name="acct_ acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_ acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct session id" type="xs:string" minOccurs="0"/>
name="acct status_type" type="xs:string" minOccurs="0"/>
name="acct session time" type="xs:long" minOccurs="0"/>
name="acct_input octets" type="xs:string" minOccurs="0"/>
name="acct output octets" type="xs:string" minOccurs="0"/>
name="acct_ input packets" type="xs:long" minOccurs="0"/>
name="acct output packets" type="xs:long" minOccurs="0"/>
name="acct class" type="xs:string" minOccurs="0"/>

name="acct_ terminate cause" type="xs:string" minOccurs="0"/>
name="acct multi session id" type="xs:string" minOccurs="0"/>
name="acct authentic" type="xs:string" minOccurs="0"/>
name="termination action" type="xs:string" minOccurs="0"/>
name="session timeout" type="xs:string" minOccurs="0"/>
name="idle timeout" type="xs:string" minOccurs="0"/>

name="acct interim interval" type="xs:string" minOccurs="0"/>
name="acct delay time" type="xs:string" minOccurs="0"/>
name="event timestamp" type="xs:string" minOccurs="0"/>
name="acct tunnel connection" type="xs:string" minOccurs="0"/>
name="acct tunnel packet lost" type="xs:string" minOccurs="0"/>
name="security group" type="xs:string" minOccurs="0"/>
name="cisco h323 setup time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 connect time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 disconnect time" type="xs:dateTime" minOccurs="0"/>
name="framed protocol" type="xs:string" minOccurs="0"/>
name="started" type="xs:anyType" minOccurs="0"/>

name="stopped" type="xs:anyType" minOccurs="0"/>

name="ckpt id" type="xs:long" minOccurs="0"/>

name="type" type="xs:long" minOccurs="0"/>

name="nad acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="vlan" type="xs:string" minOccurs="0"/>

| oL-25543-01-J

Cisco Identity Services Engine Release 1.1.xAPI Y 77 L>RX A4 F



E2E  tyLa EEOLHOYTYU— APIOFER |

N @ity 3 VB API - LOER

<xs:element name="dacl" type="xs:string" minOccurs="0"/>

<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>

<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

</xs:schema>

EndPointIPAddress APl a—JLOMEUH L
N
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ks8] (P.1-2) 2L TS,

EndPointIPAddress APl O—/LZ #1793 3I2lE,. XROFIEZETLFET.

A7TvF 1  Z—7% > b Cisco Monitoring ISE / — Fica 7 A > LT,

7ok Z1E, BA 4D acmel23 @ Cisco Monitoring ISE / — RIZRAIC R 74 D845, 20/ —
FOURL 7 FLARRD L HICR RS NET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash

A797 2 T/admin/| 2 K= & APl a—A D3 R—x b
(/ise/mnt/api/Session/EndPointIPAddress/<endpoint ip>) [ZEE# 2 T, #—4 v b /— Rd URL
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Cisco Monitoring ISE / — K& & L 7,
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EndPointIPAddress APl a—/LhbiREhB 52 F)IL T—4

Wiz, #—7% > b Cisco Monitoring ISE / — R C EndPointIPAddress API = —/L & MO 3 & &7
IT747 By varDYARNRLRENDEy Ve VEET -2 2R LET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>00:0C:29:95:A5:C1l</user_ name>

<nas_ip address>10.77.152.139</nas_ip address>

<calling station_id>00:0C:29:95:A5:Cl</calling station_id>
<nas_port>50109</nas_port>
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<identity group>RegisteredDevices</identity group>

<network device name>switch</network device name>

<acs_server>ise248</acs_server>

<authen protocol>Lookup</authen protocol>

<framed ip address>10.20.40.10</framed ip address>

<network device groups>

Device Type#All Device Types,Location#All Locations

</network device groups>

<access_service>RADIUS</access_service>

<auth acs_timestamp>2012-03-13T17:02:22.169+05:30</auth_acs_timestamp>

<authentication method>mab</authentication method>

<execution steps>
11001,11017,11027,15008,15048,15048,15004,15041,15006,15013,24209,24211,22037,15036,15048,
15004,15016,11022,11002

</execution steps>

<audit session 1d>0A4D988B000000E337B8D983</audit session id>

<nas_port id>GigabitEthernetl/0/9</nas port id>

<nac_policy compliance>Pending</nac policy compliance>

<auth 1d>1331101769985927</auth_id>

<auth acsview timestamp>2012-03-13T17:02:22.171+05:30</auth _acsview timestamp>
<message code>5200</message code>

<acs_session i1d>ise248/120476308/97</acs_session id>

<service selection policy>MAB</service selection policy>

<authorization policy>wired redirect</authorization policy>

<identity store>Internal Endpoints</identity store>

<response>

{UserName=00:0C:29:95:A5:C1l; User-Name=00-0C-29-95-A5-C1;
State=ReauthSession:0A4D988B000000E337B8D983;
Class=CACS:0A4D988B000000E337B8D983:15e248/120476308/97;
Termination-Action=RADIUS-Request; Tunnel-Type=(tag=1l) VLAN; Tunnel-Medium-Type=(tag=1)
802; Tunnel-Private-Group-ID=(tag=1l) 30;
cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://ise248.cisco.com:8443/guestportal/gateway?sessionId=0A4
D988B000000E337B8D983&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-cwa_wired-4£570619;
cisco-av-pair=profile-name=WindowsXP-Workstation; }

</response>

<service type>Call Check</service type>

<use_case>Host Lookup</use_ case>

<cisco av pair>audit-session-id=0A4D988B000000E337B8D983</cisco av pair>
<acs_username>00:0C:29:95:A5:Cl</acs_username>
<radius_username>00:0C:29:95:A5:Cl</radius_username>

<selected identity store>Internal Endpoints</selected identity store>
<authentication_identity store>Internal Endpoints</authentication_ identity store>
<identity policy matched rule>Default</identity policy matched rule>
<nas_port_type>Ethernet</nas_port_type>

<selected azn profiles>wired cwa redirect</selected azn profiles>

<response time>17</response time>

<destination ip address>10.77.152.248</destination ip address>

<other attributes>
ConfigVersionId=15,DestinationPort=1812, Protocol=Radius, Framed-MTU=1500, EAP-Key-Name=, cisc
o-nas-port=GigabitEthernetl/0/9,CPMSessionID=0A4D988B000000E337B8D983, EndPointMACAddress=0
0-0C-29-95-A5-C1l,EndPointMatchedProfile=WindowsXP-Workstation, HostIdentityGroup=Endpoint
Identity Groups:RegisteredDevices,Device Type=Device Type#All Device

Types, Location=Location#All Locations,Device IP
Address=10.77.152.139,Called-Station-ID=EC:C8:82:55:2E:09

</other_attributes>

<acct 1d>1331101769985928</acct_id>

<acct _acs_timestamp>2012-03-13T17:02:22.365+05:30</acct_acs_timestamp>

<acct_acsview timestamp>2012-03-13T17:02:22.366+05:30</acct _acsview timestamp>
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<acct_session i1d>000000FC</acct session id>

<acct status_type>Interim-Update</acct status_ type>
<acct_session_time>16411</acct_session time>

<acct_input octets>3053882</acct input octets>

<acct output octets>2633472</acct output octets>

<acct input packets>20166</acct input packets>

<acct output packets>20297</acct output packets>

<acct class>CACS:0A4D988B000000E337B8D983:15e248/120476308/97</acct class>
<acct delay time>0</acct delay time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>
<vlan>30</vlan>

<dacl>#ACSACL#-IP-cwa wired-4f£570619</dacl>

<endpoint policy>WindowsXP-Workstation</endpoint policy>
</sessionParameters>
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curl -X DELETE https://<mntnode>/ise/mnt/api/Session/Delete/MACAddress/<madaddress>

FETEyvaryIDoOFWE Yy a VEHIRTSIZE. a2 R4 TRDO AP 22— L &R IT L F
7,

curl -X DELETE https://<mntnode>/ise/mnt/api/Session/Delete/SessionID/<sid#>

FEHTIRTOE Yy a UV EHIRT 21T, 2~ K74 TRD AP =— V& RBITLE T,

curl -X DELETE https://<mntnode>/ise/mnt/api/Session/Delete/All
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