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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="acctRequest" type="mnTRESTAcctRequest"/>

<xs:complexType name="mnTRESTAcctRequest">
<xs:complexContent>
<xs:extension base="mnTRESTRequest">
<xs:sequence>
<xs:element name="duration" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="mnTRESTRequest" abstract="true">
<xs:sequence>
<xs:element name="valueList">
<xs:complexType>
<xs:sequence>
<xs:element name="value" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="searchCriteria" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="activeCount"/>
<xs:complexType name="activeCount">
<xs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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https://acmel23/admin/LoginAction.do#pageld=com cisco_xmp web page tmpdash
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>

<count>5</count>

</sessionCount>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="postureCount"/>

<xs:complexType name="postureCount">
<xs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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PostureCount APl O—)L%®1TF 3IZ[E, ROFIEEZERTLET,

ATFvF 1  Z—7%> b Cisco Monitoring ISE / — Fica 7 A > LET,

7o & 21, BFA MAH acmel23 @ Cisco Monitoring ISE / — RIZRANCa 74 T 585H5, 20/ —
FOURL 7 FLARRD L HICRRINET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash

A7wvF 2 T/admin/)] 2> R—F> b% APl 2a— /L@ 7R—x > & (/ise/mnt/api/Session/<specific-api-call>)
WCEE#Z T, ¥—% v /—F®URL 7 FL & 7 ¢ —/L FIT PostureCount APl =—/L% AJ) L%
R

https://acmel23/ise/mnt/api/Session/PostureCount

S

GE) hooa—niE, RKXFIXFEXBT L2720, =5 v J—ROURL7 KLA 74—
U RIZIEEICE APL 2 — V2 AN THUNENRSH Y £, API 2— A HAITO Tmnt) O,
4 —7%" < I Cisco Monitoring ISE / — K& R L 7,

AFv7 3 Enter ¥—%MLTAPI 2— 1% FITLET,

Cisco Identity Services Engine Release 1.1.x APl Y77 L> R A4 F
| oL-25543-01-J .m
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WM ty>3> a92% APIO—LOER

PostureCount APl a— /)L i REhB U2 )L T—4

Wiz, #—% > bk Cisco Monitoring ISE / — K C PostureCount APl = — V%O T & X 2RI D
T—=4 BUET VT4 TREAF v vy aH) 2RLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>3</count>
</sessionCount>

JO72745 vy arhora

BT 7T 4 7T _RToTad7rA4F Byiay hvr sEEET 57912 ProfilerCount API = —
NEMHTEES, 22T, AF¥%—~< 774 VO, ProfilerCount API = — /LA 2 &
WLV, BIEEDOT R TOT 7747 7ardyA7 tyvaraz vy M 5FIE, 20 API 2—/L %
ITBICRENDZ 707 74T By ay T—2DH L TAICONTHBHLET,

ProfilerCount APl DX ¥—<

OV TN AFx—~ Ty A ML, ¥—7% > b Cisco Monitoring ISE / — RCEAET 77 4 77271
T7A4T7 vy arohvy hEERET 57290 ProfilerCount APT = — /LD H )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="profilerCount"/>

<xs:complexType name="profilerCount">
<xs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

ProfilerCount APl a—/)LOREUH L

N

(F)

APl = — V& FITTH X —4 v b/ — KW, F%h7 Cisco Monitoring ISE / — R Th D Z L AL
TWARENH Y £3, Cisco ISE / — RO~V Y F A2 ERT 5121%, Cisco Monitoring ISE / — K®
#ig) (P.1-2) ZZMLTS7EEV,

ProfilerCount APl O—/L#&#1T3 5I1ZIE. ROFIEEZERTLETS

#—7%" > k Cisco Monitoring ISE / — Rizm 7 A > LET,

7= & 21X, BA M4 acmel23 @ Cisco Monitoring ISE / — RiZ&HICc e 74 VT 565, 20/ —
RO URL 7 FLVABKRDO L ICFERESNET,

https://acmel23/admin/LoginAction.do#pageld=com cisco_ xmp web page tmpdash
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Bty ary YRk APIa—LoER B

[/admin/] 22> R—F > % APl a—/L D2 FR—>* > k (/ise/mnt/api/Session/<specific-api-call>)
WCE&EHx T, #—7 v /—FRDURL 7 RLA 7 ¢ —/L FIZ ProfilerCount APT =—/L% AJj L&
R

https://acmel23/ise/mnt/api/Session/ProfilerCount

N
GE) hooza—uE, RKXFINFERNT 720, =%y J—FROURLT7 LA 7 ¢ —
U RIZEBEICE APl 22— L2 AT H04ERH D £3, API 22— LHAITTO Imnt] OFFHIL,

Cisco Monitoring ISE / — K& & L 7,

Enter ¥—Z# L T APl =2 — L& RITL £,

ProfilerCount APl A—/LHh\ 5 REhBH U TIL T—4

Wiz, #—% > b Cisco Monitoring ISE / — K ProfilerCount APl = — /L ZM-NHT & XTI D
T—=8 BHIET /T4 TR T Ty AT By var) ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>1</count>
</sessionCount>

Bttty ary YJX M APl a—I)LOFER

WOHMEE 3 VAR API =2—{Z X > T, Cisco ISE ERHIZEIT 5% —4 v k Cisco
Monitoring ISE / — ROBIEDT 77 47 £y v a VCEEMTONIZ MAC 7 RV A, Ry hU—
I TR AL vF (NAS) OIPT7 KLV A, 2—H4, EyvarIDREDE YT a EBEOER
I CIINETED LR £7,

o TUT 47ty ar VAL (ActiveList)

o FIFk v 3 U A (AuthList)

FOT4HEyarv URE

(F)

BET 7T 473 _XTOEya v U AN BT ActiveList AP FFO\H LA T 9, =
ZTIE, AFx—< 77 A LD, ActiveList APl 2 — LA IEOHTZ ik, ¥ ToT7 2
F4T v arEUARNTAEIE. 20 APl 2 — A RBITRICGESNDLT 7T 47 v a L BED
F— B DY T AT DN TEH L E T,

CiscoISEDZ DV U —ATIX, 77T 4 TRBAFEHZ L RERA U b By a v OFRRATRE/R KL
1. 100,000 IZHIFR & TWET,

[ oL-25543-01-J
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ActiveList APl DHAO R {F—<

ActiveList API

N
()

2AFvF 1

ATFvF 2

OV TN AX—< Ty AL, ¥—4 v b Cisco Monitoring ISE / — RTHAET 77 4 Tt v
Yary (BLXOkyva VEHEFER) OV A NETRET 57200 ActiveList API = — /LD F1 T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<xs:sequence>
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<xs:sequence>
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct session id" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

O—LOFREUH L

APl 2 — Vv E2FATT DX —5 v b/ — i3, F%h72 Cisco Monitoring ISE / — R Th 5 Z & iR L
TWBRENRHY £7, Cisco ISE / — RO~V Y ;%R 7 5ii%. [Cisco Monitoring ISE / — F®
Wl (P1-2) 2ZRLTIIEEN,

ActiveList APl I—)LZ%1T9 BICIE. ROFIEEZRTLFES.

% —4%" v |k Cisco Monitoring ISE / — Ficu 7 A > LE¥,

7ok X, BA N4 acmel23 @ Cisco Monitoring ISE / — RiZ&AIca 7 A 23545, 20/ —
RO URL 7 RUABRD LS ICRRSNET,

https://acmel23/admin/LoginAction.do#pageld=com cisco_xmp web page tmpdash

fadmin/| a2 R—>> % APl a— LD =K —F 2 b (/ise/mnt/api/Session/<specific-api-call>)
WCEE#HZz T, ¥—4% v J—K®OURL 7 KL A 7 ¢ —/)L KT ActiveList APl =—/v % AJJLFE T,

https://acmel23/ise/mnt/api/Session/Activelist

Il Cisco Identity Services Engine Release 1.1.x APl Y27 L YR A/ K
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ATFvFT 3

ActivelList API

Bty ary YRk APIa—LoER B

GE) hooa—ut, RXF/IXFEXEBT LS, =7 J—FOURL 7 KL A 71—
U RIZHEEIZS APLIEFOM LA AN T2H4E R’ H Y £9°, API 2— VHRITO Tmnt) Off
i%. Cisco Monitoring ISE / — K& & L 7,

Enter ¥ —Z#M L T APl =2 — L& RITL %7,

A—ILhBREND YV TIL T—4

Wiz, #—4 > b Cisco Monitoring ISE / — K C ActiveList API 2 — /L ZMENHT L XIT 7T 47
TovalroAMNLEEND®E Yy Y a VBT X ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="5">

<activeSession>

<calling station_id>00:0C:29:FA:EF:0A</calling station_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<calling station id>70:5A:B6:68:F7:CC</calling station id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>tom wolfe</user name>

<calling station id>00:14:BF:5A:0C:03</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_id>00000032</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

<calling station id>00:50:56:8E:28:BD</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_1id>0000002C</acct_session_id>
<audit_session_ id>0ACB6BA10000002A165FD0OC8</audit session_ id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>ipepvpnuser</user name>

<calling station 1d>172.23.130.89</calling station id>
<nas_ip address>10.203.107.45</nas_ip address>
<acct_session id>A2000070</acct session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

[ oL-25543-01-J
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mattyvar YRk

BAET 77 4 7 RTCOFBFEEy v a O U XA MERGT 572912 AuthList APT =2 — V2 TX
F4, TITIE, AXx—~ 77 A LDOH I, AuthList API =2 — /L2 FFOHTZ 212X, BHEDT
RTCOT I T4 T RFBiEEy a2 U A MTHFIA, 20 API a— VRBITRICESNDT 7T 47
Ry g v DY T ONWTEHA L £1,

GE) CiscolSEDQZDV Y —RATIE, 77T 4 TRBIEFHTY RRA Lk By var OFRRFA[RER R KE
1. 100,000 IZHIFR S TVWET,

AuthList APl DHEARF—7

IOV TN AX—< T 7 AL, ¥—4 > I Cisco Monitoring ISE / — FToO, f5E LKA
(F721F Tnull/mully RZA—=Z &AL THIREZEE LRGSR BET 77 4 7T X ToOR;
tyvarol A NERET 57200 AuthList API 2 — /LD H ) T4,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<xs:sequence>
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<xs:sequence>
<xs:element name="user name" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct session id" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

AuthList APl I—/LOFEUH L
S

GE) APIa—nN%&FITTHX4—7 v b /— D, A%h72 Cisco Monitoring ISE / — R TH 2D Z & MR L
TWARENH Y £3, Cisco ISE / — RO~V Y F A2 ERT 5121%, Cisco Monitoring ISE / — K®
R (P1-2) 2ZRLTIIZEL,
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Bty ary YRk APIa—LoER B

AuthList APl 3—/LZ%#1T9 5IC(F. ROFIEEEITLES.

% —4%" v K Cisco Monitoring ISE / — FiZua 714 > LET,

7o & 21X, B A 4D acmel23 @ Cisco Monitoring ISE / — RIZERANC R 74 T 28H5. 20/ —
RO URL 7 RVABRD LI ICERRSNET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash

[fadmin/] =2 KR—F > h% APl a—/Lda R —>x > b (/ise/mnt/api/Session/<specific-api-call>)

WCiEE# L C, ¥—4% v b J—KOURL 7 RL A 7 ¢ —/L RIZ AuthList API =— /%2 A L£9,

S

(GF) WD 2 FEEOFTIL, ERFAOBMBKEANT A —2 B0 null X7 A —F2EH L, BRIGEF
HPRICFRRE SN BHET 7 7 4 Ty a0 A 2R R LET, 2FBOFIL, BE
TIT AT RTRCOBFEHAEYy a0 A NEFR AT D Inull/null) X7 A —% %A
LET, 20 API a2 — x5 4 O /NT A —Z & EDOFNT- OV TIX, TAuthList API
A= ANHIRENDYT T T—2] (P2-9) ZBRLTIEIN,

https://acmel23/ise/mnt/api/Session/AuthList/2010-12-14 15:33:15/null

https://acmel23/ise/mnt/api/Session/AuthList/null/null

~

GE) hboa—uE, KXFNLFEXGT L5720, =% J—FOURLT7 KLRA 74—
b RICIEEIZS API 22— V& ANTHLENH Y £9, API 22— L HAITO Tmnt) OfFHIT,
Cisco Monitoring ISE / — F&# &L £7,

Enter ¥ —Z# LT APl = — /L& RITL £,

AuthList APl A—/ILh\ 5 REhB 52T 7—4

WIZ, PR—=FENTNWDENRT A= AT a0 1 2%FH LT, ¥—% v I Cisco Monitoring
ISE / — RC AuthList APl = — V&N & XIRIND, BIET 77 4 T RBiEFHE Yy v a v
DY A bERLET,

null/null #7773 > 0OER

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station id>00:26:82:7B:D2:51</calling station id>
<nas_ip address>10.203.107.10</nas_ip address>

<audit session i1d>0acb6b0c000000174D07F487</audit session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>tom wolfe</user name>

<calling station id>00:50:56:8E:28:BD</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session 1d>00000035</acct session id>

[ oL-25543-01-J
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<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

<calling station id>00:14:BF:5A:0C:03</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_1d>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

endtime/null & 7> 3 > O FER

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station id>00:26:82:7B:D2:51</calling station id>
<nas_ip address>10.203.107.10</nas_ip address>

<audit session id>0acb6b0c0000001F4D08085A</audit session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>hunter thompson</user name>

<calling station_id>00:50:56:8E:28:BD</calling station_id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session 1d>00000035</acct session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>bob ludlum</user name>

<calling station id>00:14:BF:5A:0C:03</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_id>00000033</acct_session_ id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

null/starttime 7 3 VO ER

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station i1d>00:26:82:7B:D2:51</calling station id>
<nas_ip address>10.203.107.10</nas_ip address>

<audit session 1d>0acb6b0c0000001F4D08085A</audit session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

Cisco Identity Services Engine Release 1.1.xAPI Y27 LY R HqA F
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<activeSession>

<user_name>bob_ ludlum</user_name>

<calling station id>00:50:56:8E:28:BD</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_1d>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>tom wolfe</user name>

<calling station_id>00:14:BF:5A:0C:03</calling station_id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session 1d>00000033</acct session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

starttime/endtime =7 3 Y DO{EMA

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user name>ipepwlcuser</user name>

<calling station i1d>00:26:82:7B:D2:51</calling station id>
<nas_ip address>10.203.107.10</nas_ip address>

<audit session 1d>0acb6b0c0000001F4D08085A</audit session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

<calling station id>00:50:56:8E:28:BD</calling station id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session_1d>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user name>hunter thompson</user name>

<calling station_id>00:14:BF:5A:0C:03</calling station_id>
<nas_ip address>10.203.107.161</nas_ip address>
<acct_session 1d>00000033</acct session id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

= ~ N LN
Gty a EHE APl O—ILOERH
WOFEMEE Y a VEME API 2— Lo T, MO BRF—HROKEHTOE Y v a a2 <ICRHR
BT DHIENTEDLLITRD ET,
e MACT7 FL X tviaroki# (MACAddress)
e a—VHDE v arDOKHE (UserName)

e NASIP7 KL & &y arof#E (#—7% > b Monitoring ISE / — RIZB#f I bz IP 7 K
L A)

e TURFALEIDIPT RLADE Y a DK% (EndPointIPAddress)
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N @ity 3 VB API - LOER

MAC 7 FLR v arvhiRE

BEDT V7T 4 7ty arnhbiEEESNT MAC 7 LR ZEET 57912 MACAddress APT
a—LEFHTEET, 22TE, AX—~ 77 A VO IHI, MACAddress API 22— L & FEON 3
LV, BESNEMAC 7 RLAREENDIRFTOT VT 47 By vaiziicdd/ — K 75—
HR—2E BT D FIE, API 2— L OBKIZIEEINTZ MAC 7 RV ABET — % O 7D Tl
HLET, ZOAPI=2— LT, /—F FT—F_X—A T Ahbihans 88wy v a HE
DOFEREY AP LET,

MACAddress APl DA X F—<

OV TN AXx—~ Ty AL, ¥—7 v k Cisco Monitoring ISE / — RCHEAET 77 4 Tty
va ypBIRESNIE MAC 7 R LA Z BT 57200 MACAddress AP =2 — /L D 71T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<xs:sequence>

<XS:
<xs:

<xXS

<xs:
<xXS:
<XS:
<xs:
<xXS:
<XS:
<xs:

<xS
<xXSs

<xS:
<xS:
<xs:
<xs:
<xS:
<xs:
<xs:
relement
<xXs:

<XS

<xs:
<xS:
<xs:
<xs:
<xS:
<xs:
<xs:
relement
<xs:

<xXSs

<xs:
<XS:
<xs:
<xs:
<XS:
<xs:
<xs:

element
element

telement
<xS:

element
element
element
element
element
element
element
element

telement
relement
<xs:

element
element
element
element
element
element
element
element

element
element
element
element
element
element
element
element

element
element
element
element
element
element
element
element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>

name="user name" type="xs:string" minOccurs="0"/>
name="nas_1ip address" type="xs:string" minOccurs="0"/>
name="failure reason" type="xs:string" minOccurs="0"/>
name="calling station id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity group" type="xs:string" minOccurs="0"/>
name="network device name" type="xs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen protocol" type="xs:string" minOccurs="0"/>
name="framed ip address" type="xs:string" minOccurs="0"/>
name="network device groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth acs timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication method" type="xs:string" minOccurs="0"/>
name="execution steps" type="xs:string" minOccurs="0"/>
name="radius_ response" type="xs:string" minOccurs="0"/>
name="audit session id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port id" type="xs:string" minOccurs="0"/>
name="nac_policy compliance" type="xs:string" minOccurs="0"/>
name="auth id" type="xs:long" minOccurs="0"/>
name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="message code" type="xs:string" minOccurs="0"/>
name="acs_session id" type="xs:string" minOccurs="0"/>
name="service selection policy" type="xs:string" minOccurs="0"/>
name="authorization policy" type="xs:string" minOccurs="0"/>
name="identity store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>
name="service type" type="xs:string" minOccurs="0"/>
name="cts_ security group" type="xs:string" minOccurs="0"/>
name="use_ case" type="xs:string" minOccurs="0"/>
name="cisco av pair" type="xs:string" minOccurs="0"/>
name="ad domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
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<xs:element name="nac posture token" type="xs:string" minOccurs="0"/>
<xs:element name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected posture server" type="xs:string" minOccurs="0"/>
<xs:element name="selected identity store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication identity store" type="xs:string" minOccurs="0"/>
<xs:element name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext pol_ server matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity policy matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port type" type="xs:string" minOccurs="0"/>
<xs:element name="query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap tunnel" type="xs:string" minOccurs="0"/>
<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response time" type="xs:long" minOccurs="0"/>
<xs:element name="nad failure" type="xs:anyType" minOccurs="0"/>
<xs:element name="destination ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct id" type="xs:long" minOccurs="0"/>
<xs:element name="acct acs timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct session id" type="xs:string" minOccurs="0"/>
<xs:element name="acct status type" type="xs:string" minOccurs="0"/>
<xs:element name="acct session time" type="xs:long" minOccurs="0"/>
<xs:element name="acct input octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct output octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct input packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct output packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct class" type="xs:string" minOccurs="0"/>
<xs:element name="acct terminate cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct_multi session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination action" type="xs:string" minOccurs="0"/>
<xs:element name="session timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct interim interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct delay time" type="xs:string" minOccurs="0"/>
<xs:element name="event timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct tunnel connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct tunnel packet lost" type="xs:string" minOccurs="0"/>
<xs:element name="security group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323 setup time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323 connect time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco h323 disconnect time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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MACAddress APl a—JLDOEUH L
N

GE) API=a—nNZRITT 554 —7 v b /— 2, A%h72 Cisco Monitoring ISE / — R ThH 2D Z & ZHER L
TWBHRENRH Y 7, Cisco ISE / — FO~ULY ;%R 5 121%, [Cisco Monitoring ISE / — Fd
72 (P.1-2) 2ZRLTIIZE,

MACAddress APl a—/LZE %179 3IZF, ROFIRZETLET .

AFvF 1  ¥—% v b Cisco Monitoring ISE / — Kicme 7+ » LET,

7o & 21, BFA MAH acmel23 @ Cisco Monitoring ISE / — RIZRANICa 74 T 585E5, 20/ —
FOURL 7 FLARRD L HICRRSNET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash

AFwvF7 2 [l/admin/] a>R—%> % APl 2— LD VR —F 2 b
(/ise/mnt/api/<specific-api-call>/<macaddress>) (CE&# 2T, #—5 v /—RFOURL 7 KL A
7 4 —/b RIZ MACAddress APl 2— L& A LET,

https://acmel23/ise/mnt/api/Session/MACAddress/0A:0B:0C:0D:0E:0F

N

GE) XX XXXXXXXXXX EXZ2FEHLTMACT RLAZHELTND Z LA MERLET,

N

GE) hboa—md, RXFIXFERBTH20, ¥—5 > b /J—RKOURLT KLA 74—
v RIZHEHEIZA API 2 — 2 AT H20ERH Y £9, API = — LBIHITO Tmnt] ORI,
Cisco Monitoring ISE / — K& & L 7,

AFwv7 3 Enter ¥—%MHLTAPI a— 1% RITLET,

MACAddress APl a— /L5 RENB YV FIL T—4

Wiz, #—7%" > b Cisco Monitoring ISE / — R C ActiveList APl 2 —VEMRHT LXICT 7T 47
tyvaro) A MhbiRShDEy va VB#ET -2 AR LET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>hunter thompson</user name>

<nas_ip address>10.203.107.161</nas_ip address>
<calling station i1d>00:14:BF:5A:0C:03</calling station id>
<nas_port>50115</nas_port>

<identity group>Profiled</identity group>

<network device name>Core-Switch</network device name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>

<authen protocol>Lookup</authen protocol>
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<network device groups>

Device Type#All Device Types,Location#All Locations

</network device groups>

<access_service>RADIUS</access_service>

<auth acs_timestamp>2010-12-15T02:11:12.359Z</auth acs_timestamp>

<authentication method>mab</authentication method>

<execution_ steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution steps>

<audit session id>0ACB6BA1000000351BBFBF8B</audit session id>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>

<nac_policy compliance>Pending</nac policy compliance>

<auth 1d>1291240762077361</auth id>

<auth acsview timestamp>2010-12-15T02:11:12.360Z</auth acsview timestamp>
<message_code>5200</message_code>

<acs_session id>HAREESH-R6-1-PDP2/81148292/681</acs_session_ id>

<service selection policy>MAB</service selection policy>

<identity store>Internal Hosts</identity store>

<response>

{UserName=00-14-BF-5A-0C-03; User-Name=00-14-BF-5A-0C-03;
State=ReauthSession:0ACB6BA1000000351BBFBF8B;

Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
5sionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }

</response>

<service type>Call Check</service type>

<use_case>Host Lookup</use_case>

<cisco_av pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_pair>
<acs_username>00:14:BF:5A:0C:03</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>

<selected identity store>Internal Hosts</selected identity store>
<authentication identity store>Internal Hosts</authentication identity store>
<identity policy matched_rule>Default</identity policy matched rule>

<nas_port type>Ethernet</nas port type>

<selected azn profiles>CWA</selected azn profiles>

<other attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812,Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03, HostIdentityGroup=Endpoint Identity
Groups:Profiled,Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other attributes>

<response time>77</response time>

<acct 1d>1291240762077386</acct_id>

<acct _acs_timestamp>2010-12-15T02:12:30.779Z</acct _acs_timestamp>

<acct_acsview timestamp>2010-12-15T02:12:30.780%Z</acct_acsview timestamp>
<acct_session_id>00000038</acct_session id>
<acctistatusitype>1nterim—Update</acctistatusitype>

<acct_session time>78</acct session time>

<acct input octets>13742</acct_input octets>

<acct output octets>6277</acct output octets>
<acct_input_packets>108</acct_input_packets>

<acct output packets>66</acct output packets>
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<acct _class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct _class>

<acct delay time>0</acct delay time>
<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>
</sessionParameters>

A—HZDEyIavDBEE

BEDOT 7T 47ty ary»biEESNTZ—YEEZ ST 57912 UserName API =2 — /L %4

HAT&Ed, 22

SE, AF¥—~ 77 A NVOHETIB, UserName APl = — V&#IFONHT 2L L0, 8

ESNTEa—YAREENIEITOT 7T 47 By a At d /)  — K T —2_X—RA&2RET D
FlE, APl 2 — L DORBIZES N2 —FLAB#ET — X OF o T Iz ONTHBALET, 20 AP,
=R TFT—=FR=Z2 T =T AL ENns3ElFwy v a VEEOERE Y AN LET,

UserName API DHH AR F—<

OV TN AX—< Ty AViE, ¥—4 v b Cisco Monitoring ISE / — RTHUAET 77 4 Tt
VarhbEEINTL—FLETET 5729 D UserName API = — /LD F1 T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<xs:sequence>
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>

name="user name" type="xs:string" minOccurs="0"/>
name="nas_ip address" type="xs:string" minOccurs="0"/>
name="failure reason" type="xs:string" minOccurs="0"/>
name="calling station id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity group" type="xs:string" minOccurs="0"/>
name="network device name" type="xs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen protocol" type="xs:string" minOccurs="0"/>
name="framed ip address" type="xs:string" minOccurs="0"/>
name="network device groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication method" type="xs:string" minOccurs="0"/>
name="execution steps" type="xs:string" minOccurs="0"/>
name="radius_ response" type="xs:string" minOccurs="0"/>
name="audit session id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port id" type="xs:string" minOccurs="0"/>
name="nac_policy compliance" type="xs:string" minOccurs="0"/>
name="auth id" type="xs:long" minOccurs="0"/>
name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="message code" type="xs:string" minOccurs="0"/>
name="acs_session id" type="xs:string" minOccurs="0"/>
name="service selection policy" type="xs:string" minOccurs="0"/>
name="authorization policy" type="xs:string" minOccurs="0"/>
name="identity store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>
name="service type" type="xs:string" minOccurs="0"/>
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<xs:element name="cts_ security group" type="xs:string" minOccurs="0"/>
<xs:element name="use case" type="xs:string" minOccurs="0"/>

<xs:element name="cisco av pair" type="xs:string" minOccurs="0"/>

<xs:element name="ad domain" type="xs:string" minOccurs="0"/>

<xs:element name="acs_username" type="xs:string" minOccurs="0"/>

<xs:element name="radius username" type="xs:string" minOccurs="0"/>
<xs:element name="nac role" type="xs:string" minOccurs="0"/>

<xs:element name="nac username" type="xs:string" minOccurs="0"/>

<xs:element name="nac posture token" type="xs:string" minOccurs="0"/>
<xs:element name="nac_radius_is_user auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected posture server" type="xs:string" minOccurs="0"/>
<xs:element name="selected identity store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication identity store" type="xs:string" minOccurs="0"/>
<xs:element name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext pol server matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity policy matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas port type" type="xs:string" minOccurs="0"/>

<xs:element name="query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap tunnel" type="xs:string" minOccurs="0"/>

<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response time" type="xs:long" minOccurs="0"/>

<xs:element name="nad failure" type="xs:anyType" minOccurs="0"/>

<xs:element name="destination ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct id" type="xs:long" minOccurs="0"/>

<xs:element name="acct acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct session id" type="xs:string" minOccurs="0"/>
<xs:element name="acct status_ type" type="xs:string" minOccurs="0"/>
<xs:element name="acct session time" type="xs:long" minOccurs="0"/>
<xs:element name="acct input octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct output octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct input packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct output packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct class" type="xs:string" minOccurs="0"/>

<xs:element name="acct terminate cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct _multi session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination action" type="xs:string" minOccurs="0"/>
<xs:element name="session timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle timeout" type="xs:string" minOccurs="0"/>

<xs:element name="acct interim interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct delay time" type="xs:string" minOccurs="0"/>
<xs:element name="event timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct tunnel connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct tunnel packet lost" type="xs:string" minOccurs="0"/>
<xs:element name="security group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco h323 setup time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco h323 connect time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323 disconnect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>

<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>

<xs:element name="ckpt id" type="xs:long" minOccurs="0"/>

<xs:element name="type" type="xs:long" minOccurs="0"/>

<xs:element name="nad acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>

<xs:element name="dacl" type="xs:string" minOccurs="0"/>
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<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

UserName APl 23— /LOMEUH L
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AFvF 2 [admin/)] 2R —3> b & APl 2— LD a R —x2 |k
(/ise/mnt/api/<specific-api-call>/<username>) IZ{E &#ix T, #—4% v F /— KO URL 7 KL &
7 4 —/V NIZ UserName API =2 — V& AJJ L ET,

https://acmel23/ise/mnt/api/Session/UserName/graham hancock
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>graham hancock</user name>

<nas_ip address>10.203.107.161</nas_ip address>

<calling station i1d>00:14:BF:5A:0C:03</calling station id>
<nas_port>50115</nas_port>

<identity group>Profiled</identity group>

<network device name>Core-Switch</network device name>
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<acs_server>HAREESH-R6-1-PDP2</acs_server>

<authen protocol>Lookup</authen protocol>

<network device groups>

Device Type#All Device Types,Location#All Locations

</network device groups>

<access_service>RADIUS</access_service>

<auth acs_timestamp>2010-12-15T02:11:12.359Z</auth acs_timestamp>

<authentication method>mab</authentication method>

<execution_ steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution steps>

<audit session id>0ACB6BA1000000351BBFBF8B</audit session id>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>

<nac_policy compliance>Pending</nac policy compliance>

<auth 1d>1291240762077361</auth_id>

<auth acsview timestamp>2010-12-15T02:11:12.360Z</auth acsview timestamp>
<message_code>5200</message_code>

<acs_session id>HAREESH-R6-1-PDP2/81148292/681</acs_session_ id>

<service selection policy>MAB</service selection policy>

<identity store>Internal Hosts</identity store>

<response>

{UserName=graham hancock; User-Name=graham hancock;
State=ReauthSession:0ACB6BA1000000351BBFBF8B;

Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
ssionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }

</response>

<service type>Call Check</service type>

<use_case>Host Lookup</use_case>

<cisco_av pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_ pair>
<acs_username>graham hancock</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>

<selected identity store>Internal Hosts</selected identity store>
<authentication identity store>Internal Hosts</authentication identity store>
<identity policy matched rule>Default</identity policy matched rule>

<nas_port type>Ethernet</nas port type>

<selected azn profiles>CWA</selected azn profiles>

<other attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812,Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03, HostIdentityGroup=Endpoint Identity
Groups:Profiled,Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other attributes>

<response_time>77</response time>

<acct 1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779%</acct_acs_timestamp>

<acct_acsview timestamp>2010-12-15T02:12:30.780%Z</acct_acsview timestamp>
<acct_session_ id>00000038</acct_session id>

<acct_ status_type>Interim-Update</acct status_ type>

<acct_session time>78</acct session time>

<acct input octets>13742</acct_ input octets>

<acct output octets>6277</acct output octets>
<acct_input_packets>108</acct_input_packets>

<acct output packets>66</acct output packets>
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<acct _class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct _class>

<acct delay time>0</acct delay time>
<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>
</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<xs:sequence>
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>

name="user name" type="xs:string" minOccurs="0"/>
name="nas_ip address" type="xs:string" minOccurs="0"/>
name="failure reason" type="xs:string" minOccurs="0"/>
name="calling station id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity group" type="xs:string" minOccurs="0"/>
name="network device name" type="xs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen protocol" type="xs:string" minOccurs="0"/>
name="framed ip address" type="xs:string" minOccurs="0"/>
name="network device groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication method" type="xs:string" minOccurs="0"/>
name="execution steps" type="xs:string" minOccurs="0"/>
name="radius_ response" type="xs:string" minOccurs="0"/>
name="audit session id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port id" type="xs:string" minOccurs="0"/>
name="nac_policy compliance" type="xs:string" minOccurs="0"/>
name="auth id" type="xs:long" minOccurs="0"/>
name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="message code" type="xs:string" minOccurs="0"/>
name="acs_session id" type="xs:string" minOccurs="0"/>
name="service selection policy" type="xs:string" minOccurs="0"/>
name="authorization policy" type="xs:string" minOccurs="0"/>
name="identity store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>
name="service type" type="xs:string" minOccurs="0"/>
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<xs:element name="cts_ security group" type="xs:string" minOccurs="0"/>
<xs:element name="use case" type="xs:string" minOccurs="0"/>

<xs:element name="cisco av pair" type="xs:string" minOccurs="0"/>

<xs:element name="ad domain" type="xs:string" minOccurs="0"/>

<xs:element name="acs_username" type="xs:string" minOccurs="0"/>

<xs:element name="radius username" type="xs:string" minOccurs="0"/>
<xs:element name="nac role" type="xs:string" minOccurs="0"/>

<xs:element name="nac username" type="xs:string" minOccurs="0"/>

<xs:element name="nac posture token" type="xs:string" minOccurs="0"/>
<xs:element name="nac_radius_is_user auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected posture server" type="xs:string" minOccurs="0"/>
<xs:element name="selected identity store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication identity store" type="xs:string" minOccurs="0"/>
<xs:element name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext pol server matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity policy matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas port type" type="xs:string" minOccurs="0"/>

<xs:element name="query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap tunnel" type="xs:string" minOccurs="0"/>

<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response time" type="xs:long" minOccurs="0"/>

<xs:element name="nad failure" type="xs:anyType" minOccurs="0"/>

<xs:element name="destination ip address" type="xs:string" minOccurs="0"/>
<xs:element name="acct id" type="xs:long" minOccurs="0"/>

<xs:element name="acct acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct session id" type="xs:string" minOccurs="0"/>
<xs:element name="acct status_ type" type="xs:string" minOccurs="0"/>
<xs:element name="acct session time" type="xs:long" minOccurs="0"/>
<xs:element name="acct input octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct output octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct input packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct output packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct class" type="xs:string" minOccurs="0"/>

<xs:element name="acct terminate cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct _multi session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination action" type="xs:string" minOccurs="0"/>
<xs:element name="session timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle timeout" type="xs:string" minOccurs="0"/>

<xs:element name="acct interim interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct delay time" type="xs:string" minOccurs="0"/>
<xs:element name="event timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct tunnel connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct tunnel packet lost" type="xs:string" minOccurs="0"/>
<xs:element name="security group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco h323 setup time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco h323 connect time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323 disconnect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>

<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>

<xs:element name="ckpt id" type="xs:long" minOccurs="0"/>

<xs:element name="type" type="xs:long" minOccurs="0"/>

<xs:element name="nad acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>

<xs:element name="dacl" type="xs:string" minOccurs="0"/>
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<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>ipepvpnuser</user name>

<nas_ip address>10.10.10.10</nas_ip address>
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<calling station i1d>172.23.130.90</calling station id>
<nas_port>1015</nas_port>

<identity group>iPEP-VPN-Group</identity group>

<network device name>iPEP-HA-Routed</network device name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>

<authen protocol>PAP ASCII</authen protocol>

<network device_groups>

Device Type#All Device Types,Location#All Locations

</network device groups>

<access_service>RADIUS</access_service>

<auth acs_timestamp>2010-12-15T19:57:29.885Z</auth acs_timestamp>
<authentication method>PAP ASCII</authentication method>

<execution steps>
11001,11017,15008,15048,15048,15004,15041,15004,15013,24210,24212,22037,15036,15048,15048,
15004,15016,11002

</execution steps>

<audit session i1d>0acb6be4000000044D091DA9</audit session id>

<nac_policy compliance>NotApplicable</nac policy compliance>

<auth 1d>1291240762083580</auth id>

<auth acsview timestamp>2010-12-15T19:57:29.887Z</auth acsview timestamp>
<message_code>5200</message_code>

<acs_session id>HAREESH-R6-1-PDP2/81148292/693</acs _session id>

<service selection policy>iPEP-VPN</service selection policy>

<identity store>Internal Users</identity store>

<response>

{User-Name=ipepvpnuser; State=ReauthSession:0acb6bed4000000044D091DAY;
Class=CACS:0acb6be4000000044D091DAY : HAREESH-R6-1-PDP2/81148292/693;
Termination-Action=RADIUS-Request; }

</response>

<service type>Framed</service type>

<cisco_av_pair>

audit-session-i1d=0acb6be4000000044D091DAY, ipep-proxy=true

</cisco_av_pair>

<acs_username>ipepvpnuser</acs_username>
<radius_username>ipepvpnuser</radius username>
<selected identity store>Internal Users</selected identity store>
<authentication_identity store>Internal Users</authentication_ identity store>
<identity policy matched rule>Default</identity policy matched rule>
<nas_port type>Virtual</nas port type>

<selected_azn profiles>iPEP-Unknown-Auth-Profile</selected azn_profiles>
<tunnel details>Tunnel-Client-Endpoint=(tag=0) 172.23.130.90</tunnel details>
<other attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-Protocol=PPP, Proxy-State=Cisco Secure
ACS9e733142-070a-11e0-c000-000000000000-2906094480-3222,CPMSessionID=0acb6be4000000044D091
DAY, CPMSessionID=0acb6bed4000000044D091DAY, Device Type=Device Type#All Device
Types, Location=Location#All Locations,Model Name=Unknown,Software Version=Unknown,Device
IP Address=10.203.107.228,Called-Station-ID=172.23.130.94

</other attributes>

<response time>20</response time>

<acct 1d>1291240762083582</acct_id>
<acct_acs_timestamp>2010-12-15T19:57:30.281%</acct_acs_timestamp>

<acct _acsview timestamp>2010-12-15T19:57:30.283Z</acct_acsview timestamp>
<acct_session id>F1800007</acct session id>

<acct status_ type>Start</acct status type>
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<acct _class>

CACS:0acb6be4000000044D091DAY: HAREESH-R6-1-PDP2/81148292/693
</acct _class>

<acct delay time>0</acct delay time>

<framed protocol>PPP</framed protocol>

<started xsi:type="xs:boolean">true</started>

<stopped xsi:type="xs:boolean">false</stopped>
</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="sessionParameters" type="restsdStatus"/>
<xs:complexType name="restsdStatus">

<xs:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>

<xs:element name="failed" type="xs:anyType" minOccurs="0"/>

<xs:element name="user name" type="xs:string" minOccurs="0"/>

<xs:element name="nas_ ip address" type="xs:string" minOccurs="0"/>
<xs:element name="failure reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port" type="xs:string" minOccurs="0"/>

<xs:element name="identity group" type="xs:string" minOccurs="0"/>
<xs:element name="network device name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>
<xs:element name="authen protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed ip address" type="xs:string" minOccurs="0"/>
<xs:element name="network device groups" type="xs:string" minOccurs="0"/>
<xs:element name="access service" type="xs:string" minOccurs="0"/>
<xs:element name="auth acs timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication method" type="xs:string" minOccurs="0"/>
<xs:element name="execution steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius response" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas port id" type="xs:string" minOccurs="0"/>
<xs:element name="nac policy compliance" type="xs:string" minOccurs="0"/>
<xs:element name="auth id" type="xs:long" minOccurs="0"/>

<xs:element name="auth acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="message code" type="xs:string" minOccurs="0"/>
<xs:element name="acs_session id" type="xs:string" minOccurs="0"/>
<xs:element name="service selection policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>
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name="service type" type="xs:string" minOccurs="0"/>
name="cts_security group" type="xs:string" minOccurs="0"/>
name="use case" type="xs:string" minOccurs="0"/>
name="cisco av pair" type="xs:string" minOccurs="0"/>

name="ad domain" type="xs:string" minOccurs="0"/>

name="acs username" type="xs:string" minOccurs="0"/>

name="radius username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture token" type="xs:string" minOccurs="0"/>
name="nac_radius_is user auth" type="xs:string" minOccurs="0"/>
name="selected posture server" type="xs:string" minOccurs="0"/>
name="selected identity store" type="xs:string" minOccurs="0"/>
name="authentication identity store" type="xs:string" minOccurs="0"/>
name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
name="ext pol server matched rule" type="xs:string" minOccurs="0"/>
name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
name="identity policy matched rule" type="xs:string" minOccurs="0"/>
name="nas_port type" type="xs:string" minOccurs="0"/>

name="query identity stores" type="xs:string" minOccurs="0"/>
name="selected azn profiles" type="xs:string" minOccurs="0"/>
name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
name="selected query identity stores" type="xs:string" minOccurs="0"/>
name="eap tunnel" type="xs:string" minOccurs="0"/>

name="tunnel details" type="xs:string" minOccurs="0"/>
name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
name="other attributes" type="xs:string" minOccurs="0"/>
name="response time" type="xs:long" minOccurs="0"/>

name="nad failure" type="xs:anyType" minOccurs="0"/>
name="destination ip address" type="xs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>
name="acct acs_ timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_ acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct session id" type="xs:string" minOccurs="0"/>
name="acct status_type" type="xs:string" minOccurs="0"/>
name="acct session time" type="xs:long" minOccurs="0"/>
name="acct_ input octets" type="xs:string" minOccurs="0"/>
name="acct output octets" type="xs:string" minOccurs="0"/>
name="acct_ input packets" type="xs:long" minOccurs="0"/>
name="acct output packets" type="xs:long" minOccurs="0"/>
name="acct class" type="xs:string" minOccurs="0"/>

name="acct terminate cause" type="xs:string" minOccurs="0"/>
name="acct multi session id" type="xs:string" minOccurs="0"/>
name="acct authentic" type="xs:string" minOccurs="0"/>
name="termination action" type="xs:string" minOccurs="0"/>
name="session timeout" type="xs:string" minOccurs="0"/>
name="idle timeout" type="xs:string" minOccurs="0"/>

name="acct interim interval" type="xs:string" minOccurs="0"/>
name="acct delay time" type="xs:string" minOccurs="0"/>
name="event timestamp" type="xs:string" minOccurs="0"/>
name="acct_ tunnel connection" type="xs:string" minOccurs="0"/>
name="acct_ tunnel packet lost" type="xs:string" minOccurs="0"/>
name="security group" type="xs:string" minOccurs="0"/>
name="cisco h323 setup time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 connect time" type="xs:dateTime" minOccurs="0"/>
name="cisco h323 disconnect time" type="xs:dateTime" minOccurs="0"/>
name="framed protocol" type="xs:string" minOccurs="0"/>
name="started" type="xs:anyType" minOccurs="0"/>

name="stopped" type="xs:anyType" minOccurs="0"/>

name="ckpt id" type="xs:long" minOccurs="0"/>

name="type" type="xs:long" minOccurs="0"/>

name="nad acsview timestamp" type="xs:dateTime" minOccurs="0"/>
name="vlan" type="xs:string" minOccurs="0"/>
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<xs:element name="dacl" type="xs:string" minOccurs="0"/>

<xs:element name="authentication type" type="xs:string" minOccurs="0"/>
<xs:element name="interface name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>

<xs:element name="endpoint policy" type="xs:string" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

</xs:schema>

EndPointIPAddress APl 3—JLOMEUH L

N

(E)

AFvT 3

APl a— NV EFITTH 52— v b/ — R3, A7 Cisco Monitoring ISE / — R TH L Z & iR L
TWBHRENRH Y 7, Cisco ISE / — FO~ULY ;%R 5 121%, [Cisco Monitoring ISE / — Fd
fEid) (P1-2) 2L T IZE0,

EndPointIPAddress APl O—/LZ #1793 3I2lE,. XOFIEZETLFET.

% —/%"> k Cisco Monitoring ISE / — RiZmr 7 A > LET,

7o & 21, B A MAH acmel23 @ Cisco Monitoring ISE / — RIZRANICa 74 T 585H5, 20/ —
FOURL 7 FLARRD L HICR RS NET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash

lfadmin/] 2> R—x F%& APl a— /LD arR—x |k
(/ise/mnt/api/Session/EndPointIPAddress/<endpoint ip>) [ZEZ# 2 T, ¥ —4 v b /— RKd URL
7 KL A 7 4 —/b KiZ EndPointIPAddress API =—A % AL ET,

https://acmel23/ise/mnt/api/Session/EndPointIPAddress/A.B.C.D

N

(F) hbooza—id, RXFINLFERBT 5720, =7y b /—=FOURLT LA 7 ¢ —
U RICEEIZA APL 2 — V&2 AT 508N B0 £3, APL 2— L HHITO Tmnt) OFEHIL,
Cisco Monitoring ISE / — K& & L 7,

Enter ¥ —Z# L T APl =— /L& FITL £,

EndPointIPAddress APl aA—/LhbiREhBH 2 F)IL T—4

Wiz, #—7% > I Cisco Monitoring ISE / — K EndPointIPAddress API =— /L ZI-ONH 3 & X127
JT47 By varOUARNLRENDE Yy Ve VEET X 2R LET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>00:0C:29:95:A5:C1l</user name>

<nas_ip address>10.77.152.139</nas_ip address>

<calling station_id>00:0C:29:95:A5:Cl</calling station_id>
<nas_port>50109</nas_port>

Il Cisco Identity Services Engine Release 1.1.x APl Y27 L YR A/ K
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<identity group>RegisteredDevices</identity group>

<network_device_ name>switch</network_device name>
<acs_server>ise248</acs_server>

<authen protocol>Lookup</authen protocol>

<framed ip_address>10.20.40.10</framed ip address>

<network device groups>

Device Type#All Device Types,Location#All Locations

</network device groups>

<access_service>RADIUS</access_service>
<auth_acs_timestamp>2012-03-13T17:02:22.169+05:30</auth_acs_timestamp>
<authentication method>mab</authentication method>

<execution_ steps>
11001,11017,11027,15008,15048,15048,15004,15041,15006,15013,24209,24211,22037,15036,15048,
15004,15016,11022,11002

</execution steps>

<audit session id>0A4D988B000000E337B8D983</audit session id>
<nas_port id>GigabitEthernetl/0/9</nas port id>

<nac_policy compliance>Pending</nac policy compliance>

<auth 1d>1331101769985927</auth id>

<auth acsview timestamp>2012-03-13T17:02:22.171+05:30</auth _acsview timestamp>
<message_code>5200</message_code>

<acs_session i1d>ise248/120476308/97</acs_session id>

<service selection policy>MAB</service selection policy>
<authorization policy>wired redirect</authorization policy>

<identity store>Internal Endpoints</identity store>

<response>

{UserName=00:0C:29:95:A5:Cl; User-Name=00-0C-29-95-A5-Cl1;
State=ReauthSession:0A4D988B000000E337B8D983;
Class=CACS:0A4D988B000000E337B8D983:15e248/120476308/97;
Termination-Action=RADIUS-Request; Tunnel-Type=(tag=1l) VLAN; Tunnel-Medium-Type=(tag=1)
802; Tunnel-Private-Group-ID=(tag=1l) 30;
cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://ise248.cisco.com:8443/guestportal/gateway?sessionId=0A4
D988B000000E337B8D983&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-cwa_wired-4£570619;
cisco-av-pair=profile-name=WindowsXP-Workstation; }

</response>

<service type>Call Check</service type>

<use case>Host Lookup</use case>

<cisco av pair>audit-session-id=0A4D988B000000E337B8D983</cisco av pair>
<acs_username>00:0C:29:95:A5:Cl</acs_username>
<radius_username>00:0C:29:95:A5:Cl</radius_username>

<selected identity store>Internal Endpoints</selected identity store>
<authentication_identity store>Internal Endpoints</authentication_ identity store>
<identity policy matched rule>Default</identity policy matched rule>
<nas_port_type>Ethernet</nas_port_type>

<selected azn profiles>wired cwa redirect</selected azn profiles>

<response time>17</response time>

<destination ip address>10.77.152.248</destination ip address>

<other attributes>
ConfigVersionId=15,DestinationPort=1812, Protocol=Radius, Framed-MTU=1500, EAP-Key-Name=, cisc
o-nas-port=GigabitEthernetl/0/9,CPMSessionID=0A4D988B000000E337B8D983, EndPointMACAddress=0
0-0C-29-95-A5-Cl,EndPointMatchedProfile=WindowsXP-Workstation, HostIdentityGroup=Endpoint
Identity Groups:RegisteredDevices,Device Type=Device Type#All Device

Types, Location=Location#All Locations,Device IP
Address=10.77.152.139,Called-Station-ID=EC:C8:82:55:2E:09

</other attributes>

<acct 1d>1331101769985928</acct_id>
<acct_acs_timestamp>2012-03-13T17:02:22.365+05:30</acct_acs_timestamp>

<acct_acsview timestamp>2012-03-13T17:02:22.366+05:30</acct _acsview timestamp>

Cisco Identity Services Engine Release 1.1.x APl Y27 LR #iA4 F
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<acct_session i1d>000000FC</acct session id>
<acct_status_type>Interim-Update</acct status_ type>
<acct_session time>16411</acct_session time>

<acct_input octets>3053882</acct_ input octets>
<acct_output octets>2633472</acct output octets>

<acct input packets>20166</acct input packets>

<acct output packets>20297</acct output packets>

<acct _class>CACS:0A4D988B000000E337B8D983:15e248/120476308/97</acct class>
<acct delay time>0</acct delay time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>
<vlan>30</vlan>

<dacl>#ACSACL#-IP-cwa wired-4£570619</dacl>

<endpoint policy>WindowsXP-Workstation</endpoint policy>
</sessionParameters>

alhvzy 3 o DOHIKR

GE)

ATFvFT1

AFvT 3

ATv7 4

—¥# DT XA A TiE, Wireless LAN Controller (WLC) 72 &, t\Wk vy v a v EZRFETELXHICT
HE|ENRBHVET, ZOLIRGAE, FEICTHT 7T 4Ty a rEHIRT 5121, HTTP
DELETE API = — /A %2 i & £9, Zh&E1To512id, URL (HTTP, HTTPS) #BXOT — ¥ & ¥k
THEODEEDOY— R X—F 4 Blpa<vr R4 Y—LTh? cURL ZEM L ET,

HTTP 3 L O'HTTPS ML CT7 7 A VE G T 2720 DEE2—T ¢ U T ¢ Th 2 GNU Weet 13,
HTTP DELETE APl = — &% AR —F LEF A,

mvEy o a VEEIRT BICIE. ROFIRERTLET .

a<Y RI7A4 b ¥ —% v b Cisco Monitoring ISE / — Rice 74 > LET,

N

()  API = — VI RICF L/NCFAKG S, HEICANT 2HERH Y £, £ <mntnode>
I% Cisco Monitoring ISE / — KZHR L £,

FETMAC T FLADOHWE v v a Y EHIBRT 2121F, 2~ FTA TRO APL 2— /L &2 31T L
£

curl -X DELETE https://<mntnode>/ise/mnt/api/Session/Delete/MACAddress/<madaddress>

FEHTEyvaryrIDoOoHWVEy g VEHIKRTAICIE, a2 RIA4 TR APL 2 — L& {7 L %
j‘o

curl -X DELETE https://<mntnode>/ise/mnt/api/Session/Delete/SessionID/<sid#>

FETTRTOEY Vg U ZHIBRTHIZIE. 2~ RIA4 L TRD APl 2 — V%2 %4T L £7,

curl -X DELETE https://<mntnode>/ise/mnt/api/Session/Delete/All
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CHAPTER

STV a—FT4 VRO T)— API D
{52 FH

ZOETEH, ZOV Y —ATHR—hZNTWSE %~ D Cisco Prime Network Control System (NCS)
REST API =2 — v & 2 5BV CRtB L9, Cisco Prime NCS API 22— L%/ — R/ 3—

VarkBLO¥ A7, BEOHEBE, BIEAT—HFALT IV N AT =X A& —% v b Cisco

Monitoring ISE / — ROt v v a CBT A EER NI TN a—TF 4 U T IERETIGT 57200 A

= AL wRMELET,

WOHTIE, 72U —API 2— AV E2FEHLTREL TN I Iy a—T o V7 ERERMILET, 2
DOEFFROERIL, HIOWAXF—< 77 A VOH, % API 2—/LVORITOFIE, % API 2— /W2 k> TR
SNDET—HDH T INTT

o [V —API ZEMA L7 CiscolSED F T 7y 2—F 47 (P.3-1)
o [/J—=FONR=VarBLO¥A 7D APl 2—/1] (P.3-2)

o [PEEPM API =—/1 ) (P.3-3)

o [BHREAT—H A APl =—/1 (P.3-7)

e [Ty AF—% A API 22—/ (P.3-15)

n — > ~ —
9xT1)— APl Z{EAL=CiscolSED F SIS a—TFT 4
N N
2y
WOIETIL, Cisco ISE BRI THE L7z# —7% > b Cisco Monitoring ISE / — RIZ AT — & ZHR % 1%
15 L. WOZWr IS #® A4 iS4 % F %7 Cisco Prime NCS 5 7Ly a—F 7 APl a— /L %42
L FET,
o J—KRDONR—=VarBLOZ A7 (Version APl =2 — /L %4 f)
o [EZEPFRMH (FailureReasons APl == — /L&)
o FREEAT—X A (AuthStatus APl = —/L & H)
o THYULT 4 AT —HF A (AcctStatus APT =2 — /L% {# )
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J—FDNN—2a3rEELEUV4E24TD API a—)L

%/ — F® RETS Programmatic f > #—7 A A (PI) +y—E R I LTy LETAMTDHICE
Version APl 2 — V2 {EATEEd, 22 TiE, AF—~ 77 A VOHIF, 2D APl 2 — L ZIEOH
FTZEIZED, CiscolSE Y7 by o7 ONR—=Va VBLIO — K XA 7H#ERTHFIE, 2D API

I LBITHRICEEND ) — RDOAR=Va XA TV IO T L E T,

=R ZATIERONT AN £,
« STANDALONE_MNT NODE =0
« ACTIVE MNT NODE= 1

« BACKUP MNT NODE =2

« NOT AN MNT NODE =3

N—232 APlOHARF—=

IOV TN AX—< T 7 AL, ¥—74 > |k Cisco Monitoring ISE / — R~DEEFEHD, N—T =3
> APl 2— o 3¢9,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="product" type="product"/>

<xs:complexType name="product">

<xs:sequence>

<xs:element name="version" type="xs:string" minOccurs="0"/>

<xs:element name="type of node" type="xs:int"/>

</xs:sequence>

<xs:attribute name="name" type="xs:string"/>
</xs:complexType>

</xs:schema>

R—T 3> APl A—)LOFEUH L
S

GE) APl a— A& RAT5%4—4 v h J— K25, 474172 Cisco Monitoring ISE / — KT 5 = & &R L
TWARENRH Y £9, Cisco ISE / — RO~V Y F &2 ERT 121X, Cisco Monitoring ISE / — K®

Rl (P1-2) 2L T IZE0,

N—=23 Y APl 3—LERTT BHICE. ROFIEEZRITLES.

AFw7F 1 Z—% v b Cisco Monitoring ISE / — Ricu 7' f > LE7,

7o & 21X, BFA MAD acmel23 @ Cisco Monitoring ISE / — RIZEANIC e 74 T 28E5. 0/ —
RO URL 7 RVABRDO LI ICERRSNETS,

https://acmel23/admin/LoginAction.do#pageld=com cisco_xmp web page tmpdash

AFwvF 2 T/admin/] 2> R—3> h%& APl a— /O aR—x> |k (/ise/mnt/api/ <specific-api-call>) (Z& &
Wz T, =% /J—FOURLT7 KLA 74—V RIZNX—=Y a3 APl a— L& AN LET,

https://acmel23/ise/mnt/api/Version

Cisco Identity Services Engine Release 1.1.xAPI Y27 LY R HqA F
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ATFvFT 3

N—2 32 APl

S I— APl #8ALT= CiscoISED FS5TLYa—F4>7 M

N

(F) IO a— I, KRXF/INLFEXT 220, =% b J—FKOURLT7 KLA 7 (—
NV RICEEIZS APL a— V&2 AT 508N H Y £9, APL 2a— A BHITO Tmnt] O,
Cisco Monitoring ISE / — K& & L 7,

Enter ¥ —Z#M L T APl =2 — L& RITL %7,

A—IhBREND YV TIL T—4

Wiz, #—4% v b Cisco Monitoring ISE / — FT/X— 3 » APl a— L& IEFOHT & 2 ITEEN D
T=2ERLET, TOAPL 2= A TE, =7 v b /= RIZOWTKRO 2 FEOMEPIRSNET,

o J—FRoNR—=U 3y (ZOFITIE, 1.03.032 ZRFLET),

e Cisco Monitoring ISE / — RO & A 7 (ZOHITIX, 72 7 « 772 Cisco Monitoring ISE / — R
1OTHDHIEZEW®RTD M) 2RRFLET),

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<product name="Cisco Identity Services Engine">
<version>1.0.3.032</version>

<type of node>1</type of node>

</product>

EEER APl O—JL

(E)

H—Fy b )= R TITONERIEAT —H ADF = v 7 TREINTZEEHBOY R M &2IRTZDIC
FailureReasons APl =2 — L2 TEX£9, ZZTlE. XFx—~ 77 A LOHEAH, ZD APl 2—/1
ZMREONH T Z L2 L 9, Cisco Cisco Monitoring ISE / — R TRk SN2 EHB OV A M ERT
FIE, ZD APl 2 — A RITHRICK SN OEERB OV T MAZOWTHIA L T, KINDFEERS
I, ENENER 3-LICRTROELZ THEINET,

Cisco ISE Failure Reasons Editor Zffi fj L TIEEHEHBOEERR Y A MNIT 7 v AT 5 HFIEICET 25
{22\ TIZ, [Cisco ISE Failure Reasons Editor ®ffi ] (P.A-1) &ML T X0,

% 341 Cisco Identity Services Engine D&~ =217)L

BEHEHODESR £l

A 1D <failureReason id="11011">

a— K <11011 RADIUS listener failed>

Jﬁ <Could not open one or more of the ports

used to receive RADIUS requests>

P <Ensure that the ports 1812, 1813, 1645 and
1646 are not being used by another process
on the system>

[ oL-25543-01-J
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N

(GF) CiscolSEx—H% A X —T 2 A%EHA LT (=% (Monitor) ]>[ L7 — bk (Reports) |>[H
Z 17 (Catalog) 1> [FEEHH (Failure Reasons) 1 %7 VU v 7 LC) EEHBHLAN—-FDHLI0ED
DEMERLET, BEEHEB LR— MRFRRENET,

FailureReasons APl D H X F—<

OV TN Ax—~ Ty AL, ¥—7% v I Cisco Monitoring ISE / — R~DHERDEFH D,
FailureReasons API = — /v ® 7} T9,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="failureReasonList" type="failureReasonList"/>

<xs:complexType name="failureReasonList">
<xs:sequence>
<xs:element name="failureReason" type="failureReason" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="failureReason">
<xs:sequence>
<xs:element name="code" type="xs:string" minOccurs="0"/>
<xs:element name="cause" type="xs:string" minOccurs="0"/>
<xs:element name="resolution" type="xs:string" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="id" type="xs:string"/>
</xs:complexType>
</xs:schema>

FailureReasons APl 3—/LOFEUH L
N

GE) APl a— A& RATTB5—5 v b J— K7, H%h72 Cisco Monitoring ISE / — R TH D Z & BHER L
TWBHRENRH Y 7, Cisco ISE / — FO~ULY ;%R 5 121%, [Cisco Monitoring ISE / — F®
72 (P1-2) 2ZRLTIZE,

FailureReasons APl 1— /)L R1T75I21%, ROFIEEZEFTLET,

AFvF 1  #¥—% v b Cisco Monitoring ISE / — Kicme 7 A » LET,

7o & 21, BFA MAH acmel23 @ Cisco Monitoring ISE / — RIZRANICa 74 T 585E5, 20/ —
FOURL 7 FLARRD L HICRRINET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash
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m. 0L-25543-01-J |



| $38 F3ILYa—F1 FEOHTY— APIOEA

S I— APl #8ALT= CiscoISED FS5TLYa—F4>7 M

[/admin/| 22> R—F > % APl a—/L DR —>> k (/ise/mnt/api/ <specific-api-call>) T &

#z2C, #—%>v b /—FK®OURL 7 KL A 7 ¢ —/L RIZ FailureReasons APl == — /L& AH L £,

https://acmel23/ise/mnt/api/FailureReasons

S

GF) Zhooa—ut, RXF/IXFEXBTES, =7y /—FOURL 7 KL R 71—
v RIZIHEIZS APL a— V2 AT H0NERSH D £3, API a—A#HAITO Tmnt) O,
Cisco Monitoring ISE / — K& & L 7,

Enter ¥—Z# L T APl =2 — L& RITL £,

FailureReasons APl a— /L5 RENZ Y2 FIL T—4

GE)

Wiz, #—7% > b Cisco Monitoring ISE / — K C FailureReasons APl 2 — /L Z O3 & (2R S
57 —F&RLET, TOAPLa—E, #—5 v b J— FbEERROY X M EIRLET, EE
Bk, #neh, EEID, BEEa—F, RE, d0E BEoRa) LhoTERINET,

& @ FailureReasons API 2 — v OfliL, IRENDT —% O/NRERY TN E2RKRLTOHET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<failureReasonList>

<failureReason id="100001">

<code>

100001 AUTHMGR-5-FAIL Authorization failed for client

</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100002">

<code>

100002 AUTHMGR-5-SECURITY VIOLATION Security violation on the interface
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100003">

<code>

100003 AUTHMGR-5-UNAUTHORIZED Interface unauthorized

</code>

<cause>This may or may not be indicating a violation</cause>

[ oL-25543-01-J
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<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100004">

<code>

100004 DOT1X-5-FAIL Authentication failed for client

</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100005">

<code>100005 MAB-5-FAIL Authentication failed for client</code>
<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100006">

<code>

100006 RADIUS-4-RADIUS DEAD RADIUS server is not responding
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100007">

<code>

100007 EPM-6-POLICY APP FAILURE Interface ACL not configured
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

FHHER
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="authStatusOutputList" type="fullRESTAuthStatusOutputList"/>

<xs:complexType name="fullRESTAuthStatusOutputList">

<Xs:sequence>

<xs:element name="authStatusList" type="fullRESTAuthStatusList" minOccurs="0"

maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
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<xs:complexType name="fullRESTAuthStatusList">
<xs:sequence>
<xs:element name="authStatusElements" type="fullRESTAuthStatus" minOccurs="0"

maxOccurs="unbounded" />

</xs:sequence>

<xs:attribute name="key" type="xs:string"/>
</xs:complexType>

<xs:complexType name="fullRESTAuthStatus">
<xs:complexContent>

<xs:extension base="restAuthStatus">

<xs:sequence>
<xs:element name="id" type="xs:long" minOccurs="0"/>
<xs:element name="acsview timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acs_session id" type="xs:string" minOccurs="0"/>
<xs:element name="service selection policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>
<xs:element name="cts security group" type="xs:string" minOccurs="0"/>
<xs:element name="use case" type="xs:string" minOccurs="0"/>
<xs:element name="cisco av pair" type="xs:string" minOccurs="0"/>
<xs:element name="ad domain" type="xs:string" minOccurs="0"/>
<xs:element name="acs_username" type="xs:string" minOccurs="0"/>
<xs:element name="radius username" type="xs:string" minOccurs="0"/>
<xs:element name="nac role" type="xs:string" minOccurs="0"/>
<xs:element name="nac username" type="xs:string" minOccurs="0"/>
<xs:element name="nac posture token" type="xs:string" minOccurs="0"/>
<xs:element name="nac radius_is user auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected posture server" type="xs:string" minOccurs="0"/>
<xs:element name="selected identity store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication identity store" type="xs:string"

minOccurs="0"/>

<xs:element name="azn exp pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext pol_ server matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp mapping pol matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity policy matched rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port type" type="xs:string" minOccurs="0"/>

<xs:element name="query identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="sel exp azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected query identity stores" type="xs:string"
minOccurs="0"/>

<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco h323 attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco ssg attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response time" type="xs:long" minOccurs="0"/>
<xs:element name="nad failure" type="xs:anyType" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType
<xs:sequence>

<XS:

<xXs
<xXSs

<xs:

<xXS

element

relement
telement
<xS:

element
element

telement
<xS:

element

name="restAuthStatus">

name="passed" type="xs:anyType" minOccurs="0"/>
name="failed" type="xs:anyType" minOccurs="0"/>

name="user name" type="xs:string" minOccurs="0"/>
name="nas_ip address" type="xs:string" minOccurs="0"/>
name="failure reason" type="xs:string" minOccurs="0"/>
name="calling station id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
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<xs:element name="identity group" type="xs:string" minOccurs="0"/>
<xs:element name="network device name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>
<xs:element name="eap authentication" type="xs:string" minOccurs="0"/>
<xs:element name="framed ip address" type="xs:string" minOccurs="0"/>
<xs:element name="network device groups" type="xs:string" minOccurs="0"/>
<xs:element name="access_service" type="xs:string" minOccurs="0"/>
<xs:element name="acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication method" type="xs:string" minOccurs="0"/>
<xs:element name="execution steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius response" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port id" type="xs:string" minOccurs="0"/>
<xs:element name="nac policy compliance" type="xs:string" minOccurs="0"/>
<xs:element name="selected azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="service type" type="xs:string" minOccurs="0"/>
<xs:element name="eap tunnel" type="xs:string" minOccurs="0"/>
<xs:element name="message code" type="xs:string" minOccurs="0"/>
<xs:element name="destination ip address" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

AuthStatus APl 3—/LOFFUH L
S
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<authStatusOutputList>

<authStatusList key="00:25:9C:A3:7D:48">

<authStatusElements>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user_ name>hareesh6</user name>

<nas_ip address>10.203.107.10</nas_ip address>

<calling station id>00:25:9C:A3:7D:48</calling station id>

<nas_port>1</nas port>

<identity group>iPEP-WLC-Group</identity group>

<network device name>iPEP3</network device name>
<acs_server>HAREESH-R6-1-PDP1l</acs_server>

<eap authentication>EAP-MSCHAPv2</eap authentication>

<network device groups>

Device Type#All Device Types#iPEP,Location#All Locations

</network device groups>

<access_service>Default Network Access</access service>
<acs_timestamp>2010-12-20T01:38:49.566Z</acs_timestamp>

<authentication method>MSCHAPV2</authentication method>

<execution_ steps>
11001,11017,15008,15048,15048,15004,11507,12500,11006,11001,11018,12101,12100,11006,11001,
11018,12102,12800,12175,12805,12806,12801,12802,12105,11006,11001,11018,12104,12804,12816,
12132,12125,11806,12105,11006,11001,11018,12104,11808,15041,15006,15013,24210,24212,22037,
11824,12105,11006,11001,11018,12104,11810,11814,11519,12128,12105,11006,11001,11018,12104,
12126,12127,15036,15048,15048,15004,15016,12171,12105,11006,11001,11018,12104,12106,11503,
15036,15048,15048,15004,15016,11002

</execution steps>

<audit_session_id>0acb6b0b0000000D4DOEB3AI</audit session_ id>

<nas_identifier>Cisco 4d:c0:a0</nas_identifier>

<nac_policy compliance>NotApplicable</nac policy compliance>

<selected azn profiles>iPEP-Compliant-Authz-Profile</selected azn profiles>

<service type>Framed</service type>

<eap tunnel>EAP-FAST</eap tunnel>

<message code>5200</message code>

<destination ip address>10.203.107.150</destination ip address>

<i1d>1292549379215912</id>

<acsview timestamp>2010-12-20T01:38:49.567Z</acsview timestamp>

<acs_session_ id>HAREESH-R6-1-PDP1/81999140/50</acs_session_id>
<service_selection_policy>iPEP-WLC</service_ selection_policy>

<authorization policy>iPEP-WLC-Compliant-Policy</authorization policy>

<identity store>Internal Users</identity store>

<response>

{User-Name=hareesh6; State=ReauthSession:0acb6b0b0000000D4DOEB3AY;
Class=CACS:0acb6b0b0000000D4DOEB3AY : HAREESH-R6-1-PDP1/81999140/50;
Termination-Action=RADIUS-Request;
MS-MPPE-Send-Key=04:11:2d:bf:8b:5f:cl1:b0:14:b1:73:ad:48:90:65:e0:c2:a3:£7:66:2d:dc:70:fl:a
b:56:cd:09:c4:b0:b7:ae;
MS-MPPE-Recv-Key=7e:38:94:72:e2:23:8a:e4:90:18:45:61:91:c0:44:ea:0c:21:39:14:2f:7c:9£:55:d
6:52:af:£d:55:48:3f:34; }
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</response>

<cisco_av_pair>

audit-session-id=0acb6b0b0000000D4DOEB3A9, ipep-proxy=true

</cisco_av_pair>

<acs_username>hareesh6</acs_username>
<radius_username>anonymous</radius_username>

<selected_identity_ store>Internal Users</selected identity store>
<authentication identity store>Internal Users</authentication identity store>
<identity policy matched rule>Default</identity policy matched rule>
<nas_port type>Wireless - IEEE 802.11</nas_port type>

<tunnel details>

Tunnel-Type=(tag=0) VLAN, Tunnel-Medium-Type=(tag=0) 802, Tunnel-Private-Group-ID=(tag=0)
208

</tunnel details>

<other attributes>
ConfigVersionId=18,DestinationPort=1812, Protocol=Radius, Framed-MTU=1300, State=37CPMSession
ID=0acb6b0b0000000D4DOEB3AY; 39SessionID=HAREESH-R6-1-PDP1/81999140/50;, Proxy-State=Cisco
Secure
ACS53e5cfac-0a31-11e0-c000-000000000000-2905701264-3372,Airespace-Wlan-Id=2,CPMSessionID=0
acb6b0b0000000D4ADOEB3AY, IssuedPacInfo=Issued PAC type=Authorization with expiration time:
Mon Dec 20 02:38:49

2010, CPMSessionID=0acb6b0b0000000D4DOER3AY9, EndPointMACAddress=00-25-9C-A3-7D-48, Device
Type=Device Type#All Device Types#iPEP,Location=Location#All Locations,Model

Name=Unknown, Software Version=Unknown, Device IP
Address=10.203.107.11,Called-Station-ID=00-24-c4-1b-36-70:1ipep3

</other attributes>

<response_ time>3</response time>

</authStatusElements>

<authStatusElements>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>hareesh6</user name>

<nas_ip address>10.203.107.10</nas_ip address>

<calling station id>00:25:9C:A3:7D:48</calling station id>

<nas_port>1</nas port>

<identity group>iPEP-WLC-Group</identity group>

<network device name>iPEP3</network_device_ name>
<acs_server>HAREESH-R6-1-PDP1l</acs_server>

<eap authentication>EAP-MSCHAPv2</eap authentication>

<network device groups>

Device Type#All Device Types#iPEP, Location#All Locations

</network_device_groups>

<access_service>Default Network Access</access service>
<acs_timestamp>2010-12-19T01:32:39.220Z</acs_timestamp>
<authentication_method>MSCHAPV2</authentication method>

<execution_ steps>
11001,11017,15008,15048,15048,15004,11507,12500,11006,11001,11018,12101,12100,11006,11001,
11018,12102,12800,12175,12805,12806,12801,12802,12105,11006,11001,11018,12104,12804,12816,
12132,12125,11806,12105,11006,11001,11018,12104,11808,15041,15006,15013,24210,24212,22037,
11824,12105,11006,11001,11018,12104,11810,11814,11519,12128,12105,11006,11001,11018,12104,
12126,12127,15036,15048,15048,15004,15016,12171,12105,11006,11001,11018,12104,12106,11503,
15036,15048,15048,15004,15016,11002

</execution steps>

<audit session 1d>0acb6b0b0000000C4D0D60B6</audit session id>
<nas_identifier>Cisco_4d:c0:a0</nas_identifier>

<nac_policy compliance>NotApplicable</nac policy compliance>

<selected azn profiles>iPEP-Compliant-Authz-Profile</selected azn profiles>

<service type>Framed</service type>
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<eap tunnel>EAP-FAST</eap tunnel>

<message_code>5200</message_code>

<destination ip address>10.203.107.150</destination ip address>
<id>1292549379206881</id>

<acsview timestamp>2010-12-19T01:32:39.218Z</acsview timestamp>
<acs_session id>HAREESH-R6-1-PDP1/81999140/46</acs_session id>
<service selection policy>iPEP-WLC</service selection policy>
<authorization policy>iPEP-WLC-Compliant-Policy</authorization policy>
<identity store>Internal Users</identity store>

<response>

{User-Name=hareesh6; State=ReauthSession:0acb6b0b0000000C4D0OD60B6;
Class=CACS:0acb6b0b0000000C4D0D60B6 : HAREESH-R6-1-PDP1/81999140/46;
Termination-Action=RADIUS-Request;
MS-MPPE-Send-Key=£f0:£4:5d:38:c4:5d:e8:85:51:65:ea:9e:ad:27:9f:c6:50:ae:11l:ae:£8:8c:9d:c2:5
c:d3:33:06:36:be:14:79;
MS-MPPE-Recv-Key=d3:4a:2b:e6:6b:£f8:31:ef:cc:84:d0:57:96:24:ab:e4:9p:45:3a:43:a7:1a:05:e7:5
d:a0:46:33:02:63:ef:39; }

</response>

<cisco_av_pair>

audit-session-id=0acb6b0b0000000C4D0OD60B6, ipep-proxy=true

</cisco_av_pair>

<acs_username>hareesh6</acs_username>

<radius_username>anonymous</radius_username>

<selected_identity_ store>Internal Users</selected identity store>
<authentication identity store>Internal Users</authentication identity store>

<identity policy matched rule>Default</identity policy matched rule>

<nas_port type>Wireless - IEEE 802.11</nas_port type>

<tunnel details>

Tunnel-Type=(tag=0) VLAN,Tunnel-Medium-Type=(tag=0) 802, Tunnel-Private-Group-ID=(tag=0)
208

</tunnel details>

<other attributes>
ConfigVersionId=18,DestinationPort=1812, Protocol=Radius, Framed-MTU=1300, State=37CPMSession
ID=0acb6b0b0000000C4D0D60B6; 39SessionID=HAREESH-R6-1-PDP1/81999140/46;,Proxy-State=Cisco
Secure
ACS53e5cfac-0a31-11e0-c000-000000000000-2905701264-3372,Airespace-Wlan-Id=2,CPMSessionID=0
acb6b0b0000000C4D0D60B6, IssuedPacInfo=Issued PAC type=Authorization with expiration time:
Sun Dec 19 02:32:39

2010, CPMSessionID=0acbo6b0b0000000C4D0OD60B6, EndPointMACAddress=00-25-9C-A3-7D-48, Device
Type=Device Type#All Device Types#iPEP,Location=Location#All Locations,Model
Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.11,Called-Station-ID=00-24-c4-1b-36-70:1ipep3

</other attributes>

<response time>3</response time>

</authStatusElements>

<authStatusElements>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>

<user name>hareesh6</user name>

<nas_ip address>10.203.107.10</nas_ip address>

<calling station id>00:25:9C:A3:7D:48</calling station id>

<nas_port>1</nas port>

<identity group>iPEP-WLC-Group</identity group>

<network device name>iPEP3</network device name>
<acs_server>HAREESH-R6-1-PDP1l</acs_server>
<eap_authentication>EAP-MSCHAPv2</eap_authentication>

<network device groups>

Device Type#All Device Types#iPEP, Location#All Locations

[ oL-25543-01-J
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</network device groups>

<access_service>Default Network Access</access_service>
<acs_timestamp>2010-12-18T01:26:22.089Z</acs_timestamp>

<authentication method>MSCHAPV2</authentication method>

<execution steps>
11001,11017,15008,15048,15048,15004,11507,12500,11006,11001,11018,12101,12100,11006,11001,
11018,12102,12800,12805,12806,12807,12810,12105,11006,11001,11018,12104,12812,12804,12801,
12802,12816,12149,12105,11006,11001,11018,12104,12125,11521,12105,11006,11001,11018,12104,
11522,11806,12105,11006,11001,11018,12104,11808,15041,15006,15013,24210,24212,22037,11824,
12105,11006,11001,11018,12104,11810,11814,11519,12128,12105,11006,11001,11018,12104,12126,
12127,15036,15048,15048,15004,15016,12169,12105,11006,11001,11018,12104,12651,12107,11503,
15036,15048,15048,15004,15016,11002

</execution steps>

<audit session 1d>0acb6b0b0000000B4DOCODBD</audit session id>

<nas_identifier>Cisco 4d:c0:a0</nas_identifier>

<nac_policy compliance>NotApplicable</nac policy compliance>

<selected azn profiles>iPEP-Compliant-Authz-Profile</selected azn profiles>

<service type>Framed</service type>

<eap tunnel>EAP-FAST</eap tunnel>

<message code>5200</message code>

<destination ip address>10.203.107.150</destination ip address>

<i1d>1292549379197803</id>

<acsview timestamp>2010-12-18T01:26:22.042Z</acsview timestamp>

<acs_session_ id>HAREESH-R6-1-PDP1/81999140/30</acs_session_id>
<service_selection_policy>iPEP-WLC</service_ selection_policy>

<authorization policy>iPEP-WLC-Compliant-Policy</authorization policy>

<identity store>Internal Users</identity store>

<response>

{User-Name=hareesh6; State=ReauthSession:0acb6b0b0000000B4DOCODBD;
Class=CACS:0acb6b0b0000000B4D0CODBD : HAREESH-R6-1-PDP1/81999140/30;
Termination-Action=RADIUS-Request;
MS-MPPE-Send-Key=d3:94:df:2b:fc:18:12:91:ad:4£:3b:09:d1:76:93:83:21:83:33:3a:14:b9:9b:c0:a
0:81:71:96:95:64:2c:ed;
MS-MPPE-Recv-Key=3b:c2:31:58:81:8a:34:24:d4:55:03:¢cd:a2:91:85:49:7£:16:36:30:d9:8d:24:a7:5
O:ec:3e:df:7a:85:ea:5c; }

</response>

<cisco_av_pair>

audit-session-id=0acb6b0b0000000B4D0CODBD, ipep-proxy=true

</cisco_av pair>

<acs_username>hareesh6</acs_username>

<radius_username>anonymous</radius_username>

<selected identity store>Internal Users</selected identity store>
<authentication identity store>Internal Users</authentication identity store>

<identity policy matched rule>Default</identity policy matched rule>

<nas_port type>Wireless - IEEE 802.11</nas port type>

<tunnel details>

Tunnel-Type=(tag=0) VLAN, Tunnel-Medium-Type=(tag=0) 802, Tunnel-Private-Group-ID=(tag=0)
208

</tunnel details>

<other attributes>
ConfigVersionId=18,DestinationPort=1812,Protocol=Radius, Framed-MTU=1300, State=37CPMSession
ID=0acb6b0b0000000B4D0CODBD; 39SessionID=HAREESH-R6-1-PDP1/81999140/30;,Proxy-State=Cisco
Secure
ACs53e5cfac-0a31-11e0-c000-000000000000-2905701264-3372,Alrespace-Wlan-Id=2,CPMSessionID=0
acb6b0b0000000B4D0CODBD, IssuedPacInfo=Issued PAC type=Tunnel V1 with expiration time: Fri
Mar 18 01:26:22

2011, CPMSessionID=0acb6b0b0000000B4D0OCODRD, EndPointMACAddress=00-25-9C-A3-7D-48, Device
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Type=Device Type#All Device Types#iPEP,Location=Location#All Locations,Model
Name=Unknown, Software Version=Unknown, Device IP
Address=10.203.107.11,Called-Station-ID=00-24-c4-1b-36-70:ipep3

</other_ attributes>

<response_ time>3</response time>

</authStatusElements>

</authStatusList>

</authStatusOutputList>

FHhAOU b RAT—2X APl O—L

B—4y N )= FROEFOTFTARIAL Z2BL Oy a7 Ty MERETET 572951 AcctStatus
APl 22—V &FEHTEXET, ZZTIE, AX%—~ 77 A LOHNFI, D API :rwzlx%ﬂ?()“ﬁ?“: L
WXV, BHOT AL ZABLOE Y v a VEROBEREZFETDHFIH, 20 API 72— L EITHITIEE
NDF =2 OV T O THMH LE T, AcctStatus API = — /Wi kv | BRBE T A — X 3% 0E
T LR ET,

o I HE SN MAC 7 RLRIZBENM T HNTEH T 7 b DTS A L a— ROBERE W
BRRITSN OB EER L E T, 2 —PARERRRMEOAFMIT 1 ~ 432000 % (5 H) T
\?AO

— 2400 b (40 43) OfE%E AF L= B 40 SN TEE 72 F8E MAC 7 R L A D et
THTL NDOFNAL A La— R \%T&)é_&%ﬁ%bi%

— 0RDEE AT LIEEBEE. 7740 MO 154 (900 ) #HEELET, ik, 2Ok
il ﬁﬂ%TﬁE&%EMACT RVADERFT IO FOTNRA A La— RKRRLETHDHZ &
EEWRLET,

AcctList API =—/L %, APIHH A E LT, ROT DU N AT —=ZADT—HF 7 4—)L RER L%
4 (& 3-3 #2H),

# 3-3 FHhHIVT AT RATF—RRADT—E 74—V F
T—4 74— F B

MAC 7 R L& 7747 DO MAC T RL2A
audit-session-id ikt vy v a v ID

2y N A ANy MR

Ny M MEENT Y MK

NA RAS WZENA MK

SNA M) EEANA MK

eI 1 HRIEDOE v a v OIFE R

AcctStatus APl DH AR ¥F—~<

OB TN AX—~ Ty AL, #—75 > | Cisco Monitoring ISE / — RCTOfFES Nty =
VADBEEH D, AcctStatus APT = — LD )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="acctStatusOutputList" type="restAcctStatusOutputList"/>

<xs:complexType name="restAcctStatusOutputList">
<xs:sequence>

[ oL-25543-01-J
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<xs:element name="acctStatusList" type="restAcctStatusList" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="restAcctStatusList">
<xs:sequence>
<xs:element name="acctStatusElements" type="restAcctStatus" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="macAddress" type="xs:string"/>
<xs:attribute name="username" type="xs:string"/>
</xs:complexType>

<xs:complexType name="restAcctStatus">
<xs:sequence>
<xs:element name="calling station id" type="xs:string" minOccurs="0"/>
<xs:element name="audit session id" type="xs:string" minOccurs="0"/>
<xs:element name="paks in" type="xs:long" minOccurs="0"/>
<xs:element name="paks out" type="xs:long" minOccurs="0"/>
<xs:element name="bytes in" type="xs:long" minOccurs="0"/>
<xs:element name="bytes out" type="xs:long" minOccurs="0"/>
<xs:element name="session time" type="xs:long" minOccurs="0"/>
<xs:element name="username" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

AcctStatus API FUHH L #FFUHT 2 &
N

GE) APl a—n%RITT D4 —5 v /— R, A%/ Cisco Monitoring ISE / — R Th 5 Z & ZHigid L
TWBHRENRH Y 7, Cisco ISE / — RO~V Y F %R 512i%, [Cisco Monitoring ISE / — F®
g7l (P.1-2) 2ZRLTIIEEN,

AcctStatus APl I—JLZERTT 5IZIE. ROFIEEZEFTLET,

A7TvF 1  Z—7% > b Cisco Monitoring ISE / — Rizm 7 A > LET,

7o & 21X, B A 4D acmel23 @ Cisco Monitoring ISE / — RIZERANC R 74 T D8H5. 20/ —
RO URL 7 RVABKRD LI ICERSNET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash

A7TvF 2 T/admin/] 22 KR—3> b% APl 2 — LD R—F 2k
(/ise/mnt/api/<specific-api-call>/MACAddress/<macaddress>/ <durationofcurrenttime>) |Zi& X #i x
T, #—4%v b+ J—F®OURL 7 FL A 7 1 —/L FIT AcctStatus API = — /L& A Sj LET,

https://acmel23/ise/mnt/api/AcctStatus/MACAddress/00:26:82:7B:D2:51/1200

)

GE) hboa— i, RXFILFERT S0, #—7 v J—ROURLT RLR 74—
v RIZIHEIZS APL a— V2 AT H0ERSH D £5, API a—A#HAITO Tmnt] O,
Cisco Monitoring ISE / — FZ R L £7,
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AFv7F 3 Enter ¥—%HLTAPI a— V%2 RITLET,

AcctStatus APl a— /Lo REnB 52TV F—4

Wiz, #—% > I Cisco Monitoring ISE / — FC AcctStatus APl = — /L& RO T & 1TSS
T2 ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<acctStatusOutputList>

<acctStatusList macAddress="00:25:9C:A3:7D:48">
<acctStatusElements>

<calling station id>00:25:9C:A3:7D:48</calling station id>
<audit session 1d>0acb6b0b0000000B4D0OCODBD</audit session id>
<paks in>0</paks in>

<paks_out>0</paks_out>

<bytes in>0</bytes_in>

<bytes out>0</bytes out>
<session_time>240243</session_time>
<server>HAREESH-R6-1-PDP1</server>

</acctStatusElements>

</acctStatusList>

</acctStatusOutputList>

Cisco Identity Services Engine Release 1.1.x APl Y77 L> R A4 F
| oL-25543-01-J .m



$3® FS5ILa—F1 JAOHTY— APIOER |

B 51— API %ML CiscoISED FSTLYa—F 45

Cisco Identity Services Engine Release 1.1.xAPI Y27 LY R HqA F
m. 0L-25543-01-J |



CHAPTER

R Z 8 REST APl A

Z O TIL, Cisco Identity Services Engine ®Z D U U —ATHAHR— K ENTWVDHIROME« DB AL E
(CoA) REST API = — VO IEIZ DWW THIZH I 28 5B L E£3 ., CoA API =—/LiX, Cisco
ISE # A CHE S 7= Cisco Monitoring ISE / — R v ¥ 3 VIZRFEa~ > RBL Ok v a Ul =
~ v FERET 2 AR LET,

WOHETIX, APLOH N AF—~< 77 A LV OHF], & APl 2 — L RBITOFIE, 8LV APl =2—/1|Z
FoTERENDET—ZDY Tz >N TiBA L £,

. ’V'IZ//S /ﬁ:n»huﬂEAPIj“‘/l/J (P4 1)
o [&yva Ut APl =—] (P4-3)

CoAtvia> ER API O—)LOEH

CoA v a VEM API =2— L LY, Cisco ISE EAIZIBWT, #—4 v b Cisco Monitoring ISE
J—FROEEEyva VCHRBIE Y FBEX I~ RERETEL LT LET,

e by a U HIFE (Reauth)
e v a Uk (Disconnect)

w3 UERM API O—I)L

ZIZTIE, A¥—< 77 A NLDOHE S, Reauth APl 2 — L&A Z & Ick Y, ® v a VEHREE
o< RBXWReauth # A4 72 EET L FIE. 2D APl 2 — VRITRICKIND T — XDV T
DOWTHHALET, FRIEOZ A FIIERONT NN EE DS TEHZ ENTEET,

« REAUTH_TYPE_DEFAULT =0
« REAUTH_TYPE LAST =1
« REAUTH_TYPE_RERUN =2
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Reauth APl DA X F*—<

OV TN AX—< 77 AL, ¥—% v I Cisco Monitoring ISE / — R THEEZ v ¥ a v ~Dik
{51 @ Reauth API = — /LD ) TY,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="remoteCoA" type="coAResult"/>
<xs:complexType name="coAResult">
<xs:sequence>
<xs:element name="results" type="xs:boolean" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

Reauth APl 3—/)LOFEUH L
N

GE) APl =a—nN&RITTH4—5 v /— K2 A%/ Cisco Monitoring ISE / — R T&h % Z & Zfgid L
TWBHRENRH Y £7, Cisco ISE / — RO~V Y ;%R 7 5iik. [Cisco Monitoring ISE / — K®
i) (P.1-2) #ZRLTIIEEN,

Reauth APl a— /I ZH#T9 5ICIE. ROFIEEZERTLET,

AFwF 1 Z—% v b Cisco Monitoring ISE / — Ricu 7' A > LE7,

7ok X, BA N4 acmel23 @ Cisco Monitoring ISE / — RiZ&AIca 7 A 23545, 20/ —
RO URL 7 RVARRD LS IZFRENET,

https://acmel23/admin/LoginAction.do#pageld=com cisco_xmp web page tmpdash

AFwvF 2 [/admin/] 22 R—%2 & APl a—/LDaR—x |k
(/ise/mnt/api/CoA/<specific-api-call>/<macaddress>/
<reauthtype>/<nasipaddress>/<destinationipaddress>) IZEX#x T, #—4% v s /— KO URL 7 K
LA 74—/ RiZ Reauth APl =— V& AT LE T,

https://acmel23/ise/mnt/api/CoA/Reauth/serverl12/00:26:82:7B:D2:51/2/10.10.10.10

)

(E) INHOa—uEk, RXF/INLFEXNT 5720, ¥~ v b J—KFKOURL 7 LR 74—
U RICEEIZS AP a— V&2 AT 50830 £3, API 2— A BHITO Tmnt] O,
Cisco Monitoring ISE / — F&# &L £7,

AFwv7 3 Enter ¥—%ZMLTAPI a— /L ZRITLET,

Cisco Identity Services Engine Release 1.1.xAPI Y27 LY R HqA F
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Reauth APl a— /L 5iREh D P2 FIL T—4

Wiz, #—7%" v & Cisco Monitoring ISE / — K C Reauth APl 22— /L Z MO HT & ZITKINDT — X
ZRLET, 2Oavr ORI LML, KO 2 FEOENEINET,

e [True) o~y RREFICFETEINTZZ EE2RLET,
o [False) 1% (SEXFERLMIZED) o~y RBRETSNE -T2 L2 EWLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<results>true</results>
</remoteCoA>

v a Yl APl O—JL

ZIZTIE, Ax—~ 77 A /LD S, Disconnect API = — /L AMERNHTZ LI LY ., By g o
R~ FEBELOR— N A7 Vg A 72 XETAHTNE, 2D APl a2 — L BITHICKEND
F— B DP TN ONTIHA LT, EEREROR— N F7F v a v XA 712, ROWT g E
DBTHZENTEET,

e DYNAMIC AUTHZ PORT DEFAULT =0

« DYNAMIC AUTHZ PORT BOUNCE =1

* DYNAMIC_AUTHZ PORT_SHUTDOWN = 2

Disconnect APl DHARXF—<

OV TN AR —< 77 AL, ¥—% v I Cisco Monitoring ISE / — R THEEZ v ¥ a v ~Dik
5% @ Disconnect API = — /L D)) T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="remoteCoA" type="coAResult"/>

<xs:complexType name="coAResult">
<xs:sequence>
<xs:element name="results" type="xs:boolean" minOccurs="0"/>

</xs:sequence>
<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

Disconnect APl 2 —JLOEUH L
N

GE)  APLa— A% RITTH5—F v b J— K7, H%h72 Cisco Monitoring ISE / — RTH D Z & ZHER L
TWBHRENRH Y 7, Cisco ISE / — FO~UL Y ;%R 5 12i%, [Cisco Monitoring ISE / — Fd

R (P1-2) &ML T EN,
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| oL-25543-01-J .m



$4E BIEE RESTAPIOFEA |

W CoA v 3 %&HEAPI I—LOER

Disconnect APl a—)LZ &7 5ICE. ROFIEZERTLFET,

AFvF 1  #%—% v b Cisco Monitoring ISE / — Kica 7 A > LE7,

7o & 21X, B A M4D acmel23 @ Cisco Monitoring ISE / — RIZERAIC R 74 T 28H5. 20/ —
RO URL 7 RVABKRD LI ICERSNET,

https://acmel23/admin/LoginAction.do#pageld=com cisco xmp web page tmpdash

AFwF 2 [admin/)] 2R —3> b& APl 2— LD a R —x 2k
(/ise/mnt/api/CoA/<Disconnect>/<serverhostname>/
<macaddress>/<portoptiontype>/<nasipaddress>/<destinationipaddress>) [ZE&#tx T, ¥—% v b
J—R®URL 7 KL% 7 ¢ —/L FIZ Disconnect API =—/L% A L £,

https://acmel23/ise/mnt/api/CoA/Disconnect/serverl2/
00:26:82:7B:D2:51/2/10.10.10.10

)

GE) hboa—uE, KXFNLFEXGT L5720, =% J—FOURLT7 KLRA 74—
b RICIEEIZS API 22— V& ANTH0ENH Y F3, API 22— L HAITO Tmnt) OfFHIT,
Cisco Monitoring ISE / — F&# &L £7,

AFwv7 3 Enter ¥—%ZMLTAPI a— /L ZRITLET,

Disconnect APl a—/Lh bl REhB Y2 T)IL T—4

Wiz, #—4% v I Cisco Monitoring ISE / — FC Disconnect APl =t —/LZ T & & ITiREIND
T2 &R LET, 20T FOFFRHL2L, KO 2 BEORRPESNET,

e [True] T~y RREFICETINZZEE2RLET,
e TFalse] 1T (X FEZFARLMIZEY) a~y RRETINEN-T=Z 2 EHRLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<results>true</results>
</remoteCoA>
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GE)

Cisco ISE Failure Reasons Editor O {&F

Z OfF# T, Cisco ISE Failure Reasons Editor (27 7 2 A3 572 DO FJEZ#ME L E9, Cisco ISE
Failure Reasons Editor 1T H T& AEEHEH T XTI+ AR &2 245 Cisco ISE = —¥ 1 >
H—T A ADA T a T, APl Zfifk3 5 CiscoISE 7 =V —% T 25 & Get BEEHB DO~ v
BT Da—AnbH A LTREND ATV a vt F oy 7 T 55T ET,

Cisco ISE Failure Reasons Editor 3 % &, CiscoISE Y7 hU =7 IZ Lo TEFHK I 417z Cisco
Monitoring ISE / — REMEICHEA T 2BEHBOEY A MIT 7 EATEX X5V ET, ROF
JEIZ LY, ERINZEEBBEOY XA MR RELIIRET DI ENTEET, EEHAEZFRL, 2
T 7' AT BHIiE, 5858 Cisco Monitoring ISE / — K® Cisco ISE = —¥ A > ¥ —7 = A AT 1
TA T HRERHY T, aXr 7ICBET 23MIC OV Tk, [Cisco Monitoring ISE / — R D2
(P.1-2) ZBHL TSN,

Cisco ISE BEERMICHT 25FMEZIT—MRBR T Ty 2 —TF 4 7T 2BEIC OV TIR,
[ Cisco Identity Services Engine User Guide, Release 1.1.1] ®%i 22 % [Monitoring and
Troubleshooting| BLUMTER D S L TS 723V,

BHOFRTE X UiESE

ATFvFT1
ATFvF 2

ATvT 3

Cisco ISE Failure Reason Editor Z#fEH 32 &, BEHBHO Y A N EERRL, BREHBHOH 2 HET
HZENTEET, SOICHEZMRIT D HEGEREL T,

BEEHEZRTEBLUERT HICE. ROFIEERTLES,

[&# (Administration) ]>[ A7 A (System) |>[#%& (Settings) ] DMEIZEIR L £,

Fer—vary RxAo[E=FY 7 (Monitoring) | ZEM L, [MEMETT ¢ % (Failure
Reason Editor) ] Z##4R L £ 9,

BEEHBO Y 2 SBEROARFVICE TSN ET,
BEAOREERH 2 FREIIEERBZMBT DI, ROEXE2FIATLET,
o BEMOMBEMRRZEXRT IHE:

— [EEHBE=T ¢ ¥ (Failure Reason Editor) | X—IZH DV A " b, REOFRKIZKIGT
LA T ar RE LRI 7 BEIRLET,

o EEHHZMETDHE:

— TXAMLFHNE [ 7445 (Filter) | 7F A Ry 7 RZAN L, [ 74404 (Filter) | %
707 LET,

[ oL-25543-01-J
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ft# A  Cisco ISE Failure Reasons Editor O |

N mgmostssRE

— BEHRL L TERREND, BT DEEHBO 1 > (Fidzhllh) 2@RLET,
A7v7 4 EEARZRFET DT, KOFIHEZEITLET,
o ZAHMIOLEMICH LA T ary REZ 7Y vy 7 LET (BIRSND EARZ ERICEDY £9),
o [#fE (Edit) 1227V vZ7 LET,
o JHEEIRT 4 —/V FIZHMAZANEIIEE L TnDE, RIRFIEZ AT 20, ZELET,

o BHEEMBRFET DL, [#E (Submit) 27V v s LET, BHEEZRERFETITKR T T2H61 [
¥y 2/ (Cancel) 127U >y 27 LET,
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