cuneren S0

show service-policy 1< > F~ show
xlate A< >k
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#30EF show service-policy 27> F~ show xlate a2 F |

W  show service-policy

show service-policy

PF—b R RY —kEHERERRT HI1E, FHE EXEC & — KT show service-policy =~ > N % {#

LET.

show service-policy [global | interface intf] [csc | inspect | ips | police | priority | shape]

show service-policy [global | interface intf] [set connection [details]]

show service-policy [global | interface intf] [flow protocol {host src_host | src_ip src_mask}
[eq src_port] {host dest_host | dest_ip dest_mask} [eq dest_port] [icmp_number |
icmp_control_messagel]|

WX DA

TIHIE

Il _ Cisco Security Appliance A< F )27 L&

CsSC

(fEE) ese A~ FagheRY v —720 2 LET,

dest_ip dest_mask

FoF7 4y 7 7R—0DEIPT FLABLOXY hvR 7,

details

EE) 7747 v T LOEEGHRIBRNA X—T MR > TWABEAIR, 7
FAT U N L oEREREER TR LET,

eq dest_port

ER) Fi, sifeR— M, Folckd THRET IR - &S &8T5
VERDHY T,

eq src_port

() %5, FEILR—MI FHIIHTTHET L R—-MET L BT
LMENDY £,

flow protocol

EE) ¥X=2 VT4 TTIAT U ATRY V—OEANSRERD NT
Ta4vy 7u—%EELET, 2O —ICHAINLEY U —RERS
NWET, flow ¥ —U— N\ THRET 558 LF—U—FTIX, 7u—
ZIP 5 # 7 NVIEATHE L E T, protocol SIEOBF R /2MEIZ DWW TIE, [E
HEDTARTA ] ZBRLTIEIN,

global

(EE) T X TOA U F—T oA A ZEHSINDE T a— UV R o—Dh%
HALET,

host dest host

o774y 7u—05%HEA D IP 7T KLA,

host src_host

o747 7u—0OFETFANDIP T KL A,

icmp_control_message

(FEE) Fo774v 27 7a—0OICMP A vE—VERELET,
icmp_control_message BIBOE R REICHONTX, EH EOTA KF 1
Y EZRLTIES N,

icmp _number

FEE) Vo977 4y 27 Zua—DICMP 7u Fa L& saiEE LT,

inspect

({EE) inspect 2~ > REEFLARY =72 F &2 M LET,

interface intf

EE) intf BIBTHE LA v 2 —T =4 AZHEA SN DR v—%FR
LEJ, intf i nameif 2~ RCTEFE LA U F—T = AL T,

ips ips A~ FaGZhRY =2zt LET,
police police =~ > FaGLeAR Y =& LET,
priority priority =~ > F&EHRY —EiFE2HHLET,

set connection

set connection =~ > F&EHeAR Y U —7ZF 2 H D LET,

shape

shape 2~ > FE2EHARY U —HFEH I LET,

src_ip src_mask

o747 Za—CHEAENTWAERETIP T FLABLUOR Y hv A
7

T 7 A FOBIEREITH Y A,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show service-policy W

avy Rk E—F WROFKIZL, a~v 2 REANTELE—RERLET,
FZ74724—IL E—F |[£FaUF<s a2FTFX b
TILF
aAVTEHRR
avY K E—F L—Tv F |E& N ~ SRT L
F¢#E EXEC . o . . _
avy FERE J1y—=x EERAE
7.0(1) Zoawy RPNEAIHE L,
7.1(1) ese F—U—FABEMENnE L,
7.2(4)/8.0(4) shape ¥— U — RN BEMENE L,

BERLEDAA FF1 Y

flow ¥— 7 — FN&FEHT AL, TRFREAEEDO 70 —IZ250W T, X2 T4 TTIAT LV ARF
O7ue—IZHEMATHRY) V—ERETEET, ZOBEREAATLE, Y—EA KR — a7y
Fal—rvalllloT, RERT—EANKEOHFEICIRMEIND Z L 2B TE ET, flow —
U — RIZEWTIEET 2818 EF—U—RTIE, A7 V=7 F ZFr—AbEdhTninwryrn—% 1P 5
2 TN THRELET,

IP5 27 NERT7 o —2iRET 572, —HO—BEEIIA—FEnEdi, KT, 7r—0ORHK
THR=—FSNTWL —BREEDOY X M 2R LET,

¢ match access-list
* match port
e match rtp

e match default-inspection-traffic

priority ¥ — U — R, A X —T =2 A AERBALTEEFEEINTT Yy hOERNI U X2 EERTT D
TeOIERALET,

show service-policy =~ FO M IJITE R SN D PR DOEIL, class-map 2~ > FIZ L - TiESR
SN T T4 I = TF T =T = A, PR ORKEZ R L TOET,
fembryonic-conn-max] 7 4 —/V FiZi%, Modular Policy Framework #ffH35 77 41 v 27 7T A
(ZRRE ST i RO B O RMEDS FR S E T, KRS D BTED W EER RN i KB & % L
A FRERKEEZEZ TOBEAIE. H LW TCP #6523 class-map 2~ > RIZ X > TEZHEINZ b
T4 BATIC BT DL, TOHERIIH LT TCP AT ENEM S ET,

protocol 51# D&
RIZ, protocol BIB DB 2MEE R L ET,

o number : 71 kA )LFE (0 ~ 255)
e ah

* eigrp

* esp

* gre

e icmp

* icmpé6

| oL-12173-02-J
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¥30E

show service-policy 37> F~ show xlate a7 F |

W  show service-policy

igmp
igrp
ip
ipinip
ipsec
nos
ospf
pcp
pim
pptp
snp
tep
udp

icmp_control_message 51¥ 0 (&
WIZ, icmp_control_message BB DB EZ R L ET,

alternate-address
conversion-error
echo

echo-reply
information-reply
information-request
mask-reply
mask-request
mobile-redirect
parameter-problem
redirect
router-advertisement
router-solicitation
source-quench
time-exceeded
timestamp-reply
timestamp-request
traceroute

unreachable

il %Iz, show service-policy global =~ > RO AHI% R~ LE T,

hostname# show service-policy global

Il _ Cisco Security Appliance A< F )27 L&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show service-policy W

Global policy:
Service-policy: inbound policy
Class-map: ftp-port
Inspect: ftp strict inbound ftp, packet 0, drop 0, reset-drop O

&IZ, show service-policy priority =~ FOH 2R L ET,

hostname# show service-policy priority
Interface outside:

Global policy:
Service-policy: sa global fw policy

Interface outside:
Service-policy: ramap
Class-map: clientmap
Priority:
Interface outside: aggregate drop 0, aggregate transmit 5207048
Class-map: udpmap
Priority:
Interface outside: aggregate drop 0, aggregate transmit 5207048
Class-map: cmap

&Iz, show service-policy flow =~ > ROH %R LET,
hostname# show service-policy flow udp host 209.165.200.229 host 209.165.202.158 eq 5060

Global policy:
Service-policy: fl global fw policy
Class-map: inspection default
Match: default-inspection-traffic
Action:
Input flow: inspect sip

Interface outside:
Service-policy: test
Class-map: test
Match: access-list test
Access rule: permit ip 209.165.200.229 255.255.255.224 209.165.202.158
255.255.255.224
Action:
Input flow: ids inline
Input flow: set connection conn-max 10 embryonic-conn-max 20

&Iz, show service-policy inspect http =~ > KOH I ZR LE5, Z OFITIEL, match-any 7 7 &
~ v 7O match 2~ FZLICHFHERA R RS NET,

hostname# show service-policy inspect http

Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: http http, packet 1916, drop 0, reset-drop O

protocol violations
packet 0

class http any (match-any)
Match: request method get, 638 packets
Match: request method put, 10 packets
Match: request method post, 0 packets
Match: request method connect, 0 packets
log, packet 648

| oL-12173-02-J
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#30EF show service-policy 27> F~ show xlate a2 F |

W show service-policy
&IZ, show service-policy inspect waas 2~ > ROHAFIZRLET, ZOFITIE, waas OFEFHER
MERSINET,
hostname# show service-policy inspect waas
Global policy:
Service-policy: global policy
Class-map: WAAS
Inspect: waas, packet 12, drop 0, reset-drop O
SYN with WAAS option 4
SYN-ACK with WAAS option 4
Confirmed WAAS connections 4
Invalid ACKs seen on WAAS connections 0
Data exceeding window size on WAAS connections 0
EEEEAS avwy kR B
clear configure -2 KV —Dar 74 F¥al—variE7 V7 LET,

service-policy
clear service-policy TRCODY—EA R —ar7 4 F¥al—2ar%27 07 L%ET,

service-policy P—EA R —FRELET,
show running-config E{7a. 7 ¥l —T g ICRESNTVWEF—ER R —E2FRL
service-policy 7,

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show service-policy inspect ftp

show service-policy inspect ftp

FTP A > A7 v a @ FTP &RE &2 Fr7 21213, % EXEC £ — F T show service-policy inspect
ftp =~ F&2EHLET,

show service-policy [interface inf] inspect ftp

BX DA interface int EE) BEDA v 4 —T = A AZIEEL LT,
TIANLE T 74N N OBERMHEITH Y EH A
avy R E—F ORI, a~< FEANTEDLE—RERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
<ILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ DRT L
¥5#E EXEC * . . . —
avy FERE Jyy—= EFERRE
7.2(1) Zoavy FNEAINE L,

BREDHAESAY  FIP A AT varHil, X270 77747 U ARMIbBMETIC Ty b & ey 795
BERHVET, X2 VT4 TTITAT LV AONH Ty bR Rr Yy 7INTNDE0E ) %k
89 %12i%, show service-policy inspect ftp =~ RZ AN L E T,

GE) EXROODOFRuyF hvrHidavwy NHOIZRRENE®EAL, EX2VT 40 TT7I7A4AT U ABMbLE
HMEFICNNTFy e ka7 T5Z2 L3 EFNTHLHO, Zoa<vr RO DICRey 7 oo 20
FTRINDZEIFTIFEAEHD FHA,

# 30-1 (2. show service-policy inspect ftp =~ > FOHjZ R LET,

% 30-1 FTP Favy 7 HHr 2 DOHHA
FayZF o4 ho VR EDOKESEHE
Back port is zero drop APPE, STOR, STOU, LIST, NLIST, RETR ®#% =~ R&4L

MBI 5L XITAR—MENR O THDOIHA,

Can't allocate back conn drop BOTFT —2PHEEID LY TLH & LTRRLESGA,

Can't allocate CP conn drop X2 VT4 TTIAT AN CP BT — 2 EEZEI Y YT
Lo ELTRMLESGA,

VAT L AFINPARREL TN E I NET 2y 7 LTS
AN

Cisco Security Appliance <> F Y7L >R
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#30EF show service-policy 27> F~ show xlate a2 F |

show service-policy inspect ftp

& 30-1 FTP FOyZF A 4 DHHA W)

FAyZF hoos

ho U EDESEY

Can't alloc FTP data structure
drop

Y¥X2 VT4 TTIATUVANFEFTP A U ART S 5 0 DF —F
BEEVYCLH ELTRKLESGA.

AT A AFUNRRELTORWLDHERL T EEN,

Can't allocate TCP proxy drop

Y X2 VT4 TTIAT UV ANTCP 7uFxi0Fr —2EEZEY
VCTrkHrELTRELESGS,

VAT L AFEYRARRL TR L T ZSN,

Can't append block drop

FTP X7 v hDAR—=AREIZLY, Xy MZTF—X%BIMNT
ERVEE,

Can't PAT port drop

X2 VT4 TTITAT UV ANRR— M PAT R ET D DK
L7884,

Cmd in reply mode drop

REPLY £— R TCa~ > R&ZEL-HA,

Cmd match failure drop

X2 VT 4 TTTA4T AT regex DRARFHZHNERT 7 — 033
ELTESE,

Cisco TAC IZBHWAEbEL &V,

Cmd not a cmd drop

FTP a~= > K A2 MY U TR EOBH L FREEN TN D
it

Cmd not port drop

PORT 2~ FEZETHLTEDEX2VT 4 TTIAT AT
Boa<r REZE LEEE,

Cmd not supported drop

X2 VT4 TTIAT UV ATHR—=FINTWRWFTP 2~
RZ#H L7548,

Cmd not supported in IPv6 drop

IPv6 T FTP v RBYFR— IR TV RNGE,

Cmd not terminated drop

FTP =~ R NL £721% CR TR T L7254,

Cmd retx unexpected drop

HEE STy b2 TPHEFICRE LIESE,

Cmd too short drop

FTP o~ FARET X584,

ERPT too short drop

ERPT =~ RNET X HBA,

IDS internal error drop

FTPID = v 7 HIZHNHE= 7 — 03 4E L7254,
Cisco TAC IZBRWEbE < Z &0,

Invalid address drop

A AN g CHPICERR P T L ARHBE SN 5BE,

Invalid EPSV format drop

ESPV a2~ FTHERX= 7 -0 S n=5H4,

Invalid ERPT AF number drop

ERPT =~ R® Address Family (AF; 7 KL 2 77 I U) M
IR,

Invalid port drop

A VART a IS AR — AR SR EA,

No back port for data drop

APPE, STOR. STOU, LIST, NLIST, RETR ®#% 2~ F& 4L
BLTWDEEIAT Yy MIR—= FREENLTOVRWES,

PORT command/reply too long
drop

PORT o~ FEZII RNy v TINEDOE SN 8 2B T-HB4,

Reply code invalid drop

IS A — RN e 56

Reply length negative drop

IREDOE SOMENATH LA,

Reply unexpected drop

X2 VT4 TTITAT AT, W& ETH LT AL XL
BraZE LI25A,

Retx cmd in cmd mode drop

CMD E£— FTHZEESNZa~vy REZE LB,

Il _ Cisco Security Appliance A< F )27 L&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show service-policy inspect ftp

# 30-1 FTP FOw T Ao S DBE (#E)
FavF hoos NI EDENEH
Retx port not old port drop Ry b EFREE LI, Xy FRNOR— MBS REAICERE L

W= b EERRDEGE,

TCP option exceeds limitdrop |TCP 47+ a3 v OESOEMBEF T, 7 3 v OE XN TCP
~y X —OHIRMEZ B 2 256,
TCP option length error drop TCP A7 v a v OEIOMEMNIELL RWiEa,

i KIZ. show service-policy inspect ftp =~ > FOHAFlZ R L E T,

hostname# show show show service-policy inspect ftp

Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: ftp, packet 0, drop 0, reset-drop 0
Can't alloc CP conn drop 1, Can't alloc proxy drop 2
TCP option exceeds limit drop 3, TCP option length error drop 4
Can't alloc FTP structure drop 1, Can't append block drop 2
PORT cmd/reply too long drop 3, ERPT too short drop 4
Invalid ERPT AF number drop 5, IDS internal error drop 6
Invalid address drop 7, Invalid port drop 8
Can't PAT port drop 9, Invalid EPSV format drop 10
Retx port not old port drop 11, No back port for data drop 12
Can't alloc back conn drop 13, Back port is zero drop 14
Cmd too short drop 15, Cmd not terminated drop 16
Cmd not a cmd drop 17, Cmd match failure drop 18
Cmd not supported drop 19, Cmd not supported in IPvé6 drop 20
Cmd not port drop 21, Retx cmd in cmd mode drop 22
Cmd retx unexpected drop 23, Cmd in reply mode drop 24
Reply length negative drop 25, Reply unexpected drop 26
Reply code invalid drop 27

BEa<w K avwyk H L]
class-map X2V Ty TovarEEHTAN I 74 v VTR EERLET,
inspect ftp FTP "7 7 4 v V0 ETHT IV r—val A VAT a v EHEL
i‘j‘o
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#30EF show service-policy 27> F~ show xlate a2 F |

W show service-policy inspect gtp

show service-policy inspect gtp

GTP 27 4 Fab—3 3 y&2RFT 5T, K EXEC £— R T show service-policy inspect gtp

avry FeHLES,

show service-policy [interface inf] inspect gtp {pdp-context [apn ap name | detail | imsi
IMSI value | ms-addr IP_address | tid tunnel ID | version version_num | | pdpmcb | requests
| statistics [gsn /P _address] }

B DEE

T2+

Il _ Cisco Security Appliance A< F )27 L&

apn (fEE) #87E L7z APN [ZHSW T, PDP =27 ¥ X h OFEMZe ) % FoR
LET,

ap_name HRTBEREERRTDIHEDT 7R RA Y FMAaERELET,

detail ({E&) PDP 27X A FO#EMREhER R LET,

imsi i L7 IMSTICHSWT, PDP 25 % X hDFEMIARH N EF R LE
7

IMSI_value BEHEm A RRT 2HED IMSI 48 ET 5720 D 16 ERHE,

interface L) BEDA v X —T = A ZAEEELET,

int BRAERTT DA L X —T A ZAEHELET,

gsn (fE&E) GPRS ¥ R— bt /—RZHELET, 20/ — Kk, GPRS M
F—H Xy "= DXy hU—IBOA L H—T = A ZATT,

gtp (&) GTP oV —bE A R v—%2F R LET,

IP_address MM a2 FRT 5 IP 7 LA,

ms-addr (EE) HBELIZMS 7 RLRIZESWT, PDP 27 F 2 MO/ H

NERTRLET,

pdp-context

UEE) Xy hF—F Fobhal arsxFA 2R ELET,

pdpmcb ({£E) PDP v A& —HliHl7 0 v 7 DAT—Z 2K R LET,

requests ({EE) GTP EsROAT—H A& F R LET,

statistics (&) GTP fitEmaFr L E£7,

tid (£E) $5ELE TID ICESWT, PDP 227X 2 MO H 4 FR
LET,

tunnel ID MEHERERRTAHED RNV ERET 7200 16 HEHIHE,

version (f£E) GTP X—Y 3 ZHSWT, PDP 2T X% X bR 2%

R~LET,

version_num

HEHERAEETRTHPDP AT HFANOA—Ua VEEELET, BD
REFIL 0 ~ 255 T,

T 7 4V N OBEREIIRDH U EH A,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

avwv kR E—F

show service-policy inspect gtp W

ROFIZ, a2 P ANTEHEF— R RLET,

avr FEE

HERHEDHA K51

]

274794 —)L E—F |[£%a )T 2VTFXE
TILF
aAVTEHRR
avwry kK E—F L—Tv F |E& N ~ DRT L
F¢#E EXEC . o . . _
J1y—=x EERAE
7.0(1) Zoavy RREAIShELE,

M | 2T AL, RENBE T ANZ VT TEET, BRTANZ Y T T2 a o OFMIZS
VT, [ ZAS LTSS,

show pdp-context =~ > KiZ, PDP 2> 7% A MIBETAEHRER R LET,

Ny b TF—% Fua bhaj arsFH R ML, IMSI & NSAPI OflAGbETHDL ForxLIDICk-
TRl s Ed, GTP Fr it 8725 GSN / — FiZh s 2 HoBE 32 PDP =27 % A MZ
LoTEESN, | DO XAV ID Lo THBIESNET, GTP b xrud, ATy b 7—4
Fy NT—=J LA )N AT =gy a—FOMTRr v MRk d 572 DICHETT,

show gtp requests =~ > KL, BRF¥ 2 —IZA> TWHEEDCEREZELZRLET,

WIZ, show gtp requests =~ > KOH OB EZRLET,

hostname# show gtp requests
0 in use, 0 most used, 200 maximum allowed

WROBID LD ITHERE | Z#EHT DL, RENEE 74NV Y T TEET,

hostname# show service-policy gtp statistics | grep gsn

ZORFITIER, BT gsn EWVIHIENEZTENTND GTP HaHERPF RS NET,
WIZ, GTP A AR v a rOffiatER ez £R"T o3~ FERLET,

hostname# show service-policy inspect gtp statistics

GPRS GTP Statistics:
version_not_support| O|msg_too_short|0
unknownimsg| O|unexpectedisig7msg|0
unexpectedidataimsg| O|ie7duplicated|0
mandatory ie missing | 0l mandatory ie incorrect |0
optional ie incorrect |0l ie unknown |0
ieioutiofiorder| O|ie7unexpected|0
total_forwarded| O|total_dropped|0
signallingimsgidropped| O|data7msg7dropped|0
signallingimsgiforwarded| O|dataimsg7forwarded|0
total created_pdp| 0l total deleted_pdp| 0
total createdipdpmcb| 0l total deletedﬁpdpmcb| 0
pdpinoniexistent| 0

| oL-12173-02-J
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#30EF show service-policy 27> F~ show xlate a2 F |

W show service-policy inspect gtp

WIZ, PDP 27X R MNIBT A EREFETRTHa~v RERLET,

hostname# show service-policy inspect gtp pdp-context
1 in use, 1 most used, timeout 0:00:00

Version TID|MS Addr | sGsN aAddr | 1d1le | aPN
v11123456789012342511.1.1.1111.0.0.2 0:00:13 gprs.cisco.com

| user name (IMSI): 214365870921435|MS address: |1.1.1.1

| primary pdp: Yl nsapi: 2

|sgsn_addr_signal:| 11.0.0.2 |sgsn_addr_data: [11.0.0.2
|ggsn_addr_signal:| 9.9.9.9 |ggsn_addr_data:| 9.9.9.9

| sgsn control teid: | 0x000001d1 | sgsn data teid: | 0x000001d3
| ggsn control teid: | 0x6306£fa0 | ggsn data teid: | 0x6305£9fc
|seq_tpdu_up: lol seq_tpdu_down: lo

|signalisequence: lo

|upstream_signal_flow: lo |upstream_data_flow: lo
|downstream_signal_flow: lol downstream data flow: lo

| Raupdate flow: | 0

7% 30-2 |2, show service-policy inspect gtp pdp-context =~ > ROHINZE TN TV B EFIOFH %

A~LET,

& 30-2 PDP 3 F%X b

DS LDAYF— L]

Version GTP DR —V g v aRRLET,

TID bRV T ERRLET,

MS Addr TRV AT —a DT KL AZERLET,

SGSN Addr P—e RS — T =R ) — TR
R<LET,

Idle PDP 227 F A b MEH STV W EAE 2 2%
r~LET,

APN TIRARLA L M EFRRLET,

BEav R avwU R HL]
class-map X2 VT T arEEATAONI 74y VI REERLET,

clear service-policy 7a—sLip GTP #atHE#E 27 V7 LET,
inspect gtp

debug gtp GTP A ¥ A7 g v ORI R A2 FoR LET,

gtp-map GITP~v v 7%E#L, GTP vy S a7 4 Xal—ar T— &S
F—7 NV LET,

inspect gtp TV r—vary £ AT g AHEATIREED GTP ~ v 7 & A
LET,

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show service-policy inspect radius-accounting W

show service-policy inspect radius-accounting

TFVr—vary A AR v a D RADIUS TH Y VT 4 v VREEFTFT HITIE, FikE EXEC
“&— KT show service-policy inspect radius-accounting =~ > R&ffH L £,

show service-policy [interface inf] inspect radius-accounting

X DA interface int EE) BEDA v 2 —T oA A& ELET,
TIFIE T 7 4V F OBHERLEIZH D FHA,
avY kR E—F WOFRKIZ, a~<v REANTEDLE—RERLET,

T747 94— E—F |£F2UFqs a0FFXF
RIVF
AVTER
avYF E—F L—FyF Ef# UL k YRT L
FikE EXEC . . . . _
av Yy FERE yy—=x EFEANRE
7.2(1) Zoavy FNEAINE L,
1 IZ, show show service-policy inspect radius-accounting =~ > FOHIHIZ R L ET,
hostname# show show service-policy inspect radius-accounting
0 in use, 0 most used, 200 maximum allowed
BEav R avwo R BL
class-map X2 VT4 T arERHATON I T4y VI RAEERLET,
inspect RADIUS 7TA DT 4> 7 NI 74 v 2RET LT T r—var A
radius-accounting VARV a v ERELET,
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£ 30FE show service-policy 27> F~ show xlate A< F

l  show shun

show shun

shun 15 AZ F =T 5121%. K EXEC F— N T show shun =~ > F&EHEH L F1,

show shun [src_ip | statistics)

X DA sre_ip (EE) o7 FLRACHETEREERLET,
statistics EE) AV Z—T oA ADAT L ZFE TR R LET,

T4 T 7 4V F OEHERLEIZH Y FHA,

avY R E—F WOFRIZ, a~<v REANTEDE—RERLET,

7747924 —)LE—F |[€£F%aUFq4 aV7TFXF
RIVF
aAVTHFR
avy kK E—F L—TyF |&E# v [ VAT L
¥5#E EXEC . . . . _
avy FEE yy—= EERNE
PEA7 Zoawy FEBEFE T,
i iz, show shun =~ > RO A Z5R LET,
hostname# show shun
shun (outside) 10.1.1.27 10.2.2.89 555 666 6
shun (insidel) 10.1.1.27 10.2.2.89 555 666 6
P i=iedN S avyv Rk B
clear shun HAIEA F— T MCENTVBEREE T XTT 4 t—7 M L, [\ %
7UVT7TLET,
shun PR EIE L, BEFEOT_XRTOER» LD/ v NERFRICT S 2

CWZED WBEILARA RADIA T Iy VIEEEAR—T M LET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

showsip W

show sip

SIP vz v aFRmrT 5I121E, R EXEC €— R Tshowsip 2~ REHHALET,

show sip

B DR Zoawy FIZIEBIEELITZF—U— RiEb 0 8 A,
T2+ T 7 v N OBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILTF
aAVTHFR
avYy R E—F =Ty K |&f& gL k AT LA
KkE EXEC . . . . .
avy RERE yy—2z FTENE
BEfF Zoawy FEIEEFETY,

BEREDAL T4

]

show sip =~ > NiZ, SIP A VAT v ay m VTV UOMEDO N T TNy a—T 4 o TIZEL B ET,
X, inspect protocol sip udp 5060 =~ > F & —§&IZ L £, show timeout sip =~ > Fix, &R
INTWL e harvod A4 L7 0 MEERFLET,

show sip 2~ R, EX=2 V74 7774 TV A% THENL SN TWD SIP £y v a v OF#RE
RRLET, ZOa~<2 ik, debug sip 3 LU show local-host =~ > F& & (2, SIP A o A~S
var UV rOBBEO NI I a—T 4 U IERESRET,

pager =2~ RERELTH S showsip 2~ FE2EHTHZ L2 HRLET, ZHOSIP Y=
VoL a— RBEET 28%5A 12 pager 2~ 2 RRFEES N TV W& show sip 2~ > R #EE TH
J1E 5 E TR 00 £77,

Wiz, show sip 2~ ROHAFIZRLE T,

hostname# show sip

Total: 2

call-id c¢3943000-960ca-2e43-228f@10.130.56.44
| state call init, idle 0:00:01

call-id ¢3943000-860ca-7elf-11£f7@10.130.56.45
| state Active, idle 0:00:06

TOFETIE, X2 VT4 TFIATUALD2 0T 257 47 SIPEyYa rRERENTHVE
T (Total 74—/ REZM), % call-id BN 1 >Da— L2 FLET,
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#30EF show service-policy 27> F~ show xlate a2 F |

M showsip
wAIDE >~ 3 1% call-id ¢3943000-960ca-2e43-228£@10.130.56.44 C, Call Init JREEIZH Y F
To THE, ZOEy Y a U REREI-AREPTHL I LEERLTVEY, a—AVREBZETTLHO
X, ACK MHERSINTMHETY, 2Dty vavid, 1 BEI7TA KAVRETLT,
2FEDOE Y a i active IREETT, ZORETIHEIT—AFEENTET L, TV RRA U IR AT 4
TERZBELTHET, 2oty varit, 6 M7 A FARETLE,

BlEa<w >R avwy Rk B
class-map X2 VT4 T arEREATON I T4y VT REERLET,
debug sip SIP DT Ny ZliEHEA X —T M LET,
inspect sip SIP7 7V r—vary A ANy a A x—7 M LET,
show conn SEIFERBR A T OBRIREEF R LET,
timeout SFESERTu harBLlOty i ay 24 7DOT A RREED B Kk

R 23 E LET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show skinny

show skinny

SCCP (Skinny) A > A7 v ay 2V UV OMBEE N T TNy a—T 4 73 5I10%, Rt EXEC
£ — K show skinny =~ > R&HHLET,

show skinny

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILTF
aAVTHFR
avYy R E—F =Ty K |&f& gL k AT LA
%*ﬁ EXEC L4 o . ° _
avy RERE yy—2z FTENE
BEfF Zoawy FEIEEFETY,

BEREDAL T4

U

show skinny =~ > Fl%, SCCP (Skinny) A > A7 gy 2P rORED N T TNy a—T 4~
AN VA CY: S

W DOEA:TD show skinny 2~ > ROMAFIZRLET, ¥X=2 D74 TTIA4 T RA&BAT2o
DT 7T 477 Skinny £ v a Bty Ty TERTWET, HBHIO Skinny £y a siE v—
Hv 7 KL 10.0.0.11 (2% 2 il Cisco IP Phone & 172.18.1.33 1Z® % 41 Cisco CallManager O f#]
WCHEN. S TWET, TCP &— bk 2000 1%, CallManager T9, 2 &FH® Skinny &> v a »if, v—
H T KL A 10.0.0.22 125 55O N Cisco IP Phone & [/l U Cisco CallManager O RJIZffgsr 1T
WET,

hostname# show skinny

LOCAL FOREIGN STATE
1 10.0.0.11/52238 172.18.1.33/2000 1
MEDIA 10.0.0.11/22948 172.18.1.22/20798
2 10.0.0.22/52232 172.18.1.33/2000 1
MEDIA 10.0.0.22/20798 172.18.1.11/22948
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#30EF show service-policy 27> F~ show xlate a2 F |

Ml show skinny

ZOHBAIE . WHFDOWER Cisco IP Phone ORI T — L AL ENTWAS Z EBb0 £4, &A1& 2
ZHOEZEKO RTP U A F— hid, £1Ei UDP 22948 & 20798 T,

Wi, 6o Skinny BRI T 5 xlate [FHMZEZ R LET,

hostname# show xlate debug

2 in use, 2 most used

Flags: DI DNS, al dump, I |identity, i |inside, nlno random,

| ol outside, rl portmap, s | static

NAT from inside:10.0.0.11 to outside:172.18.1.11 flags si idle 0:00:16 timeout 0:05:00
NAT from inside:10.0.0.22 to outside:172.18.1.22 flags si idle 0:00:14 timeout 0:05:00

BREOT UK avwyv Rk L
class-map X2 VT T varEEATANI T4y VI REERELET,
debug skinny SCCP OF Ny JiEREA F—T NI LET,
inspect skinny SCCPT 7V r—var A VAR varviEAF—TMILET,
show conn SEIE B A T OBRIREEFR R LET,
timeout SEESERTu raLBLOky T ay A TDOT A FAREED &Kk
R 23 E L ET
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| #30%=

show service-policy 27> F~ show xlate a7~ F

show sla monitor configuration W

show sla monitor configuration

T7 4N e, SLABEO a7 4 Fal—va UEERRTDHICIE, 2—¥ EXEC £— R T
show sla monitor configuration =~ > FZ{HEMA L 7,

show sla monitor configuration [s/a-id]

EX DA sla-id (EE) SLA #{ED ID &5, ARNRMEIX 1 ~ 2147483647 T,
TIFIE sla-id PIRE SN TOWARWEARIE, T XTO SLAEMED a7 4 Fab—va VERFTRINET,
avwy kK E—F WOFRKIZ, a~<v REANTEDLE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
<ILF
aAVTXR
avy kK E—F L—Ty F |&f& VTN k DRT A
2 —4 EXEC . . . . —
avy FEE Jyy—=x EERNE
7.2(1) Zoavry RPREAINE LR,

BERLEDAA K1Y

]

FITa 74 Falb—r a0 SLA B~ F&fkiET 5121, show running config sla monitor
avr FEfHALET,

WIZ, show sla monitor =~ > RO AHEZRLET, SLAEE 123 a7 4 XFalb—T 3 N
FRSVE T, show sla monitor =~ > RO Tk T, [ L SLA )fF® show running-config sla
monitor =~ > FOH TSN ET,

hostname> show sla monitor 124

SA Agent, Infrastructure Engine-II
Entry number: 124

Owner:

Tag:

Type of operation to perform: echo
Target address: 10.1.1.1

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 1000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 3

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

| oL-12173-02-J
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#30EF show service-policy 27> F~ show xlate a2 F |

Bl show sla monitor configuration

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

hostname# show running-config sla monitor 124

sla monitor 124

type echo protocol ipIcmpEcho 10.1.1.1 interface outside
timeout 1000

frequency 3
sla monitor schedule 124 life forever start-time now

Bl#Eav UK avwyk B
show running-config {7227 (¥ a2l — a3 DO SLABEI Y 7 4 Fal— gy a~<vy
sla monitor KEF£RLET,
sla monitor SLA E=# U 72 EZELE 7,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show sla monitor operational-state W

show sla monitor operational-state

SLA BiEDEERIER R RT 511X, =—% EXEC *&— KT show sla monitor operational-state =
v~V REMHLET,

show sla monitor operational-state [s/a-id]

X DA sla-id (f£7) SLA @i{ED ID &5, AR/RMHIX 1 ~ 2147483647 T,
FI4IE sla-id DEEFEENTVRWESIE, TXTo SLA 8fEDOFEHERNFE R SIET,

a<w> K E—F WOFRKIZ, a~<v REANTEDLE—RERLET,

7747924 —)LE—F |[€£F%aUFq4 aV7TFXF
<ILF
aAVTFRX
avy kK E—F L—TyF |&E# v [ VAT L
= —4% EXEC . . . . —
avy FEE J1yy—=x EFERA
7.2(1) Zoavy FNEAINE L,

BALDAA FS4Y  FEfTar 7 4F¥alb—v a0 SLA #iffa~ 2 R&%£RT 5121%, show running-config sla monitor
avy RaEfHLET,

£l KIZ, show sla monitor operational-state =~ > KOH OB EZ /R L ET,

hostname> show sla monitor operationl-state

Entry number: 124

Modification time: 14:42:23.607 EST Wed Mar 22 2006
Number of Octets Used by this Entry: 1480

Number of operations attempted: 4043

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 18:04:26.609 EST Wed Mar 22 2006
Latest operation return code: Timeout

RTT Values:

RTTAvg: O RTTMin: O RTTMax: O

NumOfRTT: O RTTSum: 0 RTTSum2: O
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#30EF show service-policy 27> F~ show xlate a2 F |

W show sla monitor operational-state

P i=iedN S avyvFk B
show running-config 7o 7 (¥ a2l —va O SLABEa Y 74 Fal—v 3y awy
sla monitor KEFRRLET,
sla monitor SLA £=# Y v JEE2 EELET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show snmp-server statistics W

show snmp-server statistics

SNMP H— EHEH 2 £n" T 2 121%, F#4# EXEC & — KT show snmp-server statistics =~ N %
EALET,

show snmp-server statistics

X DA Zoazy FIFsIEERIEF—U—FEdb £t A,

TIF+IE T 7 4V F OEHERLEIEH D FHA,

a<w> kK E—F WDOFRIZ, a~<v REANTEDLE—RERLET,

T7A794—I)L E—F |[£FaYTFq4 aV0TFFRF
TILF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
¥+ EXEC . . N . _
avy FEE yy—=x EEARAR
7.0(1) Ioavw s RRBAESNE LT,
i ZOHIE, SNMP Y — HEEHEREFRT D HEEZRLTOVET,

hostname# show snmp-server statistics
0 SNMP packets input
0 Bad SNMP version errors
Unknown community name
Illegal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
Get-bulk PDUs
0 Set-request PDUs (Not supported)
0 SNMP packets output
0 Too big errors (Maximum packet size 512)
No such name errors

O O O O O o o o

Bad values errors
General errors
Response PDUs
Trap PDUs

o O O O O
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#30EF show service-policy 27> F~ show xlate a2 F |

M show snmp-server statistics

pREOT R avy kR B
snmp-server SNMP 2N L CEexalT 4 TTITA T ADA Ry MEREZRMEL E
R
clear configure SNMP #—R%F 4 E—7 Mz LET,

snmp-server

show running-config SNMP#— RN arv7 4 FXal—ary HnRLULET,
snmp-server
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show ssh sessions W

show ssh sessions

X2 VT4 TTIAT LV ALOT 7T 0772 SSH By v a NNIETAEREAERRT D0, FitE
EXEC ®&— K C show ssh sessions =~ FZfEH L £9,

show ssh sessions [ip_address]

X DA ip_address L) $8ELEIP 7T RLADE Yy v a UEREFPTEZRFLET,
TIHILE T 7 4V F OBHERLEIZH D FHA,
avY kR E—F WOFRKIZ, a~<v REANTEDLE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
<ILF
aAVTXR
avY kK E—F L—Ty F |&f& SugL k AT A
#%‘:1:% EXEC ° ° ° ° —_
avy FERE yy—=x EERNE
BEAT Zoavy Ni3EETY,

BERLEDAA K1Y

il

SID ix, SSHEv v a r2i#il+25—BOFESTT, ClientIPiZ, SSHZ 747 FEFEITLTWD
VATLADIP T FLATY, Versionid, SSHZ 747> FRFAR—FLTWDE T Fa) X—Ts
VFEETT, SSHASSH X—Y a3 v 1 Zi&EYAR—FLTWBHA, Version 21T 1.5 BEREN
F94, SSHZ 74T "N SSH A=V a1 &£ SSH A=Y a2 0iliFEdR—FLTWDHE,
Version #1i21% 1.99 ’FRrENFET, SSHZ FA4 7 MM SSH A=V a v 2 FZiF &R —FLTWNS
%A, Version F121% 2.0 BF RSN E T, Encryption 5121, SSH 7 74 7> " MEA L TV 5K
kD ¥ A FRERENET, State FiZiE, 7 74T hetvxXa T4 7T ITAT VAR THTND
WEOEITRUAFR R SN ET, [Username] 121X, Dy aryCifEshTnwsua s A4y a—9
HNFERSNET, Mode FliZiE, SSHT—4 A MU —ADFAMRERINET, SSH A=V a2

DOEEX, AURBT VI AL E2FHTI L, Rp27 VIV X LE2FHTI L TEE
9, Mode 7 4 —/L FiZiZ in B X Qout RE/RSNET, SSH A N—V a1 OFEF, WD
WZHRIURF B L EEH LET, Mode 7 4 —/L RIZIFEEY 2 LEETRE ([-) BFRIN, 1| 2O
FICHLT1 o0y b OBRBERENET,

iz, show ssh sessions =~ > FOH HfHlZR L E7,

hostname# show ssh sessions

SID Client IP Version Mode Encryption Hmac State Username
0 172.69.39.39 1.99 IN aesl28-cbc mdb5 SessionStarted pat
OUT aesl28-cbc md5 SessionStarted pat
1 172.23.56.236 1.5 - 3DES - SessionStarted pat
2 172.69.39.29 1.99 IN 3des-cbc shal SessionStarted pat
OUT 3des-cbc shal SessionStarted pat

| oL-12173-02-J

Cisco Security Appliance I? > F Y7LV i



#30EF show service-policy 27> F~ show xlate a2 F |

B  show ssh sessions

BREaTUF avw vk L
ssh disconnect TIF 47 SSH Yy a v 2UKLET,
ssh timeout TA RVIREED SSHE Y a v DR A LT Y MEEZFZRELET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show startup-config W

show startup-config

AB—=F T w7 arZ 4 Xalb—yarEFRLE, A= Ty T ar74F¥al—rarn
n— RS E DT —2FR LY T 21213, ### EXEC & — F T show startup-config =~ >
ZRERHLET,

show startup-config [errors]

WX OBH errors EE) ¥x%2UT A TTIA TV ANAT— T v F a7 4 X L—
varvku—RLEEEEIZERSIN 2T —2EKRLET,
TI4+IE T 7 4V hOEEREIZH D R/ A,
avY kK E—F WORIL, a~ REANTEHE—RERLET,
7747924 —)LE—F |[€£F%aUFq4 aV7TFXF
<ILF
aAVTFRX
avy kK E—F =Ty F &k 2N b ORT L
#%‘:1:% EXEC ° ° ° ° °
1. errors ¥—7V— K%, YU/ EF—RFBIWV AT LAETAL—ZATEIFFEA T £,
avy FERE J)y—=x EENE
7.0(1) errors X — U — F2EIENE L,

HHEDHA K51V

i

VNAF ALTHFADET-RTHE, ZOavr FEFETTLHE, BHEOFTAN—R (VAT L av
TA4F¥2l—varEdEXa2)T7 0 avTHFALN) OAX— R T v ar7 4 Falb—ra P
KRINET,

AP = T T 2T —%AEUMNLT YT T 5HIZIE, clear startup-config errors =~ R&FEH L £
R

%Iz, show startup-config =~ > RO AHI2 R~ LET,

hostname# show startup-config
: Saved
: Written by enable 15 at 01:44:55.598 UTC Thu Apr 17 2003

Version 7.X(X)
|
interface GigabitEthernet0/0
nameif inside
security-level 100
ip address 10.86.194.60 255.255.254.0
webvpn enable
|

interface GigabitEthernet0/1
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#30EF show service-policy 27> F~ show xlate a2 F |

Bl show startup-config

shutdown

nameif test

security-level 0

ip address 10.10.4.200 255.255.0.0

|

enable password 8Ry2YjIyt7RRXU24 encrypted

passwd 2KFQnbNIdI.2KYOU encrypted

hostname firewalll

domain-name example.com

boot system diskO:/cdisk.bin

ftp mode passive

names

name 10.10.4.200 outside

access-list xyz extended permit ip host 192.168.0.4 host 150.150.0.3
|

ftp-map ftp map
|

ftp-map inbound ftp

deny-request-cmd appe stor stou
|

Cryptochecksum:4edf97923899%e712ed0da8c338e07e63

&IZ, show startup-config errors =~ > RO AHIZRLET,

hostname# show startup-config errors

ERROR: 'Mac-addresses': invalid resource name

*** Qutput from config line 18, " limit-resource Mac-add..."

INFO: Admin context is required to get the interfaces

*** Qutput from config line 30, "arp timeout 14400"

Creating context 'admin'... WARNING: Invoked the stub function ibm 4gs3 context
set max mgmt_ sess

WARNING: Invoked the stub function ibm 4gs3 context set max mgmt sess

Done. (1)

***x Qutput from config line 33, "admin-context admin"

WARNING: VLAN *24* is not configured.

*** Qutput from config line 12, context 'admin', " nameif inside"

*** Qutput from config line 37, " config-url disk:/admin..."
BEa<T YR avvFk B

clear startup-config =~ 2% — 7 v 7 =5 —%AE ) NL2 VT LET,

errors

show running-config F{7a. 7 /X221 — a2 R-LET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show sunrpc-server active

show sunrpc-server active

Sun RPC #—EZ TN TV L B R—L &2 RKRT 2I21E, Fi#E EXEC £— T show
sunrpc-server active =~ > R&EMHH L7,

show sunrpc-server active

TIFIE T 7 4V F OEHERLEIEH Y FHA,

™.

H
I

™.

=3 WDOFRIZ, a~<v REANTEDLE—RERLET,

T7A4F724—)LE—F EFal)Fq4 aVTFXFb
RILF
aAVTFX
avwy kK E—F L—TyF |&E# vugnL [ DRT L
¥5#E EXEC ° ° ° ° —
av Yy FERE J1yy—=x EFERA
e Zoawy RIZEETT,

BRALDSHA F31Y show sunrpc-server active =~ > NiX, NFS <> NIS 72 £'® Sun RPC — b 2 HIZBHW\TW1 5 B
RNV RRTDIDITHEHLET,

il Sun RPC #+—E X TRHMNPNTWDH E R — /L ZEKRT 5HIT1E, show sunrpe-server active =~ N &
AJILET, &KIZ, show sunrpe-server active =~ > KOH B Z R L ET,

hostname# show sunrpc-server active

LOCAL FORETIGN SERVICE TIMEOUT
192.168.100.2/0 209.165.200.5/32780 100005 00:10:00
BEavUF avwvFk Bk
clear configure X2 VT4 TTITATANLDO Sun VE—F Yty a— 4—
sunrpc-server v2xx7 U7 LET,
clear sunrpc-server NFS <2 NIS 72 ¥ ® Sun RPC V' —EZHIZBEWTWA BV HR—L a2 7 U T
active LET,
inspect sunrpc SunRPC 77U —va v A VAT va kA X—TNERIET «

=7l EHSNDOR—FERELET,

show running-config  SunRPC +—t' R a7 4 ¥ a2 b — 3 VICHTHIEREZFRLET,
sunrpc-server
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#30EF show service-policy 27> F~ show xlate a2 F |

W  show switch mac-address-table

show switch mac-address-table

ASA 5505 I X 2 VT 4 T ITAT U AR Y MlBIABRAAL v F #HEH LTV TIL, K
EXEC *&— F T show switch mac-address-table =~ > FZ#FEH LT, A vF MAC 7 FL X T—
TNEFRRLET,

show switch mac-address-table

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

2747 94—)IL E—F |[£FaUTq a2TFXF

TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
¥t EXEC . . . — —
avy FEE J1)y—2 EENE
7.2(1) Zoawry RREASRHELE,

ERALEDAHS RS54y ZOa=wy RiE, MBIRAHAAL v FEFOETAEHTT, A1 vF MAC 7 FL A T—7/LIZIT,
AL v F N—=FRU=2THNOEVLAN D N7 7 4 v 7 IZ#HAT A MACT RLRAEZAAL v F F— D
<y BT BMERRENET, PTUARXT LU N Ty AT U4 —b E— KT, show
mac-address-table =~ > FZfH L CASA V7 b =2THOTZ7 Y vV MACT RL R T—T7 V%K
~LET, 207V TP MAC 7 FLA F—70Zi%, VLAN Bz #Eid 25 b7 7 4 v 7 IZ#EAT 5
MAC 7 RV AL VLAN A v X —T oA AD~ v B T RREEINFET,

MAC 7 RV R = RS o325 =—2 27 7 R LET,

i Wiz, show switch mac-address-table =~ > FOH /#2777 L £,

hostname# show switch mac-address-table
Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
000e.0cde.2aad | 0001 | dynamic | 287 | Et0/0
0012.d927.£fb03 | 0001 | dynamic | 287 | Et0/0
0013.c4ca.8a8c | 0001 | dynamic | 287 | Et0/0
00b0.6486.0cl4 | 0001 | dynamic | 287 | Et0/0
00d0.2bff.449f | 0001 | static | - | InO/1
0100.5e00.000d | 0001 | static multicast | - | In0/1,Et0/0-7

Total Entries: 6
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show switch mac-address-table

# 30312, 74—V ROFHEZRLET,

% 30-3 show switch mac-address-table ® 27 4 —JL F

Z4—ILF B

Mac Address MAC 7 RLA&ZFK R LET,

VLAN MAC 7 KL R ZBIEA T 5 Twd VLAN ##£ R LET,

Type MAC 7 RV RAR%&, A FI v IIZFETIIN AT 47 wLFHx
AR T RUVAELTEETI), FHREFAZT 4 v 7 FETDIENERL
9, AET v 7 = MUIE, WAy 7 T L= A =T AD
A ORFE LET,

Age MAC 7 RV A F—T VNS B X AT I v o = Y ORKBREE %2 RR
LET,

Port ZOMACT RLADKRA NMIEETEDLAAL vF F—FEERLET,

B#Ea< R avwyFk EA

show mac-address-table

A AL FDRNETFTILOMACT RLA T—7 NV EFRLE
‘d—o

show switch vlan

VLAN & 93 MAC 7 RLZAOBE T 2R LET,
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¥30E

show service-policy 37> F~ show xlate a7 F |

Hl  show switch vian

show switch vian

ASA 5505 IS X 2 VT 4 TTIF3A TR, MBPIRABAAL v FE2HHE LT VT, Rk
EXEC *&— R T show switch vlan =~ > FZfifl L T, VLAN BXOBEFF T 5N TWD AL v T
AR—hrERRLET,

show switch vlan

XD Zoa=wy RIZIEBIEFERZIZF—TU—FEHY A,
T4+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WDORIZ, a~vr REANTEDLE—RERLET,
2747 94—)IL E—F |[£FaUTq a2TFXF
<ILTF
aAVTHFR
avwvy kK E—F L—FTy F |&EB VTN k AT LA
#%*@ E)(E(: ° ° ° _ _
avy FEE y1y—=x EENE
7.2(1) Zoavy RPREAIShELE,

BEREDAL T4

3l

ZOa=y L, HBRALAAL v FEFFOETAEHTT, tHOET LOEEIX, show vlan =2~ K

2L ET,

iz, show switch vlan =~ > RO 2R~ L £,

hostname# show switch vlan

VLAN Name

Status

Et0/1

100 inside
200 outside
300 -

400 backup

up
up
down
down

Et0/0,
Et0/7
Et0/1,
Et0/3

Et0/2

Il _ Cisco Security Appliance A< F )27 L&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show switch vian W

# 30412, BT 4— N FOHBEEZRLET,

% 30-4 show switch vlan ® 27 4 —JL F

Z4—ILF B

VLAN VLAN FHHFEER R LET,

Name VLAN £ > % —7 =2 A ADQ4FT#E - LET, nameif 2~ FEfEH L

THABDRESINTWRWEES. £721F interface vlan =~ o R ESTE
NTHRNWGEAIE, ¥y () BDERINET,

Status

AA Y FND VLAN & 877 4 v 7 2 EZFGT D DDAT—F X (up
F72id down) ZFE AR LET, VLAN BT v IR BI21E. £
VLAN TAH3< b 1 DDAAL v F K= RBT7 v FIRETHHILENRDH D
i‘d—o

Ports

% VLAN ICE D ST O AL v F B hEERRLET, 1 DAL v F
R— "D VLAN 12U 2 FENTWDIEE, TOR—MNI T 7
AN—FrT9, B iHI<, Ethernet 0/1 1% VLAN 100 3 KO8 VLAN
300 {5+ 5 T s RK— b TT,

avy kR

B8

clear interface

show interface =~ FOL 7 2% 7 U7 LE T,

interface vlan

VLAN A > X —T =2 A ABERL, AV F—T 2 A AT ¥ =
L—yar ®— F&2BttLE9,

show interface

A B =T 2 A ZADFETHERAT — X A LHFHEREFERLET,

show vlan

HLIIATAA » F DIRNET LD VLAN ZFRx L E9,

switchport mode

AL v F K= hDE—=RET 7 A E—FERIF T 7 =R
HELET,
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#30EF show service-policy 27> F~ show xlate a2 F |

W  show tcpstat

show tcpstat

X2 VT4 TTIAT U ADTCP AF v 7 BLNEX2 )T 4 T 7XI3A4A TV ATEREBL TS
TCP #fED AT — 2 A% (T /Ny FD=dIZ) Ra-d 2I2iE, K EXEC £ — KT show tepstat =+
VREFEHALET, Zoavwr NiZIPva BEXOIPV6 7 KL AZ Y R—FLET,

show tcpstat

B DR ooy FIZIEBIEELIZF—U— RiEb £ A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
<ILF
aAVTHFR
avy K E—F L—Fv F |&Ei& TN k AT LA
HitE EXEC . . . . —
av Y FERE Jyy—= EERE
BETF Zoav s RIEFBEFTT,

BRALDASL ES4Y  showtepstat =~ REMEATHE, TCP AKX v 7 BLOEFa )T 4 T7I7A4 TV ATRIEL T
5 TCP D AT —H A% F/RTEET, K28I12, F#REND TCP MtHEHOFMHAZ R L T,

% 30-5 show tcpstat 37> Fd) TCP #ixHkg

st Bk

tcb_cnt TCP == —H¥ ¥4,

proxy_cnt TCP 7u X 0¥, TCP FuXx ik, =—VRA THif &
nEJ.

tcp_xmt pkts TCP 2% w7 3FEE LTy O,

tep_rev good pkts TCP A% v 7 %5 LIZIER 7283 » 0¥k,

tep_rcv drop pkts TCP A& v 7N Ru v P LIZE7 v b0,

tcp bad chksum Ty I VAR BB ST2ZE 7 v O,

tcp user hash add Ny Y a T—TNVTEME T TCP =2 —V 0¥,

tcp user hash add dup BHLWTCP 2—Hanyva 7—7MTBMLES &L
EE, FO—YRTTIZT — T NARNITHFIE L TV zEEL,

tep user srch hash hit WMBFIZ Ny v 2 T—TNVNT TCP 2 —F2R B & /-
.,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show tcpstat

% 30-5 show tcpstat <> FO) TCP #EH#R (&S)
frat B
tep user srch hash miss MBRFIZ NNy 2 T—T VN T TCP 22— S
Ho T2 [EIEL,
tep user hash delete TCP = —F MRy v a T—7 A0 LHERS B,
tcp user hash delete miss TCP = —HFZHIFRL LD L LIl &, 202 —FhR Ay
Yo T ANTRE SR 5o T2
lip TCP =—FDu—RH /L IP T KL A,
fip TCP =—HFDAEIP 7 R L =,
Ip TCP ==—H#Du—A/L K— b,
fp TCP == —F DI R — =,
st TCP == —H# DIRfE (RFC 793 &), BRI NAEIZKRD
LBy TT,
1 CLOSED
2 LISTEN
3 SYN_SENT
4  SYN _RCVD
5  ESTABLISHED
6 FIN WATT 1
7 FIN _WAIT 2
8  CLOSE_WAIT
9  CLOSING
10 LAST ACK
11 TIME WATT
rexqlen TCP 2 —HFDOHEEFEF 2 —DR X,
inglen TCP 2 —HFDANF2a—DR S,
tw_timer TCP =—® time wait Z 4 ~—DfE (I V),
to_timer TCP ==Y DIET /T4 T 4 ZALT UK XA ~—DfE
(TUM),
cl_timer TCP 2—H D/ n—RERZ A ~—DfE (X V),
per timer TCP = —HFDFfgi & A ~—DfE (T V),
rt_timer TCP = —FDOHEEFEX A ~—DfE (T V),
tries TCP = —HF D FHIEE R,

3l

WIZ, X2 VT4 TTIF9A T ADTCP ZAZ v IV DAT—R A% FrmTH0 %R LET,

hostname# show tcpstat

CURRENT MAX TOTAL
tcb cnt 2 12 320
proxy cnt 0 0 160

tcp xmt pkts = 540591

tcp rcv good pkts = 6583

tcp _rcv drop pkts = 2

tcp bad chksum = 0

tcp user hash add = 2028

tcp user hash add dup = 0

tcp user srch hash hit = 316753
tcp user srch hash miss = 6663
tcp user hash delete = 2027

| oL-12173-02-J
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#30EF show service-policy 27> F~ show xlate a2 F |

W  show tcpstat

tcp user hash delete miss = 0

lip = 172.23.59.230 fip

10.21.96.254 1lp = 443 fp = 2567 st = 4 rexglen = 0

in0
tw_timer = 0 to_timer = 179000 cl timer = 0 per timer = 0
rt_timer = 0
tries 0O
BEav2F avoF A
show conn FEH STV Do & A PTREZR B & o L £97,

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show tech-support Wl

show tech-support

T = FAR— b T U R SRR T 515 Hm e FoRT 512iE. FiiE EXEC £— F T show
tech-support =~ > FZEHL 7,

show tech-support [detail | file | no-config]

X DEREA detail (BB s ER R LET,
file (EE) a2~ FOHTE 7 7 A NVICEZAALET,
no-config L) FfTar 74 X2 —2a ORI LET,

T4+ T 7 4 NOBEREIZH Y FHA,

avy kR E—FK WDORIZ, a~vr REANTEDLE—RERLET,

274F794—)IL E—F |[£FaUT«1 a2TFXF
<ILTF
AVTHFR
avwvy kK E—F L—FTyF |&EB VTN k AT LA
4‘%“‘:@ EXEC . . . N .

avy FEE yy—= EEARE
7.0(1) detail ¥ — 7 — FB LU file ¥— VU — FRBIENE L=,

7.2(1) WAFRRPIEESHL, CPUERZEAL TSP a2 ICB LT, S6IC3EM
RIERBFRIND LI E LI,

BRLEDHS ES1Y show tech-support =~ > RTIX, 77 =)L R — b 75U X s REEZBZE T DEHEIE Lo
WMPRREINEST, T77=ANV Y R—F T7FIV XML, Zoa~vry REEHshow =~ KO %
HAEOLETCIEIERFEFREAFTLET,

1l WIZ, EITar74Xalb—yarOHANEBRA LT, 727 =H0 BR— b TOSIIE AT 55 H

R T LB ERLET,

hostname# show tech-support no-config

Cisco XXX Firewall Version X.X(X)
Cisco Device Manager Version X.X (X)

Compiled on Fri 15-Apr-05 14:35 by root
XXX up 2 days 8 hours
Hardware: XXX, 64 MB RAM, CPU Pentium 200 MHz

Flash 128F640J5 @ 0x300, 16MB
BIOS Flash AT29C257 @ O0xfffd8000, 32KB
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#30EF show service-policy 27> F~ show xlate a2 F |

W  show tech-support

0: ethernet0O: address is 0003.e300.73fd, irg 10
1: ethernetl: address is 0003.e300.73fe, irqg 7

2: ethernet2: address is 00d0.b7c8.139%, irg 9

Licensed Features:

Failover: Disabled
VPN-DES: Enabled
VPN-3DES-AES: Disabled

Maximum Interfaces: 3
Cut-through Proxy: Enabled

Guards: Enabled
URL-filtering: Enabled
Inside Hosts: Unlimited
Throughput: Unlimited
IKE peers: Unlimited

This XXX has a Restricted (R) license.

Serial Number: 480430455 (0xlca2c977)
Running Activation Key: 0xc2e94182 0xc21d8206 0x15353200 0x633f6734
Configuration last modified by enable 15 at 23:05:24.264 UTC Sat Nov 16 2002

Free memory: 50708168 bytes
Used memory: 16400696 bytes
Total memory: 67108864 bytes

0 in use, 0 most used
0 in use, 0 most used

SIZE MAX Low CNT
4 1600 1600 1600

80 400 400 400
256 500 499 500
1550 1188 795 919

interface ethernet0 "outside" is up, line protocol is up
Hardware is 182559 ethernet, address is 0003.e300.73fd
IP address 172.23.59.232, subnet mask 255.255.0.0
MTU 1500 bytes, BW 10000 Kbit half duplex
1267 packets input, 185042 bytes, 0 no buffer
Received 1248 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
20 packets output, 1352 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 babbles, 0 late collisions, 9 deferred
0 lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (13/128) software (0/2)
output queue (curr/max blocks): hardware (0/1) software (0/1)
interface ethernetl "inside" is up, line protocol is down

Cisco Security Appliance A< F Y7L Y&
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show service-policy 27> F~ show xlate a7~ F

Hardware is 182559 ethernet,

show tech-support W

address is 0003.e300.73fe

IP address 10.1.1.1, subnet mask 255.255.255.0
MTU 1500 bytes, BW 10000 Kbit half duplex
0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts,
input errors, 0 CRC,

0 runts, 0 giants
0 frame, 0 overrun, 0 ignored, 0 abort

packets output, 60 bytes, 0 underruns

babbles, 0 late collisions, 0 deferred

0
1
0 output errors, 0 collisions, 0 interface resets
0
1

lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (128/128) software (0/0)

output queue (curr/max
interface ethernet2 "intf2" is
Hardware is 182559 ethernet,
IP address 127.0.0.1, subnet

blocks): hardware (0/1) software (0/1)
administratively down, line protocol is down
address is 00d0.b7c8.139%e

mask 255.255.255.255

MTU 1500 bytes, BW 10000 Kbit half duplex
0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts,
input errors, 0 CRC,

0 runts, 0 giants
0 frame, 0 overrun, 0O ignored, 0 abort

packets output, 0 bytes, 0 underruns

babbles, 0 late collisions, 0 deferred

0
0
0 output errors, 0 collisions, 0 interface resets
0
0

lost carrier, 0 no carrier
input queue (curr/max blocks): hardware (128/128) software (0/0)

output queue (curr/max

CPU utilization for 5 seconds

blocks) : hardware (0/0) software (0/0)

0%; 1 minute: 0%; 5 minutes: 0%

—————————————————— show cpu hogging process ---------—--——-----

Process: fover parse, NUMHOG: 2, MAXHOG: 280, LASTHOG: 140
LASTHOG At: 02:08:24 UTC Jul 24 2005
PC: 1la4d>b
Traceback: 12135e 121893 121822 al0d8b 9fd06l 114de6 113e56f
777135 7a3858 7a3f59 700b7f 701fbf 14b984

—————————————————— show process -—-—-————————————-—-—-

PC SP STATE Runtime SBASE Stack Process
Hsi 001e3329 00763e7c 0053e5c8 0 00762ef4 3784/4096 arp timer
Lsi 001e80e9 00807074 0053e5c8 0 008060fc 3832/4096 FragDBGC
Lwe 00117e3a 009dc2ed4 00541d18 0 009dbd46c 3704/4096 dbgtrace
Lwe 003cee95 009ded64 00537718 0 009dc51c 8008/8192 Logger
Hwe 003d2d18 009el55c 005379c8 0 009df5e4 8008/8192 tcp_ fast
Hwe 003d2c91 009e360c 005379c8 0 009el694 8008/8192 tcp slow
Lsi 002ec97d 00blad464 0053e5c8 0 00bl94dc 3928/4096 xlate clean
Lsi 002ec88b 00blb504 0053e5c8 0 00blab58c 3888/4096 uxlate clean
Mwe 002e3al7 00c8f8d4 0053e5c8 0 00c8d93c 7908/8192 tcp intercept times
Lsi 00423dd5 00d3a22c 0053e5c8 0 00d392a4 3900/4096 route_process
Hsi 002d59fc 00d3b2bc 0053e5c8 0 00d3a354 3780/4096 XXX Garbage Collecr
Hwe 0020e301 00d5957c 0053e5c8 0 00d55614 16048/16384 isakmp time keepr
Lsi 002d377c 00d7292c 0053e5c8 0 00d719a4 3928/4096 perfmon
Hwe 0020bd07 00d9cl2c 0050bb90 0 00d9blc4 3944/4096 IPSec
Mwe 00205e25 00d9%elec 0053e5c8 0 00d9c274 7860/8192 IPsec timer handler
Hwe 003864e3 00db26bc 00557920 0 00db0764 6952/8192 gos metric_daemon
Mwe 00255a65 00dc9244 0053e5c8 0 00dc8adc 1436/2048 IP Background
Lwe 002e450e 00e7bb94 00552c30 0 00e7adlc 3704/4096 XXX/trace
Lwe 002e47le 00e7cc44 00553368 0 00e7bdcc 3704/4096 XXX/tconsole
Hwe 001e5368 00e7ed44 00730674 0 00e7ce9c 7228/8192 XXX/intf0
Hwe 001e5368 00e80el4 007305d4 0 00e7ef6c 7228/8192 XXX/intfl
Hwe 001e5368 00e82eed4 00730534 2470 00e8103c 4892/8192 XXX/intf2
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#30EF show service-policy 27> F~ show xlate a2 F |

show tech-support

H* 0011d7£f7 0009ff2c 0053e5b0 780 00e8511c 13004/16384 ci/console

Csi 002dd8ab 00e8al24 0053e5c8 0 00e89lcc 3396/4096 update cpu usage

Hwe 002cb4dl 00f2bfbc 0051e360 0 00f2al34 7692/8192 uauth in

Hwe 003d17d1l 00f2e0Obc 00828cf0 0 00f2cled4 7896/8192 uauth_ thread

Hwe 003e71d4 00£2£f20c 00537d20 0 00f2e294 3960/4096 udp timer

Hsi 00ldb3ca 00£30fc4 0053e5c8 0 00£3004c 3784/4096 557mcfix

Crd 001db37f 00£32084 0053ea40 121094970 00£310fc 3744/4096 557poll

Lsi 001db435 00£33124 0053e5c8 0 00f321lac 3700/4096 557timer

Hwe 001e5398 00f441dc 008121e0 0 00£43294 3912/4096 fover ip0

Cwe 00ldcdad 00£4523c 00872b48 20 00f44344 3528/4096 ip/0:0

Hwe 001e5398 00£4633c 008121bc 0 00£453f4 3532/4096 icmp0

Hwe 001e5398 00£47404 00812198 0 00f464cc 3896/4096 udp thread/0

Hwe 001e5398 00£4849c 00812174 0 00f475a4 3832/4096 tcp_thread/0

Hwe 001e5398 00£495bc 00812150 0 00£f48674 3912/4096 fover ipl

Cwe 00ldcdad 00f4a6lc 008ea850 0 00£49724 3832/4096 ip/1:1

Hwe 001e5398 00f4b71c 0081212c 0 00f4a7d4 3912/4096 icmpl

Hwe 001e5398 00f4c7e4 00812108 0 00f4b8ac 3896/4096 udp_thread/1

Hwe 001e5398 00£4d87c 008120e4 0 00f4c984 3832/4096 tcp_ thread/1l

Hwe 001e5398 00£f4e99c 008120c0 0 00f4da54 3912/4096 fover ip2

Cwe 001e542d 00f4fabc 00730534 0 00f4eb04 3944/4096 ip/2:2

Hwe 001e5398 00f50afc 0081209c 0 00f4fbb4 3912/4096 icmp2

Hwe 001e5398 00£f51bc4 00812078 0 00£50c8c 3896/4096 udp_ thread/2

Hwe 001e5398 00f52c5c 00812054 0 00f51d64 3832/4096 tcp thread/2

Hwe 003dla65 00£78284 008140f8 0 00f77fdc 300/1024 listen/httpl

Mwe 0035cafa 00f7a63c 0053e5c8 0 00£786c4 7640/8192 Crypto CA

outside:

received (in 205213.390

1267 packets

0 pkts/sec

transmitted
20 packets

0 pkts/sec

inside:

received (in 205215.800

0 packets

0 pkts/sec

transmitted
1 packets

0 pkts/sec

intf2:

received (in 205215.810
0 packets
0 pkts/sec

secs) :

185042 bytes

0 bytes/sec

(in 205213.390 secs):

1352 bytes
0 bytes/sec

secs) :
0 bytes
0 bytes/sec

(in 205215.800 secs):

60 bytes
0 bytes/sec

secs) :
0 bytes
0 bytes/sec

transmitted (in 205215.810 secs):

0 packets
0 pkts/sec

PERFMON STATS: Current
Xlates 0/s
Connections 0/s
TCP Conns 0/s
UDP Conns 0/s
URL Access 0/s
URL Server Req 0/s

0 bytes
0 bytes/sec

Average

0/s
0/s
0/s
0/s
0/s
0/s
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show tech-support W

TCP Fixup 0/s 0/s
TCPIntercept 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s
EEEEAS avwy kR &
show clock Syslog #—~3 (PFSS) X U* Public Key Infrastructure (PKI; 2B % — A

YIIARNTIFx) e harTERENL /vy 2 2R RLET,

show conn count

ST D 8ke & R P RE 2 it 2 Fon L £,

show cpu

CPU O flRPLICEE4 D2 2R L £,

show failover

B AT — 2 2B LIOT 7T 4 T oT0WbAEXa T4 7547

VAERTLET,

show memory

WEXEY DR KEBLOAXL—F ¢ 7 VAT A CHIEM Al §E /22
XAEYRIZOWVWT, BENZERRLET,

show perfmon

X2 VT4 TTIAT LV ADNRT 3 —< 2 AT HIEREERLET,

show processes

BELTVWATaEADY A NEFRLET,

show running-config

X2 VT4 TTIAT U ALETHEFRITEINTWD a7 X ab—

varEzFRRLET,

show xlate

A vy MCET OERERRLET,
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#30EF show service-policy 27> F~ show xlate a2 F |

W show threat-detection rate

show threat-detection rate

threat-detection basic-threat =~ > FZ i L TEKRKNREBOME 2 A R—7 NI T 5 L, Fike
EXEC % — K T show threat-detection rate =~ > FZ i L THEIEFREZ TR TE ET,

show threat-detection rate [min-display-rate min_display rate] [acl-drop | bad-packet-drop |
conn-limit-drop | dos-drop | fw-drop | icmp-drop | inspect-drop | interface-drop |
scanning-threat | syn-attack]

B DEE

T2+

avv K E—F

acl-drop

(FERE) 77X VA MCHEGEENEZEZEDICFay XSz ry b L —
MEFRRLET,

min-display-rate
min_display_rate

(FE) IERLV—F (ERHEZYOAL X2 M) 2B SR
MERIND X HICHIR L ET, min_display rate 1%, 0 ~ 2147483647 ©
EICRETEET,

bad-packet-drop

(EE) 7 v MERICREY 2% > T (invalid-ip-header % 7213
invalid-tcp-hdr-length 72 &) {EG IN/2lodIZ Re vy TNz Ty FO
L— ]\ %2‘%5—\‘ l/i ﬁ—o

conn-limit-drop

(EE) #EhliR (A7 A2E0 Y Y — 2RI X OBGE S il RO
U BEATEDICIFayInte sy hoL— MaRRFLET,

dos-drop

({EE) DoS W® (N2 SPI AT — IV 7 AT UF—)L Fxv s
REWKRE) ZRHELEZEDICFay 7SNz ry hoL— FE2FERL
9,

fw-drop

LE) BERZ7 7 AT V4= Fzy JIIREEEsTzledic Rey 7S
ey hOLV—=heRRLET, ZOFTvarid, ZOa<vr RO
Tr7AT A= NVIEHE LTy b Rey 72T _RCELREEGL— T
9, interface-drop. inspect-drop. scanning-threat 22 &, 77 A7

VA —CEELRN ey T L= MIEEREE A,

icmp-drop

(ER) b LWICMP X7y MBIl Ra vy 7 &\ ry
fov—+r2RRLET,

inspect-drop

EE) 7V r—ar AV ANT Vg AIREBRKIE 5T-%47 > R ERK
ThrRry7Eni="ry hob—MlBREERLET,

interface-drop

(EB) A —T oA ADWBAMBIRKRT Ry 7E&NnNE= 7y koL —
NEIRR &2 R LE9,

scanning-threat

(EE) Ax vy rBEXBREENEEZDIC Ry &8Ny FOL— |
EHRRLET, O T a T, Ll ZERMO TCP /7 » bR
SYN X7y b TR, F72FA ) =T = A N2 Ry =A 7 T TCP #ilC
KM= EDOAF ¥ VHBEE=X LET, BEAX Y UEBHRH
(threat-detection scanning-threat =~ > K& 5 M) TlL, ZOAF ¥
KL — MOHEREISE L, TOEREL LICLT, EXIEFRA MEK
BELLUTHELABMICEN T 572 8O FETHLL ET,

syn-attack

({F7Z) TCP SYN #o7— 272 LD UDP v v VIR K RESR
oy alrNERTRry 7SNy hOL—FEFRLET,

AR ZATERIBELRVGES, $TXTOAXY FBRFRENET,

ROFIZ, a2 Fe ANTEHE— R RLET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show threat-detection rate

274F794x—)IL E—F |[£FaVUFq a2TFXF

<ILF
aAVTFR
avwry kK E—FK L—Tv F |&& UL k AT L
K¢t EXEC . . . — —
avy FBE Jyy—=2 EERNE
8.0(2) Zoavwy FRNEAIRE L,

BEREDHL FF1

3l

T4 AT LA DD, ROBHRBERSNET,
e BETEINEHMOFHL— K (L2 ML/ )

o RBBIZSET LEN—A MNHARIZB T DBUTONN—A KN L— K (A X2 N, N—Z ML,
FHL— RERO 60 5D 1 £ 10055, ELEE0nRKREVGOMETY,

o L — MOMHIRR & % 72 B4R,
o [HESNIZHMIZBITA A4V FOEFHEK

X2 VT4 TTI7A4AT A, FHL— BN TARC N A b2 60 EEHELET, 20
Xa T4 TTI7A4T AL, G760 BIOFE T /A=A MERT, £ 3—X MoK bYIcL— %
FroZ LET, BEMETOZTLTHWARANA—Z MARIZHBITE A4y ML, EHL— FosbEc
FENERA, L&, FHL— MEES 10 52084, S—R MEREIX 10 BT, REDONS—R
R REIREZY 3:00:00 225 3:00:10 £ TTHH72HEIT show =<2 K& 3:00:15 [2fEHT B & H&EDS
o OFRIIHANCE ERERFA,

ZOHRATOME—DFIS L, BFA N P EFHETARET, BT LTV RN A= MEBNTO A X
VMR R b EW - MR (60 FEF O 1 FEH) 23T TICBEBL TWAEETT, Z0HA, &
X2 VT4 TTITAT A, &HDO S5 DT LERREOA X b EB L ORE T ON—2 MREREO
BUEETCOARY MREAFILT, ARARV MNIEHBELET, oMLY, 41X Mo KIE
REEME V) T NVEA LATE=FTEET,

&Iz, show threat-detection rate =~ > RO /12~ L ¥,

hostname# show threat-detection rate

Average (eps) Current (eps) Trigger Total events

10-min ACL drop: 0 0 0 16
l-hour ACL drop: 0 0 0 112
l1-hour SYN attck: 5 0 2 21438
10-min Scanning: 0 0 29 193
l-hour Scanning: 106 0 10 384776
l-hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
l-hour Firewall: 76 0 2 274844
10-min DoS attck: 0 0 0 6
l-hour DoS attck: 0 0 0 42
10-min Interface: 0 0 0 204
l-hour Interface: 88 0 0 318225
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#30EF show service-policy 27> F~ show xlate a2 F |

W show threat-detection rate

BEaT YR avwU R B
clear threat-detection rate HEAREGEREORHEREZ 7 VT LET,
show running-config all BEBH a7 4 Falb—varERRILET, ERICL— bk
threat-detection BREEZLTOVRVWEART 740 O L— FRBRELRISNE
K
threat-detection basic-threat AR EA F—T7 M LET,
threat-detection rate AR N AT T OHBHBRE L — MR EHRELET,

threat-detection scanning-threat ZERHoOAXx vy 24 RX—T NI LET,

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show threat-detection scanning-threat W

show threat-detection scanning-threat

threat-detection scanning-threat =~ > FZHH L TAF v VT K 2BH OB E A X—7 VIC LTz
%trid. Fi#E EXEC *£— R C show threat-detection scanning-threat =~ > R&Z{ER T2 &, WHEH
BROKBENR L NFINTEAA SRR RINET,

show threat-detection scanning-threat [attacker | target]

X DA attacker L) WEITAAIDIP 7 RLAZRELET,
target (EE) WEBHBHEANDIP 7 FLAZERLET,

T4+ T 7 v N OBEREIZH Y FHA,

avwY kR E—F WDRIZ, a~vr REANTEDLE—RNERLET,

F7A4F794—IL E—F EFa)Fq4 a2TFRXF
TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
¥t EXEC . . . — —

avy FERE y1y—2 EFEAR
8.0(2) Zoavy RREAIShELE,
8.0(4) R LT %2 M2 & Subnet List] 2FFT2X5ICEFENE LS,

5 KIZ. show threat-detection scanning-threat =~ > FOH 2R L E T,

hostname# show threat-detection scanning-threat
Latest Target Host & Subnet List:
192.168.1.0
192.168.1.249
Latest Attacker Host & Subnet List:
192.168.10.234
192.168.10.0
192.168.10.2
192.168.10.
192.168.10.
192.168.10.
192.168.10.
192.168.10.
192.168.10.
192.168.10.

W 0 J o U1 b W

BIEOTVF avwvk §5% BA
clear threat-detection shun BE I o = N S N~ N 17 N =S
show threat-detection shun HIERBINTWARA FEFERLET,
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#30EF show service-policy 27> F~ show xlate a2 F |

W show threat-detection scanning-threat

avwyk H LT

show threat-detection statistics protocol o [ =2 /L O BERER R LFET,

show threat-detection statistics top A7 10 frE COREEREERLET,
threat-detection scanning-threat BEREDOAX vy B A X —T W LET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show threat-detection shun

show threat-detection shun

threat-detection scanning-threat =~ > FAZ L TAF ¥ VL D2BBOBEZ A 2—7 1T L,
WEGTAR A N & BEICEE L7256 1%. ##4# EXEC £ — R C show threat-detection shun =~ > K
EHEAT L L, BIERBINTHNDHERA MBERINET,

show threat-detection shun

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~ REANTELE—FERLET,

274F794—)IL E—F |[£FaUTq a2TFXF

TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
¥t EXEC . . . — —
avy FEE J1)y—2 EENE
8.0(2) Zoawry RREASRELE,

ERALEDAHS RS54y HERRI G b AR R M & RSV 5121%. clear threat-detection shun =~ > R&fiH L £,

i w1z . show threat-detection shun =~ > RO HFIZ R LET,

hostname# show threat-detection shun
Shunned Host List:

10.1.1.6
198.1.6.7
[CEEIEINS avwyk 2L
clear threat-detection shun HERRI B bR R F &AL ET,
show threat-detection statistics host RANOHEEFEREFERLET,
show threat-detection statistics protocol v k = /LD ER L FRLET,
show threat-detection statistics top EAZ 10 A7 F TOREHEHREZFZR L E T,
threat-detection scanning-threat EBERHOAR v A X =T NITLET,
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#30EF show service-policy 27> F~ show xlate a2 F |

Il show threat-detection statistics host

show threat-detection statistics host

threat-detection statistics host =~ > RZHH L CTEBOKFERZ A F—T M LT=HA L. Rtk
EXEC % — K T show threat-detection statistics host =~ > R 42 L& 2 MEFERAF RS
NET, ZRMERFHFERICIL. FTBIRRey 7ENEZ T T4 v 7 L— bBRERENET,

show threat-detection statistics [min-display-rate min_display rate] host [ip_address [mask]]

EX DA ip_address (EE) BEDORA NOFEHEFRER T LET,
mask ER) FARMIPT RLVADOY TRy b v A7 EFRELET,
min-display-rate (BB w/hERLV— R (BERHY O ML) 2B THREHERIS T
min_display rate DERRIND L DIZHIR L E T, min_display rate 1Z, 0 ~ 2147483647 O
EICRETEET,
TI4IE 77 40 F OBECEIESH D XA
AR R E—F RORIL, I~ FEANTELE—FEZRLET,
F7A4F79+x—IE—F £FaUT4 aVTFXE}
<ILF
AVTHRR
ARV F E—F =Ty F &Ef# TN k VRT LA
KebE EXEC * i i — —
av Yy FERE yy—2 EEARE
8.0(2) Zoavy RREAIShELE,

BEREDHL FF1

T4 AT A DOHINTIE, ROFERPTRINET,

e BEEINTHMOTFHL— bk (L2 MK/ D)

o HBRICTET LI A= MERIZBIT HBATON—ZA K L—k (X2 M), N—R MBI,
VL — RERD 60 0D 1 £ 10055, EHE0nREVGOMETY,

o L—FEBBELEEE (Fry &N T 7407 OMHEROBZEIZRD)

o [BEIN=HMIZBIT DA FoAEHEK

X2 VT4 TFIAT AL, EHL— RN TA_ N AT b2 60RIFHAELET, 2FE0 &

X2 UT 4 TTIAT AL, AFF60 BOE T N—X MR T, £3—X MoK bIcLr— %

Frxv s LET, BEMETORET L TRV —2 MNEBIZEBITA A X2 MM, FL— FOFHEIC

GENEREA, & FHL— MEES 20 5 0OHE, S—A MEFEIL 20 B0 £, KEHEO

SN— 2 MRS 3:00:00 ~ 3:00:20 T, 3:00:25 12 show 2~ REFEHATI L. HEO 5 HEIZH

IZEENEEA,
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| #30%=

show service-policy 27> F~ show xlate a7~ F

show threat-detection statistics host

ZORAITOME— DB, BFFA XU FEFETLHAT, BT LTWARWSR—Z MNERERTOA X
VMR R b EW - MR (60 FEF O 1 FEH) 23T TICBEIBL TCWAHEETT, Z0HA, &
X2 UT 4 TTIAT U RIE, D59 DT LEBROA X2 MBI ORET 0= FEED
BHEETOAXRV MIEEHLT, GHANVMEEHELET, Z0FIFCED, 4 X2 MO KRIF
REME ) TNAEA LATE=F TXET,

1 iz, show threat-detection statistics host =~ > FOH AR~ L £,

hostname# show threat-detection statistics host

Average (eps) Current (eps) Trigger Total events
Host:10.0.0.1: tot-ses:289235 act-ses:22571 fw-drop:0 insp-drop:0 null-ses:21438 bad-acc:0

l-hour Sent byte: 2938 0 0 10580308
8-hour Sent byte: 367 0 0 10580308
24-hour Sent byte: 122 0 0 10580308
l-hour Sent pkts: 28 0 0 104043
8-hour Sent pkts: 3 0 0 104043
24-hour Sent pkts: 1 0 0 104043
20-min Sent drop: 9 0 1 10851
l-hour Sent drop: 3 0 1 10851
l-hour Recv byte: 2697 0 0 9712670
8-hour Recv byte: 337 0 0 9712670
24-hour Recv byte: 112 0 0 9712670
l-hour Recv pkts: 29 0 0 104846
8-hour Recv pkts: 3 0 0 104846
24-hour Recv pkts: 1 0 0 104846
20-min Recv drop: 42 0 3 50567
l1-hour Recv drop: 14 0 1 50567
Host:10.0.0.0: tot-ses:1 act-ses:0 fw-drop:0 insp-drop:0 null-ses:0 bad-acc:0
l-hour Sent byte: 0 0 0 614
8-hour Sent byte: 0 0 0 614
24-hour Sent byte: 0 0 0 614
l-hour Sent pkts: 0 0 0 6
8-hour Sent pkts: 0 0 0 6
24-hour Sent pkts: 0 0 0 6
20-min Sent drop: 0 0 0 4
l-hour Sent drop: 0 0 0 4
l-hour Recv byte: 0 0 0 706
8-hour Recv byte: 0 0 0 706
24-hour Recv byte: 0 0 0 706
l1-hour Recv pkts: 0 0 0 7

# 30-612, 74—V ROFTHAZRLET,

# 30-6 show threat-detection statistics host D7 4 —JL F

TJa4—IL K BieA

Host ARAFDIP 7 KL AEFRLET,

tot-ses RARNT —=FZR=2ZBIMENRTUKERDO, ZOKRANTORFEY g
BAEERLET,

act-ses RANPREBRLTWAT 7 F 4 Tty a v ORHKERRZLET,
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#30EF show service-policy 27> F~ show xlate a2 F |

Il show threat-detection statistics host

& 30-6

show threat-detection statistics host D74 —JLF (#&)

J4—ILF

A

fw-drop

T7AT VA= NTO Ry THERRLET, 7747 V4= Fuy 7
I, EABERE CEBHINZTXTOT7 7 A4 7 U+ —AVE#EDO Ty N R
0y 7EEURHAAEDbEL— T, ZHITIE. TZ7E8A U A NTOHEE,

REART b, BEHIROMEIE, DoS W7 v b, Beb LW ICMP /37 v
F. TCP SYN ¥ %7 v b, BEI T =472 L UDP W&y v N ENE
ENET, AV F—T A AOWAN, 7TV T—var A AT gy
TAREED Ny b, AX vy VBRI E, 7747 74 —/VIZEHE L
Wy b ReyiEEERTOWERA,

insp-drop

TV r—vary A VAR Vg VIIARERKRICR ol Rey 7 Enik
Ny NIRRT LET,

null-ses

XNy arOFEFRRLET, XV By ariid, FALT YT
HETOI0PLUNICET LA TCPSYN By v av b Eyiarn
BME ST D 3 BURNICYH — "N ST — X DOEEN 720> 7= UDP & v
g T,

bad-acc

PHC DNTDRBED R X DR — M3 D RIERT 7 & A DORATIRE 2 #oR
LES, A=A XL tyva R (ERESR) THhoLHESLD
&L ARAFOR— MREBIX HOST_PORT_CLOSE IZRRESNLET, £DIR
ARNDKR—=MNZT 7 EALED ETDHIIFTAT L MITRT, XA LT TR
R TICTSAET 78RS LTHEENET,

Average(eps)

FHBICBT DL —F (A~ M/ B) 2RRLET,

X2 VT4 TTITAT U AF, G600 EDET Lic A A—A MERT, %
N—2 N OKTIRFICH U v MMRERFLET, BEMkRETOE T LT
RN —2 NEIBIZBIT 54 X2 M, EFHL— FOHREICEENEEA,
el 2. FHLV— FERES 20 o%E,. AN—A MHERIE 20 Biczy F
T, thD/R— 2 MR 3:00:00 ~ 3:00:20 T, 3:00:25 {2 show =~
HEAT DL KBO SPRITHANCEENEEA,

ZORATOME—DFIST, ArtA XV FEFHETIHET, BT LTV
WA= MNEBNTOA X2 MR b v S—2 MR (60 [REF O 1 F
H) 294 TIOBBLTWAEAETT, ZOBRAE, BEXx=2VT4 77547
AV, BHD 59 OET LIEMREOA Xy M B L ORET ON—X MR
DBEETOARY MIEAFH LT, AtV MIEFHELET, Zofl
Sk, A X MIHOKIERENME Y TAE A LA TE=FTEET,

Current(eps)

RBIZTET LIe/S—=2 FEBRIZBIT 2BUTON—=Z F L— T (A XU /F)
EFRLET, N—X MR, FHL—FHERBO 60 5D 1 £7213 10 B
2b, EHLOLMMREVTOMETY, Average(eps) Dt TR STl
&, BEL— M 3:19:30 ~ 3:20:00 ® L — F T,

Trigger

KFay7FENry b b— hOFIRMEZ i L-BEnErshEzd, %
FENRAL DTy FOITTIRESNTIZAER R N T 7 4 v 7 DFE, ZOE
ITEIWZ 0T, T, AR NI T4 v 2B MY T—15 L — MERD R
W2 T,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show threat-detection statistics host

% 30-6 show threat-detection statistics host D74 —JL F (&)

J4—ILF

B8

Total events

L — M ERBICBT A4y NORFHEERRLET, BERFTCTHDIERT
ToON—2 MNHRIZ, G MUOEEENER AL, ZOHAITOME—
OFIIE, BRFA N P EHET IS T, BT L TRV A—X NN
TOA XY MR RbEHWAA—2 MR (60 METO 1EH) 23 TIORiE
LTWABEAETT, ZOBAE. EXa2 050 77547 A%, BHD 59
DFET Lf:ﬁﬂﬁ%owm‘/ MEBLORZETONR—R kﬁﬂﬁ%@@%fif@%&‘
VMR EAE LT, AR NV MREFHELE T, Zoflidhc ARy
MEOKRIEREMEY) TAVEA L TE=XTEET,

20-min. 1-hour,

D DOREEL— MARICK T 2 HEHEHRE R R LET,

8-hour, BLT
24-hour
Sent byte RARNPLEFITIEEINTAA AR LET,
Sent pkts BARDPLEFICEEENT ATy MIERRLET,
Sent drop RARDPOREEENT ATy FOHFT, 2%y VEHBEO I TH-7-720IC
Ny 73Nl Ty MEERRLET,
Recv byte BRARNPEFICZELEAL MEEFERLET,
Recv pkts BRANBEFICZELE Yy M EFRRLET,
Recv drop RAIRZIELEAATY Y FORT, AXy VHBO - THoZ=HIC R
By PENTARTy MREERRLET,
BEa<wY R avwUFk 7L
threat-detection scanning-threat BERHOAX Yy o BAA F—T NI LET,
show threat-detection statistics top EA7 10 7 F TOREHEHREZFZR L E T,
show threat-detection statistics port AN— O EREFRLET,
show threat-detection statistics protocol o [ =2 /L OFEEHBERER R LFET,
threat-detection statistics B OREERE A x—7 I LET,
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#30EF show service-policy 27> F~ show xlate a2 F |

W show threat-detection statistics port

show threat-detection statistics port

threat-detection statistics port =~ > K& L CEBOMEHERE A 2 — 7 VI LIeSHE 1L, Fitl
EXEC *£— KT show threat-detection statistics port =~ FZ 325 &  TCP A— i L UDP
RN— b OFEMERBF RSN E T, HREREFREFHERICIT, FTBL O Ry 7SN T 7 007
L— FRERINET,

show threat-detection statistics [min-display-rate min_display rate] port [start port[-end port]]

B DA start_port[-end_port]  ({£E) 0~ 65535 OEOFE DR — b £ /213K — MNP OFEHF R &2 F£R
LET,

min-display-rate (EE) /hFRTRL—F (BRH0 O X2 ML) BT HEHERZT

min_display_rate WFEFRIND L HITHIR L ET, min_display rate 1%, 0 ~ 2147483647 ®

EICRETE £,

TIHILE 77 v N OBEREITZDH Y FHA,
avy kR E—F WDFRIZ, a~w REANTEBE—FERLET,
T774794—) E—F | £F%FaUT4 aAVTFRFb
<ILF
aAVTHFR
avy kK E—F L—Ty F |&f& VTN k DRT A
¥t EXEC . . R _ —
avy FEE Jyy—=x EERNE
8.0(2) Zoavry RPREAISNE LR,

BERLEDAL FF1Y T4 AT LA OHINTIT, ROEERPFRSNET,
o BEESHIHMOTEL— b (2 MU)

o HBIZFET LIEANA—X MHBIZB T 2EITONR—ZA N L—F (A XV NF), N—Z MR,
R L— MR 60 53D 1 F12X 10D B, ELonREVWHTORIETY,

e L—hEBIBLEZEEK (Fey 73N NT 7 4 v 7 OFRFHEHROGAICIRD)

o FEESNIEHMICEBITEZANY FOEEK
X2 VT4 TTIAT U AEF, FHL—FMERBANTA_NU N A b2 60REHELET, 2F0 &
X2 UT 4 TTI7A4T AL, AFF 60 BEIOET A= MHRET, & 3—X M OKbYIZL— %
Fxzv 7 LET, BEETHORZT T A= MERIZ, FHL—NCEENRETA, & 2IE FY
U— MRIB@2S 20 3 0%A . N— A MERIEX 20 Bic7e 0 £7°, KkEOS—Z MEED 3:00:00 ~
3:00:20 T, 3:00:25Z show =~ > REHEHTLH &, KEZEO S BREIZHDICEENERA,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show threat-detection statistics port W

ZORAITOME— DB, BFFA XU FEFETLHAT, BT LTWARWSR—Z MNERERTOA X
VMR R b EW - MR (60 FEF O 1 FEH) 23T TICBEIBL TCWAHEETT, Z0HA, &
X2 UT 4 TTIAT U RIE, D59 DT LEBROA X2 MBI ORET 0= FEED
BHEETOAXRV MIEEHLT, GHANVMEEHELET, Z0FIFCED, 4 X2 MO KRIF
REME ) TNAEA LATE=F TXET,

15l &iZ, show threat-detection statistics port =~ > FOHEH 2R L ET,

hostname# show threat-detection statistics port

80/HTTP: tot-ses:310971 act-ses:22571

l-hour Sent
8-hour Sent
24-hour Sent
l-hour Sent
8-hour Sent
24-hour Sent
20-min Sent
l-hour Sent
l-hour Recv
8-hour Recv
24-hour Recv
l-hour Recv
8-hour Recv
24-hour Recv
20-min Recv
l-hour Recv

byte:
byte:
byte:
pkts:
pkts:
pkts:
drop:
drop:
byte:
byte:
byte:
pkts:
pkts:
pkts:
drop:
drop:

Average (eps) Current (eps) Trigger Total events
2939 0 0 10580922
367 22043 0 10580922
122 7347 0 10580922
28 0 0 104049

3 216 0 104049

1 72 0 104049

9 0 2 10855

3 0 2 10855
2698 0 0 9713376
337 20236 0 9713376
112 6745 0 9713376
29 0 0 104853

3 218 0 104853

1 72 0 104853

24 0 2 29134

8 0 2 29134

# 30-71C, K74 — I FOHBAEEZRLET,

& 30-7

show threat-detection statistics port @7 1 —JL F

Z4—ILF

e

Average(eps)

FHRICBT DL L= (A XU M U/B) 2RRLET,

X2 VT4 TTITATRE, AFEF 60 BIOET L/ A—Z FREFET,
HAN=A MM OR TR 7 > M hfF LES, BUEETTORTET
N—=Z MR, FHL—MIEENEE A, 2L 23 TPy L— MR
1520y DG SN— A MEFEE 20 BIZR 0 £, &EOAN— A MRS
3:00:00 ~ 3:00:20 T. 3:00:25 i show =~ R&fifl3 2L, mKEDS
BEIIHCEENEE A,

ZOMAITOME—DFISN T, BFA RV FEHETAIEEAT, B2TLTW
RV —Z NN TOA Ry N R D BV S— 2 MERE (60 [RE
D1%EE) ZTTICHBLTWIHEATT, ZOHAE, EX=2074 77
FA T AE, DS DT LIZREOA Ry MEBLORET D
N2 NEROBEE TOA XY MMIEEFH LT, Gt v Mg FHE
LET, 2oL, A X2 NEOKIB/RIEME Y 7L ¥ A4 ATE=
4TEET,

Current(eps)

WBIZTE T LIe A=A MERRICBIT 28ATO A= F L— K (A X}/
) R LET, A= MHRIZ, FHL— MHEBED 60 750 1 721
10D 6, EE60REVEFOMMETY, Average(eps) Dt TR &
ni=plogae, BEL— ME 3:19:30 ~ 3:20:00 ® L — F T,

| oL-12173-02-J

Cisco Security Appliance I? > F Y7LV i



#30EF show service-policy 27> F~ show xlate a2 F |

W show threat-detection statistics port

# 30-7 show threat-detection statistics port ®7 4 —JL F (#%%)
J4—ILE e
Trigger Ray7ENn7z3%7 v b L— hOFIBRMEZ B L7z BEEA R RS E T,

EZENRAL BTy FNOITTHRESNTEANR N T 740 v 7 OHE, =
OEITFEIWC 0 T, 2T, v b7 74w 7% U T—35 L — il
PRS2 N2 D T,

Total events FL— MHRICBT 514Xy FOGEEE R R LET, BEETHORTE
TA—Z NERIE, A4V MUICEEREEA, ZOBAITOME—
BT, BEtA XU FEFETDEES T, BT LTV ARNLWS—X FNERA
TOA XYy MR B E WA= MR (60 BfET O 13FE) 24 TIC
BHLTWDIEHATT, ZOHE, ¥Xa 0T 77747 A%, KA
D59 O5ET LEMBEOA Ry MIEB L ORE T ONN—2 MNERBOBREE
TOA R MEEAFH LT, Bt XU MEEFFELET, Zofiskick
D, A2 NEOKRIBREMEY TLE A LA TE=XTETET,
port_number/port_name |/%r vy NEII AL MREGE, ZE FRE Ry FERE, R— 0%

B EAFIERRLET,
tot-ses ZOR—FDOEy v a v ORFBERRFLET,
act-ses A= "BBEBERLTWDT 77 4 Ty a v ORHERERERLE
ED
20-min, 1-hour, INLOREELY— MARICB T AHEHEHRE R LET,
8-hour, ¥ X T 24-hour
Sent byte A= IR EFICEE IR, MRERTRLET,
Sent pkts R IO EFICEGFE IR Ty MEEFRLET,
Sent drop AFx ¥ VREO—MThoTcloIZ Fry FEle, F— MrbiEEIN
7oy MR ERRLET,
Recv byte R— "N IEFICZE LIS MEEFRRLET,
Recv pkts A= "B EFICZE LIy N ERRLET,
Recv drop AFxF Yy VIO - ThHolmlodIl Fuy 7 anz, R— FRZE LS

Ty MRERRLET,

Bl F avwyFk B
threat-detection scanning-threat EBERHDOAR v A X —T NITLET,
show threat-detection statistics top AL 10 frE TOREHERZR T LET,
show threat-detection statistics host RANOHKEIEREFETRTLET,
show threat-detection statistics protocol o F 2 /L O FHREERLET,
threat-detection statistics B ORI ERE A 2— 7 NI LET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show threat-detection statistics protocol W

show threat-detection statistics protocol

threat-detection statistics protocol =~ > F &[] L THBOMEHERZ A R —7 VI LI2SHE 1,
%54 EXEC & — K C show threat-detection statistics protocol =~ > K& #HFT 5L IP 712 haL
OFFHERNE R INFE T, HBEMREFFHERICIT, FTB LRy &N b7 7097 L—F
WFERSNET,

show threat-detection statistics [min-display-rate min_display rate] protocol [protocol number
| protocol _name]

BX DA protocol_number (EE) 0~ 255 OROKED T v F a VEE O EREERRLET,
min-display-rate (ER) m/hFRRLV—F (BRHTYOA Xy M) B T-REHE®RIZT
min_display_rate INFREND KO ITHIFR L £, min display rate 1%, 0 ~ 2147483647 ®

EICHETEET,
protocol_name (fER) FrED T v harf OfEHERERTLET,
e ah

e eigrp
* esp

* gre

e icmp
* igmp
* igrp
e ip

e ipinip
* ipsec
* nos

o ospf
¢ Pcp

* pim

* pptp
* snp

* tecp

* udp

TIFIE T 7 4V F OBHERLEIEH D T A,
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#30EF show service-policy 27> F~ show xlate a2 F |

W show threat-detection statistics protocol

avy R E—F WDFEIZ, a~v REANTELE—REZRLET,
274F794—I)IL E—F |[£F%aUFq aVFFX
TILF
aAVTFR
avwy kK E—F L—Tv F |&#& SN [ SRT A
it EXEC . . . _ .
avy FERE Jy—=x EENE
8.0(2) Zoavy RREAIShELE,

HERHEDHA K51

3l

TAARAT LA DOHNZIE, ROBHENEREINET,
o BETESNEWIHOFHL— K (L2 ML/ )

o RRICFET LA —=A MHRICBT 2BATON—=2 b L—F (A2 /B, =X MR,
FEL— RO 60 530 1 £72X 10 D5 H, EH60REVTORETY,

o L—hEBEBELIEER (Foy7Shie b7 7 4 v 7 ORMEFHERDOBEIZRS)
o BESNTHHICET DA N FOAFHK

X2 VT4 TTITAT AL, FHL— BN TA_ N Avr b2 60RIFELET, 2F0 k&
X2 T4 TT7IAT AL, G560 BIOE T /A=A MEET, &= MoKk bicr— %
Fxzv7 LET, BUEETTFORT T A=A MERIZ, FHL— N NIEENEEA, & X Y
U— MEREZ 20 530846, S—A MERIL 20 B2 9, Kt/ —2 MRS 3:00:00 ~
3:00:20 T, 3:00:25{Z show =2~ REFEHTDH &, K%EO S BREIZHNCEENERA,
ZOBRAITOME—DRFISNE, BEtA XU FEFHET LR T, T LTWARWA—X MERHNTOA X
VMNERER b EWS—2 MR (60 FEF O 1 FE) 2T TCIEBLTCWAHEETT, Z0HA, &
X2 VT4 TTITAT A, ®&HO S5 O T LERBOA Xy B L ORE T ON—2 RO
BREETOARY MEEAFH LT, ARV MNIEFRELET, Zoflsck ), 4 X MO KRIE
REMEVTLVIALA LATE=HFTEET,

RIZ. show threat-detection statistics protocol =~ > RO Bl ZR L ET,

hostname# show threat-detection statistics protocol

Average (eps) Current (eps) Trigger Total events
ICMP: tot-ses:0 act-ses:0

l-hour Sent byte: 0 0 0 1000
8-hour Sent byte: 0 2 0 1000
24-hour Sent byte: 0 0 0 1000
l-hour Sent pkts: 0 0 0 10
8-hour Sent pkts: 0 0 0 10
24-hour Sent pkts: 0 0 0 10

Cisco Security Appliance A< F Y7L Y&
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| #30%=

show service-policy 27> F~ show xlate a7~ F

show threat-detection statistics protocol W

# 30-81C, 74—V FOHHEERLET,

& 30-8

show threat-detection statistics protocol D74 —JL F

J4—ILF

B8

Average(eps)

FHBIZBT D FEHL— (A~ MEU/B) 2FRRLET,

X2 VT4 TTITATRFE, BFEF 60 BIOET LI/ A—Z MHEFET,
HAN—Z MR O THRHC A 7 > MR RFLET, BIEETTORET
N—=2 M, = MZEEREE A, LT, EHL— MR
20 53 DG N— X MEFRIE 20 B2 £, REOAN—R S
3:00:00 ~ 3:00:20 T. 3:00:25 iZ show =~ R&fifl3 2L, mEDS
BEIIHACEENEE A,

ZOMAITOME— DB, FEFA RV FEFETDES T, BT LT
RVR—Z NI TOA Xy MR D WV S— X MRS (60 B
D 1%FH) 29 TIOEBLTWAHETT, Z0%A, EXa V740 77
FAT AT, DS DT LIZMEDOA Ry M B LORET D
N2 NHROBEE TOA X MMaEEFH LT, GitA Xy MEEHE
LET, 2oL, A X2 NEOKIB/REME Y T ¥ A4 ATE=
4TEET,

Current(eps)

RBIZTET LIe A=A MERRIZBIT 2BATON—Z b L—F (A X |/
) #RFLET, S—X MiRIZ, FHL— MEBED 60 550 1 F£721%
10D L, EHH0REVWETOMRBTYT, Average(eps) Dl T I
ni=plogs, BIELY— ME 3:19:30 ~ 3:20:00 ® L — K T9,

Trigger

Fey7Enfz"ry b b— NOHIREZEE L 7ZFEPARRSNET,
EZENRAL BTy FNOITTHRESNTEZANR N T 740 v 7 DA, =
DOIEIXFIWZ 0 T, . e b7 7492 % U T—35 L — Kl
[RBA 7226 T,

Total events

KL — MHRBIZBT 24Xy VoA EEFR R LET, BEEITTORSE
TA—Z NERIE, A4V MUICEEREEA, ZOBAITOME—
BT, BEtA XU FEFETDEES T, BT LTV ARNWS—X FNEREA
TOA Ry MRS EW =2 MREIRE (60 BfEH D 1%&H) 29T
BHLTWDIEHATT, ZOHE, ¥Xa 0T 77747 A%, &
D59 OET LEMBEOA Ry MEIEBLORE T ON—2 MNEROBREE
TOA XY "EEEFH LT, B ARV MEEZFHELET, Zofisc &
D, A2 NEOKIB/REME Y TLE A ATE=XTEET,

protocol_number/
protocol_name

Ny NERZEAA MBREGE, ZE, ERE Ry TSR, Tr ban
DFEF AR EFRRLET,

tot-ses

ZoFa halokryia ryOREHEEFRTSLET,

act-ses

7o bIABRBERGELTWLT 7T 47ty v a Y OREIEERTL
ij—o

20-min. 1-hour.
8-hour, ¥ £ 24-hour

IhHOEEV— MHRICBIT DREHEREF R LET,

Sent byte 7a R anmnbEFICEEINTASL MEERRLET,

Sent pkts Ta hanbERICEEINTAAT Yy NMERRLET,

Sent drop AX XY VHBEO - ThoTcledIiZ Fry XS, 7 harnrbixEF
SINTNTy MEERRLET,

Recv byte 7'a N A UPRIEFICZAGE Lo MREFERLET,

| oL-12173-02-J
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#30EF show service-policy 27> F~ show xlate a2 F |

W show threat-detection statistics protocol

% 30-8 show threat-detection statistics protocol D27 4+ —JL K (#&)
J4—ILE e
Recv pkts 7a ha A BEFICZELEAAY Yy MERRLET,
Recv drop A% XY VIHBO - THoTOII ey &Nz, e harnzEFL
ey MERERRLET,

[CEEIEINS avvFk 2L
threat-detection scanning-threat BREBHO Ay A 2 —T VI LET,
show threat-detection statistics top AL 10 i E TCOREHEREZFR T LET,
show threat-detection statistics port R— bOFEEFEREERLET,
show threat-detection statistics host RANOHEEHREZERLET,
threat-detection statistics B OWEHERE A 2—T M LET,

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show threat-detection statistics top W

show threat-detection statistics top

threat-detection statistics =~ > FZfH L TEBOMEMERE A X — T NI LT2H BT, Rtk
EXEC & — KT show threat-detection statistics top =~ > FZ#EHT 25 &, EA7 10 fFOFFHE®RN
KRINET, FEDZA T THEBROBEOHIHERPA X—T VL TRVWEE, Zoa~vy FTEER
LOMEHEREZ R TE EE A, BREBRHFFHERICIE, FrIBIO ey TENTE T 7 4 v

L— bR ERESNET,

show threat-detection statistics [min-display-rate min_display rate] top [[access-list | host |
port-protocol] [rate-1 | rate-2 | rate-3] | tcp-intercept [all] [detail]]

X DEA access-list

(f£&) # 7 ACE &4EM ACE Oli s &2 &Te, /X7 v MZ—%T 2 L4710
D ACE #E R LET, ZORRTIETHFATENTE T 74 v 7 LHEAESH
2774y 7 BRRBISER A, threat-detection basic-threat =~ >
AL CEAEBEME A A x—7 /LT 5 L, show threat-detection

rate access-list 2~ FEHFHLTT 7 A VA MNOERFZBIFTEET,

all

(EE) TCP RITZEOHLE. B SN TR TOY—"DERET— % 2%
RLET,

detail

() TCP fRATZEDEE. Vo TV F—2DBBEEHRRTLET,

host

(ER) —EHIH Z &I B4 10 oA 2 FEHERZ£R LET,

GE) BEOBRHETALIVXANILY, 7Jz—bF—"— U T FimFA
T—h VU PIHEATEA =T = A AT, B 10 DFRZA D
1 2L LTHERENDAREENRDHY T, ZOHRRE, 72—
F—=R_R—= V7L RAT =M VU TOMFIZ1 DDA X —T = A
AEEHT D EXIIRETHAREENEL 20 9, ZIIXIEFER
HETHY, ZOIP 7 RLARFRSINTHEHRL TOETNEY
Ao

min-display-rate
min_display rate

(BB R/DAERLV—F (BERHZY O M) 2B THEHERS T
DFREIND X HICHIR L E T, min_display rate 1%, 0 ~ 2147483647 ©
EICRRETE E75,

port-protocol

({E&) TCP/UDP R— h AT L 1P 7' ha) XA TEMAHEbET
AL 10 HofEEHERE2E£E R LET, TCP (Fu b= 6) & UDP (7Fr k=
JL17) 1. IP e haoRRITITEENLTOWEEALLR, TCP AR— K&
UDP A— IR —FORRIZEENTWET, TNHDF AT (K—+F
7 m han) O 1 OOFFERIET A R—TNICTDHE A F3—T
ML SNTEREHERIE T RRARINET,

rate-1

(EE) FrRENTHWL—EL—MIRD S b, f/ho L— RO G
WMEFORLET, m& 21T, BEIED 1 B, 8 FRfE]. J5 L 24 BRIk
HHRNERINTWVDEAIL, rate-1 ¥—U— R&2MHT 5 L. 1 KEHEM
MR7ZTREX=2 T 4 T I7AT VAR RINET,

rate-2

(EE) rsh T —EL— RO S 5, HEO L — FREOFEE
WMERRLUET, 7o xiE, EED 1R, 8 Kef. 3 LU 24 Rl O #iEH
BRPERENTWDHHEIL, rate-2 ¥ —U— o425 & 8 FrfHH
BEIREX2UT 4 TTIA4T L RZRKTFENET,
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#30EF show service-policy 27> F~ show xlate a2 F |

W show threat-detection statistics top

rate-3 EE) RREINTWBE—EL— MMiRD > B, KO L — FMEROKEHE
WAEFFLET, 72T, ETo 1 KR, 8 KRR, 6 LU 24 KRR !
ERMPERENTWVDLEAIL, rate-3 F— VU — F&2EHT5 &, 24 BRI
BEINREXF2Y T 4 TTIA T RCRRINET,

tep-intercept TCP AT DOMFHEREZFOR LET, FoRicid, WEE2Z T THR#ESH
7= BAL 10 =R EERET,

T4+ AR N ZATERELRWVEAS, TXTOA XY MBRERRENET,

WORIZ, a~v FEANTELE—-FERLET,

T
H
I
™.

avy

274F794—)IL E—F |[£FaUT1 a2TFXF

2ILF
AVTHRR
aAvv K E—F L—TvF &Ef# TN k VRT L
¥t EXEC * ° ° — —
avy FERE Jy—=x TERE
8.0(2) CoTvy FRAEASE LT,
8.0(4) tep-intercept ¥ — U — F2VBII S E L7z,

FRAEDHS RS1Y T AAT VLA DOHEACIE, ROBEENFRENET,
o [EEINIZHMOFEEL— b (X2 ML/ D)

o RRIZET LI A=A MHRICBIT2BATON=2F L—F (A2 /), A= MR,
T L— RO 60 53D 1 £ 10 D5 5, EH LRI WG OMETY,

o L—hEBEBELIEER (Foy7Shie b7 7 4 v 7 ORMEFHERDOBEIZRD)
o BEESNTHHICET DA N FOAFHK

X2 VT4 TTITAT AL, FHL— BN TA_ b Avr b2 60RIFHELET, 2F0 k&
Xa)T 4 TTIAT A, 2360 MO T A—2 MER T, &= MIBOKDbY IZL— %
Fxvr LET, BIEETTORTE T A= MERIZ, EHL— MNIEENETA, &I FY
U— MHEED 20 O%E, N—A MERIE 20 B2 £3, REON—2 MRERA 3:00:00 ~
3:00:20 T, 3:00:25 12 show =2~ > REfEHTH &, EKEO 5 BRITHACEENREEA,

ZOBRAITOME—DRFISN T, BEtA XU NEFHRETHREA T, ET L TWARWA—X MERHNTOA X
VMNER R b EWS—2 MR (60 FET O 1 FE) 2T TCIEBLTCWAEETYT, Z0HA, &
X2 T4 TAIAT AR, BEHD 59 OFET LERREOA Ny NI L ORZE T OAA— X MO
BEETOARY MEEAFH LT, AtV MIEFRELET, Zoflsck D, 4 X MO KRIE
REMEYV T LI A LATE=FTEET,

5 KIZ. show threat-detection statistics top access-list =~ > KO ZR L E T,

hostname# show threat-detection statistics top access-list

Top Average (eps) Current (eps) Trigger Total events

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

l-hour ACL hits:
100/3[0]
200/2[1]
100/1[2]

8-hour ACL hits:
100/3[0]
200/21(11]
100/11[2]

show threat-detection statistics top W

173 0 0 623488
43 0 0 156786
43 0 0 156786
21 1298 0 623488

5 326 0 156786
5 326 0 156786

# 30912, K74 — 1 FOHBAEEZRLET,

# 30-9 show threat-detection statistics top access-list D71 —JL F
J4—ILE BTLL]
Top [0] Umd) 25 [9] (Bdf¥) O#iPHT, BMND ACE D7 % 7%

R LET, MEHEHRLRD 2 100 T > 7 TR E L RWEGEIE,
FKRIND ACE 28 10 R & 72 0 F97,

Average(eps)

FRMBICE TS FEE L —F (X M E/F) 2RRLET,

X2V T4 TTIATRIFE ARF60EDOTE T LIeAA—2 FHRT, %
N—=Z MO TR 7 > MR L E T, BUEEITTORE T3~
Z MERIX, FH L= MIEENRER A, 2L 2E FH L — NERRD 20
S DYpE . N A MERIE 20 BIC2 0 £, BEEO/SN—2Z MEE 3:00:00
~ 3:00:20 T, 3:00:25 i show =~ N5 & xED 5 HEITZHE T
CEENEE A,

ZORAITOME—DFIST, AitA XV FEFHETIHET, BT LTV
WA= MNEBNTOA X2 MR b Vv S—2 MR (60 [REF O 1%
H) 29 CIZBBLTWALEATYT, ZOH4G, EX=2 070 77747
AV, BHD 59 OET LIZMREOA Xy M B L ORET O N—X MR
DBREZTOANRY M EEFH LT, Gt XU M EEFHELET, Z 0l
MLk, A MIOKIERENME Y TAZ A A TE=FTEET,

Current(eps)

WRIZFET LI —ZX MHERICB T 2BATONN—=Z2 N L—F (A X MN)
ERALET, NS—X ML, FHL— MERBO 60 55D 1 £721% 10 B
26, ELLNREVIFOMBTY, Average(eps) Dt OB T, BIED
L— ME 3:19:30 725 3:20:00 L7220 77,

Trigger

TI2EA VAN NT77 4y 7R M) H—F5L— MIRIZRE SN T
Wiz, ZOFNIFIZ0 T, ZORRTEHFAIINTNT 70 v 7 LIS
SN T 74 v I BRXRBIENFE R A, threat-detection basic-threat =~
v REHH L TEREBMH A2 A % —7 123 5% & show threat-detection
rate access-list 2~ FEEHLTT7 78R VA NOETZBIFTEET,

Total events

L — MHRBIZBT DA X oA EERRLET, BUEEITHTORTET
N—2Z MNERRIE, G4 XY MUz EEnER- A, ZOBRAITOME—DFIF4
I, B A RV FEHETAREAT, BT LTWARNA—X MNERANTOA
Ry DR WV I—X MER (60 HEFO 1 FEB) 29 CicEBL T
ZHATY, ZOHG, ¥X2 VT4 TTIA4T AL, KEHO S OET
LMD A X MBI ORZETONA—Z MNERBOBIEE TOA X ML
EHFHLT, BN MREHELET, ZoflidMcE D, 40 N
KIBZEEME Y T NVEA LA TE=HTEET,

1-hour, 8-hour

I OEEL— MERBICR T D MEHERER R LET,

acl_namel/line_nu
mber

HEEINDRREE -T2 ACEDT 78X VA MMBIUITESEZR R LE
TO
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#30EF show service-policy 27> F~ show xlate a2 F |

W show threat-detection statistics top

KIZ, show threat-detection statistics top access-list rate-1 =~ > RO NHlZR L E T,

hostname# show threat-detection statistics top access-list rate-1

Top Average (eps) Current (eps) Trigger Total events
l1-hour ACL hits:
100/3[0] 173 0 0 623488
200/2([1] 43 0 0 156786
100/1[2] 43 0 0 156786

KIZ. show threat-detection statistics top port-protocol =~ > KOH Il Z R L E T,

hostname# show threat-detection statistics top port-protocol

Top Name Id Average (eps) Current (eps) Trigger Total events
l-hour Recv byte:
1 gopher 70 71 0 0 32345678
2  Dbtp-clnt/dhcp 68 68 0 0 27345678
3 gopher 69 65 0 0 24345678
4 Protocol-96 * 96 63 0 0 22345678
5 Port-7314 7314 62 0 0 12845678
6 BitTorrent/trc 6969 61 0 0 12645678
7 Port-8191-65535 55 0 0 12345678
8 SMTP 366 34 0 0 3345678
9 IPinIP * 4 30 0 0 2345678
10 EIGRP * 88 23 0 0 1345678

l-hour Recv pkts:
.é—hour Recv byte:
.é—hour Recv pkts:
.éé—hour Recv byte:

24-hour Recv pkts:

Note: Id preceded by * denotes the Id is an IP protocol type

# 30-10 1, &7 41—V FOFHERLET,

% 30-10 show threat-detection statistics top port-protocol ® 7 4 —JL F
Z4—ILF L]
Top [0] Grm%) 72256 [9] GRiEE) OFPHT, MEHEROEHNNZ A FITH

BR—=PERIITO banrnT o S EFRLET, BEEHRN DL,
10EDZ 7T XTHREELRVWEEIL, rRINDHK— K/ 7o harh
10 o & 72 0 £,

Name R—rEHE7Te barrgs s LET,

Id A—hrIDESELIITe haVIDESERRLET, TAZXURT (%)
. ZOIDMNIP 7r bar&BECThH L A2BEWKRLET,

Average(eps) # 30-6 OFHEZHL T ZEN,

Current(eps) # 30-6 OFHHEBRL T ZEN,

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show threat-detection statistics top W

# 30-10 show threat-detection statistics top port-protocol ®7 4 —JL K (&)
J4—ILE BTLL]
Trigger Fey7Inf 7y b b— hORIBRMEZ B L -BEERnRrESnESd, £

ZENLDERT Y FOITTIRESNTEARR YT 74 v 7 OBE. ZO|
ITHEIC 0T, 2T, ARV NS 7 4 v B r U H—F 5 L — MR 22
Wz T,

Total events

# 30-6 ODHHAZSML TSV,

Time_interval Sent
byte

FEHMIZBNT, RARESNTEAR—FBROT v barhb EFICHEESNTE
WA MEEFIRLET,

Time_interval Sent
packet

FHRICBNWT, RSN AR— FBL T v Farnb EFICHEEI N
Ty MRERTLET,

Time_interval Sent
drop

BEHEIZBWT, AFX vy RBO—HThololediZ Rry FEnk, £
SNTER—FBIOT v barrbEZGEEInzry M ERRLET,

Time_interval Recv
byte

FEHMICHBNT, RRSNTZA—FBLOT 1 Fa L TIEFIZEZE LA
FMEFRRLET,

Time_interval Recv
packet

—EIZHDHR—FBLIOTm ha v RNEFICZE Lic Ty Mgk, R
R LIZHRRLET,

Time_interval Recv
drop

—RBIZHHR—FBLIOT B FarPNZFEL, Axy VHBEO—HTH L7
IRy FENT ATy Mz, RHBREI SRR LET,

port_number/port
_name

NIy BRI, MRRE, RE. FE ey T En, K- bOF S
EARIERRLET,

protocol_number/
protocol_name

7y NETEAA PBEE, ZE FRE ey rEnRz, e haro
FRBLARIERRLET,

KIZ. show threat-detection statistics top host =~ > ROl 2R L £ 7,

hostname# show threat-

Top
l-hour Sent byte:
10.0.0.1([0]
l-hour Sent pkts:
10.0.0.1([0]
20-min Sent drop:
10.0.0.1([0]
l-hour Recv byte:
10.0.0.1([0]
l1-hour Recv pkts:
10.0.0.1([0]
20-min Recv drop:
10.0.0.1([0]
8-hour Sent byte:
10.0.0.1([0]
8-hour Sent pkts:
10.0.0.1([0]
l-hour Sent drop:
10.0.0.1([0]
8-hour Recv byte:
10.0.0.1([0]
8-hour Recv pkts:
10.0.0.1([0]
l-hour Recv drop:
10.0.0.1([0]

detection statistics top host

Average (eps) Current (eps) Trigger Total events
2938 0 0 10580308
28 0 0 104043

9 0 1 10851
2697 0 0 9712670
29 0 0 104846
42 0 3 50567
367 0 0 10580308
3 0 0 104043

3 0 1 10851
337 0 0 9712670
3 0 0 104846

14 0 1 50567
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#30EF show service-policy 27> F~ show xlate a2 F |
show threat-detection statistics top
24-hour Sent byte:
10.0.0.110] 122 0 0 10580308
24-hour Sent pkts:
10.0.0.1[0] 1 0 0 104043
24-hour Recv byte:
10.0.0.1[0] 112 0 0 9712670
24-hour Recv pkts:
10.0.0.110] 1 0 0 104846

# 30-1112, 74—V FOHBAEEZRLET,

# 30-11 show threat-detection statistics top host D7 1 —JL F

J4—ILE EL)]

Top [0] (Bemid) 7225 [9] (BfRE) OFfPAT, HEHERORHNNZ A 7ITH
DRANDT X TRRRLET, MaHEFRPDRL 10HOT 7§
T ELRWGEEIE, BRENDEHRA M 10 R &2 £97,

Average(eps) #*& 30-6 DFHESHRL T Z3 W,

Current(eps) # 30-6 DFHESHRL T Z3 0,

Trigger # 30-6 OMHAE B L T IZE N,

Total events

# 30-6 DHHEZZHML TS ZE,

Time_interval Sent
byte

FHIZE N T, RENTZHRA MIEFICHE SRS MEEERLE
o

Time_interval Sent
packet

FHWRICBWT, ERENTEAR MIEFICHE SN Ty MiERRL
i‘j‘o

Time_interval Sent
drop

ZWIIZBWT, 2X vy L WEO—HThol-l-0Ilc Na y &N, FiR
SNTZFA MIEEENEZ Ay AR R LET,

Time_interval Recv
byte

FHFIZRBNWT, FRSINZAA P TERICRE LIS MieRRLE
‘j‘O

Time_interval Recv
packet

—RIZHDLIR—FBELOT w FarPNEFITZE LTy Mok, W
B EICRRLET,

Time_interval Recv
drop

—EBIZHHR—PFBLOT ba B ZEL, AXY U HBEO—HTH DT
WIZRay TSNy Mk, BRI L& R LET,

host_ip_address | /X7y NE 1T AL RBERE, ZE, ey 7ENRAEARARNIP T KL A%

FOoRLET,

KIZ, show threat-detection statistics top tcp-intercept =~ > NOHJifFlZ R L E T,
hostname# show threat-detection statistics top tcp-intercept
Top 10 Protected Servers under Attack (sorted by average rate)

Monitoring Window Size: 30 mins Sampling Interval: 30 secs
<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack

Time) >

1 192.168.1.2:5000 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)
2 192.168.1.3:5000 inside 10 10 6080 10.0.0.200 (0 secs ago)

3 192.168.1.4:5000 inside 2 6 560 10.0.0.200 (59 secs ago)

4 192.168.1.5:5000 inside 1 5 560 10.0.0.200 (59 secs ago)

5 192.168.1.6:5000 inside 1 4 560 10.0.0.200 (59 secs ago)

6 192.168.1.7:5000 inside 0 3 560 10.0.0.200 (59 secs ago)

7 192.168.1.8:5000 inside 0 2 560 10.0.0.200 (59 secs ago)

8 192.168.1.9:5000 inside 0 1 560 10.0.0.200 (59 secs ago)

9 192.168.1.10:5000 inside 0 0 550 10.0.0.200 (2 mins ago)

Il _ Cisco Security Appliance A< F )27 L&
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| #30%=

show service-policy 27> F~ show xlate a7~ F

show threat-detection statistics top W

10  192.168.1.11:5000 inside 0 0 550 10.0.0.200 (5 mins ago)
# 30-1212, 74—V FOBHAEZRLET,

% 30-12 show threat-detection statistics top tcp-intercept ® 7 1+ —JL F

Z4—ILF HL

Monitoring window size: |#EFHERD I DICE X2 VT 4 TTIA TV ART =L a7V v 7
LHMAR I LET, 7740 MI305TY, ZORELXEET HITIE,
threat-detection statistics tcp-intercept rate-interval =~ > N&ffiH L

9, ZOMBOMIZ, ¥X=2 VT 4 TTIAT L RIT—4 % 60 A1

YTV LET,

Sampling interval: o) OB ER AR LET, ZofEiE, FiZ 60 THoL—
MkE 3,

rank 1 ~10fDTvrF o 7H2ERLET, TR bHELZ T2 —T,
10 fLIEE b WEN DI o T2 — N TF,

server_ip:port LEZITTOBT—"OIP 7 RLABLIOFR—hE2FRLET,

interface P —RAPNRELZ T CNWDBA L —T oA A F R LET,

avg rate o7V TR ORI EL — N2 I RH ) OBBERTERLET,

current_rate HIEOKEL— 1 Wby oKE) #FRLET,

total BBOGFBAEFR T LET,

attacker ip WEEDIP T FLAEZFRRLET,

(last_attack time ago) B OBENEE LR 2R RLET,

KIZ, show threat-detection statistics top tep-intercept detail =~ > KOH B /R L E T,

hostname# show threat-detection statistics top tcp-intercept detail

Top 10 Protected Servers under Attack (sorted by average rate)

Monitoring Window Size: 30 mins Sampling Interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 192.168.1.2:5000 inside 1877 9502 3379276 <various> Last: 10.0.0.45 (0 secs ago)
Sampling History (60 Samplings):
95348 95337 95341 95339 95338 95342
95337 95348 95342 95338 95339 95340
95339 95337 95342 95348 95338 95342
95337 95339 95340 95339 95347 95343
95337 95338 95342 95338 95337 95342
95348 95338 95342 95338 95337 95343
95337 95349 95341 95338 95337 95342
95338 95339 95338 95350 95339 95570
96351 96351 96119 95337 95349 95341
95338 95337 95342 95338 95338 95342

| oL-12173-02-J
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show service-policy 37> F~ show xlate a7 F |

W show threat-detection statistics top

# 30-131C, 74—V FO#MBEERLET,

& 30-13

show threat-detection statistics top tcp-intercept detail D27 1 —JL F

J4—ILF

B8

Monitoring window size:

MEHEROI_DIZE X2 VT 4 TTIAT UANT = Z 7Y 7
HHMERFLET, 774NV MEI30 0T, TOREEZEETHITIT.
threat-detection statistics tcp-intercept rate-interval =~ > K& L
£, ZOMBORIC, ¥X=2VT 4 7T 747 RIT =% 60 1Y
YTV T LET,

Sampling interval:

Yo7V THOMBEAERRLET, ZOMEIE, FHIZ 60 TEH-oZL—h
ke <9,

rank

1 ~10fLDT7 > xr 72KRLET, 3RO KBEZZIT 2 — T,
10 Aidfme b BN D 2 hr o To P — " TT,

server_ip:port

HBEZZITTNDT—"DIP 7 FLABLIUOR— 2R LET,

interface

P —NPRBEESZ T TNDA L F—T oA AR LET,

avg rate

threat-detection statistics tcp-intercept rate-interval =~ > R TEE X
Nlcb— MR TOFELEL — 2, | BHIY ORBEKRTRRLET
(774N bOL— bEFRIE 305 TY), b—FHBET, Ex=207 4 7
TIAT L AFIOR LT F e T T LET,

current_rate

BIEOKBEL—F (1 Bhiz OB #FKRLET,

total

BEOGFEEZFR R LET,

attacker_ip or
<various> Last:
attacker_ip

KEEDOIP T FLAEFRRLET, BHROKBEER O DHAIT.
[<various>| DRICHKEDOHEED IP 7 KL ARERINET,

(last_attack_time ago)

P DBBENFAE LR 2R R L ET,

sampling data

60 DY 7 Y T F—=AEETXTERLET, ZhLOMEIT. R
TLEOREBEKERLET,

BEa< R

avy kR

B

threat-detection scanning-threat

BEBRHO Ay o2 A F—T NI LET,

show threat-detection statistics host

RADOBEHEREZERLET,

show threat-detection statistics port

R— L ORHERZZ R LET,

show threat-detection statistics protocol o [ 2 /L O BEREERLET,

threat-detection statistics

BROFAERE A F—T VT LES,

Il _ Cisco Security Appliance A< F )27 L&

OL-12173-02-J |



| #£30%F show service-policy 37>~ F~ show xlate <> F

show tis-proxy W

show tls-proxy

TLS 7urX v Bl y v a VHEREFERTDHICIE, Fr— L ar7 4 Fal—vary T—RT
show tls-proxy =~ > RZEH L 7,

show tls-proxy tIs name [session [host sost_addr | detail [cert-dump | count]]

B DEREA cert-dump n—H AT Iy IIERELZE T LEST, HAUIZLDC @ 16 #4527
<9,
count tyovary o EREIFERRLET,
detail % SSL Ly 7B XN LDC O 5% &7z TLS X U EREFR T L
i‘j‘o
host host_addr EEftTonctyra v R RTHHEDOHFA NERELET,
session TI2T 4 TR TLS 7exs vy g 2R LET,
tls_name FoRT D TLS 7’1 % v D4R,
TIHILE T 7 v hOBEREITZH Y FHA,
av> R E—FK WOFRIZ, a2 REANTEDLE—RERLET,

T747 94— E—F |£F2UFqs a0FFXF
RILF
AVTER
avYF E—F L—FyF Ef# UL k YRT L
¥5#E EXEC £=— K . . . . .
av Yy FERE Jy—= EFERRE
8.0(2) Zpavy RPREAISHE LR,
il Wiz, show tls-proxy =~ > FOHAHIZ R L ET,

hostname# show tls-proxy
TLS-Proxy ‘proxy’: ref cnt 1, seq#l
Server proxy:
Trust-point: local ccm
Client proxy:
Local dynamic certificate issuer: ldc_signer
Local dynamic certificate key-pair: phone common
Cipher-suite <unconfigured>
Run-time proxies:
Proxy 0x448b468: Class-map: skinny ssl, Inspect: skinny
Active sess 1, most sess 4, byte 3244

&Iz, show tls-proxy session =~ > RO AHIZRLET,

hostname# show tls-proxy session
outside 133.9.0.211:51291 inside 195.168.2.200:2443 P:0x4491a60 (proxy)
S:0x482e790 byte 3388

Cisco Security Appliance <> F Y7L >R
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#30EF show service-policy 27> F~ show xlate a2 F |

W show tis-proxy

W&IZ, show tls-proxy session detail =~ > KO A 2R LET,

hostname# show tls-proxy session detail
1 in use, 1 most used
outside 133.9.0.211:50433 inside 195.168.2.200:2443 P:0xcba60b60 (proxy) S:0xcbcl0748 byte
1831704
Client: State SSLOK Cipher AES128-SHA Ch Oxca55efc8 TxQSize 0 LastTxLeft 0 Flags 0x1
Server: State SSLOK Cipher AES128-SHA Ch Oxcab55efa8 TxQSize 0 LastTxLeft 0 Flags 0x9
Local Dynamic Certificate
Status: Available
Certificate Serial Number: 29
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)
Issuer Name:
cn=TLS-Proxy-Signer
Subject Name:
cn=SEPO0002B9EBOAAD
o=Cisco Systems Inc
c=US
Validity Date:
start date: 00:47:12 PDT Feb 27 2007
end date: 00:47:12 PDT Feb 27 2008
Associated Trustpoints:

BREaTYK avyv Rk L
client BEAL—FNEEXRL, B—HNV XA T I v IEHAEORITE 1T F—
ST ERELET,
ctl-provider CTL 7N A B — f VARV AEERL, TR F—ar T 4 XFal—

vary E—RFEMBmLET,
show running-config  F_RCELFIH/ESNLETLS 7o XL 0ETar7 4 Xal—va ik
tls-proxy RLUET,
tls-proxy TLS 7u Xy A VAX LV RAEEHRL, KRBy a Vv BERELET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show track W

show track

N7 oX 7 TaeARNEH L4727 MZBET A 1EREFR T HICIE, =—% EXEC £— KT
show track =~ F&EH L £9,

show track [track-id]

WX DA

TIHILE

avv K E—F

track-id rovXo S o ) DF TV s FID, ARfEIX. 1~ 500 TT,

track-id BWHRE S NRMPST2HEIE, TR_XTCDO N T v X7 A7V =7 MIHETERBERINE
R

WDFRIZ, a2 REANTELE—RFErRLET,

T774794—) E—F |£FaUT4 aTFRFH

RILF
AVTEX
avv kK E—F L—Tvy F & oL k DART L
= —#% EXEC . — . — —
avry FEE )—2 EEAE
7.2(1) Zoavwy FREAIRE LR,
i Iz, show track =~ > FOH &R L £,
hostname (config) # show track
Track 5
Response Time Reporter 124 reachability
Reachability is UP
2 changes, last change 03:41:16
Latest operation return code: OK
Tracked by:
STATIC-IP-ROUTING 0
BZEav Uk avvk B

show running-config FiTar74Xab—rarDtrackrtr 2~ REERLET,
track
track rtr SLA 2K —V 7 F50D T vFx 7 = b 2ERLET,

| oL-12173-02-J
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#30EF show service-policy 27> F~ show xlate a2 F |

B show traffic

show traffic

AV B =T 2 A ADEETITAET 4 LZET VT 4 T 4 ZFRT HI01E. ¥itE EXEC £E— KT
show traffic =~ > R&{HfH L £,

show traffic

X DEA Zoa<wy RIZEBIEELZIZF—U—FIEZH Y FEA,
TIHILE T 7 4V F OBHERLEIEH Y FHA,
avy Rk E—F WDOEIZ, a~r REANTELE—FRE2RLET,

T7A794—I)L E—F |[£FaYTFq4 aV0TFFRF

<ILF
aAvTFExX

avYy R E—F =Ty K |&f& gL k AT LA

#%‘:1:% EXEC ° ° ° ° °

avy FEE yy—=x TENE
7.2(1) ASA 5550 WISt X 2 VT 4 T 54T 2 ZAD T DRI 2 2Rk A3 80
XNnE LT,

#ERALDAHS RSAY show traffic =~ > K&, show traffic 2~ RBHRBICADNEINTEREELITEX2VT 40 7754
T UAWNE T AN BESLIRIS, HA VA —T oA ABEB LTy b OB E N N EE
FLET, B, BX 2054 TAI9ATUAREMODOY 7 — FUB, o I4 2 R>ThbHD
FOEEE T4 (ERTO Y 7 — FELEIC clear traffic =~ RO AN ENTWARWESR), 2= RABA
HENTWEEAIE, 3~y RRAT SRR O ORRMIER & 720 £37,

ASA 5550 ISt X 2 VT 4 T4 7 ADEA . show traffic 2~ REETTB LAY T
EDERNAN—Ty FHERFREINET, ASASSS0EIL X2V T 4 TTIAT UV ADAL—T v b
EFRRICT A2, VI 70y 7 %Ay NMIH XM TH2MERHY £5, ZoFREFE, T
T4 IR —IZHBLTWENE ) hE R T 20ICELHLET,

] &Iz, show traffic =~ RO IFIZRLET,

hostname# show traffic
outside:
received (in 102.080 secs):
2048 packets 204295 bytes
20 pkts/sec 2001 bytes/sec
transmitted (in 102.080 secs):
2048 packets 204056 bytes
20 pkts/sec 1998 bytes/sec

EthernetO:
received (in 102.080 secs):
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| #£30%F show service-policy 37>~ F~ show xlate <> F

2049 packets 233027 bytes
20 pkts/sec 2282 bytes/sec
transmitted (in 102.080 secs):
2048 packets 232750 bytes
20 pkts/sec 2280 bytes/sec

ASA 5550 )5t X2 U T ¢ T T4 T ADGE

Packets-per-second profile:
Slot O: 3148 50%‘****************
Slot 1: 3149 50%‘****************

Bytes-per-second profile:

Slot O: 427044 50%‘****************
Slot l: 427094 50%‘****************
BlEa<v >R avwy Rk B
clear traffic EET I TAETAERBT I T AT DAV 2% Yy NLET,

show traffic W

WDT XA NPRFBIZERINET,
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#30EF show service-policy 27> F~ show xlate a2 F |

l  show uauth

show uauth

BERBIEE D 1 LT R TO2—F, 2—FRAAL U FERNTWEHEAKNIP, BLUF ¥ v
Va2 ENLIP EAR— FORAFEREFR T T DI, ¥ EXEC £ — KT show uauth =~ > K& H
LEJ,

show uauth [username]

BEX DA username (ER) #rTH2— VRN #RE = — AR E L —P 4 THRELET,

T72XIE 2—PHERIET DL, TRTO2—VFORAMFRNPFRSNET,

avwv kR E—F ROFIZ, a2 P ANTELHEF— R RLET,

F774F792+x—)L E—F EFa)F4 aVTFXFb
<ILF
aAVTFX
avwry kK E—F L—Ty K |&E# v [ DRT L
KM EXEC . . — — "
avy FERE yy—= EERR
BETF Zoa<wy REBEFETT,

$EREDHS ES4Y show uauth =~ > Fit, 1 4 F2 3T _RTO2—F DO AAA RBAF Y v Va2 B I OREF Yy v 2%
FRLET,

Zoa<wr R, timeout =~ RE & HITHEHL £,

Ha—P RALDIP 7 FLRIZIE, BAF vy vaRlMIMEnET, ZOF v vaTE, 2 &
ARZEIZI6HETOT RLALY—EXAOATRFATSNET, ELWEAA RRLX vy vadh
TWAY—ERIZZ—FRT 7 EALLI E LSS, EX2 T4 T I9A4 TV ATEEDOT 7k
AVWEFNCHTF R ENTND ERZR L, ZOEGEEEIZRELET, HD Web A F~DT 7 A%
—ERAEIND &, e A ATV ERIAADE XL, A A—TZD J:_MT%—/\J:@{ELitL/V
(A A— /ﬁxHLIPTFVXﬁ %T&;é&*ﬁméniﬁ”)o ZOMIRZ LY | T p—< AR KIFIZ

M, B —"OAMBEHIR S ET,

show uauth =~ > FOHIIE, BIEEBAOZDIZRER AP — NI N2 —F 4, TO2—F4
MANAL L RENTWSIPT RL A, ;I’oJ:U\_U):L**‘*j'ﬁ)uuuﬁéﬂf_@ﬁf%éﬂ F20E. Ty
Va SN —EARHLIDNERINET,

GE) Xauth ZA RX—T7NIZTDHE, 74T MZEIVETHENTWS IP 7 RLAD T kU 2% vauth
7—7/v (show uauth =~ FCERTEET) [TBMshEd, 22L, Ry FY—ZHKRE—F
T Easy VPN Remote #RE & & & 1Z Xauth #fiH 35 L v MU —2MIZ IPSec b RADPMER S HL
5720, 77 AT VA= ADORAIZHIMPICNDEZ—FE 1 DO P 7 NLRICHEfHT A2 Z &N TEER
ho LT T, Xauth O5E THIZ vauth = MU BMER TE EH A, AAARBFTELZIT IV T 4
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show uauth W

N4 *)‘ EARMBEERDGEIT, AAATIET X 2/ X—7 LT, 7747 U+ —ADHZ
O'LE\IJ J’“%%muuﬂibij— AAA mou‘_E7D£’\"/@u£“f"El b\fpi\ aaa I v ]*%ZSE\E\LT< 72
AN

22—V OERNT A R0 %X v v a2/ T 282 E T 5214, timeout uauth =~
VREMHALET, TRTO—FOTXTORAF ¥ v a2 ZHIRT 5121, clear uauth =~ > K
EREH UET, REEBEZIERT D & S ICITHERESINDILENELCET,

i KIZ, WTROA—FHBIESNTE ST, 7o, 1 DO —FRIENEIT L TV S 5E D show
uauth =~ FOHNFIZRLET,
hostname (config) # show uauth
Current Most Seen
Authenticated Users 0 0
Authen In Progress 0 1
WIZ, 3ANDOZ—FRWIEINTEBY . 22D, EXa T4 7T IAT U A LTH—RAEHHT
D ENRBAENTVDHEED show uauth =2~ > ROl Z 77 L ET,
hostname (config) # show uauth
user ‘pat’ from 209.165.201.2 authenticated
user ‘robin’ from 209.165.201.4 authorized to:
port 192.168.67.34/telnet 192.168.67.11/http 192.168.67.33/tcp/8001
192.168.67.56/tcp/25 192.168.67.42/ftp
user ‘terry’ from 209.165.201.7 authorized to:
port 192.168.1.50/http 209.165.201.8/http
BEaTUFR avwUFk B
clear uauth BAED 2 —F OFRGEE® & B ATEREZHIRLE T,
timeout T A R Om R AR E L ET,
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#30EF show service-policy 27> F~ show xlate a2 F |

H  show url-block

show url-block

url-block /Ny 7 7 IZRFES N TWDE Ty Mg L, Ny 77 EREFBXZPEEEOZDIZRr Y S
SNy M (B DEE) BFEART DR, FiE EXEC € — KT show url-block =~ > K% fifi ff]
LEJ,

show url-block [block statistics]

EX DA block statistics ER) 7rv 7 Ny 77 OFERRRICET 2HEHEREZR T LET,
TIHILE 77 v hOBEREITZDH Y FHA,
avY kR E—F WDFRIZ, a~ REANJTEBE—FERLET,
T774794—) E—F | £F%FaUT4 aAVTFRFH
TNLF
aAVTFXRX
avy kK E—F L—Ty F |&f& VTN k DRT A
#%‘:1:% EXEC ° ° ° ° °
avy FEE Jyy—=x EERNE
WE 17 Zoavy REBEFETT,

BERLEDHA K1Y

]

show url-block block statistics =~ > KX, URL 72 v 27 RNy 77 ITEFHE IR TWE 7y Mgk,
Ny 77 EREBZBZIEZDEEEOEDICFay 7SNy e (BDBE) 2F s LET,

Wiz, show url-block =~ > KO il Z R L £9,

hostname# show url-block
| url-block url-mempool 128 | url-block url-size 4 | url-block block 128

URL 7 mvy 7 RNy T77Dar7 4 Xzl —a o RERREENTHWET,

iz, show url-block block statistics =~ > RO HNHIZR L E7,

hostname# show url-block block statistics

URL Pending Packet Buffer Stats with max block 128 |
Cumulative number of packets held: | 896

Maximum number of packets held (per URL): |3

Current number of packets held (global): | 38

Packets dropped due to

| exceeding url-block buffer limit: | 7546

| HTTP server retransmission: |10

Number of packets released back to client: |0
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m. oL-12173-02-J |



| #£30%F show service-policy 37>~ F~ show xlate <> F

show url-block W

BEa<w ok avwyk ETL)

clear url-block block ~“ov 7 Ry 7RI Y 25227 VT LET,

statistics

filter url N7 4w 2% URL 7 4B 7 =230 £,

url-block Web = _DIREIMEH SD URL Ny 7 7 2 FH L £,

url-cache N2H2 ¥ — 3F 7213 Websense — 305 OFEE #£8 L T\ 5[] URL
FY oo T EARX—TNVICL, FrviaDh A XAEFELET,

url-server filter =~ > N T3 5 N2H2 H— 3% 7213 Websense — & f57E L
£7
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show service-policy 37> F~ show xlate a7 F |

Bl show url-cache statistics

show url-cache statistics

N2H2 F721% Websense D7 4 V& U > 7 HP—"In55(5 L7z URL JEEIZEH S5 URL v v
L aDERERTT HITIL, FHE EXEC £— R T show url-cache statistics =~ > F&HH L E 7,

show url-cache statistics

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,
F274F794—)L E—F |(#FaUT4 a>TFRFH
<ILTF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
%*@ EXEC ° L] . . °
avy RERE yy—= FTENE
BEfF Zoawy FIEEFETY,

BEREDAL T4

3l

show url-cache statistics =~ > RiZiZ, kO MU BRERRENET,

e Size: Fvrvia A X (KB HN), url-cache size 77> 3 v AHH L THREL £1,

e Entries: ¥¥ vz VA XZH IS Fyr vz = b ORKE,
e InUse: ¥v v vall&EndBEOT NI,

e Lookups: EX =2 VT4 7T IAT VAR Yy v a = U 2% LA,

e Hits: BEXa2 T4 T7IAT UV ARFy v aNTTy M) ZHH LzEE,

show perfmon =~ > FZ 3% &, N2H2 Sentian £7-1% Websense D7 4 V¥ V7 T 77 4 &
TAET S ENERER TR TEET,

&Iz, show url-cache statistics =~ FOH 2R L £9,

hostname# show url-cache statistics

URL Filter Cache Stats

| size :

Entries :
In Use :
Lookups :

| gits :

300
290
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show url-cache statistics W

BEa<w ok avwyk ETL)

clear url-cache a7 4F¥=2b—3arnburl-cache 2~ F 27— h A2 FEHIBRL

statistics F7,

filter url N7 74w 7% URL 74 VHZ Y 7 H—IZED £,

url-block Web —NDISEIEHA SIS URL Ny 77 #FHLET,

url-cache N2H2 #—/3F 721X Websense — M55 L7ISE D URL ¥ v v v
THhAF—=TNVIZL, FrviaDOP A XERELET,

url-server filter =~ > N T3 5 N2H2 H— 3% 7213 Websense — & f57E L
EJraN
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#30EF show service-policy 27> F~ show xlate a2 F |

B show url-server

show url-server

URL 74 V& U 7 H—NICHET L EHRE R T HIT1E. K5 EXEC £ — KT show url-server =~
Y REFALET,

show url-server statistics

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,
F274F794—)L E—F |(#FaUT4 a>TFRFH
<ILTF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
%*@ EXEC ° L] . . °
avy RERE yy—= FTENE
BEfF Zoawy FIEEFETY,

BEREDAL T4

il

show url-server statistics =~ K&, URL —"OXRV X —BI VAT —H XA %&2F R~ LET, 2.
URL, HTTPS #f¢. L TCP #Ekelc >\ T, &5, FFrranik, EfsnizHszEZrLE7,
show url-server =~ > RiZiX, ROBEBRPFERINET,

e N2H2 D54 : url-server (if_name) vendor n2h2 host local_ip port number timeout seconds
protocol [{TCP | UDP}{version 1| 4}]

» Websense D55 :url-server (if name) vendor websense host local _ip timeout seconds protocol
[{TCP | UDP}]

iz, show url-server statistics ==~ > KD %R~ L £,

hostname## show url-server statistics
Global Statistics:

URLs total/allowed/denied 994387/155648/838739
URLs allowed by cache/server 70483/85165

URLs denied by cache/server 801920/36819

HTTPSs total/allowed/denied 994387/155648/838739
HTTPs allowed by cache/server 70483/85165

HTTPs denied by cache/server 801920/36819

FTPs total/allowed/denied 994387/155648/838739
FTPs allowed by cache/server 70483/85165

FTPs denied by cache/server 801920/36819
Requests dropped 28715
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show service-policy 27> F~ show xlate a7~ F

Server timeouts/retries
Processed rate average 60s/300s
Denied rate average 60s/300s
Dropped rate average 60s/300s

URL Server Statistics:

show url-server W

567/1350

1524/1344 requests/second
35648/33022 requests/second
156/189 requests/second

192.168.0.1 UP

Vendor websense

Port 17035

Requests total/allowed/denied 366519/255495/110457
Server timeouts/retries 567/1350

Responses received 365952

Response time average 60s/300s 2/1 seconds/request
192.168.0.2 DOWN

Vendor websense

Port 17035

Requests total/allowed/denied 0/0/0

Server timeouts/retries 0/0

Responses received
Response time average 60s/300s

0
0/0 seconds/request

URL Packets Sent and Received Stats:

Message Sent Received
STATUS_REQUEST 411 0

LOOKUP REQUEST 366519 365952
LOG_REQUEST 0 NA
Errors:

RFC noncompliant GET method 0

URL buffer update failure 0

Semantics:

This command allows the operator to display url-server statistics organized on a global

and per-server basis.
per-server organization.

Supported Modes:
privileged
router ||
single ||

transparent
multi/context

Privilege:
ATTR ES_CHECK_CONTEXT

Debug support:

The output is reformatted to provide:

more-detailed information and

N/A
Migration Strategy (if any):
N/A

BEEav> R avwyFk El) ]

clear url-server URL 7 A4 V& U T H—NOKGEHERE 27 VT LET,

filter url N7 427 % URL 74V 7 $—NITED £9,
url-block Web ' —R_OnZIfEH &5 URL Ny 77 2 FH L £9,
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B show url-server

show service-policy 37> F~ show xlate a7 F |

url-cache N2H2 Y—/3F 72 1% Websense " — 3025 OJRE 2 HE L T\ AR URL
Xy T EARX—TNIL, FXr v iaDHh A XERELET,
url-server

filter =~ > KT 5 N2H2 Y —/3FE /21T Websense Y — N2 57 L
\i\j—o
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show version W

show version

VI T 2T7 N—=Var ~"—FouxTHl, 942 F—, BXOBEETZEENMT —4% 2%
R AL, —3 EXEC ®£— KT show version =~ F&#EHLE T,

show version

& DA ooy FIZIESIEELITZF—U— RiEb 0 £ A,
TIF+IE T 7 4V F OEHERLEIEH D FHA,
avy kR E—F WDOFRIZ, a~<v REANTEDLE—RERLET,
IPAT 4= E—F £FaUT4 AVTFERF
<ILF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
:L_—’d: EXEC . [ [ [ °
avy FEE yy—=x EERNE
BEAF Zoavy NiFEETY,
7.2(1) 2F—RTN T 2= F— "= F— RTlL, 7T ZAZOEEHMZ 748
MOITRFRINET,

BEREDHL FF1

show version =~ FEFEHRT AL, Y7 hu=T N—=Tar, KEIZY 7T — IR THLOEER
M., 7oy 24T, 7Ty a =T 4vars AT A HF—TxzAfAR—=F, Y ITNLES
(BIOSID), 7275 4_X—Yay ¥—fi, 42 &7 (RE/ZIFIUR)., BLUar 74X
L=y a VU DNERBIER SN EEDFALARZ T ERRITEET,

show version =< RCHRREINDH VY TAEFEFIX, 77 va N—FT 43 BIOS OFFTT,
ZOEFE, V¥ —VOVITARELIFIRRVEST, V7 MU T Ty T T — REAFTIHSG
i, Uy — &S TIEAR <, show version =~ R CTEREND VY TARSNLETT,

o UATOY V=R w7 L—FFLEHE, BHEO) YV —2AD0F =T, LFioY Y —ATHR—
FENTWIHEIEV HZLDEXF2 VT 4 aVTXAINRMMEATE2HARHVET, F—0tk
Fa2lT 4 arTHXFANOMENRTT Y hT7+—LOHIREEZ 5 &, show activation-key D7)
WCIRDA v B—UBERINET,

The Running Activation Key feature: 50 security contexts exceeds the limit in the
platform, reduce to 20 security contexts.

o UiiD UV —=2cF vy 7 L—RNLiegE, SHEDO Y V—ADF —Tid GTP/GPRS 731 x—7 L
ThHIZbrnb b, LRI Y U —2Tix GTP/GPRS DB3FFAI STV RWZ LD Y £5,
¥—%ffH LT GTP/GPRS A % —7 MIZLT%, GTP/GPRS XY 7 b U =7 D/NN— 3 |Z
Lo T ENRWEA L, show activation-key DR D A v —URFERINET,

The Running Activation Key feature: GTP/GPRS is not allowed in the platform, disable
GTP/GPRS.
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#30EF show service-policy 27> F~ show xlate a2 F |

show version

il

Tz —VF == 7T 2ZOMEHBOEIZ, Tz—F ==ty FREEL TV AR I %
RLTWET, 1 EOx2=y "BREEEEILLTYH, 7277 4 7722 = FREMEEZKG T DR Y . B
VEHIRIOEIFEM LT ET, 2o, 7o—AF—n_— 75322 OEEHMEZEO=2=y F®
HEMB LV RS TAHAZENTEET, 72— N A —R—2—FHICT A =7 NI L THHHOA
F—=T T BHE, Ta— A —NRN—RNF =T NI RDIFOL=y OBEKRE, 72— —
N=IRT =T N THIEDOZ=y NOBBRFHNME SN T, 72—t —— 7 T 27 OEE
RN LR—FENET,

WIZ, Y7 "oz T N=Vary N—Ry=THHK, 74802 ¥— BLOHETLHEHMOE
WAEETRTHHZRLET, ATF— 7L 72— —N—RREINTNERETIE, 72—
F == 7 Z2E OEE Z R TENOTNERINET, 72— A — S—=RBREIN TN
LA, ZOTIEERRENERA,

hostname# show version

Cisco Adaptive Security Appliance Software Version 8.0(0)
Device Manager Version 6.0(0)

Compiled on Mon 16-April-07 03:29 by root
System image file is "diskO:/cdisk.bin"
Config file at boot was "disk0O:/main backup.cfg"

hostname up 2 days 10 hours
failover cluster up 2 days 11 hours

Hardware: ASA5520, 1024 MB RAM, CPU Pentium 4 Celeron 2000 MHz
BIOS Flash M50FWO0l6 @ 0xffe00000, 2048KB

Encryption hardware device : Cisco ASA-55x0 on-board accelerator (revision 0x0)

Boot microcode : CN1000-MC-BOOT-2.00
SSL/IKE microcode: CNLite-MC-SSLm-PLUS-2.01
IPSec microcode : CNlite-MC-IPSECm-MAIN-2.04

0: Ext: GigabitEthernet0/0 : address is 000b.fcf8.c44e, irqg 9

1: Ext: GigabitEthernet0/1 : address is 000b.fcf8.c44f, irg 9

2: Ext: GigabitEthernet0/2 : address is 000b.fcf8.c450, irg 9

3: Ext: GigabitEthernet0/3 : address is 000b.fcf8.c451, irg 9

4: Ext: Management0/0 : address is 000b.fcf8.c44d, irqg 11

5: Int: Not used : irg 11

6: Int: Not used : irg 5

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANs : 150
Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Security Contexts : 10
GTP/GPRS : Enabled
VPN Peers : 750
WebVPN Peers : 500
Advanced Endpoint Assessment : Disabled

This platform has an ASA 5520 VPN Plus license.

Serial Number: P3000000098
Running Activation Key: 0x7c2e394b 0x0c842e53 0x98f3edf0 0x8cl888b0 0x0336flac
Configuration register is 0xl

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show version W

Configuration last modified by enable 15 at 14:17:59.410 EST Wed April 16 2007
hostname#

eject =~ REFEITLIE, 754 ABPWEAICE D FL SN THO 72V REE T show version =< > N %
ANTBE, MDA v E—VRFETRENET,

Slot 1: Compact Flash has been ejected!
It may be removed and a new device installed.

Bl#Eav UK avwyEk EL
eject N a L T N 7T a TR A%, BEXa VT4 TTI5AT U AND
BN AT RIIC Y vy N DU TED L HICLET,
show hardware N—=RT =T OFMIERERFLET,
show serial N—=RT 2T O TAEREERLET,
show uptime X2 VT4 TTIAT  AOBBRREZFRLET,

Cisco Security Appliance <> F Y7L >R
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show service-policy 37> F~ show xlate a7 F |

show vlan

show vilan

X2 VT4 TTIAT UV ARATRESN TS TNTO VLAN 2 FERT 51213 F7# EXEC £— KT
show vlan =~ RZEH L £,

show vlan

TI4+IE T 7 4V N OEEREIZH D R A,
= WORIL, a~ REANTEHE—RERLET,

7747924 —)L E—F |[£F%aUFTqs aV7FXF
<ILF
aAVTFRX

avy kK E—F L—FTvyF |&EB v [ VAT L
¥+ EXEC . . . _ o
avy FEE yy—= EERNE
7.2(1) Zoavry RPREAINE LR,
i WIZ, RESINTWSD VLAN 2F£ 73562~ LET,
hostname# show vlan
10-11, 30, 40, 300
B#Ea< R avwyFk EA

clear interface

show interface =~ FOH T 2% 7 U T LET,

interface

AL E—T A RAEREL, AV F—T (A AT 4 Fal—
vary B—RERKBLET,

show interface

A B =T A ADFATREAT —F A LigEHERE TR LET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show vpn load-balancing W

show vpn load-balancing

VPN B — R RTU TOEMBY TAZ a7 4 Xab—y g BT 3 ETHRHEREERT D
Wik, Ze— b a7 4 Fal—yay E— R, FfE EXEC E— R, £721Z VPN r— K T v
7" % — KT show vpn-load-balancing =~ > R L £,

show vpn load-balancing

BX DA Zoavy R, ZRLBELH Y £,
TIHIE T 7 FOBEREIEH Y EH A,
avyrkE—F WOFIZ, a~x P2 ANTELE—RaRLET,
T747 94— E—F |£F2UFqs a0FFXF
RILF
aAVTHFR
avv kK E—F L—FyF Ef# UL k YRT L
Ja—n)y a7 4 x¥al— . — N _ _
vaY
¥+ EXEC * — * — —
vpn B— R NZ T . — . — _
av v FERE yy—= EERR
7.0(1) Zoavwy R EASRE L,
7.1(1) I/ Load (%) #7535 L O Session #7~12, @510 1PSec 51133 L O SSL 51288
MEE LT,
HBHLDAAL FF54Y  show vpn load-balancing =~ RiZ, KA VPN n— K RT o077 5 22 ZHT DG @E R

RLET, =B FRALANVPNE— R RT3 07 7T AFZEMLTHRWVES, oo~
VRIFFARAL A VPN 0 — R RT UV IRBESA TR L ZEm L £,

0= RNRFG T JIFGRAEOY AL =X, T 277 477 AnyConnect B>y ay, 77347 ML
Ay iar, FLTHRESNEHRIBERIZTA B ZABHIBICESSERF TRy a v BNb b
FALIANDE ASAND A v E—VEEMUICZELET, 77 AXZNOHDH ASA ODFEEN 100%
WolEWTH D LERINDGAE, VTAY v AX— LI L TELILERE VXA LY R T5C
LIFTEEHA, ASARVSIENTHD EREINTYH, 22— TIIET 7 7 1 7 11X
HIREEL 72, TA B AZEETHHREEAH Y £9, HHERE LT, By va At
Y la VAR LIET VT 4 TREDOE v g VB EBWEENE ASA IC Lo THRLENET o
FO, FETIT 4Ty aEITAY A —IZHREINEY A, ASADY GET VT 4T 7%
Ty va itk o) VoW TWAEHETH, 7 7 AY v AX—IMEIZE U THfRi s ASA
Bl EHE VXA L7 FLET, ASADBRH LWERASETL L. RVELIET V774 7o T
Tty varPhuelZd73n, FILWERPZDOT A B A% S ET,

HWHZHBTAZY 27 (%) X, #EkotX2 0T 40 7754 T 0 ZDIP 7 RL A2 LET,
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#30EF show service-policy 27> F~ show xlate a2 F |

Bl show vpn load-balancing

5l WIZ, a—JV THRA AN VPN 00— K RNZ 0207 75 ZAFIZEI L THWEE D show vpn
load-balancing =~ > FOHAFIZRLET,

hostname (config-load-balancing)# show vpn load-balancing

Status: enabled

Role: Master

Failover: n/a

Encryption: enabled
Cluster IP: 192.168.1.100

Peers: 1
Load (%) Sessions
Public IP Role Pri Model IPSec SSL IPSec SSL
*192.168.1.40 Master 10 PIX-515 0 0 0 0
192.168.1.110 Backup 5 PIX-515 0 0 0 0

hostname (config-load-balancing) #

S

GE) ¥ T IT74T7hbyva EIRERENOKEREOIEIZY —bSNET, ET 7T 4077
SSLEyva i v hEanni=H, Eyiario— RORHICIIFRTINET A,

a—H) TNA AN VPN B— R XT3 T 75 AZIZEMLTWRWEE, show vpn
load-balancing =~ > RIZIZRD L 5 2R DHERNEFRENET,

hostname (config) # show vpn load-balancing
VPN Load Balancing has not been configured.

IV F avwy kR HTL:]
clear configure vpn =27 ¢ 2 L —3 3 )5 vpn load-balancing =~ > K 27—k x> |
load-balancing ZHIBRL E7,

show running-config H/ED VPN uo— R RS U I RE7 S A Day 7 4 FXal—a %
vpn load-balancing /R L £,

vpn load-balancing VPN m— K "F o2 v 7 E— REBBLET.
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show vpn-sessiondb W

show vpn-sessiondb

VPN & v g BT 5ERERTT 2I121E, F7H EXEC £— KT vpn-sessiondb =~ > FZH L
FT, ZOavwr Nt HHREEREITGEMCERRT 570047 v a UREENLTHET, £
Tobv v arDATERETE M, HRETZTANZ ) TEBLIOCY =T 2720DF T a )
AEShTWET, HAMERS TS 2 v iconTid, MEXOBBA BXO® A EOTA FTA )
ELRLTLLIEEN,

show vpn-sessiondb [detail] [full] {remote | 121 | index indexnumber | webvpn | email-proxy | sve}
[filter {name username | ipaddress [Paddr | a-ipaddress /Paddr | p-ipaddress [Paddr |
tunnel-group groupname | protocol protocol-name | encryption encryption-algo | inactive}]
[sort {name | ipaddress | a-ipaddress | p-ip address | tunnel-group | protocol | encryption |
inactivity}]

L 3:40)

%II;

BA

RTOFEME EHER

detail Yy a BT AR RAEFOR LET, &z, IPSec kv a
NZxF LT detail 7 v a v BHTLE, IKE NNy = TATY XA,
FRREE— N, F—HAKME R EOEMERNPFRINET,
detail B L O full 7> a V2B ET DL, BX2VT 4 TT7IFA4T R
T~ THAI Y ATRERTE R TREMARE N EF R LE T,

filter filter criteria UEE) 1 2FERIFEHE O T4 NE T a2 FERALT, BETHIHERE
FERRTDHEIICHNE T 4 AVZ ) 7 LET, FEHMCO T, A
FOTARTA ] BBRLUTIEZ N,

full HEE L, Bfsh CnA20HAhEERLET, HhoLba— FREIE | X
FE| AN IR ERRENET,
sort BETDHY— AT va it THNZEY—FLET, FEMIZOWVTIE,

M EOTA RTA4 2] 2R LTI TEEN,

FRTHtyarv 4

147 B

email-proxy BfA—NTaX By varvERRLET, EFA—LT0Xy By
YailHT L IOEREEDEERRTLHIE L, T4 NE T a v
LYV — K A7 3 ThD name (#Hfi4:). ipaddress (7 747 R,
encryption Z A L CIERE 7 A VXV 7T L HTEET,

index indexnumber ATy I ARGERELT, B—0Dtyrarz®nLlEd, Eyva
YDA Ty A% (1 ~750) ZEELET, 74N F FTare
Y— K AT a FEH SN EE A,

121 VPN ® LAN-to-LAN ¥ v ¥ a3 UIFRERRLE S, TXTHOI7L—7IC
BT Z0FREZOEERTTIHEL, 74V F TS varey—h
47" a > Th % name, ipaddress, protocol, encryption % fili ] L Tl
WMETANZY L TTHIELTEET,

remote VE—RT7 7R By varviERRLET, TXTOIAL—TICHTHZ
DIFMELTDEERFTHI LS, T4V A7 3 Tho name,
a-ipaddress, p-ipaddress, tunnel-group. protocol, encryption % ff ff]
LCHE#RE T AN ) I TH b TEET,

webvpn WebVPN t v a MNCETAEHRER R LET, T XTOIL—TICT
LIDERELDEERFRTLIEL, T4NI AT varby—F 57
v 3 ' CdHh D name, ipaddress. encryption Z{EH L CIHFE#HE 7 1 L&V
VITFTAHIELTEET,

sve SSLVPN 7 4 7 MNEMEEZRELET,
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#30EF show service-policy 27> F~ show xlate a2 F |

W show vpn-sessiondb

TI4NE T 70 FOBEREITH Y A,

™.

H
I

™.

avy

WOFKIZ, A~ FEANTELE—FERLET,

I74F724—) E—F [ E¥aUTF4 aVTFXFb
TILF
aAVTER
avv kR E—F L—FvF E# UL k VAT L
¥t EXEC . . — — .
avy FERE yy—=x EERE
7.3(0) VLAN 7 ¢ —/L FOBFMBBMS N E Lz,
7.2(1) Zoavr RREAIRE LR,
8.0(5) filter 47> = > & L C inactive 3 X Ot sort 47"+ =2 > & L T inactivity

NBMMEhE L,

#ERLDAHS RSAY WDATvarvuaERALT, By va VBT AIERNEE 74 NVZ ) U ITBLOY— FTEET,

TJaNE Y=+ FTa

g&

B

filter a-ipaddress /Paddr

sort a-ipaddress

HMhEZ740v2) 7 LTC, HELEEVYTEARIP T KL R
() (BT 2RISR R LET,
BYYCHERIPT FRLATERNELEZ Y —MLET,

filter encryption encryption-algo HH%7 4N ) 7 LT, 8E LR E{LT L ITY XA (K

sort encryption

") ZEHALTWL Yy g VT OERETERRLET,

W b7 3 ) AATRFNEE Y — b LET, Bab7r Ay
A IIZIE, aes128. aes192, aes256. des. 3des. rc4 K& F
9,

filter inactive

sort inactivity

BN UIEnN-ET 7T 407 ey a 274 EZ YL
9, £y gL, SSL FopAN Fa vy FLEER T
ALARZTIRTONET, By ar BT 7T 0 ThEE.
00:00m:00s NFREINFET,

T4 Ty arEY—FLET,

filter ipaddress /Paddr

sort ipaddress

MAhz7 40207 LT fRELZNIIP 7 F LA (D)
BT DIE R 2 RR LET,

WIS IP 7 RV A CERRNEZEZ Y —FLET,

filter name username

sort name

HhzE7 40z ) 7 LT fBELE2—%4 () oty
YarERRLET,

2—HFLHOTNVT 7y NMEIZETARFEZ Y —MLET,

filter p-address /Paddr

sort p-address

HWhEZ7 40207 LTC, MELALIP 7 KL A IZET %
HRZ T EERLET,

FRELIAEEIP 7 R L2 (B¥]) CTRINAEZY—FLET,

filter protocol protocol-name HWhHEZ 427 LT, fRELETa ba () &4

MLTWoEy v a VETHIERIET 2R R LET,
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show service-policy 27> F~ show xlate a7~ F

show vpn-sessiondb W

TANEIIV—FFTaY
sort protocol

B

7ra ha )V TREINEE Y —FLET, 7u handid, IKE,
IMAP4S, IPSec, IPSecLAN2LAN,
IPSecLAN2LANOverNatT, IPSecOverNatT. IPSecoverTCP,
IPSecOverUDP, SMTPS. userHTTPS. vcaLAN2LAN & &
nEJ,

filter tunnel-group groupname

sort tunnel-group

|

<Ccr>

HWhEZ74Vv2) 71T, MELZ b Z—7 (K
") T AEWRE T EERRLET,

kR TN—FTHERNEE Y — F LET,

51%#% {begin | include | exclude | grep | [-v]} {reg exp} ZMiH L
T, HAZEELET,

WhEaxkay y—nIc#ELET,

$5#E EXEC £ — R TAJ LR OHBITIL, LAN-to-LAN & v > = VT 23 M ERE RS LT

£,

hostname# show vpn-sessiondb detail 121
Session Type: LAN-to-LAN Detailed

Connection 172.16.0.1
Index : 1

Protocol IPSecLAN2LAN
Bytes Tx 48484156
Login Time

Duration 6:16:26

Filter Name

IP Addr 172.16.0.1
Encryption : AES256
Bytes Rx 875049248

09:32:03 est Mon Aug 2 2004

IKE Sessions: 1 IPSec Sessions: 2
IKE:
Session ID HE
UDP Src Port : 500 UDP Dst Port : 500
IKE Neg Mode : Main Auth Mode : preSharedKeys
Encryption : AES256 Hashing : SHAL
Rekey Int (T): 86400 Seconds Rekey Left(T): 63814 Seconds
D/H Group : 5
IPSec:
Session ID H
Local Addr 10.0.0.0/255.255.255.0
Remote Addr 209.165.201.30/255.255.255.0
Encryption : AES256 Hashing SHAL
Encapsulation: Tunnel PFS Group : 5
Rekey Int (T): 28800 Seconds Rekey Left(T): 10903 Seconds
Bytes Tx 46865224 Bytes Rx 2639672
Pkts Tx 1635314 Pkts Rx 37526
IPSec:
Session ID 3
Local Addr 10.0.0.1/255.255.255.0
Remote Addr 209.165.201.30/255.255.255.0
Encryption : AES256 Hashing SHAL
Encapsulation: Tunnel PFS Group : 5
Rekey Int (T): 28800 Seconds Rekey Left (T): 6282 Seconds
Bytes Tx 1619268 Bytes Rx 872409912
Pkts Tx 19277 Pkts Rx 1596809
hostname#
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#30EF show service-policy 27> F~ show xlate a2 F |

W  show vpn-sessiondb

WOFNFTHE—t v a v OFEMERLET,

AsaNacDev# show vpn-sessiondb detail full index 4
Session Type: Remote Detailed |

Index: 2 | EasyVPN: 0 | Username: uuuu | Group: DfltGrpPolicy | Tunnel Group:
regr3000multigroup | IP Addr: 192.168.2.80 | Public IP: 161.44.173.216 | Protocol:
IPSecOverUDP | Encryption: 3DES | Login Time: 12:51:54 EDT Wed Jun 21 2006 |Duration:
Oh:02m:44s | Bytes Tx: 2134 | Bytes Rx: 8535 | Client Type: WinNT | Client Ver: 4.0.5
(Rel) | Filter Name: | NAC Result: N/A | Posture Token: : | VM Result: Static | VLAN: 10
I

IKE Sessions: 1
| IPSecOverUDP Sessions: 1

Type: IKE | Session ID: 1 | Authentication Mode: preSharedKeys | UDP Source Port: 500 |
UDP Destination Port: 500 | IKE Negotiation Mode: Aggressive | Encryption: 3DES | Hashing:
SHA1l | Diffie-Hellman Group: 2 | Rekey Time Interval: 40000 Seconds| Rekey Left(T): 39836
Seconds ||

Type: IPSecOverUDP | Session ID: 2 | Local IP Addr: 0.0.0.0/0.0.0.0/0/0 | Remote IP Addr:
192.168.2.80/255.255.255.255/0/0 | Encryption: 3DES | Hashing: SHAl | Encapsulation:
Tunnel | UDP Destination Port: 10000 | Rekey Time Interval: 28800 Seconds | Rekey Left (T):
28636 Seconds | Idle Time Out: 30 Minutes | Idle TO Left: 30 Minutes | Bytes Tx: 2134 |
Bytes Rx: 8535 | Packets Tx: 15 | Packets Rx: 2134 | ||

VLAN Mapping: VLAN: 10 |

AsaNacDev# show vpn-sessiondb detail index 1

Session Type: Remote Detailed

Username : dbrownhi

Index : 1

Assigned IP : 192.168.2.70 Public IP : 10.86.5.114
Protocol : IPSec Encryption : AES128
Hashing : SHAL

Bytes Tx : 0 Bytes Rx : 604533
Client Type : WinNT Client Ver : 4.6.00.0049
Tunnel Group : bxbvpnlab

Login Time : 15:22:46 EDT Tue May 10 2005

Duration : 7h:02m:03s

Filter Name

NAC Result : Accepted

Posture Token: Healthy

VM Result : Static

VLAN : 10

IKE Sessions: 1 IPSec Sessions: 1 NAC Sessions: 1

IKE:
Session ID HE.
UDP Src Port : 500 UDP Dst Port : 500
IKE Neg Mode : Aggressive Auth Mode : preSharedKeysXauth
Encryption : 3DES Hashing : MD5
Rekey Int (T): 86400 Seconds Rekey Left(T): 61078 Seconds
D/H Group : 2
IPSec:
Session ID 2
Local Addr : 0.0.0.0
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show service-policy 27> F~ show xlate a7~ F

Remote Addr
Encryption
Encapsulation:
Rekey Int (T):
Bytes Tx
Pkts Tx

NAC:
Reval Int (T):
SQ Int (T)
Hold Left (T):
Redirect URL :

Bl &R,

: 192.168.2.70
: AES128

Tunnel
28800 Seconds

: 0
HI

3000 Seconds

: 600 Seconds

0 Seconds
www.clsco.com

Hashing

Rekey Left (T):
: 604533
: 8126

Bytes Rx
Pkts Rx

Reval Left(T):
: 2714 Seconds

EoU Age (T)

Posture Token:

show vpn-sessiondb W

: SHAL

26531 Seconds

286 Seconds

Healthy

show vpn-sessiondb =~ > FDISEICEKREND 7 4 —/V FiZ, ANT25F—U—

izl oTHRARY ET, & 30-1412, ZhoD7 4 — NV FOFBZRLET,

# 30-14 show vpn-sessiondb a< > FD 74 —IL F

J4—ILF B

Auth Mode IDEyvarvERETLHEOOT e ha/LERFTE—R,

Bytes Rx X2 VT4 TTIAT VAR E—bDET (12137 FA T > FinbZfE
L7=&ah 1 M

Bytes Tx X2 VT4 TTIAT ARV E—RDOET ST FA4T7 2 MTEEL

SO

Client Type

UE—h E7 ETETINDGZTIAT R V7 hu=7 FIHTE25E),

Client Ver VE—K BT ETEITINDITIAT YR VYT R 2T DNR—=Va Y,

Connection PR A FTI LT TA = IP 7 LA,

D/H Group Diffie-Hellman 7 /L —~7, IPSec SA K 5% — %Ak T 570D 7 /LY X A
BLUF— 941 X,

Duration vy varon A AN GEROBEREY 7 Ly v a E TORIBKEHR

(HH:MM:SS),

EAPoUDP Session
Age

iEr% T’L/f; HUODﬂfJ<9;ﬁ’E§mLﬁ ?)031 “* iﬁo

Encapsulation IPSec Encapsulation Security Payload (ESP; 5~ r—F) 7u ka2l
FELERRFE (DFEV, ESPZWA L7t [P X7y ho—H) ZEAT 5
T2HDE— K,

Encryption IOy varyMEA LT T —FREEET LT XA (BDHGE

Encryption IOty a v MEALTWAT —Z ST AT R 4,

EoU Age (T) EAPOUDP t v ¥ a v O, EFIC5E T L7ZERTOR AT v iR 5

Dk L,

Filter Name

Ty ya UEROZREHIRT S L O REShiz 22—V 4,

Hashing

Ry KONy Y 2% ERT 272D T T Y XA, [PSec 7 — ¥ Akl fli
SNET,

Hold Left (T)

Hold-Off Time Remaining, ERTD R A F ¥ fERBIEFICTET Lz 0
BWTd, FRUSNDOEEIL. RIEIOKR R TF ¥ #ERR ﬁif@éﬁlf"f

Hold-Off Time

ERTORATF ¥ BN IEFICE T LESEIE, 0B TT, ZhHUADGAEIX

Remaining Q/ZIEI DRAT ¥ iR TE TOPE T,
IKE Neg Mode —IEMAE L L, SA 2R ET H720DD IKE (IPSec 7 =—X 1) £— K

(7’7 Ly U T ETIEAAL L),

| oL-12173-02-J

Cisco Security Appliance I? > F Y7LV i



#30EF show service-policy 27> F~ show xlate a2 F |

W show vpn-sessiondb

& 30-14

show vpn-sessiondb A< FD 74— F )

J4—ILF

B8

IKE Sessions

IKE (IPSec 7=—X1) By a 0T, @FEiXl, 2hbokyiav
IZXV, IPSec FT 7 4 v 7D MU RIVBFESLENE T,

Index

Z DL a— ROBEARBE R,

IP Addr

IOty varDOIUE—F 7747 MIEIDETOENEZTTARX—FIP T
KL R, ZO7 FLRiE, THREN £ M) IP 7 LR EHFFERTWY
9, TOT7 RVRAEEHATLE, 779A4AT 0 NMITFA4AX—K Xy hU—
THNDEKRANER7ENET,

IPSec Sessions

IPSec (7=2—X2) By ay (bryRIURHEDODT—% VT 74097 B
vay) O, % IPSec VE—h 727k A vy aidit, 2 50 IPSec

oy varBbHVET, 1 DI bR U KRS N THEREINLDE Y

var, 9 1 DI b URVRETEEERER T I A X—h Xy NU—I T
REnstyia T,

Local IP Addr

Frxrroa—aN = RKRA b (BF 2V T4 TTITAT VA LDA
B =T AR) IEDYTHNIZIP T LA,

Login Time

tyvarhnsA Lz AffERZ (MMM DD HH:MM:SS), WD FoR
13 24 B FRR T,

NAC Result

Xy hU—27 7RIy ary aribo—IL RAF Y HIEOIRIE, ROWTH
NERETEET,

* [Accepted] : ACSIFIEFIZY T—F FAFDORAF ¥ AL E LT,
e [Rejected] : ACSIZVE— b KA FNDRAT ¥ ORIEICKI L F LT,

e [Exempted] : Ex = UT 4 7T T4 T 2 RATHEESINTZHRAT ¥ BFESR
BRU A MBS T, UE— KRR MIRAF vy RIEZRIRSNLE L,

e [Non-Responsive] : U E— &R Z ;& EAPoUDP Hello A v & —IZ&
BELEHEATLE,

o [Hold-off] : RAF ¥ MFEICHKII L7, ¥xX 2 )T 4 7S94 TR &
UE—h 75 A ® EAPoUDP i@{E it 2 £ L7z,

e [N/A]: VPNNAC Z/—7 KU =2, UE— bk A F® NAC X
TAE—=TZENTWET,

¢ [Unknown] : A F ¥ MRGENEITH TT,

NAC Sessions

Sy hU—2 7RIy gy arha—i (EAPoUDP) v a o,

Packets Rx

X2 VT4 TTITAT AR E— b ET0OZE LTy M,

Packets Tx

X2 VT 4 TFAIAT VAR E— R ETICEEBE LAy MK

PFS Group

FERBRIERLIE SN — T,

Posture Token

Access Control Server ECEREFRERIEHRT XA N A MU 7, ACS I3tE#
YO DIZE X2 VT 4 TTIAT VAR AT Y b= v EF T a—
KL, VAT A E=H V7, LR—b, TRy 7 BLOrX 7 &374R
L9, =R ARAF v h—2 i, Healthy, Checkup., Quarantine,
Infected, % 721% Unknown T3,

Protocol

yvaryREHLTWS T v han,

Public IP

7I7AT MRS TON, KRS THWDHNLV—T (7 AlRER IP 7 R
A,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show vpn-sessiondb W

% 30-14 show vpn-sessiondb 27> KD Z71—IL K (&)
J4—ILE EReA
Redirect URL RAF Y HIAEETIITZ TAT v FLVRARIHICHENT, ACSIZEYy a7

AR =kt Xa VT4 TTIAT R ya— RKLET,
Redirect URL iZ, 77 A RV v — XM a— DA T aO—¥TT, &
X2 UF 4 TTI3AT AL, VE—F AR DT RTO HTTP (F—+
80) TR L HTTPS (F— b 443) FH:RK% Redirect URL (FAET DHE)
WU XA L7 FLET, T7EA R —IZ Redirect URL 8 & L Thian
Bt X2 VT 4 T IAT o RFVET— b KA M HO HTTP EREB X
OVHTTPS BRkAZV XA L7 FLERHA,

Redirect URL IZ, IPSec & v ¥ a BN T 50, RAF ¥ HRIENFET S
No5ETHZTT, ACS iF. #2725 Redirect URL 23 & 415 7>, Redirect
URL BEENRVHLWT 78X R —% &y u—RLET,

Rekey Int (T) IPSec (IKE) SA K55 % —DH 2R,

Rekey Left (T) IPSec (IKE) SA M X—DEV DT A 7 XA A,

Rekey Time Interval |[PSec (IKE) SA 55— H IR,

Remote IP Addr RV DYE—F 2 RRA P (VE—F ET DA =T A )
WEIY Y THENRZIP 7 KL A,

Reval Int (T) Revalidation Time Interval, IEHIZ58 T L72& R AT ¥ HERBIZ, &IT 54
DI DR (FHEAL,

Reval Left (T) Time Untll Next Revalidation, ERTDR AT ¥ fERFITH EFICET Lk

7§>0 =5E013 0 T©F, Tl oA 1E., Revalidation Time Interval &, 1E
ST L?L_I_FJIJ@TZ?KJIEE LB OFBFEL & DZETT,

Revalidation Time %CﬁTbk%$X?¥ﬁ%ﬁl\ﬁfé%g®%5%%(@%ﬁ%

Interval

Session ID tyrvaryaryrR—xrF (FT7kEvar) OID, & SAIZIIME® ID
NHYFET,

Session Type 'y aro& 47 (LAN-to-LAN % 723 Remote).,

SQ Int (T) Status Query Time Interval, EFIZ52 T LIS RAF Y HERELIZIAT — X A

I —ISENS, WEIDOAT—F A 7 ) —8& £ TOMICZETHZEN
TEXAHETT, AT —F 2 7Y —X, EHHEIORAZAF ¥ HERLLIEIZHA R -
TRAF ¥ DB LTENE D DEERT D7D, EXa VT4 77747
VANYET— N ARRA MIFITTHERTT,
Status Query Time EWICHET LESERAF Y HRELIIAT —Z R 72 ) —5&NS, KREIO
Interval ATF—FA Y —REETOMIIETFAZENTELIPHTYT, A7 —%
A 7Y —iX, EATORAF ¥ ERLUBEIZH A N TRRATF ¥y BNEL LIz E
973@5%5 T H7DIC, BEX 2 VT 4 TTIFTA T ANRYE— b FRA MIH

T3 23R TT,
Time Until Next iﬁm®TX?¥ﬁmuﬁ#E% FET LRI EHEIL 0 T, 2o
Revalidation &1, Revalidation Time Interval &, IEHFIZ5E T Lf_ BID R A F ¥ Heid
W%@%ﬂ@ﬁ&@%f?
Tunnel Group BMHEZRD LD, 2O N XABRBRT D NV T —TF DL E,
UDP Dst Port )%—bt?#ﬁ%#éUDP@$—b$ﬁo

E S
UDP Destination Port
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#30EF show service-policy 27> F~ show xlate a2 F |

W show vpn-sessiondb

% 30-14 show vpn-sessiondb 27> KD Z71—IL K ()

Z4—ILF §RBA

UDP Src Port X2 VT4 TTIAT U ANMEHT 5 UDP KR — ~ &5,

E el

UDP Source Port

Username tovarEWLi-a—Fon s A 4,

VLAN CDEyaAZEHOYTENTH ) VLAN A VX —T =44 A, X2V

TATTIATVAE, §_XTCDIT T 4 v %220 VLAN [ZERE L F T,
KONTNNOBERETHEEEELET,

o ITNN—TF R —

o MRENIZIN—T KUY —
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show vpn-sessiondb W

EEaTUF avvk B2l
show running-configuration vpn-sessiondb VPN tv 3 3y F—¥_R—20FEFTar 7 4 Fa
L—vareforLET,

show vpn-sessiondb ratio VPN v a L OEELE= 37 harol®Rs
RRLET,
show vpn-sessiondb summary TRTHOVPN Y a vyOBEHNEZRALET,
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[ oL-12173-02-J .m



#30EF show service-policy 27> F~ show xlate a2 F |

W  show vpn-sessiondb ratio

show vpn-sessiondb ratio

BIEOEy v a L iZonWT, Ya bar e FEdms 73 XATEDEL - T =Y
THEAT HITIL. #5HE EXEC & — KT show vpn-sessiondb ratio ==~ > F&fifH L £,

show vpn-sessiondb ratio {protocol | encryption} [filter groupname]

EX DA encryption RPRTHHEBZT 2 harZEELET, 72— X2 HBELICEHLTHELET,
WAk 7 L2 ) X ATIXROFEER B Y £,
aes128 des
aes192 3des
aes256 rc4
filter WhETZA4NVEZY) LT, BETAH N RV TA—FIZ0oNnTOHREY 5D
groupname R EFRRLET,
protocol FRTHTa haLZEELET, 7o b a VIR OBERH Y £9,
IKE SMTPS
IMAP4S userHTTPS
IPSec vcaLAN2LAN
IPSecLAN2LAN
IPSecLAN2LANOverNatT
[PSecOverNatT
IPSecoverTCP
IPSecOverUDP
TI+IE T 74N S OBIEREIZH D ER A
avykFE—F WOFKIZ, a2 FEANTELE—RERLET,
F7A4F72+—)IL E—F |[£FaYT4a20TFX b
<ITF
aAVTER
ATy R E—F L—Ty F &l voTn k VAT L
Fike EXEC . . — — .
avy FEE -2 EEHRR
7.0(1) Zoavwy FREAIHE L,
5 WIZ, Bl# & LT encryption % 5E L7254 @ show vpn-sessiondb ratio =~ > KO /1FIZ R LE
R

hostname# show vpn-sessiondb ratio enc

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show vpn-sessiondb ratio W

Filter Group : All
Total Active Sessions: 5
Cumulative Sessions : 9

Encryption Sessions Percent
none 0%
DES 20%
3DES 0%
AES128
AES192
AES256

80%

o

o O B O O

o O
o°

WIZ, 5% & LT protocol % 57E€ L7214 @ show vpn-sessiondb ratio =~ > NOH 12 R L E7,

hostname# show vpn-sessiondb ratio protocol
Filter Group : All

Total Active Sessions: 6

Cumulative Sessions : 10

Protocol Sessions Percent
IKE 0%
IPSec 20%
IPSecLAN2LAN 0%
IPSecLAN2LANOverNatT 0%
IPSecOverNatT 0
IPSecOverTCP
IPSecOverUDP

L2TP

L2TPOverIPSec
L2TPOverIPSecOverNatT
PPPOE
vpnLoadBalanceMgmt
userHTTPS

IMAP4S

POP3S

SMTPS

o

o o

o0 oo

o O O O O O o
o0 oo oe

o°

w o W o o oo oookr OO okFr o
o
o

avwyk B

show vpn-sessiondb Yo ya VEFMME R E EIREMERAR L CERLET, A
ETHRBEH ST, 74NV Z IV TBEIRY = T52&HT
xFET,

show vpn-sessiondb summary & v a3 OENEZFRLET, BIEOE Yy v a v O/HEL &
SATOBIEDOE v a U, E— 7 ROKEB L UREE
RKFAREY > a VEEEATHET,
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#30EF show service-policy 27> F~ show xlate a2 F |

M  show vpn-sessiondb summary

show vpn-sessiondb summary

IPSec. Cisco AnyConnect, 3LV NAC D&t v a v OFERRT DI, Rt EXEC £— R T
show vpn-sessiondb summary =~ > K& H L £,

show vpn-sessiondb summary

TIANLE T 7 4V N OEEREIZH D R A,
= WORIZ, a~vr REANTEDLE—RERLET,
7747924 —)L E—F |[£F%aUFTqs aV7FXF
TNF
aAVTFRX
avy kK E—F L—TyF |&E# v [ VAT L
¥etE EXEC . . — — .
avy FEE yy—= EERNE
7.3(0) VLAN v~ v B 7 By iay T—7ANBMENE LT,
7.2(1) Zoavy RPREAIShELE,
8.0(5) TOT 47, B, 2R, BXOHT T 4T Oy a BT
LA ITBMENE LT,
5 W2, 77T 4 7727 34 A _LCO show vpn-sessiondb summary =2~ > FOHIFIZ R L ET,

~

GE) REUARAAREDOTARAATIE, 77277470 viabdfFrrsa 7wy a rRNER
ENFEFA,

hostname# show vpn-sessiondb summary

Active Session Summary

Sessions:
Active :Cumulative :Peak Concurrent :Inactive :
SSL VPN : 0 : 1 : 1 :
Clientless only 0 0 : 0 : 0
With client 6 : 6 : 1 : 4
Totals 0 10
License Information:
Shared VPN License Information:
SSL VPN : 12000
Allocated to this device : 0
Allocated to network : 0
Device limit : 750
IPsec : 750 Configured :750 Active : 0 Load : 0%
SSL VPN : 750 Configured :750 Active : O Load : 0%
Active : Cumulative : Peak Concurrent

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

(E)

show vpn-sessiondb summary Wl

SSL VPN : 6 : 1 : 1
Totals : 0 : 10 :

Active NAC Sessions:
Accepted
Rejected
Exempted
Non-responsive :
Hold-off : 0
N/A : 0

o O O O

Active VLAN Mapping Sessions:
Static :
Auth
Access
Guest
Quarantine
N/A

o O O O O o

Fl-asal#

TyvariiI. BEOEYT & DO THILENTZ VPN F x4, IPSec LAN-to-LAN bk v %%
lEyvarbtlThHy S, 20O M RVRHETEBOAR A MR FIREIZ /2 Y £3°, IPSec
VE—FT7 272y varid, | 202—FRHEE2FIR—1+T251VE—FTI7EA P RILT
ﬁ—o

Active SSL VPN With Client 7 7 AZi%, T— 4 2T L DTEDHT /T 477 SSL b b &y
A DENETRENET, T 7T 47 HITLIZIESSL For By arakoTNED,
TR EETIENTERVE Yy v a v RERENET, T 7T 47ty a VIFBORS THR
PHBATIHEAVNDLVET, u— R XTI DRD, T IT 4Tty a v AL —~D
ARTELTHESNETA, HEZIE 12907 TRAF A= CAH 100y a v BHY. 5
H6ONT VT 4T, ADODBHT I T 4 7 OEH, ~AX—ICHEINDLIATNLI6 Y a T,

Total SSL VPN B 5 LIZIE,. 72T 4 7ty ar bIT 0707y a OmMFRERINE
7,

TUT 4Tty arbET T T ety arh, TRNETLRBBIZIIA B AR LEL LE
T TAAAOBGFOE v v a d, WEBICEGRRLS I R E2nE L LET,

SSL VPN With Client @ Cumulative #JZ1%. #EXL. SN TWDT VT 4 Ty a v OEBRERIN
%9, SSL VPN With Client ® Peak Concurrent #)iZ1X, T — X & &EH T, R T 7740 772k
Tarovr—IEBRERRINET,

% 30-15 12, Active Sessions 7 — 7 /L & Session Information 7 — 7 WIZH D 7 4 —/V ROFAZ R L
iﬁ—o

& 30-15 show vpn-sessiondb summary 212> F : Active Sessions £ & U Session Information
DI4—ILF

24—ILF Bl

Concurrent ZobXa2 VT4 TTIAT A LETHAISN, RRICT 7747ty va v
Limit DI KRIK,

Cumulative X2 VT4 TTIATUVABRKRBRICEBEZIZY By hafuiz & ELUBEDOFT T
Sessions DEATDE v a

LAN-to-LAN  |HfET 7 5 1 772 IPSec LAN-to-LAN & v 3 3 > 0¥,

| oL-12173-02-J
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#30EF show service-policy 27> F~ show xlate a2 F |

M  show vpn-sessiondb summary

# 30-15 show vpn-sessiondb summary 212> F : Active Sessions £ & U Session Information
DI74—IVF =)

24—ILF Bl

Peak YX2 VT4 TTITAT UANRKBICERB T 213 By b3z & & UIBRICREEC
Concurrent TIT 4T Tholz, TRTCOIALATDE v a DRI,

Percent Session |fi i vpn v g VEID B THOR—E T —Y, ZDOEIF. Total Active
Load Sessions ZFIfHAIRE/Z2 v v a VORKE CHRAE LEIZEL, NX—kr T —V

TRRINET, FIHMRERE v v a VORKEIET, ROWTNUNOHETT,
e T4V ADH S IPSec kv a L BILUSSL VPN & v v 3 »OF K
s koA~ FEMEMLTHRESNIEE Y v a rDORRE

— vpn-sessiondb max-session-limit

— vpn-sessiondb max-webvpn-session-limit

Remote Access |HIfET 7 7 1 772 PPTP, L2TP. IPSec V £— k 727 & Ax =—¥_ L2TP over
[PSec. # L U IPSec through NAT O &t > o a3 D,

Total Active BET 7T 4 T RTRTOLA TDE v a0,
Sessions

Active NAC Sessions 7 — 7 VIZIE, RAF Y RIEOFKRTH DV T— b T IZBET 2 — a0 aHE
WAEFRTRENET,

Cumulative NAC Sessions 7— 7 /L 1C1E. RAF Y RRFFOA L TH D, EIFLFINOHETH -7V
T— b ETICHET D RN EHERA R RSN ET,

# 30-16 12, Active NAC Sessions 7 — 7 /L% X O Total Cumulative NAC Sessions 7— 7 /Wil H 5
T 4=V RO ERLET,

& 30-16 show vpn-sessiondb summary 12> K : Active NAC Sessions & & U Total
Cumulative NAC Sessions ® 714 —JL F
J4—ILF B
Accepted RAF ¥ BFEN KL L, Access Control Server IZX > TT7 72 KU v —nfHh5 &
N7 0,
Exempted X2 VT4 TTITAT A LICRESNIZAR AT ¥ GERR) A hox v MU I
—HLTWDeD, RAFYRIEDOK G LR RNV E T DH,
Hold-off X2 VT4 TTTAT UV APKRAF ¥ AL ALE) L7tk . EAPoUDP i#i{E A3 ik
RATEET DR, ZDOFATDOAXY ERBELTHLEETICH LTRIZARATF ¥
REEDFRIT SN D £ TORIEIL, NAC Hold Timer &M ([Configuration] > [VPN]
>[NAC) k- T#HE £1,
N/A VPNNAC 7 v—7 KU =W TNAC BT 4 B—T N7 >TNDHET DH,

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show vpn-sessiondb summary Wl

# 30-16 show vpn-sessiondb summary 27> K : Active NAC Sessions # & U Total

Cumulative NAC Sessions ® 7 4 —JIL K (#xZ)

J4—ILF e

Non-responsive |48 2 F ¥ fFED 7= % D Extensible Authentication Protocol (EAP; ¥L9ERFF 7 v =
V) over UDP ZERIZINE LW ET O, CTA BRETSNTHRVWETIE, 20D
FERIGELEYAL, EX2 VT4 TTITAT L ADAL T 4 Fab— g RN
FAT Y MLV A KRR NEYR— T 584, Access Control Server I, 7 74 7
ML R FRAMIEEMFTOENTHET7EA R =260 ETOEF=2Y

TATTITATVRCEF Y u—RNLET, 7IFAT L FLAFRAMEYFR—FL
BRWEE, EX2 VT 4 TTIATUAEINACT 740k R —%E Y HTE
7

RAF v BEFIZ R L7220, £ 721% Access Control Server IZ L > T7 7 & A RV

WP EENRP ST ET O,

Rejected

Active VLAN Mapping Sessions 7 — 7 /LZid, RAF Y BRIEOFRTH DV E— b ET7ICHT 5%
B 72 HEHE AR RSN ET,

Cumulative VLAN Mapping Sessions 7 — 7 /LIZIE, RAF v BEEO{I R TH 5. F2I3 LRI B34
Thole)E— b ETICHET 2 - RARFTHHERDF RSN ET,

7% 30-17 12, Active VLAN Mapping Sessions 7 — 7 /L5 & (8 Cumulative VLAN Mapping Sessions
T=TNZHDT 4N FOHAERLET,

# 30-17 show vpn-sessiondb summary 212> F : Active VLAN Mapping Sessions £ & U
Cumulative Active VLAN Mapping Sessions ® 7 1 —JL F
T4—ILF H7L:)]
Access FRAZZER DI DI TR SN TNET,
Auth FREZREH DT DIZ TSN THET,
Guest FRAZZER DI DI TR SN TNET,
N/A R AREH O DI PSR TVET,
Quarantine FERAZZEROLDIZTHINTHET,
Static DT 4 — R, HHIEE S VLAN CED 4 THR TS VPN £y & a
YOEPERINET,
BEa< R avwyr S ER

show vpn-sessiondb Ty va EBEMIERMS X EIFEERERR L CERRALET, BETD
HIEZWEST, 74N Z VU TEBIONY - T52EHTEET,

show vpn-sessiondb ratio VPN & v a3 v ORELEZIT 70 ba/LOREERLET,

| oL-12173-02-J
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#30EF show service-policy 27> F~ show xlate a2 F |

W show wccp

show wccp

Web Cache Communication Protocol (WCCP) (2B T2 7 v — NUEHER 2 FK R T D121, K5
EXEC €— KT show weep 2~ > REFHALET,

show weep {web-cache | service-number}[detail | view]

X DA web-cache Web ¥+ v o F—EADOMEEREEELET,
service-number ER) Fxvi=aflild2 Web v v a —ER I L—T7DIDF

5. HETE 2F S OHPHIL 0 ~ 256 T3, Cisco Cache Engine % i i3
% Web ¥ v v adif, M7rudy $—E2AOMICIE 99 24 E L%

7,
detail (EE) V—2ZBLOTRTDO Web Fv v alllT aEHREFRLE
7,
view (FEE) BFEDOY—E R JIL—TDMDRA L NR—=0BBHESRENE I E
FRLET,
FI+Ik ZoavwryRiE, TNV RNTTF =T N5 TWET,

avyv kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
<ILF
aAVTEFR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
H:4E EXEC . . . . _
avy FERE yy—=x EENE
7.2(1) Zoawy FREAIHE L,
il Wiz, WCCP 1z R T 505 RLET,

hostname (config) # show wccp
Global WCCP information:
Router information:
Router Identifier: -not yet determined-
Protocol Version: 2.0

Service Identifier: web-cache
Number of Cache Engines:
Number of routers:

Total Packets Redirected:
Redirect access-list:

[e]
[e]

Total Connections Denied Redirect:
Total Packets Unassigned:

Group access-list: oobar
Total Messages Denied to Group:

Total Authentication failures:

Cisco Security Appliance A< F Y7L Y&
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| #£30%F show service-policy 37>~ F~ show xlate <> F

showwccp H

Total Bypassed Packets Received: 0
hostname (config) #

BEav UK avwyFk HL
weep P—b R I —TEFEHL T, WCCP DY R—hr&2 A F2—T NI LET,
weep redirect WCCP VXA A L7 v arDPR— b aeA3—T M LET,
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#30EF show service-policy 27> F~ show xlate a2 F |

W  show webvpn csd

show webvpn csd

CSD A RX—TNANEIDEHEL, A RXR—TNADERITETa L 7 4 X2 — 3D CSD AN—
ValrERRLED, T ANV ETANLTHR CSD BNy =T E DD EHR LY 351
i%. 454 EXEC & — K C show webvpn csd =~ > F&f#H L £T,

show webvpn csd [image filename]

WX e Jilename CSD B/ Ry r—V & LCORMEET A MT 57 7 A VOL4RITEIRE L E
T, ZO&ARNE, %7 securedesktop asa <n> <n>*pkg DAL LET,

T4+ T 7 4/ N OBERCEIRDH U EH A,

T
H
I
™.

avy ROFIZ, a<wr Fe ANTEHE—FaRLET,

274F794—)ILE—F |[£FaVUFq a2TFXF

TILF
aYVTFX
avwry kK E—F L—Ty K |&E# UL [ DRT L
¥4 EXEC £— K . — . _ _
avy FERE Jy1y—=x EERR
7.1(1) Zoa~vy RPREASNE L,

BRLEDAA R34V CSD OEEAT — & A Z iR T HIZi%. show webvpnesd =~ > FEFHLET, Zoa~vr RBA
ﬁéﬂé&\aliﬁmwﬁn#@x/t—yfmgbiﬁo

® Secure Desktop is not enabled.

CSD I3FETar 74 Falb—vaNTHY ETH, T4 —7McshTWEd, CSD & A
F—T T BT, webvpn 2T 4 F 2 L—Ta v E— K& L T esd enable =~ > K%
ANLET,

® Secure Desktop version n.n.n.n is currently installed and enabled.

CSD iFA R—T VIR EENTWET, N—=Va FHFIE 77y ?/*‘4275 WO EN

LEAT Ny =V L o TR E Y £77, Cisco Secure Desktop Manager (215, [ASDM

Configuration] >[CSD] DA =a— RANLT 7 EATEET, 2—¥FN CSD W7 7 EATED
DiE, CSD a7 4 Falb—va VIZHMBREEN TV LHATET TT,

Ty ANET AN LTER R CSD B/ Sy 77—V E 9 &R T 5121, show webvpn csd image
aw l\’a‘:ﬁiﬂ? LE, FERIZ, webvpn =27 4 ¥ 2 L —3 3 £ — FTesdimage =~ K& A
L7=8alE, a~v Y RTEE L7 7 A VR ERN e CSD Bifi/ Ny 7 — U Th 551D H, CSD A
VA ]\—/Véhiffo We5h 72 %> r— 2 OYA1L, TERROR: Unable to use CSD image] &\ 9 X v
E—URERRINET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

]

BEgEa<w K

show webvpncsd W

show webvpn csd image =~ > R CTT7 7 A V&7 AR LT, A7 CSD BiAii /X w7 — U E D ik file
RBLETH, 77 ANVPEDRBETH CSD BABICA VA=A ENDZLEHY EFEA, 20D
a~y RBNAREND L, CLLIZROWTRNDO A v —VTIGELET,
® FERROR: This is not a valid Secure Desktop image file.
7 7 A V4D securedesktop asa <n> <n>* pkg DRI > TWH I L AMHBELET, 77 1L
HOBANELWEAIL, RO Web A EHBEGLIZHLWT 7 A MIZEE WML ET,
http://www.cisco.com/cisco/software/navigator.html
RIZ. show webvpn csd image =~ FZHASILET, 1 A —UBERREAEIL. webvpn =

74 F¥al—3 g E— RTcesdimage 2~ FEB L esd enable =~ & L. CSD % 1
VAR =VLTA X =TT LET,

e This is a valid Cisco Secure Desktop image:
Version :3.1.0.25
Built on : Wed 10/19/2005 14:51:23.82

T ANANENREESIE, CLLICAA—2a U BIXOAMAZ I REBRENET,

WIZ, CSD R FEfTa L 74 Fal—ra iy A h—ILE&N, A X— Mz sh-HlzrLET,

hostname# show webvpn csd
Secure Desktop version 3.1.0.25 is currently installed and enabled.
hostname#

I, FBE L7 7 ANVRERNR CSD A A=V Th OBl a7 LET,
hostname#show webvpn csd image securedesktop_asa 3 1 0_25.pkg
This is a valid Cisco Secure Desktop image:

Version : 3.1.0.25
Built on : Wed 10/19/2005 14:51:23.82

hostname#

avwyk H L]

csd enable EHBLIRXIE—h 22—V T EAD CSD 21 X—7 NI LET,

csd image A7 RIZRESNTIZ CSD A A=V %k NAEESNZT7 Ty a R4

IThbEFTa T4 Fal—ailar—LET,

| oL-12173-02-J
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#30EF show service-policy 27> F~ show xlate a2 F |

W  show webvpn group-alias

show webvpn group-alias

FED R RNV IN—TEFTRTDO MV IV—T DA )T AERRT HI21E, FiHE EXEC
£ — KC group-alias =~ > FEHEH L E 7,

show webvpn group-alias [tunnel-group]

X DA tunnel-group EE) IN—T oA VT ABRRTHREEDO MLV Z—TFEFREL
7,
TIFIE MRV TN—TENATT SN TG/, X TO RV TA—TOFTRTOZA Y T AR
FoRENET,

avvk E—F ROFIZ, a2 P ANTEHEF— R RLET,

274F794—I)IL E—F |[£F%aUFq a7+

TNLF
aAVTFX
avwry kK E—F L—Ty K |&E# gL [ DRT L
K+ EXEC . — . _ _
avy FERE Jyy—=x EERNE
7.1 Ioawy RREAINE L,

HAEDHAL FS54>  show webvpn group-alias =~ > K& AJJ T 535515, WebVPN BIEITSN TV D LERH Y £7,
EZ RN TN—=TITEBEOTA VT ARDDLZ b, TA VT ARFESL NI bV 9,

il Wiz, hrxn 77— Idevtest] DAY 7 X% K7~ T 5 show webvpn group-alias 2~ > N & |
Zoavry FOENEIEZRLET,

hostname# show webvpn group-alias devtest

on
Fra-QA

EEavUF avUF e
group-alias IN—FIHK LT 1 2L ED URL Z38E LET,
tunnel-group WebVPN k> 3V Z N —T7 @2 ET 5% E webvpn £— F &
webvpn-attributes MmLET,
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show webvpn group-url

show webvpn group-url

BrED b T —FEZTT_TO kL Zv—70 URL #FRd 5I12i%. ¥ EXEC £—
KC group-url =~ REHEHLET,

show webvpn group-url [tunnel-group)

WX DA

TIHILE

avv K E—F

tunnel-group (f£7) URL #FR"THHEED bV IV —THIBELET,

MRV TN—THNATI SN/, TXTO R Z—7 O3 _XTO URL BNER
EnhEd,

WDFRIZ, a2 REANTELE—RFErRLET,

T774794—) E—F |£FaUT4 aTFRFH

TNLF
aAVTHR
avY kK E—F L—Tv F |E& A [ VRT L
¥ HE EXEC o — . — _
avy FERE yy—=x EERNE
7.1(1) Zoavr RREAIRELE,

HHEDHA FS51Y

]

O R

show webvpn group-url =~ > F& AHT5541E,. WebVPN BETEINTWILERNDH Y £7, &%
TN—TINIEED URL 5 Z &b, URL BRE-S72 NI LbdH b 7,

Wiz, by Fv—7 Tfin-engl] @ URL #%/~77 % show webvpn group-url =~ K& ZoD
ax s FoOWABZERLET,

hostname# show webvpn group-url
http://www.cisco.com
https://fral.vpn.com
https://fra2.vpn.com

avwUF e

group-url TN—7IZx LT 1 DU ED URL Z45E L £7,

tunnel-group WebVPN k> b Zv— 7 @& i€+ 53 E webvpn £ — R & B
webvpn-attributes BLET,

| oL-12173-02-J

Cisco Security Appliance I? > F Y7LV i



#30EF show service-policy 27> F~ show xlate a2 F |

W  show webvpn sso-server

show webvpn sso-server

WX DA

T2+

avv K E—F

WebVPN ¥ > 7L oA v F— NI BT D @EAMEHE &2 £on 3 21213, ### EXEC £— KT
show webvpn sso-server =~ > R&fifH L E T,

show webvpn sso-server [name]

name (EF) SSO B —DAFIZfHELET, V= HDORESIT 4~ 31 LFITT
LMERH Y ET,

T 7 0 FOEREEEXH D A,

ROFIZ, a2 Fe ANTEHEF— R RLET,

274F794—I)IL E—F |[£F%aUFq a7+

RILF

AVTHFR
avwyF E—F L—Ty R & v k VAT L
config-webvpn-sso-saml J — J — —
config-webvpn-sso-siteminder . — . — —
FeHE EXEC . — . — _

= N 1 )—2 EEAE

7.1(1) Zoavwy FREAIHE L,

HEREDHA K51

3l

TN YA F L E WebVPN TORYR— SN THET, ZACRY, a—FlFa—F4 LR
AT — RE—ERZFANTIE, O —N"TSEIEREF 2T RIP—LRIIT 7 EATEET,
show webvpn sso-server =< > R, EX a2 U7 4 T34 AR ESNTWHTRTOH SSO #—N
OEMAFEHERER S LET,

SSO = AFIEBAT) SN TWRWEEIX, §3TD SSO Y —"OfEHERN TR RSN ET,

WIZ, F#E EXEC E— R Ta~v FE2AS L, ¥ A 70 SiteMinder, 4 Hi7% example Th 5 SSO
Y= ROEERE R T T L6 ERLET,

hostname# show webvpn sso-server example
Name: example

Type: SiteMinder

Authentication Scheme Version: 1.0

Web Agent URL: http://www.example.com/webvpn
Number of pending requests: 0

Number of auth requests:
Number of retransmissions:
Number of accepts:

Number of rejects:

Number of timeouts:

o O O O O

Cisco Security Appliance A< F Y7L Y&
30-108 oL-12173-02-J |



| #£30%F show service-policy 37>~ F~ show xlate <> F

Number of unrecognized responses:
hostname#

show webvpn sso-server

0

WIZ, FFED SSO vr— A ZBETTICZDa~vr REe¥ITT528 T, X2 VT4 77747
ATHRESNTNDTNTD SSO B —NCHT LMEHERER ST 2B 2R L ET,

hostname# (config-webvpn) # show webvpn sso-server

Name: high-security-server

Type: SAML-v1.1-POST

Assertion Consumer URL:

Issuer:

Number of pending requests:
Number of auth requests:

Number of retransmissions:

Number of accepts:

Number of rejects:

Number of timeouts:

Number of unrecognized responses:
Name: my-server

Type: SAML-v1.1-POST

Assertion Consumer URL:

Issuer:

Number of pending requests:
Number of auth requests:

Number of retransmissions:

Number of accepts:

Number of rejects:

Number of timeouts:

Number of unrecognized responses:
Name: server

Type: SiteMinder

Authentication Scheme Version: 1.
Web Agent URL:

Number of pending requests:
Number of auth requests:

Number of retransmissions:

Number of accepts:

Number of rejects:

Number of timeouts:

Number of unrecognized responses:
asal (config-webvpn) #

O O O O O O O

o O O O O O o

0

O O O O O o o

avy kR

SifA

max-retry-attempts

X2 VT4 TTTAT AR, KK LT SSO FBGEZ FHateT
ToHEEERELET,

policy-server-secret

SiteMinder-type SSO H#— "\ ~DFRIEERK OB SALIZHEH S
DR X —EAERR L E T,

request-timeout SSO BEEDFATICKRIM LI L ZITFA LT U MDD ETOD
WHEEREELET,
sso-server SN YA T =N LET,

web-agent-url

X2 YT 4 TFFA47 2 AD SiteMinder SSO #R3F % Bk 4
% SSO — " URL #+E L F7,
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#30EF show service-policy 27> F~ show xlate a2 F |

M show webvpn svc

show webvpn svc

X2 VT4 TTITATVRIA VA=V EN, ¥ v a AEVICHEAAENLD SSL VPN 7 7
AT b AA=DIZONTOERERRT DI, FRF T 7 ANNDBENRI FAT 2 b A A=DT
HDHNT AT BI2IE, KM EXEC &— F T show webvpn sve =~ > F&#H L4,

show webvpn sve [image filename]

EBX DR image filename SSLVPN 7747 M AA—Y 774 NVELTTARINTDHT 7 A I/LVDOL4TH]
FRELET,

T4 Zoavwry RZT 740 OBEEZITERSH D FHA,

avyv kR E—F ORI, a~ REANTESHE—FERLET,

274F794—)ILE—F |[£FaVUFq a2TFXF

INF
aAVTER
avwry kK E—F L—Tv F |E& UL [ DRT L
Jua—r)L a7 4 ¥ lb— . — . — —
va v
avy FERE Jyy—=x EERR
7.1(1) Zoa~vy RPREASNE L,

EREDHA FS1Y Frvia AEVICE—REN, VE—FPCILF Y a— Al SSLVPN 7 F 47 b £ XA —
BT B @A £oR T HI2iE, show webvpnsve 2~ > REHALET, 77 A 2T A LTHY
A A= E I EHERT 521X, image filename DX — U — R LB HAEFHLET, 77 AP
BRI A A=V TIERWES, ROA v E—URERRINET,

ERROR: This is not a wvalid SSL VPN Client image file.

£l WIZ, BUEA VA R — L ENTWHA A—IZ% T 5 show webvpn sve =~ > RO ABIERLET,

hostname# show webvpn svc
1. windows.pkg 1

SSL VPN Client

CISCO STC win2k+ 1.1.0
1,1,0,107

Thu 04/14/2005 09:27:54.43
2. window2.pkg 2

CISCO STC win2k+ 1.1.0
1,1,0,107

Thu 04/14/2005 09:27:54.43

WIZ, Bh7eA A—IZk9 % show webvpn sve image filename =< > ROHIHl %R LET,

Fl (config-webvpn) # show webvpn svc image sslclient-win-1.0.2.127.pkg
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show webvpn svc Wl

This is a valid SSL VPN Client image:
CISCO STC win2k+ 1.0.0
1,0,2,127
Fri 07/22/2005 12:14:45.43

BEa<w ok avwvk ETL)
sve enable X2 VT4 TS TFTAT L ATSSLVPN 7 747 b2 UE— K PCIZ
Aoyra—RT&nkHCLET,
svc image X2 VT4 TTIAT AN T Ty va ARYPEFXF Yy a AT

IZWSSLVPN 27 947 77 A4V a— Rt 5895 LET, 7947
VMNARA—TEFIRVL—=T 4T VAT AERETAHLEEIZ, BEX2Y
TATTITATVANT TAT Y b A A=V OKEY% Y E—h PCIZ
Fyrua— RTBIEFERELET,

vpn-tunnel-protocol SSLVPN 7 A4 7> bMEHAT S SSL #58, UE— bk VPN =—H% D
¥ED VPN b )L 7a harkz A x—7 M LET,

Cisco Security Appliance <> F Y7L >R
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#30EF show service-policy 27> F~ show xlate a2 F |

Hl  showxlate

show Xxlate

TH ATy MIETHIFREFERT DL, 5 EXEC £— FC show xlate =~ > F&{HH L £,

show xlate [global ip/[-ip2] [netmask mask]] [local ip/[-ip2] [netmask mask]]
[gport porti[-port2]] [Iport porti[-port2]] [interface if name] [state state] [debug] [detail]

show xlate count

B niRHA count EHE 2R R LET,

debug ({ER) xlate DT Ny JiEREFRRLET,

detail ({ER) xlate DFEMIHE#REZ R R L ET,

global ipI[-ip?2] EE) 77—V IP 7 FLAEET FLAHBEEZIEEL T, 7277«
T ERRLET,

gport porti[-port2] Fa—NL R— NEZIIAR— MNAFEZIEE LT, 777 4 7 ERERR
LET,

interface if_name ULE) 77T 4 T hREREA 4 —T = A ABNCERLET,

local ipI[-ip2] (EE) v—HNLIP 7 RURERIET FLARAAIEEL T, 72775747
WA SRR LUET,

Iport porti[-port?] a—HL R— NEIER— MNEFHEZREL T, 777 4 7B HhirRRL
7,

netmask mask (EE) 7a— )L IPT7 FLAEZIZe—hb)VIP T RLARAZBETHR Y
FU— =27 BEELET,

state state UER) REEBTELT, 7774 7 REREERLET, kDO 1 2L E
DIRREE AT TE E T,

o static: AFT 4y I EHAEELET,
e portmap : PAT /' = — VB AFRE LT,

* norandomseq : norondomseq X/ TP nat £72I1XAF T 4 v 7 ZHh
ERELET,

* identity : nat 0 #5177 R U ALHEZEE L T,
BEOREBEZEET 2561E, REBEZ A=A TR > T EE W,

FI4IE T 7 4V OEERLEIESH D T A,

T
H
I
™.

avy ROFIZ, a<wr Fe ANTEHE—FaRLET,

274794 —)I E—F |[£Fa)Fs aVFFXE
TILF
aVTFX
avwry kK E—FK L—Tv F |&& UL [ AT L
lﬁf% EXEC ° L] ° . _
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| #£30%F show service-policy 37>~ F~ show xlate <> F

show xlate W

avr FEE

HEREDHA K51

il

Jy—R EERE
BE1E Zoa~wy RIEFBEF T,

show xlate =~ KL, B A vy hOWNEZE/RLET, show xlate detail =~ > Fix, RDOIEHR
BERIRILET,

e {ICMP|TCP|UDP} PAT from interface:real-address/real-port to
interface:mapped-address/imapped-port flags translation-flags

e NAT from interface:real-addressireal-port to interface:mapped-address/mapped-port flags
translation-flags

£ 30-1812, BT TV DERERLET,

% 30-18 L3, P

2345 |B#A

s ARET 4y 7B A Ty |

d WD) == A I NDX L TEHE AT >k
r R— bk~ FEH R— bk 7 R L AZH#H)

n TCP v —4 v AHKRDIET v & Lk

i WERT R L A Z5H#a

D DNSARR U FA

I nat 0 7> 5 @ 1D Z#

vpnclient 2> 7 4 X2 L —3 3 VA X—T T, WA A N3 DNS ERZHEE L TWDHEHAIC
show xlate =~ REFEITT DL, | DORZT v 7 EHUTKIET 2HED xlate WRRIND Z &
NHYET,

iz, show xlate =~ > RO NFIZRLET, 3 O2DOT 75 4772 PAT & & HICEH 2 0 v MEHR
NERENLTWET,

hostname# show xlate

3 in use, 3 most used

PAT Global 192.150.49.1(0) Local 10.1.1.15 ICMP id 340
PAT Global 192.150.49.1(1024) Local 10.1.1.15(1028)
PAT Global 192.150.49.1(1024) Local 10.1.1.15(516)

&Iz, show xlate detail =~ > ROENHFlZRLET, 3 2OT7 77 4 77/ PAT L &bz, By A7
BIOA v H—T o4 AERPF RSN TOET,

BHoOx R, RERy RU—Z DR Z R AR— T (10.1.1.15, 1025) 22BAEBR Y FU—27 DR
Ak AR— b (192.150.49.1, 1024) ~® TCP PAT T9, r 7 7 7%, ZHa/nN PAT THHZ L&KL T
WET, 1 7T 703, BHRANET FLA R—MIEAINSZ 2R LTWET,

2FHOTL MU, NEry hU—2ZDOARA M R—F (10.1.1.15, 1028) M o4Exy hU—2 D
AA R R—TF (192.150.49.1, 1024) ~® UDP PAT T3¢, r 7T 7, BN PAT THHZ L &R L
TWET, i 7T 7%, BHANET FLA R—MIEHAENDLZ 2R L TWET,
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#30EF show service-policy 27> F~ show xlate a2 F |

Hl  showxlate

3FEHDOT MU, NE Ry hU—27 R A R ICMPID (10.1.1.15, 21505) 2»BAVER Yy hU—2
DR AR ICMPID (192.150.49.1, 0) ~® ICMP PAT T, r 7 F 7%, ZH#178 PAT ThH D Z L &R
LCWET, i 75713, BBANET FLAICMPID IC#EHsSNA 2 L2 RrLET,

BX 2T ADBENA U H =T 2 A ANHIRNA H—T oA AZBET D37 v FOGE, WET R
VA 74—V RIZEEILT FLAE L TEREINET, EFXF 2V T 4o BENA U F—T oA ANDE
WA U H—T 2 RABET B3y PTIE, BT FLAELTERRENET,

hostname# show xlate detail

3 in use, 3 most used
Flags: D - DNS, d - dump, I - identity, i - dynamic, n - no random,

r - portmap, s - static
TCP PAT from inside:10.1.1.15/1026 to outside:192.150.49.1/1024 flags ri
UDP PAT from inside:10.1.1.15/1028 to outside:192.150.49.1/1024 flags ri
ICMP PAT from inside:10.1.1.15/21505 to outside:192.150.49.1/0 flags ri

KIZ, show xlate =~ > FOMABIZRLET, 2 ODRZT 4 v 7 EB|BPFIRSNTWET, &AO
ZHUZIE 1 o8 (Tnconns)) 3EEFHT Hav, 2 BDDOEHUTIL 4 SDOHHE A BEEA T b TV E
¥

hostname# show xlate

Global 209.165.201.10 Local 209.165.201.10 static nconns 1 econns 0
Global 209.165.201.30 Local 209.165.201.30 static nconns 4 econns 0

IV F avw vk Bk
clear xlate BUTE DL HE L Okt Wa 2 V7 LET,
show conn FTRTCOT 7T 4 THfizRRLET,
show local-host B—H)VIRARN Xy NI EREERLET,
show uauth BERIEH D2 —F & Fn LET,
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