cunvren 20

show isakmp ipsec-over-tcp stats a~v >
k~ showroute OV F
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show isakmp ipsec-over-tcp stats

show isakmp ipsec-over-tcp stats

IPsec over TCP D EITHFFEHEREZ R T DI, ZFe— b a7 4 Fab— g E— FEIE
¥#He EXEC “E— RN T show isakmp ipsec-over tep stats =~ > Rl L E9,

show isakmp ipsec-over-tcp stats

B DEREA Zoavy RIBIRERITF—TI—RIH O A,
T7AIEb T 74N S OBEREIZH D ER A
avykF E—F WOFKIZ, a2 FEANTELE—RERLET,
T7A4724—)V E—F [ FaUT4 3VTFX}b
RILF
AVTEX
avvFk E—F =Ty F & vo7n k VAT L
Ja—nN) ary7 4 ¥alb— . — . — —
vaY
¥¢#E EXEC * — ° — —
avy FERE Jy—= EERE
7.0(1) show isakmp ipsec-over-tcp stats =~ > F2uBM S E L7,
7.2(1) show isakmp ipsec-over-tep stats =~ > NidBEIEShE Lz, bz,

show crypto isakmp ipsec-over-tcp stats =~ > R2BBMI L E Lz,

HERHEDHA K51 Zoawy FOWRNTIE, ROTZ 4=V RBFERLTOET,
¢ Embryonic connections
* Active connections
* Previous connections
¢ Inbound packets
¢ Inbound dropped packets
¢ Outbound packets
¢ Outbound dropped packets
e RST packets
* Received ACK heart-beat packets
* Bad headers
¢ Bad trailers

e Timer failures

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

]

e Checksum errors

¢ Internal errors

WoflE T a—) a7 4 Fal—ay T—RFRTCANTB L,

ﬁ—o

hostname (config) # show isakmp ipsec-over-tcp stats
Global IPSec over TCP Statistics
Embryonic connections: 2

Active connections: 132

Previous connections: 146

Inbound packets: 6000

Inbound dropped packets: 30
Outbound packets: 0

Outbound dropped packets: 0

RST packets: 260

Received ACK heart-beat packets: 10
Bad headers: 0

Bad trailers: O

Timer failures: O

Checksum errors: 0

Internal errors: 0

hostname (config) #

show isakmp ipsec-over-tcp stats W

ISAKMP #iiHfF s &rs S E

pgdEa<w R

avwyFk

‘E-EI:I

A

clear configure crypto -+ ~T®» [SAKMP =2 7 4 F¥a2lb—v a7 V7 LET,

isakmp

clear configure crypto 4 ~C» [SAKMP KV v — ar7 4 ¥alb—var%227 07 LFET,

isakmp policy

clear crypto isakmpsa IKE 7 %A L SAT—4_X—2%2 27 V7 LET,

crypto isakmp enable [PSec 70t x 2V T4 T 7 IA TV ALEETAA L F—T7 =24 A L
D ISAKMP * vz —3 5 %A X —7 M LET,

show running-config 775 (72 ISAKMP =2 7 4 ¥ a2l —2a L &T_XTERLET,

crypto isakmp

| oL-12173-02-J
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show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

WM showisakmp sa

show isakmp sa

IKE 72 A4 LSAT—HN—A&FRT 220, Zrm—Lb a7 4 Falb—vary £—FET
¥i#E EXEC & — R C show isakmp sa =~ REHEM L E7,

show isakmp sa [detail]

EX DA detail SA T —F_XR—RICHTLFEMENEZERTRLET,
TI7AIE T 7 4V FOEEREIEZH Y A,
avY kK E—F WDORIZ, a~v REANTELE—RNERLET,
I74F724—) E—F [ £¥aUTF4 aVTFXFb
TILF
AVTER
avv kK E—F L—FyF Ef# UL k VRT L
Jua—) a7 ¥ al— . — . — —
vayv
FiHE EXEC . — . — —
avy FERE yy—= EEANR
7.0(1) show isakmp sa =~ > R2BEMENE L7,
7.2(1) Zoawy RiZBEIEEILE L7z, show erypto isakmp sa =~ > R|ZiE &

BEREDAL T4

Wz bnE Lz,

Zoa<wy FOWZIE, ROT7 4=V EREENRTHET,
detail 7" a3 U EZFEE LR WES

IKE &7 %47 Dir |Rky |27 —}

209.165.200.225 |L2L Init No MM _Active

detail 7> a VEIRE LI2GE

IKE &7 %47 |Dir |Rky |2F—Fk WEs Ny R 747
v VN

209.165.200.225 |L2L Init No MM_Active |3des md5 |preshrd |86400
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

3l

O R

show isakmpsa H

WOFZ 7o — ) a7 4 Fal—ay B—RTCANTHE, SATF—F_N—R(CRT HEHE

WMPFRENET,

hostname (config) # show isakmp sa detail

IKE Peer Type Dir

Rky State

Encrypt Hash Auth Lifetime

1 209.165.200.225 User Resp No AM Active 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime

2 209.165.200.226 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime

3 209.165.200.227 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime

4 209.165.200.228 User Resp No AM ACTIVE 3des SHA preshrd 86400
hostname (config) #

avwyr B L]

clear configure isakmp

TRXTDOISAKMP 207 4 X ab—2a 22707 LET,

clear configure isakmp
policy

TRTOISAKMP RY ¥ — a7 4 F¥alb—yaru 707 LET,

clear isakmp sa

IKE 7V HALSAT—4_X—=2%7 V7 LET,

isakmp enable

IPSec 70Nk X=2 T4 T IA TV ALBIETAHA L F—T = A
D ISAKMP 3y — g oA 32—V LET,

show running-config
isakmp

TI7T47HRISAKMP 207 4 X2l —Ya 2T _RCERLET,

| oL-12173-02-J

Cisco Security Appliance I? > F Y7LV i



B22TE

show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

W  show isakmp stats

show isakmp stats

FATHH R AR T T DI, Fn—L a7 X2 b —3 gy T— REZFEH EXEC £— K

C show isakmp stats =~ > RZEH L E 7,

show isakmp stats

BXOTH STy FICHBIEE I — T — FiZbh 0 A,
TI+IE 77 4 F OBECEIESH Y XA
AR R E—F WORIL, I~ FEANTEL2E—FEZRLET,
F7A4F72+—)IL E—F |[£FaUT4a20TFX b
<2ILF
aAVTHFR
avY R E—F W=7y F &l DTN k VAT L
Joa—n) a7 4 ¥ alb— N — N — —
var
F¢#E EXEC * — i — —
avwy FERE yy—=x EERE
7.0(1) show isakmp stats =~ > F2NEM S E L7z,
7.2(1) ZOavy FiIFELIE L7z, show crypto isakmp stats =~ > FIC{E

HHEDHA K51V

A ONE L,

Zoa<wry ROMAICIEH, RO7 4 — IV RREENTWET,

e Global IKE Statistics

e Active Tunnels

e In Octets

* In Packets

e In Drop Packets

¢ In Notifys

¢ In P2 Exchanges

e In P2 Exchange Invalids
¢ In P2 Exchange Rejects
e In P2 Sa Delete Requests
e Out Octets

e Out Packets

Il _ Cisco Security Appliance A< F )27 L&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

]

Out Drop Packets

Out Notifys

Out P2 Exchanges

Out P2 Exchange Invalids
Out P2 Exchange Rejects
Out P2 Sa Delete Requests
Initiator Tunnels

Initiator Fails

Responder Fails

System Capacity Fails
Auth Fails

Decrypt Fails

Hash Valid Fails

No Sa Fails

show isakmp stats W

WOFlZ T a—)L a7 4Fal—ar B—RFTANTSH L, ISAKMP #EHERNFRENE

ﬁ—o

hos
Glo
Act
Pre
In
In
In
In
In
In
In
In
Out
Out
Out
Out
Out
Out
Out
Out
Ini
Ini
Res
Sys
Aut
Dec
Has
No
hos

tname (config) # show isakmp stats
bal IKE Statistics
ive Tunnels: 132
vious Tunnels: 132
Octets: 195471
Packets: 1854
Drop Packets: 925
Notifys: O
P2 Exchanges: 132
P2 Exchange Invalids: 0
P2 Exchange Rejects: 0
P2 Sa Delete Requests: 0
Octets: 119029
Packets: 796
Drop Packets: O
Notifys: 264
P2 Exchanges: 0
P2 Exchange Invalids: 0
P2 Exchange Rejects: 0
P2 Sa Delete Requests: 0
tiator Tunnels: 0O
tiator Fails: 0
ponder Fails: 0
tem Capacity Fails: 0
h Fails: O
rypt Fails: 0
h valid Fails: O
Sa Fails: 0
tname (config) #
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W  show isakmp stats

EEaTUF avvk e
clear configure isakmp §_C®D [SAKMP =2 7 4 Fal—a a7 07 LET,
clear configure isakmp 4 <C» ISAKMP RV > — a> 7 4 F¥al—a %27 U7 LET,

policy
clear isakmp sa IKEZ %A LSAT—FR—=2A%7 V7 LET,
isakmp enable IPSec 7 NRN X274 T IA TV AEWETHA X —T A A E

D ISAKMP x v xz—v g rawA 3x—7 VI LET,
show running-config TIT 4 T7RISAKMP 27 4 ¥ 2l — g 2T _RTERLET,
isakmp

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show kernel process W

show kernel process

TIHILE

X2 VT4 TTIAT UV ATEITENTNDT I T A TRA—FN T ADBUED AT — % X%
FoRT DI, 5 EXEC £ — K T show kernel process =~ > F&ffiH L £,

show kernel process

T 7 4V N OEBERLEIZH U EH A,

WOFKIZ, a~v 2 FEANTELE—FERLET,

BERLEDAA K1Y

i

T7A4F724—)LE—F EFal)Fq4 aVTFXFb
RILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ DRT L
¥5#E EXEC ° ° ° — °
J1yy—=x EFERA
8.0(0) Zoavry RPREAINE LR,

show kernel process 2> FEFEH LT, EX a2 V71 77 ITA TV ATHEITINTWVD I —RMIC
By sM@EE b7 TNy a—T 4 LET,

show kernel process =~ > FOH X, =Y — NI TH D EET,

Iz, show kernel process =2~ > KO A ZRLET,

hostname# show kernel process

PID PPID PRI NI VSIZE RSS WCHAN STAT RUNTIME COMMAND
1 0 16 O 991232 268 3725684979 S 78 init
2 1 34 19 0 0 3725694381 S 0 ksoftirgd/0
3 1 10 -5 0 0 3725736671 S 0 events/0
4 1 20 -5 0 0 3725736671 S 0 khelper
5 1 20 -5 0 0 3725736671 S 0 kthread
7 5 10 -5 0 0 3725736671 S 0 kblockd/O0
8 5 20 -5 0 0 3726794334 S 0 kseriod
66 5 20 0 0 0 3725811768 S 0 pdflush
67 5 15 0 0 0 3725811768 S 0 pdflush
68 1 15 0 0 0 3725824451 S 2 kswapd0
69 5 20 -5 0 0 3725736671 S 0 aio/0
171 1 16 O 991232 80 3725684979 S 0 init
172 171 19 © 983040 268 3725684979 S 0 rcs
201 172 21 O 1351680 344 3725712932 S 0 lina monitor
202 201 16 0 1017602048 899932 3725716348 S 212 lina
203 202 16 0 1017602048 899932 0 S 0 lina
204 203 15 0 1017602048 899932 0 S 0 lina
205 203 15 0 1017602048 899932 3725712932 S 6 lina
206 203 25 0 1017602048 899932 0 R 13069390 1lina

hostname#

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show kernel process

#£ 27112, 74—V ROFTHAZRLET,

#* 271 show kernel process ® 7 4 —JL F
Z4—ILF B
PID 7t % ID,
PPID H7 ok 1D,
PRI T RADTTAFIT 1,
NI TIAFN T 4 OFFIMEH SN DT A AE, X 19 GRKTA A
i) ~-19 R/ A AE) OFPETT,
VSIZE BREAEY DY A X (A FENL),
RSS 7’1 & A ® Resident Set Size (KB 1),
WCHAN TaEARHFEL THDEF ¥ R,
STAT Z'ut ADIREE,
e R : ZEfTH
o S:EIVIALFREARFFINEETA Y — T Hh
o D:HIVIARLRARRRT 4 A7 AU —7 T
e Z:JvVE
o T: ML —RERFEIL BEITLD)
e P: =TT
RUNTIME TrEARL—Y T— NELEII—FNV E—RFRTAFrVa— &N
TW5 jiffy ok, FEITHERIL utime & stime ODAFH T,
COMMAND a4,

Il _ Cisco Security Appliance A< F )27 L&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show local-host W

show local-host

a—J)b RAMDOFRy MU= REERRT HIZ1E, FHE EXEC ©— R T show local-host 4 L
7,

show local-host [ip_address] [detail] [all][brief] [connection {tcp <start>[-<end>] | udp
<start>[-<end>] | embryonic <start>[-<end>]}]

BX DA all ER) BX2 VT4 7T I9A TV ACERHTLI O ANV HFA R, X2 UT 4 T
TIAT VANLERT AR — ) FA NEERLET,
brief (EE) v— AR MIBETAEEREREREETRLET,
connection (L) #HOEE XA FITESNT, 3FHFADT 4 /L4 tep. udp. embryonic &
RLET, INLOT7 4 VFITEMICERTL2Z ., MAGLETHEATLIZED
TEET,
detail EE) 77747k xlate BX O Ry U — 7 HEFOFEMERE SO, n—AL &K
A MEROFEM Ry N — 7 REEFRRLET,
ip_address (EE) v—W NV RAMDIP 7T FLAZBELET,
TIANLE T 7 AN N OBERMEITH Y EH A
avrk E—F WORIZ, a~vr REANTEDLE—RERLET,
T7A4F724—ILE—F EFalFq4 aVTFXFb
TILF
aAVTFX
avwy kR E—F L—TyF |&E# vugnL [ DRT L
#%‘:1:% EXEC . . . . J—
avy FEE Jy—=x EERNE
7.2(1) KA MEIERRNHAET LTI, ZOa~vr N2y, A 2 —T A
AERREINDA L E—T 2 ANRERIND L IR F LT,
7.2(4) FLW2 DDA T > ar, connection & brief 7% show local-host =~ > K
WZiEMEh, HAOPRBARR NOERBMTT 4 ALEZ Y 73D LIk
DE L,

BERLEDAL FF1Y

show local-host =~ > REHHTEE, a—H L KA RDOFy NT—ZRERFRETXET, n—2h
IWIHERANI, FT 7490 %8Xa VT 4 TTITATUAZERET D, EREFE NI 74007280
THRETZEEDOFR A MO L TERENET,

Ioavwry REFRATAE, B—IN FAMOEEAT Y PEBIOEHAR Y NERRTEET, Z
D < RTIE, BHEOLBINEE X O IR A S 72 W iEA1C, nat 0 access-list =<2 KT
WEINTEAA NOFENBEMIE I E T,

ZOa=wy RTIE, EHORIRELERINET, BREAIRIHEINTWARWES, EE LT0NE
REFL, HIBRITEA S EE A,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

show local-host

3l

RARNHBROSHBETVOEE, V—T v KE—FRT, NEOFAL (T—7 V=2 bR —A J—
) 0E, A (A F—F oy b V=) LEETEXRICOARFIREICH Y hERET, £ X —
Fy b WA MIFIREICD Y FERERA, V=2 LR —2DBDONT 7 4 v 7 ZRRBTHEA B
b, HIREICD Y PEREEA, T4 b— MIBEEMN TN v E—T oA AT, AV

H—Fy b AV H—T A ALRRENET, T74/NV K L= BRNGAE, TXTOA > F—T =
AALEOFRANPHIRMEIZID Y hENRET, FTUAXRXT LY b F—RFTE, SA MEBRRNDOA
VHE—T A APKA MHIBRfEICE > hERET,

TCP fRATZEVRREINTWDIEAIC, SYN HENHEAT 5 L show local-host =~ > RHJITIL,
AT SN OBPEAEEIZE EShE T, 207 4 —/V NIZ@EHE, BRBRA—7 D&
ERTILET,

show local-host ==~ > NI TIX, AHZT 1 v 78Rt 2T 5 A8 A MIxt LTl KA L O il R
fili (TCP fRATZIEDKAER) MFFTEINTWVDHEHAIZ, TCP embryonic count to host counter AME
BEnEd, 2oB v 2iE, toBA SPDZORA MImP» S PIigEROAEHEZRLET, Z0&
HAFBESN-HAHBEZEET S L. Z0KRA M~OFHERIC TCP RITZENEHSNET,

&Iz, show local-host =~ > RO A%< LET,

hostname# show local-host
Interface inside: 0 active, 0 maximum active, 0 denied
Interface outside: 1 active, 2 maximum active, 0 denied

WIZ, WA NHEOHLEX2UT 4 77547 2 TOD show local-host =~ > FOH Fiffil 2R L E
ﬁ-o

hostname# show local-host
Detected interface 'outside' as the Internet interface. Host limit applies to all other
interfaces.

Current host count: 3, towards licensed host limit of: 50

Interface inside: 1 active, 1 maximum active, 0 denied
Interface outside: 0 active, 0 maximum active, 0 denied

WIZ HRA NGIERHANBFT 7+ N — DR WEX2 YT 4 TFFA7T 2 ATO show local-host
g~y FOWABIZRLET, A& MIRIETRTOA v ¥ —T 2 f RAEAENET, F7 41k
N—h AV E =Tz A F, T74NE A= ERFA—ERERT IS T —T oA ART T L
TWAEARIIMHTEZ 202 &R0 7,

hostname# show local-host

Unable to determine Internet interface from default route. Host limit applied to all
interfaces.

Current host count: 3, towards licensed host limit of: 50

Interface clin: 1 active, 1 maximum active, 0 denied
Interface clout: 0 active, 0 maximum active, 0 denied

WIZ, BAMBRORNEX2 VT 4 775747 AT show local-host =~ > FOH 2~ £
\?AO

hostname# show local-host
Licensed host limit: Unlimited

Interface clin: 1 active, 1 maximum active, 0 denied
Interface clout: 0 active, 0 maximum active, 0 denied

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show local-host W

WIZ, B—H ) BFA DXy NU— 2V REEZR T HHERLET,

hostname# show local-host all

Interface outside: 1 active, 2 maximum active, 0 denied
local host: <11.0.0.4>,

TCP flow count/limit = O/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 11.0.0.4 in 11.0.0.3 idle 0:01:42 bytes 4464
105 out 11.0.0.4 in 11.0.0.3 idle 0:01:44 bytes 4464
Interface inside: 1 active, 2 maximum active, 0 denied
local host: <17.3.8.2>,

TCP flow count/limit = O0/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 17.3.8.2 in 17.3.8.1 idle 0:01:42 bytes 4464
105 out 17.3.8.2 in 17.3.8.1 idle 0:01:44 bytes 4464
Interface NP Identity Ifc: 2 active, 4 maximum active, 0 denied
local host: <11.0.0.3>,

TCP flow count/limit = O0/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 11.0.0.4 in 11.0.0.3 idle 0:01:44 bytes 4464
105 out 11.0.0.4 in 11.0.0.3 idle 0:01:42 bytes 4464
local host: <17.3.8.1>,

TCP flow count/limit = O/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:

105 out 17.3.8.2 in 17.3.8.1 idle 0:01:44 bytes 4464
105 out 17.3.8.2 in 17.3.8.1 idle 0:01:42 bytes 4464

hostname# show local-host 10.1.1.91

Interface third: 0 active, 0 maximum active, 0 denied
Interface inside: 1 active, 1 maximum active, 0 denied
local host: <10.1.1.91>,

TCP flow count/limit = 1/unlimited

TCP embryonic count to (from) host = 0 (0)

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Xlate:
PAT Global 192.150.49.1(1024) Local 10.1.1.91(4984)

Conn:
TCP out 192.150.49.10:21 in 10.1.1.91:4984 idle 0:00:07 bytes 75 flags UI Interface
outside: 1 active, 1 maximum active, 0 denied

hostname# show local-host 10.1.1.91 detail

Interface third: 0 active, 0 maximum active, 0 denied
Interface inside: 1 active, 1 maximum active, 0 denied
local host: <10.1.1.91>,

TCP flow count/limit = 1/unlimited

TCP embryonic count to (from) host = 0 (0)

TCP intercept watermark = unlimited

UDP flow count/limit = O0/unlimited

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

B show local-host

Xlate:
TCP PAT from inside:10.1.1.91/4984 to outside:192.150.49.1/1024 flags ri

Conn:
TCP outside:192.150.49.10/21 inside:10.1.1.91/4984 flags UI Interface outside: 1 active, 1
maximum active, 0 denied

Wiz, L tb 450 udp BRiAH Y. REHZ 1~ 10 D tep B D H DT XTDORRA b & FRT 5D
BlErRLET,

hostname# show local-host connection udp 4 tcp 1-10

Interface mng: 0 active, 3 maximum active, 0 denied

Interface INSIDE: 4 active, 5 maximum active, 0 denied

local host: <10.1.1.11>,
TCP flow count/limit = 1/unlimited TCP embryonic count to host = 0 TCP intercept
watermark = unlimited UDP flow count/limit = 4/unlimited

Xlate:
Global 192.168.1.24 Local 10.1.1.11 Conn: UDP out 192.168.1.10:80 in

10.1.1.11:1730 idle 0:00:21 bytes 0 flags UDP out 192.168.1.10:80 in
10.1.1.11:1729 idle 0:00:22 bytes 0 flags - UDP out 192.168.1.10:80 in
10.1.1.11:1728 idle 0:00:23 bytes 0 flags - UDP out 192.168.1.10:80 in
10.1.1.11:1727 idle 0:00:24 bytes 0 flags - TCP out 192.168.1.10:22 in

10.1.1.11:27337 idle 0:01:55 bytes 2641 flags UIO Interface OUTSIDE: 3 active, 5
maximum active, 0 denied

W, brief 77 a v ALz —AL KA RDOT LR EFERAI T X DFlZ R LET,

hostname# show local-host connection udp 2
Interface mng: 0 active, 3 maximum active, 0 denied
Interface INSIDE: 4 active, 5 maximum active, 0 denied
local host: <10.1.1.11>,
TCP flow count/limit = 1/unlimited
TCP embryonic count to host = 0
TCP intercept watermark = unlimited UDP flow count/limit = 4/unlimited
Interface OUTSIDE: 3 active, 5 maximum active, 0 denied

WIZ, brief & connection X AR LIz E DM NI ZRLET,

hostname#show local-host brief

Interface inside: 1 active, 1 maximum active, 0 denied
Interface outside: 1 active, 1 maximum active, 0 denied
Interface mgmt: 5 active, 6 maximum active, 0 denied

hostname# show local-host connection

Interface inside: 1 active, 1 maximum active, 0 denied
Interface outside: 1 active, 1 maximum active, 0 denied
Interface mgmt: 5 active, 6 maximum active, 0 denied

Bl#Eav UK avwyk B
clear local-host show local-host =~ > RIZ L > TR RINDIBE—A/N KA RNPLOFR Y b
T — 7 e iR L E T,
nat Xy NU—2%7a— VP T RLA P— BRI £,
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show logging

Ny Z77NOB T ETEOMO X VRFEEZRRT DITIE, F5HE EXEC £ — KT show logging =
vV REMHLET,

show logging

show logging [message [syslog id | all] | asdm | queue | setting]

X DA all L) $R_RTOVATFLA al Aytv—T 0D &, 20 ID BENED»E T
LET,
asdm (L) ASDM X227 Ny 77 DNEEZ TR LET,
message (EE) T7F NV FUSNDL XN IHDA v E—VERRLET, AvkE—Y L
~UVEBRET HIZIE, logging message 2~ RESH L T ZE0,
queue (R Y2728 A=Y Fa—%aFKRLET,
setting ULE) aX v VR EEFZRRFLET, v X7 Ry 77 3B REINEH A,
syslog_id ULE) BrTH5AvE—VREREELET.
TIHIE T 7 AN F OBIEREILSH D FE A,
avwv kK E—F WOFRIZ, a2 REANTEDLE—RERLET,
F74F72+x—ILE—F £FaUF4 AVTFEX}
<ILF
aAVTFXRX
avy kK E—F L—Ty F |&f& VTN k DRT A
#%‘:1:% EXEC ° ° ° ° °
avy FERE Jyy—=x EERNE
7.0 Zoawry RpREAINE LT,
8.0(2) syslog % —/3% SSL/TLS ## # AT 2 L 2 ICRESHTWENE I MERL
i‘j‘o
8.0(5) TCP F7/2dtEX a7 FA N F—N"~OBH#EEE | T ICHITLET,

BEREDHL FF1

logging buffered =~ > FZEH L TWAHE, ¥—7— K722 LD show logging =~ > 226, 8
EDA Y=Y Ny 77 LBIEORENRRSNET,

show logging queue =~ > REfHT 5L, ROBEREERTRTEET,

e Fa—HNDORXvE—TUHK

o Fa—NIZEEINTA v E—VDORKEK

o WMEIZFIATE 7 vy 7 AFYRRPSTLEDICEESNZA v -V
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

show logging

3l

Il _ Cisco Security Appliance A< F )27 L&

~

GE) 0. AETD2F2— PA XL LTHAESNIHETHY . HKIFEF2— PA XELRLE
T, RESINTZFa— A XANREr D4, show logging queue =~ > KO ) TEED
Fa—DY A ADRRRINET,

&Iz, show logging =~ > FOH &R L £,

hostname (config) # show logging
Syslog logging: enabled
Timestamp logging: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 37 messages logged
Trap logging: disabled
305001: Portmapped translation built for gaddr 209.165.201.5/0 laddr 192.168.1.2/256

WIZ, ¥ 2772 syslog —SB3E I N TV DA O show logging =~ > RO NBIEZR L ET,

hostname (config) # logging host inside 10.0.0.1 TCP/1500 secure
hostname (config) # show logging
Syslog logging: disabled
Facility:
Timestamp logging: disabled
Deny Conn when Queue Full: disabled
Console logging: level debugging, 135 messages logged
Monitor logging: disabled
Buffer logging: disabled
Trap logging: list show syslog, facility, 20, 21 messages logged
Logging to inside 10.0.0.1 tcp/1500 SECURE
Logging to management 10.65.71.31 tcp/7777 Connected
Logging to management 10.76.11.35 tcp/2222 Not connected since Sat, 21 Feb 2009
23:30:09 UTC
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging disabled

KIZ, show logging message all =~ > KOHFlZR L E T,

hostname (config) # show logging message all

syslog 111111: default-level alerts (enabled)
syslog 101001: default-level alerts (enabled)
syslog 101002: default-level alerts (enabled)
syslog 101003: default-level alerts (enabled)
syslog 101004: default-level alerts (enabled)
syslog 101005: default-level alerts (enabled)
syslog 102001: default-level alerts (enabled)
syslog 103001: default-level alerts (enabled)
syslog 103002: default-level alerts (enabled)
syslog 103003: default-level alerts (enabled)
syslog 103004: default-level alerts (enabled)
syslog 103005: default-level alerts (enabled)
syslog 103011: default-level alerts (enabled)
syslog 103012: default-level informational (enabled)

OL-12173-02-J |



| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show logging

avy kR

B

logging asdm

ASDM ~Dua X 7 A X —7 W LET,

logging buffered

Ny TZy~OuX Tl F—T NI LET,

logging host

syslog r—"EZEHRLET,

logging message

AvE—U LV ERELZY, Avke—VET 42— MIZLET,

logging queue

aX T Fa—EHFHELET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show logging rate-limit

show logging rate-limit

Hibshlev AT A vl Ayt—VhkTORECTERTHITIEL, FitE EXEC £— KT show logging
rate-limit =~ > REZHEH L E 7,

show logging rate-limit

LS e ZToavy RICEBIEFERIIF—TU— RiEIbh Y A,
TIF+IE Ioawy RIZE, TUANIRENRHY TR A,
avy kR E—F WDFRIZ, a~w REANTEBE—FERLET,
T7A794—I)L E—F |[£FaYTFq4 aV0TFFRF
TILF
aAvTFExX
avYy Rk E—F =Ty K |&f& gL k SRT LA
it EXEC . . . . o
avy FEE yy—=x EEARAR

7.0(1) Zoavry RRHEASHE L

BERLEDAA FF1 Y BB 7 V7 anD L, RAMBEREHHLTH5ET, MbRRSNET A,

5 W, Bk Shev AT A vy Ayt —VaFRT 002" LET,

hostname (config) # show logging rate-limit

BEaT YR avwyk ETLT
show logging A F—=TNhaX 7 A7 areRrLET,

Cisco Security Appliance A< F Y7L Y&
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show mac-address-table W

show mac-address-table

MAC 7 RV A T —T7 V&R RT HI21E, ¥4 EXEC £ — KT show mac-address-table =~ > R & fi#
ALET,

show mac-address-table [interface_name | count | static]

X DA count EE) FATIvIBIORET v = Y OEFEE -ELET,
interface_name (&) MACT RLAT—7 NV = N 2R RTDEA LA —T oA AL %
BeLEd,
static FEE) AET 4y 7 = NI DLE—ELET,
FI4I+ A HE—T 2 A AEBELRWVEES, 7 TOA X —T x4 AMACT KL 2 = N RFEREN
i—é_o
avwv kK E—F WORIL, a~ REANTEHE—FRERLET,
2747 94—)IL E—F |[£FaUTq a2TFXF
4%
aAVTHFR
avwy kK E—F L—FTy F |&EB VTN k AT L
%*ﬁ EXEC — L4 L] 3 _
avy RERE yy—=x EENE
7.0(1) Zoavy RPREAIShELE,
1 &1z . show mac-address-table =~ > RO %R LET,

hostname# show mac-address-table

interface mac address type Time Left
outside 0009.7cbe.2100 static -
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10

Wiz, WEA v~ Z—7 =4 Z® show mac-address-table =~ > RO fHlZ R L ET,

hostname# show mac-address-table inside

interface mac address type Time Left
inside 0010.7cbe.6101 static
inside 0009.7cbe.5101 dynamic 10

&Iz, show mac-address-table count =~ > NOH B Z R~ L FET,

hostname# show mac-address-table count
Static mac-address bridges (curr/max): 0/65535
Dynamic mac-address bridges (curr/max): 103/65535

| oL-12173-02-J

Cisco Security Appliance I? > F Y7LV i



¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

B  show mac-address-table

P i=iedN S avy kR B
firewall transparent T7AT T4 — L EF—RERFNFT AT LY MIBHELFET,
mac-address-table HAFIv I MACT RLA L NIDEA LT NERELET,
aging-time
mac-address-table MACT7 RVA T—TNWIAZT 4 v T RLVA T M) ZEBMLET,
static
mac-learn MACT7 RFL A S—=27%F 48— LET,

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show management-access W

show management-access

BT 7B ATRE SNICNEA 2 —7 = A 2D 4112 K7 21213, K EXEC € — KT show
management-access 2~ REHEH L E T,

show management-access

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILTF
aAVTHFR
avYy R E—F =Ty K |&f& gL k AT LA
%*@ EXEC ° L] . . °
avy RERE yy—2z FTENE
BEfF Zoawy FEIEEFETY,

BEREDAL T4

3l

EEa< R

management-access X~ NEHEHATHE mgmt if CIHRELIL 77 AT UVA— I A F—T AR
DIP 7 FLRAEHEA LT, WEEHA v X —T7 A AZERTEET (¥ —T =4 24X
nameif =~ > K2 X > TEF S, show interface =~ FOH N THIAZG " " ICHENTEREINE

EDE

woOFL, Tinside] EWHILRIDO T 7 A T U4~ A VB —T =2 AEEHT I EA A F—T oA
ALLTREL, BRERFTD2HEEZRLTOET,
hostname (config) # management-access inside

hostname (config) # show management-access
management-access inside

avwv kR Bl

clear configure X2 VT4 TTIAT UV ADERT 7R ADTDD, WA X—7 =
management-access AADAL T 4 F2alb— g EHIRLET,

BT 7R AHONA v =T oA AEHRELET,

management-access
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

M show memory

show memory

WHLAEY ORKE, BEOARL—F 4 7 V27 L CHRIEM A WHERZEE A £ Y BOER & £R
T 5I21%, ¥#E EXEC £— R C show memory =~ > N2 L E T,

show memory [detail]

WX DA

T2+

avwv kR E—F

detail (EE) B ATV RBIOVOEID Y THEAY AT L AT OFFEME =2 —%FR
L9,

T 7 4V N OBERCEIRDH U EH A,

ROFIZ, a2 P ANTELHEF— R RLET,

HHEDHA K51y

]

274794 —)L E—F |[£%a )T 2VTFXE
TILF
aAVTER
avwry kK E—F L—Ty K |&E# UL [ DRT L
¥ #E EXEC o . . o o
J1y—=x EERAE
BETT ooy RIZEBEETT,

show memory =~ KT, WE AT Y ORRKEBLOARVL—TFT 4 7 VAT A CBEMEHFTRE/RZE
EATVEOENEAERRTEET, ATV RFLBESUTEYYTONET,

show memory detail ®117)% show memory binsize =~ F& L bIZEH LT, A€V V—2%F
Ny FTEET,

show memory detail =~ > R iX, EH, DMA A€V, =7 A€V D3 20kE7 a2 nE
TEET, BRI, ARV 2EREDLIIZEHV LB TOHN TV DEIDPRRRZINET, DMAIZY 7
LTWARWAEY | FEITRHINTWRWAEY L, e =7 LRI E T, Free Memory &9
TRLDRAEVIZ, E—THNORMHD AE Y TI, Allocated memory in use DfEIL, FHIV ¥ THA
TWoe—=708TY, e—7H LG TOWME, HAOOERFTERINET, PRAETIBLD
DMA THAE VL, BIOV AT L 7rERABLOEIC VPN —E R Lo TEA S ET,

SNMP % L T show memory =~ > R LIEHMERTTDHI L L TEET,

ZOFITIE, BEAE Y ORKER L OBAEEHRERZEE AT ) BOENZ R RLET,

hostname# show memory
Free memory: 845044716 bytes (79%)
Used memory: 228697108 bytes (21%)

1073741824 bytes (100%)

Total memory:

OB, FEMRAR AT YRR LET,

Il _ Cisco Security Appliance A< F )27 L&
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

hostname# show memory detail

show memory

Free memory: 130546920 bytes (49%)

Used memory: 137888536 bytes (51%)
Allocated memory in use: 33030808 bytes (12%)
Reserved memory: 65454208 bytes (24%)
DMA Reserved memory: 39403520 bytes (15%)

Total memory: 268435456 bytes (100%)

Dynamic Shared Objects (DSO) : 0 bytes

DMA memory:

Unused memory: 3212128 bytes ( 8%)
Crypto reserved memory: 2646136 bytes ( 7%)
Crypto free: 1605536 bytes ( 4%)
Crypto used: 1040600 bytes ( 3%)
Block reserved memory: 33366816 bytes (85%)
Block free: 31867488 bytes (81%)
Block used: 1499328 bytes ( 4%)
Used memory: 178440 bytes ( 0%)
Total memory: 39403520 bytes (100%)
HEAP memory:
Free memory: 130546920 bytes (80%)
Used memory: 33030808 bytes (20%)
Init used memory by library: 4218752 bytes ( 3%)
Allocated memory: 28812056 bytes (18%
Total memory: 163577728 bytes (100%)
Least free memory: 122963528 bytes (75%)
Most used memory: 40614200 bytes (25%)
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
16 113 1808
<--- More --->
BEa< R avwy kR Ehed
show memory profile %= U5 ¢ 77547 v AQAE Y MEARI (T 774U 7) (2B
TOERERRFLETS,
show memory binsize #ED/AAF U A XZEYV LB THENTWEF ¥ o 7 OBERFEREZFERL

i‘j_o

Cisco Security Appliance I? > F Y7LV i
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show memory app-cache

show memory app-cache

VAT ALEDT =2 NRAREDEZL OEET TV r—va r THERSNLDT ) r—varoFy y
Vo T AEEORMEHMERE Y TV Z ATERRT DL, K EXEC £ — KT show memory
app-cache 2~ > F&EH LT,

show memory app-cache [threat-detection | host | flow | tcb | [detail]

BEX DA flow L) flow DT TV r—ay LU AEY Fx v a2 FRrLUET,
host (L) host D7 F U r—ay L-UL AEY v v azZarLET,
tcb EE) tcbhD T FVU r—vay Leb A v viabiRrLET,
threat-detection ({£-3) threat-detection D7 SV r—3 3> LoUL AFY Fxr v iarkF

R~LET,
FI4I+ T 7 4V N OBMIEEIZSH Y FHA,
avyv kR E—F ORI, a~ REANTESHE—FERLET,
274F794x—)ILE—F |[£FaUFq a2TFXF
<ILTF
aAVTFR
avy kK E—F L—Fvy F |&EB VTN k SRT LA
H:4E EXEC . . . . .

avy FERE yy—x EERAR

8.0(1) Zoavwy FNEAIRE L,

HALDHL F54>  show memory app-cache =~ RIZL VR RINDERIZ, 77V r—rar Fyv v v 2 QUHOE
W ARV V—IDLTTNva—T 47 BT AT VAT AIBITHVAT LD T
T4 v 7 DAR IO IHIKL L ET,

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

3l

show memory app-cache W

Ri%. show memory app-cache =~ > RO H J14iTF,

hostname (config) # sh mem app-cache

CACHE NAME LIMIT COUNT ALLOC FAILED BYTES
SNP Conn chunk 700 0 24175 0 15181900

SNP Host Container 700 0 48330 0 6766200
SNP conn set counte 700 0 0 0 O

SNP APP ID chunk 700 0 0 0 O

SNP Run-time Inspec 700 0 0 0 O
SNP TCB chunk 700 0 36328 0 6539040
SNP MP PF Mod chunk 700 0 0 0 O
SNP MP SVC Conn chu 700 0 0 0 O
SNP SVC Session chu 700 0 0 0 O
SNP Midpath Service 700 0 0 0 O
SNP MP Stack chunk 700 0 1 0 364

CP APP ID chunk 700 0 0 0 O

SNP ACE statistics 50 0 0 0 O

SNP Host statistics 50 0 3732 0 26586768
SNP Subnet statisti 50 0 1796 0 3146592

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 8550 0 114449 0 58220864

hostname (config) # sh mem app-cache threat-

CACHE NAME LIMIT COUNT ALLOC FAILED BYTES
SNP ACE statistics 50 0 0 0 O

SNP Host statistics 50 50 50 0 356200

SNP Subnet statisti 50 50 50 0 87600

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 150 100 100 O 443800

hostname (config) # sh mem app-cache host d
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES
SNP Host Container 700 700 700 0 98000

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 700 700 700 0 98000

hostname (config) # sh mem app-cache flow d
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES
SNP Conn chunk 700 700 700 0 439600

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 700 700 700 0 439600

hostname (config) # sh mem app-cache tcb d
CACHE NAME LIMIT COUNT ALLOC FAILED BYTES
SNP TCB chunk 700 700 700 0 126000

LIMIT COUNT ALLOC FAILED BYTES USED
TOTAL 700 700 700 0 126000

USED

detection d
USED

USED

USED

USED

avwyvFk H L]

show memory MHEAE) ORKEEAXL—T 47 VAT A THRIEMATRERZE X 2
FYBIZONWTENERRLET,

show memory-caller X2V T4 TTITAT LV ALICRESNTWVWAT FLAFHEZR T L E

address 4,

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show memory app-cache

avwyFk EL

show memory profile XV F5 4 77547 2AOAFVFERRN (Fr77rA4007) ITH
THERERRLET,

show memory binsize 4:ED A F Y YA XZEHD B THENTNWDETF ¥ o7 OBEREFEREER L
£,

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show memory binsize W

show memory binsize

FEDNAT Y A XCEV B THRATWDT v 7 OENIERZRRT 51213, FHE EXEC £— K
C show memory binsize =~ > F&#H L £,

show memory binsize size

EX DA size FEDNA TV YA XOF v 7 (AFY Tuyr) RRLET, A
7V %A XX show memory detail =~ > KH 3@ [fragment size] » 7
LINBERFEINET,
TIANLE T 74N N OBERMHEITH Y EH A
avwv kK E—F WORIZ, a~ REANTEDLE—RERLET,
T7A4F724—ILE—F EFalFq4 aVTFXFb
RILF
aAVTFX
avwy kR E—F L—TyF |&E# vugnL [ SRT L
#%‘:1:% EXEC ° ° ° ° °
avy FEE Jyy—= EFERA
7.0(1) Zoavry RPREAINE LR,
BALDHA K51 Zoawy RICEEREOHA RIA4 0 BH Y £8 A,
i WIZ, NAF Y HF A X500 ICEDETCoONETF Y7 OoO0TOENFEREFZTRT L0 EZRLET,
hostname# show memory binsize 500
pc = 0x00b33657, size = 460 , count = 1
BREaOT VR avyv Rk Bl
show memory-caller X2V T4 TTIAT U ALICRESNTWVWDT FLAHHEFR R LE
address 4,

show memory profile XU F 4 77747 20AVHHRN (Ferry A0 07) 28
TAHEMER T LET,

show memory MBEAE)ORRKELEAXV—TF 4 7 VAT L CHIEE AEE/RZE X A
FIVRICOWTEKERRLET,
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B22TE

show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

W show memory delayed-free-poisoner

show memory delayed-free-poisoner

memory delayed-free-poisoner ¥ = — D FRI DA & R 5121%, K EXEC £— F T show
memory delayed-free-poisoner =~ > R&fHH L £,

show memory delayed-free-poisoner

LS e ZToavy RICEBIEFERIIF—TU— RiEIbh Y A,
TIHILE T 7 4V F OBHERLEIEH Y FHA,
avy kR E—F WDFRIZ, a~w REANTEBE—FERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
<ILF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
K4 EXEC . . . _ .
avy FEE yy—=x TENE
7.0(1) Zoavry RPREAINE LR,

BERLEDAA FF1 Y

3l

clear memory delayed-free-poisoner =~ > FZ A L T, ¥ 2 —BLOREHEREZZ VT LET,

&Iz, show memory delayed-free-poisoner =~ > FOH /R L E T,

hostname# show memory delayed-free-poisoner
delayed-free-poisoner statistics:

3335600: memory held in queue
6095: current queue count
0: elements dequeued

3: frees ignored by size
1530: frees ignored by locking
27: successful validate runs
0: aborted validate runs
01:09:36: local time of last validate

# 27-2 12, show memory delayed-free-poisoner =~ > NHATOEE LT ¢ — /L FOFHZR L E
D

Il _ Cisco Security Appliance A< F )27 L&

OL-12173-02-J |



| w27

show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

® 27-2

show memory delayed-free-poisoner

show memory delayed-free-poisoner 2 < > FHADRHA

Z4—ILF

SieA

memory held in queue

delayed free-memory poisoner V —/b ¥ o —|ZRE &z A E U, delayed
free-memory poisoner > —/L A R —T AT/ 5 TWRWIEE, 2D XKD
72 AE VX, @, show memory )Tl 152& ] FEICRY F7,

current queue count

#‘1’_‘&:%6%%@;&0

elements dequeued

Fa—OHIRENTCEROE, ZORI, AT LADEIAEY 2o
TZAEY ORI ELT TN TRREICF 2 —IRFSND 2 &iTh-o
BB ULEG D £,

frees ignored by size

BERPNETETCHER T v U IHERERETE R o720,
X o — | TEE S R Do TR ISR D H,

frees ignored by
locking

BEOT TV r—arBDAT Y ZEALTWSED, Fa—ICRBESH
T, V=T K o TRATRAE SN T ER 0%, &BICAT Y 2k
LTV AT ACRLET AU A—a U, ZOAEYfHEEE X2 —I128
D Y¥TEF,

successful validate
runs

clear memory delayed-free-poisoner =~ > RZEHA LT, £=% 1 7
WA X =TSN, E2E7 VT ENTHET, F2—DONED (B
#ic, F721% memory delayed-free-poisoner validate =~ > FiZ L >

T) MEES 7B

aborted validate runs

clear memory delayed-free-poisoner =~ F&ZfEH LT, £=%V 7
DA F—=T N ENTZE, $RFZ7 VT ENEET, B0z 27 (EH
M 72 AT £ 7213 CLI 20 b ORGEER) ARFICF 2 —2fH L L5 & L
e, Fa—ONEEF v 7T HERIHIE I LR,

local time of last
validate

BEOBIEEOEITRET LI 2 na—h ¥ A5 LA,

O R

avy kR

B

clear memory
delayed-free-poisoner

delayed free-memory poisoner > — /LD F = —B L OHFHERZ 27 U7 L&

‘é—o

memory
delayed-free-poisoner
enable

delayed free-memory poisoner > —/V & A X —7 W LET,

memory
delayed-free-poisoner
validate

delayed free-memory poisoner ¥ —/L 0 % = — N O MGE A H 5217 L £

D
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show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

B show memory profile

show memory profile

X2 VT4 TTITATADAERIVMERAR (FrTr7A) 7)) ICHTDIERERTT DI, F
# EXEC *£— RC show memory profile =~ > FZEHA L E 7,

show memory profile [peak] [detail | collated | status]

X DA collated L) ETREINAATVEREZERLET,
detail (EE) AEV OFMEREFRLET,
peak (EE) MY oy 77 TERL, BE—2 ¥ 7Fx Ny 77 2FR
LET,
status UEE) AEY TudrA ) 7= v 7F v Ny 77 OBIEDR
EEERLET,
FTI4ILE 774V hOBIEREIED Y EE A,
avv kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
TILF
aAVTEFR
avy kK E—F L—Fvy F |&EB VTN k SRT LA
4—%}% EXEC ° ° N ° °
avy FEE yy—=x EENE
7.0(1) Zoa<wy FRNEAIRE L,

HERHEDHA K51

~

GE)

3l

show memory profile =~ > FZFEHL T, A€ VHEHRKL~LVERAEY V—F & T TNV a—
TAVILET, 777 AV IMEIESRTVWAHATYH, TR 77 AL Ny 7 7 ODNEEFER
TEET, v 77 AV 2B T2E, Ny 77 IXEEICY VT SET,

AEY Fu Ty AV T EARZ—TNICTELE, EXa VT 4 TFIAT LV ADNRT F—< 2 AP —
IR T T 2560 H 0 £7,

RICH 2R LET,

hostname# show memory profile
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 0

WKIZ75 T show memory profile detail 2~ ROWHINIL, 6 2DOFT—X HhT7 L 1 OO~y F— 7
T ARG EN, ERiZA TREREINTWET, ~v ¥ — BT KZF, BEOT—H BT HxHET D
AEY N7y NOT RLARRRINET (16 #fH), 7—X B, X7y M T RLRZHDHTF
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show memory profile W

A MERFI=FRRELTHLAS MITY, 7—F BT 2ROV AR () 1, 2oNTy o
THERAMIESTAEYBRESNLTWARWI E2BWRLET, THOMDOI T LMIE, BION T LD D
MBI T LN T7y h T RVAZRLTCHET, HE 2, ROITOXREOT—% BT
LDOT R A A7y T 0x001069¢0 T, ADITD 2 HFDDT =% AT LDT R A N7y M
0x001069¢4 T, LUBELRERICH S L TWEET, BHIE, ~v X — DT LCTHDT FLARRDA
o b 7T RVATYT, ZHUT, BIOITOREDT —Z 7 507 RUAITHESEEZINE LIzt DTY,
AR AEENRTIIR AR SNER A, TOX I RIFFRITRDTHN, HEERLTVDLIILLH
DET, ZOHAE, ~v A= B TACIBMOEV AR (L) TREINET,

hostname# show memory profile detail

Range: start = 0x00100020, end = 0x00e006e0, increment = 00000004

Total = 48941152

6¥601069eo . 24462 .
6;60106d88 . 1865870 .
6%6010adf0 . 7788 .
6¥60113640 .. . . 433152 .

0x00116790 2480 .
<snip>

wiz, B ShIZH OBl 2R LET,

hostname# show memory profile collated

Range: start = 0x00100020, end = 0x00e006e0, increment = 00000004
Total = 48941152

24462 0x001069e4

1865870 0x00106d8c

7788 0x0010adf4

433152 0x00113650

2480 0x00116790

<snip>

WIZ, =7 Xx T Fx N7 7OFERLET,

hostname# show memory profile peak
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 102400

WIZ, E—=7 ¥ TF v Ny TZ7é, T30y 8 7 RLVRCHDTF A MERITa— NBRE
LCWBAS M DOBlZRLET,

hostname# show memory profile peak detail
Range: start = 0x004018b4, end = 0x004169d0, increment = 00000004
Total = 102400

0x00404c8c . . 102400 .

WIZ, AFY TuT7rA) 0 TOBEDORELE—7 ¥ T TF v Ny T70flafrLET,

hostname# show memory profile status

InUse profiling: ON

Peak profiling: OFF

Memory used by profile buffers: 11518860 bytes
Profile:

0x00100020-0x00b£fc3a8(00000004)

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

B show memory profile

P i=iedN S avy kR B
memory profile enable X E VRN (AEFY FurdrA YY) OF=FV T4 Fx—T )L
Iz LET,

memory profile text TuTZrANTHEAEYIDT BT A TxH A MIHERELET,

clear memory profile XtV o774 Y U FHEEICL > TREFEENDAEY No T 7%
TLET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show memory tracking

show memory tracking

Y=l ko TR EN D, BIERIY Y THEHDAE Y KT 2I121E, ¥ EXEC £— R T show
memory tracking =< R&ZEITLET,

show memory tracking [address | dump | detail]

X DA address (EE) TRLAZLOAFEIVDO N T uX o I hFERLET,
detail (EE) NEATYV DT v F U IREEFRLET,
dump (FEE) AEY FIvF T T RLADE T EH I LET,
TIHIE T 7 AN FOBIERELSL D EE A,
avyv kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
<ILTF
aAVTFR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
ke EXEC . . — . .
avy FERE yy—=x EENE
7.0 (8) Zoavwr RREAINE L,

BEREDHL FF1

3l

show memory tracking =~ > FZHERA LT, V— I VBB TWD, BEED Y THELD A E
VEaRRLET,

&Iz, show memory tracking =~ > FOHAFI 2R L £,

hostname# show memory tracking

memory tracking by caller:

17 bytes from 1 allocates by 0x080c50c2

37 bytes from 1 allocates by 0x080c50£f6

57 bytes from 1 allocates by 0x080c5125
20481 bytes from 1 allocates by 0x080c5154

¥IZ, show memory tracking address & show memory tracking dump ®OH i Z R~ L E T,

hostname# show memory tracking address
memory tracking by caller:

17 bytes from 1 allocates by 0x080c50c2

37 bytes from 1 allocates by 0x080c50f6

57 bytes from 1 allocates by 0x080c5125
20481 bytes from 1 allocates by 0x080c5154

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

M show memory tracking

memory tracking by address:

37 byte region @ 0xa893ae80 allocated by 0x080c50f6

57 byte region @ 0xa893aed0 allocated by 0x080c5125
20481 byte region @ Oxa8d7cc50 allocated by 0x080c5154
17 byte region @ 0xa8a6f370 allocated by 0x080c50c2

hostname# memory tracking dump 0xa893aed0l

Tracking data for the 57 byte region at 0xa893aedl:

Timestamp: 05:59:36.309 UTC Sun Jul 29 2007

Traceback:

0x080c5125

0x080b3695

0x0873f606

0x08740573

0x080ab530

0x080ac788

0x080adl41

0x0805df8f

Dumping 57 bytes of the 57 byte region:

a893aed0: Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc O0c 0c 0C | wevivinnennnn.
a893aeel: Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc 0c | wevuiiviinnnnnn.
a893aef0: Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc Oc 0c 0c 0C | weweeeeeeennnnn.
a893af00: Oc Oc Oc Oc Oc Oc Oc Oc Oc | ..ovuvenvnn.

P i=iedN S avwyvk B
clear memory tracking HENEIN TWETRTOFBHREZZ YT LET,
show memory tracking HEZED Y TONTWAAEY 2K RFLET,
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| w27

show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show memory webvpn W

show memory webvpn

webvpn O A & Vil APRBLOFEEHE WA AT 5 121E, i EXEC £ — F T show memory webvpn =
vV REMBEHALES,

show memory webvpn [allobjects | blocks | dumpstate [cache | diskO0 | disk1 | flash | ftp | system
| tftp]| pools | profile [clear | dump | start | stop] | usedobjects {{begin | exclude | grep |
include} line /ine}]

B DEE

TIHILE

allobjects T, Tayl TRTCOMHBFAAA T V=7 VBLORKEA ATV =7 b
IZDWT, webvpn AEVHEHEOFMEZRTLET,

begin —HTHITNSEBBLET,

blocks AFY 7Ty ZIZO0T, webvpn A EVHHABOFEMER R LT,

cache webvpn AEY ¥ v alREBOX T DT 7 A VAL ERELET,

clear webvpn AEY 77 AN E2 7 VT LET,

disk0 webvpn A E Y disk0 RED X T D7 7 A WA EFEEL £,

disk1 webvpn A E Y diskl RED X T DT 7 A VA EEELET,

dump webvpn A €Y YT A NET A NMTH I LET,

dumpstate webvpn A€ VARREE 7 7 A MICH I L ET,

exclude —HTITERALET,

flash webvpn A€V 7T vV aREEOF T DT 7 A VL ERELET,

ftp webvpn A E Y fip REED X > T DT 7 A V4L EIEELET,

grep —HTDITEEODLN, EEFBRILET,

include —HT T EEOET,

line —HTAITERELET,

line —HTHITEEELET,

pools AEY T =IO T, webvpn AV FEHEOHEMEERLET,

profile webvpn A EY a7 A VENELT, 77 A MTHDLET,

system webvpn A EY VAT LREDT T DT 7 A N ERELET,

start webvpn AEY TR T7 7 A VOIREZFIELET,

stop webvpn AEY T 7 7 A )LONEEZIEILELET,

tftp webvpn AE Y titp REED X L T D7 7 A M4 EFEELET,

usedobjects HRFEHAT V=7 MO T, webvpn AV EAEOFHEMEZFRRLET,

T 7 4V N OBERLEIZH U EH A,

| oL-12173-02-J
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B22TE

show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

M show memory webvpn

avvk E—F ROFINZ, a2 P ANTEHEF— R RLET,

F74F72+x—I)IL E—F

X744 aVTERXFb

avYy kK E—F =Ty kK |&f& SUHL

TRILF

aVTFX
~

4—%}% EXEC hd —_— .

Jua—nN) a7 ¥ al— . — *
vay

webvpn E— K . —

Jy—2 EEAR

7.1(1) Zoa<wy FPNEAIHE L,

5 &IZ. show memory webvpn allobjects =~ > KOH B ER L ET,

hostname# show memory webvpn allobjects

Arena 0x36bl4f8 of 4094744 bytes (61 blocks of size 66048),
130100456 free bytes (97%; 1969 blocks, zone 0)

Arena is dynamically allocated, not contiguous

Features: GroupMgmt: SET, MemDebugLog: unset

Pool 0xd719a78
Size: 66040 (1% of current,
Object frame size: 32

Load related limits: 70/50/30

Callbacks: !init/!prep/!f2ca/!dstr/!dump
Blocks in use:

Block 0xd719ac0..0xd729cb8

0% of limit)

(size 66040), pool "cp entries"

Watermarks { 0xd7098f8 <= 0xd70bb60 <= 0xd719a60 } = 57088 ready
(realigned-to-8)

Block size 66040 not equal to arena block 66048
Used objects: 0

Top allocated count: 275

Objects dump:

0. Object 0xd70bb50:

FREED (by "jvclass pool free")

("cp_entries" => "pool for class cpool entries")

maximum 134195200

(next 0xd6d91d8)

BEEav Uk B

avy kR

memory-size

£,

WebVPN BEHTE 28 X2 VT 4 TTITAT UV ADAETY BEFRTEL

Il _ Cisco Security Appliance A< F )27 L&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show memory-caller address W

show memory-caller address

X2 VT4 TTITAT U RATRESNIZT B U RA#HZ£R T 51213, F5# EXEC & — N T show
memory-caller address =~ > K& H L ET,

show memory-caller address

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T4+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WDORIZ, a~vr REANTEDLE—NERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILTF
AVTHFR
avwvy kK E—F L—FTyF |&EB gL k AT LA
4‘%“‘:*@ EXEC . . N . .
avy FEE yy—= EENE
7.0(1) Zoavy RPREAIShELE,

BEREDAL T4

3l

7 KL R % show memory-caller address =~ > R T&Z/R9 A H1IC, memory caller-address =~
VU RTRETHLENRH Y £,

RIZ. memory caller-address =~ > N TRE L7727 KL A, ¥ LT show memory-caller
address 2~ NIC L D2 RFFREROHIZRLET,

hostname# memory caller-address 0x00109d5c 0x00109e08
hostname# memory caller-address 0x009b0ef0O 0x009b0f14
hostname# memory caller-address 0x00cf2llc 0x00cf4464

hostname# show memory-caller address
Move down stack frame for the addresses:
pc = 0x00109d5¢c-0x00109e08

pc 0x009b0ef0-0x00900£14

pc 0x00cf211c-0x00cf4464

7 R U A% 72 show memory-caller address =~ > R&E ANTIRNCHE SN TV AN HE, T
FLRAFFRRENEE A,

hostname# show memory-caller address
Move down stack frame for the addresses:

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show memory-caller address

EEaTUF avvk B2
memory caller-address ¥/55C PC D AEY 7 u v 7 2% ELET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show mfio H

show mfib

RET U P BROAS ¥ —T oA ZAOBLENS MFIB &334 2121%, ### EXEC £— F T show
mfib =~ P& L £,

show mfib [group [source]] [verbose]

X DA group %) vV F XY AR ZA—FDIP T RLATY,
source (fEE) wVFHX¥ AR V—RFEFIEOIP T FLATY, TauE, 4 5%
Ky hlx 10 EFEZD2=%x XA [P 7 KL ATT,
verbose (EE) = RV ICHET2EBMNEREZFRTILET,
FI4I+ EEDOFEERE LRV E, T_XTOINA—FOERNFRENET,
avy kR E—F ORI, a~ REANTEHE—FERLET,

274F794x—)IL E—F |[£FaVUFq a2TFXF

4%
aAVTFR
avwry kK E—FK L—FvF |&& UL [ AT L
o —4% EXEC *7/-134%## EXEC | * — . — —
avy REE Jyy—=x EENE
7.0(1) Zoavy RREAIShELE,
1 &Iz, show mfib =< > FOH %R LET,

hostname# show mfib 224.0.2.39

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop

Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops

Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*,224.0.1.39) Flags: S K

Forwarding: 0/0/0/0, Other: 0/0/0

EEavwY R avwyFk EA
show mfib verbose EET L MIBLOS, ¥ —T = A AT DFEMGEREE T LET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show mfib active

show mfib active

TIT AT~V TFHx A MNEETLEERTHI21E, =—Y EXEC £— FE 71354 EXEC ©— KT
show mfib active =~ FZfEH L £7,

show mfib [group] active [kbps]

BX DA group EE) vAFFYv AN ZL—FDIP 7 FL AT,

kbps (EE) ZofEU Lo~ FXx 2 AN —ADORIZEREHIBLET,
TIALE kbps DT 7 4V MElX 4 TT, group ZHEELRWEA, TXTOI V=T RERSNET,
avy kR E—F WDORIZ, a~v REANTEDLE—NERLET,

274F794—)IL E—F |[£FaUT«1 a2TFXF

<ILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT LA
2 —4 EXEC ¥ 7213454 EXEC | * — . — —
avy FERE Jyy—x EEANA
7.0(1) Toawr RREASHELE,

BRLEDHS ES1Y show mfib active 2~ RO /I TiE, PPS DL — MIEEFHIZADOHEENRETRENET, X2
T A TTITAT U APNAOEMEEFK T HDiL, RPF X7y EBRRRLELGEN, V—FBRIEA
H—TxA4A (OIF) VA PEFEHLTRPF X7y h2E=X L TWAHATT, TDOLHRBEHEN
FKAELTWDIEEIL, ~VFXY AN V—T7 4 VT ICHENRH DA REENRH D £7°,

{4 w1z . show mfib active =2~ ROH HFZ < LET,

hostname# show mfib active
Active IP Multicast Sources - sending >= 4 kbps

Group: 224.2.127.254, (sdr.cisco.com)
Source: 192.168.28.69 (mbone.ipd.anl.gov)
Rate: 1 pps/4 kbps(lsec), 4 kbps(last 1 secs), 4 kbps(life avg)

Group: 224.2.201.241, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 9 pps/93 kbps(lsec), 145 kbps(last 20 secs), 85 kbps(life avg)

Group: 224.2.207.215, ACM 97
Source: 192.168.52.160 (webcast3-el.acm97.interop.net)
Rate: 3 pps/31 kbps(lsec), 63 kbps(last 19 secs), 65 kbps(life avg)
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show mfib active Wl

avy kR Bl
show mroute active TI7T 4T~ )LFXxry AN AR —LE2FRRLET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Hl  show mfib count

show mfib count

MFIB V— ks &3y N T — X #HRRT 5121%, = —V% EXEC ®— NE 721344 EXEC E— T
show mfib count =~ > F&{#H L £,

show mfib [group [source]] count

WX D5 group ULE) VL FFx A ZA—7DIP 7 FL AT,
source (EE) ~VTFH¥ AN L—FEFTLOIP T RLVATY, Zid, 4 H5E
Ko MMix 10 #EETZO2Z=%v XA NP7 KL AT,

T2+ T 7 v N OBEREIZH Y FHA,

WORIZ, a~2 REANTELE—RERLET,

T
H
I
™.

avy

274F794—)IL E—F |[£FaUT«1 a2TFXF

<ILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT LA
2—H EXEC F 721345 EXEC | * — . — —
avy FERE Jyy—x EEAR
7.0(1) Zoawr RREASHELE,

BREDHA K1Y Zoaxry NI, A7y O RFoy FICET SEHERER R LET,

1 w1z, show mfib count =~ > FOM 2= LET,

hostname# show mfib count
MFIB global counters are :

* Packets [no input idb] : 0

* Packets [failed route lookup] : O

* Packets [Failed idb lookup] : O

* Packets [Mcast disabled on input I/F] : 0
BEavUF avwv kR Bk

clear mfib counters MFIB/V—% XAy N i 2% 707 LET,
show mroute count “IVFFY AN —bF DU HEERLET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show mfib interface W

show mfib interface

MFIB 72t RICBE L TWA AL L X —T = A ZAD vy MNEFE S A ETRTBI101%, =—% EXEC
£ — FE 7134554 EXEC ©— K C show mfib interface =~ FZH L £9,

show mfib interface [interface]

WX DA interface (ER) A ¥ —T=A 24, HMESNIA F—T = ADIHIHEKR%E
PR L £,

TIHILE FTRCOMFIB A V¥ —7 A ADERNFRINET,

™.

H
I

™.

=3 WOFRIZ, a~<v REANTEDLE—RERLET,

7747924 —)LE—F |[€£F%aUFq4 aV7TFXF
<ILF
aAVTFRX
avy kK E—F L—TyF |&E# v [ VAT L
2 —4 EXEC ¥ 721344 EXEC | * — . — —

avy FEE yy—= EERNE
7.0(1) Zoavry RPREAINE LR,

i iz, show mfib interface =~ > ROHNHHIZ R L £,

hostname# show mfib interface
IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running
MFIB interface status CEF-based output
[configured,available]
EthernetO up [ no, noj
Ethernetl up [ no, noj
Ethernet2 up [ no, noj

BEEavwY R avwyFk EA
show mfib T 52O FYBIOAS VU F—7 =4 AT % MFIB 15# % £~
LE¥7,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

B show mfib reserved

show mfib reserved

TR T N—T e FrmTHIZ1E, 2—% EXEC £— FE 7138 EXEC £ — K T show mfib
reserved =~ RZfEH L £,

show mfib reserved [count | verbose | active [kpbs]]

B DEREA count (EE) X7y FBIUONL—FORICET T —XE2ERLET,
verbose (L&) BIE#REERLET,
active EE) 77T 4 7R~ FFv A MEETEFRLET,
kpbs EE) O EDOT 77 4 T~ F X v A N EETT DI FE R H
B LET,
TIAILE kbps DF 7 + v MEIL 4 TT,
avv kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£F%FaUFq a2TFXF
<ILF
aAVvTFXR
avwy kK E—F L—Tv F |&E#& SN [ AT L
o —# EXEC ¥ 7- 13454 EXEC | * — . — —
avy FERE yy—=x EENE
7.0(1) Zoa<wy FRNEAIRE L,

HERHEDHA K51

il

Zoawy Rid, 224.0.0.0 ~ 224.0.0.225 O#iHDO MFIB = F U 2R/ RLE T,

iz, show mfib reserved =~ > KO 12~ L £,

hostname# command example
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,

AR - Activity Required, D - Drop Forwarding Counts: Pkt Count/Pkts per
second/Avg Pkt Size/Kbits per second Other counts: Total/RPF failed/Other drops Interface
Flags: A - Accept, F - Forward, NS - Negate Signalling

IC - Internal Copy, NP - Not platform switched

SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.0.0/4) Flags: C K

Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.0/24) Flags: K

Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.1) Flags:

Forwarding: 0/0/0/0, Other: 0/0/0

outside Flags: IC

dmz Flags: IC
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show mfib reserved W

inside Flags: IC

P i=iedN S avv kR B
show mfib active TITFAThRIALFXRY AN AN —LAERRFLET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Hl  show mfib status

show mfib status

MFIB O&fi7a 7 4 ¥Fab—a VEBERT —Z AR T5I121F, =—Y EXEC £— FN&
7213454 EXEC & — F C show mfib status =~ F&#EH L F 5,

show mfib status

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

T7A472+—)L E—F |[¥aUT4 aVTFXFb
<2ILF
AVTER
avY kK E—F =Ty F Ef# TN k VAT L
o — EXEC % 7213474 EXEC | * — . — —
av Yy FERE yy—=x EEANR
7.0(1) Zoavy RPREAIShELE,
il Wiz, show mfib status =~ > FOH HEIZRLET,
hostname# show mfib status
IP Multicast Forwarding (MFIB) status:
Configuration Status: enabled
Operational Status: running
BEaT YR avwyk ETLT
show mfib kT HMOTY P BIOAS V¥ —7 = A AT 5 MFIB 1§ & £R
LET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show mfib summary W

show mfib summary

MFIB ®x> b Y & A v Z =T = ZAOBIHET 2 ZOFRAZF T H12iE, = —HP EXEC £— NZ%
72137 EXEC £ — R C show mfib summary =~ > R&ffH L9,

show mfib summary

BX DA Zoa=wy RIZIEEBIEFERZIZF—TU—FEH Y A,
TIAILE T 7 AN N OBERHEITH Y EH AL
avvFkF E—F WORIZ, a~vr REANTEDHLE—REZRLET,

F7A4F794—IL E—F EFa)Fq a2TFRXFb
<IVF
aAVTHFR

avy K E—F L—Fv F |&Ei& TN k AT LA
2 —4 EXEC ¥ 7213454 EXEC | * — . — —
avy FERE Jyy—=x EEANA
7.0(1) Zoavy RPREAIShELE,
15l &Iz, show mfib summary =~ > FOHHHIEZRLET,
hostname# show mfib summary
IPv6 MFIB summary:
54 total entries [1 (S,G), 7 (*,G), 46 (*,G/m)]
17 total MFIB interfaces
BiEav R avyk EL

show mroute summary < /L F¥x 2 s L—F ¢ 7 F—T L OELIFEFRAERLET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Hl  show mfib verbose

show mfib verbose

Rk Y b U F—T 2 A AT DB R 2 KR T 5121F, =2—% EXEC £— FE 71355
EXEC &— K C show mfib verbose =~ > F&fif L F7,

show mfib verbose

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

2747 94—)IL E—F |[£FaUTq a2TFXF

4%
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
o—H EXEC % 7213454 EXEC | * — . — —
avy RERE yy—=x EENE
7.0(1) Zoavy RPREAIShELE,
1 w1z . show mfib verbose =~ RO HfHl %2~ LET,

hostname# show mfib verbose
Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, D - Drop
Forwarding counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.0.1.39) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.1.40) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0
(*,224.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0

BEav UK avw>v Kk HL]
show mfib T Ao NV BLOS ¥ —7 = A R 5 MFIB 158 & £R
LET,

show mfib summary  MFIBO x> f U LA ¥ —T = A ZOEITHT 2 EAEREF T LET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

showmgecp W

show mgcp

MGCP a7 4 F¥al—varbktyia AFREERTRT2ITIE FHE EXEC £ — R T show mgep
avy REfHLET,

show mgcp {commands | sessions} [detail]

EX DA commands a2 R Fa2—HN0O MGCP 2w RO¥EFR R LET,
sessions BEAFEDO MGCP By v a vz R LET,
detail (FE) &a<wr N (Fridtyay) 1T 5E8NMEREHDICHET
LE9,
FI4I+ T 7 4V N OMIECEIZH Y FH A,
avy kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
<ILTF
aAVTFR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
ke EXEC . . . . —
avy FERE yy—2= EENE
BEAE Zoa<wy RIFEETT,

ERALDHA 54> show mgep commands =~ > R, 2 F ¥2—HNO MGCP 2w REEZRRFLET, show
mgcp sessions =~ > NiE, BEfF0O MGCP v v a VEERRLET, detail 73 ik, Fa~vr
F (Eidtyvay) CHET2BMEREHDCEDE T,

l WIZ, showmgep =~ F A7 v a v oflzRLET,

hostname# show mgcp commands

1 in use, 1 most used, 200 maximum allowed

CRCX, gateway IP: host-pc-2, transaction ID: 2052, idle: 0:00:07
hostname#

hostname# show mgcp commands detail
1 in use, 1 most used, 200 maximum allowed
CRCX, idle: 0:00:10
Gateway 1P | host-pc-2
Transaction ID 2052
Endpoint name | aaln/1
call 1Dl 9876543210abcdef
Connection ID |
Media IP1192.168.5.7
Media portl 6058
hostname#
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B22TE

show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

l  show mgcp

hostname# show mgcp sessions
1 in use, 1 most used
Gateway IP host-pc-2,
hostname#

hostname# show mgcp sessions detail

1 in use, 1 most used

Session active 0:00:14
Gateway 1P | host-pc-2
call 1D| 9876543210abcdef
Connection ID| 6789af54c9
Endpoint name | aaln/1
Media lcl port 6166
Media rmt IP|192.168.5.7

connection ID 6789af54c9,

active 0:00:11

Media rmt port 6058
hostname#
pPIEa< R avwy kR Bl
class-map X2 VT T arEEATAONI 74y VI RAEERELET,
debug mgcp MGCP OF Ny ZiEfE A 2 —7 M LET,

inspect mgcp

MGCP 77U r—ary A VAR avkEAX—T NI LET,

MGCP v 7%E#F L, MGCP~y 7V a7 4 Fal— gy F— K%

mgcp-map
A F—T NI LET,
show conn SEIERBERF A TOESIREEZ TR LT T,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

showmmp H

show mmp

BEfF D MMP & v ¥ 3 VBT 26 W %2 #7511, %M EXEC €— N T show mmp =~ > N%&fl
MLET,

show mmp [address]

BX DA address MMP 27 547> b/ H—=_"DIP 7 FLAZIEELET,
TI4NE T 74 b OBERMEIZH Y R A,
avY kK E—F WDORIZ, a~v REANITEDLE—RNERLET,
2747924+ —)IL E—F |[£FaUFs aVTFXEL
RILF
aAVTHR
avY K E—F =Ty F E& A k VRT L
ke EXEC . — . . _
avy FERE yy—=x FERA
8.0(4) Zoavy RBEEMENE Lk,
1 WIZ, BEFED MMP £ v ¥ a V2T 5504 EK 7T 5 show mmp =2~ FOEAFIZRLET,
hostname# show mmp 10.0.0.42
MMP session:: inside:10.0.0.42/5443 outside:172.23.62.204/2442
session-id=71AD3EB1-7BE8-42E0-8DC3-E96E41D4ADDS
data:: rx-bytes=1258, tx-bytes=1258
BiEa< YR avw vk HTL:]
debug mmp MMP A X b &R R LET,
inspect mmp MMP A VAT v ay TP EHELET,

show debug mmp MMP A VAT v ay Y a— VOBREOT Ny Fi%EErFR R LET,

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

B show mode

show mode

EITHOYV T NI 2T A A=Y, BIOT75 v a2 AEVHOEEDA A—VDRd0EX 2 T 4
aVTHRAR T— RERRT DL, B EXEC ©— KT show mode =~ R&ZfHEH L E9,

show mode
BX DA Zoa=wy RIZIEBIEFERZIZF—TU—FEHY A,
T4+ T 7 AN N OBERMHEITH Y EH AL

avvFkF E—F WORIZ, a~v FEANTELE—RERLET,
274724+ —)L E—F |[£FaVFs aVTFXE
<IVF
aAVTHR
avY kR E—F =Ty F EB TN k SRTL
%*@ EXEC i . . . .
avy FERE yy—= EEANA
7.0(1) Zoavy RPREAIShELE,
1] KIZ. show mode 2~ FOHNFIZRLET, RIZ, BITEDOE— K& ETESNTWVRNA A=
limage.bin] OE— FOFlZRL E T,
hostname# show mode flash:/image.bin
Firewall mode: multiple
T— N, v AFFRET I r0o0nThnTd,
BEEav VR avwo R BL
context VAT AT 4 X2l —a il Xa T4 arTRA MEERL,
AVFXRAN Ay 4 F¥al— gy B— FEBBLET,
mode AVTFXARNFT— REVUIAFEIFYLFICEELET,
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show module W

show module

ASA 5500 V) — XX DT 4 T I7A T AD SSM IZHT A EHRCV AT ADOFREZ TR
T 512k, =—% EXEC “£— K C show module =~ > F&EHLFJ,

show module [all | s/of [details | recover]]

BX DA all (F74L k) Zry h1DOSSMEZXrY 0DV AT AIHETAESS
FRLET,
details (EE) 17V V= b SSM (72& 21F ASA-SSM-x0 72 &) o U E—
BHa 74 Xal—variedgte, BMIMEREFRLET,
recover EE) 41>F7 U=k SSM 22T, hw-module module recover =
<~V ROBREEERLET,
(G¥) recover ¥—7U— KB HHZ72 5 DX, hw-module module
recover =¥ N{Z configure ¥ — 7V — FZfEH L TSSM D U 3
VY arvrZ 4 Xalb—va Bk LicBanHTY,
slot EE) Ay FESLLTO XTI 2ELEY, Zuy FO0E, &
X2 T4 TTFIAT UV ADERS ZT LT,
T2+ WAHFDOAT Y FOFERVBERSINET,
avv kK E—F WORIZ, a~vr REANTEDLE—REZRLET,
F74F794—IL E—F EFa)Fq a2TFRXFb
TILF
aAVTHFR
avy kK E—F =Ty K |&\B@ o k AT LA
2 —4 EXEC . . . . .
avy RERE Jy—=x EENE
7.0(1) Zoavy RPREAIShELE,
7.1(1) Zoawr NI, L0EL OMEREENITOILIICETEINE LT,

HEREDHA K51

3l

Zoavwr RTHE, SSMEBEW, VAT AELMAIRABRA v —T =4 AT HHERERLET,
show module recover =~ > RlX, AT LAETAR—ATCORFEHATE 7,

&IZ, show module =~ > FOM Nl ZRLET, Ay b 0IFER AT LT, Ay b 11X CSC
SSM T9,

hostname> show module
Mod Card Type

ASA5520 P3000000034

Serial No.

0 ASA 5520 Adaptive Security Appliance

| oL-12173-02-J
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B22TE

show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

Bl show module

1 ASA 5500 Series Security Services Module-20

MAC Address Range

SSM Application Name

ASA-SSM-20 0

Hw Version Fw Version Sw Version

0 000b.fcf8.c30d to 000b.fcf8.c311 1
1 000b.fcf8.012c to 000b.fcf8.012c 1.

1.0(10)0
1.0(10)0

7.1(0)5

CSC SSM 5.0 (Build#1187)

SSM Application Version

1 CSC SSM scan services are not

1 CSC SsM

Status

5.0 (Build#1187)

Data Plane Status Compatibility

Not Applicable
Up

# 221, 74—V FOWBHEZRLET,

& 27-3 show module ®7 1 —JL F

Z4—ILF B

Mod 2wy RS (0 £ 1),

Card Type A8y b ORREND VAT ADOEE, AT EXT Ty N7+ —H T
NTT, Ay 1D SSM DA, #A471LSSM Z A 7T,

Model DAYy hOETINVTT,

Serial No. VI TNEE,

MAC Address Range

ZDSSM DA B =T AR, FETEITNAA A, MBIABA L F—T =
A A0 MAC 7 R L AP,

Hw Version N R 2T ONR— g

Fw Version Ty =TT D=V g,

Sw Version VTR 2TON—V 3,

SSM Application Name |SSM CTHEITSNTNLT 7 U 7 — a v O4T,

SSM Application SSM THEATENTWAT I U r—rardnR—Ta v,

Version

Status 2y N 0DYAT LAORE, AT —HAZUpSys T+, Auvy h 1D

SSM D AT —H AL, RONTNNTT,

o Initializing : SSM M &, VAT AIZE > Ta v b —/LiEER
Wb S EJ,

e Up:SSM BT AT A XD ETET LE LT,

* Unresponsive : Z® SSM L DBETICT AT LTI —NREAELEL
7

e Reloading: f1>7 V¥ =2k SSM OHA, SSMEZYr—RKLTWE
‘d—o

* Shutting Down : SSM # ¥ ¥ v ¥ T LTNET,

e Down:SSM 2y ¥y InE LK,

e Recover: A>T VY2 s SSM DA, SSM B U AR f A=
A a—RLEI>ELTWET,
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show module W

#* 27-3 show module D74 —JILF (%)

Z4—ILF By

Data Plane Status SSM ~DF — & F L — 2 OHIEDIRRE,
Compatibility FEO DO AT AZEE L SSM O H#alE,

show module details =~ > FOHJjE, Av vy MZHD SSM DX A ST -oTRRVET, Ll i
£, CSCSSM O AIZIZ CSCSSM VY 7 R =7 DaryR—xv MIBET L7 4 —L RAEGENE
T, TNHDT 4 — RiE, 2y FMZ AIP SSM VB2 BAICIEFRENEE A, KIZ, show
module details =~ > FOHAFI 2R L F T,

hostname> show module 1 details

Getting details from the Service Module, please wait...
ASA 5500 Series Security Services Module-20

Model: ASA-SSM-20
Hardware version: V1.0

Serial Number: 12345678
Firmware version: 1.0(7)2
Software version: 4.1(1.1)847(0.1)

MAC Address Range: 000b.fcf8.0156 to 000b.fcf8.0156
Data plane Status: Up

Status: Up

Mgmt IP addr: 10.89.147.13
Mgmt web ports: 443

Mgmt TLS enabled: true

#£ 2312, % 74—/ ROFHHEZRLET, showmodule =~ RTHEREIND T 4 —/L FIZHONT
I, 22 2L TLTEEN,

= 27-4 show module details 71 —JL F

Z4—ILF ETLT

Mgmt IP addr A7V Vx> bk SSM DA, SSMEBA VX —T A ADIP T KL A
ERARALET,

Mgmt web ports ATV b SSM OGE, BHA UH—T 2 AIHEEINTZHR— b
ERRLET,

Mgmt TLS enabled A7V Vx> b SSM O, SSMOEHA ¥ —7 = A4 ADPERIKS
LThIVAR—=IBOEX 2V T 4 BAR—T NV ThHD0E 5D (True
%7213 False) Z/RLET,

wiZ. show module =~ K|Z recover ¥ — U — KM S N7=560H B2 R LE T,

hostname> show module 1 recover
Module 1 recover parameters.
Boot Recovery Image: Yes

Image URL: tftp://10.21.18.1/ids-oldimg
Port IP Address: 10.1.2.10
Port Mask : 255.255.255.0

Gateway IP Address: 10.1.2.254
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show module

P i=iedN S avy kR B
debug module-boot SSMO7—h 7B RZET TNy T AvkE—U%RRLET,
hw-module module YANRY £ A=2% TFTP =" 60— RL T, AT U Pz b SSM

recover ZEELET,

hw-module module SSMZv Yy hEo L, N"—Fu=7 Vky haFITLET,

reset

hw-module module ATV FSSM Y 7 b =T 2V e—RLET,

reload

hw-module module a7 4 F¥alb—vay T—HERDLOTICERZYLHEHEZ LT, SSM
shutdown Thy=TEYYy MU LET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show mrib client W

show mrib client

MRIB 7 74 7 > MERICET 2 M2 Fon T 2121E, =—¥ EXEC ®— NE 721345 EXEC £— K
< show mrib client =~ FZfEH L £7,

show mrib client [filter] [name client name]

X DA filter UEE) 7I9AT v b 74NV EEERLET, £77A4T7 2 "BAETS
MRIB 757 &, K747 MRBET 57 7 7 ICBlT 5 ERE R RT
HleOIZHERALET,
name client_name (f£%) PIM £7%1Z IGMP 72 ¥, MRIB®» 27 547> & LTCEIET 5~
NTFXRx AL V=T 47 7a ka2 LD,
T4+ T 7 v N OBEREIZD Y FHA,
avwv kK E—F WOFRIZ, a2 REANTEDE—RERLET,
274F794—)IL E—F |[£FaUT«1 a2TFXF
<ILF
AVTHFR
avwvy kK E—F L—FTyF |&EB VTN k AT LA
o—4 EXEC % 7213454 EXEC | * — . — —
avy FERE Jyy—=x EERNE
7.0(1) Zoavy RPREAISNE LR,

BERLEDAL FF1Y

]

filter 77> a AL T, SEIEARMRIBZ 747V FRBEFINTWEHL—FBIORAS X —
TaxA ALYV TFZTOEREZHFERLET, ZOavwr R A7 arnbid,. MRIBZ 9472 B3
AT 77 bEFREINET,

Wiz, filter ¥— 7V — F%fH L7- show mrib client =~ > FOHHH 2R~ L F T,

hostname# show mrib client filter
MFWD:0 (connection id 0)

interest filter:

entry attributes: S C IA D
interface attributes: F A IC NS DP SP
groups:

include 0.0.0.0/0

interfaces:

include All

ownership filter:

groups:

include 0.0.0.0/0

interfaces:

include All

igmp:77964 (connection id 1)
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

H  show mrib client

ownership filter:

interface attributes: II ID LI LD
groups:

include 0.0.0.0/0

interfaces:

include All

pim:49287 (connection id 5)
interest filter:

entry attributes: E

interface attributes: SP II ID LI LD
groups:

include 0.0.0.0/0

interfaces:

include All

ownership filter:

entry attributes: L S C IA D
interface attributes: F A IC NS DP
groups:

include 0.0.0.0/0

interfaces:

include All

Bl#Eav UK avwy kR B
show mrib route MRIB 7 —7 VO ) 2EFLET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show mrib route W

show mrib route

MRIB 7—7/vDx= b 2FRT5121%, = —Y EXEC £— KFE 7213457 # EXEC £ — F T show
mrib route =~ FZHEH L £9,

show mrib route [[source | *] [group[/prefix-length]]]

B DEREA * (EE) EFEYIV— 2 PV EERRLET,
Iprefix-length (EE) MRIBL— DT L7 4 v I RAE, L7 4w 7 A (T RFLAD
F v MU —27845y) BREKRT AT KLU AD SR E Y M E T 10 i
AT, 10 EEMEORNZAT v ¥ 2 BERNETT,

group &) ZA—70 1P 7 KL 2 E i34,
source UEE) V—FEETOIP 7 FL X FE i34,
FI4I+ T 7 4V hOBMIEEIZSH Y FHA,
avyv kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
<ILF
aAVvTFXR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
o —# EXEC %7134 EXEC | * — . — —
avy FERE yy—=x EENE
7.0(1) Zoavwy RPNEAIHE L,

BAEDAA FS34Y  MFIB 7—7/ViZiE, MRIB 2L EHINLT N 777037y bMiFsanEd, 777
X, ¥V FF¥ A D Ty NOHEEL—LDOE Y M- T, BBEBLIN 7 F U 7 OMEEZRE
LT,
AVE—=T A AELETTTOYANMIMAT, KFL—F T VKBS EIERD T EZREREN
FT, ANA ML, BREINTAS POREETT, Ny MU, 2oz M IZonWTERE Sz
Xy RT3, show mfib count =~ ik, /b— b IR a— A h o o X BF R LE
7

i w1z, show mrib route =~ > FOH 2R~ LET,

hostname# show mrib route
IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept, D - Drop
Interface flags: F - Forward, A - Accept, IC - Internal Copy,
NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,
II - Internal Interest, ID - Internal Disinterest, LI - Local Interest,

LD - Local Disinterest
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |
Bl show mrib route
(*,224.0.0.0/4) RPF nbr: 10.11.1.20 Flags: L C
Decapstunnel0 Flags: NS
(*,224.0.0.0/24) Flags: D
(*,224.0.1.39) Flags: S
(*,224.0.1.40) Flags: S
P0OS0/3/0/0 Flags: II LI
(*,238.1.1.1) RPF nbr: 10.11.1.20 Flags: C
POS0/3/0/0 Flags: F NS LI
DecapstunnelO Flags: A
(*,239.1.1.1) RPF nbr: 10.11.1.20 Flags: C
POS0/3/0/0 Flags: F NS
Decapstunnel(0 Flags: A
BEa<UF avwyk B L]

show mfib count

MFIB 7—=7 VDN — s ERXTy NET — X 2FR LET,

show mrib route
summary

MRIB 7—7/ = h ) OEKHEFRLET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show mroute W

show mroute

IPvd ~VF X ¥ A~ V=T 47 T—T)NEFERTHIZIL, FE EXEC £— KT show mroute =~
VREHEHLET,

show mroute [group [source] | reserved] [active [rate] | count | pruned | summary]

BX DA active rate LB 77T 47~ VFXY A NKELRORERRLET., 77T+
TIRFEET LT, BTSN rate U L TEEEEITL TV BEEETTT,
rate WHEE STV WIS, 777 4 77235501 4 kbps UL EO L — b
TREEEEITLTWARETLTTT,
count UER) 7 N—7 L RERICET IHFHEREEZ TR LET, ZOFEHRITIT,
Ny RO, 1 BHTODNTy N, Ny hOFEY A X BLY
1 Bbivory MEREENTHET,

group ({EB)DNS AR A b 7—T7 AV TERINTWNDLLT Xy A K T —TD
IP 7 KL A 1340,

pruned EE) T—=r &N —hEFRLET,

reserved (EE) TRERINV—TE2FRLET,

source () EETOHA M ELILIP 7 FLX,

summary UEE) ~LVFXx AR AL—F 4T T—TANOEZ M) OEHE 1
fTCRRLET,

TIANLE rate 1B ERE LRWEE. T 7 40 b Tlid 4 Kbps 12720 £77,

avy kR E—F WDOFRIZ, a~<v REANTEDLE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFH
<ILF
aAVTXR
avv kK E—F L—Ty F |&f& SugL k AT A
¥t EXEC . — . — —
avy FERE yy—=x EERNE
7.0(1) o<y RBREAShELE,

BRLEDHA RSMY show mroute =~ > Kif, ~ LTI XX A K L—TFT 4V ITONEFEERRLET, X271 7774
TR, PIM 7 han AykE— IGMP LAR— b, BEON T 74 v 7IZESNT(S,G) B &
CHG) =y FUBERLT, Y AFFv AR A—F 4 V7 F—T T —Z B AN LET, TAX
YRZ7 (%) IZT_XTOERFILT VA, IS) FHE—DOEFILT KLV A, [G) 135EE~LrTFFv A R
JA—T T RUABERLET, (5,6) =2 b 2ERT2HA, Y7 b7 Ha=%v A b L—
T4 T—7NNT RPF ZfHE L T) ROoholml/ V—"7~OfK#E A% HEHLET,

FITar74Fab—va VIZEENLTWD mroute =~ FER/RT 5I21E, show running-config
mroute 2~ R&EMHHLET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

show mroute

3l

&Iz, show mroute =~ > ROH A B2~ L £9,

hostname (config) # show mroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.1.1.40), 08:07:24/never, RP 0.0.0.0, flags: DPC
Incoming interface: Null
RPF nbr: 0.0.0.0
Outgoing interface list:
inside, Null, 08:05:45/never
tftp, Null, 08:07:24/never

(*, 239.2.2.1), 08:07:44/never, RP 140.0.0.70, flags: SCJ
Incoming interface: outside
RPF nbr: 140.0.0.70
Outgoing interface list:
inside, Forward, 08:07:44/never

show mroute O /)23, RO 7 4 — /L FREENTHNET,
e Flags : = MV ICBTHEMAERE L E T,
— D (Dense) : =2 FUFT v 2 T— RTEIEL TWVWET,
S (Sparse) : = h U |[ZAR—2 E— FTEMEL TWE T,
B (Bidir Group) : ¥~ /VF ¥ x A b JA—TFRREME— FTHELTWDLIZ L E2RLET,

s (SSM Group) : ¥ VFF ¥ A K ZA—TRNSSM D IP 7 RLUAFHNTH D Z L 2R L E
T, ZOT7 T 7L, SSM OHEHPELEINL Ly FENLET,

— C (Connected) : ¥~ /LF Xy A~ ZN—F DAL NRN—F, EEFEERINIEA X —T oA A
FIZFELET,

— L (Local) : EX=2UT ¢ 77347V ABEN, VT HFX AL T N—T DAL N—T7,
TN—T1%, BREFHDO I N—TI1ZxT 5) igmp join-group =~ K ko Tr—H /{2
MASHTWET,

— I (Received Source Specific Host Report) : (S,G) => F U 23 (S,G) LAR— NI k- TERkR S
NicZ xR LET, 20 (S,G) VAR— MIIGMP IZ X » TER SNz AlReER H Y £4, =
D7 T ITRRESNDDIE, DRI LTOHATT,

— P (Pruned) : ' — "R T N—=0 7 INTWET, Y7 b7 lE, ZOERELEFFLT,
FOUARY =5 AU NR=REETCICMATEDLLIICLET,

— R (RP-bitset) : (S,G) = FUBRP ZHRA L FLTVWDEZ EERLET,

— F (Register flag) : Y7 bV = 7R LFF ¥ X FEGFEILICBREINTNWDLZ L EZRLET,

— T (SPT-bitset) : /N7 > FBFFNRZAEF LYY —TZEENTWDL I LEZRLET,

— J (Join SPT) : (*,G) = MU OHFE, LBEY YV —DOFHFMIIHND 8T 7 4 v 7 OFEEN,
I n—70 SPT LEVWEREEZBZTNDEZEERLET (F744 D SPT LEWERE
% 0 Kbps T9). J-Join ik /¢A Y U — (SPT) 77 7V BREINTWDHEHEAIC, HFY
U—D FHTRD (S, G) 737 v h3ZE SN D & EETOFIANC (S, G) join 28 MU H—ESh
F9, ZNCEY, X2 VT4 TTIAT U RFTERILY Y —ITMALET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show mroute W

(S,G) = FNVDHFE, Z—7D SPT LEVELZ BB L-7zolz=y MU BMERS -2 &
ERLET, (S,G) = hVIZT-Join SPT 77 U MHEEINTWAHEE, EX=2VT 4 77
TATVARAFIEELLY IV — LD N7 7 4w 7 HEEZE=FLET, FELYI—DLITT 1 v
JHREN T N—T D SPT L EWMEZE TEl> TWDHIREAS 1 43P Efkfe L72H6. v—213 2

DFRETXOLEY Y —ICHONVEL LS E LET,

~

GE) X207 4 T7I9A4AT7AIHEEV) LD T 74w 7 WEEZREL., ZOHE
LT N—TDSPT LEWELX 1Rk LET, VT 7 0 v 7 @#HEN SPT LW
EEBLXIHBEE. VT 74 v 7EEOROPEDTHONADLET, (*,G) = hVIZ]
-Join SPT 7 /R ESHET, HEY U —ITRO Ay REEFE L, #H LWHIE
MMEABBEND &, 77 7B REENET,

TN—TNZT 7 4/ b® SPT LEVWMA (0 Kbps) BMEAINTWAEGA, (*,G) = MV IZiX
W2 J-Join SPT 7 7 V' WRE S, fRfrEhE®A, 7740 b SPT LEWEREHEh
TWLHEIC, HLWRETPL I 7 4 v 725428, ¥Xa T4 77747 A
IS AREE LY V) — 22 bt B2 £,
Timers:Uptime/Expires : Uptime 1, = M IR IP v FF ¥ A b L—TFT 4 T T—TVITH
MENTWZHIM (R, 5 B) 240 ¥ —T7 =24 AT LR LET, Expires i%, IP /L F
XXYAMN—T 4T T=TAhbTr ) BEIBRSND ETOHM (FHE, 5. ) 21
H—T A AT LITRLET,

Interface state : EEA v ¥ — T =2 A ZAFETIIREA L F—T =4 ZOREEZRLET,

— Interface : HEA VX —T =2 A AFREFREAN X —T 24 ADY XA MNIERRINDA
H—T A AL,

— State: 77X URX ME7IE Time to Live (TTL) L EVMEIZ L BHIRENH D00 E 5 TG
LT, A F =Tz ARETHE, TA—=07 XVEEOWT IO Ry MTx L
THEITENDEERLET,

(*,239.1.1.40) & (*,239.2.2.1): [P v LFF ¥ A b b—F 47 F—FADTL LY, =2}

I, EEIXDOIP T FLRE ZRICHRLS AT HFXY AN ZA—TDIP T FLATHEREINET,

BETTOMBIZEINTZT AZ D A7 (*) X, TXTOXEETEERLET,

RP:RPO7 RL A, ANRX—R F—RRTEMETOHNL—FBLRT 78X Bh—1"OHE, ZOT K

L 213 E 12 224.0.0.0 T9,

Incoming interface : EETLHOLDTNLTFHF ¥ A b Ty EREETLTEDA L Z—T A A,

Ty MIRZDA B —T oA RZERB LB E, BEREINLET,

RPF nbr : FEXICHT DT v 7ARI =L L—FDIP 7 FL A,

Outgoing interface list : /X7 > MEEFHEH S ND A v F—T =A A,

BEgEa< K

avwvFk H7LT

clear configure mroute 37z 7 ¥ a2l —3 3 725 mroute =2~ F&HIRLE7,
mroute ABT 4T 2T Hy A L— b ERELET,

show mroute IPVA ~NVTF XX AN N—TFT 4T T—TNVERRLET,
show running-config RESNTWVWEZLFFY AR L— 2R RTLET,

mroute

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W  show nac-policy

show nac-policy

NAC R Y =R OFEH B L7V —7 R =232 NAC R v —0FEI Y Y TEFRRT

512i%, F#E EXEC £ — R T show nac-policy =~ > F&HEH L E 7,

show nac-policy [nac-policy-name]

WX DA

TIHILE

avv K E—F

(ER) AR OFR 2 £rm T 565D NAC R v —4,

nac-policy-name

AHITEARE L2 WG EIE, T3 TO NAC R Y =N ENZNOREHER L & i CLIIC iR s
NWEY,

ROFIZ, a2 e ANTELHE— R RLET,

7747924 —)L E—F |[£F%aUT4 aV7FXF
TILF
aAVTFRX
avy kK E—F L—TyF |&E# v [ VAT L
it EXEC ® ® — — .
avy FERE yyy—=x EENE
8.0(2) Zoavr RREAIRELE,
] &Iz, frameworkl 3 X O framework2 & W5 4 H1D NAC R Y > —DF— 2 Ol &7~ LET,

asa2 (config) # show nac-policy
nac-policy frameworkl nac-framework
applied session count = 0
applied group-policy count = 2
group-policy list: GroupPolicy?2
nac-policy framework2 nac-framework is not in use.

GroupPolicyl

£ NAC RV ¥—D 1 171X, 4HiE ¥4 7 (nac-framework) Z R LE9, R —NEDITNL—TF
R —IZHEY Y THRTWARWESIE. CLILORY > — Z A4 FORIZ lisnotinuse] &V 95 FF
A IMBREINFET, TN, TOTNV—T R —DERRNT — X2 CLLICERENE T,
# 27-512, show nac-policy =~ FDO 7 1 —/L FOBHERLET,

% 27-5 show nac-policy Aav> FOD7+4—IL K

J4—ILF HL
X2V T 4 TFIAT U ABRNAC R —%HA L
VPN t v g o BfEH,

applied session count

Il _ Cisco Security Appliance A< F )27 L&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show nac-policy W

& 27-5 show nac-policy A< FDI2s—ILF ()

Z4—ILF BifA

applied group-policy count X2V T 4 TTIAT U ANRNACKRY U —%A L=
N—T R v—D R,

group-policy list NAC RV o —=nFD HTHRTNDL I NV—T R —D Y Ak,

ZOBE, IA—T RY—OFHRIIZE>TZ DU R Mk
IRENDDEIMTRED A, NACHRY U —NFEfTa 7 4
X2l —=arOl—7 R —=IZEY L THENTWBEAIT.
ZDVARIIN—=F R —NERENET,

BEav2F clear nac-policy NAC K > — R OMEHE#RE U £ b LET.
show vpn-session.db NAC OfiE%Ete. VPN Y Y a v OE#HEERLET,
show vpn-session_summary.db [PSec, Cisco WebVPN, B LU NAC O ¥ v a D& FKR
LFE9,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

B show nameif

show nameif

nameif 2~ > RZFHA L THRESNTWDA U F—T = AL EFRT HI2IL, ¥iHe EXEC € — KT
show nameif =~ F&EH L £9,

show nameif [physical interface[.subinterface] | mapped name]

EX DA mapped_name ({E£E) allocate-interface =~ > REZfEH L C~ v B 74 EEID BTz
BAE, vALF arsTFARN BE— RCEOLRIEIEELET,
physical _interface (%) gigabiternet0/1 72 DA > X —7 =4 A ID ZHELE T, FOE
IZ2OWTIL, interface 2~ RZ2BML T Z &V,
subinterface EE) WY 7 A v 2 —7 oA A%mT 1 ~ 4294967293 DKz L
7,
T4+ AVE=T A RAERELRWGE, X274 77747 RAFITRTOA U F—T oA A4 %
FRLET,
avv kK E—F WORIL, a~ REANTEDHE—FRERLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
<ILF
aAVTHFR
avy K E—F L—Fv F |&Ei& o k AT LA
¥ #E EXEC . . . . _
avy FERE Jyy—x EERE
BEAF Zoa~wy RIZEETT,

#ERLDAHS RSAY ~/F arFxF Ak E— T, allocate-interface =~ FEZEH L TA X —T7 A XD E~ vt
YIULESE, ROy BT /EA YT HRAMNEG TIRETE XY, Zoa~vr FOoHNTE,
Interface 7 7 AMIII~ v B T L DH DB RINET,

15l %Iz, show nameif =~ > FOHHIZRLET,
hostname# show nameif
Interface Name Security
GigabitEthernet0/0 outside 0
GigabitEthernet0/1 inside 100
GigabitEthernet0/2 test2 50

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show nameif W

BREaTYK avw vk L
allocate-interface AVE—T 2 A ABIOV TS L F—T 2 22X T 4 aTFHA
MZEID BCTET,
interface AVE—=T oA AEHREL, AV F =Tz A AT 4FXal—Tar
E— FEBBLES,
nameif AV B =T 2 AZERELET,

show interfaceip brief . % — 7/ 2D IP 7 RL AL AT —F 2 EFRLET,

Cisco Security Appliance <> F Y7L >R
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B22TE

show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

B shownat

show nat

NAT RVU v— oo ZeHRrT 5121E, % EXEC £— FCTshownat 2~ > REFEHLET,

show nat src_ifc [src_ip [src_mask]] [dst_ifc [dst_ip [dst_mask]]]]

BX DA dst_ifc (EE) ZA4NVF IV TTDEA =T oA AERELET,
dst_ip EE) 7A4NE Y 7T 555 IP T FLAZIEEL £,
dst_mask FEE) 56 IP 7 FLAD~ A7 2358 L £,
sre_ife EE) ZA4NZ ) T TEERETA X —T = ABEBELET,
sre_ip EE) 740XV TTBEETIPT FLAZRBELET,
src_mask L) EIETLIP T RLAD~AY Z45E LE1,

TIFIE T 7 4V F OBHERLEIEH Y FHA,

avy Rk E—F WDOEIZ, a~r REANTELE—FRE2RLET,

T774794—) E—F |£FaUT4 aATFRFb
TILF
aAvTFExR
avY kK E—F L—Ty F |&f& SugL k AT A
K4 EXEC . — . — —
avy FERE Jyy—=x EERNE
7.0(4) Zoawry RREASHELE,

BERLEDAL FF1Y

static, nat, E7z(T alias 2~ RARTESHTWBIHEEL,
U CNERAC A S L E T, show nat =~ 0 Rid, B E 2 3B BMRAEI TSN & JITHR S

NHORY v—2RRLET,

NAT KU > —DHINIRDIER TR S TWET,
o ABEHABIMENDD T T 4 v O match A,
o BHBOBIZFETTH, ROWThrOT 7 val,

— static £#

— A U7 AL

— TAFT VT 4T 4 NAT
— NAT %k

— BTN —TNRONE72WNEE DOEEROIES

e B U LUK :translate hits I, ET RLANLY Yy BT ENTZT RLVASOEWRD N 7 X &4
it L. untranslate hits (I~ v B2 7 ENTT RLANLET RLA~NOEWBRO I U o &2 gk L

£7,

WG B[ B —T A AT NAT RV
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

shownat

] &Iz, shownat =~ > FOHABIZRL £,

hostname (config) # show nat

NAT policies on Interface inside:
match ip inside host 172.16.1.1 outside any
static translation to 209.165.200.224

translate hits = 0, untranslate hits

I
o

NAT policies on Interface management:
match ip management any outside 10.1.1.0 255.255.255.224

NAT exempt

translate hits = 0, untranslate hits = 0
match ip management any inside 10.1.1.0 255.255.255.224

NAT exempt

translate hits =

0, untranslate hits = 0

match ip management any test 10.1.1.0 255.255.255.224

NAT exempt

translate hits = 0, untranslate hits = 0
match ip management any management 10.1.1.0 255.255.255.224

NAT exempt

translate hits = 0, untranslate hits = 0
match ip management any outside any
identity NAT translation, pool 0

translate hits =

0, untranslate hits = 0

match ip management any inside any
identity NAT translation, pool 0
translate hits = 0, untranslate hits = 0
match ip management any test any
identity NAT translation, pool 0
translate hits = 0, untranslate hits = 0
match ip management any management any
identity NAT translation, pool 0

translate hits =

0, untranslate hits = 0

BEa<w vk avyFk

SifA

clear nat counters

NAT RY > — oo Z2%2 707 LET,

nat

BOA B =T 2 A A LIZHD~ Yy TERT RLVRIZERT DL, A X —
T2 AALEOT RUAZIHILET,

nat-control

NAT 2> 7 4 X2 b—va B ar A X—TNERIET 42— NI LE
‘d—o

nat-rewrite

DNS J&ED A La— RIZHOAENTZIP T RLAONAT VT4 FaA
F—7 Mz L ET,

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show ntp associations

show ntp associations

NTP 7 Y v=—v a R EF R T 51C1E, =— EXEC £— K T show ntp associations =~ > K%
AL ET,

show ntp associations [detail]

BX DA detail UEE) &7 Vvz—varoBEEREZERLET,
TI7AIE T 74 FOBEREIEH Y EH A,
avyrkE—F WOFIZ, a~v P2 ANTELE—RaRLET,
T747 94— E—F |£F2UFqs a0FFXF
RILF
AVTER
avYF E—F L—FyF Ef# UL k YRT L
< —4 EXEC . . . — .
av Yy FERE yy—=x EFEANRE
WE 17 Zoavy REBEFETT,
BALOHA RS> HAFIROFEMIZONTIE, T#l] 22 RLTIZE 0,
15l &Iz, show ntp associations =~ > ROH HHIE R L £,
hostname> show ntp associations
address ref clock st when poll reach delay offset disp
~172.31.32.2 172.31.32.1 5 29 1024 377 4.2 -8.59 1.6
+~192.168.13.33 192.168.1.111 3 69 128 377 4.1 3.48 2.3
*~192.168.13.57 192.168.1.111 3 32 128 377 7.9 11.18 3.6
* master (synced), # master (unsynced), + selected, - candidate, ~ configured
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

#2761, K7 4= FOHBAEERLET,

show ntp associations W

%= 27-6 show ntp associations D7 4 —JL K

Z4—ILF BifA

(RITOATHLT) FORITOATHIZIE, ROSLFEN 1 DEETnL EFRREnET,
o ¥ ZOETICRAMLTNET,
o H:ZOETIHLTUIERMLTWET,
o+ ETIRFEMIFREE S L LTRSS LTV E T,

BT NERRERM T,
CETRARAIT A v TICREENTWETH, B L TWERE A,

address NTP 7 ®O7 RL X,

ref clock 7OV T LA TRy IDT RLA,

st v DE,

when BT b NTP X7 v R ST b DI,

poll A=V 7HE (),

reach v OBETEE @Oy M A MY ),

delay ET7ETCOT TR MY Y TEBIE (V).

offset a—N a7 T AT 7uy 7 OMSRER (I V),
disp ST

XIZ, show ntp associations detail =~ > FOH 1l %Z R~ L E T,

hostname> show ntp associations detail
172.23.56.249 configured, our master, sane, valid, stratum 4
225, time c0212639.2ecfc9e0
peer mode server, our poll intvl 128,
msec, root disp 9.55, reach 177, sync dist 156.021

ref ID 172.23.56.
our mode client,
root delay 38.04
delay 4.47 msec,
precision 2**19,

offset -0
version 3

.2403 msec,

(20:19:05.182 UTC Fri Feb 22 2002)

dispersion 125

org time c02128a9.731£f127b (20:29:29.449 UTC Fri Feb
rcv time c02128a9.73cl1954b (20:29:29.452 UTC Fri Feb
xmt time c02128a9.6b3f729% (20:29:29.418 UTC Fri Feb
filtdelay = 4.47 4.58 4.97 5.63 4.79
filtoffset = -0.24 -0.36 -0.37 0.30 -0.17
filterror = 0.02 0.99 1.71 2.69 3.66
# 27712, 74—V ROFHERLET,

= 27-7 show ntp associations detail ® 7 1+ —JL F

.21

22
22
22

2002)
2002)
2002)
5.52 5.87
0.57 -0.74
4.64 5.62

peer poll intvl 128

0.00
0.00
16000.0

J4—ILF

B

IP-address configured

HF—= (ET) OIP T KL A,

(AT —H R)

our master : EXaVUT 4 TTITATUVARZOETICR L THBIL
TWVWET,

selected : 7 XA ATREZR MG L L GRBIREN TV E T,

candidate : 7 23R M T,

>

Cisco Security Appliance 32> F Y27L VX
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$27TE  show isakmp ipsec-over-tcp stats 37> F~ show route a7~ F

W show ntp associations

* 27-7 show ntp associations detail ®7 1+ —JL F (#&)
Z4—ILF B
(E4E) e sane: BT NEARMEMET = v VB NRRALE LR,
e insane : BT NEARGEEMET = v 7 TRIBRLE LT,
(B%hME) o valid: ©TRHIZADTHDL LRI THET,
e invalid : ET7RHIZEITH DL LRI THET,
e leap add: 7 A, 529BBMAEINDIZEET 7T Y7 LT
£7
e leap-sub: BTN, 9D 9WNMHWRINDI LBV T I T LTHE
7
stratum BT DkE,

(VZ77L >R ET)

unsynced : 7, tho ED~w iz bR I TWERA,
refID : E7 DFEBIHRL 2D~ DT FLA,

time

TNV AZ—INOZE LTEmEI A LDAZ T,

our mode client

ETIRT MR RE—R, W2 (2747 ) TY,

peer mode server

v 7 OMReE— R, wic H—sn) TF,

our poll intvl

ETICRT 5 AR—Y TR,

peer poll intvl

ETNEOR—Y T HRE,

root delay = E~DRRR S TBIE (B BAL A BT % 5 1 ORZITR) .
root disp = ~DINZD L
reach 7 ORGEFREE BEOE Y F A RY ),
sync dist v 7 O [E 3 H .
delay ETETOT YR R v SR,
offset 7y ZICHRRET 70y 704+ 7% v b,
dispersion v ray 7 D5,
precision T Jay s ORE (~LY),
version T BAMERTO NTP N— 3 V&5,
org time BGERE D Z A DA K 7,
rcv time ZERDZA DAL T,
xmt time BEEFEOX A AR T,
filtdelay KV TNOT TR Ny TEIE (I V),
filtoffset KT ray s A7y b (LU,
filterror FH TN DBEDOERAE,

BEEaTUF avwyFk SR

ntp authenticate

NTP #85E% A X —7 M LET,

ntp authentication-key NTP ¥ — L RMIT 2572010, B (b SN -RiE¥— 2R ELET,

ntp server

NTP #—ZfaEL LT,

ntp trusted-key

NTP — NZ L BNy b CHEHAT D0, tX2 VT4 777
AT ADF—ID ZHELET,

show ntp status

NTP 7 V3T — g VDAT—Z AR RLET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show ntp status W

show ntp status

HENTP 7 Vo= 3 vV DAT—H A%R7-T DL, +—3 EXEC £— R T show ntp status =~
YREMEALET,

show ntp status

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,

F7A4F794—IL E—F EFa)Fq a2TFRXFb
<ILF
aAVTHFR
avy K E—F L—Fv F |&Ei& o k AT LA
2—#4 EXEC . . . — .
avy RERE Jyy—= FERNE
BETF Zoav s RIEFBEFTT,

BEREDAL T4 HAFIROFEAZ OV T, T 2ZRLTIZSN,

i WKIZ, show ntp status =~ > FOH 2R L £,

hostname> show ntp status

Clock is synchronized, stratum 5, reference is 172.23.56.249

nominal freqg is 99.9984 Hz, actual freq is 100.0266 Hz, precision is 2**6
reference time is ¢02128a9.73¢cl1954b (20:29:29.452 UTC Fri Feb 22 2002)
clock offset is -0.2403 msec, root delay is 42.51 msec

root dispersion is 135.01 msec, peer dispersion is 125.21 msec

#£ 27812, 74—V ROFTHAZRLET,

= 27-8 show ntp status ®7 1 —JL F

J4—ILF SiEA

Clock o synchronized : ¥ ¥ = U T 4 77547 A5 NTP H— 2% L CH
ML TWET,

e unsynchronized : EX¥ = U7 4 77747 AN NTP —Zxk LT

R L CTWEFEA,

stratum ZDOVATLADNIP A T H# L,

reference CXa VT TTIAT L ADRMKMRIT/RS NTP — DT FL A,

Cisco Security Appliance <> F Y7L >R
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Hl  show ntp status

% 27-8 show ntp status D71 —JL K (&)
Z4—ILF BifA
nominal freq VAT A N—Ry =T J a7 OARRERE,
actual freq VAT A N—KRT =T 7uay s OREREE,
precision ZDVAT DT Ty T OREE (~VY),
reference time V77 VA AALLAR T,
clock offset RSN TICHTBEVAT LA Zay s OF 78y b,
root delay J— k7 a sy 7 ETORRTIN - =B FHRIE,
root dispersion J— K 22 DAEL
peer dispersion R &N T Oo5HL,
BEav R =1 B
ntp authenticate NTP #8iE% A F—T7 M LET,
ntp authentication-key NTP — L [RH#4 272010, WAL ESNTZRBIEF—%2RELET,
ntp server NTP — & ELET,
ntp trusted-key NTP =N K BRBFEH ATy FTHERT 7200, EX2V7 4 775

AT ADF—ID ZHELET,

show ntp associations ‘¥ = 5 ¢ 775 7 > AR T ATV NTP F— & &5k LE
‘é—o

Cisco Security Appliance A< F Y7L Y&
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| w27

show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show ospf W

show ospf

OSPF V—7 ¢4 > 7 v RZHT 5 —BEHRERRT HI2IEL, FikE EXEC £ — R T show ospf =~
YREMEMALET,

show ospf [pid [area_id]]

X DA area_id (f£#) OSPF 7 KL AHPHIZELES T S TWH = 7o ID,
pid ({£3%) OSPF ut+ 2 ® ID,

T4+ pid 45 E LR WHAIEL, TXT? OSPF 7Yuk AN —EHFRRENET,

avy kR E—F WORIZ, a~r REANTEDLE—RERLET,

F274F794—)L E—F |(#FaUT4 a>TFRF+
<ILTF
aAVTHFR

avwvy kK E—F L—FTyF |&EB gL k AT LA

¥4 EXEC . — . _ _
avy RERE yy—2z EEARE

BETE o<y RFBEETT,

BERLEDAA FF1 Y

3l

pid #HETDE, BELEAL—T 47 Tuv Z0EROBNEGEENET,

Iz, show ospf =~ > RO AHIZ R LET, 22 TiX, FFED OSPF v—TF 4 v 7 Tt AT
LDl mER T T 50 EZR L TVET,

hostname# show ospf 5

Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS (TOS0) routes

Supports opaque LSA

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum Ox 0

Number of opaque AS LSA 0. Checksum Sum 0x 0

Number of DCbitless external and opaque AS LSA O

Number of DoNotAge external and opaque AS LSA O

Number of areas in this router is 0. 0 normal O stub 0 nssa
External flood list length O

WIZ, show ospf =~ > RO NBIZRLES, ZZTIE, TXTD OSPF Lv—7 4 7 Tk AIZH
T5 - IERERTT D 2R L TWET,
hostname# show ospf

Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS(TOS0) routes

| oL-12173-02-J
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B22TE

show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

M show ospf

Supports opaque LSA
SPF schedule delay 5 secs,

Hold time between two SPFs 10 secs

Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs

Number of external LSA 0.
Number of opaque AS LSA 0.

Checksum Sum 0x 0
Checksum Sum 0x 0

Number of DCbitless external and opaque AS LSA O
Number of DoNotAge external and opaque AS LSA O

Number of areas in this router is 0.

External flood list length 0O

0 normal 0 stub 0 nssa

Routing Process "ospf 12" with ID 172.23.59.232 and Domain ID 0.0.0.12

Supports only single TOS (TOSO0)
Supports opaque LSA
SPF schedule delay 5 secs,

routes

Hold time between two SPFs 10 secs

Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs

Number of external LSA 0.
Number of opaque AS LSA 0.

Checksum Sum 0x 0
Checksum Sum 0x 0

Number of DCbitless external and opaque AS LSA O
Number of DoNotAge external and opaque AS LSA O

Number of areas in this router is 0.

External flood list length O

0 normal 0 stub 0 nssa

pggEa<w R avw> kR B

router ospf

OSPF Vv—F 4 T A X —T ML, Za—3L OSPF v—TF (7
TRA—H BHRIE

L/ij‘o

Il _ Cisco Security Appliance A< F )27 L&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show ospf border-routers

ABR £ U8 ASBR IZ%F % NES OSPF L—F (> 7 T—7 L = kU 2FRT 51213, FitE EXEC
“&— KT show ospf border-routers =~ > FZfEH L £,

show ospf border-routers

show ospf border-routers

BXOiRHA Zoavy RFRIEELITF—T— NiEdH 0V A,
T4 T 74 FOBEREIEH Y EH A,
avY K E—F WORIZ, a~v FEANTELE—RERLET,
2747 24—IL E—F |[£F2UTFs aA0TFXF
<2ILF
aAVTHFR
avv kK E—F =Ty F Ef# TN k VAT L
¥t EXEC o — o — _
av Yy FERE yy—=x EEANRE
BETE Zoavwy NEBEFTT,
15l Iz, ospf border-routers =~ > FOH HHl% TR L ET,
hostname# show ospf border-routers
OSPF Process 109 internal Routing Table
Codes: i1 - Intra-area route, I - Inter-—-area route
i 192.168.97.53 [10] via 192.168.1.53, fifth, ABR, Area 0, SPF 20
i 192.168.103.51 [10] via 192.168.96.51, outside, ASBR, Area 192.168.12.0, SPF 14
i1 192.168.103.52 [10] via 192.168.96.51, outside, ABR/ASBR, Area 192.168.12.0, SPF 14
BEa<o R avvFk BieA
router ospf OSPF V—F 4 v T A F—T NI L, Za—sL OSPF v—F ¢ 7 %

TA—HERELET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show ospf database

show ospf database

X2 VT4 TTTAT A EDOSPF AR Y 7= X—R M EN TV AIERERRT HITIL,
¥i#E EXEC <& — K T show ospf database =~ > F&{EH L £,

show ospf [pid [area_id]] database [router | network | summary | asbr-summary | external |
nssa-external] [/sid] [internal] [self-originate | adv-router addr|

show ospf [pid [area_id]] database database-summary

WX DA

T2+

avwv kR E—F

addr EE) L—H2 DT FL A,
adv-router (EE) 7 RAZAL RSN —5,
area_id (f£#) OSPF 7 KL AHIHICELEST T SN TWAH = U 7D ID,

asbr-summary

(f£#) ASBR U A FOEHEZFERLET,

database

TR AERERFLET,

database-summary

(EE) T —2X—ARKROBEKY X FERRLET,

external (ER) HBELEABEY AT LONBON— R 2R LET,
internal LE) FBELZBHEY AT ANEHONL— R,

Isid (f£E) LSAID,

network (EE) Xy hU—2712+ 2 OSPF 7 —# XN—2FREFRLET,

nssa-external

(f1.E) 4N Not-So-Stubby Area U A M & F R LET,

pid

({£&) OSPF rmt& 2d ID,

router

(BB V=2 &R RLET,

self-originate

(EE) MEL-HEV AT ACHET AEREERLET,

summary

(ER) VA MOENEFRRLET,

T 7 4V N OBERCEIRDH U /A,

ROFIZ, a2 Fe ANTEHE— R RLET,

274F794—I)IL E—F |[£F%aUFq aVFFX b

<ILF
aAVTFX
avy kK E—F L—FyF |&EB LU k AT L
Fi#E EXEC . _ . _ —
avy FEE yyy—x EERNE
BEAT Zoawy RIBEETT,

HHEDHA K51y

OSPF V—F 4 > ZBIE®D show =2~ R, X2 UF 4 7754 T v A L CHMEET— RCEACTX
F 9, OSPF B8# D show 2~ > F&EHT 221X, OSPF 2> 7 4 X2l —v a3y T— R THHMLE

13H 0 F£H A

Cisco Security Appliance A< F Y7L Y&
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| w27

show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

3l

show ospf database W

WIZ. show ospf database =~ > RO Il 2R LET,

hostname# show ospf database
OSPF Router with ID(192.168.1.11)

(Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age

192.168.1.8 192.168.1.8 1381 0x8000010D
192.168.1.11 192.168.1.11 1460 0x800002FE
192.168.1.12 192.168.1.12 2027 0x80000090
192.168.1.27 192.168.1.27 1323 0x800001D6

Net Link States (Area 0)
Link ID ADV Router Age Seqg# Checksum
172.16.1.27 192.168.1.27 1323 0x8000005B
172.17.1.11 192.168.1.11 1461 0x8000005B

Type-10 Opaque Link Area Link States

Seqg# Checksum Link count

0xEF60 2
0xEB3D 4
0x875D 3
0xl2ccC 3

O0xA8EE
0x7AC

(Area 0)

Link ID ADV Router Age Seg# Checksum Opaque ID

10.0.0.0 192.168.1.11 1461 0x800002C8 0x8483 0
10.0.0.0 192.168.1.12 2027 0x80000080 0xF858 0
10.0.0.0 192.168.1.27 1323 0x800001BC 0x919B 0
10.0.0.1 192.168.1.11 1461 0x8000005E 0x5B43 1

&IZ, show ospf database asbr-summary =~ > RO FlZR L ET,

hostname# show ospf database asbr-summary
OSPF Router with ID(192.168.239.66)
Summary ASB Link States (Area 0.0.0.0)
Routing Bit Set on this LSA

LS age: 1463
Options: (No TOS-capability)
LS Type: Summary Links (AS Boundary Router)

Link State ID: 172.16.245.1
Advertising Router: 172.16.241.5
LS Seqg Number: 80000072
Checksum: 0x3548

Length: 28

Network Mask: 0.0.0.0

TOS: 0 Metric: 1

(Process ID 300)

(AS Boundary Router address)

KIZ, show ospf database router =~ > FOH /1l ZR L £,

hostname# show ospf database router
OSPF Router with 1d(192.168.239.66)
Router Link States(Area 0.0.0.0)
Routing Bit Set on this LSA

LS age: 1176

Options: (No TOS-capability)

LS Type: Router Links

Link State ID: 10.187.21.6
Advertising Router: 10.187.21.6
LS Seqg Number: 80002CF6

Checksum: 0x73B7

Length: 120

AS Boundary Router

Number of Links: 8

Link connected to: another Router
(link ID) Neighboring Router ID:
(Link Data) Router Interface address:
Number of TOS metrics: 0O

TOS 0 Metrics: 2

(Process ID 300)

(point-to-point)
10.187.21.5
10.187.21.6

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show ospf database

&KIZ, show ospf database network =~ > KOH B EZR L ET,

hostname# show ospf database network

OSPF Router with id(192.168.239.66) (Process ID 300)
Displaying Net Link States(Area 0.0.0.0)

LS age: 1367

Options: (No TOS-capability)

LS Type: Network Links

Link State ID: 10.187.1.3 (address of Designated Router)
Advertising Router: 192.168.239.66

LS Seqg Number: 800000E7

Checksum: 0x1229

Length: 52

Network Mask: 255.255.255.0

Attached Router: 192.168.239.66

Attached Router: 10.187.241.5

Attached Router: 10.187.1.1

Attached Router: 10.187.54.5

Attached Router: 10.187.1.5

XIZ, show ospf database summary =~ > RO HZ R L ET,

hostname# show ospf database summary

OSPF Router with id(192.168.239.66) (Process ID 300)
Displaying Summary Net Link States (Area 0.0.0.0)

LS age: 1401

Options: (No TOS-capability)

LS Type: Summary Links (Network)

Link State ID: 10.187.240.0 (summary Network Number)
Advertising Router: 10.187.241.5

LS Seqg Number: 80000072

Checksum: O0x84FF

Length: 28

Network Mask: 255.255.255.0 TOS: 0 Metric: 1

&IZ. show ospf database external =~ > KOH B ZR L ET,

hostname# show ospf database external
OSPF Router with id(192.168.239.66) (Autonomous system 300)

Displaying AS External Link States
LS age: 280
Options: (No TOS-capability)
LS Type: AS External Link
Link State ID: 172.16.0.0 (External Network Number)
Advertising Router: 10.187.70.6
LS Seqg Number: 80000AFD
Checksum: O0xC3A
Length: 36
Network Mask: 255.255.0.0

Metric Type: 2 (Larger than any link state path)
TOS: 0
Metric: 1
Forward Address: 0.0.0.0
External Route Tag: 0

BiEav R avyk Bl
router ospf OSPF V—F 4 v TR A F—T NI L, Za—sL OSPF v—F ¢ 7 %
TA—BEHELET,

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show ospf flood-list W

show ospf flood-list

AP =T 2 AA RN LTI T T 47 SNLDZREL TS OSPFLSA O U 2 M & FRT 5T
i%. F## EXEC & — KT show ospf flood-list =~ > RZ{HEH L £,

show ospf flood-list interface name

EX DA interface_name AR E AT DA A —T = ADAAL
TIHILE T 7 v hOBEREIZDH Y FHA,
avwv kK E—F WOFRKIZ, a~<v REANTEDLE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
<ILF
aAVTXR
avy kK E—F L—Ty F |&f& VTN k DRT A
¥+ EXEC . — . — —
avy FEE Jyy—=x EERNE
BEAT ZDawy NIEEFETT,

BERLEDAA K1Y

]

OSPF V—5F ¢ 7 BAH D show 2~ NI, ¥ F 20574 77947 A L THHEEE— NTHEATE
9, OSPF B#H®D show =~ FEMHT AT, OSPF 27 4 Fal—v 3y E—RThHHME
TH D A,

W&IZ, show ospf flood-list =~ > RO H 2 /R L ET,

hostname# show ospf flood-list outside

Interface outside, Queue length 20
Link state flooding due in 12 msec

Type LS ID ADV RTR Seq NO Age Checksum

5 10.2.195.0 192.168.0.163 0x80000009 0 0xFB61
5 10.1.192.0 192.168.0.163 0x80000009 0 0x2938
5 10.2.194.0 192.168.0.163 0x80000009 0 0x757

5 10.1.193.0 192.168.0.163 0x80000009 0 0x1E42
5 10.2.193.0 192.168.0.163 0x80000009 0 0x124D
5 10.1.194.0 192.168.0.163 0x80000009 0 0x134C

avwyk B

router ospf OSPF V=T 4 v T HAF—T ML, Zr—s3L OSPF v—TF 4 7 R

TA—HERELET,
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show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

B22TE

Bl show ospfinterface

show ospf interface

OSPF BHH# DA ¥ —7 = A AERERTT D121, F5HE EXEC £ — R T show ospf interface =~ >

Rz L E9,

show ospf interface [interface name]

WX DA

interface_name ({£#&) OSPF BHEDIFRE TR T DA V¥ —7 =4 AD4HI,

TIHILE

T 7 4V N OBERLEIZDH U FH A,

WOFKIZ, A~ FEANTELE—FERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
RILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ DRT L
¥5#E EXEC . — . _ _
av Yy FERE J1yy—=x EFERA
BEAE Zoawy FEBERFETT,

BERLEDAA K1Y

]

BEgEa<w K

interface_name S EREXTIHEMRT L L, T_XTOA ¥ —7 =4 A0 OSPF FRBFRINE
‘j—o

WIZ, show ospf interface =~ > KOH B Z R LET,

hostname# show ospf interface inside
inside is up, line protocol is up
Internet Address 192.168.254.202, Mask 255.255.255.0, Area 0.0.0.0
AS 201, Router ID 192.77.99.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State OTHER, Priority 1
Designated Router id 192.168.254.10, Interface address 192.168.254.10
Backup Designated router id 192.168.254.28, Interface addr 192.168.254.28
Timer intervals configured, Hello 10, Dead 60, Wait 40, Retransmit 5
Hello due in 0:00:05
Neighbor Count is 8, Adjacent neighbor count is 2
Adjacent with neighbor 192.168.254.28 (Backup Designated Router)
Adjacent with neighbor 192.168.254.10 (Designated Router)

avy kR Bl
interface A —TxARAaAr 7 4 FXal— gy F— RElXET,

Il _ Cisco Security Appliance A< F )27 L&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show ospf neighbor W

show ospf neighbor

A B =T x4 AT LD OSPF XA N—FRERTT DI, FHE EXEC £ — R T show ospf
neighbor =~ > K&@HHA L £,

show ospf neighbor [detail | interface_name [nbr_router _id]]

EX DA detail EE) BE LA —2ICHET 25 ERER T LET,
interface_name (EE) FANRXN—EREFRTT DA F—T = A ADLHI,
nbr_router_id (EE) L —2on—% 1D,
TIAILE T 7 F NV N OBEREITH Y EH A,
avy kR E—F WOFRIZ, a~v 2 e ANTEHE—REZRLET,
274794 —)I E—F |[£Fa)Fs aVFFXE
<ILF
aAVTFR
avy kK E—F L—FvF |&& UL [ AT L
¥+ EXEC . — . — —
avy FERE )y—=x EENE
BETE Zoawy NiZBEfFE T,
5 RIZ. show ospf neighbor =~ KONl EZ R LET, TZ T, A F—7 x4 RAT LD OSPF

FA AN AER TR BB LTV ET,

hostname# show ospf neighbor outside

Neighbor 192.168.5.2, interface address 10.225.200.28
In the area 0 via interface outside
Neighbor priority is 1, State is FULL, 6 state changes
DR is 10.225.200.28 BDR is 10.225.200.30
Options is 0x42
Dead timer due in 00:00:36
Neighbor is up for 00:09:46
Index 1/1, retransmission queue length 0, number of retransmission 1
First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)
Last retransmission scan length is 1, maximum is 1
Last retransmission scan time is 0 msec, maximum is 0 msec

Cisco Security Appliance <> F Y7L >R
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show ospf neighbor

BEaTUF avvFk B2
neighbor HTo—FEx A b KXy U= AR 2 OSPF L — X Z230E L &
7
router ospf OSPF V—F 4 v A RX—T Iz L, Zu—s3L OSPF L—F 4 2 /%

TA—HERELET,

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show ospf request-list W

show ospf request-list

N—Z RS THERINIZTRTO LSA DY A M &RFTDHITIE, FH#E EXEC £— FT show ospf
request-list =~ FZH L E7,

show ospf request-list nbr router id interface name

WX DA interface_name KAN—NERERTT DAV F—T = A ADLH, ZOA X —T AR
MHN—Z RS> THERINIZTRTOLSA DY A M ERRFLET,
nbr_router_id ML — X2 DL —H ID, ZORAN—NHL—RICL > THERENFETAR

TOLSA DY A N2ERLET,

T4 T 74 FOBEREIEH Y EH A,
= e WORIZ, a~v FEANTELE—RERLET,
2747 2+4—IL E—F |[£F2UFs aATFXF
RILF
AVTER
avv kK E—F =Ty F Ef# TN k VAT L
¥etE EXEC . — o _ _
av Yy FERE yy—=x EEANRE
BE17 Zoavy REFBEEFETT,
£l WwIZ, show ospf request-list =~ > FOHAFI R L ET,
hostname# show ospf request-list 192.168.1.12 inside
OSPF Router with ID (192.168.1.11) (Process ID 1)
Neighbor 192.168.1.12, interface inside address 172.16.1.12
Type LS ID ADV RTR Seq NO Age Checksum
1 192.168.1.12 192.168.1.12 0x8000020D 8 0x6572
BEEaT VR avwo R B
show ospf FEGEZMHELTVWLITRTOLSA DY A MEFRRLET,

retransmission-list

Cisco Security Appliance <> F Y7L >R
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show ospf retransmission-list

show ospf retransmission-list

BEEIND2OERELTVWLTRTOLSA DY A MERRT HI2IE, K EXEC £— KT show
ospf retransmission-list =~ > RZH L E 7,

show ospf retransmission-list nbr_router_id interface_name

EX DA interface_name FAN—EFERERRT DA X —T = A AD4Hi,
nbr_router_id B — % on—4 1D,

T2+ T 7 v NOBEREIZH Y FHA,

avy kR E—F WDORIZ, a~v REANTEDLE—NERLET,

274F794—)IL E—F |[£FaUT«1 a2TFXF

TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
Kt EXEC . — . _ _
avy FEE J1y—2 EENE
BEFF Zoa<wy RiFBFE T,

WRALDHSLA RS4Y  OSPF Vv—7 1 > 7 B#D show 2~ NiZ, ¥¥=2 T4 7774 T A L CHREE— RCEATE
%9, OSPF BiE®D show =~ FZffifl4 5121, OSPF 2> 7 4 Fal—a s F—FNThHHLLE
TH 0 FHA,
nbr_router_id S EIRET H L. ZOFAN—D, BEEINLIDOEFREL THWETXTOLSADY
A MNRRFINET,
interface_name 3V EIGETHE, TDOA LV E—T 2 A AD, HERFEENDIOEHFEL THDHTRT
DLSA DY R SNRERENET,

A %Iz, show ospf retransmission-list =~ > FOFIZ R LET, BT, nbr router id 5131
192.168.1.11 C. if name 51%%i% outside T,

hostname# show ospf retransmission-list 192.168.1.11 outside
OSPF Router with ID (192.168.1.12) (Process ID 1)
Neighbor 192.168.1.11, interface outside address 172.16.1.11

Link state retransmission due in 3764 msec, Queue length 2

Type LS ID ADV RTR Seq NO Age Checksum
1 192.168.1.12 192.168.1.12 0x80000210 0 0xB196

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F
show ospf retransmission-list W

EEaTUF avvk B2
show ospf request-list L —

ZIZLoTHERENTZTRTHOLSA DY 2 NEFERLET,

Cisco Security Appliance I? > F Y7LV i
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B22TE

show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

M  show ospf summary-address

show ospf summary-address

OSPF 7'mt 2 L TRHRESNLZTRTOH~ U — T FLUZAFERAMGEHRD Y X b 2FRRT 51213,

¥5#E EXEC “E— KT show ospf summary-address =~ > RZfEH L 7,

show ospf summary-address

BXOiRHA Zoavy RFRIEELITF—T— NiEH Y A,

T7AIEb T 74N S OBEREIZH D ER A

avYrFE—F WOFKIZ, a2 FEANTELE—RERLET,

T7A472+—)L E—F |[¥aUT4 aVTFXFb
<2ILF
aAVTHFR
avYFkF E—F =Ty F & vo7n k AT L
FebE EXEC J — o — _

av Yy FERE yy—=x EEANRE
BETE Zoavy NEBEFTT,

15l KIZ. show ospf summary-address =~ > FOW N ZRLES, ZOfFIEL, ID 235 THSH OSPF 7
B2 LT~ — 7 RUABRRESNDANC, TXTOY~ U — 7 FLAHEAMERO Y A K
ERATDHFEERLTWET,
hostname# show ospf 5 summary-address
OSPF Process 2, Summary-address
10.2.0.0/255.255.0.0 Metric -1, Type 0, Tag O
10.2.0.0/255.255.0.0 Metric -1, Type 0, Tag 10

BEaTUFR avvk EiBEA

summary-address

OSPF OEHT FL 2 &2 /Ek LET,

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show ospf virtual-links W

show ospf virtual-links

OSPF {RA8 Y > 7 DRT A —F LBEDIREEZ FRT HI2i1%. $## EXEC £— KT show ospf
virtual-links =~ > F&{#HH L £,

show ospf virtual-links

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,

274F794—)IL E—F |[£FaUTq a2TFXF

<ILF
AVTEX
avYFk E—F =Ty F & TN k AT L
¥¢#E EXEC o — . _ _
avy RERE Jyy—= EEANR
BEAF Zoavy RIEBEFETY,
15l &Iz, show ospf virtual-links =~ > FOH HHI %R L £,

hostname# show ospf virtual-links

Virtual Link to router 192.168.101.2 is up

Transit area 0.0.0.1, via interface Ethernet0, Cost of using 10
Transmit Delay is 1 sec, State POINT_TO POINT

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 0:00:08

Adjacency State FULL

g&

BiEa<v >R avwyk e
area virtual-link OSPF /&) v 7 #EH# L £,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

M  show perfmon

show perfmon

X2 VT4 TTITAT LV ADNRT 53— AT DR E R 51213, ¥ EXEC E— R T
show perfmon =~ > RZH L 7,

show perfmon [detail]

BXOiRHA detail (ER) BIoFEHIERZR R LET, b OHFEHEHRIT Cisco Unified
Firewall MIB ® 7' 0 — NG A 7V =7 b7 a haLv Lokt~
TVl MIEXOINEINTEHRE L ET,

TIFIE Ioawy RIZE, TUANFRENRHD TR A,

™.

H
I

™.

avwy WOFKIZ, a~v 2 FEANTELE—FERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
TILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ SRT L
K¢t EXEC . . . . _
avy FERE yy—= FERE
7.0(1) X2 VT4 TTIATVATIDARY RRYR—FEND LR
F L,
7.2(1) detail ¥ — 7 — FRNBMENE LT,

#ERLDAHS RSAY Zoavwry ROHHIE, Telnet By a VITIEERSNER A

perfmon =~ RTCIL, HEE LR T T 4+ —~ » AMFHERSEFEICER TR SN E T, show
perfmon =~ FAEHTH L, T ICHEREERTTEET,

il iz, show perfmon =~ > FOHI# %R L ET,

hostname (config) # show perfmon
Context: my context

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
WebSns Reg 0/s 0/s
TCP Fixup 0/s 0/s
TCP Intercept 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show perfmon W

AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s

&Iz, show perfmon detail =~ > KO AFER L ET,

hostname (config) # show perfmon detail

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
TCP Fixup 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s
TCP Intercept 0/s 0/s

SETUP RATES:

Connections for 1 minute = 0/s; 5 minutes = 0/s
TCP Conns for 1 minute = 0/s; 5 minutes = 0/s
UDP Conns for 1 minute = 0/s; 5 minutes = 0/s

BIEa< R avwo R BA
perfmon BELEER MRS T 4 —< o R Eo A EREFRLET,

‘E-EI:I
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show phone-proxy

show phone-proxy

phone-proxy FA OfE#HAF FT HI121E, FYu—L 307 ¥ ab—3 g2 F— T show
phone-proxy =~ > R&HHLET,

show phone-proxy [ media-sessions [detail] | signaling-sessions [detai] | secure-phones ]

EX DA detail FEME R AEROR L E T,
media-sessions Wi 7 AF VNI Lo TRFEESNTWS, MIETDHAT 47 By a v EERR
LEd,
secure-phones F=BAR—=ZA IR ENTVWDEEF 2T T— FICkS LI-EBiFEE2ERLET,
signaling-sessions BRETBXVIREINTWD, T 7 vy vy va vy ERRL
ij‘o
TIAILE T 7 F NV N OBEREITH Y EH A,
avv kR E—F ORI, a~ REANTEHE—FERLET,
274794+ —)I E—F |[£Fa)Fs aVFFXE
TILF
aAVTEFR
avy kK E—F L—Tv F |&& TN k SRT L
Jua—)L a7 4 X2 lb— . — . — —
va v
avy FEE yy—=x EERE
8.0(4) oAy RABEMERE L,
i 12, show phone proxy =~ RA{EH L CE 7 12X U EGOERERRT L0 E2RLET,

hostname (config) # show phone-proxy

Phone-Proxy 'mypp': Runtime Proxy ref cnt 2

Cluster Mode: nonsecure

Run-time proxies:

Proxy 0xd55f6fd8: Class-map: secsip, Inspect: sip
Proxy 0xd58a93a8: Class-map: secsccp, Inspect: skinny
phoneproxy (config) # show phone-proxy secure-phones
mypp: 5 in use, 5 most used

Interface IP Address Port MAC Timeout Idle

outside 69.181.112.219 10889 00le.7ac4.da9c 0:05:00 0:01:36
outside 98.208.25.87 14159 001c.581c.0663 0:05:00 0:00:04
outside 98.208.25.87 14158 0007.0e36.4804 0:05:00 0:00:13
outside 98.208.25.87 14157 00le.7ac4.deb8 0:05:00 0:00:21
outside 128.107.254.69 49875 001b.0cad.1£f69 0:05:00 0:00:04

hostname (config) #
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show phone-proxy W

WIZ, show phone proxy =2~ > REHFER LT, 7 —FX—RIRFINTND, EF =T E— NIkt
IS LTcEiEE KRR LET,

hostname (config) # show phone-proxy secure-phones
asa_phone proxy: 3 in use, 4 most used

Interface/IP Address MAC Timeout Idle

outside:69.181.112.219 00le.7ac4.da9c 0:05:00 0:00:16
outside:69.181.112.219 0002.b9%eb.0aad 0:05:00 0:00:58
outside:98.208.49.30 0007.0e36.4804 0:05:00 0:00:09

hostname (config) #

RIZ. show phone proxy =~ R LT, IEFIfTONZa—AhbDOM N EaR 7T L6271 L
35

hostname (config) # show phone-proxy media-sessions
Media-session: 128.106.254.3/1168 refcnt 6

<---> RTP connection to 192.168.200.106/25038 tx pkts 485 rx pkts 491
Media-session: 128.106.254.3/1170 refcnt 6

<---> SRTP connection to 98.208.25.87/1030 tx pkts 484 rx pkts 485

BEaTUF avvFk B
debug phone-proxy FEFHT XY AU RXUADLDT Ry T Ao —VERRLET,
phone proxy Phone Proxy f v A XV A&HELET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

M  show pimdf

show pim df

FUoTT—=RA R (RP) FliFA v F—T7 A ATHONWT, W50 DF O [H#E | #FRT 21203,
o —4 EXEC %72 1345 EXEC €— FC show pimdf =~ > R&HHLET,

show pim df [winner] [rp_address | if name)]

EX DA rp_address WOWT NN 1 DERBETEET,
e RP O&4Hl, FAA Y F—Ah A5 2 (DNS) @ hosts 7 — 7 /VITHE
BENTVWELOD, FAAL D ipvd host 2~ FTERLZH D
‘/GTO
e RPOIPT KL A, ZHi, 4 0Ky bMr& 10 ERZEO~ LT F ¢
A NIP 7 RLATT,

if name A E—T A4 AOYEL FITmEAL,
winner ({ER) DFEHOBEE A X —T oA AZE, RP ZEIZRRLET,
TIHIEb T 73 FOBEREIEH Y EH A,

avy kR E—F WDOFRIZ, a~<v REANTEDE—RERLET,
T774794—) E—F | £F%FaUT4 aAVTFRFH
<ILF
aAVTFXRX
avY kK E—F L—Ty F |&f& SugL k AT A
o—4 EXEC % 7213454 EXEC | * — . — —
avy FEE yy—=x EERNE
7.0(1) Zoavwr RRNEASRELE,

BREDHA R34V Zoa<wy RiE RPA~OBFEEDA Y v 7 bFRLET,

£l Wiz, show pim df =~ > FOHFI %R L ET,
hostname# show df winner inside
RP Interface DF Winner Metrics
172.16.1.3 Loopback3 172.17.3.2 [110/2]
172.16.1.3 Loopback2 172.17.2.2 [110/2]
172.16.1.3 Loopbackl 172.17.1.2 [110/2]
172.16.1.3 inside 10.10.2.3 [0/0]
172.16.1.3 inside 10.10.1.2 [110/2]
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show pim group-map W

show pim group-map

TNh—=TnbTu har~ovy s TN EFRRT LI, = —Y EXEC £— F 7355
EXEC & — KT show pim group-map =~ FZfHL 7

show pim group-map [info-source] [group]

WX DA

T2+

avwv kR E—F

group EE) ROWTNNEBETEXET,
o WNTFHF¥ R TI—TDLHE], DNS D hosts 7 — 7 /I EFRINT
W5 HON, ipvdhost 2~ RTEFRLEZLDOTT,
o TILFXXY AN ITA—TDIPT FLA, ZiuE, 4 558Ny MMz
10 ERFLOLF X XA NP7 FLATT,
info-source EE) 77— 7HEEROERIREZ RS LET,

TRTCOITN—TIZHONWT, I—T b7 bal~Dv o7 a2z rLET,

ROFIZ, a2 P ANTELHEF— R RLET,

274F794—I)IL E—F |[£F%aUFq aVFFX

TILF
aAVTER
AU F E—F =Ty F EE UL k YRTL
o— EXEC % 7213454 EXEC | * — * — —
avy FERE yy—=x EERAE
7.0(1) Zoavr RREAIRELE,

HHEDHA K51y

3l

Toa<vwy RNiE, RPIZOWT, ZFA—77a haltd7 RLA v B 5T _RTERLET,
<o, X2 VT4 T IAT VA LETEEEERIFTAT U ML FEEENET,

X2 VT4 TTI7A4T 2 ADPIM i, SFIERFHo L N 2~y BT T—T7 LV TREFL
TWET, Auto-rp Z/—7HiHIL, AX—A F—F 7V —7HEANOHRICESSNET, SSM 7
N—THH L AN = FNIZIFAVFERTA, VP ua—FL v LTFHx¥ X~ 7 L—7 (224.0.0.0 ~
224.0.0.225, 224.0.0.0/24 L LTEXE) . ANRN—R T— K S A—T7HENSESSHET, FEO
T MU, FTED RP TAN—Z2 E—RIZ A TWNDIEDTXTOINV—T 2R LET,

pim rp-address =~ > FCHEED RP 2% E LI HE 1T, @l 7 v —7#HHARIGT 2 RP & &b
FRINET,

&IZ, show pim group-map ==~ > FOH IR LET,

hostname# show pim group-map
Group Range Proto Client Groups RP address Info

224.0.1.39/32% DM static 1 0.0.0.0

| oL-12173-02-J
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B22TE

show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

M  show pim group-map

224.0.1.40/32%
224.0.0.0/24%
232.0.0.0/8*
224.0.0.0/4%*

DM
NO
SSM
SM

static
static
config
autorp

P O O K

0
.0.
0

= O O O
o O O O
N O O O

0.1 .2 RPF: P0OS01/0/3,10.10.3.2

LiTH & 247D T, Auto-RP Z NV —TFHAN A R—R £— K ZV—7HEA» G PAMICEST I T E

R

3T TIE, Vo7 va—h =L FHy X K Z—7F (224.0.0.0 ~ 224.0.0.255, 224.0.0.0/24 & L
TEF) bAN—RA ET— R ZJA—THENGETINTNET,

447 TIE, PIM FHETRE~ LT F ¥ 2 b (PIM-SSM) 7 /L — 747 232.0.0.0/8 i~y B /&

NTWES,

wEDOT L FVIE BT RTOIN—TRANR—=2 F—FIZA->T, RP10.1032ICvy B/

NEZEEZRLTVETY,

BEEa<UF =N

i

multicast-routing

X2 VT4 TTIATVATIATFIXY AN V=T 4 VT %A F—T

Mz LET,

pim rp-address

PIM 777 —HKAF (RP) O RLAEZRELET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show pim interface Ml

show pim interface

PIMIZBET 514 v Z—7 = A4 ABE DR ERFT H121E, =—% EXEC £ — FE 72135 EXEC
& — KT show pim interface =~ > FZHEA L E 7,

show pim interface [if name | state-off | state-on]

X DA if_name EE) A —T A ADLHI, ZOFBERETDE, BRENDE
WITIBE LA Vv —T 2 AT D HOEFICRY 97,
state-off (EE) PIM AT 4 =T NIRRTV HA v Z—T oA ZA&F R LET,
state-on (FBE) PIM A 2 —T NI o> TNWHAL B —T 2 AT R LET,
FI+IEF A B =T oA ABREE LRSI, TXTOA L F—T =4 AT 5 PIM [EERAERINET,
avo R E—F ORI, a~ REANTEHE—FERLET,

274F794x—)IL E—F |[£FaVUFq a2TFXF

TILF
aAVTFR
avwry kK E—FK L—FvF |&& UL [ AT L
2 —4 EXEC %72 (13%# EXEC | * — . — —
avy FBE 1y—2 EERNE
7.0(1) Zoawry RREASRHELE,

BRLEDHA FSMY X2 UTF 4 TFIAT U ADPIM EEiZ, EX2VF 4 77547 ABEKE PIM 34 13— L R,
RLET, LERoT, Z0a~vy FROWMINTHDHRA NI T L TIH, 3AN—HREEOH LY
b1 2B ERENET,

3l WIT, WA > 2 —7 =4 ZIZT 5 PIM fE#a £Rd 5627 LET,
hostname# show pim interface inside
Address Interface Ver/ Nbr Query DR DR
Mode Count Intvl Prior
172.16.1.4 inside v2/5 2 100 ms 1 172.16.1.4
BEaTUF = S SiEA
multicast-routing X2 UT 4 TTIAT LV ATYAF XY AN N—TF 4 T o F—T
M LET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show pim join-prune statistic

show pim join-prune statistic

PIM OAIA & 7 — = 7T 2B HEHER 2 R "+ 212X, =—3 EXEC £— F & ¥t
EXEC & — KT show pim join-prune statistics =~ > R&ZHEH L 7,

show pim join-prune statistics [if name]

WX DA if_name ER) A v Z =7 =A ZAD4H, ZO5BEHRETL L, RSN DIE
WITHRE LA =T = ZIZET 2L DT 7,

TIHILE AL B =T 2 A AEBRELBVERIE., TXTOA U F—T oA RZHONT, MAETL—=2 7\
THMEHERB R RINE T,

avwv kR E—F ROFIZ, a2 P ANTEHEF— R RLET,

274F794—I)IL E—F |[£F%aUFq a7+

TILF
aAVTFX
avwry kK E—F L—Ty K |&E# v [ DRT L
o —4 EXEC & 7213554 EXEC | * — . — —
avy FERE yy—= EERNR
7.0(1) Zoavr RREAIRELE,

BRLEDHA FS1Y PIM OMA & T N—=2 Il 5#FHEWEZ 7 U 73 2121%, clear pim counters =~ > K&l L
ij‘o

il %Iz, show pim join-prune statistic =~ > FOH A ZRLET,

hostname# show pim join-prune statistic

PIM Average Join/Prune Aggregation for last (1K/10K/50K) packets

Interface Transmitted Received

inside 0/ 0/ 0 0/ 0/ 0

GigabitEthernetl 0/ 0/ 0 0/ 0/ 0
Ethernet0 0/ 0/ 0 0/ 0/ 0

Ethernet3 0/ 0/ 0 0/ 0/ 0

GigabitEthernet0 0/ 0/ 0 0/ 0/ 0
Ethernet2 0/ 0/ 0 0/ 0/ 0

BEEav> R avwy kR El) ]

clear pim counters PIM N7 40 Ao B2 07 LET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show pim neighbor

show pim neighbor

PIM %A /8= F—FAOxL | 25T 5I0E, 22—+ EXEC £ — I % 2 [ 2### EXEC £— T
show pim neighbor =~ > K& H L £,

show pim neighbor [count | detail] [interface]

BXOiRHA interface ER) A v FZ—7 A ADL4R, ZOBBERET DL, BRENDIE
WITBE LA v F—T 2 A4 RZETHHOETICR2 0 7,
count ({EE) PIM A N—D &, BLOKA X —T =214 2D PIM A
NR—DFEFRRLET,
detail (f£7%) upstream-detection hello =7 2 AW U THE Lz, A /38—
DBEMT FLAZFRLET,
TI+IE T 7 F v F OEERLEIEH Y EH AL
avwY kR E—F WORIZ, a~v FEANTELE—RERLET,
2747 2+4—IL E—F |[£F2UFs aATFXF
<ILF
aAVTHFR
avY kR E—F =Ty F EB oI n k VAT L
o—3 EXEC F£72134# EXEC | * — . — —
avy FERE Jyy—=x EEANA
7.0(1) Zoavy RPREAIShELE,

BEREDHL FF1

]

Toawy RiE, TOAL—FRPIM D hello A v & —T %@ 0 THEE L PIM %A N—%HET 57
ODIFEHLES, £72, Zoa<w NiE, A ¥ —7 = A A Designated Router (DR; f§E/L—#)
ThHHZE, BIORAN—THHALBENRAREICR DX A I TR LET,

X2 VT4 TTIAT U ADPIMEREL, ¥X2VTF 4 77547 ZAHKEE PIM KA X— & A
RLET, LERST, ¥Xa2 VT4 TTIAT VAL E—T A AN Da~vry OB HITETR
SNFET, BX2 VT4 TTIATUADIP 7T RL R, T RLVRADOWRIZT AX U RT (%) &P
TRENTWVWET,

¥&IZ, show pim neighbor =~ > KOH B ZR L ET,

hostname# show pim neighbor inside

Neighbor Address Interface Uptime Expires DR pri Bidir
10.10.1.1 inside 03:40:36 00:01:41 1 B
10.10.1.2%* inside 03:41:28 00:01:32 1 (DR) B

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show pim neighbor

P i=iedN S avy kR B
multicast-routing Y X2 VT4 TTIATVATIIALF XY AN V=T 4 L T F—T
MZLET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show pim range-list W

show pim range-list

PIM O#ifH Y A h O #®ERRT HITIE, =—F EXEC &— NE 72135 EXEC & — N T show pim
range-list =~ > REHH L E T,

show pim range-list [rp_address]

EX DA rp_address WOWT NN 1 DERBETEET,
e RP O&4Hl, FAAY F—Ah A7 2 (DNS) @ hosts 7— 7 /VITHE
BENTVWELON, FAAL D ipvd host 2~ FTERLZH D
‘/GTO
e RPOIPT KL XA, ZHi, 4 0Ky bMr& 10 ERZEO~ LT F ¢
A NIP 7 RLATT,

FI4I+ T 7 4V OEERLEIESH D T A,

T
H
I
™.

avy ROFIZ, a<wr Fe ANTEHE—FaRLET,

274F794x—)IL E—F |[£FaVUFq a2TFXF

TILF
aAVTHRR
avY kR E—F L—Tvy F EB TN k SRT L
2—3 EXEC F 7213454 EXEC | * — * — —
av v FER Jy—=x EFENR
7.0(1) Zhavwy FRNEAIHE L,

BHEDHA K1Y ZOavy NI, vAFF YA MNEEE— NS I NV—T~Dv v U T E/KET DO EHINE
o WO, Zo®EOT T 7= A b (RP) OF7 FLAbRENET ZUT558),

15 ®IZ. show pim range-list =~ FOH %2R L ET,

hostname# show pim range-list

config SSM Exp: never Src: 0.0.0.0
230.0.0.0/8 Up: 03:47:09

config BD RP: 172.16.1.3 Exp: never Src: 0.0.0.0
239.0.0.0/8 Up: 03:47:16

config BD RP: 172.18.1.6 Exp: never Src: 0.0.0.0
239.100.0.0/16 Up: 03:47:10

config SM RP: 172.18.2.6 Exp: never Src: 0.0.0.0
235.0.0.0/8 Up: 03:47:09
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show pim range-list

BEav R avwyFk H L]

show pim group-map 7 /L —7»5 PIM £— R~D~ v 7 BLOT 77 (772 RP OfF#
R RLET,
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show pim topology H

show pim topology

PIM hARw Y 7 =7 VO #ERRT H1201F, =2—% EXEC £— FE 7213554 EXEC £ — KT show
pim topology =~ > F&EMH L £,

show pim topology [group] [source]

WX DA

T2+

avwv kR E—F

group (EE) ROWThhEEETXET,
o WITFFX¥ AN TN—TD4TFHI, DNS @ hosts 7— 7 /MIZERINT
W5 L0, ipvdhost 2~ RCTEZRELEZLDTT,
o WAFFY AN ITNA—TDIPT KL A, ZHIE, 4 5E Ry Mbx
10 RGO LF XYy A NPT RLATT,
source EE) koWThnrasiRETEET,
o LT HF ¥ X MNEEFETDLHI, DNS @ hosts 7 — 7 /VIZEZSI LT
5H 070, ipvdhost 2< 2 R TEHLTZHDTT,
o TATFXXRAPMEETLOIP 7 FL A, ZH#IE, 455 Ny MEx 10
HERLONLT XY AP T RLATY,

FTRTOITN—=T LREFEILEO bR u VRS FRR SN ET,

ROFIZ, a2 P ANTELHEF— R RLET,

274F794—I)IL E—F |[£F%aUFq aVFFX

TILF
aAVTER
AU F E—F =Ty F EE UL k YRT L
o— EXEC % 7213454 EXEC | * — * — —
avy FERE yy—=x EERAE
7.0(1) Zoavr RREAIRE LR,

HEREDHA K51

PIM hRay F—=7F, IEDIN—TDIEZER MU, (*,G). (S,G). (S, GRPT #<*n
ENDOA L HE—T A A VAR LHIIR AT HLEDITHEHLET,

PIM %, b= Y ORNE%A MRIB 2@ LTV Y LET, MRIB (%, PIM 72 Eo~< LT

XY ANN—T g7 Fabark A2 =y s JA—7FE T hanr (IGMP) Eor—
TN A=y 7 Ta harEOBEILBT LM FETHY, VAT LOVILTF ¥ v X MEET
U TT,

MRIB X, FTE®D (S,G) = hVIZOWT, EDOA v H—T =2 ATT—% Xy NEZITRHLE
DB, EOA L E—T A ATT—F Nry NeiRETAUNERG A0 E R LET, £/, Bk
K12 1% Multicast Forwarding Information Base (MFIB; ¥ /L' F % ¥ A MREFR—R) T— T L%l
ALT, "oy hITLDEW®ET 7> a U ERELET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

M show pim topology

~

GE)

3l

RS R 2 T 5121, show mfib route =~ > FZHH L E9,

KIZ, show pim topology =~ > FKOH Il Z R L ET,

hostname# show pim topology

IP PIM Multicast Topology Table

Entry state: (*/S,G) [RPT/SPT] Protocol Uptime Info

Entry flags: KAT - Keep Alive Timer, AA - Assume Alive, PA - Probe Alive,
RA - Really Alive, LH - Last Hop, DSS - Don't Signal Sources,
RR - Register Received, SR

(*,224.0.1.40) DM Up: 15:57:24 RP: 0.0.0.0

JP: Null (never) RPF: ,0.0.0.0 Flags: LH DSS

outside 15:57:24 off LI LH

(*,224.0.1.24) SM Up: 15:57:20 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH
outside 15:57:20 fwd LI LH

(*,224.0.1.60) SM Up: 15:57:16 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH
outside 15:57:16 fwd LI LH

pggEa<w R

avwyFk BA

‘E-EI:I

show mrib route MRIB 57— 7 V& F R LET,

show pim topology TR TN —FDPIM hARu Y F—TLOEREFRLET,

reserved
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| w27

show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show pim topology reserved W

show pim topology reserved

WX DA

T4+

THRIFEHR I N—TIZET 5 PIM bR e Y 7—T7 VO #REFRRT HI121E, =—F EXEC £— FE 721X
¥#He EXEC “E— N T show pim topology reserved =~ > R&ffiH L E9,

show pim topology reserved

Zoavy FIZEGIEELITF—V—FEbH Y £ A,

T 7 a0 bOBEREIZH Y EHA,

WORIZ, a~r REANTEDLE—RERLET,

274F794—)IL E—F |[£FaUTq a2TFXF

T ILF
AVTEX
avvFk E—F =Ty F & vo7n k AT L
2 —4 EXEC £ 7213554 EXEC | * — . — —
avy FERE yy—= EEANR
7.0(1) Zoavy RPREAIShELE,
15l &iZ, show pim topology reserved =~ > FOHEIHIZ R L E T,

hostname# show pim topology reserved

IP PIM Multicast Topology Table

Entry state: (*/S,G) [RPT/SPT] Protocol Uptime Info

Entry flags: KAT - Keep Alive Timer, AA - Assume Alive, PA - Probe Alive,
RA - Really Alive, LH - Last Hop, DSS - Don't Signal Sources,
RR - Register Received, SR - Sending Registers, E - MSDP External,
DCC - Don't Check Connected

Interface state: Name, Uptime, Fwd, Info

Interface flags: LI - Local Interest, LD - Local Disinterest,
IT - Internal Interest, ID - Internal Disinterest,
LH - Last Hop, AS - Assert, AB - Admin Boundary

(*,224.0.0.1) L-Local Up: 00:02:26 RP: 0.0.0.0
JP: Null (never) RPF: ,0.0.0.0 Flags:

outside 00:02:26 off II
(*,224.0.0.3) L-Local Up: 00:00:48 RP: 0.0.0.0
JP: Null (never) RPF: ,0.0.0.0 Flags:

inside 00:00:48 off II

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show pim topology reserved

BEav U kR avvFk B2
show pim topology PIM rRa Y T—7 L% FKRLET,

OL-12173-02-J |
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show pim topology route-count

show pim topology route-count

PIM hARu Y F—=7vDx ) OFEFRT 2HI121E, =2 —% EXEC £— FE721355H EXEC £E— F

C show pim topology =~ > R&fiH L £,

show pim topology route-count [detail]

BX DA detail ER) 7N—7Z &1z, BT 23R ER T LET,
TIHILE T 7 4V F OBHERLEIZH D FHA,
avY kR E—F WOFRKIZ, a~<v REANTEDLE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
<ILF
aAVTXR
avy kK E—F L—Ty F |&f& SugL k DRT A
o—4 EXEC % 7213454 EXEC | * — . — —
avy FEE yy—=x TENE
7.0(1) Zoavry RPREAINE LR,

BERLEDAA K1Y

]

O R

ZoawrRiE, PIM hRaY 7—7 0Oy ) OKEFORLET, =2 bV ICBET MR
#7595 I21%, show pim topology =~ > FEHEH L 7,

&KIZ, show pim topology route-count =~ > KOHIHIZ R LET,

hostname# show pim topology route-count

PIM Topology Table Summary
No. of group ranges = 5
No. of (*,G) routes 0
No. of (S,G) routes 0
No. of (S,G)RPT routes = 0

avwvk By
show pim topology PIM r Ry F—TNVEFK R LET,

| oL-12173-02-J
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show isakmp ipsec-over-tcp stats 37> F~ show route a7? > F |

Bl show pim traffic

show pim traffic

PIM N7 7 47 DAD Y ZERRTHIIE, =—F EXEC E— NE 721354 EXEC *£— KT show
pim traffic =~ > FZHEHA L E7,

show pim traffic

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WDORIZ, a~vr REANTEDLE—RERLET,
F274F794—)L E—F |(#FaUT4 a>TFRFH
<ILTF
AVTHFR
avwvy kK E—F L—FTy F |&EB gL k AT LA
o—4 EXEC 7213454 EXEC | * — . — —
avy FEE yy—= EENE
7.0(1) Zoavy RPREAIShELE,

BEREDAL T4

3l

PIM o727 42 0hD2%27 Y 735201, clear pim counters =~ R&fFEH L £,

®IZ, show pim traffic =~ > KO AFIERLET,

hostname# show pim traffic

PIM Traffic Counters

Elapsed time since counters cleared: 3d06h

Valid PIM Packets
Hello

Join-Prune
Register

Register Stop
Assert

Bidir DF Election

Errors:

Malformed Packets
Bad Checksums
Send Errors

Packet Sent on Loopback Errors

Received Sent

O O O O O O O

Packets Received on PIM-disabled Interface
Packets Received with Unknown PIM Version

9485
9485

o O O

o O O O O O
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F
show pim traffic Wl

| w27

EEaTUF avvk SifA
clear pim counters PIM No 7 4w horBas 07 LET,

Cisco Security Appliance I? > F Y7LV i
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

M show pim tunnel

show pim tunnel

PIM by A #—7 = A AT 2 ERRT H121F, = —% EXEC &— N E 7213554 EXEC
%— KT show pim tunnel =~ > FZEHALE T,

show pim tunnel [if’ name]

WX DA if_name ER) A v Z =7 =A ZAD4H, ZO5BEHRETL L, RSN DIE
WITHRE LA =T = ZIZET 2L DT 7,

FI+IF A H =T 2 A AERELBVEGERIE, TXTOA U F—T oA ZAZHOWT PIM b v RUERIFER
EhEd,

avwv kR E—F ROFIZ, a2 P ANTEHEF— R RLET,

274F794—I)IL E—F |[£F%aUFq a7+

TILF
aAVTFX
avwry kK E—F L—Ty K |&E# v [ DRT L
o —4 EXEC & 7213554 EXEC | * — . — —
avy FERE yy—= EERNR
7.0(1) Zoavr RREAIRELE,

BREDHAESA4Y PIM L URZ 7y MNME, BESTEMEMN Y RN A0 X —T 24 ZAERBE LT, BHETORIDO
ARy 7 DR V=25 RPICEFE &N E T, RP Tk, AL 72 AbfiEbx b o x v &H LT, PIM
VIORE Ny "OZEA LV E—T 2 A A%RELET, Z0a~vr L, MFOXAL 7O —
Tz A AZONT b RMEREFRRLE T,
LYAS Mo, (PIM LY AS A ve—UNIL) 7 embaniz, #Enbo~vrFxy
Z kX BT, RETIE. EEY Y —&2RA LT, BADZDIC RPISEE SN E T, B EM
ENL0IE, SMIZx L TOHRTY, SSM B LU\ PIM (i S A

15 &KIZ, show pim tunnel =~ > FOHAHIZRLET,

hostname# show pim tunnel
Interface RP Address Source Address

EncapstunnelO 10.1.1.1 10.1.1.1
Decapstunnel0 10.1.1.1 -

BIEa< UK avwv kR By
show pim topology PIM r Ry F—7VEERLET,
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show power inline W

show power inline

ASA 5505 I EX 2 VT 4 TTITAT LV RAREDPOEA v F—T 2 A4 AERFOETINTA V¥ —
Tz ARALEOBRAT —F AR AT HIZiE, =— EXEC £ — KT show power inline =~ > %
BEHLET,

show power inline

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T4+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WDORIZ, a~vr REANTEDLE—NERLET,
274F794—)IL E—F |[£FaUTq a2TFXF
<ILTF
aAVTHFR
avwvy kK E—F L—FTyF |&EB VTN k AT LA
2 —4 EXEC . . . — —
avy FEE yy—= EENE
7.2(1) Zoavy RPREAIShELE,

BEREDAL T4

3l

POEA > H—TxAREFEHLT, IP 74> FRIXVAYVLRA T I7ERA KAV N EOBEREMLES
DT NA AEHR LET,

&Iz, show power inline =~ > ROH B2/~ LET,

hostname> show power inline

Interface Power Device
Ethernet0/0 n/a n/a
Ethernet0/1 n/a n/a
Ethernet0/2 n/a n/a
Ethernet0/3 n/a n/a
Ethernet0/4 n/a n/a
Ethernet0/5 n/a n/a
Ethernet0/6 Oon Cisco
Ethernet0/7 Off n/a

#£ 27912, 74—V ROFTHAEZRLET,

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show power inline

* 279 show power inline ® 27 4 —JL K
Z4—ILF B7L
Interface X2 VT4 TTITAT UV ALOTRTCOA L F—T oA AR LE

4, POE MERHTERWA U X —T 24 A b EHET,

Power

BIR2S On 2> Off &R LET, T3 RCEFENDSLETRWVIGE, 1V
H—T 2 A AT NAANIRNES, Fli3A v F—T o4 AR ¥ v b
A L TWAEA, HIXOff IRV ESF, A% —7 A A PoE %4
A= LTWRWEE, fEiXn/a T,

Device

WEINDT AL ADIA THFARLET, Cisco £7213 IEEE O Wi
TT, TNAABRKREINTWRWES, fEiXn/a TT, 731 2ADKE
M Cisco DFH. T 4 A7 L A121% Cisco EFErREN £, IEEE X, &2
A AD%EN IEEE 802 3af #EHMLTHDH Z 2R L E£ T,

BEaYF avwyFk

B

clear configure interface

A B —T 2 A ADAL T 4 FXal—arEaTRTIZITLET,

clear interface

show interface =~ KOOI 7 2% 7 U7 LE T,

interface

AL E—T 2 A RAEREL, AV F—T (A AT (Fal—
vary ET—FRERBLET,

show interface

A B =T 2 A ADFEATHERAT —HF A LHFHERE R R LET,

Cisco Security Appliance A< F Y7L Y&
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show priority-queue statistics

show priority-queue statistics

A B =T 2 A ADTTAF VT 4 Fa—IZBTDHAHEHRE T 2I21%, $7# EXEC £— FT
show priority-queue statistics =~ > K& H L 7,

show priority-queue statistics [interface-name]

EX DA interface-name EE) "A P74 — b Fa—BIMGRBIEY = —OFME2ERRTHA
H—T A ADLRIERELET,
TI7AIEb AU —=T = f AR BB LIEHEE, TRTOREFHA VF =T oA AZONWTT T4V T+
¥ o —MEHERARTIENET,
avYF E—F WROFKIZL, a~v 2 REANTELHE—RERLET,
F74F724—) E—F [ E¥aUTF4 aVTFXFb
TILF
AVTER
AU F E—F =Ty F EE UL k YRTL
K5 EXEC . o o . _
avy FERE yy—=x EERAE
7.0(1) Zoavr RREAIRE LR,
{1 WORFIE, test LV A > F—T = A ZIZOW\T show priority-queue statistics =~ > F&fEH L7-8;

Goa<wry FHOQERLTWET, ZOHNT, BEIZRNA b7 45— $=2—, LLQ (FMEELE
Fa—%FELTWVET,

hostname# show priority-queue statistics test

Priority-Queue Statistics interface test

o]
=1

Queue Type =
Packets Dropped
Packets Transmit
Packets Enqueued
Current Q Length
Max Q Length

I
[N eNeNeNe}

[

Queue Type =
Packets Dropped
Packets Transmit
Packets Enqueued
Current Q Length
Max Q Length
hostname#

LQ

([ T
O O o o o

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show priority-queue statistics

BREav VR avw vk HTL:)]
clear configure FESITA v A —T 2 A AT ILFV T 4 Fa— T0 7 (Fal—
priority-queue varEHIBRLET,
clear priority-queue ¥ED A X —T A A, FEIFTRTOREFSA L Z—T =4 AT
statistics L27TAFVT 4 Fa—fetEROI O 2% VT LET,
priority-queue AE =T 2 ARITTAFVT 4 Fa—A U TERELET,
show running-config SE L7 A ¥ —T 2 A ADBEOTFAF VT 4 Fa— 227 X2
priority-queue L—varaERRLET,

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show processes M

show processes

X2 )T 4 TTIAT VA LETEHEL TV 7 READY X M FRT HITIE, F7H EXEC £— R
C show processes =~ > &AL E7,

show processes [cpu-usage | non-zero | sorted] [cpu-hog | memory | internals]

X DEREA non-zero ({£&) CPU RN e TldWnWT o 22 £ R LET,
sorted (ER) 7mrtA® CPUEHARMNE Y — L TERLET,
TIHIE TI7ANET, ZO0avr F3EFalT g TTIAT LV ATEITSN TN DT rEAZRRLET,
avvk E—F WORIZ, a~vr REANTEDLE—RERLET,
T7A4F724—ILE—F EFalFq4 aVTFXFb
TILF
aAVTFX
avwy kR E—F L—TyF |&E# vugnL [ DRT L
fl%‘;% EXEC ° . ° ° °
avy FERE yy—= EERE
7.0(1) Ioa<wy RRYR—hEINnNd om0 E L,
7.0(4) Runtime EAEESIN, 1 S UBLNORKE CRRINDI LT EL
77
7.2(1) HAFRTFMEESH, CPUEEAL TS rERICB LT, & HICEEM
RIERDBFRINDLIICRVE LT,
8.0(1) show process cpu-usage 5|32 BM S E LT,
HERALEDHL RS54 show processes 2~ NEEMATH L, X2 VT4 77 I7A4AT VA ETERITEINTNA TR ERAD

UA MR TEET,

F£72. A7 3 D cpu-usage or cpu-hog 51 HIZ L > T, CPUEMBHL TWA T B ERERETEE
J. CPU % 100 S U MZBXLTHALTWDIEHA, 7uACT7 I VBRESINET,

show process cpu-usage 2 ~> KX, Ex¥ 2V 7 4 77 IA T VA LETEITESR TS rERLE S
W, 1M, 5575H o CPU AR OFEHEREZ R R LET, ¥F2UT 4 TTXIA4T U ZADER
FIZoavr FE#ALT, ¥ %274 77747 A0 CPU 2L T2 ARt & 5 &
X2 T4 TTIFAT A EORED T o AR VAT Z ENTEET, BMS 513 sorted B
LW non-zero AL T, a~v FHNZIBITHAZ A A TEET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

show processes

il

show process cpu-hog =~ > FZIFOHT &, ROV T LANRRRINET,
* MAXHOG : CPU A EITOREMH (I UHHAL,

e NUMHOG : CPU 56 EITOREIML,

* LASTHOG : £#%® CPU A ETOMM (2 VAL,

* PC:CPU HATRERADMARA 4,

e Traceback : CPU 570t ADAHX v 7 hL—2A,

Tt RI, FEOMEE T ESLELETAIEREA LY KT, VANANT, PCIE7mr I8 huy
H SPIIAZ v RAVZ, STATEIZAL Y R $2—D7 KL A, Runtime (AL > K2 CPU 7
a7 YA TVICESOTEITSNTVDHEE (T V), SBASEIZAX v 7 DRX—R T KL A
Stack ITHREMH SN TWE A MEEEFHT A A THY ., Process ITA L v NOMREEZ RL £,

T MMEE 1 SUBURNOKECTERT LI ICmiban, 7avy s 710w 27 KE10 2 UR)
DO VIZCPU 7 a7 A7)0 (<10 F/ BOKE) 12350z CPUHRRO T e 2D 7T 4
TT 4 T NIEMTERICR Y L,

Traceback IZIIH KT 14 DT RLAZRETEET,

RV a—7 LAY~ U —{TT, show proccess =~ N% 2 [mlEfECHRITL, DM ZHERL T
WO &P TEET,

o CPU Hf[#23 & Z T 100 % fEH 7= 2,

o HALy RN CPUZM%UMEMLTND, ZHIE ALy FOT U Z A LEFEGET o ZA L
Ze4y & U TR L £ 7,

F 7 ar® memory I AERETHE, HTuBRACL-TEHV Y TONLZAT Y BRERISNET,

F7va o internals SIEEZIRET S &, BEBISNa— OB EXTT v TOBNKRINET,
Invoked i, A7 ¥ a—InFukvx%x@E L7 (T L7) BEETT, Giveups i, 7r& AN
CPU 2 A7 ¥ a—F|TiiE LB TT,

WIZ, ¥x%2VT4 77947 A LETEHELTWA T a® A0 A MaFRRTH0 %2R LET,

hostname (config) # show processes

PC SP STATE Runtime SBASE Stack Process
Hsi 00102aa0 0a63f288 0089b068 117460 0a63e2d4 3600/4096 arp timer
Lsi 00102aa0 0a6423b4 0089b068 10 0a64140c 3824/4096 FragDBGC
Hwe 004257c8 Oa7cacd4 0082dfd8 0 0a7c9dlc 3972/4096 udp timer
Lwe 0011751a 0a7cc438 008eabdo 20 O0a7cb474 3560/4096 dbgtrace
<--- More —--->
- - - - 638515 - - scheduler
- - - - 2625389 - - total

hostname (config) # show proc cpu-usage non-zero

PC Thread 5Sec 1Min S5Min Process
0818af8e d482£f92c 0.1% 0.1% 0.1% Dispatch Unit
08bael36 d48180£0 0.1% 0.0% 0.2% ssh

hostname (config) # show processes cpu

Process: ci/console, NUMHOG: 1, MAXHOG: 210, LASTHOG: 210 LASTHOG At: 01:08:24 UTC Jul 24
2005

PC: 153412

Traceback: 1532de 15352a 14b66d 14ba6l 148c30 14930e 1125d1

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show processes M

Process: fover parse, NUMHOG: 2, MAXHOG: 200, LASTHOG: 200

LASTHOG At: 02:08:24 UTC Jul 24 2005
PC: 6££434
Traceback: 6££838 6fe3a7 6fed24 6feS5ab 7060b7 3bfad4d 1125d1

hostname (config) # show processes memory

Allocs Allocated Frees Freed Process
(bytes) (bytes)

23512 13471545 6 180 *System Main*

0 0 0 0 lu rx

2 8324 16 19488 vpnlb thread

(other lines deleted for brevity)

hostname# show processes internals

Invoked Giveups Process
1 0 Dblock diag
19108445 19108445 Dispatch Unit
1 0 CF OIR
1 0 Reload Control Thread
1 0 aaa
2 0 CMGR Server Process
1 0 CMGR Timer Process
2 0 dbgtrace
69 0 557mcfix
19108019 19108018 557poll
2 0 557statspoll
1 0 Chunk Manager
135 0 PIX Garbage Collector
6 0 route process
1 0 IP Address Assign
1 0 QoS Support Module
1 0 Client Update Task
8973 8968 Checkheaps
6 0 Session Manager
237 235 uauth

(other lines deleted for brevity)
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl  show reload

show reload

X2 VT4 TTIAT LV ADY B — RDAT —F A% FR_T 5%, FiHe EXEC & — K T show
reload =~ F&fEALEI,

show reload

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

2747 94—)IL E—F |[£FaUTq a2TFXF
<ILTF
aAVTHFR
avwvy kK E—F L—FTy F |&EB VTN k AT LA
%*@ EXEC . L] . . °
avy FEE y1y—=x EENE
7.0 Zoawry RREAINE L,
ERALEDAHS RS54y Toavy RIZIIMEHEOTA R4 UBHY /A,
i WOFTIE, Ve—R284 A 20 BEREADOFHT 12:00 (FR) I& A7V a—LENTWnWAZEaR0

£,

hostname# show reload
Reload scheduled for 00:00:00 PDT Sat April 20 (in 12 hours and 12 minutes)

BEa<w K avwy kR H L]
reload a7 4F¥al—varEl 77— FrRBIYUr—FLET,
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

show resource allocation W

show resource allocation

TRCDITTAETTARANR=IZEENRSTY V=R LY Y —=RE 0 Y TEFRT DI, #F
e EXEC ®£— K C show resource allocation =~ > FZfEH L £9,

show resource allocation [detail]

EX DA detail BIMEREFRLET,
TIANLE T 74N N OBERMHEITH Y EH A
avY kK E—F WORIZ, a~vr REANTEDLE—RERLET,
7747924 —)LE—F |[€£F%aUFq4 aV7TFXF
<ILF
aAVTFX
avwy kR E—F L—TyF |&E# v [ VAT L
FeHE EXEC . . — — .
avy FEE yyy—=x EERNE
7.2(1) Zoavry RPREAINE LR,
BRALDSHA F31Y ZoavwryRiE, VY—REOYTERRLETS, BEBCHEAINA TS Y Y —RFHERLEREA,
EEED Y ) — AERRIN A FETRT DHITIE, show resource usage =~ > REHEH L 7,
i &Iz, show resource allocation =~ > FOHNBFIZRLET, T4 AT L AI2F,. &Y V—2DEF

FY Y THEN, HEHER L OAAEER AT A VY —AD—k T —V L LTERINET,

hostname# show resource allocation

Resource Total % of Avail
Conns [rate] 35000 N/A
Inspects [rate] 35000 N/A
Syslogs [rate] 10500 N/A
Conns 305000 30.50%
Hosts 78842 N/A
SSH 35 35.00%
Telnet 35 35.00%
Xlates 91749 N/A
All unlimited

#£ 27-101C, 74—V FOMBAEZTRLET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show resource allocation

* 27-10 show resource allocation ® 7 4 —JL F

Z4—ILF A

Resource FIRZ#I =D TEDY J—ADLH,

Total TRTCOAVTHAITE DY TOLND Y V—ADOKRE, ZoOHEIX. FEERE

A VAR UAFTT IS0 OA AL ADMRETT, 77 AEHKT/—
BT =VERELELRG. ¥ X2V T 4 TTIAT AT IORIFRDIZDIC
Nt T = D a MBI AR L £ T,

% of Avail FHTXAEEIT. TRXTOarTFFANTRHVYTHNEVAT L U Y —Z#
BONR—t T —T, UV —RIZVATAHRENR NS, ZOh T AT N/A
ERIREINET,

iz, show resource allocation detail =~ > FOH 2R L E£7,

hostname# show resource allocation detail
Resource Origin:

A Value was derived from the resource 'all'
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit Total Total %
Conns [rate] default all CA unlimited
gold 1 C 34000 34000 N/A
silver 1 CA 17000 17000 N/A
bronze 0 CA 8500
All Contexts: 3 51000 N/A
Inspects [rate] default all CA unlimited
gold 1 DA unlimited
silver 1 CA 10000 10000 N/A
bronze 0 CA 5000
All Contexts: 3 10000 N/A
Syslogs [rate] default all CA unlimited
gold 1 C 6000 6000 N/A
silver 1 CA 3000 3000 N/A
bronze 0 CA 1500
All Contexts: 3 9000 N/A
Conns default all CA unlimited
gold 1 C 200000 200000 20.00%
silver 1 CA 100000 100000 10.00%
bronze 0 CA 50000
All Contexts: 3 300000 30.00%
Hosts default all CA unlimited
gold 1 DA unlimited
silver 1 CA 26214 26214 N/A
bronze 0 CA 13107
All Contexts: 3 26214 N/A
SSH default all C 5
gold 1 D 5 5 5.00%
silver 1 CA 10 10 10.00%
bronze 0 CA 5
All Contexts: 3 20 20.00%
Telnet default all C 5
gold 1 D 5 5 5.00%
silver 1 CA 10 10 10.00%
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show isakmp ipsec-over-tcp stats 17> F~ show route A< > F

BEgEa< K

Xlates

mac-addresses

show resource allocation W

bronze 0 CA 5

All Contexts: 3 20 20.00%
default all CA unlimited

gold 1 DA unlimited

silver 1 CA 23040 23040 N/A
bronze 0 CA 11520

All Contexts: 3 23040 N/A
default all C 65535

gold 1 D 65535 65535 100.00%
silver 1 CA 6553 6553 9.99%
bronze 0 CA 3276

All Contexts: 3 137623 209.99%

#£27-1112, 74—V ROFBHERLET,

x 2711 show resource allocation detail D7« —JL F

J4—ILF B7L

Resource HIRZ#IT =D TEDY J—ADLH,

Class FIFNN T REEL, KT T ADLT,
TRTOAVTHAN 74—V RIE, TXTHOZ T ALKRTOEFHENFE RS
nET,

Mmbrs K7 TAZEHVLTOEND 2T R A MO,

Origin U Y —AHIBROERIE, EIZKDO LY TT,

o A: ZOHIBREMLz DY V—2L LTTIEARL, all 7 a v &AL T
ELET,

o C: ZOHIFBIZA L R— 7 FZAMGERENET,

e D: ZOHIPIZA L N— IV TATIIERZINEZDO TR, T74V 8 7T
ANBAERKRENE L, T4V 7T RICED Y TCHENTEIUTHRRALID
A, X TD) Tt/ ICy 1272 £9,

X2 VT4 77747 ATHE, TA] % IC) £721F D) LA EDLESL D

LR TEET,

Limit AUTFXARITEDOY Y —RFHIR FEEE L), 7 TAERT/ AT —
FHRELESE, X2V T4 T 794 T LV RIZORRDEZDITAA— o T—
T EMRHEIC A L E T,

Total 7 FGANDTRTOALTFHFA M- TEHY Y THLRATNS Y Y —2DAF

B, ZO¥NEIT, RKEES A AERIT I BHEZYOAL A ADHS
BT, VY—ANEHROLE, ZORRTZEATT,

% of Avail

ERTX A, VI3 ANDTRTOaLrTHFA MIbloTEIV Y THNS Y
AT 5 V) —=ADEHBEDO A=t T =T, VY —=ANEHIROFE,. ZOFKR
T22H T, U Y —RIZV AT AHIRBZ2WEES, 2007 AMTEN/A ERRE
nEJ,

avy kR H L]
class VY—2R 7T A%ERLET,
context X2V T 4 arTHRRANEBIMLET,

limit-resource

77 ADY Y —=AHlRZBE L ET,

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show resource allocation

avwyFk H L]
show resource types fIRERETEDY V=R XA THRRNLET,
show resource usage X2 VT4 TTIAT U ADY Y —AFHRREFR R L FE T,

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show resource types

show resource types W

X2 VT 4 TTIAT AMERRB OB RIZLTWD Y Y =R XA T2FmR$ 51013, Fibk
EXEC & — KT show resource types =~ > R&ffif LET,

show resource types

B DR Coawy RIS ERIIF—TU—FiEb Y A,
T4+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WDORIZ, a~vr REANTEDLE—NERLET,
274F794—)IL E—F |[£FaUTq a2TFXF
<ILTF
aAVTHFR
avwvy kK E—F L—FTyF |&EB VTN k AT LA
4‘%“‘:% EXEC ° ° ° R °
avy FEE y1y—=x EENE
7.0(1) Zoavy RPREAIShELE,
7.2(1) ZoavwrRE, aryTXFANILIZEHATZENDY YV —R 4T %
FRTDHEIEFENE LT,
1 wic, VY—2 ZAFOHIZRFLET,

hostname# show resource types

Rate limited resource types:
Connections/sec
Inspects/sec
Syslogs/sec

Conns
Inspects
Syslogs

Absolute limit types:
Connections

Conns

Hosts
Mac-addresses
ASDM

SSH

Telnet

Xlates

All

MAC Address table entries
ASDM Connections
SSH Sessions
Telnet Sessions
XLATE Objects
All Resources

| oL-12173-02-J
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show resource types

BREaOT VR avyvFk B
clear resource usage V=2 RN OREE®RE 7 VT LET,
context X270 aTHRANEBMLET,

show resource usage X2 VT4 TTIAT LV ADY YV —AERRNREZRILET,

Cisco Security Appliance A< F Y7L Y&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show resource usage M

show resource usage

X2 VT4 TTITAT LV AELFYATF T=FOHEALTIA MDY Y =2 AR EZ £ T 512
I%. F##€ EXEC *&— K C show resource usage =~ R&HH L E7,

show resource usage [context context name | top n | all | summary | system | detail]
[resource {[rate] resource_name | all}] [counter counter name [count threshold]]

XX DA context context_name  (w/VF E— RDOH) HiHERERRZTH2 0T XA NOLARTERE L E
T TRTOLTHFA RGBT HICE, all ZHELET, X2
TA T TIATAE, £arT7FA MOV =2 RN EZ —ERRL
i‘j_o
count_threshold FRTHIV Y —2AOMHRNEZRELET, T 74 MNI1TT, U Y—
ADOFERRIA Z Z THRET DEHE TEI-TWDLEHE, TOY YV —A%
RRSNERF A, DU AT all ZHRE LTSS, count threshold 1381
TEDFE PR B HE A S ET,
GF) T_XTOVY—REHRRTDHITIL, count_threshold % 0 \Z3%E L E
\j‘o
counter counter_name WD LE ZA T OB EFRLET,
e current: VY —ADT T 4 TIREIREFRAEA VAT U AE, Fi2iX D
V—ADBEDOL— FEERLET,
o peak : E— DY Y —ADFFREAEL AL L AK, FolEE—7
DU Y—2ADL— 2 FoRLET, 2L, HEHERD clear
resource usage I~V RE(XT A ADY 7 — ML o TREIZY
V7 ENTHEENLHBI SN ET,
e denied : Limit # 7 ARSI H U Y —RHIREZB L2 DERT SN
AVAR L ADEEFRAFZLET,
e all: (T 740 b) TRCOFEHEREERLET,
detail FHTERNY Y —REELTXTOY V=20 Y V—AfF KN E £
LET, 2&xliE, TCP RITZEOKEFRRTEET,

Cisco Security Appliance <> F Y7L >R
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show resource usage

resource [rate]
resource_name

BEEDY V= ADFERARREFRRLET, TXTOY V=R EHRIZTH
Wik, all (F7 4 b)) ZEELET, VY —ROEHARRERTTDHIC
X, rate ZfEELET, LETHEINSY YV —RIZIX, conns,
inspects., BL W syslogs BV FEFT, ThHDY Y —R XA TEHEET D
LA, rate ¥— U — RERETLHILENH Y £9°, conns U Y — AT,
RS LTHIEESNE T, 1 Bdi b oa R 7T 5120, rate
F—U—ROARZEHFEHALET,

VY=, MOEZATHBH FET,
e asdm : ASDM E#t v 3,

e conns: 1 DDOFKRANELEEHBDOFDMDKRA NEOBFELET 2 DDR
A Mo TCP %7213 UDP #2f¢,

e inspects : T U S —Ta s A AR Ay,
e hosts : BX =2 UT 4 77747 A%l U TR ATREZR KR A |,

e mac-addresses : NI AT LN Ty A T Ut —/b EF— KT,
MAC 7 RV A T—T7MZEDHBND MAC 7 KL ADH,

e ssh:SSHE&vyI =,
e syslogs : VAT LA BT XAybE—,
e telnet : Telnet &>y a2,

o xlates : NAT Z5#t,

summary (A F = FDOHR) TRTOarTXA MNOREMBHRNEZFRLET,

system (wVF F—FRKDOHR) §_XTOarTxFA MORFEMARNEZRLET,
L, arTHF A MOAREFIBECIER VAT LD ) Y —AFHIRHE %
FRLET,

top 7 (FAF B—ROR) FEELED V=20 K n AD=2—FD a7 F 2k
FFRRLET, ZOA T 3 TlE, resource all TiE, U Y—RX A
THE 1 OOHBET DMERHY T,

TIAILE CALF AUTXANE—RTIE, T7440 0 arFF2MTall T, $XTOaTHFRA DY

V= AFHIREAEREINET, VI E—ROPE, 2T HFAMITERSN, BT
lcontext] 1% [System) & L TERINET,

TN IOV Y —2AL1L, all TT, T_XTHOV Y —R XA TREFREINET,
TI7HNNDOH T LT, all T, TRTOHFHERNEFTRINET,
FIFN DI T R LEWEIL L TY,

avwv kR E—F ROFIZ, a2 P ANTELHEF— R RLET,

T7A4F724—)L E—F EFalFq4 aVTFXFb
TILF
aAVTFX
avwy kR E—F L—TvF |E& oL [ DRT L
¥k EXEC . . . — .
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show resource usage M

il

)1y—2 EERNE
7.0(1) Zoavy RPREAIShELE,
7.2(1) AVTFXARNTEWCY Y —REHIRTE DL IR0, ZDa<wy

FRIBUETREGINZY) Y =2 &R R LET

RIZ, show resource usage context =~ > FOHAHZRLET, 2 TiE, admin 27 F X hD
Uy =2 ERRT D02 R L THET,

hostname# show resource usage context admin

Resource Current Peak Limit Denied Context
Telnet 1 1 5 0 admin
Conns 44 55 N/A 0 admin
Hosts 45 56 N/A 0 admin

KIZ. show resource usage summary =~ > FOWMHFIZRLET, ZZTiE, T _XTOasTHFR
FeTRTOY V=20 Y V=2 HRNERRZT 26 2R L TWET, TZTHEH, 6 2aTFA My
DOHIRERFER SN THET,

hostname# show resource usage summary

Resource Current Peak Limit Denied Context

Syslogs [rate] 1743 2132 12000 (U) 0 Summary

Conns 584 763 100000 (S) 0 Summary

Xlates 8526 8966 93400 0 Summary

Hosts 254 254 262144 0 Summary

Conns [rate] 270 535 42200 1704 Summary

Inspects [rate] 270 535 100000 (S) 0 Summary

U = Some contexts are unlimited and are not included in the total.

S = System: Combined context limits exceed the system limit; the system limit is shown.

KIZ. show resource usage system =~ > FOH Bl ZRLET, T2 TIE ¥_XTOaTHX |
DY Y —2ERRMNERISNETHN, BHEOa T A MIlRME CIE/e < V27 AHIRENFE R &N
‘/C(/\ivé—o

hostname# show resource usage system

Resource Current Peak Limit Denied Context
Telnet 3 5 100 0 System
SSH 5 7 100 0 System
Conns 40 55 N/A 0 System
Hosts 44 56 N/A 0 System

&iZ., show resource usage detail counter all 0 =~ > FOH NP ZRLET, Zoa~wr Kif, =—
PRERTED ) Y —ALTF TR, TRXTOY Y —RERRLET,

hostname# show resource usage detail counter all 0

Resource Current Peak Limit Denied Context
memory 1012028 1538428 wunlimited 0 admin
chunk:aaa 0 0 unlimited 0 admin
chunk:aaa_queue 0 0 unlimited 0 admin
chunk:acct 0 0 unlimited 0 admin
chunk:channels 25 39 wunlimited 0 admin
chunk:CIFS 0 0 wunlimited 0 admin
chunk:conn 0 0 unlimited 0 admin
chunk:crypto-conn 0 0 unlimited 0 admin
chunk:dbgtrace 1 2 unlimited 0 admin
chunk:dhcpd-radix 0 0 unlimited 0 admin
chunk:dhcp-relay-r 0 0 unlimited 0 admin
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

Bl show resource usage

chunk:dhcp-lease-s
chunk:dnat
chunk:ether
chunk:est

Telnet

SSH

ASDM

Syslogs [rate]
aaa rate

url filter rate
Conns

Xlates

tcp conns

Hosts

udp conns
smtp-fixups
Conns [rate]
establisheds

pps

syslog rate

bps

Fixups [rate]
non tcp/udp conns
tcp-intercepts
globals
np-statics
statics

nats

ace-rules
aaa-user-aces
filter-rules
est-rules
aaa-rules
console-access-rul
policy-nat-rules
fixup-rules
aaa-uxlates
CP-Traffic:IP
CP-Traffic:ARP
CP-Traffic:Fixup
CP-Traffic:NPCP
CP-Traffic:Unknown

unlimited
unlimited
unlimited
unlimited

o O O O
o O O O

5

5

5
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

O O O O O O OO OO OO OO OO0 O OO0 OODOOOOONOOH OO O OoOHRF o
O O O O OO OO O OO OO OO OO OO0 OO0 O JOOWOoOOoOo OO wkH ko

o O O O

O O O O O O O O O OO OO O OO0 00O OO 0O0oO0Oo0ooooooooooooo

admin
admin
admin
admin

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

pggEa<w R

avwyFk

‘E-EI:I

A

class

VY =R 77 A%&ERLET,

clear resource usage

U Y =2 R OFEME®REZ 2 VT LET,

context

X2V T4 arTFAMEBINLET,

limit-resource

77 ADY Y —AHIRERELET,

show resource types

VY)—RA XA TDYANEERRLET,

Il _ Cisco Security Appliance A< F )27 L&
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show rip database W

show rip database

RIP h AR Y F—=F RX—R M I TV D IERERRT D121, FitE EXEC £ — R T show rip
database =~ R&{#HfH L £,

show rip database [ip_addr [mask]]

BXOiRHA ip_addr EE) HELEF Y hU—2 T RLAORFNA— FZHIBLET,
mask (EE) A7 varvDFry hU—2 T RLADFRy hT—2 ~ A7 ZfRE
LET,
T7AIEb T 74 FOBEREIEH Y EH A,
avYrFE—F WOFKIZ, a2 FEANTEDLE—RERLET,
T7A4724—)L E—F |[¥aUT4 aVTFXFb
RIVF
AVTEX
avvFk E—F =Ty F & TN k AT L
F#E EXEC . — . _ _
av Y FERE Jy—= EEANR
7.2(1) Zoavy FNEAINE L,
BALOALRF4Y  RIP L—7 4 V7O show 2~ RiZ, EX a2V 74 77747 AOKHEE— FCEATE &
3, RIP Bi#E® show 2~ FEEHTHLEICRIP 207 4 Falb—vay E—RFRTHLHILEITH
D EHA,
RIP F—# _R—ZIT{ZRIP 2B L THEBEBENT AL — PR TRTEENE T, ZOF— X _X—RTHER
SNDHNV—MNINV—=T 47 T=T IR T LbERRSINER L, V=T 4 T T—T NI —
T4 v 7 Tahan F =2 RX=2ANbEEFAT D HIEICOWTIL, [Cisco Security Appliance
Command Line Configuration Guidell %2 L T 7Z X\,
il WIZ, show rip database =~ > FOHHHI 2R L ET,

hostname# show rip database

10.0.0.0/8 auto-summary
10.11.11.0/24 directly connected, GigabitEthernet0/2
10.1.0.0/8 auto-summary
10.11.0.0/16 int-summary
10.11.10.0/24 directly connected, GigabitEthernet0/3
192.168.1.1/24

[2] via 10.11.10.5, 00:00:14, GigabitEthernet0/3

WIZ, Xy FT—27 T RL AL~ A7 %FE L7z, show rip database =~ > FOH %R LET,
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show rip database

Router# show rip database 172.19.86.0 255.255.255.0

172.19.86.0/24

[1] via 172.19.67.38, 00:00:25, GigabitEthernet0/2

[2] via 172.19.70.36, 00:00:14, GigabitEthernet0/3
BEa<U R avwvFk EL)]
router rip RIP V—F 4 v V%A F—T ML, Za— L RIP V—F 4 27 /X5
A—BEFELET,

OL-12173-02-J |
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| #£27% show isakmp ipsec-over-tcp stats 37> F~ show route a7 F

show route

=T 4 T T—=TNEFRRTDHIZIL, ¥ EXEC £— F T show route =~ F&HH L E9,

show route

show route [interface_name [ip_address [netmask [static]]]]

B niRHA static TLE) BARGEAXT v 7 — MNMIBELET,
interface_name (FE) BT BEEEDA A —T =2 A A &FEHATIHZL—F = RV IC
[RELET,
ip_address (TE) RAEMGEREOE~DNL— MIBRELET,
netmask (fEE) ip_address \CHHT 5y FU—2 v A7,
T4+ T 7 4V F OMIEREIZSH Y £ A,
avyv R E—F ORI, a~ REANTESHE—FERLET,
F774F72+x—)L E—F EF%Fa)Fq4 aVTFXFb
TILF
aYVTFX
avy kK E—F L—FTyF |&EB v k AT L
it EXEC . . . . .
avy FEE yy—=x EENE
BEAT oo~y FIZEEFETT,
i Iz, show route =~ > ROH I Z R LET,

hostname# show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0

10.86.194.0 255.255.255.0 is directly connected, outside
10.40.10.0 255.255.255.0 is directly connected, inside
192.168.2.0 255.255.255.0 is directly connected, faillink
192.168.3.0 255.255.255.0 is directly connected, statelink

Qa0

Iz, ASAS505 st X2 VT 4 77547 A0 showroute =~ RO AEZRLES, =
OFNIE, Bx O2—VREEAIC VPN N—RD =7 75347 v "MERTA2NEHAL—T Ny s TR
LANRFRENET,

>

Cisco Security Appliance a<> K Y7L i
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¥ 27E show isakmp ipsec-over-tcp stats 27> F~ show route 22> F |

W show route

hostname (config) # show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0
c 127.1.0.0 255.255.0.0 is directly connected, _internal loopback

C 10.86.194.0 255.255.254.0 is directly connected, outside
S* 0.0.0.0 0.0.0.0 [1/0] via 10.86.194.1, outside

BlEavU KR avwvk 3]
clear configure route  connect ¥— U — F&Z&EA TV route =~ REa 7 4 Fal—
TarmrbElRLET,

‘E-EI:I

route AET 4 7 EITT 74N b— N EER L ET,
show running-config EfTa. 7 X2l —TarDroute 2~ REFERLET,
route
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