cunvren 20

show ddns update interface O <> k~
show ipv6 traffic a <>
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W show ddns update interface

show ddns update interface

X2V T4 TTIAT A A E =T = A AZHID Y TH7/ DDNS a2 FRoRmd 2123, Frik
EXEC & — KT show ddns update interface =~ > R&ffH L £,

show ddns update interface [interface-name]

EX DA interface-name fER) *y b= L F—T = A4 ZADLHI,
TIANLE interface-name A NV > 7 BT HE KA U H—T = A AZHEID B THN TS DDNS HFRNH#
IRENET,
avY kK E—F MOKIZ, a~v 2 FEANTELE—FERLET,
T7A4724—)V E—F [ FaUT4 3VTFX}b
TILF
AVTER
avv kK E—F L—FyF Ef# oL k VART L
FeHE EXEC o — . . _
av Yy FEE yy—=x EERE
7.2(1) Zoavwy RN EASIE LT,
i WIZ, WA v 2 —T 2 A RZH D Y THATWS DDNS FRERRT HH 2R LET,
hostname# show ddns update interface inside
Dynamic DNS Update on inside:
Update Method Name Update Destination
ddns-2 not available
hostname#
EEa<TUF avwvFk B
ddns (DDNS =¥ YER# # @ DDNS Ficxt LT, DDNS 7 v 77— b Ko ¥

FRE—F) AT EEELET,

ddns update (f V' F—T AR X2 VT4 TTFIAT VA AL F—Tx A A% DDNS T v/

AT A4X¥2b—vary T—F) F—FFXEZIEDDNS 7 v 77— b AR M AICBEAT E
R

ddns update method (7 — DNS DY Y—R La—RaXAFIv 77 v 7T — 57

NVavI4Fal—varyE— OOFREERLET,
F)
show ddns update method BEHHD DDNS FR T L iox A FLfiRasRRrLET,

DDNS 7 v 77— b & %179 %5 DHCP % —/3,

show running-config ddns FITar 74 Fal—a VICREINLTWDSTXTO DDNS

FROZA TBIOMBEEERLET,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ddns update method W

show ddns update method

FETar 7 4 Falb— a0 DDNS B &% rT 2121%, F#H EXEC £ — N T show ddns
update method =~ > K& H L £,

show ddns update method [method-name]

XN method-name (EE) FREW 7 DDNS HH R D47,
FI4IE method-name 2 "V v 7 2EBWT 5L, RESNTWATNTD DDNS BEF RN FRENET,
avy kR E—F WOFRKIZ, a~<v REANTEDLE—RERLET,

T747 94— E—F |£F2UFqs a0FFXF
RILF
AVTER
avv kK E—F L—FyF Ef# oL k VART L
FikE EXEC . — . . _
avy FEE yy—=x EERNE
7.2(1) Ioavwy RN EAINE LT,
Bl WiIZ, ddns-2 &9 45D DDNS TR &R AT 56 %2R~ LET,
hostname (config) # show ddns update method ddns-2
Dynamic DNS Update Method: ddns-2
IETF standardized Dynamic DNS 'A' and 'PTR' records update
Maximum update interval: 0 days O hours 10 minutes 0 seconds
hostname (config) #
BEa<o R avw vk B
ddns (DDNS E# e 2 DDNS SRzt LT, DDNS 7 v 77— b oD #
FHRE—F) A TR ELET,

ddns update (f V' F—T=A A2 X2 VT 4 TTITAT A A H¥—7 x4 A% Dynamic

a2y 74 F2b—v a3 EF—F) DNS (DDNS; ¥ 7 3 >~ DNS) HE#HFXFE =1L DDNS HH;
A DA BT £

ddns update method (ZF’'m—/X DNS DU Y—R La—REXAFIvIIZT7 v 7T — 57

NVavi4Fal—varyE— OOFREERLET,

K)

show ddns update interface WEFRH DL DDNS FRUCHEE T oA v —T = A %
FRLET,

show running-config ddns ETar 74 Fal—Ta VITERESNTWATXToO DDNS

HROIATBIORHREER T LET,
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

l  show debug

show debug

BAEDT RNy 7 a7 4 X2 b—a 2R d 2I121E, show debug =2~ REEHLET,

show debug [command [keywords]]

SO T command (L8 BEDOa Y 7 4 X al—Ya v ERRTHHAEDT Ny a~vr Rifg
ELET, % command TIX. command D% O, Bi#ET 2 debug =~
RCHR—hENDHHELLEF—TT, 72L& 21E, show debug aaa D%ITH< A
75 keywords 1%, debugaaa 2~ ROFHRF—TI—REFELTY, L
73> T, show debug aaa i accounting ¥ — 7 — F&HKR—-FL, ZOF—TU—
RIZE 2 TAAA Ty T DZEDEFIZONTDOT Ny 7 a7 4 Falb—s
VERTFTLHIEEBETEET,
TI+IE Ioavy RIE T7ANMRERD Y EFE A,
avykF E—F WOFIZ, a~ P2 ANTELE—RaRLET,
I7A472+—)V E—F [ FaUT4 3aVTFX}b
<ILTF
AVTEX
avY K E—F =Ty F E& A [ VRT L
¥ HE EXEC o o . o o
av Yy FERE yy—= FERA
WEAF Zoa~wy RIZPEF T,
8.0(2) AR~ FEO Y 2 NI eigrp ¥—V— R BMHEINE L,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show debug W

BAEDAAL R4y H27%2 command A%k & £, & command T, command D% OHESL, B# T % debug =
vy R TH R SN AL E AT . FA— h ST BRI TIL, BT 5 debug =~
VREZRLTIZEN,

~

GE) & command [EEFERTEDMNE I L, %4 T D debug 2~ REHFAR—bTHa~vr K E— NI

LoTREY X,
* aaa
e appfw
e arp
e asdm
* context
* crypto
e ctigbe
¢ ctm
¢ dhepe
e dhepd
e dhcprelay
o disk
e dns
e eigrp
* email
* entity
e fixup
e fover
e fsm
o ftp
e generic
> gtp
e h323
e http
e http-map
e icmp
* igmp
o ils

* imagemgr
* ipsec-over-tcp
* ipvé6

* iua-proxy
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

l  show debug

¢ Kkerberos

* ldap
¢ mfib
* mgcp
e mrib

e ntdomain

* ntp

o ospf

* parser
* pim

* pix

* pptp

* radius
* rip

e rtsp

o sdi

¢ sequence

* sip

e skinny
* smtp

¢ sqlnet
e ssh

e ssl

* sunrpc
e tacacs

e timestamps

* vpn-sessiondb

* webvpn
e xdmcep
e xml
i WA~y RCE, Bk, THU YT 47, BEOT T vva ARVDOT Ay T A4 F—T I L

F3, showdebug 2~ FR 3 @Y OFETHEHIN, TRTOT ANy T avr7Z 4 Fal—var,
BEWEDT Ny 7 a7 4 ¥alb—vay, BEOY Ty hOT Ry a7 4 X2 —Ta v

ERRTDHEODa~wy ROMERHFENRENLTWVET,

hostname#
debug aaa
hostname#
debug aaa
hostname#

debug aaa authentication

authentication enabled at level 1

debug aaa accounting
accounting enabled at level 1
debug disk filesystem
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

EEa< R

show debug W

debug disk filesystem enabled at level 1

hostname#
debug aaa
debug aaa

show debug
authentication enabled at level 1
accounting enabled at level 1

debug disk filesystem enabled at level 1

hostname#
debug aaa
debug aaa
debug aaa
debug aaa
debug aaa
hostname#
debug aaa
hostname#

show debug aaa

authentication enabled at level 1
authorization is disabled.
accounting enabled at level 1
internal is disabled.

vpn is disabled.

show debug aaa accounting
accounting enabled at level 1

avwyFk

B

debug

T_TD debug 2~ REBR LT ZEN,

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

M show debug mmp

show debug mmp

MMP A AT Vg BV a—/VOBHEDT Ny VREZFRT 5113, FiHE EXEC £— F T show
debug mmp =~ > F&EHEHLET,

show debug mmp

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
<ILF
aAVTHFR
avy K E—F L—Fv F |&Ei& TN k AT LA
4‘%}:*@ EXEC . . . . _
avy RERE Jyy—=x EERE
8.0(4) oy RRBEMENE LT,
15l WIZ, MMP A A7 gy BV a— VOBIEDT Ny FREZERRT H7-HIZ show debug mmp

avwy FeHd 627" LET,

hostname# show debug mmp
debug mmp enabled at level 1

BEa< R avwy kR B
debug mmp MMP A Xy bDA VART g v EFRRALET,
inspect mmp MMP A v 27 vay oD ELET,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show dhcpd W

show dhcpd

DHCP O3A 7 ¢ o 715, IREEIE ., B L OWFHE@RZ R AT 5121, FriE EXEC £— RE7IX
Jsa—\L ary 74X alb—vay E— RTshowdhepd =~ REMHLET,

show dhcpd {binding [/P address] | state | statistics}

BX DA binding MEDY—NIP 7 FLABIOHEET L7 I T b N—Ku=T7 7K
LRWZOWTONRL T 4 o TIFERE) —AOEIERRLET,
1P_address HELIZIP T RLADAAL VT 4 U 7R E TR LET,
state DHCP V—"DikEE FRED I THFARNTA X—TNANE I D, KA v
B =T A RZONWTA X—=TNANEINRYE) Z2FERLET,
statistics MEHEW (T RV A T—)b, XA vT 407, HIRBGIN AL T 0 7,

RIERBRDA v =2 EREHFEHLA Y-V BLUOZEA -V
E¥) #FRRLET,

FI4I+ T 7 4V N OBMIEEIZSH Y FH A,
avv kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
TILF
aAVTFR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
%4 EXEC . . . . _
avy FERE yy—x EENE
BE1E Zoa~vy RIEFBEF T,

BREDAA R34V F7a v ®IP 7 R L A% show dhepd binding =~ > NIZEDLAIX, €D IP 7 KL AD/NA
TATREIRRRINET,
show dhcpd binding | state | statistics =~ > NiZZe— L a7 4 Fal—rary T RTHLHEH
"HE T,

5 %K1z, show dhepd binding =~ > RO H 1 Z2Rx L ET,

hostname# show dhcpd binding
IP Address Hardware Address Lease Expiration Type
10.0.1.100 0100.a0c9.868e.43 84985 seconds automatic

®IZ, show dhepd state =~ > ROl Z R L ET,

hostname# show dhcpd state
Context Not Configured for DHCP
Interface outside, Not Configured for DHCP
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

Wl  show dhcpd

Interface inside, Not Configured for DHCP

&IZ, show dhepd statistics =2~ > KOH OB ZRLET,

hostname# show dhcpd statistics

DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0

Address pools
Automatic bindings
Expired bindings

o r B

Malformed messages

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O O O N O

Message Sent
BOOTREPLY 0
DHCPOFFER
DHCPACK
DHCPNAK

[ S

avvFk B2

clear configure dhepd 4<Co» DHCP — "R EZFHIKLE T,

clear dhepd DHCP %=/ A T 4 v I B L ORI v > 2 %7 V7 LET,
dhcpd lease 7747 MG ERD DHCP fF#O ) —2AOR S #ERLET,

show running-config  H7ED DHCP #— R a7 4 Xal—a LV E2FERLET,
dhepd
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show dhcprelay state W

show dhcprelay state

DHCP U L— ==V = hOREZ FRT DI, F7HE EXEC T— RE72iF 7 r— UL ar 7 4 ¥ o
L — 3 E— KT show dhcprelay state =~ FZfH L 7,

show dhcprelay state

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,

F7A4F794—IL E—F EFa)Fq a2TFRXFb
<ILF
aAVTHFR
avy K E—F L—Fv F |&Ei& TN k AT LA
¥i#E EXEC . — . . —
av Y FERE Jyy—x EERE
BEFF Zoa<wy RiFBFETT,

BREDHLIESAY —oa<wr RE, BEOaIVTIAMBIOKEA v X —T =4 ZZHOVWTODHCP J L— =—P x>
FOWREERERFLET,

5 %IZ, show dheprelay state =~ > RO H il %2R L £,

hostname# show dhcprelay state

Context Configured as DHCP Relay

Interface outside, Not Configured for DHCP

Interface infrastructure, Configured for DHCP RELAY SERVER
Interface inside, Configured for DHCP RELAY

BREaT YK avwyEk B
show dhcpd DHCP #— " O#tiHE# & REFRE R R LET,
show dhcprelay DHCP V L —DfitiERa R - LET,
statistics
show running-config DHCP VL — 2=V =2V FOBEOa L 7 4 X2 b —a bR R LE
dhcprelay 4,
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

Bl show dhcprelay statistics

show dhcprelay statistics

DHCP V L —OfiHElad R34 2121, R EXEC £ — R C show dhceprelay statistics =~ K%

ML ET,

show dhcprelay statistics

B DEREA Zoavy RIBIRERITF—TI—RIH O A,
T7AIEb T 74N S OBEREIZH D ER A
avykF E—F WOFKIZ, a2 FEANTELE—RERLET,
T7A472+—)L E—F |[¥aUT4 aVTFXFb
<ILF
aAVTHFR
avvFk E—F =Ty F & vo7n k AT L
¥t EXEC . — o . _
av Y FERE Jy—= EEANR
BEFF Zoavy RiIBEFETY,
HERALEDHA RS54 show dhcprelay statistics =~ > RO H J71%, clear dheprelay statistics =~ > K& A 132 £ THIM
LET,
5 %12, show dhcprelay statistics =~ > RO %2R L £,

hostname# show dhcprelay statistics

DHCP UDP Unreachable Errors:

DHCP Other UDP Errors:

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK
hostname#

o O O w3 o

o W J o
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show dhcprelay statistics W

avwyk B
clear configure DHCP VL — =—V = FOREEZTATHIBRLET,
dhcprelay

clear dhcprelay
statistics

DHCP VL — =— = "OWH DT 25227 VT LET,

debug dhcprelay

DHCP VL — =—2 = FOF ARy FTHEREERLET,

show dhcprelay state

DHCP VL — =—V x> hOREEZFR R LET,

show running-config
dhcprelay

DHCPYV L —x=z—V 2 FOBREDOa L 7 4 Fal— g 2FRLE
R

| oL-12173-02-J

Cisco Security Appliance I? > F Y7LV i



¥26E

show ddns update interface 27> F~ show ipv6 traffic a<> F |

Bl showdisk

show disk

WSR2 VT TTIAT L ADT Ty va AT)ONERLIT 2R AT HI20E. F# EXEC £—
FCshowdisk =~ FEHHLET, PIX EX2 VT4 T FIF3AT L ADTTvia AEFYONE
72T E2FRT HI21E. show flash =~ FEZSB L T2 &0,

show disk[0 | 1] [filesys | all] controller

B OB 0f1 W77 vva 2ED (0, 77400 ERBIMET T v a A€
(1) #BELET,
controller TS5y ary ha—S5DETFTAEEEEELET,
filesys Ay Ry N T Tyva - ROEREFRRLET,
all 7T va ATRVONEBLOY 7 7 AV VAT AEHREERLET,
FI+IEk FI7 ANV NTHAE T T vva AV ERERLET,
avv kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
<ILF
aAVvTFXR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
4—%}% EXEC ° ° ° N °
avy FERE yy—=x EENE
7.0(1) Zoa<wy FRNEAIRE L,
1l wIZ. show disk =~ > RO AHIZFLET,

hostname# show disk
-#- --length-- ----- date/time------ path

11 1301 Feb 21 2005 18:01:34 test.cfg

12 1949 Feb 21 2005 20:13:36 testl.cfg

13 2551 Jan 06 2005 10:07:36 test2.cfg

14 609223 Jan 21 2005 07:14:18 test3.cfg

15 1619 Jul 16 2004 16:06:48 testd.cfg

16 3184 Aug 03 2004 07:07:00 old running.cfg
17 4787 Mar 04 2005 12:32:18 test5.cfg

20 1792 Jan 21 2005 07:29:24 test6.cfg

21 7765184 Mar 07 2005 19:38:30 test7.cfg

22 1674 Nov 11 2004 02:47:52 test8.cfg

23 1863 Jan 21 2005 07:29:18 test9.cfg

24 1197 Jan 19 2005 08:17:48 testl0.cfg

25 608554 Jan 13 2005 06:20:54 backupconfig.cfg
26 5124096 Feb 20 2005 08:49:28 cdiskl

27 5124096 Mar 01 2005 17:59:56 cdisk2

28 2074 Jan 13 2005 08:13:26 testll.cfg

29 5124096 Mar 07 2005 19:56:58 cdisk3
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

30
31
32
33
34
35

101

1276 Jan 28 2005 08:31:
7756788 Feb 24 2005 12:59:
7579792 Mar 08 2005 11:06:

58
46
56
46
50

124

show disk W

lead
asdmfile.dbg
asdmfilel.dbg
asdmfile2.dbg
cdisk4
hs_err.log

7764344 Mar 04 2005 12:17:

5124096 Feb 24 2005 11:50:

15322 Mar 04 2005 12:30
70368 bytes available (52711424 bytes used)

W&IZ, show disk filesys =~ > ROHFIZR L ET,

hos

tname# show disk filesys

*xxxxxxx Flash Card Geometry/Format Info **kkkkxx

COMPACT FLASH CARD GEOMETRY

Number of Heads: 4
Number of Cylinders 978
Sectors per Cylinder 32
Sector Size 512
Total Sectors 125184

COMPACT FLASH CARD FORMAT

Number of FAT Sectors 61
Sectors Per Cluster 8
Number of Clusters 15352
Number of Data Sectors 122976
Base Root Sector 123
Base FAT Sector 1
Base Data Sector 155

&Iz, show disk controller ==~ > RO AR LE9,

hos

Flash Model:

tname# show diskl: controller
TOSHIBA THNCFO064MBA

avwyvFk H L

dir

TA4LVZ NIONEERRFLET,

show flash

RLET,

PIXtX2VUT 4 T7TITAT L AEHORNTE 77 v a A ONEEER
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W  show dns-hosts

show dns-hosts

DNS v v =22 F KT 51215, ¥ EXEC =— F T show dns-hosts =~ > K&fEH L £4, DNS
Xy v ralZid, DNSHV— "o XA FI v 728 Lic=> FY & name 2~ REHEHLTE
B CANENTZLHBIONIP 7 RLAREGENTWVET,

show dns-hosts

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

T7A472+—)L E—F |[¥aUT4 aVTFXFb
<2ILF
aAVTHFR

avv kK E—F =Ty F Ef# TN k VAT L
¥t EXEC . . o . _
EEPAN T yyY—32 EEANE
7.0(1) Zoavy RPREAIShELE,
il Wi, show dns-hosts =~ > FOH I ZR LET,
hostname# show dns-hosts
Host Flags Age Type Address (es)
ns2.example.com (temp, OK) O IP 10.102.255.44
nsl.example.com (temp, OK) O IP 192.168.241.185
snowmass.example.com (temp, OK) O IP 10.94.146.101
server.example.com (temp, OK) O P 10.94.146.80
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show dns-hosts W

£ 11T, 74— /L ROMBHEZRLET,

= 26-1 show dns-hosts D& 271 —ILF

Z4—ILF By

Host RAMLERRLET,

Flags KOMABEDEELELTZ Y NIDAT—Z 22 FRLET,

e temp: 2D F UL DNS b — 0O EG SN D, —RNTT, &
X2 VT4 TTITAT AL, 72 oM EEiRIicZ o N ZHIBRL
7,

e perm: ZHOx Y Vit name =~ REMEH L TBIMSIhZ720, K
<7,

e« OK: Zox=» FUITATT,
o NNz M IFEEDbLWEYD, BRIENMLETT,
e EX:Zoxy bk UIZHRYIITY,

Age O N BERBIZZHREINTHrO ORI ER R LET,

Type DNS La—RD¥ A 7HFRLET, ZOMEITFICIP T,

Address(es) IP 7 FL A,

BEav R avwo R BL

clear dns-hosts DNS ¥ v a2 U7 LET,

dns domain-lookup YX a2 VT4 TTIAT VAL DR =L N I T v T ORITEA X —T
Mz LET,

dns name-server DNS —" 7 KL RAZRELET,

dns retries X 2UT 4 TTIAT U ABISEEZFELRNEEIZ, DNS —1D )
A MNEHREITTAEBERRELET,

dns timeout WD DNS r—RERITT 2 F CICHET 2 Z2HEELE T,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

M show eigrp events

show eigrp events

EIGRP A X b+ v 7% FR¥ 51T F#E EXEC & — F T show eigrp events =~ > N&EH L ¥,

show eigrp [as-number] events [{start end} | type]

EX DA as-number EB) A b el %FRLTS EIGRP 7Rt ADEHMEY A7 AEE
RIRELET, X2 VF 4 TTI5A4 T ANV KR— 35 EIGRP L—
T4 TukvRT 1 OFFTHLEH, B AT LAE SEEET DS

Fixdh 8 A,

end B Mhansx=r vV %, AT v A& start THIASH, 1
Ty AES end THRTTLHZ MVICRELET,

start (ER) m = NIVDA VT v I AFSEIBET HHE, HGESEHE

ETDHE, WHFTRESNTA X FTHIE L, end 5IETHRESNTA
AN PTRTLES, AZ722MEE 1 ~ 4294967295 T,

type (EE) RSN dA X FEeRRLET,

FI+IEk start 8L RN end ZHEE LR VWS, TXTCoOa s = MU BERINET,

avv kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
<ILF
aAVTEFR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
H:4E EXEC . — . _ _
avy FERE yy—=x EENE
8.0(2) Zoawy FREAIHE L,

BHLDHL 54V show eigrp events D HJ) TITHK 500 DA N2 FRERENET, A X0 FBRKRBUCHEST D L
LAY MIHOORRBIZEMS I, ANy MIHDOKEN LIRS E T,

clear eigrp events =~ N&fEfA3 5L, EIGRPA X h nr %7 ) 7 T&XET,

show eigrp events type =~ Fi%, EIGRP A X hDOuRFX U 2T —F A%EFRLET, T 74/
FCliE, RAN—EH, FA N BT DUAL FSM 2 v —U Rtk S Ed, *A N—EH
A2 hOBrF L Z 1L, no eigrp log-neighbor-changes =~ > FEHEH L CF 4 =7 L T& £ T,
FA N4 X RO u X 1T, no eigrp log-neighbor-warnings =~ FEEH LT 4 &—7
MZT&ET, DUALFSM A Ry horF o /37 4 E—7 M TE EH A,

£l IZ, show eigrp events =~ > KO A &2 LET,

hostname# show eigrp events
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F
show eigrp events Ml

Event information for AS 100:
1 12:11:23.500 Change queue emptied, entries: 4
2 12:11:23.500 Metric set: 10.1.0.0/16 53760
3 12:11:23.500 Update reason, delay: new if 4294967295
4 12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
5 12:11:23.500 Update reason, delay: metric chg 4294967295
6 12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
7 12:11:23.500 Route install: 10.1.0.0/16 10.130.60.248
8 12:11:23.500 Find FS: 10.1.0.0/16 4294967295
9 12:11:23.500 Rcv update met/succmet: 53760 28160
10 12:11:23.500 Rcv update dest/nh: 10.1.0.0/16 10.130.60.248
11 12:11:23.500 Metric set: 10.1.0.0/16 4294967295
RIZ. show eigrp events =~ R CRHIEHER S LK THE S L ER LI L EOHNFIZRLET,
hostname# show eigrp events 3 8
Event information for AS 100:
3 12:11:23.500 Update reason, delay: new if 4294967295
4 12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
5 12:11:23.500 Update reason, delay: metric chg 4294967295
6 12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
7 12:11:23.500 Route install: 10.1.0.0/16 10.130.60.248
8 12:11:23.500 Find FS: 10.1.0.0/16 4294967295
WIZ, EIGRP A X b v 7 o> kU B4 O show eigrp events =~ RO /il 2R LET,
hostname# show eigrp events
Event information for AS 100: Event log is empty.
&IZ, show eigrp events type =~ > FOHAHIZRLET,
hostname# show eigrp events type
EIGRP-IPv4 Event Logging for AS 100:

Log Size 500

Neighbor Changes Enable

Neighbor Warnings Enable

Dual FSM Enable

BEa< R avwUFk B

clear eigrp events

EIGRP A X h X7 Ry 774227 VT LET,

eigrp log-neighbor-changes

FANRN—LEEANRFORF U T oA F—T I LET,

eigrp log-neighbor-warnings

FAN—ELE AR ouX U T EA F—T M LET,

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

M show eigrp interfaces

show eigrp interfaces

EIGRP v —7 4 Y ZIZBML TNV A »H —T = A A% RK7T DITIE, FiHE EXEC £— F T show
eigrp interfaces =~ > REHEH L 7,

show eigrp [as-number] interfaces [if-name] [detail]

X DA as-number ) 772547 A v F—TxA A% F 775 EIGRP a2 BEHY
AT LFFERELET, ¥Xa2 VT4 TT7IAT VAR R—+T5
EIGRP V—F 4 v/ Fut 23 1| 2T ThHH71-0, B AT L%
ERRETAHLEETH Y FTHEA,
detail (EE) FrfEmEs R LET,
if-name (f£E) nameif =2~ RTRESINIZA VX —T oA ZADLFH, A X —
T A ALERETDHE., ESNTA v Z—T oA RTETRBHIB SN
7,
T4+ A B—T oA AL ERELRVES, TXTDEIGRP A v Z— 7 = A ZADHEWNFREINET,
avy kR E—F WDORIZ, a~v REANTEDLE—NERLET,
274F794—)IL E—F |[£FaUT1 a2TFXF
<ILTF
aAVTHFR
avwvy kK E—F L—FTy F |&EB VTN k AT LA
¥4 EXEC . — . _ _
avy FEE y1y—=x EENE
8.0(2) Zoavy RPREAIShELE,

BEREDHL T4

]

show eigrp interfaces =~ > FEZEH LT, EIGRP BT 77 4 TR A L F—T =4 ZA&HBI L, £h
BOA =T = A AZHT D EIGRP ICOWTOEHRAEFE L ET,

AL E—T A ARBEINTBE. TDOA L E—T oA ZADZDFRENET, FBEEINRWES,
EIGRP #FE4TL TWATRTDA v H—T oA ANERENET,

HEV AT ABRBEESINTESES, BESNTZBEV AT AIZOWTDONL—T 4 7 Tat ADHrNRFE
RENFET, BEINZWEAE, 7 3CH EIGRP ut ANERINET,

WIZ, show eigrp interfaces =~ > FOHFIZ R L 7,

hostname# show eigrp interfaces
EIGRP-IPv4 interfaces for process 100

Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show eigrp interfaces W

mgmt 0 0/0 0 11/434 0 0
outside 1 0/0 337 0/10 0 0
inside 1 0/0 10 1/63 103 0

# 26212, ZTOHNTERRINDIEERT 4 — /L ROBBHERLET,

& 26-2 show eigrp interfaces ® 7 1 —JL F DA
J14—ILE Ei]
process EIGRP V—F (7 Tuv ADAM Y AT LF S TY,

Peers

HEER SN TWDL ET 0,

Xmit Queue

FBHEEDOEWEEF 2 —B L MEEEOHVEEF 2 —I12K> TV DT v

Un/Reliable N2

Mean SRTT DAL= T Ry TR (B,

Pacing Time EIGRP /X7 » b (BHEMEDEN AT v b B I MEEED SN AT v ) A
Un/Reliable VE—T 2 A RIEFTEIIA IV T ERETDDICER SN D=

7HiH ().

Multicast Flow
Timer

X2 VT4 TTIAT ARV FTF v A EIGRP X7y &k ET D
N @

Pending Routes

EEXF2—NTHEEEFREL WDy FNOL— RO,

avwro kR

SifA

network

EIGRP v —F 4 7 Fak A ZEMT 2%y hT—IBLOA v ¥ —
T A AETEHELET,

| oL-12173-02-J
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

Bl show eigrp neighbors

show eigrp neighbors

EIGRP XA N— T =7 V&R T DHI2IE, F#E EXEC £— KT show eigrp neighbors =~ > N % fi

MLET,

show eigrp [as-number] neighbors [detail | static] [if-name]

EX DA as-number (EE) %A= x> b ZHIBT 5 EIGRP 7ut A0 HEY AT L& S
ERELFET, BX2 VT4 7774 T ARY AR — 325 EIGRP L—
T4 TR ORTTHED., BV AT LB S ERET A
Hixb A,
detail UEE) FEfi7e A N—EWMEFR R LET,
if-name (f£%&) nameif =~ RTIRESNIA VF—T = A ADLH, A X —
T oA AL ERET DHE, TOA L F—T oA AN LTEH ST
RTCDFAN—FT—T ) 2 MY RFRENET,
static (f£&) neighbor =~ FZHEH L TAY T 1 v 7 |ZEF S iz EIGRP
XAN—"R R LET,
TIAILE AV B =T oA ARG ERELRVES, TXTOA U F—T =24 XN LTHEE SN RA N—BFER
SNFEJ,
avv kK E—F WORIZ, a~vr REANTEDLE—RZRLET,
F74F794—IL E—F EFa)Fq4 a2TFRXF
<ILTF
aAVTFR
avy K E—F L—Fv F |&Ei& o k AT LA
¥ #E EXEC . — . — —
avy FEE y1y—=x EENE
8.0(2) Zoavy RPREAIShELE,
HERALEDHL RS54 clear eigrp neighbors =~ > REZHEH LT, ¥4I v 71258 Sz A 3—% EIGRP A /\—
TN )T TEET,
static ¥ — U — RZEHLRWRY . AZT 4 v 7 XA FHACEERLEEA,
15l &Iz, show eigrp neighbors =~ > FOHHIZR L ET,

hostname# show eigrp neighbors

EIGRP-IPv4 Neighbors for process 100

Address Interface Holdtime Uptime

(secs) (h:m:s)
172.16.81.28 Ethernetl 13 0:00:41
172.16.80.28 EthernetO 14 0:02:01

Count

Seq SRTT RTO
Num (ms) (ms)
11 4 20

10 12 24

Il _ Cisco Security Appliance A< F )27 L&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show eigrp neighbors W

172.16.80.31 EthernetO 12 0:02:02 O 4 5 20

#* 26312, ZOHNTERESNDLEHEERY 4=/ FOHMEZRLET,

#* 26-3 show eigrp neighbors ® 7 1 —JL FOFREA

Z4—ILF BREA

process EIGRP —F 4 v Fuatv AO AT AT AFKRTT,

Address EIGRP %A "—D IP 7 KL &,

Interface X2 VT4 TTITAT U ARKA =5 hello X7y FEaZETLA
H—=T A A,

Holdtime X2 VT4 TTITATUART T EBEEIND ETICRARN—D DL

BT 2ok s (BN, ZOFR—IF ZA 250%, hello /37 v b
THRAN=0B3ZE L. WO hello X7 v b & R A N—=HZET D E THAD
LIEHET,

FAN=RT TN DRV R XA LEFEMLTWDEEIE, ZOHHEE
IS RiliTy. BT BT 74N FUSADF =V F 44 DERELTOB5HE
. T AN RSO =V R A DBPRRSHET,

ZOMEMBO0IWZETDIE, ¥ X2V T4 TTIT7A4AT 0 RE, RARN—%FEAR

BBERZRLET,

Uptime X2 VT4 TTITAT VAR DRA N=5DISEERINTZAE L THh
b ORREIER (KF: 53 1),

Q Count X2 VT4 TTIAT UV AREEEFHEL TWD EIGRP X7 v b (7 v
TTF—bh, 72V — 8% Ok,

Seq Num XAN—DOZFELIZRBEOT v 7T — M, 72V — EFFRENT > b
D=l v A,

SRTT AL—R Fr R MYy TR, ZhiE, EIGRP 37 v b & ZORA N—|T

REL. BX2 VT4 TTIATUVARED N r v N ORERIGERZET 5
72D 2 U BT,

RTO Retransmission Timeout (FFEfEOX A A7 v ) (T UR), Ziud, ¥ =
V74 TTIAT UV ABFHEEFX 22— XA NRN—IR_ry NeBEET S
F CIZFRHHT D IRFR T,

IZ, show eigrp neighbors static =~ > FOH IH 2R L E7,
hostname# show eigrp neighbors static
EIGRP-IPv4 neighbors for process 100

Static Address Interface
192.168.1.5 management

# 26-412, ZTOHNTERRINDIEERT 4 — /L ROBBHERLET,

* 26-4 show ip eigrp neighbors static ® 7 1+ —JL KDk

J4—ILE B L]

process EIGRP V=7 4 > 7 Tav AOBEV AT LEZTT,

Static Address EIGRP %A X—D IP 7 KL A,

Interface X2 T4 TFITAT UV ARIANN—205 hello X7y NEZET B A
=T A A,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

Bl show eigrp neighbors

WIZ, show eigrp neighbors detail =~ > FOH#lZR L ET,

hostname# show eigrp neighbors detail

EIGRP-IPv4 neighbors for process 100

H Address

3 1.1.1.3

Version
Restart

0 10.4.9.

Version

2 10.4.9.

Version

1 10.4.9.

Version
#* 26-5 12,

& 26-5

Interface Hold Uptime SRTT RTO Q Seqg Tye
(sec) (ms) Cnt Num
Et0/0 12 00:04:48 1832 5000 O 14

12.2/1.2, Retrans: 0, Retries: 0
time 00:01:05

Fa0/0 11 00:04:07 768 4608 0 4 S

12.2/1.2, Retrans: 0, Retries: 0

Fa0/0 13 1wOd 1 3000 0 &6 S

12.2/1.2, Retrans: 1, Retries: 0

Fa0/0 12 1wOd 1 3000 O 4 S

12.2/1.2, Retrans: 1, Retries: 0
ZOHNTRRINDIEERT7 41—V FOFBHERLET,

show ip eigrp neighbors details ® 7 1+ —JL FD&EH

TJa4—IL K

SiBA

process

EIGRP V—F 4 > Fav ADBAEY AT LEFE ST,

H

OB T AT, BEISNIEXAAN—LDOB TSN TV By g v
DNEFZZ L ET, EFIX, 0 DO E DG LK ST THRTESNET,

Address

EIGRP RA =D P 7 FL A,

Interface

X2 VT 4 TTITAT U ARRAN—=25 hello X7y bEaZETHA
H—T A A,

Holdtime

X2 VT4 TTIATUVANRET T EESEND E TIZRANRN=05 DIRE
I AR OE S (BEAM), ZOFR—/NL K 24 A%, hello 7847 v FTX
AN=IBZEL, BID hello X7 v F XA NRXR—NEZETLETHD LBED
7,

FANR=NT TNV FDER—IVE ZA LEFERHL THDEAE. Z OEX 15
K TT, ETNT 740 bUADOFTE =L R XA LR ELTWDIEEIT. T
TN RUNDEKR—IV R Z AR RINET,

COENOIWETDHE, X2 T 4 TTI7AT AL, XA NN—ZBEREE
R LET,

Uptime

X2 VT4 TTITATUVARIDORAN=D0DINEERINCZELTHDL
DOREBERERE] (FF: 5 8,

SRTT

AL—RX TR MY v 7R, ZiiE, EIGRP N7 v b & Z DR A N—|Tik
BL. BX2 VT4 TTIATUVARNZONRNT v N OMRIGE2%ET 5729
B 2 ) BT,

RTO

Retransmission Timeout (FFEEDOX A A7 v 8) (V). Zhid, ¥ =
VT T ITAT UV ABRBERXR 2N ANRN—I Ty Ve HRET DL E
TR D T,

Q Count

X2 VT4 TTITAT U AREEZRHKL TS EIGRP N7y kN (T v
T—h, 7V — J5&) O,

Seq Num

FAN—NEZELEREDT v 7T —F, 72V — FHIINERry b
V= A,

Version

BESNEETRETHFDO Y 7 vy T A= g L,

Retrans

Ny b EREE LR,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show eigrp neighbors W

* 26-5 show ip eigrp neighbors details @7 1 —JL FOBA @)
J4—ILE EL)]
Retries Ry b OFEERIT LIZE
Restart time FESNTZRAN—=0NFHEE L ThHE0REBER (408,
BREaT YK avwy R B

clear eigrp neighbors EIGRP %A X— F—7 %27 U7 LET,
debug eigrp neighbors EIGRP & A /X— Ty 7 A v —V&EERLET,
debug ip eigrp EIGRP X7 v b Ry 7 A vt —VhkFRLET,
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

W show eigrp topology

show eigrp topology

EIGRP FNHRw ¥ 77— NVEFRRT HI2IE, F## EXEC & — KT show eigrp topology =~ > K% H
LET,

show eigrp [as-number] topology [ip-addr [mask] | active | all-links | pending | summary |
Zero-successors|

WX DA

TIHILE

avwv kR E—F

active (I%) EIGRP "EuY F—TVADOT /7547 = NV OBRERLE
‘d—o
all-links (£:#E) EIGRP "R Y F—FANOTRTOAL— K (74T Bk

PTRVWEEL) &R LET,

as-number ({E#) EIGRP Yot 2D HMY AT AEFESEHIBELET, X2 VT o
TTIAT ANYR— 142 EIGRP v—F (7 a1 27500
THHED, BV AT LAESEBETHILETH Y A,

ip-addr (1) £FRTHIERY F—TANLDIP 7 KL A, vRA 7 L—&Icts

E LA, =2 b OFMARRAN RS ET,
mask (EE) ip-addr 5I30EMT 5%y NI —2 = A7,

pending () XA N—DOOEFHERE L TVDN, A N— DS %
LTCW3, EIGRP FERur Y F—7AHOTRTCOZ M) 2FERFLET,
summary (FE) EIGRP FREY F—TLOEH{ER LT LET,

Zero-successors ({£&) EIGRP hFRu Y T—7 AHNOFHARE/R L — M &R R LE T,

T4 TN I THIAN— FOERERINET, all-links ¥—V—FEFEHTLE, 7407
LY TP TCRNEDEEDTTRTOL— FRFRINET,

ROFIZ, a2 P ANTELHEF— a2 RLET,

274F794—I)IL E—F |[£F%aUFq aVFFX b

<ILF
aAVTEHRR
avwry kK E—F L—Ty F |&E# UL [ SRT L
ke EXEC . _ . — —
avy FERE J1y—=x EERNE
8.0(2) Zoavr RREAIhE LR,

HHEDHA K51V

il

clear eigrp topology =~ > KA LT, ¥4I v 7 = b & bR Y T—TA00HIBRTE E
\?AO

&Iz, show eigrp topology =~ > FOHAFIZ /R L ET,
hostname# show eigrp topology
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show eigrp topology W

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.1.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status

P 10.16.90.0 255.255.255.0, 2 successors, FD is 0
via 10.16.80.28 (46251776/46226176), EthernetO
via 10.16.81.28 (46251776/46226176), Ethernetl
P 10.16.81.0 255.255.255.0, 1 successors, FD is 307200
via Connected, Ethernetl
via 10.16.81.28 (307200/281600), Ethernetl
via 10.16.80.28 (307200/281600), EthernetO

# 26-612, ZOHNTERESNDLHEERT 4 —/L FOHMEZRLET,

& 26-6 show eigrp topology ® 7 1 —JL Fi&#k

Z4—ILF L

Codes IO MRy F—70 U OIRKE, Passive 38X O Active 1, Z DI
B3 % EIGRP RiE% 1~ L. Update, Query, LT Reply i%, EEFHD/ 7 >
NDOXA T HRLET,

P - Passive Jo— MIBAFZ RSN, 2 D5V TO EIGRP HRITETESNLEE
/‘/o

A - Active ZDFHIZHOWT D EIGRP #HENFEITENE T,

U - Update ZOFEICHEF ATy R ESREZEERLET,

Q - Query COEIZT =) — Ry REFEENTZEERLET,

R - Reply ZDOREIISENT y FREEINEZ 2R LET,

r - Reply status VI MU =TRI Y —EKEL, WEEFEL TWDLEITRESND T T
7,

address mask SEHDIP T RLALE~ AT,

successors By, ZOBEIZ IPL—FT 47 T—TNANDODRXT A MKy O

2%t LET, Tsuccessors] MR FTERINDIBA, V—FEREFXT R
kR FILEBIRRE T,

FD TUDPTN T4 RE R, TAPT I T 4 A AL, SEEICBIET D200
B2 A N I, V=BT 7T 4 TR SRS NI xdE A b
Vo 2T, ZOMEIX7 4PV T &M Foy ZIERHENRET, LA—F
ENIEN—EDT A AEZ LA (AT aDBEDA RN 7)) BT 4T )L
TAAL AL VINEWGE, 74V T 4 RSN T, 205 A X
TATZTNF TRV ET, Y7 T =2TICETART TN H o
YL END &, FOEEIC 7 ) — R ETLHILEITIH Y FHA,

via ZOMEITONWTY T N = TICBALTEETOIP T FL A, Zhbnxy k
VoDl (n i3V 278V 1T, BEOCH 7S T, U X MHDOE
Doy NIIZT7 40T 7Y T,

(costladv_cost) SR OEAEIT5E e ~D T A FE2FT EIGRP A MU v 27 T, 2 FDDORMEILC
DETNT RAZ A XL7= EIGRP 2 hU v 7 T3,

interface [EROFLETDOA L —T = A A,

WIZ, IP 7 KL A & L I L7z show eigrp topology O H /16l %Z Rk LE 9, HINENEHL— Mo
WTOHDTT,

hostname# show eigrp topology 10.2.1.0 255.255.255.0
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W show eigrp topology

EIGRP-IPv4 (AS 100): Topology Default-IP-Routing-Table(0) entry for entry for 10.2.1.0
255.255.255.0

State 1is Passive, Query origin flag is 1, 1 Successor(s), FD is 281600
Routing Descriptor Blocks:
0.0.0.0 (Ethernet0/0), from Connected, Send flag is 0x0
Composite metric is (281600/0), Route is Internal
Vector metric:
Minimum bandwidth is 10000 Kbit
Total delay is 1000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 0

Wi, IP 7 R LA & & B A L7- show eigrp topology Ot iz~ LE 3, HAEIEAL— Mo
WTOHLDTT,

hostname# show eigrp topology 10.4.80.0 255.255.255.0

EIGRP-IPv4 (AS 100): Topology Default-IP-Routing-Table (0) entry for entry for 10.4.80.0
255.255.255.0

State is Passive, Query origin flag is 1, 1 Successor(s), FD is 409600
Routing Descriptor Blocks:
10.2.1.1 (Ethernet0/0), from 10.2.1.1, Send flag is 0x0
Composite metric is (409600/128256), Route is External
Vector metric:
Minimum bandwidth is 10000 Kbit
Total delay is 6000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is 1
External data:
Originating router is 10.89.245.1
AS number of route is 0
External protocol is Connected, external metric is 0
Administrator tag is 0 (0x00000000)

Bl#Eav UK avwyk B
clear eigrp topology %13 v7icfitian/iz=> sV % EIGRP hRuY 77— AnhbH 70
7L/j£‘j_o
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show eigrp traffic W

show eigrp traffic

EZAE I EIGRP N7 v b O ARRT 511X, it EXEC £ — R T show eigrp traffic =~
EHEHLET,

show eigrp [as-number] traffic

WX DA as-number (EE) AV b B %FR LTS EIGRP 7rk 20 Ay 2T LK E
BIRELET, X2 VT 4 77547 ANRYR— 325 EIGRP L—
T4 TR ORTTHED., BV AT AE S ERET A
TEh Y FH A,

TIF+IE T 7 4V h OEHERLEIEH Y FHA,

avy kR E—F WDOFRIZ, a~<v REANTEDE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
TILF
aAVTXRX
avY kK E—F L—Ty F |&f& SugL k AT A
H:4E EXEC . — . — —
avy FERE yy—=x EERNE
8.0(2) Zoawr RBNEASHELE,

HAEDHA FS4Y  clear eigrp traffic =~ > F&fif7 25 &, EIGRP N7 7 1 v 7 OfiatE#%aE 7 V7 TX £,

il Wiz, show eigrp traffic =~ > FOWAFIZRLET,

hostname# show eigrp traffic

EIGRP-IPv4 Traffic Statistics for AS 100
Hellos sent/received: 218/205
Updates sent/received: 7/23
Queries sent/received: 2/0
Replies sent/received: 0/2
Acks sent/received: 21/14
Input queue high water mark 0, 0 drops
SIA-Queries sent/received: 0/0
SIA-Replies sent/received: 0/0
Hello Process ID: 1719439416
PDM Process ID: 1719439824

£ 26-7T12, ZOHNTEREINLGEERTY 4 —/V FOBHAEZRLET,
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Bl show eigrp traffic

& 26-7 show eigrp traffic ® 7 1 —JL FO&HEA
Ja4—ILE 488
process EIGRP V—T 4 7 Tt AOAHET AT LFEETT,

Hellos sent/received

/5 STz hello X7 v b D#,

Updates sent/received

iR S EH <7 v DK,

K

Queries sent/received

Replies sent/received

"
-
EZFEENEZ7 2 — Ry bk,
A SNTIRE T v D

K

Acks sent/received

K

ERME SNIZWHERBISE T v F DK,

Input queue high water
mark/drops

RZIELEWEIZESWTWESZE Ty hofe .
=% F D,

=AY

SIA-Queries sent/received

EZEENETIT 4T J2V—DAHA 7,

SIA-Replies sent/received

EBZEINTZT VT 4 TIREDAL v 7,

avwro kR

SifA

debug eigrp packets

PEZAE SN EIGRP X7y FOT RNy JIERER R LET,

debug eigrp transmit

EEENT EIGRP A v —VDF Ry FVIERAFRLET,

Il _ Cisco Security Appliance A< F )27 L&

show ddns update interface 3% > F~ show ipv6 traffic a<> F

OL-12173-02-J |



| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show failover W

show failover

2=y b7 2=V A—N— RT—Z R AIEREF T B, K EXEC £— F T show
failover =~ > RZ{HHL £,

show failover [group num | history | interface | state | statistics]

EX DA group BEENEZT7 2=V F—N— T —TDORITIREEZE R LET,
history Tx—NVE—NR—EREFRRLET, 7=z— A —"—FRICIL, BED
Tz A= NN—TORBEEL, RELAROHBELNETRENE T, BE
HRIIT A, A T — T2V T7ENET,
interface To— N F—N"— av s R RATF— 7L Vo7 OEREPERLET,
num Tz — )L F—R— T —T DF =,
state WMED 72— NF—N"— 2= FDOT = — L F—N—REZERLET,
BREINDERIZ, 2=y bOTTA~VFRIFED U FY AT —H X
A= " DT IT 4T ABE N, AT —H A BHRICLAR—FENTE
Tz )V —NN—OBEZENHY £T, MEOHBENEHINTH, &
EOBEMBIIHIIEY 7,
statistics Tx— )V —NR— aw R A H—T 2 ADEEBLORZEr v K
BERRLET,
TI4+IE T 7 4V OWMIEREIZSH Y £ A,
avy kK E—F WDOFEIZ, a~v R ANTELHE—REZRLET,
274F794—I)IL E—F |[£F%aUFq a7+
<ILF
aAVTFRX
avy kK E—F L—FTvyF |&EB v [ VAT L
HitE EXEC . . . . R
avy FERE J)y—=x EENE
7.0(1) oavwy RREREINE Lz, HOoE#RNBMSE LT,

HHEDHA FS51Y

show failover =~ Rig, #A4FI vV Tx2—NF—RN—FEHR, (L F—T = A RAT—F X, BX
WRAT— TV Tz — LA —"—DEHEH % &~ L E 7, Stateful Failover Logical Update Statistics
M, AT = 7V 72— A —NRN—=NA 2 =T NVDPFEDOHRFRINET, [xerr)] BLO lrerr]
PN T == NI —=N—Dx T =TI, "ry "EZETT —DORERLET,

AF— T Tz—bA—_"—%, ASAS5505 X2 UFT 4 TFSAT L ATIHMEATEERA, L
2R oT, AF— M) 72— )L F—RN—OEERE N BHFEATEET A,

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

B show failover

show failover =~ > NI T, ATF—F 7 T2 — L F—_—D% 7 1 —)L RIZIZKDOENRH Y F

ﬁ-o

o Stateful Obj PfEIFKRD EF 0TI,

xmit : EFINTZ ATy o ERLET,
xerr @ IFEZ T —DHERLET,

rev: ZE L7y hofERLET,
rerr : XfET T —DAERLET,

o HBATIZ. WIRTHEDT TV =2/ N RET 47 AU bEaRLET,

General : T RXRTDAT— IV AT V=V FORFHERLET,
sys cmd : login F 721 stay alive 72 & ORI AT A EHa vy RERLET,

uptime : EX a2 V74 TTIATVADT v T ZALDME (T 72T 47X )T7 4 77
FATUVAWARB L RADEFR 2T 4 TTIFTAT L RAZET) - LET,

RPC services : UE— h 7uy—I v a— LRI R,
TCP conn : & A 3 v 7 TCP HfwltE .

UDP conn : %4 7 3 v~ UDP #fiiE#,

ARP tbl : A F v 27 ARP 7 — 7 /L&,

Xlate Timeout : ¥ Y A 57 7 MEHREZRLET,
VPN IKE upd : IKE Begifif s,

VPN IPSEC upd : IPSec ##i1E .

VPN CTCP upd : ¢TCP > 5 /LB 4,

VPN SDI upd : SDI AAA Be1EH,

VPN DHCP upd : k& /L7 DHCP #5eE o

SIP Sesson : SIP 7'V > 7 &via ik,

T 2= VA== 1P 7 KL A% A L7254, show failover =~ > R TIXZIP 7 KL% 0.0.0.0 23%

REN,

AVE—=T A ADE=FY 7% Twaiting) REBOFFIZRVET, 72— A —1R_—%

BESEIE 72— A —"—IP 7 FLAZRETDILENH Y 7,

#* 26-8

& 26-8

K

2, 72— VA== A F—T = ZREDOHHEZ R LET,
T—IF—nN\— A8 —T o4 RIKRE
B

Normal

AVE—=T oA AFBHP T, BT 2=y FOXIETHA U F—T =
A A5 hello X7 v FEZEFTT,

Normal

(Waiting) AVHE—=T oA AFB@FPTTN, BT 2=y hOXIETDHA U H—
T xA A5 hello X7y FE2FEEZEL CWERA, SV F—T =4
APDAZUNA TP T RLARFEEINTWNAEZ E, BIO2 201
B —T7 2 A AMOBEHRPFIET H 2 Lo LT Ea0,

Normal

(Not-Monitored) A B =T oA AFEEFTTN, 7Jz—LF—— FutvRTLo
TE=HX IR TWVWERA, T=FSNRTHARNA U F—T = A ADE
ELL-oTT 2= A —RN—F U T—ShFEHA,

No Link MELY N Z T L TCWET,

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

3l

show failover W

#* 26-8 Tx—IA—nN— A=A RRE HE)
7N 5 EL)]
No Link (Waiting) WP VIO NE T L, A E—T 2 A AIET 2=y hOFIGT D

A B =T x4 A5 hello X7y FEEEZELTOERA, VY
NEITL L%, AXUNRLIPT RLARZDA U H—T = A ATHKRE
ENTVENEI N, BEO2 50O ¥ —7 = A ARSI NT
WHEMNE I MEHER L £,

No Link (Not-Monitored) WERY I NE T L TWVWETN, ZTx— I —N— a2k o

TE=HXINTVEFA, T=FINTWRNA U H—T = A ADfE
EikoTT7 2= A —R—F b H—ShE¥A,

Link Down WY U ZEER TN, A v F—T A AFER LT LT
i‘j_o
Link Down (Waiting) WELY > 7 IZEEF TR, A VA —T = AFEHELT LT

D, AU F =Tz ARFIET 2=y bOFIET A F—T = A A
5hello X7y FEEEZELTWERAL, 4 F—7 =2 A ZAZEEIR
BlICLE v —T 2 A a7 (Fal— a3y E—FTno
shutdown =~ RZHEH), ZZ AL IPT RLAREDA X —
T2 AHEESINTWDEINEI I, B2 o0 4 —T A4 R
MINEER SN TV DENE I DEHER L £,

Link Down (Not-Monitored) 438U > 7 [ZBH{EFR T8, A L4 —7 = ATER EL YL LTE

D, 72— LT —N_R— a0t A LoTE=XASINTWVERA, E=
AENTWARNWA U E—T 2 ADBEIZL > TT7 = —/LA—"—%
M) H—SNFEHA,

Testing BT 2=y NOXIETHA v H—T = A A5 hello 7347 v R AS@ D
WD, A B —T oA AIT AN E— KTT,
Failed AU HE=T 2 A ADT A MR L, A ¥ —7 = A ZIFESREA

L7zl LTv—2ENET, A V¥ —T oA ADBEIZL>TT = —
W= NN SNTHE, A VX —T oA ADEEIZL - T,
tHUFY 2=y hEFR T 2= d—N— T —T DT = — )L
F—R—IEELFET,

< /NTF AT 4 X2 b—ar E— KT, show failover 2~ FOLNEXF =2V T 4 2T F R
FNCHEHTE, FEDOXF—U—REANTEEHA,

RIZ, Active/Standby 7 = — /LA — 3—"T® show failover =~ FOH B Z R LET, X2V
T4 TTITAT AT ASASS00 2 ) —ADE X2 YT 4 TTIAT VAT, X254 7755
AT ADATy b LICEMETRT L1, 27 CSC SSM 224 L TV ET,

hostname# show failover

Failover On
Cable status:

N/A - LAN-based failover enabled

Failover unit Primary

Failover LAN Interface: fover Ethernet2 (up)

Unit Poll frequency 1 seconds, holdtime 3 seconds
Interface Poll frequency 15 seconds

Interface Policy 1

Monitored Interfaces 2 of 250 maximum

failover replication http

Last Failover at: 22:44:03 UTC Dec 8 2004

This host: Primary - Active

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

Il _ Cisco Security Appliance A< F )27 L&

show failover

Active time: 13434 (sec)

slot O: ASA5520 hw/sw rev (1.0/7.1(0)10) status (Up Sys)
Interface inside (10.130.9.3): Normal
Interface outside (10.132.9.3): Normal

slot 1: ASA-SSM-20 hw/sw rev (1.0/CSC-SSM 5.0 (Build#1176)) status
Logging port IP: 10.0.0.3/24
CSC-SSM, 5.0 (Build#1176)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: ASA5520 hw/sw rev (1.0/7.1(0)10) status (Up Sys)
Interface inside (10.130.9.4): Normal
Interface outside (10.132.9.4): Normal

slot 1: ASA-SSM-20 hw/sw rev (1.0/CSC-SSM 5.0 (Build#1176)) status
Logging port IP: 10.0.0.4/24
CSC-SSM, 5.0 (Build#1176)

Stateful Failover Logical Update Statistics
Link : fover Ethernet2 (up)

Stateful Obj xmit xerr rcv rerr
General 0 0 0 0
sys cmd 1733 0 1733 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 6 0 0 0
UDP conn 0 0 0 0
ARP tbl 106 0 0 0
Xlate Timeout 0 0 0 0
VPN IKE upd 15 0 0 0
VPN IPSEC upd 90 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0
SIP Session 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 2 1733
Xmit Q: 0 2 15225

Wiz, Active/Active 7 = —/L A —/3—T® show failover =~ FOHNHHlZR L E7,

hostname# show failover

Failover On

Failover unit Primary

Failover LAN Interface: third GigabitEthernet0/2 (up)
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 4 seconds

Interface Policy 1

Monitored Interfaces 8 of 250 maximum

failover replication http

Group 1 last failover at: 13:40:18 UTC Dec 9 2004
Group 2 last failover at: 13:40:06 UTC Dec 9 2004

This host: Primary
Group 1 State: Active
Active time: 2896 (sec)
Group 2 State: Standby Ready
Active time: 0 (sec)

slot 0: ASA-5530 hw/sw rev (1.0/7.0(0)79) status (Up Sys)

slot 1: SSM-IDS-20 hw/sw rev (1.0/5.0(0.11)S91(0.11)) status (Up)
admin Interface outside (10.132.8.5): Normal

admin Interface third (10.132.9.5): Normal

OL-12173-02-J |



| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show failover W

admin Interface inside (10.130.8.5): Normal
admin Interface fourth (10.130.9.5): Normal
ctxl Interface outside (10.1.1.1): Normal
ctxl Interface inside (10.2.2.1): Normal
ctx2 Interface outside (10.3.3.2): Normal
ctx2 Interface inside (10.4.4.2): Normal

Other host: Secondary
Group 1 State: Standby Ready
Active time: 190 (sec)
Group 2 State: Active
Active time: 3322 (sec)

slot 0: ASA-5530 hw/sw rev (1.0/7.0(0)79) status (Up Sys)

slot 1: SSM-IDS-20 hw/sw rev (1.0/5.0(0.1)S91(0.1)) status (Up)
admin Interface outside (10.132.8.6): Normal

admin Interface third (10.132.9.6): Normal

admin Interface inside (10.130.8.6): Normal

admin Interface fourth (10.130.9.6): Normal

ctxl Interface outside (10.1.1.2): Normal

ctxl Interface inside (10.2.2.2): Normal

ctx2 Interface outside (10.3.3.1): Normal

ctx2 Interface inside (10.4.4.1): Normal

Stateful Failover Logical Update Statistics
Link : third GigabitEthernet0/2 (up)

Stateful Obj xmit xerr rcv rerr
General 0 0 0 0
sys cmd 380 0 380 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 1435 0 1450 0
UDP conn 0 0 0 0
ARP tbl 124 0 65 0
Xlate Timeout 0 0 0 0
VPN IKE upd 15 0 0 0
VPN IPSEC upd 90 0 0 0
VPN CTCP upd 0 0 0 0
VPN SDI upd 0 0 0 0
VPN DHCP upd 0 0 0 0
SIP Session 0 0 0 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 1 1895
Xmit Q: 0 0 1940

WIZ, ASA 5505 U —RXDYv X2 VT 4 TT7A7T 2 ATO show failover =~ > FOH /1B ER L
9,

Failover On

Failover unit Primary

Failover LAN Interface: fover V1anl50 (up)

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 4 of 250 maximum

Version: Ours 7.2(0)55, Mate 7.2(0)55

Last Failover at: 19:59:58 PST Apr 6 2006

This host: Primary - Active
Active time: 34 (sec)
slot 0: ASA5505 hw/sw rev (1.0/7.2(0)55) status (Up Sys)
Interface inside (192.168.1.1): Normal

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

show failover

Interface outside (192.168.2.201): Normal

Interface dmz (172.16.0.1): Normal

Interface test (172.23.62.138): Normal
slot 1: empty

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: ASA5505 hw/sw rev (1.0/7.2(0)55) status (Up Sys)
Interface inside (192.168.1.2): Normal
Interface outside (192.168.2.211): Normal
Interface dmz (172.16.0.2): Normal
Interface test (172.23.62.137): Normal

slot 1: empty

WIWC, TIOT 47 -T25 47 &y +7 v 7 TOD show failover state =~ > RO H a2~ L £,

hostname (config) # show failover state

State Last Failure Reason Date/Time
This host - Secondary
Group 1 Failed Backplane Failure 03:42:29 UTC Apr 17 2009
Group 2 Failed Backplane Failure 03:42:29 UTC Apr 17 2009
Other host - Primary
Group 1 Active Comm Failure 03:41:12 UTC Apr 17 2009
Group 2 Active Comm Failure 03:41:12 UTC Apr 17 2009

====Configuration State===
Sync Done

====Communication State===
Mac set

WIZ, TIT 4T -AZA &y T v 7 TO show failover state =~ > KO 25~ L E1,

hostname (config) # show failover state

State Last Failure Reason Date/Time
This host - Primary

Negotiation Backplane Failure 15:44:56 UTC Jun 20 2009
Other host - Secondary

Not Detected Comm Failure 15:36:30 UTC Jun 20 2009

====Configuration State===
Sync Done

====Communication State===
Mac set

% 26-9 1Z. show failover state =~ > ROHTOHHAZ R LET,

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show failover W

& 26-9 show failover state O 71 DERA

Z4—ILF BREA

Configuration State a7 4 X2l —rarORBILOREEZFRRLET,
AB N, 2=y NCREER A T X2 b—a REBIEX, kRosk
D TY,

e Config Syncing - STANDBY : = 7 ¥ = L — 3 3 » ORIBMEAR
FAITENTND & EITRESNET,
* Interface Config Syncing - STANDBY

e Sync Done - STANDBY : A¥ U 3A 2=y "B, T/ 747 =
=y htDar7 s Fal—ra ORI EET L L ICRE
éniﬁo

TIT47 2=y FCHRERAY 7 4 Falb—ra KRBT koLBs

h T,

* Config Syncing : A XA 2=y MNIFLTar7 4 Falb—
arORMEEFEITL NS XTIV T 47 2=y b ETHRE
SNET,

* Interface Config Syncing

e SyncDone: 777 47 2=y b, AFLNAL 2=v MIXLT
A7 4 Fab—varOREEZIERFICTET L2 S ITRESN
ij—o

e Ready for Config Sync : A% " Af 2=y FPRa 7 4 F a2 b —
Ta ORI ESZET HHEMDBTET LI WIEFEED L EIT
TIT 47 2=y b ETRESNET,

Communication State MAC 7 FLADRELD AT —2 2 2R R LET,
e Macset: MAC 7 FLANETY 2=y bW bZ D=y MR
ShFE L,

+ Updated Mac : MAC 7 RLARFEH S, o=y MIx LT
BT 2 LEN S LHEEHEREINET, £, 2=y FBREB
I, ©7 2=y babR#ifbEn/ize—0 /L MAC T FL X
EEHTHBAICLBHSNET,

Date/Time FEEOAMNBLOA A LAX TR LET,
Last Failure Reason RZIZLVFR— NS EEOHBER I LET, ZoOFERIT, BEOSK

HERBEEENTHLZ VT ENFEFA, ZOBERIT., 72— F—1"=—N0
FAELEESICOBREEINET,

AIREZREEFE OHEITRDO LBV TY,

e 1Ifc Failure : [EENKE LA LV EZ—T oA ADEN T = — /)L F—
IN—FHERG T2 L, 72— A —N—RNEAELF LT,

e Comm Failure : 7 = — VA —_— U U V[ ZEENRFEA Lz,
TRET L LTWET,

e Backplane Failure

Cisco Security Appliance <> F Y7L >R
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¥26E

show ddns update interface 27> F~ show ipv6 traffic a<> F |

show failover

® 26-9 show failover state D ADEHH #HEE)
F4—ILE A
State == k® Primary/Secondary ¥ & " Active/Standby 27 — % X & FIR

LETS

This host/Other host

WaERLES,

This host I%, T~ RBRFETENZTNAL AZOWVWTOFERERLET,
Other host X, 7 = — /LA —/R—DXT L2 B DT /XA 22 DONT DI

Wiz, show failover history =~ > FOH %R LET,

hostname# show failover history

From State To State Reason

At 16:28:50 UTC Sep 9 2006

Not Detected Negotiation No Error

At 16:29:18 UTC Sep 9 2006

Negotiation Cold Standby Detected an Active mate
At 16:29:19 UTC Sep 9 2006

Cold Standby Sync Config Detected an Active mate
At 16:29:31 UTC Sep 9 2006

Sync Config Sync File System Detected an Active mate
At 16:29:31 UTC Sep 9 2006

Sync File System Bulk Sync Detected an Active mate
At 16:29:36 UTC Sep 9 2006

Bulk Sync Standby Ready Detected an Active mate
At 16:30:52 UTC Sep 9 2006

Standby Ready Just Active Set by the CI config cmd
At 16:30:52 UTC Sep 9 2006

Just Active Active Drain Set by the CI config cmd
At 16:30:52 UTC Sep 9 2006

Active Drain Active Applying Config Set by the CI config cmd
At 16:30:52 UTC Sep 9 2006

Active Applying Config Active Config Applied Set by the CI config cmd
At 16:30:52 UTC Sep 9 2006

Active Config Applied Active Set by the CI config cmd
At 16:30:55 UTC Sep 9 2006

Active Disabled Set by the CI config cmd

Fr b U, IREBEENRAE LRZB OB, PlAIREE, FRKEE, B X UKL E OB 23
RENFET, RUFLVEU P PRFRORRBICEESNET, Hvor MBS EFICERRSLET,
RRTO0 = M) ZFRTEET, = FUBRRBICEELLSS, RbhW=r MU BAHAO L

B HIBRE AL, FrLn=r b U ARREBICEMENET,

Il _ Cisco Security Appliance A< F )27 L&
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| #26%

show ddns update interface 21> F~ show ipv6 traffic a <> F

show failover W

# 26-10 12, 72— A—="—OREZRLET, RBITITKBER L —BFRDO 2 SOZ A TRH D *
o KRERIZRRE L 1T, FEER EDMOENDOHKFIZ L > TIRIBER N REAETDHE T, 2=y FAHER
TEOREDOZ L TY, —HZRRRE LT, 2=y FAKFAZRERICEIET 5 £ TORICREIET SR

BT,

% 26-10 T T =LA —nR—DKEE

State 51|

Initialization WEIZT TSy N7+ — OB I a7 4 X2l —Ya v dFoy
7L, 7= VA —N"—@BEF v RXNVEERLTNET, Tk
AT — hTT,

Disabled T = )VF—=N—IT 4 =T N TT, THELRELIAT— FTT,

Negotiation =y MIET OB AL, BT xA— LT, YT b
VT N—Ta OREMBEELZHERI L, Active/Standby m — /L ZTRGE L F
T, FAvE—hEINTEr—ZESE, 2=y MIRAF VNS 2=y
MREEETZIZT 77 47 2=y MREBIZZR 20, BEEREICZRD 9,
ZHE— R AT — N TY,

Failed 2=y MIEERECTT, ZEEELIZAT— FTT,

RANA A=y MREE

Cold Standby

A=y MIETRT 7T 4 TRBICREET S0 LES, BT 2
=y EBT 7T 4 TREBICRET S L. ZD==y kI Standby Config
WHBICH#EAE T, T KR AT — FTT,

Sync Config

2=y MIET 2=y Mo FETa s 7 Fab—a VEERLET,
a7 4 Fab—rva YORBEHICET —RNRELZHEEG, 2=> b
FEHHERBICR Y £9, ZHIE—RKHMRAT— T,

Sync File System

2=y MIET VATFAET AN VAT AERSLLET, it
BEAY 22 25— T,

Bulk Sync 2=y MIETPLREFREZELET, ZOREBIL AT -7
T VAR R =T VORI ORIAELE T, TR
AT — hTH,

Standby Ready A=y MI, TI7T 47 2=y MIBEEREAE LIZEAICT] &k < Y

WETLTWEY, ZNETLELTZAT—FTY,

FHOF47 1=y FREE

Just Active

2=y MIAT VT 47 2=y Mo EORYPIORETT, Z DIk
BIZHDEE, 2=y "R T I T4 710D E, BIOIPT KL AL
MAC 7 RLRAEA L HZ—T oA AZHBET AL R ETIZEMT A A v
T=URETICEREINET, JHUE RN AT — T,

Active Drain

ET7N6DFa— Ave—UBREEINET, THIE—FHNRAT— |
T\?‘O

Active Applying Config

=y MIVAT L a7 4 Falb—ary@mMLEd, Zhid—fF
R AT — b TH,

Active Config Applied

2=y MNMIVAT A a7 4 X alb—YaromfEgsET LELE, o
T By 7e 27— s T,

Active

2=y MIT 2T 47T, b7 74 v 7B RELTWET, ZHIXRTE
L7ZAT— h T,

TNENOREBEFEDORICKEBELFOHM NS £79, ZOBAIE, 2=y b —FREYRREED 5 Kk
FZRRIBICHEA TH, BFFRICE R £, WIZ, AEES S DIREEEOHB &2/~ L £7,

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

B show failover

e TT—7L

e Clconfigemd IZX» TRESNTND

o Tz A —N—REF= v

o Tx— LA —N— U F—T 2 ADHEfHNTE T2

e HELLO 23%A{g 172

s MDI=y FNOY T YT N=Va VRS TND

o o=y FOEEE— FARLSTVD

e D=y FDTAEUABRERSTND

o D=y POV Y —L AL T 4 X2l —TarRRRESTNS
s O =y FOI—F arT7 4 Fal—valBiloTNs
e MDZ=y "L T T 4 TIREE TR ST

o D=y FNDHAZ NS IRREEE RSN

e iz =y IR, ZO2=v MNIEERHHLLFR— LT
s o=y hA, TDOa2=y MIEENRHDEVAR—FLIE
o IVT 4 X2l —T g DR

o TIUT 4T o=y bR ENT

o TUT AT oy RIS ST

e VT 4 Fal—rarORENRITHOI

o WMEREMNGEELE

e D=y FOVLAN 27 4 Falb—Ta RT3
e VLAN 274X a2l —3a U EHEERTE AN

o VT4 X2l — g ORMBERAREETHD

o VT4 Xal—va ORBMEICKLTE

o fUH—T A AF v

e ZOz=y FOBENKIK LT

o Tx— LA —R— Ryt —TD ACK EZE Lo T-

o MO FERECHMDO =y FREEL L7z

o T OBEREMAMEML I

o Tx—)LF—N— F—T RN

o HAREOHEITIZRM LT

o =B R H— FEENHRL ST

e =y FOY—E X H— NIZEENRKE LT

e D=y FDY—ER H—RIILT LEAKTHD

o LAN A v F—7 oA ANKRKRTIREEIC 2 - 72

e V7 2=y IV u— KNIk

o« VUTN I —T b LAN _—2 fover (ZU) 0 B - 7=

e VT4 Fal—va EMLOREEMIBETE RN

o HEHFEHEK

Cisco Security Appliance A< F Y7L Y&
m. oL-12173-02-J |




| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F
show failover W

o IR

BIEaTVF avw vk By
show running-config HED a7 4 F 2L —3 3 VA failover 2~ REFRFLET,

failover

Cisco Security Appliance I? > F Y7LV i
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

B show failover exec

show failover exec

FBE L7z>2=> O failover exec 2~ > K E— R&2XRT HI21E, k& EXEC F— K T show
failover exec =~ RZ&EH L £9,

show failover exec {active | standby | mate}

EX DA active T 7T 47 =y b® failover exec =~ K T— R&ZERLE7,
mate v7 =y F® failover exec =~ R £— R&FE R LFET,
standby AR NA = O failover exee 2~ K T— R&F R LET,

TIAILE T 7 F NV N OBEREITH Y EH A,

avy kR E—F ORI, a~ REANTEHE—FERLET,

274794+ —)I E—F |[£Fa)Fs aVFFXE
<ILF
aAVTFR
avy kK E—F L—Tv F |&& UL k AT L
K5 EXEC . . . . .
av Y FERE Jy—=x EFENR
8.0(2) Zoavwy FNEAIRE L,

BRLEDHS ES1Y failover exec =~ RiE, ELETFAM R DBy a v B LET, 74 FTIE, 20
ryvvariFla—)L a7 4 X2l—v a3y F—RTT, 20Okyaryoavwr N E— NI,
failover exec =~ RZ il L CHitl7Zr =~ > K (interface =~ K2 L) #EETIHZ LIk -T
ERTEXET, HBESNTEZT/NA AD failover exec =~ F T— RKZLHELTH, T4 A~DT 7
TRIZEHL WDy varpavry R E—RIEEIRERA, XM RALOBEDOE Y7 v
Da<wy R ET—RFEEELTYH, failover exec 2~ N CTHEHEN <~ N - NIZEEELEE
oo

show failover exec =~ > NiZ, failover exec =~ FTHEESNDa~y RBRFETEND, fEELT-
FTNRAALEDa~ R E—REERRLET,

1 &iZ. show failover exec =~ > ROHENFIZ R LET, ZOFTIE, failover exec =~ R A S
o=y hOa~vys R E— R, avr FRETENS failover exec 2 v K E—FEFLTH D
MERIPNZ EERLTWVET,
ZOFTIH, REUNAS 2=y MNIr TV LEEEBEN, 77747 2=y DA F—T x4
A4 ETEBIMLET, ZoF T, show failover exec mate =~ K& 2 [BIDIZ AN LZE &, ©T
FRAAFIA LV E—T 2 A A AT 4 Fal—ary E—RTHHEFRTINET, failover exec =
<V RTFAL RCEEEND a2 Fid, ZOF— RTEITENET,

hostname (config) # show failover exec mate

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show failover exec Wl

Active unit Failover EXEC is at config mode
! The following command changes the standby unit failover exec mode
to interface configuration mode.

hostname (config) # failover exec mate interface GigabitEthernet0/1
hostname (config) # show failover exec mate

!

Active unit Failover EXEC is at interface sub-command mode

! Because the following command is sent to the active unit, it is replicated
! back to the standby unit.
hostname (config) # failover exec mate nameif test

EEavwY R avy kR H L
failover exec T === RXTO|/EINT-2=y N ET, Ah&hima~r R
EITLET,
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[ oL-12173-02-J .m



¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

Bl showfile

show file

T 7 AN VAT KON TOIERERTRT BT, FitE EXEC &— KT show file =~ F&FEH L £
7,

show file descriptors | system | information filename

S O] descriptors PN TWD 7 7 A VR T2 TR TR RLET,
information BWEDTZ 7 ANMIHETLHERERTLET,
filename TrANVEERELET,
system T AR T AN VAT HIZDONWT, T AR, FIHARRRANA NI, AT 4

TOEAT, 757, BLORS VT 4 v 7 AEREBERLET,

FI2+IEk T 7 4V OEEREIESH D A,
avo kR E—F ORI, a~ REANTESHE—FERLET,
274F794x—)ILE—F |[£FaUFq a2TFXF
<ILTF
aAVTFR
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
¥+ EXEC . . . . .
avy FEE yy—=x EENE
7.0(1) Zoavwy FNEAIRE L,
{5l WL, 77 AN VAT MMEREFRT HHERLET,

hostname# show file descriptors
No open file descriptors
hostname# show file system

File Systems:

Size (b) Free (b) Type Flags Prefixes
* 60985344 60973056 disk rw disk:
BEavUF avwv kR By
dir T4V N OARERRTLET,
pwd BIEOEET 4 L7 N EFRLET,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show firewall W

show firewall

BWIEDT7 7 AT U=V ET—F =T v RELRFX I T VAT LU b)) FRT DI, Hike
EXEC &— K show firewall =~ FZEH L £9,

show firewall

XD Zoa<wy RIZEBIEEZIZF—UY—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,

F7A4F794—IL E—F EFa)Fq a2TFRXFb
<ILTF
aAVTHFR
avy kK E—F =Ty K |&\B@ o k AT LA
%*@ EXEC . L] . . °
avy RERE yy—=x EENE
7.0(1) Zoavy RPREAIShELE,
1 &Iz, show firewall =~ > RO SfElEZ7= LET,
hostname# show firewall
Firewall mode: Router
BIEaT R avwv Rk Bl
firewall transparent T75 AT U4 —)LEF—REZRTELET,
show mode BEOayTHFAN FT—F (VYU VERiI~AF) 2FRLET,
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¥26E

show ddns update interface 27> F~ show ipv6 traffic a<> F |

H  show flash

show flash

W7 F v o AV ONTEFRRT DHIZ1E. ¥ EXEC £— KT show flash:

B

show flash:

avwy FefiLE

() ASA 5500 >V —XTlL, flash ¥—U — R disk0 D=1 U 7 ZXTY,

WX DA

TIHILE

Zoa<wy NIEBIEEZIIF—U—RIIH Y THA,

T 7 4V FOBERLEIZDH U FH A,

WOFKIZ, a~v 2 FEANTELE—FERLET,

T7A4724—)V E—F [ FaUT4 3VTFX}b
RILF
AVTEX
avY kK E—F L—Tv F |E& A [ VRT L
¥ HE EXEC o . . o o
avy FEE yy—=x EERE
iy ZDa<y RiBEETT,
i WOFNE, WEZ7 T vy a2 AEY ONEEZRRTLHEERLTHET,
hostname# show flash:
-#- --length-- ----- date/time------ path
11 1301 Feb 21 2005 18:01:34 test.cfg
12 1949 Feb 21 2005 20:13:36 pepsi.cfg
13 2551 Jan 06 2005 10:07:36 Leo.cfg
14 609223 Jan 21 2005 07:14:18 rr.cfg
15 1619 Jul 16 2004 16:06:48 hackers.cfg
16 3184 Aug 03 2004 07:07:00 old running.cfg
17 4787 Mar 04 2005 12:32:18 admin.cfg
20 1792 Jan 21 2005 07:29:24 Marketing.cfg
21 7765184 Mar 07 2005 19:38:30 asdmfile-RLK
22 1674 Nov 11 2004 02:47:52 potts.cfg
23 1863 Jan 21 2005 07:29:18 r.cfg
24 1197 Jan 19 2005 08:17:48 tst.cfg
25 608554 Jan 13 2005 06:20:54 500kconfig
26 5124096 Feb 20 2005 08:49:28 cdisk70102
27 5124096 Mar 01 2005 17:59:56 cdisk70104
28 2074 Jan 13 2005 08:13:26 negateACL
29 5124096 Mar 07 2005 19:56:58 cdisk70105
30 1276 Jan 28 2005 08:31:58 steel
31 7756788 Feb 24 2005 12:59:46 asdmfile.50074.dbg
32 7579792 Mar 08 2005 11:06:56 asdmfile.gusingh

Il _ Cisco Security Appliance A< F )27 L&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show flash W

33 7764344 Mar 04 2005 12:17:46 asdmfile.50075.dbg
34 5124096 Feb 24 2005 11:50:50 cdisk70103
35 15322 Mar 04 2005 12:30:24 hs_err pid2240.log

10170368 bytes available (52711424 bytes used)

BREav VR avwvk ETL)
dir T4V NI ONBREFRLET,
show disk0 WEZ7 T vva AV ONEERRFLET,
show disk1 IR 7 T vva AEY I—RORNREFRRLET,

Cisco Security Appliance <> F Y7L >R
[ oL-12173-02-J .m



¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

WM  show fragment

show fragment

IP 757 A NHBEEY 2 — VOEHWET — ¥ 2 RR-T 51T, %7 EXEC & — N T show fragment
avy REfHLET,

show fragment [interface]

XD interface %) EXa 0T TTIATVADA v B —T oA A% EELET,

TIAILE interface WIEE SN TVRNWEA, Z0a~vy RETXTOA ¥ —T7 = AZEAINET,

avwv kR E—F ROFIZ, a2 Fe ANTELHEF— R RLET,

FZ747 24— E—F |[£FaUF4s aVTFFXFE
TILF
aAVTHRR
avY kK E—F =Ty F E& o N [ VRT L
¥+ EXEC £— K ° ® ® ° ®
avy FERE yy—=x EERR
7.0(1) ZoavwrRE, ar7 4 Xal—ya Ly FREEET—Z 2N T L0,
show fragment 35 X U show running-config fragment ® 2 SO =2~ NZHIT 6
nE Lz,
i WIZ,IP 7T 7 A2 FEBREY 2 —VOBIET — 2 2 &R 2 HIEOR 2R LET,
hostname# show fragment
Interface: inside
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: outsidel
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: O
Interface: testl
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: 0
Interface: test2
Size: 200, Chain: 24, Timeout: 5, Threshold: 133
Queue: 0, Assembled: 0, Fail: 0, Overflow: O
BEavUF avwv kR By
clear configure IP 757 Ay "Efkay 7 4 X2 —2ar% 2707 L, 74/ K82
fragment Uty bLET,
clear fragment P77 7 A NEREY 2 —VOEETF—2 %22 VT LET,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show fragment Ml

avwyk BieA

fragment Ny b TIT7A0T—va rEFMICERTESLHICL, NFS LOE
Bk E @O E7,

show running-config [P 75 7 A MR 74 X2l —2 a2 FHRLET,

fragment
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W showgc

show gc

H=Ny¥ a2y vay 7ak 20mEHERZ &R T 51201, F#iE EXEC £— KT show ge =~ N

A LET,
show gc
B DR ooy FIZIEBIEELIZF—U— RiEb £ A,
T4+ T 7 v NOBEREIZH Y FHA,

avy kR E—F WDORIZ, a~vr REANTEDLE—RERLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
Kt EXEC . . . . .

avy FEE yyy—2x EENE
BE7E Zoawy FIEEFETY,

15l wIZ, show ge =~ > RO Al ZRLET,

hostname# show gc

Garbage collection process stats:
Total tcp conn delete response

Total udp conn delete response

Total number of zombie cleaned

Total number of embryonic conn cleaned
Total error response

Total queries generated

Total queries with conn present response
Total number of sweeps

Total number of invalid vcid

Total number of zombie vcid

O
N
O O o OO O O O o o

BiEav R avyk Bl
clear gc H—_y P alriay Fav AOKEEREYIELE T,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

showh225 W

show h225

EX a2 VT4 TTIAT AR TN ENT- H225 By v a VOIERERTRT DI, FriE
EXEC £— FTshow h225 =~ & L £7,

show h225

B DR Zoawy FIZIEBIEELITZF—U— RiEb 0 8 A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
KkE EXEC . . . . .
avy RERE yy—= FTENE
e Zoa<wy RIFEEFETT,

BEREDAL T4

]

show h225 a2~ Nid, ¥X2 VT4 T7I9AT A X THLIINTWS H225 By v a v DfF
WERRLET, 203~ Nk, debug h323 h225 event, debug h323 h245 event, 35 L Of show
local-host =< > F& L biz, H323 A v AT v gy VUV OMBEO N T TNy a—T 4TI
HanhEd,

show h225, show h245, F7-(% show h323-ras =~ > K& HI HR(IC, pager 2~ RERET D
CEEWRLET, Byiar La— RBRZWVE X pager 27 2 RPREEIN TV RWES, show
av L ROWMARKEITIR L ETICHERMR D21 DGEG0H 0 £7, BERIIEL OBERNFILET 5%
BlE TI7ANIDEA LT T MEETZITRE LEICESNWTE Yy > a U REA LT T R LT D0
EIODHERLET, A L7 7 FLTWRITNERERDH SO T, AESLETT,

Wiz, show h225 =~ > RO 2R L E T,

hostname# show h225

Total H.323 Calls: 1

1 Concurrent Call(s) for

| Local: 110.130.56.3/1040 | Foreign: 172.30.254.203/1720
| 1. crv 9861

| Local: 110.130.56.3/1040 | Foreign: 172.30.254.203/1720
0 Concurrent Call(s) for

| Local: 110.130.56.4/1050 | Foreign: 172.30.254.205/1720

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

Hl  show h225

ZOHIE, = = RARA 2k 10.130.56.3 EAAERAR A b 172.30.254.203 L ORI TEFX 2D
FU T TIAT AEBBRTDHT 7T 4772 H323 a—ANR 1 SHFEEL, ZThoDT Y RRA 2 D
Bcix, =2—/L® CRV (Call Reference Value) 73 9861 DRI — /L8 | DFEETDHZ L AR LT
ij—o

n—A 2 RRA > b 10.130.56.4 & HAERA A b 172.30.254.205 ([2oWTliE, R —L 003 0
TT, DFEV H225 By v a v DNEEFELTVDSEDOD, 2Oy FRA YV MCIZT 7547
TI— R RNWZ EEEWRLET, ZoREIE, show h225 a~> REFEITLEE &I, 22— T T
WRRTLTWAD, H225 By v a VR EFHIBR SN TR WEAICBAET LR H Y £3, i
X, 2 2O KiRA > b23, ImaintainConnection] % TRUE IZRE L TWA7=H, TCP #kix 77
BIWFFICL TR Z e 2BW T 2L H Y £4, L7228 -> T, maintainConnection] % FJE
FALSE IZRETHET, FHFar 74 X2 —2 a3 0 NOH225 ZA LT 7 MEIZESS Yy g
VDEALT T RBEIDET, By g IV EEEICARY T,

BlEaTU K avwyFk B

debug h323 H.323 OFT Ny JIERMORREA F—T VI LET,

inspect h323 H323 77V —var A v AR varvkzAF—TMILET,

show h245 AR — AF = EFHLTHWDEIZ Y RRAS U MNMEEoTEXR=2UT 4 7
TIAT AR TR SN H245 ¥y v a v OfF#RERRLET,

show h323-ras X2 VT4 TTIAT o AMTHS SN H323 RAS v v a Ol
WERRLET,

timeout h225 | h323  H.225 v 7V v /B £ 7213 H.323 AR T2 ETOT A R
R &2 E L E T
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

showh245 W

show h245

A0 — AF—FEHEHLTWAZ YRR "R X2 VT4 TTIA4T AL CTRENL L 7=
H.245 v v a O REFR T 5120, FME EXEC £— KT show h245 =~ FEFEH L £,

show h245

B DR Zoawy FIZIEBIEELITZF—U— RiEb 0 8 A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~r REANTELE—FERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILF
aAvTFExX
avYy R E—F =Ty K |&f& gL k AT LA
KkE EXEC . . . . .
avy RERE yy—= FTENE
e Zoa<wy RIFEEFETT,

BEREDAL T4

3l

show h245 =< FiE, Ao —RXF—  EFEHLTWAZ U RRA U MR X2 VT4 77 I7A4T7
A HWATHSLLIZH245 By v a VoERERRALET, (Ar— A =TI, 2—1D 250D
T2 RARA > RAH.245 FIZHIO TCP =2 b —/b Fy pLaMEET, 77 —A b A% — M,

H245 A vtE—U W H225 2 ba—V Fry XV EOH225 A ve—VO—E L TRBINELE
TY, ZO=a v RNiX, debug h323 h245 event., debug h323 h225 event, 3 X U show local-host =
< REEBIC, H323 AV A v ay VPV OMBEDO N T TNy a—T 4 VIS ET,

Wiz, show h245 =~ ROz R L ET,

hostname# show h245

Total: 1

| Locar | TPKT | FOREIGN | TPKT
1110.130.56.3/1041101172.30.254.203/124510

| MEDTA: LCN 258 Foreign 172.30.254.203 RTP 49608 RTCP 49609
| Locall10.130.56.3 RTP 49608 RTCP 49609

| MEDIA: LCN 259 Foreign 172.30.254.203 RTP 49606 RTCP 49607
| Locall 10.130.56.3 RTP 49606 RTCP 49607

Y X2 VT4 TTIATVATT 7T 477 H245 av rau— vy va N, BE129HY £9,
n—A 2 RRA > ML, 10.130.56.3 TH Y., TPKTER 0 THHZ N, TOTY FRA 2k
MBEDWD IR ML TPKT ~y X =355 EFPRILET, (TKTP ~v ¥ —iX, 4 H.225/H.245
AyE—VDRED 4N F N~y X =TT, ZO~yFZ—EL, 44 N ~v X —%GLAvE—TOD
FESZEELET), AR A N =2 RaRA > X 172.30.254.203 T, TPKT &R 0 Dizd, Z DT
RARA L LD D N7y 33 TPKT ~v X —% > E R TPREINET,

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

l  show h245

IOy RAFA U METRI = — FEND AT 1 71X, Logical Channel Number (LCN;

F v xVFEE) N 258 T, O RTPIP 7 LA /AR— bk X7 A 172.30.254.203/49608, RTCP IP 7
FLA/HR— 2 172.30.254.203/49609, w—H /LD RTPIP 7 KL A /HR— K X7 )N
10.130.56.3/49608, RTCP &— k73 49609 T,

fEE728 259 @ 2 FH D LCN 1E, 458D RTPIP 7 KL A /AR — K X7 2 172.30.254.203/49606, RTCP
IP7 RLZ/AR—F 27 172.30.254.203/49607, = —H /LD RTPIP 7 KL A /R— k <7 N
10.130.56.3/49606., RTCP RK— k7% 49607 T

BEa<w R avwyEk B

debug h323 H.323 OF Ny JHEROETREA X—T M LET,

inspect h323 H323 77V —va v A VAR va iz A R3—TMILET,

show h245 A— AF—hEFHLTWEZY KRSV Mo TExF2 T4 7
TIAT AR TR SN H245 ¥y v a v OfF#RERRLET,

show h323-ras X2 VT4 TTITAT VAR THLESNT- H323 RAS By v a v fF
WEFRLET,

timeout h225 | h323 H.225 ¥ 7 U v 78 £ 7213 H323 fililBmEN K T2 ETOT A Fv
e 23 e LE T
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show h323-ras M

show h323-ras

= X —=R—=LZDODHI323ZV FRA LV MO TEX2 )T 4 TTIAT VA2 THEN. ST
H.323 RAS v ¥ a o OIF#R%EFRT 5I121%. ¥4 EXEC £ — KT show h323-ras =~ > R&flif L
ESC

show h323-ras

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—FK WHOEIZ, a~ REANTELE—FERLET,
F274F794—)L E—F | #FaUT4 a>TFRFH
<ILTF
aAVTHFR
avYy R E—F =Ty K |&f& gL k AT LA
%*@ EXEC ° L] . . °
avy RERE yy—2z FTENE
BEfF Zoawy FEIEEFETY,

BEREDHL K1

]

show h323-ras =~ > RiZ, ¥X=2 V74 77734 T VR 22— F¥— =L ZDH323 =
RARA » FOMICHEL SN TS H323RAS £y v a v olf@ER R LES, ZDa<wy R,
debug h323 ras event 33 J Uf show local-host =~ > K& L 42, H323 RAS A v AT g =
CUOMBED N T TN a—T 4 IR SR ET,

show h323-ras =~ NiZ, H323 A VAV va vy =m0V OfMEE NI TNy 2a—T 40 7T 5
7o OFERETEHR Z R L, inspect protocol h323 {h225 | ras} =~ K X—JCHH ST ET,

Wiz, show h323-ras =~ KOOl Z R~ L ET,

hostname# show h323-ras
Total: 1

| Gk | caller

1172.30.254.214 10.130.56.14
hostname#

ZOHAIF, A= F—,3—172.30.254.214 £ FD Y T4 T >k 10.130.56.14 DN T 7 5 ¢ 770 %
N1 oHDHZEERLTVET,

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

B  show h323-ras

BREaTYK avyvFk L

debug h323 H323 OF Ny ZIEROTRREA F—T NVIZLET,

inspect h323 H323 77V r—vary A VAT varizAX—T NI LET,

show h245 22— A — " EHHEHL WL RSV Mk TEXFa2 T4 7
TIAT AR TTHESL ST H245 By v a VO ERRLET,

show h323-ras vXa2 VT4 TFIA4 T A THESLENT- H323 RAS B v o g v Dl
WERRLET,

timeout h225 | h323 H.225 v 7V v 785 £ 7213 H.323 flEEER S T35 TOT A Rv
Reff 23 LE T
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| #26%

show ddns update interface 21> F~ show ipv6 traffic a <> F

show history W

show history

URiASI LTca~y RERRT 5121k, =—H EXEC € — K C show history =~ > R&fH L £,

show history

XD Zoa<wy RIZEBIEEZIZF—U—FIEH v A,
T4 T 7 4V h OBHERLEIEZH D FHA,
avy kR E—F WDOFRKIZ, a~<v REANTEDLE—RERLET,
T774794—) E—F |[£F%FaUT4 aAVTFRFH
<ILF
aAVTHFR
avwvy kK E—F L—FTvyF |&EB gL k AT LA
< —4 EXEC . . . . .
avy FEE yy—=x EERNE
BEAF Zoa~wy NIZEEETT,

BERLEDAA FF1 Y

]

show history =~ > REFEHATL L, URIAN LIza~r FERRTEET, LKL FREZMHH
LTa<y FEMEBNICHANT, Ap Z AT LTURNICAN LIZITE2FTRT 50, *n AL TROITE
FKRTEET,

OB, URNCAN Lica~vy REa—H% EXEC E— RIZA- TS & EITRRZTHHIEERLT
b\i‘d—o

hostname> show history
show history
help
show history

WoOFNE, RN AT Liza~< > FERH#HE EXEC £ — RIZ A TWNW5 & XICRRTHHEEZRLTY
e

hostname# show history
show history
help
show history
enable
show history

WOHNE, LEHC AN Lira~r FE2 7 a— "L a7 4 FXalb— gy F—RIZA->TWS EXIT
FaRTDHHEERLTVET,

hostname (config) # show history
show history

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W show history

help

show history
enable

show history
config t
show history

BIEaT R avwyFk BA
help BELza~y RO~ FIEREFRRLET,

‘E-EI:I
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

showicmp W

show icmp

ICMP 27 4 ¥alb—ia raRpRT 511, FHE EXEC £— R T showiemp =~ FEMH L %
R

show icmp

TIFIE T 7 4V F OEHERLEIEH Y FHA,

= WORIZ, a~v FEANTELE—RERLET,
T747 94— E—F |£F2UFqs a0FFXF
RILF
AVTER
avYF E—F L—FyF Ef# U n k YRT L
¥etE EXEC . . . . .
avy FERE Jyy—=x EFERRE
BETF Zoavy FEBEFEO L O T,
BRLOHA RS54y  showiecmp =< RIFICMP =2 7 4 Falb—va V2R R LET,
i WIZ, ICMP 2> 7 4 X ab—Ya v R RT D62 LET,
hostname# show icmp
B K clear configureicmp [CMP = 7 4 X2l —> 3227 U7 LET,
debug icmp ICMP OF Ry FHEROEREA X —T M LET,
icmp X2 UT 4 TTIAT VAL Z—T 2 ATHKETT S ICMP 7
T4 T DT ITEA—VEFRELET,
inspect icmp ICMP 4 VAR v ay mu Vv kA X —TNVERIET =7 LE
j‘o
timeout icmp ICMP 7 A KV 24 LT U MEFHELET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W showidb

show idb

Interface Descriptor Block D A7 — & 22V TDFRER T T H121E, FHE EXEC £ — R T show

WX DA

T4+

idb =~ RAEMEAL

show idb

£,

Zoavy FIZEGIEELITF—V—REbH Y £ A,

T 7 a0 hOBEREILZH Y EH A,

WORIZ, a~2 REANTELE—RERLET,

2747 94—)IL E—F |[£FaUTq a2TFXF

<ILF
aAVTHFR
avy K E—F L—Fv F |&Ei& o k AT LA
= —#% EXEC . . . — .
avy RERE Jyy—= FERNE
7.0(1) Zoavr RREASRELL,

BEREDAL T4

U

IDB3A v #—T = A A VY =2 &RTHARMT — G T, HARROFEMZHOVWTIEZ, 6] 2%

BLTSEEN,

&Iz, showidb =~ RO I Z R LET,

hostname# show idb
Maximum number of S

Active

Inactive

Total IDBs

Size each (bytes)

Total bytes
HWIDB# 1 Oxbb68ebc
HWIDB# 2 0xcd47d84
HWIDB# 3 Oxcd4cldc
HWIDB# 4 0xcd5063c
HWIDB# 5 Oxcd54a9c
HWIDB# 6 0xcd58f04

SWIDB# 1 0x0bb68f5
SWIDB# 2 0x0cd47el
SWIDB# 3 0x0cd772b

oftware IDBs 280. 1In use 23.

HWIDBs SWIDBs
6 21

1 2

7 23

116 212
812 4876

Control0/0
GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
Management0/0

4 0x01010001 Control0/0
c Oxffffffff GigabitEthernet0/0
4 Oxffffffff GigabitEthernet0/0.1

PEER IDB# 1 0x0d44109c Oxffffffff 3 GigabitEthernet0/0.1

Il _ Cisco Security Appliance A< F )27 L&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

BEgEa< K

showidb W

PEER IDB# 2 0x0d2c0674 0x00020002 2 GigabitEthernet0/0.1
PEER IDB# 3 0x0d05a084 0x00010001 1 GigabitEthernet0/0.1
SWIDB# 4 0x0bb7501c Oxffffffff GigabitEthernet0/0.2
SWIDB# 5 0x0cd4c274 Oxffffffff GigabitEthernet(0/1
SWIDB# 6 0x0bb75704 Oxffffffff GigabitEthernet0/1.1
PEER IDB# 1 0x0cf8686c 0x00020003 2 GigabitEthernet0/1.1
SWIDB# 7 0x0Obb75dec Oxffffffff GigabitEthernet0/1.2
PEER IDB# 1 0x0d2c08ac Oxffffffff 2 GigabitEthernet0/1.2
SWIDB# 8 0x0bb764d4 Oxffffffff GigabitEthernet0/1.3
PEER IDB# 1 0x0d441294 0x00030001 3 GigabitEthernet0/1.3
SWIDB# 9 0x0cd506d4 0x01010002 GigabitEthernet0/2
SWIDB# 10 0x0cd54b34 Oxffffffff GigabitEthernet0/3
PEER IDB# 1 0x0d329lec 0x00030002 3 GigabitEthernet0/3
PEER IDB# 2 0x0d2cOaad4 0x00020001 2 GigabitEthernet0/3

PEER IDB# 3

0x0d05a474 0x00010002 1 GigabitEthernet0/3

SWIDB# 11 0x0cd58f9c Oxffffffff Management0/0
PEER IDB# 1 0x0d05a65c 0x00010003 1 Management0/0

# 26-111, 74—V FOHHAEZRFLET,

£ 26-11 show idb stats D& 71 —IL F

J4—ILF HL]

HWIDBs 9T HWIDB O#tatfE#MaF R LEd, HWIDB IZ, v AT ANDOFN— R
Y27 B MCOWTHER SN E T,

SWIDBs T T SWIDB O#iaHEREZF R LET, SWIDB id, AT LAHNDHF A A
BLOYV TS o H =T =2 RZHONWT, BLXORaryTF A MIEDYTH AT
BEAVHE—T A ZATOWTHERRENE T,
mo—HOWNHY 7 v =7 EPa2—1b IDB #{EK LET,

HWIDB# N—KR =T A B —TxA AT )& RLET, IDBV—F A&, T
RLA, BIOAS v X —T oA AL NREITICERINNET,

SWIDB# VI T 2T A F—Tx A AT M) ERLET, IDB Y —F7 0 2AEE, T
KL A, %95 vPifID, BXOA v H—T 2 A4 AELDBPEATICRRENFE T,

PEER IDB# IUTHFRARMIBIOLMTCENTWAAS L H—T =2 A% RLET, IDB V—47r
AF ., 7 RVA, %925 vPifID, 20 7% 2 MID, BXOA v & —T7 = A
AL INEATICE R EINET,

avwyk Bz L]

interface A VEBE—T 2 AA AEREL,. AV F—T A A AT 4 Fal—g

t— F‘%Bﬁﬁé L/iﬁ‘o

show interface

A B =T 2 ADETEAT —F XA LMEHTEREF R LET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W  show igmp groups

show igmp groups

X2 VT4 TTIAT U RACESEER SNEZEE., BEOIGMP &> THEE SN EZEEES
DN TF XY A IN—THRRT HITIE, FHE EXEC £ — KT show igmp groups =~ K&
LET,

show igmp groups [[reserved | group] [if name] [detail]] | summary]

X DA detail (EE) Y —AOFEMatH &2t LE9,
group (£E) IGMP L —7 D7 KL A, ZOFFaBlaxgnse, &£
TR EINE I A —TICRESNET,
if_name EE) BESNIEA VA —T =2 AONTO I A —FERE TR L%
j‘o
reserved ER) TRENEZIN—TIZOoNWTOEREERLET,
summary UEE) 7V —7MAOERIERE R R LET,
T4 77 4V FOBERLEIZSH D FHA,

avwv kR E—F ROFIZ, a2 P ANTELHEF— R RLET,

274F794—I)IL E—F |[£F%aUFq aVFFX b

<ILF
aAVTER
avY K E—F =Ty F |&E& UL ~ SRT L
e EXEC . _ . — —
avy FERE yy—= EERNE
7.0(1) Zoavr RREAIRELE,

BREDHA FS1Y FTa rDEBBLIOF—U— 2T XTHIKT 5 L. show igmp groups =~ > Fid, EHEHRES
NIewVTFFXRY AN IN—T% IN—T T RLVA A F—TxzARXEAT BIOAS v F—T =
A AFZFHNCE R LET,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show igmp groups W

i &Iz, show igmp groups =~ > FOH Il &R L £,

hostname#show igmp groups

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
224.1.1.1 inside 00:00:53 00:03:26 192.168.1.6
BiEav R avwyk s8R

show igmp interface (. % —T7 (2D L FF ¥ X MEREERLET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

M show igmp interface

show igmp interface

A —=T 24 ADNLTFF v A MEREFRTT HI12IE, FHE EXEC £— T show igmp interface
avy REfHLET,

show igmp interface [if name]

BXOiRHA if name EE) BN LA v X —T = A RZDONTD IGMP 7 L — T EH % F5R
LET,
TIFIE T 7 4V F OBHERLEIZH Y FHA,
avy kR E—F WDOFRIZ, a~<v REANTEDE—RERLET,
T774794—) E—F | £F%FaUT4 aAVTFRFH
<ILTF
aAVTXRX
avY kK E—F L—Ty F |&f& SugL k AT A
¥#E EXEC . — . — —
avy FEE yy—=x TENE
7.0(1) Ioavy RREFEINE LE, detail ¥x— U — FRHIBRINE L,

BRALOSHA R34 A7 a v ®if name 51 EEMT % &, show igmp interface =~ > NIZTXTHOA X —T =1 R
WZOWVWTOEREFRRFLET,

il Wiz, show igmp interface =~ > FOHAHZR L ET,

hostname# show igmp interface inside

inside is up, line protocol is up

Internet address is 192.168.37.6, subnet mask is 255.255.255.0
IGMP is enabled on interface

IGMP query interval is 60 seconds

Inbound IGMP access group is not set

Multicast routing is enabled on interface

Multicast TTL threshold is 0

Multicast designated router (DR) is 192.168.37.33

No multicast groups joined

g&

BEa<TU KR avwyk ]
show igmp groups X2 VT4 TTIAT R EBEER SN TV D ZER . BELOIGMP
FRUTCYBINEZEZ2SLYALTFIXY AN IV —%E R LET,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show igmp traffic

IGMP 7 7 ¢ v 7 OftaHERZ R T 2121, $7H EXEC £ — KT show igmp traffic =~ > FZ&fif

MLET,

show igmp traffic

show igmp traffic Wl

B DEREA Zoavy RIZBIRERITF—TI—REIH O A,
T7AIEb T 74 FOBEREIEH Y EH A,
avY K E—F WORIZ, a~v FEANTELE—RERLET,
T7A4724—)L E—F |[¥aUT4 aVTFXFb
<2ILF
AVTER
avY kK E—F =Ty F Ef# TN k VAT L
¥t EXEC o — o — _
av Yy FERE yy—=x EEANR
7.0(1) Zoavy RPREAIShELE,
15l Iz, show igmp traffic =~ > FOHIHIZRFLET,
hostname# show igmp traffic
IGMP Traffic Counters
Elapsed time since counters cleared: 00:02:30
Received Sent
Valid IGMP Packets 3 6
Queries 6
Reports 1 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets 0
Martian source 0
Bad Checksums 0
BEa<T vk avwyk B

clear igmp counters

TRTOIGMP st v 227 V7 LET,

clear igmp traffic

IGMP F 774 v 7 o2& 707 LET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

M  show import webvpn

show import webvpn

X2 DT 4 TTITAT L ADT T vra AT VICHEFET D WebVPN W AZ L T =2 757
A& YA NS BIZIE, ¥i#E EXEC € — KT show import webvpn (/£E) o~ FE AN LET,

show import webvpn | customization | plug-in | plug-in detail | translation-table | url-list |

webcontent
X DERBA ZDa=wy RIZIEBIEERZIZF—TU—FEIHY T8 A,
TI4+IE T 7 4V hOEEREIZH D R A,

avy kR E—F WDOFRIZ, a2 REANTEDE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFH
TILF
aAVTXRX
avY kK E—F L—Ty F |&f& SugL k AT A
H:4E EXEC £ — R . — . _ _
avy FERE yy—=x EERNE
8.0(2) Zoawr RRNEASHELE,

BREDHA FS1Y show import webvpn =~ > R&fH AT 25 L, WebVPN = —FRERAARER T AX A T —X B LY
Java N"—=2AD 7 FA 7 N T TV =y a ryREAlEnES, FRINDYARTIE, EXR2 VT o
TIIGATADT Ty va ARVICHLERINDIT XTOT —F ZA TOFMAERINET,

ZhZh® show import webvpn = > FTiE, WITRTBUER — RS TS WebVPN 7 — Z 733
RINET,

o NAASAB—T gy hAAAE—ar A7V =27 b (77 A41V4I1L baseb64 TF 21— K)

o FI A i —FR R—=FT 48l Java R—RADIFTA T~ T TV r— 3 (SSH, VNC, ¥
JO'RDP)

o TIUALOFMIER BT T TA LDy v atFRE TR

o BT —T N u—h V-3 rBLOEBMEEEET -7V

e URLUAR:URLYRAFM AT Y2k (77 AN413 base6d TT 22— )

o Web 227 BIRAZ: disk0:/csco_config/htms (TXTD 7 7 A LD TR — L)

15 Wiz, & FE ZF 7% show import webvpn 2~ > RIZ L > THEREN D WebVPN 7 —# Ofl R L E
R

hostname# show import webvpn plug-in
ssh
rdp
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m‘ oL-12173-02-J |



| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

vnc
hostname#

hostname# show import webvpn customization
Template

DfltCustomization

hostname#

hostname# show import webvpn translation-table
Translation Tables' Templates:
AnyConnect
PortForwarder
banners
csd
customization
url-list
webvpn
Translation Tables:
ru
ua
hostname#

hostname# show import webvpn url-list
Template

No bookmarks are currently defined
hostname#

hostname# show import webvpn webcontent
No custom webcontent is loaded
hostname#

show import webvpn W

customization
customization

pggEa<w R

avwyvk Bl

revert webvpn all X2 )T 4 TTIAT 2 ACBIEFET 5T TD WebVPN
FABLOT T U EHIBRLET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

B show interface

show interface

A B =T oA AFEFEREFRT AT, KM EXEC ©— F T show interface =~ > F&EH L F

B

show interface [ {physical interface | redundantnumber}|.subinterface] | mapped name |
interface_name | vlan number] [stats | detail]

XD detail

fER) A F—T7 oA ZADFHEMRERER T LET, ZOFHRITIZ, A~
B —T oA ANBEIMINTNEF, BE SN TWDHIREE, EEEORRE, FExt
Fr—7 4 v 7 OFGEHES (asr-group 2~ FIZ L » THAHAL—T 1 v
TINA R =T N> TWDHHEE) BEEnET, T XTHOA ¥ —T =
A A%ERTDHEA. SSMHOWEHA % —7 = A A ASA 5500 >V —
RS X2 VT 4 TTIAT VAL VA =L ENTWHEX, *
NHDA L Z =T =2 A AZHET HERBERSNET, WA v F—T =
A AF, 2—VICEDREIARAETT, BREIT ANy I7EFE2EHE L
TVWET,

interface_name

(&) nameif 2~ FHNICA L X —T = A ALDE v MaEELET,

mapped_name

({E£E) allocate-interface =~ > REZfEH L C~ vy B 74 EEIY BTz
A, YIALF arTFXAN FT— R TEDOLAEIEE LET,

physical_interface

(fT.7) gigabitethernet 0/1 D L5721 ¥ —7 = A X ID @B L ET,
HEMEIC OV TIE, interface 2~ FEBRL T &0,

redundantnumber

(f£E) redundantl D L5 R2TRA VX —7 = A A 1D Z#AI L E T,

stats

(FTANR) A28 —7 A AffiHs L ORI B E R LET. Z0
F—U—NIT7HN P THLED, ZOF—U—FIAF T a2 TT,

subinterface

EE) MmBEY 7 A o F =T = A Z&RT 1 ~ 4294967293 OREH 2 HEE L
i‘j_o

vlan number

(EE) ASASS05 WISt X 2T 4 T IA4 T L ARE, MBARA
AvFOHDLETNVTIE, VLANA U H—T oA ZAEEELET,

T2+ WTHOF T g U EEIILARWES, Z0a<wy RZTX_XTOA v Z—T = A ZIZONTDEEARM R

MatE Mz R LET,

avy Kk E—F ORI, a~ FEANTEHE—FERLET,

274794 —) E—F |[£%a )T 2VTFXE
TILF
aAVTEHRR
avwry kK E—F L—Ty F |&E# UL [ SRT L
4'2‘1’% EXEC A . . . .
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show interface W

Jy—2 EERE

7.0(1) Zoawry Rt BTLWnwA v A —T 2 A AB ST RN ERY AND LD
WCEE S, PRIICIEET 2720 0 stats F— 7 — K, B L detail F—
U—RPRBMENE LR,

7.0(4) ZDa<wrRiZ, 4GESSM A v H —T7 = A AOYR— b BEMENEL
72

7.2(1) Zoavwr R, AAvF AL E—T 24 AFAOVR—-FBBMENEL
77

8.0(2) Zoavwy R, MEAVE—T A ZAFOVR—FRNBENSHE L,

Fio, BTA v E—T oA AHOBENEMENELZ, ANV EY R K
oy 7 NV By b Ray 702 008 L0y 2R EMENE LT,

BERLEDHA I

(E)

]

1 DDA B =T 2 A AVREEO L THFA N THEINTWD EXIZ, HDHaTHFAITIDa
VREADLERES, EXa VT4 T IAT LV RFBEOI LTI A MOHEHIERETEERLE
T, WEA L H—T 2 A ADV AT AFTAR—ZANTIOa~vr FEFEHTLE, X274 7
FIAT L ANTTRTOI L THRAMIOWTHAEDEEREEREFRLET,

YT B =T 2 ATONWTRRSNDMHEROEIT, WA L F—T = ATONTERRIND
MEHER OOV T v F T,

B =T A AL, VAT LAFEITAR—ATIIFEHTEEH A, 2L, nameif =< Nida v
THRANNETTHEHATE 5720 TT, [FFKIZ, allocate-interface =~ REFHL A ¥ —7 =

ARID &~y BV TR/~ BT LEGA, TOy B T4 a7 A MNNRET CERTEE
9, allocate-interface =~ R Tyvisible ¥— UV — FZRELT-HE. ¥X=2 VT4 TTI7A4T A

% show interface =~ > FOH A vV F—T7 =4 A ID #FR-LET,

Hardware & 7 > b & Traffic Statistics 7 7 > b Tid, BEFEHITZEINDI AL MENRELRD £,

N R T HYYRTE, FTT 4 v 7 BEA— R = 7 DOEBRES, LAY 2057y |
YA RWEMENFEY, —J., Traffic Statistics Tlix., LA ¥ 337 v OV A AREBENET,

BT PDEGFAH =T 2 A= R N—=FRT7 =T OFRFZIESNTELRY F5,

e T AP A=Y Ry N B—FOHE, LAY 2AT L MEIA—F Ry b Ny X —aE T
W, FTT7 47 BRI S 145 PRELS RV ET, FTEY b A=Y Fy b = FOHA,
LAY 2AT Y MEA =P Ry h ~y X —L CRCOMFEZELT2D, T 7497 AU bR
18 XA PREL 2D ET,

HADFROFEMIZOWNTIE, Tl 22 L TEIN,

Wiz, show interface =~ > KOl 2R~ L E1,

hostname# show interface
Interface GigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec
Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)
MAC address 000b.fcf8.cd44e, MTU 1500
IP address 10.86.194.60, subnet mask 255.255.254.0
1328522 packets input, 124426545 bytes, 0 no buffer
Received 1215464 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
9 L2 decode drops
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¥26E

show ddns update interface 27> F~ show ipv6 traffic a<> F |

B show interface

124606 packets output, 86803402
0 output errors, 0 collisions
0 late collisions, 0 deferred

bytes, 0 underruns

0 input reset drops, 0 output reset drops

input queue (curr/max packets):

output queue (curr/max packets)
Traffic Statistics for "outside":
1328509 packets input, 99873203
124606 packets output, 84502975
524605 packets dropped
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,

5 minute drop rate, 0 pkts/sec
Interface GigabitEthernetO/1 "inside",

(SN, B

Auto-Duplex, Auto-Speed

hardware (0/7)
: hardware (0/13)

bytes
bytes

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

is administratively down, line protocol is down
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec

MAC address 000b.fcf8.c44f, MTU 1500
IP address 10.10.0.1, subnet mask 255.255.0.0

0 packets input, 0 bytes, 0 no
Received 0 broadcasts, 0 runts,
input errors, 0 CRC, 0 frame,
L2 decode drops

output errors, 0 collisions
late collisions, 0 deferred

O O O O O O

input queue (curr/max packets):
output queue (curr/max packets)
Traffic Statistics for "inside":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec

S INC, ISR

buffer
0 giants
0 overrun, 0 ignored, 0 abort

packets output, 0 bytes, 0 underruns

input reset drops, 0 output reset drops

hardware (0/0)
: hardware (0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Interface GigabitEthernet0/2 "faillink", is administratively down, line protocol is down
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec

Auto-Duplex, Auto-Speed

Description: LAN/STATE Failover Interface
MAC address 000b.fcf8.c450, MTU 1500

IP address 192.168.1.1, subnet
0 packets input, 0 bytes, 0 no
Received 0 broadcasts, 0 runts,
input errors, 0 CRC, 0 frame,
L2 decode drops

output errors, 0 collisions
late collisions, 0 deferred

O O O O o o

output queue (curr/max packets)
Traffic Statistics for "faillink":

0 packets input, 0 bytes

1 packets output, 28 bytes

0 packets dropped
1 minute input rate 0 pkts/sec,
1 minute output rate 0 pkts/sec,
1 minute drop rate, 0 pkts/sec

mask 255.255.255.0
buffer
0 giants
0 overrun, O ignored, 0 abort

packets output, 0 bytes, 0 underruns

input reset drops, 0 output reset drops
input queue (curr/max packets):

hardware (0/0)
: hardware (0/0)

0 bytes/sec
0 bytes/sec
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| #26%

show ddns update interface 21> F~ show ipv6 traffic a <> F

5 minute input rate 0 pkts/sec,

5 minute output rate 0 pkts/sec,

5 minute drop rate, 0 pkts/sec
Interface GigabitEthernet0/3 "",
Hardware is 1i82546GB rev03,
Auto-Duplex, Auto-Speed
Active member of Redundantb
MAC address 000b.fcf8.c451,
IP address unassigned
0 packets input, 0 bytes,

is administratively down,
BW 1000 Mbps,

show interface W

0 bytes/sec
0 bytes/sec

line protocol is down
DLY 1000 usec

MTU not set

0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 L2 decode drops

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (curr/max packets): hardware (0/0)

output queue (curr/max packets): hardware (0/0)

Interface Management0/0
Hardware is 182557, BW 100 Mbps,
Auto-Duplex, Auto-Speed

nn
’

is administratively down,
DLY 1000 usec

line protocol is down

Available but not configured via nameif
MAC address 000b.fcf8.c44d, MTU not set

IP address unassigned
0 packets input, 0 bytes,

0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

0 L2 decode drops

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 babbles, 0 late collisions, 0 deferred

0 lost carrier, 0 no carrier

input queue (curr/max packets): hardware (128/128) software (0/0)
output queue (curr/max packets): hardware (0/0) software (0/0)

Interface Redundantl
Redundancy Information:
Members unassigned
Interface Redundant5 "redundant",
Hardware is 182546GB rev03,
Auto-Duplex, Auto-Speed
MAC address 000b.fcf8.c451,
IP address 10.2.3.5,

is down,

is administratively down,
BW 1000 Mbps,

line protocol is down

line protocol is down
DLY 1000 usec

MTU 1500
subnet mask 255.255.255.0

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 L2 decode drops

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (curr/max packets): hardware (0/0) software (0/0)
output queue (curr/max packets): hardware (0/0) software (0/0)

Traffic Statistics for "redundant":
0 packets input, 0 bytes
0 packets output, 0 bytes

0 packets dropped
minute input rate 0 pkts/sec,
output rate 0 pkts/sec,
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Redundancy Information:

minute
minute
minute

[CINC B

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

B show interface

Member GigabitEthernetO/3(Active), GigabitEthernet0/2
Last switchover at 15:15:26 UTC Oct 24 2006

Interface Redundant5.1 "", is down, line protocol is down
VLAN identifier none
Available but not configured with VLAN or via nameif

# 26-12 10, 74—V FO#MBEERLET,

* 26-12 show interface D7 4 —JL K
Z4—ILF Bl
Interface ID A H—=TxAAID, 2T FAMNTIL, allocate-interface =~ K C

visible ¥ —V — RZRELRWVIRY, X2V T4 77747 AT~v oy
74 (RESNTWDHE) 2R R LET,

"interface_name"

nameif =~ RCRESNIZA Vv E—T = A AL, VAT LFEITAL—RATIL,
VAT AILAERETERNED, ZO7 44—V RIET T 7 T, LRk
EL72WiEA . Hardware {TO FIZIRD A v —UNERINET,

Available but not configured via nameif

1s state

BHAT— MIKDO LR TT,
s i AUHF—T A ATy NEUUEREEA,

 administratively down : A > % —7 = A A%, shutdown =~ > FZ&fH L
Tyvyy MOV ERET,

Line protocol is
state

[EFRA T —H 2RO EEBY T,
e up: EET AT AREY NT—F AU —T o AR INTNE
j‘o

e down: ZF—TNABELLRVD, A F—T AR AT ZITERHINT
WER A

VLAN identifier

YT —T A4 ZADEA. VLAN ID,

Hardware

AVE—=T oA ADEA T BRWEIE, BIE, 727y 7 25X, BLOH
E, VRN ET L LTWAEAIE, T2 by 7 AFREHEITREMINFR
ENnET, VI BEELTWAHAE, ZNHD T 4 —/b RIZIXEREOREN
By aTHENTREMSE & HITFRTRINET, KIZ, 2NN~ =T
BATERLET,

e 82542 :PIX 77 v b7 4 —ALTHEHIND Intel PCI 7 7 AN FHE v b
H— K

e i82543 :PIX 7T v b 74— AL THHIND Intel PCI-X 77 A N FHE v
kH—FK

o i82546GB : ASA 75 v N 7 4 — A LT &N 5 Intel PCI-X i 54
vy k

o i82547Gl: ASA 7T v "7 —AL TRy 7L — L THEREND
Intel CSA iR H £ > b

e i82557:ASA 7T v v 7 x—AL ETHERHIND Intel PCL SRR~ 7 A b 14—
SN

e 82559 :PIX 7T v b7+ —ALTHHAEND Intel PCI AR 7 7 A b A4 —
ESAE

e VCS7380 : SSM-4GE TfEFH &5 Vitesse 4 "—hk FHE Y b AL v F

Cisco Security Appliance A< F Y7L Y&
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show ddns update interface 21> F~ show ipv6 traffic a <> F

show interface W

£ 26-12 show interface D74 —JIL K (&%)
Z4—ILF Bl
Media-type (AGESSM A v A —T =2 A ZADPEDI) A v H—T = A A RJ-45 £721%

SFP DWW & L THRESINTWEINERLET,

message area

—EORIT, AvE—UBRRRINDIGALHVET, KOFIEZZRLTLIE
I,

o VAT AF[TAN—RAT, KORA v —VUNRERENDIHERH Y ET,
Available for allocation to a context
o AHIZRELBRWVWEGA., RORA vyt —URRREINET,

Available but not configured via nameif

o AUEB—T 2 AANTNEA L EZ—T oA ZADRA L IRNDEE . ROA v E—
NERENET,

Active member of Redundant5

MAC address

A E=T A ADMACT LA,

MTU

DA HE—T 2 A ALETHEEIND NNy SO KRYA X (O NENLD), A
VH—T oA AL EBRELRWVES. Z0O7 4 — RiZiE TMTU not set] &3
IRENET,

IP address

ip address =~ > F&fH L Ci%E Lo, DHCP 4 — B2 E LA v ¥ —
TxzAADIPT KL A, VAT AFITAN—ATHE, YATAIZIPT RLAZ
BRETERWZH, 2O 7 ¢ —/V RIZIL [TP address unassigned| &HF RSN E

\j‘o

Subnet mask

IP7RLVADH TRy b wRA7,

Packets input

DA VE—T A ATZELEAT vy FO¥K,

Bytes IDAE—T 2 A ATZIELEAL M,
No buffer AA Y VAT ADINy T 7 AR—=ANRRPo T2, BEINEZZEFHN
o O, ZoHE, EBHINEEERBLTLESY, A=V Fv b Ry
=27 b7 =KXy AN A=A, £ DHE. ARy T77 A X
FARZ2NZ SRR H Y £,
Received:
Broadcasts ZELE7o— Ry X bk,

Input errors

WICRT XA TEEDTANTT -0k, ADICERT Mo —H A=
T—OH U NREMT AR £3, o, —#HOT—X 7T MIEED
TT—HEATVWHZELHY T, LaRo T, ZoOEFHET., RIRTHZ A
FIZONWTERENDITT—DEEBL2DLZENHY T,

Runts /DRy N AR (6454 F) LD HE/NIWEOIZEEINZ Ny bO
B, 7v MIEE, a2V Va itk TRELET, REYREBRLEXTHIC
YoTRETDZZELDHVET,

Giants RNy b A XEBRTT-DEEIND ANy o, -8 21E, 1518 X

AREVHERENASA—F Ry b Ty NIV AT PRI ET,

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

B show interface

£ 26-12 show interface D74 —JL K (&%)
Z4—ILF By
CRC Cyclical Redundancy Check (CRC; ¥EITTEM#A) =7 —DH, A7 —v a3 v

N7 —LzXkETHE, 7V—LDKREIZCRC 2fMLEF, Zd CRC I,
TL—bHNOF —=HZESL T AT ZLMBERESNET, FETE5EEDM
TI7 L —2RERINTZHE, X2V T4 T7I7A4T AL CRC KL%
WZ EEEMmLET, CRC OEEREW &1, @F, 2 VaoRTH
DM, AT —varynNARRT X ERETHI ENFKTT,

Frame

TL—b 75—, RE7L—AI1CF, EERELL ANy y b2, 7
V—Ah Fzy 7P ARELL RV Yy "RV ET, ZO=T—T@EH, =
VoarElidA—% 3Ry b TS ZAOBEBENRINTTY,

Overrun

X2 VT4 TTIAT LV AOT —HUBENE ANV — MPBLD, &
X2 T4 T IAT VARN—R T =T Ny 77 E LT — X 2B T
x o Tz EE,

Ignored

ZOT7 44—V RIIEAESNEEA, EIZEIC0 TT,

Abort

D7 4=V RIIFEASNETA, HITHEIC0 T,

L2 decode drops

LD ELHRES N TN (nameif =2~ F), X7 VLANID 2>~
L—ARZEINTDII Ry T Lz ry ho$,

Packets output

DA VE—T oA RTEEFEINTZAT v RO,

Bytes

DA E—T 2 RTEEENT A DO,

Underruns

X2V T4 TTIATUAPMETEL LY HELS P T U AI v X BRBH L
7= [E1%k,

Output Errors

RESNTZaY Va v OREREEZBZIZZODEESNhosTT7 L —20%, =
DATHE, Xy NT—F N T T4 v 7 BENBARICOREML 7,

Collisions

A=Yy hallary (B—BLUEEDO=) Var) PEEATHEEIN
A vE—=U0%, ZHidEE. BIEICERE L7 LAN TAELET (f—3
FY N T—=TNERF T RN T =T ANETESL, AT — a3 EDY
E—ZN2o0k0 %0, FRIEYATFR—F R T —ROI AT — K%
TELELE), BETLI Ty M, WOy MzkoTlIREFID S R &
nET,

Interface resets

AV =T =24 ARV bENEH, (7 —T = AT3IPMERFETER
WA, EX 2 VT4 TTIAT VAR v E—T oA A% Uy FLTEE
AEBLET. JOMRTIE, BERRESERSNES, 124 =T = 2D Y
Ty MIL AT =T oA APN—T Ny T E BTy v b T T HEA D
ELET,

Babbles

RFEFH, URT)E, P I UVAI v EABRRE 7L —2OEBICELZFER LY
HELAVE—T oA RATHESTWEZLEZEKRLET),
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show ddns update interface 21> F~ show ipv6 traffic a <> F

#: 26-12

show interface W

show interface D74 —JLF (#S)

J4—ILF

B8

Late collisions

WEOa)Yary O RUOMITa Y Pa gk Li-zn, EEShR
Mol L—b08, LA ka2 Tarit, Ny hOEERICENLTHRE X

N5aYra Ty, ZHIFBEBERELETA, 2204 —% Ry b FA NHRIHE
REICHEE L& O & LEGA. BRHNC Ny y FOEELTHER Ny 74735

N 2FBHORARN 1 FZBHOFRA FOBEIREEZMERL CHELET,

LA aVlarngETdeE, T AFEIVIAREZIToTA—Y %y I
WAy FERELIIELETH, ¥X2 T4 7547 RT3 7 v b
DERBEIINCET LTCWET, ¥Xa VT4 7774 T A F, X7y b
DA DI RFFT 23y 7 7 R L2 RN H B 72, /N7y b &2 Fik
LEFA, ZOZLEHFVMEIZRY A, TOBEAGT, xy hT—F 7
Tua bhaMIoNry b EFRTSZETa) Va v ENMETLHRIZRoTWD
72 Tt, FEL, LA alParidky hU—ZICRBEREET S %
RLTWET, —2aMET, VE—Z TSN REBER Yy b —2 0 B
FOMEOHBEEBZ THEL WD —Y Ry b Xy hU—27 T,

Deferred

Vo7 EOT 7T 4 BT 4 BRIKTEERICRE I N7 L— 208,

input reset drops

Uty FRBELIZLEZICRX V7 TRy Liery hORET Y BL
i‘j‘o

output reset drops

Uy MRBELEEEZTX V7 TRay XLy y hoET v ML
£

Rate limit drops

(AGE SSM A > ¥ —7 = A ZADPHTIZT) *HEy NUNOEE TS v ¥ —T7 =
AAZERELTC,REICIHE LT 10 Mbps £7213 100 Mbps 242 CTEfELE D &
LEEGmAIC Fay 7 &N 7r v FO#,

Lost carrier

AE FPHTHR IR 5 3 L7z B,

No carrier

REEH

Input queue

ANF2—NOT Y SO (BATE & HRKE)

(curr/max
packets):
Hardware N—RT =T Fa—HNO7 o FOEK,
Software V72T Fa—NONTy O, FHTEY M A=V Ry b A F¥—T=x

AATIHMEMTE ER A,

Output queue

A% 2 —HNoT s boFe (BATHE & &KE),

(curr/max

packets):
Hardware N—=RTU =T Fa—HNO 7y O,
Software V72T Fa—HNONTy hOK,

Traffic Statistics:

ZIE. HIE. FRE Fay LTy b,

Packets input

ZlG LISy v bORE AL FOK,

Packets output

EE LTy bOBENSA NO¥,

Packets
dropped

Key 7 Liery Nof, ZOh v ZidiEHE,. Accelerated Security Path
(ASP; @it ¥ =2 U7 4 /NA) L TRy Ly MZOWTH#S LET
(T ziE, 7782 VA MESBRRR Ty & ey P LA RE),

A H =T 2 A ALETRE vy REAETHFEIKIZOW T,
VREZSBLTLIEE N,

show asp drop =~
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

Il _ Cisco Security Appliance A< F )27 L&

show interface

£ 26-12 show interface D74 —IL K (&%)

J4—ILF Bk
I minute input 3@ % 1 HRICZE L7 v ok Oy M BBIONRA M),
rate
1 minute WE1OMICEEFE LTy btk (X7 y M BEBLUUSAL ),

output rate

1 minute drop

rate

WE1 B Ry P Le Ty bos (KT y M,

5 minute input

rate

WES FRICZE LI ATy o N7y M BB IO /),

5 minute
output rate

WE S DRICEE LTy b (37 y MBI OAAL M),

5 minute drop

rate

WES SR ey P LTy Fog (N7 ),

Redundancy
Information:

TMEA LV Z—T x4 ATDONWT, AVAA—WYE A L E—T oA AR LET, 7
IT 4T A B =T 2 A ADBEEITA Z—T =24 X ID D%IT T(Active)] &
FRINET,

AU N—ZFEED LT TWRWEA, ROBAIBERSLET,

Members unassigned

Last switchover

TNEA V=T oA ADTE, TIT AT A VE—T 2 A ANAX L NA [
H—T 2 AT 2=V F—_"— LA 2 FR L ET,

OL-12173-02-J |
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show ddns update interface 21> F~ show ipv6 traffic a <> F

show interface W

WIZ, AA v F R— T~ Z2ETe ASA 5505 WIS v X2 )5 4« 7754 7 2 A L TO show interface =

<~ ROHNIBIZRLET,

hostname# show interface
Interface Vlanl "inside", is up, line protocol is up
Hardware is EtherSVI, BW 100 Mbps, DLY 100 usec
MAC address 00d0.2bff.449f, MTU 1500
IP address 1.1.1.1, subnet mask 255.0.0.0
Traffic Statistics for "inside":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Interface Ethernet0/0 "", is up, line protocol is up

Hardware is 88E6095, BW 100 Mbps, DLY 1000 usec

Auto-Duplex (Half-duplex), Auto-Speed (100 Mbps)

Available but not configured via nameif
MAC address 00d0.2bfd.6ec5, MTU not set
IP address unassigned

407 packets input, 53587 bytes, 0 no buffer
Received 103 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun,

0 L2 decode drops
43 switch ingress policy drops
0 packets output, 0 bytes, 0 underruns

babbles, 0 late collisions, 0 deferred
lost carrier, 0 no carrier

rate limit drops

switch egress policy drops

O O O O O

output errors, 0 collisions, 0 interface resets

| oL-12173-02-J
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#£26%E show ddns update interface 37> F~ show ipv6 traffic a<> F

B show interface

# 26-1312, ASASS05S @I X2V T 4 TTIA TV ADAALA v F A E—T oA Al DA
A oF A B2 —T A AZxT 5 show interface =~ RDK 7 4 —/)L ROFHHEZ R L ET, show
interface 2~ R TCHLFREND T 4 —/L RIZHOWTIE, #£ 26-1 R L TLZ &,

® 26-13 AL YF 428 —T (4 AD show interface D7 1+ —JL F

Z4—ILF By

switch ingress ZOReyFFEE., A= FRELLBRESN T RWEXIIRREINET, 2
policy drops DRayFE, T4V NELRI—FREDAAL vF R— FREOFREREL L

TAA v F F—FATr vy MR EFITIEERE T WA EnET, 2
DODFrey7ORRELT, WOary7 4 Xal—arRNEZISNET,

e npnameif =~ > R VLAN A vV Z— T = A 2 L THREIN TV,

GE) RU VLANANDA L Z—T7 A AT, nameif 2~ RBARESIHL T
Rino A TH, VLANIWND AL v F U JIXEE T, 20y Uik
Wy InEFA,

e VLANR Y ¥ v T LTWN5S,

o TIUERAR—=DFTR021Q X I NIz vy NEZE LT,

© FTY F—PTHASNANY SERIE T DRV Y P ERE L,

o EX2UT 4 TTIAT VAN, A=Y Ry F =TT T4 T %R O8I0
VAa FTNRAL ARSI TWDS, 72& 21, CiscolOS V7 bv =7 Tid
AU H =T 2 A NVAREEERT DDA =y b =T Ny
Ry beRALET, 207y b, DT AL AL - TREENRD
72ODEDTIERLS, N7y NATERETELZ LIk o T, ~L2RTE
NHERENET, CNODEATD/r Y MIAAL vF R—FTRry 7
N, BT ERESEINET,

o VLANIZMHA L 2 —T 2 A AN 1 DULIMFEELZRWA 4~ hd DEST
X VLAN ® MAC 7 FL AL —F&F, 72— FKF ¥ A N 7 RLATR,

switch egress HAEMFH I TWER A,
policy drops

&Iz, show interface detail =~ > FOWMNFIZRLET, KIZ, TRXTDOAS L F—T A A (T T v
N7 4 —BFEETDHEEIEINEA V F—T oA AEET) IZOWTOEMRA V¥ — 7 = A ZAFEHE
Wk L OV —T ¢ v T HEHES (asr-group 2~ RTA X —7 M ENTWDLHE) 2FRRT
L& RLET,

hostname# show interface detail
Interface GigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec
Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)
MAC address 000b.fcf8.cd44e, MTU 1500
IP address 10.86.194.60, subnet mask 255.255.254.0
1330214 packets input, 124580214 bytes, 0 no buffer
Received 1216917 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
9 L2 decode drops
124863 packets output, 86956597 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max packets): hardware (0/7)
output queue (curr/max packets): hardware (0/13)
Traffic Statistics for "outside":
1330201 packets input, 99995120 bytes
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show ddns update interface 21> F~ show ipv6 traffic a <> F

show interface W

124863 packets output,
525233 packets dropped

84651382 bytes

Control Point Interface States:

Interface number is 1
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up
Hardware is 182547GI rev00, BW 1000 Mbps, DLY 1000 usec
(Full-duplex), (1000 Mbps)

MAC address 0000.0001.0002,
IP address unassigned

6 packets input, 1094 bytes,
Received 6 broadcasts,
0 CRC,
0 demux drops

0 bytes, 0 underruns

0 collisions

0 deferred

(curr/max packets): hardware
(curr/max packets): hardware

MTU not set

0 no buffer
0 runts, 0 giants
0 input errors, 0 frame, 0 overrun, O ignored, 0 abort
0 L2 decode drops,

0 packets output,

0 output errors,

0 late collisions,
input queue (0/2)

(0/0)

(0/0)
(0/0)

software

output queue software

Control Point Interface States:

Interface number is unassigned

# 26-14 12, show interface detail =~ > FDO% 7 ¢ —/L RO %Z R L %9, show interface =~ >
FTHRRIND T 4 —/L FIZOWTIE, £ 26-1 2L T &N,

show interface detail D& 271 —IL F

J4—ILF

B

Demux drops

(NERFT—4 A v B —T 2 A ADH) ¥F2 VT4 TTIAT AN SSM A
H—=T 2 APEDNry e ZELTE ol Fay LAy b
D, SSM ALV EZ—T 2 A RIN I FL—=0 Z N L TCRAT 4T A X —
TxAALBEL, TRXTOSSM A L Z—T 2 A ANLD/ 7y MINRy 77
L—r ECTEEEINET,

Control Point
Interface States:

Interface
number

TRy ZIHHESND 0 O ELEST, ZOA =7 oA ZADBER ST
JEZEZ R LET,

Interface
config status

BHAT— MIKDEELBY TT,
o active: A VA —T A AT ¥y N FUrERTWERA,

e notactive : £ ¥ —7 = A Ai¥ shutdown =~ KTV ¥ v b ¥ &
TWET,

Interface state

A E =T oA ADFEEEORIE, ZORET@E . LR O config status & —EH L
T, A TRATEVT A UZRELTZSGA, ¥X2 T4 77747 R
VBIS L TA =T = A A BRIRIEE /213X 7 RIBIZT D720 R—
DELDHEERH Y T,

Asymmetrical
Routing Statistics:

Received X1
packets

DA UH—T oA AT LT ASR XT v hO#K,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

B show interface

£ 26-14 show interface detail D& 71 —ILF #Z)
Z4—ILF By
Transmitted DA H—T A ATHERF LT ASR X7 v DK,
X2 packets
Dropped X3 |2 v #—7x A ATRR Y7Lz ASR /% v hO¥k, Sy NI, <4y
packets ML LD L LI EICA v E =T 2 ARL T AREOHAIC e v /&
NAHAZZENRHY £,

BEaTUF avvFk L]

allocate-interface AVE—T2A ABIOY TS L F—T 2 At F22T 4 aTFHFA
MZHEIY M TETS,

clear interface show interface =~ N 2% 7 V7 LET,

delay AVE—T A ADEBIEA MY v 7 BB LET,

interface AVE—=T A AEHREL, AV HF =Tz A AT 4FXal—Tar
E— FzBBLET,

nameif A B —T A AL EERELET,

show interface ip brief (. ¥ — 7 ZDIP 7T FL AL RATF— ¥ 2% F T LET,

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show interface ip brief W

show interface ip brief

AH =T 2 ADIP T FLABIUVAT —# A% FRT 5I11E, Fi# EXEC £— R T show
interface ip brief =~ FZEA L 7,

show interface [physical interface[.subinterface] | mapped _name | interface_name | vlan number]

ip brief
XD interface_name (f£7Z) nameif 2~ RRICA v 2 —T =4 A4 DOy N EfEELET,
mapped_name ({£E&) allocate-interface =~ FEEHA L T~y B 74 2% 0 4T
BA. wATF arTFX AN BE— RTCEDOLRIZEELET,
physical_interface ({E#) gigabiternet0/1 72X DA 4 —7 = A AID ZfREL £, HAR0E
IZOWTIE, interface =~ REZHBHB L T Z &,
subinterface (EE) WY T7A v —T oA A% T 1 ~ 4294967293 O EFRT L
F9,
vlan number (F£E) ASAS505 ISRl X2 VT 4 T I7A T AR Y, MIARA
AL vFDOHBHETINTIE, VLAN A vV X —T =24 ZAZBELET,
T4+ AVH—T 2 A ZAERELRVEE, ¥X2 VT4 TTI7A TV AFTRTOAS U E—T oA A% H
~LET,
avwY Rk E—F WDORIZ, a~v REANTEDLE—NERLET,
274F794—)IL E—F |[£FaVUT4 avTFR}
<ILF
aAVTHFR
avy R E—F L—Fv K && UL k DRTF L
4‘%}% EXEC L4 o . ° _
1. BEO0 A F—T = A RAETEY T A v B —T = A RV THATRETT,
avy FEE Jyy—= EERNE
7.0(1) Zoawy RBREAINE LT,
7.2(1) TPawy RTiE, VLANA U H—T 2 A, BLORKIIF L ART L2 b

EF— R TOBEHOOA L EZ—T oA ZAFETZIY TITA v Z—T =2 ADYR—
rABMENE L,

ERALEDHS RS54y ~)VF T FA B ET— KT, allocate-interface =~ F2HEHL CTA ¥ —T7 = AD&Z~v
VI LSRR, O~y BT /FEREFA A =T 2 A AT T XA MNE T TRETEET,

HADFROFEMIZOWNTIE, Tl 22 L TEIN,

il Wiz, show ip brief =~ FOHAFIZ /R L ET,

hostname# show interface ip brief
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

M show interface ip brief

Interface IP-Address OK? Method Status Protocol
Control0/0 127.0.1.1 YES CONFIG up up
GigabitEthernet0/0 209.165.200.226 YES CONFIG up up
GigabitEthernet0/1 unassigned YES unset administratively down down
GigabitEthernet0/2 10.1.1.50 YES manual administratively down down
GigabitEthernet0/3 192.168.2.6 YES DHCP administratively down down
Management0/0 209.165.201.3 YES CONFIG up

#* 26-1512, K7 4 —/V FOFHERLET,

& 26-15 show interface ip brief D& 7 1 —JL F
T4—LK 8187
Interface allocate-interface =~ FEHFAH L THELILELAD, ~/LF arTFHF AL

EF—RTOA L EZ—T A AID E2lF~v v LU T4, T_XTOAL L EZ—T A
AHFRT DHEA. AIP SSM ONERA X —7 = A AZET HERNE RSN
F7T ASABEIGH X2V T 4 TTIAT U AZRYH TN THDESE), N
A2 —T 2 A AL, 22— FICXDREIIAAEETT, HRITT NNy 7 BT %
HEyE L TWET,

IP-Address

A BE=T A ADIP T FL A,

OK?

ZORNT ANFBEEH SN TELT, #IZ [Yes) EFRSNET,

Method

A B =T A ZNIP T RV RAEZE LTk, EIZROEEBY TY,

e unset: IP 7 RLAFREINTVEREA,

e manual : EfTa 7 4 Falb—ra VERELELL,

e CONFIG: A¥—F T v arvr 4 Fal—varhmrbr—KRLELE,
e DHCP : DHCP +— " oZfELE Lz,

Status

EHAT—MIRDO LB TH,
s up:i A F—T A ATV Xy MU SR EE A,

e administratively down : f > % —7 = A A%, shutdown =~ > RZ{HEfHL
Ty vy by EnNET,

Protocol

BI#RA T — X2 ZFKD L BY TT,
e up: MET I —TNANRRy T A —T = ARSI N TNE
R

e down: 7F—TNNRELL NN, A F—T AR aRT ZIZEFINT
WEH A,

BEaYF avwyFk

BifA

allocate-interface

AE=T 2 AABIOYTA o F =Tz At F2 YT 4 3T HR
MZEY B TET,

interface

A VB =T 2 A ABHREL, A F—T A A AT 4 Fal—g
ET— RZBHBELET,

ip address

A H =T 2L ADIP T FVA, FHIE TV AT LN 7747
TA—LDOERIP T FLAZHRTLET,

nameif

A =T AR ERELET,

show interface

AV B =T 2 ADETEAT —F A LMTEREFRLET,

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show inventory W

show inventory

Product Identifier (PID; #5: ID). Version Identifier (VID; 23— = > ID). 3 X Serial Number

(SN; v U T AES) BEVETHENTVDERY NI —F 0T TARAL AL VA = ALINTWNEHTA
TOY AT L EREF T D121, =—V¥ EXEC £®— R 7213584 EXEC £ — KT show
inventory 2~ REEHLET, A3 20747 4IZPID BAFED B THATWRWES, 20

UT AT A RESEEL R RINERE A,

show inventory [slot]

WX OHNA slot (fEE) SSM 2m v hEFZIEELES (VAT AFAB Y F0),
T4 A RN EFERTDHAT Y FEETELRWEAIE., RO X ICUEINET,
o BEFAEGHT, TXTDSSM DA Xy MUERNFRENET,
avw kR E—F WDORIZ, a~vr REANTEDLE—NERLET,
274F794—)IL E—F |[£FaUTq a2TFXF
<ILTF
aAVTHFR
avwvy kK E—F L—FTyF |&EB VTN k AT LA
Joa—n) a7 4 ¥ al— ° ° — — °
v
avy FEE y1y—=x EENE
7.0 T 4y TINESBREENMALINE LT,

BEREDHL FF1

show inventory =~ > FAFEHTH L, FT A aflficBl+ 54 X0 U FRARG S, UDIE
ATERENFET, UDI X, 5 ID (PID), ~A—v 3> ID (VID), U7 ES (SN) L9 3o
DORYEOT — 2 BEREFREE LT HDTT,

PID /%, ®EOEITHERT 24010TY, BEHEAIZIZ, THREA ] £ THGES) EFFEATHE
Lz, ZAud, BRI 2 13T 2720+ 5 ID T,

VID iD= g T, fRmAKETENS =00, VID i3 mL £4, VID 1%, ®AETED@
MEEHRTLEROTA RTF74 2 Th b, Telcordia GR-209-CORE 75 B f5 SN 7- itk 72 7 v & 2T
PeoTHIMENET,

SN IR F—EHAGOEF0OMmLESTT, TNEFNOREEFRABGIZIE, B CTHEE CERWVWESR
DI TNEERTIHTHVYTONET, ZOFFIEL, BEORKFEDA VA U A5l 2 \Z#BIT 5
72D FETT,

UDI ClgMGmEz= T4 T4 EIERET, V¥ — TR ED—HOT 4T 4121E, Ay hO X

ARV T2 T AT ARV ET, EZT AT 413, VAT T 4T 0 ZTEICEEMICER S

T BRAY 2R B RIE TR 2 DITICR RSN E T,

F7 v a UEERETIC show inventory =~ > RE2HERATLH L, Ky NI —F 7 T30 RZHY
THNTEY, PIDBREYV Y TENTVWAY AT Z T 4T 4D A MBRERENET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W show inventory

i WIZ, F—TU— FE7E81EE4EE L TRV show inventory 2~ > FOH A ZRLET, ZOH
ABITIE, =T A b= S, PID ZE0 4 THONTNDEY AT 2T 4T 4 DY A BB
ERINTWET,

ciscoasa# show inventory
Name:"Chassis", DESCR:"ASA 5540 Adaptive Security Appliance"
PID:ASA5540 , VID:VOl , SN:P3000000998

Name:"slot 1", DESCR:"ASA 5500 Series Security Services Module-20"
PID:ASA-SSM-20 , VID:V0l , SN:P0000000999

Name: "power supply", DESCR:"ASA 5500 Series 180W AC Power Supply"
PID:ASA-180W-PWR-AC , VID:VOl , SN:123456789AB

ciscoasa# show inventory 0
Name:"Chassis", DESCR:"ASA 5540 Adaptive Security Appliance"
PID:ASA5540 , VID:V0l , SN:P3000000998

ciscoasa# show inventory 1

Name:"slot 1", DESCR:"ASA 5500 Series Security Services Module-20"
PID:ASA-SSM-20 , VID:V0l , SN:P0000000999

# 26-161F. ZOHITERREIND T 4 — /L FIZOWTHBHLTWET,

#* 26-16 show inventory 7 1 —JL FDRHA
J4—ILE B
Name VA T 4T AIZE S THENT A

(FHFABM ARV D), T2E2E TAALAD
Wl =a R = MBS U T 228
DAY —)EREMS 2 RN—r FDF S
(R—=FrFEFIFEY2—1DEFE), RFC 2737 ®
entPhysicalName MIB %024 L £ 7,
DESCR FTV 2l NEREM T DA 2T 4T o
OYEL 7238, RFC 2737 @ entPhysicalDesc
MIB ZHUAHY L £,

PID =7 47 4 85 ID, RFC 2737 @
entPhysicalModelName MIB ZE$%(2 403 L %9,

VID TUT AT 4 D=V g U, RFC 2737 @
entPhysicalHardwareRev MIB 24024 L &
R

SN TT 4T 4 DYV T NEE, REC 2737 O

entPhysicalSerialNum MIB Z2#012H4 L £ 9,

BEEa<T VR avwUFk B
show diag Xy hT—=% T FRLZADA L b —F A B —T = X Tk yH,
BLOR—K 7 FZIZHONVWTOZWEREFRLET,
show tech-support L — X RNUEZHE L& &2, V—F BT - REREERLET,

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ip address W

show ip address

A B =Tz ZIPT RLA (FFU AT LU b = ROBARITEHIP 7 FLR) 2FRT5HI
I%. F## EXEC & — FC show ip address =~ FZHERA L ET,

show ip address [physical interface[.subinterface] | mapped name | interface_name | vlan number]

EX DA interface_name ({£E) nameif =2~ FRICA v X —T =24 ALDEy bEHEELET,
mapped_name ({E£&) allocate-interface =~ R&ZfEH L C~ v B 74 &2EIY Y CT/=
BhH, v VF ary7TXF AN E— FNTEOLHEIERELET,
physical_interface (f£:3%) gigabiternet0/1 72 DA > ¥ —7 = A A ID ZHELET, F2E
IZOWTIE, interface =~ REZSH L T &0,
subinterface EE) YT A v —T oA 2% 7T 1 ~ 4294967293 OB AZIEE L
i‘j‘o
vlan number (fEE) ASAS505 WIS E X2 VT 4 T I T U AR Y, #MIARA
A FDHBHETINTIE, VLANA v HZ—T =24 AEBELET,
TI4+IE AVE—T A AEBELRVWGE, ¥X2 0T 4 TT7I9A TV AFTRTCOAL U H—T 24 AP T
FLRAEZRRLET,
avv kK E—F WORIZ, a2 REANTELE—RERLET,
274794 —)I E—F |[£Fa)Fs aVFFXE
LT
aAVTFR
avy kK E—F L—FvF |&& TN k SRT L
it EXEC . . . . _
avy REE Jyy—=x EENE
7.2(1) ZOavy FIZ, VLAN A v ¥ —7 = A AAOHF F— FASBMSE LT,

HERHEDHA K51

3l

Da=wYRE, N TRATEYV T HIIRETDEEDZDODOTTA<Y IP T KL A (FRTIE

[System| LR EIND) EHAEDIP T RV AZFRLET, 2=y MRT 7T 4 TOBFH. VAT
LAIPT RVALBEDIP 7 RVATI—HLET, 2=y MBAX U NNADOEAE, BAEDOIP T KL A
WIZAZ N T RUARFERINET,

Iz, show ip address =~ RO AFEZRLET,

hostname# show ip address
System IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0 mgmt 10.7.12.100 255.255.255.0 CONFIG
GigabitEthernet0/1 inside 10.1.1.100 255.255.255.0 CONFIG
GigabitEthernet0/2.40 outside 209.165.201.2 255.255.255.224 DHCP

GigabitEthernet0/3 dmz 209.165.200.225 255.255.255.224 manual
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |
W showip address
Current IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0 mgmt 10.7.12.100 255.255.255.0 CONFIG
GigabitEthernet0/1 inside 10.1.1.100 255.255.255.0 CONFIG
GigabitEthernet0/2.40 outside 209.165.201.2 255.255.255.224 DHCP
GigabitEthernet0/3 dmz 209.165.200.225 255.255.255.224 manual
# 26-1712, £ 74—V ROPBAERLET,
& 26-17 show ip address D& 7 1 —JL F
J4—ILF BL
Interface allocate-interface =~ > F&2fHH L THRELEZHED, vV F aFTF R b
FT—RFNTOA 2 H =T = AID £liFv v B 74,
Name nameif =~ N CREINIA LV Z—T oA A4,
IP address AE =T ADIP T RV A,
Subnet mask IP7 RLADH TRy b <A,
Method AVHE—=T A ANIP T RLAZZE LI L, EIXZROEBY TT,
e unset: IP 7 RUAEFHFREESNTHERA,
e manual : FfTar 7 4 Fal—TaraHRELE LR,
¢ CONFIG: A¥—hr T v arvr7 4 Xalb—varm»bua—RKLEL,
e DHCP : DHCP — 6% E LE LT,
BEEa<T YR avwo R BL

Cisco Security Appliance A< F Y7L Y&
26-86

allocate-interface

AE=T 2 AABIOYTA o F =Tz At F2 YT 4 3T HR
MZED B TET,

interface AVE—T 2 A AEREL, AV F—T A A AT 4 F¥al— g
T— FEBtELE9,
nameif AV B —T oA AL EBZELET,

show interface

A B =T oA ADFATRAT —F A LiitEREFR R LET,

show interface ip brief (. ¥ — 7 2 f ZDIP 7T FL AL RTF— ¥ 2% F T LET,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ip address dhcp W

show ip address dhcp

A B =T = A AZKT % DHCP U — R E 73— 2B DMl A £ R 5 121E, FriE EXEC
& — K C show ip address dhep =~ RZEH L 7,

show ip address {physical interface[.subinterface]| mapped name | interface_name} dhep {lease |

server}
BX DA interface_name nameif 2~ > REHEH L CHRESNEZA LV E—T = 24 ER/ELET,
lease DHCP V — AT HERERTLET,
mapped_name vNVF arTXALN T—RT, vy 74% allocate-interface =~ >
REMEHL TR Y TIGE, TO4HTERELET,
physical_interface gigabiternet0/1 2 X DA v X —T7 =4 A ID Z45E L ET, AHEICONT
X, interface =~ RZSHL T X0,
server DHCP #— T 2B HREE TR LET,
subinterface BT A L H—T oA RERT 1~ 4294967293 DK AEELET,
TI+ILE T 7 AN S OEFECEITH Y EE A,

avv K E—F

ROFINZ, a2 P ANTEHEF— e RLET,

F274F792+x—)L E—F £¥%aVYT4 aVT%XF
TILF
aVTEFR
avy kR E—F L—Fy K &EE LU k VAT L
$#$§ EXEC ° —_ . . _
1. BHOOA LV E =Tz ARAEZY T A —T = A AV THEAETT,
avwy FERE )y—=x EERA
7.0(1) Zoa=y Rt B LW — SBEREIC 95 & 9 1T lease 3 LU server
¥F—U— pBEshE L,
7.2(1) Zoa<w RTE, VLANA v Z—T = A, BEIOFFT U ZT LV b

HEREDHA K51

il

T— R COEHONOA LV X —T 2 A AFTIFIVTA 0 H—T =2 ADYIR—
rosiEmEnE L=,

HDFROFERIZOWN T, Tl 2L T EEN,

&Iz, show ip address dhep lease =~ > FOHAFIZ/R L ET,

hostname# show ip address outside dhcp lease
Temp IP Addr:209.165.201.57 for peer on interface:outside
Temp sub net mask:255.255.255.224

DHCP Lease server:209.165.200.225, state:3 Bound
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

show ip address dhcp

DHCP Transaction id:0x4123

Lease:259200 secs, Renewal:129600 secs, Rebind:226800 secs
Temp default-gateway addr:209.165.201.1

Temp ip static routeO: dest 10.9.0.0 router 10.7.12.255
Next timer fires after:111797 secs

Retry count:0, Client-ID:cisco-0000.0000.0000-outside
Proxy: TRUE Proxy Network: 10.1.1.1

Hostname: devicel

# 26-18 12, %7 4 —/V ROFHAZRLET,

#* 26-18 show ip address dhcp lease &7 14 —JL K

J4—ILE L]

Temp IP Addr AVE—=T A RZHVYTHATHSLIP T R

Temp sub net mask AVE—T A AZHVYTHATHWEF TRy b 7X7O
DHCP Lease server DHCP V— X 7 KL A,

state DHCP UV —ADRIET, KD LB T,

o [Initial] : MIHULRET, ¥X2 VT4 TTIA T AR —A%
T 57neRA & LET, ZOREBIX, V—ABKTLE
2, V—ADRITv T —va VICRRLcE b RTRENFET,

e [Selecting] : X =2 U7 1 77747 A% 1 -2LL o DHCP
H— /5 DHCPOFFER A v —UaZET 52 2L Tk
D, AvbE—UaBRTEET,

e [Requesting] : EX=VUT 4 7774 T AL, BREERFLE
BRI =D O OISEZFHFEL TVET,

e Purging: 7 7 ATV ERIP T RLREMHILIZD, o T —R
FELIZTLD, EX2VT 4 77747 0 RTY) —ZA%ZHIRLE
\?AO

e [Bound]: €¥=2VUF 4 T7I7A4T7 L ATERRY —RAEREFL,
WIZEELTWET,

e [Renewing] : ¥¥ =2 U7 4 77 I7AT U AFV—AZFEHL LD
L LTWZ9, DHCPREQUEST 2 vt —Y % EI{E® DHCP ¥ —
WCEHRICEE L, ISE LA LE7,

e [Rebinding] : EX =2 VUT 4 7774 T LV AEITZOY—"D Y —X
AT DI LICRRLIETZD, WIFRDLOY = "hbIREE%
TELA U — AR T 95 £ T DHCPREQUEST # vtE—T %%
FLET,

e [Holddown]: ¥¥=2VT 4 77747 ATV —A&HIBRT S
2 RERBLUE L,

e [Releasing] : E¥ =2 VT 4 77347 AP T FLABARED
ol lzmT VI =R Ayt =¥ —NIIEEFELET,

DHCP transaction id TIAT v ML THIREN, BERA v —T%BEAMN T 720
TIAT v hEY—rNiTL o THEA SN D ELE,

Lease DHCP H— N Lo THEEND, AV F—T 24 ANRZDOIP 7 KL
A EfEHTE DFEOE X,

Renewal AVE—T 2 A ANZOY —AZHEPNCTH L L D &35 F TORF
o,

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ip address dhcp W

% 26-18 show ip address dhcp lease D& 7 1 —IL K (&)
J4—ILE L]
Rebind X2 VT4 TFT7A4T AN DHCP —NIZH AL RLE D &F

HZFECORBMOES, ALY RBRET IO, X2V TF 4 77
FAT VAPIEO DHCP H— N E@E T, U —2 WD 87.5% %
il L7 ma T, ¥ X274 77747 A, DHCP 2k%& 7
m—RFEy AR5 L& T, EHARERER D DHCP ¥ —NIZ
Bt A ET,

Temp default-gateway addr

DHCP +— RN Z k> THREINDT 74V s =+ xA 7T LA,

Temp ip static routeQ

TITHIVE RET 4T — ],

Next timer fires after

WHEZ A ~—2 b U H—F 2% F TORE,

Retry count

X2 VT4 TTIAT VAN —REFRELLIE LTINS L X,
ZOT74—=RE, EX 2T 4 TTIFAT AN DHCP A vE—Y
DFEEERIT LS ERLET, &2, BX=2VT740 7754
7 2 AN Selecting IRKEDH G, ZOMEIT X2 VT 4 TT 74T VA
DERBA v E—VHFMELEREETRLES, X207 94 7774
7 2 AP Requesting JREEDOH S, ZOMEIZEX=2 VT4 TT7I7A4T
ANRFERA =V 2RELLE#EERLET,

Client-ID P—NLDFTRTOBEBIHEA L2 74T b 1D,

Proxy DAV E—T A ANVPN I FA4 7 MHOF v DHCP 7 7
ATV R E D D% True 7214 False THRE L 77,

Proxy Network EREIhizxy hT—7,

Hostname IIAT V NDERA N,

&IZ, show ip address dhcp

hostname# show ip address

server 2~ FOHNFIZ R LET,

outside dhcp server

DHCP server: ANY (255.255.255.255)

Leases: 0
Offers: 0 Requests: 0 Acks: 0 Naks: 0O
Declines: 0 Releases: O Bad: 0

DHCP server: 40.7.12.6

Leases: 1

Offers: 1 Requests: 17 Acks: 17 Naks: O
Declines: 0 Releases: 0 Bad: O

DNSO: 171.69.161.23, DNS1: 171.69.161.24

WINSO: 172.69.161.23,
Subnet: 255.255.0.0

WINSl: 172.69.161.23
DNS Domain: cisco.com

| oL-12173-02-J

Cisco Security Appliance <> F Y7L >R
26-89



¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W  show ip address dhcp

# 26-191C, 74—V FOBMBEERLET,

& 26-19

show ip address dhcp server D& 74 —JL F

J4—ILF

B

DHCP server

DA VE—T A AN —ZAEEHE L= DHCP — X 7 FL X, &
bt v U (TANY)) 1ZF 740 b $— RN THEICFEELET,

O R

Leases =P ESE LY =20, A VX —T =4 ADHE, V—AD
BI— iz 1 ©9, VPN HOT B X o 23 THoA v ¥ —7 =1 A
WL TH =BT RLRAZRBELTHWBEA. V—RTIEE LY
E7,

Offers F—= "L DFT 7 — DR,

Requests Y= NITEE ST EROHL,

Acks T30 B A LT iR A DR

Naks P =N ZE LB EISE D,

Declines F— B ZAE LIZHER O,

Releases P—=NICEEENTY V=D,

Bad P— "D HZELIERE AT v D%k,

DNSO DHCP — "o lfG L7277 4~ U DNS — 7 KL &,

DNS1 DHCP #— "\ Hiff L7zt >4 ) DNS #—/3 7 R L %,

WINSO DHCP H— "1 HB&G L7774 <Y WINS —/N 7 KL X,

WINSI DHCP #— 7B EfE L= 7 > # ) WINS H—~ 7 KL%,

Subnet DHCP #— bl L7z 7 Ry b 7 KL A,

DNS Domain DHCP H— " bIG L7 KA A

avw vk

interface AVH—T oA AEHREL, AV F—T A A AT 4Fal—var

F—FERBLET,

ip address dhcp

A BZ =72 A ATDHCP =06 P T FLAZIFETE 5 L9 ITRE
LEJ,

nameif

AVE—T A AL ERELET,

show interface ip brief

A B —T2AADIP T RLVALATF—HAEERRFTLET,

show ip address

A HE =T 2 A ADIP T FLRAEBFERLET,

Il _ Cisco Security Appliance A< F )27 L&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ip address pppoe WM

show ip address pppoe

PPPoE ##5tIZ B3 2 3EMIG M A R4 511X, 7 EXEC £ — KT show ip address pppoe =~ > |

2L ET,

show ip address {physical _interface[.subinterface] | mapped name | interface_name |
vlan number} pppoe

WX DA interface_name nameif 2~ > REZHEH L TRESNTA LV H—T oA AL EZBELET,
mapped_name v )NVF aTHAR EF— KT, vy 74% allocate-interface =~ >
REfHLTHEO Y TIGE., TOAREZHRELET,
physical_interface gigabiternet0/1 2 X DA L 7 —7 =4 A ID Z4EE L ET, AHEICONT
%, interface =~ FEZBRL T F &N,
subinterface BN T A X —T 2 A%IRT 1 ~ 4294967293 DEHK EFRE L T,
vlan number (£ ASAS505 IS X2 VT ¢ TS T4 T L A7p & MAAH A
AvFOHBHETINTIE, VLANA UV E—T oA AEHEELET,
TI4NE 77 4 FOBEREILDH D EH A
avv K E—F WOKIZ, a~v FEANTEL2E—RFE2RLET,
T7A4F72x—)L E—F |[£XaVT+4 aVTFXXEt
<ILF
AVTER
avY K E—F L—Fv K &R oo k AT L
FekE EXEC . . . . _
1. BHOUOA L H—T oA RAETIEZY T A ¥ —T = A AT THEHARRETT,
avy FERE Jyy—=x EFERNE
7.2(1) Zoavwy FREAIRE L,

BEREDHL T4

3l

HAFROFEAMZON T, Tl 22RLTIZEN,

&Iz, show ip address pppoe =~ > ROHIFI %2R LET,

hostname# show ip address outside pppoe
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

Bl  show ip address pppoe

BEa<T YR avwyk B

interface A EBE =T 2 A AEHREL, f v F—T A A AT (FXal—g
E—RERRBELET,

ip address ppoe PPPOE =06 [P T RLAZRMGTH LA v F—T = AZEREL
EJcpe

nameif AH—T oA AL EERELET,

show interfaceip brief . % — 7/ 2D P 7 RL AL AT —F 2 EFRLET,

show ip address AVHE—T2AADIPT FLAEZFRLET,

Cisco Security Appliance A< F Y7L Y&
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| #26%

show ddns update interface 21> F~ show ipv6 traffic a <> F

show ip audit count

show ip audit count

AR —% A =T oA ATHEAT DL &7 =F ¥ O—BHeFrT 51213, FtE EXEC
% — KT show ip audit count =~ > FEHEH L £,

show ip audit count [global | interface interface name]

X DA global (FT74LF) TRTDA L E—T 2 AZONWTO—FEHEFRLET,
interface EE) fBELIA v =T =2 AZOVWTO—HHEE£RLET,
interface_name

T4+ X—U—RERELZWEGEAS, Z20a<r NiE, 3 XTOA v F—T =2 ATONTO—FHEFRRTL
*9 (global),

avy kR E—F WDFRIZ, a~w REATEBE—FERLET,

T774794—) E—F |£FaUT4 aTFRFH
<ILF
AVTHFR
avy kK E—F L—Ty F |&f& VTN k DRT A
¥+ EXEC . . N . _

avy FEE yy—x EERAE

PEA7 Zoavy REBEFETT,

BERLEDAA FF1 Y

]

BEAR Y —Z BT 5I21%, ip audit name =~ > FEHEALET, AU —2BHT DI, ip
audit interface =~ FA2HH L £,

W&IZ, show ip audit count =~ > FOHIHZ /R L ET,

hostname# show ip audit count
IP AUDIT GLOBAL COUNTERS

1000 I Bad IP Options List 0
1001 I Record Packet Route 0
1002 I Timestamp 0
1003 I Provide s,c,h,tcc 0
1004 I Loose Source Route 0
1005 I SATNET ID 0
1006 I Strict Source Route 0
1100 A IP Fragment Attack 0
1102 A Impossible IP Packet 0
1103 A IP Teardrop 0
2000 I ICMP Echo Reply 0
2001 I ICMP Unreachable 0
2002 I ICMP Source Quench 0
2003 I ICMP Redirect 0
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¥26E

show ddns update interface 27> F~ show ipv6 traffic a<> F |

W show ip audit count
2004 I ICMP Echo Request 10
2005 I ICMP Time Exceed 0
2006 I ICMP Parameter Problem 0
2007 I ICMP Time Request 0
2008 I ICMP Time Reply 0
2009 I ICMP Info Request 0
2010 I ICMP Info Reply 0
2011 I ICMP Address Mask Request 0
2012 I ICMP Address Mask Reply 0
2150 A Fragmented ICMP 0
2151 A Large ICMP 0
2154 A Ping of Death 0
3040 A TCP No Flags 0
3041 A TCP SYN & FIN Flags Only 0
3042 A TCP FIN Flag Only 0
3153 A FTP Improper Address 0
3154 A FTP Improper Port 0
4050 A Bomb 0
4051 A Snork 0
4052 A Chargen 0
6050 I DNS Host Info 0
6051 I DNS Zone Xfer 0
6052 I DNS Zone Xfer High Port 0
6053 I DNS All Records 0
6100 I RPC Port Registration 0
6101 I RPC Port Unregistration 0
6102 I RPC Dump 0
6103 A Proxied RPC 0
6150 I ypserv Portmap Request 0
6151 I ypbind Portmap Request 0
6152 I yppasswdd Portmap Request O
6153 I ypupdated Portmap Request O
6154 I ypxfrd Portmap Request 0
6155 I mountd Portmap Request 0
6175 I rexd Portmap Request 0
6180 I rexd Attempt 0
6190 A statd Buffer Overflow 0
IP AUDIT INTERFACE COUNTERS: inside
BEa< R avwy kR Ehed

clear ip audit count

EER) > —Dv I =Fx—EI v s VT LET,

ip audit interface

EER) —% A v X —T x4 AZEY Y TET,

ip audit name

Ny NBRBBEY T =F v FTLFERY S =F v IS B LIS AICETT

LTV arEEET D, AR SEAERY U— 2B L £,

show running-config

ip audit attack

ip audit attack =~ > FDOa v 7 4 X2l —varE2RRLET,
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show ddns update interface 21> F~ show ipv6 traffic a <> F

show ip verify statistics W

show ip verify statistics

=% A N RPFHENFETRr vy T LTy bOERRT HICIE, Fi#E EXEC £— T
show ip verify statistics =~ > N2/l L £7, ==F v X F RPF 24 X —7 /12T 5I2IF, ip
verify reverse-path =~ > R&fiH L £7,

show ip verify statistics [interface interface name]

BX DA interface EE) FRELIA v E—T = A ADKFEREF R LET,
interface _name
T4 Zoavr R, TRTCOA L H—T oA AOHFEREZRLET,
avyrkE—F WOFIZ, a~ Fe ANTELE—RaRLET,
T747 94— E—F |£F2UFqs a0FFXF
RILF
AVTER
avY K E—F L—Tv F |E& A k VRT L
FikE EXEC . — . . _
av Yy FERE yy—=x EFEANRE
WE 17 Zoavy REFBEFETT,
il Iz, show ip verify statistics =~ > FOHAH 2R LET,
hostname# show ip verify statistics
interface outside: 2 unicast rpf drops
interface inside: 1 unicast rpf drops
interface intf2: 3 unicast rpf drops
BEavU K avwyvFk Bk

clear configure ip
verify reverse-path

ip verify reverse-path => 7 1 X¥a L —2a > %7 U7 LET,

clear ip verify
statistics

2.=% % A I RPF OfFHERE 2 ) 7 LET,

ip verify reverse-path [P X7 —7 ¢ L 7 %< a=F% v 2 k U N—R SRR EEES A F— T L
ZLET,

show running-config
ip verify reverse-path

ip verify reverse-path =7 ( X2 L —3v 3 V2R RLET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |
W showips

show ips

AIP SSM TEE SN TW AR/ IPS AR v Y — % T X CHERT DHI21F. i EXEC £E— KT
show ips =~ FZHEA L ET,

show ips [detail]

EX DA detail EE) BV —DIDESELLRERRLET,
TIHILE T 7 4V F OBERLEIZH D FHA,
avyYy Rk E—F

WOFKIZ, A~ FEANTELE—FERLET,

T7A4F724—ILE—F EFalFq4 aVTFXFb
RILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ DRT L
¥5#E EXEC ° ° ° ° °
av Yy FERE J1yy—=x EFERA
8.0(2)

Zoavwry RpREAINE LT,

BRLEDHA RSMY wNAF ATERANE-RTE, 20a~vr RNE, VAT LAFETAN—ATANT S LT XTORE
BV —FRRLETH, 20 TFAINEFTAR—ZARNTIE2 U TF A MIEID Yo R
P—DOHFRLET, WEEZ Y —Z2 23072 MCEIV Y THZ LIC20 T, allocate-ips =~ >
REZRLTLIEEN,

A8t P —1T IPS N—V a2 6.0 IS THATX 9,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

showips H

15 Iz, showips =2~ ROHAFIZRLET,

hostname# show ips
Sensor name

iz, show ips detail =~ > FOH 2R L ET,

hostname# show ips detail

Sensor name Sensor ID
ipsl 1
ips2 2
BEEavUF avwoFk L]
allocate-ips X2 VT arTXANMUEBEE P —2E D Y TET,
ips N7 7 4 v 7% AIP SSM IZIERI & HE£ 7,
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

B showipsec sa

show ipsec sa

IPSec SA DV A R ZFRTHIZIE, ZFu—rL a7 4 Xalb— gy T— REFITHEHE EXEC
E— FTshowipsecsa 2~ FEHLET, £z, Zoa~vr ROMEREXD show crypto ipsec

sa b TEE,

show ipsec sa [entry | identity | map map-name | peer peer-addr] [detail]

WX DA detail (LE) BRENTVDHOICHT 23R 7 —HlERRLET,
entry ({E&) IPSec SA 7 7 FLADIEICF R L ET,
identity ({F:#) IPSec SA % ID DJEIZFEF L E¥, ESP G ENEHA, Zhi
b s 7= 7,
map map-name EE) fESNT-27 U7 v 7D IPSec SA #F = LET,
peer peer-addr (FE) EESNF-ET IP 7 KL 20D [PSec SA #F L7,
TIAILE T 7 4V FOEEREILH D EH A,

avwv kR E—F

ROFIZ, a2 P ANTELHEF— R RLET,

F74F72+x—I)IL E—F

XT3V TERXFb

TILF
aAVTFR
avwy kK E—F L—Tv F |&#& VTN [ SRT A
Ja—n)L ar7 4 Xalb— . . . — _
Vg
¥t EXEC . . R _ _
avy FEE yy—= EERNE
BEF oz~ FIFBEF T,
{5l OB Z T a— )L a7 4 FXalb—ay T— RKCTASNTBEE, IPSec SA BNFEREINET,

hostname (config) # show ipsec sa

interface: outside2

Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):

current peer: 172.20.0.21
dynamic allocated peer ip: 10.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest:

(0.0.0.0/0.0.0.0/0/0)
(172.20.0.21/255.255.255.255/0/0)

0

#pkts decaps: 1145, #pkts decrypt: 1145, #pkts verify: 1145
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0,
#pre-frag successes: 2,

#pkts comp failed: 0,

#pre-frag failures: 1,

#pkts decomp failed: 0
#fragments created: 10

#PMTUs sent: 5, #PMTUs rcvd: 2, #decapstulated frags needing reassembly: 1
#send errors: 0, #recv errors: 0

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

(E)

local crypto endpt.: 10.132.0.17, remote crypto endpt.: 172.20.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn _id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y

Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
hostname (config) #

show ipsecsa W

IPSec SA RV > —IZ, 7F7 7 AT —3 9 0% [PSec B OFNCHAET L LT EINTWAEHEE. 7
SUTALT—2a VHEMERIZ. 75 AT — g VHETOKEMER T, SARY—T, 7572
T =3 a E IPSec L DOBICHAET L LWL ENTWIEE, 777 AT —3 a %O FH#R

MERSNET,

WOz T a—)y a7 4 Xal—valy FT—RKRTANTDE, def EWHILRTOIZ YT N ~v 7

@ IPSec SA BFERINFET,

hostname (config) # show ipsec sa map def
cryptomap: def
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1146, #pkts decrypt: 1146, #pkts verify: 1146

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480

| oL-12173-02-J
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

B showipsec sa

IV size: 8 bytes
replay detection support: Y

outbound esp sas:

spi: OxDC15BF68 (3692412776)

transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn _id: 3, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes
replay detection support: Y

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73672, #pkts encrypt: 73672,
#pkts decaps: 78824, #pkts decrypt: 78824,
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73672, #pkts comp failed: 0, #pkts decomp failed:

#send errors: 0, #recv errors: 0

480

(0.0.0.0/0.0.0.0/0/0)
(192.168.132.0/255.255.255.0/0/0)

#pkts digest:
#fpkts verify:

local crypto endpt.: 172.20.0.17, remote crypto endpt.:

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

inbound esp sas:
spi: O0xB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn _id: 4, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6OF6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map: def
sa timing: remaining key lifetime (sec):
IV size: 8 bytes
replay detection support: Y
hostname (config) #

263

263

73672
78824

10.135.1.8

0

WOBlZ T a—) a7 4 Fal—yary E—RTANTDHE, =T — K entry (29 % IPSec

SA WFEREINET,

hostname (config) # show ipsec sa entry
peer address: 10.132.0.21
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

(0.0.0.0/0.0.0.0/0/0)
(10.132.0.21/255.255.255.255/0/0)

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify:

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed:
#send errors: 0, #recv errors: 0

0, #pkts decomp failed:

1147
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show ddns update interface 21> F~ show ipv6 traffic a <> F

local crypto endpt.: 172.20.0.17,
path mtu 1500, ipsec overhead 60,
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map:
sa timing:
IV size: 8 bytes
replay detection support:
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn _id: 3, crypto-map:
sa timing:
IV size: 8 bytes
replay detection support:

Y

Y

peer address: 10.135.1.8
Crypto map tag: def, local addr:
local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts
#pkts
#pkts
#pkts
#send

encaps: 73723,
decaps: 78878,
compressed: 0,
not compressed:

errors: 0,

#pkts encrypt:
#pkts decrypt:

73723,
#recv errors: O

local crypto endpt.: 172.20.0.17,
path mtu 1500, ipsec overhead 60,

current outbound spi: 3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map:
sa timing:
IV size: 8 bytes
replay detection support:
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map:
sa timing:
IV size: 8 bytes
replay detection support:
hostname (config) #

Y

Y

remote crypto endpt.:

remaining key lifetime

remaining key lifetime

#pkts decompressed:
#pkts comp failed:

remote crypto endpt.:

remaining key lifetime

remaining key lifetime

show ipsecsa W

10.132.0.21

media mtu 1500

def

(sec): 429

def

(sec): 429

172.20.0.17

(0.0.0.0/0.0.0.0/0/0)

(192.168.132.0/255.255.255.0/0/0)

73723
78878

73723,
78878,
0

#pkts digest:
#pkts verify:

0, #pkts decomp failed:

10.135.1.8

media mtu 1500

def

(sec): 212
def

(sec): 212
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

show ipsec sa

WOBZTa—") a7 4Falb—v
IPSec SA BERINFET,

a3y E—RTANTDH L, ¥—U— K entry detail Z{E~> T,

hostname (config) # show ipsec sa entry detail

peer address: 10.132.0.21

Crypto map tag: def, local addr:
local ident
remote ident
current peer: 10.132.0.21
dynamic allocated peer ip: 90.
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts

encaps: O,
decaps: 1148,
compressed: 0,
not compressed:
no sa (send): O,
encaps failed (send):
invalid prot (rcv): O,
invalid identity (rcv):
replay rollover (send):
replay failed (rcv): 0
internal err (send): O,

0,

0’

local crypto endpt.: 172.20.0.
path mtu 1500,

current outbound spi:

ipsec overhead

inbound esp sas:
spi: Ox1E8246FC
transform:
in use settings ={RA,

(511854332)

(addr/mask/prot/port) :
(addr/mask/prot/port) :

#pkts encrypt:
#pkts decrypt:
#pkts decompressed:
#pkts comp failed:
#pkts invalid sa

#pkts verify failed:

DC15BF68

172.20.0.17

(0.0.0.0/0.0.0.0/0/0)
(10.132.0.21/255.255.255.255/0/0)

135.1.5

0, #pkts digest: 0
1148, #pkts verify:

0

1148

0, #pkts decomp failed: O
(rcv): O

#pkts decaps failed (rcv):
0

#pkts invalid len (rcv):
#pkts replay rollover

0

0

(rcv) :

0,

0, 0

#pkts internal err (rcv): O

17, remote crypto endpt.: 10.132.0.21

60, media mtu 1500

esp-3des esp-md5-hmac
Tunnel, }

slot: 0, conn_id: 3, crypto-map: def

sa timing: remaining key lifetime (sec): 322
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322
IV size: 8 Dbytes
replay detection support: Y
peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
#pkts encaps: 73831, #pkts encrypt: 73831, #pkts digest: 73831
#pkts decaps: 78989, #pkts decrypt: 78989, #pkts verify: 78989
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73831, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O
#pkts invalid prot (rcv): 0, #pkts verify failed: O
#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): O
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show ddns update interface 21> F~ show ipv6 traffic a <> F

#pkts internal err (send): O,

local crypto endpt.: 172.20.0.17,

path mtu 1500,
current outbound spi:

ipsec overhead 60,
3B6F6A35

inbound esp sas:
spi: 0xB32CFOBD
transform:

(3006066877)
esp-3des esp-md5-hma

in use settings ={RA, Tunnel, }

slot: 0, conn id: 4, crypto-map
sa timing: remaining key lifeti
IV size: 8 bytes

replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)

transform: esp-3des esp-md5-hma
in use settings ={RA, Tunnel, }
slot: 0, conn id: 4, crypto-map
sa timing: remaining key lifeti
IV size: 8 bytes

replay detection support: Y

hostname (config) #

#pkts internal err

remote crypto endpt.:

media mtu 1500

C

: def
me (sec)

e}

: def
me (sec)

104

104

WIZ, ¥ —7— K identity % ffi> 7= IPSec SA OHlZRLET,

hostname (config) # show ipsec sa identity
interface: outside2
Crypto map tag: def,

local addr: 172

local ident (addr/mask/prot/port):
(addr/mask/prot/port)
current peer: 10.132.0.21
dynamic allocated peer ip:

remote ident
90.135.

#pkts
#pkts
#pkts
#pkts
#send

encaps: 0, #pkts encrypt: 0,
decaps: 1147, #pkts decrypt:
compressed: 0, #pkts decompr
not compressed: O,
errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17,
path mtu 1500,

current outbound spi:

ipsec overhead 60,
DC15BF68

Crypto map tag: def, local addr: 172
local ident
remote ident

(addr/mask/prot/port) :
(addr/mask/prot/port)
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0
#pkts
#pkts
#pkts
#pkts
#send

encaps: 73756,
decaps: 78911,
compressed: 0,
not compressed:

#pkts encrypt
#pkts decrypt

73756,
errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17,
path mtu 1500,

current outbound spi:

ipsec overhead 60,
3B6F6A35

.20.0.17

show ipsecsa W

(rcv): O

10.135.1.8

(0.0.0.0/0.0.0.0/0/0)
: (10.132.0.21/255.255.255.255/0/0)

1.5

#pkts digest: 0

1147,
essed: 0

#pkts comp failed:

remote crypto endpt.:

.20.0.17

#pkts verify:

1147

0, #pkts decomp failed: 0

media mtu 1500

10.132.0.21

(0.0.0.0/0.0.0.0/0/0)
: (192.168.132.0/255.255.255.0/0/0)

: 73756,
: 78911,

#pkts decompressed: 0
#pkts comp failed: O,

#pkts digest:
#pkts verify:

remote crypto endpt.:

media mtu 1500

73756
78911

#pkts decomp failed: 0

10.135.1.8
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

show ipsec sa

WIZ, F—U— K identity 35 X " detail

& ffi o 72 IPSec SA DO &~ L £,

hostname (config) # show ipsec sa identity detail

interface: outside2

Crypto map tag: def, local addr:
local ident
remote ident
current peer: 10.132.0.21
dynamic allocated peer ip: 90.
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts

encaps: 0,
decaps: 1147,
compressed: 0,
not compressed:
no sa (send): 0,
encaps failed (send):
invalid prot (rcv): O,
invalid identity (rcv):
replay rollover (send):
replay failed (rcv): O
internal err (send): O,

0,

0,

local crypto endpt.: 172.20.0.
path mtu 1500,

current outbound spi:

ipsec overhead

Crypto map tag: def, local addr:
local ident
remote ident
current peer: 10.135.1.8

dynamic allocated peer ip:

#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts
#pkts

encaps: 73771,
decaps: 78926,
compressed: 0,
not compressed:
no sa (send): O,
encaps failed (send):
invalid prot (rcv): O,
invalid identity (rcv):
replay rollover (send):
replay failed (rcv): O
(send): 0,

73771,

0,

internal err

local crypto endpt.: 172.20.0.
path mtu 1500,

current outbound spi:

ipsec overhead

(addr/mask/prot/port) :
(addr/mask/prot/port) :

#pkts encrypt:
#pkts decrypt:
#pkts decompressed:
#pkts comp failed:
#pkts invalid sa

#pkts verify failed:

DC15BF68

(addr/mask/prot/port) :
(addr/mask/prot/port) :

#pkts encrypt:
#pkts decrypt:
#pkts decompressed:
#pkts comp failed:
#pkts invalid sa

#pkts verify failed:

3B6F6A35

172.20.0.17

(0.0.0.0/0.0.0.0/0/0)
(10.132.0.21/255.255.255.255/0/0)

135.1.5

0, #pkts digest: 0
1147, #pkts verify:

0

1147

0, #pkts decomp failed: 0
(rcv): O
#pkts decaps failed (rcv): O
0

#pkts invalid len (rcv): O

#pkts replay rollover (rcv): O

0’
0,

#pkts internal err (rcv): O

17, remote crypto endpt.: 10.132.0.

60, media mtu 1500

172.20.0.17

(0.0.0.0/0.0.0.0/0/0)

(192.168.132.0/255.255.255.0/0/0)

0.0.0.0

73771
78926

73771,
78926,
0

#pkts digest:
#pkts verify:

OI
(rcv): O
#pkts decaps failed

#pkts decomp failed: 0

(rcv): O
0
#pkts invalid len (rcv): O
#pkts replay rollover (rcv): O

0,
0,

#pkts internal err (rcv): O

17, remote crypto endpt.: 10.135.1.8

60, media mtu 1500

BEEavTU R avwyvFk

BB

clear configure isakmp

TRXTHOISAKMP 27 4 Fab—a &7 07 LET,

clear configure isakmp
policy

FTRTHOISAKMP RV > — a7 4 X2l — a2 07 LET,

clear isakmp sa

IKE 7% A4 L SAT—FR_X—=2%7 V7 LET,
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show ddns update interface 21> F~ show ipv6 traffic a <> F
show ipsecsa W

| #26%

avwyk eA
IPSec 70N eX=2 T4 TTFIA T ALBIETAHAA L F—T = A

D ISAKMP x> —3 g v %24 X —7 NV LET,
TIT 4 T7RISAKMP 207 4 ¥ 2 b —v g 2T _RTERLET,

isakmp enable

show running-config
isakmp

Cisco Security Appliance I? > F Y7LV i
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

M  show ipsec sa summary

show ipsec sa summary

IPSec SA DERAZERTHITIE, Fr—UL ar 7 4 Falb—v gy T— FE7IEHE EXEC T—
K C show ipsec sa summary =2~ > FZ{HEHR L E 7,

show ipsec sa summary

B DR o=y FIZE, BIEELIIEKITIHY A,
T4+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WDORIZ, a~vr REANTEDLE—RERLET,
T774794—) E—F |£F%FaUT4 aAVTFRFb
<ILF
aAVTHFR
avwvy kK E—F L—FTvyF |&EB gL k AT LA
Jua—n) a7 4 ¥al— . . N _ _
M=V
4‘%}% EXEC ° . . _ _
avy FEE yy—=x EENE
7.0(1) Zoawy FPNEAIHE L,
i WIZ, 1PSec SA DER Z R DB X A THNCFE R T B 2RLET (Fo—b a7 X al—
gy EB—RKTAN),
e [PSec

e [PSec over UDP

e [PSec over NAT-T

e [PSec over TCP

IPSec VPN = — R RZ o0

hostname (config) # show ipsec sa summary

Current IPSec SA's: Peak IPSec SA's:

IPSec : 2 Peak Concurrent SA : 14
IPSec over UDP 2 Peak Concurrent L2L : 0
IPSec over NAT-T : 4 Peak Concurrent RA : 14
IPSec over TCP 6

IPSec VPN LB 0

Total : 14

hostname (config) #

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ipsec sa summary W

BREaTYK avyv Rk L
clear ipsec sa IPSec SA Z5ERITHIBRT 20>, FFED/NT A —ZIZHESWTHIBRL £,
show ipsec sa IPSec SA DV 2 h&FRLET,
show ipsec stats IPSec MEMEHRD U XA MERRLET,

Cisco Security Appliance I? > F Y7LV i
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

Bl show ipsec stats

show ipsec stats

IPSec #HFHEMRD Y A M EFRT HITIE, Fr—rVL a7 ¥ ab—ray T— REIIRHE
EXEC £ — KT show ipsec stats =~ FZfEH L £,

show ipsec stats

B DR Toawy RIZiE, F—U— RRERIZH Y FH A
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WDORFRIZ, a~ REANTELE—RERLET,

7747924 —)IL E—F |[£F%aUFs aV7TFXF
TNLF
aAVTHFR

avwy kK E—F =Ty K |&\@ o k AT L

Juau—~) a7 4 X2 b— J J . — —

M=V

it EXEC ® ® ® — —

avy FERE Jyy—=x EENE
7.0(1) Zoawy FPNEAIHE L,
EREDHS K54y Wiz, B> FUBRTRTHNEICOWTHBALEZREZ R LET,

HAh H L

IPsec Global Statistics OB a g, X2 VT4 T IA T UANRYR—
45 IPsec b2 R /LORBEICEIRE L E T,

Active tunnels BAEHEE STV B IPsec b v RV DEL,

Previous tunnels B sn=Z 05D IPsec bz (77T 477 b
VAL EET),

Inbound ZDv s a it IPsec Rk EILTERE LEEER S
N T4y 7 IR LET,

Bytes LIRS N T 7 4 v 7 DA MK

Decompressed bytes JEMERRBR D EAT SN RICZE SN F T 7 0 v 7 ON
A4 M GRS T 256), EMHRAR3—T7 L TROWGA, 2
HUBRFIC ERROI T o LELL R DIET T,

Packets 15 iz IPsec BBt N7 > D#K,

Dropped packets ZESNENRTT =07 Fa v 7Sl [Psec if 51k/<
v h O,

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ipsec stats W

Hh (%E)

A (=)

Replay failures

ZIE &z IPsec B b X7 v MiZoWTHRHE ST v T
U7 LA ORMBE,

Authentications Z(E &h IPsec WFSAL/ XY v MTOWTELT SN 3RGED
I,

Authentication failures A5 iz IPsec 5L 37 v MITHOW TR S AL7ZFBRED
RIGHL

Decryptions

18 &7z IPsec By B b/ X7 v MZOWTEITINTE 5
DR,

Decryption failures

A5 iz IPsec B 5L N7 v MIZTHOW TR S 2B 5O

Decapsulated fragments needing
reassembly

RN MR IP 7T 7 A v M edieiE s IPSec /37 v b D
%ﬁo

Outbound DB vaiE, IPsec b T 7 4 v 7 B LCIERE ISR
BI7IVTTEAN VT 74 v 7ICBRLET,
Bytes IPsec b RILZNLTHBILBLOREEND 27V T TF A

N NT7 497 DNRA K,

Uncompressed bytes

IPsec o R LZN L TIES(LE L UEE SH D EMER SN
727 UTTHRAN NTFT 40w 7 ONA NE, JEMERA F—

NTIRWEA, OO 23EIcEiior g L% 1LL
RBHIETTT,

Packets mwclxzw% LT LBLORIEShD 27 VT 7% %
k7w O

Dropped packets IPsec > FNLEN L THBLBIOEEEINEN, =T —R
FRTRay7EN=27 VT TXA N X7y o,

Authentications IPsec M ALV ERNLTEEEIND Ty MTOWTEITEN

< RRRIED R,

Authentication failures

IPsec b R ZN L TERFEIND /Ny MTH
T2 BRED KK,

W S

Encryptions

IPsec Fo FNEN L TEEEINDI Ty MIZOWTEITEN
7= Ak D Rk Eh K,

Encryption failures

IPsec b R Z N L TEREIND Ny Mo TRESh
75 B b D sk,

Fragmentation successes

F&15 IPsec /X7 v NOEHO—FE L TETINTZT7 T T A
T = a VERED L,

o

Pre-fragmentation successes

HAE IPsec /N7 NEWHO—I & LTHEITSINTZ, Lz
HH TG AT = a VEEDE, ERITTIA LT —
Taild, ZUVTTHRAN Ny R %ﬂ:éﬂ 12Uk
D IPsec /X7 v & LTH T BILENDRNIZITTONVE T,

Post-fragmentation successes

F15 IPsec /N7 v RO — & L TEITES N, Lz
AT T T AT = a VEEOR, FHRTTITA T —
varid, ZIUTTXALN Ty RREES{LE, [Psec X
5/Fkbfﬁftwméﬂé’& LkoTEEDIP 757
AV MRERSNBRNATONET, ZhoD 7T 7 A b
%, E5{bRT ﬁ%ﬁ?éb%@%@ifo

Fragmentation failures

J15 IPsec /X7 v FOBWPIZRAE L7 T T AT —2 3
NEOER e
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

show ipsec stats

Hh (%E)

A (=)

Pre-fragmentation failures

HAE IPsec N7y NOEWMPIZHAE LTV T T T AT —
arvDRWE, FERiVIISAVT—Ya i, 2T T X
AR RTy RS, 1 DL ED IPsec N7y b &L
TH T 'MEENBHNITONE T,

Post-fragmentation failure

F15 IPsec /X7 vy hOEBPICHKAELIEZRA N T T T A
T arORBE, ERTIIIA T aiEx, 70T
TXA N ANT Y RBKE LS, IPsec X7y hELTAT
TAUEEINDEZ LI LS THEEDIP 77 7 A2 MAMEKR S
AENATPNET, 2D T 57 A M, EELEICHE
BERTIMLERDH Y 7,

Fragments created

IPsec DO —i & L THERR S N7 T 7 A v DK,

PMTUs sent

IPsec VAT A2 L > TERFEINZ/ANAMTIU A vbE—TD
¥ IPsec iX. W55{b#IZ. IPsec o R EMNLTERETD
WCIERETEDL RNy FEFERFBLTWVDONERFR A MR LT
PMTU #* vt —U%%EELET, PMTU A vE—I0d, A
k> MTU %#{&< LT, IPsec b2 V&I LTEIET B8
Ty OV A RXE/NSLTHIEERANMIKRDD A vE—

PMTUs recvd

IPsec VAT ML TEEINTZANAMTU A vE—T D
¥, IPsec X, FoFAENLTCEETHI Ny FRKETE
THxy NUY—J7HEHRZBBTERWVEE, ¥ AN —4
DXy NT—=VBERENLERAMTIU A v b= ZELET,
NAMTU A vE—U%%{E9 25 L, IPsec (Zi@H ., b xb
MTU #1&< LE9,

Protocol failures

ZIE LIZARERERD IPsec /37 v hDEL,

Missing SA failures

EEENZIPsec X2 VT 4 7T/ —a UBNFELR
VW, BER STz IPsec DEITEDEL,

System capacity failures

IPsec Y AT LADFEN T4 TRWEZOHT—H L— L %&H

R—=hTERNWI LBNFRTE T TE 2 IPsec DEMEDEL,

il

hostname (config) # show ipsec stats

IPsec Global Statistics

Active tunnels: 2

Previous tunnels: 9

Inbound
Bytes: 4933013
Decompressed bytes: 4933013
Packets: 80348
Dropped packets: 0
Replay failures: 0
Authentications: 80348
Authentication failures: 0
Decryptions: 80348
Decryption failures: O

Decapsulated fragments needing
Outbound
Bytes: 4441740

Uncompressed bytes: 4441740

WOflE T a—)L a7 4 Fal—yay T—RTCANTSE, IPSec #

AHERARRSNET,

reassembly: 0
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

Packets: 74029
Dropped packets: 0
Authentications: 7402

Authentication failures:

Encryptions: 74029
Encryption failures:

Fragmentation successes:

9

0

show ipsec stats W

0

3

Pre-fragmentation successes:2
Post-fragmentation successes: 1

Fragmentation failures:
Pre-fragmentation failures:1
Post-fragmentation failures: 1

Fragments created: 10

PMTUs sent: 1

PMTUs recvd: 2
Protocol failures: O
Missing SA failures: O
System capacity failures:
hostname (config) #

0

2

pggEa<w R

avwyFk

i

clear ipsec sa

BEINTNRT A—=FITHESNT, IPSec SA Flidhv 2% 7Y
TLET,

crypto ipsec transform-set

NG ATZx—b vy hEERZLET,

show ipsec sa

FBEEINTZNT A—FIZH ST IPSec SA R R LET,

show ipsec sa summary

IPSec SA DERZFK RN L ET,

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W  show ipv6 access-list

show ipv6 access-list

IPv6 77 & A U A b%&FRT HICIE, KM EXEC ©— KT show ipv6 access-list =~ > N &l L %
T IPV6 7 78R URAME, £Fa VT4 TTIAT U AZBEBTELIPV6 77 4 v 7 2RIEL
3

show ipv6 access-list [id [source-ipv6-prefix/prefix-length | any | host source-ipv6-address]|

XN any (EE) IPV6 L7 4 v 7 A /0 DEIRIE,
host (EE) FEDKRA D IPV6 7 FL X, HELI-SHE, HHESNEAZ b
source-ipv6-address WOWTDT 7R L—LDOHRNFERENET,
id EE) 72782 VX FDLE, HBELERES. HESNET 78X U X
FDOANBRFRREINFET,
source-ipv6-prefix (EE) IPV6 XY hT—2 T RLABINS L7 4 v 7 A, ¥BELES
Iprefix-length B BESNEIPVE Xy hT—Z 120 TOT 7 & A b— LD INFER
éﬂi‘j‘o
FI4I+ FTRCOIPV6 77 A VR NEERLET,
avv kR E—F ORI, a~ REANTEHE—FERLET,
274F794x—)IL E—F |[£FaVUFq a2TFXF
LT
aAYvTFER
avy kK E—F L—Fvy F |&EB SUHL k SRT LA
M EXEC . — . . _
avy RERE yyy—= FERNE
7.0(1) Zoawy FREAIHE L,

BRLEDAA R34y IPv6 HHTH 5 R EBRV T, show ipv6 access-list =~ > KD H J)iT show ip access-list =~ > K 2 JH
PlLCTnES,

15 WIZ., show ipv6 access-list =~ > FOH /%R LEJ, inbound. teptraffic., 35 & O outbound & \»
IHATDIPVE 77 A U A MPRRRINTNET,

hostname# show ipv6é access-list
IPv6 access list inbound
permit tcp any any eq bgp reflect tcptraffic (8 matches) sequence 10
permit tcp any any eqg telnet reflect tcptraffic (15 matches) sequence 20
permit udp any any reflect udptraffic sequence 30
IPv6 access list tcptraffic (reflexive) (per-user)
permit tcp host 2001:0DB8:1::1 eq bgp host 2001:0DB8:1::2 eq 11000 timeout 300 (time
left 243) sequence 1
permit tcp host 2001:0DB8:1::1 eq telnet host 2001:0DB8:1::2 eq 11001 timeout 300

Cisco Security Appliance A< F Y7L Y&
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show ddns update interface 21> F~ show ipv6 traffic a <> F

show ipv6 access-list W

| #26%

(time left 296) sequence 2

IPv6 access list outbound
evaluate udptraffic
evaluate tcptraffic

avwyvFk H L

ipv6 access-list

IPv6 727 A U A NE/ERKR LET,

Cisco Security Appliance I? > F Y7LV i
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show ddns update interface 27> F~ show ipv6 traffic a<> F |

Bl show ipv6 interface

show ipv6 interface

IPv6 HICREESNTA v F—T =2 ADAT—H A%2FR_TH20%., ¥t EXEC £— F T show ipv6
interface =~ FZfEH L £9,

show ipv6 interface [brief] [if name [prefix]]

EX DA brief FEA LV HE—=T 2 ADIPV6 AT —HABLINar 74 X2 — g0
TR EERLET,
if_name (fE#) nameif =~ > FTHE SN EZIINBOA o F—7 = A A
L BESNTEA LV E—T A ADAT—HABLINIL 7 Fal—
TarDHENERENET,
prefix (EE) e—ANDIPV6 TV T 4 v I A T—IANLERINDI T VT 4w
IR, TVT7 4w 7 A IPV6 7T RLADX Y hU—7 45T,
T4+ FTRTOIPV6 A v X —T = A A%FERFELET,
avy kR E—F WDORIZ, a~v REANTEDLE—NERLET,
274F794—)IL E—F |[£FaUT1 a2TFXF
<ILTF
AVTHFR
avwvy kK E—F L—FTy F |&EB VTN k AT LA
¥t EXEC . — . . _
avy FEE y1y—=x EENE
7.0(1) Zoavy RREAIShELE,

BEREDHL FF1

]

IPv6 HH Th % A %K\ T, show ipv6 interface =~ > N H{/jiZ show interface =~ > F &L L
TWET, AV F =Tz A ADN—RU =T RERTELEEG, AV F—T =24 R Fup L~v—7 3h
FT, AVEF—T oA ABRHFHBEEZRETEL5E, BT e babiZuw E~v—7 ShET,

A B =T oA ZAGPEEEINTOARWESIE, TXTOIPVO A F—T = ADBEWRNRERINE
T AV EF—T oA ALEBET DL, BESNTZA LV F—T 24 ACHETHIHEENFRENET,

W&IZ, show ipv6 interface =~ > NOH 1z R L E 7,

hostname# show ipvé interface outside
interface ethernet0 “outside” is up, line protocol is up
IPv6 is enabled, link-local address is 2001:0DB8::/29 [TENTATIVE]
Global unicast address(es):
2000::2, subnet is 2000::/64
Joined group address(es):
FF02::1
FF02::1:FF11:6770
MTU is 1500 bytes
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ipv6 interface

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds

WIZ, brief ¥—1U — K% AJ) L7z show ipv6 interface =~ > FOHABIZRLET,

hostname# show ipv6 interface brief

outside [up/up]
unassigned

inside [up/up]
fe80::20d:29ff:feld:69f0
fecO0::a:0:0:a0a:a70

vlanlO0l [up/up]

fe80::20d:29ff:feld:69f0

fec0::65:0:0:a0a:6570
dmz-ca [up/up]

unassigned

&IZ. show ipv6 interface =~ > FOMAFIZRLET, TRLVADL T VT 4 v I AZAR LA
=T A ADFENRFTRENTWET,

hostname# show ipvé interface inside prefix
IPv6 Prefix Advertisements inside
Codes: A - Address, P - Prefix-Advertisement, O - Pool
U - Per-user prefix, D - Default N - Not advertised, C - Calendar

AD fec0:0:0:a::/64 [LA] Valid lifetime 2592000, preferred lifetime 604800

| oL-12173-02-J
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W show ipv6 mid traffic

show ipv6 mld traffic

Multicast Listener Discovery (MLD; /v F ¥ ¥ 2 b URXF—fl) FTF77 1 v7 I ZHEHRER
AT BHIZIE, $5HE EXEC & — KT show ipv6 mld traffic =~ FEHEHA L £,

show ipv6 mld traffic

B DR Toawy RIZiE, F—U— RRERIZH Y FH A
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WORIZ, a~2 REANTELE—RERLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
¥t EXEC . — . . —
avy FEE J1)y—2 EENE
7.2(4) Zoawry RREASRHELE,

BRLEDHA FS54Y  showipvé mid traffic =~ FEfiHT DL, THEN S5O MLD 2 v =Y 0ZEBLOEGE SR
eI EF s TEET,

show ipv6 mld traffic =~ > N CREI N FERITKO LBV TT,

* Elapsed time since counters cleared : 7 7 > Z 72327 V7 i TH b OFRFERFH,
* Valid MLD Packets : {53 KL OE(E SN A %72 MLD /<7 v b OH,

e Queries : XEBLOEEEINTHFHRI =) —DH,

e Reports : ZEBLOEE NG LA — D%,

e Leaves : ZEH LR SN HR 2 BEOH,

e Mtraee packets : ZEB L OEFEINZ~vALTF XY A FL—X 27y hOHL,
e Errors: #AEL7xT—DX AT LI,

il Wiz, show ipv6 mld traffic =~ > FOHAFZRLET,

hostname# show ipvé mld traffic

show ipv6é mld traffic

MLD Traffic Counters

Elapsed time since counters cleared: 00:01:19

Received Sent
Valid MLD Packets 1 3
Queries 1 0

Cisco Security Appliance A< F Y7L Y&
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ipv6 mid traffic W

Reports 0 3
Leaves 0 0
Mtrace packets 0 0
Errors:

Malformed Packets 0

Martian source 0

Non link-local source 0
Hop limit is not equal to 1 0

EEaTUF avvk B7L
clear ipv6 mld traffic F_XCTOMLD +N774v7 v F%2Vky hLET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

Bl show ipv6 neighbor

show ipv6 neighbor

IPV6 XA N—EFF v v ¥ 2R ERTT HI21E, F7H EXEC £ — F T show ipv6 neighbor =~ -
REfEHLET,

show ipv6 neighbor [if name | address]

BXOiRHA address L) HBEINZIPV6 7 FLRAIZONWTOIRIA N—EHRF v v o lf
HwERRLET,
if_name ({£#) nameif 2~ > RCTRETH, HHESNIA v F—T7 oA A4

WTDHF Y v valfRfeERRLET,

T4k T 7 v N OBEREIZH Y FHA,
avy kR E—F WDORIZ, a~v REANTEDLE—RNERLET,
F274F794—)L E—F |(#FaUT4 a>TFRFH
<ILF
aAVTHFR
avYy R E—F =Ty K |&f& gL k AT LA
HHE EXEC . — . . —
avy RERE yy—2z FTENE

7.0(1) Zoavry FRHEASHE L

BRLOHA K54  show ipv6 neighbor =~ > R TSN AERITKD LBV T,
e IPv6 Address : A N—F7FA v F—T7 A AD IPv6 7 KL X,

o Age: 7 FLANEEMRE LR SN TOLOREIFH (DHEA), A7 () 1ZAZT 47
T MU ERLET,

+ Link-layer Addr : MAC 7 RL A, 7 RLARRHDOEE, ~NA 7 () BERENET,
d State:?\/r/\‘— "%V\y\/:‘/l I:/]\U@:U(ﬁ?\o

~

GE)  BREFRMEMEITIPVEO XA N—RRBX v v aDAFT v = P VIZHEH SNRN 2D,
INCMP (1584x) IR & REACH (ZlErfg) KEOLBIT, ¥4 FIv 7 Fyrvia v
M) ERET 47 Fxvia MY TRREDET,

WIZ, IPV6 XA NR—ERBF Y v a2aDFAFT I v 2 PV IZOWTERINDAREEDOH DR

A RLET,

— INCMP : (R524) =2 MUK LTT RL R RBEEEITHTT, A N—LEFERA v —
OMZ = FOEEER /) — R ~ILFXr AL T RLVRIZEESINE LY, M T 5%
AN—=T FENRNEAL XA N AvE—UNRZEINTHERTA,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ipv6 neighbor

REACH : (B3ETTEE) KA N—~DEGE SR ZANIEFITHEE L TW A Z & 2RI E EMERRAS,
[E1T D ReachableTime I YV MLWNIZZIE SN E L=, REACH REIZ/R > TV D REIIE, R
T BREEEND L EIZT AL AN RT 7 a v EFEITLET A,

STALE : Bl S ANIERICHEEL TWA I L 2RI REDH CHREZZIELTHD
ReachableTime X VR &z A2 LE L7=, STALE REIZ/ > TWAREIX, 7y
MRAEEEINDEZETCT AL RIT 7 a v 2T LERTA,

DELAY : ik /S AR IEFITHKIEL T D 2 L 2 T iR OB EMREZZEL Trb
ReachableTime X VR ZE 2 2N RIE LE L7z, Ty MIETOD

DELAY FIRST PROBE TIME ®LINIZRE(E &3 E L7z, DELAY REEIZA - T b,
DELAY_FIRST_PROBE_TIME AW BIE AT REMEMERR 22 3215 TE RWIGEIE, A N —i%
FER A v — U0 EE S, IRED PROBE ICEFE ENET,

PROBE : 2| Al EEfEFR 353215 &35 £ T, RetransTimer X U R T L2 R A N—E(FE K
Ao —VEHIXE LT, BEAREEERET 7T 0 TICER L ET,

2222 . REZRIRHE,

WIZ, IPV6 XA N—ERX Y vV aDAXT v 7 T hVIZOWTRRENDATREEDH 5 IR
A RLET,

INCMP : (R542) ZOoxr M) DA v Z—T x4 AFX T LTHET,
REACH : (BIZ#A[fE) 2O NI DAV F—T x4 ZTEMELTWET,

¢ Interface

T RLRICEGERGETH o TeA v X —T = A A,

i WIZ, A B —7 A A%&HE L TAJ L7z show ipv6 neighbor =~ > KO Bl R L T,
hostname# show ipvé neighbor inside
IPv6 Address Age Link-layer Addr State Interface
2000:0:0:4::2 0 0003.a0d6.141le REACH inside
FE80::203:A0FF:FED6:141E 0 0003.a0d6.141e REACH inside
3001:1::45a - 0002.7d1a.9472 REACH inside
Wiz, IPv6 7 KL A% F57E L CAJI L7- show ipv6 neighbor =~ > NOH Nz L ET,
hostname# show ipv6 neighbor 2000:0:0:4::2
IPv6 Address Age Link-layer Addr State Interface
2000:0:0:4::2 0 0003.a0d6.141le REACH inside
BEEa<T R avwy kR ELE]

clear ipv6 neighbors AETF 47 T P YRR, IPV6 R A N—ERF ¥ v a2 NOT T

DY EHIBRL ET,

ipv6 neighbor IPv6 XA N—ERXY v aDAXT 4 v 7 = b ERELET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W  show ipv6 route

show ipv6 route

IPV6 V—T (7 T =T NVONEZFRKRT HI21E, Fite EXEC £— F T show ipv6 route =~ %
EALET,

show ipv6 route

XD Zoa<wy RIZEBIEEZIZF—TU—FIEH v A,
T2+ T 7 v NOBEREIZH Y FHA,
avy kR E—F WHOFEIZ, a~r REANTELE—FE2RLET,

F7A4F794—IL E—F EFa)Fq a2TFRXF
TILF
aAVTHFR
avy kK E—F =Ty K |&\B@ o k AT L
¥t EXEC . — . . —
avy FEE J1)y—2 EENE
7.0(1) Zoawry RREASRHELE,

HERALEDHA RS54 IPv6 HHDIEHEHRTH 584 BRV T, show ipv6 route =~ > RO J)i%, show route =~ > N & HE
LCTWET,

WIZ, IPV6 V=T 4 T—TNWICEREINDLERERLET,
e Codes: V— FEAER LT bavzRrLET, RINDMEEFROLEEY TY,
— C: BfiiE
— L:e—J
S: XE¥T 47
— R :RIP 4k
B : BGP 5%
— I1:ISISL1 : #& IS-IS Level 1 45k
— 12 :ISIS L2 : # A IS-IS Level 2 ik
— TA :ISIS = U 7/ : #EA IS-1S = U 7 ARk
o £e80::/10 : VE—F XY hU—ZDIPV6 L7 4 v 7 ZA&RLET,

© 1000] : oy ANOROIORMERITHY —ADT I =AML=T 47 T4 AZ L AT, 25D
OEAEIFA—FDA N v 7 T,

e via:i: UE—F Xy MU= ~DKRDIL—FDT RLAZIEELET,
e inside : EEINT-RX Y NI~ ~DRDNL— X ZEZETCX DAL X —T =2 ABEELET,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

3l

show ipv6 route W

Iz, show ipv6 route =~ > ROHHFIE R LET,

hostname# show ipv6é route

IPv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP

U - Per-user Static route

I1 - ISIS L1, I2 - ISIS L2, IA - ISIS interarea

O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
L fe80::/10 [0/0]

via ::, inside
via ::, vlanlOl
L fec0::a:0:0:a0a:a70/128 [0/0]
via ::, inside
C fec0:0:0:a::/64 [0/0]
via ::, inside
L fec0::65:0:0:a0a:6570/128 [0/0]
via ::, vlanlOl
C fec0:0:0:65::/64 [0/0]
via ::, vlanlO1l
L ££00::/8 [0/0]
via ::, inside
via ::, vlanlO1l

S ::/0 [0/0]
via fec0::65:0:0:a0a:6575, vlanlOl

avwyk ETL)

debug ipv6 route IPV6 V=T 4 T T—TN T o7 T—r B —F Frx v a T
T—b DTNy T Aye—Vh2RRLET,

ipv6 route IPV6 V=T 4 T T—TNIAZT 4 v 7 = FU EBIMLET,
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

W  show ipv6 routers

show ipv6 routers

FV T V=B InDZAE LI IPV6 v—5 7 EANZ A XA MEREZRRT HI21E, Fite EXEC
E— KT show ipv6 routers =~ > R&fHH L E7,

show ipv6 routers [if name]

B DA if_name (EE) B#MAEFR T L5458 L70%, nameif 2~ RIC ko> TIEEENLS
WA v X —T oA AL FETIIERA V H—T = A A,

TIFIE T 7 4V F OBHERLEIZH Y FHA,

WOFKIZ, a~v 2 FEANTELE—FERLET,

™.

H
I

™.

avy

T7A4F724—ILE—F EFalFq4 aVTFXFb
TILF
aAVTFX
avwy kR E—F L—Tv F |E& vugnL [ SRT L
¥5#E EXEC ° — ° ° —
av Yy FERE J1yy—=x EFERA
7.0(1) Toawy RREASHELE,

BRLDHS 31> AV H—T oA ALPEESNTORNESIE, TXTOIPVE A > F—T7 = A ADHFENERINE
T AVE—T oA AREWRETDHE, MESNTA L EZ—T oA AT HERBFRENET,

il Wi, 4 v H—7 = A 2G4 EFRERETITAT L7z show ipvé routers =~ > FOH HHI 2R L ET,

hostname# show ipvé routers

Router FE80::83B3:60A4 on outside, last update 3 min
Hops 0, Lifetime 6000 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 3FFE:C00:8007::800:207C:4E37/96 autoconfig

Valid lifetime -1, preferred lifetime -1

Router FE80::290:27FF:FE8C:B709 on inside, last update 0 min
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec

BEaT YR avwyk B
ipv6 route IPV6 V=T 4 T T—TNCAZT 47 = M) ZBMLET,
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| #£26% show ddns update interface 32> K~ show ipv6 traffic a2~ F

show ipv6 traffic W

show ipv6 traffic

IPVv6 T 7« v 7 OFEHERZFRTT 2121, F7H EXEC £ — T show ipv6 traffic =~ Nz H]
LET,

show ipv6 traffic

WX DA Zoawy FEsIEERIEF—U—FNEdb £ A,

T2+ T 7 v NOBEREIZH Y FHA,

avy kR E—FK WDORIZ, a~vr REANTEDLE—NERLET,

F7A4F794—IL E—F EFa)Fq a2TFRXFb
TILF
aAVTHFR
avwy kK E—F =Ty K |&\B@ o k AT L
¥t EXEC . — . . —
avy FEE J1)y—2 EENE
7.0(1) Zoawry RREASRHELE,

BRLEDHA FSMY NFT 4y hUEEZ YT T BT, clear ipv6 traffic =~ REMA L £,

i Iz, show ipv6 traffic =~ > FOH Iz~ L £,

hostname# show ipvé traffic
IPv6 statistics:
Rcvd: 545 total, 545 local destination
0 source-routed, 0 truncated
0 format errors, 0 hop count exceeded
0 bad header, 0 unknown option, 0 bad source
0 unknown protocol, 0 not a router
218 fragments, 109 total reassembled
0 reassembly timeouts, 0 reassembly failures
Sent: 228 generated, 0 forwarded
1 fragmented into 2 fragments, 0 failed
0 encapsulation failed, 0 no route, 0 too big
Mcast: 168 received, 70 sent

ICMP statistics:

Rcvd: 116 input, 0 checksum errors, 0 too short
0 unknown info type, 0 unknown error type
unreach: 0 routing, 0 admin, 0 neighbor, 0 address, 0 port
parameter: 0 error, 0 header, 0 option
0 hopcount expired, 0 reassembly timeout,0 too big
0 echo request, 0 echo reply
0 group query, 0 group report, 0 group reduce

Cisco Security Appliance <> F Y7L >R
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¥ 26%E show ddns update interface 32> K~ show ipv6 traffic a2 F |

Bl show ipv6 traffic

0 router solicit, 60 router advert, 0 redirects
31 neighbor solicit, 25 neighbor advert

Sent: 85 output,

unreach:

parameter:

0 rate-limited
0 routing, 0 admin, O neighbor, 0 address, 0 port
0 error, 0 header, 0 option

0 hopcount expired, 0 reassembly timeout,0 too big

0 echo request,
0 group query,

0 echo reply
0 group report, 0 group reduce

0 router solicit, 18 router advert, 0 redirects
33 neighbor solicit, 34 neighbor advert

UDP statistics:

Rcvd: 109 input,
0 no port,
Sent: 37 output

TCP statistics:

Rcvd: 85 input,
Sent: 103 output,

0 checksum errors, 0 length errors
0 dropped

0 checksum errors
0 retransmitted

Y

BEaT YK avwvFk

SifA

clear ipvé traffic

ipv6 N T T 4w AL ES )T LET,
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